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Algorithmic support and software of Internet user’s multimedia data protection systems.



Pedepar (YKp.)

JuceprauiiiHa po60Ta MPUCBSYEHA TiABUIIEHHIO €(QEeKTUBHOCTI NPOrpaMHUX 3aCO0iB KPUIITO-CTEraHOTrpaiyHOro 3axuUCTy
MYJIbTUMEAIMHUX TAaHUX KOPUCTYBaviB MepesXi [HTepHeT 32 paXyHOK BIOCKOHAJIEHHS apXiTeKTypU IIPOrpaMHOi CUCTEMU 3aXUCTY
Ta pO3pO6JIEHHSI HOBUX QJITOPUTMIYHO-TIPOTPAMHUX METOMIB KPUIITO-CTEraHOTrpadiyHOro 3axUCTy MYJIbTUMEAINHUX AAHUX, L0
3a6e3ne4yloTh HaLiMHICTh 3aXUCTy Ta MifBUINEHHS WBUAKOAII Mpolenyp oO6pobaeHHs MyJbTUMEAIMHUX NAaHWUX KOPUCTyBava. Y
JUCepTaliiiHiil po6OTi OTPMMAaHO PsJ HOBUX HAYKOBUX pe3yJsbTaTiB, 30Kpema, yIeplle 3alpolOHOBAaHO YHiBepCasbHY
apXiTeKTypy INpPOrpaMHOi CHUCTEMM B3axXUCTy MYJIbTUMEMNIMHUX [aHUX KOPMUCTYBauyiB Mepexi IHTepHeT, BUKOPUCTAHHS SIKOi
JI03BOJISIE CIIPOCTUTU MPOLEC PO3POOJIEHHSI IIPOrPaMHOro 3a6e3ledYeHHs! CUCTEM 3aXUCTy MyJIbTUMEIIMHUX JaHUX Ta sIKa, Ha
BiIMiHY Bi iCHyIOUMX, 3a6€3Ie4ye MOXKJIMBICTb BUKOPUCTAHHSI JOBILHUX METO[IB KPUIITO-CTEraHOrpadivHoOro 3axUCTy JaHUX i
OTPUMAaHHA MYJbTUMELIMHUX JAHMX 3 DPi3HUX MPOTPAMHHUX CEPEJOBUIL. YIIEepLIe 3alpONOHOBAHO aJrOPUTMIYHO-TIPOTPaMHUM
METO/ KPUITO-CTeraHorpapiyHOro 3aXmcTy MyJIbTUMENIMHMAX AAHUX, XapAaKTEPHOIO PUCOI0 SIKOTO € MOXKJIMBICTb IMO€HAHHS 3
iHmumu metomamu LSB-creranorpadii njs migBuieHHsl ix creraHorpadiyHoi CTiKOCTI Ta SIKMH, Ha BigMiHYy Bif BiZOMUX,
I'PYHTYETHCSI Ha 3aCTOCYBaHHI Ipoleaypyu mudpyBaHHs HA OCHOBI CXeMM BifHoBigHOCTI 6iTiB i soriuHoi ¢pyHKILii, o mo3BOISIE
326e3MeYnTy 3aXUCT MYJIbTUMEAINHNX JaHUX Ta MiABUIIUTY MIBUIKOAII0 MpOLeLypy BOYIOBYBaHHS CTETOAHUX Y MIOHAT, 5 pasiB.
Ynepiue po3po6yIeHO aJropUTMIYHO-TIPOTPAaMHUI METO]], KpUIITO-CTEraHOrpadiuHOro 3aXUCTy MYJIbTUMENINHUX JaHUX, SKUH, Ha
BiIMiHY Bifi BiOMUX, I'PYHTYETbCS Ha BUKOPUCTAHHI MTPOLIeypH NT06Y10BH epeBa XapdpmaHa Ha OCHOBI 300paskeHHS-KITIOYA, 10
JIO3BOJISIE TIIBUINUTY PiBE€Hb 3aXWUCTy KOHQIiZEHIIMHMX rpadiyHuX AaHMX Bif HigOOpy KIIIOYiB Ta CTATUCTUYHUX CTEroarak y
cepegHboMy y 17,4 pasiB. Ymepime po3po6si€eHO aJrOpUTMIYHO-TIPOTPAMHHMI METOJ, KPUIITO-CTeraHorpadiqyHoro 3axucry
MYJIBTUMEiMHUX aHMX, BU3HAYAJIbHOIO PHCOIO SKOTO € 3aCTOCYBaHHS IPOLeAypY IICEBIOBUINATKOBOIO BOYLOBYBAHHS aHUX i3
32CTOCYBaHHSIM JIBOX T€HEPATOPiB IICEBAOBUIAIKOBUX YUCEJI, Ta SKUM XapaKTepPU3YEThCS BUCOKOIO CTIHKICTIO O Mifnbopy KII04iB
32 paxyHOK 3pOCTaHHSl E€HTPOMIMHMX XapaKTEePHUCTUK Ta 3MIiHHOI KiJIBKOCTI KJIIOYiB, WO [O3BOJISIE 3a0€3MEYUTU 3aXUCT

MYJIbTUMEINHUX JAHUX.
Pedepar (aHr1.)

The dissertation is devoted to increase the efficiency of software for Internet user’s multimedia data crypto-steganographic
protection by improving the architecture of the software protection system and developing new algorithmic and software
methods for multimedia data crypto-steganographic protection. The dissertation provides a number of new scientific results, in
particular, the universal architecture of the software system for Internet user’s multimedia data protection, which simplifies the
process of software development of multimedia data protection systems and provides the ability to use arbitrary methods of
crypto-steganographic data protection and provide multimedia data from different software environments, has been proposed
for the first time. An algorithmic software method of multimedia data crypto-steganographic protection, the characteristic
feature of which is the possibility of combining with other methods of LSB-steganography to increase their steganographic
stability and which, unlike the known ones, relies on the encryption procedure based on bit correspondence scheme and logic
function that allows to protect multimedia data and increase the speed of embedding procedure in more than 5 times, has been
developed for the first time. An algorithmic software method of crypto-steganographic multimedia data protection which, unlike
the known ones, is based on the use of the Huffman tree procedure based on the key-image, which allows to increase the level
of protection of confidential graphic data agains the key search in 17.4 times, has been developed for the first time. An
algorithmic software method of multimedia data crypto-steganographic protection, the defining feature of which is the
application of pseudo-random data embedding procedure using two pseudo-random number generators, and which is
characterized by high resistance to the key search due to increasing entropy characteristics and variable number of keys that
enables multimedia data protection, has been developed for the first time.
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