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Tema (aHrJ1.)

Methods combined steganographic protection of multimedia data in cloud storages



Pedepar (YKp.)

PoboTa mpucBsiueHa BUPIMIEHHIO aKTyaJbHOI HAyKOBO-TEXHIYHOI 3aavi 3axucTy KOHQigeHUIMHUX MyJbTUMENiHUX NaHUX B
XMapHUX CXOBUILAX IUISIXOM PO3PO6JIEHHS HOBUX i MogM@iKallii iCHyl04MX METOZIB 3aXUCTy Ha OCHOBI LSB-creranorpadii Ta LW-
Kpuntorpadii, MacoBOro 3axuCTy MyJbTUMEIIMHUX IAaHUX B 300paKEHHSIX-KOHTEMHepax uu ayphio-¢aiinax-KOHTelHepax 3
BUKOPHUCTAHHSM IPUBAaTHUX Ta MyOJUYHMX KiO4iB. Po3pobsieHO HOBI MeTOOM 3aXMCTy MYJbTUMEIIHMX AaHAX B XMapHHUX
CXOBMILAX, 10 3a6e3MevyloTh 3axUILIeHy Nepejady AAHUX IPU 3MEHIIEHHi YacOBUX BUTPAT, 30KpEMa 3alPONOHOBAHO METOJ,
creradorpadii 3 pparmeHTalli€lo CTETOJAaHUX B KOHTEHHEPi, MeTOZ, cTeraHorpadii Ha OCHOBI KOMILIEMEHTAPHOTO 00pa3y, a TaKoX
MeTo/, MU(pPyBaHHs NaliTpU. B 3alpONOHOBAaHMX METOMAX Mepel0ayaeTbCsl BUKOPUCTAHHS SIK CKIIQAEHUX OJIOYHUX KJIOUiB, TaK i
3MiHHMX [IOTOKOBUX KJIIOYiB [OBiJIbHOI [OBXMHM. 3allpONIOHOBAHO 3MEHILIEHHS 4YacOBOI CKJIQZHOCTI METOIB 3aXUCTy
MYJIbTUMEINHUX JAHUX 32 PaxyHOK po3lapaseslioBaHHs OO4YMCIIEHb Ha sfpax 6araTos[iepHOro Ipollecopa Ta CIPOLIEHHS
MAaCKYIOYMX I1epeTBOPEHb [IJIsl 3aXMCTy CTEroflaHuX B KOHTeliHepi. PO3p0o67eHO eKcrepUMEeHTalbHUI 3pa30K creraHorpadiyHoi
cuctemu MultiHide nns peanizanii Ta mociskeHHs], sIK BUIIeBKa3aHUX KOMOIHOBaHUX cTeraHorpadivyHuxX MeTOiB, TaK i 6a30BUX
meTtoniB LSB-creraHorpadii Ta LSB-creraHorpadii 3 mudpysBaHHIM Ha OCHOBi anroputmy AES, a TakoXx Ay AOCTiIKEeHHS

MIPOrpaMHoOi peatizallii BiITOBIAHMX XMapHUX CEPBICiB 3aXUCTY.
Pedepar (aHrJ1.)

The work is devoted to solving actual scientific and technical problem of protection of sensitive multimedia in cloud storages by
developing new and modifying existing protection methods based on LSB-steganography and LW-cryptography protection of
multimedia data in image containers and audio containers using private and public keys. New methods of protection of
multimedia data in cloud storage have been developed, providing secure data transmission while reducing time expenses, in
particular - the stegodata fragmentation method, steganography method based on complementary image and palette encryption
method. Proposed methods use composite block keys and stream keys of random length. A reduction of time complexity of
multimedia data protection methods hs been proposed by parallelizing computations on cores of multicore processor and
simplifying masking transformations to protect stegodata in the container. The experimental model of steganography system
MultiHide has been developed to implement and analyze both the above mentioned methods and basic methods of LSB-
steganography and LSB-steganography using AES-cryptography, and also for research of program implementation of
appropriate cloud security services.
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