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JUHAMIYHA PEKOH®ITYPALISA B ABTOMATHU30BAHUX
CHUCTEMAX OPTAHI3AIIITHOI'O YITPABJITHHSI

O.I". Hononos, O.C.I'op6aunk, M.I".Ky3nenosa
[HcTHTYT IpOGNIeM peectparii iHpopmanii HanionansHoi akagemii Hayk YkpaiHu
Kuis, Ykpaina
dodonov@ipri.kiev.ua, ges@ipri.kiev.ua, margle@ipri.kiev.ua
Y fomoBimi po3rANAlOThCA THUTAHHSA IIABHIIEHHS (QYHKI[IOHATBHOT
CTIMKOCTI aBTOMaTH30BaHUX CHCTEM OprasizauiiiHoro ympasminas (COY)
i3 3aCTOCYBaHHIM METOAY IMHAMIYHOI CTPYKTYPHO-(YHKIIOHAIBHOL
pekoHdirypartii. OOroBOPIOIOTHCS METOMOJIOTIUHI ACTEKTH PO3POOKH 1
BIPOBA/UKEHHST TIpoueayp pekoHpirypaunii B aBromarnzoBani COY, mio
(YHKIIOHYIOTh B yMOBaX NEPMaHEHTHHX 3MiH 30BHIIIHBOTO CEPEIOBHINA.

OOrpyHTOBYETHCS JOIIBHICTD CTBOPEHHS CIIeIiaTi30BaHOTO
KOMIT TOTEPHOTO MOJETIOI0YOro KOMITIeKey npu aBTomaru3zamii COY mis
BiIIpantOBaHHs 0a30BUX CHCTEMHHX, KOHCTPYKTOPCHKUX i

TEXHOJIOTIYHHX pillleHb,  30KpeMa, mnpouexyp pekoHdirypamii. Ha
CHELiai30BAHOMY MOJIEIIOI0YOMY KOMIUIEKCI MOJKIIMBO HANpaIfOBaTH
NIabJIOHH il yOpaBIiHIIB B YMOBaX IMOSBUA HeOWKaHUX 3MiH
BHYTPIIITHEOTO 1 30BHIIIHBOTO cepenoBuina ¢yHkiionyBanHs COY Ta
PO3BUTKY HEIITATHUX CUTYalill Ha 00’ €KTax yHnpaBIIiHHS.

Kurouogi ciioBa: aBTOMaTH30BaHa CHCTEMa OpraHi3allifHOTO yIpaBIIiHHS,
pexoHbirypartis, KOMI IOTEPHUH MOJIETIOI0YHI KOMILIEKC.

Beryn

ABTOMaTH30BaHI cHCTeMH opraHizamiiiHoro ympasiainas (COY) SBIAOTH
coboro cKiagHi cucTeMH 300py, aHali3y Ta ONpalfoBaHHs iH(pOpMarlii CTOCOBHO
00’€eKTa ympaBIiHHs, Oro BHYTPINIHBOTO CEPEAOBHINA 1 B3aEMOIIT i3 30BHIIIHIM
cepenoBuiieM [1], 0 MarOTh COIAIBHY CKJIaOBY, CIEMEHTH SIKOT € aKTHBHUMHU
HiJCHCTeMaMM 13 BIACHUMH JIOK&JbHUMH LUISIMH, BIACHHUM YSBJCHHSM IIPO
HaBKOJIMIIHE cepefoBuIle i Monens ynpasminHi. COY 3a cBOIM NMpH3HAYEHHSIM
MOBMHHI aJeKBaTHO BHW3HAYaTH HEOOXIMHWI piBeHD Oe3neku 00 €KTiB
VIpaBIiHHA, 3a0e3MeUyBaTi KEPOBaHICTh OO €KTIB 1 JOCATHEHHS BH3HAYCHOI B
COY wini.

[IpuiiHATTS OOIPYHTOBaHMX YNPABIIHCHKHX pIlIeHb CBOTOIHI MOTpedye
OMPAIFOBAaHHS BEJIMKOI KINBKOCTI JaHMX, SKi 4acTo ciabo CTpyKTypoBaHi abo
B3arajii HECTPYKTYypOBaHi, OTPHMaHi 3 DPI3HUX JKepel, Bil pPi3HUX AATUYHKIB,
KOHTpoJepiB i T. iH. Tak, y 2019 pomi i3 HEOOXITHICTIO aHAII3y BEIUKHX OOCSTIB
JaHuxX (TMOTOKIB JaHUX) CTHKHYIHCH Oinbime 50 % KoMIaHil 1Mo BChOMY CBITY,
xo4a y 2015 poui Takux koMmaHii Oyino e 17% [2].

JuHamiuHiCTe 1  HemependadyBaHICTh  cepenoBHINa  (DYHKIIOHYBaHHS,
CKJIaJHICTh 1 HEOJHO3HAYHICTh MPOIECiB, IO MAaTh Miclle Ha 00’eKTax
YIOpaBIiHHA, 3pPOCTAaHHSA pPU3MKIB HEOTPUMAHHSA OaXaHOTO  pe3yJbTary,
6araToakTOpHICTh, 1[I0 HPH3BOIUTH 0 HEOTHO3HAYHOCTI PO3yMiHHS



iHpopmamii ocobamu, £AKi NPUHAMAIOTH pIlIEHHS, B YMOBax BiJCYTHOCTI
JOCTOBIPHOTO 3HAHHS PO JMHAMIKy CHUTYaIlil Ha 00’€KTi ympaBIiHHS IOTpedye
BIIPOB3/DKEHHS y IPAKTHKY KEPYBaHHS MOJEIbHO-aJTOPHTMIYHUX CIIOCOOIB i
MiAXOMIB 10 3a0e3MedeHHsT HeoOXiMHOTO PiBHSA e(eKTUBHOCTI (DyHKIIOHYBaHHS
00’exTa ympasiiHHs i BracHe camoi COY. OyHKITIOHANEHI BiIMOBH, IO MOXYTh
cTaTuch 1 B caMmiii aBroMaTtm3zoBaHii COYVY, iHOZI 3arpoxxye MEpexonoM y
HeOe3neyHnid cTaH He JMiie 00’€KTa yNpaBIiHHA, a W MOPYIIEHHSIM Oe3MeKH
(GYHKIIOHYBaHHS IeIK01 KPUTHYHOI iHQpacTpyKTypH.

Pexondirypamiss cucteMu — 1e, y 3arajJbHOMY BHIAAKY, IMPOLEC 3MiHU
CTPYKTYpH, TapaMeTpiB, TEXHOJIOTIH (yHKIIOHYBaHHS U BiTHOBJIEHHS [0
HOTPIOHOTO pIiBHS IOKA3HHKIB Mpame3gaTHOCTI 1 edekTHBHOCTI cucteMu abo
3a0e3neyeHHss MiHIMalIbHOTO 3HIDKEHHS pIBHS IMX IIOKa3HUKIB B yMOBax
¢yHnkuioHansHol nerpananii cucremu. [IpakThka CBITYHMTH, IO TEXHOJOTIS
pexoHbiryparii cepen 3aco06iB migBHIIEHHS (YHKIIOHAIBHOI CTIKOCTI CKIaIHUX
CHCTEM 3aiiMa€ OJIHE 3 NEePLIOPSAHUX MICLb.

Pexondirypauis B cucremMax opraHizauiliHoro ynpapjiHHs: NpPU3HAYEHHS,
3a1a4i, MOJA€JII0BAHHS

Asromatmzanis  COY  3abesmeuye AaBTOMAaTH3allil0  BHPILICHHS
(YHKIIOHANBPHAX 3afad Ha PI3HUX pPIBHAX YIPaBIiHHA, HasBHA CYKYIHICTh
MaTeMaTHYHUX METOIIB, MOJENEH, alrOpUTMiB, MPOTPaMHO-TEXHIYHHUX 3ac00iB 1
CreHiaIbHIX MPOTPaMHHUX MOJIYIIB, IO peami3yloTh (QYHKIIOHANBHI TiACHCTEMH,
KOMITIEKCH 3a7ad, (yHKmioHanbHI 3amadi Ta APM mocamoBux oci6 COY Ta
nepcoHany.  Apromatn3zoBaHa ~ COY  XapakTepu3yeTbCsi  HACTYIHHMH
0COOJIMBOCTSIMU:
® HasfBHICTIO (YHKIIOHAIBPHUX IMIJCHCTEM pi3HOI MPHUPOAH, CKIAJHOCTI Ta

MPHU3HAYEHHS, IO BiATBOPIOIOTH MPOLECH YIPABIiHHS MiApo3aiIaMu 00’ekTa i

3a0e3MevyIoTh, B3aEMOJIII0YH MiX CO00I0, YIIPaBIiHHS 00 €KTOM B IIIOMY;
® HasBHICTIO IHTEHCHBHUX ITOTOKIB iH(pOpMAIlii, pi3HOMaHITHOI if HEOJHOPITHOI 32

CKJIaJIOM, IPH3HAYEHHSM, CIIOCOOOM KOJIyBaHHS TOIIO;
® IIMPOKMM [iala30HOM 3MIHM CTaHiB O00’€KTy YIPaBIiHHA Ta BHCOKOIO

JUHAMIYHICTIO 3MIiHH I[UX CTaHIB;
® BICOKMM pIiBHEM aBTOMAaTH3alii 3amad, IO BHUPIIIYIOTBCS B Iporeci

(yHKIIOHYBaHHS;
® OHOYACHUM BHUDIIICHHSAM pi3HUX (QYHKLIIOHAJBHUX KOMIUIEKCIB 3ajad,

0B’ sI3aHUX MIXK CO00}I0;

o (DyHKI[IOHYBaHHSIM y peasIbHOMY MacIITadi dacy.

Jlo HEMOXKIIMBOCTI BHKOHAHHS KOMIUIEKCIB ()YHKIIOHANBHUX 3a1ad Ha APM
MMOCaOBUX OCi0 BCIX PIBHIB YIpPaBIiHHSA 1 MOPYIIEHHS IMPOIECy YNpaBIiHHS
00’€KTOM B HIJIOMY MOXKYTh IIPU3BECTH:

e Hempare3natHicTe APM 4m BTpaTa 3B’A3KIB Mi>K HUIMH BHACHIJIOK 1X (hi3HIHOTO
pyHHyBaHHS a00 MOPYIIEHHS [UTICHOCTI JaHUX, BiICYTHOCTI TI0CaJ0BOI 0CO0OH;
® IOTIPIICHHS TEXHIYHUX XapaKTEPUCTUK KOMII'IOTEPHOI CHCTeMH (IIBHJIKOCTI,

IIPOYKTHBHOCTI, IPOITYCKHOI CIIPOMO>KHOCTI Ta iH.);



® CIIOTBOPEHHS aJTOPUTMIB (DYHKI[IOHYBaHHS;

® 3MCHIICHHS CTPYKTYPHOI HA/UTMIIIKOBOCTI, 3aI1acy pecypcis;

® MoTipIIcHHS (YHKIIIOHYBAaHHS €JIEMEHTIB 1 KEpPOBAaHOCTI aBTOMATH30BaHOL
CoYy;

e (hataybHA BTPaTa MPAIe3[aTHOCTI €JIEMEHTIB a0 CHCTEMH B LILIOMY.

3aranpHUil CTaH CHUCTEMH YIPaBIiHHSA BUMIPIOETBCS MapaMeTpaMH Ta
BU3HAYAEThCS 3a IHAMKATOpaMH, SKI XapaKTepu3yloTh: HasBHICTb Ta
(YHKIIOHYBaHHSI TMPOTPAaMHO-aMapaTHUX pPECypCiB CHCTEMH; HasBHICTH Ta
(GyHKIIOHYBaHHSI MOCagOBUX oOciO-kopucTyBauiB APM Ta iX CHpPOMOKHICTH
BUKOHYBATH CBOi 3aBJaHHS; BIINOBIAHICTH MOTOYHOTO IPOIECY BHUPIICHHS
(hyHKIIOHANBPHUX 3a/1a4 YIPABIiHHS 10 334aHOTO IUIaHy; JOTPUMAaHHS IUTaHOBUX
YacOBUX IOKAa3HUKIB BHUpINIEHHs (QYHKIIOHAIBHUX 3a/ad yIpPaBIIiHHSA; OTPUMAaHi
pe3ynbTaTd (y TOPIBHSHHI 3 HOPMAaTUBHHMH a00 T'paHWYHUMH 3HAYECHHSIMH);
30BHILIHE Ta BHYTPIIIHE CEPEIOBHIIE CUCTEMHU.

Po3pobka i BrpoBakeHHs aBromaTu3oBaHoi COY sBise co0OK0 CKIIaTHHIMA
iTepamiiHuiA Tpouec, UId peaji3amii SKOrO JOLUUIBHO BHKOPHUCTOBYBATH
KoM foTepHi Mozemorodi komiuieken (KMK), ne posropratu iHcTpymeHTapiit
IUIL  pO3B’s3aHHS 3aBAaHb PO3POOKM, IOCHIIKEHHS Ta HaJallTOBYBAaHHS
aBTOMATHU30BaHUX poboumx micue (APM) mocamoBux oci6 COY Tta mepconany,
BIAIPAIIOBaHHS €JIEMEHTIB aBTOMATH3allii yNpaBliHHS, IPOBEICHHS HaBYaHHS i
TPEHAXy TOCaNoBUX o0ci0 Ta mepcoHany. 3acoom KMK wmaroTe mo3BonsTu
HampamooBaTd 0a30Bi CHUCTEMHI, KOHCTPYKTOPCBHKi, TeXHiYHI W TEXHOJOTi4Hi
pilIeHHs, MPOBOJUTH  ampodamil0  MPOEKTHUX  pillleHb, IMPOTrPaMHOrO,
iHpopMatiitHoTo 3a0e3neueHHs. Hanatu MOXIHBICT JOCTIAUTH (PaKTOPH BILTUBY
Ha COY 4K 330BHI, Tak i 3 BHYTPIIIHROIO CEPEIOBUINA, MOJEIIOBATH 3MiHH Y
¢yrkaionyBanHi COY 1 00’ekTa ynpaBiiHHS, po3poOIaATH 3aco0M 3amobiraHHs
nepexonaM iX y HeOakaHi CTaHH, BiINPAIOBaB MPOIEIypH KOMICH A BiIMOB,
pexoHirypamii (THy4ukoro nepeposnoairy B8 COY BUKOHYBaHUX 3a7ad 1 QYHKIIIH
MDK Tpare3faTHIMH abo 4acTKOBO Tpane3natHuMu APM, HasBHHMX pecypciB i
3aco0iB).

B KMK MoxHa 3acTOCOBYyBaTH pIi3HOMAaHITHI CHCTeMH Ta 3aco0u
MOJICNIOBAHHS, IMITalil YHpaBIiHCHKHX TIPOLECIB, pErJaMEHTIB B3aEMOi,
MPOBECTH CHCTEMHO BIIOPSAKYBAaHHA (POpMalli3oBaHMX BiOOpakeHb MPOIECIB
(hyHKIIOHYBaHHS 00’€KTa YHpaBIiHHS, PO3POOWTH CIIeliai3oBaHi 3aco0u uis
HABYaHHSA Ta TPEHaXy IEPCOHANY i mocajoBux oci6. ['Hyuke # po3IIMprOBaHe
cepenosuiie MozaemoBanHs B KMK nosBossie MoaemoBaTn GyHKIIT yrpaBiiHHS
MaKCHMAaJIbHO HaOJIMDKEHO /10 HAasiBHOI MPAKTHKY MPUHAHATTS 1 peanizalii pilieHs y
KOHKPETHi# peaMeTHiil chepi.

Apxitektypa KMK 3anexuts Binm obpanoi moneni mnpeameTHoi chepw,
MoJieNiell cucTeM 1 mpoleciB, sKi 3afisHI y peai3alisx KOHKPETHHUX 3aBIaHb
ynpasniasa. Koxna ¢yrkmiss COVY, mo BHKOHYEThCS NpH peastizamii MeBHOTO
YIpaBJIiHCEKOTrO Tporecy, mMonemoerbess Ha KMK sik okpema (yHKIiOHaIbHA
3anmada. BXimHi naHi Uit mpouecy MOKyTh OyTH a00 OYaTKOBHM YIPaBIiHCHKUM
BIUTMBOM, a00 BHXIJHUMH 4M NPOMDKHUMHU JaHHMH IHIIOTO YIPaBIiHCHKOTO
npoiiecy. BukoHaHHs npoliecy ynpailiHHA nependayae:



® IiATOTOBKY i HalpamOBaHHS pillleHb IOJO YIMOPSIKYBaHHS IiH, HEOOXiTHUX
JUIS BUKOHAHHS (DyHKUIOHANBHOI 3a7adi, y AesSKy HOCIiZOBHICTh ONepamii, mo
peami3yloThCsl y paMKax BiATIOBIIHOI TEXHOJIOTIT;

® BHU3HAYEHHS, 5K JIOAH (CIIBPOOITHUKM), Y AKUHN Yac, IKi TEXHOJOTIYHI MIPOIECH
(omepauii) BUKOHYIOTH AJIS TOTO, OO0 OTPUMATH CIUIBHUN Oa’kaHWK KiHLIEBUI
pe3ynbTaT (mocsrtu 3aranbHOCHCTeMHO] il pyHKioHyBaHHS COY).

BukoHaHHS =~ TEXHOJOTIYHOTO  Tpolecy  NoTpedye  HasBHOCTI B
aBroMaru3oBaniii COY He numre (axiBiiB 3 BiANOBIIHUM piBHEM KBamidikamii, a
¥ TEXHIYHUX 32c00iB, METOJMK Ta IHCTPYKIIH MO iX 3aCTOCYBaHHIO, IPOTPAMHO-
TeXHIYHOTO, iH(poOpMaliifHOro Ta iHmoOro 3a0e3medeHHs, HeoOXimHOTO i
JIOCTaTHBOTO 11 BUKOHAHHS Ha0OPY 3aBlaHb y KOHKPETHIHM MpeaMeTHiH cdepi.

OynkmionansHa cTpykrypa KMK, sk mpaBuiio, € mpoeKLiero ympaBIiHCHKO1
CTPYKTYpH, IIO Kepye BHKOHAHHSIM IIEBHOTO Oi3HeC-Tpoliecy, i3 30epekeHOr0
iepapxi€ero (MiAMOPSAAKOBAHICTIO), CHCTEMOIO B3a€EMOJIN Ta PErJaMeHTOBaHOCTEH.
Mogens COY sBisie co000 BIOPSIIKOBAHY CYKYITHICTB YIIPaBIiHCHKHX IIPOIIECIB
i3 Y3roJUKEHHSAM HeoOXimHUX (opM IOKYMEHTIB I CTpykTyp ©0a3 maHuX
(iHpopManiitHuM 3a0e3reueHHsIM), 0 BUMAarae JOKyMEHTYBaHHS y KOHKPETHil
npenMeTHii coepi [3].

B aBtomarmzoBaniii COY y skocTi (yHKIIOHANFHUX KOMIIOHEHTIB
BHCTYIAIOTh aBTOMAaTH30BaHi poboui micus ynpaBmiHIiB (APM). Koxanit APM €
MCUCTEMOI0, CTPYKTYpa K01 BU3HAYAEThCA 11 (PYHKIIOHATBHAM MPU3HAYCHHSIM.
Cremiamizamis ~ APM  BigOyBaeTbcss  OUIIXOM — IHCTAJSMmii  BiATIOBIXHOTO
HpOrpaMHOro 3a0e3neyeHHs i HaJlaroXKEHHs 3B’ SI3KIB MiXK CKJIQJIOBUMH CHCTEMH.
MoayabpHUIH TPUHIMI PO3POOKU MPOTrPaMHOTO 3a0e3NeUYeHHs J03BOJISE JOCHTD
nerko chopMmyBaTtu HeoOXigHy KoHQirypariro APM, sk miacucremu COY, mis
BUKOHAHHS INIEBHUX YNpaBIiHCHKUX (yHKUiil. OyHkuioHampHicTE APM MoXHa
PO3LIMPIOBATH Y Pa3i MOTpeOH, MiIKITIOYaroud HOBI mporpamui mMomyini. Takum
YHHOM  CTBOPIOEThCA THyYKe MacmraboBaHE  CEpeNOBUINE  pearizaril
YIpaBIiHCHKUX (YHKIIIH.

BrpoBakeHHIO TEXHOJIOTIT AMHAMIYHOT KOH(Iryparmii B aBTOMaTH30BaHUX
COVY Mae mepemyBaTé OIliHKa OOLUIGHOCTI IFOTO HA OCHOBI aHAJ3y BUTpaT
pecypciB 1 JOCATHYTHX 3MiH ITOKa3HUKIB  (DYHKIIOHATBHOI  CTIHKOCTI
aBroMaru3oBanoi COVY. T'onoBHHM € 3abe3neueHHs Oe3MepepBHOCTI MpoOIECy
YOpaBliHHS, SKUA  peani3yeTbcss  BHKOHAHHSIM  KOMIUIGKCY  3aBJaHb

CD:(Q,¢2,...,¢”) Ha APMax mocanoBux ocib-kopuctyBauiB APM y HasBHHX

yMOBaxX (YHKIIOHYBaHHSI.

Jns  pamioHATFHOTO TeEepepo3moAlTy (QYHKIIH Mk mpane31aTHAIMHI
KoMIoHeHTamMu  aBToMmarm3oBaHoi COVY  HeoOXigHO BpaxyBaTH IOTOYHI
XapaKTePUCTUKH BUPILTYBAaHUX 3a7a4 1 (QyHKIIH, 0 BUKOHYIOThCS Ha 00’€KTaX,
aHaNi3yBaTH 1 OIL[IHIOBaTM MOTOYHHMH CcTaH iH(pacTpykTypn B3aemomii APM;
3IifiCHIOBaTH OIEpaTHBHI PO3paxyHKH, OIHIOBaHHA 1 aHami3 iHdopmariiiHo-
TexHiyHUX MoxumBocteit COVY. Pekondirypauis B COY — me He nuie
TEXHOJIOTTYHE PillIeHHsI I110/]0 KOMITeHcawii BiJMOB, a i ynpaBiiHCbKU POLEC 110
3a0e3eUeHHIO OIIEPAaTHBHOTO MIePepO3NONiTy GyHKIIH yIpaBIiHHS 1 HEOOXiTHIX



pecypciB mix APMamu mocamoBux oci0 uis  OOCSATHEHHS HEOOXigHOT

edextuBHOCTI QyHKIioHyBaHHSI COY B IIOMY 10 YIIPaBIIiHHIO 00’ €KTOM.
Po3pobka 1 BHpoBaj/uKEHHs TeXHOJIOTI] AWHAMIYHOI pekoHQirypamii B

aBromMatn3oBany COVY mepembawae  QopMymoBaHHS 1 BHpIlIEHHA i3

3acTocyBaHHsM 3aco0iB KMK nHactymHux 3amauq:

® MOZICNIOBAHHS MOXUJIMBUX CHTyalil ypaKeHHS O00’€KTiB yNpaBINiHHA i

kommoHeHTiB COY s BUSIBICHHS THX, BIUTHB Ha SKi HAWOUTHIT 3HAYYIIUHA JUIsT

MIPOLECiB YIPABITiHHS;

OIiHKAa JOIIJIBHOCTI 3aCTOCYBaHHS OJHi€] 3 TPHOX MOXIMBHX CTpaTerii

3HIDKCHHS 3HAUCHb PU3HKIB JUIS YIIPABIiHHSA 00’ €KTOM, a came:

- 3MCHIICHHS HMOBIPHOCTI BUHUKHEHHS HeOakaHo1 moii,

- 3MEHIICeHHS 30UTKiB, II0 MATUMYTh Micle y pa3i HeOaxaHoi moii,

- OIHOYACHE 3MEHIICHHS HMOBIPHOCTI BAHUKHEHHS 1 BEIMYMHN 30UTKIB Bif

Heba)kaHOoI MO,
noOyzoBa 1 MOJENIOBaHHs CIeHapiiB nuHaMiuHOi pekoH(irypanii COY npu
BUHUKHEHHI HeOakaHOi cHTyamii Ha OO0’€KTi YHpaBIiHHA YH HasBHOCTI
PI3HOMAaHITHHX AECTPYKTUBHUX BIUIMBIB, [0 MOXYTh IPU3BECTH IO MOPYIICHb
y GYHKIIOHYBaHHI 00’ €KTa yIpaBIIiHHS;
® po3poOKa 1 BIiAMpAIfOBaHHS TEXHOJOTIi IOUHAMIYHOI pe KoHQirypamii
aBTOMATHU30BaHOL COY B yMoBax JMHaMiuHOI 3MIiHM CTaHy o00’€KTa
YIIPaBIiHHS;
iMiTaniifHe MOJETIOBaHHS peaimizamii pi3HUX cieHapiiB pekoHdirypamii COY
JUISL HABYaHHS 1 TPEHaXy IMepCOHay i IOCaToBHX OCiO.

OcHOBOIO Ui 1OOYZOBM  KOMIT'IOTEPHOI ~ MOJeNi  CTPYKTypHO-
¢yHKUIioOHATBHOT pekoH(Irypalii MoXKe CIyryBaTH y3arajJbHeHa TEOPETHKO-
MHOKHHHA MOJIENb peKOH(Iryparii CKIaJHOI CHCTEMH, 3arpornoHoBana y [4], y
BUTJIS/II MATEMAaTHYHOI CTPYKTYPH BUOODPY:

Q). a (i) {rfw)

. ,{Fk(w)} L Q={w} |,

kel

A
ne  Q(s,W) - neska BHXiZHa CTPYKTypa THNy S, sfKa BM3HA4ae THI MOJENI
(craTnyHa, NWHAMiYHA, MaTeMaTH4YHA, JIOTiKO-aireOpaidHa, IeTepMiHOBaHA, 3
HEBH3HAYEHICTIO TOIIO);
A - MHOXHMHAa anbTepHaTHB (IUIaHIB, CIOCO0IB)  CTPYKTYpHO-
¢dyHKIiOHABHOT peKoHbIrypallii, cepen sIKuX BinOyBaeThCst BUOID;
{ria (W)}_ ;T MHOXKHHA ¢ BiJHOIIEHb, OOMEXYIOUHNX BHOIp, SIKI BBOIATHCS
le
Oe3mocepeJHRO TMPH TIOCTAHOBII 3agad BHOOpPY 1 BIIOMBAaIOTH OCHOBHI
MPOCTOPOBO-YACOBI, TEXHIYHI 1 TEXHOJIOTIYHI OOMEXKEHHS, TIOB’sI3aHi 3 IPOLECOM
(byHKIIOHYBaHHS CKJIaJHOT CHCTEMH;
{rjg (W)} s MHOJKHHA [} BIJIHOIIEHB MepeBar, mo 3a1anThcs Ha AXQ i
1€l
XapaKTepH3yIOTh Pi3Hi IepeBark Ipy BUOOPI PallioHAIBHOTO PilICHHS,;



{Fk (W)} — MHOXWHA y3TOKYIOUHX MPABUJI, SIKi JO3BOJITIOTH BU3HAUUTH
kel
pe3ynbTyloue BiHOIICHHS IepeBard 3afadi  CTPYKTYpHO-(QYHKI[IOHAJIBHOI
pekoHdiryparlii cucTeMu;
Q= {W} — MHO)KMHA TTOJIi (MHO>KMHA HEBU3HAYEHOCT1).

Taka Mozmenb Hajae MMPOKI MOXIMBOCTI JUII PI3HOMaHITHHX ITOCTAaHOBOK
3ama4y pexoHbirypamii ckiaagHOT cuCTeMH. Y SKOCTI BHXIIHOI CTPYKTYpH
Q(s,w) mnpu MmopemoBaHHI pekoH¢irypamii aBromatnzoBaHoi COY MOXyTh
BUCTYIATU BiZITTOBiTHA opramuizariifHa CTPYKTYpa, TEXHOJIOT1YHA
(pyHkIioHanbHA) cTpykTypa aBroMarn3oBanoi COYVY, cTpykTypa NporpamHo-
MaTeMaTHYHOTO Ta iH()OpPMAaLiHHOTO 3a0e3MedYeHHs, TeXHIYHa CTPYKTypa TOLIO.
OOMexeHHA Ha BUOIp albTEepHATUB 3aJICKATUMYTh BiJl BaJKIMBOCTI BUKOHYBAaHUX
(yHKIIOHAIBPHUX 3aBIaHb 1 (YHKIIOHAIBHOTO HaBaHTaxeHHA APM mocamoBux
oci6 ta nepconanxy COY, piBHS MOBHOBa)KEHb, JOCTYITHOCTI TaHUX MPO TOTOUHUHA
CTaH 00’€KTa YIpaBIiHHS, BHYTPIIIHBOTO 1 30BHINIHBOTO CEpeJOBHIIA
(yHKIIOHYBaHHS TOIIO. Y IOCTaHOBKY 3ajadi OakaHO NPUBHECTH iH(OpMaIlito,
sKka 0 J103BONMJIA 3HATH KPHUTEpialbHy Ta MOJAENbHY HEBH3HAYEHICTh 1 3BECTH
3a71a4y 3 HEBH3HAUCHWMH (akTopaMu Jo II JeTepMiHOBaHOTO BapiaHTy [4].
MonentoBanHsl auHaMidHOi pekoH(irypamii aBTromaruzoBanoi COY na KMK
JO3BOJISIE BIAMPAIIOBATH HE JHIIE MPOLECH, IO PEaTi3yloThCs Ha OCHOBI
(YyHKIIOHAFHOTO pe3epBYBaHHA 4YHM TMOOYJOBH BiJMOBOCTIHKHX PpO3KIIA/IiB
BUKOHAHHS 3a7a4 /Ul MHOXKMHM Tpale3faTHUX CTaHIB CHCTeMH, a i Ti, 10
BPaxoBYIOTb CTPYKTYpHY 1 (YHKUIOHaJbHY pPO3HOAUIEHICTH CHUCTEMH 1
JO3BOJISIIOTH  3QIisITW pealibHi ¥  BIPTyalbHI pecypcH Ul BHKOHAHHS
YIPaBIiHCEKUX (QYHKILIH.

BucnoBku

JlocBin po3poOKH, BOPOBAJDKEHHS 1 cynpoBoy aBroMari3oBaHux COY cBiTYHTh,
mo Bci 0a30Bi CHCTEMHi, KOHCTPYKTOPCHKi, MPOTpaMHi i TEXHOJOTIYHI PillleHHS
it ctBoproBaHoi COY maroTh OyTH TMONEpeaHBO anpoOoBaHi, a YHpaBIiHII
MaloTh IPOUTH €Tall HaBYaHHS Ta TPEHAXKY.

HamamryBanas ta anpobaniro APM nocanoBux oci6 Ta mepcoHany AOITEHO
MpoBOAUTH Ha crieniaiizoBanomy KMK, ne MOXHa 3MOJENIOBaTH IpHTAMaHHE
BiANIOBIAHIH npodeciiiniii chepi ynpaBiiHCbKe 3aBIaHHS.

VY cepenounii KMK MoxHa He JMIe BiAmpalfoBaTH OCHOBHI MPOIECH
YIpaBIiHHS KOHKPETHUM 00’ €KTOM, a i IpoBecTH BUOIp i anmpobaliito MpakTHIHO
OpUIATHUX Tpouenayp AuHaMiuHoi pekoHdirypauii COY 3 HaouHicTiO
Pe3yNIbTATIB 1 BpaXyBaHHSAM iICHYIOUYOI CHCTEMH MIAOPSAKOBAHOCTI i B3a€MOJIT B
COY. MoxmBuM cTae mo0ya0Ba MOCHIITOBHOCTI poneayp pekoHpirypamiii, ska
MOJKe OyTH BUKOPHCTaHA y pa3i KpUTUIHOCTI Yacy.

[pu BigmpamoBanHi Ha KMK mporeciB BHKOHaHHS (QYHKIIOHATBHAX
3aBlaHb Ta B3aEMOIIl MiX IOCamoBUMH ocobaMu-kopucTyBadyamu AMP
MOXJIMBHI Tepexif BiJg IHTYITUBHMX OLIHOK [0 KiIbKiCHHX, (opmanizariis



JIOCBIy €KCHEpTiB, II0 00 €KTUBI3ye YHPABIIHCHKI DILIEHHS 1 CHOpUSATHME
M ABUIIEHHIO 1X SIKOCTI.

HampanpoBanuit mpu  po3podbui APM  COVY  amamitHuHHE  pecype,
(opMaitizoBaHi METOMUKH MIATPUMKH Oe3lekd (YHKIIOHYBAaHHS KPHTHYHHX
iHQpaCTPYKTYp HO3BOJATH IABUINUTH OINEPATHBHICTE 1 OOIPYHTOBAaHICTBH
YIOPaBIiHCHKUX PIlIeHb, HAOYHICTh pPE3yJbTATIB YIPABIiHHS HaBiTh B yYMOBax
3MiH B CHCTeMi mignopsakoBaHocTi W B3aemonii B COY , mo BHKINKaHi
HeOa)XaHNMH 3MiHaMH y (QYHKLIOHYBaHHI KPUTHYHOI iHPPACTPYKTYPH.
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MOJAEJIIOBAHHSA )KUBYYOCTI MEPEXKEBUX CTPYKTYP

O.T. JTonionopl0000-000L-756-9360] 11 B3 171 4[0000-0003-3945-1178]
IactuTyT npobnem peecrpaii indopmarii HAH VYkpainun, Kuis, Ykpaina

dodonov@ipri.kiev.ua, dwlande@gmail.com

YV poOoTi MOAEMIOETHCS 1 TOCHIIKYETHCSI CTPYKTYPHA JKHBYUICTh CHCTEM.
BBomuTthCcs MOpOroBHil KpUTEPiH KUBYIOCTI CHCTEMH, IO 3aJEXKITh BiX
PO3MIpy MakCHMaNbHOI 3B'13aHOI KOMITOHEHTH MEpPEeKeBOI MOJeNi micis
JIECTPYKTHBHOTO BIUIMBY Ha Hel. lleff mOKa3HUK CKITaJHilIe MOKa3HHUKa
KaHOHIYHOI CTPYKTYPHOI JKMBYYOCTi, SIKa BPaxOBY€ TiIbKU MOPYIICHHS
3B'SI3HOCTI Mepexki. JlOCHIKY€eTbCSI CTaH MEpPEeX 3 PI3HOIO TOIOJOTIEI0
Opyd BUAAJCHHI iX eneMeHTiB (3B'a3kiB). OYeBHAHO, L0 BBEACHHI
MOKa3HMK 3aJISKHUTh BiJl TOMOJOTII Mepexi i ii po3MipiB, pa3oM 3 THM,
no0pe HaOMMKAETHCS KyOIYHUMH TTOJIIHOMaMH.

Kumiouosi ciioBa: MozemoBanHs xuBydocti, Mozens Mepexi, [TokasHuk
JKHBYYOCTI.

BBenenns

Jo HaiiBaxmuBimmx (QyHIaMEHTaNbHUX BIACTUBOCTEH CHUCTEM BiJHOCHTBHCS
JKUBYYICTb, IIiJI SKOIO PO3YMIIOTH ii 34aTHICTh aJanTyBaTHCS O HOBHX YMOB
(YHKIIOHYBaHHS, IPOTUCTOSHHS HeOaKaHUM BIUIMBAM IIPH peaji3allii OCHOBHOI
ninmboBoi  ¢ynkmii. Ll pobGora mpuCBSYeHa MOJENIOBAaHHIO CTPYKTYPHOI
suBYy4ocCTi cucteM. OnHe i3 3aBiaHb 1i€l poOOTH - AAaTH YIiTKY KUIBKICHY OIIHKY
JKUBYYOCTI.

CTpyKTypHa >KHBYYICTb PO3TIIANAETHCS SK BIACTUBICTH CHCTEMH 30epiraTtu
CBOIO (YHKIIOHAJBHICTh MpPH TMACHUBHIA TNPOTHIIl IOIIKO/HKEHHSIM OKPEMHUX
ememeHTiB. Kputepiii cTpykTypHOi HAmiHHOCTI - YHCIO €JEMEHTIiB, IO
BIZIMOBUJIH, TIPH TOMY, III0 HE MOPYLIYIOTHCS Mpale3aaTHICTh cuctemy [1].

1 3aranbHONpUITHATI Moaesi

CxeMa (yYHKIIOHYBaHHs CKJIaJHOI CHCTEMH MOXXEe OyTH 3aJaHa 3a JONOMOTO0
MepeKi, CyKyIMHOCTI By3/iB i 3B'I3KiB, siIka BH3Ha4dae (i3MuHy CTPYKTypy wiei
CHCTEMH.

V 3aranbHONPHHHATHX MOJENAX [2] BBaXKa€ThCs, IO BUIAJICHHS BCIiX 3B'A3KiB,
IHIMJCHTHHUX JIESKOMY BY3ILy, i30J1I0€ i{oro, mepeprBaroyM BCi MUIAXH [0 iHIIMX
BY3JIiB — MEpEKa CTaE HE3B'SI3HOIO, JKUBYIICTh MEPEXi — PIBHOIO HYJIIO.

VYV miif poboTi mnpuiimMaeTbcs iHIIMI KpUTepild, HOpOrOBHH, a came,
PO3TIIAAAETHCS PO3MIP HAMOITBIIO 3B'I3KOBHIT KOMITOHEHTH MEpEeXi. 3B’ SI3HICTh
BCi€l Mepexi Moxke OyTH MopyllIeHa, ajle CHCTEMa 3aNIHIIAEThC (PYHKI[IOHAIBHO
3IaTHOIO, SIKIIO BIJMOBiIHA MaKCHMallbHa 3B'SI3KOBa KOMIIOHEHTa 3a 00CAroM
(KIIBKICTIO BY3JIiB) HE3TIpII Bij ASSKOTO 33IaHOTO 3a3/aJIeTi/(b IOpora.
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VY poborax [3], [4] mpomoHyeTbcs KaHOHIYHE BH3HAYCHHS KoedilieHTa
JKUBYYOCTI, IPH SIKOMY Hisike pyHHyBaHHS 3B'13KiB (pebep rpada) He MpUBOAUTH
JI0 BTPATH 3B'SI3HOCTI.

Kanoniuna sxuBydicts Mepexi R(G, p) BH3Ha4YaeThes K HMOBIPHICTH TOTO,
1o rpad Mepexi G 3aTUIIUTHCS 3B'I3HUM ITICIIS TOTO, SIK KOKHUH 3B'I30K (pedpo)
Oy/le BHIAICHHIA 3 OJHAKOBOIO WMOBIipHicTIO P. R(G, p) MokHaA po3paxyBaTu 3a
JIOIIOMOTO10 TiepepaxyBaHHs ocToBiB G. Ha mpakTulli kKaHOHIYHA KHBYYIiCTh TICHO
nos's3aHa 3 MHorowieHoM Tarre-YiTHi (Tutte-Whitney) [5], sikuit € iHBapiaHTOM
rpada, 1o omucye Horo KOMOIHATOPHI BIaCTUBOCTI.

Ilpy 1pOMY TOYHHII PO3pPaXyHOK KAHOHIYHOI JKMBYYOCTI CHCTEMH SIBIISIE
coboro NP-ckmamny 3amady, BHTpaTH Ha BHPINICHHS $KOI 3pOCTalOTh
eKCIIOHEHI[IHHO 3 pOCTOM 4YHCIa BY3JB 1 3B'SI3KiB, TaKk SK U1 PO3PaxyHKY
JKHBYYOCTI HOJiHOMa Trpada, o CKIagaeThest 3 N pedep, HeoOXiTHO MPOUTHCS IO
Bcix ocroBHux miarpadis rpada G [6]. Tomy B Garate0x podoTax MPOHOHYIOTHCS
aIbTepHATUBHI HAOMIKEHI MiIX0AN IS OLIHKY KUBYIOCTi cuCTeM [7].

2 Metoz, 110 MPOMOHYETHCS
Ha BiaMiHy Bing TpamumiiHOTO MiAXOAY B JAaHI poOOTI MPOMOHYETHCA MiAXil,
KM 0a3y€eThCs Ha IMITAlliHHOMY MOJICITIOBaHHI:

1. Mopens cucteMu — rpad, IO CKIamaeTbCs 3 BY3JIIB 1 3B'SI3KIB
(uenanpasnenux) S = (V, E) . By3mu — onHopinHi QyHKIIOHAIBHI KOMIIOHEHTH.

2. «[ToTyXHiCTh» CHCTEMH — KUTBKICTh BY3JiB B HaWOUTBIIil 3B'I3KOBUI
KOMTIOHEHTi V.

3. Cucrema 3HaXOIUTBLCA B CTaHi «OKMBa», (QyHKI[IOHAIBHO 3/IaTHA, SAKIIO
ATOMa «IIOTYXHICTB» CHCTEMH HE MEHIIe JEIKOro TIOopory 7, TOOTO
V,|/V,| =7, me V, - nepsunmmii posmip Mepe:xi.

4.  Ha 3B'I3kH Mepexi MPOBOIUTHCS AECTPYKTUBHUH BIUMB. KojkHa 3B'130K
Moxxe OyTH BHIaJeHa 3 HMOBIpHICTIO P .

Jlnst KOXKHOT KOHKPETHOT CHUCTeMHM MOJXKHA BH3HAUUTH MIpY JKMBYYOCTI
CHCTEMH TpPH 33JaHOMY TMOpO3i 7, TOOTO WMOBIPHICTh BUIAJICHHS OKPEMHX
eJIeMEHTIB (3B'3KiB) P*, MpHU sKiii cHCTeMa BUXOIUTH i3 CTaHy <OKUBa», TOOTO

VAV\ARSS
3 Etanonni mepexi

Jlnst MOZIENIOBaHHS SIK TIPUKIIAL JOCIIUKYIOTCS TPU apTe(akTHHX MEpPExki, a
came, Mepexi bapabamni-Ansbepr, Epnpema-Pen’i Ta Varrca-Crtporarma. Lli
MepeXi MOXKYTb PO3IIISLAATHCS SIK IPOTOTUIHN 0araThoX peajbHUX MEPEK.

31 Mepe:xa bapabami-Aab6epT: Moe/Ib «IEePEeBaKHOT0 MPHETHAHHI»

Binbmocti apredakTHUX Mepex NPHUTAMAHHUH CTENICHEBHil 3aKOH PO3IMOALTY.
Takuif po3noain NOSICHIOEThCS €EeKTOM IepeBakHOTO MpuenHaHHs (preferential
attachment). [lo Takux Mepex BigHOCAThCS Mepexi bapabam-Ansbepra
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(Barabasi, Albert). [{nst moOyaoBH IMX MEpeX BHKOPHCTOBYETBHCS CIieliabHa
nmponexypa, fka IoJirae B TOMY, IO A0 IOYAaTKy MaJiil KUTBKOCTI BY3JiB
TIOCTYIIOBO JIOAIOTHCSI HOBI BY3JIH, 3B'SI3KH BiJ SIKMX 3 OLIBIIOIO BipOTiTHICTIO
TIPUETHYIOTCS IO THX BY3JIB, y SIKUX 3B'SI3KiB Ounbine [8]. Mozgens nepeBaKHOTO
npuenHanHs bapabamni-Ans0epT peamizoBaHa, 30kpeMa, Ha MOBi R B makerti

igraph [9].
3.2 Mepexa Eprema—Pen’i

Mepexy Eppema—Pen'i (P. Erdds, A. Rnyi) [10] ™moxna mnoOyayBaru,
PO3MOIINMBINN BHMAAKOBUM YHHOM M 3B's3kiB Mk N Bysmamm. fi imom
BUKJIMKAIOTh MOJEJUTIO MyacCOHIBCHKOTO BHMaakoBoro rpada (Poisson random
graph model) gepe3 myaccoHiBChKOTO po3moniny crymneHiB mpu N —co, abo iHoml
MpOCTO MOAEI0 BUmaakoBoro rpada (random graph model). ExBiBaneHTHa
MOJZeINb, B SIKii 3Ha4eHHs KUIbKOCTI pebep M 3aMiHIO€TBCS y BiIIOBITHOCTI i3
HMOBIpHICTIO P TOsIBH HOBoro pebpa B rpadi. Mozgens BumaakoBoro rpada
peanizoBaHa Ha MoBi R B makeri igraph.

3.3 Mepe:ka «maiioro cBiry» (Small World)

. Yarrc i C. Crporat (D.J.Watts, S. Strogatz) BusBiiu GpeHOMEH, XapaKTepHUI
IUIs 0araTbOX pealbHUX MEpek, Ha3BaHUH edekToM Manux cBiTiB (Small Worlds)
[11]. Humu Oyna 3anpomoHoBaHa mporeaypa moOyJ0BH HAOYHOT MOJET Mepexi,
SKiil npuTamMaHHWE 1edl ¢eHoMeH. Ll Mopens sBisie COOOK ONHOMIPHY
peryJIsipHy pEIIiTKy, 0 CKianaeTbes 3 N By3JiB, Je KOXEH BY30J 3'€IHAHHI
TINBKH 31 CBOIMH 4 HAMOMIKYUMHU CyCiJaMH | HaKJIaJieHi MepioJu4Hi rpaHnYHi
YMOBH — peIliTKa 3ropHyTa B Kinmble. IToTiM BHKOHYeThCS Taka Npoleaypa: 3
IMOBIpHICTIO P BiAOyBaeTbCs TEpeMHKaHHS (rewiring) HEBENMKOi KiTBKOCTI
3BSI3KIB (pebep), B XOHi SKOTO BOHH BUAAIAIOTHCS 1 3aMIHIOIOTBCSA 1HIIMMH
3B'SI3KaMH, 110 3'€IHYIOTH [[Ba BUIIAJKOBO 0OpaHUX By3/a. Y MOYaTKOBOMY CTaHy
miel Mepeki — BOHA peryjsipHa — KOXEH BY30Jd SKOI 3'€lHAHWH 3 YOTHpMA
cycigaimu. IToTiM y wmiif Mepexi Hesiki «ONVKHI» 3B'SI3KY BHIIAQJKOBUM YHHOM
3aMiHEHI «JaJeKUMM» — caMe B [[bOMY CTaHI BUHHKa€e ()EHOMEH «MaJIMX CBITiB»
(mpu pe (0.0, 0.1)). Ipu moxanbmomMy 36iTbIIEHH] P YTBOPIOETHCS MEPEKA,

sIKa 3a BJIACTHBOCTSIMH OJIM3bKa 10 BUIAAKOBOI Mepexi Epnema-Pen 1.
4 Monean

Byno npoBezeHo iMiTalilfiHe MOACTIOBaHHS MTPOLIECY PYHHYBaHHS TPhOX MEpeK, a
came, bapabamri-Anpbept, Epaerna-Pen'i, Yarrca-Ctporariia. MopenroBaHHs
TIPOBOJUIIOCS Ha MOBI IporpaMyBaHHS R 3 BHKOpuCTaHHSIM 0i0mioTeku igraph.
Pesynerati MonemoBanHs HaBeneHi y Taomumi 1 1 Ha Puc. 1-3.

SIKIIo 3amaTH MOpir pyiHHYBaHHS, HANMpPUKIAJA, HACTYITHAM YHHOM, Mepexa
(byHKIIOHANBbHA, SKIIO PO3MIp HAWOINBIIOI 3B'I3HO] KOMIIOHEHTH V, CTAHOBHTbH

0.2 Big mouaTtkoBOro posmipy mepexi V,, To0TO: |V |/‘V0‘21', =02 TO,

BiJMOBiIHO, OTPUMYEMO 3HAYEHHS OPOTOBOi WMOBIpHOCTI P* 1y Mepex:

12



Eppema-Pen'i: ~0.8
Varrca-Crporarua: =0.7
Bapabarmi-Amsoept: ~0.5.

Ta6uuus 1. Pesynpratu MoiemOBaHHS.

Hasga mopeuni [apamer | Habauikena popmyiia TouHicTb
pu R?

Epnema-Pen'i N=200, —3*10%% + 10°x* — 0,0011x + | 0,99
M=500 1,0091

Varrca- N=200 107x% — 6*10°x” + 0,0061x + | 0,98

Crporartia 0,8768

Bapabauri- N=200 —4*107 x* + 0,0000 x* - 0,97

AnpbepT 0,0187x + 1,0029

¥=-3E-08+ 1E.05¢'- 0,0011x + 1,0091
Ri = 0,9893

Puc. 1: Mepexa Epnema-Pen'i ta rpadik «moTykHOCTI» Mepexi (BepTUKaTbHA
BICB) BiJl KUTBKOCTI BIJTyUEHHX 3B'SI3KiB (TOPH30HTAIBHA BiCh).

SIk BMAHO, B KOXKHOMY pa3i, KpHBI 3 BHCOKOI TOYHICTIO AlPOKCHMYIOTHCS
KyOIYHUMH MHOTOYJICHaMH, TOOTO /Ul JOCHUTh TOYHOTO HAONMKEHHS JOCHTh
TPbOX CTyNEHiB MHorowieHa Tarre-ViTHi. 3 OrIsiy Ha TOIOJIOTIIO Mepex i
HaBEJICHI paHillle aHATITHYHI OLIHKH, MOXHA 3pOOUTH BHCHOBOK, IO HaiOinbIIa
CTPYKTYpPHA XHMBYYICTb CEpell TPhOX PO3ITSIHYTHX MEPEeX BIacCTHBA BHUIAJKOBOI
Mmepexi Epnema-Pen’i (B maHOMy BHITaAKy L1 Mepeka Mae HalOINMbITy KUTBKICTh
pebep). Ha npyromy wmicmi - Mepexa Majoro CBiTy, ISl Mepexka, B SKid BYy3IH
MalOTh CEPEIHIO CTYIiHb 2 3 PO3MOIIOM, ONHM3BKHM JO IYyacCOHIBCHKOTO. I
HaWTIpII MOKa3HUKH XUBYIOCTI y Mepexi bapabamti-Ainp0epT.
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® = ¥ =1E-07x'- 6E-05x*+ 0,0061x + 0,8768
R:=0,9795
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Puc. 2: Mepexa VYarrca-Crporatma 1 rpadik «IIOTYXHOCTI»  Mepexi
(BepTHKaIbHA BICh) BiJ| KITBKOCTI BIIIy4E€HHX 3B'SI3KiB (TOPH30HTAIILHA BICh).

1 ¥ = -4E-07x* + 0,0001x? - 0,0187x + 1,0029
R = 09716

Puc. 3: Mepexa bapabamni-Amsbept 1 Tpadik «HOTYXKHOCTI» Mepexi
(BepTHKaJTbHA BiCh) BiJl KiTbKOCTI BUJIy4E€HHX 3B's13KiB (TOPH30HTAIIbHA BiCh).

Cuiz 3BepHYTH yBary Ha Te, [0 B OCTAHHbOMY BHIIQJKy, Ha BIAMIHY Bij iHIIHX,
CTIOCTEPITAEThCS «OMYKJIa BHH3» (YHKINS KHBYUYOCTI, [I€ CBIAYUTH PO TE, IO
pO3rJsiHYyTa B I POOOTI «IOTY)KHICTH» PI3KO 3HMKYETBCS BXKE HaBiTh IMPH
HEBEJIMKHUX 3HAYCHHSIX HMOBIPHOCTI IECTPYKTHBHHX BILUTUBIB.

BucnoBku

V wiii po6oti OyB BBeIeHNH HOBUI MOKAa3HUK CTPYKTYPHOI )KHUBYYOCTI MEpEXeBOT
CTPYKTYPH, SIKHil IPYHTY€TBCS Ha MUTOMOMY PO3Mipi MaKCHMaIbHO! KOMIIOHEHTH
3B'I3HOCTI MepeXkKi IPH JECTPYKTHBHOMY BIUIUBI Ha HEf.

Po3BUTOK  3ampoIOHOBaHOI MOJENi MOXIIMBO ILUIIXOM  ypaxyBaHH:
HEpPiBHO3HAYHOCTI BY3JIB MepexeBoi Mojeni abo 3MiHM (QyHKIT «HOTY>KHOCTI»
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MepexeBoi CTPYKTypH. Takoxk JaHa MOJEIb MOXKE PO3IMIMPIOBATUCS B HANPAMKY
BUBUCHHS MepexX, B SKHX 3BSI3KH  «PETeHepYyIThCs», abo  MOXKYTb
BCTAQHOBITIOBATHCS HOBI 3B'SI3KH.
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ENSURING SECURE LONG-TERM DATA STORAGE

V.V. Petrov, A.A. Kryuchyn, le.V. Beliak, O.V. Shihovets
Institute for Information Recording of NAN of Ukraine
E-mail: kryuchyn@gmail.com

In this presentation, technologies used to create long-term data storage
systems have been reviewed. The objectives of long-term data storage
systems of strategic importance for the development of society have been
identified. It has been shown that network-based data storage systems
(DSSs) are becoming a promising trend in this field. The most promising
types of storage media that can be used to create long-term data storage
systems have been identified.

The problem of long-term storage of electronic documents is of high importance,
having its impact on various fields of economy, science, and culture. While
producing enormous amounts of data, modern society faces challenges related to
organising systems for their storage, as well as methods for securing these
storages against unauthorised access. Ensuring secure storage of and access to
data is an important element of an information security system. The number of
electronic documents increases drastically, and therefore, long-term storage will
become even more challenging over time. The key challenges of long-term
storage are: preserving the authenticity of a stored document throughout the whole
storage period; ageing of storage media; inevitable updates of hardware and
software storage environment; as well as the interpretability and presentation of
stored electronic documents. The following requirements apply to long-term data
storage systems: a system for durable long-term storage of electronic documents
has to be created and maintained, preserving all content-related and functional
characteristics of source documents, as well as ensuring transparent search and
access to the documents for users, for the purpose of both reading, analysis, and
research. As the body of knowledge available to humanity continue to expand,
and so do data recording technologies, the importance of developing long-term
storage methods increases. Several types of data require continuous storage for
decades, like archival storage, and even for hundreds or thousands of years, when
dealing with ancestral data or data that can impact the survival of future
generations.

1. Creating long-term data storage systems is a scientific and technological
objective of high importance, having its impact on the progress in many
fields of today’s industry, as well as on the communication of knowledge to
future generations.

2. Continuous increase in amounts of data subject to long-term storage and
physical limitations of storage device capacities result in network-based data
storage systems becoming the primary trend in creating long-term data
storage systems.

3. When creating long-term data storage systems based on various
architectures, special media for long-term data storage are used.
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YAOCKOHAJIEHHA 3AJJIAY TECTYBAHHSA 3 BUKOPUCTAHHAM
EKCIEPTHUX TEXHOJIOT'TI IPUMHATTS PINIEHD

I'marienko I'puropiit Mukomnaiiouy, CaHnuTiok BiTaniit €srenosuy,
Twmenosa Hatanis [InnmumiHa, Boomma Onexciit @enoposny
KuiBcrknii HanioHanbHUH yHiBepcuTeT iMeHi Tapaca LlleBuenka
G.Gna5@ukr.net, snytyuk@gmail.com,
tmyenovox@gmail.com, olvoloshyn@ukr.net

PosrsiHyTO HOBI MiOXOAM MO OLIHIOBAaHHSA Yy 3ajadax TECTYBaHHS.
JlocnmipkeHO  3amMTaHHS =~ 3aKPUTOTO  THIy Ta  3alpPONOHOBAHO
0OTpyHTOBaHI (OPMYIH BH3HAYCHHS pE3yJbTATiB TecTyBaHHA. Jliist
¢dopmaiizanii TecTyBaHHS YCHIIIHO BHKOPHCTOBYETBHCS amapaTr Teopii
NPUAHATTS PINICHb Ta eKCIepTHI TexHoiorii. HaBemeHo kiacudikariro
3aUTaHb IPH TPOBEACHHI TECTyBaHHA. BBemeHO emuHMH MiaXin a0
(hopmarmizamii pi3sHEX BUIB TECTOBUX 3aBAaHb.

KuarouoBi cioBa: ¢dopmamizamiss TecTyBaHHS, EKCIEPTHE OIIHIOBAHHS,
NPUHHATTS pillleHb, KIacudikallis 3a1a4 TeCTyBaHHSI.

Beryn

Ha cporonni TecTyBaHHS € HEOJHO3HAYHUM IHCTPYMEHTOM. ICHye mmmpoKuit
niarmasoH BiJHOIIEHHS 10 LbOTO IHCTPYMEHTY. ICHyrOTh cHewmiamicTH, sKi
yIEBHEHi, L0 TEeCTYBaHHS 3aryOMiio OCBITY, 30KpeMa aMepHKaHChKy. IHrmi
CHELIANICTH HE MEHII YIIEBHEHO CTBEPKYIOTh NP0 MIMPOKI MOMKIMBOCTI Ta
MEPCIEKTUBH HOTO HAMIPAMKY HisUTBHOCTI.

IcTuHa, sk 3aBXIH, 3HAXOTUTHCS ech mocepeanHi. Citi BUKOPUCTOBYBATH Ta
PO3BHBATH Kpallli PICH IHOTO MiIXOAY 1 BIAKUIATH Ti, SIKI HETATUBHO BIUIMBAIOTH
Ha 3aCTOCYBaHHS iIHCTPYMEHTY.

Kaacugikanis TuniB 3anuTanb y TeCTOBUX 3aBJAaHHAX

Tunum TecToBi 3anMTaHHS 3aKpHTOT Tunu Binkpuri 3armuTaHHs
3aKPUTUX dbopmu BIIKPUTHX
3aIHTaHb 3aIMTaHb
Tum 1 JIuXxOoTOMIYHI 3alMTAaHHS: Tum 1 Ha nonoBueHHs
BHOIp aNbTEePHATHBHOI
BiamoBizi
Tun 2 3anutaHHs 3 BUOOPOM OfiHI€T Tun 2 3 KOPOTKOI0O
MPaBUIILHOT BiMOBIIL BIAIIOBIIIIO
Tun 3 3anuTaHHA 3 BHOOPOM Tun 3 3 pO3ropHyTOIO
JEKITbKOX TPaBUIbHUX BIZIOBI IO (ece)
BifmoBsinei
Tum 4 BceranosiieHHs BianoBigHOCTI Tum 4 Ha oGuucnenns
pe3yIbTaTy
Tun 5 BcranoBneHHs npaBUIIbHOT Tun 5 BusnaueHHs iHTEpBaAITY
HOCITiIOBHOCTI 3Ha4YeHb
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Ha croronni HapaxoByeTbes 6mu3pKk0 300 BUIIB TECTOBHX 3alUTaHb. ICHYIOTh
pi3Hi mimxomu g0 kiacudikamii TECTOBHX 3amUTaHb. Y Wil cTaTTi OyaeMo
JOTPUMYBATHUCS TAKOTO IIAXOMY 10 Kiacudikamii 3annTaHb Ipy TECTYBaHHI.

®opmajizanis THIIB 3anMTaHb, SIKi BHKOPHUCTOBYIOTbCH INPU KOHTPOJII
3HaHb

Jlyis onTuMi3alii KOHTPOJIIO 3HAHb 3aCTOCOBYIOThCS TaKi MPOLETypH:

— yHi(ikaris OL[iHKH;

— 3abe3neueHHs iHpOPMALIiiHOT €HOCTI OLIHIOBAHHS;

— 3a0e31meyeHHs] CHCTEMHOCTI OI[IHIOBAHHS

— OJTHO3HAYHICTh TPAKTYyBaHHS 3alTUTAHb;

— OJTHO3HAYHICTh OPMYBaHHS OIIIHKK Ha OCHOBI BiMOBIJICH.

Peamizanis 1ux mporenyp moB’s3aHa 3 (opMaii3alli€ero THIB 3alHUTaHb,
MPOIICAYPaMH 1X OI[IHFOBAaHHS Ta KPUTEPIAMH BH3HAYCHHS KOMIUICKCHOI OI[IHKH
[1].

Hexaii 3arampHa KiIBKICTH 3alMTaHb, SIKi OXOIUTIOIOTH NMPEIMETHY 00JIACTb,
BIJIIOBIHO IO OHTOJIOTI{, 1 yTBOPIOIOTH JIOT1YHY CXEMY TECTYBaHHS, JOPIBHIOE N.
Vci Bonu posnogiieHi Ha K BHIIB, 3aleKHO BiJ TOTO, KW THI BiANOBiAI Mae
BIZIIOBIIATH 3aIIMTAHHIO.

MHOXHHY 3alIUTaHb OMHUIIIEMO TAKUM YHHOM:

Q=(Q Q1 Qn) =(Q Qe Qy Q1@ Oyt Qn ) (D)

3aHI/ITaHHfI TUITY 1 (I)OpMaJ'ILHO NPEACTaBIIAOTLECA TAKUM YUHOM!
1
Q' =(Q.A(fo1).), @)
e Q1 — MiIMHOXKWHA 3aMUTaHb TUMY 1, Q,1 — 3aMUTAHHS TEPIIOro THITY, Q,1 € Q1

, i:{l,...,nl}, Al—MHomHHa MOKIIMBUX BiAMOBizel Ha |—e 3amuTands, 1 —

KUTBKICTh ~ BifmOBifeH, #Aki HeoOXigHO BHOpaTH 3 MHOXHHH 3HadeHb

1 .
A, i={l..n}.
3anuTaHHs TUMY 2 GOpMaTbHO MPEICTABISIOTHCS Y BUTIISI:
2
Q :<QI,A(a1,a2,...,apl),l>, 3)
ne i= {nl +1,..., nz} v aj - MOXIIMBI BapiaHTH BIINOBiJeld Ha 3aMUTaHHS 2-TO

tumy, j={L..,p;}, Pj — KiIbKicTb BapiaHTiB BiOBizCIL.
3anuTaHHs THITY 3 BU3HAYAIOTHCSl TAKUM (pOpMati3MOM:
Q*=(Q A (a2, ).0i), @
e i= {n2 +1,..., n3} v aj— MOJKJIMBI BapiaHTH BiIIOBiJel HA 3alIUTAHHS 3-TO
Ty, dj —MoxTMBa KimBKicTh Bimmosineif, mpuwomy d; =const {2, p;}, mo

BH3HAYAETHCS aNpPiopHO, a60 dj —3minua Bemuumna, d; {1, p;} .

18



3amuTaHHs THOy 4, 1€ €JIeMEHTH OJAHi€] MHOXHHH CIiJi TOCTaBUTH Yy
BINMOBIMHICTE 0 €IEMEHTIB IHIIOI MHOXHMHM, HAa3WBalOTh 3aBJaHHAMHM Ha
BCTAQHOBJICHHS BIAIIOBIAHOCTI, 1 (POPMaJILHO OIHCYIOTHCS TAKMM YHHOM:

4 1 A2 1 2
Q*=(Q.A (A" A?). f(DRD)), )
me  i={ng+L..ng4}, Al A? - MHOXHMHE CclEMCHTIB, MiK SKHMH CIHiX
BCTaHOBHTH Bimnosignicts, f :D %—) Diz — BIIMOBIG Y BHIIISAI BCTAHOBIICHOT

. . .o 1 2
BiImoBigHOCTI Mixk MHOXHHamu A, A,

3amuTaHHs THITy 5, O CIii BCTAHOBUTH NPaBHJIbHY HOCIIAOBHICTH Iiii abo
ciiB (BapiaHTIiB BiINOBiZeH TOIIO), BAKOPUCTOBYIOTHCA Y TECTOBHX 3aBJAHHAX Ha
BCTAHOBJICHHS IPABHJIBHOI MOCIIIOBHOCTI, 1 OMUCYIOTHCSA TAKUM (POPMaITiZMOM:

Q*=(QA(admay ) Ri), ®)
me i={ng+1..ng}, aj — BapiaHTH BiANOBiZEH Ha 3aMATaHHA 5-TO THITY
MHOKMHHU €JIEMEHTIB, Ul SIKHX CIIiJi BCTAHOBUTH IPABWIBHY ITOCIIIOBHICTb,
T0OTO MOOYAyBaTH parKyBaHHs Rj = 8 > 8, = a,-n5 .

3anuTaHHs TUITY | Ta THIY 2 € TPHUBiaJIbHUMH, TOMY J€TaJbHIIIe pO3rIITHEMO
nigxoau 1o ¢opmaiizanii TPhOX OCTAHHIX THINB 3amuTaHb. KokeH i3 3amuTaHb
TUIiB 3-5 MICTUTh y €00 HEOJHO3HAYHICTP T4 HEBH3HAYCHICTh, TOMY IS
OJTHO3HAYHOT'O CTIPUUHSATTS TaKUX 3alMTaHb iX CIIig (hopMai3yBaTH.

4  OuiHOBaHHA pe3yJbTATiB TeCTyBaHHS MPH aHATi3i BinmoBigeit Tuny 3
— NIpU MHO:KMHHOMY BHOOpi BapiaHTiB Binmosineii

PosrasHeMo  (opMasbHEe OMMCAHHS MHOXHHHOTO BHOOPY Y 3aKpHUTHX
3alUTaHHIX [PU TECTYyBaHHI. 3a3HAYMMO, IO MOJENI Ta METOAW MHOXHHHOTO
BUOOpPY Ha 6a3i aKCIOMH HE3MIIIEHOCTI JOCIIDKYBAIUCS TaKoXkK y MOHorpadii [1].

Hexaif 3a1aH0 MHOXHMHY BapiaHTiB Binmoineit @ € A, lel = {l,..., n} ,
KUTBKICTh AKUX gopiBHioe N, N =|A|. Yactuna BimmoBimer M, M <N, e
. . . Al Al A .
BIDHAMH 1 BOHHM CKJIAJAiOTh MiJIMHOXHHY , C A, a iHma yacTHHA
. - . . AO
Biamosineir Ng, Ng <N, € MOMUIKOBUMHU i BOHU CKJIAJAIOTh HiAMHOXHUHY ,

0 1 0 . .
A" c A, npuuomy A U A=A Kpim Toro, Gynemo BBakaTH, WO Yci
3aMpONOHOBAHI  TECTOBMM  3aBJaHHAM  Biamosini & € A, iel, e

PIBHOLIIHHUMH.

Jlns GaraTboX TECTOBHX 3aBJaHb Taka IIOCTAHOBKA € IIPHPOJIHBOIO Ta
norignoto. Hampukimax, BuOpatu cepen 3aJaHuMX BapiaHTIB d4HCeN Ti, SKi €
IUTPHUKAMH 33laHOTO 4Hciia. Mo)XXHa HaBecTH 0araTo BapiaHTIB TaKOTO POy
3aBmaHb. ToOTO, TaKWil MAXiM Mae MicIie y ITOBCSKACHHOMY JKHTTI 1 3aiada iforo
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(dopmarizanii mpu TeCTyBaHHI € akTyanbHOI0. OCOONUBICTh TAKMX 3aad IOJISITae
y TOMYy, IO BOHH BiOOpaXylOTh BijoMy icTHHY: «CKITBKH JIIOHEH — CTLIBKH
IyMoKk». ToMy po3B’si30k Mae OyTH OOTpyHTOBaHUM TaKOIO MIpOIo, Ky ITiIKa3ye
jorika Horo moOyIOBH, IIOJITHKA OIIHIOBAHHS, BH3HAUYEHAa OpraHi3aTopaMu
TECTYBaHHS, 3A0POBHUH TITy3]] TOIIO.

3amponoHOBAaHO 3aCTOCOBYBATH ANreOpaidHUil MiAXig OO BH3HAYEHHS
pe3ynbTaTiB OLIHIOBaHHS, AKUH YCIIIIHO BUKOPUCTOBYETHCS Yy TEOPil NPUHHATTS
pilleHb Ta MpPU 3aCTOCYBaHHI TEXHOJOTIH EKCIepPTHOrO OUiHIoBaHHA. llpu
anmreOpaiuHoMy — migxonai  ¢opmamizamis — mepexbadae  OOYHMCICHHS — Ta
OOTPYHTYBaHHS yCiX MOXJIMBHX BapiaHTIB BiImoBined. MakcuMmanbHa KiTBKICTH

6aiB 3a JOCTOBipHO BHOpaHY IiIMHOXHHY BapiaHTis mopiBHioe B . KimekicTs
0amiB 3a MOpPaBWIPHO BHOpAaHWH €JIEMEHT MiAMHOXMHU BIPHHX BiANOBineH

h=B/n,.

OuniHoBaHHS pe3yJIbTATIB TeCTYBaHHSA NPH aHAIi3i Binmosigei Tuny 4 — Ha
BCTAHOBJIEHHS BignmoBigHOCTI

3po3ymiNio, 10 IIPU TaKOMY THITy TECTOBOTO 3aBJAHHS MOXKYTh BHUHHMKATH Pi3Hi
CHIBBIIHOIICHHS: 1H €Ki, CIOp’€KTis, a y iAeanbHOMY BHMIaaky — Oiexmis. [Ipo
THUI CIiBBiTHOIIEHHS MOe OyTH MOBiJOMIIEHO 3aBYacHO, a00 HE MOBIJOMIIEHO —
TOJi 3aBAAHHS YCKIIHIOETHCS.

Tosuaunmo uepes A, € A, iel,l={.., 1}, niqMHOXuHY 06 €KTiB, sIKy | — i

cryment Bimmic g0 |—ro wmacy. Iix supasom A, iel,le{l,.., 1}, Gymemo
PO3YMITH KiNbKicTh 06 ekTiB MuoXuiH A, i€ l,l e{l,...,A}. Dopmymn Bu3HAUCHHS

Mip CXOXKOCTi M TECTOBMM CHIBBIJJHOIICHHSIM Ta BHUKOHAHUM CTYICHTOM, SIKi
3aMpOIIOHOBAHO B po0oTi [2], € TakuMHU:

) =2§(‘A| A A (Al A) 2

=23y g max A, 2

-2 AlAoAY

A
py=>d'(i. ),
=
ne Beanunan d' (i,j). i,jeLle {l,...,/l}, BH3HAYAIOTHCA TAKUM YHHOM:

1/ A, sKWmo ekcriepTH 3 iHAEKCaMu |, |
d'(i,j)= BinHecnu |-it 06'exT 10 o1HOTO Kitacy,

0, SIKIIO 710 Pi3HUX KJIACIB.

OuniHoBaHHs pe3yJIbTATIB TeCTYBaHHHA NPH aHAi3i Binmosigeid tumy 5 — Ha
BCTAHOBJICHHS NPABMJILHOI IIOC/Ii10BHOCTI
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Bynemo 3actocoByBaTH, A€ 1€ IOLIIBHO Ta OOIPYHTOBaHO, airedpaiuHuit

migxin. ToOTO 3HAYCHHS OIIHKH OMUTYBAHOTO C(R*) Oy/e TPOMOPIIHHO

3aexaTH Bif BifcTaHi Hazanol HEM Bianosini R ™ 1o BipHoi (abo — ineansHoi,
. . . . 0o .
eTanonHoi) Bianosiai R, i cumBosbHO No3HAYATH 1iE:

C(R*)=B-(1—d(R’R*)/d"),

. . . M
ne B — makcumansHO MoximBa owiHka 3a Bigmosimp, O — MakcHMaIbHO
MOXKITUBA BiJICTaHb, TOOTO BiJICTaHb BiJl BIpHOT BiIOBI/I JIO MOBHICTIO HEBIPHOI,
nporunexHoi 1m0 imeanmbHOi.  Hampukman,  konm  BipHa  BIATIOBiAB

0 o . . .. .
R"=a >a,>a,>8,, 1o Haiibinem Bigmamena Bin Hei, «uaiiripuray»
simmosime: R*=a, ~a, >~a, > a,.

Binnosingao mo pobir [3, 4], BigcTaHi y MOPSAAKOBUX (PaHTOBHX) IIKajax,
30KpeMa, y PpaH)XYBaHHSX, BHMIDIOIOTHCS 3 BHKOPHCTAHHSM Di3HHX METpUK,

30Kpema:
— MmeTpuka Kyka HecmiBrasaHHs paHriB (MicIlb, ITO3MIIH) €IEMEHTIB CITUCKY

K (po0 0 *
d (R,R*)zz‘ri -, @
iel

e I’io — paHr | —ro enemenra CIHCKY Yy €TAJIOHHOMY PAaH)XYBaHHI €JIEMEHTIB
crmcky RY, [ — panr | — ro enementa CIHCKY y PaHXyBaHHI eneMenTiB R,

3a1aHOMY ONTUTYBaHHM;

— MeTpuKka XeMiHra

H /0 0 *

d” (R%,R) :ZZ|bij =y, ®)

iel jel

0 s L . Cel . .. .
e bij =1,1,]J€l, roxii tinbku Toxi, ko y BipHiil BiAmoBizi RO mae Micie

. P 0 .- S
cippizpomerns & >~ aj, I, ] € l; bij =-1, i,jel, - xom y sipniii
immosini R° i iBBi a=<a, ijel: b’=0
BigmoBimi R° Mae wicme criBBimHOmEHHS & i Llel; by=0,
Vi, J el ; b,j =1, i, J el, toni i rinbku TOJi, KOJIM Y BIATIOBi/Ii OIIUTYBAaHOTO
R" Mmae micue criBBigHOmeHHs & > a;, ijel; bij =-1,0,jel, —xom

*
OINMMTYBAHWN BU3HAYUB Y CBO1M BIAIOBIAL R TaKuKU MOPAHOK: a-| < aJ!

*

ij:0| Vi,jel;

— Mmetpuka EBkiina

i,jel; b
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1/2

dZ(RO,R*) = Z(rio—ﬁ*)z el

iel
— BEKTOp IepeBar, eJIEeMEHTAaMH SKOI0 € KIUIbKICTh aJbTepHATHUB, SKi
NepeyIoTh KOXKHIN albTepHATHBI y paHKyBaHHI.
MakcuMankHO ~ MOMXUIMBI  BIICTAHI MiX  €TaJOHOM Ta  HAWTIpHIIAM
paHXyBaHHSIM:

— nns metpuku Kyka (7) d KM _n2/2 - st mapHUX N ; a Ui HemapHUX
o6unciroerses hopmynoro d KM _ (n2 -/2;

— qusa Metpuky XeMinra (8) MakcuManbHa Bictans d HM _ nin-1)/2.
BucHosku

Y po6oTi 3anporOHOBaHO HOBI MiIXiJ 10 OOYMCICHHS OLIHKH IPH TECTyBaHHI 3
BUKOPUCTAHHAM pi3HUX TumiB 3amutavb [5]. Ilinxomam € oOrpyHTOBaHMMH Ta
(opMaNTi30BaHUMH, TOMY MOXYTh OYTH 3aCTOCOBaHI y Pi3HHX IPEIMETHHX
obnactsix. IIO3UTHMBHOIO pHCOIO0 3alpONIOHOBAHMX MIiAXOAIB € TIPO30pPiCcTh
anpiopHO 3aJlaHNX OpraHi3aTOpaMH TECTYyBaHHS HpaBWI, BiJICYTHICTb CHTyawil
HEBMU3HAYEHOCTI MiJ Yac MNPOBEAEHHS Ipouexypu ouiHroBaHHA. Kpim ToTO,
ONHMCaHI WIAXOAW MAOMYCKAIOTh MOXKIIMBICTh IIOJANBIIOTO PO3BHTKY Ta
YIOCKOHAJICHHSI.
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METHOD FOR IDENTIFYING TWITTER ACCOUNTS THAT HAVE
CHANGED THEIR OPINION ABOUT POLITICIANS

Taras Rudnyk[0000-0001-9492-0374] and Oleg Chertov[0000-0003-0087-1028]
NTU of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”,
tarasrudnyk@gmail.com, chertov@i.ua

Nowadays, social networks provide an opportunity to communicate with
the world and share political views. Therefore, each politician has an
account and many followers. Revealing political opinions on Twitter
accounts can be a good alternative to regular social surveys. ldentifying
those who changed their opinions will help to understand the reasons for
disappointment in a particular political figure. In this paper we introduce
our approach to collect data from Twitter, detect accounts political views,
opinion changes and the reasons people get frustrated. The experimental
results showed that such research was successful in the analysis of
Ukrainian President supporters.

Keywords: Twitter, social network, Ukraine, politics, machine learning,
natural language processing, sentiment analysis.

In this research work, we have demonstrated an approach to collect Twitter
dataset and classify accounts accordingly to their opinion about Volodymyr
Zelenskyy and his political party "Servant of the People™ during the period of his
Twitter account creation to the 29" of November. Proposed approach allowed to
detect four groups of people who initially were supporting Ukrainian president.
Majority of accounts — 34.5 percent stopped any activity right after they replied to
Volodymyr Zelenskyy first posts. It seems that they were created only with
purpose of president popularization. Second group — 31 percent became politically
not active and we could not classify their opinion. There is still big group of
accounts — 27.4 percent which continue support of Volodymyr Zelenskyy. The
last group — 7.1 percent are those who completely changed opinion about
Ukrainian president which reflects results of local elections in Ukraine and social
polls. Such approach could be used not only for politics but in all fields where
popularity matters such as companies and brands.

Another part of this research work is the analysis of the dynamics of
subscriptions on the page of Volodymyr Zelenskyy. At the moment we have
identifiers of subscribers for the last 4 weeks. In future work, we will extend the
observation period. In addition, we plan to download personal information and all
tweets of unsubscribed accounts in order to more accurately find out the reasons.

Acknowledgment. This study is funded by the NATO SPS Project CYRADARS

(Cyber Rapid Analysis for Defense Awareness of Real-time Situation), Project
SPS G5286.
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Abstract. The subject of study in the article are augmented reality
markers. The purpose is to develop the decoding method of the augmented
reality mosaic sustainable marker. Objectives: analysis of basic operations
in augmented reality marker systems, analysis of the main existing types
of augmented reality markers, development of the decoding method of the
augmented reality mosaic sustainable marker. The methods were used:
methods of digital image processing, probability theory, mathematical
statistics, cryptography and information security, mathematical apparatus
of matrix theory. The following results were obtained. It is determined
that one of the main operations in augmented reality marker systems is the
decoding of markers in the video stream in order to distinguish virtual
objects from the real world. The decoding method of the augmented
reality mosaic sustainable marker has been developed. Conclusions. For
the first time the decoding method of the augmented reality mosaic
sustainable marker was obtained, which on the basis of the proposed
system of indicators determines the size of the marker bit matrix, builds a
marker bit matrix from the transformed image of the bit container,
determines the offset in the full bit matrix. the full matrix of bits
implements the filtering of the permuted image. Areas of further research
are the development of a method for designing virtual objects on the plane
of the augmented reality marker; development of information technology
for the use of mosaic stochastic markers in augmented reality systems.

Keywords: Marker, Augmented Reality, Decoding Method.
Introduction

It is known [1-6] that augmented reality is based on visual markers and involves
the use of a camera and special visual markers, such as QR-code (quick response
code - quick response code). In [6] a new type of augmented reality markers is
proposed. One of the main operations in augmented reality marker systems is the
decoding of markers in a video stream in order to distinguish virtual objects from
the real world. It is important to determine the position and orientation of the
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camera, which is determined by computer vision [6—7]. The purpose of the paper
is to develop a method of decoding a mosaic stochastic augmented reality marker.

Problem Analysis

The main existing types of AR markers are given in [1, 2, 6-9]: template markers
— black and white markers that have a simple image inside a black frame; 2D
barcode markers — markers consisting of black and white cells that encode data in
bits, and sometimes frames or synchronization areas. QR codes are most often
used as bar code AR markers; circular markers — similar to bar code markers, only
the bits are encoded not by rectangular cells, but by black and white circular
sectors; image markers — ordinary color images are used as markers. Image
markers may contain a frame or other landmarks for detecting and finding a
position. Image markers are usually identified by searching by pattern or by image
features. In [3] a new type of mosaic sustainable augmented reality marker is
proposed (see Fig. 1).

Fig. 1. A new type of mosaic sustainable augmented reality marker

So, let's develop the decoding method of the augmented reality mosaic sustainable
marker has been developed.

Main Text

To decode the marker, it is necessary to solve the problem of determining the
number of rows and columns in the work area, which is convenient to do on the
transformed image of the mask of the AR-code (see Fig. 1). To do this, define the
functions (1)—(2):

1
S1(x) = szbx,yr

S50 =Y by,
where w, h are the length and width of the image, respectively.

Thus, to determine the number of columns W, it is necessary to count the
number of cross-sections from the bottom up as a function S;(x) of the threshold
line Qq(x); similarly, to determine the number of rows H, count the number of
crossings from the bottom up as a function Sy(y) of the threshold line Q,(y).

=Y Ssion(s1(x)-(x)
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H= zy‘?—ysign(SQ(Y)—QZ(y))'

where sign(x) is the function that returns the sign of the number x.

The filled matrix of the bit container is shown in Fig. 3, the value of bits 1 is
encoded in white, bits O - in gray, and indeterminate values (no cells) - in black. In
Fig. 3 shows the complete matrix of the bit container

Fig. 3. A complete bit container matrix

The next step is to fill in the undefined pixels. This operation is performed for
each block of pixel size, the value of the block is assigned to the most common bit
(0 elements are not considered). The final result of decoding the marker is
presented in Fig. 4, all bits, despite a significant part of the gaps (see Fig. 3), are

restored correctly.

Fig. 4. A complete bit container matrix

(4)



Conclusion

A method for decoding a mosaic sustainable augmented reality marker is
obtained. The method determines the size of the marker bit matrix, builds a
marker bit matrix from the transformed image of the bit container, determines the
offset in the full bit matrix, based on the application of inverse permutation to the
full bit matrix implements the filtering of the permuted image.

References

1.

2.

Facebook Research. AR/VR-Facebook Research, https://research.fb.com/
category/augmented-reality-virtual-reality, last accessed 2020/10/12.
Siltanen, S.: Theory and applications of marker-based augmented reality,
Espoo (2012).

Bielievtsov, S., Ruban, I., Smelyakov K., Sumtsov, D.: Network technology
for transmission of visual information. Selected Papers of the XVIII
International ~ Scientific and Practical Conference on Information
Technologies and Security (ITS 2018). — CEUR Workshop Processing. —
Kyiv, Ukraine, November 27. pp. 160-175 (2018).

Arsenov, A., Ruban, I., Smelyakov, K., Chupryna, A.: Evolution of
Convolutional Neural Network Architecture in Image Classification
Problems. Selected Papers of the XVIII International Scientific and Practical
Conference on Information Technologies and Security (ITS 2018). — CEUR
Workshop Processing. — Kyiv, Ukraine, November 27. pp. 35-45 (2018).
Smelyakov K., Chupryna, A., Hvozdiev, M., Sandrkin, D.: Gradational
Correction Models Efficiency Analysis of Low-Light Digital Image. 2019
Open Conference of Electrical, Electronic and Information Sciences
(eStream), 25-25 April 2019, Vilnius, Lithuania. pp. 34-39 (2019).

Ruban, I, Khudov, H., Makoveychuk, O., Khizhnyak, I., Khudov, V.,
Lishchenko, V.: The model and the method for forming a mosaic sustainable
marker of augmented reality. In 2020 IEEE 15th Inter. Conf. on Advanced
Trends in Radioelectronics, Telecommunications and Engineering (TCSET),
pp. 402-406. (2020). https://doi.org/10.1109/TCSET49122.2020.235463.

. Khudov, H., Makoveychuk, O., Khizhnyak, I, Yuzova, I, Irkha, A.,

Khudov, V.: The Mosaic Sustainable Marker Model for Augmented Reality
Systems, International Journal of Advanced Trends in Computer Science and
Engineering 9(1), 637642 (2020). DOl: https://doi.org/
10.30534/ijatcse/2020/89912020.

Lowe, David G.: Object recognition from local scale-invariant features.
Proceedings of the International Conference on Computer Vision 2.
pp. 1150-1157. (1999).

. Hartley, R., Zisserman, S.: Multiple View Geometry in Computer Vision.

Cambridge University Press New York, NY, USA. (2003).

27
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The main approaches to the development of a method for
optimizing the protection system of critical information resources
are considered. The transition from a multicriteria optimization
problem to a single-criteria one is proposed. According to
formulated concept of system security, the optimization task is to
ensure the maximum level of security in view of cost restrictions
of the protection system and the impact on system performance. A
method for assessing the information security based on the task
has been developed. The method allows to assess the protection
level of the information and communication system. The result of
the method is a quantitative assessment of the protection level. At
the first stage the list of threats and probabilities of threats and
threats reflection by information protection system are defined.
The probabilities of repelling threats by the information security
system are calculated using a mathematical model. The elements
of the transition intensity matrix were found using a simulation
model of critical resource protection on GNS3. At the second
stage, cost restrictions of the information protection system and
restrictions on reducing the level of information system
productivity are introduced. At the third stage, an assessment of
the system protection overall level is provided according to
selected protection tools.

Keywords: Optimization; Protection System; Critical Information
Resources.

The method of optimization of the information protection system for the corporate
network is offered. The transition from a multi-criteria optimization problem to a
single-criteria one has been made. According to the formulated definition of
security system, the optimization task is to ensure the maximum level of
protection (as a function of the protected information and probability of
penetration) with limits on the cost of the protection system and influence to the
productivity of the system.
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The task of assessing the information security have been implemented. The
usage of a systematic approach is a solution to the problem of comprehensive
assessment of the effectiveness of the protection system of critical information
resources. It will allow at the design stage to quantify the level of security and
create a risk management mechanism. The level of protection system of critical
information resources is estimated. The method is based on the idea that the level
of risk in a protected system should be minimal in relation to the level of
protection system without security tools.

A method for assessing the information security based on the task has been
developed. The method allows to assess the information and communication
system security level. The result of the method is a quantitative protection level
assessment. At the first stage the list of threats, probabilities of threats and threats
reflection by information protection system are defined. At the second stage, cost
restrictions of the information protection system and restrictions on reducing the
level of information system productivity are introduced. At the third stage, an
assessment of the system protection overall level is provided according to selected
protection tools. At the fourth stage, from the set of protection options, the one
that best meets the requirements and does not go beyond these limits is selected.
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2

B  miii poboTi JOCHIIKYIOTBCA YHCIOBI XapaKTEPUCTUKH BY3IIB
MEpPEXEBUX CTPYKTYp — TOKa3HHK 4Yacy pelakcamii Mepexi Ta
IHAMBIAYaTbHAN TOKa3HHWK Yacy penakcamii By3Ja, sIKi XapaKTepH3yITh
CTIMKICTh CKJIaTHOI MEpexi Ta, BIAMOBIIHO, KOXHOTO By3Jla OKPEMO /0
30BHINIHIX 30ymkeHb. OOUYMCIECHHS NOKa3HHUKIB 4dacy penakcamii
3IICHIOETBCSL 3a JIOIIOMOTOI0 YIOBUIPHEHHX ITEpaliiiHUX aJrOpUTMiB
(HITS a6o PageRank, nampukiam). OkpiM BXKe BiTOMHX aHAJIOTiIH IHMX
MOKa3HHKIB 3 4acoM peltakcallii MakcBelua, 10 Biflirpa€e BayJIMBY POJIb Yy
(hizumi TBEpAOTO TiNa, y Wil poOOTI TaKOXK MOKA3aHO €EKT CUMETPil mpu
BiZTHOBJICHHI 3HAUY€Hb MEPEKEBUX XaPAKTEPHUCTHK BY3JiB IICJI 30BHILIHIX
30yKeHb. AmMpoOaliiro NoKa3HUKa Jacy penakcamii Ta iHAWBIZYaJlbHOTO
MOKa3HWKA dYacy peiakcamii Oyio MpoBeNeHO Ha MpHKIagl IMpocToi
HEHANpaBJICHOI iepapXigHOT MEpexi.

KawuoBi cioBa: ckigagHa Mepeka, MOKa3HHK Yacy pelakcailii,
iHAMBIAyaTpHUN oKa3HuK penakcaiii, HITS, PageRank.

Beryn

CknamHi Mepexi BifirpaloTh BaXJIMBY poib y mpuponi. Taki Mepexi €
MOIIMPEHUMU Ta BOJIOAIOTH HETPUBIAIBHHUMH TOIMOJOTIYHUMH BIIACTHBOCTSIMH
[1], [2]. I came mi BIACTHBOCTI CKJIaJHHX MEPEXK ICTOTHO BH3HAYAIOTH iX
(GYHKIIOHATBHI MOKJIMBOCTI Ta € MPEAMETOM X JOCIIHKEHHSI.

Haykosi po6otu Buenux I1. Epnoma, M. E. J[x. Hetomana, A.-JI. Bapa6ari,
C. T'. Crporana, JIx. KueitnOepra, Ta iHIIMX JOCTIIHWUKIB 3pOOWIM 3HAYHUMA
BHECOK Yy PO3BHTOK TeOpii, 10 3aiiMaeThcsi OCIHIKEHHSAM XapaKTEPUCTHK
CKJIATHUX Mepex — Teopii ckamaux Mepex (Bix anria. — Complex Networks).

[cHYFOTB pi3HI MepexkeBi XapaKTepUCTHKH [ 3], 30kpeMa Taki HallBaXKJIHBIIII K
CTYIIHb By3Jla Ta TOKa3HUKH, IO BiamoBimarore amroputmMam HITS [4] Ta
PageRank [5]. TlpoTe He3Bakarouu Ha BXKE iCHYIOUI XapaKTEPUCTUKU CKIATHHUX
Mepex, BaXIIMBE 3HaUCHHS TaKOX Ma€e po3poOKa Ta AOCIIPKESHHS HOBUX, 30KpeMa
TakuxX, sKi 0 XapakTepu3yBald CTIHKICTh CKJIaJAHOI Mepexi 10 3OBHIIIHIX
30ypeHb.
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INoka3Huk yacy penakcanii

Ilin dac mocHmiKEHHS CKIQJHUX MEpEeX Oylno TOMIYeHO, IO 3HAYCHHS
MEpeXEBUX XapaKTePHCTUK BY3JIB IICIS TOTO, SK HAa HUX IOJISIM 30BHINIHI
30ypeHHs, B pe3yabTaTi MepepaxyHKy BiIHOBIIOIOTHCS OO CBOiX IOYATKOBUX
PIBHOBR)XHUX 3HA4YEHb 3a JESKUH 1HAMBIAyadbHHUH Ui KOXKHOTO BY3Ja dac.
IlopiBHIOIOUM  TNOKa3HHUK  4Yacy  pejakcamii 13  caMOI0  MEpEekKeBOIO
XapaKTePUCTUKOIO, 3HAYEHHS SKOi MiAfaBanocss 30ypeHHIO, NPOCTEKYEThCS
HediTka 3anexHicTs. Hampukinaz, y po6oTi [6] moka3aHo, o Hal#OUIBIII YHCIOBI
3HAUCHHS TTOKa3HUKA 4acy penakcauil (XapakTepHu3ye IOBUIbHE BiJIHOBIICHHS 11O
MOYaTKOBHX PIBHOB)KHHMX 3HAYEHb) JOCSATAIOTHCS [UIS CEPEAHIX 3HaYEeHb CTETICHS
By31a. AGO X HaBIAKW, IIBHIKE BiJHOBJCHHS YHCIOBHX 3HAUeHb BHU3HAYEHOI
MEpEKEBOi XapaKTEPUCTUKU BY3JIB Micisd 30ypeHHA IUX YHUCIOBUX 3HAUYCHBb
XapakTepHe AJIs BY3JiB, IO MAIOTh, HANPHUKIA, HU3bKUH a00 BUCOKUI CTEIiHb.
Lle o3Havae, M0 MOKa3HWK Yacy pelakcamii € YHIKQJIFHOI Ta HEHOAIOHOI a0
IHIIIUX YHCIIOBOIO XapaKTEPUCTHKOIO BY3JiB MEPEXKi.

Jnst BuIeonucanoi HOBOT XapaKTEePUCTHKU MPOCTEKYETHCS QHAJIOTIS 3 4aCOM
pernakcanii MakcBeluia, SIKUi Bilirpae BayXIUBY poib y (i3uwi TBepaoro tina. Yac
penakcanii MakcBeia 7 JUIsl €IEKTPHYHOTO 3apsity, SKUH “PO3CMOKTYEThCS” y
CEpeNOBHIIl 3 TMHUTOMOIO EIEKTPHYHOIO INPOBIAHICTIO o  Ta IiENEeKTPHIHOIO
NPOHUKHICTIO & € XapaKTepHHM 4YacoM IIepexoay LBOr0 CepeloBHINa B
PIBHOB&XHUI CTaH, € 3MEHIIECHHS HIUIBHOCTI 3apiay L 3 9acoM t Mae BUTIX

~t
p(t)~e”, ne r=¢/o. Y BUNAAKY HOCIIUKEHHS CKIAAHAX MEPEX TAKHUM
gacoM Oyne Ha3uBaTHCA KUIBKICTh iTepamifHMX KpOKiB 7  BiATIOBITHOTO
ITOPUTMY, SIKi TOTPiOHI, 11100 3 JEeSKOI0 Halepes 3a1aH0I0 TOYHICTIO 4 (3a3BHYai
#=10") JI0CATTH TOYATKOBHX pIBHOBa)XHMX UHCIOBHX 3HAYCHb IIEBHO
XapaKTePUCTHKH Ticias 11 30ypeHHs. |HmMMMH cloBaMH, ITOKa3HHKOM dYacy

penmakcamii Mepexi micisi 30ypeHHsS MEBHOTO M-TO By3na 7™ HasusaroTs

KIJIbKICTh  ITEpaIlifHUX KpOKIB, SKi HEOOXiJHi, MO0 BiIHOBUJIOCH 3HAUYCHHS
KOXKHOTO By3I1a, 200 max(rém)) (k=1,....,n, 1e N — KiNbKicTh BY3JiB Mepexi). A
k

KUTBKICTB iTepariit 7™

, SIKI HeoOXimHI A BiJHOBJCHHS caMe TOTO BYy3Ja,
YHCIIOBE 3HAYCHHS XapaKTEPUCTHKH SKOro Oyno 30ypeHe, Ha3UBaTHMETHCS
IHIMBIyalbHUM ITOKAQ3HUKOM Yacy penakcarii Bysna. ToO6To mepumii mokasHHK
XapaKkTepu3ye BY30Jl B TEpMiHaX CTIHKOCTI BCi€i Mepexi IO HAaTaHOTO HOMY
30BHILIHBOTO 30ypEeHHs, OCTaHHIi — B TepMiHaX HOro iHIUBIAyalbHOI CTIHKOCTI
JI0 IIbOT'O 30ypeHHsL.

BcranoBneHo [6], 1m0 Ha BiJHOBJEHHS MICJs 30BHIIIHBOTO 30ypeHHS
YHCIIOBUX 3HAYEHb MEPEKEBUX XapaKTEPUCTHK BY3JIB, HANPHUKIAA, TaKUX SK
HITS a6o PageRank, BrummBae Tomosoris Mepesi, a TakoX MOMEPEIHBO 3aIaHe
HaOJIDKEHHST 4 — TaK 3BaHA yMOBA JOCSATHEHHS ITI0YaTKOBOTO PIBHOBAKHOTO
craHy. Takox Ha BiJHOBIICHHS YHCIIOBUX 3HA4eHb BIUIMBAE BHOIp KoedimieHTa
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YIOBUIBHEHHS aJITOPUTMIB f, KU 3aCTOCOBYBaBCS y BHIAAKaxX IMIBHIKOI
301KHOCTI [6].

p(H)—pl(i)—p2(i)—....—pequilibrium(i), 1)
Ap,()=p,, Ap,()=p,.(0), @

me A — omeparop anropurmy HITS a6o PageRank, To6To
ORI NHOR @)

Edext cumeTpii

Ilin wac pocmimkenp Oyno moOMideHO, IMO Ha dac (KUIBKICTH iTepamiit
BIIOBITHOTO 1TEPATHBHOTO AITOPUTMY), SKUH MOTPiOHMI Ha BiTHOBJICHHS
MOYaTKOBOTO PIBHOBAYKHOTO CTaHy MeEpeXi 1 KOXHOTO By3jla OKpPEMO, OKpIM
YMOBH 30DKHOCTI alroOpuTMy 4 Ta KOe]illieHTa YIOBIIBHEHHS ITEpaTHBHOTO
QIropuT™My [ BIUIMBAa€ TAaKOX BeJIMYMHA 30YpeHHS, sSKa HANAEThCS OTHOMY i3
BY3JIiB MEpEexi.

Tak Hampukiaz, Uil HEHaIpaBJICHOI iepapXiqHOi Mepexi, 10 IpeacTaBiIeHa
Ha Puc. 1, Oymu mpoBeneHi JOCHIKSHHS TIOKa3HUKA 9acy periakcallii Mepexi ta
IHIUBITyaJbHOTO IOKAa3HWKA 4Yacy pelakcamii By3Jda IpH pPi3HUX YHCIOBUX
3HAUCHHSX 30ypeHHs. Y SKOCTi YHCIOBHUX 3HA4€Hb MEPEKEBUX XapaKTePHCTHK
BY3JiB, SKHM HAJaBaJlocs II€BHE YHWCIOBE 30ypeHHs, Oymu B3ATI 3HAYECHHS
OTpHMaHi 3a gomoMororo anroputMy PageRank.

Puc. 5. IIpuknan npocToi HeHaNpaBJIeHOT iepapXigHOT Mepexi

SIKIo y3araJdbHUTH OTPUMaHI pe3yibTaTd Uil Pi3HUX 3HA4YeHb 30YpeHHS Yy
Burisiai rpadika (Puc. 2), To MOXXKHA TOMITHTH CUMETPIIO BITHOCHO JOAATHUX Ta
BiI’€MHHUX 3Ha4YCHb 30ypEHHSL.

BucnoBku

B miif po6oTi Oyiio mpoBEIEHO aHAIOTII0 MiX YacoM pernakcarii MakcBemna Ta
HOBMMH YHCJIOBUMH XapaKTEPHUCTHKAMH BY3JiB MEPEKEBHX CTPYKTYp —
MOKa3HHUKOM 4Yacy pejakcailii Mepexi Ta iHAMBIAyallbHUM MOKa3HHKOM 4acy
penakcauii By3na. CuMeTpiss TpH  BIJHOBICHHI 3HAa4€Hb MEPEKEBHX
XapaKTePUCTUK BY3IIB BiTHOCHO IOJATHHX Ta BiJ’€MHHMX 3HAuUCHb 30BHILIHIX
30ypeHb IOKa3ye, 10 Ha MOKa3HUK 4acy pelakcarii Mepexi BIUIMBAE JIHIIE
a0CcoNIOTHA BeJIMYMHA 30ypeHHs, a He ii 3HaK.
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Relaxation Time: for PageRank iterative algorithm

Time (Number of iterative steps)

Perturbation (Value of deviation)
~1—=-2 -3 -4 =567 89 ~10~11 —-12 ~13
Puc. 6. Edext cumerpii a1 moka3HUKa Yacy peakcaiii Mepesxi (aIroputm
PageRank)

Individual Relaxation Time: for PageRank iterative algorithm

Time (Number of iterative steps)

Perturbation (Value of deviation)
=123 -4~+5=6~=7 891011 -12 -13
Puc. 7. Edexr cumerpii 1uist iHIUBITyaTIbHOTO OKAa3HUKA Yacy pejaKcallii By3ia
(amroput™m PageRank)

OTxe, HAsBHICTh III¢ OMHIE] aHaJoOrii 3 dYacoM penakcaiii Makceena
MiATBEP/PKYE aICKBATHICTh 3alPOTIOHOBAHUX XapPaKTEPUCTHK BY3JIIB Ta Ja€
MOXIIUBICTh BHKOPHUCTOBYBAaTH 1X JUIS JOCTIKEHHS CTIHKOCTI Mepexi Ta
OKpEMUX BY3JIB JI0 30BHILIIHIX 30ypeHb.
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Abstract. The paper features a review of available software tools and
systems that utilize expert data for decision support in weakly-structured
subject domains. Existing tools are analyzed and compared among
themselves from the standpoint of implemented mathematical approaches
and functions, particularly, those related to strategic planning. We outline
the key trends of decision support tools development, witnessed during the
last decades. We show that existing automated decision support tools have
a bunch of limitations and drawbacks. Based on conducted analysis, we
formulate relevant requirements to modern decision support software and
specific recommendations as to selection of decision support tools for
strategic planning and further improvement of existing decision support
products.

Keywords: Decision-making Support, Expert Estimation Scale, Target-
oriented Hierarchic Decomposition, Strategic Planning, Resource
Allocation, Scenario Analysis.

Introduction: Relevance of Decision Support Tools Usage for Strategic
Planning in Weakly Structured Subject Domains

Decision support tools using expert knowledge are mostly applied in weakly
structured subject domains. These domains are characterized by a set of features,
induced by high level of uncertainty [1]. Due to these features, it is often the case
that only expert knowledge and methods of its processing allow us to get a
detailed formal description of a weakly structured subject domain and provide the
decision-maker (DM) with recommendations, which are needed to make the
decision better substantiated and more credible.

In this paper we focus mainly on decision-making support problems,
emerging during strategic planning in the weakly-structured subject domains.
Building of strategies in such domains, usually, calls for engagement and
processing of expert knowledge. In order to analyze the capacities of modern
decision support (DS) tools, we suggest to use a widely-approbated original
technology of strategic planning [2] as basis. The technology involves the
following conceptual phases:
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1) The DM formulates the main goal of the strategic plan in the given
subject domain and recruits the expert group (for example — using co-authorship
networks [3]).

2)  The experts hierarchically decompose the main goal into factors,
influencing its achievement.

3)  The experts estimate relative impact of each factor from the hierarchy.

4)  Finding the optimal (rational) distribution of limited available resources
among projects, which maximizes the strategic goal achievement degree.

The technology demonstrated its high efficiency in multiple applications.

In our paper we try to review the features of the most well-known tools in the
context of their ability to solve the problems, that emerge during strategic
planning in weakly structured subject domains (based on expert and other
information).

An Analytic Overview of the Most Widely-used DS Tools

Due to expansion of DS tools usage, we are witnessing an increase in demand for
intelligent systems intended to solve DS problems. World-known decision support
systems (DSS), developed in recent years, include the following ones:
ExpertChoice, SuperDecisions, DecisionLens, D-Sight, Promethee, OIJTEHKA U
BBIBOP (Estimate and choice), Solon, Consensus, and others. Authors of [4, 5]
provide a comparative analysis of some DSS, including those, not listed in our
review. Based on our own research and additional information on DSS [4, 5], we
are able to obtain aggregate comparison data on DS software, particularly, from
the standpoint of mathematical and technological solutions implemented in them
(see Table 1). If we take just the 4 conceptual phases of the above-mentioned
strategic planning cycle as DSS comparison criteria, the comparison makes no
sense: all the systems we consider do allow users to rate alternatives, factors, and
projects (incorporate 3 phases out of 4), while almost none of them support
resource allocation functionality. That is why, in order to compile an illustrative
comparison table, we have selected more constructive (specific) criteria.

Our review is not an exhaustive one, however it illustrates the general trends in
the development of modern DSS, using expert data (including pair-wise
comparisons and other types of estimates in various scales).

None of the listed systems allows its users to organize the whole strategic
planning cycle (outlined in the introduction) using expert information in remote
mode. The review allows a DM, an expert session organizer, or a knowledge
engineer, to select DS tools, which are most suitable for specific problems.

Conclusions

The paper presents a brief overview and comparative analysis of available DS
tools from the standpoint of their applicability to strategic planning problem-
solving in weakly structured subject domains. Not a single automated DSS,
featured in the review, can solve all the range of problems, emerging in the
process of strategic planning based on expert and other information.
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Table 2. Comparison of functional capabilities of modern DSS.

. . Support
Pair- | Time .
; Sensiti-| Group | for | Cloud
DSS name Imﬁql;rrr]\gg;ed cc\)anqsea- anlz;ilg si vity |estima- | diffe- | (web)
risorr)ls sy analysis| tion rent | version
scales
1000Minds PAPRIKA Y N Y Y N Y
AIRM Online AIRM N N Y N N Y
Analytica N Y Y N N Y
Decision
Lab Y N Y N N N
Decision
Lens AHP, ANP Y Y Y Y
- MAUT,
D-Sight PROMETHEE Y N Y Y N Y
Expert
Choice AHP Y N Y Y N Y
Logical Decisions | AHP, MAUT Y N Y Y N N
Make
It Rational AHP Y N Yoy N Y
Mind
Decider AHP N Y Y Y N N
PROMETHEE | pROMETHEE | Y NO|Y Y |y N
RFP AHP, ANP Y Y Y Y N Y
Super
Decisions AHP, ANP Y N Y N N N
TreeAge
Pro N N Y N N N
very - Good | EECTRE Y N Y |y N N
OLIEHKA " | AHP, utility
BBIBOP (Estima- | function, Pareto | Y N Y N Y
tion and choice) Analysis
Multi-criteria
s optimiza-tion,
SVIR Classification, Y N Y Y N
AHP
SOLON MTDEA Y Y Y Y Y Y

The problem of development and improvement of DS tools, allowing to obtain
and process both expert and other information most thoroughly and without
distortions, remains relevant. The most promising directions of further research on
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the paper’s topic include improvement of DSS tools’ features, related to
organization of remote expert sessions and incorporation of data on subject
domain from all available sources.
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In this article, models of discrete channels are analyzed.lt is proposed to
use the L.P. Purtov for building channels of information systems.
Redundant binary and non-binary codes and their error-correcting
capability are analyzed. Formulas are derived for finding the probability
of an uncorrected error for error-correcting codes, for codes that find
errors, and for codes that detect and correct errors. The coefficient of
increasing the information array is calculated for different probabilities of
the detection of one element of the codeword in the channel and different
error rates. The calculation of the redundancy of the error burst correction
codes is performed. The use of Fire codes as anti-noise codes in the
channels of the information system is proposed.

Keywords: error-correcting codes, error bursts, discrete channel model,
code redundancy.

Introduction

The use of combined types of modulation in information channels allows to
significantly increase the data transmission rate in comparison with binary
systems. And the use of error-correcting codes with q12 alphabet, which
allowyou to identifyand correct errors, in such systems is quite a logical step.
Such codes are called Non-binary (multi-positional, multi-base or g-ary) [3, 4, 5,
7, 8, 15]. Despite the fact that some redundant nonbinary codes, such as the
generalized Hamming code, the Reed-Solomon code, and others, have been
widely used in information channels [6, 9, 10, 11, 12, 13, 14], the development
issues of the nonbinary coding theory remain quite relevant.

Statement of research problem
The intensity of the grants and the nature of the rise in the hour
Error detection and correction codes increase the noise immunity of information

transmission.A careful distribution of the statistical characteristics of the sequence
of errors in real communication channels showed that the errors are dependent and
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have a tendency to grouping (batching), that is, there is a correlation between
them.With the group nature of the distribution of errors, one parameter - the
probability of error - does not fully characterize the channel; additional parameters
are needed that reflect the degree of grouping of errors in various types of
channels.In practice, communication channels are characterized by the
dependence of the probability of interference of the next transmitted symbol on
the distortion of the previous one, as well as seasonal and daily changes in the
weather, the presence of industrial interference that changes the intensity at the
time of the day and days of the week, mutual interference, etc. All this leads to an
abrupt nature errors in information transmission channels.The calculation of error
probabilities for batch distribution is carried out according to the formula:

P, bm( n—1) bP,

Pu=oeStelgp =) o @
R 5t

where b is the length of the error packet; p, - conditional probability of

occurrence of a packet of errors of length b; p, is the probability of distortion of

a binary symbol; q is the density of errors in a packet, which is equal to the ratio
of the number of errors in a packet to the length of this packet b.
Approximate formula for determining p,., for codes that detect and correct

errors look like:
t i 1-s
¥,Chf n
_ Lo . 2

ncor 2r (d _]J ( )

These formulas give good results if the number of errors e in combination with n
symbols satisfying the requirements e <0.3n [6].

When transmitting information with a simple non-redundant code, the
reliability of reception depends on the type of channel and the type of interference
in it. In most cases, the reliability that is found is insufficient. It must be increased
so that the probability of erroneous reception of the message by the consumer is
less than the probability of errors in the message without special measures.

Thus, the choice of a method for increasing the reliability of information
transmission depends on many factors: the reliability of reception, the permissible
transmission rate, and dependence on errors in the communication channel are
necessary.

The degree of information protection from errors by the appropriate coding
method depends mainly on the minimum coding distance dminof the given code.

After determining the characteristics of the communication channel [1],
further selection of the code is characterized by the error probability [2].

Compared to other codes, the best code that not only detects but also corrects
independent (single) errors and has recommendations of international
organizations and is relatively simple to implement is Hamming code, both binary
and generic. As for both packets and independent errors, the BCH, Fire and Reed-
Solomon codes are the best for the same parameters.
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The following restrictions are most typical for such a control information
transmission channel:

- control information arrives at the channel input in the form of messages
(blocks) with a length that is a multiple of 8 bits (due to the specifics of the
development of a modern element base);

- the block nature of the control information determines the use of block
codes (more often Bose-Chowdhury-Hawkingham (BCH) codes or their non-
binary subclass - Reed-Solomon (RS) codes);

- the physical layer provides the error probability for the binary symbol y,
but errors are grouped into packets.

Redundancy of error burst correction codes
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503 7 ™ Compound
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Fig2. Dependence of the code redundancy on the code distance

Conclusions

After analyzing the data obtained, we can conclude that the Fire code provides a
lower probability of an uncorrected error than the BCH, compound, or Reed-
Solomon codes at the same coding distance, that is, these codes require greater
message redundancy to provide the same probability uncorrected error as the Fire
code.

So, after considering the codes that allow you to correct single bursts of
errors, you can propose the use of the Fire code instead of the BCH or Reed-
Solomon code, since it has less redundancy compared to other noise immunity
codes that correct bursts of errors.
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To organize the productive activity of specialists, medical institutions use
the popular web program OpenEMR, which allows planning the working
hours of specialists and patients. It provides authorized access only for
employees of the institution. Patients of a medical institution usually
cannot individually register and make an appointment with specialists.
The article suggests a mechanism of combining the existing OpenEMR
web application with a newly created web portal for a patient self-
registration. Also, the article proposes methods to eliminate errors and
shortcomings of the interface of the web program OpenEMR, which arose
as a result of the fallacious translation of elements of this interface from
English to other regional languages.

Keywords: Medical office web portal, Authorized patient web portal,
Web program, Software interface.

Introduction

For the broad majority of modern commercial enterprises operating in a
competitive market, it is forced to use an effective CRM system (Customer
Relation Management) [1]. But due to the specifics of medical services provision
the medical institutions should use specialized EHR-systems (Electronic Health
Records) [2], EMR-systems (Electronic Medical Records) [3] instead of CRM-
systems.

EHR-systems and EMR-systems have much in common and, conversely, do
not have a clear line between their purpose and functionality [4]. EHR systems are
designed for the long-term collection and reliable storage the whole data about
patient medical observation and diagnosis of the in a strict chronological order [5],
including data obtained from remote monitoring of the patient's condition [6].

On the contrary, EMR systems also contain the necessary information about
patients' health, but this information is as complete and detailed as it is necessary
for the patient's medical care in a particular medical institution.

The vast majority of EMR systems are commercial. Open source EMR systems
usually provide authorized access only for competent healthcare professionals
who need to manually enter patients' personal information from their words or
questionnaires completed by them.

The article offers a model of deployment and configuration of a logistics
information complex for a medical institution based on the popular web program
OpenEMR [7], coded in PHP. The model assumes the two self-sufficient and
independent modules that are exchanged using specialized software interfaces
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(Fig. 1). The first module is a service web portal for competent employees of the
medical institution, including administrators, coordinators and medical
consultants of this institution. The second module is the web portal of patients.

Content and logistics of the infocommunication model

By the means of web portal, another important module of this service patient users
can log in, register, make the necessary modifications in any field of the patient's
questionnaire, place an application and obtain an electronic appointment for a
medical consultation. This module consists of the web interface and system
service.

The patient deals directly with the web interface. System service is a
permanent resident program that can periodically execute the program code,
completely hidden and invisible for the user. In Figure 1, the system service is
represented as a gear.

Access to the web portal of patients can only be authorized, and access to the
registration procedure itself can be organized, for example, only for the patients
from a particular institution.

Patient personal portal
Service portal of patient

Patient personal
registration

portal web interface

Service portal
database

Service portal
web interface

A

| Medical
| institution
-l administrator
—
Fig. 8. Interaction stages of Patient personal portal and Service portal of patient
registration in the medical institution information complex.

Medical
institution
patient

To get to the consultation or interview with the consulting doctor, a patient must
initiate the procedure, which in Fig. 1 is presented as a sequence of stages from 1
to 6, and wait for its successful completion.

OpenEMR web interface correction

One of the definite advantages of the OpenEMR web program is it's open-source,
coded in PHP. The user could not view the PHP program code, which allows the
programmer to safely store in PHP code even passwords and other confidential
information.

Often changes to the PHP program are required. For example, the patient's
paternal type looks as shown in Fig. 3, ie only the first four letters of the word
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"Borisovich" are visible. To fix the interface, it was necessary to change the line
#391 in the php-file /var/www/html/openemr/library/options.inc.php

specifically, in the assignment operator to the variable $fldlength it was necessary
to add three characters "15+", as a result of which the current value of the variable
$fldlength, which is the length of the text field (field length) changed from 2
characters to 17 characters. In the corrected interface of the patient's father's
questionnaire "Borisovich™ is now displayed completely (Fig. 3.).

Who | Contact | Croices || Empioyer | Stats | Misc | Guardian -

Nasne:— S— Name: = External ID:

DOB:[ 5. o0 B -
ss. ki
DOB: : Sex:
Marital [~ v :
Status: SS. License/ID:
User Marital v
Defined: Status:
Billing Note: User
Defined:

Billing Note:

Fig.3. The original patient card interface (left), in which "Borisovich" is not
completely visible and the corrected patient card interface (right), in which
"Borisovich" is completely visible.

Another feature of the OpenEMR web program is the inaccurate translation of
menu items from English into other languages, including Ukrainian. For example,
the state of the consulting physician, in which he is at work in his office and is
ready to receive the patient in English can be conveyed in only two letters - "In"
(English "in the room"). The American translators decided that in Ukrainian such
a state of the consulting doctor also could be conveyed not by two, but even by
one Ukrainian letter "V" which is a lexical error for Ukrainian.

The special MySQL table “ lang_definitions” contains a translation of each
word or phrase into all the languages including Ukrainian. For example, to
illustrate the translation of the phrase "IN" in all languages, it is essential to
execute the following SQL query:

SELECT * FROM "lang_definitions® WHERE “cons_id =4649

As a result of updating the Ukrainian translation of the English phrase "IN" in the
table “lang_definitions” the consultant's state can be easily changed from the
incorrect value of Ukrainian "Y" to the correct value "PATIENT ADMISSION".

Conclusions

1. The information complex of the medical institution consists of two
interacting parts. The first is the official web portal, which provides
authorized access exclusively for employees of the medical institution.
The database of this web portal stores complete information about
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administrators, doctors, patients, a common calendar of events with a
schedule of admissions, a list of applications and patient records.

2. Another part of the information complex is a web portal for patient
users, which can be authorized students and employees of any
educational institution, institution or enterprise. Users who have
successfully passed the authorization can individually add themselves as
patients to the official web portal, update information, place a request
for a consultation, review the status of accomplishment of submitted
requests.

3. Opensource OpenEMR implies a wide range of options for enhancing
the web user interface. In particular, the words and phrases of this
interface can be replaced as a result of Update queries to MySQL tables
lang_definitions and lang_languages, and the size of text fields can be
changed by analyzing the dynamically generated HTML markup and
comparing it with the corresponding PHP program that generates the
markup.
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V npaniii po6oTi po3risiHyTO AnbepeHIianbHy Tpy MepeciigyBaHHS. 3a
JOTIOMOTOI0 MeTony po3B’s3yrounx ¢yHkmid A.O. UYukpis 3HaiineHO
JOCTAaTHI yMOBH JUI 3aKiHUYCHHS TPH 1 OJEp)KaHO pIBHSHHS IS
YHCENBHOTO 3HAXO/DKeHHs po3B’s3ytouoi ¢yHkuii. CdopmynboBaHo
JOCTaTHI yMOBH IS 3aKiHYeHHs rpu. J{ns koHTpoapHoro npukiany JI.C.
IlonTpsrina peanizoBaHo Bizyami3amilo TpaeKkTopii pyXiB mepeciigyBava i
BTiKaya Ha IIOmuHi. 71 boro OyB CTBOpEHHI MpOrpaMHHUN IPOIYKT Ha
MOBi mporpamyBaHHsS Python. J[lammii mnporpamMHHEI TPOOYKT €
MPOTOTHUIIOM CHCTEMH MOJIEIIOBAHHS «II€PECIIiTyBadi-BTiKau», Ky MOKHA
Oyne 3acTOCcOBYBaTH IJIsI BUOOPY KepyBaHHS B 3a/adax MepeciligyBaHHS.
VY pobGoti Oyno po3rIsHYTO KOHKpeTHHU mpukian. [lana 3amada Oyio
PO3B’si3aHa aHAJITUYHO 32 JOIOMOTOI0 METOAY PO3B’SI3YI0UNX (YHKIIH,
noOyJOBaHO KepyBaHHS HepeciligyBada Ta 3HaAWAEHO PO3paXyHKOBUH dac
3aKkiHueHHs TpH. [IporpamMHuMii nPoOAyKT OyJI0 MPOTECTOBAHO Ha
KOHTPOJIEHOMY TIPUKJIIAI. Pesynbrar MOKa3aB CIiBIaIiHHS
PO3paxyHKOBOTO Yacy Ta (haKTHYHOTO Yacy 3aKiHYCHHS TPH.

Kniouogi ci1oBa: KOHQIIIKTHO-KepOBaHi Mporiecy, TudepeHiianbHi irpy,
irpH HIepeciTilyBaHHsI.

Beryn

VY Har yac Teopiss KOHGTIKTHO-KEPOBAHUX MPOIIECIB BiTHOCATH 10 MATEMATHUHHX
Ta KOMIT'IOTEPHHMX HayK, IIO pPO3BHBAIOTHCS MJOCUTH akTHUBHO. OCHOBHUM
00’€KTOM JTOCTIDKEHHS € 3aJa4i KepyBaHHS AWHAMIYHUMH IPOIECAMH B YMOBaX
KOH(QIIIKTY, KU niependadae HasBHICTh ABOX a00 OiNbIIe CTOPiH, 3MATHUX JISTH
Ha TMPOLEC 3 NPOTHICKHMMH ab0 HECHIBMAJAIOYUMU LUIAIMH, a TaKOXK
ontuMmizamis (YHKIIOHAIPHUX BIIACTHBOCTEH mpomecy. JIuHaMidHI mpomecH
MOXKYTh ONUCYBATHCS AU(EpeHUiHHNMH, IHTerpaJbHIUMH, Pi3HULIEBHX, TIOPHIHNX
Ta IHIIUMH piBHAHHAMHU. KOHQUIIKTHO-KEpOBaHI MPOLECH, IO OMHCYIOTHCS
nudepeHIifHIMY  pIBHSHHAMH, Ha3uBalOTh JudepeHuiinuMu irpamu. e
TepMiH Oys10 BBeieHO P. AlizeKkoM — OZHUM 3 3aCHOBHHKIB Teopil An(epeHIiiHIX
irop [1].

Haii6inb npocTiM Ta T0CHTh €heKTHBHUM JIS PO3B’ 3Ky KOHKPETHHX 3a/1a4
nepecnigyBanus € nepumit merox JI.C. Ilontpsrina. Ilepmmit meron JI.C.
IonTpsirina TicHO MOB’s3aHUI 3 MeTOJOM po3B’s3ytounx Qynkmii A.O. Unkpis
[2], sixmit i Gyzme 3acTocoBaHo y naHiii poboTi. B pamkax mporo Meroay mocratHi
YMOBH DPO3B’S3HOCTI 3aj[adi MepeciigyBaHHsS B Kiaci KOHTPCTpaTerii MoHa
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3py4HO TmepeBipuTH. Meron po3B’s3yrounx (QYHKUiH po3pobieHO 1 A
nmudepeHIiaabHO-pi3HALIEBUX irop B poboTtax [3-9]. IrpoBi nmpobinemu 30IMKeHHS
IpH BIAMOBI KepYIOUMX HPHCTPOiB pO3rIsHYyTOo y poborax [10, 11]. s
HECTAI[IOHAPHUX IIPOIECIB METOJX pO3B’sA3ylounx (GYHKIIH NpencTaBiIeHud y
poborax [12-15].

Kountpoabuuii npuxian JI.C. [loutpsirina

Pyx mepecnigyBaua i BTikaua 3a1a€TbCsl CUCTEMOIO AU EpEHIIaIbHAX PIBHSAHB:

{5&+5c=2u, x €ER, ||u||S1, a,p >0,
y+2y=v, yeR |1 Bo>0.

x(0) =6, x(0) =1,

Hexalt a=1 B=2, o= {y(O) =2,y0)=1

IepecninypanHs BBakaeTbCs 3aBeplieHuM, skmo X = Y. Ilepeiinemo 1o
CHUCTEMH DPiBHSHb:
7y = Zp — Z3,
Z.2 = —Z + Zu,
Z‘3 = —223 + v.

Tepminanena MuokHHa M'={z:2, =0}, npu uwomy, M°={z:z, =0},
M={z:z=2,=2,=0}. Toni L={z:2, =23 =0}={R,0,0}. Oueparop

OPTOrOHANBLHOTO HepeTBopeHHs TT: RS — L 3amaeThes MaTpHIEO
1 0 0
m= (0 0 0>.
0 0 O

Marpuis A CUCTeMU Z = AZ + U — v Ta 06JacTi yIpaBiiHHsI:

o 3 Do mre-{ =)

ODyHIaMeHTaIbHA MATPHIIS BiAMOBITHOT OMHOPIAHOI CCTEMH Oyie MaTH BUTJIISI:

1-et
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4
TToxnamemo y(t) = 0, z(0) = ( ) Toni £(t, z,0) =

1
Po3sp’szyroua dpyuxuis a(t, T, z, v, 0) Oyze 6inbuum 10aTHUM KOpeHeM
KBaJPaTHOTO PiBHSIHHS

1-— e—Z(t—‘r)
2

_e—(r 7)

v — ak(t, z(0), 0)‘

BinHOCHO «. [Jlami 3Haiinemo 4ac 3arpumanHs BTikaua T(z(0),0) sk min{t >

0: ft w(t-1) dt}, sBinkm omepxyemo t=5. Bymayemo  KepyBaHHs

||§(tZ ol
nepeciilyBaya:
a(Tt.z2"v(0),0)| &(T,z O)]
u=v(r)— —AT-D @)

a(5,7,z°,v(1),0)[£(5,2°,0)]

T =5, ul =v(r) — Py ,

u = lex minul.

Bisyanizanis rpu Ha nuommHi

Jlyia mpeficTaBlIeHHST TPAEKTOPIN PyXiB MepeciiyBaya Ta BTikada y Ipi, OMUCaHIH
y koHTponbHOMY mpukiaai JI.C. [loHTpsriHa Ta AN BUMAAKy IUIOMIMHH, OyB
CTBOPEHHH TPOTpaMHUII TPOAYKT Ha MOBi mporpamyBaHHA Python. [lns
MPOTrpaMy BXITHUMH JaHAMH € HACTYIHI BiZOMOCTi: 3HAuYeHHS IapaMeTpiB
a, 3,0, p; TOYATKOBI KOOPAWHATH BCiX YYaCHHUKIB.

x(0) =6, x(0) =1,
y(0) =2, y(0) =1

x0=6.0 y0=2.0 T=[5.04837598]

Hexalia =1, f =2, p=2,0‘=1,{

Puc. 1. TloGynosa rpadiki pyxy BTikauya Ta epeciigyBada
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BgiBum pani y nmporpamy ozaepskanu rpadiunuii pesynstat (Puc. 1) pyxy Brikaya
Ta IepecyigyBada, MiITBepIWIN CIIiBIa iHHI (aKTHIHOTO Yacy 3aKiHYEHHS IPH 3
pospaxyHkoBuM (T =5).
AJITOpUTM, 32 SIKMM HPaIO€ IPOrpaMHHi IPOAYKT:
. g
1. TIlepeBipsieMo ymMOBH P = 0',5 = R
2. 3HaxomuMo (yHIAMEHTaIbHy MaTpHIO €™,
3. Ilepesipsiemo ymoBy W(t) =0 Ta 3HaxommmMo W(t).
1-e~at 1-e~Bt
4

3naxomumo &(t,z,0) = z; + . 2T g %

. . t Wt—1)
5. 3HaxoAmMo 9ac 3aTPUMKH BTiKada sk Min<t>0:| ————dr.
{ °J¢t.2,0) }
6. Byayemo kepyBanHs nepeciigyBaua y Burisii (1).
7. 3a gpomomororo wMeroma Pynre-Kyrra Oynyemo po3B’s3ku
I epeHIiaJbHIX PIBHIHD B MOMEHT 4acy t.
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PRINCIPLES OF CONSTRUCTING AN OVERLAY NETWORK BASED
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The current state of the problem regarding secure control of intelligent
mobile objects using existing telecommunication infrastructures as a data
transmission medium is described in the paper. The scientific and
technical task of developing the principles of wusing cellular
communication systems for the organization of secure remote control of
Intelligent Mobile Objects has been set and successfully solved. The
solution lies in the use of overlay computer networks based on VPN
tunneling. Proposals have been developed for constructing an overlay
computer network based on VPN taking into account traffic aggregation
as well as dividing network elements according to their purposes. The
related problems of connection stability at the access, distribution and core
levels are considered. The possibility of using nested VPN tunneling in
high-speed cellular communication systems to improve the security of
transmitted data is analyzed. The result of a number of model and
experimental studies, including modeling various network attacks in order
to intercept and replace traffic in the “Intelligent Mobile Object — control
node” chain, is the proof of the proposed principles efficiency.
Recommendations have been developed for using the proposed principles
of constricting an overlay network based on cellular communication
systems for the secure control of Intelligent Mobile Objects in solutions
related to the implementation of the “smart city” concept.

Keywords: Virtual private networks, Network security, Overlay
networks, Intelligent Mobile Object.

Introduction

At the early development stages of methods for constructing communication
systems for transferring data between Intelligent Mobile Objects (IMOs) and
support IMO control nodes, the theory of constructing a private communication
system dominated [1, 2]. For example, one of these methods is based on the
presence of a relay node, which is physically located in the IMO grouping and
while exchanging data between them, it ultimately transmits useful data to a
stationary object or to a higher-level data transmission subsystem. In such a data
exchange scheme, the direct data transmission from the IMO to the control center
is impractical, since it causes a high energy consumption with limited energy
reserves in the IMO. If we consider, for example, the performance of the IMO in
urban conditions, then it is possible for a relay node to not always be in the
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availability zone of an autonomous IMO, and that already violates the principle of
constant data exchange with the control center [3]. On the contrary, constructing a
stationary communication system within a city, for example, when implementing
the “smart city” concept, is economically unprofitable [4,5].

The use of the existing infocommunication infrastructure of mobile operators
is considered as a data transmission medium between the IMO and the control
center. The modern development of technologies of cellular communication
systems has long passed into the field of using seamless principles of access to the
Internet. This allows to maintain data constant exchange with the IMO in the
process of its movement in space.

However, since cellular communication systems are assumed to be used by all
network participants, there arises a problem of ensuring the secure transmission of
IMO data in such a network. In particular, we are talking about the problem of
intercepting data in a mobile network in order to steal useful data (video, photo
content, substitution of control commands, etc.) [5]. In other words, the attacker is
interested in obtaining data of the IMO's performance results.

Known ways to solve this problem are described in [6-8]. However, the lack
of described practical results on the application of the proposed solutions raises
doubts about the effectiveness of these approaches, since under conditions of high
IMOs mobility, the data transfer protocols used in stationary computer networks
behave very differently, which requires deep experimental studies.

One of the ways to ensure security in mobile networks is to use virtual overlay
networks, that is, networks that are built over the existing network infrastructures
of telecommunication service providers. The basic method for implementing an
overlay network is to use virtual private networks. In this regard, there is an
urgent task of building an overlay computer network based on VPN tunneling
technology to ensure secure data exchange between the IMO and the control
center through cellular communication systems.

Principles

To ensure the functioning of an overlay computer network, it is necessary to
consider the principles of building a hierarchical model of a virtual network in the
form of a three-level structure [9]. Dividing a large network into small modules
(levels) contributes to the grouping of functions of network elements, as well as
faster localization of emerging problems associated with the movement of IMOs
and reconstructing VPN tunnels. In addition, when creating a fault-tolerant
segment of an overlay network, in which data that requires confidentiality
circulates, it is necessary to protect data during its transfer to external networks, as
well as to differentiate access when transferring it between overlay network
segments within the IMO group.

Based on the approaches discussed above, it is possible to point out the
elements of the overlay network and define their functions: access level (network
segmentation, connection of terminal equipment to the network, switching to the
distribution level); distribution level (routing functions, load balancing, packet
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filtering); core layer (routing functions in tunnels, connecting objects in VPN,
routing from tunnels to tunnels).

The access layer can be represented by virtual switches. The distribution layer
can be represented by virtual routers performing firewalling functions. The core
layer can be represented by virtual routers that perform functions of creating VPN
cryptographic protection. With a large number of IMOs in the overlay network, it
may not be fully connected and some nodes may perform the functions of transit
ones. In this regard, for such IMOs, it may be necessary to take into account not
only the presence of tunnels between nodes, but also their bandwidth. There could
be situations when it is required to use several tunnels between the IMO and the
control center within the overlay network and combine them (aggregation).

The aggregation condition will be:

VinVF’N >Vcore—agg ' (1)
where Vv, is the bandwidth of uplink tunnels from one IMO core towards the
external network; v is the maximum bandwidth of one virtual tunnel

core—agg

between the core and aggregation levels. With a large number of internal control
commands when working in low-speed cellular communication systems (

Vimo_imo )» it is advisable to aggregate virtual channels also between the IMO

and virtual switches of the distribution level. The aggregation condition will be:
v +V >V

IMO—IMO T Veore—IMO IMO—>agg 2

where V. o Iis the data coming from the control server to other IMOs in the

core—IM

overlay network. v is the maximum bandwidth of one tunnel between the

IMO—agg
IMO sublayer and the aggregation scheme. The use of the bandwidth of one
tunnel, and not all, between the two levels within the segment of the IMO group in
(1) and (2) is performed for the worst case. It is advisable to use other virtual
channels connecting these segments not only for balancing, but also for reserving.
The considered principle requires a rather complex IMO configuration at all

levels, more use of IP addresses. Simpler options are possible, in which IMOs at
the distribution and aggregation level are combined into a fault-tolerant virtual
cluster. Thus, one virtual tunnel is functioning, while the other is in reserve at this
time.

At the same time, this option requires the use of more ports at the IMO at all
levels of the overlay network. In case of a shortage of ports, such a scheme can
have a fully-connected cluster topology. However, this will reduce the object
connectivity indicator to two.

The proposed principles were investigated experimentally by setting up a
number of model and field experiments, including modeling various network
attacks in order to intercept and replace traffic in the “Intelligent Mobile Object —
control node” chain. The results show the reliability of the secure way of data
exchange. This provides guidance on how to use these principles to securely
control Intelligent Mobile Objects in solutions related to realization of the “smart
city” concept.
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Conclusions

Using the principles of constructing an overlay network based on cellular
communication systems for the secure control of Intelligent Mobile Objects, it is
possible to create full-fledged segments in the schemes of the “smart city”
concept, providing data transmission of varying degrees of confidentiality with a
sufficient degree of reliability.

At the same time, these principles have their advantages and disadvantages
and can be applied based on the specific situation at the object and the capabilities
of cellular communication systems.

It is worth paying particular attention to the logical structure of the overlay
computer network, since the use of all the advantages of the supporting data
transmission medium depends on its correct definition.
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Software security testing enables the identification of vulnerabilities at all
stages of the software life cycle, thereby maintaining the necessary level
of security. Consideration of possible software cryptographic security, as
well as fuzziness of input data, will greatly improve the level of accuracy
of final test results. The aim of the report is to improve the model for
detecting software vulnerabilities. The report outlines the main stages of
the process of identifying vulnerabilities, and has developed a framework
for the preparation of safety testing studies and safety testing studies. It
was noted that the main features of the proposed model are: the
consideration of additional procedures for checking the source code for
cryptographic and other software security at all stages of testing;
Consideration of the fuzzy input factor in the research process, by using
the mathematical apparatus and fuzzy data logic, as well as appropriate
fuzzy decision-making methods to confirm software vulnerabilities. This
will expand the range of controlled data (control results) and input data in
the second phase of testing and improve the accuracy of software
vulnerability decisions.

Keywords: software vulnerabilities, security testing, data protection.

Introduction
Motivation

Ensuring the computer systems security, in conditions of cyberattacks increased
intensity, is associated with the need to carry out prompt and accurate control of
the software security level.

One of the direct mechanisms for controlling the software security level are
vulnerabilities identifying methods and means. It should be noted that
vulnerabilities for cyber attacks, as a negative factor, are present in the software
initial versions in most practical cases.

Research has shown that technologies, models, methods and procedures that
implement the software vulnerability threat identification process currently have a
number of weaknesses: Limited scope due only to expertise in cyber threats and
the ability to implement known models for their detection, neglecting the
inconsistency and vagueness of the test input data; Low speed and incomplete
control of the software real state; Poor reliability of vulnerability identification
results due to poor timeliness, completeness lack and controls accuracy.
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Analysis of related works

An analysis of the literature [1-10] showed that different models, methods and
methodologies for testing and certification are being proposed to identify
vulnerabilities and enhance the security of the computer systems and software.

For example, the work [9] proposes a vulnerability model based on the logic of
firmware automata. Furthermore, the problem of mathematical modeling was
reduced to the synthesis of the control firmware automaton in the adaptive-control
module of the system for detecting vulnerabilities in an unstable network
environment.

The problems this development is: low adaptability of models to real changes
in system behavior; significant complexity of implementation algorithms in the
case of a possible minor change in the behavior of at least one site (agent).

Some authors attribute the elimination of these deficiencies to the use of
intelligent modelling techniques. Thus, the results of the research of intelligent
methods of mathematical formalisation of data protection processes are given in
the works [1, 2, 4, 5]. At the same time, the lack of inputs accepted for recording,
as well as their negligence, reduces the accuracy of the identification of
vulnerabilities. In addition, the shortcomings related to the slow learning of neural
networks at this stage of the development of intelligent methods of mathematical
formalisation have not been eliminated.

The problem of increasing the adaptability of the resulting mathematical
model has been attempted by the authors [3, 7-10]. In these works, models of
identifying software vulnerabilities using network methods of mathematical
formalisation are presented. However, linking the proposed models to specific
types of cyberattacks, As well as the lack of theoretically sound proposals for the
use of methods of mathematical waiting of individual transitions from state to
state of the system reduces the practical value of the development and casts doubt
on the accuracy of the simulation results.

Goals

Thus, it remains a challenge to develop a vulnerability model and method that
meets the requirements of speed, completeness and reliability of software security
controls at all stages of software development.

Major part

A structured process model (Fig. 1, 2) has been developed for schematic
description of software vulnerability identification procedures.

The purpose of the first phase is analysis, preparation of test documentation
and preliminary analysis, and evaluation of software security.

A distinguishing feature of this phase of research is the introduction of
additional procedures to test the source code for cryptographic and other
protection of the code. This will allow for the selection of the data format,
changes to the relevant test documentation, and the development of additional
encryption analysis (encoding) tools.
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An outline of the second phase of the security test is presented in Fig. 2. The
ultimate goal of the second stage is to create a multitude of vulnerabilities and
undeclared software capabilities, as well as tools and algorithms for confirming
vulnerabilities.

The distinguishing feature of the second stage of the process of identifying
vulnerabilities in the presented scheme is the use of the mathematical apparatus of
fuzzy data for confirming the vulnerabilities of software.

The availability of a separate class of fuzzy input data determines the need to
use the appropriate mathematical apparatus in modelling, selection of dynamic
analysis methods (see fig. 2), taking into account the logic of fuzzy data, as well
as the use of unclear decision-making methods to confirm potential software
vulnerabilities.

Preliminary controlled object analysis
T Documentation% Analysis of documentation and other materials
containing information about the subject of

«——Executable code]

; assessment -1
Testing ‘ﬁ r
software Initial dataset of the items Source code
to be assessed
- . The source code
- Preparation of test documentation and test ¢ checks for
o .
5 — R cryptographic and
@ An initial set of test Data on how 0 | yhar data protection
2 documentation protect the methods
8 tested software
5 Preliminary assessment of the test object
= (architecture, completeness of
G information, etc.) and research planning
&
2 v
: l l
Testcontrol Test Data of tested software
stand - Study plan N
documenfatlon set l protection means
l I

Object structure analysis

Hardware Preliminary control of the structure || Additional analysis of data encryption| [«
emulation of the object of assessment (obfuscation)
T T T T
' , E
Emulated components Control results Data format extraction Confirmation

Fig. 1. Preparatory scheme for security Test Research

Conclusions.

The work presents a model for identifying software vulnerabilities. The distinctive
features of the model are: 1. Perform additional procedures to verify the source
code for cryptographic and other software security methods, taking this factor into
account at all stages of testing. This will increase the number of controlled data
(control results). 2. Integration of fuzzy input data into the research process, using
mathematical tools and fuzzy data logic, as well as appropriate fuzzy decision-
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making methods to validate software vulnerabilities. This will improve the
accuracy of software vulnerability decisions.

Stage 2. Conducting research

A set of test

Documentation documentation Study plan Documentation Source Code
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! ' \ | |
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In order to develop a scientific-technical basis for creating an
automatically controlled seismic monitoring system, this paper studies
angular characteristics peculiarities of the seismic signal components
resulting from the events with foci in the regional zone. Based on the
angular characteristics analysis, the approaches are proposed for detecting
and identifying automatically of the seismic signal bulk waves arising as a
result of high potential events of technogenic and natural origin with foci
in the regional zone. The proposed approaches implementation makes it
possible to reduce the time of seismic record processing with appropriate
reliability.

Keywords: earthquake, seismic waves, seismic signal, signal detection,
signal identification, seismic monitoring, automatically controlled
monitoring system, three-component seismic station.

Introduction

In order to create an automatically controlled system for the detection and
identification of the seismic signal bulk waves resulting from high potential events
of technogenic and natural origin, the angular characteristics peculiarities of the
components of seismic signal from the events with foci in the regional zone are
studied in the paper. Thus, one of the main stages of processing a seismic signal
detected according to the seismic observation results using a three-component
seismic station (TCSS) is the identification of the main seismic waves types.

At present, the seismic waves types identification in the institutions of the
Main Center for Special Control of the State Space Agency of Ukraine (SSAU) is
performed by the operator according to the analysis results of the total seismic
signal. The accuracy of determining the seismic signal components and their
parameters depends on the operator qualification level. In addition, approaches to
determine the types of waves in manual processing cannot be controlled
automatically.

Thus, the issue of methodological approaches development for detecting and
identifying the main seismic waves types in an automatic mode in order to
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increase the decision-making efficiency relative to a seismic event, as well as
timely warning of relevant bodies and services is acute.

Unresolved issues

Currently, the automatic identification algorithms of the seismic signal
components, which are based on the frequency characteristics of the main seismic
waves types, are widely used for three-component seismic station [1-11].
However, seismic detectors with a wide frequency range are required for their
implementation. For the currently existing network of seismic observations at the
Main Center for Special Control of the State Space Agency of Ukraine, the
seismic detectors of this type account for less than 25% of the total quantity.

Due to the seismic observation network peculiarities of the Main Center for
Special Control of the State Space Agency of Ukraine, today there is an acute
question of methodological approaches development for identifying the main
seismic waves types resulting from hazardous events of technogenic and natural
origin in the nearest zone on the basis of additional information criteria. As such
criteria, the angular characteristics of the seismic signal components are
promising.

Main part

Currently, the angular characteristics are calculated only for the first seismic wave
entry (P—waves) — the azimuth of the seismic wave entry o and the angle of the
wave exit to the daylight surface y, which are used to calculate the location of the
seismic event source (SES). For sources with significant depth, such as, for
example, earthquakes in the Vrancea region (Romanian part of the Carpathians)
with depth of foci H =80+170 km, the use of this approach, when processing
measurement information in automatic mode, can lead to erroneous determination
of the seismic event source location. This is conditioned by the fact that the
information about the azimuth and the angle of the seismic signal exit to the
daylight surface, obtained from the results of processing of the first seismic signal
entry at the observation point (OP), determines the parameters of the seismic
signal propagation path, but does not determine the seismic event source (SES)
location on it (Fig. 1).

To increase the accuracy of determining the seismic event source location
according to the observation results of three-component seismic station, it is
necessary to use additional information about the distance between the
observation point and the event epicenter A. Such information can be obtained by
detecting and identifying the main seismic signal components, with subsequent
using a residual time curve.

From the seismic event epicenter (earthquake or explosion), the soil elastic
vibrations are propagated in all directions. These vibrations are propagated over
considerable distances from the epicenter and are an important source of
information for identifying a seismic phenomenon and assessing its parameters.
The orthogonality peculiarities of the calculated azimuths for bulk waves can be
the basis for the seismic signals automatic identification algorithm.
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Seismic wave
propagation path

Fig. 1. The scheme of an error occurrence when determining the SES position
based on the angular characteristics assessment result of the first seismic signal
entry.

Given the foregoing, the algorithm for the automatic processing of measurement
information at the three-component seismic station output, using the angular
characteristics peculiarities, will include the following stages: 1 stage — signal
detection; 2 stage — assessing the first entry angular characteristics (P-waves) —
a, and y,; 3 stage — search for areas of a seismic signal recording with angular

characteristics, corresponding to the S-wave — «,+90° and y,; 4stage —

assessing the distance to a seismic source using a residual time curve; 5 stage —
assessing the seismic source coordinates; 6 stage — assessing the seismic source
parameters — time, magnitude and seismic event type.

As it can be seen from Fig. 2, based on the angular characteristics estimation
of the first entry (P-wave), the signal phase has been determined that corresponds
to the S-wave. The time difference between the P and S-waves entry, calculated
by this algorithm, is 1 minute 6 seconds, which coincides with the results obtained
using a residual time curve.

Thus, the methodology presented in the work for processing the seismic signal
from emergencies sources of various origins allows, within the framework of the
proposed algorithm, to diagnose the seismic phenomenon in automatic mode
based on a comprehensive analysis of the geographic coordinates of the seismic
wave source, its nature and type, amplitude-frequency characteristics and other
parameters. It is performed with an increased degree of reliability and a significant
time reduction in the processing information on hazard and making managerial
decisions aimed at minimizing the emergency consequences.

Conclusion

A relation has been established between the characteristics of the seismic signal
main components depending on the events with the foci in the regional zone, as
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well as between the angular characteristics of the seismic event focus relative to
the observation point.
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Fig. 2. The results of determining bulk waves for a seismic signal from an
earthquake in the Vrancea region: a — vertical component A, ; b - f(a); c—

w(a);d—qm):e— Fay): f- Qar).

The bases are formed and an approach is proposed for detecting and identifying
the seismic signal components in an automatic mode, depending on the angular
characteristics peculiarities of the seismic signal components.

An algorithm has been developed for the automatically controlled processing
of measurement information at the three-component seismic station output using
the angular characteristics peculiarities of the seismic event focus determined in
the work.

Implementation of the proposed approaches makes it possible with
appropriate reliability to significantly reduce the time of processing a seismic
record as compared to manual processing.
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The subject of this report are methods for identifying a computer system
state.

The purpose of this report is to develop and compare methods for
identifying a computer system state.

Tasks to investigate the use of classifiers with and without a teacher and
ensembles of classifiers to identify the abnormal state of a computer
system.

The methods were used are: artificial intelligence, machine learning, and
ensemble classification algorithms.

The results were obtained: methods for identifying the abnormal state of
computer systems based on classifiers with and without a teacher were
learned. An ensemble method for identifying the state of a computer
system without a teacher was developed, which can be distinguished by
using the procedure for grouping unlabeled source data and using machine
learning technology based on the “Isolation Forest” algorithm, which
makes it possible not only to identify the state of a computer system, but
also to highlight the name of the process that caused the abnormal state. A
method for identifying a computer system functioning state was proposed
by applying an ensemble of Boosting algorithm based on the C4.5
decision tree classifier and a procedure for selecting the main
classification parameters: the number of trees included in the algorithm;
the number of leaves in the tree; the number of splits in a node; the depth
of the tree. The effectiveness of the developed classifiers was evaluated.
Conclusions. The scientific novelty of the results obtained consists in
creating ensemble methods for classifying the state of a computer system
without a teacher and with a teacher. The method based on the “Isolation
Forest” algorithm can be used as an express method for analyzing a
computer system state. This will allow not only to identify the state of a
computer system state, but also to highlight the name of the abnormal
processes. This method can also be used to generate labeled data and use
it as the source data of the ensemble algorithm with a teacher. The
algorithm with a teacher built according to the C4.5 algorithm is more
accurate and can be used to refine the result of identifying a computer
system state using the method based on the “Isolation Forest” algorithm.

Keywords: Computer system; operating system events; anomalous state,
Decision trees; Isolation Forest, Ensemble methods; Bagging; Boosting.
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Introduction

Today, a computer system functioning can be characterized by a large number of
processes, which lead to difficulties in their selection and development of
evaluation criteria that meet the selected indicators. One of the most common
methods of big data analysis is machine learning methods, which are built to work
directly with huge amounts of information.

Problem statement and scientific publications review

The basis of machine learning is data mining (Data mining) - a multi-stage
automated iterative process of knowledge identification in databases, based on the
analysis of huge arrays of information [1].

The most popular machine learning algorithms are given in [2-5].

Different approaches are used to improve the quality of algorithms with
classifiers.

Classifiers with and without a teacher can be part of ensemble classifiers.
Classifiers without a teacher are faster because they do not require training. Such
methods do not require labeled data and try to find patterns directly from the
source data.

Thus, the research provided an opportunity to identify a number of limitations
in the use of existing methods, which, combined with the presence of different
types of data (which characterize the state of the computer system), leads to
significant differences in quality and poor practicality of individual classifiers. In
addition, the known methods perform only the computer system state
identification and do not determine the process that caused the abnormal state.

Input data formation

The name of the process, read and write operations and the path to the execution
file are important indicators of the operation system (OS) and provides an
opportunity to find out which process and how many times initiated the operation
and on which keys or files it performed.

A procedure based on multifactor data grouping is proposed for the formation
of the input dataset. To combine the two categories into a single dataset, read and
write operations are combined into a single array of event groups and mapped to a
process name, which further identifies the process that is causing the computer
system to be abnormal.

Development of a computer system state identification method based on
machine learning algorithms without a teacher

To assess the state of a computer system (CS) in case of absence of posted data, a
method of identifying the state of the CS was developed based on the procedure of
grouping unlabeled source data and using machine learning technology based on
the algorithm "Isolation Forest" (IF).
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To simulate the anomalous state of the CS, a large number of processes were
launched, including archiving files with the application "7Zip" (process
"7zG.exe") and malware (Virus Petya).

The method for identifying a computer system state based on IF algorithm has
identified a different number of abnormal events depending on the process name.
In addition, the developed software made it possible not only to identify a
computer system state, but also to highlight the process name that caused this
abnormal condition.

For comparison, in order to identify anomalies in the functioning of the CS,
the KNN algorithm was also used. The IF algorithm detected more abnormal
processes on average. The anomalies identification speed based on the KNN
algorithm is lower compared to the IF algorithm.

Thus, according to the results of research on the algorithm without a teacher,
the IF was chosen for the computer systems state identification.

A method development for identifying a CS state based on machine learning
algorithms with a teacher

To identify an anomalous a computer system state in the presence of labeled data,
the use of algorithms for constructing decision trees: REPTree, Random Tree,
C4.5, HoeffdingTree, DecisionStump and ensembles of decision trees based on
running and boosting to identify an anomalous a CS state was investigated [12].

At the training stage, both ensemble boost and begging algorithms are
effective, with the best results obtained when using decision trees: C4.5,
RETTree, and Random Tree.

Testing of the developed methods was carried out by cross-validation on a test
sample that contained some of the initial data that were not used in training
classifiers.

Testing confirmed the high efficiency of the ensemble algorithms with a
teacher based on Boosting and Bagging for determining the state of CS. At the
same time, the most effective components of the ensemble are Decision Trees
based on the C4.5 algorithm. As a result of research, the method based on the
ensemble Boosting algorithm and decision trees built using the C4.5 algorithm is
proposed to identify a CS state in the presence of labeled data.

The developed methods comparative analysis for classifying a CS state

To assess the performance of the developed ensemble methods with and without a
teacher, a comparative analysis of the proposed methods was performed. Since the
ensemble Boosting meta-algorithm based on the C4.5 decision tree requires
training, the time to identify the CS state using this method is on average almost
21 times longer compared to the method based on the “Isolation forest™ algorithm.
Same time, it is obtained that the identification time also depends on the number
of events. Thus, Petya virus events set with an average 500,000 events count, the
identification speed is 100 times higher than the identification speed based on the
C4.5 decision tree and the ensemble Boosting meta-algorithm.
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Thus, when evaluating the classification accuracy based on real data, the
unknown data presence for the C4.5 algorithm was revealed.

The unknown events number is significant for some processes, such as virus
Petya, which can be a sign of running uncertified processes. An increase in the
number of unknown events can also be a sign of the emergence of new legitimate
processes. If there is a large amount of unknown data, the quality of the training
model decreases and it needs to be retrained.

Since the IF algorithm does not require training, there is not unknown data
problem for it. The quality of the developed methods was evaluated using ROC-
analysis. The area under the ROC-curve for the IF algorithm is 0.8143, and the
classification accuracy is 89.83%. This shows that this accuracy is high enough.
The area under the ROC-curve for the IF algorithm is 0.8510, and the
classification accuracy is 98.32. This indicates that the accuracy is high enough, it
is higher than for the IF algorithm.

CONCLUSIONS

Thus, the problem of increasing the efficiency of identifying the state of the
functioning of a computer system was solved in the research made. The scientific
novelty of the obtained results lies in the fact that for the first time a method for
identifying the state of the CS was proposed, which differs in the use of the
procedure for grouping unlabeled initial data and the use of machine learning
technology based on the Isolation Forest algorithm, which makes it possible not
only to identify a computer system state, but also provides the process name that
caused the abnormal condition.

The method for identifying the state of the functioning of a computer system
has been improved by using an ensemble of boosting methods based on the C4.5
decision tree classifier and the procedure for selecting the main classification
parameters.

The method based on boosting and decision trees built according to the C4.5
algorithm made it possible to reveal the features of using the method associated
with the presence of unknown data. A comparative analysis of the performance
and accuracy of identification has been carried out.

It was found that the performance of the ensemble meta-algorithm for
boosting and decision trees based on the C4.5 algorithm is on average almost 21
times higher than the method based on the "Isolation Forest" algorithm.

The accuracy of the developed methods was assessed using ROC analysis.

The experiments carried out confirmed the efficiency of the proposed methods
on real data, which makes it possible to recommend them for practical use. At the
same time, the method based on the "Isolation Forest" algorithm can be used as an
express method for analyzing the CS state. This allows not only to identify the
state of the CS, but also to highlight the name of the anomalous process. This
method can also be used to generate labeled data and use them as input data for a
supervised classifier. The boosting algorithm with the classifier C4.5 algorithm is
more accurate and can be used to refine the result of identifying the state of the
CS by the method based on the "Isolation Forest" algorithm.
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Further research prospects may consist in creating fuzzy ensemble classifiers
based on the proposed methods and optimizing methods implementation and
improving the classification accuracy.
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PosrsiHyTO CcydacHi 3aco0M NOAaHHSA MeTaJaHHX, IPOAHaTi30BaHO
cnenudiky ix 3acrocyBaHHS s ommcy Big Data. OOrpyHTOBaHO
JOUUTBHICTD 3aCTOCYBAaHHSA CEMAaHTHYHHX TEXHOJOTIH Uil aHamizy
Metaganux Big Data. Bukopuctanus ¢onoBux 3Hans [IpO Ta 3HaHB M1010
3MICTy OKpPEMHX €JIEMEHTIB METaJaHHX [O3BOJISIE OUTbII e()EeKTUBHO
obupatn Habopu nanmx 3 Big Data. 3a 1omoMoror OHTOJOTIH
KOPHCTYBa4i  MOXyTb  (opManbHO  omucyBaTH  cdepy  CBOIX
iHpopMaLiitHuX nmoTped, GopMyBaTH CTPYKTYpY iHpOpMaLiHHUX 00’ €KTIB
Ta SBHO BHAUIATH Ti acrnekTH IIpO, sKi BUKOPHUCTOBYIOTHCS HHUMH.
OHTONOTIT MeTaJaHUX MO3BOJSIOTH BH3HAYUTH CEMAHTHKY OKPEMHX
€JIEMEHTIB, iX PiBEHb CTPYKTYPOBAHOCTI Ta BiAHOLICHHS MK HUMH.
Kurouosi ciioBa: Big Data, oHTOMOTIS, METagaHi, CCMaHTHYHA PO3MITKa

MeTtaaani Ta iX BJaCTHBOCTI

MertanaHi T03BOJSIOTH OXapaKTEPH3YBaTH KOHTEKCT, KOHTEHT 1 CTPYKTypy Big
Data, a Takox MeToM KepyBaHHs HUMH. OCKINBKM MeTaJlaHi HaKOIMYYIOTHCS 3
IUIMHOM 4acy, TO BOHH JOKyMEHTYIOTh icropito Big Data. L{ine wmiei poGortn
HoJsirae B aHali3i HampsMKiB CTPYKTypyBaHHsS MertaomuciB Big Data 3
BUKOPUCTaHHSM iCHYIOUMX CTaHJApPTIB.

MertanaHi — 1e CTpyKTypoBaHa iH(opMaris, Mo poOUTH IaHI KOPUCHUMH.
Bonn BimoOpakaroTb KOHTEHT, KOHTEKCT Ta CTpykTypy nanumx [l]. Take
BH3HAYEHHS ONHUCY€E cepy 3aCTOCYBaHHS META/IaHHX, ajle € HA/TO 3arajJbHUM IS
HPaKTHYHOTO BUKOPHCTAHHS. MeTaaHi — 1ie CTpYKTYpOBaHi JiaHi, sKi OIHCYIOTh
XapaKTePUCTUKH AESIKOro pecypcy. BOHM He TiJIbKM ONMUCYIOTh CKJIaJ JaHUX,
iXHIO CTPYKTYpy Ta O3Haku (Micie Ta dvac 30epexeHHs, ¢opmar), ajse W
XapakTepu3yloTh iHPOpPMALiiiHi TeXHONOril, 10 MATPUMYIOTh LI AaHi, METOAN
JIOCTYITy Ta KOPUCTyBauiB. BukopucTanHs MeTajaHux 0e3MocepeiHbO MOB’ I3aHe
i3 TpoOieMaTHKO OOpOOKHM HECTPYKTYpPOBaHOI Ta HAMIBCTPYKTYPOBaHOL
iHpopMmamii 1 3 BH3HAYCHHSAM pIBHSA CTPYKTYpPYBaHHS JaHUX. MeTanaHi
JIO3BOJIIIOTH ONMCYBATH HE TUTBKHM iHpOpMatiiHi pecypcu (IP), ane i Tumosi s
neBHoi npeamerHoi obmacti (IIpO) irdopmamiiini 06’extu (10), ski onmcyroThes
y nux IP ta € ix enemenramu. Lli IO MoxyTh onucyBatu sk 00’ €KTH BipTyaJIbHOTO
CBiTY (mOKyMeHTH, eneMenTH BJl, mynpTumeniiiny indopmalio), Tak i 00’e€KTH
peanbHOro CBiTy (mepcoHaiii, oprauisauii, reorpadidsi 00’ €Kty TOILIO).

MeragaHi BUKOPUCTOBYIOTh Ul BU3HAYCHHS CEMaHTUKH iHdopmarlli, oTxe,
JUISL TIOKPAIIEHHs 11 MOIIyKy, BHOOpPY, PO3YMIHHS i BUKOPUCTAHHS 1 3aJIEKHO BiX
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Liell aHOTYBaHHS MOXYTh 3aCTOCOBYBAaTH OHTOJIOTIi Pi3HOI CKIamHOCTI (BiX
KOHTPOJIbOBAaHUX CJOBHHKIB 1 TJIOCapiiB JI0 OHTOJIOTiH 31 CKIaIHUMH
BiTHOIICHHSIMHU 1HBEpCii, HemepeTuHy Tomo) [2].

Jlnst aHOTyBaHHSI METaJaHUX JOKYMEHTIB Ta pecypciB Web BHKOPHCTOBYIOTH
Oararo pisHmx TtumiB oHtojiorid. Dublin Core (http://www.dublincore.org/) €
HPHUKIAIOM JIeTKOi OHTOJIOTi, SKy IIMPOKO BHKOPHCTOBYIOTH, 100 BKa3aTH
XapaKTePUCTHKH ENEeKTPOHHUX IOKYMEHTIB, 1 caMe L0 OHTOJIOTiI0 HaldacTime
3aCTOCOBYIOTH  JUIi ~ CeMaHTH3alil  MeTajaHMX Ta  3a0e3NedeHHs  iX
inTeponepabensHOCTi [3]. BoHa MOXe 3acTOCOBYBaTHCS 1 I OMHUCY METAaTaHUX
Big Data. MeranaHi, siki XxapakTepusytoTh Big Data, ommcyoTh mKepeno JaHuX;
aBTOpa 1 IaTy CTBOPEHHS JOKYMEHTa; po3Mip i opMaT HaHHX; KUIbKICTh 3aIiciB
y Habopi JaHWX; ONMKC OUX TaHUX TOIIO. SIK MPaBUIIO, EIEMEHTH METaJaHuX, 10
XapaKkTepu3yloTh ceMaHTHKy Big Data, — me anoramii Ta KOMeHTapi, IIo
TIPEICTaBICH] Y HECTPYKTYPOBaHOMY BUIJISAII.

B 00po6ui_Big Data aHami3 mMeTajaHHX Ma€ KIIOYOBE 3HAYCHHS, TOMY IO
MeTaJaHi MICTATh iH(pOPMAIlil0 HE TUTBKK MPO MOXOKCHHS JaHUX, ale i mpo ix
3MicT, ToAi fK Oe3mocepenHiid aHami3 Bciei cykymHocti Big Data € nHaaro
CKJIaJIHAM Ta MOTpedye OaraTo vacy.

Cranaapru3auisi MeTaiaHuX

CranpapTH3amiss METaiaHMX — OCHOBAa IHTEPONEpadelIbHOCTI Ta MOBTOPHOTO
BUKOPUCTaHHS SIK CaMHMX MeTaJaHMX, Tak i Tux I[P, mo xapaktepusyloTh i
MeranaHi. MixkHapo/IHI opraHizanii 3i cTaHmapTH3auii NPUALIIOTh BEIUKY yBary
po3polmi ¢opMaTiB MeTajaHUX Ta CrHenudikyloTs Habip moniB (arpuOyTiB,
BIIACTHBOCTEH, €IEMEHTIB MeTalaHuX) 111 (POPMaJIBHOTO ONMHUCY pi3HUX TUMiB [P
ta [O)r. B Ykpaini Ha ChOTO/HI i€ TPH MIXKHAPOIHI CTAaHAAPTH, IO CTOCYIOTHCS
meraganux, — ISO 15489-1:2016, I1SO 15836-1:2017, ISO 15836-2:2019, ski
MPUAHATI SIK HAI[IOHATBHI CTAHAAPTH METOJIOM IiTBEPKCHHS.

ISO 15489-1:2016 Information and documentation — Records management
— Part 1: Concepts and principles (Ingpopmayis i ooxymenmayisn. Kepyeanns
ookymenmamu. Yacmuna 1: [lowsmms i npunyuny) BU3HAYA€ OCHOBHI MOHATTSA i
TIPUHININ KEepYBaHHS HOKyMeHTamH 1 iHdopmamiero. Lleit cranmapt mMoxe Oytu
3aCTOCOBaHWIA Uil BiOOpakKeHHS  OCHOBHHX BiactuBocteid Big Data: 1)
ABTEHTHYHOCTI; 2) TOCTOBIpHOCTI; 3) ITICHOCTI; 4) MPUAATHOCTI IX O OOPOOKH.
B cranpapti onmcano iH$opMaliiiHi OIS, MO BXOAATh B CTPYKTYPY METa/IaHHX.
Jnst Big Data 1i monst 103BOJISAIOTH BioOpa3uTH HACTYNMHY iH(GOPMALIIO: OMHUC
koHTeHTy Big Data — 1e crpykrypa nmanux (dopma, Qopmat, 3B’SI3KH MiX
6nokamu Big Data); cepeoBuiiie CTBOPEHHS; B3a€MO3B’S30K 3 IHIIMMH OIIOKaMH
Big Data (umapauHr, periikaiis) i MeTagaHUMH; ineHTH(]IKaToOpu Ta iHIILY
iHpopMalito, mo moTpidHa It BUAOOYTKY 1 MOJAaHHS NaHWX; Aii 1 MOmii, 1o
1oB’s13aHi 3 iuMu Big Data (nara, gac niif, 3MiHa MeTaganux Tomo). Big Data, ski
HE CYIPOBO/UKYIOTBCS TAKUMH METaJaHUMH, HE MOXXYTh BHKOPHCTOBYBATHCS
HOBHOIIHHO.

ISO 15836-1:2017 Information and documentation — The Dublin Core
metadata element set — Part 1: Core elements (Iadopmarist Ta 1oKyMeHTALLisI.
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Habip enementiB Metamanux «JlyOminceke sapo». Yactura 1: OcHoBHI
enemenTtH) omucye 15 emementiB Dublin Core, siki BUKOPUCTOBYIOTH [UISI OIHCY
pecypciB. B mboMy cTaHmapTi miJ pecypcoM po3yMitOTh OYAb-IKHH 00’ €KT, SIKHH
MOXXHa ieHTHQIKyBaTH (HampUKIAL, y cdepi KOMIT IOTepHHX HayK pecypcamu
BHUCTYIAIOTh OKpPeMi TOKYMEHTH, TEKCTH, ayAio- Ta Bimeo-gainm, Web-cTopiHky,
0a3u maHmx Tomo). Big Data Ta iX MeTamaHi TeX BiONOBiZAIOTh TaKOMY
BU3HAYEHHIO | MOXKYTb PO3IIIIATHUCS SIK PECYPCH

ISO 15836-2:2019 Information and documentation — The Dublin Core
metadata element set — Part 2: DCMI Properties and classes (Iupopmariis ta
nokyMmeHTanis. Habip enementiB meramanux «/lyOmiHcbke smpoy». Yactuna 2:
DCMI BnactuBOCTI 1 KJIacH) € PO3LIMPEHHSM 1 JONMOBHEHHSM IEpUIOl YaCTHHU
mporo cranaaptry ISO 15836-1. PosmmpeHHs monArae y TiM, IO BiH HaJae
nporpaMicraM — 3arajbHy YHIBepCalbHy MOBY JUIS CTBOPEHHS Ta aHAII3y
MeTagaHuX. Taka yHiBepcanbHa MOBa 3a0e3ledye PO3LIMPEHUI OMHC €IEMEHTIB
METaJaHuX, BAKOPHCTOBYIOUH 1X OHOBIICHI BIACTHUBOCTI Ta Kiacu. Cranmapt ISO
15836-2 36imburye mouarkoBuit HaGip 3 15 ocHOBHMX BiactuBocTedl mo 40
BracTuBocTed 1 20 KiaciB Ui MiABHINEHHS TOYHOCTI i BHPA3HOCTI OMHUCIB B
crannapti Dublin Core. OcHOBHa yBara bOTO CTaHIAPTY 30CEpeIXKeHa Ha OIHCY
3araj]bHUX BJIACTHUBOCTSAX €JIEMEHTIB MeTaJaHUX, IO HeoOXimHi st 6a3oBoi
iHTeporepabenbHOCTI  MDK pI3HUMH MoBamHM IporpamyBanHs Ta IIpO ix
3actocyBanHs. lle 3abe3rnedyye KOpUCTYyBayiB Ta MPOTPaMICTiB 3aco0amul st
CTBOPEHHSI OIUCIB PECYPCiB, SIKi B3a€MOJIIOTh Ha 3arajlbHOMY PiBHi, PO3IIUPIOE
cdepy 3acrocyBanHs crannapty Dublin Core.

BukopucTtaHHs ceMaHTUYHHX TeXHOJOTiii 115 aHaai3y meTaganux Big Data

Ha croromni crBopeHo Oararo MeToniB, IO 3a0e3MeUyIOTh 3400YTTS 3HaHBb 3
pizaux  TumiB [P —  cTpyKTypoBaHHX,  HamiBCTPYKTypOBaHMX  Ta
HECTPYKTYPOBaHHX.

CeMaHTHUHI TEXHOJOTii JO3BOJISIIOTE HE IIyKaTH 3aHOBO BXKE BiJOMi
KOpUCTyBayaM 3aKOHOMIPHOCTI Ta CEMaHTHYHO 30araTHTH 3B’SI3KH  MiX
napamerpamy (BJIACTHBOCTSIMU 00’€KTIB, 1[0 aHATI3YIOTHCS) 32 PaXyHOK HasIBHUX
3HaHb IIOZO BiIHOLIEHb MK HUMH. JIJIsi I[BOTO MOXYTb BHKOPHCTOBYBATHCS
meroau Data Mining ta #ioro mimsuaiB — Text Mining Ta Web Mining []. dus
aHayi3y Meraganux Big Data BaJIMBIMH BUMOTaMH JI0 IIMX METOIB € IIBUJIKICTh
00poOKM Ta HasBHICTH EBPHCTHK, IO JO3BOJISIIOTH 3HAYHO CKOPOTHTH 4ac
a”amizy. Hampuknan, 3HaHHS [IOJ0 BIJHOWIGHHS “Kiac-migkiac”  Mix
mapaMeTpaMMd METaJIaHHX JI03BOJISIE BIOCKOHAJIWTH HaBUalbHY BHOIpKy. ILle
00yMOBITIOE HEOOXIAHICTh OTPUMaHHs TakuxX (HOHOBUX 3HaHb: 1) momryk IP, 1o
MEePTHUHEHTHI 3a1a4i KopucTyBaya; 2) 3100yTTs 3 nux [P HeoOXimHux (OHOBHX
3HaHb; 3) BUKOPHCTAHHS OTPUMAaHMX 3HaHb I aHaJi3y JaHHUX.

VY Bunanky anamizy Big Data 11i 3aadi KOHKpETH3YIOTECSI HACTYITHIM YHHOM:
1) Bubip cxosuma Big Data, B skOMy 3miCHIOETHCS MOIIYK; 2) IOMYK a0o
ctBopeHHst oHrtouorii [IpO, mo wictuth (OHOBI 3HAHHS MIOJO 33jadi
KopHcTyBa4a; 3) aHanmi3 MmeragaHux Big Data 3 meroro BuOGOpy Habopy AaHHX,
HNEepPTHHEHTHUX 3aJadi KOpHCTyBaua, BHMKOPUCTOBYIouu oHrojorito IIpO;
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4) renepaitist ToTpibHOTO Habopy HaHux (miaMHOKHHU Big Data 3a BU3HAUCHUMHU
YMOBaMH), BUKOPHCTOBYI0UH oHTOJOTIIO [IpO; 5) 3m00yTTs 3 onTOMOTIT [IpO THX
TEpMiHIB Ta BIIHOIIEHb MiXX HUMH, SIKi HOTPiOHI 1J1st OGLIBII e(heKTUBHOTO aHANIZY
BEJIMKOTO 00csAry iH(popManii; 6) BUKOPUCTaHHS OTPUMAHMX 3HAHb JUIS aHAII3Y
OTpHMaHOTO Habopy IaHWX Ta Ui iHTepnperamii pesyabrary. OHTOJIOTIT
JIO3BOJISAIOTH SIK aHAJII3yBaTH CEMaHTHYHO METalaHi, 1o onucytoTh Big Data, Tak i
aHaJIi3yBaTH caMi JaHi, ale BHHUKAe MoTpeda y 3acobax MOUIYKY Ta TeHeparlii
OHTOJIOTiH, IO BIAMOBIZAIOTh iHpOpPMALIHHUM mHOTpebaM KOHKPETHOTO
KOpHUCTYBaya.

IIporoHyeThCSI BUKOPHCTOBYBATH JUIS I[bOTO CEMAaHTHYHO po3MiueHi Wiki-
pecypcH, sKi MATPUMYIOTh aBTOMAaTH30BaHE CTBOPEHHS OHTOJIOTIH — SK yChOTO
pecypcy B LIJIOMY, TaK i TOBUIBHOI ITiIMHOKHHH, 1[0 MOYXE BU3HAYATUCS SIBHUM
neperikoM Wiki cTopiHOK ab0 reHepyBaTHcs 32 CEMAaHTHYHUM 3aITHTOM.

BucnoBku

Mertagani — oCHOBHe pkepeno iHopmarmii mpo 3mict Big Data. Amnami3
METaJaHuX J03BOJIsE BiaOuparu Habopu maHux 3 Big Data, mo HesBHO MiCTATH
BIIOMOCTi, HEOOXiTHI A pilIeHHsS 3a7adi KopucTyBada. [y HpOro HEoOXimgHO
3HAXOJAUTH ()OHOBI 3HAHHS, IO XapaKTepPU3yIOTh MOTPeOM KOpUCTyBada, Ta
CIIBCTABIMITH iX 13 MeTaJjaHUMH Ha CEMAaHTHYHOMY piBHI. JDkepermoMm Takux
(boHOBUX 3HAaHb MOXYTh OyTH cemaHTH30BaHi Wiki-pecypeu, siki JO3BOJISIOTH
CTBOpIOBAaTH JIeTKi OHTojorii. Ha jkamp, 0 3HauHMX mpoOneM TNPH3BOIUTH
BiZICYTHICTh crnenubiunux s Big Data cranmapTiB HoAaHHS METalaHHX,
po3po0Ka AKHUX 3HAYHO TiaBUIIMIA O eekTUBHICTE 3100yTTs 3HaHb 3 Big Data.
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REAL TIME
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In modern conditions of functioning of human life services, an important
factor is the round-the-clock automatic monitoring of various systems and
a quick mechanism for their recovery, which can constantly maintain the
availability of various functions and services offered to the client.
Modern information systems are by far the most effective, safe, reliable,
easily upgradeable and self-healing. The main goal of self-healing is to
create an automated system capable of self-healing without human
intervention. Such a system has various predefined actions and procedures
that are suitable for recovering the system from various expected failure
states. Self-healing property - control of a set of environmental factors
faced by the system.

Keywords: self-healing, information systems, real time systems, software
reliability, structural reconfiguration.

Introduction

As modern software systems and applications become more versatile and
functional, the ability to manage incompatible resources and serve disparate user
requirements becomes increasingly necessary. In addition, as the complexity of
information systems increases, troubleshooting system failures and recovering
from malicious attacks become more complex, time consuming, expensive, and
error prone. These factors stimulate research into the concept of self-healing
systems. This report analyzes the state of the art in self-healing systems to assess
effectiveness through a systematic literature review. Self-healing systems try to
"heal" themselves in the sense of recovering from mistakes and restoring the
normative level of performance by analogy with how a human biological system
heals a wound. Such systems use models, external or internal, to monitor the
behavior of the system and use the received inputs to adapt to the runtime
environment. This report analyzes the provision of self-healing information
systems in real time.

Analysis of self-healing

Today, self-healing is increasingly used in embedded real-time systems, which are
used in security-critical environments to mitigate threats. These systems
implement a self-healing process through reconfiguration, that is, the exchange of
system components during operation, which is aimed at stopping or eliminating
failures [1]. This response is severely constrained in real time, as responding too
late does not produce the desired result. Therefore, it is necessary to analyze the
propagation of failures over time, and also take into account how the propagation
of failures changes with reconfiguration. Modern approaches do not analyze the
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propagation time of failures and changes in structural reconfiguration during the
propagation of failures. The challenge is to improve the approach to hazard
analysis by expanding the propagation models of failures due to propagation time
and taking into account the behavior of the system during real-time
reconfiguration. This allows you to analyze how reconfiguration with a certain
duration changes the propagation of failures of the real-time system and, thus,
whether it can prevent the danger and implement a self-healing process. The
report examines the real-time embedded systems, which are often used in
security-critical contexts. Even if the system does not contain any design errors,
dangerous situations can be caused by random errors that occur, for example, due
to deterioration of physical components. Therefore, these systems must be
analyzed for potential hazards with subsequent self-healing. Self-healing systems
try to reduce the likelihood of hazards by stopping the propagation of failure. Due
to real time, the hazard analysis of such systems must also take into account the
temporal properties of the system, i.e. the propagation time of failures as well as
the duration of reconfiguration. It also takes into account that failures propagate
during the reconfiguration. Modern approaches to automated hazard analysis [2]
do not take into account the propagation time of failures and changes in structural
reconfiguration during the propagation of failures. Thus, they are not suitable for
self-healing systems. The report discusses a component-based approach to hazard
analysis that specifically targets real-time reconfigurable systems that use self-
healing. Heterogeneity, portability, complexity, and new application areas are
creating new software reliability problems that cannot be solved cost-effectively
only with classical approaches to software development [3]. Self-healing systems
can successfully solve these problems, thereby increasing software reliability
while reducing maintenance costs. Self-healing systems should be able to
automatically detect failures at runtime, detect failures, and find a way to get the
system back to acceptable behavior. The report discusses the problems underlying
the construction of self-healing systems, with special emphasis on functional
failures, and presents a set of methods for creating software systems that can
automatically eliminate such failures. Methods of automatic receipt of assertions
for efficient detection of functional failures and determination of sequences of
actions, alternative to the sequence of failures, in order to return the system to an
operating state are considered. Assessing the performance of self-healing systems
is challenging due to their interaction with an often very dynamic environment. In
a specific case, evaluating the performance of self-healing systems, approaches to
self-healing and tuning their parameters are based on the characteristics of the
occurrence of failures and the resulting interactions with self-healing actions [4].
A classification of the different types of input for such systems is presented and
the limitations of each type of input are analyzed. The main conclusion is that the
inputs used are often not complex in terms of the characteristics considered for the
occurrence of failures. To further explore the impact of the identified constraints,
experiments are presented showing that incorrect assumptions about failure
characteristics can lead to large performance prediction errors, disadvantageous
design decisions regarding alternative self-healing approaches, and
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disadvantageous deployment. In addition, experiments show that using multiple
alternative input characteristics can help reduce the risk of premature bad
decisions during system design. Systems designed for self-healing are able to
recover in response to changing environmental or operating conditions. Thus, the
goal is to avoid catastrophic failure by quickly taking corrective action. A self-
healing mechanism is proposed that monitors, diagnoses and heals one's own
internal problems, using self-awareness as contextual information [5]. A self-
management system that encapsulates a self-healing mechanism associated with
improved reliability, addresses to perform self-diagnosis and self-healing. To
confirm the effectiveness of the self-healing mechanism, practical experiments are
carried out with a prototype system.

Conclusions

Thus, in the course of studying self-healing systems, it can be concluded that there
are various features characterizing self-healing mechanisms that create
opportunities for building a model and developing a method for ensuring self-
healing systems in real time. In the implementation of the mechanisms of
autonomy and self-healing of the system, human functions are limited by the level
of Supervision. In this case, the subsystems that generally implement the concept
of autonomic calculations, must have at the input of the analysis system a full
vector of values of indicators that fully reflect the basic processes of the systems.
The dimensionality of this vector is determined by the complexity of the systems,
S0 at present it is necessary to develop a comprehensive criterion for calculating
the evaluation of indicators, in order to minimize control effects under harsh
conditions to ensure sustainable operation. Thanks to the technology of autonomic
computing, today it is possible to implement the functions of self-recovery of
information systems, which may be required in hardware and software failures,
for self-defense in a computer network, for self-management of resources, to
optimize the system as a whole.
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In recent years, we have seen a significant increase in traffic moving
across various networks and channels. The development of technology
and global network leads to an increase in the amount of multimedia
traffic. To authenticate and avoid abuse, data should be protected with
watermarks. This paper discusses various robust and invisible
watermarking methods in the spatial domain and the transform domain.
The basic concepts of digital watermarks, important characteristics and
areas of application of watermarks are considered in detail. The paper also
presents the most important criteria for assessing the digital watermark
effectiveness. Based on the analysis of the current state of the digital
watermarking methods, robustness, imperceptibility, security and payload
have been determined as the main factors in most scientific works.
Moreover, researchers use different methods to improve / balance these
factors to create an effective watermarking system. Our research identified
the main factors and new techniques used in modern research. And the
assessment of watermark method effectiveness was proposed.

Keywords: Digital watermark, LSB, Copyright protection.

Introduction

In recent years, we have seen a significant increase in traffic moving across
various networks and channels. The development of technology and global
network leads to an increase in the amount of multimedia traffic [1]. To
authenticate and avoid abuse, data should be protected with watermarks. A digital
watermark prevents illegal copying and distribution of multimedia content by
hiding unremarkable ownership data [2, 3]. A digital watermark (DWm) is a
technology used in information security to solve the problem of copyright
protection for certain digital information. With this, a special mark is applied to
the digital graphic images, which can remain visible or invisible to a person.

The watermark embedding process can be determined based on domain and
different groups. According to the domain, the methods of embedding digital
watermarks could be divided both in the domain space and during domain
transformation, for example, methods based on SVD [4]. Initially, approaches to
the spatial domain, in which the process of embedding watermarks can be carried
out by directly changing the pixels in an image, were used. It has such advantages
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as low computational complexity and ease of implementation. The most
commonly used techniques in this area are the least significant bit (LSB) and the
spread spectrum and correlation. However, techniques such as discrete cosine
transforms (DCT), discrete wavelet transforms (DWT), discrete Fourier
transforms (DFT), singular value decomposition (SVD), and Karhunen-Loew
transforms (KLT) are examples of transform domain techniques. In the context of
DWM visibility, there are two different categories of digital watermark: visible
and invisible. In addition, there are various types of invisible watermarks that are
both robust and fragile. A complete classification of digital watermarks is
presented in [4].

The system for embedding and extracting watermarks performs the tasks of
embedding and extracting a digital watermark from a container image. A precoder
is a device designed to convert a hidden watermark to a form suitable for
embedding in a container. Digital watermark embedding device is intended for
embedding a hidden digital watermark in the container image. The system
combines two types of information so that they can be seen by two fundamentally
different detectors. One of the detectors is a digital watermark extraction system,
and another is a human. Pre-processing is often performed using a key to improve
the secrecy of the data that is embedded. The following stage is the digital
watermark "embedding" into the container, for example, by modifying the least
significant bits of the coefficients. This process is possible due to the peculiarities
of the human perception system. It is well known that images have great psycho-
visual redundancy. The human eye is similar to a low-pass filter that skips fine
details [5].

Analysis of modern methods of digital watermarking

After analysing the current state of research on watermark methods and significant
watermark characteristics, it is possible to form the following assessment of
watermark method effectiveness:

EF = Rea; + SReagy + ERecty + SCearg + DT ety 1)
where R,Re[0,1] — a security assessment of the method for digital watermark
embedding;

RS, RS €[0,1] - an assessment of digital watermark invisibility on an image;
ER, ER [0,1] - the probability of an error of the first and second kind;
SC,SC €[0,1] — an assessment of digital watermark fragility;

DT - is the number of embedded digital watermarks;
ay, Ogr, Qer, e, g — Significance coefficients of the corresponding criteria of

the digital watermark method. Such coefficients are needed, since there is no
universal method for digital watermark embedding, therefore, due to such
coefficients, it is possible to adjust the significance of each criteria and thereby
influence the final method efficiency for a specific task facing a digital
watermark.
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As an example, we describe the effectiveness criteria of the digital watermark
method for images.

Robustness of the method for digital watermarking can be clarified in a
statistical sense by accepting the following assumptions:

The digital watermark method W can be defined as a set of some functions F
and G that describe the process of embedding and extracting a digital watermark
on a multiple data, such that each element is a pattern required for the digital
watermark method:

E=(E,i=12..N) @
For simplicity, we will assume that the input data set includes a pair of values
for a container image Im and a digital watermark Wm :

E; ={lm;,Wm;}, ®3)
The method has two stages, embedding F(E;)= Imi* and extracting
G(Imi*) =Wm); . Since robustness is the algorithm ability to resist attacks, we
add an attack function Atj e At, where At is the set of admissible attacks on

the digital watermark:
At=(Atj,j=1,2,...,M). 4)

Using the function Atj(lmi*)zlmi*' will distort the digital watermark
container. Then, for some values of E; the obtained value from G(Imi*') may

be within acceptable limits i :

‘G(Imi*')—G(Imi*) <ai 5)

For all other E; , that form subset of E; € E | execution of

G(Imi*') does not provide an acceptable result, that is:

‘G(Imi*')—G(Imi*) >ai ©)

All such cases are called false.

Each value of E; represents a possible combination of values that can be
input to functions F and G. Number N of possible E is very large, but finite.
Combination of actions,
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that results in correct reading of the digital watermark from the container or a
false positive. Thus, the probability P that, after an attack on the container with

digital watermark At j(lmi*) = Imi*' removing the digital watermark from the
container will lead to an erroneous result (6) is equal to the probability that the set
of input data E; used in the j attack belongs to the set E; . Suppose that nj is
the number of different input data sets contained in E; for the j attack, then
Qj=m;/N is a probability that the execution of the sequence of functions (7)

on the data set E; , randomly selected from E among the equally probable, will
result in false digital watermark extraction. In this case, Pj :1—QJ- :1—n|’j /N

is the probability that in the j attack on the input set E; , randomly selected from

E , will lead to the correct digital watermark extraction, equation (5). Since
various attacks are independent events, the probability that all attacks will not lead
to false extraction of the digital watermark, equation (6), is equal to the product
probability of each attack:

i
R= H P; (8)
1
Robustness of the digital watermark method will be assessed by this product
probability.

To assess imperceptibility, it is possible to use various metrics to estimate the
difference between two images, such as the signal-to-noise metric. But such a
metric will be of a higher order than all other terms, which can lead to a false
assessment of the method effectiveness. Therefore, the following metric was
proposed for assessing imperceptibility:

h, +h
SR=—>—Y.

2
1 Wfl 1 Hil L : 7
hy == 2 | =757 2 (Plia,j—mx")-(Dij j —my) | ;

Wh i ooyt D IO

1 Hd 1 wh-1 L _ i 7
hy:H_t' > —T a1 Y. (Dij j_g—my™)-(Dij j —my) | ;
i=1 | Ox Ox j=0 i

where SR - an indicator for estimating the changes made when embedding digital
watermark distortions;
hy, hy— average value of the square of linear correlation coefficient of the

changes made when embedding digital watermark image distortions vertically and
horizontally, respectively;
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m;(, m'y — mathematical expectation of the distortion amount in corresponding

column or row of the pixel matrix;
0;(, 0;, — standard deviation of the distortion amount in corresponding column or

row of the pixel matrix;
Diy y —amount of brightness distortion in the corresponding pixel;

Wh — image width in pixels;

Ht — image height in pixels;

Pixel’ — pixel matrix of the watermarked image;

Pixel — pixel matrix of the original image;

Y — pixel brightness determination operator;

ER — sum of errors of first and second kind when digital watermark extracting

from the container.
To assess the fragility of a digital watermark, the following equations will be

used. Suppose that there is some distortion function H (k,imige) , where Kk is the
number of distortion pixels, and imige - is an image with an embedded digital
watermark. Then the fragility estimate will be as follows

F(E)=Im;;
G(Imi*) =Wm;;
H(k,Im;") = Im"
G(Im-’*) =Wm/;
count = % i (1) I; VV\\//:'[X 7 WM y] (10)
x=0y=0 i[xy] = [x,y]

SC =count/(W<H);
Diy :|Y(Pixel’ y)—Y(PierX’y)|;

. Ht-1
|

i=0
Wh-1

i=0
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i Ht-1 )
oy :,f Y. (Di; —m)?;
i=0
. F\_/h—l i 2
O'Iy = z (Dll,j —m;,)
i=0

where count - number of digital watermark pixels that do not match the original
digital watermark after distorting the k pixels of the digital watermark container.
W, H - image width and height in pixels.

Conclusion

This paper discusses various robust and invisible watermarking methods in the
spatial domain and the transform domain. The basic concepts of digital
watermarks, important characteristics and areas of application of watermarks are
considered in detail.

The paper also presents the most important criteria for assessing the digital
watermark effectiveness. Based on the analysis of the current state of the digital
watermarking methods, robustness, imperceptibility, security and payload have
been determined as the main factors in most scientific works. Moreover,
researchers use different methods to improve / balance these factors to create an
effective watermarking system. Our research identified the main factors and new
techniques used in modern research. And the assessment of watermark method
effectiveness was proposed.
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STRUCTURAL CONSTRUCTIONS OF COMPUTER ENGINEERING
ELEMENTS IN K-VALUED LOGIC

Volodymyr Yartsev * and Dmitry Gololobov 2
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Abstract. Methods are proposed for implementing the logical functions of
digital devices without memory and with memory using three-valued logic
obtained using direct and inverse multiplexer circuits as a logical basis.
This simplifies the development of digital logic circuits with a large
number of input arguments, reduces the number of tiers of the tree
structure of the circuit implementation. Using a multiplexer to perform
operations in three-valued logic allows reducing the number of logical
elements in the structure of a digital device, reducing the delay time when
generating a control signal, and using existing microcircuits with
transistor-transistor logic. As an example, structural synthesis of a finite
state machine recognizing a given combination is given.

Keywords: digital devices, logical basis, finite-state machine, logic
function, multiplexer, ternary adder, ternary trigger.

The possibility of using direct and reverse multiplexer circuits as a logical basis
for constructing in three-valued logic structural diagrams of digital devices
without memory and with memory of any complexity is shown. As an example of
using a multiplexer to implement 3-valued logic, a structural synthesis of a finite
state machine is given, which, from a sequence of input signals, detects a given
combination and generates an output control signal. Using the proposed method
for constructing block diagrams of digital devices based on k-valued logic, it will
be possible to create control signal conditioners for constructing various models of
discrete-analog representation of data on semiconductor indicators. This will
increase the capacity, processing speed and display of large amounts of
information while reducing hardware and energy costs for their technical
implementation.
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Hyperconverged networks can reduce operating costs and suggest the
possibility of rapid horizontal scaling. At the same time, due to the
centralization of management and standardization of hardware and
software modules, efficiency indicators are reduced, which leads to a
deterioration in QoS indicators. The task of minimizing the average delay
of message transmission in hyperconverged network environment is
currently relevant and focused on improving QoS indicators. The purpose
of the paper is to develop such a method for the synthesis of a
hyperconverged network, in which the processing time of requests is
reduced, but the total costs of data transmission do not exceed the
specified values. In addition, mathematical model of message
transmission in hyperconverged network environment is described. Based
on the model, a method for message transmission time minimization has
been developed. The optimization problem is formulated in the following
form: determine the optimal values of the information flow density that
minimizes the average delay. To solve it, the method of indefinite
Lagrange multipliers is used. To determine the undefined Lagrange
multiplier, the limiting value of the data transfer costs was used. The
proposed analytical expressions allow, at a given cost of transferring a
unit of information, selecting both the number of elements of the buffer
memory of hyperconverged network modules and the optimal value of the
information flow density that provides the minimum average delay in
message transmission in hyperconverged networks.

Keywords: information structure, resource allocation, hyperconverged
network, delay.

Introduction

Motivation

Today, hyperconverged networks are becoming more and more widespread as the
backbone networks for departmental and small regional computer systems.
Companies that operate computer systems are attracted by two factors: lower
operating costs and the ability to quick horizontal scaling. At the same time, due
to the centralization of management and standardization of hardware and software
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modules, efficiency indicators are being reduced, which leads to a deterioration in
QoS indicators. However, if, when synthesizing or reconfiguring the architecture
of a hyperconverged network, the specifics of this network are taken into account,
then it is possible to affect the timing, for example, to reduce the delay time of
requests when accessing elementary modules, to reduce the time to receive
responses to transaction requests from users of the computer system, that is to
minimize the average delay in message transmission.

Analysis of related works

The peculiarities of the functioning of hyperconverged networks are considered in
[1, 2]. Various methods for improving QoS performance are widely presented in
modern scientific literature, for example, in [3-8]. However, these papers do not
take into account the peculiarities of hyperconverged networks. A number of
papers take into account the specifics of the functioning of the hyperconverged
network. So, in [9, 10], the methods of computing resource distribution are
considered. Papers [11, 12] are focused on the specifics of certain tasks of
computer system users. However, these papers did not consider the problem of
minimizing the average delay in messages transmission in a hyperconverged
network environment. In addition, the existing models do not consider the
possibility of taking into account cost constraints during the operation of the
system.

Goals

The problem of minimizing the average delay of message transmission in a
hyperconverged network environment is currently relevant and is focused on
improving QoS indicators. The purpose of the paper is to develop such a method
for the synthesis of a hyperconverged network, which reduces the processing time
of requests, but the total cost of data transmission does not exceed the specified
values. The application of this method will increase the efficiency of using the
computational resources of the hyperconverged network and will allow meeting
the QoS requirements.

Method for message transmission time minimization in hyperconverged
network environment

To achieve an efficient allocation of resources, it is proposed to use, as a limiting
condition, the cost of transmission of the certain amount of information per single
unit of bandwidth. Then the total amount of transmitted information will
determine the total income from the use of communications. The total cost of the
network can be determined at the final design stage, calculated, for example, as
the sum of appropriate bandwidths. This approach will allow determining the
payback period of the network, taking into account the costs of its implementation
and income from its operation.

The optimization problem is formulated in the following form: determine the
optimal values of the information flow density that minimizes the average delay
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T:—Zpi L > min, Q)
Yiz1 Zmi
with a Dyeq limitation on the cost of transmission of the total amount of

information per single unit of communication link bandwidth

|

D:VZPiSDreq : 2
i=1

1_pimi+2

where Iy = ;v 1s aggregated network traffic, i.e. total number of

1-p
requests entering the network per second; | is the number of elementary modules
of the network under synthesis; p; is utilization factor of the i -th elementary

module of the network; m; is the number of places in the queue for the i -th

- 0 )
elementary module of the network; ' denotes the derivative of 6—2; v is

P
normalizing factor.

The solution of the optimization problem (1)-(2) by the method of indefinite
Lagrange multipliers determined the optimal value of the specific flow in the
branches

Dreq

Popt = v 3

providing the minimum value of the average delay:

oo 1 B 5

, 0 < popt < 1. (4)
Y v Zm]opt o

Discussion and Conclusion

The result obtained in expression (4) shows the cost of data transfer. According to
expression (3), we can conclude that in order to minimize costs, hyperconverged
network should tend to isotropy in the sense of the constancy of the flow density
values of the transmitted information to all elementary modules:

Dreq
Popt = - < 1 - forany elementary module.

The curves of the dependence of average delay minimum values, which are
calculated according to (4) at various values of buffers number in the switching
nodes, on the optimal values of the specific flow are presented in the upper part of
Fig. 1. Appropriate delay in a non-buffered system provides a lower bound for
delay in a wide variety of multiple access systems with buffering and flow
control.
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Fig. 9. Dependence of the average delay on the optimal values of the specific flow

The analysis of the curves allows concluding that the minimum average delay can
be achieved with a higher information flow density transmitted over the network
with a decrease in number of buffer memory elements in switching nodes in three
times. In this case, the probability of failure increases to a completely acceptable
value. Thus, the proposed analytical expressions allow, at a given cost of
transferring a unit of information, selecting both the number of elements of the
buffer memory of hyperconverged network modules and the optimal value of the
information flow density that provides the minimum average delay in message
transmission in hyperconverged network.
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JELHEHTPAJIZALISA HPOBJIEMHO-OPIEHTOBAHOI IIAT®OPMHU
TPAHC®EPY 3HAHb
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IIpobnema sikomora OiNBII MOBHOTO BHKOPHUCTAHHS HAasABHUX 3HaHb € HHHI
aKTyaJbHOIO IPOOJIEMOIO TII00AIBHOTO XapakTepy. EQeKTHBHICTE 3acTOCyBaHHS
3HAHb Yy PI3HUX Tajly3sX € OJHMM i3 HaHBAKIMBIMIMX YHHHUKIB, IO CHPHUSIOTH
3aralbHOMY THporpecy. BiAmoBimHO 10 JOCHIDKEHb, IO IPOBOIMINCH
amepuKaHChKoro komnanieto DelphiGroup Ha mo4yaTKy HUHINIHEOTO THCSYOJITTS,
JOCHUTh 3Ha4HA JacTKa 3HaHb (Oinbme Hixk 40%), sIKi BUKOPHCTOBYIOTHCS IIEBHOIO
opranizamieo € HehOpMaTi30BaHUMH 1 HE 3apeecTpOBaHi Ha HOCIAX iH(opMaIrii.
Li 3HamHsA Oa3yroThCs JHIIE HA HABUYKAX, IOCBiAI Ta IHTYIMil mNeBHHUX
CHELiaTiCTiB-eKCIEPTiB.

He migmsirae cymHIiBY, 0 NpH OPUHHATTI OOIPYHTOBAaHUX PIIICHb B Pi3HUX
chepax IisUTBHOCTI CIJ CIUPATHCh HA BCi HAasBHI 3HAHHSA, SK JOCTYIHI Ha
MOTOYHHI MOMEHT, 3apeeCTPOBaHI Ha MEBHUX HOCISX, TakK i ekcnepTHi. OcobinBo
IIe CTOCYETBCS CJIaOKO CTPYKTypOBaHMX IPEAMETHHX o0OjlacTed, Ie piBeHb
HEBHM3HAYCHOCTI Ta HEMOBHOTH iH(pOpMallii, 3a3BHYAd, Ty»Ke BUCOKUH.

InTerpaniss 3HaHD pi3HOI TPHPOAM, OTPHUMAHHX 13 PI3HUX JDKEpeN, IO
3MIHIOIOTBCS Y Yaci, 3 eKCIIEpTHUMH Ta (HOpMaji30BaHIUMHU 3HAHHSAMH, X 00poOKa
Ta 30epiraHHs y BiINOBITHWX 0a3zaxX y BHTIISAI MOJENEH MpeAMETHHX oOnacteit
MOXKE CTaTH IIEpIIMM eTaroM BHpIIIeHHs BHIe3rafaHoi npobiemu. Hacrymna
nepenava (TpaHcdep) HaKOMMYCHUX AaKTyallbHAX 3HaHb JUIS MOJAJBLIOTO 1X
BUKOPUCTAHHS TIPU MIATPUMII NPHUHHATTS pIilleHh MOXKe OyTH 3aBepIIaroyiM
€TarioM BHPILICHHS.

OyHKIiOHANTBEHO MT1aTdGopMy TpaHchepy 3HAHb TOLUIBHO PO3IUIUTH Ha:
1. mixcucremy 300py i akryamizamii 3HaHb (TUIaTGoOpMa MIATPUMKH POOOTH
eKCIEPTiB, I1HKEHEpIB 3HAaHb (OpraHi3aTopiB ekcmepTus), ocib, 1o
npuitMaroTs pimeHns (OI1P) 3 HacTynmHIM (yHKITIOHATOM:
—  peecrpatlis Ta 001K poOOTH KOPUCTYBauiB I1aTHopMu;
—  OLIHIOBaHHSA KOMIIETEHTHOCTI Y TIEBHOMY IIUTaHHI iH)X€HEPIB 3HAHb Ta
EKCIIEePTiB;
— ¢opmyBaHHs 0a3 3HaHb IHXXEHEpaMH 3HaHb, 1 TOMY 4YHCII 3
MPOBEJICHHSAM CKCIIEPTH3;
2. migcucreMa HajaHHs 3HaHb 1 [1I1P, 1o ¢hyHKIi K0T HaeKaTh:
—  BuUOIp onTuMansHoro piureHss mst OITP;
—  OLIHIOBaHHS BapiaHTIB PillICHB;
—  cTpareriyHe IiiaHyBaHHS.

[TepenbavaeTnes, 110 IHXKEHEp 3HAHb, KU € OCHOBHHM aKTOPOM Y CHUCTEMi
BOJIOJIIIOYM TI€BHUMHM 3HAaHHSAMH B IpPEIMETHiil o0nacTi, KOPHUCTYIOUHCDH
IHCTpYMEHTapieM aBTOMATH30BAaHOTO eKCTpAaryBaHHs 3HAaHb Ta Oprasizamii

90



TPYNOBUX EKCIIEPTU3 CTBOPIOE MOJENi NpeAMETHHUX obnacTed y BHUIIIAAL
BIJMOBIIHUX 0a3 3HaHb. Y TMOJAIBIIOMY, Ha OCHOBI CTBOpPEHOI MoOjei
MpeMETHOT 00JIaCTI TeHEPYIOTHCS PEKOMEHAAIil Jis 0ci0, Mo NpuilMarTh
pimenns (OIIP). ®ynkuioHansHO, B miatdopMi TpaHcdepy 3HaHB 3a TeHEpalliio
peKoMeH/aliil BiAMOBiKae cucTeMa MATPUMKH NpuUAHATTS pimens (CIIIIP), sax
cximagoBa mardopmu[1]. e onHiero CkIagoBO0 MIATGOPMH MOXKE BHCTYIIATH
npodeciiiHa colianbHa Mepexa, 0 00’€AHye CHeuialicTiB-eKCIepTiB Pi3HUX
HaNpsIMKIB JisUTBHOCTI, SIK JDKEpeN OTPUMaHHS 3HaHb. BiTHOCHAa KOMIETEHTHICTh
OUX CHELIaNiCTiB MO0 PO3MSAHYTUX NUTAaHb, PIBEHb AKOI MOXE JHHAMIYHO
3MIHIOBAaTHCh y XOJI HaOyTTs IOCBimy poOoTH 3 IaT)OopMoOIo, € HEBix €MHHM
(axTopoM, SIKHI BpaXOBYETHCS NIPH y3aralbHEHHI HaJaBaHol HUMH iH(popMamii Ta
HPU OTPUMAaHHI HUIMH BHHAropoay 3a eKCIIePTH3Y.

Heo0xignicTh nenentpaiizauii nnargopmu Tpancdepy 3HaHb

Ilin meneHTpamizaLiero PO3yMi€TbCS BUKOPUCTAHHS KPUMNTOrpadidHO 3aXHUIIEHOT

JIEIIEHTPaTi30BaHOl IIaTPOPMH AAHUX, SIKi 3A€OUTBIIOrO MPAIIOIOTh HAa OCHOBI

TexHoJorii OnmokyeiH [2]. [leuentpamizamis Oyap-iKOi CHCTEMH € BaKIIHBHM,

Jens 9M HE HEOOXiTHHM €JIeMEHTOM, SKIIO iCHye HeOoOXigHIiCTh 3a0e3nedeHHS

0e3BiIMOBHOCTI 11 poOOTH Ta abCONIOTHOI 3aXHIIEHOCTI BiJl HECAHKIIIOHOBAHOTO

BTPYYaHHS 1 [JIECIPSIMOBAHHX aTaK.

JlenenTpanizanisi CHCTeMH, TOOTO NEPETBOPEHHS CHCTEMH 3 IIOBHICTIO
LEHTPaJi30BaHOi y 4YacTKOBO ab0 IIOBHICTIO JEIEHTPaji30BaHy, MOXe
BUKOHYBATHCh 3a]JIs1 HAJIAaHHs CHCTEeMi HaCTYIHUX nepesar [3]:

— Tapanrisn HagifiHOCTI 30epeXeHHs JaHUX B JIOBIYHOMY, IJI00AIBHOMY
PO3MOIIEHOMY peecTpi maHuX. Takuil peecTp He MOke 30epiraTu BeJIUKi
o0'eMn maHuX, ane B 30epiraHHi BENUKOi KUTBKOCTI JaHUX 3a3BHYall HEMae
moTpeOH.

—  HemoxnuBicTh migpoOku 30epekeHUX TaHUX crocoboM, skuil He OyB
nepen0aveHnit Mpyu CTBOPEHHI TAKOTO PEECTPY JaHUX, B TOMY YHCH MiAMIHY,
HEKOPEKTHE /I0ZIaBaHHs Ta BUIAICHHS IaHUX 3 PEECTPY.

— Bukonanns numie crporo mnepeabadeHHX OOYHMCIEHb Ta omepauniii Haj
JTAaHUMH, 110 30epiratoThCs B ACHEHTPATI30BAHOMY PEECTPI.

Posrnsimaroun  JeUeHTpamizamiro  chucTeM, o0 OyAyloTbcs — Ha
JELEHTpai30BaHuX MUIaThopMax JaHHX, BapTO BiOKPEMIIIOBATH HACTYIHI TpH
TUNW  JICLEHTpali3allii: [OBHA,9aCTKOBAa JCLEHTpaii3alisis Ta BiACYTHICTb
nmeneHTpanmisaiii. PiBeHb "mereHTpamizaiii" TakoX BHU3HAYAETHCS HE TUIBKH
croco0OM 3acTOCYBaHHs JCLEHTPai30BaHUX MIaThopM AaHHUX IO BiJHOLICHHIO
IO CHCTeMH, M0 3 HEI IHTerpyeTbes, a 1 JAeleHTpati3aliclo camoi
JeleHTpalTi3oBaHo1 maTGopmMu TaHMX.

Ilpu  po3podui po3monineHoi cHCTEeMH 300py eKCIEepTHHUX 3HaHb, 3a
JIOTIOMOTOX0  YacTKOBOi jgeneHTpamizanii MoxkHa Hamatu CIIIP HactymHuX
BaKJIMBUX BIACTHBOCTEH:

— TapanroBany HapiiiHicT 30epiraHHs EKCIEPTHHX 3HaHb, IO BKIIOYAE
JoBiuHe Oe3BiIMOBHE 30epiraHHs HEBENMKOI (ane JOCTaTHBOI) KUIBKOCTI
IaHuxX Juis npoBeneHHs oOuncineHh B CIIIIP, moBHY 3axWINEHICTh Bij

91



HECaHKI[IOHOBAaHHX 3MiH Ta MOBHY JOCTYIHICTh JaHUX. J[aHa BIacCTHBICTH €
0co0NMBO 3aTpeOyBaHOIO IUISI EKCIIEPTHHX CHCTEM, ajpke Hepigko maHi
OJTHOTO TIPOEKTY, Iicisl HOTO 3aBepIIeHHs, HEOOXiqHO 30epiraTh pokamu 3
MOMEHTY 3aBEpIICHHS POEKTY.

— MoXuBiCTh NPOBEACHHS MyOJNIYHOTO AayauTy CHCTEMH, Ha OCHOBI
JOCTOBIPDHMX BXIHHMX IaHHX, IIO 30epiraoTbCs B JIENEHTPATI30BAHOMY
peectpi. OckinbkH faHi, Oyaydu 30epexeHi B IeeHTPaTi30BaHOMY PEECTpi €
KpHOTOrpadiyHo 3axWINCHHMH, HEMa€ >KOTHUX IiJCTaB CyMHIBAaTHCh Y iX
AQBTCHTHYHOCTI (OYEBHIHICTH JAHOTO (DaKTy TAKOX HOCSITAETHCS 3aBISKU
TOMy, 110 OyAb-siKa ACLEHTpali3oBaHa IaTdopma nepeadayae 3amuc Beiel
icTOpii 3MiH TaHKX).

— Sk pesynprar, MiABUIICHHS IOBIpH 10 (YHKIIOHYBaHHA IIAaTGOPMU
TpaHc(epy 3HaHb B IIJIOMY, IO TAaKOX 3a0e3ledye IOBIpYy IO pPe3yibTaTiB
00pobku orpumanux ganux CIIIIP.

AJIBTEpHATHUBOIO  JIENCHTpai3alii TmiackucTeMd 300py 3HAaHb CHUCTEMH
HIiITPUMKH NPUHAHATTS PillleHb € BUKOPUCTAHHS €IeKTPOHHO-IU(POBOTO MiJIUCY
Ta IeKIJIbKOX IIEHTPATi30BaHUX PEECTPiB JaHUX (Tpaxuniiiaux 6a3 nanux). Bapto
3a3HAYMTH, [0 HABiTh BUKOPUCTOBYIOUH Ii AJIbTEPHATUBH, CHCTeMa 300py 3HaHb
BCE OHO HE MaTHME THX BIACTHBOCTEH, sKi OyJIH MepepaxoBaHi BUILE.

3anponoHoBaHa MoJeJb CHCTEMH MIATPUMKH NPUIAHATTS pilleHb 3 OBHOIO
JeleHTpaTi3anielo cucTeMu 300py eKCepTHUX 3HAHb

3 MpoBeNeHOTo aHali3y, B CHCTEMi 300py €KCIEPTHHX NaHWX3arajbHUN pPO3Mip
BXITHMX €KCIEPTHUX OILIHOK, IO 3alHCYIOThCS B JCHCHTPATI30BaHUN PEECTP €
HepenukuM (MmeHmie 500 kinoOaiiT Ha oauH TpoekT). BpaxoByrouu Te, IO
pesynbratd  poOOTHCIIIIP MOXYTh BHKOPHCTOBYBATHCH Ta IEpPErTIAATHCS
HPOTArOM TPHUBAIOTO Tepiony (He OIMH piK), Ul Takoi CHCTEMH Mae CEeHC
3alMMCyBaTH BCIO BXiAHY iH(OpMAIlii0 B ICHEHTpali3oBaHuil peectp. [HIIMMU
CIIOBaMH, TIPOBECTH MOBHY JACIEHTPAJI3alil0 CHCTEMHU 300py EKCIIEPTHUX NaHUX,
mo Oyne oO3HauaTH 4acTKOBY neneHTpauizarito CIIIIP, ockinbku cucrema 300py
eKCIIePTHUX JIaHHX € 11 MiCUCTEMOIO.

OpHak, [emeHTpami3amlisi CHCTeMH 3aBXAHW JeHI0 YCKIATHIoE poboTy
KOPHCTYBa4a 3 HEl0, OCKIJIbKU Terep I B3a€MOJIT 3 CHCTEMOIO HEOOXiHO MaTh
HEe TUIBKM JICLICHTPAi30BaHUI akayHT (TakoX Bigomuil sk '"ramaseuns" B
KpunrorpadivyHuX IeleHTpalli30BaHuX IIaTopMax JaHKX), a i MeBHY KiIbKICTh
KPUITOBATIOTH ISl OIUIaTH TpaH3akuiil. Jlana mpobGiema kimacudikyeTbes sk
mpobyeMa ajanTaiii TEXHOJIOTIi 1 € OJHI€I0 3 MPUYMH YoMy 0arato CHUCTEM Ta
MPOAYKTIB HE MOXYTh IHTETPYBATHUCS 3 NEIEHTPATi30BAHUMH TEXHOJOTiAMH [4].
OpHak, 3a JOTIOMOTOI0 PO3POOIEHOTO METOMY JeeryBaHHS TpaH3akiiil [5], nana
B3Aa€EMO/Iisl CIIPOIIYEThCS JIMIIE MO CTBOPEHHS aKayHTa B JEIEHTPATi30BaHiH
cucTeMi, 6e3 BTpaTh OyJb-sSKHX BIACTHBOCTEH JeLeHTpai3ail.

I[Ticns peuenTpanizanii cucteMu 300py CKCIEpPTHHX JaHMX, BOHA He Oyne
MaTd MPUHIMIIOBUX BiJMIHHOCTCH BiJ MOMEpPEIHbOI CHCTEMH, OKpIM SK 10 Hel
JOAaTKOBO OyayTh [d0JaHi [eKiibKa J[J0JaTKOBHUX IArOTOBYMX KPOKIB JUIs
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ekcrepTiB. TakuM YHMHOM, MiATOTOBKA A0 MPOBEICHHS MACLEHTPATi30BAHOTO

€KCIIEPTHOTO OIIHIOBAaHHS MICTHTHME JJOAATKOBO TaKi KPOKH:

— IligroTtoBka cremiaai3oBaHOi ACLEHTPATI30BaHOT IPOTPaMu I IPOEKTY, 110
nociiukyeTbest 3a  gomomororo CIIMIP. Jlama mporpama Moxe OyTH
maboHizoBaHa, TOOTO po3po0ieHa OOWH pa3, 1 JMIIe He3HAYHNM YHHOM
MozanQikoBaHa ISl KOKHOTO HOBOTO 3aCTOCYBaHHS.

— CrBOpeHHs akayHTa-fenerara Ta 3a0e3leueHHs HOro KPHUIITOBAIIOTOIO,
HEeOoOXITHOIO JUISl IPOBEIECHHS JCIEHTPATi30BaHUX TpaH3aKIiid. [laHui Kpok
MO’KHA BUKOHATH JIUIIE OJMH pa3 I BCIX MOANBIINX OCIIKEHb.

Jnst excriepTiB, MO NPamIOIOTE 3 CHCTEMOIO, IPONOHYETHCS JEKiigbKa
JIOIaTKOBHX HECKJIAJHUX KPOKIB: TIepe] CeKCIEPTHUM OI[HIOBAaHHSIM, KOXKHHUH
EKCIIepPT TeHepye CBill BIIACHUH [CIEHTPATi30BaHUI aKayHT, i 3a IOIIOMOTOIO
rpadiuHoro iHTepdelicy KopHcTyBada pEecTpye HOro B IELEHTpai3oBaHiil
nporpami (OKpeMo Uil KOKHOTO IPOEKTY-eKCIepTu3n abo OAMH pa3), THM CaMUM
3aTBEPIUKYIOUN CBOIO 1IEHTHYHICTh, CTBOPIOIOYM BIiAIOBIAHICTH EKCIIepTa M0
MEBHOTO JICLEHTPANII30BAHOTO aKayHTY Ta Oy[ab-KMX JOJAaTKOBUX JAHUX, SIK,
HanpuKIaa, Horo e-mail ajapeca abo tenedon. HixTo kpim camoro ekcrepra He
MOXE 3alHMCyBaTH OIHKH BiJl HOro iMeHi micias Takoi peecTpamii B
NIEIEHTPaTi30BaHii cucTeMi.

TlocnioBHICTH MIATOTOBKH Ta POOOTH € HACTYITHOIO:

1. Anminictpatop po3pobisie (abo KIOHYyE YKe iCHYIoUy) ACHEHTPaIi30BaHY
mporpaMy, IO CHEHiali3yeThCsl Ha KOHKPETHIM ekcnepTHild cuctemi (abo €
mabnonHoto). DyHKmiero gaHOi mporpamu € BepuGiKOBaHHWI 3ammc
eKCIIepTHUX JIaHWX B JCLEHTPATi30BaHUH PEECTp 3a JOMOMOTIOI0 Jelerara,
JUISL IOAAJIBIIOTO 3YMTYBAHHS IIMX JAQHUX CHUCTEMOIO MIATPUMKH MPUHHATTS
pillIeHb.

2. ApnMiHicTpaTtop peecTpye IaHy Hporpamy B JIElEHTpali3oBaHii ruiathopmi
JAHWUX, TAM CaMHM poOJsiuu 1 He3MiHHOI0. OTpUMYEThCsl yHIKalbHA agpeca
HPOTpaMH, sIKa TaKOXK € HE3MIHHOIO.

3. Orpumana anpeca  JCEICHTPANi30BaHOI  NpPOrpaMH  3aIUCYEThCS B
HEHTpaTi30BaHe CXOBHIIE (a00 MPOTpaMHUIN KOM) €KCIIEPTHOI CHCTEMH IS
MOAANBINOI B3aEMOJIIT 3 HEIO.

4. JlonaTkoBO, aaMiHICTpaTop TeHepye aKayHT-Jelierat, i IIOIOBHIOE HOro
OajaHC B JCLEHTPAN30BaHIH cHCTeMi. AKayHT-AENErar 3alhcyeTbes 10
CHCTeMH MiATPUMKH JEIIErOBaHMX TPaH3aKIii, sika MoXke OyTH YacTHHOIO
CHCTEMH i TPUMKHU NPHUHAHATTS PillICHb.

5. Tlepex moyaTkoM pOOOTH 3 CHCTEMOK, EKCHEePT CTBOPIOE  CBIi
JELEHTPai30BaHMil akayHT (HAaNpHKiIal, 3a JOIMOMOTOI PO3LIMPEHHS IS
Opaysepy Metamask), Ta peecTpye HOro B CHCTEMi NUITXOM CTBOPEHHS
CJIEKTPOHHO-IIM(POBOTO TIANUCY MEBHUX JAaHMX (HampHUKiIang, cBOel email
azpecH).

6. Ilicnms mpoBenmeHHS pPOOOTH 3 CHUCTEMOIO, EKCIIEPT BHKOHYE JICJIErOBaHY
TpaH3aKLilo Uil 3amkcy HHUM 3TEHEPOBaHMX JaHUX B JICIEHTPai30BaHy
nporpamy. OcoONIHBICTIO TaHOT TpaH3akMii € ii HemiApoOHiCTh, TOOTO, HIXTO
KpIM CaMOTo eKkcllepTa He MOXe 3MIHMTH IIi JaHi, 1 caM eKCHepT Moxe
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BIICBHUTHCS B TOMY, LI0 B JCIEHTPAi30BaHy Mepexy Oynu 3amucaHi
NpaBWIBHI AaHi (X04 i B IIbOMy HeMae HOTpeOH), sIKi HIKOJIM He OyayTh
3MIHIOBAaTHCh, SKIIO IIe He mepeadadeHo caMoI0 JeIEeHTPATi30BaHOIO
IPOTPAMOIO.

IIpn npoenenni camoro excriepTHOro oniHroBanHs CIIIIP, maHi 3unTyroThes

3 JCLEHTPATi30BaHOIO DPEECTPY Ta KOHBEPTYIOThCA Yy (opMar 3pydHUH I
00pobku. B mopmampimomy, maHi 3 AEHEHTPATi30BAaHOTO PEECTPY MOXKYTh OyTH
BUKOPHCTaHI TaKOX, HANpHUKIaA, U1 ayauTy IEBHOro npoekty. Ha pucyHky
300paXEHO B3AEMOJII0 eKCIepTa Ta IEHTPalTi30BaHOI CHCTEMH IO 300py
eKCIIepTHUX IaHWX 3 IEIEHTPaTi30BaHOI0 MPOTPaMo0 O Ta Hicis MPOBEACHHS
eKcriepTH3n (poOoTa ekcrepra Ta 34YMTYBaHHA JAaHAX 3 JELEHTPAi30BAaHOTO

peecTpy).

[HeueHTpanizoBaHa LienTpanizosaxa
ﬂﬂﬂTCpOpMa AaHux EKcnepTHa cuctema
Ekcnept : :
H H
— Poborta 3 iHTepderncom kopucTyBada :

MpoMikHWIA pesyneTat

<
< v
'

L
i
H '
—— CTBOpeHHsA Ta Nian1c generosaHol TpaH3akwii
'

e

:I 3anu1T Ha AenerysaHHa

»

E BukoHaHHA TpaH3akyii
Xew TpaHaakuii
Xelw Tpax3akuii (He 0BoB'sI3KoBMI)
<_—| MNepesipka rpaHaaKu.[l 3anuT faHix 3 E
1

AelieHTpanizosaHore
peecTpy —

Pe3yabTaT neneHTpasizauii cucteMu 300py eKClepTHUX 3HAHb

[Ticas pmeueHtpamizanii, TOOTO NPH NPOBEAEHI 3aNPOIOHOBAHMX 3MIH Y
MOPIBHSHHI 3 paHillle [EHTPali30BaHOI0 CHCTEMOIO 300py eKCIepTHUX 3HaHb,
BOHA Ha0yJla HACTYITHUX BJIaCTHBOCTEHl:

1.

BximHi nmami, oOTpuMaHI BiI eKclepTa, Temep € 3aXUIICHHMH Ta
HiITPUMYIOTBCS. BCECBITHBOIO JICHICHTPAII30BaHOIO MIATHOPMOIO TaHHX, IO
rapaHTye IX MPaKTUIHO JOBIYHE 30epiraHHs Ta HEMOXIIUBICTB TiIPOOKH.
OckinbKu faHi € KpunrorpadivHo 3aXUIEHNMH, i 3alIMCaHi OJJHOTO pa3y AaHi
€ He3MIHHHMH, BOHH BBa)XalOThCsI TOCTOBIPHUMH (32 YMOBHM NPaBHIIBHOCTI
JIELICHTPaII30BaHO] MPOrpamH, SIKYy MOXKHA JIETKO NEpeBipHUTH B OyIb-sSKHii
MoMmeHT). Lle 103BOJIsIE MIABHMIUTH PIiBEHb MOBIPH IO CHUCTEMH ITiATPUMKH
IPUUHATTS PillleHb B LIJIOMY, Ta TPOBOJMTH MOCT(AKTYM ayAUT CHUCTEMH,
SKIO JUIA [IbOI'O BUHUKHE HEOOXIIHICTD.

Bume wHaBeneni BIAcTHBOCTI BHAJOCS JOJATH JO CHUCTEMH JIAIE 3

HACTYITHUMH MiHiManbHUMHE 3MiHamu 10 HasBHOI CIIIIP Ta mixcucremu 3060py
CKCIIEPTHUX JIaHHX:
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1. HeoOXxigHicTh AN EKCHIEPTIB BCTAHOBICHHSA JOAATKOBOTO (BiIHOCHO
MPOCTOr0) MPOrPAMHOTO 3a0€3MEUCHHS y BHTIISAL a00 MOOITBHOTO JOJATKY,
abo mariny s Opaysepa. B cBoro depry, maHWH MiAXig MOXKE TaKOXK
MOBHICTIO 3aMIHUTH KPOK peecTpalii B CHCTeMi 300py eKCIIepTHHX JaHHX 3a
JIOTIOMOTOI0 JIOTiHY Ta MapoJo.

2. JlonaBaHHS IBOX HOBHX KPOKIB JUISl €KCIIEPTA: ICKTPOHHUM MIAIKMC JaHUX JI0
(peectpamisi) Ta micnd (BUKOHAHHA TpaH3aKUii 3amucy JaHUX B
JIEIEHTpalli30BaHy Nporpamy) poOOTH 3 CHCTEMOIO.
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BI3YAJIIBALISA I'PYIOBOI I'PU NEPECJIIYBAHHS HA ILJIOLIUHI

Baparosceka J1.B,[0000-0003-0024-8180] [y gpeyyy 7 1 [0000-0003-1310-0043]
Baparoscska [T, 310000-0002:6878-6973]
KIII im. Irops Cixopcekoro, KniB, Ykpaina
lesia@baranovsky.org

Y maHiit poboTi po3ragHyTO AM(epeHmianbHI  iTpH  TPYIOBOTO
nepecinigyBans. HaBereHo cxeMy mMeToay po3s’si3yrounx ¢yHkiii A.O.
UYnkpis. 3HalIeHO NOCTAaTHI YMOBH JUIS 3aKiHYEHHS TPH 1 OJEpKaHO
PIBHSHHS JUIS YHCENBHOTO 3HAXOMKEHHS pO3B’S3yI0UNX (QYHKIIH.
CdopMynb0BaHO JOCTaTHI YMOBH JUIsl 3aKiHYCHHS TpU AJIs IIpoOLecy 3
OpOCTMMH ~ MarpuisiMu.  JIs  3agadi  [pPOCTOTO  MepeciligyBaHHS
peari3oBaHO Bi3yadi3amlilo TPAEKTOpii pyXiB MepeciigyBadiB i BTikada Ha
wiomyHi. Jnsg mporo OyB CTBOpeHHH MpPOTpaMHHK MPOAYKT Ha MOBi
nporpamyBaHHs Python. JlaHwid mporpaMHUil TPOIAYKT € MPOTOTUIIOM
CHUCTEMH MOJCITIOBAHHS «IIEPECHigyBadi-BTiKau», SKy MOXHa Oyne
3aCTOCOBYBATH I BHOOpY KepyBaHHS B 3ajadax IepeciigyBaHHS. Y
po3po0IIi Oy0 pO3rIISTHYTO JBa BHIIAJKH BHOOPY KEpyBaHHsS BTikaua. B
HepuoMy, KepyBaHHS BTikada OyAyeThbcsl 3a HACTYIHHM alTOPHTMOM:
BTIKa4 BH3HA4Yae€ HAHONMKYOro IepeciigyBada B IUIaHI €BKJIIOBOT
HOpMHU; BTiKau Oyaye CBO€ KepyBaHHS Ha IPOMEHi, SIKHH BHXOIHUTH 3
MOJIOKEHHS HAWOIMKIOro mepeciigyBaya Ta MEPETHHAE ITOJOKECHHS
BTiKaua, y HaNpsSMKY MPOTHJICKHOMY IepeciiayBauyy 3 MaKCHMAJIbHOIO
MIBUIKICTIO. B Ipyromy Bumaxy, KepyBaHHs BTikauya 3a/1a€ KOPUCTYBaY.
Kniouosi ciioBa: KOHQIIIKTHO-KepOBaHi mporiecy, TudepeHIianbHi irpH,
irpH TepecitilyBaHHs, TPYIoBa 3a/1a4a HepecililyBaHHsI.

Cxema metoay

VY Teopil AuHaMivyHKX irop (KOHQUIIKTHO-KEpOBAaHUX MPOLECIB, AH(EPeHIIIaTbHIX
irop) po3po0ieHo psa METOIB, siKi 3a0e3MeuyloTh TapaHTOBaHUN pe3ynbTaT. [{o
TaKUX METOJIB HajexaTh, 30kpema, mepumid npsmuid Meron JI.C. [loHTpsrina,
METOA eKCTpeManpHOro mnpuuimoBanHs M.M. KpacoBckkoro i meron
po3’s3yrounx ¢yHkmii A.O. Uukpis [1]. V manmiit poboti 3acTocoBanuii Oyme
caMe OCTaHHIi MeTox, SKUH Jae TEOpeTHYHEe OOIPYHTYBAHHS KIACHYHOTO
NpaBwia MapalelnbHOrO IMepeciiIyBaHHsd 1 MeToxy 30JIKEHHS 3a MPOMEHEM.
Cxema Metony Uit audepeHiaTbHO-Pi3HULIEBHX irop po3podieHo B poborax [2,
3, 4]. Y poboTtax [5—8] po3risHyTO 3anady 30JIMKSHH IUIsl TPYIH TepecitiTyBadiB
Ta oHOro Brikaya. CxeMy MeTOay po3B’si3yrounx QyHKIiH a1 AndepeHIianbHo-
PI3HUILIEBUX CHCTEM HEWTPAIBHOTO THITY PO3p0o0IIeHO Y po6oTi [9]. st 00’ exTiB 3
pi3HOMO iHepIiiHICTIO y poboti [10] 3amponmoHOBaHO MOAHM(IKAIID METOMY.
IrpoBi mpoGnemu 30MKEHHS MPH BiAMOBI KEPYIOUHX MPUCTPOIB PO3TISHYTO Y
poborax [11, 12].

PosrmstHeMO pyx KepoBaHOTO 00’€KkTa, SKHH ONUCYETHCA CHCTEMOIO
nudepeHIiagbHIX PiBHAHb:
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z =4z + o (u,v), z €ERY, 1=1,9, weU, veV ()
ne A; — KBagpaTHa MaTpUIS MOPSAKY Ny, Ny + -+ Ny = n, U; TaV — HenopoxHi
KOMIAKTH 3 JeSIKHX CKIHYCHHOBHUMIPHUX IPOCTOPIB, BEKTOP-(QyHKIIis
@, (uy, v): U; X V - R™ menepepsHa 3a cyKymHicTio 3Minaux. Hexait z(0) = z'—
novaTkoBui ctaH nporecy (1). TepmiHalbHa MHOKHHA € IMTIHAPUYHOIO i Mae
BUTJIS

M* = Up=y,.oM; + M} =Ui=s,..0 M] @
ne M; - nimiitamii migopoctip 3 R™, M, — BUNYKIHil KOMIAKT 3 OPTOrOHAIBHOIO
JomoBHeHH: L; 1o M; B mpocropi R™.

Ipa (1), (2) BBakaeThcA 3aKiHYEHO, SKIO AId JAeskoro [ = 1,9
BHKOHY€ThCs yMoBa z; € M;. IlepecnimyBadi BHKOPHUCTOBYTH KBa3icTpaTerii, a
BTiKau - mporpamHe KepyBaHHs. Hexail 7; — omepaTop OpPTOTOHAIBHOTO
npoekTyBaHHs 3 R™ wa L;. PosrisiHemo Garato3nauni BimoOpaxenns W, (t, v) =
mettte,(U,v), W) = Nyey Wi (t,v),t 20,V EV.

Vmoa [MouTparina. Binobpaxenus W, (t) # @ anaseix [ = 1,9,t = 0.

BuGepemo Gopeniseskuii cenexrop y;(t) BimoGpaxennst W(t). 3adikcyemo
jioro Ta mokmazemo &(t,z,7,()) = mettz + fot y,(t)dt KoxHOMY
HepecitiyBady HOCTaBHMO Y BiJIIIOBIIHICTD PO3B’s3yI04y (HYHKIIIIO

al(t' T,ZL,0, Y ()) =
= sup{a, 2 0: (Wt —7,v) — 1t — DI Ny (M — &t 2,1 () = 8} (3)

Sikmo §(t,z,y,()) € My, To noknagemo a;(t,7,2,v,y;()) = +0,0 < T <
t,v €V. B iHmMX BHUMagKax al(t, T,2,7, yl(-)) oOMexeHa TIpH  OyIb-SKUX
t€[0,t], veV. Bisememo y(-) = column(y,(*),..,v9(-)i mexaiily =
YOy e W@®),t = 0,1 =1,9},Ty(z,y()) = min{t >
0:inf,()eq, Max;=1, 9 fot a(t, 7,2, v(0),7,()) dr > 1}.

Teopema 1 [1]. Hexaii mis xonduikTHO-KepoBaHoro mpouecy (1), (2),
BUKOHYEThCSI yMoBa IIoHTpsriHa, z - mouaTkoBmii cran mpomecy (1), i ams
Jeskoro  OopemiBchkuii  cenektop ¥ (t) €Ty  BUKOHYEThCA  HEPiBHICTH
Ty (Zo, yo(-) < 400, Toxi Tpaekropis mpouecy (1) xoua 6 oguoro | mMoxe Oyru
TpHBe/ieHa HA TEPMiHANGHY MHOXHHY M; 3 TIO9aTKOBOTO CTaHY Z B MOMEHT

Ty (2,7°().
Mpuknan 3aaayi A5 npouecy 3 NPOCTUMH MATPUISIMH

PosristHemo 3a1auy rpyrnoBoro mepeciigyBanHs 3 ¥ nepeciiyBadaMi Ta OJJHUM
BTiKaueM:
lealZl+ul—v, al<0,zl€Rk,||ul||Sl,||v||Sl,l=1,19 (4)

I'pa BBaXaeThCs 3aKiHYCHOW, SKIIO Ui aeskoro | x; = y. TepmiHanbHa
muokuHa M* = Uiy o{M;} =Uj=q, e{zii 2z = 0} Wi(t) = {0}, = 1,9, orxe
cenekropu y;(t) =0 dynxuii (¢, z,¥,()) = e%tz,l =T,9, poss’ssyioui
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dynkuii mepecninysauis z; = 0 a;(t,7,2,v,0) = max{a; > 0: — etz €
et (s —v)} = e~ (z,v), ne a;(z,v) vae Burnan
2 201 _|19112))1/2
w2y v) = RGP A- W | ©)

[l zi1?

Yac 3aBepLICHHS IPYIIOBOTO TIEPECIITyBAHHS:
. . t _
Ty(z) = min {t = 0:infy()e, Max;=q, 9 fo e~ q(z,v(z))dr = 1}.
Hosnauumo  §(z) = min)y)j<g Max,;—y,_ 9 a;(2z,v), OTpUMATH  OOMEKEHHS
3BEPXY

0
To(2) < ~In(1+55), ®)

=- 1.
Ie a,  max a; 1]

Teopema 2 [1]. Hexaii z°- mouarkoBuii cran (4). Toxi, skimo 0 € int co{z,’}, To
3ajaqa TPYNOBOTO MepeciifyBaHs BHpimyBaHa B MomeHT Ty(z'), mma skoro
cpaBemuBa  ouinka (6). Ilpu upomy, skmo t, =t,(v()) — MoMeHT
nepexntodeHH  t, < Ty (Zo), SKHH € HyJleM KOHTpPOJIbHOT QyHKIIl 1 —
max;—; fote‘“”al(zl,v(r)) dt, TO KepyBaHHS TepeciligyBadiB,  sKi
peanisytors uac Ty(z"), ma intepsani [0,t,] mae Burmin w(7) = v(r) —
a (zlc,v(r)) 7 ,l=T19a ma intepani (t,,Tp(z")] — w() =v(x) mm
1HJIEKCIB L SIK1 3aI0BUILHAIOTH piBHOCTI
fote‘“ﬂal (zlo,v(r)) dr = max, fote‘“ﬂal (zl°, v(r)) dr, nns iHmEX iHjgeKcis

KepyBaHHS JIOBUIbHI Ha iHTepBai (t*,T,g (Z)] Axmo 0 & int co{z,’}, ToO
BHUpIIIyBaHa 3ajJa4a BTEYi, SKa pPEaT3yeTbCs Ha OyIb-IKOMY IOCTiHHOMY
KEepyBaHHi BTiKaya, Ha AKOMY JJOCATAETCS MiHIMyM QYHKIIT MaX;=; 9 al(zn, 17).

Bizyaunizanisi mpocToro nepecaiiyBaHHs HA NJIOIIHHI

Hexaii € 3 mepecnigyBauiB Ta oJiH BTikad. BBaxkaeMo, 10 MOJIOKEHHS YIaCHHKIB
€ TEOMeTPHYHI TOYKM, TOOTO HE BpaxoBYyeMO IiX po3Mipu. 3aKOHH pyXiB
HepecilifyBauis MaroTh BUrNIAN X; = u;, X € Rk =1,||w|| <a,l=179.
3akoH pyxy BTikaua y = v, y € R¥,|| v|| < b. Hexait a; = b,l = 1,9 Ta icnye
MEeBHA AUCKpPETH3ALlis yacy.

Jlnst mpeAcTaBiIeHHsT TPAeKTOPiil pyXiB mepeciinyBadiB Ta BTiKada y Ipi Uit
BUMAJAKy IUIOLIMHK, OyB CTBOpPEHMH NpOrpaMHMIl TNPOAYKT Ha  MOBI
nporpamyBanHs Python. [Iis mporpamu BXiTHUMU JaHUMH € HACTYITHI BiIOMOCTI:
KIUTBKICTB TI€pECITiIyBaviB; OYaTKOBI KOOPIUHATH BCIX YYACHHKIB; MaKCHMAaIbHI
3HAYEHHS IIBMAKOCTI IS BCiX yyacHHKIB. st TOro, mo6 ajaropuT™ HpaifoBaB
moTpiOeH BUOIp KepyBaHHs BTikada. Y po3poOmi Oylio PO3TIITHYTO JBa BUITAIKH
BHOOpY KepyBaHHs BTikauya. B mepiiomy, KepyBaHHs BTikaya OyayeTbcs 3a
HACTYIIHHUM ajaropuTMoM: 1) BTiKad BH3HAuae HAMOIMKYOrO mepeciigyBada B
IUIaHI eBKJIi0BOI HOpMH; 2) BTikau Oyaye CBOE KepyBaHHS Ha MPOMEHi, KU
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BUXOAUTD 3 TOJIOXKEHHA HalOMMKYOro mepeciifyBada Ta MEPETHHAE IOJIOKEHHS
BTIKa4a, y HampsAMKY IPOTHJIEKHOMY IIepeciifyBady 3 MaKCHMaJbHOIO
MIBUJIKICTIO. B IpyromMy BHnanKy, kepyBaHHS BTikada 3aa€ KOPHCTYBad.
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GENERAL CASE OF WAVELET TRANSFORM WITH REDUCIBLE
RATIONAL DILATION FACTOR
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Dataset of different nature can be effectively analyzed with the help of
wavelet analysis. There are two types of discrete wavelet transforms —
dyadic and non-dyadic. The last one can give more accurate detection and
separation of features that are present in analyzed data. A lot of methods
use the irreducible fractions as a dilation factor for rational wavelet
transform. In this paper the general case of reducible rational dilation
factor will be considered. The procedure for building filters will be shown
as well as the perfect reconstruction condition. Also, an approach for
selecting the best reducible rational dilation factor will be proposed.
Keywords: Wavelet Transform, Non-Dyadic Wavelet, Dilation
Factor.

Introduction

Wavelet transform (WT) is wildly used in order to analyze datasets of various
natures. WT has proved its efficiency in analysis of medical signals [1],
processing of multimedia data [2], speech and image recognition, etc.

According to the value of dilation factor discrete WT are classified into
dyadic, where dilation factor equals 2, and non-dyadic in other cases. Dyadic WT
are often used, but non-dyadic wavelet transform can be more suitable for precise
localization of signal singularities and similar tasks.

Various authors proposed their own approaches to non-dyadic WT. Their
properties and main features are shortly described in previous work [3].

Rational multiresolution analysis [4] looks like the simplest, but the most
effective method among all others.

Problem Formulation

Usually the irreducible dilation factor is used in rational wavelet transforms. But
in some cases using the reducible dilation factor can improve the quality of
wavelet analysis.

The conditions for building filters for the dilation factor that equals 6/4 was
shown earlier [3, 5]. In this work these conditions will be generalized to the
arbitrary reducible fraction.

Also, the criteria for selecting the best value of rational dilation factor from a
set of proportional fractions will be introduced. Proposed approach will be
illustrated with the help of geomagnetic data.
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The management system is one of the key concepts of the organization
theory, closely related to the purposes, functions, management process,
activity of managers and distribution of power between them in
performance of certain purposes.  Within this system, the entire
management process takes place, which involves managers of all levels,
categories and professional specialization. The management system of the
organization is built so that all the processes taking place in it, carried out
in a timely manner and quality. Therefore, the heads of organizations and
specialists pay special attention to it, with the aim of continuous
improvement, development of both the system as a whole and its
individual components. It is obvious that the study and improvement of
the management system, both within an individual organization and the
state, society as a whole, contributes to the rapid achievement of goals and
objectives.

Of course, a modern enterprise, regardless of its size and type of activity,
deals with a large amount of information, which is simply impossible to
process without the help of computers and computer networks. Timely
processing and obtaining the necessary information, ensuring its safety
and confidentiality is the key to successful business.

Today to increase the efficiency of the enterprise, computer networks are
used, which are the result of the evolution of computer technology. All
these and many other benefits of a computer network make it clear that it
is necessary for today's business.

Keywords: information system, process, administration, security.

INTRODUCTION

The purpose of the information system in any organization is to ensure continuous
operation and minimize damage from events that threaten information security.
This requires minimizing the effects of threats. The information system is a
component of the management system in the organization, which provides an
opportunity to adequately respond to external and internal influences. This will
allow the organization be adapted to changing conditions, i.e. make it self-
regulating.
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Regarding management techniques, it should be noted that the harmony and
efficiency of the management system largely depend on the document
management system of the organization. The number of accounting and planning
errors and the efficiency of responding to a certain impact proportionally depend
on it [1].

Information security management allows to use information collectively,
while ensuring its protection and protection of computing resources. Information
security consists of three main components: confidentiality; integrity;
accessibility.

— confidentiality: protection of confidential information from unauthorized
disclosure or interception;

— integrity: ensuring the accuracy and completeness of information and computer
programs;

— accessibility: ensuring the availability of information and vital services to users
when needed.

Confidentiality, integrity, and accessibility can be affected by a variety of
processes, but we will only consider issues related to the administration of
computer systems and networks. Also will be formulate requirements for the
security of personnel, including their physical security.

REQUIREMENTS FOR INFORMATION SECURITY MANAGEMENT

To reflect the developed approaches we use the notation of the IDEFO standard
[2,3]. The main purpose of the model is to reflect the processes of information
security system management in the organization. To initiate and control the
process of information security we need to create an appropriate management
structure.

The level of detail and formality of the procedures required for the
administration and operation of computer systems and networks varies
significantly depending on the size of the organization and the type of equipment,
as well as the nature and vulnerability of software applications (fig.1).

Using the decomposition of the information security system management
process, we define three main processes (fig.2).

Decomposition administration process of computer systems and networks
defines such processes: definition of procedures; definition of software
requirements; determination of requirements for computer systems planning;
protection of in-machine information resources; computer network security
management.

Definition of procedures. The decomposition of the procedure for defining
procedures includes such processes as: definition of operational procedures and
responsibilities; documentation of operating procedures; defining procedures for
responding to events [4].

Defining software requirements. Decomposition of the process of determining
procedures includes such processes as: classification of software development and
work programs; malware protection.
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Fig. 1. Context diagram of the information security system management process

1. Administration of computer systems and computer networks (level A11);
2. Ensuring the safety of staff (level A12);
3. Ensuring physical security (level A13);
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Fig. 2. Diagram of functional decomposition of the information security system
management process

Defining requirements for computer systems planning. Decomposition of the
process of determining the requirements for the planning of computer systems
includes such processes as: load planning of computer systems; acceptance of
computer systems; registration of failures in computer systems; managing the
process of making changes to operating systems; maintenance of computer
systems [5].

Protection of in-machine information resources. Decomposition of the
protection process of in-machine information resources includes such processes
as: backup of data; keeping a log of events; protection against industrial
espionage.
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Security management of computer networks. Decomposition of the security
management process of computer networks includes such processes as: prevention
of damage to information resources; protection of system documentation; data and
program exchange; protection of electronic data exchange; email protection; e-
office system protection.

CONCLUSION

Thus, the result of the process approach to the administration of computer systems
and networks should be considered as follows: defining the regulatory model of
network and system administrator at the macro level, taking into account the
processes of information security in the organization; developed a set of
interconnected models that completely determine the microstructure of the
information security system. This set of models essentially constitutes
organizational and methodological support for the design of organizational
information security system
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Y nomoBifi BUKIAAEHI OCHOBHI MUTaHHS PO3POOKU aalTUBHOIO MiAXOMY
MEHEPKMEHTY PU3HUKIB (DiHAHCOBHX CHCTEM. 3allpOIIOHOBAHO CTBOPEHHS
y3arajgpHeHoi iH(OpMaIiifHOI CHCTEeMH MIATPUMKU NPUHHATTS PpIlleHB,
HaBe/lleHO ii apxiTeKTypa, BH3HAYEHO OCHOBHI CKiIamoBi. [IpumHOum
aaNTHBHOTO MEHEDKMEHTY pPH3HKIB Iepexbadae peaizalilo JBOX
KOHTYpIB ajanTallii: BHYTPIOIHEOTO 1 30BHIIIHBOrO, IO 3abe3nedye
IUHAMIYHE OLIHIOBaHHSA (DIHAHCOBHX DPHU3UKIB B peaJbHOMY dYaci yepes
HMOBIpHICHY Ta BapTICHYy CKJIagoBy. BHUKOpHCTaHHS ABOX KOHTYpiB
ajanTanii J103BOJNSE OApa3y YACTKOBO MOJOJNATH DPH3HK, a TaKOX
CKOpETYBaTH PILIEHHS y BHIAAKY, SKIIO BOHO BHSBHJIOCH HEIOCTATHBO
e(eKTHBHIM.

KurouoBi ciioBa: afanTHBHUI MEHEDKMEHT PU3HKIB, iHGopManiliHa
cHCTeMa MiITPHUMKH NPUHHSATTS pillieHb, CKOPUHIOBI MO,
CTPYKTYpHO-ITapaMeTpHUyYHa aJlanTaris.

Beryn

Koponakpusa 2020 poky cTana 3HAYHAM CTUMYJIOM 3MiH JUII MaiKe BCIX CHCTEM,
Kl (QYHKIIOHYIOTH y cydacHOMY CBiTi. Po3puB 3B’S3KiB MiX CHCTEMaMmH,
KpaiHaMH, KOHTHHEHTAaMH, 3YIHHKa IPOMHCIOBOCTI, KOMIIaHili 1 3aBOJIB,
TPAHCIIOPTY, 3aKPUTTS KOPJIOHIB, 0OMEKEHHSI CBOOOIN MEPECYBaHHS 1 JIOTICTUKH
BHSIBUJIM TOM caMuii TICHHI B3a€MO3B 30K, BIUIMB 1 CUMO103 CUCTEM, KM HABITh
He MPOCTEXKYBaBCs Ha Mepluid mormsia. Bei cucremu 3myineHi Oyiau pearyBaté
Ha HOBiI OOCTaBMHM | BHKJIMKH, LIYKaTH KOMIIPOMICH, aJanTyBaTHCh 10 3MiH,
ineHTHdiKyBaTH Ui ceOe HOBI IUISIXH PO3BUTKY, BPAXOBYIOUH HOBI OOCTaBHHH.
@DaKkTHYHO, TEMep MU CIIOCTEPIraEMo caMe aJanTallilo i HampalfoBaHHS HOBHX
cTpaterii i pilmleHs, AWHAMIYHE pearyBaHHA 1 BpaxyBaHHS HOBHX (DaKTOpiB,
MPUUAHATTS pilleHb B yMOBaxX HeBH3Ha4YeHocTi. HacmpaBni edekTHBHICTH
(hyHKIIOHYBaHHS CHUCTEMH y TaKHX pealisix Oyae BH3HAYATHUCh THUM, HACKLIBKH
e(eKTUBHO MEHEKMEHT IPOaHali3yBaB MOXJIMBI IUIAXH PO3BUTKY CHTyalil i
HampaioBaB e(QeKTHBHI albTepHATHBHI YNPaBIIHCBKI pilleHHS Yy pasi
HECIIPUSTIIMBOIO PO3BUTKY CHUTYyalii, TOOTO HACKIIbKM CHCTE€Ma IiJATOTOBaHA,
HAaJIAIITOBAaHA,l 3/[aTHA aJaNTyBaTHCh.

Byno po3pobneHo MeTon, sKuii 6a3yeTbCs Ha NPUHILMIN aJanTHBHOTO
MCHEDKMEHTY, 1 CIPSIMOBAHHH HA ypaxyBaHHS HOBUX JIaHUX, KPUTEPIiB Ta HABITH
MOSIBy HOBHX PH3HKIB, YTOYHIOIOYM ICHYIOWi MOJENi 3a paxyHOK ajamramii
CTpyKTypu 1 mapamerpiB [l, 2], abo oOupaTn aibTepHaTUBHHII MeTOX i
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CTBOPIOBATH HOBY MOJEJb, SIKa BPaxOBYye SK ICTOPHYHI JaHi, TaK 1 HOBI JaHi,
NOB’s3aHI 3 KPUTUYHUMH 3MiHaMH 30BHIIIHIX yMOB. lle 103BOJMUTH 3HH3UTH
PH3HKH NIPUHAHATTS MOMHIJIKOBHUX YIPaBIIHCHKUX PIlIeHb TAa HATACTH e()EeKTHBHUH
IHCTPYMEHT UISl IPUHHATTS PIlICHb B PeabHUX CHCTEMax IIpU 3MiHi 30BHINTHIX
YMOB.

AanTHBHUI MEHEUKMEHTY PH3UKIB GiHAHCOBHX cHCTEM

Pusuku ¢iHaHCOBUX CHCTEM € MO CYTi pHU3UKAMU HECHCTEMHHMH Ta B SBHOMY
BUTJISII HE BU3HAYCHUMH, MOXKYTh OYTH SIK HACIIIKOM il IHIINX PU3MKIB, TaK 1 iX
koMmOiHamiero. ToMy NpUHIMI IX OLIHIOBaHHA Ma€ JO3BOJATH He JIHIIE
BpaxoBYBaTH 3MIHY pIBHS Ta CTYNEHIO DHU3HKY CHCTEMH, a W HpPOTHO3YBaTH,
MOJICNIIOBAaTH Ta 3HWKYBaTH HOBI PU3MKH, SKi MOXYTh BHSIBUTHCH y HpoILeci
(YHKIIOHYBaHHS CHCTEMH. XapaKTepHi OCOONMBOCTI pPH3HKIB (hiHAHCOBUX
CHCTEM IIOJISITal0Th Y TOMY, III0 BOHH BHUMIPIOIOTBCSI y TPOIIOBOMY €KBIBaJEHTI,
noB’si3aHi 3  (iHAHCOBUMH TPOLECaMH, fAKI MOXXYTh 3MIHIOBaTUCH BiJ
CTalliOHAPHUX bi(o) HeCTaIllOHApHHUX, Bif TOMOCKEIACTHYHHUX bi(s)
TeTEePOCKETaCTUUHUX, CYTTEBO 3aJeaTh BiA (pIHAHCOBUX PUHKIB, EKOHOMIYHHX
CKJIaJIOBUX, MONITUYHUX PillIeHb, Ta HABITh HE MOXYTh OYTH YITKO BH3HA4YEHi i
KiacugikoBani mo rpymax [3].

IIpuHOMIT amanTHBHOTO MEHEIKMEHTY PH3HKIB IOJArae y MOXKIUBOCTI
OIIHIOBAaHHS Ta aJamnTallii PU3WKIB B Tpoleci (QYHKIIOHYBaHHS CHCTEMH 3a
paxyHOK BHKOPHMCTAaHHS aJalTUBHUX METOJIB Ta MOJeNied, YTOUYHEeHHs Kpamiol
Mozeni, ii mapaMeTpiB Ta CTPYKTYpH, 3aCTOCYBaHHs aJalTHBHHUX OLIHOK
HPOTHO3iB, BUKOPUCTAHHS MHOKMHHM KOMIUIEKCHHX KpPHUTEpiiB Ul OLIHIOBAHHS
SIKOCTI CTPYKTYpH 1 MapaMeTpiB MoJelieid, BBEJCHHS HOBHX KPHUTEPiiB OLIHKH
SKOCTIi pillIeHHs Ta 3 mepeadadeHol0 MOKIMBICTIO BBEICHHS HOBUX CTATUCTHIHHX
IaHUX. BayXIIMBOIO MOKITMBICTIO [UIS aIanTallil € 3aCTOCYBaHHSI KOMOIHOBaHUX Ta
IHTETPOBAaHUX METOMIB 1 MOJeNeH, sKi J03BOJSIOTH IOJOJATH  ICHYIOUI
0OMe)XeHHS Ul BUKOPUCTaHHS TOTO M {HIIOrO METOJY i OTPUMATH BHILI OLIHKH
SIKOCTI ITPOTHO31B MPU MOJETIOBaHHI (JiHAHCOBHUX PU3MKIB.

Konmenmiss amanrtarii Momeni sl MPOTHO3YBaHHS IUHAMIYHUX MPOIECIB
nependavae iepapXiyHUH MIXiA 10 MPOIEAYp MOJIETIOBAHHS 1 MPOTHO3YBAaHHS 3
ypaxyBaHHSIM MOXJIMBOI CTPYKTYpHOi, IapaMETPpUYHOI Ta CTATUCTHYHOI
HEBH3HAYEHOCTi, ajanTaiii MaTeMaTHYHHUX MoJeNell [0 MOXJIMBHX 3MiH Y
mpolleci HaBYaHHSA 1 TP BUKOPHUCTAHHI aJbTEPHATUBHUX METOMIB OI[IHKH
MapaMeTpiB 3 METOI0 MOJISIIIOBAHHS | MOKPALICHHS IPOrHO3HUX OLiHOK. [IpHHIMI
aIalITUBHOTO MEHEDKMEHTY PH3HKIB Iependavae peasizalilo JBOX KOHTYpiB
ajianTanii: BHyTPIIIHBOTO i 30BHILIHBOTO, 1110 3a0e3neduye JUHAMIYHE OLliHIOBAaHHS
(iHaHCOBHMX pH3MKIB B pealbHOMY 4aci depe3 HMOBIpHICHY Ta BapTiCHY
CKIIaJIoBy. BHKOpHCTaHHS BOX KOHTYpIB ajanTalii JO3BOJISIE 0Jpa3y 4acTKOBO
HOJIONATH PH3HK (OCKITBKU 3MEHIIYEThCS HEBH3HAYCHICTD, SIKa CIIPUYHHSIE TOSIBY
PM3HKIB, Yepe3 ypaxyBaHHS HOBHUX CTATUCTHYHHMX JaHHX Ta 30ypeHb), a TaKokK
CKOpEeryBaTH pillleHHS Yy BHIAAKYy, SKIIO BOHO BHSBHIOCH HEIOCTATHBO
epexkrtuBHUM. Po3pobieHa cxemMa CTPYKTypHO-NIAPaMETPUYHOI ajanTaimii €
YHIBEpcaJbHOIO 1 MoOXe OyTH 3acTOCOBaHa JUIsl aHAIi3y Ta IPOTHO3YBaHHSI
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PU3HKIB Pi3HUX THUIIB. AnpoOarlis 3alpONOHOBAaHOrO MiAX0AY 37iliCHIOBalach Ha
MONIMpeHNX ()IHAHCOBUX pPH3MKaX, 30KpeMa KPEIOWTHHUX, a TakKoX I
MIPOTHO3YBAaHHS IIiH aKIiii Ha ¢QiHAHCOBUX pHHKAX. €auHe OOMEXKEHHs, SKe
HaKJIaajgocs, MOB’s3aHe CKopimie 3 KJacoM 3aj1ad (OI[iHIOBaHHS PHU3MKIB), SKi
pPO3B’s3yBaJMCh y TpOIECi BHKOHAHHS JOCTKeHb. HeoOximHo Oyno
3a0e3MeYUTH BUKOPUCTAHHS TaKUX METOJIB, SKi JO3BOJISIOTH OTPUMATH KOPEKTHI
OLIHKH 3a (haKTOpaMHu, 10 XapaKTepU3YIOTh PU3HK: IMOBIPHICTH 1 BTpaTH.

Indopmauniiina cucreMa MiATPUMKH NPUITHATTS pillleHb HA OCHOBI MeTOAY
a/IalITHBHOT'0 MEHE’KMEHTY PU3HKIB

byno po3pobneHo iHGopMmamiiiHy cucTeMy, sKka mepeadavae MOTYKHHH
(yHKIIOHAN 1 3aCTOCYBaHHS 3HAYHOI TPYNH METOMAIB Ui JWHAMIYHOTO
OIlIHIOBAaHHS PH3HKIB, PO3POOKM IHTETPOBAaHUX MOJCICH Ta 3aCTOCYBaHHS
CIIeIiaTbHUX 3aC0O0IB IS aJaITHBHOTO MEHEDKMEHTY PHU3HUKIB.

Pozpobnena ICIIIIP mae Hagatu oco0i, mo mpuiiMae pilieHHS, MOBHUI
CHEKTp MEXaHi3MiB s MOJENIOBAHHA, OIHIOBaHHA Ta IIPOTHO3YBAaHHA
(hiHAHCOBHX PH3HKIB Ta KPUTEPIiB IJIS OLIHIOBAaHHS SKOCTI JaHHX Ta MOJENEH, 3
MOJKJIMBICTIO aJJaITHBHOTO pearyBaHHs Ul 3alI00iraHHs 1 3HIKEHHA (DiHAaHCOBHX
pPH3MKIB 3 ypaxyBaHHSIM HOBHX CBIJUeHb, JaHUX Ta BHKIUKIB Yy Ipoweci
mogemoBanHs [4]. ICIIIIP reHepye MHOXHHY albT€pPHATHB [UI1 HaJaHHSI
pekoMeHaLii 0cobi, o npuiiMae pilieHHs, Ma€ MICTUTH MHOXXUHY (QYHKLIH Ta
npouenyp A peanizanii 10CTaTHbOI HOBHOTHU pillleHb. Po3mmpeHa apxiTekrypa
6aratodyukuionansHoi ICIIIIP mpexacraBneHa B y3araJlbHEHOMY BHIJLIII Ha
Puc. 1.

Apxitektypa ICIIIIP noBomi ckmamHa, ame Moke OyTH TpencTaBieHa Y
BUTJISIII CYKYITHOCTI TIOCIHIIOBHO TIOETHAHWX MOIYNIB Ta IOJATKIB Ha OCHOBI
CHCTEMHOI METOJOJIOTi{, 30KpeMa: MOIYJb OMNpAIfOBaHHS HEBHU3HAYCHOCTEH Ta
HEMOBHOTH JaHMX Ta 3HaHb; MOJAYJb PO3POOKH CKOPHUHIOBOi KapTH SIK MipH
PH3HKY; MOAYJIb ONPANIOBAaHHS HEBH3HAUYCHOCTEH Ta HEMOBHOTH JIAHUX Ta 3HaHb;
MOAYJb PO3POOKH CKOPHHTOBOI KapTW SIK MIpH PHU3MKY; MOAYJIb JUHAMIYHOTO
OIIIHIOBaHHS (hiHAHCOBUX; MOJIYJIb OIIHIOBAHHS SKOCTI IaHHUX Ta PIllIEHb i MOIYJIb
ajanranii.

BucnoBku

3MaTHICTh CHCTEM JO0 ajanTamii MpU IMOsBI HOBUX JaHHUX, CYTTEBHUX 3MiHAX
30BHIIIHIX YMOB, BpaXyBaHHI HOBHX BHMOT, BU3HAUa€ HE JIMIIE iX CTIHKICTH IO
MOSIBM HOBHMX PHU3MKIB, a i MailOyTHE iCHYBaHHS TaKHX CHCTEM i 3[aTHICTb 1X 10
BIDKMBaHHS HAaBiTh MICJsI TPOSIBY CHUCTEMHHMX, CKOHOMIUHMX, COIL[ialbHHX,
€KOJIOTTYHHMX KPU3, THHAMIYHOTO OHOBJICHHS Ta MOu(DiKaIlii, a oTXxe i aganrartii,
0 HOBUX YMOB iX (yHKUiOHyBaHHs. [IpHHIMIT aJanTHBHOTO MEHEIKMEHTY
PU3HKIB, 3aIPOMOHOBAaHMN HA OCHOBI peaizallii aJalTUBHOTO MiIX0AY Ta METOIY
CTPYKTYpPHO-TIAPAMETPUYHOT aJanTallii MaTeMaTHYHUX MoJelel, mepenbadae
pearmizamito JBOX KOHTYpIB aJanTaiii: BHYTPINIHBOTO 1 30BHINIHBOTO, IO
3abe3neuye AUHAMIYHE OLIHIOBAHHSA (DIHAHCOBMX pH3UKIB B pEaTbHOMY dHaci
4yepe3 HMOBIPHICHY Ta BapTiCHY CKiIaaoBy. Po3poOieHa cxema CTPyKTYpHO-
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napaMeTpuyYHOi ajanTaiii € yHiBepcalbHOI 1 Moxke OyTH 3acTocoBaHa st
aHaNi3y Ta MPOTHO3YBAaHHSA PU3HUKIB PI3HMX THMIB. AnpoOaris 3arporoHOBaHOTO
MiAXoxy 3iMCHIOBaNach Ha IONIMPEeHHX (IHAHCOBHX pH3HMKaX, 30KpeMa
KPEeIUTHHX, a TAKOXK IJISI IPOTHO3YBaHHS IiH aKI[ii Ha ()iHAHCOBUX PHHKAX.

Moayai inenrndgi- Moay.ani mogemro- Moay.ni MeneRve-

wauii pusnkis BAHHA PIIKIB HTY
Pospaxynox HacI1i-
KiB i mpHilHATTA pi-
- IeHb

Moayas pospodkn
CKROPHHIOBOT KapTH(
SIK MipH PINBHKY Moayae aganrauii

V|
HocTell —
E1xenmp1anm[e
ﬁ OIIHIOBAHHA PH3HKY

Moayae onpaiio-
BAHHA HEBITZHAYe-

. R BpezeHHs HOBIIX
Moayib oHiHWBAH- L Moayib JHHAMIMHO- JAHIX, 3HAHD, KPHTe-
HA AKOCTI JAHNX Ta | | To oniHoBanHs hi- piiB TomO
pinieHs HAHCOBHX PIBNKIBR
MeToa CTPYKTYPHO-

napaMeTpHIHOT
aganTanii

Basn @ II II

lHTEpI'M‘ﬁC CHCTeMH KOPHCTYBA'Ia

CreniaticTn AHATTHEN MeHemkMeHT QiHaH-

COBOT CHCTeMIT

Puc. 1. Posmmpena ctpykrypa iHpopMamiiHOi CHCTEMH I ATPUMKH TPUIHATTS
pilieHb 1S 3a/1a9 MEHEKMEHTY (piHaHCOBHX PU3UKIB.
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One of the most significant problems of the Internet conbnectivity is
deriving from the Border Gateway Protocol (BGP) weaknesses - lack of
verification of input routing data. It leads to so known route leaks and
route hijacks. None of proposed and partially implemented upgrades and
add-on measures described in MANRS can not deliver reliable defense
against those types of attacks. That's why it is necessary to learn how to
manage risks arising from cyberattacks on global routing.

Assessing the risks of route hijack requires quantitative measurement of
the impact of an attack on the routing distortion, and therefore, the breach
of information security. In previous papers we used the knowledge of the
features of the Internet topology to find the relationship between topology
and global routing vulnerability. In this paper we offer new node metrics
for representation of both components of information security risk -
possible lossess and likelyhood of losses. First metrics we called
'significance’ and tied it to importrance of node in routes distribution, with
impact of number and weight of announced prefixes. The second metrics
we called 'trust' and it reflects likelyhood of hijacking a route on a
particular node. At the final, we demonstrate some empirical results of
how these metrices can model the effective network topology regarding to
relaxating risks of route hijack.

Keywords: The Internet, Global Routing, Route Hijack, Trust Metrics,
Cybersecurity.

Introduction

The exterior gateway protocol BGP 4 has been developed to deliver this feature,
along with policies and procedures of inter-domain routing. Developed for the
network of hundreds nodes which rely on information from each other, after
decades BGP-4 is still the same with tens thousands nodes and its crucial lack of
routing data integrity. Nowadays there are over 80000 nodes called Autonomous
Systems (ASes) interconnected in some way and thus building the
telecommunication network — the Internet [1]. Such big figure of transit nodes and
even much bigger number of links moves us from the theory of graphs to the
theory of complex networks, where the study of the general properties of
tolpology is preferred to the study of specific connections between nodes [2], [3].
This is the start point of route forges, route hijacks and other frauds with global
impact each [4].
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There are proposed proactive mechanisms such as Resource Public Key
Infrastructure (RPKI) [5]. It's part of the Internet Routing Registry system. This
service provides a collective method to allow one network to filter another
networks routes. Method begins with cryptographic signing the route origin. A
Route Origin Authorisation (ROA) is a cryptographically signed object that states
which AS is authorised to originate a certain prefix. However such techniques are
fully effective only in global deployment, and operators are reluctant to deploy
them because of the associated technical and financial costs.

In the face of the impossibility of reliable protection against damage
associated with an attack, it is necessary to learn how to manage risks arising from
cyberattacks on global routing. For this purpose we must use well-studied
topological percularities of the Internet to find methods of routing attacks
mitigation by aforehead improvement of the connections between Internet nodes.

Analysis Of Recent Research And Publications

Anti-hijack protection consists of two steps: detection and mitigation. RPKI
mechanism with route origin validation is not sufficient to fully mitigate AS
hijacking. An analysis of the mechanisms of the attack, depending on its
objectives and options for its implementation is described in detail in [6].
Detection is mainly provided by third-party services such as BGPMon. They
notify the network administrator of suspicious events related to their prefixes
based on routing information. They track worldwide routes by tracing and keep
track of route announcements in BGP. In the event of an incident, the affected
networks begin to mitigate the consequences of the event, for example by
announcing more specific prefixes to their networks or by requesting other ASs to
filter out false announcements. There are some other studies which offer
mechanisms for route attack detection such as ARTEMIS [7] and Peerlock [8].

However, due to the combination of technological and practical deployment
issues, existing reactive approaches are largely inadequate, while only few
minutes of unauthorized traffic diversion can result in heavy financial losses due
to unavailability of service or security breaches. At the same time, the response
time to incidents is slow in any case, as current practice requires the need to
manually check alerts coming from monitoring systems and third-party services.
The duration of widely known incidents ranged from several hours to months [4].

Assuming the information above, we made formal description of the Internet
routing [9] and continuing to study the relationship between topology and routing
vulnerability to obtain a method for quantifying information risk using a formal
global routing model.

Introducing the New Node Metrics

From the explanation of the hijack mechanism in [4],[6],[7], follows that forged
route leads to information risk only in two cases: (a) if it changes the route of IP
packets to malicious node; (b) if it changes final destination of IP packets. For
intruder, it is easier to manipulate the path length if the path is longer. In the long
way in the middle there are more nodes through which one can announce a forged
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route. Therefore, the probability P of interception between nodes u,v increases for
distant nodes and decreases for close ones [4],[10]: P(v,u)~d(v,u).

And also information losses increase with increasing number of affected
nodes. d(v,u) affects whether destination node u receives false of legitimate
route. So does the risk, and we reasonably assume that risk is proportional to
distance :

V|
R, ~ Y d(v,u); ueV . 1)

i=1
The expression (1) is relative quantity of route hijack risk for node v regarding
target group of network nodes V. One cannot predict whether destination node v
receives false or legitimate route since there no ways to see the BGP processes
inside v in real time. But one can make personal probability estimate. Let’s call it
“trust”. The matter of trust is probability that node v receives and uses (and further
propagates) legitimate route originated by u. The value of trust T is a ratio of
average distance between v and other nodes, and the distance between v and

particular u:

4
> d(ui)
TV
td(uv)(V]-1)
The risk depends on two components — loss and likelihood and the last one is
much similar to probability. So we got a new mertrics for Internet nodes related to
route protection.

If we express likelihood via trust, let’s express losses using number of nodes
impacted by false routes due to route hijack. The more shortest paths ﬂ(pv) go

@

s {i,uvieV su=v;u=i

through node v or prefixes originated by it, the more is impact of this node to
routes distribution. This parameter is calculatable by BGP routing tables. Let’s
call it “significance” S\ . Significance should characterize node v towards number
of IP addresses which might potentially use routes received through v. It is
impossible to know for sure, we we offer a simplified estimation based on
quantity and weight of network prefixes announced via v. By "weight" W_we
mean amount of IP addresses covered by network prefix, defined by prefix length
I(7): w,_ -2%'™. According to this, the weight of the prefix length of 24 bits
and covering 256 addresses (which is the least prefix to appear in global routing)
is 1, and, for example, weight of 16-bit prefix covering 32768 addresses is 256.

In addition, it should be noted that for each network received forged route via
v, the v also has a certain trust metric. Thus, the degree of influence of the route
received from the provider's node will have the greatest impact, because the
distance to the provider is the smallest. With taking this into account, we offer to
account each prefix 7 with relaxing coefficient (1+ 5)*1 where ¢ is a metric
distance between prefix origin and target node v. For example, prefixes originated
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directly by v will have §=0, and will be accounted with (1+¢&)"=1. Thus the
significance metrics will have this form:

SV =>w,(1+8,) =2 M5 )t @)
V4 T

where §,, is metric distance between prefix origin and node v.

Two metrics create model risk-oriented node distribution in a 3-dimentional
space (R,T,S):
R =T,'s) ®)

where R} is arisk of hijacking routes originated by u on particular node v, T," is
a trust metrics of v evaluated by u, S, is significance metrics of v evaluated by u.

And there is an integral risk RY of route hijacks through a set of Internet nodes V:
V]-1

R'= Y R’ ®)

Empirical Study: Risk Assessment and Mitigation

For experiment we processed real BGP routing tables of several autonomous
systems, and got the real node risk distributions. Here we AS8258, AS6939
(Hurricane Electrics), AS15645 (Ukrainian Internet Exchange). For each study
we found most significant nodes and measured trust to each of them from the
point of AS8258. Then, we calculated the resk of route hijack for each node
according to (5) and integral risk according to (6).

Figure 5 represents as R1 data row the nodes (AS identifiers) ordered by risk
at initial topology. The integral risk of this model is R* =1098206 .

Then we modified source routing data pretending that AS8258 has direct links
to 3 most risky nodes, recalculated metrics and risk, and received a result on
Figure 5 R2 data row .
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Fig.5. Comparison of risk for resulting topology (R2) to initial topology (R1).

The integral risk of this model is R" =950756. So, with modeling new topology
using trust metrics we have achieved the risk reduced by approximately 15%.
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Conclusion

An important step towards assessing the risk posed by attacks on global Internet
routing is to predict the impact of the attack, namely to assess the scale of the
attack (distribution routes, impact area, number of "damaged" routes). There is the
relationship between the topology of the Internet and routing vulnerability.

We formulated and proposed an approach for assessing and mitigationg risk
of route hijack using a two new metrics for Internet nodes derived from topology
learning — trust and significance. Both metrics together are two components of
information security risk related to attacks on global routing. Empirical studies
approves the hypotesis that measuring the risk opens the way for developing ways
of improvement of AS links topology towards more information security by
mitigating the possible risks of attacks on global routing.
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MOJEJIOBAHHSI CUCTEMM IH®OPMANIIAHOI BE3IEKHA TA
ABTOMATHU30BAHA OIIHKA ITHTET'PAJIBHOI AKOCTI BILIABY
KOHTPOJIIB HA ®YHKIIOHAJBHY CTIMKICTH OPT AHI3AIIIMHOL
CUCTEMH

babenko Tersina BacuniBHa, 'Hatienko I'puropiit MukonaiioBuy,
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KuiBcpkuil HaioHaIBHUHN YHIBEPCUTET
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3anponoHOBAaHO MaTeMaTHYHYy MOJENb 3ajadi BIPOBAKEHHS CHCTEMH
KOHTPOJIB. PO3IIIIHYTO MOHATTS KPUTHYHOCTI KOHTPOJIB, a TaKOX pi3Hi
acrekTH (pyHKIIOHAJIBHOT CTIMKOCTI Ta ii CIiBBiJHOIICHHS 3 HaifHICTIO,
JKUBYYICTIO, BiIMOBOCTilKicTIO. CyTTEBY yBary MpHIICHO ypaxXyBaHHIO
Ccy0’€KTHBHOI CKJIaZOBOi Yy 3aJadaX BH3HAYEHHS SKOCTI BIIPOBAIKECHHSI
KOHTPOJIIB Ta OI[HIOBAHHS 1HTErpajbHOTO TIOKa3HWKA 3aXHIIEHOCTI
iHpopMariitHol cuctemu. [IpunaineHo yBary posrisiiy 3epHHCTOCTI IPH
no0OynoBi (pYHKIIT HaNEKHOCTI HEYITKI MHOXUHI. Po3ristHyTO nipo6iemy
OLIIHIOBAHHS  IHTETrpalbHOI  SIKOCTI BIPOBAJUKEHHS KOHTPOJIB Ta
PO3B’S3aHHIO  ONTHMI3aIliifHOT 3amadi MiABHUIICHHS PIBHSA  SKOCTI
3aXHIICHOCTI iH(OpMaNiiHOT CHCTEMH.

KnawuoBi caoBa: cucrema KoOHTpomiB, iHdopmariliHa Ge3meka,
(yHKIIOHANBHA CTIMKICTh, MPUHAHATTSA pillleHb, (QYHKIIS HaIEKHOCTI
HEYiTKiil MHOXHHI.

Beryn

IlobOynoBa izeansHOT HamiHHOT cHCTEMH 3aXUCTy iH(popMarii, o 06podIsIeThCS 3
BUKOPUCTaHHSIM  iHQOpPMAaLifHO-KOMYHIKAI[IHHUX CHCTEM € IPHHIMIIOBO
HEMOJKJIMBOKO 3ajJauero. B cydacHMX yMoBax 3axomd 1 3aco0M 3axuCTy
iHpopMalil, 110 BUKOPHCTOBYIOTHCS, JO3BOJISIIOTH JIMIIE CYTTEBO 3HHU3UTH
HMOBIPHICTh HETaTUBHUX HACIHIAKIB BiJ NOPYIIEHHS OCHOBHUX BJIACTHBOCTEH
iHpopmarii abo 30MTKIB Big HHUX, aje HE AAlOTh MOXIUBOCTI YHHKHYTH iX
noBHICTIO. ToMy € CeHC po3migaTé mpolec 3a0e3ledeHHs iHpopMariitHoT
Oe3rmekn Ha JAESIKOMY NpPUHHATHOMY JUI OpraHizamii piBHI, IO BIATIOBiTa€E
peasbHO iICHYIOUHM 3arpo3aMm.

IMocTanoBKka 3agaui

Hexaif mo0OynoBaHO cucTeMy ynpaBiliHHs iHpOpMaLiitHOW Ge3neKoro, Ui SKOi,
BIIMOBITHO 10 «kpamiol npakTukm» [1-3], BU3HAUEHO Ta BIPOBAIKEHO CHCTEMY
KOHTPOJTiB. MHOXMHY iH/IEKCiB KOHTPOIIB OyaemMo mo3Hauatu i€l = {1,..., n} .

IIpn poMy KOXEH KOHTPOJb XapaKTepPH3y€eThCsl piBHEM HOTO BIPOBAKEHHS
y cucremy @j,1 € | , Ta sxicTio #oro 3acrocyBauss 4u pobacrrocti by,iel .
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Hexaii Binomi Takox, oIiHeHi a00 BU3HAUEHI €KCIIEPTHO, B3a€MO3B SI3KU MIXK
KOHTPOISIMH Vij, 1, j € |, sIKi XapaKTepu3yrOTh PiBCHb BILIMBY KOHTPOIIO 8 Jdel,

Ha KOHTpOIb aj, j €l .

3agaya MOJSrae y MOJCTIOBaHHI XapaKTePUCTUK CHUCTEMH YHPABIiHHI
iHpopmariitHoo Oesnekoro (CYIB), sika CTBOPIOETBCS, a TaKOX apudpMeTu3amii
(meTpu3arii, oudpoBLi) IKOCTI KOHTPOJIB Ta BU3HAYCHHI iHTErPaJIbHOI OL[IHKU
piBHs1 3axumieHocTi iHpopmanii. KiHIIEBOIO METOI Takoro MOICIIOBAaHHS €
3abe3nedyeHHs (DYHKIIOHAIBHOI cTilikocTi cuctemu [4]. Jlns 3amadi 3a6e3medeHHs
iHpopMariifHOro 3axucTy (YHKIIOHAIbHA CTIMKICTH CHCTEMH IIOJISITaE Y
BU3HAYEHHI Takoi KOH}irypamnii KOHTPOJIIB Ta y BUOOPI TAKOT'O TPAHUIHOTO PiBHS
SIKOCT1 KOHTPOJIIB, sIKi TO3BOJIAIOTH 3a0€3MEYUTH JIOMYCTHUMHUIT PIBEHBb 3aXHUCTY.

MareMaTH4YHA MOAeIb

MHOXHHY KOHTPOJIB Ta B3a€EMO3B’S3KIB MDK HHMH OyAeMO MOJETIOBATH
rpadamu ab0 MaTPHUISIMUA CyMIXHOCTI UM iHI[UJICHTHOCTI. 3a3HAYMMO, 1110 PiBEHb
BIPOBA/UKEHHSI KOHTPOJIIO MOXKE XapaKTepH3yBaTHCS MACSKHUMH TUCKPETHUMH
3HAUCHHSIMU: OabHUMH OI[IHKaMHM, BepOaJIbHIMH BHpPa3aMH, KJIaCTEePH30BaHUMHU
MOKa3HUKaMH TOIIO. A SKiCTh KOHTPOJIIO € (D)YHKIIOHAJIBHO 3aJISKHOIO BiJ PiBHS
HOTo BIIPOBA/KEHHS 1 BUPAXAETHCS ISSKOIO 3a]aHOI0 UM BU3HAYEHOIO EMITiPUYHO

dyrxuiero — B ananiTiaHOMY 60 TaGmiaHOMY BupakenHi by = f (a)iel .

Ha ocHOBi aHaii3y KOHTpOJIB, 32 JONMOMOTOIO 3aly4eHHsS TPYIH EKCIIEpPTiB,
MOJKHa o0y ayBaTH rpad B3a€MO3B’S3KIB KOHTPOJIB, SKHH y 3araJbHOMY BHTJISAI
€ GararomonbHuM. BepurinHamu rpada € KOHTPOJi 3 MHOKHHOIO iHAgekciB iel ,
KOXKEH 3 SKMX XapaKTepH3YEThCs PIBHEM BIPOBA/UKEHHS KOHTPOJIO y CHCTEMY
aj,i el , taskicrio pynkuionysanns by,i € | . B3aeMo3B’13KH MiXk KOHTPOJISIMH €

JIyramu rpada vij,i, jel .V pasi BiAcyTHOCTI Qyrd MK IEAKAMU BEpUIMHAMH
rpada, skuil OyayeTses, T06T0 3:Vjj =0,i,j el , BIMB KOHTPOJIO 3 iHAEKCOM
i,i el , Ha KOHTpOMB 3 iHAEKCOM |, j € | , BinCyTHIH.

Bynemo BBaxkatu, 1o Ha MOYaTKOBOMY eTarmi MozentoBaHHs Ta omiHkd CYIb

. . 0
BHU3HAUCHO, I1[0 PiBEHb BIPOBAIKCHHS KOHTPOIIB y CUCTeMy ckiazae & ,i€l , a

AKicTh (DYHKI[IOHYBaHHS KOXKHOTO 3 HMUX BH3HAUCHAa YW BUMIpsAHA SK bo,i el.

MojenroBaHHSI MOXKJIMBHX CTaHiB CHCTEMH IOJISITa€ y TOMY, IO TiIOTETHYHO abo
MPAKTUYHO 3MIHIOIOTHCS TOYATKOBI PiBHI BIPOBAHKEHHS NESKUX KOHTPOJNIB 1,
BIAMOBIJHO 1O BBEACHHWX EBPHCTHK, BH3HAYAETHCS, SKMM YHHOM I 3MiHH
BIUIMHYTh HA SIKiCTh (DYHKIIOHYBaHHS B3a€MOIIOB’SI3aHUX 3 HUMH KOHTPOIIB Ta
CVIb B minomy.

[Ipu 1pOMy piBEHb BIUIUBY MK KOHTPOJISIMH BHPQKA€THCS Y 3BOPOTHOMY
3B’A3Ky: IIel 3B’A30K MOXKe OyTH NMO3UTHBHMM a00 HeraTWBHUM. [lo3uTHBHMIA

o + o5 : ;
3BOPOTHUH 3B’SI30K Vij 1, ] €l , monsrae y Tomy, 110 y pasi JOCSIKHOCTI BEpLIMHU
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iel rpapa, maBite mpu BigcyrHocti komtpomo 8 =0,iel, cucremoro
3a0e3neqyeTbest JesKHil piBeHb sIKOcTi y wiif Beprumui, To6to by >0,iel.

Konkperne uuncinoBe 3HAa4YeHHS pIiBHS SKOCTI KOHTPOJIO y IIbOMY BHOAIKY
BU3HAYAEThCSH CKCIIEPTHUM LUIIXOM, EKCIICPUMEHTaJIbHO, EeMIIPHYHO UM

CTaTHCTHYHO. PiBeHb HEraTHBHOTO 3BOPOTHOTO 3B SI3KY Vﬁ’i’ j €| mpu 3HmKeHH]

. tt-1: .
piBHS KOHTpONIO & <8 —,1 €l , TArHe 3a cO60I0 3HMKEHHS AKOCTI KOHTPOJIIO HE
TIJBKH IIi€1 BEPIIHHU bit < t_l,i €|, ane i MOB’sI3aHUX 3 HEIO BEpUIMH Tpada:

btj < btjfl,Vj 1y > 0,i, j el , ne t—rakr ominku sikocti cucremu: t=0,12,....

OuiHoBaHHS iHTErpajbHOI0 PiBHA KOHTPOJIIO

Ha cporoaHi icHye rpyma MOKa3HHUKIB, SIKi 3aCTOCOBYIOTHCSI ISl BH3HAYCHHS
3arajJbHOTO CTaHy 3axHWOICHOCTi cucTeMd. OnHIEI0 3 MOMMPEHUX 33734
EKCIIEPTHOTO OLIHIOBAHHS € BHOIp Yy 3a37ajierins GpikcoBaHOMY KJaci BiIHOIICHb
JIESKOTO  pPe3yJNbTYIOUOro  (TPyNoBOTO,  KOJIEKTUBHOTO,  KOMIIPOMICHOTO)
BigHOmIeHHs . [Ipy 1bOMYy Ha OCHOBI KUIBKOX CYyHNEPEWwIMBHX IIOKA3HHKIB
3IIHCHIOETBCS. «3rOpTaHHS» (arperyBaHHs, IHTErpyBaHHsS, y3aralbHEHHS TOILO)
MOKAa3HMKIB y NESKUi €IUHUH iHTerpalbHUi moka3HuK. [1oOyayBaTé 3ropTKy
(y3aranpHeHHH, arperyriouuii, iHTETpalbHHUN, IHTETPATUBHHUH KPHUTEPiH SKOCTI
00'ekTa) — 1€ 03HAYa€ JOMOBHUTH YAaCTKOBHI MOPSIOK HA MHOXKHHI 00 €KTIiB 110
noBHoro. s mpouemypa Moxke OyTu 3xilicHeHa OaratbMa cmocobamu 1 3
HEOOXI/THICTIO BKIFOUAE EIEMEHT Cy0 €KTUBHOCTI.

Ha mepmomy erami excrepTé OyAyloTh MOJENb 1I€allbHOI CHUCTEMH
Konmponio, sKa BIINOBinae craaapty [5], y Buriai rpada 3 HOPMAaTHBHHMH
BEpIIMHAMH Ta yraMH, MOJIEJb SIKOTO OMUCAHO BHUIIE.

Ha npyromy erami excrmept abo rpyma eKCHepTiB, sIKi 3AiHCHIOIOTH ayauT
peanbHOl CHUCTEMH KOHTPOJIB 1 BCTAaHOBNIOIOTH 4YH OIL[HIOIOTH HAasBHICTb
KOHTPOJIIB, PiBEHb iXHBHOTO BIPOBA/KCHHS y CHCTEMi 1 HAMOBHIOIOTH 3MICTOM
rpad, skmii momemoe peansHy CVYIB. Ilpm mpoMy MOXYTh BpaxoBYBaTHCS
Koe(ili€HTH BIMHOCHOI KOMIETEHTHOCTI ekcrepTiB [6] Tomo. Ha ocHOBI
EKCIIePTHO BHU3HAYCHUX YW OOYHCIEHUX 32 1HIIOK METOIUKOI0 PiBHIB KOHTPOJIB

aj,i €l , 3 ypaxyBaHHAM CHCTEMH, siKa BiAIOBIfAE CTaHAAPTY [5], BU3HAYAIOTHCS
3ayiexHi Bix wiei iHpopmarii piBHi skocti GpyHKIioHyBaHHs KoHTpouiB: by,iel .

Ha tperpomy erari, 3a y4yacTi eKCIIepTiB, 3A1HCHIOETHCS KIIacTEpU3allisl piBHIB
sxocTi QpyakiionyBanHs CYIB s noOynoBu iHTerpanbHOi GyHKIIT HAEXKHOCTI,
sIKa BiOOpa)xxye pO3MOAUICHHS SKOCTI KOHTPONIIB 32 PIBHSAMH SKOCTi 1 CTBOPIOE
(YHKIIIO HAJIGXKHOCTI HAa OCHOBI BpaXyBaHHS YaCTOTHOCTI 3HAa4€Hb. [HTerpasbHe
3HAUEHHS PIBHS SKOCTI BIPOB3KEHHS CHCTEMH KOHTPOJIB, K€ CBIIYHTH IPO
CTYMiHb QYHKI[IOHAIBHOT CTIHKOCTI cHCTEMHU, MOXe OyTH 004HCIIeHE, HAPUKIIAJ,
3a METOJUKOIO, pO3pOOJICHOIO aBTOpamu [7].
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Jlis BU3HA4YCHHS IHTErpajbHOI OLIHKK OyIyeEMO MAaTpPUII0 YacTOT Pi3HHX
PiBHIB AKOCTI BUKOHAHHA (QyHKIi V :(Vij ), i=1..100, j<n. Koxen psmok

1€l MaTpuLi BigoOpaskye OL[iHEHUH piBeHb SKOCTI BUKOHaHHS (yHKuil Big 0% 1o
100%, a CTOBITYHMK — KIIBKICTh (DYHKIIIH 3 3a3HAYCHUM PIBHEM SKOCTI BUKOHAHHS.

Jlnst BH3HA4YGHHs IHTETPAbHOTO PIBHS SIKOCTI (DYHKIIIOHYBaHHS CKJIAQIHOT
CHCTEMH 3HIHCHIOEThCS KiacuQikanito GyHKIH 3a piBHEM SKOCTI Ta IIOBHOTH iX
BukoHaHHA. [licis mporo OymyeTbest (pyHKINSI HaJeKHOCTI HEUITKIH MHOXXHHI
3HAYCHb IHTETPATBHOT KOCTI BIPOBaKCHHS KOHTPOIIB [7, 8].

InterpanbHy OLIHKY SIKOCTI (YHKI[IOHYBaHHS cHUCTeMd iH(OpMaIiiHOT
Oesmekn OyZeMo BH3HAYATH 3a IOMOMOTOI0 aTUTHBHOTO KpHTepito. [Ipu mpomy
3aCTOCOBYEMO III€ HU3KY €BPUCTHK, SIKi JO3BOJIIIOTH OOTPYHTYBATH aJIeKBaTHICTh
00YHCIIEHHS €TUHOTO IHTETPAIBHOTO 3HAYCHHS KPUTEPIIO0.

SIkicTh QyHKIIOHYBaHHS cHCTEMH iH(pOpManiiiHoi Ge3leKy 3HAYHOI0 MIpOIo
3aJKUTh BiJ] SKOCTI (DYHKLIOHYBaHHS €JIEMEHTIB CHCTEMH. Bu3HaueHHsS
IHTErpalbHOTO PIBHS SKOCTI ()YHKLIOHYBaHHS CKJIQIHOI CIaOKOCTPYKTYpPOBAaHOI
CHCTEMH Ha OCHOBI aHaJi3y B3a€MO3aMIiHHOCTI 11 MiJICHCTEM Ta BU3HAYCHHS
ONTUMATPHUX BapiaHTIB MiABUINEHHS SIKOCTI BUKOHaHHA (yHKUiH moTpedye
CTBOPEHHS BiJIIOBITHOI MATEMAaTHIHOI MOZETI.

Onrumizauis iHTerpaabHOI AKOCTI 3aXUCTY CHCTEMU

Jnst miABUIEHHs 3araibHOro (pe3yibTyIOdoro, iHTErpalibHOTO, arperoBaHoro,
IHTErpaTHBHOI'0) PIiBHS SKOCTI BIIPOBA/PKEHHS CHCTEMH KOHTPOJIB eKCIepT abo
rpyna eKCrepTiB MPOMOHYIOTh BapiaHTH MOJIMIIEHHS SKOCTI CHCTEMH IUIIXOM
MiJBUIICHHS PIiBHS BIPOBA/KCHHS JACAKAX KOHTPOJIB Ta OIlIHKH BapTOCTi
BIIPOBA/KCHHS BUIOTO PiBHS OKpEMHX KOHTpOIIB. Lle moB’s13aH0 3 0OMeKeHUME
pecypcaMu, sIKi OpraHizamis MO)Ke BHIUIMTH Ha MiIBUINEHHS SKOCTI CHCTEMH
yIpaBIiHHA iHPOPMAIIIHHOIO OE3MEKOI0.

3agaga BUOOPY KOMIIPOMICHOTO BapiaHTy 3a0e3NeueHHs SKiCHOTO KOHTPOJIIO
€ OaraToacnekTHOIO NpobieMoro i Moxke OyTH (opmarizoBaHa y Kiaci 3amay
OaraTokpuTepiasbHOT ONTHMI3alii abo NUIAXOM 3aCTOCYBaHHs imel CHCTEeMHOT
ontumizauii [9]. CucremHa onTuMmizamiss Juis  3amadi  1MOOYZOBH MOZENI
iH(opMaliifHOi Ge3meKH Tmosirac y BU3Ha4eHHs 0c00010, sika MpUiiMae pilieHHs,
JOITyCTAMOTO PIBHS 3aXHCTy Ta y ONTHMI3allii JIMIIE THX KOHTPOJNIB, SKi €
KPUTHYHHUMH I 3a0e3MeueHHs] PiBHS 3aXHCTy CHCTeMH B minomy. Ilpu mpomy
CNiJ 3BaXaTd, O[O0 BHU3HAYCHHS HANpsAMIB Ta BHUOIp BapiaHTIB omTHMI3amii
IHTETpabHOTO piBHA iH(OpMamiiHOi Oe3meKH OpraHi3alifHOT CHCTEMH €
OaraTokpuTepiaibHOIO  3a7adeto. Kpim  3abe3medeHHs  OaXaHOTO — piBHA
BIPOBA/DKEHHS KOHTPOJIIB MPAKTUYHO KOXKHA OpTaHi3allisi Mae 3Ba)kaTH, 30KpeMa,
Ha cBO1 (hiHAHCOBI MOKITUBOCTI.

VY 3B’S13Ky 3 OOYMCIIOBANBHOIO CKJAQIHICTIO 3a7adi HpsiMOro mepedopy
BapiaHTIB ONTHUMi3alii CHCTEMH KOHTPOIIB, €KCIEPTH MOXKYTh 3aIlpOIIOHYBATH
ONM3BKO DECSTH TAaKUX BapiaHTIB MOJNIMIIEHHS SKOCTI.

Ha ocHOBI 3amponoHOBaHHX €KCHEepTaMH BapiaHTIB MiABUIICHHS pPiBHSA
BIIPOBA/DKEHHS OKPEMHX IOJATKOBHX KOHTPOJIB 3IIHCHIOETBCS HEpepaxyHOK
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HOBHX CTaHIiB cucTeMH. TOOTO pO3B’sA3yeTbcs ONTHUMI3alliiiHA OBOKpHTEpiliHA
3aaya o0 MiBUINCHHS IHTETPATBbHOI SKOCTI CHCTEMHU 3aXUCTY Ta MiHiMi3aril
BapTOCTI MOJIMIIEHHS CTaHy OKPEMUX KOHTPOJIIB.

BucHoBku

3amponoHOBaHO MOJIENb OLIHKU 1HTErpajbHOI SKOCTI CHCTEMHU YHPaBIIiHHA
iHpOpMaILiiiHOI0 0e3MeKO0 Ta HNUIIXH IIECIIPSIMOBAHOTO TOJIMIIEHHS AKOCTI 11
¢yukuionyBanns. HaBexmeHa wMogens Moxke OyTH amanToBaHa [0 mMOTped
KOHKPETHOI OpraHizamii, a TaKo)X 3aCTOCOBaHA y IHIIMX NMPEAMETHHX 00IacTAX.
Mogens € BIIKPHTOIO O YAOCKOHAJICHHS i JIETKO MOXKe OyTH Opi€HTOBaHa Ha
OIlepyBaHHS 3 HEYITKUMH JTaHUMHU.
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Considering the uncertainty of the parameters affecting the conditions for
the normal functioning of the territory of the state, it is proposed to create
an effective information and analytical subsystem to manage the processes
of prevention and elimination of emergencies when integrated into the
existing civil protection system vertically from the object to the state
levels, various functional elements of the territorial monitoring system
situations and systems of situational centers. In conditions of uncertainty
of the input information for experts of the system of situational centers,
there is a methodology for substantiating optimal anti-crisis solutions to
provide an appropriate level of life safety of the state in emergency
situations of various nature.

Keywords: information uncertainty, civil protection system, emergency
monitoring system, situational centers system, decision support.

Introduction

The creation of an effective information and analytical subsystem for managing
the processes of preventing and eliminating emergency situations is proposed to
be comprehensively included in the civil protection system vertically from the
object to the state levels of various functional elements of the territorial subsystem
for monitoring emergency situations and the components of the subsystem of
situational centers, which are rigidly interconnected in informational and
executive levels to make appropriate anti-crisis decisions when solving various
functional tasks of monitoring, prevention and elimination of emergencies of
natural, man-made, social and military nature [1].

One of the urgent directions of creating an information-analytical subsystem
to manage the processes of prevention and elimination of emergencies in the civil
protection system is the development of a justification methodology, in conditions
of uncertainty of the input information for experts of the system of situational
centers, optimal anti-crisis solutions to provide an appropriate level of safety of
the state in emergency situations, situations of natural, technogenic, social and
military nature.
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Unresolved issues

An obligatory stage in the functioning of the system of situational centers is
decision making. At the same time, not only incorrect, but also ineffective
decisions lead to losses or irrational use of financial, time, labor, energy and other
resources when managing the processes of prevention and elimination of
emergency situations. In this regard, the problem of developing a scientifically
grounded methodology to make effective decisions is one of the urgent scientific
problems.

In these conditions, it is extremely important to develop formal, normative
methods and models for a comprehensive solution to the problem of decision-
making in conditions of multi-criteria and uncertainty.

In this direction, main, fundamental results were obtained [2-11], however, the
only solution to the problem is far from completion and the continuation of
research in this direction is undoubtedly relevant both in theoretical and applied
aspects for the development of a justification methodology, in conditions of
uncertainty in the input information for experts of the system of situational
centers, optimal anti-crisis solutions to provide the necessary level of life of the
state in emergency situations of natural, man-made, social and military nature.

Main part

The purpose of this study is to develop the scientific and technical foundations for
creating an information-analytical subsystem to manage the processes of
preventing and localizing the consequences of emergencies of the civil protection
system by developing a methodology for substantiating optimal anti-crisis
solutions to provide an appropriate level of safety of the state life in emergency
situations of various character, in conditions of uncertainty of input information
for experts of the system of situational centers.

The situational center operating in the civil protection system shall, in
accordance with the data in Fig. 1, provide: 1) analysis of the information received
from the monitoring subsystem; 2) modeling the development of emergency
situations on the territory of the city, region, state; 3) development and adoption of
managerial decisions to prevent and eliminate emergencies, as well as to minimize
their consequences.

The functioning of the scheme shown in fig. 1 in the conditions of
completeness of the input information and the presence of one partial criterion for
assessing the set of feasible decisions does not present difficulties in
substantiating optimal anti-crisis solutions. On the other hand, modern problem
situations are characterized by incompleteness of knowledge (uncertainty) of the
input data and multiplying particular evaluation criteria.

Thus, the traditional approach, based on the decomposition of the problem
into two conditionally independent tasks — in-criterial optimization in
deterministic, that is, without considering uncertainty, setting and making a
decision under uncertainty for a scalar objective function in modern conditions,
does not meet the requirements of practice by accuracy and efficiency.
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This is due to the fact that the problem of multicriteria optimization is
incorrect, since it allows one to determine the solution only up to the area of
compromise solutions, and its regularization for determining a single solution,
based on the calculation of a generalized multivariate scalar estimate, is based on
poorly structured, subjective expert assessments, the determination of which leads
to large errors.

On the other hand, methods of decision-making in conditions of uncertainty
on a scalar estimate and the expected effect, without considering its multicriteria,
are also inadequate. Therefore, there is a need to develop a methodology for
comprehensive solutions to the problem of decision-making, considering the
multi-criteria and incomplete uncertainty of the original data.
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Fig. 1. Functional scheme for substantiating optimal anti-crisis solutions to ensure
an appropriate level of life safety of the state in emergencies of a different nature,
in conditions of uncertainty of initial information for experts of the system of
situational centers of the civil protection system.

In general, the admissible set of solutions contains subsets of consistent X S
and contradictory (compromise) X C solutions. A feature of the latter is the
impossibility of improving any particular criterion k;(x), jzﬂwithout
deteriorating the quality of at least one particular criterion. In this case, by

definition, an effective solution X~ necessarily belongs to the area of compromise.
This means that the problem of multiobjective optimization

X" =arg extr <k;(x) >, Vj =1n, 1)

has no solution, i.e. is incorrect according to Adamar, since in the general case it
does not provide the definition of the only optimal solution from the set of

compromises xC.

Thus, the problem of multiobjective optimization arises. The main idea of the
methods for solving a multicriteria decision-making problem (MDMP) is to
develop a certain regularizing procedure that allows choosing a single solution
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from the area of compromises XC. There are two possible approaches to the
implementation of such a task: heuristic, when the decision-maker (DM) makes a
choice based on their experience, and formal, based on some formal rules
(compromise schemes).

Conclusion

1. It is shown that the basis of the civil protection system shall be a classical
control loop, providing: collection, processing and analysis of information;
modeling of the development of the situation at the object of management and the
development of emergency situations on the territory of the city, region, state;
development and two-overthrow of managerial decisions to prevent and eliminate
emergencies, as well as to minimize their consequences; implementation of
decisions on prevention and elimination of emergency situations, as well as
minimization of their consequences.

2. It is proposed to create an effective information and analytical sub-system
for managing the processes of prevention and elimination of emergencies by
integrated inclusion in the existing civil protection system vertically, from the
object to the state levels, of various functional elements of the territorial system
for monitoring emergency situations and components of the system of situational
centers, rigidly connected among themselves at the information and executive
levels for making appropriate anti-crash decisions, for solving various functional
tasks of monitoring, preventing and eliminating emergencies of a natural, man-
made, social and military nature.

3. It has been determined that the functioning of the civil protection system,
and the information and analytical subsystem for managing the processes of
handling and liquidating emergencies (which consists of functional elements of
the territorial system for monitoring emergencies and the system of situational
centers) is visible, takes place in conditions of probabilistic dynamics of the level
dangers of vital functions of the country's regions. This dynamics is due to the
uncertainty of the parameters affecting the conditions of normal functioning of the
territory of Ukraine. In this regard, the problem arises of making optimal anti-
crisis decisions in conditions of uncertainty regarding the provision of an
appropriate level of safety for the life of the state.

It is shown that the procedure for making managerial decisions is complicated
by the fact that the necessary conditions for the effectiveness of decisions are their
timeliness, completeness and optimality. Therefore, an increase in the efficiency
of decisions made is associated with the need to solve the problem of multi-
criteria optimization in conditions of uncertainty, which requires the development
of formal, normative methods and models for a comprehensive solution to the
problem of decision-making in conditions of multi-criteria and uncertainty when
managing the processes of prevention and elimination of emergency situations to
provide effective functioning protection system.

4. In order to solve the problem of multicriteria optimization in conditions of
uncertainty, in this study, firstly, methods for obtaining input information about
the advantages of a decision-maker are formalized, based on both the traditional
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heuristic procedures of expert evaluation, and on their formal methods of
comparator identification. It is shown that regardless of the method of obtaining
the input information and the form of its presentation, the most adequate is the
interval assessment of the preferences of the decision-maker. Secondly, it is
synthesized a model of a multicriteria scalar assessment of the usefulness of the
assumed alternative solutions.
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In this publication, we explore the possibilities for solving the natural
language processing task of automated question answering for multiple
languages, including Ukrainian and English. We discuss the differences
between Ukrainian and English in terms of the number of datasets
available. Also, we discuss the ways of compiling new data sets, including
parsing school handbooks and various tests with known correct answers.
Finally, we take a look at transfer learning as a method which allows us to
reduce the need in the task-specific data by focusing our attention on
training models for more general and simpler NLP tasks, and reusing the
resulting models for more complicated tasks, such as automated question
answering.

Keywords: Natural Language Processing, Question Answering, Data
Mining, Ukrainian Language, Transfer Learning.

Introduction

Natural language processing (NLP) is a segment of machine learning which works
with human language. NLP works with many tasks. The most common of them
are:

e Machine tagging — generating keywords based on a text.

e Text summarization — generating a short summary of a longer text with the
purpose of preserving essential meaning of the original.

e Machine translation — translating text in one language into another language.

¢ Dialog, including question answering — generating responses to questions of a
human. In case of a dialog, the task implies preservation of context between
several question-answer or command-answer interactions.

e Named entity recognition — classification of entities referenced by a proper
noun, such as a person’s name, name of a company, title of a book, etc.

e Sentiment analysis — assessment of the emotion of a person who authored a
text fragment. For example, used to identify positive and negative reviews of a
certain product or service.

Tasks such as machine tagging, text summarization, question answering, and
sentiment analysis are grouped into the category of reading comprehension tasks
— those which emulate human understanding of a text.

This publication concentrates on reading comprehension tasks, and, in particular,

question answering.

Methods for tackling reading comprehension tasks vary in complexity greatly.
Tasks such as sentiment analysis may be approached with algorithms as primitive
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as naive Bayes [1]. At the same time, text summarization and question answering
require much more sophisticated approaches.

A dominant machine learning model architecture which is used for complex
reading comprehension tasks is called a transformer [2]. Transformer architecture
uses the encoder-decoder approach, which means that the neural network encodes
the input text into a vector of high dimensionality and then produces the output
based on the encoded representation of the input.

Noticeable examples of models built on the transformer architecture are
BERT (Bidirectional Encoder Representations from Transformers) [3] and its
derivative models, such as RoBERTa (Robustly Optimized BERT Pretraining
Approach) [4], mBERT (Multilingual BERT) [5], and ALBERT (A Lite BERT)
[6]. BERT, along with its optimizations, is designed to be appended with extra
output layers which allow the model to solve multiple tasks, such as question
answering. The initial task, however, is one of filling masks — substituting gaps
in a text with the probable skipped words.

Other noticeable examples of transformers are the models of the GPT
(Generative pre-trained transformer) family, GPT-2 [7] and GPT-3 [8]. Unlike
BERT, GPT outputs a sequence of words, one by one. Each generated word is
added to the initial input, so that the words following it are semantically and
grammatically bound to it. GPT models, especially GPT-2 and GPT-3 are
designed to work with large numbers of parameters, up to 1.5 billion for GPT-2
17 billion for GPT-3 [7, 8].

Challenges for QA systems in Ukrainian language

Many of the NLP tasks listed in section 1 face similar problems. First and
foremost, NLP models are capable of many things, but those things cannot match
human understanding. A model is trained to see patterns in text, but it cannot
genuinely comprehend the meaning of the text.

This problem edges into the field of philosophy and the definition of done on
solving it is not clear.

However, more solvable, practical problems are:

4. Multilingual processing without a form of translation or with translation which
does not impair original meaning of the text. Any form of translation, human
or machine, often takes some specifics of the underlying text intention. Even
more so with machine translation, which, as mentioned, cannot truly
understand the input text.

5. Multi-document reasoning. A person may read several documents (snippets of
text) in a day. For the person, the thoughts laid out in those documents may
intertwine and form a coherent picture of the domain. For a machine,
connecting the documents into a single “world view”, is a non-trivial exercise.

6. Data collection. For many languages, such as English, data collection is not
complicated. There is plenty of English datasets for NLP, such as SQUAD [9],
WikiQA [10], SearchQA [11]. However, when it comes to other languages,
especially those with less native speakers, the problem becomes harder. Some
datasets do collect data for multiple languages. Many models, such as mBERT
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[5], use datasets based on Wikipedia articles. Such datasets often compile a
certain number of Wikipedias with the most articles [12].

SOTA for Ukrainian language processing

While many multilingual language models, such as mBERT [5], support
Ukrainian, some models may show less performance on Ukrainian compared to
English. Standalone models trained for Ukrainian specifically exist. One of them
is ROBERTa trained on a Ukrainian dataset [13].

However, dedicated labeled datasets for Ukrainian are harder to come by. One
such dataset, or rather a collection of datasets, are compiled by the is the lang-uk
researched community [14]. These datasets are targeted for the word embedding
and named entity recognition tasks.

Among the recent works, there are a few developments in Ukrainian NLP in
general. One of them is the work in modeling Ukrainian language [15], that is,
describing its structure formally for processing goals. Another noteworthy paper
presents a corpus of Ukrainian text of different genres, annotated by with regard
to the region or diaspora of origin [16]. Yet another paper presents a corpus of
Ukrainian and other languages targeting multilingual learning [17]. Finally,
another paper explores opportunities of fine-tuning BERT [3] on machine-
translated data [18].

Goal

At the current time, we are planning on training an ensemble of models
specifically targeting the question answering task in multiple languages. The goal
is to deliver a model configuration which would overperform existing generic
models in multilingual question answering, particularly in Ukrainian and English.

This task requires a two-stage approach:

1. Collecting a question-answer dataset in the target languages.

2. Constructing an ensemble of models and training and fine-tuning them.

English, a one of our target languages, is a sufficient language. There are
many datasets designed for the question answering task for English. Some of them
are SQUAD [9], WikiQA [10], SearchQA [11], DeepMind Q&A [19], MS Macro
QA [20], etc. These datasets have a similar structure. Each entry is a question and
an answer or a number of acceptable answers, sometimes accompanied by context
— a text snippet which contains the answer to the question. However, Ukrainian,
on the other hand, is a much less studies language. There are currently no big
public datasets for Ukrainian built for the question answering task. This gap is the
reason motivating us to pursue the stated task.

Methods of collecting data

Collecting text data for NLP can be approached by two means. First is manual
labor — a group of human assistants who produce the data by creating question-
answer pairs from a given text corpus. Such an approach required financing and
project management currently unavailable to us.
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The second approach is mining datasets from already existing sources. This
approach required much less financing and is highly automatable.

For us, sources for creating existing data are the Ukrainian traffic rules and
driving exam questions, school handbooks in literature, independent and
government tests in Ukrainian and foreign literature, etc. Each of these sources
separately provide scarce data, however, combined, they may account for a
sufficiently big dataset, which could allow us to fine-tune models trained on more
simple tasks in Ukrainian, such as mask filling, for the question answering task —
an approach known as transfer learning.

Metrics and benchmarks

A standard metric for NLP tasks is known as the F-score [21]. F-score requires the
model output while training to be binary. For this reason, the models output while
training can be boiled down to the answer to the question, “Is the provided answer
correct for the stated question?”. The F-score measures the ratio between the
number of true positive answers and the sum of the number of true positive and
half of the number of false answers:
tp

fi= tp5(Fp+fn) @
here tp — number of true positive answers, fp — number of false positive
answers, fn — number of false negative answers.

We will use F-score for training the model and evaluating its efficiency.

Also, for evaluating the model against other models, we will use a number of
benchmarks — fixed tasks and datasets designed specifically for stacking up NLP
models one against another. Such benchmarks are SuperGLUE [22] — for general
reading comprehension tasks, BLEU [23] — evaluation of multilingual models,
and XTREME [24] — reading comprehension tasks on multilingual data.

Results

For the purpose of evaluating existing models for processing Ukrainian, we have
constructed a small dataset for the mask filling task. The dataset amounts to
around 30 statements taken from the Ukrainian Constitution and other laws. All
the statements have a common structure. Each of them is a definition of a term. To
evaluate mask filling performance of different models, we’ve replaced a key noun
from the definition, that is the noun which is the closest semantically to the term
being defined.

On that dataset, we’ve run two models, mBERT [5] and RoBERTa trained on
Ukrainian [13]. The results showed that, although mBERT did a fine job finding a
fitting grammatically noun, RoBERTa overperformed it by the factor of 2, with a
recall rate of 27.6% for mBERT, and 55.2% for RoOBERTa. Also, an important
difference in the output of the models is the tokenization step. RoBERTa is
capable of merging neighboring tokens, creating an opportunity to “hint” the
model on which the ending of the word should be.
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It is important to note that, although underperforming, mBERT was capable of
recalling some words which ROBERTa was not. This gives us hope in compiling
these models into an ensemble in order to gain yet better performance.

Conclusion

The field of NLP is reach and still largely unexplored when it comes to
multilingual models and non-English language processing in general. Although
there is some work done for Ukrainian language, it most certainly can be
improved. With the automatic question answering task in mind, we are seeking to
expand the capabilities of the state of art NLP algorithms in Ukrainian an English
alike by both combining already trained models and training new models.
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31 3pOCTaHHSAM 1 9YacTHM YCKIAJHEHHSIM 3arpo3 KibepOesmekw, crae
OUEBHIHHUM, IO OJHHUM 13 HalBaXUIMBIIUX pecypciB Ais OOpPOTHOM 3
KibepaTakaMu € 0OpOOJICHHS BETUKOTO OOCATY IaHHX Y Kibepcepe oBHIi.
s 0O6po0OieHHsT BeMYE3HO1 KUTBKOCTI JaHUX Ta IJISl MPUHAHSATTS PillICHb
moctae moTrpeba y aBToMaTH3alii 3amad IMOIIYKy, BimOopy Ta
intepnperanii Bemmkux JlaHuxX Ui BUpIMIEHHS ONEpaTHBHUX 3aaad
iHpopmariitnoi Oe3meku. OJHAK TPAJMIINAHI TEXHOJOTI] aHATITHKH
Benukux JlaHux MarTh OOMEXKEHI MOXKIHMBOCTI i MOTPEOYIOTH HOBOTO
HiIXOQy — 3aCTOCYBaHHS 3HAaHb ISl KEPYBaHHS JKUTTEBUM IMKIOM
Benukux JlaHuX. AHaNiTHKa BENMKUX JaHUX JONOBHEHA CEMAHTHYHHMHU
TEXHOJIOT1IMH, MOYK€E TOKPAILIUTH KiOep3axucT, Ta T03BOJSIE OOPOOIATH i
iHTepIpeTyBaTH BeiHKi oOcsaru iHdopmanii B kibepcepemoBumi. [lis
aHaMi3y MeTajaHuX Benukux J[aHMX aBTOPH INPOIOHYIOTH IMONEPEIHIO
00poOKy MeTamaHWX Ha piBHI CEMaHTHUKHU. JleTanbHUI OmMHC 3HaHb PO
noMmeH iHdopmariiiHOT Oe3nmekn Mae iepapXiuHy CTPYKTypy, sKa
CKJIQIA€ThCsl 3 JEKiIbKoX piBHIB. g moOynoBm Tesaypycy 3amadi
3alpONOHOBAHO  BHKOPHMCTAaTH  CTAaHAApTH  BIAKPHUTI  iH(opMalliiHi
pecypcH, CIOBHUKH, eHuukionenii. PospoOka iepapxii oHrooriit
(hopmarizye B3a€MO3B'SI3KM MiX €JIeMEHTaMH JaHuX, SIKi B MaHOyTHbOMY
OyAyTb BUKOPHCTaHI Ul MAIIMHHOTO HABYAHHS Ta AJITOPUTMIB IITYYHOTO
IHTETIeKTy IUIS ajanTamii 00 3MiH y CepelNOBHINi, IO Yy CBOIO Yepry
MiABUMINATh €(QEKTHUBHICTh AaHANITHKM BEJIHKHX JAaHUX JUIS JOMEHY
KibepOe3nexH.

KimiouoBi cjioBa: AHamiTHKa BENMKUX NaHHX, [H(bopMmariiiiHa Oesmeka,
Ki6Gep6esneka, Onronoris, Tezaypyc, Hectpykryposani naHi, MeranaHi.

Beryn

Benuki [lani croromHi e()eKTHBHO BHKOPUCTOBYIOTH IUIA NMPHHHSATTS DIlllCHb B
cucremMax iH(popMamifHOro 3axucTy Ta KibepOesmeku. AHamiThka Benmmkux
JaHnx nae 3Mory TpuiiMaTH OiTbII OOTPYHTOBaHI pillleHHs, 3a0e3nedyBaTH
perjiaMeHTOBaHE BHKOHAHHS Ta PEKOMEHJAlil ISl YJOCKOHAJCHHS IOJITHK,
HACTAaHOB, MpOLEAYP, IHCTPYMEHTIB Ta iHIIMX AaCMEeKTiB MEPEXHHUX IPOIECIB.
3acTocyBaHHSI METOJIB CEMAHTHMYHOTO MOJCTIOBAaHHS B aHaNiTULI Benmkux
Jannx HeoOXinHa Juist BiOOpY Ta IO€IHAHHS I'€TEPOreHHHX JUKepen Benmkux
Janux, posmi3HaBaHHs 3aKOHOMIPHOCTEH MEpe)KHUX aTak Ta iHIINX Kibep3arpos,
II0 Ma€ Biff0OyBaTHCS IIBUIKO JUIS 3alIPOBAIKEHHS IpoTHIii [1].
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Poab Metananux aas intepnperanii Besmmkux Janux

Ananitika Bemnkux [lanux y indopmaniiigiit 6e3neni notpedye st BUPIMICHHS
TIOCTABJICHNX 3aJ1a4 30BHIMIHIX O0kiB Benukux Janux. Ii maHi BUKOPUCTOBYIOTH
3 METOIO IIPOTHO3YBAHHS Ta 3yIUHKH KibepaTak. [TonepempkeHHs aTak Ta po3Biaka
IIO/I0 3arpo3 CTAlOTh BAXIMBHMHM JUIsl yOe3redeHHs iHGOpMaIiifHIX CHCTEM Ta
TEXHOJIOTIH.

s toro, mo6 Habip AaHUX MOXKHA OyJ0 BBaKAaTH BEIUKUMH IAaHUMH, BiH
MOBUHEH BOJIOJITH OJHI€I0 a00 AEKITbKOMa TaKUMH XapaKTepHCTHKaM: 00’eM;
MIBUIKICTh; PI3HOMAHITTS; IOCTOBIpHICTh; WiHHICTE [2]. O0’eMm — me oOcsr
Ha0OpIB JaHUX, TOOTO KITBKICTh TAHHX, III0 TEHEPYETHCS; MBUIKICTh (IIBUIKICTH
(dopMyBaHHS Ta NepeldaBaHHS JaHHWX) OXOIUIIOE CTPYKTYpY, IOBEAIHKY Ta
MEepecTaHOBKK HAOOpIB JaHWX; pI3HOMAHITTS (THI CTPYKTYpOBaHHX Ta
HECTPYKTYPOBAaHHX  [JaHMX) OXOIUIIOE IHCTPYMEHTH Ta  METOAH,  SKi
BHKOPUCTOBYIOTh JJsI OOpOOJNEHHA 3HAYHHX a00 CKIagHUX HaOOpiB JaHUX.
JIOCTOBIpHICTh CTOCYEThCS SKOCTI a00 TOYHOCTI [JaHHX, IO MOXE CTaTh
MIPUYHHOIO OOpOONEHHS MaHUX A YCYHEHHS NOMHJIOK 1 mrymiB. LliHHICTB
BHU3HAYAIOTh, SIK KOPUCHICTh JAaHUX 1 BOHA IHTYiTHBHO MOB'sI3aHA 3 JTOCTOBIPHICTIO,
TOMY IO YMM BHIIA TOYHICTH JAHUX, THM OUTbIIA IX KOPHUCHICTB.

Meranani 1 Benukux [lanux € 610KaMu JaHHX, SIK (i3UYHO NPUETHAHUMHA
JI0 BEIIMKHX JaHUX, TaK 1 3HAXOJUTUCh 30BHIIIHBO Bixg Bemukux Jlanux. Lli
MeTaJaHi HaJaloTh iHQOpMALi0 NPO XapaKTEPUCTHKH Ta CTPYKTypy HabopiB
Bemukux Jlannx: Ha3Ba; MOXOJPKEHHS AaHMX, iHGOpPMALs IOJ0 JKepeia TaHuX;
okeperno; terd XML i3 3a3HayeHHSM aBTOpa Ta JaTH CTBOPEHHS JIOKYMEHTA,
aTpuOyTH, IO BKAa3YIOTh Ha po3Mip i GpopMaryBaHHS, KOHTPOJb 3arajibHOI CyMU;
KIUTBKICTh 3aIlUCiB HA0OPY JaHUX; PO3AUIbHA 3[ATHICTH 300pakeHHs; Opi¢ ommc
JaHux Toulo [3, 4].

OTmxe, BUHUKAE HEOOXIMHICTh CEMaHTHYHOIO aHaNi3y MeTaJaHuX Bemmkux
JlaHux Ha OCHOBI pO3pOOJIEHHsI METOAIB aHanizy npupoaHoMoBHUX (IIM) TekcTiB
MeTaJlaHuX 3 BUKOPHUCTAaHHAM oHTOJIoTiT Bennkux Jlanux, sika Gpopmanizye 3HaHHS
Ta OCOONMBOCTI JIOMEHY i Ja€ 3MOTY JUIi CEMaHTHYHOIO OOpOOJEHHS IpH
HEOOXiJHOCTI IHIINX eJIEMEHTIB METaIaHUX BEIMKHX JaHHX.

Ownrosoriunuii anaji3 s ingopmauiiinoi 6e3nexn

Ha cporoHi icHye BeNWKy KUTBKICTh OHTOJOTIH ISt iHPOpMAIiifHOT Oe3reku, o
BiTOOpaKaIOTh Pi3HI OKpEMi aCIEeKTH i€l MPeaMeTHOT 00JIacTi.

Jnst Bimbopy Ta iHTepmperanii 30BHIIIHIX OJOKiB Benukux maHnx
BUKOPUCTOBYIOTh OHTOJIOTiIO 3ajadi, sKy HeoOXigHO BupimuTH Yy cdepi
kibepOesnmexku. [HdopmaniiiHa cucrema KibepOe3nekn MICTHTh i€papXidHy
CTPYKTYpY B3a€MOIIOB’SI3aHUX OHTOJIOTIM: OHTOJIOTiS JOMEHY, OHTOJIOTis
Benukux Jlanux ta oHromnoris 3amadi. Jns Bubopy OnokiB Bemmkmx JlaHmx
OHTOJIOTIA 3ajadi MOXe OyTH 3aMiHEHa Ha Te3aypyc 3ajadi, KU Moxe OyTH
no0ya0BaHUH KOPUCTYBaueM Bpy4YHy ab0 CTBOPEHHMT aBTOMAaTHYHO.

Jiis moOynoBu onTtonorii Bemukux JlaHux HEOOXiTHO BUIUIATH Habip KIiaciB
Ta Habip ek3eMIuLIpiB KiaciB. Tako) MOUINGHO BUAUINTH BiJHOLICHHS MiX
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eK3eMIUIIpaMH aTpuOyTiB Ta iX 3HaYeHHAMH. {11 OmuCy OHTOJIOTIH BeNMMKUX
JTAHUX BUKOPHUCTAHO TaKy (GopManbHy MOJETb:

Ogp =<C,R,I,D;,A> (1)
sIKa MICTUTb TaKi €IEMEHTH:

C =C; uC,, — cykymnicts koHuentiB oxronorii, fe C. Habip kiacis, C,
Halip eK3eMIULIPIB KIacy;

R=cr, u{ori}uorie u{drj}u dl’er — CYKYIHICTh BIHOIICHb MK
€IIEMEHTH OHTOJOTII, e Cly, — iepapXivHi BiHOIIEHHA MiX KJIacaMM OHTOJIOTIi;
{or} — HabGip BmactuBoCTel 00’€KTa, IO BCTAHOBNIOITH BIXHOLUEHHS MiX
€K3eMILIIpaMu KiaciB; Of,, — iepapXidHi BiiHOLIEHHs MiX Off KJIaciB OHTOIOTII;

{dr;} - nabip BracruBoCTEHl NaHMX, MO BCTAHOBIIOIOTH BiJHOLIEHHS Mixk

eK3eMILTApaMy KiaciB Ta 3HadenHamu 3 D, ; dr,, — iepapxiuni BiHOIEHHs Mix
BJIACTHBOCTSAMH LIUX €K3EMILULIPIB KIIaCiB OHTOJIOTT;

I ={lc Ulp} - Habip xapakTepucTHK, sKi MOKHA BHKOPHCTOBYBATH UL
JIOTIYHOTO BUBEJCHHS HaJl OHTOJIOTIEI0;

D, — Habip TumiB DaHMX 1A 3HAYCHD drj KJIaciB OHTOJIOTTII;

A — CyKyITHICTb ITPaBHUII.

Teszaypyc 3aadi € OKpEMHM BHIIAJKOM OHTOJIOTIT MPEAMETHOT 00JI1aCTi, STKHUit
MICTHTB JIMIIIE OHTOJIOTIUHI TEPMIHH, ajie He OIKHCYE CEMAaHTHKY B3a€MO3B’SI3KiB
MK HUMH 3 MeToro aHanizy [IM-TekcTiB. BiH Moke aBTOMaTHYHO reHepyBaTUCs 3
OHTOJIOTT TpeAMETHOT 001acTi Ta ommcy 3axadi Ha [IM [6].

B Tesaypyc 3ajadi A1 KOHLENTIB Ta BigHOIEeHb BBOAWThcA Bara W , sxa
BKa3y€ Ha CTYMiHb 3HAYUMOCTI TOTO YW IHIIOTO KOHIIENTY YH BiJHOIICHHS, IO
MiBUIIYE SKICTH 00poOmeHHs Mopenmi. dopmanbHa MOZENb Te3aypyca Mae
BUTJIS:

T=<C,R;,Inf > 2
ne C; c C — kinueswuit HaGip Tepminis; i Ry € R — kiHnesnii Habip BigHOMICHD
Mix 1uMu Tepminamu, Inf — nomatkosa indopmartis mpo TepMinK (HanpHKIaz,

Bara).
Tesaypyc 3amaui Mae TPOCTINIYy CTPYKTYpPY, OCKUTBKH BiH HE OXOILTIOE
OHTOJIOTIYHI BiTHOIIEHHS 1 JJIs1 KOXKHOTO MTOHATTS Ma€ JOAATKOBY iH(opMaIriro sk

Barn W, €W, i =1,_n . Toni dbopmansHa Mozenb Te3aypyca 3ajadyi BU3HAYA€ETHCS
SK CYKYNHICTb yNOPSAKOBAHUX Tap Tiag =< (G € Ci, W eW), I, Inf > 3
nomatkoBoro indopmamicro B Inf  momo mkepena onromorii. Anropurm
reHepyBaHHs Te3aypycy st IHPc Mae Taki ocHOBHI etanu:

1) ®opmysanns  Docs ={doc; },i =:L_n , mouyarkoBoro Habopy DOCS i3

TEKCTOBUX JIOKYMEHTIB dOCi nos's3aHux 3 IHPc, me xoxeH mOKyMeHT dOCi 3
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nabopy Docs wmae koediunient Baru W , mo 103BoJIsIe BU3HAYUTH BaXKIMBICTH
€JIEMEHTIB IOKYMEHTa 1Jis Te3aypyca [HPc.
2)  ®opmysauns cnosuuka IuPc D(doc;) ams xoxwmoro doC;, skmit

MICTUTB YCi cJIOBa, IO 3ycTpidaroTbesa B AokymeHTi. Tomi ciopuk Dpge

n
dopmyetses sk cyma D(doc;): Dpggs = U D(doc;) .
i=1

3) Tenepysanns Te3aypyci [uPc T, , K npoexiii Habopy OHTONOTIYHNX

res '
noustth C Ha MHOXUHY Dpges. Tres € C . Lleit kpok 0OpoOieHHs CripsIMOBaHUIM

Ha BHJAJICHHS TEPMiHIB 3 IHIIUX HEIIKaBUX I KOPHCTyBaya JOMEHIB Ta CTOM-
ciiB. OcHOBHa npoOJieMa Ha IIOMY €Talli MOJsIrae y CeMaHTHUYHOMY BiJHOIICHHI

¢parmentis TIM i3 T, 3 monsTrsamu Muoxurn C owrosorii gomeny Opgp . i

res
MO)KHa BHPINIMTH JIIHTBICTHYHHMHM METOJAMH, IO BHUKOPUCTOBYIOTH JIEKCHYHI
6a3u 3HaHb 11 KoxkHOT [IM, 110 BUXOIUTH 3a paMKH 1€l po6oTH. KoxkHe cioBo 3
Te3aypycy HCOOXIHO TMOB'A3yBaTd 3 OJHUM 13 OHTOJIOTIYHUX TEPMiHIB. Y
BUIAJKy KOJIHM BiJHOIIEHb Opakye, CIIOBO PO3MIAIOTH SIK CTOI-CIOBO 00
€JIEMEHT ITO3HAYCHHS, Y TAKOMY Pa3i Horo Tpeda BigXHINTH.

BucnoBku

IlepcnekTuBn aBTOMaTH3amii CTBOPEHHS Te3aypyciB Ha OCHOBI OHTOJOTIH
3aj]ekaTb Bi JIOCTYITHOCTI BIATOBIIHMX OHTOJIOTIH JOMEHIB Ta 1o0pe
CTPYKTYpOBaHuX, Hajiiinnx IHPc, mo XapakTepusyroTe HOTpeOM Ta iHTEpecH
kopucTyBadiB B iHpopmarii. Tomy Mu Moxxemo 3HaiTh IHPc, ne Taki mapamerpu
YiTKO BHU3Ha4eHi i MOXyTb OyTH 00poOneHi 0Oe3 IOAaTKOBOI MONepeTHbOT
00poOku. Cemantnuni Wiki, ge B3a€MO3B'I30K MK MOHATTAMH Ta iX
XapaKTepUCTUKAMKM BH3HAYAIOTh 3a JONMOMOTOK CEMAaHTHYHHX BIIACTHBOCTEH,
BIJINIOBiAAalOTh TAKAM YMOBaM.
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DEFINITION THE LIST OF THREATS OF SECURITY OF WEB
SYSTEMS AND APPLICATIONS AT THE DEVELOPMENT STAGE

Denys Saveliev
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Sciences of Ukraine, Kyiv, Ukraine
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The report describes the process of forming a model of cybersecurity
threats of web systems, the list of threats of which based on the
recommendations and experience of reputable organizations in the world
and Ukraine. The list of web security threats based on the main
recommendations for ensuring system security during design and
development, in particular, Open Web Application Security Project
(OWASP) recommendations for web-based software developers and
recommendations of the Ukrainian State Center for Computer Incident
Response CERT-UA on web resource security used for administrators.

Current recommendations for ensuring the security of the web systems
and applications development process are given. A list of types of threats
that may arise due to non-compliance with the recommendations has been
formed. Types of threats are classified based on the stages of system
development, as proposed by the non-profit organization The Web
Application Security Consortium (WASC) within the WASC Threat
Classification project, and is called "Representation of the development
phase” - design, implementation and implementation. For each of these
types of threats, the possible consequences of their implementation are
identified according to the main aspects of information security - violation
of confidentiality, integrity and availability of information.

The concept of risk is defined as a combination of the concepts of the
probability of occurrence of an undesirable event in the system and the
criticality (consequence, impact or severity) of an undesirable event in the
event of its occurrence. There are generally accepted levels of criticality
of threats, which may vary depending on the specifics of the assessed
system, and the levels of probability of threats. The combination of
criticality and probability leads to a single value of the risk index, which
allows determining the priority of threats to risk management. The risk
index is presented in the form of a matrix, where the intersection of levels
of criticality and probability of threat realization gives a specific
numerical assessment (index) of the threat. The index in turn determines
the levels of priority of risks. Obtaining results with a high priority index
indicates the need for unambiguous redesign to eliminate or reduce the
likelihood of such threats and/or the level of criticality according to the
allowable range.

Keywords: Cybersecurity, Threat, Risk, Web, Software, Development,
Analysis, Risk index, Software engineering.
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The list of threats

Threats to the security of the software system are caused by intentional or
unintentional actions of attackers, non-compliance with measures to ensure the
security of the system by developers, actions of system users (including
administrators and moderators), which can have serious negative consequences.

The detailed description of the process of building a threat model and its main
components is given in the article [1] using a list of types of cybersecurity threats,
the implementation of which is possible at critical information infrastructure in the
field of nuclear energy.

Further formation of the list of security threats to web systems based on the
article [2], which contains the main recommendations for ensuring the security of
the system during design and development. The basics are the recommendations
of the non-profit organization Open Web Application Security Project (OWASP)
for web-based software developers who want to maintain an up-to-date level of
protection for their products. The recommendations are presented in the form of
10 points that should be considered when creating web applications to avoid
potential vulnerabilities in the code [3]. For completeness of the list, the
recommendations of the Ukrainian State Computer Response Center CERT-UA
on web resource security for administrators are used [4]:

— compliance with current safety requirements;
— use secure frameworks and libraries;

— software update management;

— ensuring secure access to data;

— encryption and data security;

— check input data;

— digital identity protection;

— access control;

— comprehensive information protection;

— monitoring and maintenance of security logs;
— correct handling of errors and exceptions;

— periodically check directories on the web resource server;
— avoid vulnerable web server configurations;
— separation of web applications.

Based on the above recommendations, we can identify a list of types of
threats that may arise due to non-compliance, that shows in Table 1.

Implementing web system security threats can have the following
consequences:

— violation of information confidentiality;
— violation of the integrity of information;
— violation of information availability.

To classify these threats at the stage of web system development, you can use
the stages of the software development life cycle. This classification was proposed
by the non-profit organization WASC (The Web Application Security
Consortium), which was previously actively involved in the development and
promotion of application security standards, in the WASC Threat Classification
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project, and is called "Presentation of the development phase”. It is offered the
distribution of the types of threats by three phases of development - design,
implementation and implementation [5].

Table 1 lists the current types of threats, the possible consequences of their
implementation and the development phase in which the shortcomings that cause
the threat are allowed.

Table 1. List of threats and possible consequences of their implementation

Possible
Development
consequences of the hase
threat P
5
B2>|% G o c =
. £ > S
Possible type of threat sSs| 52| 5= = = £
B | B5| 82| 2| = £
cs|2g|2g| | 8| 2
= 2 2
> "g >= | > § o £
[S)
Negative impact on
software from development - + + + + -
tools
Malicious bookmarks in the + + N i . ]
code
Abuse of functionality + - - + - -
Use of components with + + . N . .
known vulnerabilities
Injections + + + - + -
Cross-site scripting + + + - + -
E_xecutlon of commands not + + . N . ]
provided by the system
Authentication violation + + + + + -
In_terceptlon of HTTP + ) i . . ]
cookies
Unauthorized access + + N N . .
control
Use of sensitive data + + + + + +
Access server files via URL + + + - + +
Network traffic analysis + - - + + +
Network scanning + + + - - +
Implementing .the wrong + + + i .
route / network object
Ir)suf_flment journaling and + + N . . .
monitoring
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Information leakage + + + + + +
Dangerous deserialization + + + - + -
Denial of service - + + - + +
Splitting HTTP requests + + + - + -
External XML objects + + - - T T
Security errors + + + - - +
_ Inde>_<|ng web server + + + ) +
directories
Impact due to
vulnerabilities in other web
+ + + - - +
resources hosted on the same
server
Risk levels

Technical standard NASA-GB-8719.13 “NASA Software Safety Guidebook” [6]

defines risk as a combination of:

— the probability (quantitative or qualitative) that an undesirable event will occur
in the program or system, such as a security breach, security compromise, or
system component failure;

— the consequence, impact or severity of the adverse event, if any.

According to this definition, to fully determine the types of risks of a project
or program, it is necessary to determine a set of levels of "seriousness" of the
threat - its criticality. It is worth using generally accepted organizational
definitions, if any, and acceptable. Having a common definition comes in handy
when members of a development team assess systemic and programmatic threats,
consequences, and management tools.

The combination of criticality and probability leads to a single value of the
security risk index, which will determine the priority of threats and manage risks.
The most likely and critical threats require clear control in the analysis and
development process, while unlikely or non-critical threats may receive little or no
attention, except for existing effective design, development and implementation
practices used by the project team.

Conclusion

Determining the list of security threats to the developed system is one of the
key stages of the risk assessment process, the quality of which in turn ensures the
effectiveness of security analysis and risk control.

Current recommendations for ensuring the security of the web systems and
applications development process are given. The list of actual types of threats is
determined, proceeding from non-fulfillment of the given recommendations and
consequences of their realization. For each type of threat, the phase of the project
development life cycle is determined, during which the security analysis requires
threat control.
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METOAUKA BUOKPEMJIEHHSA KJIIOYOBUX CJIIB I
CJOBOCIIOJIYUYEHD TA IOBYAOBU HAITPABJIEHUX 3BAYXKEHUX
MEPEK TEPMIHIB 13 3ACTYBAHHSM PART-OF-SPEECH TAGGING

JI.B. Jane [0000-00033%45-1178] (3 (3 JTyprppenico [0000-0001-8501-5313]
[ctutyT npoGnem peectpanii iHpopmarii HAH Ykpainu, Kuis, Yipaina
dwlande@gmail.com, dmytrenko.o@gmail.com

VY wiit poboTi 3anpONOHOBAaHUN HOBHH METOJA BHOKPEMJICHHS KIIFOYOBHX
CJIIB 1 CIIOBOCIIOYYCHb 3 TEMaTHUHHUX iH(OPMAIifHAX ITOTOKIB T4 HOBUH
METO/] BCTAHOBJICHHS HANPSIMKIB 3B’SI3KiB MiX By3JIaMH Y HEHAIIPaBJICHUX
Mepexax TepMiHiB i3 3aCTOCYBaHHIM OLTBII IIUPOKOi 0OPOOKHU MPUPOTHOT
MOBH, 10 0Oa3yerbcsi Ha po36uTTi Ha wactuHu MoBH (Part-of-speech
tagging). IIpencraBieHo ie€l0 BCTAHOBICHHS BaroBUX 3HAYEHb 3B’SI3KiB
MDK By3JlaMH y HampaBleHI Mepexi TepMiHiB. Takoxk MpeacraBieHa
LiTiICHA METOJHMKAa KOMII'IOTEpHOI OOpOOKH TEKCTOBHUX KOPITYCiB Ta
MoOYZOBH HANpaBlCHUX 3BAKEHUX MEPEX TEPMiHIB (KIIOYOBHX CIIB Ta
CIIOBOCIIONIY4€Hb), BUOKPEMJIEHUX 32 JOIIOMOTOI0 TIOIIEPEAHBOTO IIPOLECY
ki1acugikamii CJIiB 3a YaCTHHAMU MOBH Ta BIJIOBITHAM MapKyBaHHSIM —
Part-of-Speech tagging, Ta momagbUIOr0 CTATHCTHYHOIO 3BAXKYBAaHHS.
Anpo0ariio 3arporoHOBaHOI METOJMKK OyiIo HpPOBEICHO Ha MPHKIAmi
aJeropu4Hoi moBicTi-ka3ku “Manenpknit npunn” (anra. “The Little
Prince”) Anryana ne Cent-Ex3tomepi. 3acTOCOBYIOUH 3aripONOHOBAHHN
MeTo/ OyJ0 BHOKPEMIICHO KIIFOUOBI TEPMiHM Ta MOOYIOBAHO HAINpaBlCHY
3BaKEHY MEPEXKY 31 CIIB Ta CIOBOCHOIYUYECHb, SIKi BiAMOBIAAIOTH OKPEMUM
KJIFOUYOBHM IMOHATTSAM Y JOCIIZPKYBaHOMY TBODI.

KuiouoBi ciioBa: TekcToBHI KOpIryc, 00po6Ka npupoaHboi MoBH, Part-0f-
speech (PoS) tagging, TepMiHOJIOTiYHA OHTOJIOTIS, MEPEXkKa TCPMiHIB.

ITocTanoBka npodieMu

Ll crarTs mnpHCBAYEHAa BHUPILIEHHIO aKTyaJlbHOTO HAyKOBO-NPAKTHYHOTO
3aBIaHHS, IO CTOCYEThCS KOHIENTyawi3amii Ta momameimoi ¢opmamizamii y
BHTJISI/II MEPEKi TEPMiHIB HECTPYKTYPOBAaHUX TEKCTOBUX JIAHHX, IO MICTITHCS Y
TEMaTUYHUX 1H(QOpMaIiHHIX MOTOKaX PO3MOAICHUX B Mepexi [HTepHeT.
BpaxoByroun Toii ¢akt, mo OaraTo 3ajay, IO BHHUKAIOTH IIiJ] 9ac PoOOTH 3
TEeKCTOBUMH  iHQOpPMAliiHMMH  TOTOKAaMH, JIeKAaTh Ha MEPeTHHI  Mix
MaTeMaTHYHHMH HayKaMH Ta JIHTBICTHKOIO, TO 1€ BiJKPUBAE IIHPOKi
MOXJIMBOCTI JUIsl 3aCTOCYBaHHS IOTY)XHOTO MaTeMaTHYHOTO amapary Ta
JHTBICTHYHOI TEOPii.

MerToro 11i€l poGOTH € 3aIPONOHYBAaTH HOBUI METOJ| BU3HAUCHHS HANPSMKIB
3B’S3KIB MXK By3JIaMU HEHAIIPABJICHOI MEpPEXi, TOOYIOBAaHOT 13 KIIFOYOBUX CIIiB Ta
CIIOBOCIIOJIy4€Hb ~ TEMAaTHYHOIO  TEKCTOBOTO  MacuBy, 1100  OynyBartu
TEPMIHOJIOTIYHI OHTOJIOTI] Y BHUTJISMI HANpaBICHUX MEPEX TEPMiHIB Ui TOTO,
mo0 y NOoJanbIIOMy POOUTH KOHCTPYKTHBHI BHCHOBKHM IIOJIO MEPEKeBOi
CTPYKTYpH Ta ii mapamMeTpiB, Ta Ha OCHOBI LLOTO MpUitMaTH e()EKTUBHI PiLlICHHS Y
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BIIMIOBIIHO PO3TIIHYTUX MPOOJEMHUX MPEIMETHUX Tally3siX, 3 IKHMU 3MiCTOBHO
OB’ s13aHi TEKCTH.

MeTtoanka

IloOynoBa HampaBieHOi Mepexi TEpMIHIB 3HIHCHIOETBCS B MeXax KOKHOTO
OKpEMOT'0 pedeHHSI TEKCTOBOTO KOPITYCY.

VYV wmiif poOOTI 17 aBTOMAaTUYHOTO PO3OUTTS HAa TOKEHH Ta PO3MIUyBaHHS
TEKCTY ¥ MPUCBOEHHS TETiB KO)KHOMY CJIOBY 3aCTOCOBYIOTHCS BIATIOBIIHO OKpeMi
¢ynkuii “word_tokenize” Ta “pos_tag” cmemianizoBaHOi HaAOYZOBH — MOMYJIS
NLTK (Natural Language Toolkit), 1o po3pobieHuii Ha MOBI IPOTrpaMyBaHHS
Python [1].

Takox y miff poOOTI OKpIM CTaHAAPTHUX HAOOPIB CTOI-CIIB, IO JTOCTYIIHI 3a
nocwiaHHsaMH [2], [3] mpomoHyeThCsS BUKOPHUCTOBYBAaTH CIIMCOK CTOI-CIIB, IO
copMOBaHMIi eKCIIepTaMH B MeXKax JOCIIDKyBaHOT IIpeAMETHOT raysi.

3amponoHOBaHUK y Wili pPoOOTI METOA BH3HAYEHHS KIIOUOBHX CIIB Ta
CIIOBOCTIOJTyYEeHb, a TaKOXX HANpSAMKIB 3B’S3KiB 0a3ye€Tbcsi Ha BHUKOPUCTaHHI
pe3ynbTaTiB OTPIMAHHX 33 JOIOMOTOIO Ipoliecy Kiacupikarii ciiB 3a YaCTHHAME
MOBHM Ta BIAMOBIAHUM MapKyBaHHsIM — po3MidyBaHHs dactuH MmoBu (Part-of-
Speech tagging) [4]. Buxonsauu i3 NpakTHYHKUX JOCIIKEHB [ 1] MOXHA MOMITHTH,
1110 HAHOLTBII BYXKMBAHIMH WICHAMH PEUeHHs y aHTIIiChKiit MoBi € aptukii (DT —
determiner), imennuku (NN — sing or mass noun, NNS - plural noun),
3aiimennukn (PR — personal pronoun), miecmosa (VB — verb base form),
oszunauenns (JJ — adjectives) ta npuciiBuuku (RB — adverb). 3aranom kimodoBumu
CIIOBaMU SIBJISIFOTHCSI OKpEMi iIMEHHUKH, IO 3a3BUYail CTOCYIOTBCS JIIOJEH, MICIIb,
pedeil 4M KOHIENTiB, Ta IMCHHUKH y Tapi 3 O3HAYCHHSMH — CIIOBOCIIONyYCHHS
Buay “JJ NN”. Takox B 1iif poOOTi BBaKa€THCS, II0 BaKIMBUMH MOXYTh OyTH
cioBocrionrydeHHst BuAy “NN; NN,”, “JJ; 33,7, “JJ; 3 NN, “JJ; 3, NN; NN,”.
Xoua aprukni, npuitmennuku (IN — preposition), cronyunuku (CC — conjunction,
coordinating), okpeMi Ii€ciIoBa, MPUCITIBHUKA Ta 3aiiIMEHHHUKH SIBISIOTHCS CTOII-
CJIOBAaMH, NpoTe ciioBocnonydeHns Buay “VVi to VV,” “NN; IN/CC NN,”, “JJ;
IN/CC JJ,”, “JJ NNj IN/CC NN,”, “JJ; IN/CC JJ, NN, “JJ; JJ, NN; IN/CC
NN,”, “JJ; IN/CC JJ, NN; IN/CC NN,” moxyts Oyt kmodoBumu. Ilicms
(opMyBaHHS BUILCHA3BAaHUX TEPMIHIB Ta YIOPSIKYBaHHS 1X Y HEBHOMY HOPSIKY
(popMyeThCs TOCTIIOBHICTD, € CIOBOCIOIYYCHHS 3 OUIBIIOI KiJBKICTIO CIiB
PO3TALIOBYIOTBCS TI€pe]] CIIOBOCTIONYYCHHSIMH Ta CIOBaMH, SKi € iX YacTHHOI)
3MICHIOETBCSL  BUAQJICHHS  ONUHWUYHHMX  CTON-CIIiB  (OKpEeMHX  apTHKIIB,
NPUHMEHHHUKIB, CIIOJYYHHKIB, ISSIKUX Ai€CIIB, IPUCIIBHUKIB Ta 3aiiMEHHUKIB).

Jlami 3a gomomororo rTio0aimpHOi wactotn Tepmina — GTF [5], mio
BM3HAYAETHCSl BIMHOIICHHSM 3arajbHOl KITBKOCTI TMOSBM TepMiHA Y BCIX
JOKYMEHTaxX KOPIYCY [0 3arajbHOi KiIbKOCTI TEPMIHIB y TOKyMEHTax KOpIyCY,
3IIHCHIOETHCS CTATHCTUYHE 3Ba)KyBaHHs CIIIB Ta CIIOBOCIIONYYEHb, L0 BXOJATh Y
c(hopMOBaHy Ha MOMEPEAHFOMY €Talli TIOCITiI0BHICTb.

JUJIs KOXKHOTO CJIOBa y MOPSAKY HOro 3ycTpiuaHHs y TeKCTi GpopMyeThes Tak
3BaHUH KOpTexk. KOXKeH eneMeHT KOPTEeXy CKIANaeThCsl 3 TPhOX 3HAUCHB: IepIle
— TepMiH (coBO ab0 CIIOBOCIIONYYEHHS); HACTYIIHE — TET, SIKHH MPHCBOIOETHCA
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CJIOBY B 3aJISKHOCTI BiJf HOTO MPUHAJIEKHOCTI O MEBHOI YaCTUHHU MOBH; OCTaHHIH

eJIEMEHT Takoro Habopy — unciose 3HaueHHs GTF. Baxmso 3a3naunth, mo GTF

OOYHCIIOETECST 3 ypaxyBaHHSIM JBOX IIONEPEIHIX 3Ha4eHb — cJoBa abo

CJIOBOCIIOJTyYEHHSI Ta YaCTHHH MOBH, IO SIKOI BOHO HaJeXuTh. KiNBKICTH Takmx

OJHAKOBUX KOPTEXKIB Y BChOMY TEKCTi, [0 HOpPMOBaHa Ha 3arajbHy KUIBKICTh

c(hOpMOBaHUX TEPMiHIB, 1 BU3HAUAE 3HAUCHHS TPETHOTO EIEMEHTA.

Ha nacTynmHOMY KpoLli IPOIIOHY€EThCA BU3HAYMTH HEHANPABJICHI 3B’ SI3KM MIX
TepMiHAMU y TEKCTi. sl JOCATHEHHS Li€l METH 3aCTOCYBYETBHCS aJlTOPUTM rpada
TOPU30HTANBHOT BUIMMOCTI st 4dacoBux psaniB (Horizontal Visibility Graph
algorithm — HVG) [6]. YacoBuM psaoM y HaIIOMy BHNAAKy € MOCITiZOBHICTH
gucnoBux 3HaueHb GTF, mo chopmoBaHa Ha momepeaHLOMY eTami. lmes
aIrOpUTMY TIONATa€ y TOMY, IO JBa By3/H 1j Ta ij, sKi BiAMOBiNAIOTH €leMEHTaM
9acoBOTo PsAMY X; i Xj, 3HAXOAATHCA Y FOPU3OHTAIBHINA BUAMMOCTI TOII # TiMbKK
TOZI, KOIHM Xx < Min(X;; X;) s BCix t Takmx, mo tj <t < t. Y Hauromy BUIaaKy
MOCHiJOBHICT tj, i=1,.,0 — me MOCIJOBHICTH CIiB y Mexax pedeHHs (N —
KUTBKICTD CIiB, MIO 3IMINWINCH Y PEYCHHI MICIA BHUIICONMUCAHOI MOMEPEeaHbOT
00pobkn). HVG no3Bonsie OymyBatu MepekeBi CTPYKTYpH Ha OCHOBI TEKCTiB, B
SKAX OKPEMHM CJIOBaM a00 CIIOBOCIIOJYYEHHSIM JAESKHM YHHOM IIOCTaBJEHI y
BIJIIOBIIHICTE YMCIIOBI BArOBI 3HAYEHHS.

Skmo Mmix By3namu 1 10 tj 4yacoBoro psmy icHye HEHalpaBleHHH 3B’S30K,
BCTAQHOBJICHUH 3 BUILEONIMCAHUM aJITOPUTMOM, TO:

— HampsMOK 3B’SI3Ky IPOIOHYETHCSI BCTAHOBIIOBAaTH Bil By3na i 1o tj, skmio y
peUeHHI CIOBO (HE CIOBOCIIONYYEHHS), SIKOMY BIiANOBimae BYy30d {;
3yCTpIiUaeThCsl paHille HiK TepMiH (CIOBO ab0 CIIOBOCIIONYYECHHS), SKOMY
BiImOBiIae By301 tj;

— HanpsMOK 3B’A3Ky NPONOHYEThCS BCTAHOBIIOBATH Bil Bysna 1j 1o tj, Axmo y
peyYeHHi  CJOBOCIONYYeHHs (He CloBO), SKOMy BiAmoBigae Bys3on fj
3yCTpIivaeThCs paHille HiXK TEPMiH, SIKOMY BiANOBiae By301 fj.
bepyun nmo yBarm mpuHuMI (OpMyBaHHS IOCTIJOBHOCTI i3 TEpMiHIB, LIO

ONMHMCAHMIl BHIIE, Ta 3aMpPOIIOHOBAaHI IPaBHMJa BCTAHOBJICHHS 3B’SI3KIB MOXKHA

TIOMITUTH, IO CIIOBa Ta CJIOBOCIONYYEHHsS OyIyTh BXOIUTH Yy BiATIOBiIHI

CIIOBOCTIOJTyYEeHHS, MalOTh OUTBIIY KUTBKiCTH ciiB. ToOTO 3HauyHa YacTUHA

CJIOBOCTIOJTYYEHb 3 OIUIBIIOI0 KUTBKICTIO CIIB € PO3IIMPEHHSM BiJIOBITHUX M

CJIOBOCTIONTy4YeHb Ta cliB. [TogiOHUI npuHIMD MoOy0BH HAIpaBIEHUX MEPEex 3i

cItiB, Mo0OyI0Ba MEpexX MPUPOJHIX i€papXiil TepMiHIB, 3alPOIIOHOBAHU Y poOoTi

[7], ne HanpaBneHa Meperka 3i CIIiB Ta CJIOBOCIIONYYSHb OyIYEThCS 3a PUHIUIIOM

BXOJDKEHHSI TepMiHa y BiMOBiIHE HOMY CIIOBOCHIONYYEHHS.

Barosi 3HaueHHs 3B’S3KiB MiX By3JIaMH HAIIPaBJICHOI MEPEXi BU3HAYAIOTHCS
3a 3aMpOIIOHOBAHMM Yy pO0OOTi [8] MpUHIUIIOM, KU MOJISITae y TOMY, IO BY3IIH,
SKI BiJIOBITAalOTh OJHAKOBHM TEpMiHaM IOOYIOBaHOI Ha IOIEPEIHHOMY €Tarli
HaTpaBJIeHOT Mepexi, 00’eqHyoThes (“‘CKICIOIOTHCS”), a KIJBKICTh OJHAKOBO-
HaTIpaBJICHUX 3B’S3KIB MiX BIINOBITHHMH BY3JIaMH 1 BU3HAYa€ BaroBe 3HAYCHHS
3B’SI3Ky MiX IIUMHU BY3JIaMH.
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Pe3ybTaTi 10CI]i/IZKEHDb

3ampomoHOBaHa METOJAWKAa OOpOOKHM TEKCTOBHX KOPIYCIB Ta TOOYIOBH
HalpaBIeHUX 3BAKEHUX MEpEeX TepMiHIB Oyra ampoOoBaHa Ha TPHKIAAi
HaiiBizomimoro TBopy AHTyaHa ne Cent-Exsrorepi ameropmdnoi mosicTi-Ka3ku
“Manenskuii npuHL” (anri. “The Little Prince”).

BiAmoBiHO 10 METOIMKH, IO 3alpolOHOBaHa BHIIE, Oylo 3IifiCHEHO
00poOKy 00paHOrO TEKCTOBOTO JOKYMEHTY 1 BUOKPEMIICHO KIIOYOBI TEPMiHH Ta
noOYyZ0BaHO HAIPABIEHY 3BAKEHY MEPEXY 31 CIIiB Ta CIOBOCIIONYYEHbB, SKi Bil-
MOBIJAIOTh OKPEMHUM KJIIOYOBUM HOHATTAM Yy AOCHiIKYyBaHOMY TBoOpi (puc. 1).
Jis moOynoBaHol Mepexi OyJio BHIAJNICHO BCi 3B’SI3KH, SIKI MalOTh BaroBe
3HAUeHHs piBHE | Ta By3JH, BUXi/IHA Ta BXi/JHA CTEIiHb SKUX JOPIBHIOE HYIIIO.

(u'siled8l, 'NN)
(Uyea@NNS) o (udra) vB)
(uroseNNS) (usingg, W)
(uitte_my 'JJ_NN) (viong_teg) 'J"’m’(u.she Ny (ros@veD)
(ureiyBD) i
( NN)
(umiliof) 'NNS') X (u‘slar@:mls') m'nooﬁ‘NN) R
it ', ‘NN (u' NN )
. 0 (i) o (ul‘askg'\lBD‘)
(UTHEHNN) Wittlar 1] . i )
P (ulittle!; *JJ") (Uflow NN) (s, )
(uqueS@, NN)
(s '{\QDIBPD >
(uloa@y ) e (umiglflh NN) (onver)
(uaskedh VBN') (u'prince’, 'NN') (uma; ‘NN
A (uhedih NN') (udesgil, 'NN')
(v W) » Aardi NN
e Car@s) @™ (urepliéd:~VBD) (uboa_conelior, NN
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ddeman@s, VBO) (udrawifly. NN) 2 R Wt NN)  (coning@y, veD)
e (uwlampiigfiér, NN) - ey o
(umorry. 'NN) (uplanet;, 'NN') (e ur) (Uplag) NN}
(Umonggjt. 'NN) (uiookell) VBD') :
! @ (Ugod@h ') (ukingNN)

(Ut ) T (vunderg@ine, VB (umedNNS’) (ugrown s, 'NNS')
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Puc. 10. HanpaBneHa 3BaskeHa Mepeska TepMiHIB moOynoBaHa s TekcTy “The

Little Prince” (MiTKH By37iB MICTSITh TEPMiH Ta BiAMIOBITHHUIA oMy Ter).
BucnoBku

VY wiit poborti Oysn0 3ampoONOHOBAHO HOBHI METOJ BHOKPEMJICHHS KITFOUOBHX
TEpPMiHIB Ta HOBMIl METOJ BCTAQHOBJIEHHS HANpPSAMKIB 3B’S3KiB i3 3aCTOCYBaHHAM
Oinplr MmMpPOKoi OOpOOKHM TPHPOAHOI MOBH, HIO 0a3yeThcsi Ha PO3OMTTI Ha
vyactiun MoBH (Part-0f-speech tagging). Takosx mpejcraBieHa iicHa METOIHKA,
O J03BOJIsie OyqyBaTH HamNpaBleHI 3BaKEHI Mepeki 3 KIOYOBUX CIIiB Ta
CIIOBOCIIONYYEHb TEKCTOBOTO KOPITYCY.

Ampo0ariiro 3amporoOHOBaHOI METOAWKH OyJI0O TPOBEACHO Ha MPUKIAIIL
ayeropu4Hoi moBicTi-kaskn “Manenskuii npuHn” (anrn. “The Little Prince”)
Anryana ne Cenr-Ex3tonepi. [IpoananizyBaBuii pe3yabTaTu JOCTIIDKSHHs 0YII0
BUSIBJICHO HAiOimbIl Baromi 3B’SI3KM MK BIINOBIIHUMH BYy3JIaMH y MEpexi
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TEpMiHIB, IO BiANOBiAAIOTH OKPEMUM KIIOUYOBHUM MOHSTTAM Yy TOCITIHKYBAaHOMY
TBOpPi. ¥ MexXax 3alpOITOHOBAHO OHTOJIOTIYHOI MOJIENi KIFOYOBUMHU BHSIBHIINCH
tepminu “little”, “prince” i “little prince”, mo BimOBiTaOTH Ha3Bi TBOpY, a
HaHOLIBII BATOMUMH, SIK i O9iKYBAJIOCh, 3B’SI3KM MIX IIUM X TepMiHamu “little —
little_prince” Ta “little — prince”.
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IHTETPOBAHA TEXHOJIOI'ISI TA FRAMEWORK JJIA
MOJIEJTIOBAHHSI CHEHAPIIB AHAJITUYHOI TISAJIBHOCTI

B. Cenuenko
IHcTuTyT NpoGNeM peectpaii iHpopmanii HAH Ykpainw,
svrukr@gmail.com

Keywords: Axanitiuna aisubHicTh, framework, Data Mining
IMocTanoBKa npodiaeMu

AmnanitiyHa RisutbHICTE (AH/I) 1Ie CyKyIHICTh Il Ha OCHOBI KOHIICTIIIiH, METOIIB,
3ac00iB, HOPMAaTMBHO-METOAMYHHUX MaTepianmiB Juisi 300py, HaKOIWYEHHS,
00poOKH Ta aHANi3y AAaHHUX 3 METOI0 OOIPYHTYBAaHHS Ta IPHUHATTS pillleHb, a00
rerepanii HoBHX 3HaHb [1,2]. B cydacHHX cHCTeMax OpraHi3amiiHOTro
YIOpaBIiHHA, METa YNPaBIiHHSA B SKUAX, B OUIBIIOI CTENeHi, TOCATAEThCA depe3
npodeciiiHy IisubHICTH TepcoHany, (akrtop AH/| B ympaBmiHHI Ta HpUIAHATTL
pilieHb CYTTEBO MiABHITYETHCS. Lle mosicHIoeThes THM, 110 00’ ekToM AH/] mocuTh
YacTo CTAIOTh CKIAIHI B3a€MOIIOB’sI3aHI MPOIECH NPHUHATTA pillleHb, KOKEH 3
SKAX MOJXKE XapaKTepU3yBaTHCs OaraTOMIpHICTIO IapaMeTpiB, HEOOXiIHICTIO
00pOOKH BEIMKUX OOCSTIB TaHUX Ui HOIIYKY CKPHTHX 3aKOHOMIpHOCTEH Ta
3HaHb. OCOONHUBICTIO 33124, 10 BUHUKAIOTH MPH PO3B’sI3aHHI TaKUX MpolbiieM, €
BIJICYTHICTb YITKMX aNropuTMiB (creHapiiB) NpW HAAMIPHOI CKJIAJHOCTI
TEXHOJIOTil Ta METOMIB OOPOOKH MaHWX (OUHILNCHHS, KIacTepisallil, HaX0IKEeHHS
acomianii, Data Mining, Text Mining, Web Mining, Deep Learning Tomio), sxi,
3a3BHYAid, HE3PO3YMiJIi Ta HE CIIPHIMAIOTHCS OUTBIIICTIO aHANITHKIB.

B xoHTekcTi 3a3HaueHUX MpobieM, mia cueHapieM AH/J] po3yMieThcs meBHA
MOCIIOBHICTE [iif, IKy Ma€ BHKOHYBaTH aHANITHK a00 Tpyma aHAJITHKIB INpH
BUpIIICHHI 3aBJaHb 3 METOI MiJrOTOBKM Ta NPUHHATTS 30alaHCOBaHUX
ynpaBiniHCbkuX pimens [6]. besymoBHO, ¢opmyBanHs cueHapiiB AnJl, sxi
3aJIy4aloTh CKJIaIHI TEXHOJIOTiT 0OpOOKH TaHUX Ta 3pO3YyMIIH JUISl IIMPOKOTO KOJia
(axiBuiB, € qyXe aKTyaJIbHOIO POOIEMOIO.

Merta podoTun

MeTtoro pobOTH € MOAANBLINH PO3BUTOK TEOPETHYHHUX OCHOB, METO/IIB aHAJi3y Ta
IHCTpyMEHTalIbHUX ~ 3aco0iB  MopnemoBanHs (Framework s imTerpamii
PI3HOPITHUX IHCTPYMEHTIB MOJICIIOBAHHS aHATITUYHOI IiSUTBHOCTI) Ta IEpEeBIpKU
e(eKTHBHOCTI cueHapiiB AH/], a TakoX TX MPAKTUYHOTO 3aCTOCYBAaHHS SCIipts IpH
CTBOPEHHI aHANITHYHUX JOAATKIB B CHCTEMaX OpraHi3amiifHOro yrnpasiiHHS.

Amnani3z cydacHuX MeTozosorii (JopManizoBaHOTO OIMKCY Ta MOOYIOBH CLIEHApiiB
AnJl Ha 6a3i KOMI'IOTEpPHHX TEeXHOJOTiH — CXeMHO-peKypcuBHUH Meton [4],
Martpuunnii MeTon omucy Ta (GopMyBaHHs cueHapito [5], Mertox «cueHapHHX
obmacteii» [7], BKIFOUArO4M i METOAM CIIEHAPHOTO aHANI3y KacKagHWUX Mmofil [6]
Ta IHIIMX, J03BOJISE 3pDOOMTH TaKWi 3arajbHHil BUCHOBOK, JKOJEH 3 METOIIB HE
OXOIUTI0O BiCh MpOIEC MOJETIOBAHHSA 3Bepxy npo Hu3y. s dopmamizamii
0araTopiBHEBUX CLEHApIiiB Cyd4acCHHX CHCTEM OpTraHi3allilHOTO YyIpaBIIiHHS
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HaiO1TpIl e)eKTUBHUMH € TiOpHUIHI METOJOJNOTIi, SAKi CIUpPaloThCa Ha rpadivHi
METOOY MOJCTIOBAaHHS CIEHApiiB y CHONy4YeHHI 3 CEMaHTHYHOIO iX
iHTepIpeTanielo Ha 0a3i OHTONOTIYHOI TEXHOJOTil. 3amporoHOBaHMI MigXix
JI03BOJISI€ TPEICTABIATH Ta MoAemoBaTH AH/J «3BepXy M0 HH3Y» IOYHHAIOUH 3
MoJeri iHdopMariifHoi B3aeMoil pi3HHX 3a (axoM i TOBHOBAKEHHSIMH EKCIICPTiB
Ta 3aKiHYYIOYH JEeTalbHOI MPOPOOKOIO CLeHapiiB 0OpOOKH JaHUX Ta OTPUMAHHSI
pe3ynbTaTiB aHAJi3y M pi3HUX cep AisTBHOCTI.

Buxozasuu 3 3anpOIIOHOBAHOIO MiAXOJY HPOBEIEHO OIVIAJ ICHYIOUMX MOB
BUCOKOTO PiBHS Ta IHCTPYMEHTAIBHUX MPOTPaAMHUX 3aC001B (POPMATBHOTO OIHCY
MoJerell clieHapiiB CydacHOI aHANITHKH, BKIIIOYAr0OUH ¥ rpad)oBe IpeCTaBIeHHS,
a TaKoXK BH3HAUCHHS 1X ()YHKIIOHAIBHUX IIepeBar, CIEHAPHUX XapaKTEPUCTHUK Ta
HEJIONIIKIB [UISl PI3HUX CTPYKTYp OpraHi3amliifHOro yNpaBIiHHA, y TOMY YUCIi U
Ui 0araTopiBHEBUX CTPYKTyp. 3a pe3ylbTaTaMH aHaji3y 3ampOlOHOBaHO
cTBopeHHst Web- portal 1y MoaenroBaHHS CIICHApiiB aHAMITHYHOI IisUTBHOCTI B
CHCTeMax opraHizaliifHoro ympaiiHHSA. Framework mis iHTerpamii pisHOpigHHUX
IHCTPYMEHTIB MOJICNTIOBAHHS aHATITUYHOI AiSUTBHOCTI CKIaJaeThcs 3 HACTYIHHUX
MIPOTPaMHUX IJIaT(HOpM Ta MOB BUCOKOTO piBHA (puc. 1.):

1)  Bacobu gopmysanns, ynpasninns KOHMEHMOM Ma NPAGAMU OOCMYNY 00
pecypcie Web-portal Simulation of analytics scenarios (komn tomeproeo
MoOeniosants cyenapiie Anll).

2) TIpaghiunuti pedakmop Onst MOOENO6AHHS CYeHapiie iHpopmayitinol
63aemo0ii sepxnvozo piens — BizAgi Process Modeler Version 3.6. (open-
source Modeler) [3], sxuii niompumye cmandapm ISO/IEC 19510
(November 2013) — Business Process ¢ Model and Notation, Information
technology. Oxpim 6i3yanvHozo 6i0oOpadicenHs, cyenapii mooice Oymu
excnopmosaro 6 0asy oOauux y ¢opmami XML ab6o XPDL ma
xonsepmogaro y OWL-mo0env onmonozii 0nis RoOaIbUl020 aHai3)y.

3) Cmyois ma epaghiunuii pedaxmop Onst MOOENOSAHHS CYeHapiie ma
npoyedyp  00poOKU — WUPOKO20 — CHEKmpy — OGHUX — AHALIMUKU
(cmpyxkmyposanux, CAOOCMPYKMYPOBAHUX, HeCmpyKmypo8anux
sxmouarouu memoou DataMining, TextMining ma WebMinin). Lle open-
Source RapidMiner Studio ma Visual Workflow Designer for Data
Scientists npocpamua naameopma Technical University of Dortmund —
oinvwr 500 giooicemis [9]. Pesyromamom npoexmyeauns 6 RapidMiner €
BUKOHY6AHA MOOenb cyenapilo obpobKu ma ananizy Oanux ma Scripts
Mmooeni cyenapiio 6 popmami XML-ko0y.

4)  Tpagiunuii pedaxmop ma Gpeimeopk O MOOEHOEAHHA OHMONO2Il
npeomemnol obnacmi — Protégé 5 — free, open-source ontology editor and
framework for building intelligent systems [8].

5) Mawuna noziunoeo 6ueody na npeyedenmax O cgep OisLIbHOCHI,
3acnosanux Ha naxonuuernomy doceioi — JCOLIBRI 1.0 in a nutshell. A
software tool for designing CBR systems.

6) Mosa npoepamysanns O0asa onucy ma 6ugody 3HAHb NPU MOOETOBAHHI
cyenapiie nowyky 3nans ma acoyiayii ¢ Web-npocmopi — OWL2 Web
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Ontology Language Document Overview (Second Edition) W3C
Recommendation 11 December 2012.
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Puc. 1. Framework amns iHTerparii pi3HOpiTHIX iHCTPYMEHTIB MOJIEITIOBaHHS
aHaJiTUYHOI JisILHOCTI

7)  O6'exmno-opicnmosana Mo8a 6ucokozo pieus Python 3.6.4. onsn
6e3nocepeonboco gopmysannsi inmepgeiicie Kinyeeozo Kopucmyeaia ma
pobomu 3 6Gioniomexamu NumPy Oas pobomu 3 6azamosumipHumu
macusamy. bioniomexa WSGI — inmepgetic winozy 3 eeb-cepgepom
(Python Web Server Gateway Interface), nakemu ons docmyny 00 pizHux
CVB/: PostgreSQL, Oracle, Sybase, Firebird (Interbase), Informix,
Microsoft SQL Server, MySQL ma sqlite.

8) @peiimsopx ma cucmema ynpaeninus cepedosuwem peanizayii mooeneil
cyenapiie  (Workflow Repository of scenario analytics) Anaconda
(s6iokpuma  naamgpopma)  [10].  Anaconda  niompumye — mogu
NnpOSPAMYBAHHS Python, R ma bioriomexu maxkux Sk
NumPy, SciPy, Astropy, sixi micmame Ginew 1500 npoepamuux moodynie
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0N WUPOKOMACWIMAOHITL 06pOOKU OaHuX, AHATIMUKY, 3ACMOCY8AHHA
Memooi6 MAUUHHO2O0 HABUAHHSA. PIZHUX NPOSPAMHUX NPOOYKMIG.
3anponoHOBaHUK IAXiN Ja€ HHU3KY MepeBar — MOYMHAIOYI 3 CYTTEBOTO
CIIPOILCHHS CaMOT0 ITPOIeCY MOJIENIOBaHHS Ta Bepudikamii cueHapiiB Au/l y
mapagurMi - «3BepXy JO HHU3Y», 1, 3aKiHUyIO4H, peaji3aliclo Mopeni B
inTerpoBanoMy cepenoBuili (Workflow Repository of scenario analytics) 3
OTPUMAHHAM KOZIB (scripts) BUKOHYBaHUX 3amady, GyHKHIi Ta omeparii, a Takox
(dbopmyBaHHsIM iHTEp(eCy KiHIIEBOTO KOPUCTYBaya.
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MOJEJIb TA METO/ PO3III3BHABAHHS KIBEPIHIIUJIEHTIB SIEM-
CUCTEMOIO HA OCHOBI HEUYITKOI'O JIOI'TYHOI'O BUBOAY

Irop Cy6au, Onekcannp KyOpak, Aprem Mukutiok, CtanicnaB Koportaes
[HCTUTYT crienianbHOro 3B’ 513Ky Ta 3axucty indopmariii HarionansHoro
TEXHIYHOTO yHiBepcuTeTy YKpainu “KuiBchbKuil MOMITEXHIYHUH IHCTUTYT
imeHi Irops Cikopcekoro”, Ykpaina
igor_subach@ukr.net

AHoTamist. 3amporOHOBAaHO MOZENh Ta  METOJ  PO3Mi3HABAHHS
KiOepiHIMACHTIB B yMOBaxX HEMOBHOTH Ha HETOYHOCTI iH(popMauii mpo
HUX Ha OCHOBI 3aCTOCYBaHHS Teopii HEYITKHX MHOXHH Ta HEYITKOTO
noriyHoro BuBoay. HaBeneHo ¢opmanbHy MOCTAHOBKY 3aavi BUSBIICHHS
kioepinmuaentis ~ SIEM-cuctemoro Ta  cOpPMYIBOBaHO  OCHOBHI
TPYOHOLI, SIKi BHHUKAIOTH Mix 4Yac ii BHUpilIeHHS. 3ampoloHOBaHE
pilliecHHS 3a/1a4i BUsIBICHHS KiOepiHiuneHTiB SIEM-cucremoro, sk 3amadi
iXHBOT imeHTHiKaIii, WLIIXOM 3HAXO/PKCHHSA BIIOOPaXCHHS MiXK
MHOKHHOIO 03HaK KiOCpIHIUACHTIB Ta MHOXHHOKO iX MOYITUBHX KJIACiB.
Kurouosi ciioBa: xibepOe3neka, Kibep3axuct, kibepaTaka,
kibepiHuuaeHt, SIEM, Teopis HEUITKHX MHOKHH, KOPTEXHA MOJIENh
PO3Mi3HABaHHS, IPABUIIO-OPI€EHTOBAHUIA METOJ

Beryn

OcHOBOIO TOOYIOBH €(peKTUBHOT CHCTEMH KiOep3aXxuCTy Ma€e OyTH 3aCTOCYBaHHS
npoaktuBHOT SIEM-cuctemn — cucteMy ynpaBiiHHs iH(opMaIlielo Ta MOmisMH
oesmekn [1]. ApxiTekTypa Ta (yHKIIOHaIbHA MOJETb MpoakTuBHOI SIEM-
cUCTeMH po3miganacs B po6oti [1]. BigmoBimHo mo 3amad, siki BUKOHYE JaHa
cUCTeMa, OCHOBY 11 (YHKIIOHYBaHHS CKIQJAlOTh MEXaHI3MH: HOpMai3arlii,
¢inpTpanii, knacudikarii, arperarii, KOpeJsiii, mpiopuTe3awii Ta aHaIi3y TOMIH i
KiOepiHIIMACHTIB, a TaKOXX TeHEepallisl pPi3HOMAaHITHUX 3BITIB, MOBIJOMIIEHb Ta
Bi3yaJbHOTO IIPE/CTaBICHHS IaHWX UL ONEPAaTHBHOIO Ta OOIPYHTOBAHOTO
NpUHHATTS pimeHs [1]. Metonuky pamioHansHoro Budopy SIEM s moGymosu
SOC (Security Operation Center) HaBeaeHo y [2].

VY nmeskux mkepenax [3] maHi MeXaHi3MH PO3IIAMAIOTBCS, SK CTaIlH
3arafbHOrO MpOILeCy, AKHH Mae Ha3By — mpouec Kopemmii. Momy BimBomuThcs
ocobnuBe Micue B poboti SIEM-cucTemu, OCKiIBKM HOTo NpH3HAYCHHSIM €
BUSIBJIICHHA KiOeparak, MIKiJIMBOI aKTHBHOCTI, MMOPYIIEHb MOJITUKKA O€3MeKH Ta
inmi. Lle 3a0e3neuyeTbes 3aBISKH BHPIIICHHIO ITHPOKOTO CIIEKTPY 3a1ad, sSKi BiH
OXOIUTIOE:  BH3HAUCHHA TOTCHIIHHUX B32a€MO3B’S3KIB MK  PI3HOPITHOIO
iHpopMaIiero Oe3NeKn; TPYNyBaHHS HHU3BKOPIBHEBHX MOJIH JO TOMiA OB
BHCOKOTO pIiBHS; BUWSBICHHS IOTEHLIHHUX I[HIWACHTIB Ha OCHOBI aHawi3y
MOBE/IHKH Pi3HUX 00’€KTIiB iHPpACTPYKTYpH Ta iHIII.

Texuosoriuno, y ckinagi SIEM-cucremMu, Meron Kopemsiii BKJIIO4Ya€e
HOCIIZOBHICTh il HAJ JaHMMH, SKa HalpaBleHa Ha BHSBJICHHA IEBHUM
croco0OM O3HAaK BHIANICHHS, OO0 €lIHAHHSA Ta 3B’sA3yBaHHS iH(opMarii, 110
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00poOIsIeThCA, @ TaKoXXK BCTAHOBJICHHA ii MPUYMHHOCTI Ta MpiopHTETHOCTI [3].
JlaHi 03HaK¥M Ha3WBAIOTh KOPEIIIHHUME O3HaKaMHu. J|JIs bOTO, Ha Pi3HUX eTarax
TpoIeCy KOPEJSIii 3aCTOCOBYIOTBCS BEJIMKE PI3HOMAHITTS MeToxiB. Haitbinpmn
PO3IOBCIOKEHUM € IIPAaBHIIO-OPIEHTOBAaHUH METOM, IPOTE B HACIHIIOK TOTO, IO
BiH IPYHTYEThCS Ha KJIACHYHUX HNPOAYKIIHHHMX IpaBHIIax, SKi HE 3aBKIN B
yMOBaxX HEMOBHOTH Ta HETOYHOCTI iH(opmalii mnpo KiOepiHIMIOCHTH Aal0Th
OYiKyBaHUH pe3yJbTaT, 3aCTOCYBaHHS HOTrO He 3aBXAU € ePEKTUBHUM.

Mertoro pobotu € po3poOKka MoOjedi Ta NPaBHIO-OPIEHTOBAHOTO METOIY
BUsIBIIEHHA KiOepiHuuaeHTiB SIEM-cucTeMOI0 Ha OCHOBI HEYITKOTO JIOT1YHOTO
BUBOZY.

ITocTanoBka 3a1a4i BUsIBJIEHHS Ki0epiHUUIEHTIB

Bynp-sxuii KiGepiHIMACHT XapaKTepH3y€eThCsl MHOXKHMHOIO iH(OpMaIifHUX 03HaK,
Ha OCHOBI SIKHX, y CBOIO Uepry, BiH MOe OyTH pO3Mi3HaHUM.

Hexait O= {Oi} ‘ i =1,n— MHOXHHa iHopMariifHIX 03HaK KiOepiHINACHTIB,

SK1 BiIOYBAIOThCSA B CHCTEMi Ta MPECTABISIOTHCA 32 JOTIOMOTOI0 MHOXHHHU
C= C] ‘Cj:(Ojl,sz,...,ij) ,J:].,\], e Oji EO_iH(I)OpMaL[ifIHi

O3HaKH, IO aCOIIIOI0THCS 3 KibepinmuuenTom C i

Tomi Mozmens posmizHaBaHHS KiOSpIiHIMICHTIB MOKHA TMPEACTaBHTH 3a
JIOTIOMOT 010 KOPTEXKY [4]:

M=(K,0;,R,C), (1)
ne K- xmacudikarop o3nak; 0; € O —MHOXHHA O3HAK, IO CIOCTEPIiraroThesl;
R= {Ri} — MHOXKMHAa  TIpaBWJI  pO3Mi3HAaBaHHSA  KiOepiHIUIEHTIB; C-

KiOepiHIIM/ICHT.

[pornec posmizHaBaHHS KiOCPIHIUACHTIB 3MIMCHIOETHCS HAa OCHOBI TMPAaBUI,
3a3suyail npoxykuiaux: Ry (K,Gp), Ry 1 (K,G)), ..., R 1 (K,G) —»C.

[Ipote, mpoxaykuiiiHi mpaBuiaa He y MOBHIM Mipi BiANOBIAalOTH yMOBaM
HEMOBHOTH Ta HETOYHOCTI iHdopMmamii mpo kibepinimaentd. [us 1poro,
3aCTOCOBYIOTBCSI METOJM Ta MOJENi Teopil HEeYiTKUX MHOXKHH Ha HEYiTKOTO
JIOTIYHOTO BHBOLY [5].

Merton pimenHs 3aaaui

3 ypaxyBaHHAM HaBeneHoro, mojenb (1) Moxe OyTm pO3BHHYTOIO Ta
HPEICTABICHOIO Yy HACTYITHOMY BHIIJISI:

MF =(KF, 0;, RF, C), @
ne KF — weuitknii knacupikarop, RF ={RF} — MHOXHHA HEUYITKMX MpaBHI

PpO3Mi3HABaHHS KiOEPiHIUICHTIB:

RF :(K,Q)), RF, 1 (K,Q)),...,RR 1 (K,Q,)) »>C.
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3 iHmoro 00Ky, 3amaua po3Mi3HaBaHHA KiOEpiHIMICHTIB MOXE PO3MIAAATHCS SK
3amada ixHpOI imeHTHdIKamii [6], pimeHHs sKOi MOJATae y 3HAXOMKEHHI
BiZTOOpa)KeHHS:

O*:(of,o;,...,o;)acjeC:(ol,cz,...,cm), ®)

ge O — MHOXHMHA  O3HAK kibepinnmuaenTa; C — MHOXHHa  MOXMIIUBHUX
KiOepiHmuaeHTiB. O6IacTh 3MIiHH O3HAK KiOCPIHIUACHTIB 1 BHXIIHOTO 3HAYCHHS
pe3yabTaTy ineHTU]IKaIlil BBAKAIOTHCS BIIOMIMI.

OCHOBHI TpyZIHOIII, pileHHs 3a7a4i (3), MOJAraloTh y HACTYITHOMY:

- Ui BipHOI igeHTU(}iKanii KiOepiHIUIEHTY HEOOXiTHO BPaxOBYBAaTU BEIHKY
KUJIBKICTh PI3HOPIAHUX MapaMeTpiB cHUCTeMH (KUIBKICHHX Ta SAKICHHUX), IO,
notpedye Bucokoi kBamidikamii odinepa 3 kibepOe3nekn, a TaKOXK BiIIOBIIHOTO
qacy;

- BIICYTHICTh aHAJITUYHHMX 3aJKHOCTEH MDK KiOSpiHIMIEHTOM Ta HOro
O3HaKaMH.

HaBeneHe migTBepIKye MOWINBHICT pO3poOKM Mozenmi imeHTHikamii
KiOepiHIKMACHTIB HA OCHOBI HEUITKUX MPABHJI T4 HEYITKOTO JIOTTYHOTO BUBOLY.

[Ipu upomy, HEOOXiZHO BpaxXOBYBATH JIHIBICTUYHUHA XapakTep THITY
KiOepiHIMACHTY (BHXiZHA 3MiHHA) Ta HOTO O3HAK (BXiAHI 3MiHHi). Y CBOIO 4epry,
MPUYUHHO-HACIAKOBI 3B 3KH MiX KiOEpIHIUAEHTOM Ta HOro 03HaKaMu MOBHHHI
OyTH OMHCaHi EKCIIEPTOM 3PO3yMIJIOI0 MOBOKO, a MIcCIs IbOTo, GopMarizoBaHi y
BUTJISIII MHOKHUHH HEUITKHUX JIOTTYHHUX MPABHUIL

Ipu BenuKkiil KiNBKOCTI 03HAK KiOEPIiHIMICHTIB, TOMIJIBHO MOOYIyBaTH JEPEBO
JIOTIYHOTO BUBOAY, K€ BHU3HAYA€ IOPSANOK BKIIAJCHHS BUCIOBIIOBAHb OJHE B
OJIHE.

Jyis KopensmiifHOro mpaBHia: SKIIO0 Ha OJHOMY KOMITIOTEpi 3 Tiero x IP-
anpecoro, 7 cmpo0® aBTeHTH(QIKAIll KOpUCTyBada 3aBEpPIIMIOCS HEBAANO Ha
npotszi 10 XBUIMH, TpUW IbOMY BHKOPHCTOBYBAIUCS pi3HI igeHTH(IKaTOpH
KOpHUCTYBaya, a TaKOXkK OyIJI0 3[1CHEHO YCHIITHUN BXi KOPHUCTyBada 0 CHCTEMH
3 OyIop-IKOro KOMI'IoTepy 3 Tiew x IP-agpecoro, To 1 mofist mae OyTH
po3misiHyTOr0 odirepoM 3 Oesmeku [6], CTpyKTypa JepeBa JIOTIYHOTO BHBOIY

BimoBinae Bi/IHOIICHHAM: c=¢(a,p), azfa(ol,oz,03,04,o5),
B =£4(03,04,05,05).

Tyt uepe3 0; +Og MO3HAYEHO O3HAKK KiOepiHUMIEHTY: Op- KiIBKICTh
HeBJAIMX cHopod BXoxy 10 cucreMd; O,- KilbKicTh ineHTHdIKaTOpPiB
KOPHCTYBauiB; Oz- TPHUBANICTH 3a YacoM cCHpPoO BXOAY 1O CHCTEMH; Oy -
kinbkicte IP-afpec, mo 3amisani mig yac Bxomy A0 cucreMmu; Og - KilbKicTh
KOMIT'IOTEpiB, 10 3aiisHi ImiJ 4yac BXOAYy O cUCTeMH; Og- KUIBKICTH BIATUX

crpo6 BXxoxy 10 cucteMu. Yepes ¢; Ta ¢, MO3HAYSHO THII MOJIT, 10 BiAOyBaeThCs
B CHCTEMi: (L - YCIIIIIHHUI BXil 10 CHCTEMH; 3 - HEYCIIIIHUN BXIiJI 10 CHCTEMH; C1 —
KiOepiHIUACHT; Co- HOPMAIBHHUM CTaH CUCTEMHU.
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Jnst OIHKK 3HaueHb JIHIBICTHYHHX 3MIHHHX O; +Og, @, [ 3aCTOCOBYEThCS

€nIuHa IIKaja sKicHUX TepMiB: H - Hus3pkmii; HC - Hmxue 3a cepensiif; C -
cepenHiif; BC - BuIle 3a cepeaniii; B - BUCOKHIA.

3amava imeHTHOIKAI] KIOCpPIHIUACHTAa BiIIOBITa€ MaTEMATHYHIA MOJEIi
ineHTHdiKamii 00’ekTy 3 mUCKpeTHUM BuxomoM [5]. i imeHTH(ikamii
KibepiHuuaeHTa Cq , CIiBBiIHOIIEHHS Ma€ HACTYIHHN BUIJIA/L!

1 ()= P (@) (B) v (@)n i€ (p) |,
e )| (00 P 02) ) o)1 05) 4 4)| 4 )
nu't(0g) A 1P (05) ~ 1" (0p) }#"’C(G){ 47 (01) A (0g) m 1" (03) A s (0g) A

s (05) [ (00| s o) ) )
a u(c),u(a), u(B), 1(o;)— Binnoimui GyHKuii HATEKHOCTI.

BucnoBkn

Jlnsa migBuieHHsT e¢peKTUBHOCTI 3aCTOCYBAHHS TPABUIIO-OPIEHTOBAHOTO METOY
po3mi3HaBaHHs KiOEPiHIMACHTIB B YMOBaX HEMOBHOTH Ta HETOYHOCTI iH(popMaii,
3alPOIIOHOBAHO MOJIENb, IO IPYHTYETHCS Ha TEOpil HEYITKHX MHOXHH Ta
HEYiTKOTO JIOTiYHOTO BHBOXY. Ha oOCHOBI Mozenmi po3poOJeHO MPaBHIIO-
Opi€eHTOBaHWMH MeTox imeHTHQiKamii KiOepiHIUAEHTIB, HUIIXOM BiTOOpakKeHHS
MHOXHHH 1X 03HaK HAa MHOKMHY MOXKJIMBHX KJIaciB KiOEpiHIIMCHTIB Ta alTrOPHTM
#oro peaizarii.

OtpuMaHi pe3ysbTaTi MOKYTh OYTH BUKOPHCTAHHI ITiJ] Yac BUPIIICHHS 3a1a4i
BUsIBJIeHHS KiOepinuunenTtiB SIEM-cucremoro, sika BXoauTh 10 komiuiekcy SOC.
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PA3PABOTKA CUCTEMBI YIIPABJIEHUSA
ABTOMATHU3WPOBAHHBIM YCTPOMCTBOM JIJISI ChbEMA TIJIOJIOB

Xopt Amutpuii Onerosuy ! Kytoipés Anexceit I/IFOpeBI/I‘ll, [Iynun Januun
CepreeBW{l, KuxreB Hukonait AnekcanapoBud 2

! ®enepanbHblit HaydHbI arpounxeHepHslii ienTp BUM, 1-it UncTuTyTCKUi
npoesn, 5, 109428, Mocksa, Poccuiickass ®enepanus
2 HanmoHabHBIi YHHUBEPCUTET OHOPECYPCOB U IPUPOIOTIONB30BAHHS Y KPaUHBI,
yi1. I'epoeB o6oponsl, 15, 03041 Kues, Ykpanna
3 KueBckuit HAHOHANBHBI yHuBepcuTeT uMeHH Tapaca IlleByenko, yi.
Buagumupckas, 64/13, 01601 Kues, Ykpauna, nkiktev@ukr.net

B mporpammuoii cpene CAIIP Autodesk Fusion 360 paspaboramun 3D
MOZENb YCTpOHCTBa s cheMa IUI040B. COTNAacHO BBIYHCICHHBIM
Harpy3kam IpOBENM MPOYHOCTHOH pacyér. Paspaboramu CTpyKTypHYIO
CXeMy CHCTEMBI YNpPABIECHHS aBTOMATH3MPOBAHHOTO CheMa ILIOMOB.
OO6ocHOBaMM CXEMBl MOAKTIOUEHHS IATYUKOB K MHKPOKOHTPOIIEPY H
MPOBEJN UX KaJUOPOBKY.

KnioueBble cioBa: cbeM IIIOAOB, BO3AEIBIBAHUS IUIOAOBBIX KYJIBTYp,
yOopKka ypoxasi, CHCTeMa yHpaBJIeHUs, aBTOMAaTU3MPOBaHHOE YCTPOHCTBO,
MaHUITYJISTOP.

BBenenue

B cucreme MexaHW3MPOBAaHHOTO IPOLIECCa BO3JEIBIBAHUS ILIOJOBBIX KYJIBTYp
ybopka ypoxkas SIBISETCS Ba)KHBIM 3aBEpIIAOIIMM 3TaloM, KOTOPHI Tpebyer
pa3pabOTKM HOBBIX, YAOOHBIX, B TOM 4YHCIE€ HE MOBPEKIAIONIMX IUIOIbI
ABTOMATH3UPOBAHHBIX ~ TEXHMYECKUX  YCTPOWCTB,  YCTAHOBJEHHBIX  Ha
po6OTU3MPOBAaHHbIE IIAT(GOPMBI, CHOCOOHBIX B @aBTOHOMHOM PEXHME MPOBOAUTD
c6op ypoxkas mio10B. [ToaToMy pa3paboTKH 10 CO3AaHUIO aBTOMATH3UPOBAHHBIX
YCTPOWCTB I CHATHS IUIOAOB (PYKTOBBIX HACKACHUH C MHHHMAaJIbHBIMH
HNOBPEXACHUAMH (WM 0€3 HHUX) Ha BHICOTE JI0 5 METPOB SIBISIFOTCS aKTyaJlbHON
3amadeif. CylecTByrone MOJETH MPOMBIIIICHHBIX POOOTOB HE MOTYT OBITH
HEMOCPEACTBEHHO MPHMEHEHBI IS BBIIOJHEHUS TEXHOJIOTHYECKHX IPOLECCOB
MOTPY3KH, BBITPY3KH, COPTHPOBKH M cOopa ypoxas s6nok. B wactHoCTH, st
cbopa ypoxas HEOOXOAMMO pa3pabaThiBaTh CIELHAIbHBIC HCIOIHUTEIbHBIC
yCTpOﬁCTBa, 3aXBaTHBIC l'[pI/ICl'lOCOGJ'leHI/Iﬂ U HOBBIC AJITOPUTMBI UX YIPABJICHUA
Juts cOopa yporkast IUIOJI0OBBIX HAaCaXKICHHH B MOJIEBBIX YCIOBHUSIX.
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IlocTtanoBKa 3a1aun

JI1s. yCTaHOBICHHS ONTHMAIBHBIX KOHCTPYKTHBHBIX IapaMETPOB YCTPOMCTB
cbeMa, OOOCHOBAaHHS IapaMeTpPOB CHCTEMBI HX YIPaBIEHHS M YCHENIHOTO
BHEJIPCHUsI JTAaHHOH TEXHOJOTHMHM B IIPOM3BOACTBEHHBIH IpOIlecC HEOOXOIMMO
NpOBEJCHHE HAydHBIX HccienoBaHuid. CaMoxomHoe  pOOOTH3MPOBAHHOE
TEXHHYECKOE CPE/ICTBO C pa3padaThIBAEMBIM aBTOMATH3HUPOBAHHBIM 3aXBaTOM-
MaHMITYJATOPOM  TO3BOJIUT ~ KAUYECTBEHHO  INPOBOJUTH  TEXHOJOTHYECKYIO
oreparnuio coopa ypoxas IJI0JJ0B B IPOMBIIUICHHbBIX CaJ0BBIX HacaXJICHUAX Oe3
yuactusi dyenoBeka. lLlenp wcciemnoBanus — paspaboTka U 00OCHOBaHHE
HapaMeTpoB CUCTEMBI YIIPABICHUS! aBTOMAaTH3HPOBAHHOTO YCTPONCTBA JUISl CheMa
IUIOJIOB SIOJIOHH.

MaTepnaJI bl U METOAbI

B pesynbrare npoBeneHHBIX HcchenoBaHHM B nporpammHoil cpexge CAIIP
Autodesk Fusion 360 paszpaborana 3D Monens ycTpoHcTBa Uil CheMa ILIOHOB
(puc.1). B kadecTBe HCIIOMHHUTENHFHOTO MEXaHHW3Ma WCIIOJIB30BAH JIMHEHHBIN
mraroBelii  aktyatop Nema 18, w#Meromuil ciuemyonme  TEXHHYECKHE
xapakTepucTuku: mMacca 80 r, anuHHA mToka 110 MM, MakcuMabHAs CKOPOCTh
xoma mroka 4 MMm/c, To4HOCTh mnosurmonupoBanus 0.001 MM, HOMHHaIBHOE
HampspkeHne mmTaHus 4.2 B, makcumaneHbIH moTpeGisieMblii Tox 0.5 Al
MakcumanbHble Harpy3Ka Ha Jlansl 3axBaTa coctanigeT 9,3 MIla, makcumanbHas
nedopmarus 0,3 MM. Pa3paboTana cTpyKTypHasi cXeMa CHCTEMbI YIPaBICHUS IS
ABTOMATHU3UPOBAHHOTO CheMa IUIOJIOB, KOTOpas BKIIOYAeT B ce0s KOMILIEKC
anmapatHbIX M MPOTPaMMHBIX cpelcTB, MUKpokoHTposmiep (MK), nartauk cpoiBa
mwiona (JCII), matuuk maBnenus mioxa (JIN), mpaitBep maroBoro IBUraTemst
(A1), nuaeinbi akTyatop (JIA), KOMOBIOTEp ypaBlieHHsS MaHUMYIATOPOM H
cucremoii paciozHaBanus wionoB (K) (puc.2). Bee amemMeHTH! anmapaTtHOl 4acTH
Haxo/sTCsl BHYTPHU OCHOBAaHHS yCTPOWCTBA JUISl CheMa ILIO0JI0B, Yepe3 aHaJoroBbIe
HOPTHl NPHUXOIAT JAHHBIE C JATYMKOB JABJICHUS W cpbiBa mioga. Ces3p ¢
KOMIBIOTEPOM OCYILECTBISIETCS C MTOMOUIBIO CTaHIAPTHOTO MOCIEI0BATENHHOTO
nnrepdeiica UART. IlporpamMmHas 4YacTh yCTpOWCTBA TpeICTaBiseT COOOM
HPOTPaMMHBIN KOJl, KOTOPHIH YIPAaBISAET IIOJ0KEHHEM IIaroBOTO JIMHEHHOTO
aKTyatopa, oOpabaThIBaeT MaHHBIE C JAaTYMKOB [aBIE€HHS M CpblBa ILIOJA,
CUUTHIBAET U OTIPABIISCT JaHHBIE B KOMIIBIOTEp. B KauecTBe mporpaMMupyemMoro
MHUKpPOKOHTpoJUIepa ucnoip3oBad Atmel ATmega328p B kopmyce 28-PDIP. s
KamTMOpPOBKM JaTYMKa CPbIBA IUIOJA, OH OBLI 3aKperuieH Ha OMBITHOM 00pasie
ABTOMATHU3UPOBAHHOTO YCTPOWCTBA ISl CheMa IUIOAOB, KOTOPBIH paboTan B
COBOKYITHOCTH C MaHHITyJIATOPOM. PaboTa MaHHITy/IsTOpa Belach BPYYHYIO C
IMOMOIIBIO nmyJabTa JUCTAHIITMOHHOTO yhnpaBJICHUA. POGOT-MaHI/IHyHﬂTOp
SMUTHpPOBAN paboTy Mo cOOpy OAHOTO sS0JI0Ka, OHa HAaYMHAIACh OT MOMEHTa
Havaja CphIBa, a 3aKaHYMBATACh MOMEHTOM CKJIQ/IBIBAHUS SI0JOKAa B €MKOCTD JUIS
TPaHCHOPTHPOBKH. JlaTumk cpbiBa IUTofa B Iponecce padOThl MAaHUITYIATOPA,
MIOCTOSIHHO MEHSIET CBOC IIOJIOJKEHHE, TeM CaMbIM H3MEpeHHe Ha OXHOH ocH
KOOpAMHAT OyIeT HEAOCTOBEPHBIM, [l TOYHON pPErHcTpaldd MOMEHTa CpbIBa
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TJ10/1a IPOBEICHBI 3aMePhl YCKOPEHHs YCTPOMCTBA 3aXBaTa MO TPEM KOOpUHATaM
X, Y, Z.

Fig. 11. 3D wmogmens ycrpoiicTBa UIsi CheMa IUIOJOB, PE3yJbTAaThl aHAIN3a
HaTpsHKEHHO-1e(pOPMUPOBAHHOTO COCTOSIHUS KOHCTPYKIUH: 1 — nambl 3axBara; 2
— TOJIKAaTelb; 3 — OCHOBAaHHUE; 4 — KPEIUICHHE IIaroBOTO JABUTATENS; 5 — TMHEHHBIN
LIaroBBIH JABUraTellb; 6 — MITOK JINHEHHOTO IarOBOTO ABUTATEIS

JACIT

l

Juiy € MK [<«—— IIII

I

JIA K

Fig. 2. CtpykTypa CHCTEMBI YIIPaBIICHHS [ aBTOMATH3HPOBAHHOTO CheMa
I0J0B

Pe3yabTaTel U 00cy:KaeHUE

B pesymprare TMpOBENEHHBIX HCCIENOBAHUA pa3paboTaHa HWHTEIUIEKTyaJbHas
CHCTEMa YIpaBIeHUs OOOPYAOBaHMEM pPOOOTH3MPOBAHHOTO YCTPOWCTBA IS
chEéMa IUIOJIOB, KOTOpas crocoOHAa B KpoTdaiilliee BpeMsl ONPEICIHTh MOMEHT
CpbIBa IUIOJIA C IUTOJIOHOXKKH, a TaKKe crnocoOHa KOHTPOJIHMPOBATH CTENECHb
JIABJICHUS JIall 3axBara Ha IUIOJA. 3axBaT W3rotoBiieH MetogoMm 3D medatu. B
KauecTBe MaTepuana ucnons3oBaH nonuamuy 12 (ITA 12), Gonee u3BecTHBIN Kak
HEHJIOH, TaHHBIA MaTepuasl OTJIMYAETCSl BBICOKOH MPOYHOCTh M3HOCOCTOMKOCTBIO,
CTOMKOCTBIO K aTMoc(epHOMy Bo3elcTBuio. [Tocne cOopku ombiTHOrO 00Opasia
aBTOMATHU3UPOBAHHOTO YCTPOUCTBA MPOBEICHBI JIAOOPATOPHBIEC SKCIIEPUMEHTHI.
IIpoBenena mpoBepka pPabOTOCIOCOOHOCTH pa3pabOTaHHOTO 3axBaTa IS
cOopa IIOAOB, a WMEHHO s01oK. s STOro 3axBaT OBUI YCTaHOBICH Ha
MaHHITYJISTOPE, TIOCIIE Yero MPOBEICHA CepHsl IKCIIEPUMEHTOB HA UCKYCCTBEHHOU
MOJIeNu I0JI0HEBOT0 JIepeBa ¢ MII0AaMH Pa3INYHbIX Pa3MEepHbIX MapamMeTpoB (puC.

3).
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Fig. 3. Ilpoumecc mpoBeneHmst J1aGOpaTOPHOTO SKCIEPUMEHTA, 3aXBaT IUIOA
pa3paboOTaHHBIM yCTPOHCTBOM.

References

1.

Khort D., Kutyrev A., Smirnov I., Osypenko V., Kiktev N. (2020) Computer
Vision System for Recognizing the Coordinates Location and Ripeness of
Strawberries. In: Data Stream Mining & Processing. DSMP 2020.
Communications in Computer and Information Science, vol 1158. Springer,
Cham.

P. Baranowski, W. Mazurek, J. Pastuszka-Wozniak. Supervised classification
of bruised apples with respect to the timeafter bruising on the basis of
hyperspectral imaging data // Postharvest Biology and Technology. 2013.
N86. 249-258

AK. Bhatt, D. Pant. Automatic apple grading model development based on
back propagation neural network and machine vision, and its performance
evaluation // Al & Soc. 2015. N30(1). 45-56.

Zhang, W. Huang, L. Gong, J. Li, C. Zhao, C. Liu, D. Huang Computer
vision detection of defective apples using automatic lightness correction and
weighted RVM classifier // Journal of Food Engineering. 2015. N146. 143-
151.

O. Kleynen, V. Leemans, M.-F. Destain Development of a multi-spectral
vision system for the detection of defects on apples // Journal of Food
Engineering. 2005. N69. 41-49.

157



MATEMATHYHI YMOBH AIALITOBAHOI 3MIHU [TOPSJIKY
HAJAHHS OBYUCJ/IIOBAJIBHUX PECYPCIB KOPUCTYBAYAM
XMAPHUX OBYUCJIEHb

Maros O.41.
IactutyT npobnem peectpanii inpopmanii HAH Ykpainu

B nmomoBimi po3risfHYTI NHUTaHHA MOJANBIIOTO PO3BUTKY 3acal CTBOPEHHS
aNanTHBHUX IHQPACTPYKTYp XMapHHUX OOYHCICHb, 3[aTHUX JUHAMIYHO
aJanTyBaTUCS 10 BHMOI KOPHCTYBadiB Ta AI0YMX OCOONHMBOCTEH 1 3MiH yMOB
¢yHnkuionyBanHs. [lnsg Takoi ajganTanii 3amparnoHOBaHa JAWHAMIYHA aJalTHBHA
3MillIaHa TUCIUILTIHA HaIaHHS 00YHCITIOBANBHIX pecypciB kopuctyBadam XO [4].
Po3pobneni Meroau Ta aHANITHYHI YMOBH ajanTalil HaJaHHI pecypciB
KOpHCTyBauaM XMapHHX oOumcieHb. Lli yMOBHM HamaloTh MOXIHBICTH
CTBOPIOBATH TEXHOJIOTi0 (MEXaHI3MU Ta aJTOPHUTMH) BUKOPUCTAHHS aJalTHBHOL
IUCHUILTIHA (TOPSAKY) HaJaHHA OOYHCIIOBAJILHHUX pECypciB KopuCTyBauam. B
CBOIO 4epry, Iie 03BOJISIE 3a0e3MeuyBaTH YaCOBI BUMOTH Pi3HUX KOPUCTYBAYiB Ha
OTPHUMaHHS CBO€YACHUX pE3yJbTaTiB OOYHCICHb UM HAHOLIBII e(EeKTHBHO
BHUKOPUCTOBYBATH HasiBHI PECYpCH XMapHHX oOuncieHs. . Lle € akTyanbHUM Juist
CHCTEM pealbHOro Macimraby dacy i, B IepIly 4Yepry, Uil CHeLialbHUX
iHpopMaLIfHIX CHCTEM, IO MOOYAOBaHI 3 BUKOPHUCTAHHSAM IPHBAaTHUX XMap, i
MOke OyTH KPUTHYHUM IPH OOMEXKEHHX OOYMCIIIOBAJIBHUX pecypcax XMapHHUX
00YHUCIIEHb.

AmnanitTinyai  (pOpMyJNbHI) YMOBH ajanTamii po3poOJSIFOTECS HA OCHOBI
BIJINOBITHNX TOKAa3HHUKIB €()EKTUBHOCTI Ta MAaTEMAaTHYHUX MOJENed XMapHHX
obuncieHp. CTaXOCTHYHHMH XapakTep TOJOBHHX UYWHHUKIB Ta HEOOXiJHICTH
KiJIbKICHOT OIIIHKM MAacCOBHUX MPOIIECIB HA OCHOBI TeOpPil iIMOBIPHOCTI 00YCIIOBIIOE
BUKOPUCTAHHS aHAJTITHYHOI MOJIENi XMapHUX OOYMCIICHb SIK 0araToMOTOKOBOI Ta
0araTonpiopuTeTHOI CHUCTEMH  MAacoBOrO OOCIYyrOBYBaHHS 3 dYepramu 3i
3MIIIAHOKO TUCIUILTIHOIO 00CTyroByBaHHs. MoJieb BpaxoBy€e BipOTifHI BiIMOBH
Ta pi3Hi 0COOIMBOCTI Ta Ma€e MOBUTBHI 3aKOHH PO3MOAUTY VIS JESIKMX BipOTiTHHX
mporeciB.. Mozens HO3BONSE BHPAXOBYBATH YaCOBY XapaKTEPHCTHKY - dTac
BIITYKY CHCTEMH B YMOBaxX OCOOJMBOCTEH (YHKIIIOHYBAaHHS 1 BiTMOB XMapHHX
obuuciens [2,3].

Iloka3HMKH  eQeKTHBHOCTI HaJaHHA pecypciB  KopuUCTyBayaM Ta
MaTeMaTH4YHA MOJe/b

Po3riissHeMO B MPaKkTHUYHI 337a4i JUHAMIYHOI ajanTailii 3MilIaHoi JUCIUILTIHA
HaJaHHs PECypCiB 3 BiTHOCHO-a0COMOTHUMY TpiopuTeTamu. OTHUME 3 OCHOBHUX
MOKa3HUKIB eekTHBHOCTI XO € TMOKa3HHUKH, NI0 0a3yIOThCS Ha OLIHII YaCOBHX
XapaKTePHUCTHK X CHUCTEM 1 sKi HEOOXiJHO MiITPUMYBaTH Ha 3aJaHOMY DPiBHI
Taki MOKA3HHKH MOXKYTh 3aJ@BATHCS JOTOBOPOM MIDK IOCTAYalbHHKOM Ta
kopuctyBadeM XO. VYHacHiIOK BHIIAJKOBOTO XapakTepy OOYHCIIOBAIBHOTO
NpolLecy BUHUKAIOTH J0JaTKOBI 3aTPUMKH B 00poOLi iHpopMmaril, mopyiyoThes
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npunmycTuMi obMexeHHs Ha yac ii mepeOyBaHHs B XO, IO HEraTHBHO
MO3HAYA€THCS Ha €eKTHBHOCTI PIllIeHHs IUIBOBUX 33724 KOPHCTYBAUiB.

Jnst 3abe3medenHss HeoOXimHOi edektuBHOCTI XO y TakWX CHTYyamisx
HEeoOXiTHO MiITPHMYBaTH YacoBi XapaKTEpPUCTUKH CHCTEMH HA 3aJaHOMY piBHI. B
yMoBaxX Ae(inuTy OGYHCIIOBATEHHX PECYpCIB II€ MOXKIMBO TIJIBKH 32 PaxyHOK
miBHIICHHS €()EeKTUBHOCTI OOYHCIIOBANIBHOTO TPOIECY, 30KpeMa, 3a paxyHOK
ajanTauii IMCUUIUTIHE 00CITyrOBYBaHHS.

Ilopsia 3 uuM BHHUKAE Ipyra 3a/1ava - HAHOLIbII e)eKTUBHOTO BUKOPHCTAHHS
HasBHUX OOYHCIIOBAIIbHUX PECYPCIiB y KOXEH MOMEHT 4acy (YHKIiOHYBaHHS
kepytounx XO. Ilfo 3agady TakoK MOXKHAa BHPIIINTH IUIIXOM ajarnramnii
JHCIHIUIIHKA 00CITyTrOBYBaHHS.

Metoro poboTH € po3poOka METOJIB Ta AHANITHYHHX YMOB aJanTallis
HaJlaHHA OOYHCIIOBAILHUX pPECypciB KopucTyBauaM XO 3a s 3a0e3neucHHS
YacOBHX XapaKTEpUCTUK iH(POpPMALifHO-aHANITHYHUX CHCTEM Ta ONTUMi3amii
BUKOpHCTaHHA pecypciB XO.

B sxocti nokasauka edexrrBHOCTI XO OepeMo cepedHi0 CyMapHy BapTiCTh
(mtpady) gacy Biaryky XO (4acy 3arpumku B XO, yacy O4iKyBaHHS B Ueprax Ta
yacy HaJaHHs pecypciB ToOTo mepebyBanHsS B XO sK y CHCTEMi MacoBOTO
obcinyropyBanHi (CMO)) Ha 3asBkM (BUMOTH) KopHcTyBawiB. Jlims 1boro
BUKOPHUCTAEMO BiZIoMHid (pyHKITIOHAT [6]

n
C(S) = Zaiﬂivi(s) y
i=1
3 40ro MaemMo

M N
c¥ = ZZa(m, n)A(m,n)v(@(m, n) , )
m=1n=1
ae
a; - BapTicTs (wTpad) 3a oguHULIO Yacy Biaryky XO (3aTpuMky, nepeGyBaHHS B

(8)

XO) 3asBOK i-TO TMOTOKY; Aj - iHTCHCHBHICTH i-TO TOTOKY 3asBOK; Vj

cepenniil yac Biaryky XO 3asBOK i-TO TOTOKY; N — KUIBKICTh THIIB 3as1BOK; S —
mapameTp, M0 XapaKTepu3ye crocid opraHizamii OOYHCIIOBATBHOTO TPOIECY;

v (m,n)(m=LM, n=1LN,) - cepeaniii uac Biaryky XO 3asBok (M, N)-ro
notoky; «a (M, n) - BapticTe oauHui yacy Biaryky XO (3arpumku B XO) 3asBOK
(m, n)-ro motoky; A (M, N) - iHTEHCHBHICTH (M, N)-TIOTOKY.

Le#t moxa3Huk e(peKTHBHOCTI 0a3yeThCS Ha TMPHITYHICHHI, IO PE3yJIbTaTH
BUKOPHCTaHHS PECYpCiB KOPHUCTYBa4eM 3HELIHIOIOThCS MHPOMOpLiiiHO dYacy iX
3arpuMku B XO, To6T0 mepebyBanus B XO sk y CMO. Toxi mixamu amamramii
3MiMIaHoi JHMCHMIUTIHK OOCIyroByBaHHS OyayTh a0o 3aJOBOJICHHS BHMOT
BYacHOro nepeOyBaHHs (M, N) 3aBOK y CHCTEMi, IO 33AF0ThCS MPHITYCTHMHUMHE
3HAYEHHAMHA 1BOTO HYacy V(M,n), abo mimimizauis ¢ynkuionana (1). Ll mimi

JOCSITAIOThCS IIUIIXOM BiJIIYKaHHS BiJIOBIHUX ONTHUMAJIBHUX PO30HUBOK ¢O Ha
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BIITHOCHM Ta aOCOJIOTHI mpiopureTd, TOOTO 3ajadi ajamTamii 3MimraHoi
JUCLHIUIIHA OOCIyrOBYBaHHS 3 BiTHOCHO-a0COJIOTHHM IIPiOPHTETOM SIBIISIIOTH
co0Or0 omTHMi3aliitHi 3amavi. PimleHHs 3ama4  BiIIIyKaHHS ONTHUMAaIBHOL
pPO3OMBKH 3a JOMOMOTOI BIIOMHX aHATITHYHUX METOJIB ONTUMI3alii He
TIPEACTABISETHCS MOXKIMBAM. CIMHUN NUIIX PIIICHHS WX 3374 — eBPUCTUIHHI
miaxig, mo He Mae (opMagbHOTO OOIPYHTYBAaHHS, a CIHUPAETHCS JIMIIE Ha
crierngiky 3aga4 (MaTeMaTHYHUX MOJEIeH) i 3B's13aHi 3 HUMHU PO3yMiHHSL.

JocsarHeHHs wined anpanrtamii 3MmilIaHoi AMCHMIUTIHM  OOCIYrOBYBaHHS
CIONYYeHO 3 MOTPeOOI0 OIHKM 3HAYeHHS CEepeAHboro yacy Biaryky XO
(mepedyBanns B XO) 3asBok (m,n)-tumy v (m,n) Ha pecypcu. ToMy BHHHKA€
HEOOXIMHICTh cHHTE3y MaTeMaTudHoi Moneni XO 31 3MIlIaHOK JUCIHUILTIHO
HaJaHHs 00YHCITIOBAILHUX pecypciB (00CIyTroByBaHH!).

Po3poOka MareMaTHYHUX MOJENeH XMapHUX OOYHCIEHb YM iH(pOpMamiifHuX
CHCTEM, IO CTBOPEHI 3 BHKOPUCTaHHSAM XMap, € BaKIMBHM HANpPSMKOM U
BUSBJICHHS Ta MOKpAIEHHSA iX XapakTepucTuk [2,3]. XmapHi 0oOYHCIECHHA €
00’€KTaMH 3 BUCOKHM piBHEM HEBH3HA4YEHOCTI mpouecy (yHKmioHyBaHHA. TyT
30BHIIIHIO HEBU3HAYCHICTh IOTOKY 3alHTIB Ha oOumcimioBaibHI pecypcu (OP)
JOIOBHIOE BHYTpIIIHS HeBHM3HadeHicTh XO, mo 3B’s3aHa 3 HAsBHICTIO YH
BiZICYTHICTIO HeoOximuux OP, BumamkoBux BigMoB cuctemMu XO, a Takox
HeoOXiZHICTh 3abe3nedyeHHs INEeBHUX YacOBUX XapaKTepHCTHK Uil OaraThox
kmienTiB. Came Iie BH3HA4Ya€ HEOOXITHICTh BBEICHHS aNanTaiii y Iporec
¢ynkuionyBanns XO. Kpim Toro, BBeeHHs ajanTanii y nmpouec (GyHKIiOHyBaHHS
XO 3B’3aHO 3 HEOOXITHICTIO MIATPUMKH CHCTEMH B ONTUMAJIbHOMY, a iHOMI i
TIPOCTO TpaIe31aTHOMY CTaHi HE3aJeXHO BiJ YUCICHHUX (aKTOPiB 30BHIIIHBOTO
Ta BHYTPIIIHBOTO XapakTepy, Mo BUBOAATH XO 3 HEOOXITHOTO LiILOBOTO CTaHY.

Bukopucrana aHamiTH4HA MOJENb, sKa 0a3yeTbcs Ha pobortax [2,3,6].
Mopgens 1103BOJIsIE BpaxyBaTH BCi HEOOXiZHI OCOOJMBOCTI IS BHpaxyBaHHS
YacOBUX XapaKTEPUCTHK B yMoBax (QyHkuioHyBanHs XO 3 JAMHAMi4HOIO
aJIAalITUBHOIO 3MIIIaHO0 (a0COIOTHO — BiTHOCHUMH MPIOPUTETAMH) TUCIUILTIHOKO
HaJjaHHs 00YHCIIOBAIBHUX pecypciB kopuctyBadaMm XO 3 i BpaxyBaHHSIM BiIMOB
Ta crienr()ikor HAKOTTMYEHHS 3asSBOK Ha PECYpPCH.

MeTtonu Ta aHAJITH4YHI YMOBH aJanTanii HalaHHA pecypciB KOpHCTyBayam
X0

Anantanisi 3MilIaHoi JUCHHIUTIHE 0OCIyroByBaHHs 3 Moze/unio XO moisirae y
BIIIYKaHHI ONTUMaNbHOI PO3OMBKM IOTOKIB 3asfBOK IO rpymax (piBHAM)
a0CONIOTHOTO MPiOPHUTETY (qﬁo), T0OTO Takoi cykymHocTi uncen {N,ym=1M),

mpu sIKifi THM4acoBi xapakrepucTuky Mozeni XO 3abe3medyBanu O BiIIIOBITHO
1o 3a1adi (6) piBHICTB:

¢O =0pt{Ny,Np,...,Npm /v(¢)(m, n) <v;(mn),pe® M =min} 2
Ta y BIAMOBIAHOCTI 3 33a4€I0 PiBHICTb:
#° =opt{N;,N,,...,Ny /C¥ =min, g e ®, M =min} . @)
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OCKIIBKU KUIBKICTh MOTOKIB 3aBOK N € CKIHYEHHOIO, TO 3a/1a4a BiJIIyKaHHS

ONTUMAIBHOI PO3OHBKU ¢0 MOKe OyTH BHUpIlIeHa LUIIXOM MOBHOTO Iepebopy
BCIX MOJJIMBHX PO30MBOK i BUOOpY 3 HHUX TaKoi, KOTpa 3aJOBOJBHSIE PIBHOCTSIM
(17) 1 (18). Omnak neit murax it XO peabHOr0 MacmITady 4acy HETPUITHATHUMH,

TOMY II[O KUIBKICTB YCiX MOXIIMBHX PO30UBOK @ = 2Nt nipu Bexmkux N Bemke i

peanizanis MeToay HOBHOTO Iepebopy BHMarae 3HaYHHX YacOBHX BHTpaT. Tomy
BUHHKA€ HEOOXIJHICTH PO3POOKM TaKUX METOMIB aJamlTallii, 10 I03BOJISIOTH
OJIepXKyBaTH ONTHUMAaJIbHY pO3OUBKY B pe3yJbTaTi po3TiIsiLy 0OMeKeHO1 KiNbKOCTI
BapiaHTIB IPyIyBaHHS.

Jnst BigurykaHHsS pO30OUBKH ¢0, 110 3abe3mneuye piBHICTh (2), IPOMOHYETHCS
METOJ, CyThb SKOrO MOJSIrac B IIOYEProBOMY 3aJOBOJICHHI BHMOT 10 4Yacy
nepeOyBaHHS 3asBOK Yy CHCTEMi, NOYHHAIOYHM 3 IIEPIIOTO MOTOKY, NUIIXOM
HOCIIIOBHOTO (hOPMYBaHHsS CIOYATKy Hepmioi, IOTIM Apyroi i T.JA. Tpym
abcomoTHOrO mpiopurery. [lpm mpoMy mpolec amanTamii NOYHWHAETBCS 3
PO30UBKH, IO BiINOBIZAa€ AUCIHUILIIHI OOCITYTOBYBaHHS 3 «IHCTHMY» BIITHOCHUM
npiopuretoM (M=1, N;=N). V 3B's3ky 3 muM nepma 3 po30HBOK, HpH SKIii
BUKOHYETHCS METa ajanTamii, XapaKTepU3YETbCS MiHIMAIBHO MOXKIHBOIO
KIJIBKICTIO TPYH a0COIIOTHOTO MPiOpUTETY M, TOOTO € ONTHMAIIEHUM.

Jlnst BiguIykaHHs po3OMBKI q)o , 10 3aJJOBOJIBHSIE PIBHOCTI (3), IPOIIOHYETHCS
METOJ| ajanTaiii, CyTb SIKOTO CKJIaJaeThcsl B ILIJIECIPSIMOBAHOMY (OpPMYBaHHI

rpyn abCONIOTHOTO TMPIOPHUTETY, MOYMHAKOYM 3 OCTaHHBOI, HA OCHOBI aHAi3y
3HaKa MPUPOIICHHS BEJMYMHU CEPEIHbOT CYMapHOT BapTOCTI MepeOyBaHHS 3a1BOK

y cucremi AC@) | [Ipu ¢dopmyBaHHI YeproBoi TPYMH 3asBKH IOTOKIB
c(hOpMOBaHUX TPYI BUKIIOYAIOTHCS 3 PO3IIISAY, OCKUIBKH BOHU HE BIUIMBAIOThH Ha
cepenHiii dyac mepeOyBaHHS B CHCTEMi 3asBOK IIOTOKIB IONEPENHIX TpyIl
abcomoTHOTO TpiopuTety. Ilporec amanranii B bOMY BHIAIKy MOYMHAETHCS 3
PO30UBKH, IO BiAMOBIIAE TUCIUILTIHI OOCITYTOBYBaHHS 3 «UUCTUMY aOCOTFOTHUM
npiopuretoM (M=N, N,=1), mo Takox 3a0e3neuye MiHIManbHEe 4uciIo Tpyn M
MIPpY BUKOHAHHI METH aIamTarlii.

Busnaunvo  AC#) . IIpumyctumo, mo momepenHe (-po36uska Mae BHJ

Ny=Np=...=Nj;; =1, N =N;j= P—l1-1, ne P — KiNbKiCTh TOTOKIB

3a5BOK, PO3MIIHYTUX Ha eTami (opMyBaHHsS 4eproBoi rpymu 3 HomepoM j. Ilpu
j-1

HyMepamii Tpym 3 ocraHHboi P =N - Z Ny, . Hacrynma ¢ —po3buBka
m=1

BIIpi3HAETBCSA BiA Q-po36uéku TUM, WO TIOTOKH 3asBOK JBOX OCTaHHIX TIpyIl

o6'exnani B onny, T0610 Ny =Ny =...=N; =1, Nj,;=N;=P-I.

[pu AC(@9) HpH Tepexoi BiJ 4-po36usku 10 ¢ —po30MBKU BH3HAUYUMO B
TaKuii crocio:
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N
Ac@®) _c@ _cla _ ZaiﬁiAVi(q’w , @)
i=1
ne Avi(q’¢) :vi(¢) —vi(q), i=LN.
3 ¢opmymn (4) BumiIMBaEe, MmO ¢ —po30MBKAa BBAKAETHCSA KPALIOK Y
MOPIBHSAHHI 3 (-p036UKot0, SIKIIO AC@) <o,y BUIAJKY AC@9) >0 Kpariom

€ Q-po36usxa. BupaxeHHs AC@9) —o O3HayYae, 010 ¢ — po30HUBKa 3a KPUTEPieEM
cepenHbOi CyMapHOi BapToCTi mepeOyBaHHS 3asBOK y CHCTeMi He Tipme (-
po36usku, ane 3abe3reuye MeHIy KUTBKICT IpyI abCOII0THOTO npioputeTry M.

O6uncumo AC@9) pa npuknani cucremu tairy AC-I [3], ms sikoi MokHa
3aIHCATH:

i
Kepoho+ Y prir
<R Y& Rk Ry M
"Ry “R)(K, —R;
l/i(¢): r —hj r —hj . r— ©)
KEPOAO + ZprAr
(N r=1 i=l+1P.

Ki =R (Ki =Ri)(Ke —R)’

Ilpu mepexonmi Bim Q-posdueku 10 ¢ —po3OUBKH  3OUTBIICHHS

CepeIHBOTo Yacy rnepeOyBaHHs 3asBOK y cHCcTeMi A vi(q’¢)

0 . =1l

P
z orir

Avi(W) - r=l+2 =14l ©)

(Kr - RI)(Kr - RI-¢—1)

- i1 i=1+2,P.
(Ky =RD(Ky =Ry41)

Toni 30inbIIeHHES AC(q'¢) 3aMuIIeMo Y BHII

P
ACE? = o A g AV + D aiaav(®?) =
i=l+2 (7)

_ Pra p@| A __ 2 &
) ,
2(Ky =R)(Ky = Rij1) =112 bg 1+ ¢|2 by
e i :./D[ti]/ by - xoediuient Bapiamii yacy oGcmyroByBaHHs 3asBOK i-20

notoky ( D[tj] - mucnepcis wacy o6cnyroBysanns). Ilpu  nokazoBomy
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o0cnyroByBaHHi 3asBOK I-co mOTOKy =1, a mpu jgeTepMiHOBaHOMY
obcyroByBanHi - yj =0.
Amnani3 Bupasy (22) mokasye, 110 JOLUIBHICTH MEPEXONy Bif (-po36usku IO
¢ — pO30MBKH BU3HAYAETHCS 3HAKOM BXiHOI B HBOTO CyMHU:
c 2
AC = ) 4ib? M—izﬂ : ®)
i=1+2 b|+1 1+ Vi bi
3 mi€l piBHOCTI BUILIHBAE:
1) sxkmo AC; <0 gmma ycix |=0,N—-2, To onTHMaabHOIO € IUCHUHUILTIHA
00CITyroByBaHHs 3 «YHCTUM BiJTHOCHHUM MPIOPUTETOM;
2) mupu AC, >0 mas Bcix | onmTumanpHO0 € muCHHIUTiHA OGCIYTOBYBaHHS 3

«IHCTUM» a0CONIOTHUM HPiOPUTETOM;
3) y Bumagky AC; <0 wm AC >0 He mmt Bcix | omrumansHO0 €

3MilIaHa TUCIUILTIHA 00CTyrOByBaHHS.
Takum 4MHOM, 11l BUSHAUYEHHS JOIIBHOCTI IEPeXoay Bif (-po36usku
10 ¢—po36uBku gocutb 1m0 ¢opmyni (8) obuncintn AC| i mpoanamisyBatu

pesynbrart. 3miHa po30uBKH HoLinbHa, ko AC; <0.

BucHoBoK

Po3poOka aHamiTHYHUX yMOB ajanTamii HaJaHHA pPECypPCiB KOPHCTyBadaM
XMapHHAX OOYHCIICHh BHKOHAHO HA OCHOBI aHANTHYHOI MoOJeNi. AHaNiTHYHI
YMOBH JIO3BOJISIFOTH PO3pOOISITH MeXaHi3mu Ta anroputmu aganrtarii XO. Lli
MEXaHi3MH Ta aJIrOPUTMH BpaxoBYIOTh Taku ¢ismuHi BmactuBocti XO, K
MHTTEBY €ACTHYHICTh (JMHAMIYHY Mirpamito, BUAUIEHHS i 3BUIBHEHHS PEcypciB
JUIS IIBUJKOTO MacuITaOyBaHHS BIAMOBIIHO 10 MOTPeO) Ta CepBiCH BUMIpPIOBAHHS
(kepyBaHHS 1 ONTHMI3allisi pecypciB 3a JIOMOMOTOI0 3aco0iB BUMIPIOBAHHS).
MOMEHT BKJIIOYEHHS alrOPUTMY afanTallii BUSHAYAEThCS CHCTEMOIO YIPABIIHHS
XO mpu TmOpyIIEHHI TNPHUIYCTUMHX OOMEXEeHb Ha dYac BINTYyKy, 3MiHi
KOHTPOJIbOBAaHUX MapaMeTpPiB CUCTEMH (HATPUKIIA, ii CyMapHOTO 3aBaHTaKCHHS)
YH MOKa3HUKA €(DEeKTHBHOCTI CUCTEMH MOHA/] IPAaHNUYHI 3HAUCHHSL.
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JOCAKEHHS AJITOPUTMIB BCTAHOBJIEHHSI ACOHIATUBHUX
IPABUJIL Y IHTEJIEKTYAJIBHUX CUCTEMAX AHAJII3Y JAHUX

Bbesyrmmit Onekciit MUKuToBHY
ITTPI HAH VYxkpainn, Kuis, abezugliy00@gmail.com

Mera pocmiIKeHHS TOJSra€ y TOPIBHAHHI  METOMIB  TOIIYKY
ACOIIIaTUBHHUX MpPaBWJI Yy IHTEICKTYyaJbHOMY aHali3l JaHUX 3 METOI0
BUSIBIICHHA  Hale(QEeKTUBHIIIOTO  aNropuT™My. MeTo  aHamizy €
BCTAQHOBJICHHSI HACTYITHHX 3aJIS)KHOCTEH: SIKIIO B TpaH3aKLil 3ycTpiBcs
nesikuid Hablp eneMeHTiB X, TO Ha MifCTaBi IbOTO MOKHA 3pOOUTH
BHCHOBOK IIPO T€, IO iHIIMH Habip eleMeHTiB Y TaKoX jke IOBHHEH
3'SIBUTHCS B Iili TpaH3akilii. BCTaHOBJICHHS TaKUX 3aJIC)KHOCTCH Jae HaM
MOYJIUBICTh 3HAXOJHUTH TyX€e MPOCTi 1 IHTYiTHBHO 3pO3yMiJIi MpaBHiIa.
KuarouoBi cioBa: I[aTenexryansHuid AwHami3, AcomiatuBHi [lpaBmia,
Ceksenuiiiauit  Ananis, BJI, 3akonomipnocti, data mining, Apriori,
Frequent Pattern-Growth (FPG), AprioriTID, AprioriHybrid, AprioriDHP,
PRTITION, DIC (Dynamic Items Counting)

Beryn

IHTenekTyanpHuil aHal3 JaHWX — MPOLIEC BUSIBICHHS KOPHUCHHUX BiJOMOCTEH 3
BENUKUX HaOopiB nanux.[1] B Xomi #Oro mpoBeleHHS TOCTIKYHOTHCSA pi3Hi
BapiaHTH MOMIH, sIKi MOXYTh OyTH NpeACTaBieHi y BUMIAI Tabmumi. Psaxu
SIBIISIFOTH CO00I0 Oy/Ib-SIKWi BapiaHT, a CTOBIILI MiCTSATh HOTO ITapaMeTpH.

CekBeHIIHUIA aHaNi3 — [Ie PI3HOBU/ iHTENEKTYalbHOTO aHaN3y naHux (data
mining). O6'eKTOM CEeKBEHIIIIHOTO aHalli3y € 6a3a MOCIiJOBHOCTEH.

CekBeHIiliHUIA aHami3[1] BUSABISE€ 9acTO TMOBTOPIOBAHI MOCIITOBHOCTI MO,
ToOTO B sKilf MOCIIIOBHOCTI BigOyBatOThCs MOl a00 uyepe3 SIKMUCH MPOMIXKOK
yacy micns moaii "X", BinOynerbes momist "Y". Jlani mo omHii camii mopii, ane
B3AIT1 3 Pi3HUX MOCIIIOBHOCTEIA.

IHTenexTyanpHuii  aHami3 CkIamaeThes 3 kiuacudikamii, Kimacrepizaiii,
accolmariii, MocyiI0BHOCTI, IPOTHO3yBaHHS, BUSBICHHS BiIXWICHB, OL[IHIOBAHHS,
aHaJi3y 3B’S3KiB Ta Bizyasi3ailis.

Knacughixayis — BUSBIEHHS O3HAK IO XapaKTepH3YIOTh TPymu 00’€KTiB. 3a
UMK O3HAKaMH HOBI 00’ €KTH PO3MOIUISIOTH IO KJIacaM.

Knacmepusayiss — € noriuHMM HpOAOBXKeHHsIM kinacudikarii. PesyapraTom
KJIaCcTepU3aLlii € oiIeHHs 00’ €KTIB Ha rPYIH.

Accoyuayii — METOI0 € TOIIYK 3aKOHOMIPHOCTeH MiXK MOAIIMH Ha OIHOMY
MPOMDKKY 4acy.

Tomryk acouiaTHBHUX MPaBUII MOJArac y BU3HAYCHHI 4acTHX HAOOpIB cepen
BEIMKNX HA0OpiB JaHWX. Y KOHTEKCTI aHANli3y KONIMKA IOKYII IIe IMONIYK
HaOOpiB TOBapiB, sAKi HAHOLIBII YAacTO KYyMyHOTh pa3oM. He MeHII BaITUBHM
(GakTOpoM € B3a€MO3B'A30K TOAiM y waci. IpyHTyrouMch Ha TOMy, sKi TOAii
HalyacrTime #WIyTh 3a IHIIMMH, 3’SBISETBCS  MOXJIMBICTH  3a3fjalieriib
nepeabayatH ix MosBY, IO A03BOJHTH MPUITMATH OiNIbII CBOEYACH] PillICHHS.
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Tlomyk acomiaTUBHMX TpaBWUi TOJNSATAE y BUSABICHHI HabOpy O00'eKTiB B
paMKax OJHi€l TpaH3akImii, TOOTO TOBapH sKi HaifyacTimie KyIyIOTBCS pa3oM 3a
OJIHY TPaH3aKI[ifo.

Iocnidosnicme (nocnioogna accoyiayis) — 3HaXOAUTH 3aKOHOMIPHOCTI y Yaci
MiX TPaH3aKI[ISIMH.

Ilpoenoszysannss — 0a3yeTbCs Ha ICTOPHYHUX [aHUX 3 METOK OI[HKH
MPOIYLIEHUX Y1 MaOYTHIX YHCIOBUX 3HAYCHb.

Busienenns gioxunenv(6bikud) — METOI0 € BHUSBJICHHS Ta aHali3 JAaHUX, IO
BiZIPI3HAIOTHCA BiJ 3aralbHOI MHOKUHH.

Oyinlosanis — METOIO € IPOTHO3YBAaHHS Oe3MepepBHIX 3HAUCHb 03HAK.

Ananiz 36 ’a3Ki¢ — IOIIYK 3aJI€KHOCTEH y HA0Opi TaHUX.

Bizyanizayis — BUKOPHUCTOBYIOThCS TpadiuHi METOAU, MO JIEMOHCTPYIOThH
HasBHICTh 3aJIS)KHOCTEH y TaHUX.

AKTyaJIbHICTh

AKTyaJbHOIO 3a[a4ei0 € MOPIBHSIHHS METOJIB MOIIYKY acOLiaTHBHUX MPaBHII Ta
3HAXO/KCHHS ONTHMAIFHUX aJlTOPUTMIB BCTAHOBIICHHS 3B S3KiB cepel] HabopaMu
mojiii y BenmuKuX 0a3zaX JaHUX. 3 METOI E€KOHOMIi pecypciB KOMIT'IOTEpY Ta
3MEHIICHHS YaCOBHUX BUTpPAT Ha 00poOKy Benmnkux naHux (big data).

AcomiaTuBHI TpaBWia e(QEKTHMBHO BHKOPHCTOBYIOTHCSI B CErMEHTamii
MOKYMIB O TOBEIHII NpU IOKYIKAaX, aHali3i IepeBar KIIE€HTIB, IUIAHYBaHHI
po3TalnryBaHHs TOBapiB B CyNepMapKeTax, Kpoc-TPoAaxax, aJApecHil pO3CHIILI.
OnHak, cdepa 3aCTOCyBaHHS LMX AJTOPUTMIB HE OOMEXYETHCS JIUIIE OJAHIEIO
TOpriBiero. IX Takoxk YCIIIIHO 3aCTOCOBYIOTH i B iHIMMX 06TACTSX: MeIUIH, 1T
aHami3y BinBimyBaHb BeO-crTopiHOK (Web Mining), mms anamizy Tekcry (Text
Mining), A aHai3y JaHUX TI0 TIEPENUCY HACENICHHs, B aHaJIi31 Ta MPOTHO3yBaHH1
3001B TEIIEKOMYHIKAI[IIfHOTO yCTaTKyBaHHS TO IIIO.

OrJsa icHy04HX pilleHb

J1nst mpoBe/IeHHs CeKBEHIIHHOTO aHalli3y iCHY€ 1B HANIOMYJISIPHIILI aJIrTOPUTMA.
B Asroput™m Apriori — Iie OJMH 3 MEPIINX AITOPUTMIB, CIPSIMOBAaHHUX Ha
MONIYK acOIiaTUBHUX MpaBmi[2].

B Amropurm Frequent Pattern-Growth (FPG) — omun 3 HaiiGiibmr
e eKTUBHUX aJITOPUTMIB TOLIYKY aCOLIaTHBHHUX MPAaBWJI, SKUH J03BOJISIE HE
BHKOPHCTOBYBATH PECYPCO-BUTPATHY I'eHEpallilo KaHIUAaTiB.

OcHoBHHUiT MaTepiaa

Cyrtio anroput™y APriori € BHKOPHCTaHHS BIACTUBOCTI MiATPHMKH: MiATPHMKA
OyIb-sKoro Habopy 00'eKTa He MEePEBUIYE MiHIMaJIbHY MIITPUMKY OyIb-SIKOTO 3
oro mMaMHOXHUH: Supr < Supy mpu Tomy, mo E C F.
AJITOPUTM 3HAXOAUTh HaifyacTilr HaOOpH MaHWX B KiJIbKa €TalliB, KOKHUH 3 SIKHX
CKJTAZIA€ThCsS 3 TIOCITIIOBHOCTI KPOKIB:

B dopmyBaHHS KaHIHJATIB

| [MigpaxyHOK KaHAWAATIB

166



Hepmonikom gaHoro anroputMy € mporiec reHepanii KaHIUAaTIB, SKUH BUMarae
BEJIMKHX OOYMCIIOBANBHHX 1 OararoyacoBux BHTpar. Jlo Toro jx, BiH BUMAarae
6araTopa3oBOro CKaHyBaHHS 0a3HW JaHHX 1 HE BPaxOBYe YacoBY CKJIaJOBY B
Habopax JaHux. ToMy y JaHOTO aJITOPUTMY iCHY€ Oe31id MoudiKaIii.

QopMmyBaHHA KaHIWIATIB — Il €Tal Ha SKOMYy airoputM ckanye B/l Tta
¢dbopmye enemeHTapHUX KaHauaatiB. Ha npomy erami miATpUMKa KaHIWIATIB HE
(bopmyeThes.

IlinpaxyHok KaHAWAATIB — eTall Ha SKOMY BHPAXOBYETHCS MiATPUMKA
KaH/IU/IATiB, a TAKOXX BIJICIKAIOTHCS KAHIUATH 3 HEAOCTATHIM PIBHEM HiITPUMKH,
a Hal9acTiNI KaHIUAATH JINIIAIOThCS.

Ha mnepmomy erami BinOyBaetbcsi ¢QopmyBaHHS OFHO — €IEMEHTHHX
KaHauaatie. Jlani aaroput™ mipaxoByr MiATPUMKY IUX kanmunatie. HaGopu 3
piBHEM HiITPUMKH MEHIIIE 3aJaHOTO BiJICIKAIOTHCS.

Jami mpoxomute eram  (QopMyBaHHA  [BOEJICMEHTHHUX  KAaHAWIATIB,
mipaxyBaHHA X MIITPUMKH Ta BUAANCHHS KaHIUIATIB 3 MiATPUMKOIO MEHIIE
MiHIManbHO 3a7aH0i. AITOPUTM MpaIIO€e TaK MOKU He Biackakye Bcio B/1.

SIKIMO TOMUBHUTHCS HA AITOPHTM MPSIMOJIHIMHO, Ha OCTaHHBROMY eTalll
IropuT™M (GopMmye n-elleMEHTHHH HaOOp, MiIpaxoBye IX MIATPUMKY Ta Biacikae
Habopu 3 piBHEM MIATPUMKH 3 piBHEM MeHII 3aiaHoro. OnHak anroput™ Apriori
3MEHIIIYe KUTBbKICTh KaHAMIATIB BIJCIKAIOYM — ampiopi — Ti, AKi 3aBiIOMO HE
MOXXYTh CTaTH 4acTO MOBTOPIOBAHMMH Ha IiATIPYyHTI iHdopmarmii mpo BixciueHi
KaHJUJaTH Ha MONepeHiX eTarnax poOoTH aIropuTMa.

PisHOBHIM anroputmy Apriori HeoOXimHI UII CKOPOYEHHS KiTbKOCTi
CKaHyBaHb 0a3M JaHWX, KUTBKOCTI HA0OPiB KaHAUIATiB ad0 TOro Ta iHmoro. bymo
3alpONOHOBAaHO JIEKUTbKAa PI3HOBUIIB anroputMa Apriori: AprioriTID Ta
AprioriHybrid.

I'onoBHa ocob6amBicTe anroputMmy AprioriTID monsirae y Tomy, mo B/l nHe
BUKOPUCTOBYETHCS y MiAPAXyHKY MiITPUMKH KaHAWAATIB HAO0OPY IMiCJIsl MEPIIOTo
NpoxXoay. 3 Ii€l0 METOI0 BHUKOPUCTOBYETHCS KOMYBaHHS KaHAWMAATIB, sIKe OyJ0
BUKOHAHE Ha IMEepIINX NpoxoJax. Y HACTYNHUX MPOXOAaX PO3MIp 3aKOJOBAHUX
HabopiB Moxe OyTH 3HauHimIe MeHm HiK BJ — TakuM YMHOM EKOHOMIIATHCS
3HaYHI PECYpCH.

Pisamms mix Apriori 1 AprioriTID monsirae y Tomy, o0 Tepmii MpoXoIu
Apriori mo B/l 3nauno mBuame Hix AprioriTID, a Ha eramax 3aBepHIeHHS
AprioriTID mBumme Hixk Apriori. AprioriHybrid 06’ennye Halikpamii ¢akropu
JIBOX aJTOPUTMIB.

Anropurm AprioriDHP, Takox Mae Ha3By alropuTM XellyBaHHs. B ocHOBi
ifforo pobotu — iMOBIpHICHHH TigpaxyHOK HabOpiB-KaHIUATIB. BiH ciiyuTh 1u1st
CKOPOYEHHS YHCIia MiJpaxoByBaHb KaHAWJATIB HAa KOXKHOMY €Talli BHKOHAHHS
anroputMa Apriori.

Anroputm PRTITION poz6urrs (po3ainenns) ckanye bJl nmumsixoMm po3ouTTs
ii Ha PO3[iiH, IO HE IMEPETHHAIOTHCS, SKi MOXYTh BMICTHTHCS B ONEpPaTHBHIM
nam’siTi. Ha nepmiomy erarmi, 3a J0mMoMoror Apriori, BUSBISIIOTBCS JIOKAJIBHI»
Haidacrtimi Habopu panux. Ha npyromy erami MiApaxoBYeThCS MiATPUMKA
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KOJKHOTO 3 HaOopiB BimHocHO Bciii BJl. TakuM ymHOM Ha apyromy ertami

BHSIBIISIFOTHCS BC1 HOTEHIIAIBHI HAOOPH JaHUX.

AnroputMm DIC (Dynamic Items Counting) po36ouBae B/l Ha nexinbka GJIOKiB,
KOXKeH 3 SKHX BIIMIYa€ThCS TaK 3BAaHUMHU «IIOYaTKOBUMH TOUYKAMM», a MicCis
IUKITIYHO ckanye B/

B ocuosi anmropurmy Frequent Pattern-Growth (FPG) nexuts monepemsst
obpobka BJ[, B mpomeci skoi BoHa TpaHCHOPMYETHCS B KOMIAKTHY
JIepeBONONiOHy CTPYKTYpy, fAKa HasuBaeThcsl Frequent-Pattern Tree - nepeso
MOMYJSIPHUX TpenMeTHHX HabopiB.[3] lo OCHOBHUX IepeBar AaHOTO METOXY
BIJHOCSTECS:

1. Crucnenns B/l B KOMIIakTHY CTpPYKTYpy, sKa 3a0e3nedye HaHOIIbII
e(eKTHBHE i ITOBHE BIITyYEHHS YaCTHUX IIPEJMETHUX HaOOPIB;

2. Ilpu moOynosi FP-nmepeBa BHKOPHCTOBYETBCS TEXHOJOTISl «pPO3IAULIH Ta
BIaIyii», sIKa JO3BOJIIE€ BUKOHATH JEKOMIIO3UIIIO O/HIET CKIagHOT 3a1a4i Ha
0e31id OUIBII IPOCTHX;

3. Jlo3Bonsie yHUKHYTH BHTPAaTHOI NpPOLEAYpH TeHepalii KaHIUIaTiB,
XapaKTEePHOIO IS allTOpPUTMY Apriori.

B FP-znepeBi kojkeH eleMeHT 300paKyeThCsl y BUITISII By3Jia 3 IHIEKCOM, 110
BKa3ye Ha KUIBKICTh HOTO MOBTOPEHb. 1{e — HalifO1IbIT BUTiAHIH BapiaHT IOIaHHS
0a3u TaHUX TPaH3aKIiH, TaK SIK B Hili KOXKEH SJIEMEHT MOJKEe HEOJHOPa30BO
HOBTOprOBaTUCH.[4]

31 301IbLICHHSIM KibKOCTI JaHuX B BJ] BUTpaTn yacy Ha rmouryk Hai4acTimmx
Ha0OpIB JJIsI aNTOPUTMY Apriori pocTyTh Ha KiIbKa MOPSIKIB IIBHU/IIIE, HIXK IS
anroputmy FPG.

BucHoBok

By3pkum MicnieM B amroputMmi Apriori € Tpolec TeHepalii KaHAWOATiB B
nomnyJsipHi npeaMetHi Habopu. Hampuknan, sikmo 6a3a nanux (BJ1) Tpan3akumiit
mictuts 100 mpenmeris, To 6yae motpi6ro 3reepysatu 21°0~103Ckanmunaris.
TakuM 9UHOM anropuT™M Apriori MEHII epEeKTUBHIN HiXK HOTO aHAJIOT.

Kpim mporo, anroputm Apriori Bumarae Oaratopa3oBoro ckaHyBaHHS bBJ
TpaH3akKiliii, a caMme CTINBKHA pa3iB, CKIJIbKH TMPEIMETIB MICTUTh HaWIOBIIUI
npenMeTHuit HaGip. TomMy OyJI0 3aIIPOMOHOBAHO PsIIT AJTOPUTMIB, SIKi JO3BOJISIOTH
YHUKHYTH TeHepalii KaHAUIaTiB i CKOPOTUTH HEOOXiJHY KUIbKiCTh CKaHyBaHb
Habopy JaHUX.

Cnucok Jitepatypu

1. https:/fizv.etu.ru/assets/files/izvestiya-3_2020-45-52.pdf ctp. 45

2. http://bourabai.kz/tpoi/analysis5.htm

3. https://izv.etu.ru/assets/files/izvestiya-3_2020-45-52.pdf crp. 48-49

4. https://loginom.ru/blog/fpg#:~:text=FPG anpTepHaTUBHBI aITOPUTM MOHCKA
accoLMaTUBHBIX npaBui,-19 oxtsaopst 2020 text=Kpome anropurma Apriori
IUIS TIOMCKA,9aCTO BCTPEYAIOLINXCS IPEAMETHBIX HAaOOpOB.
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ANALYSIS OF CYBER EXERCISES APPROACHES

Vasyl Tsurkan1[0000-0003-1352-042)(] and Valeriia POkrovskal[0000-0002—1318-5521]

! Institute of special communication and information protection National technical
University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”,
Kyiv-056, Ukraine
v.v.tsurkan@gmail.com, Hilariyap@gmail.com

Raising awareness of the organization's employees comes down to cyber
exercise. They can target both an individual employee and specialists in
general. This is implemented mainly in four stages of the organization of
the cyber exercises. In the first stage, the purpose, scenarios, evaluating
system of results for their execution, and the scenario-modeling
environment is established. It is tested for compliance with the purpose of
cyber exercises within the second stage. In the third stage, cybersecurity
scenarios are being developed. The results of the execution are evaluated
in the fourth stage. This is due to the relevance of the analysis of
approaches to the organization of cyber exercises. In solving this problem,
it was established that there is no uniform interpretation of this concept.
First, such ambiguity of interpretations is associated with the direction of
cyber exercises. Therefore, approaches to their organization are focused
on obtaining theoretical knowledge, practical skills, and cybersecurity
skills. Primarily, an incident detection and prevention approach is
common. Also, the assessment of cybersecurity through penetration
testing. The application of these approaches can be generalized and
organized as a game.

Keywords: cybersecurity, scenario, incident, cyber exercises, cyber
exercises approaches.

Introduction

Cyber exercises are organized through awareness-raising programs for
cybersecurity organizations. It mainly comes down to training in an interactive
form and is characterized by orientation both for the individual employee and for
specialists as a whole [1].

There are four stages in the organization of cyber exercises. In the first stage,
goals, scenarios, evaluating system of results for their execution, and the scenario-
modeling environment is established. It is being tested for compliance with the
goals of cyber exercises in the second stage. In the third stage, established
cybersecurity scenarios are being worked out. While the results of their execution
are evaluated at the fourth stage [2]. Depending on the purpose of cyber exercises
and the training level of organization employees, it can be organized using
different approaches.
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Cyber exercises approaches

Now there is no unified interpretation of the “cyber exercises”, concept for
example: “cyber training”, “cyber range”. Sometimes “cyberlearning” is used,
which is used when organizing remote cyber exercises. It is focused primarily on
obtaining theoretical knowledge. Unlike “cyberlearning”, a characteristic feature
of “cyber training” and “cyber range” is the focus on obtaining practical
cybersecurity skills [1], [3].

A typical approach to organizing cyber exercises is characterized by the
acquisition of skills and abilities to respond to cybersecurity incidents. First, they
focus on both their detection and prevention of manifestation in future activities
[4]. In addition, it is possible to focus on assessing cybersecurity through
penetration testing. This is the basis of an approach to identifying information
vulnerabilities in cyberspace, including the use of social engineering [5]. At the
same time, the use of a game approach to organizing cyber exercises is common.
Within its framework, two teams are distinguished - attackers and “victims”.

Conclusion

Thus, the organization of cyber exercises is accompanied by the use of various
concepts. Each of them determines their specificity, taking into account the
orientation of both the individual employee and the specialists as a whole. Such
features determine the choice of approaches to the organization of cyber exercises.
In particular, they can focus on individual cybersecurity tasks, for example,
incident response (“Cyber defense”). Also, to assess cybersecurity
(“Compensation Testing”) or to reduce their solution to the game (“War game”).
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