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PE3WJIIBEHTHICTbD KPUTHNYHUX IHOPACTPYKTYP
TA KIBEPBE3IIEKA IHOOPMAIIMHO-KEPYIOUYHNX
CUCTEM

O.T". Hononos, O.C. I'opbaunk, M.I'. Ky3nemnosa
[HcTHTYT IpOGNEeM peectpaii iHpopmauii HanionansHol akagemil
Hayk Ykpainu, KuiB, Ykpaina
dodonovua@gmail.com, bges@ukr.net, marglekuz@gmail.com

Bu3HaueHO NOHATTS PE3WILEHTHOCTI 1 O€3MeKH KPUTHYHUX
iHQpacTPyKTyp, MOKa3aHO iX 3aJeXKHICTh BiJ (YyHKIIOHAIBHOT
cTifikocTi 1 kibepOesmeku iHpOpMAaIiitHOT 1HPPACTPYKTYpH.
OOroBoprolOThCSl  LUIAXH  3a0E3MCUCHHS  PE3HIBEHTHOCTI
KPUTHIHAX iHPPACTPYKTYD, JIOCBIT BHKOPHUCTAHHS
MDKHapOAHMX MIXOMIB 1 CTAaHAApTiB, 3aco0M 3abe3redeHHs
KibepOe3neK.

Ki1040Bi cj10Ba: pe3mIIbEHTHICTS KPUTHYHOI iHOPACTPYKTYPH,
iHpopMaliliHO-KepyoUa cuctema, QyHKIIOHAIbHA CTIHKICTB,
JKUBYUICTb, KibepOesreka

Beryn

Pesunvenmuicmo (anrin. resilience) KpuTHYHOL IHPPACTPYKTYpH -
IIe BJIACTUBICTb, KA XapakTepusye ii 37aTHICTb aJaNTyBaTUCS IO
arpecuBHUX YMOB (YHKIIOHYBaHHS, BiTHOBIIOBATHCS Micis 3001B 3
MiHIMIi3aIli€l0 HETAaTHBHUX BIUTUBIB HA XXUTTEBO BAXJIHBI CYCHiIBHI
(hyHKII{, eKOHOMIUHY IisUTEHICTH, TPOMAJICHKE 3IOPOB’Sl Ta OE3MEKy
a00 HaBKOJIMIIHE CEPEIOBUIIE. iz  besnexoio  xkpumuunoi
inppacmpykmypu PO3yMilOTh HE3AIEKHICTh BiJl HEMPUHHATHOTO
pHU3UKY, TOOTO 3a0e3MeueHHs] TaKoro CTaHy 1HPPACTPYKTYpH, KOJIH
PHU3UK HAaHECEHHS IIKOIM JIIOAMHI, CYCHIIbCTBY, KpaiHi CKOPOUY€ETHCS
JI0 IPUAHATHOTO PiBHSL.

Indopmarniitno-kepyroui cucremun (IKC) € y ckmani Oyab-gxoi
KpUTHYHOT iHQpacTpykTypu. 3aco0aMm IIMX CHUCTEM BHKOHYETHCS
30ip, 00poOka, 30epiranHs Ta nepegaya iHpopmarii 1 3a0e3nedeHHs
CTIHKOTO (DYHKLIIOHYBaHHS Ta PO3BUTKY KPUTHYHUX IHPPACTPyKTYyp. |
caMe BOHHM CHpUSIOTh IIBUJAKOMY BHSBJICHHIO IHIMJCHTIB B
KPpUTUYHUX  1HPpACTPYKTypax, I1HQOPMYBaHHIO TPO HHX 1
aJIcKBaTHOMY YIpaBIiHHIO TpH BimHOBieHHI. Haxambs, IKC MoXyTh
caMi cratd 00’€KTaMH HETaTUBHUX BIUIMBIB, KiOepaTtak, oOcsr i
BUTOHYEHICTb SIKUX OCTaHHIM 4acOM CTPIMKO 3pOCTae.
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OcHOBHA YaCcTHHA

Bumorn 110  pe3WNILEHTHOCTI ~ KPUTUYHUX  1HQPACTPYKTYp
NOTPeOYIOTh NMEPMAHEHTHOTO MIPOBEACHHS 3aX0/IiB 3 aHAII3y PU3HKIB,
BKITIOYAIOYM W MaJOHMOBIpHI, HANpamfOBaHHS 3axXOMiB 3 MPOTHIIl
3arpo3aMm, IUIAaHYBaHHS BiTHOBICHHA. Y OINbIIOCTI KpaiH CBIiTYy
VOpaBIiHHSA PHU3UKAMH KPUTHYHHUX 1HPPACTPYKTYp Oa3zyeTscs Ha
HaIloHATBFHUX IporpaMax. Tak, y Bemukiit bpuranii icaye CtpykTypa
ynpaBmiaHsa pusukamu (RMF) Ha ocHoBi HarmionampHOTO TUTAaHY
3axucty KputuaHux iHQpacTtpyktyp (NIPP), sxa mHamae 3arambpHi
peKOMeHAaIT o0 Iieii Oe3neKH, CTpaTeriii i CeKTOPiB OXOIICHHS.
[HCTpyMEHTH, METO/AM YINpPAaBJIiHHS PU3UKAMHU, METOIOJIOTI] 3aXHCTy
BU3HAYAIOTHCS BIJMOBIIHO JI0 IiJIi, IKY BOHH BUKOHYIOTh Ha KO)KHOMY
3 €TaIliB 3arajibHOTO yIPaBIiHHS PU3UKAMH.

3abe3ncucHHs KiOepOe3neKu € ONHIEI0 3 HAHBAKIMBIIIUX BHUMOT,
OCKUIBKM BTpPY4aHHS Y po0oTy iH(pOpMAliiHUX CHCTEM, BHTOK
iHpopMmamii mOA0 00’€KTiB KPUTHYHOI iH(QPACTPyKTypH Ta ii
HECaHKI[IOHOBaHEe BHUKOPUCTAHHS MOXKE IPH3BECTH 1O IHLIHUICHTIB 3
KatacTpoivauMHU Hachinkamu. EdexkTtuBHa mporpama KibepOesmekn
Ma€ OXOIUTIOBATH JIFOJICH, TPOLIECH, TEXHOJIOTIYHI PIlICHHS, SKi pa3oM
3HIDKYIOTh ~ PHU3UK  HOpYHICHHS  (YHKIIOHYyBaHHA  KPHUTHYHOI
iHppacTpykTypu. HeoOXiqHMMH yMOBaMHM Ta YMHHHKaMHU O€3IeKH
KpUTHYHOT 1HQpacTpyKTypu cTaroTh (YHKI[IOHAaJbHA CTIHKICTH Ta
xuBYUicTh ix iHpopmauiitnoi indpactpykrypu i IKC, siki 3gartHi
3a0e3Me4nTH CBOEYaCHE pearyBaHHs Ha 3arpo3u, iHGOPMYBaHHS PO
IHIMACHTH, POPMYBaHHS BIAMOBIJHUX KEPYIOUHMX BILIHMBIB.

Y CIHIA sk yacTHHA HAI[lOHAJLHOTO JMBi3IOHY KibepOe3mneku
(NCSD) oyHkiionye mporpama 3axuCTy CHUCTEM YOPaBIIHHA 1 €
crieliaibHa KOMaHJa pearyBaHHs Ha KiOep3arpo3u y NpOMHCIOBHX
cuctemax (ICS-CERT - Industrial Control Systems Cyber Emergency
Response Team).

€BpONEHCHKOI0 KOMICI€I0 pO3poOJICHO TJI00anbHy CTpaTerito
3aXUCTY KpUTUYHOI iHppacTpykTypu («The European Programme for
Critical Infrastructure Protection») i 3ampomoOHOBaHO CTBOPEHHS
€IMHOT CTPYKTYpOBaHOI IuiaTGopMHu pearyBaHHS Ha IHIMICHTH
(Cybersecurity  Crisis  Response  Framework).  Ilmatdopma
BKIIIOYATUME HAIIOHAJIBHI 1 TPAaHCKOPAOHHI IEHTPH OIeparii, sKi
MaloTh BHSIBJIATH KiOep3arpo3H i pearyBaTu Ha HUX, BUKOPHUCTOBYIOUH
CydJacHi TEXHOJIOT1i.

CporoziHi BXK€ HAIpalbOBaHI MEBHI METOJOJOTIYHI MIAXOIU IO
aHaTi3y pPU3MKIB KiOepOe3nekw Jiisi TEXHOJIOTIYHHMX IPOLECIB 1



MPOMUCIIOBUX MIJNPHUEMCTB y pi3HUX Tamy3sx [1]. [ns rasosoi Ta
HadTOomepepoOHOi ramy3eid 3actocoByroTh mimxin Cyber Process
Hazard Analysis (Cyber PHA), sikuii 6a3yeThbcs Ha KIACHYHOMY
MiAXOMI IO BHSBICHHS, OIIHIOBAaHHS 1 VIPaBIIHHA pPU3UKAMHU
TEXHOJIOTIYHOTO TIPOLECy Ta BKIIIOYAE aCHEKTH, OB’ s3aHI 3 pU3HKaMHU
kibepOe3neku [1]. Hampuknan, komnaniero Shell mis omiHOBaHHS
(akTopiB, MmO MNPHU3BOAATH 1O TMOPYIICHHS IIITICHOCTI (YHKITIH
Oe3nexkn uepe3 3arpo3um KidepOesmeri (ski € ab0 MOXyTh OyTH Y
MPOTPaMHO-aNapaTHUX KOMIUIEKCAX aBTOMATH3alii), OyJ0 CHIiTbHO
BUKOPHCTaHO MeTOauKH olliHioBanHs HSSE-pusukis (Health, Safety,
Security and Environment), Tpaauiiiiini METOJMKH OIL[IHKH y paMKax
PHA, i MeToauku omiHIOBaHHS pU3HKIiB KibepOesmeku (Security Risk
Assessment) [1]. HamparipoBasi MiXXHApOIHI CTAaHIAPTH IJIS aHANI3Y
pusukiB kibepoesnexu: ISO/IEC 27001 [2] — anani3 3arpos; ISA
TR84.00.09 [3] — anani3 3arpo3 i OLiHIOBAHHS PU3HUKIB KibepOe3mneKy,
OIKC BUMOT 13 3a0e3neyeHHs KibepOe3neKy Ha BCiX eTarax )KUTTEBOTO
mukiny cucremu; ISA/IEC 62443[4] — mnoOymoBa 3axuineHOl
apxitektypu ACY TII Ha piBHI aBTOMaTH3aIlii i TEXHOJOTIYHOTO
ynpasiiaas. B ISA/IEC 62443 3anpornoHOBaHO KOMITJIEKCHUI MiAXiJ,
SKUHA Tiependavyae CTBOPEHHS CHCTEMH YHIPAaBIIHHSA KiOepOe3neKoro
CSMS (Cyber Security Management System)  mpoMHCIOBOTO
00’€KTy, a OCHOBHHMH CKIIQJIOBUMH € aHaji3 PHU3UKIB, YCYHEHHsI
pu3HKiB 3a goromoroto CSM, koHTpois 1 ynockoHaneHHs CSMS.
Kputnuni inppacTpykTypu VYKpailHH MaloTh JOCUTh CKIAJHY
CTPYKTYPY B3a€MO3B’SI3KiB 1 B3a€MOBIUIMBIB. YKpaiHa Mae IOCBi[
BinouTTs kibeparak Ha IKC kputuuHux iHdpacTpykTyp, Ta BIH
notpedye cucremarusanii. s KpuTHUHUX 1HOPACTPYKTYP TOJIOBHUM
YHHOM 3aCTOCOBYETHCSI MDKHAPOJHHMH CTaHIAPT MEHEIKMEHTY
inpopmamnirinoi 6esnexn ISO/IEC 27001 i TidpKH HANpambOBYIOTHCS
HalliOHAIBHI ~ pexoMeHpamii. YpsgoM  YKpaiHM  3aTBEpIKEHO
HarmionaneHul miaH 3axucty Ta 3a0e3leYeHHsT OC3IeKH Ta CTIHKOCTI
KPUTHYHOT iHPpaCTPpyKTypH, SIKMH nepedoavae, 30KpemMa, MOHITOPHHT
KPUTHYHOT iHQPACTPyKTypH; OLIHKY PHU3UKIB 1 3arpo3; BH3HAUYCHHS
HOPSJKY B3a€EMOJIIT Cy0’€KTIB 3aXUCTy KPUTHYHOI iHPPACTPYKTYpH Y
KpU30BUX CHTyallisix, 3a0e3nedeHHss (YHKIIOHYBAHHS CHCTEMHU
obminy  iHdopmariero; MOCWJIEHHSI  CTIAKOCTI KPUTHUYHOT
inppactpyktypu. CyTTeBy ponp y mATpuMII (QyHKIIOHYBaHHS
KPUTUYHOT 1HPPACTPYKTYPH MAIOTh BUKOHATH (DYHKIIOHAIBHO CTiMKi
iH(opMaIIiifHi CUCTEeMH, B SIKi BIIPOBADKEHO MEXaHI3MH TUHAMIYHOT
pekoHdiryparii, peopramizaiii, amanTaiii Ta BITJHOBIEHHS IJIs
(yHKIIOHYBaHHS y KpH30BHUX yMOBax. MaroThb 3acTOCOBYBAaTHCS
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BU3HAHI NPaKTHKM KiOepOesnmeku: MepekeBa Oe3neka, XMapHa
Oec3meka, Oe3leka 3aCTOCYHKIB, omepariiiiHa Oe3reka, BiJHOBJICHHS
Oe3nepepBHOCTI  Oi3HEc-TIpoleciB, TporpamMu iHGOPMYBaHHS MPO
3arposu , TOMIO, JJIs MiHiMi3amii PU3MKIB Ta HETaTUBHUX HACHIJKiB
Kibeparax.

BucHoBxku

3abe3neueHHs  PE3WIHEHTHOCTI  KPUTHIHHX  iHPPACTPYKTYP
noTpedye CTBOPEHHS MOZENCH NPOTHO3YBAaHHS PH3UKIB Pi3HOI
MPUPOAN, BU3HAYCHHS CIIOCOOIB OIIHIOBAHHS BTpAT Bif iX peaisarii,
BIPOBAJPKEHHS] MEXaHI3MIB CBOEYACHOTO i aJaNTHBHOTO pearyBaHHs
Ha iHuMAeHTH. B kpurtnunux iHppactpykrypax Ta ix IKC iHnunentu
HayacTille TPAIUIAITHCS HECTONIBAHO, MAIOTh HEBIIOMHUIA XapakTep,
TOX HependavynuTH, MPOKOHTPOJIIOBATH 1 3amo0irTH iM y TOBHI Mipi
Maiike HEMOXJIHMBO, aje 3abe3lnedeHHs (YHKIIOHAJIbHOI CTIHKOCTI
IKC Ta BHMKOpUCTaHHsS TPAaKTHUK 3a0e3neueHHst KibepOesneku
JNO3BOJIUTE  CYTTEBO  YCKIAOHUTH  MOXJIMBICTH  IOPYLICHHS
(hyHKIIOHYBaHHS KPUTHYHHUX iHQPACTPYKTYP, YHEMOXJIUBUTH BUTIK,
CIIOTBOPCHHS Ta HECAHKIIIOHOBAaHE BHKOPHCTaHHA iH(popMarii momao
00’€KTiB KPUTHYIHOI 1HQPACTPYKTYpH, a IIe MpUBEAC A0 3MCHIICHHS
KUTHKOCTI 1HITUICHTIB 3 KaTacTpo(iYHUMHU HACIiIKaMH, 3a1modiratume
PO3BHUTKY KacKaJHUX aBapii.
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JOCIIIKEHHA MEPEK CYB'EKTIB
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VYkpaina
3 University of California, Los Angeles, USA
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B po0oTi 3anponoHoBaHa METOJMKA SKCTparyBaHHS MOHATH —
Ha3B XaKePChbKUX YIPYINyBaHb 1 IX KOHTEKCTyalbHUX 3B S3KiBi3
TEKCTIB IMOBIJIOMIICHh MEPEKEBHX JOKEPEN, 10 CTOCYIOThCS
npeaMeTHOI o0acTi kibepOesmneku, 3acobaMu TE€HEPATUBHOTO
IITYYHOTO 1HTENEKTY, (OpMyBaHHS MEPEX X B3a€MO3B’SI3KIB i
3MICTOBHOTO aHaji3y IMX Mepex. JlochmimKyroThes Mepexi
XaKePChKUX YrpyNyBaHb, 10 aKTHBI3yBaJUCh HAIEPENOAHI i
CIOYAaTKy MOBHOMACIITAa0HWX BOEHHHX [iii B YkpaiHi i B
I3paimi. IlimkpecmroeTbcs HAsSBHICTh CHITBHUX XaKePCHKUX
yrpynyBanb. st CTBOpEHHs peaii3amii 3ampornoHOBaHUX
miaxomiB  BUKOpUCTOBYIOTEC 3acodbm  OSINTiI  cucremu
reHepaTuBHOrO mTydHoro inrtenekry ChatGPT, a Ttakox
3aCO0M TPOrpaMHOro 3abe3NeyeHHs Mg MOJCIIOBAaHHS,
aHami3y Ta Bisyamnizaiiii rpadis — Gephi.

KuarouoBi ciioBa:OSINT, cucteMa reHepaTHBHOIO IITYYHOTO
inrenekty,ChatGPT excTparyBaHHs MOHSTH, MEPEXa MOHSTH,
KibepOe3mneka.

IMocTanoBka npodaeMu

VY cohepi kibepOe3neKH BaXIMBHUMH 00’€KTaMHU IOCHIHKCHHS €
XaKepchbKi YrpyIyBaHHS, JECTPYKTHBHE IpOoTrpaMHe 3a0e3leueHHs,
AQHATITUYHI TPYNUTOIIO. YTaKuX Trpynax oOO0’€KTiB, K 3JI0YHHHI
XaKepchbKi  YrpyNyBaHHS, MOXYTh aKTHBI3yBaTuch Bifomi abo
BUHUKATH HOBI IIEHTPH Ta 00’ €KTH, 10 MOTPEOYIOTh 0COOIMBOI yBaru
(daxiBiiB i3 kibepOe3nexkn. TakuM YWHOM,aKTYaJIbHHM € 3aBIaHHS
MOCTIHHOTO MOHITOpPHHTY iH(oOpMarii y MexaxX BH3HAYCHOI
peIMeTHOT 00J1acTi.



HeoOximna ansd  1poro  3aBHaHHA  iHpOpMAIis  IIHPOKO
Npe/ICTaBJICHa y COLiaIbHUX Mepexax, popymax, B Mepexi [HTepHer,
JI0 KOHTEHTY 5IKOi, 30KpeMa, IOKYMEHTIB, pO3MIlIeHnX Ha BeO-caiiTax,
MOXe OyTH 3aCTOCOBaHa TEXHOJIOTISI PO3BIIKU Y BIIKPUTHX JKEpeIax
(Open Source INTelligence, OSINT) [1]. MoXJIHBICTH MacoBOTo
MOHITOPUHTY BIAKPUTUX JDKepen iHpopMalii 3 METol MOUIyKY
ITBOBOTO KOHTEHTY, JIOAEH 1 MO NMPHBOAWTH IO HEOOXiTHOCTI
3acTOoCyBaHHA TexHoorid Big Data, siki ycminrHO po3BHBArOTHCS Ha
et gac [2]. Kpim Toro, gocsraeTbes pi3ke CKOPOUYCHHS Yacy JOCTYITY.
Jus  3mificHEeHHA  Ji€BOl  aHANTHKH — pPe3yNbTaTiB  J0OyBaHHA
iHpopMamii TPOMOHYETHCSA 3aCTOCYBaHHA 3ac00iB TEHEPAaTUBHOTO
wrygnoro iHrenekry (I'ILI) [3], 3okpema, cucremu ChatGPT, ska
JIO3BOJISIE OTPUMYBATH PE3YJIbTaTH 3MICTOBHHX 3amlUTIB (TIPOMITIB)
yepe3 API.

Merauniei poOOTH — CTBOpPEHHS 1 anpoOyBaHHS METOIUKH
BU3HAYCHHS 3JIOYMHHHUX XaKePCbKUX yrpyNyBaHb, IO JIIOTh
HarepeaoIHil CIoYaTKy MMPOKOMACcIITAOHUX MIMPOKUX BOEHHMX JiH,
Ta 3BS3KIB MK HUMH Ha 0a3i aHami3y pecypciB BeO-TpocTopy, a
Takox (opmyBaHHS Ha ocHOBI cuctemu ['1lllta aHamitnaHa 06poOKa
Mepex BUSBICHHX 00’ekTiB KibepOesmeku. Jlns HOCSATHEHHS i€l
METH BHPILIYETHCSI HU3KA 3aBIaHb, 30KpeMa, T0OYBaHHS 1 MEPBUHHO]
00poOku iH(popMarii, BUTATY i3 Hel HEOOXITHUX CYTHOCTEU HUITXOM
3actocyBanHs ['11, BcTaHOBICHHS 3B’S3KiB MK HUMH, (POpPMyBaHHS 1
aHaJi3 Mepex.

Onmc MeToOTUKHA

Oco0unuBicTio HaBeneHoi MeToquku € noexHaHHa OSINTI cuctem
T'III. OcHoBHI eTanu (JIAHIFO’KKH) METOTUKHU BKJIFOYAIOTh:

1) noOyBanHs iH(pOpPMalil HUIIXOM 3BEPHEHHS OO0 CHCTEMH
KOHTeHT-MOHITOpHHTY (ckianoBoi OSINT)i3 ekcniepTHIME 3anuTamuy;

2) eKCTparyBaHHS TIIOHATH 1 3B’S3KIB MK HUMHIIIIXOM
3BepHeHHs J1o cuctemu ['11I1 i3 3MicTOBHMMH IpoMIITaMu;

3) dinpTparist OTpUMaHMUX HOHSTS i3 3aJTy4EHHSIM EKCIIepTiB;

4) hopmyBaHHS MepeXi XakKepChbKHUX YTPYITyBaHb;

5) aHaui3 1 Bi3yasizaiis mie€i Mepexi.

Hpuxnan

Jns orpumanHs iHpOpMaliifiHOro MacuBy NyOJiKamid 1010
KibepOe3nekn Oyno BU3HAYEHO HEOOXiOHMH mepiog(Micsup a0 i
MicSlb MiCAS MOYaTKy IIMPOKOMAcCIITa0OHMX BOEHHUXAIH) Ta
ornpanpboBaHo TeMaTHyHi 3armutu 10 cucTeMuOSINT:
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1. Biiina ¢ Ykpaiui

1.1. (xibepaTrax~/3/ykpai) | (xakep~/3/arak~/2/ykpai) |
(xubGeparak~/3/ykpaun) | (xakep~/3/arak~/2/ykpanH)

1.2. (hack~/3/ukrain) | (cyber~attack~/3/ukrain) |
(cyberattack~/3/ukrain)

2. Biiina 6 I3paini

2.1. (xibeparax~/3/i3pa) | (xakep~/3/aTak~/2/izpa) |
(xubeparax~/3/u3pami) | (xakep~/3/aTax~/2/u3pami)

2.2. (hack~/3/israel) | (cyber~attack~/3/israel) |
(cyberattack~/3/israel)

J1sl KO’)KHOTO 3 OTPUMAHUX JOKYMEHTIB OyJIO 3aCTOCOBAHO TaKHii
npoMnt go cucremu ChatGPT, pe3ynbraté SKOTO HaaXoIsTh JI0
nporpam 4epe3 API Ta arperyrorbcsi aist nopanbioro GopMyBaHHs
MEpex:

IMpomnT: IlpuBeau CIHCOK HA3B XAKEPCHKUX TPYI 3 TEKCTY
0e3 MOsICHEHb Y BUIJISAI nepeitiky. Tekcr: ...

Ha ocranHboMy eTami 37ilicHIO€ThCSaHANI3BIAIOpaHol Mepexi
TaBi3yaii3aiiss C(HOPMOBAHHX MEpPEX 13 3aCTOCYBAHHIM CHCTEMH
Gephi [4] (Puc. 1, 2).

. . Y.‘
. . 0\
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Pucynox1 — ®@parMeHT MepesKi 37T0UMHHIX XaKePChKUX
YTPYITyBaHb, IIOB’SI3aHUX 13 POCIHCHKO-YKPaiHCHKOIO BIHHOIO



Jns mopanbinoi knactepusanii i Bizyamizalii B paMKax CHCTEMH
Gephi 004YMCITIOETBCS MOJIYJIBHICTH OKPEMHX BY3JIIB — IMEHHHX
CYTHOCTE#1, Ha OCHOBI SIKO1 3[i/ICHIOETHCSI BUSIBIICHHSI IPYII B MEpekax
(xmacTepis).

BucHoBku

3aIpOIIOHOBAaHO METOIVKY BHSBIICHHS 3JOYMHHHX XaKEPCHKHX
yrpymyBansiz gokyMmeHTiB cucreMu OSINT i3 3acTocyBaHHS CHCTEMH
TEHEPAaTHBHOTO IITYYHOTO IHTENICKTY, S5Ka BPaxOBYe IIPUXOBaHi
3HaHHS, BHECCHI SKCIICPTHUM MEPEKEBUM CepeloBuUIeM.PesynbraTu
KOHTEHT-MOHITOPHHTY IHTEpHET-pecypciB Ta IIPOBEACHOTO
KJIaCTEPHOT0 aHaji3y BKa3ylOTh HAOJAHOYACHYaKTHBHICTh Y JBOX
BilfHaX XaKePChKUX YrpyIyBaHb, IO BITHOCITHCS [0 CIEUCIYXO pod,
a came: Killneti APT29 (CozyBear).

Pucynoxk 2 — ®dparMeHT Mepeski 3M0YMHHUX XaKePChKUX
YIpyIlyBaHb, [10B’S3aHKX i3 BiiHOIO B [3paini

IlepeJik mocunaHb

1.D. Lande, O. Puchkov, |. Subach, M. Boliukh, D.
NahornyiOSINT
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METOIU TA MOJIEJII IIOBYJ10BU AJAIITUBHUX
ABTOMATHU30BAHUX CUCTEM YIIPABJITHHSA

Hononos O.I'., Hukugopos O.B., ITyrstia B.I'.
IncTutyT npobnem peecrpaii inpopmanii HAH Ykpainu, Kuis,
VYkpaina

[MpenmeTHa o0yacTh IOCHIPKEHb WIOJ0 CTBOPEHHS aJalTHBHHUX
aBTOMaTH30BaHUX cucTteM ynpaBimiHHA (ACY), TepuTOpiadbHO
po3moAiNeHHX 1HQOPMAIITHIX KOMIT IOTEPHUX CHCTEM IIOJISTaE y
p03p06u1 aJIaNTHBHUX MOJIENIEH Ta METOIIB 3:

nporpamyBaHHs  (DYHKI[IOHYBaHHSI: ONUC CTPYKTYpU Ta
MOBE/IIHKM CUCTEMH, IPOTHO3YBaHHS 3HA4YEHb ii mapaMeTpiB;

- IUJIbOBOTO YIPaBJIiHHS: (hopMyBaHHS M1IMHOKUHH
KOHTPOJIbOBAHUX TapaMmeTpiB, 30H iX KOHTPOJIO 3aJE€KHO BiJ
BHMOT JI0 CTIMKOCTI (pyHKIIIOHYBaHHS CHCTEMH;

- TOTOYHOTO YINPAaBIiHHA: KOHTPOJIb IIOTOYHOTO CTaHy Ta
JlarHOCTYBaHHsI OPYILEHb Pane3aaTHOCTI.

B ocHoBHOMY, 1Is BHpimIeHHS HAayKOBHX 3a/1ad B Ii€l Tamysi,
BUKOPUCTOBYETHCSI OHTOJIOTIYHUH MMiJXiJ MPH 3aCTOCYBaHHI HAYKOBO-
METOAMYHOTO amapaTy anredpu cucrem [1], KoHHmenTyamspHOTO abo
KOHCTPYKTUBHOTO NPOEKTYBaHHS [2] Ta cTyneHiB MHOXUH [3].

Bimomo kimbka TpPUKIANIB YCIINIHOTO PO3B’S3aHHSA  3ajad
noOyIOBY alanTalliiHUX MEXaHI3MIB CHCTCM.

Tak B [4] cTBOpEHO aBTOMaTHYHY aJaITalilo aJroOpuTMiB 00pOOKH
iHpopMmauii O 3MiH YMOB, 3a7a4 1 LI CHCTEMH IUIIXOM
TpaHcdopmalii 3B’s13aHNX OHTOJIOTIH (OHTOJIOTIT ANITOPUTMIB 3aJIEKHO
Bil oHTOJOrii mpeameTrHoi o6macti). CTBOpEHHS MNPAKTUIHHX
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ITOpUTMIB Uil TpaHcdopmanii OHTOJNOTIi 3amau 3IIHCHIOETBCS y
cepenosuii CLEPE (Conceptual level programming environment) 3
ypaxyBaHHSM I10JIOKEHb KOHIIENTYaJIbHOTO MOAEIIOBaHHA [2].

IIpny npomy, mnpeamerHa o0nacTb (OHTONOTISI), Ha  SIKOT
npoekTyeTbes anantuHa ACY, mojaeTbest SK MHOXKHHA IT1AMHOKHH-
HOCIIB N 6araTrocopTHUX anredp

E={E....E....E},
e

E, = (Name,X, Ex),

ze Name — wHasea Tumy (HanpuKaj, KoJO); 2 — CHTHATypa
OaratocopTtHOi anreOpu (mapaMmeTpu Koia: KOOpAWHATH ILEHTpa i
TOYOK KOJIa, pajaiyc kona), EX — BuU3HAuYaNbHI CMiBBIIHOUICHHS THITY
(piBHSHHS KOMa).

Ha muoxnni E Bu3HA4YeHI JOMEHI TOHATH 1 BiHOIIEHD.

TpaHncopmamis CHCTEMH aNrOPUTMIB, 3aJIe)KHO Bil YMOB Ta
oOMeXXeHb TpeAMETHOI 007acTi, 3MIMCHIOETBCS 3a JIOTIOMOTOIO
¢ynkuil  iHimiamizanii  mapaMmeTpiB, sSKa IOJA€ThCS K HAOIp
BiZIoOpa)keHb MK aTpuOyTOM Jil i 3HAYEHHSAMU aTpUOYTIB CyTHOCTE
1 BIIHOILIEHB 3i CKJIa/ly OHTOJIOTI4HOT Mojieni 3anad ACY.

[Moganplinii pO3BUTOK amnapary IOJISArae y po3LIMPEHHI B3aeMOil
MoJiesiel, peasrizaiii MexaHIi3MIB JIOTIYHOTO BHUBOJY, peaiizaiii
OararoBapiaHTHUX 00YHCIIEHb Ta KOHTEKCTHOT 3aiexHoCTi [2].

B [5, 6] po3B’sa3aHO 3amady pO3TOpTaHHS OHTOJIOTII MPEeIMETHOT
o0nacTi Ha OCHOBI BHKOPHCTAaHHS KOHIICNITYaIbHOI CXEMH pOIiB
CTPYKTYPH HACTYITHUX aOCTPaKTHUX BiTHOIICHB:

- cy0’eKTiB CHCTEMH YIPaBIiHHS;

- iepapxigHHX cy0’€KTiB, 0 TpaHCHOPMYIOTHCS;

- KOOIEepaTUBHUX (IOJIi-) Cy0’€KTIB;

- PO3NOBCIOMKEHHS MPOOJIEMHOI CHTyallii YIpaBIiHHA, IO
CHUMIITOMAaTHYHO BU3HAYAETHCSL.

Januii migxim [o3BoNIsE peamizyBaTH JEAYKTHBHHUH METO[
NPOEKTYBAaHHS CHCTEM YNPABIIHHS, KOJIHM BiOYBa€ThCS pPyX BiA
aOCTPaKTHOTO /10 KOHKPETHOTO, BiJ 3arajbHOrO JO YacTKOBOTO.
[IpoOnemMHMM DUTaHHAM, SKE BHUPIIIEHO HE IOBHOIO Mipolo,
BUSBIIIETHCS TATAHHS IHTEPHpETAIlii €JEeMEHTIB CTYIEHIB MHOXWH
JUIs BUIIUX cTyneHiB. Came BOHM, BHUINI CTYIEHI, MAalOTh NMPAKTHYHE
3HaueHHs. IX KoJocaibHa PO3MIpHICTh He H03BOJISE 3iliCHIOBATH X
iHTepIIpeTario 6e3 po3poOKH CHemiabHUX 3ac00iB iHTeprpeTamii [5].
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[Ipobnema po3MipHOCTI TYT MOKe OYTH PO3B’SI3aHOIO 32 PaXyHOK
nomnepenHboi  po3poOKku  Meramozeied  (MoJenel-TpOTOTHIIIB,
KOHCTPYKTUBHHX Mojenei) iHopMauiliHuX cHCTeM pi3HOMaHITHHX
kopropatuBHUX ACY 3 mojamsiiuM iX TpaHC(OPMYBaHHSAM Iij
Bu3HaueHi ymoBH [6]. Cnmig momituty, mo [4] Takox mnependavae
3IiMICHIOBATH afanTalio MIIIXOM TpaHchopMalii OHTONIOTIT BUXiTHOT
CHCTEMHU.

B sixocTi amapary mepeTBOPEHHS BHXIIHOI CTPYKTYPH CUCTEMH /10
IHIIIOT CHCTEMH 31 3MIHCHOIO CTPYKTYPOIO MOXYTh OyTH BHKOPHCTaHI
METOAM Ta MOJENI TEH30PHOTO MepeTBOpeHHS Mepex [7, 8]. Jma
IIbOTO BHXIiJHA CTPYKTYpa IHTEPIPETYETHCS Y BUINIALI €ICKTPUYHOL
Mepexi. Ejektpuuna Mepeka 3pydyHa IUisi (pOPMai30oBaHOTO OIUCY
CTPYKTYPHUX 3B'SI3KIB pi3HOro pony. Ha BingMmiHy Bii IiHIIMX THUIIB
HEEJeKTPUYHUX MEpEeXk, eJIEKTpUYHA Mepexa 3aBKAW OTOYeHa
JMHAMIYHUM €JIEKTPOMAarHiTHUM II0JIEM, 1[0 CTBOPIOETHCS HEIO CaMOI0
i TNpOCTUpPAETBCST A0 HECKIHYEHHOCTI Yy BCIX  HampsMKax.
BukopucToBytoun Mojenb IHAYKLII Ta caMmOiHAYKWii y Triikax
CIEKTPUYHOI MEpeXki, 3pyYHO ONCYBATH PI3HOMAHITHI BHYTpIIIHI
CHCTEeMHI 3B'SI3KM MK €JIEMEHTaMH aHalli30BaHOI CTPYKTYypH
(oprawni3zamiifHoi TOIOIIOTIT).

Ha miit ocroBi I'. Kponom Oyma 3amporoHOBaHa METOIOJOTIS
TEOPETHKO-MHOXXHHHOTO Ta ajuredpaiyHoro CHHTE3y TOIOJOTIH Yy
(opmi MeTomy aHaii3y Ta TEH30PHOTO NEPETBOPEHHS EIEKTPHUIHUX
Mepex [7].

To6To, SIKIIO KOPEKTHE YSBUTH CTPYKTYPY CHUCTEMH Y BHIJISAI
6araToKOTYIIKOBOL €JIeKTPHYHOI Mepexi, ToJ1 MOJKHA
BUKOPHCTOBYBaTH TEH30D IepeTBopeHHs1 KpoHa sik MeXaHi3M CHHTE3Y
HOBOI CTPYKTYpH 13 3aJaHUMH BJIACTUBOCTSIMU.

TakuM 4YHHOM, HAmNPSAMOK TOCHIUKeHp anmanTamidaux ACY
NPE/ICTaBICHUH METOJaMH KOHIENTYaJbHOTO IIPOEKTYBaHHS, IO
OyZIylOTBCSI Ha OCHOBI anreOpW CHUCTEM Ta METOAWYHOIO amapary
CTyNeHiB MHOXHMH. Ha mifcraBi IMX METOZIB MOXXHAa pO3B’SI3yBaTH
3ajadi CHHTE3y CTPYKTYp O0O’€KkTiB (CHCTeM) i3 BHU3HAYCHHMU
BJIACTHBOCTSIMU.

Benmka po3MipHICTH €JIE€MEHTIB CTYNEHIB MHOXHH pPOOHTH
MpoOJIeMaTHYHUM IHTEpIpPETYBaHHS Pe3yJbTaTiB MepeTBOpeHb. s
moOy/0OBH CUCTEM aJaliTUBHOTO YIIPABIIHHA 31 CKJIAIHICTIO, IO
BIJIMIOBia€ peanbHUM TIpollecaMm, Tpeda BUPIMIUTH MpoOIEeMy
CTBOPCHHS CHEIiaIbHUX 3aco0iB iHTepmnperallii (TpeaCcTaBICHHS)
Pe3yJIbTaTiB KOHIIENTYaIbHOTO MPOEKTYBaHHS.
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Po3p’si3anHs wi€l mpobineMu Moxke OyTH 3/1IHCHEHO 3a paxyHOK
BUKOPHCTAHHS 3a3JIaJieTilb CTBOPEHUX KOHCTPYKTHBHHUX MOJEINEH
CTPYKTYp CHCTEM 3 IIOJQIBIINM iX MEPETBOPEHHSAM Uil CHHTE3Y
HOBUX CTPyKTyp. B sKocTi mpoueayp NepeTBOPEHHS MOXKHa
BUKOPDHCTOBYBaTH TEH30pPHE IIEPETBOPEHHS MEpeX K MeXaHi3M
CHHTE3Y HOBHX CTPYKTYp 13 BU3HAUCHUMH BIACTHBOCTSIMH.
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MIAXIJ IO BUSHAYEHHSI PIBHSI Y3IOJoKEHOCTI
EKCIHEPTHUX OLIHOK, JOCTATHBOTI'O JIIS iX
ATPET AL

Biramiit I_[I/Il"aHOKl, Anzpiit OHQHKOZ, [TaBno Po‘iKl, OxcaHa
Bracenko'
YncturyT npo6em peectparii indopmanii HAH Vipainu, Kuis,
VYkpaina
2yuisepcuter Jla-Tpo6, MensOypH, ABcTparis
vitaliy.tsyganok@gmail.com, A.Olenko@latrobe.edu.au,
paulroyik@gmail.com, v012062007 @gmail.com

Jyist oTprMaHHS TOCTOBIPHUX PE3YJbTaTiB €KCIIEPTH3, B SIKHX,
3a3BH4Yail, 3aCTOCOBYIOTHCS 1HJMBIyallbHI Ta TPYIOBI MONapHi
MOPIBHSHHS, BKJIMBO BUKOHYBATH IiJICYMKOBE y3arajlbHEHH:
(arperyBaHHs) €KCIEPTHHX OIIHOK MPH YMOBI 1X JOCTaTHBOL
Y3ro/KeHOCTi. I[CHYIOTh JeKiIbKa CIOCOOIB BU3HAYCHHS
MOPOTOBOT0 PIiBHS Y3rOMKEHOCTI, JOCTATHROTO I arperaii
OLIIHOK, aJjie )KOJICH 3 HUX HE TOB'I3Y€ 1ie 3HAYCHHS 3 BAMOTaMH
JI0 IOCTOBIPHOCTI Pe3yJIbTaTiB €KCIEPTU3H, [0 MPOBOAUTHCS.
OTxe, NPONOHYETHCS HOBMHM MiNXiJ 10 BHU3HAYCHHS LHOTO
MOPOTY Y3TO/UKEHOCTI, SKUH 0a3yeThcss Ha IMiTaliifHOMY
MOJICTIIOBaHHI ~ €KCIIEPTHUX  MONAapHUX  MOPIBHIHb  Ta
LJIECTIPSIMOBAaHOMY TOLIYKY Cepel] 3MOJEIbOBAaHUX MaTpHIIb
MOMAapHUX MOPIBHAHL HAHOLIBLI HEY3rOMKEHUX, 1110 JI03BOJISIE
BU3HAYUTH MOPIr y3TO/HKEHOCTI Ul 3aJ]aHOTO JIOMYCTHMOTO
BIAXHMJICHHS PE3yJIbTYIOUOi BIJIHOCHOT Baru ajbTepHATHUBH Bijl
rIMOTETHYHOTO €TAJOHHOTO 3HAYCHHSI.

KirouoBi cioBa: J[0OCTOBIpHICTh €KCIIEPTH3HM, Y3TOIKEHICThH
eKCIIEpPTHUX OILIHOK, JOCTaTHIH st arperanii  piBeHb
Y3rOKEHOCTI1, MOJICITIOBaHHS OI[IHOK, CBOJIFOIIHI METO/IH.

Beryn

Ipu minrpummi npuitasatrta pimens (IITIP) 3amma 3abe3nedenHs
HAJI)KHOTO PiBHA iXHBOI SKOCTI BaXJIUBUM ACTIEKTOM € aJeKBaTHICTh
MoJIeTieil CIabKo CTPYKTYpOBaHUX MPEAMETHHX 00JacTeil, Ha OCHOBI
SIKUX TEHEePYIOThCs pimmeHHs. Jjisg 3a0e3rmedeHHs JOCTaTHROTO PiBHS
aJIcKBaTHOCTI TaKWUX Mojeleld, npH iX MOOyJ0Bi, HEMOMIJIUBO
HEXTyBaTH EKCHEPTHUMH 3HAHHSAMH, YacTKa SKHX U1 OyIb-sKOi
raiy3i nryxe 3HauHa. Y xoni exkcneprtHoi [IITP apexBaTHicTh MOzeneit
3a0€3MCUy€EThCSI  3aBISKM HAJCKHIA JOCTOBIPHOCTI EKCIEPTHHX
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OIIHOK, MO0 OTPUMYIOThCS Yy Xoai ekcreptu3. HeoOximHuii piBeHb
JIOCTOBIPHOCTI  JIOCSATAETHCSl LUISIXOM  y3arajJbHEHHs —EKCIEpTHOT
iHpopMmanii, sKa, Yy 3araJbHOMY BHUIAJKYy, € Ha/UINIIKOBOIO.
HaumikoBicts iHpopManii nmpuTtaMaHHa ik TPYHOBUM €KCIIEpTH3aM,
Jie OIlIHKa OUIbIlle HIXK OJJHOTO EKCIIepTa XapaKTepHU3ye OLIHIOBaHUI
00’eKT, Tak 1 IHOWBIAyaJIbHUM EKCIIEPTHUM OI[IHIOBAHHSM, KOJIH
€IVHUI  eKCIIepT BHWKOHY€ TIOTAPHI  MOPIBHIHHA 00 €KTIB
(ampTepHAaTHB) 1 BiZHOCHA Bara KOXKHOTO 00’€KTa BH3HAYAETHCS
OispIIIe Hi’K OJHUM IOTIAPHAM TIOPIBHAHHSM.

3aBIsKM  TOAANBINIA  arperamii  HaJUIMIIKOBOI  €KCHEPTHOL
iHpopMamii y3araJbHIOIOTBCSI 1 OTPHUMYIOTHCS HOBI 3HAaHHSA, MIO
JSIrafoTh B OCHOBY MOJEJI TEBHOI MpeaMeTHol obnacti (CKiagHol
CITabKO CTPYKTYpOBaHOi cucteMu). [IpobinemHa cutyailis mossrae B
TOMY, 1[0 y3arajbHIOBaTH (arperyBaTtH, ycepeaHIOBaTH) iH(pOpMAaIiio
JOLUIBHO JIMIIE SKIIO MHOXXHMHA OI[HOK € Yy JOCTaTHid Mipi
Y3TrOJDKEHOI0. [Hakie, mpy HasBHOCTI 3HAYHOI KUIBKOCTI MPOTHPIY,
MOX€ BUHUKAaTH CHTyallisi Ha KIITAIT «CEpeAHBbOI TeMIeparypu
MAIliEHTIB Yy JIKapHI», KOIM [ YyCepelAHEHa BeIWYWHA €
HeiHGOpPMAaTHBHOIO 1 He BioOpaxae pealbHUI CTaH CIpas.

Otxe, y xomi ekcneptHoi IIIIP, moBcskyac mocrae 3aBaaHHS
3a0e3IeueHHs] JOCTATHROTO PIBHS Y3TO/DKEHOCTI €KCHEPTHUX OLIHOK
mepex iX arperari€ro, o 0e3MocepelHhO BILUTUBAE HA JOCTOBIPHICTH
eKCIIepPTH3 1 OIOCepeIKOBAHO — Ha SKICTh pEKOMEHJamid, IIo
TeHEePYIOThCS CUCTEMaMH MiATPUMKH npuitHsatTs pimens (CIIIIP) Ta
Ha/aloThCs ocobam, mo mpuitmarote pimenHs (OIIP). Tomy, myxke
BO)XJIMBUM acIlieKTOM IPOBEJICHHS E€KCIEePTHU3 € BU3HAYCHHS CTYIICHS
Y3TOJDKEHOCTI CY/DKEHb EeKCIEpTiB, a TaKOX, BHU3HAYEHHS PIiBHS
Y3TOJIKEHOCT], IOCTATHBOTO JIJISl arperallii eKCIepTHUX OIIHOK.

I3 momanoro BuIe MOKHA 3pOOUTH BUCHOBOK, IO JUISI OTPUMAaHHS
JOCTOBIPHMX Ppe3yJbTaTiB €KCHEePTH3, HAaJBaKIMBO BPaxOBYBATH
Y3TOJDKEHICTh OLIIHOK, IPH YOMY BH3HAYEHHS y3TOJPKEHOCTI caMo 110
cobi He Mae o0cobnMBOro ceHcy 0e3 BHM3HAUEHHS MOPOTOBOTO
3HAUCHHS, SIKE€ CIYTy€ IHIMKATOPOM Uil BHUKOHAHHS ITOJAJIBIIOL
arperauii. ¥ BUIAJKy HHM3bKOI Y3rOKEHOCTI OIIHOK, ii MOJINIIEHHS
JIOTIUTLHE JIWIIE JIO HEOOXiTHOTO PiBHSA, & HE JI0 TIOBHOTO Y3TOJKCHHS,
sKe, Ha TPaKTHUIl, MPHU3BEAE OO0 HEMHUHYYOI BTpaTH e(peKTHBHOCTI
IIPOBEJEHOI EKCIIEPTU3H.

IIpoGsemna cutyamis

[IpakTHYyHO  KOXXHMH 3  BIZOMHUX  METOIIB  BU3HAYCHHS
y3rojpkeHocti [1, 2] mepexbayae BHKOPUCTAHHS IIEBHOTO CHOCOOY
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BU3HAYCHHS [OPOTOBOTO 3HAYEHHSA. DBUIBIIICTE i3 HHX, OKpIM
OpPHWTiHAIBHUX IMiAXOAIB, Ha KmrtanT [3], TIPyHTYIOThCS Ha
IMITalliHHOMY ~ MOJICITIOBAHHI ~ CKCHEPTHHUX OLIHOK, HAMpPUKIAI,
BU3HAYCHHS Y3rO/DKEHOCTI B MeToJi aHaiizy iepapxiit Tomaca Caarti
[4]. HasBHi iMiTariiitHi migxoau 374¢0UIBIIONO0 MOB’SI3yIOTh 3HAYCHHS
IHIEKCY Y3TOJDKEHOCTI 3 PO3MIPHICTIO MaTpHIli MONAPHUX MOPIBHSHB,
ajle KOAEH 3 HHUX HE IOB'S3ye [e 3HA4YeHHA 3 BHMOTAaMH, IO
CTaBIATHCS /O JOCTOBIPHOCTI pe3ynbTaTiB eKCIIEPTHU3H, Xoda
IHTYITHUBHO 3pO3yMiJIO, IO Y3TO/DKEHICTh OIIHOK Oe3MocepenHbo
BIUIMBAE HA JOCTOBIPHICTh (KTOYHICTH) PE3yIbTATIB EKCICPTH3H.

CyTHicTh miaxoay

B ocHOBI miixomy JeXHTh TOCTyJar TpoO  iCHYBaHHS
«bynmamenranpHoi ictuHu» (ground truth), sikuii yMOXJIHBITOE
NpoBeZeHHsT Oy/ab-sKOi ekcrepTu3u. Lle nae mincTaBu MPUIYCTHUTH
HasBHICTh €TAJIOHHUX (TOYHMX) Bar ajbTEPHATHB, SIKI MAlOTh OyTH
BU3HAYEHI Y X011 ekcriepTusn. OTxe, MPONOHYEThCS 3a7aTh TOBUTBHI
Bard albTepHATHB (IPUIIYCKAEMO, III0 BOHH ampiopi BigoMmi).

ImiTamiiine MoAeNMIOBaHHA TOMAPHUX IOPIBHAHB 3IIHCHIOETHCS
HACTYITHIM YHHOM:

- 3a 3amanumu Baramu w;, i € {1..n}, ne n € N — KiibKicTh
IbTEPHATHB, OyAyeThCs TMOBHICTIO (i€aJIbHO) Y3rojKEHa MaTpHUIls
Wi
w;
npudomy, M € MyJbTHILTIKATHBHOIO, 3BOPOTHO-CUMETPHYHOIO: T11;; =
1 /mﬁ_

- Martpuusg M 3alIyMITIOETbCS LUISIXOM HaJaHHS KOKHOMY
€JIEMEHTY MATPUII JEAKOro 30ypeHHs &, HampHKimam, m; = m;; +
myj+ 8. Tlo cyri, § BucTymae y AKOCTI BiJIHOCHOI HOXMOKH

NONAapHUX TMOpiBHAHL M = {mij}, je{l.n}, ne my =

OIIIHIOBAaHHS, NPUTAMAaHHOI EKCHEepPTY IPH BHUKOHAHHI IOHMapHUX
MOPiBHSHb.

3iMiTOBaHI TakMM YHMHOM MaTpHIl TONAPHUX IOPIBHSIHb
arperyloThes pi3HUMHU METOJIaMU 5], TAKOXK € MOXKIIUBICTh BUSHAYNTH
Y3rOKEHICTh TAKMX MATPHIIb.

Iligxix 10 BU3HAYEHHS TOPOTY Y3TOKEHOCTi, TaK came, SIK i 10
OIIHIOBaHHS  METOMIB  arperamii  eKCHEPTHHX  OWIHOK  [5],
BUKOPHUCTOBYE IIUIECIIPSIMOBAHUN TOMIYK (K Tpukiaa, [eHeTmuHui
aiaroputM [6]), 3 AOMOMOIOIO SIKOTO, CEpel 3MOJEIbOBAHUX MATPUIlb
MOMAPHUX TOPIBHSAHB 3HAXOASTh TaKi, IO CIOPHYUHSIOTH IIPU
arperaiii HalHOUIbIIC BIAXWICHHS Bar ajJbTCPHATHUB BiJ CTAJIOHHUX
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3HaueHb A a00 TPeNCTaBISAIOTh HAWOUIbII HEY3rOJKCHUH BHIAI0K
NOMapHHUX MOPIBHHB (HaiiMeHINiT iHACKC y3romKeHocTi [).
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Pesynpraty o04YMCIIEHb 3a IONOMOTOI0 T'€HETHYHOTO aJTOPUTMY
nozgaHi y rpadgiyHOMy BUIJISIII HA pUCYHKY. ['padik (1) — 3anexHicTh
A(6), po3paxoBaHa Aj1s1 KOMOIHATOPHOTO MeTOAY arperaitii [5], (2) —
3aNIeKHICTh HEy3rojpkeHocTi Bim & 1 (3) — 3alexHICTH iHAEKCY
Y3rOKEHOCT] Bif BimHOCHOI moxuOku omiHtoBaHHS: [(6). Ilo cyTi,
BiMOOpakeHI Ha PHCYHKY 3HAueHHS IHAEKCY Y3TO/KEHOCTI
sanexuocti (3) [(6) BIAMOBIMAOTH MOPOTY Y3TOMKEHOCTI LIS
BIJIMIOBIZTHUX 3HAYCHb 3a7aH0]1 sikocTi arperaiii 4(5) KombinatopHuM
METOJIOM IIPU MPOBEJCHHI eKCIEePTH3H. 3BIICH HECKIIaIHO BH3HAYUTH
sanexHicTh [(4) — mopir y3ro/pkeHocTi st 3amaHoro A —
JOIMYCTHMOTO  BIAXWJIEGHHS  pe3yNbTylO4Ool  BiHOCHOI  Baru
IBTEPHATHBH BiJ TIMOTETUYHOTO €TAJIOHHOTO 3HAYCHHSI.

He Bakko MOMITHUTH 3HAYHY KOPENALi0 MK 3anexHocTsMua 4(8)
ta (1-1(8)), t1oOTO, 3i 30IMBIIEHHSAM BIiTHOCHOI IMOXUOKH
OLIIHIOBAHHSI 301IbLIYETHCS 1 HEY3TOJUKEHICTh €KCIIEPTHHUX OLHOK, II0
TaKOX J00pe Y3ro/KY€EThCs 31 30POBUM TITy3/10M. Y JI0JIATOK, BAPTO
BIIMITUTH, IO 3aCTOCOBYIOUM JaHWK MiIXiJ TOpPEYHO BH3HAUUTH
3aNIeKHOCTI 1HACKCIB Y3TO/DKEHOCTI (HEY3TOKEHOCTi) BiI BUMOT
IIOZ0 JOCTOBIPHOCTI OTPUMYBAHHX PE3YNbTAaTiB €KCHEPTH3HU IS yCiX
METOZIB arperariii monapHuX HOPiBHIHE.

BucHoBku

3anponoHOBaHWN HOBUHM MiAXiJ [0 BH3HAYCHHSA IIOPOTY
Y3rODKCHOCTI €KCIIEPTHUX MOMApHUX HOPIBHSHB, TOCTATHBOTO JUIS
BUKOHAHHS arperamii WX OIIHOK Ta OTPUMaHHS BiTHOCHHX Bar
aJbTepHATHB 13 3aJaHOI0 JIOCTOBIpHICTIO. Bu3HaueHHs mopory
Y3rOJLKEHOCTI  caMe€  BIiATIOBIHOTO  33aJlaHOMY  JTOTTYCTUMOMY
BIIXWJIEHHIO PE3yJIbTYIOUOi BiZHOCHOI Barum ajbTePHATHBH Bif
riMOTETUYHOTO  €TAJOHHOTO  3HAYEHHsS  JI03BOJISIE  MIJBUIIUTH
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e(EKTHBHICTh MPOILECY MOMIMIICHHS Yy3TOJKCHOCTI Ta 3a0IIaJUTH
BHUCOKOBAPTICHI €KCIIEPTHI PECypPCH.
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CYBER ATTACKS SIMULATION FOR MODERN
ENERGY FACILITIES

Oleksii Novikov, Mariia Shreider, Iryna Stopochkina, Mykola Ilin
National Technical University of Ukraine "Igor Sikorsky KPI", Kyiv,
Ukraine
o0.novikov@Kkpi.ua, marshr-ipt23@I1l.kpi.ua, i.stopochkina@kpi.ua ,
m.ilin@kpi.ua

The work is devoted to the analysis and development of cyber
attacks models against energy facilities. Models of typical
attacks on energy systems are considered, which take into
account the possibility of an attacker to distort the signal of the
control system and control measurements of the state of the
object in the measurement signals. A threat model for the
energy object of the critical infrastructure is proposed. It is
proposed to take into account the influence of integrity-

19



breaking attacks in the form of a function that depends on
unknown parameters. Criteria are proposed that allow
parametric identification of attacks with integrity violations,
taking into account measurements, and based on restrictions on
the behavior of the process. The stability conditions in
conditions of cyberattacks for the typical automatic gain
control system are analyzed. An attack parameter identification
algorithm is proposed. Computer modeling of the processes of
objects under various types of attacks was performed,
conclusions were drawn about the impact of attacks on the
objects resilience.

Keywords: Energy facilities, cybersecurity attacks, DoS, FDI
attacks, resilience.

Introduction

Cyber attacks on energy supply facilities reinforce and deepen the
impact of physical attacks for maximum destructive effect.
Understanding the limits of resistance to cyber influences significantly
helps in creating a system of adequate protection mechanisms and
preventive measures. Existing investigations [1-4] pay no appropriate
attention to questions of estimating of attack features or parameters.

The main classes of cyber threats for AGC (automatic gain
control) system of energy facility are: 1)DoS, DDoS, time delay
attacks (against availability) [1,2] 2)replay attacks (against integrity)
[3] 3) FDI, covert attacks (against integrity) [3,4]. In conditions of
war these attacks are combined with physical attacks against critical
infrastructure facilities [5]. Attack parameters calculation algorithms
remain the relevant task to understanding of boundaries of object
resilience and cyber incident investigation.

Attack models against integrity of AGC data

The initial undisturbed controlled system is described by a system
of equations in the state space:

d’;—(f) = Ax(t) + kBu(t) + F,
where x is system state; w is control; F is function of the source
(supporting energy to/from neighbor zones); k is a parameter of the
intensity of the controlling influence. If control depends on
measurements : u(t) = —C;y(t), where measurements depends of

state: y(t) = C,x(t).
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The model of attack on the measurement of system

Let &(t) is distortions introduced to measurements by an attacker:
y(t) = Cx(®) + &), then  u(t) = —Cy() = —C,(Cx(®) +
f(t)) = —C,C,x(t) — C,&(t). An equation (1) takes the form

d
Z(ct) = (A — kB, — kB,¢(t))x(t) + F, ne B, = BC.

Let y*(t) = C,x*(t) is a set of measurements which characterizes
process with &(t) =0, and value &, is given for J(y):J(y) =
&, signals about abnormal behavior of the system. For discrete
measurements | = Y7, (v(t;) — y*(t;))? — min.

From the condition det(D + D,&(t)) =0, where D = A — kB;,
D; = —kB(C, we can obtain border value £(t), which leads to object
unstability. Also, taking into account the measurements, we can
identify the values of adversary distortions &(t). Let suppose that &(t)

is small, and obtain that
E(1) = y(6) = G [x(6) + P [ e P f(t)ae']
FDI attacks

Considering the class of FDI attacks, let us introduce attack
parameter & (scaling parameter), the value of the parameter we
propose to obtain taking into account that &.v;(t) = Vimax, OF
Eu;(t) = Upmay,- then these attacks are called max-attacks, or, if
EYi(t) = Yomin OF Eu;(B) = Upn, - then these attacks could be called
min-attacks [2].

The [Vmin Ymax)s [Umin» Umax] @are acceptable diapasons of
changes of measurements and control accordingly, due to
technological features of the process. Consider the case of an attack on
the system state. The system under attack is described by the model:

O = Mx(t) + F, ne M = A— kA — §C,C,, A= BC,Cy;

u(t) = =Cry(6); y(t) = Cox(t).
From detM = 0 we obtain the limiting value &, which leads to a

loss of system stability.
An identification algorithm is proposed for &, in particular for

max-attack it is based on criteriaJ = fOT(u — Upgy)? dt > min. So
Lagrange function for this case is:
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L0, E) = [ [(BuX = Umax)? + G — A (D)x(t) — F)pldt -
inf,where A, = A— kA —&§C,C,; B, = — C,C, . Let variation of
L(x,p, &) is zero, so we could get the equations for x and p and obtain
&, by gradient method.

Conclusions

The proposed identification algorithms allow to reveal adversary
impacts in the AGC system, using the information for incident
response. We can correct existing mechanisms of resilience
supporting, taking into account real abilities of adversary impact. The
existing models of FDI attacks were enchanced with control theory
application with additional criteria that take into account physical
restrictions in the system.

The numerical results show that the harmful impact of FDI attack
could be supported even with small values of &, , and availability —
directed cyber attacks can destabilize system even with not very large
diapasons of time delays. Also replay attacks also could by harmful. It
means, that the AGC data protocols have to be protected with means
against integrity corruption as far as with additional means of
availability supplying. The organizational means of defense should be
directed towards impossibility making influence on physical system
characteristics directly.

Further research can be related to the analysis of power grid
resilience taking into account combined harmful impact of different
kinds of cyber attacks.
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3AXUCT IH®OPMAIIIL 3 OBMEXXEHHUM JIOCTYIIOM
Y CUCTEMAX 3B’SA3KY HATO

A.B. banan, A.l. Iutincekuit
BiiicbkoBHi1 iHCTUTYT TelleKOMYHiKaIlii Ta inpopmaTmsamii iM. ['epois
Kpyt, Kuis, Ykpaina
bsbmps@gmail.com, antonillinskyi@gmail.com

Po3rnsiHyTo OCHOBHI 0a30Bi NpPUHOMIM Ta MiHIMaJbHI
cTaHiaptd nonituku Oe3neku kpain wieHiB HATO y cdepi
3axucTy iHpopManii 3 OOMEXEHMM [OCTYIIOM, 3TiJHO
JIOKYMEHTY C-M (2002) 49, a came INFOSEC Ta
knacudikamito iHpopmaii kpain wieHnis HATO.

Kawuosi caoBa: I[HpopmariitHa Oe3neka, KiOep3aXxwcT y
HATO, INFOSEC, Indopmarmis 3 OOMEXEHHM OCTYIIOM
(I301) HATO.

Beryn

Indopmaniitna Oesrnexa Ta Kibep3aXUCT HaJI3BUYANHO BaXKIIWBI,
ToMy B cTpykrypax HATO mnpupinsgerscs myXe BeIHKa yBara o
kibep3axuTcy depe3 3pOCTaHHA Kibep3arpo3 y CBiTi, Ae IHQPPOBi
TEXHOJIOTii  CTaloTh  KIOYOBMMHU. lle BuMarae mocTiifHOTO
MOKpaIIEeHHs 3aX0/1iB Oe3MeKH I 3aXUCTy Bijl CEpHO3HUX HACII/IKIB
atTak Ta gesiH¢opmanii. 3abesnedeHHs cTabiIbHOCTI MOTpedye
MOCTIHHOI cTpaTerii Ta criBnpani 3 iHIIMMHI KpaiHaMH.

Vkpaina, ska e naptHepoMm HATO, Bucrtymae y ckimagHoMy
TeONOJIITHYHOMY KOHTEKCTi, Zie Kibep3arpo3n CTaloTh HaJ3BHYANHO
akTyanbHUMU. B ymoBax axtuHOro maptaepcrsa 3 HATO, Vkpaina
aKTHBHO BIIPOBAIDKYE CTpaTerii KiOep3axuCTy, CIIBIPAMIOOYH i3
COIO3HMKAaMH TSl 3a0e31eueHHs CTabiTbHOCTI 1 Oe31ekn B IU(QPOBOMY
mpocTopi. 3arajgbHa CcTpaTeris KidepOe3nekn KpaiHH € HeBilT'€éMHOIO
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YacTHHOI KoyiekTMBHUX 3ycwib HATO 3 mporuaii cyuacHuM
Kibep3arpo3am.

Crparerii Ta npoueaypu ingopmaniitHoi 0Oe3nexu B
HATO

Iapopmaniitna Gesmeka B HATO(INFOSEC) - me KOMIUTEKCHA
CHCTEeMa, IO BKIIOYAE TIIONITHUYHI CTpaTerii, TeXHIYHI 3aXoAW Ta
OCBiTY [uIs 3a0e3meueHHs Oe3rmekn Ta KoH(iaeHIiitHOCTI iHpopMarii.
BoHa CKmTaga€Tbcst 3 TMOMITHKM O€3MEKH, TEXHIYHMX 3aXOiB,
YIPaBJIiHHS PU3MKAMH Ta OCBITHIX NPOrpaM, CIPSMOBAaHHUX Ha 3aXHCT
BiJl pi3HUX 3arpos.

«INFOSEC» perymoe npouenypu 3axucTy KoHpigeHuiitHoCTI,
IUTICHOCTI, TOTOBHOCTI Ta 3BITHOCTI IMOAO IH(oOpMamii, ska
mepesaeTbcss 1 0OpoOIAE€TBCS 332  JIOMOMOTOK  iH(pOpMaiiHO-
KOMYHIKaI[iifHIX TeXHOJIOTIH.

«[onepenus mupektuBa 3 INFOSEC», sxa Oyma omyOiikoBaHa
Komiterom 6e3neku HATO 1 KomireToM NONITHKA 3 TUTaHb
KOHCyNbTalii, komaHmyBanHi 1 koHTpomo (NC 3B) Bumarae
CTBOPCHHS BIAMOBIAHOT HAIliOHANBHOI Oprasizamii, BiIITIOBiZadbHOT
1010 3axoAiB (izn4HOl Ta NMepcoHaIbHOI Oe3MeKn y KOMI IOTEPHUX
Ta KOMYHIKaIlifHUX Mepexax. besnexka KoMyHIKalifiHHX Mepexax
nepeabavae KpunTorpadiuHuil 3aXHUCT Ta 3aXUCT BiJf BHUTOKIB
iHpopmaii uepe3 BunpomintoBanus abo emanauito (TEMPEST).

Opranamu INFOSEC B ctpyktypi HATO €:

ynpasmiaasa C3 HATO;

po6oua rpyma INFOSEC y cxmani NCS;

migkomiter INFOSEC;

rkomaHyBanHst NACOSA/INFOSEC;

ycranoBa INFOSEC 3 akpeanTanii KOMyHiKallifHOro 06J1afHaHHS
HATO — SAA(Security Accreditation Authority).

Hamionansaumn opranamu INFOSEC y koxwiit kpaini HATO
MaroTh OyTH:

HaIllOHAbHE  YHpaBIiHHA 3  iH(pOpPMAamiifHO-KOMYHIKaIliHIX
CHUCTEM;

HaIllOHaJbHE MPEICTaBHUITBO 3 Oe3MeKn KOMYHIKAIlIHHIX Mepex
NCSA (National Communication Security Authority);

HalioHANbHe mnpeacTaBHUNTBO 3 auctpubyrii - NDA (National
Distribution Authority);

HAIIOHAIPHE  YIpPAaBIiHHSA 3 aKpeAMTallil KOMYHIKAI[iIfHOTO
obOnanHanus (SAA), Busnane HATO.
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Koxxna nepxasa-uien HATO Bcranosmoe HarioHanbHHE opraH
oe3nexn komyHikamiiHux cucteM (NCSA). OcHoBHi 3aBnanus NCSA
HOJIATAIOTh Y HACTYITHOMY:

KOHTPOJIb 3a KpunTorpadidHor0 TEeXHiYHOI iH(opMaliero, sKa
crocyethest 3axucty inpopmanii HATO B mekax BIacHOi AepiKaBH;

3a0e3neveHHs rapaHTii, o KpunrorpadiyHi CHCTEMH, TPOIYKTH
Ta MexaHi3MH mus 3axucty iHpopmamii HATO edexruBHO i
pamioHampHO BimiOpaHi, KepoBaHi i MiATPUMYBaHi;

TIOBITOMJICHHSL TIpo Oe3meky kKomyHikariitanx cucteM HATO Ta
cnopizaeni texHiuHi cipaBu INFOSEC sk muBinbHI, Tak i BiliCHKOBI,
BignoBigHOMY oprany HATO abo nepxaBHOMY OpraHy.

[Tin yac mnepemaui 3acobamu iH(OpMaLiHO-KOMYHIKAIIHHUX
TexHoori#t indopmariis i3 rpudom «HATO/IikoM TaEMHOY» 1 BHUIIIE
3aXUIIAETECA 32 JOMOMOTOK KpuUnTorpadiuHux MeTomiB  abo
NpPONYKTIB,  3aTBep/keHUX  BiilicbkoBum  komitetom  HATO
(NAMILCOM).

ITin yac mnepemaui 3acobamu iH(oOpMaLiHO-KOMYHIKaIIHHUX
TexHonori#t iHpopmarisa 3 rpudpom «HATO/Taemuo» i «HATO/Insa
CIIy’)kOOBOTO ~ KOPHUCTYBAaHHS»  3aXHMINAE€ThCI 33  JOHOMOTOIO
KpunrorpadiyHMX ~ MeToAiB  ab0  MPOAYKTIB,  3aTBEPIKEHIX
BiticekoBum komitetom HATO (NAMILCOM) abo mepkaBoro-
uyrenoM HATO, 3a BHHATKOM BHIAIKIB, KOJIH TaKuid MeToz abo
NPOAYKT € CIUIbHO  KOHCOJIJOBAaHWH, BIH  3aTBEPIKYETHCA
NAMILCOM.

ITpu oOmiHi koHGizeHiiHOW0 iHpopMmaniero Mix HATO Ta
KpaiHaMu-mapTHepamuy, siki criBnpaioTts 3 HATO, 3acTocoBytoThes
crieliayibHi  KpunrorpadiuHi METOAM Ta NPOIYKTH, 3aTBEPDKEHI
BinmoBigHMME opraHamu. lle 3a0esmeuye 3axuct iHdopmamii 3
pi3HUMH piBHsAME cekpeTHOCTI, Takumu sk "NATO SECRET/Llinkom
taemHo", " NATO CONFIDENCIAL /Taemno" 1 "NATO
RESTRICTED/dnst cimyx60Boro xopuctyBanHus". Oprann HATO Tta
CHIBIPAIIOIOYMX  KpaiH  BIAMOBINAIOTH 32  BHOIp,  OIHKY,
cepTu(iKalilo Ta KOHTPOJb 3a BHUKOPUCTAHHAM IMX METOJIB Ta
MPOAYKTIB Ui 3a0€3IeUYCHHS BIiNITOBIIHUX CTAHAAPTIB OC3MEKU IMPH
o0OMiHi iHhopMariiero.

BucunoBxku

AmHani3 cucrtemu iHpopMmaniiaoi 6e3nexu B HATO migTBepmkye ii
KOMIUIEKCHUI XapakTep, IO OXOTUTIOE MOJITHYHI, TEXHIYHI Ta OCBITHI
acriektd. INFOSEC Bu3Hauae npouenypu 3axucty iHdopmarii, sxa
00poOIIsIETECS 3@ JIOMOMOIOK0 TEXHOJOTiH. BigmoBigHo m0 BHMOT
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AnbsiHCY, KOXXKHa KpaiHa, mo Berymae 1o HATO, mae B3stu Ha cebe
3000B’s13aHHS NIPUBECTH BIACHI HOPMATHBHO-IIPABOBI JIOKYMEHTH Y
cdepi 3axucty 1301 y BignosizHocti g0 cranmaptie HATO. Tomy
BUBYCHHSA Ta cuctemarusanii crangaptie HATO y chepi 3axwucty
I30/] € 000B’3KOBOI0 YMOBOIO Ha NUIAXY iHTerpauii YxpaiHu 1o
HATO, a nocBin HATO moBuHEH cTaTH 3pa3KoM It Y KpaiHu.
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OCOBJIMBOCTI PU3UKOJIOITI ITYYHOI' O
IHTEJIEKTY

IOpiit ['puroposuu /lanuk,
HamionansHuiil TexHiYHAN YHIBepcuTeT YKpainu “KuiBcbkwuii
noJiTexHiuyHuH iHCTHTYT iMeHi [rops Cikopcbkoro”, M. Kuis, Ykpaina
danyk_l1@ukr.net

B 1omoBini po3misaarThCs PU3UKM Ta 3arpo3H, IMOB'A3aHi 3
PO3BUTKOM Ta  BHKOPDUCTAHHSM  INTYYHOI'O  IHTEJICKTY.
AHami3yloThCSI ~ 0COONMMBOCTI  (OPMYBaHHA  PHU3HMKOIOTI{
IITYYHOTO {HTEJIEKTY.

KulouoBi caoBa: mrTydHHN iHTENeKT, Oesmeka, 0OOpoOHa,
3arpo3u, pPHU3HWKH, PHU3UKOJIOTIS, IKUBYYICTh, KPUTHYHA

iH]pacTpyKTypa, KibeprnpocTip.

Beryn

3 MOSIBOIO 1 BIPOBAHKEHHSIM IITYYHOTO IHTENEKTY MPAKTUYHO B
yciXx cdepax KUTTSA 1 MiSIIBHOCTI JIIOAWHHU, CYCITUILCTBA, NEpPKaBH
dbopmyeThbes crienudivaui ManmmadT 3arpo3, PU3UKIB iX peamizarrii
Ta HACNiJKiB, SKi TIOTaHO MPOTHO3YIOThCS HAa ICHYIOUOMY eTalli
PO3BHUTKY TEOPETHYHUX Ta MPUKIAIHUX ACHEKTIB HAYKH MPO PHU3HUKH
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uiei chepu. Ilopsn 3 HOBUMH MOXIIMBOCTSAMH, sKi TOB’S3aHI 3
po3BUTKOM 1 BuUKOpucTaHHsM I, 3’SBIAIOTBCS Ta MHOXKAThCS
PI3HOMAHITHI CTHYHIi, COIliajbHi, OC3MEKOBI Ta IHII MPOOJICMH.
KinpkicTh iHIUACHTIB, TOB'S3aHUX 3 HCKOPCKTHHM BHKOPHUCTAHHIM
HII, mBuako 3pocrae. ToMmy, akTyaJbHUM IUTaHHSIM € CTBOPEHHS 1
3a0e3MeueHHs yMOB, 3a SIKMX INTYYHUH IHTENEKT He Buiine 3 mif
KOHTPOJIO, i He Oyle CTBOPIOBATH HETIPHHHATHHX 3arpo3 JIIOAWHI 1
JFOJICTBY.

Hapasi, Bxe icHye 3HaYHa CyKYITHICTh HEBUPIIICHUX MPOTHPIYb B
it chepi. 3okpema, Mik mBHIKkAM po3BuTkoM I Ta ioro
BUKOPUCTAHHSAM, O0COONMMBO B cdepi Oesmeku 1 oOopoHH, i
HEOOXiJHICTIO mependayaTd Ta MaKCUMalbHO 3HU3UTH PH3HMKH 1
3arpo3sH, MoB's3aHi 3 #oro po3sutkoM. Hapasi BincyTHi o0rpyHTOBaHI
CHUCTEMHI MiAXOJM 10 3HWKCHHS, 3amo0iraHHs 1 HEeWTpamizarfi Iux
3arpo3 1 PpH3MKIB iX peamizaiii, O0COOJIMBO CTOCOBHO IHTaHb
3a0e3meueHHs  Oe3MeKH Ta JHKUBYYOCTI  O0’€KTIB  KPUTHYHOI
iHppacTpyKTypH.

MeTor0 mOCHiDKEHHS € aHali3 PH3HUKIB 1 3arpo3, MOB'SI3aHHUX 3
PO3BHUTKOM 1 BUKOPHUCTAHHSAM IITYYHOTO IHTEIIEKTY B Pi3HHX cdepax
IISUTGHOCTI JIFOJICTBA Ta OCOONMBOCTEH (popMyBaHHS PHU3HKOIOTIT
IITYYHOTO IHTEJIEKTY.

Pu3uku Ta 3arpo3u WITYYHOIO iHTEJIEeKTYy

3  pPO3BUTKOM INTYYHOrO IHTCJCKTY, TOPSAJ 3 HOBUMH
MOKITUBOCTSIMHM  3'IBIITFOTBCS  HOBI €THYHI, COMiambHI 1 Oe3MeKoBi
npoOJiemMH, MOB'sI3aHi 3 HOro BUKOpUCTaHHsM. lle BHKIIMKae noTpedy
BCEOIYHOTO JIOCHI/DKEHHS! TEOPETUYHHMX Ta MNPAKTHYHHUX AaCIIeKTiB
BUHUKHCHHS Ta YKHTTEBOTO UKy PH3UKIB MOB’S3aHUX 3 PO3BUTKOM
Il Ta #oro BHKOpPHCTaHHAM. Taki IOCTIJKCHHS, 3Ba)KAIOUYM Ha
ocobmuBocTi LI MaroTh MiXramy3eBUH Ta MIKIUCIHILTIHAPHHUN
xapaktep. BoHu 0e3nmocepeHbO IMOB’s3aHI 3 BUCOKOTEXHOJIOTIYHIM
PO3BUTKOM CYCHIIBCTBA, TJIOOQIICTHKOIX, COLIOJOTIER TOMIO 1
MOBHHHI BPaxOBYBAaTH OCOOJHMBOCTI B3a€MOJIi B CHCTEMaX: JIOJHMHA
(xopuctyBau) - mmryuHoro inrtemekt; Il — mrommma; IHI —
cycminbeTBo; 1T —mepxkasa; I —  kibep-¢dizuuna(i) cucrema(m)
(K®C). A Ttakox cucTeMH OUTBII BHCOKOi CKIATHOCTI 1 piBHIB
B3aemoii. Takux sik: ocoba (rpymna ocib, cycminbeTro)l- IHI 1 — TII2
-ocoba (rpyma ocib, cycmiimbcTBO)2; CTpyKTypa (1HCTHTYIIiS,
opramizaiis, nmepxasa)l- III 1 — II2 - crpykrypa (iHCTHTYILis,
opranizauis, nepxasa)2, Il 1 — KOC 1 - KOC 2 - HII 2 romo. A
TAKOX PI3HOMAHITHHX KOMOiHaIlili 0araTOKOMIOHEHTHUX CUCTEM, SIKi
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MOXYTh OpraHi30BYBaTHCh pi3HUMU aKTOpamMu Ta
CaMOoOpraHizoByBaTuch. JlJisl ynpaBiiHHS pHU3HKaMH B TaKHX YMOBax
BUHHMKA€E HEOOXIAHICTh IMOCTIHHOIO MOHITOPUHTY IMHAMiYHHX (IO
HalvacTile 3MIHIOIOTHCS XAaOTHYHO) MIHJIMBHX HapaMeTpiB CHUCTEM
«JTI0IMHA-CYCIUIBCTBO-TIpUpoaa-TexHocgepa-lIll» 1 HaykoBoro
Mi3HAHHS [UX CHCTeM Ta (GopMyBaHHA pH3HK-peduiekcii. s 1mporo
HeoOXiTHO 3MIHCHIOBATH PO3POOKH, BIIPOBAHKCHHS, 1 3a0e3MeuyBaTH
MOCTIHHUN BHITEPEKAIOYNI PO3BUTOK MEXaHI3MIB 3HI)KCHHS PU3HKIB
Ha BCIX PIBHAX i€papxii BHINEPO3NSIHYTHX CHCTEM. A came Ha:
Makpo- (mepskaBa(m)), Me30- (oprasizaiii) i Mikpo- (0coOHCTOCTI)
piBHsaX. Pusukonoris IIII, sk Hayka Mpo pHU3HMKH IOB’sS3aHi 3 HOTO
BUHHMKHEHHSIM,  BIIPOBA/UKCHHSIM, BHMKODHCTaHHSIM, PO3BUTKOM,
BCEOIYHMMHU B3a€EMOIISMH B PI3HOMAHITHUX OIKOMIIOHCHTHHX Ta
0araTOKOMIIOHEHTHUX CHCTEMax I[OBMHHA 3a0e3MeYnTH BceOiuHe
BUBUCHHS, JOCTI[DKEHHS 1 PO3YMIHHS TPHPOIH, CTPYKTYpU Ta
HACIIAKIB peamizaimii 3arpo3 y B3a€MO3B’S3Ky 13 pH3UKaAMH iX
peamzariii. Ilpm nboMy, HEOOXiZHOO € po3poOKka METOMIB
ineHTHdikaii, kiacugikamii, aHami3y i OMIHKH JDKEpeNl 1 YHHHUKIB
pu3ukiB moB’s3aHux 3 L. Takox moTpiOHO chopMyBaTH TPUHIHITH
knacu(ikamii, OMIHKA Ta COLiaTbHOI MPUHHATHOCTI PI3HUX PH3HKIB
nop’si3anux LIl Ta #oro po3ButkoM. Po3pobuti MeTomomoriro
MPOTHO3YBaHHS TUHAMIKH 1 YIIPaBIiHHSI pU3UKaMH B IIiH cdepi.

HaiironoBHIIIUM € HasBHICTH OOTPYHTOBAHOTO KPHUTEPIIO 1 TECTy,
nozaioHoro Tecty Anana TropiHra Juisi epeBipKy, HACKIJIBKH MallnHa
pO3yMHA, 1 HACKUIbKM OJM3BKO BOHA IMIAXOMUTH IIiJi BU3HAYCHHS
«tyunuit InTenexkr (Po3ym)» y HOBHOMY pO3yMiHHI I[bOTO TEPMiHY,
JUISl CBOEYACHOTO BHsiBJIeHHs Buxoay LI 3 mix KOHTPOIIIO JIOIUHU Ta
posrmsny I mrommuuM, sk 3arpo3d Horo icHyBaHHIO abo iHIIAM
inTepecam. OpHi€l0 3 yYMOB IIbOTO MOXe OyTH BHHHUKHEHHS 1
¢opmyBanHs y LI iHCTHHKTY camMo030epeskKeHHsS! Ta NPUUHATTSI HUM
pillIeHHs 100 MPEBEHTUBHHUX [l 3 HelTpai3anii noaiOHuX 3arpos.

Posrisin 1 mocmijkeHHs 3a3HAYEHUX MHUTAHb JIO3BOJIMIIN BUSIBUTH
HaWOUIbII BaXKIIMBI ACIIEKTH MOB’s13aHi 3 pusukosorieto 1.

BucHoBku

TakuMm dYHMHOM, B JOMOBiAI PO3MISHYTI OCHOBHI OCOOJHBOCTI,
TEHICHINI 1 HampsMH PO3BUTKY PUBHKOJIOTII MITYYHOTO IHTEJICKTY.
IIpencraBneHi BUSABJICHI 3aKOHOMIPHOCTI B (OpMyBaHHI 3arpo3 i
pHU3MKIB B 1Iii cepi. 3anmponoHOBaHUH MOKA3HKK TSI OI[IHKH PU3UKY
Buxony UII 3 mix KOHTpOJIIO JIOOMHM Ta pO3NIAAY IITYYHUM
IHTEJIEKTOM JIIOJIMHY, SIK 3arpo3W HOro icHyBaHHIO a0o0 IHIIUM
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iHTepecaM. PO3MISHYTI MiIXOM 10 BUSIBICHHS MOTCHI[IMHUAX PHU3UKIB
Ta BXKUTTS MIPOAKTUBHUX 3aX0JIiB JJIS TIOM’SIKIICHHS [TUX PU3HKIB.

[Momanpun  JociifpkeHHsT nependavdaoTh po3poOKy MeXaHi3MiB
VIPaBIiHHSA PU3UKAMHU TIOB'S3aHUMH 3 PO3BHUTKOM 1 BHKOPHCTaHHSIM
MITYYHOTO IHTEJICKTY.

IepeJiik nocuiiann:

1.

Artificial Intelligence and National Security, Bipartisan Policy
Center and Georgetown University’s Center for Security and
Emerging Technology (2020).

Brundage Miles, Avin Shahar, Clark Jack et al. The Malicious
Use of Artificial Intelligence: Forecasting, Prevention, and
Mitigation (2018). Homepage,
https://www.eff.org/files/2018/02/20/malicious_ai_report_final
.pdf, last accessed 2023/06/21.

China’s Rise In Artificial Intelligence And Future Military
Capabilities. Battlefield Singularity: Artificial Intelligence,
Military Revolution, and China’s Future Military Power, Nov.
1, pp. 8-32 (2017).

Amina Igbal. China’s Al Military Revolution and its Security
Implications (2023), Homepage,
https://internationalaffairsbd.com/chinas-ai-military-
revolution/, last accessed 2023/09/16.

Elsa B. Kania. “Al Weapons” In China's Military Innovation
(2020). Homepage, https://www.brookings.edu/wp-
content/uploads/2020/04/
FP_20200427_ai_weapons_kania.pdf.

IHTET'PALISI TEXHOJIOT'TH Y CO®EPI

KIBEPBE3NEKHW: THOOPMAIIIMHUM ITOIIYK TA

IITYYHMM IHTEJEKT

Onexcannp IlyuxoB 1, JAmutpo Jlanne 1’2, Omnekcannap Pubax

1 . < . < . . . o
HanionaneHuil TexHIYHUN yHIBepcuTeT Ykpainn "KuiBcpkuit

nosiTexHiuHuH iHCTHTYT iMeHi [ropst Cikopebkoro", Kuis, Ykpaina
? IncTuTyT npobiem peectpaii inpopmanii HAH Vkpaiuu, Kuis,

VYkpaina

Y miii poOOTi pPO3TIAMAETHCA TOETHAHHS MOXKIUBOCTEH
CHUCTEMH KOHTEHT-MOHITOPUHTY COTTAJTEHUX Menia
CyberAggregator i CHCTEMH TEHEPATHBHOTO IITYYHOIO
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IHTEJIEKTY 3 METOIO MOKpAIeHHS aHAJTITUYHUX MOXKIMBOCTEH
kopropatuBHoi OSINT 3 mpobnem kiGepOesnexu, a came
3aco0iB aBToMaTH4YHOro (hopMyBaHHS 3BeleHO (nmaiKecTiB),
CTBOPCHHST MEPEXK TMOHATh (TIEPCOH, TEPMiHIB, OO0’ €KTIB
KibepOes3nekn).

Karouosi cioBa: OSINT, reHepaTHBHUI IITY4YHUIl 1HTENEKT,
indopmariiianii nomyk, CyberAggregator, Mepeka TOHATS,
KibepOe3mneka.

VY cydacHOMy cBiTi KiOepOe3meka cTae Bce OUTBII BaXKIHBOIO
cpeporo —  kibep3arpo3m  CTalOTh BCE CKIATHIIIAMH  Ta
HeOesmevHimmMu. {71 MOHITOPHHTY CTaHy KiOepOesmeku cepen
IHIIMX 3ac00IiB 3aCTOCOBYIOTBCS 3aCO0M  PO3BIAKM Y BIAKPUTHX
qoxepenax (Open Source INTelligence, OSINT) [1]. ¥V Toii xe uac,
HEBIIMHHO PO3BHMBAETHCS INTYYHUH IHTENEKT, SKUH MOXKIHMBO
BUKOPUCTOBYBATU Ui OOpOTHOM 3 3arpo3aM B iH(GOpMAIiHHOMY
npocropi. OZHUM 13 LULIXIB 3aCTOCYBaHHS LITYYHOTO IHTENEKTY Yy
chepi kibepOesrneku € IHTENEKTyami3aimis poOoTH i3 iH(pOpMaIlie
OSINT, y3aranpHeHHs iHPOpMAILT 3 BIIKPUTHX HKEPEIL.

ToMy € akTyalbHMM 3aBIAaHHSIM  ITIOEJHAHHS MOXKJIMBOCTEH
CHCTEMH KOHTEHT-MOHITOPHHTY COLIQJIPHMX Meldia 3 THTaHb
kibepOesnekn CyberAggregator [1] 3 QyHKIIiOHAIOM T€HEPaTHBHOTO
mrygHoro iHTenekty [2]. CyberAggregator BKIIOYae pi3HI pekKUMHU
poboTH, Taki SK IOUIYK 3a KOHKPETHOIO TEMAaTHKOI0 Ta MepiosioM
BXOJDKEHHsSI JOKYMEHTIB Ta BHBEACHHS OKPEMHUX JIOKYMEHTIB,
OTPUMAHHS Ta aHaJI3 TUHAMIKH iH(OpMAITii.

Ioennanus wmiei cuctemMu 3 MOxIHBOCTsIME  utythfnbdyjuj
HITYYHOrO iHTeNeKkTy (cucrema Llama) cnpsiMoBaHe Ha MOKpaleHHs
TAaKUX AaCHeKTiB aHANITHYHUX pEXHMIB POOOTH CHCTEMH, a came
(hopMyBaHHS:

1. Iapopmaniiianx  3BeAeHp  (maiikecTtiB):  KoMOiHAIiS
TEXHOJIOTI] MOLIYKY 3 T€HEPaTHBHUM IITYYHUM IHTEJIEKTOM JIO3BOJISIE
ABTOMATHYHO aHaJi3yBaTH HOBHMHHI ITOBIJJOMJICHHS Ta CTBOPIOBaTH
y3arajJbHEHHs, SKi HaJaloThb 3BEJCHY iH(pOpMAalii0 Mpo Mol B
iHpopMaLiHHOMY IPOCTOPI.

2. Mepexi mnepcoH, IO BPaxoBYE 3B’SI3KM MDK DI3HUMH
ocob0aMM Ha OCHOBI IXHBHOI AKTHMBHOCTI B COLIAJIBRHHUX Meia Ta
3raayBaHb B IHITUX JDKepenax iHpopMarlii.

3. Mepexi XakepCbKHX YIPYIyBaHb, SIKA BI3yalli3ye€ 3B’SI3KH
MDK OKPEMHMHM YIPYIYBaHHAMH, BHSBISIE X TPHUYETHICTD IO
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kibeparak, BiJHOIIEHHS J0 CWJIOBHX BIiJJOMCTB OKDEMHX JICpIKaB,
TOLIO.

4.  Mepexi TepMiHiB, sKa JA03BOJIsI€ aBTOMAaTHYHO aHaJIi3yBaTH
Ta BU3HAYaTH 3B'SI3KM MDK KIIOYOBUMHM TEPMiHaMH, IO CIIPHSE
KpalloMy pO3yMiHHIO KOHTEKCTY iH(pOpMaIlii.

[omykoBuit pexum cucremu CyberAggregator 0a3yerbcst Ha
cydacHii cucrteMi ElasticSearch [3]. IHTenekryampHUil pexum
BHUKOPHCTOBYE MOXIIMBOCTI I'€HEPAaTHBHOTO IITYYHOTO IHTENEKTY, a
came mozem LLama-2 [4].

LLama-2 € BeIMKOIO MOBHOIO MOJIEIIIO, SKa Ma€ JIeKUIbKa
nepeBar:

1. Po3ymiHHA ckiagHMX 3B'A3KiB: BoHa Moxe aHamizyBatu Ta
PO3YMITH CKJIajiHi 3B'SI3KM MiX CJIOBaMU Ta (pazamu.

2. HaBuanHs Ha BenukoMy HabOopi nanux: Mogenap Moxe
BJIOCKOHAJIFOBATHCS 33 PaXyHOK BEIHMKOI KITBKOCTI TaHHX.

3.  beskomtoBHe BukopuctaHHs: LLama-2 € Ge3KOLITOBHOO
JUISl BAKOPUCTAHHSI.

4. Bigkpuruit koq: Kog LLama-2 moctynauit Ha GitHub, mo
pOOHTH HOTO TOCTYITHNM JUISl PO3IIMPEHHS Ta MTOKPAIICHHS.

Iarerpamis CyberAggregator Ta LLama-2 Hamgae MOXIUBOCTI s
ABTOMATHYHOTO aHAJi3y HOBUHHHUX CTaTeH, CTBOPCHHS HalKECTIB Ta
moOyJOBH Mepek TepcoH Ta ciiB. Bei i MmoxkimBocTi Ls iHTerpartis
rpa€ BaXKIMBY pOJh B IJBUINCHHI piBHA KibepOesmekn Ta
3a0e3MeueHHI KpaIoro po3yMiHHs iHPOPMAIIHHOTO IPOCTOPY.

BucuHoBxku

Inrerpanis CyberAggregator Ta LLama-2 Hazae MOXJIMBOCTI JUIst
ABTOMATHYHOTO  aHalli3y HOBMHHUX IIOBIJIOMJIEHb, CTBOPEHHS
JalpKecTiB Ta MOOYZOBM MepeX NepcoH Ta ciiB. Lle moexHaHHS
CIpHs€e MiJABHUIIEHHIO  aHATITHUYHMX  MOXIMBOCTEH  CHCTEMH,
BUKOPHCTAHHIO HAsIBHUX pecypciB iH(popManiitHOro npocropy.

Iepeik nocuianb

Dmytro Lande, Olexander Puchkov, lhor Subach
Method of Detecting Cybersecurity Objects Based on OSINT
Technology. Selected Papers of the XXII International Scientific and
Practical Conference "Information Technologies and Security” (ITS
2022) — Vol-3503. — pp. 115-124.

Dmytro Lande, Leonard Strashnoy. GPT Semantic Networking: A
Dream of the Semantic Web - The Time is Now — Kyiv:
Engineering, 2023. — 168 p. ISBN 978-966-2344-94-3
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7. Pranav Shukla, Sharath Kumar M N. Learning Elastic Stack 7.0.
Distributed Search, Analytics, and Visualization Using Elasticsearch,
Logstash, Beats, and Kibana, 2" Edition. Packt Publishing, 2019.
ISBN 9781789958539, 1789958539. — 474 p.

8. Smith N. A., Hajishirzi H. Self-Instruct: Aligning Language Model
with  Self Generated Instructions // ArXiv.org— 2022. —
arXiv:2212.10560

CTPYKTYPHA CKIAJHICTb KOMIUVIEKCHHX
I'PA®IB

A. CHapcpkuit”
YucruryT peecrpanii indopmanii HAH Ykpainn, 03113, Kuis,
VYkpaina
’HartionanbHuii TexHidHmi yHiBepcHTeT «KHiBCHKHIA MO TeXHITHIIA
iHcTHuTyT iMeHi Irops Cikopcrkoro», Kuis, Yipaina

2

BBeneHo KiTbKICHY Mipy CTPYKTYpPHOI CKIIQIHOCTI rpada (CcKiamHa
Mepexa TOIO), 3aCHOBaHY Ha IMpoleaypi, MomiOHIN mo mporecy
MEpEeHOPMYBAHHS, BPAaxOBYIOUM PI3HUII0 MDK (aKTHYHOIO Ta
YCepemHEHO  CTpyKTypamu rpadha B  pI3HHX  MaciTadax.
3anpornoHoBaHa ~ KOHLEMIS  CTPYKTYpHOI — CKJIamgHOCTi  rpada
BIAMOBIa€ SIKICHOMY PO3YMIHHIO CKJIIHOCTI. 3alpOIOHOBaHy Mipy
MOYKHA TaKOXK OTPUMATH JJIsl 3BXKEHHUX rpadikis.

By1no BUSBIEHO CTPYKTYPHI CKJIQJIHOCTI [UIsl PI3HUX THUIIIB rpadis —
JieTepMiHOBaHUX IpadiB HECKIHYEHHOTO po3Mipy Ta rpadiB KiHIEBOTO
po3mipy, IITy4YHHX TpadiB pi3HOI NPHUPOIH,  BKIFOYAIOYH
NEepPKOJSLIAHI  CTPYKTYpH, 1 4YacoBHX DPsSOIB CEPLEBUX PHUTMIB,
BiTOOpaXEHNX Yy CKJIaJAHI Mepexi 3a JIONMOMOTOI0 aIrOpUTMY
napaMeTpuyHoro rpaga BuaumocTi. OcTaHHI 10CATalOTh MAaKCUMyMY
no6au3y (GopMyBaHHS TiraHTChKOI KOMIOHEHTH Ha rpadiky abo Ha
nopo3i nepkosaii st 2D i 3D kBagpaTHUX IPaToOK, KONHW BHHHUKAE
TITaHTCBKUI KJacTep, M0 Mae ¢pakTalbHy CTpyKTypy. OTXe,
CTPYKTYpHa CKJIATHICTh TpadiB J03BOJISIE BHUSABUTH Ta JOCTIIUTH
nporecy, TogiOHI A0 (a30BUX MEPEXOiB JIPYroro poay B CKIATHHUX
Mepexax.

HoBuii iHmEKC MEHTPAILHOCTI BYy3/la, IO XapaKTEepPHU3ye
CTPYKTYPHY CKJIQJHICTh NEBHOTO BY3Ja B CTPYKTypi rpada, Takox
MOXe OyTH BBEICHHUH, L0 MOXE CIY)XUTH XOPOIIMM JONOMDKHUM
a00 y3araJbHEHHSAM JUI JIOKJIBHOTO KoedillieHTa KiacTepH3allii.
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Taxuii iHgeKc 3a0e3neuye e OJUH HOBUI CIIOCIO paHKUPYBaHHS IS
BY3JIiB rpada.

Bynyun nerxko o0OYMCIIIOBAaHOIO MiIpOIO, CTPYKTypHa CKJIaJHICTb
rpadha MOXKE JOIMOMOITH BHUSBUTH Pi3HI OCOOJMBOCTI CKJIAQTHUX
CHCTEM 1 IPOLIECiB peajibHOTO CBITY.

TepMiH ckIagHICTh 03Ha4Yae 6araTo pisHUX MOHsATh. B [1-4] MoxHa
3HAWTH BENWYE3HHUHN MEPENiK YK€ BCTAHOBJICHUX THUIIB CKIAJHOCTI, iX
MOXKHa PO3IUINTH Ha TPYNU: CKIAJHICTH ONHCY, CKIAJHICTH
CTBOPCHHS, OOYMCIIIOBaJbHA CKIIAMHICTh TOIIO. AHANI3 CKIAIHOCTI
0araTbOX NPHPOAHUX SBUI BHUSBISE BHYTPIIIHI MPOLECH, IO
BinOyBarOThC B JOCTIKYBaHIMi CHCTeMi, YacTO HEMPOHHKHI.
3arajJbHONPHUHHATAMH ONUCOBHMH METOJAaMH Ta ainropurmamu. lLle
BUIIPABJIOBYE 3POCTAOYy TEHACHII0O J0 BHUKOPHCTAHHS aHaJi3y
CKJIQJIHOCTI JUIS KiJIbKICHOI OLIHKM PI3HUX JaHUX peajbHOro CBITY,
HaNpuKiIag, HEWpPOHHOI aKTHBHOCTI, BUMIPSHOI 3a JIOIIOMOTOIO
curHaiiB enextpoennedanorpadii (EET) [5].

HemonaBHo Oyino  BBeleHO HOBWE  BHI  CKJIAOHOCTI —
Gararomacutabny crpyktypHy ckiuaanicte (MSC).[6], skuii mae
CIpaBy 31 CKIAQAHICTIO PI3HUX THIIB 3abapBieHb ab0 Bi3epyHKIB Yy
OaraToBUMipHOMY TpaTdacToMy mpocTopi. Jlo HHX BiTHOCSATBCA,
HANPUKJIA], JBOBHMIpHI 300pakeHHS pI3HHX CTPYKTYp, BiJ
300pakeHh MPUPOAM N0 CMYTacTUX [OMEHIB Yy (epoMarHiTHHX
TOHKHX IDTIBKaX, MEPIITHOI CTPYKTYpPH B PEHKOBIA cTami, CMyr Ha
IUISDKI B 30HI NpUILTUBIB 1 Oarato iHmoro. IHmmMu cioBamu, MSC
Ma€ CrpaBy 3 BaraMu BY3JIB peryjsipHOl MPOCTOPOBOI PELIiTKH,
HaNpuKial, JBOBUMIDHOI KBaJpaTHOI pEIITKH sl 3BUYAHUX
300paxkeHb. bymo moxazano, mo MCK BigkpuBae BaxkJIHMBY
iHpopMamlil0 TPO IUHAMIKY HEPiBHOBAXHHMX CTPYKTYp, SBHIIA
(azoBux mepexomiB i OaraTo iHIIOro.MuH BBENH KiJBKICHY MIipy
CTPYKTYpHOI ckyasHOCTI Tpada (CKiaaHoi Mepexi TOIlo) HAa OCHOBI
NpoLeaypH, MONIOHOI IO MpoIecy NepeHOPMYBaHHS, BPAaXOBYIOUH
Pi3HMIIO MiX (PAaKTHYHOIO Ta yCEPEJHEHOI0 CTPYKTypaMmu rpada Ha
pisHUX MacmTabax. Mwu 3acrocyBanm Uel minxin, moO 3HaWTH
CTPYKTYpPHI CKJIQIHOCTI JJIsI Pi3HUX TUMIB TpadiB — AETepMiHOBAaHUX
HecKiHueHHHX TpadiB 1 rpadiB KiHIIEBOTO pPO3Mipy, AT INTYIHHX
rpa¢iB pi3HOT NPUPOIN, BKIIOYAIOUN MEPKOJIAMIHHI CTPYKTYPH, 1 IS
YaCOBHUX PS/IIiB CEPIIEBHX PUTMIB, BiTOOpakeHUX y CKIAIHI MEPEXi 3a
JIOIIOMOT'0I0 MTAPAMETPUYHOIO aJIrOPHTMY BHAMMOCTI rpada [7-9].

3anpornoHOBaHa KOHIEMINSl CTPYKTYpHOI CKJIaaHOCTI Tpada
BIJIMIOBia€ SKICHOMY pO3YMIHHIO CKJIamHOCTI. YWM CKIaaHima
CTpyKTypa rpada, TUM Ourbma criaaHicts rpada. CrpyKTypHa
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CKJIaJTHICTh MOPOXHIX 1 MOBHUX rpadiB (03 CTPYKTYypH) HOPIiBHIOE
HYJIO, CKJIJHICTh JOCATa€ MAaKCUMyMy OLIsl YTBOPEHHS TiraHTCHKOI
KOMITOHEHTH B rpadi abo Ha mopos3i mepkomuii mas 2D 1 3D
KBaJIpaTHHUX I'PATOK, KOJIM TIraHTCHKUU KJlacTep, 110 Ma€ QpakTaibHy
CTPYKTYpY, BHHHMK. OCTaHHE TOKa3ye, IO CTPYKTYpHa CKJIAIHICTbH
rpada J03BOJISIE BUSBISITH Ta BUBYATH IIPOLIECH, TTOAIOHI 10 (ha30BUX
MIEPEXOIiB APYTOTO POAY B CKJIAJHIX MEPEXKax.

3ampornonoBannii anroputM GSC TakoX 3HaTHUIT 00pOOIATH
3BakeHi Trpadiku. HaBiTh BiH Moke 0OpoOJIATH Tpadiké 3 Baramw,
MPU3HAYCHUMH By3iaM. JIJis mporo moTpiOHO 3poOHTH Mepexin, oanH
i3 MOXJHMBHX — TIPUCBOITH pedpaM Bary, IIO JMJOPIBHIOE CyMi
YAaCTKOBUX Bar 3B’s3aHUX BY3JIB, MOJUICHHX Ha CTYHIHb TaKoro
By3na. lle 1ae 3Mory 3HaWTH, HAIIPUKIIAA, CKIAJHICTh 300paKCHHS SIK
GSC perymspHOi (IBOBHMIpHOi YK OaraTOBHMIpPHOI) PEIIITKH 31
3BXCHUMHU BY3JIaMH, a00 HaBITh CKJIAJIHICTh MEpEXi HEPeryJaspHUX
3Ba)KCHUX BY3JIIB.

VY cxmagi anroputmy GSC MOKHAQ BBECTH HOBHH I1HICKC
HEHTPAIBHOCTI BY371a, LI0 XapaKTepU3ye CTPYKTYpHY CKIAIHICTH
MEBHOTO BYy3JIa B CTPYKTypi rpada, TOOTO B3HAUTH PO3MOALT
CKIagHOCTI By3nma mo rpady. Llei iHmeKc NEHTPaTbHOCTI MOXKe
CIY)KUTH, HANpPUKIAM, SK XOpPOUIMHA IOMOMDKHHHA 3acid abo
y3arajlbHEHHS [UIS  JIOKATBHOTO  KoedillieHTa  KIIACTEepH3allii.
CrpyKTypHa CKJIaJHICTh OKPEMHUX BY3JIIB 3a0e31euye I1e OANH HOBUH
croci06 pamkyBaHHS BY3IiB rpada. Mu BBaKaeMo, IO 3MIHH B
CTPYKTYPHIN CKJIQJHOCTI CKJIAJHUX COIIaJbHAX MEPEK 3 YacoM
MOXYTb CBiquuTH ab0 OyTHM IHAMKATOPOM MaWOyTHIX YacTo
NPUXOBAaHUX COLIANBHUX HpoleciB. MOXIMBI 3aCTOCYBaHHS TaKOX
HaJIe)KaTh JI0 KOHTEKCTY aJI'OPUTMIB Ha OCHOBI MAalllMHHOT'O HaBYaHHS
ab0 HITYYHOTO iHTENEKTY, SKi MOXYTh BHKOPHCTOBYBaTH OOYHCIIEHI
ckmanHocTi. Byayum wmipoto, sKy JIeTKO OOYHMCIMTH, BOHAa MOJXKE
JIOTIOMOT'TH BUSIBUTH Pi3HI 0COOIMBOCTI CKJIaJIHMX CHCTEM i IPOLIECIB.
BescymHiBHO, HeoOxiHi HaCTYITHI JIOCITIIPKEHHS, o6
MPOJIEMOHCTPYBATH MOJJIMBICTE BHKOPHCTaHHS 3aIPOIIOHOBAHOTO
rpada CTpYKTYPHOI CKIIaAHOCTI JuIsl 6araTboX pi3HUX SIBUII PEaTEHOTO
CBITY.

Chnucok JiTepatypu

1. Albert, R. and A.-L. Barabasi, Statistical mechanics of
complex networks. Reviews of Modern Physics, 2002. 74(1):
p. 47-97.

34



2. Estrada, E., The structure of complex networks: theory and
applications. 2012, USA: Oxford University Press.

3. Jensen, H.J., Complexity science: the study of emergence.
2022, USA: Cambridge University Press.

4. Lloyd, S., Measures of complexity: a nonexhaustive list. IEEE
Control Systems, 2001. 21(4): p. 7-8.

5. Lau, ZJ., et al., Brain entropy, fractal dimensions and
predictability: A review of complexity measures for EEG in
healthy and neuropsychiatric populations. European Journal of
Neuroscience, 2022. 56(7): p. 5047-5069.

6. Bagrov, A.A,, et al., Multiscale structural complexity of natural
patterns. Proceedings of the National Academy of Sciences,
2020. 117(48): p. 30241-30251.

7. Lacasa, L., et al., From time series to complex networks: The
visibility graph. Proceedings of the National Academy of
Sciences, 2008. 105(13): p. 4972-4975.

8. Bezsudnov, I.V. and A.A. Snarskii, From the time series to the
complex networks: The parametric natural visibility graph.
Physica A: Statistical Mechanics and its Applications, 2014.
414: p. 53-60.

9. Snarskii, A.A. and 1.V. Bezsudnov, Phase transition in the
parametric natural visibility graph. Physical Review E, 2016.
94 (4).

MIIXII IO MOJEJIOBAHHSI TEOITPOCTOPOBUX
KACKAJIHUX E®EKTIB KPUTHYHUX
IHOPACTPYKTYP

A.B. Boiiuenko, B.P. CeHueHko
IactuTyT npob6iiem peecrpaii iHpopmanii HAH Vkpainu, Kuis,
Ykpaina

Hocmimpkenns kputnaaux iHpactpykryp (KI) Bu3Hauaerscs
MiJBUIICHOI0 CKJIQJHICTIO Ta TPYIOMICTKICTIO METOIB aHali3y
PHM3HKIB, 3aIUTyTaHICTIO MaTeMaTHYHHX MOJeNel, HEMOXKIHUBICTIO
BpaxyBaHHS II€PEBAXHOI OUIBIIOCTI KIOYOBHX (DAKTOPIB, SIKi Y
HiICYMKYy MOXyTb BusiBuTuCs (atanpummu juisn KI,  Hampukiazg
3arpo3, IOB’SI3aHUX 3  JMCTAHIIMHUM  ypaXXCHHSIM  O0’€KTiB
kputnyHoi iHppacTpykrypu (OKI).
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MozenroBaHHs T€ONPOCTOPOBUX KacKaJHHUX e(eKTiB mependavae
(hikcarriro JMHAMIKY Ta B3a€MOJIIT B Mexax reorpaiyHoOro perioxy, e
3MiHM ab0 moZAil B OJHOMY Miclli MOXYTh IOLIMPIOBATHCS Ta
BIUIMBATH Ha cycifgHi Tepuropii. Llell Tn MoentoBaHHs aKTyanbHUH
y pi3HUX cdepax, BKIIOYAIOYM MICbKE IUIAaHYBaHHS, EKOJIOTIUHI
JOCTIJKCHHS, OOpOThOy 31 CTUXIHHUMH JIHXaMU Ta COIiaJbHO-
eKoHOMIuHHWH aHami3 [1].

I'eonpocToposi naHi mpo po3TanryBaHHS OKI €
OCHOBOTIOJIO)KHUMHM JUIsl ToryimoieHoro aHamisy pmsukiB B KI, Ta
HEOOXiTHI I TPUHHATTA paIliOHATBHUX PIlICHb, CHPSIMOBAHUX Ha
3HW)KEHHA TaKWX pH3HKIB. TOMy TpPONOHYETHCS CTBOPHUTH Ta
BUKOPHCTOBYBaTH 0a3y NPOCTOPOBHMX JaHHMX Ha ocHOBI OSM s
30epiranns manux moa0 KI Ykpainu. OpenStreetMap (OSM) — 1e
BIAKPUTHII MNPOEKT, cCHpsMOBaHWMN Ha 30ip, 30epexeHHS Ta
PO3IOBCIO/IKEHHSI T€ONPOCTOPOBUX JTaHUX, CTBOPECHHS IHCTPYMEHTIB
JUIst pOOOTH 3 HUMH CHJIaMU CIILIBHOTH BOJIOHTEpIB [2].

OcHoBHUMH HampsiMkamu 3actocyBanHs ['IC mpu mociimkeHHI
kackagaux egekriB KI e:

— OOIpyHTYBaHHS TpPUHHATTA pilleHh Ha PI3HUX PIBHIX

YIIpaBITiHHS;

— CyTTEBE CKOPOYCHHS 4Yacy IOBEICHHSA iH(pOpMAIiHUX,
mepeAyciM  JAUPEKTHBHHX, PIMICHb IO BCIX 3aIliKaBICHUX
KOPHCTYBaYiB i BUKOHABIIIB;

—  MiJBHIICHHS JOCTOBIPHOCTI Ta MOBHOTH OI[IHFOBAHHS 3arpo3
i pusukiB s OKI;

—  MakcuManbHO moBHa iHterpauis KI;

—  IiJBUILECHHA e(eKTUBHOCTI 3aCTOCYBaHHS  3aco0iB
Bignosaennas OKI.

I'eonpocropoBy b/I mutanyeThCst 3aCTOCYBAaTH YIS TOCIIPKECHHS
notouHoro po3mimeHHs OKI (Puc. 1.), BusiBIeHHS Ta aHANI3y 3arpo3
KI, moB’s13aHuX 3 IX JIOKALISIMH Ta €KCIIOPTYBATH B SKOCTI BX1JHUX
JIaHUX JUTS TIOAAJIBIIOT0 BUKOPHCTAHHS B IHIINX MOJIEIISIX TaKHX, SIK
MOJICTIFOBAHHSI CLIEHapiiB NPUUHATTS pimeHs [3].

[epmmit etarm — po3poOka soridHoi Mojemi aHux (rpymnyBaHHs Puc.
2) nepenbadae 3iCTaBICHHS THITIB 00’ €KTIB 3 THMH CTPYKTYPaMH, sIKi
3/1aTHI MATPUMYBATH JOCTYIHI JUIS BITYM3HSIHOTO HAyKOBIIS
MPOrpaMHi 3acO0H MPOSKTYBaHHSI.
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Puc. 1. 'eonpocropoBa Puc. 2 T'pymyBanns 06’ exriB KI
Bisyauizaiis 00’ektiB KI Ha Malli - JOTri4Ha MOJEb JaHUX

Lli aii TpyHTY€EThCSI HA CTPYKTYPYBaHHI OCHOBHHX 3aB’SI3KIB MiX
kinacaMu Ta ix BusHaueHHsIM y CYB/]. B3aemHa 3a5iexHICTh 00 €KTIB
KI 3a3Buuail BU3HA4Ya€eThCS SK MHOKMHA OJHOHAIPABICHUX 3B S3KiB
MDK mapamu 00’€KTiB, 3yMOBIICHHH TUM, 110 3MiHa CTaHy IEpUIOTO
NEBHUM 4YHMHOM BIUIMBa€ Ha (YHKIIOHYBaHHS IIOB’S3aHOTO.
B3aemo3zanexHicTh € KOMOIHAIIE0 TApH TaKUX 3aNexkHOCTed. Takum
YMHOM, JOCIIJKEHHS CTaHy >KUBYYOCTI Ta PE3HILEHTHOCTI NEBHOTO
HaOOpy BHMarae aHajii3y OJHOCTOPOHHIX 3aJle)XHOCTEH, sKi i
CKJIA/IAI0Th.

B3aemozanexnicte Mik o00’ektamm Kl Moke mnpussect:m 10
Cepilo3HMX EKOHOMIYHMX 1 (I3UYHMX 30HMTKIB Yy peEriOHAIbLHOMY,
3araJlbHOJEPKABHOMY Ta HAaBiTh Yy IUIAHETapHOMY MacmrTabi.
BusiBnenns Ta aHaii3 SBHUX Ta NIPUXOBAHMX 3B'A3KIB Ta 3aJEKHOCTEH,
sKi iCHYyIOTh MK enemeHTamMu KI € HEoOXiHOIO CKIIATOBOIO IS
PO3pOOKH CTpaTeriii 3aXUCTy Ta pearyBaHHs Ha 3arpO3H )KUBYYOCTI Ta
peswnbentHocTi KI, a Takox MiHIMi3anii pyHHIBHUX HACIi/KiB
JIECTPYKTHBHUX BIUIMBIB [3].

B nanwii MOMEHT yHpaBNiHHA PpI3HUX Taly3ed KpUTHYHOI
iHQpacTPyKTypHd OKpEMO OJHAa BiJ OJHOI YacTo MEpeIIKoKAE
aHaTI3yBaTH IX B3a€EMO3aJIEKHOCTI Ta HMOBIpHI KackajHi edextu [4].

Jns  aHamisy  B3a€MHMX  BIUIMBIB ~ MDK  KPHUTHYHHMH
iH(QpaCTpyKTypaMH MPOTIOHYETHCS BUKOPUCTATH

— BW3HAYCHHSA KIIOYOBUX (AKTOPiB, HA SIKIi MOXKE BIUIMHYTH
moJtist 200 3MiHA TEPUTOPIATLHO-TIPOCTOPOBOTO KOHTEKCTY;
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—  NPUYMHHO-HACII/KOBI 3B'I3KM MDK IMOJi€I0 ab0 3MiHOIO, IO
BUKJIMKaJla KacKaaHuil eexT, i pisHUMHU (aKkTopaMu B MeXax
TEPUTOPIATLHOT'O IPOCTOPY;

—  YacoBY AMHAMIKy — PO3yMiHHs TOTO, SIK 3MiHH BiIOyBalOThCS 3
9acoM, 10 Ma€ BaXJIUBE 3HAa4YCHHA Mg (ikcamii Ta
MO/ICITIOBaHHS KacKaJIHUX ePeKTiB y B3aeMonoB’ s13anux KI;

— TEONpOCTOpPOBI NaHi — BimoOpakaroTh BiACTaHb  MiX
enementamu KI Ta WIMOBIpHICTB TOTO, IO MOPYIICHHS pOOOTH
OIHOTO O0’€KTa MOXKE BIUIMHYTH Ha IHIII, pPO3TallOBaHi
mooJn3y;

— KOMYHIKaIiifHi 3B’S3KHM Ha pPIBHAX VYIPaBIiHHS, TOB’s3aHi 3
iHpopMaLiiHIM OOMiHOM;

—  yOpaBIiHCHKI 3B’SI3KM XapaKTepH3YIOTh IMOPSIOK NPHHHSTTS
piueHp Ha pizHux piBHsx Kl.

B sxocTi iHCTpyMeHTY Uil JOCHIJKEHHS IUHAMIKH TEPHUTOPIil
MPOTIOHYETHCSl BUKOPUCTaHHsS rpadoBoi 6a3m paHux Neodj (3HaHHS-
OpiEHTOBaHOI TEXHOJIOTIT). 3acToCcyBaHHs 3HaHHs-OpieHTOBaHOI Neo4j
JIO3BOJISIE OyAyBaTH MPUYHHHO-HACIIIKOBI MOJIENI Ta JOCIIKYBATH
iX OUHAMIKy B MeXaxX TepUTOPIaIbHOTO MPOCTOPY (T€ONpOCTOPOBOT
mozeni). Taka Mozenb MOXe JIONOBHIOBaTH  TI'€ONPOCTOPOBY
(Bi3yanbHY) MOJEITE PO3BUTKY KacKaTHOTO e(DeKTy Ha CEMaHTHIYHOMY
pieHi (Puc. 3.). BampomoHOBaHEe IMOE€THAHHS TEXHOJOTIl O3BOJISIE
JIOCJTIJDKYBATH TIOKa3HUKHU JKUBYYOCTI Ta pe3uibeHTHOCTI Kl 1misixom
aHai3y 3aJeKHOCTeH Ta B3aeMO3B'si3kiB Mk enementamu Kl
BUKOPHCTOBYIOYH rpadosi anroputmu [5, 6]. Li BitHOIIEHHS MOXYTh
OasyBaThcst Ha  reorpadiuHiii  OJM3BKOCTI,  ()YHKIIIOHATBHIX
3ajIexHOCTIX abo iHmuX (pakropax. Kpim toro, Neo4j 30epirae nani y
By3JlaX, 3B’sS3KaX 1 BIACTHBOCTAX, SKi J0Ope Y3TOIKYIOTHCS 3
NPE/CTaBICHHSAM 3HaHb, IO pPOOWUTH IHTYITUBHO 3pO3yMuINM
MOJICTIIOBAHHS  CKJIaJHUX IPUYNHO-HACIHIIKOBUX 3B’SI3KiB, SIKI
3a3Buyaii 3ycrpivarotscs B KI rpu BUKHHEHI KacKaJHUX €EKTiB.

Bisyamizamiss KI Ha ocHoBi cranmapty APP-D nmo3omuthk
peaizyBaTd pi3HI CIIEHapii MOJENIOBaHHS, HANPHUKIAMI, 3alUTH Ha
HasBHICTb Ta pO3TAllyBaHHA NEBHUX mpoctopoBux 006’ektiB KI Ta
BijicTaHi MiXk HUMH. Bi3yamizaiisi Ha OCHOBiI KapT BUKOPUCTOBYETHCS
Maibke B yCiX 3aCTOCYHKaX, OJHAK, B OCHOBHOMY BHKOPHCTOBYIOTH
2D-xaptu 3a BumstkoM ARSI, Systematic i QGIS. 1Ii 3actocyHku
BUKOPHUCTOBYIOTh HakcydacHimi 3D reompocTopoBi Bizyamizarii,
BUKOPUCTOBYIOUM  3D-kapth I imrocTpamii  IMpOCTOPOBHUX
ocobmmBocteld  mopo o0’ektiB KI, opHowacHO mepenarouu
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iH(OpMAIIif0 100 3MiH PENbePY, BUCOTH MPUPOIHHUX MPOCTOPOBUX
00’€KTIB Ta CTYNIHb POCIMHHOCTI Ta TIOTOJIH.
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Puc. 3. Monens npuanHHO-HACTIIKOBUX 3B'A3KiB KackagHux momii KI
IUTS IOCTIHKEeHHS B Neo4]

TakuM YMHOM, MOJIENIOBAHHS TEONPOCTOPOBUX  KACKaIHUX
e(eKTiB € MDKAMCIMIUIIHADHUM 3aBJIAHHSM, SIKE BUMarae CIiBIpari
MDK ekcrepramu 3 reorpadii, eKoyoril, MiCbKOrO IUIaHYBaHHS Ta
IHIIAX CyMDKHUX Tany3eil. TOUHICTh 1 eeKTHBHICTh MOJEI 3aJICKATh
BiJl SIKOCTI NaHWX, NMPHUIATHOCTI METOIIB MOJETIOBAHHSA Ta TIINOWHU
PO3YMiHHS 3QJIy4eHOT IPOCTOPOBOI IMHAMIKH.
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METOJAHUKA CTBOPEHHSI MOJEJIL CKJAJHOI
CUCTEMMU JJIAA TPAHC®OPMALII II HIJIBOBOI'O
INPU3HAYEHHSA

C.C. Ca6az[am1, IO.T. I[aHI/IKZ
1YKuromuperkuii Bificekosuii incturyT imeni C. I1. Koponsosa, M.
Kuromup, Ykpaina,
’HartionanbHuil TexHidHMi yHiBepcuTeT Yipainn “KuiBchKuii
noJiTexHiuHUH iHCTHTYT iMeHi [rops Cikopebkoro”, Kuis, Ykpaina
sabadashss@ukr.net, danyk_1@ukr.net

B jmomoBigi  po3rnsAmaroOThCAMETONMKA  Ta  pe3yJbTaTH
MOJICTIFOBaHHS CKJIaHUX CHCTEM O030pO€HHS Ta BiHCHKOBOI
TexXHIKM s 1X TpaHcdopmaii 3 MeTor nepenpodiaroBaHHs
[[IILOBOTO TIPU3HAYCHHS.

KarouoBi ciaoBa: ckmagHa cucteMa,  TpaHcdopmarlis,
MO/ICITIOBAaHHS, ITepepoLITFOBaHHS, IPOTPAMHI MOTYJII.

Beryn

Ha cporoaHiHiii aeHb B iHTepecax HalliOHAJIBHOI Oe3leku Ta
00OpPOHHU 3aCTOCOBYETHCS 3HAYHA KUIBKICTh 030POEHHS Ta BIHCHKOBOT
texHikn (OBT). Huska 3 1ux cucTeM BTPaTHJIM CBOIO aKTYaJIbHICTh
1010 X BUKOPHCTAHHS 3a MPSIMUM HpU3Ha4YeHHsIM. [Ipy 1IbOMYy BOHH
Mar0Th 3HAYHUI MOTEHIa] 3aCTOCYBaHHS 32 IHIIMM MPU3HAYCHHSIM.
Jlns  JOCSATHEHHS I[bOTO € HEOOXIJHMM BIJIOBIJHO JO HOBOI'O
NPU3HAYCHHS! BU3HAYWTH CKJIAJUIONATKOBUX €JIEMEHTIB, aJrOPUTMIB
(yHKIIIOHYBaHHS, IPOTPaMHHUX MPOJYKTIB, HEPEJIK Ail, sSKi MOTPiOHO
NpOBECTH Uil 3a0e3NedeHHs HeoOXinHOI TpaHchopMaliiTakux
KOMIUIEKCIB 1 3aco0iB. Ilpm 1bOMy BaXJIMBUM € MiHIMaJIbHE
BTPY4YaHHS B CHCTEMOTEXHIKY Ta apXiTeKTypy HOOYMOBH iCHYIOUHX
3aco0iB. lle MosICHIOETBCS THUM, IO BTPYYaHHS B IITATHI aJTOPUTMH
(yHKIIOHYBaHHS 32 [PU3HAYEHHSM MOXYTh IPHU3BECTH  JIO
HENPUWHATHUX TOPYIICHb B (QYHKIIOHYBaHHI Takux 3aco0biB. I1lo, B
CBOIO 4Yepry, Oyle TpH3BOAWUTH JO 3POCTaHHS HEOE3MeKH Iia dac
3aCTOCYBaHHS, MOPYIIECHHA(DYHKI[IOHYBaHHS CHCTEMHU3araioM TOIIO.
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3 MeTor0 po3poOKH 3aC00IB Ta MPOrPaAMHUX MPOAYKTIB JUIS 3MIHH
3acrocyBanHs  3aco0iB  OBT €  HeoOXimHMM  3MiHCHCHHS
KOMIT FOTEPHOT'O MOJICITIOBaHHSI POOOTH IIUX CUCTEM.

B nomoBini NpONOHYETHCS METOJHMKa PO3POOKH KOMII IOTEPHUX
mojenedd ckmamHux cucreM OBT 3 wmeroro Tpanchopmamii ix
NPU3HAYCHHS Ta MOJJAIBIIOT EPEBIPKH €(PEeKTUBHOCTI 3aCTOCYBAaHHS.

CyTHicTh Ta 0CO0JMBOCTI METOAUKH KOMII’IOTEPHOI0
MoaeaoBaHHs ckiaagaux cucrtem OBT nias Tpancdopmairii
iX HiJIbOBOro NPU3HAYEHHSA

Po3pobniena MeToaHMka KOMII'IOTEPHOTO MOJCIIOBAHHS CKJIAJHUX
cucteM ans TpaHcopmanii iX IJIBOBOrO NPH3HAYEHHS BKIOYAE
MPOBEICHHS TEOPETUYHHX, EKCIEPUMEHTAIPHUX Ta (DYHKI[IOHAIBHUX
JOCIIKEHb 0a30BOTO 3pa3Ka, sIKHi 00paHuil I TpaHCPOopMAaLIii.

Jns  BH3HAUCHHSA BHXIIHMX TEXHIYHHMX, TEXHOJOTIYHHX Ta
KOHCTPYKTUBHHMX ITapaMeTpiB CHCTEMH TPOBOIMTHCS CTPYKTYpHA,
CHUCTeMHa Ta (pyHKI[iOHANbHA JeKoMmo3umis cuctemu (3paska OBT),
il amapaTtHOi Ta MPOrpamMHOI CKJIAJOBHMX, AHATITHYHI TOCIIIKCHHS
noiouux cucteM OBT Ta TEXHOJIOTTYHUX BUMOT JI0 iX 3aCTOCYBAHHS.
Ilpu upoMy ocoOJMBY yBary ciifi OpUAUIATH 1HQOpMaliiHO-
kepytounMm  cucteMam (IKC) Ta  BHKOHaBYMM  HPUCTPOSIM.
3niificHIOETbCST OOTPYHTYBaHHSI CKJIAJly, XapaKTepUCTHK, BXIIHOI Ta
BUXiMHOI iHQoOpMamii mporpaMHHX MOXYJIB, TEXHIYHHX Ta
TEXHOJIOTIYHUX MapaMeTPiB TEXHITHUX 3aCO0iIB.

Ha ocHOBI npoBeAeHNX aHATITHYHUX JOCTIIKECHb PO3POOISIIOTHCS
TEXHOJIOTIYHA Ta KOHCTPYKTHBHI CXEMH JOJAaTKOBHX, HOBHX
TEeXHIYHUX 3acO0iB, apXiTeKTypa Ta CKIaJ MOJET CHCTEMH, 5Ka
TpaHcopMy€eThCSL.

3anponoHOBaHA METOJWKA JIO3BOJISIE PO3POOMTH Ta peamizyBaTH
MIPOTPAMHO-AITOPUTMIYHHN KOMITIEKC IKUH 3a0e3meuye:

— OmiHKY ctany 3pa3ka OBT ta moxmmBocTi #oro Tpancdopmarii
JUIsl 3MIHU TIPU3HAYEHHST;

— TIpOBEJEHHS OJHOYacHOro aHamizy 3pazka OBT Ta ioro
TpaHc(hOopMOBaHOi Bepcii]

— 30ip, 30epekeHHs, 00poOKy BHMIpiB 1 Bumauy komann IKC rta
BUKOHABYUM HPHUCTPOSIM.

MetoauKy anpoOOBaHO Ha OCHOBI HepenpoguUIOBaHHS OJHOTO 13
BitoMux 3aco0iB nporunoitpsHoi obGoponu (IIIIO) B cucremy
(opMyBaHHS Ta IeHEpyBaHHS CUTHAJIB, sIKI BIANOBINAIOTH THUM, IO
MAIOTh MicIe mij] yac 3aicHenHs ataku [1110 mo moBITPSIHUM IiISIM.

Ha Oopty koxHOro OOWOBOTO JIiTaka 3HAXOAWTHCS CHUCTEMa
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0e3nexy, NMpHU3HAUYCHHS SKOI € CBOE€YacHE BUSIBJICHHS CHI'HANIB JUIS
iHpopMyBaHHs minora npo artaky 3acodamu I[1I1O mporuBHuka. [ns
3a0e3neueHHss eeKTUBHOI poOOTH Takoro 3aco0y, OyJo CTBOPEHO
MPOTPaMHO-AITOPUTMIYHUI KOMIUIEKC, KU 3/11HCHIOE MOAEITIOBAHHS
¢ynkiionyBanHs ~ 0a3oBoi  cucteMn — Ta  (DyHKUIOHYBaHHS
TpaHC(OPMOBAHOI CHUCTEMHU. 3 TAaKOI METOI OyJIo 3acTOCOBAHO
00’€KTHO-OPI€HTOBAaHUHA METOJ TPOTPaMyBaHHSI B IHTETPOBAHOMY
cepenosuii  MicrosoftVisualStudio 2022. B pesymerati omep:kaHo
OaraToyHKIIOHATPHUNA TIPOTPaMHHHA KOMIDIEKC 13 MOJIIHUBICTIO
HapoIyBaHHS:  (yHKI[IOHANBHOCTI3a  JOINOMOIOK  3aCTOCYBAaHHSI
JOJATKOBHX TMPOTPAMHUX MOJIYJIIB.

BucHoBxku

TakuM 4YMHOM, B JIONOBi/I PO3IJISHYTOMETOIUKY MOJICIIOBAHHS
ckiagaux cuctem OBT  mgma  Tpanchopmamii  iX  I[iIBOBOrO
npusHadeHHs. HaBomuTbes mpukiaj peanizalii Ta 3acTOCyBaHHS
3alponoHOBaHOT  MeroAukd.  OTpuUMaHipe3ynbTaTd  MOKA3alH
MPUHINIIOBY MOXKJIMBICTG 3MIHHM LiJTHOBOTO TIPH3HAYCHHS 3pa3KiB
OBT, siki BTpaTHJIM CBOI aKTYyaJbHICTh 32 IPSMUM NPH3HAYCHHSM, a
TaKOX 3 METOI0 PO3LINPEHHS MOXKJIMBOCTEH LIIbOBOTO MPH3HAYCHHSL.

Po3poOka HOBHX Ta MozepHizamis icHyrounmx 3aco0iB OBT Ha
OCHOBI iX TpaHchopmalii 3 MeTOol nepenpodiIroBaHHs LiILOBOTO
NpPU3HAYCHHS J]a€ MOJXJIMBICT TOKPAIIUTH e()EeKTHBHICTh  1X
3aCTOCYBaHHS Ta CKOPOTH Yac HApOIIYBaHHS CUJI 33 3aC00iB 000POHU
JIepIKaBU.
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1. OcHoBH Teopii i MPaKTUKU IHTENEKTYaIbLHOTO aHAJI3y AaHUX
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KIII im. Irops Cikopcekoro. — Kwuis : KIII im. Irops
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METO/ 3ABE3IIEYEHHA ®YHKIIOHAJBHOI
CTIMKOCTI OPTAHI3AIIIL ITPU BUKOPUCTAHHI
OPIUHAJIBHUX HIKAJI

.M. I'narienxo’, O.I. THarienko’, P.M. 3ynynos
'KuiBcpkuii Hanionansauit yHiBepcuteT imMeni Tapaca IlleBuerka,
KuiB, Yxpaina
“@eprancska (inis TAKEHTCHKOr0 yHIBEPCHTETY iH(QOPMALIHHIX
TexHoJoriil, deprana, Y30ekucran
g.gna5@ukr.net, oleksii.hnatiienko@knu.ua, zulunovrm@gmail.com

PosrnsayTo 3amauy 3abe3nedeHHs (DYHKIIOHAIBHOI CTIHKOCTI
opraHizaniiinoi cucremu. [l BH3HAYCHHS HAUIMIIKOBHX
pecypciB  CHCTEMH TIepeadadeHo IONEepepHE EeKCIEePTHE
OIIIHIOBaHHS MOXKITUBOCTEH 3aMiHM BUKOHAHHS (YHKIIHA THMHA
€JIEMEHTaMHU OpraHi3aliifHoi cucTeMH, SKi Ha IOTOYHHH
MOMEHT Buinum 3 yaay. Excneprnsa mMoximuBocTedl 3amiHn
BUKOHAHHS (QYHKIIH €JeMEHTaAaMH CHCTEMH 3[IIHCHIOETHCA B
Op/IMHAJIBHUX IIKanaXx NpU BH3HAYEHHI SIKOCTI BHUKOHAHHS.
IHTerpanpHa AKicTh GYHKIIOHYBaHHS OpTaHi3alliiiHOl CHCTEMH
B IIJIOMYy BH3HAYA€ThCS IIISIXOM OOYHCIIEHHS BiIXWICHHS
SKOCTI (YHKIIOHYBaHHSI HOBOi KOH(Iirypamii CHUCTeMH Bix
«imeanbHOI» KOHPITyparrii.

Beryn

OCHOBHUMH BJIACTUBOCTSIMU CKJIaTHUX CHUCTEM, K1
XapaKTepu3yloTh IXHIO (YHKIIOHAIbHY CTIHKICTb, € HaIiHHICTB,
JKUBYUiCTh, BiIMOBOCTIMKICTh. (DYHKIIOHANIbHA CTIHKICTh JESIKUM
YUHOM 00’€qHYe yCi HaBeleHI XapaKTepUCTHKH. 3ajgady, sKka
pO3TIIAaEThes y il poOOTi, HaWKpamMM YHHOM MOJKHA OITHUCATH,
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3aCTOCOBYIOUHM KOHIICII[II0 (YHKI[IOHANIBHOI CTIMKOCTI, peati3aiis
SKOT JIOCSITAETHCS 3aCTOCYBAHHSIM PI3HUX BUJIIB HaMIPHOCTI, IIUIIXOM
MEPepO3MOTy  PEeCypciB 3  METOK  KOMIIGHCAIlii  HACIHiAKIB
No3aIlITaTHHX cUTyaii [1, 2].

@OyHKIIOHANBHOI CTIMKICTIO OpraHi3aliifHOI CHCTEMHU € 11 BIaCTHBICTb
30epiraTi CTPYKTYpY YIpaBIiHHS Ta BUKOHYBaTH OCHOBHI (yHKii,
3apajil SIKMX CTBOPEHO LIO CHCTEMY. AKTYaJbHICTh JOCHIIKEHHS Ta
3a0e3neueHHs QYHKITIOHAIBHOL CTIMKOCTI

ITocTanoBka 3agaydi Ta eTanu 3a0e3nmeYeHHs
(¢ynkuionanbHoi cTilikocTi

Hexaii  3amaHo  gesky  MHOXHHY  IHIEKCIB  (QYHKIIH
iHpopMaliiHOTrO 3aXUCTy, IKi Mae 3a0e3rnedyBaTd cucrema. bynemo
BBa)XKaTH, IO TakuX QyHKIiH N . [lo3HAaUnMO MHOXKHHY YCiX ()YHKIIIH,

0 BUKOHYIOTHCS CHCTEMOIO depes A={a1,...an}, J :{].,...,n}.

3a3HayMMO, 110 KITBKICTh (YHKIIIH CKIaHOI CHCTEMH MOXKE CKJIAAaTH

COTHI 1 THCA4i oauHULb. @DyHKUIi, SKi BHUKOHYIOTHCS PI3HUMH

€JeMEeHTaMU CUCTEMH He IyOIIOIThCS, TOOTO n:Z:ni — KOXHa
iel

dynkiis y cucremi € ymikampnowo: A NA* =i, €J, ne @ -

TOPO>KHSI MHOXKIHA.

Jus 3abe3neueHHs (QYHKIIOHANBEHOI CTIHKOCTI OpraHizamiitHOl
CHCTEMH MOXHa YMOBHO BHUJIUINTH €Tany, BHUKOHAHHS SKUX
JIO3BOJIUTh BU3HAYMTH HAMOUIbII NPHHHATHI BapianTH KoHpirypauii
€JIIEMEHTIB CHCTEMH Ta MAaKCHMAaIbHO 30€perTH SKICTh BHUKOHAHHS
byHKITIH:

— BU3HAYEHHS HAJJTUIIIKOBUX PECYPCIB;

— BUSIBIIEHHS HEIITATHOI CUTYAIIii;

— po3mi3HaBaHHS HEIITATHOI CUTYAIlil;

— IapupyBaHHs HACJIiIKIB HEIITATHOI CUTYaIli;

— OIIiHKa SIKOCT1 BapiaHTiB;

— BUOIp BapiaHTa.

MartemaTn4yHa Mogeb GyHKIIOHYBAHHS OPraHi3amiiiHol
CHCTEMH

Mokaa moOyayBaTh MAaTpUIIO (QYHKIH, SKi BHUKOHYIOTHCS
CJIEMCHTAMU CUCTCMH:

F'=(f° 1), 1)
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ne f0= ( £l =l...,ni),i € | — BekTOp OCHOBHHX (yHKIiH |—ro

CICMCHTA CUCTCMH,

fil =(fé,cis,s #je {1,...,ni },S = {1,...,1/i }),i el - MaTpHIIsL
CYMDKHHX (QYHKITIH | — ro enemenTa cucTemy,

C,S*je {ZI.,...,ni },S = {].,...,vi },i e | — piBeHb AKOCTI BUKOHAHHS
S — 1 cyMixHOI GyHKIIT | — M eTEMEHTOM CHCTEMH.

[Moznaunmo  depes Aliel, MIMHOXAHY — (QYHKOIA, 110

BHKOHY€ETECS | — M €71eMEHTOM CHCTEMH.

EBpucrtuka E1. bynemo BBaxaTw, WO IHTerpanbHa SKICTb
(YHKIIOHYBaHHS CHCTEMH € iJ€aJIbHOI0O Ha MOMEHT I0YaTKy
3a0e3nedeHHs 11 pyHKIIOHANBHOI CTIHKOCTI.

IneanbHy iHTErpaibHy SKiCTh (DYHKLIOHYBaHHS OprasizaiiifHoi
CHCTEMH MO3HAYMMO uepe3 F' .

EBpuctika E2. VY KkOXHIA oOpra”i3amiifHid CcHCTeMi iCHYye
B3a€MO3aMIiHHICTh. SKICTH 3aMIHH €JE€MEHTa CHCTEMH, SKHH
TUMYacoBO YHM HA30BCIM BHUHIIOB 3 Jagy, MOXe OYyTH KPHTHIHO
HU3BKOIO 1 HaBiTh HEOE3MEYHOK U1 MOJANBIIOTO (PYHKIIOHYBaHHS
cucTeMHu. Alle BOHA 3aBXKIHU iCHYe i Moke OyTH kiacudikoBaHa abo
oundpoBaHa, HANPUKIIA, EKCIIEPTHUMH METOIAMH.

EBpucruka E3. IlInsxoM eKCHEpTHOrO OI[HIOBaHHS MOXKHA
BCTaHOBUTH BIJIMIHHICH SIKOCTI 3aMiHM BUKOHaHHS OyJb K0T (yHKIIIT
3 MHOXHHH (1) OCHOBHMM €JIEMEHTOM CHCTEMH Ha BUKOHAHHS M€l 5K
(GyHKIIT JESIKMM CYMIDKHHUM €JIEMEHTOM Y MOPSAKOBHX LIKaJax.

3amiHa ejileMeHTIB CHCTEeMH NPH BHKOHAHHI OKpeMHUX
yHnxuii

Hexail excnepTHMM LUISIXOM BJAJIOCS BCTAHOBUTH JJISl KOXKHOI
¢yHKIii AKicTh 1i BUKOHAHHS y OpAWHAIBHUX INKajax. Hampukian,

OymemMo BBakaTH, IO iH(OpPMAIlS MPO SAKICTh BUKOHAHHS AEAKOi
¢ysKii 3 iHgeKcoM |, j =1,...,Nn Hece B cobi Take paHKyBaHHS:

Cj »C;=C,;~C,;~C;~=C,, 2
Ae C; — piBeHb AKOCTI BUKOHAHHS EJIEMEHTOM CHCTEMH 3 iHAEKCOM
i,i €1, ¢ynkuii 3 ingexcom j, j =1,...,n.

3a3HaunMMo, 110 BapiaHTH BUKOHaHHA ¢yHKUI j,j=21...,n, B

HOBHX  yMOBaX  BHKOPUCTOBYIOTh  HECTPOTi  paH)XyBaHHS
(kBazinmopsaKy, KBasicepii), sKi 3a1al0Th BiTHOIICHHS MEpPEBard MiX
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SKICTIO BUKOHAHHS (DYHKIIIH B OpJUHAIBHHX IIKaIaX.

Jns  reHepyBaHHS ~— MOXJMBUX  BapiaHTiB  KoHirypamii
OpraHi3allifHOI CHUCTEMHM B HOBHX YMOBax 3JIHCHIOETBCS Iepedip
MOKIMBUX BapiaHTIB 3aMiHM enemeHTa 3 iHmekcoMm I,i €|, saxumit
BUIIIOB 3 JIajly, €JIEMEHT 3 1HJEKCOM 13 MHOKHHHU THX €JIEMEHTIB, sKi
Ope/CTaBICH] B paHXKyBaHHI BHAY (2).

Jliss BU3HAYEHHS BIACTaHI MiX «iJ€adbHOI» KOHQITYpaLi€eo
CHCTEeMHU Ta ii HOBOIO KOH(QIrypami€lo MOXYTh BHKOPHUCTOBYBATHCS
pi3ni metpuku: Metpuku: Xeminra, Kyka, EBkiina, JIntBaka To1mo.

Binomo, 110 y 3aauax eKCIEPTHOTO OLIHIOBAHHS HEMAE €TaJIOHIB,
PO3IIIAAAIOTECS JIMILE BiTHOICHHS MK €lTIEMEHTAMH.

EBpuctruka E4. SkicTe (yHKIIOHYBaHHS OpraHi3alliifHOI CHCTEMH
3aNICKATh BiJl BIIXWJICHHS IIOYAaTKOBOI «ifeaibHOI» KOH(Irypamii
CUCTEMH Yy TIOpPiBHSAHHI 3 HOBOK KOHQITYpaIli€l0 CHCTEMH,
3rCHEPOBAHOI0 Ha OCHOBI BHOOpDY HOBOIO BapiaHTa BHKOHAHHS
(GyHKIIIH eneMeHTaMu.

d:xepena

1. Babenko, T., Hnatiienko, H., Vialkova, V. Modeling of
information security system and automated assessment of the
integrated quality of the impact of controls on the functional
stability of the organizational system // Selected Papers of the
XX International Scientific and Practical Conference
"Information Technologies and Security" (ITS 2020), Kyiv,
Ukraine, December 10, 2020 / CEUR Workshop
Proceedings, 2021, 2859, pp. 188-198.

2. Babenko, T., Hnatiienko, H., Ignisca, V., lavich, M. Modeling
of critical nodes in complex poorly structured organizational
systems // Proceedings of the 26th International Conference on
Information Society and University Studies (IVUS 2021),
Kaunas, Lithuania, April 23, 2021 / CEUR Workshop
Proceedings, 2021, 2915, pp. 92-101.
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University of Nottingham, United Kingdom

Introduction

Co-word network analysis is frequently used in bibliometrics
because it provides a clear graphic visualization, helps to describe the
structure of the subject area, highlights the main key elements and
groups of keywords to identify subtopics and interdisciplinarity in
science. Moreover, this perspective opens up many opportunities for
additional analysis, e.g. with tools developed within theory of
complex networks. Please note that a combination of co-author and
co-word networks allows the construction of a heterogeneous
information network. In Lande et al. (2020) a Meta Path Computed
Prediction (MPCP) algorithm for link prediction among scientists and
publications was presented. Fan et al. (2022) used co-word network
modularity analysis to identify primary research interests. The
development of scientific areas also includes the comparison of
domains: Khajavi (2023) proposed to measure a fuzzy distance
between two domains using the three indicators of frequency,
development, and investment appeal.

The main aim of the research presented in this paper is to better
understand the mechanisms governing the popularity of specific topics
and how they change over time. The investigation carried out in this
paper includes comparison of selected open-source bibliometric
databases, i.e., dblp database and arXiv e-print database and Stack
Exchange Q&A websites, in terms of keyword behavior. We are
inetersted in similarities and differences between those data sources as
well as the information concerning relationships between topics and
their evolution, interdiciplinarity and possible predictions for the
future that can be formulated based on them. On the example of the
computer science category / research field of study, various modelling
techniques are consider - from quantitative analysis to keyword co-
occurrence network modeling.
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Scientometric databases

In this section four databases, namely dblp, ArXiv, and Stach
Exchange, will be described and compared. We focused on open
sources that allow to gather and analyze bibliometric information
freely.

The dblp-vl3 database is a widely known computer science
abstract database, which indexes about 7M publications, over 3M
authors, over 6K conferences, and approximately 2K journals.
Initially, dblp started as a database systems and logic programming
(dblp) research group at the University of Trier in Germany, and since
2018 it has been operated and maintained by Schloss Dagstuhl. dblp is
an open-access source of data, that provides data and a clear
description of the form of storing data and updating processes.

ArXiv is a free distribution service and an open-access archive
with 2,166,249 scholarly articles in the fields of physics, mathematics,
computer science, quantitative biology, quantitative finance, statistics,
electrical engineering and systems science, and economics. The
greatest advantage of ArXiv is the fast publishing process, allowing
scientists to increase the speed of research exchange, which was
critically apparent during the pandemic of COVID-19.

StackExchange is a popular example of a Q&A website. Q&A
websites are technical discussion forums on social media that serve as
a platform for users to interact mainly via questions and answers and
have become a necessary part of professional practice. In other words,
the content of such websites mostly consists of current topics of
practice in different areas. Stack Exchange is a large community run
by professionals and enthusiasts and comprises 173 Q&A
communities, including Stack Overflow.

Empirical analysis

Computer science topics were analyzed and key-words networks
were compared based on different resources. Note that in case of
Stach Exchange forums we decided to include both Computer Science
and Math forum. Table 1 present the summarization of data that were
included in each of the database.

Please note that the data from all sources databases were easily
accessible (i.e. there are archives available via official channels). Each
of them, however, required extensive and time consuming pre-
processing and cleaning. In general, at the first step of the
scientometric analysis, data were gathered and filtered. Tags /
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keywords were extracted (if needed) and standardized. The empirical
cumulative distribution function estimated for keyword frequencies in

each database is presented in fig. 1.

Table 1: Characteristics of considered data sources

Database Timeline No. of keywords
ArXiv 2007 - 2022 176
Math? 2010 - 2022 1930
Computer 2008 - 2022 652
Science?
dblp-v13 1930 - 20224 7,299,784
_ 3. dbip
= - aniv
£ + math

-+ cs

o /

[= 2 : |

0 2 4 6 8 10 12

Figure 1: Empirical cumulative distribution function for keywords

occurrence

Next an analysis of the time series of the posts and keywords was
performed and co-word networks were build. Note that, both, for
papers (dblp-v13 and arxiv databases) and posts (Stack Exchange
forums) keyword / tags were mainly used. However, some additional
information were also included (e.g. publication date, authors).
Exemplary representation of the usage of keyword fuzzy is presented
on fig. 2. Note that we may observe decline in number of times this
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specific keyword was used. This may indicate for example that
keyword fuzzy was replaced by more specialized and detailed
expressions representing this domain.

804

701

604

501

404

301

10 4

T T T T T
1980 1990 2000 2010 2020

Figure 2: Time series representing the usage of keyword "fuzzy"

The presence of keywords/tags in one publication (paper or post)
reflects the connection in the network. For example for Stack
Exchange forum, the co-occurrence tags network consists of 664
nodes and 21735 edges, and the network diameter is equal to 4. The
nodes with the highest centrality are most related to other topics. The
main key-words for all the data are presented in the table 2.

Table 2: Top key-words in computer science

dblp math cs arxiv
data mining real-analysis algorithms hep-ph
feature extraction calculus complexity-theory hep-th
internet linear-algebra graphs quant-ph
computer science  probability formal-languages cs.LG
optimization abstract-algebra time-complexity astro-ph

50



Moreover, the concept with the highest centrality was used as a
keyword for searching and gathering the ArXiv data. For gathering
data from ArXiv and dblp databases, the Science Metric library was
used which was developed by the scientists of the Institute for
Information Recording of National Academy of Sciences of Ukraine.
The networks of concepts related to the selected tags were built using
ArXiv and dblp and the main characteristics of the network were
calculated. Selected concepts were compared by a proposed algorithm
using the Borda count method and betweenness centrality measures.
Selected keywords reflect the difference in purpose and usage of the
databases.

Conclusions

By analysing dblp database, arXiv e-print database and Stack
Exchange Q&A websites, the behaviour of keywords and the
mechanisms governing the popularity of specific topics were
investigated. The most popular research trends in computer science
were detected and analysed using co-word network and time series
analysis with the discrete generalised distribution. The comparative
analysis of four open-accessed databases was presented in the study
and the main differences in usage were highlited in the study.
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AHAJII3 IHTET'PALIL IITYYHOI'O IHTEJIEKTY ¥
INPOLHEC ABTOMATH30BAHOI'O TECTYBAHHSA
UX/UI JM3AUHY

0.A. 3onotyxina, FO.I1. Baxan
zolotukhina.oks.a@gmail.com iurii.bazhan0O@gmail.com

Po3Butok iH(pOpMALIIHUX TEXHOJIOTIH 3a OCTaHHI POKH HalaB
MOXIIMBICTh ~ BIJIBAHT@)XYBAaTH  NPOTECTOBAHUH  MPOLYKT  JIO
KOpHCTyBaya B KOPOTKi TepMiHN. HeBuacHO BifBaHTa)XEHUH MPOIYKT
Hece 3a co0O0 HeraTHWBHI Oi3HECOBI HACHIIKW: BTpaTa permryTarii Ta
pUOYTKY.

[IInpoke pi3HOMAHITTS MPOIYKTIB MPEJCTABICHUX HA Cy4acCHOMY
PUHKY HE MOJKE TapaHTyBAaTH ICHYBaHHS €IMHOTO, KOMIUIEKCHOTO
pILICHHS] MIBUAKOTO PO3TOPTaHHS. AJie Uil BCIX € CTaluM Te, IO
Ba)XJIUBC 3HAUCHHS Yy MPOIECI MIBUAKOIO PO3FOPTAaHHS Bifirpae
NepexpecHa B3aeMOis (YHKIIOHAJIBHUX TPYyM, SKi 3aliMaroThCs
eKcILTyaTanieto, 0e3rnexoro ta po3poodkoto. [licis 2010 poxy y 3B’s13Ky
i3 BripoBa/pkeHHIM DevOps i XMapHHUX TeXHOJIOTiH, HOoBI (yHKIT (i
HaBiTh I[JII KOMMaHIi-CTapTanu) MOXYTh CTBOPIOBATHCS 3a THIXKHI 1
MIBUJKO, 33 TOJWHM a0 HaBiThb 32 XBWJIMHM, BIIPOBA/UKYBATHUCS Y
BUPOOHMITBO. J{/Is TaKMX OpraHi3amiii po3ropTaHHs CTAJIO PyTHHHOIO
OTIepari€lo, MPaKTUYHO IM030aBICHOI0 PHU3UKIB. Y IMX OpraHizamii
3'IBUJIACST MOXKJIMBICTD 31HCHIOBATH E€KCIIEPUMEHTH JUI IEePEeBipKH
Oi3HEc-iel 13 METOk0 3’ICYBaHHS, SIKi 3 HUX € HAHOUTBI I{IHHAMH TS
KIIIEHTIB 1 caMoi opraHi3amii i siki MOJKHAa IIBUIKO IEPETBOPHUTH HA
«DyHKIIOHAJIbHI PILICHHS», a BXe 1X, CBOEI0 4eprolo, MIBUIKO i 0e3
PHU3UKIB PO3TOPHYTH Y BUPOOHUITBI.[1]

[cHyrIOTP TpW WIIAXH, 3aBASKH SKAM (OpMYyeThCS 0aza JuIs
ycmimHoro BuKopucTaHHA DevOps B opramizamisx: e NPHHIIUITH
MOTOKY, 3BOPOTHOTO 3B 53Ky, O€3MepepBHOIO HAaBYaHHA Ta
excriepuMeHTyBaHHsA. CTBOPEHHS IIBIJAKOTO 3BOPOTHOTO 3BSI3KY Mae
MepIIoYeproBe 3Ha4YCHHS JUIs JOCATHEHHs sikocTi. TecTyBaHHS - 1ie
HaWroJIOBHIIIA JOpMa 3BOPOTHOT'O 35IBKY.

MeTor0 JaHOTO JOCHIDKEHHS € TiJBUIICHHS e(eKTUBHOCTI
aBToMarn3oBaHoro tecryBaHHd UX/Ul nuzailiHy 3a JONOMOroro
METOJIiB IUTYYHOTO iHTEJIEKTY Ha OCHOBI JJAHUX EKCIEPUMEHTAIBHHUX
JOCIHIKEHB.

PosrasiHeMo odiKyBaHI pe3ysIbTaTH Ta IEpPEBarn BUKOPHCTAHHS
Mertonuku. Hapasi, y BUMaaKy 3MiHU paHille BHOPAHOTO CeJeKTopa
enemenTa B nu3aitHi UX/UI, ycminrHe MpoXOoHKEHHs TECTY poTrpamMu
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CTa€ HEMOXJIMBHUM, OCKUIBKM IIporpama He 3MOXKe 3HaWTH LeH
CJIEMEHT, a MJaHHMH TECT 3aBepIIUThCS Hepaadero. OpHak 1
npoGsieMa BHPINIYETHCS IUIIXOM PYYHOTO TOINYKY Ta OHOBJICHHS
OHOBJICHUX CEJIEKTOPIB.

3a JI0NOMOT0I0 METOJIIB HITYYHOTO 1HTENIEKTY Oy/ie BUKOHYBATHCh
anani3 UX/Ul nusaiiHy 3 MeTOI0 BHSBJICHHS Ta pO3Mi3HABAHHS
OHOBJIICHMX CIIEMEHTIB. Y pa3i BUSABICHHS HECXO/KCHb i3
pe3yabpTaTaMy IOTIEPEIHBOTO aHAJi3y, CHCTeMa aBTOMAaTHYHO BHECE
3MiHH, 3aMiHIOIOYH OHOBJICHI CEJICKTOPH EJIEMEHTIB Ta J0JaBaTHMeE
HOBI, 00 3a0€3MeYNTH KOPEKTHY POOOTY cHCTeMH.[2 ]

BuxopuctaHHs METOIIB INTYYHOTO IHTEJICKTY B METOAHMII
aBTomMaru3oBaHoro tecryBanus UX/Ul  nuzaiiHy  cnpusitume
e¢(CKTUBHOMY BHSIBIICHHIO CIICMCHTIB Ta HAaJacTh MOXJIHBICTh
MIBUJIKIIIIC OI[IHIOBATH SKICTh JU3aifHy, BHSIBIIIIOYH OYyIIb-sKi
HeianoBigHoCTI. Takuii MmiaxXiq NPUCKOPUTH TECTYBAHHS Ta ApaHTYE
TOYHE BUSIBJICHHSI MOXJIMBUX npobiem y UX/UI nuzaiini, a Takox
HaJaHHS MIBUJAKOTO 3BOPOTHOrO 3B's3Ky. lle Bu3HawyaeThes sk
BA)KJIIMBHH €JIEMEHT I 3a0€e3IeueHHs SIKOCTI, HailHOCTI Ta Oe3IeKn
B TEXHOIIOTIYHOMY TIpOIIeCi CTBOPEHHS MiHHOCTI. [1ImsaxoM BUSBIIEHHS
mpoOJeM Ha paHHIX eTalax, ajanTamii A0 HUX Ta HaOYTTs HOBHX
3HaHb, CUCTEMa 3a0e3MEUYNTh BHCOKY SKICTh BiJl MOYATKOBHUX CTaii
po3po0KH i Oy/e TOCTIIHO BIOCKOHATIOBATHCS U ONTHMI3allii YMOB
mparli Ha HU3bKOPIBHEBUX POOOYNX MICIISIX.

Jlitepatypa

1.M. Davies et al., “Advancing Neuromorphic Computing With
Loihi: A Survey of Results and Outlook,” Proceedings of the IEEE,
vol. 109, no. 5  pp. 911-934, May 2021, doi:
10.1109/JPROC.2021.3067593.

2.Cadwalladr, Carole (2014). "Are the robots about to rise?
Google's new director of engineering thinks so..." The Guardian.
Guardian News and Media Limited.
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METO/I0JIOT IS OLITHK! BIIHOLIEHHS HLJILOBOI
AYVJIUATOPIi 10 OKPEMUX BUCJIOBJIIOBAHD
JIIEPIB IYMOK

O.M. Besyrnmit
IacTuTyT Ipobnem peecrpaii inpopmanii HAH Ykpainu, Kuis,
abezugliy0oO@gmail.com

B 1insx 3a0e3nedeHHs OI[iHKH BiTHOIICHHS I[IJIbOBOI ayTUTOPIl
JI0 OKPEeMHX BHCIIOBIIOBAaHbB JiIEpiB JYMOK: OpraHi3yBatu 30ip
iHpopMamii 3 pIi3HUX BIOKPUTHX DKEPEN; MPOBECTH OLIHKY
oTpuMaHoi iH(pOpMamii Ta MOJAETIOBAHHSA IWHAMIKH i 3MiHA
JUI BU3HAYCHHS DPIBHSA BiJHOIICHHS IUTFOBOI ayaUTOpii 110
OKPEMHX BHCIIOBJIIOBaHb; 3a0€3NCUUTH HAIiiHUHA NOCTYyIy 10
iHpopMauii, o 30epiraeTbes.

Beryn

Mertoosiorisi  OMIHKKA BiJHONICHHS IIbOBOI ayauTopii 10
OKpEeMHX BHUCIIOBJIIOBAaHb JIi/IEPiB AYMOK ITIOBHHHA PO3IIISNATHCS, 5K
CUCTeMa TPHUHIHWIIB, TMPaBWI, TMPOHeNyp 1 MIXOAiB, IO
BUKOPHCTOBYIOTbCS Ui BUBYEHHS, JOCIHI/DKEHHsS, PO3pPOOKH Ta
BIPOBAJKEHHS 3HaHb a00 mpouecy JaHoi npeameTHoi obnacti. Came
METOZOJIOTiSI BH3HAYA€ PAMKH 1 KEpiBHI NMPUHIWIMHN I BUKOHAHHS
JISUIEHOCTI 200 JOCATHEHHS METH, a TAKOK JOIoMarae 3a0e3leunTh
CHCTeMaTHYHMI MiXiJ, eeKTHUBHY OpraHi3aiito poOOTH, 3MEHIIECHHS
pPU3MKIB Ta JOCSTHEHHs Kpamux pe3ynbrariB. KpiMm  Toro,
METOJIOJIOTiSI € OCHOBOI JUIA CHIBHOI pPOOOTH, CHiIKYBaHHS Ta
criBOpari MiX yJacCHUKaMH IPOEKTy abo KoMaHmoro. Tomy, oriHka
BITHOIIEHHS LiJThOBOI ayIUTOpPii O BHUCIOBIIOBAHB JIAEPIB TYMOK
MOBHHHA Oa3yBaThCs HAa METOOJNOTIi, ska O 3abe3meumsia OimbIn
rIIMOOKe pPO3YMIHHS CHPUHHATTS ayIUTOpil Ta BIUIMBY JIIEPIB yMOK
i BucTymaza O BaXJIMBMM IHCTPYMEHTOM, SKHH JiolOMarae
OpraHi3yBaTH Ta KepyBaTH PI3HUMH BUAAMH JiSUIBHOCTI 3 METOIO
JIOCSITHEHHSI ITOCTABJICHUX IIIJIEH.

AKTyaJIbHICTh METO0J10Tii

AKTyaJbHICTh METOMOJIOTii  OIMIHKK  BiTHOIIEHHS  MUJTLOBOL
aymuTopii A0 BUCIIOBIIOBAHb JiNEPiB AYMOK € BEIbMH BaXKIMBOIO B
CyJacHOMY CBiTi KOMYHiKaIliif. MeTOI0JIOTisI € aKTyalbHOI, TOMY IO
BpaxoBye [1]:
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pigensb cnputinAmms ayOumopielo BUCIOBIIOBAaHb JiAEPIB TyMOK,
0 JI03BOJISIE  3'iCyBaTh, SK I[JIbOBA AayAWTOpis CHpHUIMAae
BUCJIOBJIIOBaHHS JIJIepiB AYMOK, a I€ JOIOMarae HalalliTyBaTH
KOMYHIKaIliifHy cTparerito, o0 Kpale BiANOBiJaTH OYiKyBaHHIM Ta
notpedam ayauTopii;

KOHKYPEeHmHY nepeeéacy MK JiepaMu IOyMOK, IO JOIoMarae
3pO3yMITH, K KOHKYPEHTH BHUKOPHCTOBYIOTH JIJEepiB AYMOK Ta SK
MOJKHAa TIOKPAIIUTH CBOIO CTPATETif0 KOMYHIKAIii AJsi OTpUMAaHHS
KOHKYPEHTHOI IlepeBary;

ROCMIliHY 3MIHY MeHOeHYill, TOMY IO COIialbHI Mepexi Ta Memia
IIBUJIKO 3MIHIOIOTECS, 1 HOBI JIAEPH TyMOK IOCTIHHO 3'SBISIOTHCS, a
OLlIHKAa BiJHOIICHHS ayAWUTOpii J0 BHCIIOBIIOBAaHb JIAEPIB JYMOK
JorioMarae BIJICTeXKyBaTd L 3MiHM Ta aJanTyBaTH CTpaTerito
BIAMOBITHO.

MeToaoJoris

MeTtomomnoris  OIHKK BIiZHOWMICHHS LIIBOBOI ayauTOpil HO
OKpEeMHX BHCJOBIIOBAaHb JIJEPiB JYMOK BHMAara€ peTesbHOTO
TUTAaHYBAHHS 1 TOCIIKSHHS Ta BKIIo4ae [2,3]:

BUBHAYEHHS YIIb0o8oi ayoumopii, ie MOXYTh OyTH KopuctyBaui [T
OpOAYKTY abo TOCHyT, MiIOHCHUKA ImatgopMu abo corianbHi
Mepexi;

BUSIBNICHHS NONYISAPHUX 1i0epié OYMOK, 1€ TO3BOJIUTH MOKPALIUTH
BIUIUB 1 CIIPUUHSITTS ayIUTOPIEIO;

30ip Oanux BKIIOYAE aHAJi3 COLIaJbHUX MeEpex, HEeoOXiTHO
CIIZIKYBaTH 3a KOMEHTapsMH, JlaiikaMH, pPernocTaMd Ta IHIIUMH
B32€EMOJIISIMH 3 1IKABUMH IYOJIIKAIisIMHU;

auaniz mpagiky nis BUBYEHHs MOBEAIHKU LIJIHOBOI ayAnTOpii Ha
BeO-caliTi Ta JOCHIAWTH, SIKI CTOPIHKM ab0 KOHTEHT IPUBEPTAIOTH
OinblIe yBaru;

ananiz O0anux MOXKE BKJIIOYATH KIJbKICHUH aHaji3, abo sAKiCHHM
aHai3;

BU3HAYEHHSl 6NU6Y BUCIIOBIIOBAaHb JIJEPIB AYMOK Ha IILOBY
ayIUTOpit0, M0 MOXe OyTH BUMIPSHO dYepe3 3MiHHM B CBiJJOMOCTI,
pilmeHHSX ayauTopii, 30UIBIIEHHS CBiOMOCTI Mpo BUOpaHi
MOKa3HHUKH;

inmepnpemayisi pe3yibmamie O3HAYa€ PO3YMIHHS TOTO, SIK
iJThOBA AYAWTOPis CIpUAMAaE BUCIIOBIIOBAHHS JiJepiB TyMOK, sKi
(hakTOpu BIUIMBAIOTH Ha TXHIO TYMKY, i AK I iHPOpMaIliss Moxe OyTH
BUKOPHCTAHA;
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supobnenns cmpameeii, sKa BpaxoBy€ BIUIMB JIJEPiB IyMOK Ha
LIOBY ~ ayJuTOpio, 110 BHMAara€ CHCTEMHOIO IIXOJy Ta
JIOCIIIJDKEHb, SKi BPaxOBYIOTb BH3HA4YeHHS LINBLOBOI ayauTopii Ta
NOTpeOye peTeNnbHOro il BUBUCHHS;

aumaniz 6naugy TOTpedye JOCTIKEHb, SIKI BHCIIOBIIOBAHHS,
pekoMeHaanii abo MyMKH JiIEpiB MalTh HaHOUTBIIMNA BIUIMB HA
[TBOBY ayJUTOPIIO;

BUMIPIOBANHS pe3ybmamié IUIAXOM BCTAHOBICHHS METPHK Ta
MOKA3HHUKIB, SIKi JOMTOMOXXYTh BUMIPATH €(DeKTUBHICTh CTpATETii;

MOHimopuHe BITHOUICHHS LiJTbOBOI ayAWTOPIii A0 BHCIOBIIOBaHb
JmigepiB  AYMOK TIOBMHEH OYTH TOCTIHMM Ta 3a0e3medyuTH
e(eKTHBHICTh BUOpAHOI CTpaTerii i BKIIOYATH BCTAHOBJICHHS TaKHX
METPHK, SIK KUIbKICTh KOMEHTApIB, PEIOCTIB, JaliKiB, O3UTHBHUX a00
HEraTUBHHX BiJTyKiB TOIIO;

BUKOPUCMAHHS COYIANbHUX Medid, SIKI JTOTIOMOXYTh BiJICTEXYBaTH
BHUCJIOBJIIOBaHHS JIJIEpiB AYMOK Ta peakuil aymuropii Ha HHUX, JIO
Takux Meaia MoxkHa BigHectn Brandwatch, Hootsuite, Mention a6o
Sprout Social Ta iHmi, sIKi MOXXYTh HaJaBaTH 3BITH Ta aHATITHKY 3
COLIIAJIbHUX MEPEK;

30ip 6i02yKig, MOAO TIPOLECY OLIHKA METOMOJIOTII IUIIXOM 300py
BiJITYKiB, MPOIO3HIIiH i peKOMEHIAIII;

aumaniz  pe3yibmamié  BUKOPHUCTAHHS  METOJOJOTII  IIUIIXOM
BUSIBJICHHSI CWJIBHUX Ta CIA0KMX CTOPIH, a TaKOX MOXJIMBOCTI A ii
MOJIIIIEHHS, NPUYOMY HEOOXiJTHO NPUAIIATH yBary sIKICHUM 1
KIJIbKICHUM TIOKa3HHMKaM, SIKi JONOMOXYTh OIIHUTH €(EeKTHUBHICTbH
METOI0JIOT;

nocmitine HaguauHsi Ui PO3BUTKY YYaCHHKIB IPOEKTY 3 MHUTaHb
OIIHKM BiIHOIICHHS IJILOBOI ayauTOpii /10 BUCJIOBIIOBAHb JIiJIEPiB
JTyMOK, HEOOXiTHO OpraHi3yBaTH ceMiHapH, TpeHiHrun abo BebiHapw,
Jie OyIyTh OOTOBOPIOBATHCH HOBI IiIXOAH, METOJIU Ta IHCTPYMCHTH.

BucHoBku

1. OmiHka BIZHOWICHHA  IIJIOBOI  aymuTopii OO
BHCJIOBITIOBAaHb JIiZIEPiB JYMOK MOBHHHA 0a3yBaTHCS Ha METOOJOTII,
gka O 3abesmeumna OuTbIml TIMOOKE PO3YMIHHSA CHPHHAHATTA
ayJIUTOPIEIO JTiAepiB yMOK Ta Oyia O Ba)KIMBUM 1HCTPYMEHTOM, SIKUH
JIoTioMara€e OpraHi3yBaTH Ta KepyBaTH PI3HHUMH BUJIaMHU HisSUTBHOCTI 3
METOIO JIOCSTHEHHS TIOCTABJICHUX IIJICH.

2. Mertogonoris MoBMHHA Oa3yBaTWCsl Ha BHMOTAax, SKi
MOBHMHHI BKJIIOYATH: BHWSBJCHHS BIUIMBOBUX OCIO, BUMIPIOBaHHS
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peakuii ayaurtopii, po3poOKy cTpaTerii KOMYHIKalii, BHSBICHHS
MOXIIMBHX BUKJIMKIB, TOKPAILIEHHS! KOHKYPEHTHOI IlepeBary.

3. AKTyaJbHICTb METOJOJOTii OOIPYHTOBYETHCS THM, IO
Jepu OYMOK BIUTMBAIOTh Ha YCBIJOMJICHHS, NMPUHHATTS pillIeHb Ta
YTBOPEHHSI JTyMOK ayIUTOpI€l0, KPiM TOTO, METOJOJIOTISI JIO3BOJISIE
3'ACyBaTH, K LJIbOBA AyJMTOPIs CHPUIIMae BHUCIIOBIIIOBAHHS JIiJEPiB
TYMOK, OIIIHUTH BiJHOIICHHS aygUTOpii A0 IX BHCIOBIIOBaHB, IO
JIOTIOMAara€ BHSBHTH MOXIIWBOCTI U CIBOpAaIli Ta MOKPAICHHS
KOMYHIKaIii 3 JizepaMM IyMOK, a TaKOoX JIOTIOMara€ BHSBUTH
MOJKJIMBI BUKJIMKH 200 HETaTHBHI BIATYKH, IO MOXYTh MOTpeOyBaTH
BUPIIICHHS.

4. PoO3KpUTI CKJIagOBI METOOJOTIi OI[HKH BiJHOIICHHS
LJILOBOT ayAUTOPIT 0 OKPEMHX BUCJIOBIIIOBAHb JIIIEPIB TyMOK.

H:xepena
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METO/IU IMTPOTHUJIIT TIPOTPAMHUM PEAJIIBAIISAM
KOHTPOJIIO HIJIICHOCTI IIOTOKY BUKOHAHHS

B.M. lynynanenko, M.1. Lnpin
HanionaneHuii TexHiYHUI yHiBepcuTeT Ykpainu "KuiBcbkuit
noiitexXHiYHUH iHCTUTYT iMeHi Iropst Cikopceskoro”
duduladenko.volodymyr@Ill.kpi.ua, m.ilin@kpi.ua

PosrisHyTO MporpamMHy peatizariro HEMPSMOTO BiJCTEKECHHS
rimok (indirect branch tracking) cucremMu KOHTPOJIIO HiTiCHOCTI
noToky BukoHanHs (control-flow integrity). [Tokasano criocoou
pOTHUII.

Kaw4oBi ciaoBa: mepemoBHEHHS  CTEKOBOTO  Oydepy,
3BOpOTHO-OpieHTOBaHe nporpamyBanHs (ROP), xonTpomb
uinicHocti moroky BukonanHs (CFl).
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Beryn

V 1996 poui B amepukanchkomy xkypHami Phrack Buitia crarts
min Ha3Bolo «PyiliHyBaHHS CTeKy /ISl po3BarM Ta NPHOYTKY»
(«Smashing The Stack For Fun And Profit») 3a aBropcteom Aleph
One, sxa Oyma mepmior0 B icTOpii CTaTTel0 3 JCTalbHUM OIHCOM
BPa3JIMBOCTI TepenoBHEHHS Oydepa. KMo BUABUTH MOMUJIKY
nepenoBHeHHs Oydepa cTeka, BAKOPHUCTATH ii Ui Iepe3amncy aapecu
TIOBEPHEHHS MMOTOYHOTO BHUKIMKY 1 TMOBEPHYTHCS A0 IHCTPYKIIH, SKi
Oynu momimeHi B Oydep AK 4acTHHA KOPHUCHOTO HABAHTAXKCHHSA, TO
TaKUM YHUHOM MOXKHa JOCSITTH BHKOHAHHS JOBUIBHOTO KOOy 1
OTpHUMATH JJOCTYI JI0 KOMaHIHOI 000JI0HKH omepaniiHoi cuctemu [1].

3 MeTor0 3aroOiraHHsl TaKUM LIKIJUTMBUM JisIM 3'BIISIOThCS Pi3Hi
TeXHIKHM 3axucTy creky. Y TpaBHi 2003-ro Buxoauts OpenBSD 3.3,
mo Mae peamizaniro TexHonorii W/X, sika BHKOPHCTOBYIOTHCSI B
npolecopax Iyl BiIOKpeMJICHHsI 00yacTeil BIpTyaJIbHOTO aJpecHOTo
MpoCTOpy TpH3HAYeHMX abo i 30epiraHHs maHuUX abo Uit
IHCTPYKIiH mpomecopa. Taki CcHCTeMH 3aXHCTy BHKOHYBaHOTO
MPOCTOPY IO3HAYAIOTh CTOPIHKM MaM’STi SIK HEBUKOHYBaHi, TaK IO
crpoba BUKOHATH MAIIMHHMH KOA y LUX O00JacTAX CHPHYHHSE
BUHATKOBY CHTYaIlil0 Ta aBapiliHe 3aBepHICHHS mporpamu. Microsoft
peanizye ¢yukiii W X nouunatoun 3 Windows XP Service Pack 2
(2004). 3axuct BUKOHYBaHOTO mpocTopy B Windows Ha3uBa€ETHCS
«3amnobiranHs BUKoHaHHIO nanux» (DEP).

I xoua W"X Oyno po3pobineHo st OJOKyBaHHS arak i3
IHKEKTYBaHHSAM KOJy Y BIIKPUTOMY BUIJIAIl 3 MEBHHUX oOuacreil
nam’sITi, 3JJ0BMUCHHMKH IIBUJIKO aJanTyBaJIUCs Ta 3aMiCTh TOTO, II00
IHKEKTyBaTH BCE KOPHUCHE HaBaHTAXEHHS, BOHM BHAINCST JIO
MOBTOPHOI'O BHKOPHUCTAaHHS MalliX (parMeHTiB KOoay 31 CTOPiHOK
maM’sTi, [JO3BOJEHHUX Ha BHKOHAHHS, 110 Ha3uBamThca ROP
rajpketamu. L{i ¢pparmenTn koxy GepyThcs 3 yKe iCHYIOWOTO KOAY B
ITBOBIHM MpOTpaMi Ta 00’ €THYIOTHCS pa3oM, 100 BUOy1yBaTH OaxaHe
KOpHCHE HaBaHTAXXCHHS 3JIOBMHCHHKa a00 TIPOCTO BHMKHYTH
3ano0ibkaMA MexaniMm W7 X Ha TeBHIH CTOpiHII mam'sTi, 1100
JIO3BOJINTH BHUKOHYBATH ICHYIOWi KOPHCHI HaBaHTaXEHHS KOOy. 3
MOMEHTY CBOTO JieTaibHOTro onucy B 2005 pomi B poboti CebacThsina
Kpaxmepa 3BopoTHO-OpieHTOBaHe mporpamyBanHs (ROP) Oymo
nepeBakarounM  criocobom  obxomy WAX  MexaHi3My Mg dac
eKCILTyaTallii MoIKoHKEHHS am ' ati [2].

3 meroto OnokyBanHss ROP arak, Oyino 3ampornoHOBaHO HU3KY
pimieHb 3 KOHTpoyto ImuricHocTi mnortoky BukoHanHs (CFI), mo
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HaMaJIOBAIO TOXMYPY KapTHHY MaWOyTHBOIO Uil PO3POOHHKIB
€KCIUIOMTIB Ta IXHBOI 3aJeKHOCTI Big MeToxiB Ha ocHOBI ROP. Oxgnax
y 2015 poi B cratti @enikca llycrepa Counterfeit Object-oriented
Programming (COOP) Oyno cdopMynboBaHO HOBY  TEXHIKY
MOBTOPHOI'O BHUKOPUCTaHHS KOJY, SIKa JEMOHCTpYBaia IIOJIOJaHHs
nesuux Qyskuii CFI [3]. BpaxoByroun e kommanis Intel po3poGiia
HOBY arapaTHy CUCTeMY KOHTPOJIO IUTICHOCTI TIOTOKY BUKOHAHHSI ITiJ|
Ha3Boro Control Enforcement Technology (CET), sika Bnepmre Oyna
moctaBieHa B cucrtemMax Windows mume y 2020-my pomi 3
MoOineHUME TiporiecopaMu Intel Core 11-ro moxominas Tiger Lake
[4]. Takum 9HOM Ha JaHUI MOMEHT BEJIMKa KiJBbKICTh KOPHCTYBAiB,
0 HE BOJIOJAIE CYYaCHUMH BEPCIsIMH MPOIECOPIB MOTpedye
BUKOPHUCTaHHs nporpaMuux peanizaiiit CFl, mo akTyanizye po3poOky
METOJIIB aTaK Ha I[i MporpaMHi peaizairii.

IIporpamua peadizauiss CFI ta meTroau nporuaii

lonoBHa imess mporpamHOi peaiizamii MeXaHi3My HETPSIMOTO
BIJICTEeXKCHHS TUJIOK CHCTEMH KOHTPOJIO iTICHOCTI TOTOKY BUKOHAHHS
MoJsira€ B TEpeBiplli 3HAYCHHs BKa3iBHWKA  (YHKINL, IO
BUKIMKaeThCs. Lle 3HayeHHs MOBMHHE OYTH PIBHUM oOlepauiiiHOMy
koxy iHcTpykmii endbr64. Ha wmoBi C mns [MOCSATHEHHS Takoi
noBeinku ciix BusHaunt aupektuBy CFI(f) sika Oynme 3ailicHioBatu
MepeBipKy 3a aonoMorow BOyaoBaHoi (yHkII _ builtin_bswap32()
Ta BUKJIMKATHME IJIbOBY (YHKII}O Y NMO3UTUBHOMY BHUMAJKYy abo kK
CIPUYMHATHME AaHOPMAJbHUII BHXiJ] 3 TPOrpaMH BHUKIIUKAIOYH

__builtin_trap().

#define INSN_ENDBRG4 (@xF3@F1EFA) /* endbred */
#define CFI(F)
({
if (_ builtin_bswap32(*(uint32_t*)(f)) I= INSN_ENDBR64)
__builtin_trap();

Pucynox 1 — JlupexruBa Busnauenns CFl

TakuM 4YHHOM, SKIOIO KOJ EKCIUIOHTY 3axXOIUII0E TIOTIK
BUKOHAHHSI B Tporpami Ta 3mymrye Horo mepelth Ha ROP ramker
BU3HAYEHUH 3JTIOBMHCHHKOM, II¢ Oyle BHSBJIICHO 1 Mporpamy Oyne
aBapiifHO 3aBepIICHO.
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OnHak OOMEXEHHS, IO HAKIAJAIOTHCS 3aXHCHUM MeEXaHi3MOM
CFl He € BHYepnHUMH. 3aUIIAETHCSI MOXKIMBICTE BUKOPHCTOBYBATH
BipTyanbHi (yHKUii, IO NpPUCYTHI B LiNBOBIH mporpami abo B
3aBaHTaKeHUX 0Oi0morekax. Hemos’s3ani Mik co00K0, BOHH HE
MOXYTb OyTH BU3HaYCHHUMH SK TakKi, 10 CTAHOBISATH 3arpo3y, IpOTe
3amic OakaHMX 3HA4eHb y maM’sTi 1 00’e€JHaHHS IX 3a JONOMOTOI0
BUKJIMKIB IIMX BIpTyadbHHX (YHKIHI MOXXe HPU3BECTH O OOXOIY
CFI.

Koxna BipTyampHa (YHKIIST Ma€ BiIMOBiTATH 3a BUKOHAHHS
HeBenmkoro 3aBmaHHA. I[lomiomo mo ROP, ¢yskmii  mMoxyTh
BUKOHYBAaTH TaKi 3aBIaHHs, SIK 3allOBHGHHsS 3HAYCHHS B pPETicTpi.
3rpynoBaHi pa3oM, Kibka (QYHKIIH MOXYTh BHKOHYBaTH OiJbLI
cknaaHi omepanii. Bognouac ¢ynkuii BuOupatorsest 3 myiy CFI-
JerabHUX (YHKIIH, TOXK TX BUKOHaHHs He Oynme 3abmokoBaHo CFI,
KOJIK Oy/ie 3A1CHIOBATHCS HECAHKIIIOHOBAHUI BUKIIUK OJHI€T 3 HUX.

h 4 h 4 4 i J
»| 3aBaHTaXyBay apryMeHTy

¥

h

3aBaHTaxyBay aprymeHty —

|:> 3auukniosay

— Buknukay —

] 36mpay

Pucynox 2 — Cxema po60oTu MeTOIy

ITepmmM KpOKOM METOJMKH € 3HAXOKEHHS 0a30Bo1 pyHKIIIi, sKa
BUKOHYBaTUME OCHOBHY 3a/1ady CTBOpPEeHHs muKiy. Lle# 3amumkimoBad
MMOBUHEH OJIHA 33 OJHOI0 BHKJIMKATH iHIN (YHKIII, IO MarOTh CBO1
crenudivni 3amavi. TakuMu 3aa9aMy € 3aBaHTaXEHHS apryMEHTIB,
BUKJIMK (yHKUIT Ta 30ip aprymeHTiB. 3aBaHTa)xyBad apryMEHTIB
3a[OBHIOE TIEBHUH PEricTp, 3alUCYOYM B HBOTO 3HA4eHHs. [licis
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3aMOBHCHHS PETICTPIB OJHMM a0 JCKiIbKOMa 3aBaHTa)KyBayaMu
KepyBaHH: MEPeaeThCsl BUKIUKAYY, 1100 BUKOHATH MEBHY (DYHKIIIIO.
36upaui — ne ¢QyHKIIl, sKi OTPUMYIOTH 3HA4YEHHs 3 pericTpy i
30epiraroTh HOro y HiTBOBIH axpeci mam’sTi.

3i0paBiI MOBHE KOPUCHE HABAHTAXKCHHS B JIO3BOJICHUH CHOCIO
3’SIBISETHCS MOXKIUBICTE 00x01y CFI.

BucHoBku

KoHTpoIb WiTiCHOCTI MMOTOKY BUKOHAHHA Iie 1€ OJWH MOTYKHHH
3aXUCHUAN MEXaHi3M, SKIi 0€3CyMHIBHO ITiABHILY€E MpoOIeMaTHIHICTD
po3po0OKU eKCIUIONTIB. OMHAK HE3BaXKAKOYM HA BHCOKY CKIATHICTh
I[bOTO 3aX0/y Oe3NeKH 3HaXOJAThCS HUISIXHM aTak, sKi MOXYTb OyTH
BUKOPHCTaHI JyIsl fioro o0xomy.

[MpencraBnena mnporpamua peamizaiis CFI  yHeMoxiuBitoe
BUKOPHCTAHHSI TEXHIKH 3BOPOTHO-OPIEHTOBAHOTO IPOrpaMyBaHHs
3aCTOCOBYIOUM HEIMpPsSIME BIACTEXKEHHs TUIOK. [IpoTe MOXKIHMBICTH
YTBOPEHHS TETJIi BHKIHUKIB KOpeKTHHX 3 Touku 30py CFI ¢(yHKMii,
[0 [OSTaNHO BHOYIOBYIOTH B IaM’STi LIKi/UIMBE KOPHCHE
HAaBaHTa)KCHHS CTBOPIOE LIIAX 00XOTY CHCTEMH 3aXHCTY.

Ha nmammif MOMEHT iCHye BENHKHI NTpOCTip IS iHHOBANid Ta
JOCTIKCHb, 4 B HAWOMMKYOMY MaiOyTHBOMY OYIKYFOTHCS HOBITHI
pillieHHs] 3 yCHIIHOrO Ta e(eKTHBHOro 3a0e3neyeHHs HaAiiHOTO
3aXHUCTY 1 K HACIIIOK HOBUH BHTOK MOIIYKY METOMIB iX 00X01y.

IlepeJiik nocujianb

1. Aleph One, Smashing The Stack For Fun And Profit, 1996,
https://inst.eecs.berkeley.edu/~cs161/fa08/papers/stack_smashi
ng.pdf

2. Sebastian Krahmer, x86-64 buffer overflow exploits and the
borrowed code chunks exploitation technique, 2005,
https://www.researchgate.net/publication/228933148 _x86-

64 buffer_overflow_exploits_and_the_borrowed_code_chunks
_exploitation_technique

3. Felix Schuster, Counterfeit Object-oriented Programming,
2015,
https://www.researchgate.net/publication/283121202_Counterf
eit_Object-
oriented_Programming_On_the_Difficulty_of Preventing_Cod
e_Reuse_Attacks_in_C_Applications

4, A Technical Look at Intel’s Control-flow Enforcement
Technology

61



https://www.intel.com/content/www/us/en/developer/articles/te

chnical/technical-look-control-flow-enforcement-
technology.html

CEMAHTU3ALIA NIOIIYKY — TPUBUMIPHA
MOJEJIb CIIIBCTABJIEHHS HIAXOAIB

10.B. Porymmuna
IactutyT nporpamuux cucteM HAHY, Kuis, Ykpaina
ladamandraka2010@gmail.com

[IpoanamizoBano  icHyr4i  MmOXOOW 110  CEMaHTH3AIlil
iH(pOpMaiHHO-TTONTYKOBUX CHCTEM. 3armponoHOBaHO
TPUBHMIPHA MOJICNIb CITIBCTABIICHHS IOIIYKY, siKa 0a3yeThCs Ha
aHaJi31 MOJaHHs NOIIYKOBUX 3aIlUTiB, BUMOT JO PE3YJIbTATiB
MOIIYKY Ta BJAaCTHBOCTEH MacUBIB JaHHMX, cCepel SKUX
31iHCHIOETHCS TTOIIYK.

Kirwu4oBi cjioBa: ceMaHTUYHUH TOIIYK, OHTOJIOTIS.

Beryn

Knacwuni iH(pOpMAaIiHHO-TTONTYKOBI CHUCTEMU (Ir1C)
OTPUMYIOTh BXiJHI JaHI y BHIIALI 3alHUTy KOPHUCTYBada, IO
MOJAETHCS SIK CITUCOK KITIOYOBHX CIIIB, @ B SIKOCTI BUXIJHUX JaHUX
TeHEePYIOTh BIOPSJKOBAaHUH CIIUCOK JOKYMEHTIB, IO peJIeBaHTHI
UM KJIIOYOBMM CJIOBaM. B mporeci cemMaHTH3aIlil TOIIyKy
3a0e3MeuyOThCs JOAATKOBI MOXIIMBOCTI SIK JIUISL TOJAHHS Ta
ABTOMATH30BaHOTO BJOCKOHAJICHHS 3alUTY, TaK 1 U 3000yTTS 3
pe3yNbTaTiB  TOMIyKYy THX  BiJJOMOCTEW, 10  IiKaBJIAThH
KopucTyBauiB. KpiM TOro, pO3IMMPIOETBCS  CIEKTP  THX
iHpopmaniiiHux pecypcis (IP), cepen skux 301CHIOETHCS HOMIYK.

CxJ1aioBi momyky

VY HaWOUIbII 3arajJbHOMY BUIVISAIl HOIIYK CKIAMAETHCS 3 TPHOX

CKJIaJOBHX:

- 3amuTy KOpHCTyBada (, IO BimoOpaxae Horo iHdopmarmiiHy

notpedy;
- MAacuBYy JaHUX I, B AKUX 3[IHCHIOETHCS TIOMYK;

- pesynbTaTiB momyky R — Tiei indopmarii, sky oTpumye

KOPHCTYBa4 BHACIIIZJOK BUKOHAHHS ITOIITYKOBOI MPOLIEAYPH.
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B TtakoMy BuIazKy NOMIYK MOXHA pO3TgaTd sK (QyHKIi0
R =5(q,1), raky,mo R I.

Cemanmuunuii nowyx (CII) — TepMiH, SIKHA BUKOPUCTOBYIOTh JUISI
MO3HAUCHHs Ha0Opy METOJIB, IO MNpPU3HA4YEHI JUIS MOKpaIleHHS
MOMYKYy y IOKyMeHTax abo y 6a3i 3Hawb [l]. Ha BimmiHy Bin
TPaTUIIHUX METOMIIB IOIIYKY, SIKi 30CEpPEKYIOThCS HA paH)KyBaHHI
MOKYMEHTIB Ha OCHOBI Habopy KIIOYOBHX CIHiB (K Yy 3amuTi
KOpHCTyBa4a, TaK 1 B iHIeKkcoBaHOMY KoHTeHTi), meromu CII
CIIPSAMOBaHI Ha Te, 1100 BPaXxOBYBaTH KOHTEKCT i CEMaHTUKY SK
3alHUTy KOPHCTYBa4a, TaK 1 THX pecypciB, B SKUX 3IIHCHIOETHCS
TMOIIYK, 32 JOIIOMOTOI0 BHKOPHCTaHHS 3ac00iB 0OpOOKM MpHPOIHOT
moBu (IIM), onrosoriynoro ananizy [2], TexHonoriii Semantic Web
[3] Ta MerToAiB MAIIMHHOIO HAaBYaHHS JUIS OTPUMAaHHS OUIbII
peNeBaHTHUX Pe3yJIbTaTiB.

CeMaHTHYHUH TOUIYK € OJHMM 3 MATHHIB iH(popMalLiitHOro

TIOIITYKY Rsem C R, sxuit mae 1i cami cknanosi, ane HOMOBHIOETHCS
BUKOPUCTAHHSAM 30BHIIIHIX JpKepen 3HaHb K Ta Meromamu ix
3aCTOCYBaHHS Y MOLIYKOBOMY IPOIIECi: Rsem = Ssem (q, I, K) .

MoskHa BUAUIMTH HACTYIIHI THIM 3aIMTIB (, 10 OOPOOJISIOTHCS B
ITIC: 1. Habopu kmo4OBHX ciiB (10 Oe3nocepenHbO BBOASTHCS
KOpUCTYyBauaMH 4YM OYJYIOTbCS Ha OCHOBI TaKMX 3alMTIB 3a
JIOTIOMOTOI0 Pi3HUX METONiB po3mmupeHHs); 2. [IM-3amutn, B SKUX
3HAYEHHS Ma€ TaKoXX MOpsaoK ciiB Ta ix ¢opmu (B IIIC Taki 3amutn
TaKOX MEPETBOPIOIOTHCS HA HA0OPH KITFOYOBUX CIIiB, ane BuOip [IM ta
METOJM TIEPETBOPEHHsI 3HAYHMM YHHOM BIUIMBAIOTH Ha DPE3YJbTATH
MOIIYKY); 3. CTPYKTYpOBaHi 3aIlTH, B SKHUX SIBHO ONMCAaHI JIOTi4HI
BiTHOMICHHS (JM3’IOHKIS, KOH IOHKIIiSA, 3allepeYeHHs TOIIO) MiX
TEpPMiHAMH Ta YMOBH III0JI0 BIACTHBOCTEH.

Habopu IP I, cepen sxkux 3miiicHioeThes momryk pisanmu II1C,
pizasateca  [4]: 1. momensmm momaHHS  iH(GopMarii; 2. piBHEM
CTPYKTYPOBaHOCTI ~ KOHTEHTY; 3. CTYNEHEM  pPO3IOJiICHOCTI;
4. o6¢csarom. BaxxnBoro yMOBOIO TOIIYKY € BiIKPHUTICTh TAaHHX.

Pesymbratm  3amuTiB R MokHa kiacudikyBatn Ha: OiHapHI
BINOBIZI IOJO0 HAABHOCTI TOTPIOHOT iH(OpMaNii; KUTbKiCHI;
MOCHJIaHHS Ha JIOKYMEHTH, SIKi BIJNIOBIAIOTH yMOBaM 3aIluTy;
NocuiaHHs Ha iHQopMmauiiiHi 00’€kTH; 0OpaHi BIANOBIIHO IO YMOB
3aIMTy 3HAYCHHS BJIACTUBOCTEHN 3HANIEHUX 00’ €KTIB (JOKyMEHTIB a00
iX eJeMeHTIB), $Ki BH3HA4YEHI KOPHUCTyBaueM; OUIbII CKJIaIHI
pe3ysbTaTéH 00pOOKHM TaKMX 3HAWACHUX 3HAUECHb BIACTHBOCTEH TOIIO.
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Kosxna ITIC (abo mourykoBuil cepBic) XapaKTepU3yeThcsl NEBHOIO
HEMOPOXXHBOIO MHOXHHOIO y IIMX TPhOX BHMIpax, po3Mipu Ta
TOYHICTh BU3HAYCHHsS SKOI 3alexaTh BiJ HaboOpy NOIIYKOBUX
¢yHki, ki miaTpuMye cuctema. BaxiMBOIO  0COOIMBICTIO
3aIllpOIIOHOBAHOI MOJIETl € Te, II0 BOHA BHKOPHCTOBYE JIMIIE Ti
xapakrepuctuku IIIC, ski MOXyThb OyTH MIpoaHalli30BaHi
KOPHCTYBa4aMu (cmiz  BBaxarw, (] ANrOpUTMH,  SIKi
BUKOPUCTOBYIOTECA B I[IC 1y CIiBCTaBICHHS 3alUTIB Ta PECypCiB,
JOCTYIIHI TiIBKA PO3pOOHMKAM IIUX CHCTEM, a iX HasBHI OMHCH —
MPUMipoM, B HayKOBHX IMyOmiKamisx abo B JOKyMEHTAamii — MOXYTb
3HAYHO BIOPI3HATHCSA BiJ BHUKOPUCTaHWX Yy IIOTOYHINA Bepcii
nporpamHoi peainizauii). B mporneci cemanTH3a1il MOUIyKy 3HaHHS 3
K MOXyTh BUKOPHCTOBYBATHCS SIK JUIsl BIOCKOHAJICHHS caMuX (, | Ta
R okpemo (Hanpukniaja, HOpMamizaiis CIiB y 3amuTi abo Iepexiaj
pe3ynbTaty), Tak i y METOAax, 10 MiATPUMYIOT MOLIYKOBY MPOLEAYPY
(HampuKIad, OHTOJOTIYHI MIpH CEMAHTHYHOI OJH3BKOCTI MiX
nouatTsiMu  IIpO), ame 3anmpomoHOBaHa MOJENb JO3BOJISE SIBHO
BU3HAYHUTH c(epy iX 3aCTOCYBaHHS.

BucnoBku

3anpornoHoBaHa TPHUBUMIPHA MOJENb CEMAHTHYHOTO IOUIYKY
MPOIMOHYETHCS K JOJATKOBUIl IHCTPYMEHT OIKMCY Ta CIiBCTABJICHHS
MOIIYKOBUX CHCTEM, L0 BHUKOPHUCTOBYIOTH PI3HOMAHITHI JIEMEHTH
IITYYHOTO IHTEJNIEKTY Ta MEHEDKMEHTY 3HaHb [yl  Ouibll
e(peKTUBHOTO Ta NEPTUHEHTHOTO 33JI0BOJICHHs i1H(opMamiiHux
notpebd kopuctyBauiB. CamMi METOIM BHKOHAHHS CITIBCTABJICHHS MIiX
3anutamu Ta [P B 1iff Momeni He aHaNI3YIOThCs, TOMY IO IIe
CIIBCTaBJICHHS! € HACTYITHUM KPOKOM BHKOHaHHS romyky. [TorpiGHo
BIZIMITHTH, 1110 3HAYEHHS IapaMeTpiB, SIKi aHATI3Ye IsI MOJIENb, HE €
B3a€EMHO BHKIIOUYHMMH, ToOTO Ta cama IIIC moxe migrpumyBaTH
KiJbKa BapiaHTiB mouryky. KpiM Toro, 3aco0u mojaHHS 3alMTIB Ta
pecypciB He 3aBXK/IM € MOPIBHIOBAHMMH (HANPUKIAA, CTPYKTYpOBaHi
JlaHi, 110 ONMCYIOThCS PI3HUMH CXEMaMH METa/laHHX, MOXYTb OyTH
OpI€HTOBaHI Ha pi3HI THOHM 3a7ad Ta BiZOOpakaTH Pi3HI acleKkTH
JTAaHWX, aJie TIPH [[bOMY OJIHA CXE€Ma He € TOBHIIIOI0 aje BUPA3HIIIO
3a iHmy). Tak came, pi3HI crocobu ¢inpTpamii Ta MMOJaHHS
pe3yJbTaTiB MarOTh BIAMOBIAATH pi3HUM TOTpedaM 1 HE 3aBKIH
MOXXYTh TIOPiBHIOBATHCS 32 BHUPA3HICTIO (HANPUKIAA, MOXKIUBICThH
Bi3yanizalnii oTpuMaHUX 3HAY€Hb y BHIIIAI Tpadiky HE Moxke OyTH
MOPIBHSHA 3 MO>KJIMBICTIO BHKOHAHHS JIOT1YHMX a00 apudMeTHIHHX
oreparii HaJ IUMHU 3HAYCHHSIMH), aje HasBHICTb CAaMHUX KpUTEpIiB
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MOPIBHSHHSA Ta pO3MIMpeHHid Halip X mnapaMeTpiB Hajmae OibLI
3py4Huil anapar s Bubopy Binnosiaxoi IT1C.

Takum unHOM, Taka Mojenb no3Bossie BusBATH II1C, s skux
MEepeTUHAIOThCA Tpiaan ‘“‘3amuT-1P-pesynprar” Ta BUKOHYBaTH iX
MOPIBHSHHA caMe Ha IUX MiJKjacax MOIIYKOBHX 3aaad. Lle mo3Boisie
BU3HAYATH, SIKI  aJrOPUTMH  TOIIYKY  BHSBISIIOTbCS — OLIBLI
MEPTUHEHTHUMHA UISI KOHKPETHHX 3aJad KOPHUCTYBadiB i Ha OCHOBI
IIFOTO OOHMpPATH TaKi CepBicCH K JHKepeo iHpopmamii s MoJabIIol
00pOOKH.
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3ACTOCYBAHHS OHTOJIOTTYHO-OPIEHTOBAHOI
CTPYKTYPU OBMIHY JAHUMMHU TA
JELHEHTPAJII3OBAHOI'O KEPYBAHHS POEM BILJIA

A Tnanyn, K.O. Xana
Mi>kHapOHUI HAYKOBO-HaBYILHUN LEHTP 1H(POPMAIIHHIX
texHouoriit Ta cucreM HAHY ta MOHY, KuiB, Ykpaina
glanat@yahoo.com, cecerongreat@ukr.net

BrJIA Bce wacrilie 3aCTOCOBYIOThH SIK poi a00 TpyIy, 00 BOHU
BIJINIOBiZIaJIM BHIIMM BUMoram Micii. OOMIH JaHUMH BiJirpae
BRXJIMBY pPOJIb y KEepyBaHHI, KOHTPOJI Ta KOOPAHMHAIII pOIO
BriJIA. ToMy TpONMOHYETHCS CEMAHTHYHUH TMAXiM 0
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CTBOPEHHSI CHCTeMH OOMIHY HaHHUMH pOIO, IO 3a0e3nevye
BUIIMH PIBCHb aBTOHOMHOCTI, HAIITHOCTI Ta OC3MEKU POIo 3a
pPaxyHOK 3aCTOCYBaHHS OHTOJIOTIYHO-OPIEHTOBAHOI CTPYKTYpPH
Ta 0e3IPOTOBOT MEPEKi.

Karwuosi ciioBa: piii briJIA; oHTONOTIS, aBTOHOMHA CHUCTEMA;
aBToHOMHUM BriJIA.

Beryn

BrJIA HaOynmm MmMHPOKOTO 3aCTOCYBaHHSA Y BIWCHKOBiH codepi,
CUIBCBKOMY TOCIIOJIapCTBi, MONIYKOBO-PSTYBAJIbHUX 3aBIAHHSIX, IS
oOMiHy naHuMH, poTorpadyBaHHs, IUCTAHIIHHOTO MOHITOpUHTY, 3D-
KapTorpadyBaHHsI TOIIO. BB BaXKIIHBIIIIE 3aCTOCYBaHHS MAalOTh POi
BrJIA, siki MOXYTh MOMOJATH OOMEKCHHS, 3 SIKUMH CTHKAIOTHCS
okpemi brJIA sk eHeproBuTpartu, BifcTaHb Aisl OOMIHY TaHUMH Ta
30Ha BUIUMOcCTi. KpiM TOro, mepeBaru poro BpaxOBYIOTb €KOHOMIIO
4acy, CKOPOYEHHS JIIOJMHO-TOJMH, CKOPOYEHHs poOouoi CHiIM Ta
CKOPOYEHHS 1HIIMX IOB’I3aHUX BUTpAT. TakoXk, iX MOXKHA PO3MIIHTH
Ha TPYNH Ta OCHACTUTH PI3HUMHU CEHCOpPaMHU Ul BUKOHAHHS OUIBII
PI3HOMaHITHHX 3aBJIaHb T4 JOCSITHEHHS OUTBIINX MacIITa0iB.

Po3po6ka OHTO10r0-0pi€HTOBAHOI CTPYKTYPH POIO
bnJIA

3arajgoM He iCHy€ TOYHOTO BHU3HA4YCHHS pOI0, ajne 0a3ylouduch Ha
JOCIHIDKEHHSAX Ta IPOMO3UMIAX IHIIMX ABTOPIB MOXHA BU3HAYUTH
HaWOUTBII 3arajbHi O3HAaKU. PO3MITHEMO BH3HAYEHHS pOIO  3i
cioBHIKa Meppiama-Bebepa: «Benrka KiUTbKICTh )KUBUX a00 HEXKUBUX
pedeid, 3rpynoBaHMX pa3oM 1 3a3Buuaii y pyci». Y mnpupoxi
MPUKJIAaMH POHOBOT IOBEIHKH € OK0JIH, 0 KOOPAUHYIOTh POOOTY
OIMH 3 OJHUM JUId BUKOHAHHSA 3aBIaHb, KPUTHYHUX IS IX
BIDKUBaHHS, a00 Tycra 3rpas IMakiB, sKi pearyloTh Ha panTOBY
3arpo3y (cTpy0) i MaHEBPYE SIK €MHAN OpraHi3M.

ITonibnum ywmHOM, piii brnJIA — 1e CKOOpAWHOBAaHA OIWHHMIIS
BriJIA, sxa BuKOHYye 3aBmaHHA abo HabOip 3aBmaHb, MO0 OTpUMATH
3HayHUA abo Oaxanuit pe3ynsrtart [1]. Piit BiJIA — 1e kibepdizuuna
cucrema. Pili TexHiyHO Ha3mBaeThcs Tpymoro BrnJIA, kepoBaHHX
IITYYHUM iHTeslekToM [2]. OpHak, piii He ciiJ IUTyTaTu 3 TPYIOo
BILTA, siki niTaroTh pa3oM i AIFOTh OKPEMO, aBTOHOMHO [3].

OCHOBHI KJII0YOBI BUMOTH /10 Kilacu(ikalii 0e3miaoTHOT JiTaabHOT
crcreMu sk poto €: 1) kinbkicts brJIA y micii > 3; 2) B3aemunii oOMin
nanumu Mk BriJIA-BrniJIA a6o bnJIA—cranuieio kepyBaHHS; 3)
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aBTOMaTH4YHEe a00 aBTOHOMHE IIaHYBaHHS MICIl AJst OijbII HiXK > 3
BrJIA [3].

HanzeuuaitHo BaxknuBuM B cepenoBuili poto briJIA € aBToHOMHE
kepyBaHHs OaratbMa BrniJIA y 3a edexTuBHUI Ta Oe3neyHmit crocio.
PiBeHb aBTOHOMHOCTI 3aJICKUTh BiJl KUIbKOCTI 3aBllaHb, KOOPIMHAIT
a0o mnpuiHATTA pimeHp, ski BrJIA moxe BukoHaTH 0e€3 ydacTi
omeparopa. bymo 3ampomoHoBaHO W’STh PIBHIB aBTOHOMHOCTI
kepyBaHHs briJIA [4], ne HaliBUIIMI piBeHB aBTOHOMHOCTI poto briJIA
BU3HAYAIOTh SK 3/aTHICTh BHKOHYBATH 3aBIAaHHS, CKOOPAMHOBAHO
nekimpkoma bBrJIA 0e3 BTpyw4aHHsS TIOOWHH-ONlepaTopa. Pyx i
BUKOHAHHS 3aBHaHb TpaAWLiiHO KepoBaHoro bBrJIA moBHiCTIO
KOHTPOJIIOETBCSI  PIIICHHSAMH, SIKI TpHiiMae JIOAWHA, TOMl SK Yy
MOBHICTIO aBTOHOMHI CHCTEMI PillIeHHs IPUIAMAIOTHCS aJITOPUTMAaMHU.
CrpykTypa OpuUHHATTSA pimeHb poro brJIA BiAmoBimae mapagurmi
NPUIHATTS pILIEHh aBTOHOMHOI CHUCTEMH, BH3HA4YeHIH TphOMa
eTanaMmu: JaHi (CeHCOpH), KOHTPOIb (CIIPUHHATTS Ta IUIAHYBaHH) i
npouec (MPUUHATTS PiILICHHS).

HaiimommpeHimmM anropuTMoM Il KOHTPOJIO, KEPyBaHHSA Ta
ianyBaHHs poiB BriJIA e Bapiamii Ta agamramii onTuMizamii METORY
poto dyactuHOK. [IpoTe BHMKOpHCTaHHS METONIB JHHAMIYHOTO
MpOrpaMyBaHHS JIsl ONTHMI3aIlil TPAEKTOPil, a TAKOXK BIIPOBADKEHHS
ANTOPUTMIB OKOMMHHUX KOJOHIN JUII ONTHMI30BaHOTO IUTAHYBAaHHS
TpaekTopii Ta kKoopauHamii Mixk BIIJIA mae kpammii pe3ymbrar uis
ABTOHOMHOCTI Ta HaJIHHOCTI apXiTeKTypH poro briJIA.

Y [5] 3ampomoHOBaHO BHUKOPHUCTAHHS MOOUTBHOI 0€3IpPOTOBIM
mepexi Ad-hoc i koopauHanii 0OMiHy nanumu Mix ycima BriJIA B
Mmepexi. ['pyna BriJTA B3aemojie OfWH 3 OJAHUM 0€3 TOYKU AOCTYILY,
aje TpWHAWMHI OJWH 13 HUX WiAKIIOYEHO 10 Ha3eMHOI1 CTaHIIii
KepyBaHHs ab0 CymyTHHKA, 10 Aae 3Mory bnJIA BHKOHYBaTH CBOi
Mmicii 0e3 BTpydaHHs JIOAMHH. be3nporoBa criemianbHa Mepeka He
MOKJIAJa€ThCsl Ha ICHYIO4y iHQpacTpyKTypy Uil BCTAHOBJICHHS
Mmepexi. [ oHOpaHroBoi Mepexi He MOTPiOHI MapHIPYTH3aTOPH UM
TOYKHM JOCTYILy, HATOMICTb BY3JIM JMHAMIYHO NPU3HAYAIOTHCS Ta
MEepenpu3HavaloTbcsl  Ha  OCHOBI  JMHAMIYHUX  aITOPUTMIB
MapIIpyTH3aIiii.

BukopucranHsi OHTOJIOTiT MpeIMeTHOI 00J1acTi B
cTpykTypi bnJIA

Jiss  mocsTHEHHS BHUIIOTO piBHA aBTOHOMHOCTI bBrmJIA Ta
MiABUIICHHS HAJIMHOCTI Ta OE3MEKH, MPOIOHYETHCS aPXITEKTypa PO
0azoBaHa Ha TiOpuAHIN ajanToBaHId Mepexi 3 3aCTOCYBaHHSIM
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iHQpaACTPYKTypH 3 OHTOJIOTI€I0 ABTOHOMHOIO PO Ta MOOIUIBHOL
oe3nporoBoi Mepexi. Jle iHGpPACTpyKTypa 3 OHTOJOTIEI0 POIO
3aCTOCOBYETBCSl JUIsl TEpecHiIaHHs JAaHuX. Toxali sSK ajanToBaHa
Oe3mpoToBa Mepexa 3a0e3MeunTh HAMIAHWKA OOMIH JaHUMH Ta
PO3IIOIiNIEHe IPUHHSTTS PillIeHb.

PoiioBi apxiTekTypn ©0a3zoBaHi Ha 1H(QPACTPYKTypi MalOTh
mepeBarn B TIPOBEICHHI ONTHUMI3aIlii Ta OOYHCIEHbP B pEeXHMI
pearpHOTo Yacy Ta BiICYTHOCTI HeoOXimqHOCTI Mepeka Mik briJIA, mo
3MEHIIye KOPHUCHE HaBaHTaXeHHs. [IpoTe Tak apxiTekTypa 3anexaTth
Bil Ha3eMHO{ cTaHIii KepyBaHHS Jisd KoopauHamii Bcix BrmJIA Ta
BUMarae iX MO3WIIIOHYBaHHS B pPajiyci MOMIMPEHHS CBOTO CHTHANY,
10 YHEMOXKITUBIIIOE PE3EPBYBAHHS CHCTEMH Ta IiIBUIIYE BPA3IUBICTh
M0 mepemkon. Y pa3i araku abo 30010 Ha3eMHOI CTaHIIii
Mpane3JaTHICTh YChOTO POIO MOPYIIYETHCS.

OHTOJNOTII0 OyAeMO pO3MISAAATH SK MiAXiA A0 MPeacTaBICHHS
3HaHb, W10 BigoOpakae KOHLeNUii 3 iX BJIACTHBOCTAMH Ta
BIJTHOIICHHSIMHM, a TaK0XK OOMEKCHHsI Ta MpaBHJIa, [0 PEryJIIOTh I
BJIACTUBOCTI Ta BigHomeHHS. [ns aBTOHOMHOrO poro bmJIA
OHTOJIOTIS MMOEJHYE PIIICHHS Ta 1HII XapaKTePUCTHUKU, OUiKyBaHi BiJl
JMofel, 3 TEXHIYHHMH XapakTepucTHKaMu y (opmi QopManbHuX
MoJelell 1 CTPYKTYpHHX paMoK. ABToHOMHHI pid BrJIA wmae
XapaKTepUCTUKH, J€ IHAWBIAM JOTPUMYIOTHCS IIPOCTHX IPaBHI
MOBEIIHKM a00 JIOTIYHHX TPaBWI, 1 MOXYTh CTHUMYJIIOBaTH
KOJIEKTHBHY MOBEJIIHKY 32 JJONOMOTOI0 MEXaHI3My AELEeHTPai30BaHol
koopauHauii. OJHaK, BIJIHOLIEHHS MIX ITOBEIIHKOI POI0 3arajoMm i
MOBE/IIHKOI0 OKpeMoi 0co0u Mae OyTH epeKTUBHO NpEICTAaBICHUH B
onrtonorii. Owronorist ans  poro  bBnJIA  crBoproe  3arajbHy
KOHIICTITYai3amifo ISl KOHTPOJb XHUTTEBOTO IUKIY BiIIOBIAHO 10
CreHapiiB Miciii, Ta [mae 3MOTy NPOTHO3YBaTH Ta NEPeBipsITH
MOBE/IIHKY SIK POIO 3arajioM, TaK 1 OKpeMHX 0cil.

BucHoBku

IlepeBaramu 3ampOIIOHOBAHOI apXITEKTypH € IIUPOKHHA Mialla30H,
Ha skoMy BmJIA MoxyTe OOMiHIOBAaTHCS JaHUMH, BHCOKHI DPiBEHB
aBTOHOMii 3 KOPHUCHUM HaBaHTaXeHHsa bnJIA, mo MicTuTh
00YHCITIOBAIBHY MOTYXKHICTB, JIOCTATHIO I KOOpPAWHAMI] pilleHs Ha
OCHOBI JaHUX TeJeMeTpil B peaJbHOMYy daci, OTpUMaHHX BiJ YyCiX
saiyaennx bnJIA. 3amporoHoBaHa apXiTeKTypa porO Ja€e 3MOTY
PO3MOIIJICHO MPUHMATH PIilICHHS Ha OCHOBI (OpMajbHOI JIOTIKH,
MAIIMHHOTO HABYAHHS Ta IHIIMX QJTOPUTMIB  PO3MOAUICHOTO
KepyBaHHs. Po3po0Oka aBTOHOMHHX POiB 13 MOXKIIUBICTIO B3a€MOJIIT Ta
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koopauHauii Mixk BriJIA € ocHOBOIO 1S MiBUILEHHST €()EeKTHBHOCTI
pois BILJIA.
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POBACTHHUI METO/] OLIIHKUA BATOBUX

KOE®IIIEHTIB /151 BATATOKPUTEPIAJILHOI

TEOPIi KOPUCHOCTI

B.l. ITonynuranosa, C.A.CMupHOB
HTVYYVY «KIII im. 1. Cikopcwkoro», Kuis, Ykpaina
medvika@ukr.net, sergsmr@ukr.net

B OararokpurepianpHiii TEOpii KOPHCHOCTI BHIJISLJ camol
¢$ynkuii KOPUCHOCTI TPAKTy€EThCS JIe SIK
MYJIbTHIDTIKATHBHUN YM aguTHBHUU. [IpM 1bOMY eKCIepTHi
METOAM HE NAI0Th TOYHOI OLIHKK BaroBux koedimieHrtiB. B
JlaHiil poOOTiI HABEIEHO METOJ[ KOPEKIIii BaroBUX Koe(illi€HTiB
Ta 3BEACHHS 3araJlbHOTO BUMVIALY (QYHKII KOPHUCHOCTI [0
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QJIUTHBHOTO BWIVISLy 3 pOOAaCTHHMMHM OLIHKAMH BaroBUX
KOE(DIIiEHTIB.

KoarouoBi cioBa: OaratokputepiajbHa Teopiss KOPHUCHOCTI,
BaroBi Koe(ilieHTH, eKCIIEPTHI METOH

Beryn

B teopii mpuiHATTS pimeHb BapiaHTH BUOOPY NPUHHATO HA3UBATH
aNbTepHATHBAMHU. AJBTEPHATHUBH - HEBiA'€MHa YacTUHA NpobiIeMu
NPUMHATTA pIlIeHb: A ITOCTAHOBKM 33/1a4i NPUWHATTSA pilleHb
HeOOXimgHO Math xXo4a O 1Bi ampTepHaTHBH. SIKiCTH BHOOpPY
OLIIHIOETHCS 32 JONIOMOT'OF0 KPUTEPIiB, 1 SAKIIO X IeKinbka, BUOIp cTae
HEOYeBUIHUM. Y OULIBIIOCTI BHIIAJKIB OaraToKpuTepialbHi 3amadi
PO3B’SA3YIOTHCSI IUIIXOM MEPEXOJY M0 OJAHOKPUTEPIaTbHOI Ha OCHOBI
NnoOYy/I0BH y3arajJbHEHOTO KPUTEPIIO.

Haiibinbmr  oOTpyHTOBaHMH  MiAXi OO  KOHCTPYIOBaHHS
y3arajJbHEHOr0 KpPUTEpII0 MPONOHYye OaraToKpuTepiajbHa Teopis
kopucHocti (MAUT — multi-attribute utility theory). OcuoBu
nigxony MAUT Biapi3HSIOT Taki 0COOIMBOCTI:

1) Oaratokpurepianpra ¢yHKmis kopucHocti (BDK) mMae
aKciOMaTHYHE OOTPYHTYBaHHS;

2) yMOBW, IO BH3HAYAIOTh BHUIILLA i€l (QYHKINI, MiATArOTHCI
HepeBiplli B 1iaJI031 3 eKCIIepTaMH;

3) 3aJeXHICTh MK OLIHKAaMH albTEpHATHUB 32 KPHUTEPIAMH Ta
3araJjbpHOIO SIKICTIO allbTEPHATHBH;

4) ckamsipHa OIHKAa SKOCTI HasBHUX ajbTEPHATHB 1 BHOIp
HalKpaloi.

[Mpuknanu modynosu BOK mst mpakTUYHUX CUTYyaIliil HaBeIEHI B
[2].

Slkmio cnenianbHi aKCIOMH HE3aJIeKHOCTI ISl KpUTEPiiB BUKOHAHI,
TO 3 [BOIO BHIUIMBAE CYBOPHUH BHCHOBOK NP0  ICHYBaHHS
GararokpurepiaibHOT (QYHKIIT KOPHUCHOCTI y I€BHOMY BUIIIAII. 3a
teopemoto P. Kini [3], KO0 yMOBH HE3aJIS)KHOCTI 32 BTpaTaMH Ta
HE3aJIe)KHOCTI 32 ITIepPeBarol0 BHUKOHAHI, TO (YHKI[SI KOPUCHOCTI €
aJINTHBHOIO:

N
UG) = ) will()
i=1

npu YN, w; = 1, a60 MyJIbTUILTIKATUBHOIO:

14 kU(x) = l_[(1 + kw, Uy (x))
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pu YN, w; # 1, ne

° U, U; - dyHKIii KOpHUCHOCTI, 110 3MiHIOOTECS Bix 0 10 1;

e  W;- KoedillieHTH BKINBOCTI (Baru) Bpa3IMBOCTI,

npraomy 0 < w;<1,

) koedirient k>-1.

Takum uwmHOM, OaraTokpuTepiajbHy (QYHKIIIO BTpPaT MOXKHA
BU3HAYUTH, SIKIIO BiZIOMi 3HaueHHs KoedimieHTiB w;, K a Takox
onHOKpHTepianbHi QyHkuil BTpat U (X), 1110 OYAyr0ThCs 32 OKPEMHUMH
KpPHUTEpisIMH Ha ToTepeTHoMY eTami mporexypu MAUT.

ITocTanoBKa 3axaui

B peanpHuX yMOBaxX O4iKyBaTH BiJl eKCIIEPTIB HAIaHHS OI[iHOK Bar
OTHOKpHUTEpiaNbHUX (DYHKIIH KOPUCHOCTI 3 HEpOoOACTHOI YMOBOIO,
o IX CymMa JOPIBHIOE OJHMHUII HE NOBOIUTHhCS. HaBiTh Ko s
YMOBa BUKOHYETHCS, HEMa rapaHTil 110 Lie He € HACIIIKOM HOMMJIIOK.
Jo Toro x BignoBizHo mo mpouenypu MAUT BiamoBiai exkcrepTis
JIO3BOJISIFOTH OTPHMATH OILIHKM BiJHOLICHHS BaroBUX KOE(iLI€HTIB 3
NEBHUMHM HETOYHOCTSIMH, TOMY € CEHC IIyKaTH MpoLeaypy
00YHCIIeHHS, 0 3a0e3MeYnTh OTPUMAaHHS HOPMOBAaHUX Ta POOACTHHUX
OIL[IHOK Bar.

Po3p’si3aHHA  Takoi 3ajadi KOPHTYBaHHS HETOYHMX OLIHOK
JO3BOJIsSIE  OUTBII TOYHO Ta OOrpyHTOBaHO mMOOymyBatn BDK Ta
3MEHILIUTH BIUTUB CY0’€KTHBHHX MOMHIIOK €KCIIEPTiB.

MeTox yTOUHeHHsI OliHOK KoedilieHTiB

Xoua teopema Kini nae 3mory dopmyBatu (yHKIIIO KOPHCHOCTI
SK MYJBTHUIUIIKATHBHY, ajie 1e JIMIIE 3HEUIHI0E auTHBHY (OpMY SK
TaKy IO peali3yeTbcsd Y BHKIIOYHOI CHUTYallii, OT)Ke, 32 HasBHOCTI
MMOMIJIOK OIIIHOK HEe MOJK€ BBa)KATHUCS HadiifHOI0. ToMmy XOTuioch Ou
noOy/yBaTH TOYHIIII OIIHKHM, BIAKOPWUTOBaHI aHAJITHYHUM MIISIXOM,
aJle ONMPAIYNCh Ha HasBHI. Hexaill MM IIykaeMo TOYHI OLIHKH W,
ayie eKCIepT HaJae HaM CBOI Cy0 €KTHBHI OIIHKH CITiBBIJTHOIICHHS Bar
OJIHOKpHUTEPiabHUX (YHKIIH KopucHOCTI, To6TO W;/w; = a;j, aie
npu mpomy [[a;; # 1. Ham motpi6Ho mo6 ueit 106yToK OLiHOK
JopiBHIOBaB 1. BuzHaunMo TOYHI BiIHOIIEHHS Bar sIK x—]‘ = Bij.

Jns moOynoBM OLIHOK BaroBUX KOE(IIi€EHTIB BHKOPUCTAEMO
METOJl HAalIMEHIINX KBaIpaTiB 3 JOAATKOBOIO yMOBOIO HOPMYBAHHSI:
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n
ZWL' =1
i=1

Z(ﬁ —a;))? > min
W] Y

Jnst po3B’si3aHHs i€l 3a7a4i BUKOPUCTOBYEMO MeToJ Jlarpamika
Ta OTPUMY€EMO 3arajlbHUN BUTIIS PIIICHHS:

1
i = 5 (@ & [ai? + 4u)

Posrnsnarothes 1Ba BUNAAKH:

A)[la;; > 1,6 <a;j =>u<0(2),

B)[Ta;; <1,B; > a;j >u>0(3).

B 000x Bumaakax st pillieHHS KBaAPAaTHOTO PIBHSIHHSI 00MpaeMo
BapiaHT 31 3HaKOM IUIIOC, aJKe BiH Oyne HabaraTto Onwx4mid 10 a;j,

aHDK BapiaHT 3 MIHycOM, a 3a TIOCTAaHOBKOIO 33/1a4i MM HaMaraemocs
BIZIKOPUTYBAaTH aHAJITUYHO HASBHI OLIIHKH, & HE YKOPCTKO BHUIIPABJISTH

ix. Toni:

Ie N — KIIbKICTh MHOXHHKIB. JIBifika OTPUMYETBCS BiJ] KOPCHIB
KBaJ[PATUYHOTO PiBHAHHSA BiTHOCHO f;;.

Omxe, NpU BiIOMHX @;j, TIONEPEAHE PIBHAHHA X0Y i BUINAIAE
CKJIQIHUM, aJie MICTUTb JIMIIE OJHY HEBIIOMY i 1 MOXe OYTH JIETKO
pPO3B’A3aHO YHCENbHO Ha KOMIT'IoTepi. Barm w; 0oIHO3HA4HO
BHPAXKaIOTHCS Yepe3 3HalJIeHE U.

BucunoBxku

Po3poOiiennii MeTo 103BOJISIE YTOUHUTH OTPUMaHi BiJl €KCIIEpTiB
OLIHKM BaroBWX Koe(iIlieHTIB Ta TrapaHTyBaTH caMe aJUTHBHUH
Buriag bOK. Ockinbkn ymMoBa HOpPMYBaHHS BaroBHX Koe(illi€eHTIB
camMa mo cobi € [OCTaTHbO YMOBHOIO, SIK TPOSIB CyO €KTHBHOI
JOMOBJICHOCTI, NPONOHOBAaHA MpOLENypa, Ha Hall IOINSAA, JOAAE
HajiiHOCTI Ta 00’ ekTHBHOCTI MeTony MAUT.
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The problem of choosing the optimal scenarios for analytical
activities based on comprehensive information from a set of
acceptable scenarios in terms of quality and efficiency is
considered. An approach using a graphical model is proposed.
This approach makes it possible to significantly simplify
analytical activities using typical scenarios for optimizing those
activities.

Keywords: analytical activities, graphical model, optimization

Introduction

When describing ontologies to solve the problems of choosing the
optimal scenarios from a set of acceptable scenarios in terms of
quality and efficiency, a method of description based on graphs is
commonly used. As a rule, it is most appropriate to use a description
in the form of hierarchical graphs. For such graphs, cost estimates are
used, both for the information processing related to actions in
individual nodes of the graph, and cost estimates for the actions
(edges) when moving between nodes. It allows to sum up the costs of
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each possible path according to the scenario or a separate fragment of
this path for comparison and determination of the most efficient paths
included in the description of the selected scenario.

Currently, there are many methods for selecting efficient scenarios
from a set of acceptable ones, which are built on the basis of a
corresponding ontology, and for analysis of the nature and
composition of factors that can influence the process of scenario
planning and execution. In practice, the planning and implementation
of the scenario determines the features of the paths which distinguish
one or another scenario by factors that depend on the values of the
criteria on the basis of which decisions are made and the procedures
for forming the necessary scenarios are determined. One of rather
complicated and currently relevant tasks that require the construction
of efficient scenarios for its solution is the task of construction and
further optimization of scenarios for conducting analytical activities
based on comprehensive information. The task of optimizing
scenarios for collecting streaming information for conducting
analytical work based on comprehensive information is one of the
most important tasks for processing big volumes of data [1].

Graphical model

Any ontology can be represented as a graph, where the nodes
determine certain knowledge of the subject area, and the edges reflect
the sequence of user actions to achieve the research goal. Permanent
hierarchical connections of the type "part and whole" and "class and
subclass" at the same time determine the structure of actions and the
related knowledge structure of the subject area. Such model can be
built using approaches based on the product of the graph describing
the hierarchy of the data storage structure or the knowledge structure
of the subject area, and the graph describing the hierarchy of possible
actions (methods) related to data processing [2].

The knowledge structure of the subject area can be presented in the

form of a graph adjacency matrix G =(V1, El), where
V1 ={V,V2,...Vn} isasetof nodes and E, ={ee,,...e,} isasetof

edges.
The structure of procedures for possible actions is presented in the

form of a graph adjacency matrix H=(Vo, Ep), where
Vo ={V{,V5,...vn} is a set of nodes and E ={e,e,,....e
edges.

} is a set of

m
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For further scenarios construction, it is necessary to build a
graphical model which combines the hierarchy of the knowledge
structure of the subject area and the hierarchy of possible processing
actions. This model is presented in the form of a graph J (V,E)= G x
H, which is constructed based on the Cartesian product of graphs [3].
It is done based on the following correlation: V =V, XV, .

This model, built on the basis of Cartesian product of graphs,
differs from the existing ones as it combines the hierarchy of
knowledge structures and possible actions that are characteristic of
this analytical process.

This allows to build various data processing scenarios; optimize
possible scenarios; provide the analyst with information about
possible alternative solutions; increase the reliability of the search for
optimal analytical solutions in the hierarchical analysis of information
that determines the necessary knowledge.

The efficiency assessment of the search for the graph optimal path
can be defined as a cumulative assessment of the costs of work on
each of the nodes and an assessment of the costs of transition to the
next node moving from the initial node to the final node with the
determination of possible transition paths.

Without reducing the degree of generality, the model, which
considers the costs associated with both the aggregate estimate of the
costs of work for each node, and the estimate of the costs of moving to
the next node in the process of transition from the initial node to the
final one, can be considered as a model taking into account only costs
on the edges of the graph.

With doing so, the costs in the nodes will be included in the costs
of the edges of the graph:

B =t+r+T;+R; . ijeK

ty — time spent on each of k nodes, corresponding to the selected
path on the graph; r, — resources spent on each of k nodes,
corresponding to the selected path on the graph; k € K — node numbers
of the selected path on the graph; T;;— time spent on each of ij edges
of the graph corresponding to the selected path on the graph; Ry —
resources spent on each of ij edges of the graph corresponding to the
selected path on the graph; i,j € K- node numbers of the selected path
on the graph.

So the task of building the optimal scenario based on the
evaluation of its efficiency can be considered as the task of finding the
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graph shortest path, taking into account the costs at each step.

The sequence of actions for evaluating the quality of modelling of
the information analysis scenario can be stated as follows:

1. Selection of corresponding quality functions on the lower layer
of the nodes of the graph.

2. Analysis of connections between selected nodes and the nodes
of the next level, which are located higher in the model hierarchy.

3. Saving the edges corresponding to the found connections for
further analysis and use in search operations.

4. Iterating until reaching the search source at the top level.

5. Consolidation of all the collected edges and nodes of the graph,
which is built on the basis of the quality function, considered as a
request for information search.

6. Ordering of all paths along the constant graph according to the
quality function.

7. Analysis of the scenario model based on the selection of the
shortest paths with the minimum number of edges on the graph.

Conclusions

The test results show that the approach to scenario optimization
based on graphical description wusing typical scenarios can
significantly reduce the complexity and costs of constructing new
scenarios, which are more efficient according to the specified criteria.
This makes it possible to significantly simplify analytical activities
using typical scenarios for its optimizing.
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PosrsiHyTo  3aBmaHHA ~ MiABMINEHHS pIiBHSA  KiOep3axucry
indopmariitaux cucrem (IC) cekropy KpuTHYHOT iH(pPACTPYKTYpH
BiJl HECAHKI[IOHOBAHOI'O JIOCTYIy. BHSBIEHO TOJIOBHUI HENONIK
ICHYIOUHX MIIXOMB J0 aBTeHTH(IKAIl KOPUCTYBAYiB — IIOCHTHh
BY3bKUH MIXiA 10 (opMalizariii YHIKaIbHOCTI KOPHCTYBadiB Ha
erami peecTparii. 3amporoHOBaHO  OIOMETPUYHY  MOJEIb
kiaBiatypHoro niouepka (KIT) xopucrysauis IC, sika IpyHTYETBCS
Ha OCHOBI IHKCHepil TIOBEAIHKOBHX 3aKOHOMIpHOCTEH i3
MHOXWHH JocipKyBaHnx o3Hak KII 3 momanpimmmM ix ommcom
HEYITKUMU MpaBiiamu. [lependaueHo BUSBICHHS (QakTy apeidy
3HayeHb o3Hak KII kopucryBauiB IC Ha OCHOBI JuBepreHuii
Kynb6aka-Jleitbepa 3 MeTOO CBOEYaCHOTO —3a0e3leueHHs
MaKCHMAJTLHOT aJ1anTailii 6ioMeTprIHOT MOJIETI 10 KOpUCTyBava.
KnarouoBi cioBa: xibepbOe3neka, HECAHKIIOHOBAaHMI JOCTYII,
aBTeHTH(]IKALis, MOBEIIHKOBAa OIOMETpis, KiIaBiaTypHHH HOYEpK,
iHdopMaliiiHi cucTeMH, HeviTKa JIOTiKa, Ipel( AaHnX.

Beryn

IcHyroua TexHOJOrIYHA ecKaymalis y KibeprnpocTtopi 00yMOBIHOE
aKTyaJbHICTh HEMePEepBHOTO IIMBHIINEHHA piBHA Kibep3axucty IC
KpUTHUYHOI 1H(pacTpykTypH. [lepCrneKTHBHUM 3aBIAaHHAM Yy KOHTEKCTi
3a3HAYEHOTO € OpraHi3amis BHSBICHHS (HakTiB HECAHKI[IOHOBAHOTO
JocTyny 1o iHpopmaiiitaux pecypciB IC, po3roJiomeHHs SKUX MOXe
CTAHOBHTH 3arpo3y I HAIIOHAJBHOI Oe3rekn nepkaBw. [lopsia 3 M,
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icHyroui miaxoau 1o aBTeHTH(dikauii kopucrysauiB IC y mpoueci
KEpyBaHHS Ta PO3MEXYBaHHS IX JOCTYIy He 3/aTHI y IOBHIH Mipi
3a0e3neunTH Hale)KHUH piBeHb Kibepsaxucry IC, mpo mo cBiggaTh
YHCJICHHI ()aKTH HECAHKIIIOHOBAHUX BTPYy4aHsb [1].

OpHuM 3 HaOIBII e()EeKTUBHUX MUIAXIB BHPIMICHHS IaHOTO
3aBJaHHS € 3aCTOCYBaHHS METOAIB  aHaNi3y IOBEIIHKOBHX
OloMeTpmuHMX  XapakTepucTHK  kopuctyBauwiB  IC,  30kpema
xapaktepucTuk iXx KII, OCKINBKH JO3BONSIOTH  PO3Mi3HABATH
KOPUCTYBa4iB 3a IX YHIKQIGHUMH ITICBIIOMIMH CEHCOPHAMH 1
PYXOBUMH HaBUYKaMU, SKi MPAKTHYHO HEMOXIIHBO (anbcru(ikyBaTH

2]

Biomerpuyna  Mojenb — KJIaBiaTypHOro  mo4epka
KOpPHCTYBayYiB

Y  mepeBaxHii  OUIBIIOCTI  OOCHIMKEHb, SKi TPUCBIYCHI
3aCTOCYBAaHHIO METOJIB aHaji3y TIOBEHIHKOBHUX OiOMETpUYHUX
xapakrepuctuk KII  kopucryBawie IC  HemocTaTHO  yBarm
MPUAIIAETHCS 3aBIaHHAM hopmarizarmii YHIKaJIEHOCTI
(iHIUBIAyaTbHUX TiICBIAOMEX IOBEAIHKOBUX pHC) KopucTyBadiB 1C
Ta BUABJEHHs Qakry Apeiidy nanux ix Oiomerpuunux moneneit KII,
10 HEraTMBHO BIUIMBA€ HAa aJeKBATHICTh JaHUX MoOJeNel, 1 sK
HACJIJIOK HE JI03BOJISIE 3IIHCHIOBATH aBTEHTH(IKAII0 KOPUCTYBadiB
IC i3 BUCOKOIO TOCTOBIPHICTIO.

Jlis  yCyHEHHsS — HEAONIKY  HEeIoCTaTHhoi  (opmaizarii
VHIKQJIBHOCTI KopucTyBada y poborax [1,3] 3amponoHoBaHO
3actocyBaHHs OiomeTrpuanoi Mogeni KII Ha OCHOBI HEYiTKOI JIOTIKH,
CYTb KO TIOJISITA€ Y BU3HAUEHHI 1T0YaTKOBOro mpocropy o3Hak KII (d
— JauHaMika JpyKy, tg — WIBHAKICT JpyKy) 1 QopMyBaHHI
noxarkoBoro  mpocropy o3Hak  KII  Ha ocHOBI  BusBIICHOT
3aKOHOMIPHOCTI 31 CTaTUCTHYHOTO HaOOpy 3HAYeHb TPHUBAJIOCTI
yTPUMaHHs t] KIaBilll KJIaBiaTypu IIijl 4ac BBEJEHHS KOHTPOJILHOIO
TEKCTy JUIsl KOXHOTro repcoHigikoBaHoro ineHtndikaropa IC. Taxk,
3I1MCHIOEThCS 100y J0Ba BapialiifHOi KPUBOI TPUBAJIOCTI yTPUMAaHHS
t{ KiaBill KiIaBiaTypH KOPUCTYBa4eM UL MOJAIBLION JEKOMITO3HUIIT
Ha 10 dYacoBMX BIKOH (KUIBKICTP YacOBHX BIKOH BH3HA4EHO, SIK
cepeHil yac BBEJCHHA KOHTPOJIBHOTO TEKCTY (TIapoiro) y OIIbIIOCTI
BIIKpUTUX Habopax MaHWX). 3aKIIOYHUM eTanoM € (OopMyBaHHS
O6iomerpuunoi wmozenmi KII kopucryBawa IC mmisxoMm ommcy
orpuManux o3Hak KII HeYiTKMMHU JIHTBICTHYHUMH TepMaMH. Y
BIIMOBITHOCTI J10 3a3Ha4YeHOro0, OioMeTpruHy Monenb KII kopuctyBada
IC Mo>xHa npeIcTaBUTH HACTYITHUM aHAJTITHIHUM BHpa3oM [1]:
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.uui = (Sstart = {d, ts} U Sadd = {t{v' 't%}) -
{d, ts, t7', ..., t10}, (1)

e Sgtqre — TOYATKOBHHA O3HAKOBHU MPOCTIP, Syqq — IAOTATKOBHUMA
O3HAKOBHH MPOCTIp, t}” — 4acoBe BiKHO.

Bubip mizxomy no anamizy KII kopucryBaua IC Ha ocHOBI
KOHTPOJILHOTO (Hamepes BUBUEHOTO, JIOBEAEHOTO 10 aBTOMATU3MY)
TEKCTY OOYMOBIICHO 3aKOHOMIpHICTIO HOTO BiATBOPEHHS ONHM3BKIMH
sHadeHHsmMu  KII. KpuBa TpuBamocti yTpuMaHHs t] KiIaBim
ki1aBiaTypu kopuctyBaueM IC mig uac BBeAEHHS KOHTPOJIBHOTO
TEKCTy JO03BOJISE ONUCATH MIBUAKICTH ii 3MiHU (T€OMETPUYHHUI CEHC
mudepeHnitoBaHH (QYHKIIH) HEYITKUMH MpaBWIAMH Yy YacOBHX
BikHax t}’,, (TEepM-MHOXXHHH: 3pOCTaHHS Yy Trpaaycax (BHCOKe,
cepeniHe, Malie); criajaHHs y Tpagycax (BUCOKE, CepeHE, Maje)), 1o Y
CBOIO Yepry JO3BOJISIE BpaxyBaTH NEBHY BapiaTuBHICTh 3HaueHb KII
kopuctyBaua [C. Tak, MHOXMHA BXiJHHX JIHTBICTHYHHX 3MIHHHIX
HEYITKOI MOJENi — O3HAaKOBMH MpOCTIp OiOMETPUYHOI MOAEM [y,
BUXiJIHA JIHIBICTUYHA 3MiHHAa — TepcoHidikoBaHuil ineHTH}iKaTOp
kopuctyBaya IC.

Jus cBoewacHoTo BUsBICHHS Apeiidy manmx (Data Drift — 3mina
CTaTHCTHYHMX BIJIACTUBOCTEH HaBYaJIbHOI BHOIPKHM) 3aIIpPOIOHOBAHO]
oiomerpuunoi mopmenmi KII, sk Hacmimok 3miHm 3HaueHb o3Hak KII
kopuctyBadiB IC (3 9acom MBHAKICTH (pUTM) HabOPY TEKCTY MOXKeE
3MEHIIYBAaTUCh (301MbIIyBaTHCE)) y poboTi [4] 3ampormoHOBaHO
3acTocyBaHHs muBepreHnii KympOaka-JlefiObnepa, Takox BigoMoi sK
BITHOCHA CHTPOIIis,, SiKa OOYHCIIIOETHCS HA OCHOBI aHAIITHYHOIO
Bupazy (2). [HmmMmu cioBamu — 1e Mipa, IO J03BOJISE BHU3HAYHUTH
3HA4YeHHS BIAMIHHOCTI iH(opMamiifHOi eHTpomii oJHIET MHOXXHWHH Bij
EHTPOIIii iHII0{ MHOXHHH.

KL(P Il @) = P(X)log(P(x)/P(x))  (2)

Tak, Ha ocHOBI (2) 3aiiicHIOETECS TIepiouYHEe (HE MEHIIE OJJHOTO
pasy B KBapTad) OOYMCIICHHS 3HAYCHHS BIJMIHHOCTI/CXOXKOCTI
pO3MOAiNB  HaByambHOI  BUOIPKM MoOJeNi Ta  HAaKOIHWYEHOTo
CTaTHCTHYHOTO HA0Opy MIaHUX BBEJICHHS KOHTPOJBHOIO TEKCTY
kopuctyBadem IC 3acobamm nuBeprenmii Kynpbaka-Jleiibnepa 3
METOIO peai3allii CBoe4acHOT'0 JJOHaBYaHHS (aJanTariii) Moaedi.
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BucHoBku

Takum uuHOM, 3amponoHoBaHo OiomeTrpuuHy Mognens KII
kopuctyBauiB IC Ha OCHOBI HEYITKOi JIOTiKM, NOOYIOBa SKOI
0a3yeThcs Ha BIEpIIE OTPUMAaHiM HewiTkiii MHOXWHI o3Hak KII y
pe3ynbTaTi AEKOMIIO3HUIIT 3HaiiIeHOi MOBENIHKOBOI 3aKOHOMIipHOCTI
Ha CTaTHCTHYHOMY HaOOpi BBEOCHHS KOHTPOJIBHOTO TEKCTYy, SKa
ONKCYy€e YHIKANbHI TIOBEIIHKOBI PHCH KOPHCTYBAa4iB HEUITKIMH
MpaBWIaMH. 3aCTOCYBaHHS JAaHOI MOJENi JIO3BOJSE IIiBUIIHTH
JIOCTOBIPHICTD TPOIEIypH aBTCHTU(]IKAIIl y Tpoleci KepyBaHHS i
pO3MEKyBaHHs JOCTYILY KOPHCTYBaYiB IC KPUTUYHOI
iHppacTpyKTypH.
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KACKAJIHA OPTAHI3ZALIISI Y3ATAJILHEHOI
ONTUMIBALIIHOI MOJEJI BUPOBJIEHHS,
PO3IOJILTY, MIOCTAYAHHS I CIIOKUBAHHS
PECYPCIB

O.T'. Jlononos’, A.L Kyssmuuos® , }0.B. Uepuernpka®
YncturyT npo6em peecrpaii indopmanii HAHY, Kuis, Ykpaina
-1 eHeprosoepesxeHHs Ta enepromenekMeHTy KIII im. Irops
Cikopcbkoro, Kuis, Ykpaina
dodonovua@gmail.com, akuzmychov@gmail.com, j.chernetska-
iee@lll.kpi.com

Po3pobiena 1 mocmipkeHa HAa KOHKPETHHX TIPHKIanax 3
npoOJeMaTUKA  BUPOOJCHHA 1  PO3MOALTY  OOMEXKEHUX
CHEePropecypciB ONTHMI3alliiiHa MOJIEINb, 13 JEKIIBKOX PI3HUX
3a MOCTaHOBKOIO 33/1a4 IPO MEpPEeXeBi NOTOKH, Ma€ KacKaaHy
OpraHizalliiHy CTPYKTypy 13 y3arajJbHCHOI  I[JIbOBOIO
¢yHKi€ro.

Kawuosi cioBa: MepexeBa onTuMizailis, y3arajibHeHi (3
BUTpaTaMM) 3ajadl Npo MOTOKH, KackagHa ONTHUMi3aliliHa
CTpaTerisl.

Crierpikoro peanbHOI SHEPTeTHKH € KOMIUIEKCHE BHKOPHCTAHHS

MEBHOTO pecypcy, CKa)XiMo, MOTOKIB BOIH, y PI3HHX CIPSDKESHHUX
MEpPeXKEBHX  CTPYKTypaxX,  BIIMOBITHO, BHHUKAE  Ipoliema
KOMIUIEKCHOTO PO3PaxyHKy IIOTOKIB pI3HHX pPECypCiB 3 METOI0
JOTPUMAaHHS HOPMAaJIbHUX YMOB eKCIUTyaTalii eHepreTH4HOro
0o0naIHaHHS Ta BiAMOBITHUX KOMYHIKaITiH.
Jts mocmimpkeHHs X TMpoIieciB 30y J0BaHa ONTHMI3aliiHa MOJIENb 32
KacKaJHOI0 CXEMOIO, sKa II€BHMM 4YHHOM BIJIIOBIZAa€ KacKaiHIi
oprasizaiii CHCTEMH pPECypCHOrO 3abe3meueHHs  BiAMOBiTHHUX
TEXHOJIOTiM TreHepamii, po3moairy 1 cnoxuBanHs [1]. Mera:
JOCHIIJKYBAaTH CHTYyallii, KOJMM 3-3a NeiuuTy MEBHHX pecypciB 4u
MEpPEBHIIIEHHS. HOPM Yy By3JIaX BHHUKA€E JIOKaJbHA aBapiiiHa CUTYyallis,
HACIJKM SKOI, 3TiHO Kackaly, IMiJICHIIIOIOTECS 3-3a BaroBHX
XapaKTEepUCTHK Jyr 1 PO3MOBCIOJUKYEThCS MeEpexero, HalOyBaroun
3aBUILEHNX BJIACTUBOCTEH CKJIQJIOBHX CHCTEMH 13 PI3HHUX CHUCTEM [2,
3].

B Teopii [4] kackamHa cTparteris Tmepembadae IOCIHiTOBHY
CTPYKTYPY BIATIOBITHUX MOIYIJIB i3 IPOrpaM i1 TaHUX SK 3aBEPIICHUX
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¢a3 um eramiB, 60 kackamna wmoxens (waterfall model) imitye
criazalouni, 0e3 MOBEPHEHHS YBEpPX, BOAHUII MOTIK, aje B IPOBEICHUX
HaMH MOJEJBHUX JOCHIDKEHHSX BJANOCS peali3yBaTh JEIIo
CKJIQJIHIII KOHCTPYKLii, /€ INyKaHl 3HA4YCHHS IIOTOKIB Yy pI3HUX
3aJa4ax OO0’€KTHBHO Y3rOJDKYIOTbCS B Mexax yciel mozenmi, Mo
HaONW)Kae y3arajJbHEHy MOJENIb JI0 pEaTbHUX TEXHOJIOTTYHHUX
TIPOIIECIB.
3rigao [5], mpakTHYHWIA [OOCBim peami3amii KackagHOI CTpaTerii
NnoOyNOBH CKJIAIHO OPraHi30BaHMX MOJCIIOKOYHX CHUCTEM 3MYLIYE
3aCTOCOBYBAaTH  IPOTPAaMHO-TEXHIYHI ~ KOMIUIEKCH i3  KUIBKOX
OINITUMI3aTOPIB, B3aEMOMISA SKUX YCKIATHAETHCA 3-32 BHUMYLICHOTO
BUKOPHCTAHHSI y3TrO/DKYIOUHX 0a3 TaHuX.
Y MoJenbHUX po3paxyHKax, Mpo L0 HAETHCS, BAAIOCS CKOPUCTATUCS
OJTHUM ONTHMI3aTOpPOM, Mifi KOHTPOJIb SIKOTO MOCTABJICHO Y3rO/KEHY
CYKYITHICTh KUIBKOX ONTHUMI3aI[ifHUX 33734 i3 iXHIMU MOCTaHOBKAMH,
BXO0JIaMH, TUIIAMHU BHXO/1iB, OOMEXEHHSIMH 1 IIJIbOBUMHU (QYHKIIISIMH.
VY mpukiagax ysarajlbHeHa MepekeBa CTPYKTypa CKIAJAEThCs 13
TEXHOJIOTIYHHX MepeX TOCTadaHHs, TeHepallii, po3momiry i
CIIO)KMBAHHS CHUPOBHHHUX Ta 3r€HEPOBAHMX CHEPreTHYHHX PECcypciB
3a 33JIaHUMH JaHUMU TPO BIAMOBIMHI MPOIO3MIIi 1 IOMHT, KOXHA
CKJI[IOBA MPEACTABICHA ONTUMI3aLifHOK MOJIEIUTIO MOLIYKY 3MiHHHX
pillIeHb 3a BiIMOBITHIMH IX THUIIOM, 0OMEXEHHIMH 1 KPHTEPIieEM.
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CTPYKTYpH yrmpaBiiHHsI. MO/IEIIOBaHHS Ta Bi3yaisailis 3aco0amMu
Excel. K.: Bux-Bo Jlipa-K, 2021. 297 c.
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®OPMYBAHHS TA JOCJIIKEHHA JUHAMIYHUX
MEPEX TEPMIHIB

0.0. Jimurpenko™?
! TucruryT npo6nem peectparii inopmanii HAH Yxpainu, Kuis,
Ykpaina
? HamionansHuii Texniunmit yaisepcuter Ykpainn "Kuicokuit
noiTexHiuHuH iHCTHTYT iMeHi [ropst Cikopcepkoro", Kuis, Ykpaina
dmytrenko.o@gmail.com

Y miii pobOTI TOCHIIKYEThCS MUHAMIKA BaroBHX 3HAYCHBb
BY3JIiB y MEpekax TepMiHiB, OTPUMAHUX HA OCHOBI JMHAMIYHO-
PO3LIMPIOBAHOT'O TEKCTOBOTO KOPITYCY.

KarouoBi cioBa: aMHAMIYHO-PO3IIMPIOBAHUI  TEKCTOBUI
KOPITyC, MEpEKa TEPMiHIB, JMHAMIKA BATOBUX 3HAUYCHD.

Beryn

BusiBnenns iHpopMaIiiiHuX BKHIIB € Ba)XIIMBUM KOMIIOHCHTOM,
oo BIUIMBAaEe Ha iHpopMamiiHy Oesmeky. B mpoMy mocmimkeHHI
MPEJICTABIICHUI allrOpUTM, 3a pe3yibTaraMu POOOTH SKOTO MOXKHA
3MIACHUTH aHaNi3 JMHAMIKA BaroBHX 3HAYCHb BY3JIB Y MeEpexax
TEpMIiHIB Ha OCHOBI JIMHAMIYHO-PO3LIMPIOBAHOTO  TEKCTOBOI'O
KOpITyCY.

Memoio yici po6omu € NpeNCTaBUTH HOBHH MIAXIJ JUIs aHAJI3y
MEpeX TEPMiHIB, OTPUMAHUX Ha OCHOBI JWHAMIYHO-PO3ILIMPIOBAHOTO
TEKCTOBOTO KOPITYCY.

AJITOpUTM

Hexait € pmeskuit indopmaniiianit notik d;, i = 1,N, ne N —
KUTBKICTh TEKCTOBHX JOKYMEHTIB. AJITOPUTM MOOYAOBH ITHHAMIYHOL
MepesKi TEPMiHIB CKIIQIAETHCS 3 HACTYITHUX KPOKIB:

Kpoxk 1. Hexail nepmmii 1okymeHT d; y NOTOLi d; € TIEPBUHHUM
JUIsl TIeBHOI CyKynHOCTI TekcTiB T, mo ¢popmyersest (T; = dy). dust Ty
(dhopMyeThCsl HalpaBjieHa 3BajkeHAa Mepexa TepMiHiB (G;, METoauKa
K0l TpezcTaBieHa y poboti [1]. Otpumana mepexa TepmiHiB G; €
MEPBUHHOIO MEpeXker, Al Kol (IKCyeTbes CIHMCOK KIFOUOBHX
TEpMiHiB Ta iX BaroBux 3HaueHb — GTF.

Kpok 2. CykymHicts TekcriB T;, OTpUMaHa Ha MONEPEIHHOMY
KpOLIi, PO3LIMPIOETHCS 3aBJSIKH J0/IaBaHHIO HACTYITHOTO JOKYMEHTA 3
notoky d;: Tiyq = T; + d;. B pesynprari Oyne OTpUMaHO HOBY
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CYKYNHICTH TeKCTiB T;,q i Kol (OpPMYyeThCs HOBA HaIpaBieHa
3BaKCHA Mepexa TepMiHiB G;,, 3 YpaxyBaHHSIM HOBHMX BaroBHX
3Ha4YeHb BUOKPEMJICHHX KJIIOYOBUX TepMiHiB. [ly1s1 oTpuMaHoi Mepexi
(IKCYETBCS HOBHIl CIIMCOK KIIOYOBMX TEPMIHIB Ta X OHOBJICHHX
Barosux 3HaueHb — GTF.

Kpoxk 3. Kpok 2 noBToproeTses, nonoku { # N.

Jami nans KOXHOTO KITIOYOBOTO TepMiHa i3 3a(ikcoBaHOTO Ha
OCTaHHBOMY KpOIli CHHCKY KIIOYOBHX TEpMiHIB OyayeTbes Tpadik
IUHaMiku BaroBoro 3HadeHHS GTF okxpemoro TepMiHa B 3aJI€XKHOCTI
BiJl pO3NIMPEHHs CYKynHOCTi TekcTiB T; Ha KoxkHOMY Kpoi i = 1, N.

BucnoBku

3anpornoHOBaHUN aNrOPUTM JOCHIIKEHHS JUHAMIKH BaroBHX
3Ha4YeHb BY3JIiB Yy Mepexi TepmiHiB. Lleil anmroput™M Moxe OyTh
BUKOPHUCTAHUI Ul TOKpalleHHS iH(POPMAIiHHOI Oe3MeKH IUIIXOM
BUSIBJICHHS 3HAQYHUX 3MiH Yy BaroBMX 3HAUYCHHSX BY3JIB MeEpexi
TEPMIiHIB.

JlirepatypHi x:xepesa

1. Lande, D., & Dmytrenko, O. Creating directed weighted
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IEEE 2nd International Conference on System Analysis &
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MOJIEJIFOBAHHSI HAJTAIUTYBAHHA ITIJI-
PEI'YJIATOPA 3A JOIIOMOI'OIO TEHETUYHOI'O
AJITOPUTMY IO BATATOKPUTEPIAJIBHIN
IIJTbOBINA ®YHKIIII IS KEPYBAHHS
HECTIMKUMH OB’EKTAMHU

J.I1. Kygepos, O.M. IlommwuBaiino, I.B. MuponrHndeHko
HarmionaneHuii aBianiitanii yHiBepcuteT, M. KuiB, Ykpaina
d_kucherov@ukr.net, o.poshyvailo@gmail.com,
ignat.mir@gmail.com

Posrasinaerses 3aja4ya HaJlalTyBaHHs perymisropa
npomucioBoro tumy, a came IIIJ[-perymstopa, skuili Mae
JIeKiIbKa THapaMeTpiB, a caMe Koe(illieHTH NpOonopuiiHoi,
inTerpangpHol Ta AudepeHuiiiHoi manok. B mocmimkenni TT1/1-
pEryJisTop 3aCTOCOBYETBCS UIi  KEPYBaHHS  HECTIHKUM

84



00’eKTOM 3 HemiHiiHOW auHaMikoro. CTaBHTbCA 3amada
BiACTEXXKEHH BX1JHOTO CUTHAIy 3 MiHIMaJIbHUMU
MePePEryIOBaHHAM, MMOMHJIKOK Ta YacOM BCTAHOBICHHS. B
CTaTTI HABOIATHCS MApaMETPH QITOPUTMY Ta pPE3yJbTaTH
MOJIC/IIOBAHHS. 3  BUKOPUCTAHHS  CY4acHOi  TEXHIKU
MOJIC/IIOBAHHS ~ CHCTEM  ABTOMATHYHOTO  VIPABIIHHA Yy
(hazoBOMY TIPOCTOPI.

Kawuosi caoBa: [IIJ[-perymarop, TEHETHYHHH aJTOPUTM,
00’€KT ympaBIiHHA, UTb0BA (PYHKITiSA

Beryn

VY kepyro4oMy KOHTYPI, SIKUil OXOTUICHHI 3BOPOTHUM 3B'SI3KOM JJIst
MiJABUIIEHHS CTa0UIBbHOCTI 1 TOYHOCTI MAil TEXHIYHOI CHUCTEMH,
3HAllUIM TOIIMpPEHEe BUKOPHCTAHHS TaK 3BaHI MPOMOPIIHHO-
interpanbHo-audepenuitoroui  (IIIJI) mnpuctpoi, ski  GopmyroTh
NOTpIOHUI curHan kepyBaHHs. Buximauii curnan I11/]-perynsitopa €
CyMOI0 TppOX JomaHKiB. KokHa ckiajmoBa  BinmoBimae 3a
KOMIICHCAIIII0 IOMHJIOK y CTATHIHOMY (TIPOTIOpIIiiiHa Ta iHTeTpaIbHA
CKJIaOBi) Ta JAWHAMIYHOMY peKuUMax (HampuKiIan, 30ypeHHS)
MepexiHOTO Tporecy (AudepeHIiiiina cKragoBa).

OCHOBHOI0 TIepeBarol0 IiX MpPaKTHYHOTO 3aCTOCYBaHHI €
HE3QJICXKHICTh BiJl MAaTEMAaTHYHOI MOJENIi KepOBaHOro 00’ekra. AJie
Npy 1IbOMY BHMHHKae mpoOiieMa MION0 BCTAHOBJICHHS IapaMeTpiB
peryisaTopa, BUpIIIEHHS $SKOI BUMara€ TOHKOIO HaJallTyBaHHS
CHCTEeMH KepyBaHHsS B yMOBax HeINiHiiiHOI Maremarn4Hoi Mojedni
kepoBanoro 06’ekra [1]. TTapamerpu I11]] € He3aneKHUMH, ajie 3MiHa
onHoro KoeQilieHTa 3aBXAM BIUIMBAE€ Ha IHIII, TOMY 3aBJaHHS
HanmamtyBaHHs  [1I[]-perynsitopa BupimyeTrbcs —iTepamiiiHo 3a
EKCIIepUMEHTAILHUMH METOJIaMH, 32 SKHMH 3IHCHIOEThCS TepeBipKa
JMHAMIKH CHCTEMH «PEryJIsiTOpa-o0'eKT yrnpaBimiHH [2].

OmHuM 3 MiAXOAIB, IO MOXe OYyTH BHKOPHCTaHUM JIO
HajamtyBaHHs cuctemu [1IJ[-perymsitop — 00’€KT ymnpaBiiHHSA 3a
MIHIMyMOM MOMMWJIKM CHCTEMH KEpyBaHHS MOXYTb OyTH T€HETHYHI
anroputmu (I'A) [3, 4]. Lli anropurmu 3a3BH4aii BAKOPUCTOBYIOTHCS B
HayIli Ta TEXHIIl SK aJaNTUBHI A BUPIIEHHS MPAaKTUYHUX 3aBIAHb.
Ha BigMiHy Bix TpaAMIifHHX METONIB CTOXACTHYHOTO IOIIyKY, ['A
BUMAarae momyJIsilii o4aTKOBUX HaOIMKEHb 10 pimenHs [5].

Oco0auBoOCTI peatizamii reHETHYHOTO AJTOPUTMY

HanamryBanna IIIJ[-peryndaropa € CKIagHUM 3aBJAHHSIM,
Koe(ILiEHTH SKOTo MO-Pi3HOMY BIUIMBAIOTH Ha NepexigHuii npouec. B
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TaKOMY pa3i BHHHUKAae 3aBJaHHs OaraTonapaMeTpHyHOl ONTHUMi3alil
(nmanepen HeBigomux napamertpis I11/{-perynstopa) mis po3B’s3aHHs
OaraTokpuTepiaabHOI 33134l (0HOYACHOTO 3a0€3MeUCHHS MOKa3HHUKIB
MEepEeXiTHOTO TPOIEeCy), SKEe HE MOMIJIMBO BHPIIIUTH KIACHYHUMH
MiIX0JaMH Ta CTalOTh JOPEYHHUMH EBPUCTHYHI METOIH, IO SKHX
BIZIHOCUTBCS MpOLieypa reHeTHyHoro anroputmy (I'A).

Ha mepmomy kpormi 3actocyBaHHs mnpouenypu ['A BBOAHTHCS
BUTIAIKOBUI XpOMOCOMHHI Ha0ip, AKi HOB’SA3yIOTh 3 IapaMeTpaMu
MIO-perymaropa, epekT mii SKUX Ha CHUCTEMY HaIali OLIHIOETHCA.
Ilicms  3aBepumIeHHS  MOJICNIOBaHHSA  MAaHIMyJIIOBaHa  3MiHHA
ABTOMATHYHO TOBEepTaeThCcs M0 I'A, a BHOpaHMA KPUTEPid TTOMIIIKA
BUKOPHCTOBYETBCSL [UIsl OI[HKM TNPOAYKTHBHOCTI Ta BU3HAYCHHS
3HAQ4YEHHS NPHUJATHOCTI Li€l XPOMOCOMH Uil MOJAIBIIOIO IOIIYKY
napamerpiB  [IlJ]-perynsropa, mo  37aTHi  3aJOBOJILHUTH
KOHCTPYKTOPA CHCTEMH.

[MponykruBHicTh ['A OILIHIOETBCS 3a LUIbOBOK (YHKIEW |, sika
BpPaxoBYy€ IEPEryJIIOBaHHS, MiHIMalbHE 3HA4YE€HHS CEpPEeIHBOTO
kBagpata momumnkn (MSE) BigmpamroBaHHsA BXiZHOTO 3aBAaHHS 1
TPUBAJIOCTI IIEPEXiHOTO TPOIIECY, IKY MOXKHA IT0JIaTH BUPA30M

l=a-OS+fS-MSE+y-T,

ne OS — mepeperymosanns, MSE (mean squared error) — cepenmiii
KBaJpaT TOMHIKH, T, — TPHUBATICTh MPOIIECY PETYIIOBAHHSA, TOOTO
KOJIW BHIXiJIHA BEJHYMHA y JOCSATHE BCTAHOBJCHOTO 3HAYCHHS Y.
[HIII TO3HAYEHHS: Yiyax — MAKCUMAJIbHE 3HAYCHHS BUXIHOI BEIMYHMHU;
o, B, vy — BaroBi Koe(ii€HTH, II0 BHU3HAYAIOTH BKJIAJ KOXKHOTO
JIOJJAaHKY y 3arajibHy MPOyKTUBHICTH ['A.

Tpagunitino ['A Birowae Taki eramu: BifOip abo cemlexiro,
CXpCIyBaHHS,  MYTAIlifo, OIIHIOBAaHHI  SKOCTI  OTPUMAHOTO
XpOMOCOMHOTO  Habopy 1, SKIIO KpWUTepiii 3YNMMHKH  He
3aJJOBOJILHSETHCSA, mpoleaypa ['A  IOBTOPIOETBCS — BU3HAUYCHY
KIJIbKICTh pasiB.

B po3pobneHOMY anropuT™Mi BCTAaHOBJICHA MAKCUMAaIbHA KUTBKICTh
reHepanii HoBoro TokomiHHS P. Benmka xinpkicTh iTeparriid
MPU3BOANTE 0 HEBUIPABIAHOTO 3POCTAHHS Yacy POOOTH aJrOpuTMy
NP OTPUMAaHHI MOBTOPHOIO PE3yJbTATy, IO MOYKHA TPAKTYBATH SIK
3aIMKIICHHS y JOKATbHOMY MiHIMYMi.

Ilicns imimiamizamii Habopy XpomocoMm, MmO ckiagaroThes 3 N
0COOMH OO0paHHWX BHUMAJKOBHM YHWHOM, BiIIOYBAa€ThCS CEJICKITis.
Omnepaiiss cxpenlyBaHHsS NPOBOAWIACS 32 HANOUIBII BIAIUAM IS
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MOMIYKY ONTUMYMY (DyHKLIi 0aratboX NIHCHUX 3MIHHUX HPUHLUIIOM
apu(pMETHYHOTO CXPELIyBaHHSI.

B anroputMi BHKOpHCTaHA HEPIBHOMIpHA MyTalis s i-ro reHa.
Myramii miararoTh BCI XPOMOCOMH, SKi HE 3aJOBOJIBHSIOTH
3a3Ha4e€HOMY piBHIO 1boBoi (QyHkuii. Ha ocranHpomy erami
ITOPUTMY BifOyBaeTbCsi (opMyBaHHS HOBOro mnokoisiHas. 11106 He
BTPATHJINCS HaMKpalli XpOMOCOMHM, BOHH I'apaHTOBAaHO BXOJISTH JO
HOBOI MoIyJrsALii. 3a3HaueHa MOCIiIOBHICTH ONepalliii MOBTOPIOETHCA,
IOKH alNropuT™M He Oynme BBaxaTtHcs 30DKHHM. Jlisi anroputMy
NPHUITUHAETBCA, SKIIO OyIe 3aJ0BOJICHA BH3HA4YCHa NPOIYKTHBHICTH
a0, sxmo OyAyTh BUKOHAHO yCi MpHW3HAYCHI reHeparii moKoiiHb. B
OCTaHHbOMY BHUIIAJIKy OOMPA€ETHCS XPOMOCOMHUI Ha0ip 3 HAHKpPaIIO0
MPOJYKTUBHICTIO.

B mpuknani MopentoBaHHS PO3TISNAETHCS HECTIHKUI 00 €KT
YIPaBJiHHS, IO Ma€ JBOKPATHUH HYJIBOBUI KOPIHb 1 ONUCYETHCS
cHCTEMOIO M epeHIiHHUX PIBHSHB MEPIIOTO TOPSAKY.

O0’exr crabinizoBanuii I11/]-perymstopom. Ha napamerpu I11/I-
perynsTopa HakJaJeHi oOMEXEHHs y BUIVISAI HIDKHBOI Ta BEpXHBOI
rpaHuLi napamerpiB. Ha BXiJ cHCTeMH MOAAEThCS CTaHIAPTU3OBAHUI
OJTMHUYHUI CUTHAT y BUTISII CXOAUHKH, TOOTO I(t)=1(t).

BucnoBok

B nonoBiai mpencraBieHo TexHosoriro peamizamii [A g
HanamtyBaHHs napamerpis [11J]-peryssitopa st Hectiiikoro 06’exra,
10 Ma€ KpaTHI HYJbOBI KOpPEHI XapaKTePUCTHYHOTO PiBHSIHHSA. SIK
uinboBa (yHKIis BHKOpUCTaHa OaraTonapaMeTpuyHa (QYHKIS, sKa
BKJIIOYA€ II€PEperyyioBaHHs, CEpeAHIl KBaJpar IOMHJIKM Ta
TPUBAJIICTh  TEPEXiJHOrO  Tpolecy.  3araybHe  IiJBHIICHHS
HaJIaITYBaHHs TOPIBHSIHO 3 anroputMoM 3iraepa-Hikonbca ckianae
6%.
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FRAMEWORK FOR DETECTING OUTLIER AND
UNKNOWN DATABASE INTRUSIONS

Mykhailo V. Kolomytsev, Svitlana O.Nosok, Oksana V.Tsygankova
National Technical University of Ukraine “Igor Sikorsky Kyiv
Politechnic Institute”, Kyiv, Ukraine

This article presents a comprehensive framework designed to
detect anomalies in the actions of users of relational databases,
and focuses primarily on detecting insider threats. The
framework uses a new methodology that employs machine-
learning algorithms for reliable and efficient detection. The
architecture, parameter selection, and experimental validation
of the proposed framework were discussed in detail.

This study solves the critical problem of internal threats that
lead to unauthorized access, theft, or modification of
information in the database. Anomalies in the time series of
user activities, such as unusual spikes or changes in access
patterns, are indicators of potential threats.

Keywords: Anomaly detection, insider threats, relational
databases, Isolation Forest algorithm, information security,
machine learning.
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Introduction. This paper presents a comprehensive framework
designed to detect anomalies in the activities of relational database
users, with a focus on combating insider threats. The framework
combines advanced machine-learning algorithms and a new
methodology to provide a reliable solution for evolving database
security problems.

Background and motivation. The constant threat of insider
attacks that lead to unauthorized access, theft, or modification of
information in databases necessitates the use of innovative approaches
for anomaly detection. The proposed scheme is based on the analysis
of time series and allows the use of distinctive characteristics of user
activity patterns to detect subtle deviations that may indicate the
presence of malicious intent.

Literature review. An overview of anomaly detection methods is
presented, ranging from traditional statistical methods to modern
machine-learning and deep-learning approaches. Particular attention is
paid to problems associated with insider threats when anomalous
values can be very similar to normal values, which require the use of
specialized algorithms. The analysis allowed us to identify the
characteristic features of insider activity [1,2], formulate the features
of the problem of detecting insider activity [3], and choose the optimal
algorithm for searching for anomalies [4].

Architecture of the proposed framework. This paper describes
in detail the architecture of the proposed framework, including key
components, such as data analysis, algorithm selection, and parameter
optimization. The Isolation Forest algorithm was chosen because of its
efficiency when working with large datasets, low memory
requirements, and adaptability to different types of data. The
architecture of the framework is illustrated by a logical flowchart that
provides a clear idea of the sequential steps involved in the anomaly
detection.

Methodology. The methodology is described, including data
preparation, model training, and the application of the trained model
to data validation. Specific steps include loading data into memory,
normalization, transformation of categorical features, and splitting
data into training and test samples. The parameters of the Isolation
Forest algorithm, including the number of trees, tree depth, and
sample size, were carefully selected to ensure a balance between the
detection quality and computational efficiency.

Experimental analysis. An experimental analysis is conducted
using the generated datasets to confirm the effectiveness of the
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system. The datasets were carefully selected to model realistic
scenarios, and they manually included anomalous values. To evaluate
the effectiveness of the algorithm in comparison with "real” detected
emissions, we used metrics such as the precision, recall, and F1-score.
The experimental results confirmed the system's ability to detect
anomalous behavior with high accuracy and recall.

Real-world applicability and customization. The applicability of
the framework to real-world scenarios is discussed, emphasizing the
need to adapt it to specific database systems. This article highlights
the existing features in popular database management systems, such as
the MS SQL Server, which can be used for implementation. Third-
party tools for additional customization for specific use cases were
also considered.

Conclusion and future prospects. In conclusion, the proposed
scheme offers a new and effective approach for detecting anomalies in
the actions of relational database users, particularly in the context of
insider threats. Comprehensive methodology, experimental validation,
and architectural solutions significantly contribute to the field of
information security. Although the framework shows promising
results on benchmark datasets, it is recommended to study its behavior
in practical real-world database environments in the future. This
framework opens up opportunities for improving database security
and is positioned as a valuable tool in ongoing efforts to combat
insider threats.
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IHO®OPMAIIIMHA TEXHOJIOI'ISI HETUITI3OBAHOI
OBPOBKHU IH®OPMAIIII

Maxkcnm Konosarmok', Oser Z[MPITpCHKOl’Z
"Hartionanprnii TexHidHmit yHiBepcHTeT Yipainn —KuiBchKit
noJiTexHiyHuH iHcTHTYT iMeHi [ropsa Cikopeskoro, Kuis, Ykpaina
’[acTrTyT Ipobiem peectparii iHpopmanii HamionansHoi akagemii
Hayk Ykpainu, KuiB, Ykpaina
konovalyuk@gmail.com, dmytrenko.o@gmail.com

VY cydacHOMy mporieci po3poOKd HPOrpaMHOro 3abe3ledeHHs
JIOBOJII YacTO IMOCTAIOTh 3afadi OoOpoOkHM iH(opMmarmii, sKa
30epiraeTees y 6a3i JaHWX, Taki K Omeparii mo 30epeKeHHIO,
OHOBJICHHIO Ta 3YUTYBaHHIO iH(popMamii 3 0a3u MaHHUX, Tak
3pani omepamii Create Read Update Delete (CRUD). B
OinbpLIOCTI BHMOANKIB peaizalis MogiOHUX onepauid He
notpedye CYTTEBHX 3YCWJIb BiJ MPOrpamicTa Ta HOCHTH
31e0UIBIIOr0 PYTUHHUA TEXHIYHUI XapakTep, OCKUIbKH,
(yHKIIOHAN, [0 peaNi3yeThbCcs HE € OPUTIHAIBHUM. [HIIUMH
ciaoBaMu, Oi3HeC JIOTiKa 3a3BUYail CITIBIAJA€, BIAMIHHICTH
HoJisirae JIMNIe y TOMY, SIKOK iH(OpMaLi€ro OmepyroTh, aie
po3poOka moaiOHOTO (YHKI[IOHATY BCce PiBHO MOTpedye dacy
PO3pOOHHUKIB, TOMY MTOTPeOy€e aBTOMATH3AIIIi.

Kawuosi ciaosa: Create Read Update Delete (CRUD),
Mongo, MongoTemplate, Spring.

MeTta gocaigKeHHs

Metoro AOCHiDKEHHST € po3poOka pillleHHs, IO JJO03BOJHTH
abcTparyBaTHCh BiJl MOZENi JaHUX Ta PO3POOMTH YHiBepCATbHHUHA
iHCTpyMeHTapiii st BukoHauHs onepauii CRUD, sxuii Ou He
3aiexaB Bin iHpopmamii, skolo OynyTh omepyBaTtd, Ta Mir O
3aCTOCOBYBATHCh JJIsl OIlEpyBaHHA pi3HOIO iH(popMmarieto. [HImMMEU
cioBamy, peainizyBatu yHiBepcanbHuii CRUD, sxuii MoxxHa Oyno 6
3aCTOCOBYBATH [UISl Pi3HUX MOJIEINCH JaHUX Ta He BUTpadatu yac Back
End po3poOHuKiB Ha OMHOTUIIHY POOOTY.

JlocriskeHHs Ta po3podka

PosrisireMo cepenoBunie 30epiranHs iHdopmarii, a came 6a3u
naHux. Pensiiiiai 6a3u JaHUX TPEICTaBISIIOTH iHGOPMAITit0 Y BUTIISAI
Tabymii. KoxxHa tabnuis ckinanaeThes 3 (iKCOBAaHUX CTOBITYHUKIB, IO
MalTh Ha3By Ta TWI. Ha BigMiHy BiJg pensuifiHux 0a3 maHuX,
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HepeNsanidHi 0a3u JaHUX MAalTh OUIBII THYYKHA MIXiJ 0
30epexeHHs iHpopmarii. baraTo 3aiexuTh caMe Bii TEXHOJIOTIYHOTO
pillIeHHs HepeIsLiifHOT 6331 NaHKX.

Posrmsinemo mocuth momynspae pimenns Mongo DB. Mongo
30epirae iHdopmanio y BUMISIII JOKYMEHTY, SKMH MICTUTH TIOJISI Ta
3HAYEHHs, Ta MOXKe OYTH IPEJCTaBICHUH Y BUTIAAl JSON-TOKYMEHTY.
To6to, Mongo 30epirae iHpOpMAIiI0 y BHTIISAAI CTPYKTYPH IaHHX
KITI0Y-3HA4YEHHS, JI¢ Ha3Ba MOJIS — 1€ KITE0.

Crpykrypa nmammx, mo 30epiraetbcs B Mongo, y Oimpmocti
BUIIAJIKIB 3aJI€XKHUTh BiJl MOJEII JTaHWX, sIKa BU3HAYAETHCS KJIACAMH-
CYTHOCTSIMH Ha PiBHI KOHY, fKi B3aeMomiroTh 3 Mongo. Posrmsaemo
B3aemozito Mongo 3i Spring. OgHuM i3 MOXKIMBUX MUIAXIB B3aEMOIIT
3 Mongo e 3acrocyBamHs 6ibmioteku  Spring-data-mongodb.
OcHOBHMUM migxozoMm B3aemonii 3 MoONgo € 3acrocyBaHHS
«pEeTIO3UTOPHUX)» 1HTEp(dEHCIiB Ta BIAMOBIAHMUX KJIACIB-CyTHOCTEH, 110
CTPOrO BU3HAYAIOTh MOJeNb AaHuX. Ilpore 1 6i0iioTeka TakoX
Hajae OUTBII THYYKY MOXJIMBICTB B3aeMonii 3 MONQo 3a 1onomororo
MetoxiB kimacy MongoTemplate. JaHuii Kiac HpPOBOAWTE OIEparii
CRUD 3 Ti€ro MOIEUIIO JaHUX, sIKa BKa3aHa - 3a3BHYail 1€ KJIacH-
cytHoctei. [Ipote OiOmioreka Mmictuth Kiac Document, skwii Tak
caMo Moxke OyTn BHKOpHCTaHuWi a1 MeToniB kiacy MongoTemplate.
Ha BimMmiHy Bix KimaciB-CyTHOCTEH AaHWH Kilac Moxe 30epiratu Oy/b-
AKi ITOJIsI TA 3HAYCHHS, OCKUIBKH YCTIAAKOBYETHCS BiJl CTPYKTYp JNAHUX
Map. 3aBisiku IbOMY iICHYE TEXHIYHA MOXJIMBICT 3alHCaTH OYIb-SKY
iHpopMallilo y BUMIISAL KIFOU-3HAYSHHS eK3eMIuiIpy kiacy Document
Ta 30epiratn y 0a3i ganux. Yomy O aHaJOTiYHYy MOXIJIMBICTH HE
Hajaty Ha piBai API endpoint?

IToTpibHO BpaxyBartH, 1m0 AKIIO 30epiratn OyIb-AKy iHpOpMaIio
B OJIHIHN 1 Til camiil KOJEKIIil, TO 1le MOXe MPU3BECTH JI0 CKIIATHONIIB
pobotn 3 mieto iHdopmaniero y kopucryBadiB APl. Takox pisHa
CTPYKTYpa Ta THII IIEPBUHHOTO KJIF0Ya B PaMKaXx OJHI€T KOJIEKIT MOXKe
CIPUYHMHUTH CKJIAAHOIII. ToMy BapTo, MO0 B paMKax OJHi€T KOJICKIIiT
30epirasiach OJHOTHUIIHA iH(oOpMalis, ame ska 60 B TOW >e dHac
BiAIIOBIIaJIa TOBUILHIA MOJEIN TaHUX.

IIpomoHyeThCsT HACTYMHUW MigXiA: 3a JOMOMOIOI0 TOi camoi
MOXIUBOCTI kiacy Document 36epiratu Oyap-aky iHopMarlito,
CTBOPHBILIM ETAJIOHY MOJENb JAHUX 33 JONOMOIOI0 JOHOMIKHOTO
CRUD, Tta B momasslIOMy IOPIBHIOBATH BXigHy iH(oOpmamio 3
€TAJIOHHOIO MOJIEILIIO.
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Peauaizanisa

Peamizaiiis 6a3yeTbcsi Ha HACTYyMHHX TEXHOJOTIsAX: SpringBoot,
Mongo Ta 6ibmioTekax, 30kpema Spring-boot-starter-data-mongodb.
PosrnsiHemMo pearmizarito etaoHHOT Mojaeni AanuxX. EtamoHa momens
MAaHUX Ma€ BIiAMOBimATH NeBHiM kojiekmii y Mongo. Binmmosimxa
KOJIGKIisI CTBOPIOETbCSA Ta BHIAIIETBCS IiJ Yac CTBOPEHHSA Ta
BUJAJICHHS BIATOBiAHOI Monemi maHuX. Baprto BpaxysaTu, mo0 mpu
CTBOPCHHI €TaJOHHOI MOJelli He BUKOPUCTATH BXXE CTBOPEHY paHiIIe
Koureknito y Mongo.

Jns 3pydHOCTI OIepyBaHHS BBEICHO €IMHE YHIKajJbHE II0JIe
«Modenby, o Oyle BU3HAUaTH KOoHGirypaunito. TakuM 4uHOM, MOJIETb
JMAHUX JJIs CTaJOHHOI Monem Oynae CKIaJaTUCh i3 Ha3BH MOJENI,
Ha3BU KOJCKINI JaHUX Ta caMOl €TAJIOHHOT MOJEl Y BUIJIAI MOJIS
tuny Document.

Jlns peanizamii ocHoBHOro yHiBepcaabHoro CRUD peanizoBani
METOAH, sIKi NPUHMAIOTh Ha3BY MoJeli Ta ex3eMiurip Document, mis
nepexadi noBimbHOI iH(opMarii. [Tapamerp momeni moTpiOeH, moo
3aBaHTAXKUTH aKTyalbHY KOHQITypalifo Ta TepeBipUTH KOJEKIIIIO,
VHIKaIbHUHA 11eHTH(IKaTOp Ta BIATOBIAHICTH BXIigHOI iH(popMamii
STaJIOHHIN MOJIENi 3 TOYKH 30py HasBHOCTI abo BiCYTHOCTI ITOJIB Ta
X TUMiB.

Bapro 3a3HauuTH, 1110 3HAaYEHHSAMH IOJIB MOXYTh OYTH BKJIaJICHI
eK3eMIUIIpH, TOOTO 3HA4YEHHAM TMOJS MOXe OyTh 00’eKT, IIo
CKJIQIAETHCS 13 JIEKIIBKOX IIOJIIB Ta BIAMOBITHUX 3HA4€Hb. Y TaKOMY
pasi mepeBipka Ha BIJMOBIIHICTh €TAJIOHHIA MOJENI MOBHHHA TaKOX
BKJIFOYATH MEPEeBIPKY BCIX BKJIAJACHUX MOJIB Ta 3HA4€Hb, L0 OYIJO
peairizoBaHo 3a JOIIOMOTOI0 PEeKypcii.

BucHoBku

Pospobiieno  iHCTpyMeHTapiif, SKMH MICTUTH  (YHKIIOHA
yHiBepcanpHUX omepariii CRUD. PeanizoBaHe pimieHHS HE MICTHTBH
cnenn¢igaoi Oi3HEC-JNOTIKH, TOMY HE TIOKPHBAa€ BCi MOMJIUBI
BUTIAJIKH, ae MOXKe OyTH 3acTOCOBaHE IS OiNBIIOCTI BHIIAJKIB, IIO
notpedyoTe  0azoBuil  ¢yHKmioHanm. Jlame pimIeHHA  MOXXHA
3acrocyBatu it 30epekenHs uacy Back-End pos3poGuukiB Ha
BHUKOHaHHI PYTHHHOI OJHOTHMHOI poGortu. Front-End pospoGuuku
MOXYTb CaMOCTIHHO KOH(QIrypyBaTH HEOOXiJHY MOJAENb IaHUX Ta
nparoBath 3 po3pobieHuM yHiBepcaabuum CRUD.
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APXITEKTYPA CACTEMH JOCTYILY JJISA
IHOKPAINEHHSA ITEHTU®IKAII Y OHJIAUH-
BAHKIHI'Y

Oner Konosan
HAVYIKT, m. KuiB, Ykpaina
folk.user.8888@gmail.com

Y miff cTarTi po3TNANAETBCS TAKWHA BAXIIMBUH  aCIEKT
(hyHKIIOHYBaHHS OaHKIBCBKOI CHCTEMH SK iAeHTH]IKAIis y
OHJIAWH-OaHKIHTY, TIPOIIOHYETBCS  aApXITEKTypa  CHCTEMH
JIOCTYIY, 110 TOKpaIye iaeHTHdIKaIiro.

KawuoBi cioBa: ifgeHTU(]IKAIls, PO3Mi3HABAHHS, CHUCTEMa
yXBaJIeHHs1 pilieHb, rpad Kkiacudikauii, OHIANHH-OAHKIHT,
HEWPOHHI Mepexi.

Beryn

Po3BuTOK AuCTaHMIMHUX OaHKIBCBKHX IOCITYT OOYMOBJICHUH
IBoMa mpuduHamMu. [lo-miepmie, CHOTOAHI EKOHOMiYHA Tajy3b
3HaXOJWUTHCS Ha TAaKOMY €Tall PO3BHUTKY Ta NEPETBOPEHHs, KOJHM Ha
PUHKY BUHHKAae Jefaili Ourblla KUIBKICTh  IOCTaYabHUKIB
(inancoBux nocuyr. Lle mopomKye miBUIICHHS PiBHS KOHKYPEHIIT y
chepi (inaHCOBOrO TOCEpETHHMITBA Ta 3MYyIIye OaHKIBCHKi
opraHizalii BIaBaTHCS 10 IHHOBAaIHHMX TEXHOJIOTIH y crpobax
30eperTu KIIi€HTIB.

ITo-npyre, 3MiHWUIKCS 3aITUTH MO0 SKOCTI Ta IMBUAKOCTI HaTaHHS
OaHKiBChKMX Tochyr. [mobamizamisi MPUCKOpWIA Ta YCKIaJIHHIIA
MEXaHi3MH PO3paxyHKy MiXK pI3HUMH Cy0'€KTaMH EKOHOMiYHHX
BiIHOCHH, CYyYacHa JIIOJUHA, KOPIOPATHUBHI CTPYKTYpHU 3TiTHO 3
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HOpPMaMH 3aKOHOJIABCTBA, MOBHHHI BMITH 3J[IHCHIOBATH TPaH3aKIIi B
CJIIEKTPOHHOMY PEKHMI.

IIpupomarM pe3ynpTaToM ABOX BHUIIEOMHUCAHUX TCHICHIIN cTaia
MOsSiBa  TPUHIIMIIOBO HOBUX, TMPOCTHX y BHUKOPUCTaHHI Ta
TEXHOJIOTIYHUX Croco0iB sk I[HTepHET-0aHKIHr Ta MOOUTBHHI
OaHKIHT.

IlocTanoBKa mMpoodIeMu

InenTudikamis kiieHTa B OHJIAWH OaHKIHTY MOXe OyTH TIOB's3aHa 3
pU3UKaMH, $Ki MOXYTh OYTH TIOB'SI3aHi 3 HECAHKIIOHOBaHUM
JOCTYIIOM [0 OCOOMCTHX JaHMX KII€HTA, KPaJiKKOK O0COOHCTOT
iHpopMmanii, IaxpaidcTBoM, IHIIMMH TpoOJieMaMu 3a0e3redeHHs
Oe3meku Ta, BIACHE, PO3KPaJaHHSIM KOIITIB — OCHOBHOIO METOIO
MPaBONOPYIIHHKIB.

Marepiaau Ta MeToau

[IpomoHyeThCs porpaMHmiA 3aci0 11 aHaMi3y TpadigHIX JaHUX 1
noOynoBn rpada kimacudikamiii  00’€KTHOI MoJAeTi METOZaMHu
MAIIMHHOTO HaBUYaHHs U TOKPANICHHS iICHTU(IKAIIl y OHIAiH-
OaHKIHTY.

ApXITEKTYpa CHUCTEMH Ui JUIs IOKpAIICHHS igeHTH]iKaIil y
OHJIaiiH-0aHKIHTYy, 300paXkeHa PUCYHKY 1, BKJIIOYae Taki CTPYKTypHi
KOMITOHEHTH: Habip 3aco0iB ¢opmyBanHs Tpadiunoi iHdopmaii,
MOJIyJIb  IOIlepeiHboi  00poOku rpadiuHoi iHpOpMalii, MOIyJb
JNETeKTyBaHHs rpadigyHOro o00’ekTa Ha 300pakeHHI, MOIYJb
posmizHaBaHHS 00'€KTiB, MOAynb 10oOynoBu rpada knacudikariit
00’exTHOI Mopeni, 0a3u maHuUX Ta 0a3W 3HAHB, CHCTEMa YXBaJCHHS
pilIeHHS i T.]I.

Peauaizanis

Peanizamis cuctemu U1 TOKpamieHH ineHTH(ikamii y oHIaifH-
GaHKIHTY BiZOyBa€eThCS 3a IMICTH OCHOBHHX €TaIiB: IMIOPT 0i0mi0TEK
HeoOXimHMX s peamizamii cucteMu Ta (¢GopMyBaHHS Habopy
rpadiyHUX JaHUX, SKi MAIATAOTh aHajui3y Ta JeTeKTyBaHHIO;
norepenHs o0poOka rpadidyHUX AaHWX, AKI MUIATAIOTh aHANI3y Ta
JIETEKTYBaHHIO, (OPMYBaHHS MacHUBY OOpOOJICHHX 300pakeHb i3
000B’SI3KOBUM TIEPETBOPEHHsIM Ha 8 OiTHWi Qopmar; cTBOpeHHS
Pe3yabTYIOY0T MOZENI, 3MaTHOI 3ICHUTH aHali3 Ta PO3Mi3HABAHHS
rpagiuHoi ©0a3u maHMX 3 OOOB’SI3KOBMM  BHBEICHHSIM  rpady
knacuikamiid; CKIAJaHHS MOJENI, HAJAIITOBAHOI HA aHami3 Ta

95



po3mi3HaBaHHS rpadiyHOi 0a3u JaHUX 3 00OB’S3KOBHUM BHBEICHHIM
rpady knacudikaniif; TpeHyBaHHs Mozeni / HaBuanHs MoJieni aHaizy
Ta pos3mi3HaBaHHA TpadiyHoi 0a3u JaHWUX 3aCTOCOBYIOUH ETAJOHHY
BUOIpKY; OIliHKa MoJieli, c(hopMOBaHOT JUIsl aHaNi3y Ta PO3Mi3HABAHHSA
rpadiynoi 0a3u ImaHWMX 3 OOOB’SI3KOBMM BHBEICHHSAM TIpady
Ki1acudikarii.

[Migxpecieno, mo pearnizallis mapanerisMy 3IiHCHEHa, MO-TIepIe,
Ha piBHI OTpMMAaHHSA NOTOKY 300paKeHb, 3a0€3MeUYIOUN HE3AICKHY
00poOKy OKpeMO B35TOi IOCIIIOBHOCTI 300pa)XeHb, IMO-Ipyre, Ha
eTami CTBOPEHHSA KaJpiB TECTOBOI Ta HABYAIbHOI BHOIpKH, y pasi
3HAXOKEHHSI PI3HHUII 00’ €KTiB, TO-TpeTe, Ha erami (QopMyBaHHS
CHHTETHYHUX 300pakeHb Ta BHAA4l pe3ylnbTaTy pO3Mi3HABaHHA
rpadiyanx gaHux [1].

3araioMm peaizallisi Bii0yBa€ThCs MOCTYMOBO 3a IIICTh OCHOBHHX
eTariB:

1) Imoopt 6i6mioTek HEOOXiAHMX I peaisaimii CHCTEMH Ta
(dopmyBaHHs HaOopy rpadiuHUX JaHUX, SKi MOUIATalOTh aHali3y Ta
JIETEKTYBaHHIO;

2) Tlomepeanss o6poOka rpadidHMX JaHHX, SKI MAJSITAIOTH
aHalmizy Ta JEeTeKTYBaHHIO, (OPMYBAaHHSI MacWBY O0OpOOIeHUX
300pakeHb i3 000B’SI3KOBUM MIEPETBOPCHHSIM Ha 8 OITHHI (opmar;

3) CrBopeHHs pe3yNbTYIOUO0i MOJIEN, 3/1aTHOT 3AIHCHUTH aHaIli3
Ta poO3Mi3HaBaHHA TpadiuHoi 0Oazw HaHWX 3 00OB’SI3KOBHM
BUBEJICHHM rpady kiacudikarii;

4) CxiagaHdHs  MOJeETi, HajallTOBaHOI HA  aHal3 Ta
po3mi3zHaBaHHs rpadiuyHoi 0a3u JaHUX 3 00O0B’SI3KOBUM BHBEICHHSIM
rpady kiacudikarii;

5) Tpenysauuss mojeni / HaBuanuHs Mojeni aHamizy Ta
po3mizHaBaHHs TpadiuyHoi 0a3W JaHWUX 3aCTOCOBYIOUH ETAJIOHHY
BUOIPKY;

6) Ouinka Mojeni, chopMOBaHOT IS aHANI3Y Ta PO3Ii3HABAHHS
rpadgiuHoi ©0a3u maHMX 3 OOOB’SI3KOBMM  BHBEIEHHSIM Trpady
knacuikaniid Ha MiATBEpHKCHHS ineHTH(]iKaNii y OHNIaiH-OaHKIHTY.

BucHoBku

HaBenena Buime apxiTekTypa CHCTEMH JOCTYITY JUIS MOKpAIIEHHS
ineHTHdiKaIii y OHJAHH-OAHKIHTY JOMOMOYXE 3MEHIIHTH PH3UKH
MOB’sI3aHHI 3 HECAHKI[IOHOBAHUM JIOCTYIIOM [0 OCOOHCTHX JaHHUX
KITi€HTa, KPagiKKOI0 ocoOuCTOi iH(opMmarlii, maxpaicTBOM, HIITAMHA
npobiemMaMu 3a0e3rnedeHHs OC3MEKH Ta, BIACHE, PO3KPAJTaHHSIM
KOIIITIB — OCHOBHOIO METOIO IPABOMOPYIIHUKIB.
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{ Moaynb nonepeaHboi 06pobKKU rpadivHol iHdopmaLil }
4L

' Basa sHaHb

[ Mogynb posnisHasaHHA rpadivHoro ob’ekta Ha scbpaeHHi }

1T
(e —
[

Mogayne nobygoeu rpada ]

knacubikauiit o6’ ekTHoi moneni

{ CuecTema vXBaneHHa billeHb }
_ e —
Ba3a sHaHb basa naHux piweHb
[ AsTomaTuaoBaHe boboye micue ]

Puc. 1 — Cucrema i1 moKpaineHHs igeHTudIKamii y OHIaiiH-
OaHKIHTY

Cnncok BUKOPHCTAHUX JIKepeJI:

1. OcoOnmBocTi  3aCTOCYBaHHS  HEHPOMEpPEXEBHX  METOIB
MOIIYKY CXOXHMX 3a KOHTeHTOM 300paxkenr / JK.B.
Oimpkinmreits, M. I'. CumopoBa // IlutaHHS nUpUKIaIHOL
MaTeMaTHKH 1 MaTeMaTuyHoro mozemoBanus, 2020. Ne 20. C.
175-185.
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CHUCTEMA ABTOMATHU30BAHOI'O HATJISITY 3A
CTAHOM 3/JI0POB’sI BOAISI I YUAC PYXY
ABTOMOBLISI

A.A. MyxiH
JlHinpoBchKuit HanioHaNEHUH yHiBepcuTeT iMeHi Onecst ['oHuapa,
Juinpo, Ykpaina
6122dante@gmail.com

3anpornoHOBaHO IHTErpalliio B OJIOK JOMOMOTH NPU KEepyBaHHI
Cy4acHUM aBTOMOOILTIEM JI0JIaTKOBOT CHUCTEMU
ABTOMATH30BaHOTO HATJIAMY 32 CTAHOM 3JIOPOB’Sl BOJIIS i Yac
pyxy. OCHOBHOIO METOI0 TaKOi CHCTEMH € JOTISA 3a
KPUTHYHUMH  TOKa3HUKAMH  3[0OPOB’S  TaKUMH,  SK
TeMIepaTrypa, CEpICBHA THCK, piBEHb KHCHIO B KpOBi ¥y
BincoTkoBomy cmiBBimHOMmEeHHI, EKT, ¢oTomrerusmorpamma
a6o O@II' Ta 3ByKOBE MOOCHKCHHA JIETEHb Ta CepUsi -
CTETOCKOIIiSl.  3alpoIlOHOBAHO  peai3alilo  MPOrpaMHOro
KEpYBaHHS JIaHOIO0 CHCTEMOIO Ta IHTEerpauito ii 10 TOJOBHOTO
CIIEKTPOHHOTO  OJIOKY  aBTOMOOUISI ~ 3a  JOMOMOTOIO
CHeLiaJIbHOTO TMPOTOKOJYy Ha ocHoBi iHTepdeiicy USART.
OCHOBHUM MIKPOKOHTPOJIEp Ha SIKOMY NPOIOHYETHCS POOUTH
kepyBaHHS cucteMoro - STM32F412CG abo aHaNOTiYHHH.
OOpoOka HmaHUX 3 CCHCOpIB TPOXOOUTH OJHOYACHO 3a
JIOTIOMOTOI0 iHTerparmii onepariiaoi cuctemu FreeRTOS Ta ii
ckianoBux yactuH iHTerpoBaHux B STM32CubelDE, takux sk
yepru, cemadopu, o0OpoOka mepepuBaHb. OOpaHO BCi
HEOOXiHI CKJIaJIOBl YaCTUHU CHCTEMH 3aMipPIOBAHHS OCHOBHHX
MOKa3HMKIB 3m0poB’ss - matumk EKI/OIIT - MAX86150;
MEMS wmikpodpon - IMP34DTO05;  s3uummgyrounit DC/DC
nepersopioBay  3.3B - MIC33050-SYHL; TtemneparypHuii
cencop - TMP36, abo cuctema Ha OCHOBI TEPMOPE3UCTOPY
PT1000. Taka cuctema € 0coONMMBO aKTYaJIbHOIO B CHOTO/ICHHI,
ko craHoM Ha 2020 pik, 25% BCiX MEMIKaHIIB KpaiHH €
BozisiMu. CucTeMa JO3BOJISIE TONEPEIKYBATH PO HeOe3nmeKy
JUIL BOJIS, IO € OCOOJIMBO KPUTHYHHMM I 4ac pyxy, Ta
MPOBOJUTH AKTUBHHHA Ta ITACHBHUA MOHITOPUHT pPOOOTH
cepllsl, HAKOIIMYYBATH JIaHI Ta BiIPABIIATH Ta 32 HEOOXITHOCTI
MepeAaBaTi X JIKapsM U MOJAIBIIOTO TOCTimKeHHs. J{s
HAXOJDKCHHS KPUTHYHHX TIOKA3HUKIB BHKOPHCTOBYIOTHCS
anroputMu mU@poBoi 0OpPOOKK NaHUX, (QUIBTPU HU3BKUX Ta
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BUCOKHUX YacTOT, CMYTOBi (DUIBTPU Ta aJrOPUTMH MalIMHHOTO
HaBYaHHSI.

KoarouoBi cioBa: cucrema, ceHcop, KepyBaHHs, aBTOMaTH4a,
Harpyra, max86150, stm32f412cg, ¢inpTpamuis, MIPOTOKOIN,
€KTI', MOHITOPHHT.

Beryn

3a crartuctukoro Ha 2020 pik B Ykpaini Oymno 245 niroumx BomiiB
Ha 1000 oci6. HeoOXigHOIO YMOBOKO IJIsi KEpyBaHHS aBTOMOOLIEM €
3HAXOIKEHHSI B MAaKCHMAallbHO CKOHIICHTPOBAaHOMY Ta 3JI0pOBOMY
CTaHI Ta CTEXHTH 3a CBOIM CTaHOM, mif dYac i3au. KepyBaHHA
aBToMOOTeM moTpeOye MaKCHMalbHOI yBaru 3a JOPOXKHBOIO
CHUTYyaIli€l0, TOMY BOAIH HE 3aBXIH MOXE 3BEPHYTH yBary Ha Te, IO
oMy crae 31e 0e3 CTOPOHHBOTO aoriany. € OaraTo cHCTEM, SIKi
JIOTIOMArarTh y KepyBaHHi. JesKi 3 TAKUX CUCTEM — KaMepHI CHCTEMHU
napkyBaHHs, napkrponiku ABS, ESP, kamepwu, cucremu Oe3mekw,
CHCTEMH JIOTIOMOTH BOJI€BI Ta iHII. 310pOB'S BOIA Ta OTOYYIOUUX -
e OJHAa 3 HAWrOJNIOBHINIMX CKJIaJOBUX @pPU BUKOPHCTAaHHI
TPaHCHOPTHUX 3aco0iB. CHcTema, IO PO3POOIIOETHCS, MOIIOMArae
3amobirtu ATl Ha mopo3i Ta CTEXKUTH 32 OCHOBHUMH IapaMeTpaMH
3M0poB'ss Bomis. BoHa MoXe TOBIZOMUTH a00 3amolirTH puU3UKaM
3IIOPOB’S, SKi MPHUCYTHI MiJI YaCc KEPYBaHHS.

Taki cHCTeMH TakoX MO>KHA BHKOPHCTOBYBATH JUIA IPOCTOTO
HEIHBa3MBHOTO MOHITOPHHTY CTaHY 3JOPOB'S MEIMYHHIM IIEPCOHATIOM.
HesBaxkatoun Ha mporpec y paHHbOMY BHSBJICHHI Ta JIiKyBaHHI
CepleBO-CYJMHHUX 3aXBOPIOBaHb, TaKMX SK CEpLEBI Hamaad Ta
ceplieBa HEJIOCTaTHICTb, BUTpATH Bce mie BUCOKi. 80% ycix BUTpaT,
MOB’SA3aHUX 3 JIIKYBAaHHSIM CEpIEBOi HEIOCTATHOCTI, MOB’S3aHI 3
rocmiTtaiizaiiero, i 75% nux rocmiTanizaiii MO)Ha 3armo0irTy.

Iudposa ob6pobka curnamy (IIOC) [2], ska 3aCTOCOBY€ETHCS B
cucrteMi Ui OOpOOKM CHTHAIIB CTOCYEThCSI PI3HMX METOJIB
MiABUINCHHS TOYHOCTI Ta HaaidHOCTI ImidpoBux maHuX. B
ocHoBHOMY, [IOC mpamtoe nuisixoM yToyHeHHA abo cTaHAapTH3alil
piBHIB abo craHiB mudposoro curHanry. Cxema IIOC 3narHa
PO3PI3HATH CTBOPEHI JIFOJIHOI0 CUTHANH, SIKi € BIOPSAKOBAHUMH, BiJ
HIYMY, SIKHii 332 CBOEIO CYTTIO € XaOTHYHHM.

Vci KOMyHIKaIiiHI CXeMH MICTITh Aesikuit myM. Lle crpaBenmuBo
HE3aJIe)KHO BiJ TOTO, YA € CUTHAIW aHAJOTOBUMH YU MU(PpPOBUMH, i
He3aJIe)KHO Bif Ty iHpopMmarii, mo nepemaetscs. [llym € BiuHUM
CYITyTHUKOM 1HXKEHEPiB 3B’s3KY, SKi 3aBXIM NMPAarHyTh 3HAWTH HOBIi
CIOCOOM TOKPAIIUTH CITiBBITHOIICHHS CUTHAJI/IITYM y CHCTEM 3B’ S3KY.
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Tpaauniiiai Merogu onTuMizauii  CHIBBIAHOIIEHHS CHIHAJ/IIYM
BKJIIOYAIOTh 30UIBIICHHS MOTY)KHOCTI TEpPEeJaHoro CHrHalIy Ta
MiJBUILIEHHS 4YyTIMBOCTI mpuitmada. lluppoBa oOpoOka curnaimy
3HAYHO TIOKpallye YYyTJIMBICTh NpUAMaIbHOTO HpHUCTporo. Edekt
HaWOUIbI TOMITHHH, KOJNM INYM KOHKYpyeE 3 Oa)KaHUM CHUTHAJIOM.
Xopoma cxema 1lOC 3paTtHa BimHaWTH iHGOPMAaTHBHUI CUTHal B
CHCTEMax 3 JIyXX€ BHCOKHM DIBHEM IIyMYy, OZHOIO 3 TaKHX CHCTEM €
EKT. Ane € oomexenss toro, mo LIOC moxe 3poburn. Skmio mrym
HACTIJIbKU CHJIBHHH, IO BCi CIIH CUTHAIy CTHPAIOThCS, cxemMa DSP
HE MOXX€ 3HAaHTH >KOJHOTO NOPAAKY B Xaoci, i curHam He Oyne
OTPHMAHO.

SIkmo BXIMHUEM CHUTHAJT aHAJOrOBUM, HANpUKIAd, CTaHIapTHA
TeNeBi3iiiHa CTaHIis,, CUTHAJ CIIOYaTKy MEepPETBOPIOETHCS B LU(PPOBY
dbopMmy 3a momomMoror anaioro-mudposoro mnepersoproBaua (ALIIT).
PesyneTytounit nudpoBuii curuaia Mae nBa abo Oinblie piBHIB. B
izeani i piBHI 3aBXKIU NepeadavyBaHi, TOUYHI HAPYTd ab0 CTPYMH.
OpnHak 4epe3 Te, U0 BXIJHUHA CUTHAJ MICTHThH LIyM, PiBHI HE 3aBXKIH
BINOBINarOTh cTaHAapTHUM 3HadeHHsAM. Cxema [{OC perymioe piBHI
TaKUM 4YHHOM, II00 BOHM OyJM Ha NpaBWIbHMX 3HaueHHAX. lle
NPaKkTHYHO ycyBae IryM. IloTiM mmdpoBuil CUTrHAaI NEPETBOPIOETHCS
Ha3aJ] B aHAJOTOBMH 3a  JIONOMOrOK  IU(PO-aHATIOTOBOTO
nepetBoproBaya (LJAIT).

Ha pumc. 1 mnokasaHo mpHKIaZ 4YacTKOBO BiI(ilbTPOBAHOTO
curnaiy EKI'[3] 3 cencopy MAX86150. Lleit curnan BiadinsrpoBano
BiJl BIUIMBY JIiHIT KUBJIEHHs, BUpi3aHi yactotu 50, 100, 150 T'u. Ane
iHpOpMaTHBHA YaCTHHA CUTHAJY BCE € 3aJIMIIAETHCS 3 IIyMaMHU.
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Pucynok 1 — Ipuknan cuporo curnary EKT

Jiis TOpiBHAHHSA Ha pUC. 2 HaBeAeHO GopMy
BiZI(iNBTPOBAHOTO CHT'HAJI €TIEKTPOKAPAIOTPaMH ISl TOTO JK CEHCOpa.
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Pucynox 2 — BindinsrpoBanwuii curaan EKT

ITocTanoBKa 3agavi gocaigKeHb

MeToro € MOKpalleHHS pIBHIO O€3MeKH BOMIS 3 MOMIJIUBUMHU
CepLEBUMH MOPYIICHHAMH 32 ITOTIOMOTOI0 YIOCKOHAJICHHS ICHYIOUHX
CHUCTEM HATJIsAy 3a BOJIEM TMiI dYac KepyBaHHA aBTOMOOLIIO.
[ligBumeHHs piBHIO OE3MEKH TOCSATAETHCS 33 JOMOMOTOI0 JT0JIaBaHHS
cnenianpaux gatyukiB EKIT, ®III', kpoB’sHOrO THCKY Ta CTETOCKOIIIT
(MikpodoHHN) B eJIeMEHTH Oe3IeKH Ta KepyBaHHSA aBTOMOOIIIO, TaKUM
YMHOM [I00 JOCATTH HEOOXIJHOTO KOHTAKTy 3 TUIOM BOJIs.
Indopmaniss 3 TakMX CEHCOPIB 3YUTYETHCA 32  JJONOMOTOIO
JIOJJATKOBOTO IPOrPAaMHOT0 3a0e3MeUeHHs IS OJHOrO 3 OOPTOBUX
MPOLIECOPIB aBTOMOOLIS Ta/ab0 10JaBaHH OKPEMOTO KOHTPOJIEpY AJIs
3YUTYBaHHs Ta HUPPOBOT 0OPOOKU CUTHAIIIB 3 CEHCOPIB.

Pimenns 3agaui

Jus  peamizamii  Takoi cHCTeMH HEOOXiJHE 1HTErpyBaHHS
nmonatkoBoro [13, sike Oyae BUKOHYBaTH HACTYITHI QYHKIIT: pearizamis
MexaHi3My kepyBaHHa ceHcopom EKT, I MAX86150 - npaiisep
HalMCcaHUi MoBoOI0 mporpamyBaHHs C; peamizamis yHpaBJiHHA
MOMIIOI0 Ta KJAanaHOM, sIKi BHKOPHUCTOBYIOTBCS B  CHCTEMI
BUMIPIOBaHHS THCKY; 3YMTYBaHHS TeMIeEpaTypH 3 BHCOKOTOUHHX Y
Ta KaHTATHUX TEPMOMETPIB; iHiLiami3amis Ta 3YUTYBaHHS iHpopMamii
3 MEMS-mikpodoniB Ta mepepodka ix 3 cuporo PDM c¢opmaty B
TOTOBHH 10 BUKOPHCTAaHHSI Ta mepeBeneHHS B ayxio ¢aitn PCM,
Hanpukirag IMP34DTOS5; uelipoHHa Mepeska IS aHANI3y OTPUMAaHUX
JMaHuX, abo iHmMMK MexaHi3M II(POBOI 0OPOOKH MaHWX SKUHA MOXKE
OyTH 3acTocoBaHMU Ui BH3HAUEHHS BiAXWICHb ((QUIBTpaIis,
3HAXOJIKEHHSI MiKiB CUTHAJIIB).

Byno o0paHO OCHOBHMH MIKpOKOHTpOJIEp JUIS 34YMTYBaHHS Ta
00poOkn  pmammx B cuctemi: STM32F412CG. [IpuBencuuit
MIKpPOKOHTpOJIEp Ma€ BCi HeOoOXimHi iHTepdelcH Ul MiaKII0oUYeHHS
ceHcopiB — nekinbka ninii [2C st nigkmroueHHs cencopy MAX86150
Ta Temmneparypaux ceHcopiB, UART mis HamaromkeHHs CUCTEMH Ta
BHUBEIICHHS JIOMOMIKHHUX ITOBIJOMJIEHb TPU TECTYBaHHI CHUCTEMH, a
TakoX I mepenadi gaHux, USB y pasi mepexoay Ha HOBHA
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inTepdeiic nepeaayi faHUX 10 TOJIOBYIOYHX KOMHOHeHTiB, SPI Ta I12S
JiHii U onuTyBaHHs MikpodoHiB, TIM — Talimepu U1 TOOMDKHUX
¢yHKIIH cucTeMu Ta peanizauii IUICHHS YacTOT MPU MiAKIIOYEHHI
JIBOX MIKpO(]OHIB 3 METOI0 peaiizallii cTepeo 3BYKy Ta iHIIE.

Cxema niakimoueHHs: ceHcopy MAX86105 mpexacrasnena Ha puc. 3.

‘ ECG And Oximeter

22 L yDD Max
e Lo Lem
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Pucynok 3 — CxeMa IiAKITIOYCHHS CEHCOPY EKF-Ta OII, MAX86150

CxeMy BUKOHAHO Yy CEpelOBHUII ISl PO3POOKH IPYKOBAHHX IUIAT
Altium Designer. Bynau BUKOpHUCTaHI peKOMeHAAUil 3 JaTalIuTy
Mmikpocxemu MAX86150[1].

Cxema ¢inpTpalii cUrHajay Ha KOHTaKTax IIpeBeieHa Ha puc. 4.

J5

ECGIP Ell ElZ ECGE |
o 7 |
Tes 249K 249K
T 10gF
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T l0gF . . 12
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| RI3 R I
o % ~ |
) [V

I3

Pucynox 4 — Cxema ninxmouenss kontakTiB EKI" sza MAX86150[1]
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PeanizoBaHo ¢inbTp BHUCOKMX HacTOT 3a jgornomoroto RC koma.
Takuii QinbTp HEOOXIAHWH AT BHUAAJEHHS EJIEKTPOMArHiTHOTO
BIUIUBY 3 KOHTaKTIB eJeKTpoKapaiorpaMu. Taki KOHTaKTH Ha3UBaIOTh
CYyXHMMH 1 HeOoOXiJJHI BOHM UISi IPSIMOTO JOTHKY MaNbIiB ab0 iHIINX
YacTHH Tina, Ae MokHa BuMiptoBati EKI' B omHOMY BuBeneHHI.
BumiproBaHHs JaHuWX KapJiorpaMM 3 BKa3iBHMX NajibLiB JBOI Ta
mpaBol PyKH EKBiBaJIEHTHO BHMiproBaHHIO y | BimBemenni. Ilpukian
BumiproBanHs EKI" B pi3HUX BiZBeIeHHSIX HaBEJCHO HA PUC. 5.

@V, - IVmixpebep'a 6ina npasoro
Kpawo rpyanHn

OV, - IVmixpebep'a 6ina nisoro
Kpaio rpyauHu

V:‘ MiXV, iV,

@V,- Vmixpebep'a no nisii
cepeiHbOKMOYNYHIRA NiHiT

® V,— Ha piBHI V, no nepeaHii
aKCUNAPHIA Nikii 3niBa

@ Vo~ Ha pisHi V‘3 no‘c?lpen‘niﬁ
aKkcunApHin Ninii 3niea

@V,- mixV,Tav,

OV, - Vmixpebep's no HP?BI‘I—A
cepeiHbOKMIOYNYHIN NiHiT

Pucynox 5 — Touku sumiproBanas EKI' B pi3HHX BiIBeZCHHIX

Jnst 3a0e3neyeHHs KUBJICHHS CUCTEMH MOXKe OyTH BHKOPHUCTAHO
onHy 3 JniHIl mocriiHOl Hampyru 5B cucremn aBromoOims. /[lis
MPOTOTHUITYBaHHS MPONOHYEThCSl BUKOopucToByBatn USB iHTEpdeiic.
Ha puc. 6 moka3ana cxema po3sefeHHA Hanpyru 5B Ta 3.3B Ha muiaTy
JUIS )KUBIICHHS CKJIAJIOBUX YaCTHH.

BxiaHWi USB KOHHeKTop 5B
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PI/ICYHOK 6 — CxeMa mmocTayaHHS Halpyru Ha OpoTOTUIl CUCTCMU

[t 0OMiHy TaHMMH MiX CUCTEMOIO Ta PIBHEM KEpyBaHHS aBTIBKU
Oysi0o po3pobieHo crelialbHUNA TPOTOKOJ Ha SIKWE Ipamioe 3a
nmormomororo iHtepdericy UART 3i mBuakicTIO nepenaBaHHs B |
Mbon.

[Iporokon Mae KOMaHAW ISl KOHTPOJIOBaHHS BEpCil MPOLIMBKA
IO AaKTyalnbHOI Bepcii NPOMIMBKH. Takok ICHYe MOXIUBICTH
KOHTPOJIIOBAaHHS Bepcii IpykoBaHOi muiatu. TakoK OCHOBHI KOMaHIH
JUISL 3aIIUTY CTapTy BUMIpIB Ha BU3HAYCHUI Yac 1 AJIsl IPU3YIHHEHHS.
Ha puc. 7 mokaszaHo cxeMy jiarpamy peaiisamii IpPOTOKOIY
CIIJIKYBaHHSI.

Host Auto
Header Payload length Payload CRC16 Control
(system Unti
Start measurement Cmd
(timeout as parameter)
«—28y -2 By y -2 By
Till t ] o
Header: 0x66CC b
occure
Payload Length: 0x02 ~ OxFFFF
D:
Payload: sensor ID: 1Byte
sensor data:  0x01 ~ OxFFFE
CRC16: CRC16 CCITT (initial value 0x00FF) it Dat
Common Payload Structure
: Fafload Commands description
Field
Sensor ID Sensor Data Command  Description Example
Length (bytes) 1 N imware get system firmware request: fw_ver
version response: 0.1
hardiare get system request: fw_ver
|hardware version response: 0.1
start gathering sensors  [request: start_rec —-rec_time= 10000
start 5
|data and send it response: data according to protocol
stop stop recording request: :stop

response: nothing on success

Pucynox 7 — IIpoTokos KOMyHiKaii 3 CHCTEMOIO

Cucrema poOUTH OJHOYACHHWII 3amKC JNAHUX 3 YCIX CEHCOpPIB —
EKT', ®III', temnepatypa, AaHi 3 cTepeo MikpooHa — TOOTO 3BYK,
TaKUM YUHOM MOXJIMBO DPOOWTH MOPIBHSJIBHUI aHadi3 OaHUX 3
ceHcopiB. J[01aTKOBO IJIAHYETHCS J10JaBaTH MITKH 4Yacy, 3 METOIO
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CHIBCTaBJICHHS AULTHOK JaHuX Ha rpadikax Hanpukiag EKT 1 OII -
II0 € CTaHJapTHOIO NPAKTHKOI B aHaji3l cepueBoi MAisUIbHOCTI
mikapsMu. [lani 30UparOThCA 3a JOMOMOTOK MOAYII MPSIMOTrO
nmoctyny no mam’sati abo DMA STM32F412CG, neit monmynb nae
MOXIIMBICTh PO3BAaHTAXXUTH CHUCTEMY BiJl OJIOKYBaHHS Ha 3YMTYBaHHI
onHoro 3 iHrepdeiiciB. KoxkeH 3 ceHcopiB Mae BOYHOBaHO dYepry
JTAHWX 1 CUCTEMY TIEPEBIPKH PiBHIO IIi€i 4epTH 3a epepruBaHHIMHE.

HamamryBanHs ceHCOpiB 3poOJieHI TakUM YHHOM, IO TpH
3alOBHEHI BOYIOBAaHOI 4YeprH Ha IIOJIOBUHY — CEHCOP BHIAE
NEepepUBaHHsA, sIKe OOpPOOIIOETHCS Ha KOHTPOJEpi 3a JONOMOTO0
cucremu EXTI. Ilpn HagxoIKEHHI IMEpepHBAaHHSA CHUCTEMa 39HUTYE
pericTp KUIBKOCTI JaHUX Ha CEHCOpl Ta IOYMHAE 3YMTYBaHHSA 3a
nonomororo  DMA. Konm gani mnpouurtani 10 piBHS IOpOrY
nepepuBaHHs B 4ep3i, BOHO aBTOMATHYHO CKAa€TbCS IO HACTAaHHSI
HACTYITHOTO PiBHIO IIEPEPHUBAHHSI.

Ha mnpuxnani cencopy MAXS86150 mani ams EKI' ta I
PO3MIIIYIOTECS Y Uep3i CEHCOPY TAKMM YHHOM, SIK TIOKa3aHO Ha puC. 8.

FIFO_DATA
BYTE1 BYTEZ

=
3

23]
20]
7]

19]

18]
[16]
[15]
[14]
[13]
[12]
[11]
[10]
[9]
(8]
71
(61
[5]
[4]
[3]
[2]
[1]
[o1

FIFO_DATA,

ADC
Resolution

FIFO_DATA|
FIFO_DATA|
FIFO_DATA|
FIFO_DATA|
FIFO_DATA[1
FIFO_DATA|
FIFO_DATA|
FIFO_DATA|
FIFO_DATA|
FIFO_DATA|
FIFO_DATA|
FIFO_DATA|
FIFO_DATA
FIFO_DATA
FIFO_DATA
FIFO_DATA
FIFO_DATA
FIFO_DATA
FIFO_DATA,
FIFO_DATA,
FIFO_DATA

PPG (19-bit)
ECG (18-bit)

Pucynok 8 — Crpykrypa uepru MAX86150 [1]

Takuil miaXig A0 3YATYBAaHHS JAHHUX 3 CEHCOPIB - 3a JOIIOMOTOIO
DMA i ceHcopiB 3 BOyIOBaHOIO Yepror JaHHUX, JA€ MOXJIHUBICTH 3a
JIOTIOMOTOI0  OTI€pamiiHOl CHCTEMHM peaJbHOr0 dYacy pealizyBaTH
napajejdbHUH  MiAXiA [0 3YUTYBaHHA JaHUX HAa  OJHOMY
MIKPOKOHTPOJIEPI 3 ONTUMAIbHHUM BHKOPHUCTAHHIM IPOIIECOPHOTO
gacy. Y FreeRTOS mns xoxHOrO ceHcopa Oynm peani3oBaHi OKpeMi
3a/1a4i I iHimiamizamii Ta YuTaHHs JaHuX. Takok okpeMi 3amadi s
CTapTy CHCTEMH, BIiIIpaBKa JOMOMDKHHX JaHHUX, peaizarii
npoTokonry Ta iHme. CucTeMa IOKas3alla HACTYIHI pPe3yJIbTaTH Ha
TECTax 3aBaHTAXCHHs cucTeMu. LIi pe3ynbraTé MOKHA MOOAYUTH HA
Puc. 9.
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Pucynok 9 — HaBaHTa)keHHS CUCTEMHU

Ha pucyHKy BUKOpUCTaHHSI CHCTEMOIO ITPOIIECOPHOTO Yacy IaHO y
BijicoTKax. Sk Mo)kHa OyJO BIEBHUTUCh — CHCTEMa 3aBaHTaKEHa
TiTbKK Ha mnpubnmm3Ho 50% BiA MaKCUMyMy, BpPaxOBYHIOUH JaHa
KOH(Irypauis, Ha SKiii NPOXOAWJIN TECTH BUKOPUCTOBYBajia 1O 2
CEHCOpa KOYKHOTO THITY, 1[0 CTBOPIOBAJIO JOATKOBE HAaBAHTa)KCHHSI.

[mimiamizamist cucTeMu, KOTpa BimOyBaeTbcs TpU  Ioaadi
JKUBJIEHHSI, OKcaHa Ha puc. 10.

OCHOBHUMH TYHKTaMH IHII[iami3alii € 3amyck TaKTyBaHHS
HEOOXiTHUX iHTepQeiiciB Ta MiJACHCTEM KOHTpPOJIEPY, IiHIIami3alis
CHCTEMH TIOPTiB BBOJY BHBOAY /ISl KOHKPETHHX BHBOJIB,
inimianizamis cucremu DMA s nepedepii, 1o BUKOPUCTOBYETHCS Ta
inme. OcraHHIM TyHKTOM € crtapT sapa cuctemu freeRTOS e
BinOyBaeThCs iHImiaNi3amiss omepamiifHOl CHCTEMH Ta 3aIlyCcK
HEOOXITHMX 3a1a4.

Cuctema crepeo 3ByKy pealli3oBaHa 3a JIOIOMOTO0 TaiiMepa s
JIJICHHS! 9aCcTOTH TakTyBaHHS. J[is cTepeo 3ByKy Ha IUIaTi HPOTOTHUITY
po3BeneHo 1Ba MikpodoHH uepe3 iHTepdeiic 12S. Cxemy
IiIKJIFOYEHHS MOJKHA NIEperJITHYTH Ha puc. 11.
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Hardware abstraction 12C interfaces Debug module
layer initialization initialization initialization
System clocks Hardware timer ot

initialization module initialization St Ao Boer
" General purpose ' "
input output pins Usmal::;:gzges 0S initialization
initializations
| Direct memory | ' |
access channels ml-:jarldu;:ir; 'CR? i
initialization odule Initializatio Start OS kernel
Microphones 12S interface
initialization initialization

Pucynok 10 — Iximianizaris cuctemu

[MigxnroueHHss JTiHID KUBICHHA 3pOOJICHO 3  JIOJaTKOBOIO
(hinpTpamiro abu 3a0e3NCYUTH MAKCUMAIIBHY SKICTh 3BYKY.

i wmikpoporn € PDM wmikpodonamu, o00poOka 3BYKY
BinOyBaeThCs 0€3 JTOAATKOBHX ayAio IIEPETBOPIOBAYIB 32 OTIOMOTOIO
MIKpOKOHTpoJepa. s IIbOTO BHKOPHCTOBYETHCsA Oi0OmioTeka Bif
STM32 PDM2PCM library. Bona mae 3Mory 3poGuTH
JIeMYyJIbTUILIEKCALII0 KaHAIIB 3BYKY, IEPETBOPEHHS CHT'HAIY 3 CHPOT'O
dopmary PDM y dopmar PCM, Ta HamamryBaTtd MiACHICHHS
KaHaJIiB.

BucnoBku

1. Po3pobieHo MeToauyHe OCHAIICHHS AJISl PO3POOKH CHCTEMH
KOHTPOJIIO 32 CTaHOM 3JI0pPOB'Sl BOJis IiJ 4Yac pyXy Ha OCHOBI
STM32F412 Ta cencopis EKI', ®III", Temneparypu Ta MikpodoHiB.

2. IpencraBneHo cXxeMH MiAKIIOYEHHS OCHOBHUX YacTWUH IUIATH
MPOTOTHUITY CUCTEMH.

3. PozpobieHo onmc aiaroputMy CHUIKYBaHHS 3 KEpyHOUYHM
6710KOM aBTOMOOLIS.
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4. TlpoBeneHHs TECTyBaHHS HaBaHTAXXECHHS CHCTEMM IIiJ] 4Yac
akTHBHOI (asum pobotu — 300py iHdopmawii 3 ycix ceHcopiB Ta ii
00pOOKH.
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Pucynok 11 — Cxema mifK/I0YeHHs. MiKpO(GOHIB 0 CHCTEMH

Bioaiorpadgiuni nocuianns

1. Maxim Integrated Inc. Integrated Photoplethysmogram and
Electrocardiogram Bio-Sensor Module For Mobile Health.
MAX86150 datasheet, 2019. - URL:
https://datasheets.maximintegrated.com/en/ds/MAX86150.pdf

2. Digital signal processing (DSP). TechTarget. 2012 — URL:
https://www.techtarget.com/whatis/definition/digital-signal-
processing-DSP.

3. CranmaptHa enekrpokapmiorpadis. empendium.com. 2022 —
URL:

2. https://lempendium.com/ua/chapter/B27.V.25.1.1.
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®OPCAUT MPOPUBHUX TEXHOJIOT'IN 3
BUKOPUCTAHHSM HEYITKOI JIOT'TKA

A.B. Kymuun
LenTpansHuil HAYKOBO-JOCIITHIH iIHCTUTYT 030pOEHHS Ta BIHCHKOBOL
texHiku 30poitanx Cun Ykpainw, M. Kuis, YkpaiHa,
kupchyn.artem@ukr.net

VY Te3ax IOIOBiAl HAaZaHO KOPOTKHUH OITUC TEXHOJOTIYHOTO
(dopcaiity 3 Bu3HaUeHHsS npopuBHUX TexHojorii HATO, skuii
IPYHTYETHCSI B OUIBIIOCTI Ha €KCIEpTHHX OliHKax. [lokazaHo
HOBHH MJXiJ MO JOBrOCTPOKOBOTO TPOTHO3YBaHHS y cdepi
BU3HAYCHHS  OOOPOHHMX  TEXHOJIOTIH 3a  JOIOMOTOIO
KOMIT'FOTEpPHOI MO Ha OCHOBI Teopii HEWiTKOI JIOTIKH, IO
JTO3BOJISIE 3MEHIIUTH CYO'€KTHBHICTh y TPUHHATTI KiHIIEBOTO
pilreHHs.

KawuoBi caoBa: TexHonoriunmit ¢Qopcaiir, miaTpEMKa
NPUHHATTS pillleHb, HEYiTKa JIOTiKa, IPOPUBHI TEXHOJIOTII.

Iponec opmyBanns meperniky npopuBaux TtexHomorid (IIT) i
3araJioM TeXHOJOTIUYHUI QopcalT y 1iif rany3i 3HaHb € TOCUTH HOBOIO
Ta quckyciiiHoo Temoro. Cdepa su3HadeHHS [IT € HOBIM cerMeHTOM
HAYKOBUX JOCHIDKEHb HE TUTBKH U1 YKpaiHu, a ¥ Jius OUIbIIOCTi
KpaiH CBITY.

Opranizauis HATO 3 nuTaHe HayKH Ta TEXHOJIOTIH Y CBOEMY 3BITi
“Science & Technology Trends 2023-2043” mnokaszana MeTOIUYHI
MIIXO/M /10 BU3HAYEHHS MPOPUBHUX Ta BHUHUKAKOYUX TEXHOJIOTIH 3
MPOTHO30BaHUM TOPU30HTOM 3piiocTi 10 2043 poky [1].

IIpu mpomMy, e€qMHHM 00 €KTHMBHHM IHCTPYMEHTOM Y (opcaidTi
HATO € ™oxmenb OIIHKM HAayKOBO-TEXHOJOTIYHOI EKOCHCTEMH
(STEAM — Science and Technology Ecosystem Analysis Model).
STEAM — ne koM’ 1oTepHa MOJIeNIb Ha OCHOBI QJITOPUTMIB LITYYHOTO
IHTEJIEKTYy, fKa € IHCTPYMEHTOM /I aHali3y Ta OI[HKH JaHuX
(omyOmikoBaHi 3BiTH, CTaTTi, Marepiasi KOH(EpeHLill 1 cemiHapiB
TOIO).

Mopens BUKOPHCTOBYE TOHaA 7 MIIBHOHIB pi3HOMaHITHUX
nokymeHTiB 1 200 MinbiOHIB Te3, 3a0e3Nedyloun penpe3eHTaTHBHY
BHOIPKY TIOTOYHOT JOCITiAHHUIIBKOT isUTEHOCTI 32 OCTaHHI I’ SITh POKIB.
bazoBi nmani BigBanTtaxyioThcss B STEAM 3 Takmx 6a3 30epiraHHs
HaykoBOi iHGpopwMmarii, sk Microsoft Academic, arXiv, MedRxiv Ta
bioRxiv.
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Onnak, Bukopuctanus STEAM e nuine HEBENHKOI YaCTHHOIO
MpPY OLIHIOBAHHI TEXHOJIOTIH. 3a OUIBIINICTIO MOKA3HUKIB TEXHOJIOTIT
OLIIHIOIOTHCSI €KCIiepTaMHu. 30KpeMa, NpW BH3HAYEHHI HaJISKHOCTI
TEXHOJIOTi 70 MHOXXHMHHM NPOPUBHUX OyJIM BpaxoBaHi HACTYIHI
MOKa3HUKH: TEXHOJIOTIYHA 3pUIICTh, piBEHb yBarm JO TEXHOJIOTII,
inTerpanis o crnpomoxxHocteit HATO, moreHIiiHUN BiHCBKOBUI
BILIHB.

3 MeTor yCyHEeHHS CyO’€KTHBHOI IyMKH €KCIEPTiB B XOmi
Bu3HaueHHs nepeniky [IT y maniil momoBiai mokazaHoO HOBWH MiaXina
0 TeXHoJoriyHOTOo (Qopcaidity B i chepi. IloOymoBana
KOMIT'FOTEepHa MOJENb 0a3yeThcs Ha 3aCTOCYBAaHHI HEWITKOI JIOTiKA
(puc. 1) [2].
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Puc.1. KoM’ roTepHa MOJIelTb TEXHOJIOTIYHOTO QOopcanTy

Bapro 3ayBaxknTH, mo naHa poborta HaniieHa Ha BuzHadeHHs [1T
BUKJIIOYHO JIJ1s1 000pOHHOT cepH.

3anpornoHoBaHa  MOJETb  NPEACTaBIse  co0O0  iepapXiuHy
CTPYKTYpPY NPHUHAHATTS PillICHHS 11010 BU3HAYECHHS PiBHS KPUTUYHOCTI
TexHoyorii. B maHoMy BHmaaKy BUINMH piBeHb KPHUTHYHOCTI
PO3TIISIIAETHCS SIK O3HAKA IPOPUBHOCTI TeXHOJoTi# [3].

3 TOYKHM 30py iepapxii MPUHHATTS PIIICHHS Ta 3aCTOCOBYIOYH
JeIYyKTUBHUH NPUHLIMO Ui BU3HAYEHHS PIBHA KPUTHYHOCTI
TEXHOJIOTi] BPaxOBYIOThCA JBa TI00ATBHUX HOKa3HMKa: "lIpopuBHMIA
epext" Ta "Exonomiuna pouineHicTs". Ilepmmii BimoOpaxkae
OaxkaHHS, a JPYTUil CIPOMOXKHICTB. Jlaii BifOyBaEThCs JEKOMITO3HIIIS
Ha MOKa3HUKH HIKYOTO PiBHSL.

3arajgoMm, MOJEIb PENpPE3EHTYE CTPYKTYPY NPHUHSATTS PpillleHHS
mono BuzHaueHHs [IT TpboX piBHIB MOKa3HUKIB, KOXKEH 3 SKHX Mae
NIEBHY Bary Ta CBO€ MiClle B 3araybHii cucrtemi. Takum 4YHHOM,
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MOJIeTb BKIIOYae B ceOe | BUXIAHMH IMOKa3HWK, 2 T00ajIbHUX, 4
rpynoBux Ta 14 Bxinaux (1-2-4-14).

BxinHi mOKasHWUKM OynM BU3HAYCHI TaKHUM YHHOM, MO0
OLIIHIOBaHHS TEXHOJIOTi HEe MOTpPeOyBaJl0 3aIydYeHHS EKCHEPTHUX
rpyn. Tomy OuIBIIICTh NOKa3HWKIB MalOTh OiHApHY OIIHKY, a
OLIIHIOBaHHS MOJKE MPOBOJMTH CaM JOCIITHHK, BUXOJSUN 3 HASIBHHUX
CTaTHCTHYHMX Ta IHIINX BIAKPUTHX AaHWX. Hampuknan, BU3HaUYeHHA
piBHS TEPCIEKTHBHOCTI TEXHOJIOTiH BigOyBaeThCS 3a BXiTHUMH
nokasaukamMu  Google trends, 0i0TiOMETpHYHOTO Ta MATEHTHOTO
aHami3iB, iH(poOpMaIisS TPO MO € JOBOJL OO'€KTHBHOIO Ta
HE3aaHTra)KOBAHOIO EKCIIEPTHOIO TyMKOIO.

OyHKIIOHANEHO MOJAENb CKIAJAEThCS 3 CEMH CHUCTEM HEYITKOTO
BUCHOBKY (fuzzy inference system — FIS), sixi ckoMminboBaHi B 0gHY
Mojiens y mporpamuomMy cepemouini Simulink Matlab.

Ha BXim mnonalooThCs OLIHKM 32 BXIAHUMH MOKa3HUKaMu. A
BUXOJOM € IHTCTpajbHUU TOKA3HWK, SKUH BU3HAYA€E PIBEHb
KPUTHUYHOCTI JOCIIKYBaHUX TEXHOJIOT1H.

Bapro 3ayBaxuTH, MmO BXiZHI HMOKa3HUKH BHOMPAINCH TaKUM
YUHOM, 00 MiHIMi3yBaTH iX KOPEJALiI0 MiXK CO000 Ta 3a0e3MeUnTH
OJTHAKOBHH BIUIMB Ha BUXiIHY OWIHKY. ToMy BCi BXiIHI MOKa3HUKH
NPUIMAIOTHCS TAKUMH, 110 MAIOTh OJTHAKOBY Bary.

Pemra moka3sHMKIB MalOTh Pi3HHUH BIUIMB HA PE3YNIBTYIOUY OILHKY,
BUXOJASYH 31 CBO€T BaromMocTi. Bei Barm BpaxoBaHi y CKOMITUTEOBaHIH
MoJjiei. Bu3HaueHHs BaroBux KoeQilli€HTIB 3aCIIyroBye Ha OKpeMy
JIOTIOBi/Ib, TOMY He Oy/e pPO3IJISIHYTO TYT.

[Ticnst BU3HAYEHHS! PIBHS KPUTHYHOCTI TEXHOJIOTIH BiIOyBa€ThCs
iX pamxyBaHHsS Ta cenekiis 10 MHOxuHU [IT. Mexa BKIIOYCHHS
TEXHOJIOTIT /10 MHOXHHH TIPOPUBHHX BH3HAYAETHCS METOJOM
"eKBIMMCTAHTHUX TOYOK", IKHii 3aMPOIIOHOBaHHI ¥ poboTi [3].

Takum 4ymHOM, pO3po0IEHa MOJENb Ha OCHOBI HEUITKOI JIOTIKH
JIO3BOJISIE 3MEHIINTH CYO'€KTHBHY CKJIQJIOBY Yy NPHUHHATTI pilIeHHS
II0JI0 BHW3HAYEHHS pIBHSA KPUTHYHOCTI TEXHOJOTiH, a TaKoX
cpopmysatu nepenik [1T y o6oponHiii chepi. A 3 ypaxyBaHHSIM TOTO,
10 TEXHOJOTIYHMH (OpcaliT MNpOBOIAMTHCS HA JOBIOCTPOKOBY
nepcnexTuBy 20 i OinbIIe poKiB, YCYHEHHS MOXHMOKH B OIIHIOBAaHHI
TEXHOJIOTIH Mae CyTTeBe ab0 HaBiTh CTpaTeriuHe 3HAYCHHS IS
PO3BUTKY OOOPOHHO-TIPOMHCIIOBOT raTy3i €eKOHOMIKH.
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With the advancement of IT technologies, society generates an
increasing amount of digital data, leading to a constant rise in the
demand for larger data storage. Governmental bodies and critical
infrastructure entities are transitioning from proprietary resources to
smart data storage in data centers. The primary advantages of data
processing centers (hereinafter referred to as DPCs) include the ability
for rapid scalability and reliable data storage while ensuring access to
information. Simultaneously, the centralization of data in one location
creates more dependencies on surrounding IT infrastructure,
transforming data centers into critical infrastructure objects, where
ensuring resilience and cybersecurity becomes a top priority.

As of today, the reliability of data centers is primarily assessed
based on "tiers." Data center tiers are a standardized rating system
indicating the reliability of a data center's infrastructure. This
classification evaluates facilities on a scale from 1 to 4, where 1
represents the lowest and 4 signifies the most effective level. This
international rating for data centers is provided by the Uptime
Institute, an independent organization that assesses a facility's level
primarily based on guaranteed uptime, fault tolerance, and the cost of
service.

The assessment is conducted based on the following criteria:
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— guarantee of service availability and uninterrupted operation;

—levels of redundancy (the process of duplicating critical
components and preserving them as backup copies and safeguards in
case of planned or unplanned failures);

— state of cooling and power infrastructure;

— staff experience and technical support protocols (including the
ability to handle concurrent maintainability);

— cost of service;

— operational resilience and the center's ability to achieve long-
term business objectives;

— time required for the data center to onboard a new client;

— levels of data center security;

— operator neutrality.

Four levels of data processing centers certified by the Uptime
Institute:

Tier 1: A data processing center with a single path for power
supply and cooling without redundant components. This level has an
expected uptime of 99.671% per year.

Tier 2: A data processing center with a single path for power
supply and cooling, along with some redundant components. This
level offers an expected uptime of 99.741% per year.

Tier 3: A data processing center with multiple paths for power
supply and cooling, as well as backup systems that enable personnel to
work on configurations without transitioning to autonomous mode.
The expected uptime for this level is 99.982% per year.

Tier 4: A fully fault-tolerant data processing center with
redundancy for every component. This level anticipates an expected
uptime of 99.995% per year [1].

Separately, in publication [2], a methodology for assessing the
availability of next-generation data centers has been developed. This
methodology relies on automatically obtaining the hardware
configuration of the data center to evaluate its availability using
accessibility models. The proposed methodology utilizes a new
standardized API, Redfish, and corresponding modeling structures.
Through this approach, we analyzed the advantages of transitioning
from traditional data center infrastructure (referred to as Performance
Optimization Data Center (POD) with backup servers) to the next-
generation virtual Performance Optimized Data Center (named virtual
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POD (vPOD), consisting of a pool of disaggregated hardware resource
data).

However, during wartime, unlikely risks of peacetime, such as
physical destruction of data centers or frequent power supply failures,
network accessibility issues, capture, and unauthorized access become
more plausible. Hence, the realities of warfare necessitate the
development of new approaches to assess data center resilience.
Taking the above into account, implementing Key Performance
Indicators (hereinafter referred to as KPIs) in data center resilience
processes is advisable. In general, to assess resilience, the following
criteria for data center resilience can be identified.Mean Time
Between Failures (mami - MTBF) - Bumiproe cepenmHiii yac Mix
BizMoBamu B iH(Qpactpyktypi [OJl. lle momomarae OLIHHUTH
HAIIWHICTh KOMIIOHCHTIB 1 CHCTEM Y IIEHTPi 00pOOKH JaHUX.

Mean Time to Repair (MTTR) indicates the average time required
for repair or restoration after a malfunction. Lower MTTR values
indicate that the data center can quickly recover from failures,
ensuring minimal downtime.

Availability measures the percentage of time during which the data
center operates and remains accessible. Higher availability
percentages indicate a more resilient data center.

Redundancy Level involves components such as power modules,
cooling systems, and networking equipment.

Disaster Recovery Time (DRT) measures the time required for full
recovery after a catastrophe or significant failure. A shorter recovery
time implies a more reliable and efficient disaster recovery plan.

Data Backup Frequency and Completeness (DBFC) assesses how
often data backups are created and whether these backups are
comprehensive and up-to-date. This metric ensures the ability to
restore critical data in case of loss or damage.

Energy Efficiency (EF) evaluates the energy efficiency of the data
center infrastructure, including cooling systems, servers, and other
equipment. This metric is crucial for reducing operational costs and
minimizing the environmental impact of the data center.

Security Incident Response Time (SIRT) measures the time
required to detect and respond to security incidents in the data center.
Rapid response is critical for mitigating potential threats and
minimizing the impact of security breaches.

These indicators can be measured in the following ways.1.Mean
Time Between Failures (MTBF) [3]:
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MTBF = Total operational time / Number of failures

Mean Time to Repair (MTTR) [4]:

MTTR = Total downtime due to failures / Number of failures
2.Availability (A):

Availability = (Total operational time - Total downtime) / Total
operational time

3.Redundancy Level (RL) [5]:

Redundancy Level = (Number of redundant components / Total
number of components)

4.Disaster Recovery Time (DRT) [6]:
DRT = Time taken to recover from a disaster
5.Data Backup Frequency and Completeness (DBFC) [7]:

Backup Completeness = (Amount of data backed up / Total data
size)

6.Energy Efficiency:

Power Usage Effectiveness (PUE) = Total Facility Power / IT
Equipment Power

7.Security Incident Response Time (SIRT):

Incident Response Time = Time taken to detect an
d respond to a security incident

Thus, data center resilience (DCR) can be calculated as follows:

MTTR + A+ RL + DRT + DBFC + PUE + SIRT
R = - * 100%
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Having obtained the data center stability indicator, it is possible to
quantitatively evaluate the effectiveness of the implementation of data
center stability and security measures as objects of critical
infrastructure. Quantifying resilience facilitates effective resource
management, which is critical in wartime.
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AKTYaJbHICTh AOCJTITKEeHHsI 3yMOBJIEHA 3POCTaHHSIM KUIBKOCTI
BUKpAJCHb NMPHUBATHUX JAHUX KOPHUCTyBada, TaKUX SK Mapoji, iMeHa
KOPHCTYBaUiB, Mapoi oOJIKOBHX 3aICiB eNeKTpoHHOI momrth, PIN-
KOJIY T4 HOMEPH PaxyHKIB U CHCTEM EJIEKTPOHHHX IUTaTexin. s
TaKUX aTaKk TaKOX BHKOPHCTOBYIOTHCS KEHJIOITEpH, II0 HE 3aBXKAN
PO3IIISIAIOTHCS SIK IIKIATIMBE MporpamHe 3abe3nedenHs. Kenorrep—
1€ 3aCTOCYHOK, caM TI0 co0i He € IIKiITHBOIO MPOorpamMoro, 60 He Hece
Oe3mocepeHiX 3arpo3 pecypcam OOUHCITIOBAIBHOI CHCTEMH, a JIMIIE
npu3HadeHuil 11 Qikcarii Ta mepenadi Ha3oBHI iHdopmalito, sSKy
KOpUCTYBa4  TeHepye 3a  JONOMOrowo  kiaeiatypu.  Taka
aMOIBaJICHTHICTh JIO3BOJIIE KeijlorrepaM  OyTH NPUCYTHIMH Y
PI3HOMaHITHUX 3aKOHHHX MpOrpaMax, OYMHAIOYH BiJl 0aThKIBCHKOTO
KOHTPOJIO JI0 KOHTPOIJIIO POOOTH CIiBPOOITHHKIB aaMiHICTpaIli€lo Ha
npoTsizi  pobouoro mHiA. Kedmorrepm 1HONI BUKOPHUCTOBYIOTH
KOpHCTYBauyaM JUII MOJIJIMBOCTI  NEPEMHMKaHHS MiX PO3KIIaJKaMH
KiaBiaTypu, a00 BHMKIMKATH TIEBHI IIpOTrpaMHi 3aBJaHHA 3a
JIOTIOMOT'010 «rapsunx Kiasinm (Hanpukian, Keyboard Ninja)

MeTo10 POGOTH € MPOBEJCHHS EKCIIEPUMEHTAIBHUX JIOCII/DKEHb
JUTSL THATBEPIDKEHHS MOMIIMBOCTI BHUSBIEHHS pOOOTH Keilmorrepa
piBHA A1pa 3aco0aMy MAIIMHHOTO HaBYAaHHS.

Jis  BUABICHHA IIKIAIMBOI poOOTH Keiyorrepa y  siapi
omepariiHoi cucremMu OyJa 3aIpPONOHOBaHA MOJIENb, III0 OCHOBYETHCS
Ha MOHITOPHWHTY TMOTEHI[IHHO HEOe3MeYHHX TMOJil, M0 BUHUKAIOTH
mpu  poOOTI  NIKINIMBOTO  MPOTPAMHOTO  3a0e3MedeHHs s
omepariiiiHoi cuctemu LinuxX. TakuMu MOMIAMH MH BBaXKAEMO:
HeouiKyBaHe 301IbIICHHS MEpPEeXeBOro Tpadiky Ta 3alKC y TUTBKHU IO
crBopeHi dain. Li moaii Mu peecTpyeMo y BIPOAOBXK JESIKOTO yacy,
o OW 3i0paTH TOCTAaTHIO KUIBKICTh JaHUX JJI MOJAIBIIOTO aHATi3Y
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METOJlaMH MAaIlIMHHOTO HaByaHHS. [OJIOBHA MeTa NOZJAJIBLIOTO
aHaizy nossrae y kiacugikanii HeOe3meyHWX MO MOMDK YCixX
JIaHUX 110 OynH 3aikcoBaHi i 4ac eKCIIEPUMEHTY.

BucHoBxku

B pesympraTi mpoBemeHOro aHaiizy Oyio aHali3y OOTpyHTOBaHO
JOLUTBHICTS BHKOPHCTAaHHS METOIIB MAIIMHHOTO HaBYaHHS JUIA
BUpIIICHHS 3a/1a4i BUSBJICHHS poOOTH Keinorrepa. HaBenena monens
MOKa3y€e TIABHUINCHHSA pIBHSA BHABICHHS KEIJIOITEpiB y  sAapi
orepariiiHoi cuctemu Linux.
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INSURANCE CLAIMS RISKS MODELLING AND
FORECASTING
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In this paper the most significant tasks of car insurance claims
risks are solved. The task of measuring the claim probability
for a specific policy is proposed to solve by using a set of
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generalized linear models families with survival models. The
second task is to forecast the distinct classes of policies, the
quantity and prices of claims in different groups. The third task
is to develop of scorecard for insurance claims risks evaluation.
All these tasks were solved on real data.

Keywords: generalized linear models, scorecard, insurance
risks, modelling, forecasting.

Introduction

Modelling and prediction are vital parts of finances especially in
the field of insurance companies. The key task for insurance operation
is based on a prediction of severity and probability of each claim as
well as the group of the claims. It means that for solving it demands a
high level of data quality as well as the quality and accuracy of the
used models. During the forecasting task solving we defined the most
important problems and found the best models, methods, techniques
for their solving. For this reason we made an extensive analysis of the
real dataset and use various modelling techniques to solve risk-related
problems for insurance data.

Problem statement and used data

The main objective of this study is to define not only the
probability and cost (value) of each claim but also for the subset of
the most damaged cases. We will validate an appliance of existing
models for real-life task problems in the car insurance field as well as
propose to modify the problem statement based on risk management
tasks and business needs of the insurance company. It was carried out
the extensive examination of different formulations of the problems
that can arise from the data.

We used the dataset where the number of classes of claimed and
non-claimed insurance claims was to some extent imbalanced — from
589592 records only 3728 were with claims. When the matrix of
correlation was examined it was found that there is no strict
correlation between features and target variable.

The results of the modelling showed how significant were the
limitations and underlined the low predictability in the scope of the
data. As per results, for a simple claim, using the best model (normal)
it was found that no records possessed the significant predicted
probability in order to be divided into the records that will be claimed
and those that won’t.
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Most relevant tasks for claim risks modelling

During our research we need to admit that insurance strategy
based on available data is not bad. There is a big imbalance which
defined that the quantity of the most risk claims is small. It is good
from the business side of the insurance company but it would be great
to evaluate what is the damage and percentage of the most valued
claims. For this reason we need to solve such type of tasks.

1) Claim probability evaluation. There are a few well-
developed and researched model families that can be used for
modelling the claim distribution [1]. Statistical and probability of the
claim machine learning based models are both utilized to a great
extent in real-life applications for claim determination and prediction.
Among machine learning, the random forest is widely used. For
statistical models, the regression families are used and among them,
further extension is frequently applied to the real-life problem —
generalized linear regression [2, 3]. Those models extend the basic
linear regression problem with a link function which allows us to take
care of the non-linear relationship inside the data. They are used as a
main model family in the task of building robust and usable models.
We used two generalized linear models: binomial which is best used
for probability determination and normal or Gaussian models which
can also be applied for the modelling.

2) Predicting groups of claims. The task of grouping the claims
into some classes using common values to link and organize records
into categories and build models for them. By grouping the records,
we could solve two sub-problems of risk management: predict the
number of claims per category and also model the total spending on
the group. The original dataset was lacking financial data e.g., the
severity of the claim or the price of a car. This challenge is an
example of real-life data that are missing some parts of information.
In order to bypass the problem, the financial data were obtained via
an external source per presented classes and adjusted to account for
available features. Overall, encountering missing data — observations
and features is a known challenge and limitation of the data taken
from open source. However, when applying modelling to the data
collected by the organization it is still possible to miss some key
features or have errors in data that should be cleaned. Sometimes new
features are provided in the dataset which require a different approach
[4]. Two models have been used — Poisson and Normal model for the
number of claims prediction and Normal model for costs of claims
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per claim prediction. The result showed a high level of predictability
by the classes.

3)  Scorecard. While modelling the relationships between input
variables and target it is important not only to build a model with a
high level of confidence but also to account for its usability. There is a
problem with the most complex model that results while giving a
sufficient answer, which is hard to decode. In machine learning with
many layers, the weights are not interpretable almost to the full extent.
For the statistical approach, the interpretation is easier but still doesn’t
give a measurable and understandable interpretation for people not
familiar with the subject of models like staff or regular decision-
makers. Any prediction provides only an approximation to the real
condition and it is often for the staff to make a final decision which
requires understanding. Another problem is that results are not
gradation of the severity of the answer. How low is the result? If it is
not a definite “yes” — what should be taken? We used a scorecard for
solving the task the severity gradation as well as to define the class of
the most valued claims.

Conclusions

The problem of single-claim prediction is the hardest one. For the
claims risk management we need to forecast the probability of each
claim, of each type of claims and to develop a special scoring card in
understandable and easily interpretable manner the key features
automatically. Our research showed both weak and strong sides of
modern statistical models in risk management. In order to simplify the
task, grouping can be performed which results in much better output
and possesses far greater accuracy. At the end of our research, we
decided to address the problem of the single claim from another
perspective and use the scorecard to at least determine in an
understandable and easily interpretable manner the key features. It
might not be sufficient for single-claim prediction but it yields great
results on the grouped data and provides valuable insights about the
tendencies.
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3abe3neueHHss  KiOEpBIAMOBOCTIHKOCTI €  HaA3BUYAHHO
BaXIUBUM  3aBJaHHAM JUIA  pi3HUX chep Ta  UIA
KUTTEMISIIBHOCTI  Iinmux  gepkaB. Jnsg  3a0e3medeHHS
JKUTTE3ATHOCTI CUCTEM, MEHEKEPH Ta IHKCHEPH IIYKAIOTh
CIOCOOM 3aCTOCYBaHHs KOHUEMI# KiOepBiIMOBOCTIMKOCTI Ta
iHTerparii TEXHOJOTIM MiABHIICHHS CTIHKOCTI y CHCTEMHY
apXITEeKTypy, KOHCTPYKIi Ta onepariiiHi CHCTeMH.

KarouoBi ciaoBa: kibepcrilikicT, MeTpHKa KiOepCTIHKOCTI,
KiOepBiIMOBOCTIHKICTb.

Beryn

Y aHrJIOMOBHIM JliTepaTypi iCHye KOHCEHCYC IO/I0 TEPMiHY
“Cyber resilience” (upsiMuii mepeknan - KiGepcTiHKICTB), TaM e MH
B)KUBAEMO TEepMiH KiOepBiIMOBOCTIHKICT [1].
Ki6epBinoMoBoCTiHKiCTh(KiGep-pe3HICHTHICTD) - e 3IaTHICTh
opraHizamii ~ 3a0e3neYuTH  PO3BUTOK  JisIBHOCTI  (CTIMKICTH
MiIPUEMCTBA) 32 PaXyHOK T'OTOBHOCTI JI0 KiGep-3arpo3, MOMJIMBOCTI
pearyBaHHs Ha HHX, 3ac00iB BiZHOBIEHHS Ticis kibepatak [2]. Lo
3IaTHICTh MOYKHA PO3TIIAJATH Ha Pi3HUX BHMipax Ta piBHsiIX. Kibep-
PE3UIEHTHOCTh 00’ €KTIB KPUTHYHOI iHYPACTPYKTYPH 3aJIE€KHUTH SIK Bif
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amapaTHO-MPOrPAMHOT0 3a0e3MeueHHs, TaK 1 BiJi KOMIIETCHTHOCTI
MIEPCOHAIY.

OcCHOBHA YaCcTHHA

[IMo6 kibep-pesmneHTHICH Oyna eQeKTHBHOIO, 1i MOTPiOHO
pO3IIIANaTH CUCTEMHO. B 3araibpHHX pHcax BHMOTH €(QEKTHBHOCTI
BiZIMIOBIAfOTh YOTHPHOM OOJIACTIM Y MaTpPUIli KiOepBiAMOBOCTIHKOCTI:

KOMIIOHEHTH Ta CHUCTEMH, SIKIi MOXYTb OyTH BHSBJICHI 3a
JIOTIOMOT'010 (Pi3UYHUX 3aCO0IB;

CHCTEMH, SIKI MOXYThb OyTH olLiHeHi B iH(popmauiiiHiii abo
TeXHIuHI# cdepi;

mporpaMH  Ta  omepamii 3  KiOepOesmekw — BCcepennHi
oprasizariii;

CTPYKTypH Ta MEXaHi3MH JUIi OPUAHATTS — pIIICHB,
MOB’s13aHUX 13 KiOEpPBIAMOBOCTIHKICTIO, B OpraHi3aliifHoMy,
rajxy3eBoMy, perioHabHOMY, HaliOHAJIEHOMY qH
TpaHCHAIlIOHAJILHOMY MaciTabdax [3].

3rizHo  nmaHumx  HarioHajapHOro  IHCTUTYTY  CTaHAApTiB 1
texHonoriii  (NIST) MoHa BHMIUIMTH Taki XapaKTepUCTHYHI
napameTpH KibepBiZIMOBOCTIHKOCTI:

OcHoBHi QyHKMii:

1.

InenTugikauisn - 3aByacHuii MOIIYK iHAMKATOPIB BILIMBY,
BEKTOPIB aTak, sSKi MO’KHa BUKOPHUCTATH, MO0 NPOHUKHYTH
y IT-exocucremy.

3axmcT - 3MEHIICHHS Bpa3IMBHX MICI(b BiIIOBITHO OO
BAILIOi TEPIIMMOCTI 70 PU3HKY.

BusiBieHHs1 - BUSBJICHHS 1HIMKAaTOPiB KOMIpOMETAIii 3a
JIOTIOMOTOI0  ayJUTy B pEIbHOMY 4Yaci, BHSBICHHS
aHOMAUTilf Ta MOTIEPEKEHHS.

BinnmoBigpy - mBuakuii 30ip Ta aHamiz iHOpMarii mpo
IHITMICHT, 33U TIPUHHATTS OOIPYHTOBAHUX PIIIEHB 100
HaWKpamoro crocooy mii.

BinHoBJieHHsI - MBHIKE, TOUHE Ta €PEKTHUBHE BiTHOBICHHS
CHCTEMH 1 TaHUX.

KepyBannsa. lle HackpisHa QyHKmis, sxa iHGopmye Ta
MiATPUMY€E 1HIINX; HANPHUKIAA, PE3YJIbTaTH YHpaBJIiHHA
BU3HAYAIOTh NPIOPUTETHICTH 3aCO0IB KOHTPOIIIO OE3MEKH.

Hini xi6epBinmoBocTiiikocTi. 11ini — 11e OLIBII KOHKPETHI 3asBH
npo ouikyBaHi pesynbTath. [3], [4].

1.

3ano6iranus a00 YHMKHEHHSI - 3aro0iraHHs YCIIITHOMY
BUKOHAHHIO aTaky abo peai3allii HECTPUATINBUX YMOB.
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IMigroToBKa - pO3yMiHHS TOTO, IO HErapas3au BiTOYAyThCs, 1
BIAMOBITHO, TOTPUMAaHHS HA0OPY PeasliCTUYHUX PeaKIii uis
MOJIOJIAHHS OYiKyBaHUX HErapasis.

IIponoB:xeHHs - MakcUMi3allis ~ TpHBaJOCTI  Ta
JKUTTE3IATHOCTI OCHOBHHMX MicCiii abo Oi3Hec-QyHKIIN mix
9ac TPyIHOIIIB.

O0MeskeHHS - OOMEXCHHS IITKOIN BiJl HETapas/iB, 3aBIAaHIX
IIHHAM aKTHBaM, TaKUM SK Ti, o 30epiraioTh abo
00poOIITIOTh KOH(DIIEHITIHHY 1HPOpPMALito a00 MiATPUMYIOTH
BaKJIMBI IS MicCil MOYKJIMBOCTI.

BigHoBJIeHHS - BiTHOBJICHHS SKOMOTa OibIe QGYHKIIH Micii
4K Oi3Hecy ITicNisl HerapasJiB, TapaHTYIOuH, IO BiJIHOBIEHI
pecypcH € HaliHHUMH.

Po3ymiHHs - miATpUMKa KOPUCHOTO MPEACTaBICHHS Micii Ta
0i3HeC-3aJIeKHOCTEH 1 CTAaTyCy pecypciB LIOJ0 MOXKJIHMBUX
Herapasis.

Tpanchopmanisa - 3miHa Micii ado Oi3Hec-GyHKIIi Ta X
JMOTIOMDKHUX TPOIECiB, MO0 Kpamie CHpPaBIATHCA 3
TPYIHOIIAMH.

IlepedynoBa - 3MmiHa cucTeMu, Micii Ta JOMOMIXKHOI
apxiTektypu, mo0  e]eKTHBHIiIIE  CHpaBIATHCI 3
TPYIHOIIAMH.

OcHoBHi MeT010J10Ti] AJ151 OLiHKHU Ki0epBiAMOBOCTIHKOCTI:

[Tnardpopma juis  migBUINEHHS piBHA  KiOepOe3neku
KPUTHYHO-BaXJTMBOT  iH(GpacTpyktypu (HauionanbHuii
iHCTUTYT cTanAapTiB i TexHouoriit (NIST));

Crangaptu AreHTCTBa €BPOIEHCHKOTO JJISi MEPEXKEBOi Ta
indopwmariiiinoi 6esnexkn (European Union Agency for
Network and Information Security (ENISA) Standards);
MeroooTist  AOCIIHUKIB  aMEpUKaHChKOI —opraHizamii
Kopmnoparis Mitre.

Merpuka rpynu 1. Jlinkosa (Resilience metrics for cyber
systems) [4];

OpHak, y *OIHIN 3 IUX METOJIOJIOTiH HeMae 3ac00iB I pO3pOOKHU
MojieNiell KiJbKiCHOT OIIHKH KiOep-pe3nseHTHOCTi. OueBruaHO, IO e
notpebye eramy MeETa-MOJCIIOBaHHS Ui KOHKPETHHX KJIACIB
00’€eKTiB, 30KpeMa KPUTHYHOI iHPPACTPYKTYPH.

BucnoBku

Hactynaum eranom micist GopMyBaHHS HOHATIHHOTO anapary Mae
CTaTH MEeTa-MOJICIIOBaHHS caMoi KiOep-pe3msIeHTHOCTI it 00’ €KTIB.
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Takuif  miaxin  JO3BOJHUTH  Y3TOJAWTH  KOHTEKCT, Vy  SKOMY
BUKOPUCTOBYETHCSI  MEBHUI  TMOKA3HUK, a TaKOX  IIOJICHINTh
3HAXOJKCHHSI METOJIIB OI[IHFOBaHHS KiOep-pe3UICHTHOCTI.
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DEVELOPMENT OF CONTINUOUS USER
AUTHENTICATION ALGORITHM

Maksym Ogurtsov
V.M. Glushkov Institute of Cybernetics of the NAS of Ukraine, Kyiv,
Ukraine
maksymogurtsov@gmail.com

The relevance of information security has been growing over
the past decades and will continue to grow. To increase the
information security level, the special algorithm for multifactor
authentication of users using Near Field Communication
technology (NFC) was developed. Based on it, it is proposed to
create a constant channel for transmitting secret authentication
data for the data protection algorithms operational work.
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Introduction

The relevance of information security has been growing over the
past decades and will continue to grow in the future, as the value of
information with limited access (ILA) and the amount of losses that
can be caused by its disclosure, distortion or destruction are constantly
increasing [1].

To date, the ILA protection is provided by cryptography and
access control means [1-2] and sometimes — by steganographic means
for hiding the fact of information transmission. But the means of user
multifactor authentication when trying to gain access to ILA remain
insufficient [1-4]. And even if two-factor authentication used —
situations, when authorized user leaving his work place without
locking it, providing to malefactor ability to get unauthorized access
to ILA, remain.

The goal of this work is to develop a special multifactor
authentication algorithm for protecting information when accessing it
using Near Field Communication technology (NFC) [5] to increase
the level of protection of personal information.

It is proposed to implement the architecture of the system of CI
(SCI) based on multifactor authentication of users using NFC)
technology. On its basis, it is proposed to create a channel for
constantly transmitting secret authentication data.

NFC technology was chosen because of its unique features of
transmitting data only in very close range, which will be necessary for
the proposed algorithm work, as is shown below.

Continuous user control

Let's consider how it is possible to increase the level of protection
of authentication data based on the use of NFC. For this goal, it is
proposed to apply a method of continuous user control, according to
which each user must have an NFC authentication device. According
to the developed algorithm of continuous user control, the NFC-
devices that each user has with him will be constantly used to track
the user’s presence and location, while determining his level of
authority (Figure 1).
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Figure 1 — Scheme of the algorithm of continuous user control
work

Algorithm of continuous user control

The algorithm workflow:

1. When the user is going to start work with ILA (the first data
access request), he enters the password.

2. During the password verification process, the NFC reader
automatically checks the presence of an NFC authenticator in the
nearby zone, which is corresponding to the given password.

3. If the password is correct, but there is no NFC-authenticator,
access is denied.

4. If the password is correct and NFC-authenticator present, access
is granted.

5. During further work with ILA, the NFC-authenticator is
regularly (at least once every few seconds) scanned for its presence.

5. In the case if the NFC-authenticator is not detected during
scanning, access to ILA is blocked and step 1 must be repeated.

6. If the user moves away (went on a break, moved to another
workplace, etc.) — step 1 must be repeated.

As a result of this algorithm implementation, authorized user will
be forced to enter his password only when coming to work and
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returning from a break. During all other times it will be enough for
user to have an NFC-authenticator with him to get access the ILA
within the framework of his/her authority. At the same time, stealing
the NFC-authenticator will not grant unauthorized access to
malefactor, since in order to gain such access to ILA, he will have to
additionally enter a password that is known only to a legitimate user.
At the same time, the security system monitors the presence, location,
and actions of each user in real time, checking their access rights
automatically if necessary.

The construction of security system based on the proposed
algorithm will allow protection against the most dangerous threats,
simplify the deployment, modification and scaling of security system
and increase the reliability of ILA protection. Users wouldn’t have to
care anymore is their workplace is locked when they are going to go
away for some reason — it will happen automatically. And without
risks of false-negative errors as with other approaches [1]: for
example, in approach of automatically blocking access to workplace
after some time of inactivity there is possible situation, when user gets
a call, talks on the phone, stopping doing any other actions — and
his/her workplace automatically locking. With the proposed algorithm
such a situation wouldn’t happen. The use of an NFC device will
allow effective and transparent multi-factor user authentication.

It is also possible to use a mobile phone with NFC support as an
NFC authenticator.

Conclusions

The developed algorithm of multi-factor user authentication based
on NFC technology, when applied, will allow easy and flexible
deployment, scaling and updating of the access control systems.
According to the algorithm, it is proposed that the location and actions
of users are constantly monitored by the security system in automatic
mode and with the password will provide multi-factor authentication.

However, the following questions require further research:

 which specific software and hardware tools would be the optimal
choice to build the access control system;

* economic substantiation of the NFC-authenticators feasibility.
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CUCTEMA 3AXHCTY OB’EKTIB KPUTHYHOI
ITH®PACTPYKTYPH YKPATHH
O.B. Cauyk
JepxaBHUl yHIBEpCUTET 1HPOPMAIIITHO-KOMYHIKAIIITHIX
TexHoJjorii, Kui, Ykpaina
ovsachuk@gmail.com,

Po6ota mpucBAYeHa BHBYEHHIO IpoOieMu Oe3mekd Ta
CTiMKOCTI KpUTHYHOI iH(pacTpykTypu.. AHam3 30UTKIB,
3aBIAHUX POCIHCHKOIO arpeci€ro, BKa3ye Ha BaXKJIHUBICTh
HEBIJKJIaAHUX 3aXOJiB Il BJOCKOHAJICHHS CHUCTEMH Ta
pearyBaHHS Ha eKCTpeMaibHi cuTyamii. PobGora Ttakox
BUCBITJIIOE ~ HANpsIMM  DPO3B’SI3aHHA  NPOOJEMH  3aXHCTy
KPUTHYHOT 1H(QPACTPYKTYpH Yepe3 CTBOPEHHS HOPMAaTHBHO-
npaBoBoi 0a3m, OpraHizalifHO-IHCTUTYLIHHOI CTPYKTypH Ta
BU3HAYCHHS [I0BHOBaXXEHb Cy0’€KTIB CHCTEMH.

KaouoBi caoBa: xkpurnuHa iHQpacTpyKTypa, KpH30Bi
cuTyarii, gepxaBHa Oe3reka, BiifHa.
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Beryn

B ymoBax BiiiHM, cucTeMa 3axuCTy OO0'€KTIB KPUTHYHOL
iHQpacTPyKTypu cTa€ HEBII'€MHOIO CKJIaJIOBOIO  HAI[lOHAJbHOI
Oesmexu must Ykpainu. [IuTaHHS €QEeKTHBHOTO 3aXHUCTy KPUTHYHIX
00'eXTIB CcTa€ HE TIIBKM TEXHIYHMM BHUKIHMKOM, ajleé W KIIFOYOBHUM
acIeKTOM 3a0e3MeUeHHs HaI[lOHAIBHOI CTIMKOCTI Ta Oe3neku. Ll Tema
€ aKTyaJIbHOI0 1 BMMarae KOMIUIEKCHOTO IiIXOAY O BHBYCHHS Ta
pO3poOKH 3axOfiB, CIPSAMOBAaHMX HA MIiABHIICHHSA PIiBHSA 3aXHCTY
00’eKTiB KpUTHYHOI 1HPPACTPYyKTypH YKpaiHH B yMOBaX Cy4acHHX
BUKJIHKIB Ta 3arpos.

Pe3yabTaTtu gociaixkeHn

Kpurnuna ingpacTpykrypa — Le cucreMa 00'€KTiB, YCTAaHOB Ta
Mepex, sKa € HeoOXimHOW Uil (YHKIIOHYBaHHS CYCIIJIbCTBA,
EeKOHOMIKM Ta HamioHampHOi Oesmeku. Lli o0'extnm 3a6e3medyroTh
OCHOBHI Tociyrdn Ta (yHKOI, Taki $K eJIeKTPOIOCTadYaHHS,
TPaHCHOPTHI ~ KOMYHIKallii, BOJOIOCTaYaHHS, TEJICKOMYHIKAIIii,
MeIUYHa JIoToMora Ta iHmm, 0e3 SKMX HEMO>JIMBO ITOBCSKICHHE
JKUTTSL Ta Tpans CYCHUIBCTBA. 3aBISIKH CBOEMY CTpaTEridHOMY
3HAYCHHIO 11 00’€KTH MOTPeOYIOTh OCOOJIMBOTO 3aXHCTy Bix
NPUPOJTHHUX  KaTacTpo(,  TEXHOTEHHHMX  aBapidd,  Kibeparak,
TEPOPUCTHYHMX 3arpo3 Ta iHKMX Hebe3mnek [3].

Jlo OCHOBHHMX NPUHLMIMIB (QYHKIIOHYBaHHS JEPXKABHOI CHUCTEMH
3aXMCTY KPHUTHUYHOI 1HQPACTPYKTYpH HaJekaTh: KOOPAMHOBAHICTh;
€IHICTh METOJIOJIOTIYHMX 3acall; Jep)KaBHO-TIPHUBATHA B3aEMOJIIs;
3a0e3neueHHs KOH(IIESHIIIITHOCTI; MiXKHapOAHE CIiBpoOITHHITBO [3].

O6'extn | xaTeropii KpUTUYHOCTI 3aliMarOTh 0COOINBE 3HAYCHHS 3
TOYKM 30py 3arajbHOJEP’KaBHOTO 3HaueHHsA. BOHM BOJIOAIIOTH
3HAaYHMM BIUIMBOM HA iHIII 00’€KTHM KPUTHYHOI iHQPAcTpyKTypH, Ta
TXHE TOPYIIEHHS MOXKE MPU3BECTH J0 BUHUKHEHHS KPU30BOT CUTYaIil
JIEpXKABHOTO piBHA (€NEKTPOCTAHIli, LEHTPH YIPABIIHHSA, BEIHUKI
JIepKaBHI HEHTPH).

O6’extnn Il kaTteropii KpUTHYHOCTI € JKHUTTEBO BAXKIUBHUMH Ta
MalOTh  perioOHaNbHE 3HAYeHHA. Y  pa3i  MOpymeHHs  iX
(yHKIIOHYBaHHS BHHHMKAa€ KPH30Ba CHUTYyallis, IO Mae€ BIUIMB Ha
perioHadbHHN  piBeHb  (MANMBHO-CHEPTeTHYHA  IPOMHCIOBICTB,
JIOTICTUYHI IECHTPH).

O06’extu Il xaTeropii KPUTHYHOCTI € BaXJIMBI IS MiCIIEBOTO
PiBHSI — B OCHOBHOMY HianpueMcTBa. Haciiakom ix nmopymeHHs Moxe
CIPOBOKYBATH KPU30BY MICIIEBOIO MiCLIEBOI'O 3HAUCHHSI.
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OO6'extn IV kateropii KpUTUYHOCTI € HEOOXIJHUMH 1 MOPYIICHHS
iX (QyHKIIOHYBaHHS MOXXE NPH3BECTH 10 KPH30BOIO OOMEXEHHS
JIOKAJILHOTO 3HAYeHHs — 3amnpaBku, HadTO0a3M, JIOKaJbHI IEHTPU
ynpasiians [1].

IIponosxkenns arpecii Pociiicexoi ®enepanii Bupomomx 2022
poky B 2023 mpu3Beso 10 3pOCTaHHS CyMU 30UTKIB, 10 OyJIH 3aBAaHI
pakeTHHUMH OOCTpiTaMH IO KPUTHYHIA iHQpacTpykTypi YKpaiHwu,
0coONMBO eHepreTHUHill cdepi, Tak 1 0OCTpiTaMH MICT Ta CeNwIml,
AKTUBHUMH OOHOBHMMU IisIMH HA MiBJHI Ta CXOIi YKpaiHu.

PerymisipHmii MOHITOPHHT 3aBHaHUX BTpaT 3a BepeceHb 2022 poky
— mortuii 2023 poxy, IO BEAETHCS NHUBIIHHO-BIHCHKOBUMHU
aJMIHICTpallissMH ~ Ta  MIHICTEpCTBaMH, JIO3BOJISIE  IIPOBOAUTH
peryJsipHy OLIHKY YMHHOTO CTaHy 30MTKIB Bij pociiickkoi arpecii. 3a
Maiixe miB poky 3 1 BepecHs 2023 poky YkpaiHa 10aTKOBO MOHecCa
noHas $18,4 myp 30UTKIB CBOIMHU akTHBaMH [2]

Haii0inpmie 3pocTaHHs TOB’si3aHE 31 30UIBIICHHSAM 30HMTKIB
JKHUTIOBOTO (DOHAY. 332 OCTaHHI TPU

Mmicsmi g cyma y sotomy 3pocia mo $53,6 mupn. Jlo Tpiiiku
HaOUTPII TOCTpakgamux cdep, OKpiM pYyHHYBaHb >KHTIOBOTO
CeKTOpy, Hajexath cdepa iHPpacTpyKTypH i3 CyMOr0 30UTKiB y $36,2
MJIPJ] T4 MPOMHUCIIOBICTh ¥ MoOmIKO/pKeHi mianpuemcta — Ha $11,3
mipa [2].

Haiibinpima gactka y 3arabHOMY 00Cs31 MPSIMUX BTPAT HAJIC)KHUTH
xuinoBuM OyaieisiM ($53,6) Ta kputnuniit inppactpykTypi ($36,2
mipa). Brpartu aktuBiB GisHecy craHoBmsaTh MiHiMym $11,3 mupx i
npoaoBXKyIOTh 3poctatu . Ille $8,7 mipa ckiaamaroTh mpsiMi BTpatu
arpapHOro CEKTOPY BHACJIIIOK BiiHU.

CykymHi IpsiMi BTpaTH BiJX pyHHYBaHb Ta HOIIKOPKEHb 00’€KTiB
TPOMAJICBKOTO CEKTOpYy (comiaibHi O0’€KTH Ta YCTaHOBH, 3aKJIaAH
OCBITH, HAyKH Ta OXOPOHH 3JI0POB’s, KYJIBTYPHI CIIOPYAH, CHOPTHUBHI
00’€KTH, aaMiHICTpaTUBHI OYAIBII TOIIO) CKIanarTh 0au3bko $13,69
MIIPII.

[pobnemu 3a0e3nedeHHs 3aXUCTy KPUTHYHOI
iHppacTpyKTypH nepe1oayaeThCs po3B’A3aTu 3a TpbOMa
HanpsIMaMH:

— CTBOpEHHS HOPMAaTHBHO-TIPABOBOL 6a3m 3 MHUTaHb
oprasizarii JiSUTBHOCTI JIepKaBHUX OpraHiB 1 Cy0’exTiB

roCrofapioBaHHs y cdepi 3aXuCTy KPUTUIHOI iHQPACTPYKTYpH;
— CTBOpEHHS OpTaHi3allifHO-IHCTUTYIIHHOI CTPYKTYPH Jep>KaBHOT
CHUCTEMH 3aXUCTy KPUTHIHOI iHOPACTPYKTYPH;
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— BU3HAQUCHHS IIOBHOBAXGHb, 3aBIaHb Ta BIANOBITAJIBHOCTI
Cy0’€KTIB JIepKaBHOI CHUCTEMH 3aXHUCTy KPUTHUHOI IHQPACTPYKTYpH

1,8 = XXutnoei Gyaisni

2. 6 N = |HbpacTpykTypa

W

AKTUBM niquMeMCTa.
NPOMUCNOBICTL

» OcsiTa

= AMK Tta 3em pecypcu

» EHepreTuka

= Jlic

= TpaHcnopTHi 3acobu

» Topriens

= KynbTypa, Typusm, cnopt

= OXOpOHa 340pOoB's

= |Hwe

BucHoBok

JocmimxenHs CUCTEMH 3aXMCTYy  OO'eKTIB KPUTUYHOL
iHQpacTpyKTypu YKpaiHM B KOHTEKCTi BIHCHKOBOTO KOHQIIIKTY 3
POCIHiCBKOIO (peliepalli€ro MoKa3ano aKTYaIbHICTh Ta BaXKIHBICTD ITi€l
TeMH Ul HaliOHaIbHOI Oe3neku. PosrisHyTi Kareropii 00'ekTiB
JIO3BOJISIIOTH YCBIZIOMHUTH PI3HUH PiBEHb iX CTpaTEriyHOl BasKIMBOCTI
Ta PO3MICTHTH ONTHMAIBHI 3aXOIH 3a0e3MeucHHs iX e()EeKTHBHOIrO
3axuCcTy. BaxnuBum eneMeHTOM (YHKIIOHYBAaHHS CHCTEMH €
NPUHLIUIIKA  KOOPAWHOBAHOCTI, €IHOCTI METOIOJIOTIYHMX  3acal,
JIep>KaBHO-TIPUBATHOI B3aEMOIl, 3a0e3neueHHsT KOHDIICHIIIHHOCTI Ta
MDKHApOJHOTO CIIBPOOITHHUIITBA. Pe3ysbTaT# MOHITOPUHTY 30HTKIB,
3aBIAaHUX POCIHCHKOIO arpeci€ro, CBiqUaTh MPO CEPHO3HI HACTIAKK IS
EKOHOMIKH Ta coriayibHOT chepr YKpaiHu.
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RESEARCH OF THE EFFICIENCY OF NETWORK-
CENTRIC CONTROL OF MOBILE AGENTS IN A
DYNAMIC ENVIRONMENT
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Based on model of the algorithm of network-centric control of
mobile agents in a dynamic environment and simulation model
regarding the behavior of interacting mobile agents, there is a need to
conduct experimental studies of parameters and evaluate the
effectiveness of network-centric control of mobile agents.

To confirm the correctness of the developed scientific and
methodological apparatus, we conducted mathematical modeling of
the process of researching the effectiveness of network-centric
management of mobile agents in a dynamic environment. The
software tools used include the following elements:

— the simulation was performed on an Intel® Celeron® personal
computer with a 3.2 GHz processor and 16 GB of RAM in the
Microsoft Windows 10 operating system;

— Microsoft SQL Server 2022 was used for the database
management system;
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— Microsoft Visual Studio 2022 Community Edition is chosen as
the development environment. The development was carried out in the
C# programming language using an object-oriented approach;

- conducting experiments in the simulation environment included
setting the initial parameters of the task, performing intermediate
calculations, deriving the results and their visualization using
Windows Presentation Foundation.

Let's calculate the minimum sufficient number of nodal mobile
agents, % (nodePercentage) to hit the target.

A target is considered hit when the following conditions are met
simultaneously:

a) the percentage of mobile agents that reached the target
(targetHitPercentage) must be no less than the percentage of mobile
agents that was sufficient to hit the target (targetHitPercentage);

b) among the mobile agents that have reached the goal, there is at
least one node mobile agent (targetReachedCount > 0).

For this, series of 100 experiments were performed each, with the
following values:

— number of mobile agents (numberOfAgents): 100;

— the percentage of mobile agents that will be sufficient to hit the
target (targetHitPercentage): 5%.

— percentage of nodal mobile agents (nodePercentage): from 1 to
20% of the total number of mobile agents;

— initial (startLatitude, startLongitude) and final (targetLatitude,
targetLongitude) geographic coordinates for nodal mobile agents;

— the percentage of mobile agents with which communication was
lost(lossPercentage): Automatically generated randomly between 50%
and 90%. At the same time, the current geographic coordinates of
such a mobile agent are set to NULL.

According to the obtained results of the experiments, graphs of the
dependence of the number of nodal mobile agents, %
(nodePercentage) on the probability of hitting the target
(targetHitPercentage) in each experiment were drawn (Figs. 1-5).

Summarizing the results of the conducted experiments, the average
effectiveness of hitting the target with different numbers of nodal
mobile agents was considered (Table 1, Fig. 6).
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Fig. 1 Dependence of the value of the number of node mobile
agents (%) on the probability of the impression of the target:
the percentage of mobile agents with which the connection was
lost - up to 50%
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Fig. 2. Dependence of the value of the number of nodal mobile agents
(%) on the probability of the impression of the target: the percentage
of mobile agents with which communication was lost is up to 60%
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Fig. 3. Dependence of the value of the number of nodal mobile agents
(%) on the probability of the impression of the target: the percentage
of mobile agents with which communication was lost is up to 70%
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Fig. 4. Dependence of the value of the number of node mobile agents

(%) on the probability of the impression of the target: the percentage
of mobile agents with which communication was lost is up to 80%

136



100
90
80
70
60
50
40
30
20
10

IMoBipHiCTE BpaskeHHs wiii, %

23 456

7 8 9 1011121314151617 1819 20 21

KinbkicTs By3/10BHX MOOUIBHHX areHTiB, %o

Fig. 5. Dependence of the value of the number of node mobile agents
(%) on the probability of the impression of the target: the percentage
of mobile agents with which communication was lost is up to 90%

Table 1

Effectiveness of hitting the target with different number of
nodal mobile agents

Number Number of mobile agents with which communication was
of nodal lost. %
mobile
S | wpto | upto up to
0, o .
’ 50% 600 | UPt070% | anp | Upto90%
0 24 22 17 12 6
2 81 31 32 22 19
3 33 44 53 38 28
4 78 66 62 53 47
5 87 82 54 47 34
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92 83 92 88 72
91 83 88 76 70
90 92 91 78 72
10 99 94 97 82 84
11 100 98 98 84 83
12 100 100 96 92 88
13 100 100 100 91 94
14 100 100 100 97 92
15 100 100 100 100 97
16 100 100 100 100 100
17 100 100 100 100 100
18 100 100 100 100 100
19 100 100 100 100 100
20 100 100 100 100 100
100,00
90,00
; 80,00
2 70,00
% 60,00
'_f_ 50,00
; 40,00
i 30,00
é 20,00

10,00

0,00
1 2345678 9100112131415161718192021

KinbkicTh By3m0BUX MOOIILHHX areHTiB, %o

Fig. 6. Average effectiveness of hitting the target with different
number of nodal mobile agents

From Figure 6, it can be concluded that the effectiveness of hitting
the target was on average:
— at 16% and above nodal mobile agents — 100%;
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— with 12-15% of nodal mobile agents — 95%;

—at 10-11% of nodal mobile agents — 90%;

— with 7-9% of nodal mobile agents — 80%;

— with 0-6% of nodal mobile agents — less than 80%;

From the above, it follows that for effective damage to the target
(80% and above), the minimum sufficient number of nodal mobile
agents (nodePercentage) is from 7 to 9%, therefore it is not advisable
to use more than 9% of nodal mobile agents from the total number of
mobile agents.

Thus, an experimental study of the parameters and evaluation of
the effectiveness of network-centric management of mobile agents
was performed. The study was carried out using the developed model
of interaction of mobile agents based on network-centric management
and a simulation model of the behavior of interacting mobile agents in
a dynamic environment.

As a result of the research, compared to the centralized (nodal
mobile agents are absent) approach to management, the effectiveness
of network-centric management was revealed. It is shown that with an
increase in the number of nodal mobile agents, the effectiveness of
hitting the target increases, but reaches sufficient values (80% and
higher) already at 9%nodal mobilesagents from the total number of
mobile agents and therefore it is not advisable to exceed this indicator.
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Investigated the representation of the information security

management system architecture. The study elucidates the
influences of the organizational environment on its fundamental
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concepts and properties. This is manifested in the elements,
relationships, principles, and evolution of the information
security management system. The description of its architecture
within a specific organization, considering the type, size, and
nature, is condensed into constructing a model from the
perspective of stakeholders. To achieve this, the proposed
approach involves employing model-based systems engineering.
This enables the attainment of a unified representation of the
information security management system architecture primarily
from the perspectives of various stakeholders. The formalization
is based on the language of system modeling. According to its
graphical notation, architecture elements are depicted as blocks,
along with their properties and relationships.

Keywords: risk assessment, risk treatment, information
security management system architecture, model-based
systems engineering, model-based architecture, interested

party.
Introduction

The embodiment of the fundamental concepts and properties of the
information security management system in the surrounding
environment is reflected in its elements, relationships, principles, and
evolution [1]. Such representation is conventionally referred to as
architecture. The description of its creation in a specific environment
and/or community of stakeholders is determined by a model
constructed from a particular perspective [2].

A distinctive feature of creating information security management
systems is the orientation towards ensuring the integrity of essential
information properties within an organization. This is achieved
through risk assessment and, consequently, ensuring stakeholders of
the proper handling of these risks. In this case, the organization is
proposed to be interpreted as the surrounding environment defining
parameters and conditions influencing the information security
management system. Meanwhile, its fundamental concepts and
properties are embodied in the architecture's elements and
relationships [1, 3-5].

This interpretation allows establishing credible influences on the
information security management system from the organization's
perspective in terms of its type, size, and nature [3, 4]. Furthermore, it
considers the existence and interaction with other management
systems, such as cybersecurity and privacy information security. This
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is crucial for meeting the needs, expectations, and constraints of
stakeholders within defined boundaries (organization, organizational
unit). Therefore, a model-oriented representation of the architecture of
information security management systems remains relevant.

Model-based information security management systems
architecture

The prerequisite for defining the architecture of the information
security management system is the analysis of the organization's
activities as the surrounding environment. Based on established
internal and external circumstances, requirements from stakeholders
are formulated. Their implementation allows for the consideration
and, consequently, satisfaction of defined needs, expectations, and
constraints. As a result, the stakeholders' vision is transformed into a
technical solution wvision. This is essential for presenting
characteristics, attributes, functional, and non-functional requirements
for the information security management system within the
organization [1-4].

Taking into account the interests of stakeholders and established
functional and non-functional requirements is achieved by creating
alternative variants of the architecture of information security
management systems. Each variant defines elements and relationships
between them, interfaces for interaction with other systems within the
organization, as well as with other organizations (or structural
components of the same organization). Additionally, it is crucial to
consider the dependency on quality management systems, as they
collectively form an integrated organizational management system [2-5].
Interfaces and interactions characterize the boundaries of its creation and
implementation, while these aspects are addressed through the
development of the information security management system architecture
model. To accomplish this task, the use of model-based systems
engineering is proposed [2, 6].

The adoption of the proposed methodology allows moving away
from document-oriented model construction for the architecture of the
information security management system. This achieves uniform
representation, primarily from the perspectives of various
stakeholders. This is important for clear understanding and meeting
their needs, expectations, and constraints. The basis for such
formalization is the Systems Modeling Language (SysML) [7, 8].
According to its graphical notation, the elements of the information
security management system architecture are represented as blocks,
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along with their properties and relationships. Simultaneously, the
structure of each block can be further detailed through their ports and
interfaces, which is useful for representing interactions within the
elements of the information security management system architecture
and with the surrounding environment.

Conclusion

Thus, the elements, relationships, principles, and evolution reflect
the fundamental concepts and properties of the information security
management system in the surrounding environment. By the
surrounding environment, we mean the organization as a whole or a
specific structural component. Considering this, its influence is
determined based on the type, size, and nature. This representation in a
specific environment is characterized by a model of the architecture of
the information security management system constructed from the
perspective of stakeholders.

The use of model-based systems engineering has allowed moving
away from document-oriented model construction for the architecture of
the information security management system. This has achieved
uniformity in its representation, primarily from the perspectives of
various stakeholders. The basis for such formalization is the Systems
Modeling Language. According to its graphical notation, the elements
of the information security management system architecture are
represented as blocks, along with their properties and relationships.
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oprasizauiiHoro YIpaBIiHHS pu ¢dopmyBaHHI
iH(OpMAIIIHHOTO pecypcy

KnrouoBi cioBa: cucTeMa Oprasiz3alifHOro ympaBJliHHS,
iHhopMaIiiHUI pecypc, aHANITHK, CKCIEePT, HEJiTKa JIOTiKa,
METO/]I LIIbOBOTO JMHAMIYHOTO OILIHIOBaHHS aJbTEPHATHUB.

Beryn

BigmoBimHo g0 nmocmimkenHs [1], 7eB'sda dYacTka 3HAHb
opraHizamii (6mm3pK042%) 3HAXOJIUTHCS y roJ0Bax
cnemianictiB.OfHIEIO 13 0OCOONMBOCTEH CHCTEM OpraHi3amifHOTO
ynpagiiaasa (COY) € HasBHICTh BIUIMBIB B MeXax o0'ekra i1 cy0'ekra
yIpaBiiHHSA Jr0achKoro dakropy [2, 3]. Hapsmy 3 00'€ekTHBHOMO
iHpopMaiero (Hanpukian, nokasis npuiani) y COY takox B SIKOCTI
Jokepen iHdopMalii JOCUTh IHPOKO BUKOPHCTOBYIOTBCS 5 KaTeropin
¢daxiBuiB [2]: "mkepenbHi" aHANITHKWA, AHATITHKA 3 arperyBaHHsS
(y3arampHeHHs) iHpoOpMaIi i 3a0C3MEUCHHS MPUUHATTS PIIICHHS
Ha PI3HUX PIBHSAX YIPaBIiHHS, €KCIICPTH, OPTaHI3aTOPH EKCICPTU3U
Ta iMKeHepH 3HaHb. TakKMM YHMHOM aKTYyaJbHOIO 33Ja4Ci0 € PO3poOKa
MatematnyHoro amapary mnsi COY, skuif [TO3BOJUTH SKICHO
BUKOPUCTOBYBATH 3HAHHS BCIX 3raJlaHMX KaTeropid (QaxisIiB mpo
(opMyBaHHI iHQOPMALIHHOTO pecypcy NUITXOM BpaxyBaHHS ix
0CO0JIMBOCTEH.

Arperaitisi 3HaHb aHAJITUKIB

Hapenemo eBpHCTHYHI BUMOTH JI0 arperailii JaHuxX BiJ aHATITHKIB,
sKi, Ha BIAMIHY BiJ [JaHHX TEXHIYHUX JDKEpeNl, J0AaTKOBO
XapaKTepU3yIOTHCS PI3HUM CTYHEHEM JJOCTOBIPHOCTI.

1. Tlpm HagXOIKEHHI Pi3HHX 3a 3MICTOM JaHHX BiJ OJHOTO i
TOTO C€aMOro AaHAJITHKA, IMPOTSATOM OJHOTO IMKIY YIpaBIiHHSA,
OTpHMaHi J1aHi He 00 €THYIOThCS 1 IO yBaru OepeThbesl JIMIIE OCTaHHE
HaJlaHe 3HaYEeHHsI TOKa3HHUKa.

2. Tlpu HagXOKEHHI BiJ AEKIIBKOX AHAITHKIB IMOBIIOMIICHD 3
OJTHAKOBMMH JAHWMU Pi3HOTO CTYIEHS JOCTOBIPHOCTI (BIIEBHEHOCTI Y
iX iCTMHHOCTi) pe3ynpTaT iX OO’€JHAHHSA Ma€ XapaKTePHU3yBaTHCS
O1UTBIIOI0 TOCTOBIPHICTIO HIXK KOXHE OKpEME MOBI1TOMICHHS.

3. Tlpu HamxOKEHHI BiA MEKIIBKOX aHATITHKIB JaHUX, II0 HE
CIIBMAJAIOTh 3a 3MICTOM, pe3yslbTaT I1X O00’€IHaHHA Mae
XapaKkTepu3yBaTHCs He OUIBIIMM CTYIEHEM JOCTOBIPHOCTI, HIX
HalOUIbIIa «3asBJICHA» Y ITOBIIOMIIEHHSX JJOCTOBIPHICTS.

4.  SIkuio 3MicT HaJJaHUX aHAJTITHKAMU JaHUX PI3HUTHCSA CYTTEBO
— 3arajJioM Mae€ 3pOCTaTH MOXIIMBICTH TOTO, IO MOKa3HUK HACIpaBJi
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Ma€ IHIIe, «IIPOMDKHE» 3HAuYCHHS, SIKE NEBHUM YHHOM YCEpPEeIHIOE
OTpHMaHi JaHi, i3 HaJlaHHSAM OUIBIIOT JOCTOBIPHOCTI TOMY 3Ha4Y€HHIO,
II0 TSDKI€ 70 OLIBII JOCTOBIPHOTO «BX1HOT0Y TIOBIIOMIICHHS.

Jns  mpakTHYHOrO  BTUIGHHS — COPMYJIBOBAHUX  BHMOT
npudopMaiizamii Ta arperyBaHHiJJaHUX BiJl aHAJIITHKIB MOXe OyTH
3aCTOCOBAHO €BPUCTUKY HAa OCHOBI MaTeMaTHYHOIO amapary He4iTKoi
yoriku [4].

VY TakoMy BHUIQAKy, KOXXKHE IIOBIIOMJCHHS IpO 3HA4YCHHS
MOKa3HHUKA (POPMAITI3YETHCS Y BUTILAAI HEUiTKOT MHOKUHH:

Sx = {us(Xa)/ (%)}, Xn€X,

ne  us(X)=[0,1] — crymiHp HaIEKHOCTI 3HAYEHHS X, HEYITKik
MHOXHHI Sy,
X={x1, x5, X3, ..., XN} - UiTKAa MHOKHHA, IO € HOCIEM HEYITKOI

MHOXKHHH 1 MICTHTh MOXUIMBI (IOMYCTHMI) 3HAYCHHS MOKA3HHKA,
kubKicTiO N.

Jlns  ocrarounoi Qopmanmizaiii MOBIJOMJICHHS MPO 3HAYCHHS
MOKa3HUKAa Yy BUIIAAI HEYITKOT MHOXKHMHH OKPIM MHOXXHHH-HOCIS
MOKA3HUKA Oa)kKaHO 3a/1aTH CTYICHI HAJIEKHOCTI Ug(Xp) AJIST KOKHOTO 3
MOXIIMBHX 3Ha4€Hb Y BUDIIAMI (DYHKIIOHAIBHOI 3ajexHOCTi. Bizomo
Oarato pi3HUX crocoOIiB 3anaBaHHA (YHKIIT HaJIEKXHOCTI s
HEYITKMX MHOXXWH, HAWOUIbII IPOCTOO 3 SIKUX € (YHKIISI TPUKYTHOT
(hopmH, SIKa ONHCYETHCST HACTYITHUM YHHOM:

0, AKII0 Xn < a;
|, —a
C-a" AKIO  Xppin < X < C;
.u's(xn) = (b —x,)
n
B=C) ™wo C <x, <b;
0, AKIIO0 X, = b.

ne C — 3HaueHHs MOKa3HUKA, BU3HAYECHE aHANITHKOM;a, b — niBa Ta
npaBa MeXI TPUKYTHOT (QyHKIIi HaJEKHOCTI, sIKa MOUIMPIOEThCS 1 Ha
iHIT 3HAYEHHS TOKa3HUKAOKpiM C, 1110 3HAXOMATHCS Mixk a Ta b.

Sxmo |C — a] = |C — b|- dyHKIis HaIEXKHOCTI € CUMETPHYHOIO
BigHocHo C. Jliama3zon 3HaueHb mokasHuka As=|b — a|suzHauae
MepeNik HWoro 3HadeHb HaOMmwkeHuXx a0 C, sSKi MOXKJIMBO HacmpaBii
npuiiMae moka3HuK. DYHKIII0 HAJIEKHOCTI MOXKHA PO3ISLIATH SIK
aQHAJIOTII0 JIO PO3IMOMAITY TMOXHOKHM BHUMIPIOBAaHHS ITOKa3HWUKA OyIb-
SKMM TEXHIYHHM 3acobom, ne¢ 3HaueHHs C — € pesynbrar
BUMIpIOBaHHA,Ag/2 — aOCOIIOTHA MOXHUOKA BUMIPIOBAHHS, a (YHKIIis
HAJICXKHOCTI Us(Xn)— 3aKOH PO3MOALTY TOXHOKH.
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Jliss BpaxyBaHHS TOCTOBIPHOCTI TMOBiJOMJICHHSHCOOXITHO 3a1aTH
YHCIIOBY BIANOBIIHICTD (LIKATy) BU3HAUYEHUM JITHIBICTHYHUM 3HAUYCHHIM
JIOCTOBIPHOCTI (BIIEBHEHOCTI y 3Ha4eHHI NokasHuka). [Ipukmax Takoi
BIJINMOBITHOCTI MOKa3aHo y Tabmii 1.

Tabmuus 1-JliHrBicTHYHI 3HAUEHHS aTPUOYTY BIEBHEHOCTI TaBiIOBITHI
M YHCIIOBI 3HAYECHHS

JliHrBicTUYHE 3HAYEHHS YucioBe 3HaUEHHSI aTpHOYTY
aTpuOyTy BIIEBHEHOCTI BresHeHocTi (DS)
«JlocTOBipHO 1
«ﬁMOBipHO» 0,7
«MOXKITBO» 0,5
«CyMHIBHO» 0,25

Hami yci 3HayeHHs  (QYHKUII  HaJeKHOCTI  HOPMYIOTHCS
BIJITIOBITHUM YHCJIOBUM 3HAYCHHSM JOCTOBIPHOCTI 32 BUPA30OM:

Hpa+B(Xn)=Ds *1ts(Xn).

OCKINIbKY Take TepeTBOpeHHs (GyHKIIi He3aJeKHOCTI € JIHIHHIM
— BOHA 30epexe TPUKYTHY (hopMy.

3niCHUBIIM 3a3HadeHy MPOCTy (opMamizamito yciX BXITHUX
TIOBITOMJICHD BiJl aHANITHKIB MOXHA MIEPEHTH 10 BUPIMICHHS 3a/1a4i iX
o0’enHanHsA. B pamkax Teopil HEYITKUX MHOXHH HaKOIHYCHO
3HAYHUHA THCTPYMEHTapill Ui ONepyBaHHS HEUYITKHUMH MHOXHHAMH.
Haiibinmpime  BimmoBimae  cOpPMYNBOBAaHHM  BHINE  IPaBHIAM
0o0’eHaHHS omepamis anredpaidHoi CyMH HEWITKMX MHOXHH. Jlis
00’eiHaHHs ABOX NOBiZoMIIeHb 4 Ta B BianoBinuuit Bupa3s Oyne MaTu
BUIJISLL:

tpa+B(Xn) =ttpa(*n)+ e (Xn)—tpa(Xn) *tos(Xn).

OCTaHHBOIO OIEpaIi€ld € OTPUMAaHHS O00’€THAHOTO 3HAYCHHS
MOKAa3HWKA Ta BU3HAYEHHS HOTO OCTOBIPHOCTI JUIS YOTO MOXe OyTH
BUKOPHCTAHO BHpa3 ISl OTPUMAHHS 3Ba)KEHOTO CEPEIHBOT0 HEHiTKOT
MHOXHUHH Lippa+g(Xn):

Zg=1 Xn * ”DA+B (xn)

ZZ=1 :u'DA_Hg (xn)

XA =

Taka omnepailist Ha3UBa€ThCS Acdaz3udikaliero HediTKOi MHOKHHH.
JIOCTOBIpHICTh OTPUMAHOTO 3HAYCHHS Oyle BHU3HAYATHCS CTYIECHEM
HAJISKHOCTI OTPUMAHOT0 3BAKEHOTO CEPEeIHBOTO:
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Dag = lpyyp (xnﬁ)'

3anponoHOBaHUN  MiOXi  JO3BOJUTH  3MCHINUTH  BIUTUB
Cy0’€KTMBHOI CKJIaJlOBOi Ha pe3yiabTaT OOpOOKM JaHUX Bij
aHAIITUKIB.

Arperaitist 3HaHb eKCIePTiB

IIpu ¢opmyBanHi iHpopMamiiiHOTO pecypcy COY Takox cimifn
BpPaxOBYBaTH NEBHI 0COONMMBOCTI ekcnepTHHX 3HaHb [5]. Ilim dac
MPOBEICHHS EKCIIEPTHOTO OILIHIOBAaHHS MOXYTh BUHHKAaTH KOTHITHBHI
BUKDUBJICHHS JaHUX Ta 3HaHb, SKi 3HAYHO BIUIMBAIOTh Ha HOTO
pe3ynbrar. JIFOnChKi MCUXO(i3i0JIOTIYHI OOMEKCHHS OOMEKYIOTh
3ATHICTh OJHOYAaCHO ONpalbOBYBaTH Ounbmie HiX 9 00'eKTiB.
ExcriepTHe OLIHIOBaHHS BUMarae 3HaYHAX 4YacOBHX 3aTpar 1 €
BapTICHUM MPOLIECOM, TOMY HOrO Kpaile 3acTOCOBYBaTH JIHIIE Y
BUIAJKaX HarajabHOI MOTpeOH. SIKIIO MOXKIMBO, PEKOMEHAYETHCS
BUKOPHUCTOBYBAaTH paHime moOymoBani ©0asm 3HaHb (B3), ix
(parMeHTH Ta MAOIOHN (MIPELEACHTH) BUPINICHHS CXOKUX 3amad y
perpocriekTuBi. EkcriepTn MOXXyTh MPOMYCTUTH CEaHCH OLiHIOBaHHS,
HE BIJNOBINaTH Ha JEsSKI MUTAHHSI 4Yepe3 OOMEKCHHH Yac, BEIHKY
3alHATICTH, BTOMY 200 HeOakaHHA. TOMy Ba>KIIHBO MaTH MOKJIHBICTh
00poOku HeroBHOI ekcriepTHOi iHpopmauii. [lpu pomy, norpedu B
y3araJbHeHHMX Ta  CHUCTEMAaTH30BaHMX  3HAHHSAX  IIOCTYIOBO
PO3KPHBAIOTHCS IIUIIXOM JEKOMIIO3MIIIi Ha MEHIINWX PIBHAX iepapXii
COVY, a neranizoBaHa iHdopmallisi «3HU3Y BBEPX» arperyerbcs s
3aJJ0BOJICHHsI iHQOpMaliHHUX MOTPed KOPHCTYBauiB OLIBLI BUCOKUX
PIBHIB yIIpaBIIiHHSL.

Jns  arperamii 3HaHb €KCIIEPTIB BHUKOPHCTOBYETHCS METO[
[UTBOBOTO JWHAMIYHOTO OIiHIOBaHHA aneTepHatuB (MLIZIOA), B
paMKax sIKoro OyayeTbcs iepapxis minedd [6]. Bona € pesynbTatom
JIEKOMITO3H1Iii TOJIOBHOI 1111l HA CKJIaI0BI (ITiALLNi), SIKi, B CBOIO 4epry,
TAaKOX JEKOMIO3YIOThcs Ha mimmium i T.1. [Ipomec nexommo3wmmii
3YMHUHSETBCS, KOJM B SIKOCTI CKJIQJOBHX OTPUMAEMO KOHKPETHI
3ax0¥ (TIPOEKTH).

MIIIOA nporoHye y3araibHEeHYy NpOIeaypy BU3HAUCHHS CTYTICHS
JOCATHEHHS OyIb-aKoi mimi iepapxii B 3amaHuil MoMmeHT 4acy t. J{ms
BU3HAUEHHS  CTYINEHS JIOCATHEHHS TME€BHOI Il HeoOXimaHO
MpoaHaNi3yBaTH CTYICHI JOCATHEHHS IliJIeH, sKi Oe3mocepeaHbo
BIUIMBAIOTh HA IO IUIb, JUIS KOXKHOI HiJIMHOXWUHH CYMiCHUX IUICH
[6]. Takum umHOM, CTymiHb JOCATHEHHS h-i 1imi B MOMeHT uacy t
omucyeTbest popmynoro ams di(t):
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0, if Di(t) <T;
( T;, if Di(t) =T,

di(®) =1 (D),  if T, <D(t) <1-— Z |w(k)
1, if 1 —Z w®| < D <1,

ne: D;(t) = supy X wi(jk) d;(t);Ti— mopir nocsruenns i-i mimi;f(Dj(t))-
(GyHKIIS CTYNeHs: MOCATHEHHs I-i il B MOMEHT Hacy {; Wi(jk) Wink —
4acTKOBI Koe(illieHTH BIUIMBYj-i 1tii B K-ii rpymi cyMmicHUX IiJiei,
SKUI Ma€ HETaTHBHUHI BIUIUB Ha i-Ty IiJIb.

B SIKOCTI MIPAKTUYHOTO NIpUKIIaLy 3aIlpOIIOHOBAaHUMI
MaTeMaTUYHUKA IHCTpYMEHTapiii Oyyno BHKOPUCTaHO /s MOOYIOBH
6a3u 3Hanb Crparterii eHepreTuuHoi Oe3neku Ykpainu [7]. Otpumai
pe3yJIbTaTH MiATBEPAWIN 3aCTOCOBHICTH 3alPOIIOHOBAHOTO IMIIXOAY
JIO BUPILIICHHS TaKKX 3a/1a4.

BucHoBxku

ITokazaHo ocoOnMBOCTI 3HAaHH AHANITHKIB Ta EKCIIEPTIB,
xapaktepHux ansa  COVY, SKi B TOHANBIIOMY CKJIaJar0Th
iHpopMmamniiHy OcHOBY ©0a3 mamux Ta b3 mpum  ¢dopmyBaHHI
iHpopmauiiiHoro pecypcy COVY. Bupgineno n’sth TumiB ¢axiBuis -
Jokepen iHdopmauii B COVY.

3anpornoHOBaHO BUKOPHUCTOBYBATH amapaT HEYiTKOi JIOTIKW JUIs
00po0OKkH iH(pOPMAIlT «IKEPEIbHUX)» aHATITUKIB Ta aHAIITHKIB 3
arperyBaHHs B iHpopMalliiiHo-aHamiTHuHi# nincucremi COY.

3anponoHOBaHO BHKOPUCTOBYBATH IpH moOyaoBi b3 mincucremu
HiATPUMKH TIpUHAHATTS pimeHs COY Hapsgy 3 00'€KTHBHOIO Ta
EKCTIEPTHOIO iHpopMariero 1me i iH(bopMaui}o OTpUMaHy BiJ
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METOIN MAHIITYJIOBAHHS BUBOPOM B
3AJAYAX EKCIIEPTHOT'O OIIHIOBAHHSA

I''M. I'narienko

KuiBcekuii HamioHampHUH yHiBepcuTeT iMeHi Tapaca IlleBuenka,
KuiB, Ykpaina
g.gna5@ukr.net

Po3rmsiHyTo TpoOneMy MaHiIyJIrOBaHHS BHOOpOM Ha YCiX
eTamax 3acTOCYBaHHS eKCICPTHHX TEXHOJOrii. BeemeHo
O3HA4YeHHS MaHIMYJIIOBaHHS JUIl CUTYyalii eKCIEPTHOTO
ominoBaHHsA. CHopMyITLOBaHO E€BPHCTHKH, 5IKi 3a0€3IECUYIOTh
JOCIIJDKEHHST NpOoOJIeMH MAaHINyJIIOBaHHS TPH 3acTOCYBaHHI
SKCIIEPTHUX TEXHOJIOTIH. 3alpONOHOBAHO OCHOBH METOJOJIOTI]
MPOTHIT MaHITYTIOBAaHHIO IIPH €KCIIEPTHOMY OIIiHIOBAaHHI.

Beryn

3amadi  ©KCHEpPTHOTO  OLIHIOBAHHA  3aCTOCOBYIOTBCS Y
HaWpi3HOMAHITHIIINX cdepax JIOACBKOI IKUTTESUIBHOCTI 1 €
BO)XJIMBUM IHCTPYMEHTOM BHPILLICHHS NPOOJeM, siKi BUHHKAIOTh TPH
HeoOxigHocTi (opmaiizauii Ta CTpyKTypu3alii cuTyauid y pi3HHX
npeAMEeTHUX oOaacTsx. EkcrmepTHi TexHONOrii 4acTo MOXYTh
BUSIBUTUCS €JJMHO MOJXJIMBUM CIIOCOOOM OJIepKaTH IPHHHSATHE
BUPIMICHHS MPAKTHYHOI poOiemMu. OCKITbKU Taki pillieHHS anpiopHO
HE € ONTHMAaJbHUMH, a 3aBXKIH KOMIIPOMICHHMH, TO iXHS MpUpOIa
HaJla€ IOUPOKI MOXIIMBOCTI Uil MaHimymoBaHHsA. Lls poOota
MPUCB’siYeHA TOOYAOBI MaTeMaTHYHOI MOJENi MAaHIIyJIIOBaHHS
€KCIIEPTHHUX TEXHOJIOTIH.

@opMaJjizalis eKCHEePTHUX TEeXHOJOTidH NPUAHATTH
pilieHb

3aja4i eKCHEepPTHOrO OI[IHIOBAaHHS NPEACTABISIOTECS Yy BHIIIAL
KOPTEXY

<A,S,R,E, C, P>,

Je A— MHOXHMHa O00’€KTiB (BapiaHTiB, aJbTepHATHB, HaOOpIB
napameTpiB), S — MHOXHHa 00MeKeHb, R — MHOKHHA KpHUTEPIiB, MIKaJ
BUMIPIOBAHHS 110 KPUTEPIAX, BIJOOPa)KCHHS MHOHHH JIOIMYCTHMHUX
aJbTEPHATHB Y MHOKUHY KPHTEPIaIbHUX OIIHOK, 3rOPTOK KPUTEPIiB,
E — MmHOXMHa popMaIEHUX XapaKTEPHUCTHUK eKcrepTiB, C — MHOKHHA
IiJIeH, M0 CTOSATH Mepen MOCIiqHIKaMu, P — cucrema mepesar, 3a1ana
ocoboro, mo mnpuiimae pimenas (OIIP), konextuBom OIIP mpu
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KOJIETiaJIbHOMY NMpPUHHATTI pylleHb abo TpyIH eKCIEepTiB Ha Pi3HUX
eTarnax MiJIrOTOBKU J10 NPUIHATTS PillIeHHS.

Odnum i3 nidxodis, saAkuli 3acmocosyemwvcsa 04
kaacugikayii 3adau exkcnepmHozo oyiHweaHHs 8 meopii

docaidxceHHs onepayiii, € po3easid napu <C,A>,

de C— npuHyun onmumaabHocmi,

A— 3adaHna mHoNCUHa 06’ ckmis.

B meopii Odocaidxcenns onepayili napa <C,A>
Ha3uedemwvcs No pizHoMmy, 3aJqexcHo 8id eudy ma
ocobausocmell ii ckaadosux:

- 3adauei npulinamms piweHsv, skujo C ma A He €
anpiopHo 3adaHumu i Moxcyms sapirneamucsi;

- 3adavern gubopy, AKWO MHOXCUHA 06'ckmie A ¢
3adaHow, a npuHyun onmumaavHocmi C— makum, wo
gapiwembcsi;

- 3a2a/16HOM0 3a0avero onmumizayii, koau C ma A € 3adaHumu.

Po3s’si3kom 3EO <C, A> € MiIMHOXWHA 00’ €KTIB

Ay C A 1)

olep)kaHa 3  BHUKOPHCTaHHSIM  IPHHIMITY  ONTHMAJIBHOCTI:

Ao =C(A).
Hexaii 3a1ano MHOXHMHY A, 110 CKIAmaeThest 3 N O0'€KTIB, AKi
MOPIBHIOIOTHCS MiXk CO00F0:
a €A ie{l,...,n}: l.
OO0'eXTH ONKCYIOTHCS MHOKMHOIO M TapaMeTpiB, TOOTO KOXEH

m
00’ EKT € TOUKOIO JIESKOr0o MapamMmeTpHuHOro npoctopy <2

a.=(ail,...,aim), ach iel, AcQ",

ne aij, iel, je{l,...,m}=J, — 3HAaYeHHA |-TO HapameTpa

I-TO 00 exTa.

3 MHOXHMHM A BHUDILIYIOUYUM  EJIEMENHTOM BUOMPAETHCA
HalKpallMid  3a  BCTaHOBJIGHUMH  KpHUTepisiMH  00’eKT Ta
OOTIpYHTOBYEThCS HOro BHOIp. 3po3yMino, IO BXKE Ha erarmi
OOIpyHTYBaHHS MiJXOJIB 10 BHOOpPY Ta BJIACHE caMOi HpOLERypH
BUOOPY BUHMKAIOTh MOJJIMBOCTI JUIsSl MaHIIyJIIOBaHHs pe3yJbTaTaMH
PO3B’sI3aHHS 3a1a4i.
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Mamniny/iroBanHst BHOOpOM npu 3aCcTOCYBaHHI
eKCIePTHUX TEXHOJIOTiil

Icaye Oarato pi3HHX O3HaUYeHb NOHATTS MAaHIMYJTIOBaHHS, SKi
3aCTOCOBYIOTHCSI TIPM BHBYECHHI MPOOJIEMH MAHIITyIOBaHHS y Pi3HUX
ramy3sx HayKH.

MasnimymoBaHHAM BHOOpOM OyneMO Ha3WBATH CIIPHUSHHSA BHOODPY
NPUAHATHOTO U 3alliKaBIICHUX OCi0 pIIICHHS 3ajadi eKCIepTHOTO
OLIIHIOBAaHHSI cepel KOMIPOMICHHX pimieHs Buay (1).

V OiIbIIOCTI BUMAIKIB 1€ HE € 0OMaHOM, HE € MiJAMIHOIO 1 HE €
miaTacoBkoo (QakrtiB. MaHIIyJII0OBaHHsS MOJATae y BHOOPI Takoro
iHCTpyMeHTapio ans  ¢dopmanizauii npoOieMu, SKUA JJT03BOJIUTH
3aI0OBOJIBHUTH TOOaKaHHS JESKOi 3allikaBICHOi Trpymd ocib y
JETITUMHOMY NIPUHHATTI «IIPaBUIBHOTOY pimeHHs. [Ipudomy, B Takux
CUTyallisIX BUKOPHCTaHHS MaTeMaTHYHHX METOMAIB, MOJEJEH,
NICUXOJIOTIYHMX  OCOOMMBOCTEH  JIIOAMHM  JUIA  OJEpIKaHHA
TEHJICHIIIMHOTO pINIEHHS, SKE € IOCTaTHHO OOTPYHTOBaHHM, IIIOO
MaTu 03HaKH 00’ €KTHBHOCTI.

BBenemMo HU3KY €BPUCTHK, SIKi JO3BOJISIOTH (OpMalTizyBaTH
3a7a4y BUSBIICHHS MO>KJIMBOCTEH MaHIIyTIOBaHHSA, ix
CTPYKTYPH3AIIi0 Ta 3a0e3MCUUTH IPOTH/III0 TAKKM CIpoOam.

Epuctuka El. Ockinbku Ha yciX eramax eKCIepTHOTO
OLIIHIOBAHHSI BUHHKAIOTh IMPOOJEMH, BOHH MOXYTh OYyTH BHpIllIeHi
PI3HUMH crIOCOOaMHU.

EBpucruka E2. BiamoBigHo, pe3ysibTaT BHPILICHHS MPOOIeM
MOXXYTh BHKOPHCTaHI B iHTEpecaX YYacCHHKIB IpOIECy, 3aMOBHHKIB
eKCIIepTH3H UM KiHIeBUX OceHederiapis.

Espucrtuka E3. Jlns ycix pimens Moxe OyTu 3HaiineHe
OOTpyHTYBaHHS Ta MJKPIIUICHE BIANOBIAHUMH MaTeMaTHYHUMH
00YHCIICHHSIMH.

Espuctuka E4. MokHa [mOCHiAWTH AKICTH OOTPYHTYBaHHS
pilIeHHs y 3a/1a4i eKCIePTHOTO OLIHIOBAHHS Ta 3alPONOHYBATH O1TBII
oOrpyHToBaHi pimenHsa. To0To, y miif cdepi MOKHA TaEMHE 3pOOHTH
SIBHUM.

MetonoJioriuni OCHOBH MpOTHAIIT MaHINMYyJIIOBaHHIO
BHOOPOM IIPH 3aCTOCYBAaHHI eKCIEPTHUX TEXHOJIOTIH

MoxHa  3amponoHyBaTW Iy HHM3KY IOXOMIB, SIKI €
METOJIOJIOTIYHOIO ~ OCHOBOIO  TMPOTHAII  MaHIMYJIOBAaHHIO  TPH
3aCTOCYBaHHI EKCTIEPTHUX €XHOJIOT1H.

1. dopwmamizariis ycix eTariB eKCIIepTHOTO OI[iHIOBaHHSI.
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2. BusBrenns Tta  (ikcyBaHHS ~ YCIX ~ €BpPHUCTHK,  SKi
3aCTOCOBYIOThCA. [Ipu I[bOMY CIIiJi BpPaXOBYBAaTH O3HAUCHHS
CBPHCTHKU Ta iX TPOSBH: IOCTYyJAT, TiNoOTe3a, akcioma,
MPE3YILis TOMIO.

3. 3actocyBaHHS M’SIKHMX OOYHCICHb, 30KpeMa, METOIB
noOynoBd  (DYHKIIH  HAJNEKHOCTI  HEYITKIA  MHOXHHI:

HallapyBaHHS, YaCTOTHOCTI 3HAYCHb; anpOKCUMAaIii
TPUKYTHOIO YU TPAIEIENoAiOHO0 (QYHKIIEI HAICKHOCTI
TOLLO.

4. BusBleHHS  KOaJNimiii  cepen  yJYacHUKIB  MPOLEAYpH
SKCIIePTHOTO OLIiHIOBaHHS.

5. JocnijkeHHs AMHAMIKHA TPUHHSATTS PilIeHb KOATiLIiIMH.

6. 3acTocyBaHHS aJIaliTUBHUX METOJIB Ta OOIPYHTYBAaHHS: YOMY
3aCTOCOBYIOThCSI KOHKPETHI €BPUCTHKH.

2. Bisyamizauis, imroctpanis, iHTepIpeTaLis aJbTepHATUB.

3. BusnauenHs BiacTaHeil Bin  iJeaJibHOTO  pIlICHHS Ta
IBTEPHATHBHUX PIlIEHb MK CO000.

4. 3acrocyBaHHS IpedepeHIifHOr0 pamKyBaHHs, a HE IPOCTOTO
BHOODY.

5. BukopucraHHS HENpsIMi METOJIIB 3aMiCTh IPSAMUX: BpaxXyBaHHS
00OMEXEHUX MOKIIMBOCTEN JIFOIEH.

6. DBusBIeHHS TMEpeTHHIB Ta MEX CXOXOCTI MK 3rOpTKaMu
KPHUTEPIiB, SKi 3aCTOCOBYIOTHCS.

7. BusHaueHHs  igeaJbHUX  paHXKyBaHb Ta  OOYMCIICHHS
KOMITPOMICIB Mi>K HUMH.

BUKOPUCTAHHSA PEITIO3UTOPIIO CKJIAJTHUX
IHOOPMALIMHUX OB’EKTIB JIJIsI PO3POBJIEHHS
CEMAHTHUYHHUX AHAJITUKO-THOOPMAIIHHUX

CUCTEM

I0.B. POFYIHI/IHal, AT na,usz

1IHCTI/ITyT nporpamuanx cucreM HAHY, Kuis, Ykpaina,
“MixHAPO/IHHIT HAYKOBO-HABYATLHHIA LEHTp iHGOpMAITiHIX
TexHonorii Ta cucteM HAHY ta MOHY, Kuis, Ykpaina
ladamandraka2010@gmail.com, glanat@yahoo.com

CrBopenns  iHopmauiliHo-ananmiTnyHux  cucreM  (IAC)
notpedye OTpUMaHHS 3HAHb i3 PI3HOMAHITHUX 30BHIIIHIX

iHpopMaLiiHUX pecypciB, CTPYKTYpa Ta KOHTEHT SIKUX MOXYTb
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3MiHIOBatucs. [l aBToMaTH3alil eKCIOpPTY TaKkuX 3HaHb
MPOTIOHYETHCSI BUKOPUCTOBYBATH PENO3UTOPil 1H(pOpMaLiitHUX
00’€KTiB, IO pO3UIMPIOIOTH (YHKIIOHAT PENO3UTOPiiB
OHTOJIOTIM Ta MIATPUMYIOTH IOLIYK KJAaciB Ta €K3eMIUIIPIB
KJIaciB 3a 3aJaHUMH BIJIACTUBOCTSMH Ta BiJHONICHHSIMHU.
JlOLinbHICT LBOTO PO3MISHYTO Ha TPHUKIAAI  PO3poOKH
BeOopieaToBaHOi [AC «e-Ilinpyanuk

KiawuoBi ciaoBa:  pemosutopiit iHpoOpMamiitHuX 00’€KTiB,
iHpopMamiiHO-aHATIITHYHA  CHCTEMa, CKJIaTHIH
iH(pOopMaLiiHUI 00’ €KT, OHTOJIOT .

Beryn

CrBOpeHHs MNpUKIagHUX iH(QOpMaLiiiHO-aHAITUYHUX CHUCTEM
(IAC) notpebye dopmanizauii 3Hans npo npeametHy oduacts (IIpO)
ta iHpopmaniiiai o6'ektu (I0), siKi € CKIQZOBUMU KOMIIOHEHTaMH
cucremu. Ile morpebye oTpuMaHHS 3HaHb i3  3OBHIIIHIX
iHpopmaniaux pecypciB (IP), cTpykTypa Ta KOHTEHT SKHX MOXYTh
3minroBatucsa. ®opmanpHi Mozmeni cemaHTHku [0 moTpiOHI uis
3MICTy, a TakoX Ui  OJHO3HAaYHOTO Ta IHTEeponepadeIbHOTo
BU3HAYCHHS CTPYKTYPH Ta B3a€MO3B’S3KiB iH(OpMAIliitHHX 00’€KTiB.
Jns aBTOMaTH3alii E€KCIOPTY Ta CTPYKTYpYBaHHs TakuX 3HaHb
(BimoMocTeii) 3arpoIOHOBAHO 3aCTOCOBYBAaTH OHTOJIOTIYHUX IMiJXif
JUIS OTPUMAHHS BIJIOMOCTEH i3 30BHINIHIX OHTOJOTIH. OHTOMOTIUHI
MO/IeJTi I03BOJISAIOTH (hOpMaTi3yBaTH BJIACTUBOCTI THX 1H(GOPMAIIHHIX
o0’exTiB, ski € mnpenmeroMm anamizy B IAC, BHU3HAYaTH
TepMiHOCHCTEMY Ui OOpOOKM MarepialiB Ta BCTaHOBJIIOBATH
CeMaHTHYHI 3B’A3KH 3 IHIIMMU JpKepenamu iHpopmanii [1].

3 Touku 30py OHTOJOTiYHOTrO aHamzy [2] IO — xmacu abo
€K3EMIUISIPH OHTOJIOT], SIKi XapaKTEepPHU3YIOThCSl CBOEIO CTPYKTYPOIO i
BigHomeHHsaMu 3 iHmumu 10. OmgHak JUis BHUpIMIEHHS 0arathox
NPUKJIQIHUX 337a4 HOTPiOHO aHai3yBaTH OLIBII CKIIA/IHI CYKYITHOCTI
iHpopmanii, saxi wmictate 1O pi3HMX THMIB, IO IOB’sI3aHi
BIAHOIIEHHSIMI Ta OOMEKEHHSIMH MIDK HHMH Ta MDK IXHIMH
BIIACTUBOCTSIMU — CKAAOHUMU iHpopmayitiinumu 06 ckmamu (C10).

xepena ingopmanii npo CI1O

Koxen exzemmmip CIO — wne HaOip 3 Oiiblie HDX OIHOTO
exseMmmsipa 1O, sKki MOB’S3aHi OJWH 3 OIHUM OHTOJIOTIYHUMU
BITHOIICHHSMH Ta BIANOBIAAIOTH BUMOTaM MIOAO CTPYKTypu 1
3naueHb BiactuBocrei 10 [3]. [Ipuknagu CIO — opranizanis, HaOip 1i
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CHIBPOOITHMKIB Ta MHOXXHHA TPOEKTIB, SKi BHKOHYIOTHCS B
oprasizauii; HaBYILHUN 3aKJa]l Ta Habip CHeliabHOCTEH, 32 SKUMH
NPOBOJAUTHCS. HAaBYAaHHS 1  MHOXKMHA KOMIICTEHIIH, SIKI LUMH
creniaJbHOCTIMU 3a0e3neuyioThest [4]. PopmambHa mogens CIO
6azyerbes Ha oHrodorii [IpO. YV mozeni CIO BUKOPHCTOBYETHCS Taka
HEMOPOXHS IiJIMHOXKHMHA €JIEMEHTIB OHTOJIOTI], SKa BHOKPEMIIIOE
Habip eK3eMIULIPIB KIIaciB, MiXk ek3eMIusipaMu sskux B CIO Bu3HaueHi
IIEBHI CEMAHTHUYHI BiJHOIIEHHS.

Hapasi y BigkpuToMy BeOcepemoBHIN iCHYe BEIMKA KUIBKICTh
OHTOJIOTIH, SIKi XapaKkTepu3yroTh pi3Hi actiekt [IpO 3 THM cTyneHeM
BHPA3HOCTI Ta JeTaji3allii, 0 BU3HAYAETHCS IUIIMH PO3POOKH TaKHX
OHTOJIOTIH, ane 1y ctBopeHHs IAC moTpiOHO 3HAXOJUTH HE OKpeMmi
KJIaCH OHTOJIOTIi a00 TXHi eK3eMIULIpH, a HAOOPU EK3EMIUIIPIB EBHUX
KJIacCiB, IKi 3HAXOASATBHCSA OJMH 3 OJHHM Y MOTPIOHUX BIIHOIICHHSX.
Jns nmoOynoBu crpykrypu 0Gasu 3HaHb Oyap-skoi IAC mouinbHO
BUKOPDHCTOBYBAaTH  30BHILIHI ~ OHTOJIOTII, $IKIi  YMOJMJIUBIIIOIOTb
Bu3Ha4YeHHS CcTpykTypu CIO BIANOBiZHO 10 3arajbHO HPUHHATHX
npaBwi1. Hampukiman, y THOmyKy HaBYaJbHHX MaTepialiB MOTPiOHO
BUKOPUCTOBYBATH 30BHIIIHI OHTOJIOTII, SKi MICTSATh Pi3HI acleKTH
3HaHb NP0 HABYAIBHUH IPOLIEC, OCBITY Ta Ti CIICI[iaTbHOCTI, HABYaHHS
SAKAM TOTpeOye BUKOPHCTAHHS IIMX MaTepialiB. AJe IMOLIYK TaKuX
BiZIOMOCTEHl y IEPTHHEHTHNX OHTOJIOTIAX HE € MIPOCTOIO 337a4el0, Ky
MOXHA BUKOHYBAaTH aBTOMaTHYHO.

Lle cnpuuunse mnotpedy crBopeHHs pemnosutopiie CIO, o
HiATPUMYIOTh Habip (QyHKIIH, aHAIOTIYHUI PEMO3UTOPIsIM OHTOJIOT i
[5] abo moxymeHTiB, ajie MiATPUMYIOTh MOMIYK Ha OUIBII AETATLHOMY
piBHi. BakimBo 3a3HauuTH, [0 TaKi PENO3UTOPIl MOXKYTh
MOMOBHIOBATHCS BIJIOMOCTSIMH SIK 13 30BHIIIHIX OHTOJIOTIH, Tak 1 3
CEMaHTHYHO PO3Miue€HUX MOKyMeHTiB. KpiMm Toro, iHdopmalis momao
CIO wmoxe BHoOcUTHCS ab0O pemaryBaTucs BpYyYHY €KCIIEpTaMH
BignoBigHoi [IpO. Cnemmdivaumu ams penosutopiie CIO e Taki
(yHKIIT: MOmYK KJaciB, IO MICTATh BH3HaueHHWH HaOip 00’€KTHHX
BJIACTMBOCTEH; MOUIYK EK3eMIULIPIB KiIaciB, Ul SKAX BH3HAuYeHi
3HAUCHHSl IIEBHUX BIIACTHBOCTEH; MOIIYK EK3eMIULIpIB 0OpaHuX
KJIaciB, MO € MiX co00I0 y BU3HAUYEHUX BiAHOIICHHSX; IEpeBipka
ICHYBaHHS €K3eMIUIIpIB KJIaciB, MO BiANOBIAAI0OTh BH3HAYCHOMY
HaOOpy yMOB; TOIIYK CEMAHTHYHO OJIM3BKUX KIACIB Ta MOPIBHSHHS
iXHIX eK3eMIUIIpiB (3 BUKOPUCTAHHAM Pi3HUX Mip CEMaHTHYHOI
OJIM3BKOCTI Ta CEMAaHTHYHO MTOAIOHOCT).
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Bukopucranns penozurtopiro CI1O pis cucremu «e-
Hinpyunur»

Bebopiearoana IAC  «e-llinpy4Huk» TpHU3HAYAETBCS VIS
HaJaHHSA JOCTYNy CTyZAEHTaM Ta BHKJIaJadaM YKpPaiHCBKHX
VHIBEpCHUTETIB /10 HAaBYAJNbHUX MaTepialiB — MiAPYJIHHKIB,
IOBIAHUKIB, METOAWYHMX BKa3ziBOK Tomio. IlocTagaapHUKaMHU
KOHTEHTY cucteMu «e-IliapydHuK» MOXyTh OyTH: KHHTOBHIABII, SIKi
BUJIAIOTH MiAPYYHUKH; BHKJIa/adi, 5IKI TOTYIOTh MIJAPYYHHUKH 31 CBOET
crieliasbHOCTI; Kadeapu YHIBEpCHUTETIB; iHIII 3amlikaBieHi ocoowu,
BJIaCHMKM BiAMoBinHUX iH(opMmaniiiHux pecypciB. Kpim Toro icHye
IMIOPT KOHTEHTY 3 30BHINIHIX JKepen (e-0i0ioTeK, perno3uTopiin).
OcuoBHi CIO, mo matoTe OyTu mojaaHi B cucteMi «e-IlinmpydHuk»:
CIAPYIHUK; «aBTOP»; «BUJIABEIIbY; «CIETiaNBHICTB;,
«KOMIIETCHIIISI»; «HABYANBHUH Kypc (MoAynb)». CHcTeMa NOBHHHA
MiATPAMYBATH TOIIYK Ta CIIBCTABICHHA HAa CEMAaHTUYHOMY piBHI
takux CIO, mo0 mykaTw MHiApyYHHKH HE TUIBKM 332 Ha3BOIO Ta
CHCUiaJbHICTIO, a 3 YypaXyBaHHAM 3HAYHO OUNBIIOT KUTBKOCTI
mapameTpiB  (TakuxX, SK piK BHIAHHA, MOBA IOJAHHSI, piBEHb
CKJIQJIHOCTI Ta SKICTh TOJaHHA MaTepiany). Aje y pi3HHX
eJIeKTpOHHUX Oi0miorexkax Taki IO MawoTh pi3HY CTPYKTYpy, 1 TOMY
BUHMKae noTpeba B ix yHidikauii Ha ocHoBi 3HaHb npo 1i CIO 3
PI3HMX OHTOJIOTIH.

Came 115l [IOUTYKY €JIEMEHTIB TaKoi CTPYKTYPH BUHHUKAE 1OTpeda B
penozuropii CIO, skuil MiATPUMYE MOLIYK eK3eMIUIIPIB Pi3HUX
OHTOJIOTIYHUX KJIACiB, TOB’S3aHUX IEBHUMH TUIIAMH CEMAHTHYHUX
BiHOIIEHD.

BucHoBku

IIpu crtBOpeni mporotuny cucremi «e-llizpydank» Oynn
cthopmoBani 6a30Bi Bumoru 1o peno3utopito CIO ta mpoanamizoBaHi
TEXHOJIOTil, SKi MOWIBHO 3aCTOCYBaTH ISl WOTO TIOTIOBHEHHS.
CTBOpEeHHS TaKHX PEmo3UTOpPiiB 3abe3meduye OiNBIIY IeTajli3arliio
cTpykTypH 3HaHb [IpO Ta po3mupioe BUPa3HiCTh MONTYKOBUX 3aITUTIB.
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ADAPTABLE AND SCALABLE DECENTRALIZED
GOVERNANCE ON EVM-COMPATIBLE
BLOCKCHAIN
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and Kyrylo Riabov
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katerynych@gmail.com, veres@ukr.net, zhereb@gmail.com,
kyryl.ryabov@gmail.com

This paper explores scalable and adaptable governance through
decentralized networks, enabling collective decision-making
and easier evolution when requirements change. We use
interconnected Smart Contracts on the EVM-based blockchain
to resolve foundational governance issues. We introduce a
solution that combines a role-based access system and a
modular system contracts architecture to enhance the system's
scalability and adaptability. This approach allows for
modifications and scaling at any time through community
proposals and voting. Members can propose configuration
parameters for a new module, and with community majority
approval, the system can adapt and scale.

Keywords:  Decentralized  Autonomous  Organization,
Decentralized Governance, WEB3, Role-Based Access
System, Ethereum, Blockchain, Solidity
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Introduction

Implementing decision-making on the Internet poses a significant
challenge in establishing a robust system where members cannot
manipulate outcomes and only eligible parties can participate.
Recently, new approaches appeared based on Blockchain, Smart
Contracts [1] and Decentralized Autonomous Organizations (DAOS).
While such approaches are effective for smaller communities, they
struggle with larger, continuously evolving systems. Some issues
include complexity and risks of updating contract logic, size
limitations negatively affecting scalability, as well as inability to adapt
existing DAOs to new requirements and protocols.

To address these limitations, we propose a modular architecture
incorporating a role-based access system. This approach eliminates
the need for system redeployment and reconfiguration, and empowers
the community to modify the system's functionality through voting,
ensuring security and sustainability as long as the majority actively
cooperate.

Our approach

This paper introduces a Role-Based Access System (RBAS)
serving as a pivotal connector between system components. RBAS
establishes a set of transparent and comprehensible rules that delineate
access to system resources.

In many solutions, contracts depend on account addresses to
determine resource access, a method that restricts the system to
specific addresses. RBAS, in contrast, abstracts resource access to
parties with specific permissions, granted through community voting.
It centralizes all access rules, unlike traditional approaches where
access to protected functions requires extensive contract code
analysis. Despite the additional gas usage, RBAS compensates by
facilitating a more manageable and adaptable system.

To construct a system capable of scaling indefinitely, we propose a
Modular System Contract Architecture, aligning with the standards
proposed in ERC-2535 [2]. Given the restrictive 24KB [3] contract
size limitation, this architecture organizes a collection of Smart
Contracts under the ERC-2535 standard to accommodate extensive
systems.

The adaptability inherent in Modular Smart Contracts
Acrchitecture allows DAOs to seamlessly integrate or modify modules,
ensuring continuous compliance with evolving disclosure regulations
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and aligning with the transparency and consumer protection needs of
the decentralized finance ecosystem [4]. For enhanced scalability in
governance, we have streamlined the ERC-2535 standard to increase
transparency [5] for external developers and, crucially, for end-users
interacting with the system.

Traditional governance modules predominantly rely on the voting
power of community members, however in larger communities this
may result in suboptimal decisions. To mitigate this, we introduce a
Veto Process, based on Expert Group, comprised of members with the
authority to veto community-selected proposals and to initiate expert-
specific proposals. The veto process is integral to the governance of
the DAOQ, acting as a protective mechanism to halt proposals that may
diverge from the DAO’s foundational principles and constitution. This
process is reserved for Experts, appointed during the DAO governance
process, and serves as a safeguard to ensure the alignment of all
proposals with the DAQO’s values and objectives. This additional
protective layer aims to reduce the risk of system stagnation by
ensuring that decisions are meticulously scrutinized and are reflective
of informed and expert opinions, thereby enhancing the robustness
and reliability of the governance structure.

Application Example

We demonstrate our approach using an example of integrating a
new AirDrop module, which requires one proposal from the
community, as shown in Figure .

dule T Ficet A+ Prepares a module (smart

y \ contract) for integration into User

DAO ) Unique functior DAO

——=

Creates a proposal for the
Integration of a new module

Calls
getResourceRecords to
change permissions for

existing roles
Integrates the module
)

x

Integration =
failures

Figure 1: Example of AirDrop Module Integration

The user votes for/against
the proposal(s)

Expert vetoes the proposal \ /

(If necessary)

Due to the modular smart contract architecture, the new AirDrop
module can be easily integrated into the DAQO core, allowing access to
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the entire DAO storage. In addition, the role-based access system
(RBAS) ensures that this module is simultaneously integrated into the
DAO governance system. This means that any configuration desired
by the DAO can be achieved, such as a configuration where only
experts manage the new module. However, the initial adoption of such
rules is subject to community approval.

Conclusion

This paper presents a scalable and adaptable governance system on
the Ethereum network, designed to circumvent the inherent limitations
of the Ethereum protocol. The foundation of this system is the Role-
Based Access System (RBAS), which orchestrates the interactions
between various components within a Decentralized Autonomous
Organization (DAO). We introduced a modular system architecture,
allowing the DAO to expand and integrate a diverse range of modules
while maintaining coherent governance. This modular approach,
coupled with the Expert governance structure, enhances the security
and reliability of the system, ensuring robust protection against
potential vulnerabilities.
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YIPABJIHHSA JJOTICTUYHAMHU NPOLECAMHU Y
TPAHCIIOPTHIN C®EPI

B.C. INorpe6unit
€pporeiiceknii YHiBepcuret, M.KuiB, Ykpaina
vpohrebnyj@e-u.edu.ua

VY pamiif poOOTiI PO3TISAHYTO KIIFOYOBI ACHEKTH YIPaBIiHHA
JIOTICTUKOI0 B TPaHCHOPTHIA cdepi. 30Kpema, TOCTIIHKEHO
IHTErpoBaHMH Mi/XiJ, BUKOPUCTAHHS CYYacHUX TEXHOJIOTIH,
CTpareriyHe IUIaHyBaHHS, THYYKICTh CHCTEM Ta CTpaTeriro
YIPaBJIiHHS pU3UKaMu. Pe3ynbTaTi BKa3yloTh Ha HEOOXiqHICTh
KOMIUICKCHOTO ~ MIiAXOAYy JJIsS ONTHMI3amii  JIOTiCTUYHHUX
npoueciB  Ta  3a0e3MeYeHHS  KOHKYPEHTOCIPOMOXKHOCTI
MiATIPHEMCTB Y TPAHCTIOPTHIN TaTy3i.

KmrouoBi  cioBa:  Joricthka, — TpaHCIOPTHA  Tay3b,
IHTETPOBaHHUHN TTiIXi]I.

Beryn

VYrpapiiHHs JIOTICTHYHUMH [pollecaMy Yy TPaHCIOPTHIN cdepi
CTae BCce OUIbLI CKIAJHUM 3aBAaHHIM y Cy4acHOMY CBITi. 3 IUIMHOM
yacy Ta  PO3BUTKOM  TEXHOJIOTIH  BHHHKA€E  HEOOXIiTHICTH
BJIOCKOHAJICHHST METOJIB KEPYBaHHS, CEpel SKUX OCOOJHBE MICIIe
3aliMar0Th ABTOMATHYHI PIillICHHS Ta iMiTaIliiiHe MoemoBanas [1].

ABTOMAaTHYHI pIIEHHS B JIOTICTUII TpaHCHOPTHOI cdepu
JO3BOJSIFOTh  ©()eKTUBHO KEPYyBaTH Ta ONTHMIi3yBaTH Pi3HOMAaHITHI
MpOLIECH, BHUKOPHUCTOBYIOUM aHai3 JaHUX Ta aJirOpUTMH IS
NPUHAHATTS LIBUAKUX Ta TOYHHMX pimeHb [2]. Bonu chpomryooTs
BUpIIICHHS 3aBJaHb 3 PpO3MOJULy pEecypciB, MapIpyTH3amil
TPaHCIIOPTY, YIIPABJIiHHS 3allacaMy Ta IUIaHYBaHHS JI0CTaBOK.

[lo0 iMiTaLiTHOrO MOJIEIOBAHHS, LISH ITiIX1J] HaJa€ MOKIIMBICTh
CTBOPEHHSI BIPTYaJIbHHX MOJENel UIsl aHami3dy Ta mependadeHHs
MOBEIiHKM CHCTEMH JIOTICTHKM Y pi3HHX yMmoBax. lle mo3Bomste
eKCIepPUMEHTYBATHU 3 PI3SHUMHU CTPATETisIMH YIPABIiHHS Ta BUPIMICHHS
mpoOyieM, MO0 JOMOMarae BIOCKOHATIOBATH MpoiecH 0e3 MpsIMOro
BTPYYaHHS B PEAIbHY CUCTEMY.

OO'emHaHHs 1MX MiAXOAIB B YIPaBIiHHI  JIOTICTHYHHMH
mporiecaMd Yy TPAaHCHOPTHIA cdepi CTBOPIOE MOTCHIUAN IS
3MEHIICHHs BUTpAT, ONTUMI3alii 4acy Ta pecypciB, MiIBUILCHHS PiBHS
cepBicy Ta ajanTauii 10 3MiHHUX YMOB PHHKY.
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Pe3yabTaTtu gociaixxkeHHs

VYrpaBiiHHS JIOTICTUKOIO B TPAHCIOPTI 0a3yeThCsl Ha KUIBKOX
KIIIOYOBUX MIiAXONAX: IHTEIPOBAHOMY IIAXOJi, TEXHOJOTTYHOMY
Mporpeci, CTpaTerivHoOMy IJIaHYBaHHI, THYYKOCTI Ta aJalTUBHOCTI, a
TaKOX cTpaTerii ynpaBiiHHA pusnkamu. L{i miaxXoawm T03BOJIAIOTH
CTBOPIOBAaTH €(QEKTUBHI CHUCTEMH YIIPABIIHHS, SKi BiANOBIIAIOTH
nmotpedam Cy4acHOTO PUHKY Ta T ABHUIIYIOTH
KOHKYPEHTOCTIPOMOKHICTh TIAMPUEMCTB Y TPAHCIIOPTHIH cdepi.

VrhpaBmiHHSA ~ JIOTICTHKOIO B TPaHCIOPTI  0a3yeTbcs  Ha
KOMIUICKCHOMY  MiAXOAi  JO  ONTUMI3aiii Ta  KOOpAMHAILIL
pi3HOMaHITHUX TpoueciB. lle BkiIroyae IHTErpamifo BCIX JIAHOK
JIOTICTUYHOTO JIAHIIOXKKA, TOYMHAIOYM BiJ| CKJIQAy 1 3aKiHYYIO4YH
JIOCTABKOK, sl MakcuMizamii e(eKTHBHOCTI Ta MiHIMi3all
3aTPUMOK.

Cnupaioynuch Ha CydYacHI JOCSATHEHHS B 00JacTi TEXHOJOTIH,
yIpaBIiHHSA BUKOpHCTOBYE IHTepHET peueid (10T), mITydHuit iHTEICKT
(Al) Ta cucTemMu aHANITHKU JAHUX JUIS OJIMIICHHS MOHITOPUHTY Ta
MPOTHO3YBaHHS TPAHCHOPTHHX orepaitiit [3].

CrpareriyHe  IIaHYBaHHS  BPaxOBYE€  BHMOTH  KIIEHTIB,
ONTUMI3AIliF0 MapIIPYTiB Ta paliOHAJIbHUN BHOIp BUJIB TPaHCIIOPTY
JUTSL OTITUMI3AIil BUTPAT.

'HyYKiCTP CHCTEMH YIpPAaBIiHHS JIOTICTUKOIO B TPaHCIIOPTI
BU3HAYAETHCS 11 3/IaTHICTIO IBUKO aJIalITyBaTHCS JI0 3MiH Ha PUHKY,
y TEXHOJIOTisIX Ta BHYTPINIHIX Tporecax i 3abe3neucHHs
MaKCHUMaJIbHOI €(peKTUBHOCTI.

Crpareris  ynpaBJiHHS pU3UKaMu Tepefdadae  IMONEepeHe
TUTAaHYBAaHHS Ta pearyBaHHSI Ha MOJJIMBI HETATHBHI CIIEHApii, TaKi K
3aTPUMKM YH TIOMIKO/DKCHHS BAHTAXIB, JJIsI MiHIMi3alii BIUIMBY Ha
orepariiiiHi npouecu. Lli iHTerpoBaHi mi X011 CTBOPIOIOTH JTUHAMIUHI
Ta e(EeKTUBHI CHCTEMHU YNPAaBIiHHS JIOTICTUKOIO B TPAHCHOPTI, SIKi
BIANOBIJAIOTh CYYaCHUM BHMOTAaM PHUHKY Ta CIPHSIOTH IiJIBUIIEHHIO
KOHKYPEHTOCIIPOMOKHOCTI ITiIIPUEMCTB Y il rarysi.

3 PO3BHUTKOM TEXHOJOTiH, TakuMX SK PO3MIMPEHI aHAJTITHYHI
IHCTPYMEHTH Ta IHTEIEeKTyaJlbHI CHCTEeMH YIPABIiHHA, YIPaBIiHHA
JIOTICTUKOIO OTPUMY€E HOBI MOXIJIMBOCTI JJISi TOYHOT'O MPOTHO3YBAaHHS
MOTIUTY, ONTHAMI3AIli MapIIPyTiB Ta BUABICHHS pU3HKiB [4].

I'Hy4KicTh CUCTEMH YIPaBIiHHS JIOTICTUKOIO B TPAHCIIOPTI TAKOXK
BHMarae IOCTIMHOrO BIOCKOHajeHHsA. Ile oO3Hadae 37aTHICTH
OIEpaTHBHO pearyBaTH Ha 3MiHH IONUTY, TEXHOJIOTIUHI 1HHOBAII Ta
Herepe0adyBaHi 0OCTaBHHM, Taki SIK MPUIMUHEHHS POOOTH NEBHHUX
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MapuipyTiB YM BUHUKHCHHS HEOC3MEYHUX CHUTYyallld mig dYac
TPaHCIOPTYBAHHS.

Crpareris yIpaBIiHHS PHU3HKAMH ITOCTIHHO aIaNTy€eThCS IO HOBUX
BUKIJIMKIB. BoHa 0a3yeTbcst Ha MOCTIHHOMY aHali3i Ta BAOCKOHAJICHHI
npoueayp IS MiHIMI3amii  BIUIMBY  MOXJIMBUX — 3arpo3  Ha
e(eKTHBHICTh Ta O€3MepeOiHICTh JOTICTUYHUX OTEpaIlii.

Ili migxoau yTBOPIOIOTH OCHOBY JJISI CTBOPEHHS TUHAMIYHHUX Ta
e(DeKTUBHMX CHUCTEM YIPABIIHHSA JIOTICTUKOIO B TPAHCIOPTi, SKi
3a0e3MeuyroTh He JHUIe MOTPiOHy eQeKTHBHICTh, a i CIPOMOXKHICTD
a/IalTyBATHUCS JI0 MTOCTIHHO 3MIHIOIOYOTrOCs OTOUYEHHS [5].

BucnoBku

YrpaiiHHS JOTICTHKOIO B TPAHCIIOPTI BiJirpa€e BUPIIIAIBHY POJIb
y miATpuMIl e€pEeKTUBHOCTI Ta KOHKYPEHTO3JAaTHOCTI MiJIPUEMCTB.
InTerpanisi, BUKOPHUCTAaHHsS IEPEIOBUX TEXHOJIOTIH, CTpareriuHe
IUTAHYBAaHHS Ta THYYKICTh CHCTEM YIPABJIIHHS CTBOPIOIOTH HaiiHI
MEXaHi3MH, [0 JO3BOJISIFOTH aJalTyBaTHCS JO LIBUAKO3MiHIOBaHHX
YMOB pHHKY. Takuii KOMIUIGKCHHH MinxXin crpuse eheKTUBHii
ONTUMI3aIli] JOTICTHYHHUX IMPOIECIB, MO0 € BAXKJIMBUM EIEMEHTOM JIS
VCIINTHOT MiSUTBHOCTI B yYMOBaX Cy4YacHOro Oi3Hecy Ta CHpHUsE
3a0e3MCUYCHHIO BUCOKOTO PiBHS 33J0BOJICHOCTI KITI€HTIB.
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JlomoBine TPHCBAYCHO TPOOJEMi 3aCTOCYBaHHS 3aco0iB
IITYYHOTO  IHTENEKTY i TOKPAIleHHS  EKCIePTHHX
(dopMmynroBaHp TpH TOOYIOBiI 0a3 3HAHB CHCTEM MIATPHUMKH
NPUHHATTA pimeHb. Po3misHyTO 3amadi, 10 BHHHUKAIOTH ITIPH
moOynoBi 0a3u 3HaHb CIA0KO CTPYKTYPOBaHUX MPEAMETHUX
oOmacTeif, Ta 3ampONOHOBAaHO BIAMOBIAHI WIAXOAH [0
BUKOPUCTAHHSA 3aco0iB INTy4yHOro iHTenekTy. IlpoBeneHo
BIJIMOBIIHE E€KCIIEPUMEHTAIbHE IOCHIPKCHHS, pPe3yJIbTaTH
SKOTO BKa3ylOTh Ha Te, IO TaKe 3aCTOCYBaHHSI 3aco0iB
IITYyYHOTO IHTEJNIEKTy Ha NPAKTUI[ JOIJIbHE JHIIE B
ABTOMATH30BaHOMY BapiaHTi i3 3aJy4eHHSIM IPYIH €KCIEePTiB.

Karouosi cJI0Ba: aHAJITHK, eKCIepTHI 3HaHHS,
iHpopMaiiHuH pecypc, cucremMa opraHizaniifHoro
YIpaBITiHHS.

Beryn

Pe3ynbTaToM 3acTOCYBaHHS CHCTEM MIATPUMKH  MPUAHSITTS
pimens (CIITIP) € pekoMenaamii miist 0cid, M0 MPUAMAIOTh PIilICHHS
[1]. Jns mporo BimOyBaeThCS MOAETIOBAHHS CIAOKO CTPYKTYpPOBAHOL
npenMetHoi obnacti [2] 3acobamu CIIIIP Ha ocHOBiI MoOymoBaHOT
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BinnoBigHoi 6a3u 3HaHb (B3). OmHIEI0 3 BaXIUBUX BIACTHBOCTEH
TaKUX MpeJAMETHUX O0O0NacTell € HElMOBHOTa OIUCY O0'€KTIiB, siKa
YHEMOXKJIUBJIIOE CTBOPEHHsl SIKICHOI HaBYaIbHOI BUOIpKHM ISt
3aCTOCYBaHHS ~ MAIIMHHOI'O  HAaBYaHHA.  BigTak,  JOBOIUTHCS
BUKOPDHCTOBYBaTH 3HaHHS ekcrepriB. [IpoBeneHHs excrepTHs,
30KpeMa I'pyNoBUX, BUMarae 3HauHUX YacOBUX Ta (DiHAHCOBHUX 3aTpar.

OcTtaHHIM 4acoM, iHCTpyMeHTH mrydHoro iHTenekty (ILI), sxi
0a3yloTBCS Ha BENHMKHUX JIHTBICTHYHHX MOJENAX, pealli3oBaHUX 3
BUKOPDHCTAaHHSIM INTYYHHX HEHPOHHHX MEpEeX 3 apXiTEeKTypOro
tpancopmep [3, 4], 3100y 3HAYHY MOMYISPHICTH Yepe3 CBOIO
3pyYHICTE Ta NOCTYMHICTh. Lli IHCTpYMEHTH IIBHAKO W IIMPOKO
PO3IOBCIOAMIINCST  Cepell  KOPHUCTYyBauiB,  3HAWILIM  IIpsMe
3aCTOCYBaHHS Yy MPAKTHIN MiJrOTOBKA Ta HAMHUCAHHS PI3HUX BHIIB
po0IT, BKJIIOYHO 3 HAyKOBUMH MpAISIMH, 30KpPEMa, aHTJIOMOBHHUX
TEKCTIB, a TAKOXK Y BHIABHHUUIHN cripasi [5]. Jleski TOCTIIHUKYA HABIiTh
BUKOPHCTOBYIOTH 11i 3acobu LI nyist moOynoBu Mepex KIIIOUYOBHX CIIiB
SIK KOHLIENITYaJIbHUX MOJIEJICH JUIs TIeBHUX MPEAMETHHUX obnacteit [6].
IIpoTe po3poOHHUKM TaKWX THCTPYMEHTIB HOMEpPEIKAIOTh, IO BEIHKI
MOBHI MOJIeNi HE HAJAlOTh TapaHTi CTOCOBHO MPaBAWBOCTI a0o0
HAIHHOCTI BUX1THUX NaHuX [4].

BumeBka3aHi  MipKyBaHHS  3YMOBIIOIOTH  HEOOXITHICTH  Ta
aKTYyaJbHICTh JOCHIHKEHHS MOXKJIHBOCTEH BHKOpHCTaHHA 3aco0iB LT
B CIIIP pm1s mnoOynoBu Mojenedl c1abKo  CTPYKTYPOBAHHX
MpeIMETHUX 00JIacTeH.

IModynoBa b3 c1a0ko cTPYKTYpoBaHOi mpeAMeTHOI 001acTi

Ha puc. 1 nokaszaHo 3ajad4i, M0 BHHHMKalOTh NpU noOyxoBi b3
C1abKo CTPYKTypOBaHUX IpeaMmeTHux obmacreit [7]. [Ipu oTpumanHi
3HAaHb BiI EKCHEPTHHUX TPYN HPOBOIHUTHCS IEKOMIIO3HUINS LIeH Ta
BHU3HAUYEHHS (OI[IHIOBaHHSA) CTYNEHIB iXHbOTO BIUUBY. Ilpnm
(opmyiIOBaHHI Lijeld KOXEH eKCIepT 3 IpyNy Hamae TEKCTH CBOIX
IHIMBITyaTbHUX (dhopMyITIOBaHb i ALiIei. BusHauaroThecsa
MiIMHOXKMHHM OJIHAKOBHX 32 3MicToM (opMmymoBaHb. BinOyBaerbcs
BUOIp Kpamoro (GopMyJroBaHHS B KOXHIH miaMHoxuHI. [lix wac
BCTAHOBJICHHS BIUIMBIB MK HUIAMH Clig Imykatu y b3 mim, sxi
BIJIMBAIOTh HA TIEBHY I[iJIb, & TAKOXK I[iTi, HA SIKi BIUITMBAE MIEBHA IIiJTb.
Ilin dWac TpymoOBOTO EKCHEPTHOTO OIIHIOBAHHS CTYIEHIB BIUIUBY,
arperariisi BilllIOBITHUX OI[IHOK BilOYBAa€ThCS 3a YMOBH JOCATHEHHI
JIOCTaTHROTO PIiBHSA y3romkeHocti. [lim wac arperyBaHHS 3HaHb,
OTpUMaHUX Bill Pi3HUX EKCIEPTHHUX TPYI, BiAOYBa€ThCS IOIIYK Ta
o6'eqHanns B B3 1inelt oqHaKOBUX 3a 3MICTOM, ajie c(hOpPMYITbOBaHUX
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pisHuME TpynaMu. Takox BinOyBa€eThCs «10-BCTAHOBJICHHS» BIUIUBIB
0 o0'enHaHii MHOXHHI LieH 3 NEPEHOPMYBAHHSIM BIANOBITHHX
3Ha4eHb CTYIIEHIB BILIMBY. [Ipu nmpomy, ciig mykata y b3 mimi, sxi
BIUIMBAIOTh Ha IEBHY 11iJIb, @ TAKOX I[1JII, Ha sIKi BIUIUBAE IIEBHA I[iJIb.

popmy! b, AaHWUX eKxcnepTamu
M3HAUEHHA NIAMHOXWH o
NIOBaHbH OAHAKOBMX 38 SMICTOM |/ ®opmyniosanhn \
Bt Tosiiors gopuieaiie o) unet /1 ( Bexomnosmuin
KOXKHIA NIAMHOKMHI | wini J —

Mowyk yinen 8 63, wo
BNAWBAIOTL HA

/B I OTvpumannn

2 ICTAHOBNEHHA \ =

Mowyk uine 8 B3, Ha | i “snnyeie mix | TN exciermiati tovn

AKi BNNUBAE NEBHA LNt uinamm \ 4

BUWKOHAHHS rpynoBux excnepTHUX S
NOPIBHAKHL [ Nobynosa Gasn |

[loCArHEHHs AOCTaTHBOI | BuaHajeHnA anas (63) |

Y3IrOQXEHHOCTi NONapHUX NOPIBHAHL BENUUMH npeéxmemm ‘
Arperauis crynexie obnacri
_BKCNEpTHIX OUIHOK LAl

Mowyx 0AHAKOBMX 38 IMICTOM Wined,
X "

OG'ennanHa naitaenux uinew | \
Mowyk uinei 8 B3, wo / O6'eanannn |
BNAMBAIOTL Ha NEBHY Uinb e | aHawb, HapaHux |
e l0BCTaHOBNEHHS 0 i J
Mowyk uinei 8 63, Ha | A { Pi3HiMU

| Bnnueis B ob'enamiin | | excneptHumu |
AKi BNnuBaE neska uink MHoxuHiuinen |\ rpynamu

Mp 3HaYeHb CTyneHis Bnnusy

Puc. 1. 3agaui, 1110 BUHUKAIOTH i yac mo0ymoBu b3 ciabko
CTPYKTYpOBaHUX MPEIMETHUX 00JIacTei

Maibke i BCiX BWIe3raaHux 3anad, y modymosi B3 crmabko
CTPYKTYPOBaHHX MPEAMETHUX 00JacTeil MOIITBHO BUKOPHUCTOBYBATH
3acobu LIII. BuHuKae muTaHHS, 91 MOKHA TOBHICTIO MTOKJIATATHCS Ha
pexomenpanii LIl Ta BHKOHYBaTH Il 3aJa4i B aBTOMATHYHOMY
pexumi? Hwmxue MIPUBEICHO pe3yIbTaTH MIPOBEACHOTO
EKCIICPUMCHTAIBHOTO JTOCII/DKCHHST JOCTOBIPHOCTI pEKOMEHIAMiN
3aco6iB LI momo moxpameHHst ekcriepTHUX (opmyioBanb. Lli
pe3yabTaTH CBIAYATH IPO Te, IO Take 3acTocyBaHHs 3acoOie LI Ha
MPaKTUIl JIOIIbHE JIUIIE B AaBTOMAaTH30BaHOMY pEeXHMi i3
3IydeHHsSM Tpynu  ekcrnepriB. [loBHICTIO TMOKIagaTuch Ha
pexomenparii 3aco6iB Il ©Ha maHomy erami HOro poO3BUTKY
HEJIOIJIBHO.

ExcnepuMeHTanbHe JOCTisKEeHHS JI0CTOBipHOCTI
pexomenaaniii 3aco6iB IIII moao nokpameHHs eKCHePTHHX
dopmyar0BaHB

[IpoBeneHe ekcrepUMEHTANbHE JIOCHIPKEHHS  JIOCTOBIPHOCTI
pekomenpaniii  3aco6iB Il 1mogo moOKpamieHHS — eKCIEePTHHX
(hopMyITIOBaHb CKJIAIAJIOCS 3 TPHOX €TalliB:
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1. TI'pyma excrepTiB-peclOH/AEHTIB Hajana TEKCTH CBOIX
AHIJIOMOBHUX  (pOpMyJIfOBaHb. bBUIBIIICTE 1IMX TEKCTIB  OyIo
MepeKyiaiecHo 3 YKpaiHChKOI Ta pOCIHCBKOI MOB 3a JOMOMOIOIO
MalIMHHOTO  Tepekjgaxy Ta  KBami(ikOBaHMX  IEpeKIIaladiB
aHriiicekoi MoBu. KoxeH ekcrept 3 1€l TpyIu Ma€e Creniani3amiio B
rany3i iHpopMaIiifHUX TEXHOJIOTIH Ta Oe3MeKH. AHIIIOMOBHI TEKCTH,
IO MICTATH EKCIepTHi (opMymoBaHHS, HajekKaThb caMe [0 IIi€i
ramy3i. Takox ciif 3a3HAYNATH, MO U OAX eKCIEePTiB aHTJIiiChKa HEe
€ PIIHOIO MOBOIO.

2. B xonmi 3actocyBaHHs iHCcTpyMmeHTtapito LI 3 apXiTekTyporo
GPT-3.5, Oynu oTpuMaHi peKOMEHIamii MIOAO IOJIIMIICHHS SKOCTI
AHIJIOMOBHUX TEKCTIB, II0 MICTATh €KCHEepTHI GopmyiroBaHHs. s
OO0 OyJNM BHUKOPHCTaHI crherfianpHi 3amutd  (prompts) 0
iHcTpymeHTapito LI

3. I'pyna ekcrnepTiB-BailaTOPIiB OLHMIA TOCTOBIPHICTh Ta SKICTh
AHIJIOMOBHUX TEKCTIB, IO MICTATh €KCHepTHI (opMyntoBaHHS, a
TaKOX PeKOMEHalliil, oTpuManuXx Bif iHcTpyMeHTapito 1. I{g rpyna
EKCIIepTIB Mae KOMIETEHINIO B Tay3i iHPOpMAaIifHIX TEXHOJIOTIH Ta
Oe3meKw, a TaKOX BITBHO BOJIOAI€ aHTIiicbKoI0. KpiMm Toro, 118 Tpyma
KOHCYJBTYBajacs 3 TPYIOI EKCIEPTiB, SKi CIEHiali3yloThCS Ha
AHTITIMCHKIM MOBI B3araii, mepekiai, (iuIoorii, JIIHTBICTHII, a TAKOXK
— Ha aHTJIMCHKIA MOBI B Tally31 KOMII'FOTEPHHUX HayK.

PesynbraTn migpaxyHKy JOCTOBIpHOCTI pekoMeHamii 3aco0is 11
IOJI0 TOKPAILEHHS! eKCIePTHUX (OPMYIIIOBaHb, OTPUMAaHUX B XOJi
EKCIICPUMEHTAIBHOTO JOCIIIKeHH, HaBeaeHOo B Ta0umii 1.

Tabaums 1. Pe3yabTaTi eKCIEPUMEHTAIBLHOTO TOCIIPKESHHS
JIOCTOBIpHOCTI pekoMeHpartii 3aco6is L1 momo nokparieHHs
eKCHepTHHUX (popMyITIIOBaHb

Ha3zpa nokasnuka KinbkicTh
(yacrora)

3arajibHa KUTbKICTh OTPUMAHHUX PEKOMEHAAIlIN 1104
HEJIOCTOBIPHI peKOMEHAIIIT 365
JIOCTOBIpHI peKOMEH/Ialli1, 0 eKBiBaJICHTHI 3a SIKICTIO 17
BUXITHUM (hOPMYITIOBaHHSIM
JIOCTOBIpHI peKoMeHallii, 1110 NoTpedyroTh 108
HE3HAYHOT'0 KOPHUI'YBaHHS
JIOCTOBIpHI peKoMeHallii, 1110 He NOTpeOyIoTh 614
KOPUTYBaHHS
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[IpoTaroMm  mpOBEIEHOTO0 EKCIEPUMEHTAIBHOTO JOCIIIKSHHS
Oysio mpoananizoBaHo 92 aHTJIOMOBHHMX TEKCTOBUX YPHUBKH, HaJlaHi
eKCIIepTaMU-PECTIOHAICHTAMH, ISl SKUX AaHIVIHChbKa MOBa HE €
pimHOMO.

AHani3 OTpUMaHUX EMHIIPHYHHMX pe3yJbTaTiB IOKa3aB, Mo 56%
pexoMeHaanii, Hananux 3acodamu LI, nocToBipHi Ta HE MOTPEOYIOTH
KOpHUTyBaHHA, 65% 3 HUX MiIBHUILYIOTh SKICTH (GOPMYIIOBaHb, 67% —
He moripmrytots ii, 1.5% pexoMeHparniii € mapeMHIMH (HE JONAIOTh
KopHcTi), a 33% € MKiAIMBUMH (CIIOTBOPIOIOTH 3MiICT (POPMYITIOBAHB).

BucHoBkH

[TokazaHo, 110 /IS BHUPILICHHS HHU3KHM 3a/ad, SKi BUHHKAIOTH Yy
xoxi mooynosu b3 CIIIIP, nomuinsHO BUKOpUCTOBYBaTH 3acobu 1111

3anponoHOBaHO NUIAXM 3acTocyBaHHS 3acobiB LI mixg wac
nobynoBu b3, 30kpema, JuUIi TMOKpamIeHHS SKOCTI EKCHEepTHUX
(hopMyTrOBaHb.

IIpoBeneHO eKCIEpUMEHTANbHE JIOCTIIKEHHS JIOCTOBIPHOCTI
pexomenpaniii  3aco6iB Il 1momo moOKpamieHHS — eKCIEePTHHX
(hopMyITrOBaHb.

OTpuMaHO BIANOBIIHI €MIIIPHYHI PE3yNbTaTH, SKi CBIOYaTh IPO
Te, MO 3acTocyBaHHs 3aco6iB LI Ha mpakTumi nouiigbHE JHWIIE B
ABTOMATH30BaHOMY PEXHMi, TOOTO, i3 3ay4CHHSIM T'PYIH E€KCIIEpPTiB.
[MoBHicTIO TOKNanaTuch Ha pekoMmenaanii 3acoGiB Il Ha naHoMy
eTarri po3BUTKY 11i€] TEXHOJIOTi HEOIBHO.
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SCIENTOMETRIC ANALYSIS OF PAPERS
REGARDING UKRAINIAN HERITAGE (HISTORY,
CULTURE, AND NATURE)

Balagura Iryna™?, Kryuchun Andriy *

YInstitute for Information Recording of National Academy of Sciences
of Ukraine, 2, Mykoly Shpaka Street, Kyiv, 03113, Ukraine
’NottinghamUniversity Business School, Jubilee Campus,
Nottingham, NG81BB, United Kingdom

Introduction

Studying national heritage is essential for fostering cultural
identity, preserving diversity, understanding history, and promoting
social cohesion. It contributes to a sense of pride and appreciation of
human culture, both on a national and global scale. The research
regarding national heritage is of great importance for each country and
plays a significant role in representing the country to the global
community.

The aim of the research is to discover the main topics of research,
place and meaning of Ukrainian heritage in scientific papers and on
the Internet using complex network analysis of Ukrainika naukova
abstract database, Scopus and ChatGpt.

Methods

National heritage encompasses a wide range of tangible and
intangible elements that collectively represent the cultural, historical,
and natural identity of a nation. So, for the analysis of the topic such
keywords as “history”, “culture™ and "literature™ were chosen.
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Fig. 1 Co-word-author-journal network for key-word ‘history”’ in
Scopus

The idea of the research is to indicate and compare the main
keywords and corresponding co-word networks of Ukrainian national
heritage in Ukrainian scientific papers, international journals and on
the Internet. In order to form the data, the following prompts were
used for search in SCOPUS and Ukrainika naukova: history, culture,
and literature. Co-word-author-journal networks were formed for each
keyword. According to the Times Series analysis of publication
activity and main keywords, main research in this area gradually
moved to the international space.

The investigation of the topic also included the analysis of
keywords and co-word networks using ChatGpt 3.5 and the
methodology proposed by Lande et al (Lande et al, 2023). In order to
form the network of 500 nodes the prompt was used several times:
“Give me another 50 main pairs of linked concepts correspondent with
Ukrainian heritage: history, culture, and literature in the format
"concept 1; concept 2. The most frequent terms in the network were
Ukrainian easter tradition, Lviv, Ukrainian fashion, Vasyl Stus.

Conclusions

Proposed methods and tools could be used for the identification
and description of scientific groups and research topics, the most
communicative researchers, and main principles of science
communication;estimating the level of inter-scientist cooperation,
detecting actual topics and priorities, and possible science
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cooperation;determining associative relations as well as entry relations
for subject field model formation.
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BUKOPUCTAHHS BIPTYAJIbHOI PEAJIBHOCTI B
HMIATOTOBUI KEPIBHUKIB NIPOTEXHIYMHUX
nrapo3A11IB ICHC YKPAIHHU
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HauioHaneHMii YHIBEPCUTET LIUBIJIBHOTO 3aXUCTy YKpaiHH, M.
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OOIpyHTOBY€ThCSI HEOOXIJHICTh BHKOPUCTaHHS BipTyaJbHOI
peampHOCTI (VR) B miAroTOBI KEPIBHUKIB MiPOTEXHITHUX
migpo3ninie JCHC VYkpaimau. Ilokazano, mo VR mo3Bose
BIANIPAIlbOBYBAaTH HaBUYKHU Ta CTpaTerii B OE3NEYHHX yMOBax,
IMITYIO9H peanbHi cuTyarii. Bukopucranas VR B miarorosmi
KepIiBHHKIB MIPOTEXHIYHUX MiAPO3MUTIB JO3BONUTH ITiIBUIUTH
ixHI0 TpoeciiiHy MiAroToBKY Ta €(heKTHBHICTh POOOTH.
Kawuosi cioBa: BipryansHa peanbHiCTh, VR, migroroska
KepiBHHKIB, miporexHiuHi migpo3mimn JCHC VYkpainwm,
pO3MiHyBaHHS, BHOYXOHEOE3MeUHi MpPEeIMEeTH, BiHCHKOBI
TPEHaXKEPH.

Beryn

CyuacHa BiiiHa B YKpaiHi mpu3Bena 10 3HaYHOTO 30UIBIICHHS
KUTbKOCTI BUOYXOHEOE3MEUYHUX MPEIMETIB Ha TepuTopii kpainum. Lle
CTBOPIOE JTOJIATKOBI PU3UKH JJISl IUBLILHOTO HACCIICHHS 1 BUMArae BiJ|
nipotexHiuaux migpo3ainie JCHC VYkpainu miAgBHIIEHOT TOTOBHOCTI
JI0 BUKOHAHHS 3aBIaHb 3 po3MiHyBaHHs. CydacHi OOempumacu 4acto
MICTAT, B COOi HOBI I1HHOBAIliHHI TEXHOJOTIl, IO YCKIAJIHIOIOThH
mporec po3MmiHyBaHHsA. Lle BUMarae Bij MpOTEXHIYHHMX MiAPO3MIiTiB
JIOCKOHAJINX HABUYOK, BHCOKOTO PiBHS MPOQECiiHHOCTI Ta PO3yMiHHS
HOBITHIX METOmIB Ta 3aco0iB  BHUSBIEHHS Ta  3HHUIICHHSI
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BUOyxoHeOe3meunux mpeaMeTiB. CydacHHWd MiAXil MO MiATOTOBKH
KEpIBHUKIB IIPOTEXHIYHUX MiAPO3AUIIB mependavyae IOE€THAHHS
TEOPETUYHOTO HAaBYaHHS 3 MPAaKTUYHUMHU TpeHyBaHHsAMH. OnHaK
peanicTHyHi NpaKTHYHI cueHapii i3 3aCTOCYBaHHSIM
BUOyXOHEOE3IEYHNX  MaTepiaJiB  MOXYTh OyTH  HaJI3BHUYAIHO
HeOe3MEeYHUMH, Ta IHOJI HaBiTh HEMOXXJIMBUMH IS HPAKTHYHOI
peaiizanii 0e3 HeOe3MeKn s KUTTS Ta 3M0POB'SA. Y bOMY KOHTEKCT,
VR BHCTymae sk MOTYXHHH iHCTPYMEHT Ui 3a0e3redeHHs Oe3reKkn
Ta e(eKkTHBHOCTI HaBYaHHA. VR 103BoNMHUTH miArotryBaTtucs Mo
MOXJIMBUX CHTYyaIlili, CTBOPIOIOYM CHUMYJbOBaHI cIeHapii 0e3
peanbHux 3arpo3 [1].

Meta Ta 3aBJaHHA JOCJTiIKeHHA

Merolo  mochijkeHHS €  OOIpYHTYBaHHA  HEOOXiTHOCTI
BUKOpHCTaHHS VR B MIArOTOBII KEPIBHUKIB  MIPOTEXHIYHHX
ninpo3ainis JCHC Ykpaiuu.

3aBIaHHAMU JOCIIJDKEHHS €:

- 03HAHOMUTHCS 3 JOCBIIOM BHUKOPUCTaHHA VR B miaArorosii

BilicbkoBHX y KpaiHax HATO;
- PpO3IISIHYTH aKTYaJIbHICTh BHKOpHCTaHHA VR B migrorosii
KepiBHUKIB miporexHiunux miapo3ninie JJCHC Ykpaiuu.

3acTocyBaHHS BipTya/jbLbHOI peajbLHOCTI B HiAroTOBLI
BilicCbKOBHX

BiiicekoBi cunn kpain-uneniB HATO akTuBHO BIpoBaKyIOTh VR
y HaBYalIbHI NpOrpaMM, TPEHYBAaHHS Ta BIHCHKOBI BropaBu. Lls
TEXHOJIOTIS JI03BOJIAE BilICHKOBOCITY)KOOBLISIM Ha0yBaTW HAaBUYKH Ta
BUKOHYBaTH 3aBIaHHs y BIPTyaJbHHX YMOBaX, L0 MaKCHMaJbHO
HaOMKeH1 10 peadbHUX OOWOBMX CHTyamid. 3aBISKH IIbOMY, BOHH
MOJXYTh BiZIPaibOBYBAaTH CTpATETii, KOOPAMHAIIIIO A1l Ta Peakiito Ha
Hebesneky [2-3].

Ocp fmeski mpukIaan BUKOpUcTaHHA VR y miAroToBIl BiiCBKOBHX:
BIANpAIIOBaHHS HAaBUYOK CTPUILOM Ta 00HOBOI CTPUILOM B PIi3HHUX
YMOBaX, BKIIOYAalOYU MiCBKi 3a0yIIOBH, JiCOBI MacWBH, IiJ3eMHI Ta
BOJHI 00’€KTH; BIINpAIFOBaHHS HABUYOK BEICHHS OOMOBUX Iiil y
MICTax, Ta TIPCHbKii MiCIEBOCTI J¢ ICHY€ BHUCOKHH PH3HK s
LIMBIJIBHOTO HACEJICHHSI.
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BrnpoBan:keHHsI BipTyaJIbHOI peaJIbHOCTI B MIATOTOBKY
canepiB

BiitHa B YkpaiHi mpusBena A0 3HAYHOTO 301MBIIEHHS KiJBKOCTI
BHOYXOHEeOE3IMeUHNX MpPEIMETiB Ha TepuTopii KpaiHW. 3a JaHNMH
JepxaBHOI CiIy>kOM 3 HaI3BHYAMHUX CHUTyamid YKpaiHH, CTaHOM Ha
15 ciuas 2023 poxy Ha TepuTopii VYKpalHM BHABICHO Ta
3HemKOopKeHo moHany 500 Tucsd BHOYXOHEOE3MEUYHUX IPEIMETIB.
Cepen KIIIOYOBUX BHUKIMKIB, SKi CTOSATH IHepel MipOTeXHIYHUMH
MipO3/AiJaMi, MOXKHA BUAUIMTH CKJIQJHICTh BHSBJICHHS CYYacHHX
imkeHepHuX MiH. OkynaumiiiHi Bificbka MIHYIOTh BEJUKY IUIOILY
TEpUTOpii BHKOPUCTOBYIOUM HECTaHJAPTHI CIIOCOOM BCTaHOBJICHHS
JUTS YCKITQJHEHHS 1X BUABICHHS [4].

B Vkpaini Takox posmodaro BmpoBa/ukeHHI VR B miarorosky
mipoTexHIYHUX  miaposmimiB.  Kadenporo  mipoTtexHiyHOi  Ta
CHemiaJbHOI MATOTOBKU B MEXaxX MEMOPAaHAYMY IIPO CIIIBIIPAIIO0 MiXK
Bnaronitinoto opranizamnieto «@oun ceobona 4.5.0» ta HamioHamsHIM
YHIBEPCHUTETOM IMBIIPHOTO 3aXHCTy YKpaiHH pO3MOYaTO IIPOIec
BIIPOBaKeHHsI B HaBYaHHA VR. 3aBnsgku mpomy MaiiOyTHi (haxiBii
OTpUMalii 3MOTY BIANpAlbOBYBAaTH HAOyTI TEOPETHYHI 3HAHHS Ha
npakTuil, GoTo X HABYAHHS HABEACHO Ha pHC. 1.

Puc. 1 - BignpaitoBaHHs1 HABUUOK 3 TIOIIYKY BUOYXOHEOE3EUHUX
IpeMETIB
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BukopuctanHs VR B MIiIroToBHi KEepiBHUKIB MiPOTEXHIYHHX
nigpo3ainie JJCHC VYkpainu Bkiodae Taki cuenapii: 1) HaBuanus
BUSIBJICHHIO IIPEAMETIB B PI3HUX YMOBaX, TaKMX SIK MIChKi, JIICOBI,
miJ3eMHI Ta BOAHI; 2) BimmpaliroBaHHs HaBUYOK 3HCIIKOKCHHS Ta
3HUILEHHS PI3HUX THUIIB BHOYXOHEOE3NEUYHUX MPEAMETIB, TaKHX SIK
IHKCHEepHI MiHHM, apTHIEpiicbKi CHapsau Ta MIHOMETHI MiHH; 3)
Buxopucranas VR-TpeHakepiB 1 BiANpaIfoBaHHS HAaBHYOK
KOMaHIyBaHHSI poOOTaMH 3 PO3MIHYBaHHS, SIKI BHKOPHCTOBYIOTHCS
IUIsL BUSIBIICHHS Ta 3HEIIKODKCHHsSI BUOYXOHEOE3IeUHHX MPEIMETIB y
Ba)KKOJOCTYITHUX MICIISIX.

i cuenapii momomararoTh MiATOTOBII MaiOyTHIX MipPOTEXHIKIB,
3a0e3meuyroud IXHIO e(EeKTHBHICTh Yy pEaIbHHX CHTYyalisX Ta
MIBUILYI0YH O€3MeKy poOiT 3 pO3MiHyBaHHS.

BucHoBok

Bukopuctanas VR B MIIroToBUi KEpiBHHKIB MiPOTEXHIYHHUX
miaposninie JCHC VYkpainn € epekTHBHUM cnocoOOM TiJBHIIHUTH
ixHrO mpodecifiHy miAroTOBKY Ta epeKTuBHICTH podoTu. VR mo3Bomse
BiANpabOBYBAaTH HABMYKH Ta CTpaTerii B OC3MEYHHX YMOBax,
iMiTyrO9l peanbHi cutyarii. Lle crupusThMe miIBUINECHHIO PiBHS
Oe3meKu Ta 3MEHIICHHIO PU3UKIB JJIs IUBITPHOTO HACENICHHS i 9ac
PO3MiHyBaHHS TepuTOpii YKpaiHu.
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XTI A0 MIABUIEHHS HAIIMHOCTI TA
BE3NEKH MEPEJIAYI B MOPCHLKHX

BE3INIVIOTHUX CUCTEMAX
B.I. Cmiocap’, H. C. Birys®
L2 I lenTpanbHuii HAYKOBO-IOCITiAHII IHCTUTYT 03GPOEHHS Ta
BilicbKkoBOI TexHiku 30poitnnx Cun Ykpainu, M. Kuis, Ykpaina
swadim@ukr.net, bigun0714@ukr.net

Is craTTa npeacTarise iHHOBAIIMHUIN MiJXIT O MOKPAIICHHS
nepenayi JaHUX Ha MOPCHKUX Oe3MiIOTHUX IuaTdopmax. Bin
30Cepe/DKYEThCS.  Ha  IHTerpauii  NepeloBHX  Mojenei
aBTOKOJIEpiB, 30KpeMa 3 BUKOpHCTaHHsIM apXxitektypu U-Net,
U1 TiABUINCHHA e(eKTUBHOCTI Ta HAAIHHOCTI KaHAIy
yIpaBiiHHA. Y CTATTiI BUCBITIIOETHCS HOBUM METOM KOJYBaHHS
BHUCOKOPO3MIDHHX JaHUX 300pakeHb y HHU3bKOPO3MipHHIA
JATEHTHUH TPOCTIp, IO 3HAYHO 3MEHINYE PO3MIp AaHHUX IS
nepemadi, 30epiraloum IMpH [OMY BaXJIMBY i1H(pOPMAIIIO.
Kiro4oBUM acmeKkToM JOCIHIHKEHHS € aKIEHT Ha IMiJBHIICHHI
3aBaJIOCTIAKOCTI KaHaIy YIpPaBIiHHS Ta Oe3mevHiit mepemadi
JIAHUX.

KarouoBi  cioBa:  Mopcbki  0e3miyioTHI  muaThopmuy,
apxitekrypa U-Net, aBTOeHKOAep, Iepelaya  JaHUX,
mdpyBaHHS.

Beryn

laxy3sp MOpPCBKMX TEXHOJIOTiH, IO CTPIMKO pPO3BUBAETHCS,
MOCTIHHO TparHe MOJOJAaTH BHUKJIMKM Nepejadi IaHUX y BOJHOMY
cepenouini [1]. Tpaauuiliai MeToam, xoya W ePEKTUBHI B MEBHUX
CIIEHApisX, YacTO HE BIAMOBIAAIOTh CHENMUPIYHEM MOTpedam
MOPCBHKUX 0e3MiIOTHUX MIaT(opmM, 0COOIMBO 3 TOUKH 30py PO3MIpY
JIaHUX, 3aBaJIOCTIMKOCTI Ta Oe3medHoi mepenadi gaHuX. L{g crarts
NpeACTaBiIsie HOBHH IIXiA [0 BHpPIMEHHS [UX MpobieM,
BUKOPHCTOBYIOYH TOTEHI[IaJl Cy4acHHX aBTOKOJIEPIB 3 aKIEHTOM Ha
apxitektypy U-Net [2]. 3ampomoHoBaHWi MeToJ 3MiHIOE CIOCIO
00poOKM Ta Tmepepadi JaHUX BHCOKOPO3MIPHHUX 300paXkeHb Yy
MOPCBKUX O€3IUIOTHUX CUCTEMaX.

CyTp HamOro miaXoAy mojsirac B e(EeKTHBHOMY CTHUCHEHHI
300pakeHb y KOMIIaKTHE JIaTEHTHE IPEACTaBJICHHS, 3HAYHO
3HIDKYIOUH 00CST JAaHWX, HEOOXITHHUH U1 Tepemadi, He BTpavarouu
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npyu [ObOMY KpuTH4YHOI iH(popmauii. Lle cTHCHEHHS Mae BeluKe
3HAYEHHS s OE3MUIOTHUX MIaTGOpPM, Jie IPOITyCKHA CIPOMOKHICTb
Ta TMOTYXHICTh OOMexeHi. KpiM TOro, Mm BUpINIyEMO MpoOIieMy
IyMy B KOMYHIKAaIllHHUX KaHaJlaX, BUKOPHUCTOBYIOUM HOBAaTOPCHKY
CTpaTerito koayBaHHs. [loniisroun 3aKo/I0BaHi JaHI HA KOCHHYCHI Ta
CHHYCOIaJIbHI KOMIIOHEHTH, MiJIBUILYETHCS CTIHKICTH CHCTEMH JIO
mrymiB, 3a0esmedyloudM HaAiHY Tepegady JaHUX HaBiTh Y
MPUCYTHOCTI 3HAYHOTO 30BHIIIHBOTO IITYMY.

Tpagumitiai metomu, Taki sk crtucHeHHs JPEG 1 akyctmuni
Momemu (Hampukian, crasmapt JANUS), maroTh OOMEXEHHS II0
MPOMYCKHIM 34aTHOCTI, 3aTpUMIi Ta SKOCTI 300paXeHHA B
cnemudiyHUX Mopchkux ymoBax [3]. Ha BimmiHy Big HuEX,
3alpOIIOHOBAHUI ~ METOJ  IPOIOHYE  IHTETPOBAaHE  PIllICHHS,
MPUCTOCOBaHE JI0 OaraTorpaHHUX MOTPed MOPCHKUX TEXHOJIOTIH, Bij
MOKpPALIEHHs SKOCTI 300paXkeHHs 10 epeKTUBHOCTI Mepeaayi JaHuX.

IIugpyBaHHA Ta BiTHOBJIEHHS JaHUX Y MOPCHKIl
KOMYHiKamii

Metor BHUKOPHUCTOBYE PpO3JIEHY MOZENbh aBTOKOJepa, [ie
CerMEHTH Kojepa 1 JieKoJiepa HaBYalOThCS SIK OJHA MOJENb, alie
posroprarotecst okpemo [4]. CermeHnt kojepa, po3TalIOBaHWi Ha
MOpCBKili 0e3MinoTHii miardopmi, BianoBinae 3a nepBUHHY 00pOOKY,
BiH J103BOJISIE €()EKTHBHO CTUCHYTH JIaHi, 3MEHIIYIOUH X pO3Mip AJst
nepeaayi, mpu oMy 30epiraroun BaxuBy iH(opmarito. IIporec
CTHCHEHHsI TaKOX JOTIOMAra€e y BHKIIIOYCHHI 3aiiBo1 iH(popmallii, 1110
MOXxe OyTH BHKOPHCTaHO ISl  JEKOAYBAHHS  300pa)KeHHS
HECaHKIIOHOBaHUMH 0CO0aMHU.

[Micns crucHeHHs, naHi 300paKeHHS B JIATEHTHOMY IIPOCTOPi
JIOZIATKOBO IMH(PYIOTHCSA 3a JOMOMOTrOI0 TOAITY Ha KOCHHYCHI Ta
CHHYycCOimanbHI KOMIOHEeHTH. lle#l mpomec He TIABKM MiJBHILYE
CTIMKICTP 70 IIyMiB y KOMYHIKaIifHOMY KaHaji, ajne i 3abe3nedye
JIONIATKOBUW  piBeHb O€3MeKW, YCKIAJHIOIYN HECAaHKI[IOHOBaHE
BinHOBJIeHHA MaHuX. lllndposani naHi mepemaoThCs y IBOX OKPEMHUX
MOTOKaX - KOCHHYCHOMY Ta cuHycoiganpHoMy. lle edekruBHO
MOJIBOIOE OOCST JaHWX, IO TEPelaloThCs Y TOMY X YacTOTHOMY
Jiama3oHi, MiABHIIYIOYH MPOIYCKHY CIIPOMOXKHICTH 0e3 moTpeOHu B
JOIATKOBHX YaCTOTHHUX pecypcax [5].

Ha npwuiimanbhiii craHmii (aekoxepi) NMpUHMarOThCS J1Ba MOTOKH
3aKOJIOBaHMX IAaHUX - KOCUHYCHUH Ta cuHycoimambHui. Lli mortokw,
SKi TPEACTAaBISIIOTh BIANOBIAHO "peanbHy" Ta "ysBHY" 4YacTHHU
3aKOJI0OBAaHUX JTAHUX, KOMOIHYIOTHCS ISl BITHOBJICHHS OPHIiHAIBHOT
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inpopmarii. BUKOPUCTaHHS  OPTOrOHATBHOCTI  KOCHHYCHHX 1
CUHYCOigampHUX (YHKINH 3a0e3medye TOYHE Ta YITKE BiJHOBJICHHS
JIaHUX, HaBiTh y NMPHUCYTHOCTI 3Ha4YHOTrO piBHA mIymiB. L{s MeTonuka
3HAYHO Wi/BUINYE HANIMHICTG Ta TOYHICTH Iepelnadi JAaHUX Y
CKJIQJIHUX YMOBaX MOPCBKOT'O CEPEIOBHIIA.

BucHoBxku

Y 1mpoMy [JOCTiIKEHHI MPEACTAaBICHO HOBHHA MiAXix g0
MiABUIICHHS HANIHHOCTI Ta OE3MEeKHW Iepenadi JaHWX Y MOPCHKHUX
0e3mioTHUX cucTeMax. Po3poOneHnid MeTo €HKOAYBaHHS NAaHUX Y
JATEHTHOMY  TPOCTOpPi, 3  BHUKOPHUCTAHHSIM  OPTOTOHAIBHUX
KOCHHYCHAX Ta CHHYCOiJAJIbHUX KOMIIOHCHT, € KIIOYOBUM Y
MOKpAaIIeHH] sKOCTI Ta Oe3neKH KOMYHIKaliil y CKJIaIHUX yMOBax
MOpchKoro cepenoBuiia. OCKUIbKH, 3aCTOCYBaHHSI aBTOCHKOJEPIB 3
apxitektypoto U-Net s cTucHeHHsS Ta mHM(PYyBaHHS [aHUX He
TUIBKH e(DEeKTHBHO 3MEHINye OOCSr mNepeAaBaHHX NaHuX, ane i
3a0e3medye  ONATKOBWUH piBeHb Oe3leku depe3  CKIATHICTD
BiTHOBJICHHS OPHUTiHAIEHOTO 300pakeHHs. [1o/in 3aK0T0OBaHUX TaHMX
Ha OKpEeMi TOTOKH MOJBOIOE IMPOMYCKHY CIIPOMOXKHICTH 1 30LTBIIyE
CTIMKICTh CHCTEMH 10 TIYMiB.

He#t minxim BigKpWBae HOBI IEPCIEKTHBH UL PO3IMIUPEHHS
MOJKJIMBOCTEH MOPCHKHX OE3IIIIOTHUX CHCTEM, OCOOJHBO y cdepax,
Jile BHCOKI BHMOTH 110 Oe3leku Ta KOH(QiAeHHIHHOCTI naHuX. Y
Maii0yTHROMY, MOEMHAHHSA [BOTO IMIAXOAY 3 IHIIMMHU MEPEIOBUMHU
TEXHOJIOTIsIMH  00ilsie 11e OuIblie MOKpamuTH e(QeKTHUBHICTh Ta
0e3neKy MOpChKUX O€3MIOTHUX TuIaT(hopM.
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EKCHEPTHHUII AHAJII3 HOTEHIINHUX 3ATPO3
IHTEHCHUBHOI'O PO3BUTKY IITYYHOI' O
IHTEJIEKTY
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YucruryT npo6iem peectparii inpopmarii HAH Ykpainn, Kuis,
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OcraHHIM YacoM y MDKHapOJHOMY CEpEIOBHILI HaMITHUBCS
AKTUBHUH MONIYK KOHCEHCYCY IIOJO HEOOXiTHOCTI BXKHUTTS
KOJIEKTUBHHX CKOOPAMHOBAaHMX 3aXOJIB JJIsl BUSIBIICHHS,
MOHITOPHHTY, BHMIPIOBaHHS Ta MiHIMi3allii PU3UKIB Bif
posBuTKy 1mTyuHoro inrenekty (III) sk Ha rro6asbHOMY, Tak i
HalliOHAIPHOMY PpIBHSX. B OCHOBY IaHOTrO JOCIIJKEHHS
MOKJIAJCHO aHai3 TIOTEHUIHHMX 3arpo3  IHTEHCHUBHOTO
poszButky UII, sKMii NpOBEJEHO KOJIEKTHBOM EKCHEPTIB i3
3aCTOCYBaHHSIM IIPOIPaMHOi CHCTEMH pPO3IOIIEHOr0 300py
excrieptHoi  iHQopmanii «KoHceHcyc-2». Sk pe3yibraT
TPYIIOBOTO EKCIIEPTHOTO OLIHIOBaHHS, CKJIAJAEHO IEperiK
HaWBIUIMBOBIIINX 3arpo3 Ta BU3HAYEHO 1X BITHOCHI BarOMOCTI.

KarouoBi cioBa: 3aco0uW MTYYHOTO IHTENEKTY, E€KCIIEPTHE
OLIIHIOBAHHSI 3arP03, KOJEKTUBHA EKCIIEPTH3a
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Beryn

OcTaHHIM dYacoM Yy MDKHapOIHOMY CEpEeIOBHINI HAaMITHBCS
AKTUBHHH IIOIIyK KOHCEHCYCY MIOAO HEOOXiTHOCTI  BXKHUTTA
KOJNEKTUBHUX  CKOOPIWHOBAaHWX  3aXOMIB  UIA  GUAGJIEHHA,
MOHIMOPUHZY, UMIDIOGAHHA TA MIHIMI3auil pu3uKie Bill PO3BUTKY
mrryasoro intenekty (LI) sk Ha rmo6ansHOMY, Tak i HaI[lOHAIEHOMY
PIBHSX.

VY xoBtHi 2023 p. ctBOopeHo Koucynvmamuseny zpyny OOH 3
numans LT (UN Artificial Intelligence Advisory Body), sika mae
pO3pOOUTH 3arajibHi PEKOMEHMIAIli CTOCOBHO OI[IHKH PH3HKIB,
MOXIIMBOCTEl ~ Ta  MEXaHI3MIiB  MDKHApOJHOTO  YIPaBJiHHS
texHomorissmu 1.  3a3Hadeni pekoMmeHmamii MamOTh OyTH
ompumoHeHi HanepenoaHi ‘Camimy maildymubozo' (BepeceHb
2024 p.), a Takox IATTH B OCHOBY Ino6ansnoi uyughposoi yzoou
(Global Digital Compact) [1].

VY mucromani 2023 p. y brneuni-Ilapk (Benuka bpuranist) BinOyBcs
TIepIITHA B icTopii Camit
3 Oesneku II. VY 3axomi B3suIM y4acTb BHMCOKOIIOCAZOBI YpSIiB
Benukoi Bbpurawnii, CIIA, Kurato, Snonii, ®paunnii, ®PH, Kanau,
Itanii, Icmamii, Iumii, I3paimo, IliBmennoi Kopei, Cinramypy,
Hlseiiuapii, Ykpainu, Typeuunnu, OAK, CayaiBcbkoi Apasii, Kenii,
Pyannu Ta Hirepii, a TakoX KepiBHHKHM IPOBIIHMX KOMIaHii-
pospoonukiB cepgiciB I, cepen sikux OpenAl, Google, Meta,
Microsoft Ta inmii [2].

AHami3 MiICYMKOBOTO KOMIOHIKE Ta KOMEHTAPIiB YYaCHHKIB CaMiTy
3BOJUTHCS JIO TOTO, IO MINCHAPOOHA CRITLHOMA PealbHO 3AHENOKOEHA
nomenyiiinoro  3azpo3or0 euxody Il 3-ni0 Komwmpoaio 100unu.
[HImIMME pu3MKaMu BU3HaHO: (opMyBaHHS yriepepkeHoro craBieHHs 11
JI0 THX Y IHIIAX pedeld; 3MoBkuBaHus cripomokHocTsivu 11T y chepax
KibepOe3mneku, 610TEXHOJIOTIH Ta Ae3iHpopMaIrii.

Y4acHUKHU 3aX01y MiANUCATH HIOCYMKO6E KOMIOHIKe, B SKOMY
HmeTsCs Mpo HEOOXITHICTh 30CEPEPKEHHS CIIUIBHIX 3yCHIIb Ha TaKHX
OCHOBHHX HaIpsMax:

ineHTudikamnis crinbHUX pusnkiB ansa O6esmexu LI, ix Haykose
OCMHUCJICHHs Ta OOIPYHTYBaHHS Ha OCHOBI 310paHoi 10Ka30Boi 0a3u;

po3po0Ka BIAMOBIMHOI TONITUKKA KpaiHAMU-IIANMACAHTAMH, SKa
3a0e3reyunia 3HWKEHHS [IMX PU3UKIB, BU3HAIOYM MOXIIMBY HasIBHICTb
BIIMIHHOCTEH y MigXOJaX Ta HEOOXIMHICTh 3aly4CeHHS KOMIIaHii-
PO3POOHUKIB 10 BUPIIIEHHS [[bOT0 3aBaaHHsI. OCHOBHUMH MUTAHHIMH
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€ po3poOKa METOAMK OLIHKM PU3UKIB Ta IHCTPYMEHTIB IS
TecTyBaHHs Oe3neunocti TexHonorii I [3].

Bin Hamroi nepxaBu y caMiTi B3sB y4acTh 3aCTYITHHUK OYUIbHHKA
Minictepcersa 1udposoi Tpancdopmariii Yrpainu I'. ly6uncekuit [4].

3aciyroBye Ha yBary Toi (bakT, 10 YYaCHUKH CaMiTy, HacamIiepes
KEpIBHUKH KOMIIaHIH-pPO3POOHUKIB, HO200UAUCA 3 HeOOXiOHicmio
denezyeamu ypaoam Kpain NOGHOGANCEHHA 3 KOHMPONIO 34
oezneunum pozeumkom IIII. OnHa 3 OCHOBHHX TpoOieM, sKa, Ha
OYMKY YYacHHUKIB caMiTy, NOTpe0ye HEraiHOro BHUpIMICHHI —
po3podKka cmaunoapmie O0nA  GUAGNEHHA, MOHIMOPUHZY mMaA
eumiproganns pusuxis, noe’azanux 3i I11.

ITin wac camity npem’ep-minictp Benukoi Bpuranii P. Cynax
OTOJIOCUB NP0 CTBOpeHHSA Incmumymy 3 6e3nexu LI, sxwii
nepeBipsATHUME Ta HaJaBaTHME JI03BUI Ha BHUKOPHCTaHHS HOBHX
ceppiciB IIl mepen iX BHXOJOM Ha PUHOK. AHAJOTIYHHIA 3aKian
ctBoproethest B CIIA. 3a cnoBamu P. CyHaka y macmynnomy pouyi
OUIKYEMbCA 306EPUIEHHA POOOMU HAO HOGUMU RPOPUSHUMU
mexnonoziamu III. Came Tomy Ha 2024 p. 3a1U1aHOBAaHO NMPOBEACHHS
X ABOX MDKHapomHuX caMiTiB 3 6e3neku LI — B Pecrry0mimi Kopest
ta Opawnmii [5].

Jocaigxenns

[lepmium eTamoM 1bOrO NPOLECY Mae CTaTd KOMILIEKCHE
OCMMCJIEHHSI TIPOOJIEMHU TTOTEHIIHHKUX 3arpo3, sIKi MOXKYTh BUHUKHYTH
B pe3ysbTaTi OypXJMBOTO PO3BHUTKY IITYYHOTO IHTENEKTY. 3 METOO
BUSIBJICHHST Ta  (OpMYBaHHS  TEpeliKy MOXJIMBUX  3arpos,
cnpuuyrHeHHX po3BuTtkoM IIII, Oymo TpoBeneHO KOJEKTHBHY
eKCIIepTHU3y 13 3aJy4eHHSIM JIeB'ATh excreptiB 3i ckiany ITTPI HAH
VYxpaiau, MinictepcTBa 00opoHH Ykpainu, BoeHnHoi akazemii iMeHi
€Brenisn bepesHska Ta OfHOrO 3 JIJepiB BITYM3HSHOTO PHHKY —
komradii "[Hdo3zaxuer".

Excriepriza mpoBoamiach |y  JIUCTaHLIHHOMY pEeXuUMI i3
3actrocyBaHHSAM CHCTEMH  pO3MOALIEHOrO  300py  €KCHepTHOL
inpopmarii «Koucencyc-2» [6]. YV 1poMy HOCTIIKeHHI y OUIBIIIN
Mipi pO3TIIIANINCh MOTEHLIWHI 3arpo3W Bi HEKOHTPOIHOBAHOTO
BUKOPHUCTaHHA JoauHOI 3acobiB LI, ski Hapasi OypXiuBo
PO3BHBAIOTHCS Ta Y MEHIITIH Mipi — 3arpo3d BijJ HACIIKIB MOYKJITHBOT'O
Buxony LI «3-Tig KOHTPOJIO JIFOAWHN» T4 CAMOCTIHHOTO TPUHAHATTS
HUM PillleHb.

BiamoBimHO 1O TEXHOJOTII MPOBEICHHS TPYIOBOI JIEKOMIIO3HIIII,
peanizoBanoi B cucremi «KoHceHcyc 2», KOJISKTHBHA EKCIIEPTH3a
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BKIIIOYaja Jekinbka eramiB. Lli eramu 00’eqHanmu B co0i, Mo cCyTi,
npoLec JeKOMITo3uLii (BUIUICHHS CKIIaJ0BHX) MpobieMu «3arposm,
CIpUYMHEH! po3BUTKOM 3acoOiB II» 3 momanpmuM OLIHIOBaHHSIM
BiJTHOCHOT BOXKJIMBOCTI IIUX 3arpo3.

Ha mowarkoBomy ertami micis (OpMyBaHHS €KCHEPTHOI TIpymy,
KOKEH eKCIIepT, OIepylo4yHM AWUCTaHIIHHO, dYepe3 BeO-iHTepdeiic
CHCTEMH, 0COOHCTO, MaB CHOPMYBaTH MEpETIK 3arpos, sKi Ha Horo
OYMKY € HaiOinbIl BIDIMBOBUMH B TpoOJEeMHIN cHTyarii, oo
pO3TIIImAEThCA. 3a pe3yNbTaTaMH JAaHOTO €Taly eKCIepTamu Oyio
chopmynpoBaHo 46 3arpo3 (5-7 3arpo3 KOXHHM i3 eKCIepTiB Oyio
HE3aJIe)KHO 1IeHTH(HIKOBAHO).

Hacrynuum eramnom cTaso rpymyBaHHs (OpMYIIIOBaHb, OJTHAKOBUX
3a 3MICTOM, OCKIJIbKM MPU aBTOHOMHIN pOOOTI € BenHMKa HMOBIPHICTb
(dopmymoBaHHS OnHi€l, 1 Ti€i X 3arpo3u pPi3HUMH €KCHEepTaMHu Y
pisHuit croci6. Ha manomy erami 3HeocobieHi dhopmystoBanHas (0e3
BKa3zyBaHHs IX aBTOpCTBa) Oynu 00’€iHaHiI y TPYNH OJHAKOBUX 3a
3MICTOM JIOBKOJIa TaKMX HpOOJieM: BTpaTa JIIOJUHOI0 KPEaTHBHOCTI;
3HIDKCHHS pIBHA 3affHATOCTI JIOACH; TOpYIICHHS T[paBa Ha
NPUBATHICTE ~ JKUTTA  JIIOOWHW;  TIPOBEIACHHA  HEOE3MEUHHX
eKCIICpUMCHTIB; (HC)HABMICHA MAHINMyIsLis DaHuMu;, HamaHHs 11
mpaBa TMPUAMATH pIMICHHS NP0 TO30aBICHHS IKUTTS JIIOIWHU;
npuitHATTs LI XuOHUX pileHs npo mo30aBICHHS KATTS JIFOIHHU.

VY mojanemomMy eKCIepTH, 0 HagaBailu (GOPMYITIOBAHHS 3arpos,
Oynu  fmonydeHl 10 TOJOCYBaHHS 1IOJ0 BUOOPY  Kpamioro
dbopMysIrOBaHHS y KOXHIH TpyIi OJIHAKOBUX 3a 3MICTOM. PimieHHs
npuiiManoch 3a OUIBIIICTIO TOJOCIB MPHU YMOBI, IO yCi EKCIEpTH
BBOXAJIUCh  PIBHOKOMIIETEHTHUMH  (BIIHOCHA  KOMIIETEHTHICTh
eKcIepTa y rpyIi B HUTaHHAX, IO PO3IIISAAINCH, HE BPaXOBYBaJach).
IIpn romocyBanHi 3a Kpame (OPMYITIOBaHHSA 3arpo3d B TpyIli
OJTHAKOBMX  3a  3MICTOM, OKpIM  ONNIOHAIFHOTO  BHOOpY
(opMyITIOBaHHS TIPONOHYBAaBCS BHOIp <OKOJHE 3 TEPETUCHHUX»
(dopmynroBaHb. Y pasi BHOOPY OUIBIIICTIO EKCHEPTIB IIi€l Omii,
KOAHEe 3 (HOPMYIIOBaHb 3arpo3M i3 JaHOI TPYIH HE BKJIIOYAETHCS Y
pe3yJIbTYIOUnil mepenik 3arpo3, To0TO, y TakoMy pasi, KOJEKTHUB
EKCIIepTIB BBaXKAE, 110 JjaHa 3arpo3a HEe Ma€ 3HAYHOIO BIUIUBY TOPS
3 iHMHAMHU cPOpMyTHOBaHUMH ab0 X HE € 3arpo3or0 B3aram. Y
pe3ynbTaTi ekcrnepTu3n Oyno oOpaHo BiciM (opMmynroBaHB 3arpos,
CIIPUYUHEHUX PO3BUTKOM 3aco0iB 1.

3aKIFOYHAM €TarnoM OyJI0 BH3HAYCHHS BiJHOCHOT BaKIMBOCTI
BIUIMBY 3arpo3 13 OTPUMAaHOTrO Teperiky. [pymoBe ekcrmepTHe
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OLIIHIOBAaHHSI TIPOBOJMIIOCH Y 7-MH OallbHIN MIKANi 1 pe3yIbTaToM CTaB
YUCEIILHUU Pellmune 3azpo3:

[opsin-
KOBUH
pEUTHHT

3arpo3sa

Banis

Yucenb-
HUH
pEUTHHT

1

Hamanns I mpaBa (mpaBwia) Ha
HOPUHHATTS pimeHs 1070
Mo30aBJCHHS JKUTTA JroauHd (i
BiliChKOBA, 1 IIMBUIbHA CepH);

47

0,1526

Jesundopmaris mozei gyepes
¢eiikoBi HOBWHHM, nindeikn Ta
(eiikoBi xepena iHpopMmaii;

45

0,1461

HanMipHa 3anexHICTh Bii TEXHOJIOTIT
MITYYHOTO IHTEJIeKTY MOXe
OPU3BECTH [0 BTPATH JIIOACBKOTO
TBOPYOT0 MOTEHIIATY;

42

0,1364

IIpobnemu 31 3aHATICTIO HACEICHHS;

38

0,1234

3pocTaHHs PiBHS 3arpo3 it CBOOOIH
JIOJVHM  4epe3  CIOpouieHy  1i
ineHTH}IKaLIIO;

36

0,1169

3a gonomororo I Oyne-XxTO 3MOXKE
MIPOBOJUTH HeOe3neyHi
excriepuMeHTd  (y chepi Oioximii,
IFeHETHKH, KOTHITHMBHOI IICHXOJIOTII,
saepHoi (i3uKH TOLIO);

35

0,1136

Bnposamxenns 11 B CIIIP, moxe
MPU3BECTH o TIOMUJIKA B
MpOTHA3yBaHHI Ta BIANOBIATHO B
MPUAHSTTI pilIEHHS EKCTIEPTOM;

34

0,1104

3MiHa BiiCHKOBOTO Ta MPOMHCIOBOTO
JizepcTBa MK KpaiHaMU, siKi MOXYThb
HaBuuTH nposiguuii I (Hampuknan,
JUISL BUSIBIICHHS IJIeH y CKJIQHOMY
CEepeIOBHIIi), 1 SIKK IFOTO 3pOOUTH HE
3MOXKYTh IO NMPHYHHI HEJIOCTYITHOCTI
amapaTtHUX 3aco0iB YM HEIOCTaTHIX
aHUX JIJIS HaBYAHHS,

31

0,1006

BoaHodac y paMkax EKCHEPUMEHTY [0
nomydeno 3acobu IIII, a came ChatGPT 3.5. Ila reneparnBHa
miarBicTmyHa Mogmenb Il Moxke OyTH KOPHCHOIO TIPH BIAJIOMY
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(¢opMmymOBaHHI  3amUTy HAa BHMKOHaHHA 3ajJadi  IpYyIMyBaHHA
IIGHTHYHUX 3a 3MicTOM (opmyitoBaHb. CaMe TOMY, MU BUKOPHCTAIIH
el 4aT-00T U1l OTPUMaHHS BiAMOBI/Ii HA 3aUTaHHSI [IPO 3arpo3H, SIKi
OM MoOrnMm BHUTIKATH 3 PO3BUTKY INTY4HOro iHTenekry. Ha me
s3anutanHsg ChatGPT 3.5 3zenepyeas 6i0nogiob npo nomeHnuyinni
3azpo3u ¢ 2any3i I, a came (HaBOIMMO 3reHEPOBaHUIl YaT-00TOM
KOHTEHT 0e3 IPaBOK):

"empama pobouux Mmicyp: PO3BUTOK aBTOMATH3aIlil Ta
ABTOHOMHHX CHCTEM MOXE IMPH3BECTH JO BTPATH POOOYMX MICIh B
TUX Tay34X, J¢ JTIOAH BUKOHYIOTh TIOBTOPIOBAHI 3aBJJaHHS;

npusamuicms i 6e3neka oanux: 301TbIICHA 3MATHICTh aHATIZY Ta
00poOku iHdopmarii Il moxke mnpusBecTH g0 TpodiIeM 3
NPUBATHICTIO Ta 3a0e3leuyeHHsAM Oe3NeKH NaHuX, SKIo He Oyne
BCTAaHOBJICHO BI/IMOBIIHI 3aX0/IH 3aXUCTY;

36posa IIII: BUKOPUCTAHHS IUTYYHOTO IHTENEKTY B o0JacTi
BIICHKOBMX TEXHOJIOTIH MOJXKE IOpO/PKYBaTH €THYHI NHTAaHHS Ta
301IBIIIYBATH PU3UK HEKOHTPOJILOBAHUX BINCHKOBUX JIil;

eTHYHi acmekTH: po3poOka i Bukopuctanus I Takox mopomxye
PSA €TUYHWX TMHUTaHb, BKIIOYAFOUM BU3HAYEHHS BiIIOBiNANTBHOCTI 3a
nii  HII, mpo3opicTh cucTeM, Ta NHTAHHS CIPAaBEUIMBOTO Ta
0araToKyIbTYPHOTO BUKOPHCTaHHS;

3anexcnicms  6i0 mexnonozii: 3 poszpurkoM LI moxe
30ULTBITYBATHCS 3aJIEXKHICTh CYCIUTBCTBA BiJf IUX TEXHOJOTIH, IO
MOY€E MaTH HEraTUBHI COLiaabHI Ta EKOHOMIYHI HACIIIIKH;

Hecnpomodcuicmo Konmponro: 1111 Moxe pO3BUBATHCS HACTUIBKA
MIBUAKO, 10 CYCIIIBCTBO MOXe OyTH HECHPOMOXHHM a/IeKBaTHO
KOHTPOJIOBATH HOTO PO3IMIMPEHHS Ta 3aCTOCYBAaHHS .

JonarkoBuii komeHtap ChatGPT 3.5: "Ba)XIHMBO MiIKPECITHUTH, L0
f6arato 3 1MX MNUTaHb MOXE€ OYTH BHPIIIEHO 3 NPABHIbHUM
PETYIIOBaHHSAM, PO3POOKOI0 ETHYHMX CTaHIApPTIB Ta BKIIOYECHHSIM
PI3HMX TpyIl 3alliKaBICHUX CTOPIH y Mpolec NpUHHATTA pimens. LI
Ma€ BEIMKHU TOTCHIIAN Ui PO3BUTKY 1 MOKPAIICHHS JXUTTS, aJie
HOro pO3BHUTOK TakoX MOTpedye yBaKHOI yBarm IO MOXKIIMBHX
HEraTUBHMX HACIHIAKIB".

Haxanb, cbo200ni nepeciuni ykpainuyi 6Kpaii J1€2K0BAINCHO
cmasnamsca 00 numanna Il 3azanom ma 3azpo3u 3 itozo 60Ky
30kpema. Y depBHi 2023 p. llentp PasymkoBa Ha 3aMOBJICHHS Ta3eTH
"JI3epkano TwKHA" TIPOBIB ONMHUTYBaHHS CTOCOBHO CTaBJICHHS
ykpainmiB mo II. 3rimHO 3 OTpUMaHMMM pe3yJabTaTamH, OJU3BKO
60% omuranux abo He 3HAIOTh, a00 HE BBAXKAIOTh 3a HEOOXIiIHE
BBOJUTH OOMEKEHHS WIOAO 3actocyBaHHs dar-Oori 31 II. Cnin
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3ayBaXKUTH, 110 HA MMOYATKy ONMHUTYBaHHS 34% y4YacHUKIB BiANOBLNH,
110 B3araji He 3HaTh, mo take LI [7].

Omxe, mnpobnema Il morpedye mnomymspuzanii B YKpaini
HacamIiepes 3 METOI0 MiABHIIEHHS "In(poBoi" IpaMOTHOCTI HALIOTO
HaceJICHHS, SIKe Ha IaHU{ Yac Mae BKpail HU3bKUI piBEHb 0013HAHOCTI
3 MM nuTaHHAM. Lle CTBOpIOE CIpHUATIMBI YMOBH IJISI MaHIMyJSILii
TPOMAJICBKOI0 JYMKOIO 32 JOIOMOTOIO heitkis, Oesinghopmauii ta
maninyaayii oanumu. 3a nanmmu mpoekty NewsGuard, y uepsHi
2023 p. Oyno 3adikcoBano 217 caiTiB, mo MyONIKYIOTh CYMHIBHI
HOBHHHI crokeTw, 3rerepoBani BukmogHo I (Unreliable Artificial
Intelligence-Generated News websites). I Tyr mnurtanHs B 1X
MPOAYKTHUBHOCTI — KOYKEH 3 IUX CalTIB MPOAYKYe B cepeanbomy 1200
HOBUH 11101001 [8].

Lli maTepiaiay MiIXOILTIOIOTHCS HAWIOTYXHIIIMMH TOIIYKOBUMH
cucreMamu, TakuMu sk Google Ads, 110 aBTOMAaTUYHO CTBOPIOE
BEJIMUE3HUH TONMUT Ha PHHKY pEKIaMH Ta CTHMYJIIOE OypXJIMBe
HEKOHTPOJIbOBaHE TMOIIMPEHHsT BUNAiKiB 3actocyBaHus I s
TeHepyBaHHS JENIeBOr0 1 CYMHIBHOTO KOHTeHTy. Ilopsx 3
eKOHOMIUHOI pekimamo, LI Mae Benmkuii mOTEHIiax i B CEHCI
MOJITHYHOI PEeKJIaMH, IO MOKe OyTH BHKOPHUCTAHO IIiJl 9ac BHOOPIB
Ta IHIUX OPM IUICOICIHTY.

Jna  Ykpainu ue mHe uwie noaimuyHa ma eKOHOMIUHA
npoonema, ue makoxc i npodaema HAYIOHATLHOI Oe3nexu.

Hanpuknan, yci am’ATaroTh, po Jindeiku 3
I'onoBHoxomannyBauem 3C VYkpainu reHepanom B. 3amyxHuwm, ski
MOILIHPIOBATIHCS gepe3 pociiichbKi Telegram-kananu

y nucronai poro poky [9].
BucHoBku

Y Xoai TpOBEAEHHS KOJEKTHBHOI EKCHEPTH3H 3 JIOTIOMOTOI0
CHCTEMH  DO3IOALIEHOTO 300py  ekcrepTHoi  iH(opmarii
«KonceHncyc-2» mpoaHaai3oBaHO MOTEHILIIHI 3arpo3d 1HTEHCHBHOTO
PO3BUTKY IITYYHOTO iHTeNeKTy. CKiIageHo MepesiK HaiBIUIMBOBIIIMX
3arpo3 Ta y pe3ynbTaTi TPYIOBOTO EKCHEPTHOTO OI[iHIOBaHHSA
BH3HAYEHO iX BiIHOCHY BaroMicTb.

TIpoBeneHe AOCiHKEHHS 3aCBIAYMIO iICHYBaHHS MOTEHIIHHIX 3arpo3
Bin iHTeHcHBHOro pos3Butky LI Takumx $K BTpara JIIOXHHOIO
KPEaTHBHOCTI; 3HWKEHHSI PiBHS 3aHATOCTI JIIOJICH; TIOPYIISHHS ITpaBa Ha
TIPUBATHICTh JKUTTS JIFOJJMHH; TIPOBEICHHS HEOES3MEYHNX EKCIICPUMEHTIB;
(He)HaBMHUCHA MaHimyssis ganuMy; HazanHs 111 npasa npuiimaTn
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pillleHHs] NPO TO30aBJIEHHS KUTTS JIOAWHM; NpudHATTS LI xnOHMX
PiLICHB PO MO30aBICHHS XKUTTSI JIFOIHHH.

JocnijpkeHHsT Ta pearyBaHHsS Ha NOTEHIIHHI 3arpo3u 3 Ooky LI
noTpe0ye aKTUBI3aLlil 3yCHiIb 1 Aep>KaBH, 1 POMa SIHCHKOTO CYCHIIBCTBA.
Js Toro, mo0 OUTBII CHCTEMHO Ta SKICHO MiJIHTH 10 BHPILICHHS i€l
npo0IeMn HEOOXITHO:

OpaTd aKkTHBHY Y4YacThb y KIFOYOBHX MDKHApOJHUX 3axX0olax 3
HaBe/IeHOI MpoOIeMaTHKH, TaKWX sSK camiTH (KoH(epeHIii) 3 Oe3meKxn
I, ixiniiioBaHi mpoBigHIME KpaiHamu cBity Ta OOH;

MIBUITYBaTH  piBeHb  "mH(ppoBoi" TPaMOTHOCTI  HACENCHHS.
BaxxnmBoro 3HaueHHs HaOyBae peamisamis JlopokHbOI KapTH 3
perymoBannus Il B VYkpaini , ska Mae, cepeq IHIIOTO, JOMOMOITH
MepPECiuHUM IPOMAJISTHAM HABUMTHUCS 3aXHIaTHCs Bia pu3ukis 1111,

IHCTUTYaJli3yBaTH JOCIIDKEHHS 3a3HAUEHOI IPOOJEMH  ILIIXOM
CTBOPEHHsI HOBHX JIEp)KaBHHX YCTaHOB (Ha KIITANT [HCTHTYTIB Oe3nexu
I, sixi B>ke cTBOpEHi

y CILIA ta Benukiii Bpuranii) i3 3amy4eHHsIM eKCHEpTiB MPUBATHOTO
CeKTOpy, sKi Oyayre omikyBaTucs TmmTaHHsaM Oesmeku [II  Ha
HaIllOHAJEHOMY PiBHi;

PO3pOOIIATH IMOBIpHI CIeHapii peai3amii MOTEHIIHHMUX 3arpo3 Bix
po3Butky 11 3 BiqmoBiqHUMH IHANKATOpPaMH Ta 3aXOJaMH 3 MiHiMi3ail
BHSIBJICHUX 3arpo3.

[opmanpmi gocmimkeHHs Y Hil Tamy3i IIAHYEThCS TPOJOBKUTH i3
3aJy4eHHSM LIMPLIOrO KOJIa eKCIEpTIB Ta BHKOPHUCTOBYIOUH
BIANOBIHY IHTENEKTyallbHy TEXHOJOTiI0, 3TreHepyBaTH MHMOBIpHI
creHapii peasizauii NOTEHIIHHUX 3arpo3 BiJ po3BuTKy L1
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A METHOD FOR REDUCING THE UNCERTAINTY
CAUSED BY A POWER OUTAGE DURING A CYBER
INCIDENT RESPONSE

Vitalii Zubok, Roman Draguntsov
G.E.Pukhov Institute for Modelling In Electric Energy, Kyiv,
Ukraine
vitaly.zubok@gmail.com, draguntsow(@yahoo.com

Well-known that modern war strategies widely include
cyber attacs along with kinetic strikes. There are investigations
reporting Russian aggressors use systematic cyber attacks on
Ukrainian power energy sector to increase negative
consequences of air strikes. And vice versa, blackouts cased by
air strikes make it difficult to respond to a cyber attack.
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Responding to and investigating any cyber incident in the
midst of blackouts is notably complicated by an additional
layer of uncertainty. To address the challenges inherent in the
decision-making process, a decision making system
simplification algorithm becomes necessary. This paper
represents overview of impacts for cybersecurity caused by
massive power outages, Specific challenges for cyber incident
response, and some practical approach to loss of observability
problem mitigation.

Keywords: preparatory cyber attacks, synchronous
cyber attacks, power outages, cyber incident uncertainty, cyber
incident response, cyber security, cyber resilience.

Introduction

During the Russo-Ukrainian war, the russian armed forces
executed a multi-phased operation with the objective of dismantling
the Ukrainian power supply infrastructure and capabilities. Utilizing
high-range missiles and Unmanned Aerial Vehicles (UAVSs), the
attacks resulted in extensive devastation to the national energy system,
inflicting severe economic losses on Ukraine through widespread
power outages. In response to these attacks, international allies and
donors have prioritized the provision of critical components to repair
damaged energy infrastructure and provide generators and fuel supply
to protect the operation of essential facilities and services. NATO also
provides additional weapons for defense of critical energy
infrastructure badly damaged by massive Russian missile and drone
strikes. Nevertheless, these attacks have left up to 40 percent of the
power system damaged, with around 30 percent of the country’s
power stations destroyed. This has substantially eroded the power
grid’s resilience and operational integrity.

The tense situation remains in digital domain. Digital resilience
often referred as a new KPI for digital transformation. And the most
prioritized event which stresses digital domain is cascading effect of
widespread power outages. Regular and unpredictable power outages
exerted a considerable impact on the functionality of Information
Technology (IT) systems within Ukraine. The primary impact vectors
were identified as losses in system availability, while certain aspects
related to cybersecurity extended into the observability domain,
tightly linked with the aforementioned availability of information
systems.
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The blackouts presented challenges in monitoring the state of IT
systems, impeding effective log management, and compromising the
integrity of cybersecurity controls coverage. In such adverse
conditions, managing a cyber incident — a process inherently
characterized by a high degree of uncertainty — becomes a
formidable challenge for Computer Security Incident Response Team
(CSIRT) commands. The complexity is further compounded by an
additional layer of uncertainty arising from the loss of observability.
The efficacy of the decision-making process in cyber incident
response hinges upon a lucid comprehension of activities detectable
within infrastructural components and a reliance on the veracity of the
data retrieved from them. These requisites encounter substantial
complexity due to observability losses resulting from extensive power
outages. To streamline the decision-making task within cyber incident
response, an algorithm for system decomposition and simplification
can be applied, involving the sequential isolation and examination of
components. This paper delves into the intricacies of applying this
algorithm to the cyber incident response process, aiming to enhance
the support provided for decision-making processes within Computer
Security Incident Response Team (CSIRT) commands.

Overview of impacts for cybersecurity caused by massive
power outages

A military operation resulted in widespread power outages, as well
as other reasons for a state-wide, massive energy crisis imposes
diverse impact vectors (see Table 1) on the cybersecurity of
information systems and their capacity to effectively respond to a
cyber incident. While certain impact vectors, such as losses in system
availability, are evident, others are less apparent and bear a closer
relationship to the cyber incident response process.

Table 1 — Impact vectors of cyber attacks

Impact vector Description

System availability The occurrence of a power outage in

[1] information systems facilities leads to
disruptions in regular operations and
influences information availability. This
represents the most evident impact vector,
serving as the root cause for subsequent
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effects.

System integrity [2]

While certain system components may
experience downtime during power outage,
others may persist online. In the case of
protective systems situated independently
from the safeguarded entity, the integrity of
the defense architecture may be
compromised. Integrity impacts can also
arise from power outages that momentarily
disrupt data flow, with shortly restoration
after a brief timeout. Instances of data
transmission gaps, challenges in system state
synchronization, and interruptions in
ongoing operations susceptible to failure
may constitute integrity risks for a system
suffering from power outages.

System observability

[3]

Ability to get a clear view into a system
functionality flow and it’s history is a crucial
part of a system’s security architecture.
When an information system’s component
goes offline, it stops sending logging
information to the central console. But this
behavior may be caused by at least three
reasons: power outage of the component,
power outage of some part of data
transmission channel and a threat agent’s
activity aimed to break the visibility of a
component. Power outage poses a danger to
system’s observability not only with a direct
logging information shortage, but also with
an additional uncertainty level of needing to
separate a threat-caused observability loss
from a natural one.

Response capability

[4]

An ability to respond for a cyber incident is
heavily dependent on a system’s main
parameters, impacted by power outage and
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mentioned before. But some other factors
heavily complicate the process of incident
response — broken communication channels
caused by the power outage bring havoc into
a normal communication between CSIRT
command members that may work in a
power-shortened component of a system.
That may also impact an ability to use
several security systems and controls that
may also go offline.

As evident from the table presented above, the cyber incident
response process within an environment affected by extensive power
outages faces multiple levels of uncertainty. Specifically, the primary
challenge in responding to and investigating a cyber incident under
such conditions lies in the ability to differentiate between system
components that have experienced a breach and those that have not.
This is compounded by circumstances where trust in the logging data
of components is compromised, and the logging data itself may be
incomplete [5].

Specific challenges for cyber incident response during the
power outage

Let’s examine the nature of a system undergoing a breach in the
context of extensive power outages. Consider a hypothetical system
model, for instance, a geographically dispersed multi-component
information system primarily situated in a country suffering from an
energy crisis. The components within such a system can be
conceptualized as the fundamental building blocks, encompassing data
centers, networks, IP ranges, VLANS, and similar entities [6].

The initial imperative for a component is to exhibit some form of
isolation from other components. While the boundaries between
components may be virtual, the presence of attributes that fortify
access restrictions from one component to another is essential. If such
restrictions prove valuable during the incident response process, these
components should be regarded as distinct entities. The second
criterion involves recognizing that the impact of a power outage on a
given component may differ for various reasons compared to
surrounding components. If the component of an information system
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possesses a distinct reserve power source or exhibits a varying
susceptibility to power outage impacts compared to its surroundings, it
warrants consideration as a separate component. The final criterion for
defining a component lies in business functionality. If a specific part
of an information system supports a clearly defined business function
that is not shared with other parts, that particular section should be
acknowledged as a distinct component.

The given above system decomposition methodology is largely
simplified [7], but gives enough abilities to imagine a model for a
system suffering from an incident and one that will be investigated.
Let’s assume, that an imaginary information system has two
geographical facilities and one cloud-based resource. One of those
facilities experienced considerable observability loss that may be
linked to a cyber incident. But the traces of a cyber incident can be
found in all of the system’s facilities (Figure 1).

Information communication system during cyber incident
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Figure 1 — Uncertaainity cased by observability loss

When a CSIRT command is aware of an incident occurred in
infrastructure and possess all the information above, it faces some
specific challenges:
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—  Was the reason for observability loss in Facility 2 caused by a
power outage or by a threat agent?

—  What logging information from Facility 2 was missing?

— Is observability of Facility 1 trusted or not?

—  What components in Facility 2 were targeted by a threat agent
and how that may be proven in low observability condition?

Analyzing the aforementioned questions, it is evident that they are
interlinked, each prompting the other. Addressing these concerns can
prove challenging and resource-intensive when examining the system
as an entirety. However, dissecting each component in isolation from
others may introduce significant risks. These risks encompass the
potential escalation of threat agents from one non-investigated
component to another or from an uninvestigated component to an
already scrutinized one. This likelihood characterizes a direct,
component-based analysis as perilous and ineffective, introducing the
issue of a 'horizontal threat shift." This term denotes the threat agent's
capacity to traverse between system components in conditions of low
observability.

System simplification algorithm to defeat the challenge of
observability loss. The investigation and response process can be
facilitated and rendered more comprehensive through the
decomposition of the system into the aforementioned components [7],
with each component subsequently undergoing individual
investigation. However, this approach is susceptible to the previously
mentioned issue of horizontal threat shift. A potential remedy for this
problem involves isolating each component and investigating its
activity in isolation. However, a significant challenge arises in that it
is not feasible to isolate every component without inflicting a
substantial business impact. The isolation of all system components
would result in a complete enterprise shutdown, an outcome
inappropriate during any investigation.

To address this challenge, we propose an algorithm for system
simplification aimed at supporting the decision-making process during
cyber incident response. This algorithm serves as a precursor to the
standard incident response and investigation process, breaking down
the entire information system into smaller parts (components). It
facilitates the processes of isolation and investigation prioritization.
The fundamental concept of the algorithm revolves around the
isolation of any system components that can be separated without
causing inappropriate impact. This isolation is performed prior to a
comprehensive investigation when a substantial observability impact
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has been incurred by the system due to an external factor, such as a
massive power outage. For those components that cannot be isolated
due to business requirements, they are designated as first-priority
candidates for investigation.
The investigation process is designed to address whether an
observability loss has transpired in the component and if it was
instigated by the activity of a malicious actor. Additionally, it
examines whether any traces of actor activity can be discerned within
the component. Components confirmed to be impacted by a threat
agent are unequivocally isolated and subsequently directed into the
standard investigation flow. On the other hand, components for which
there is no confirmation of threat agent activity, whether isolated or
not, are unblocked and then channeled into the same investigation
flow.
This algorithm represents a subtype of the decision tree algorithm
specifically tailored for preprocessing incident investigations and
responses under conditions of low observability. The graphical
representation of the algorithm is illustrated in Figure 2.
The algorithm's core advantage lies in its capability to generate a
sorted and prioritized list of components for investigation, facilitating
more effective coordination of actions and optimizing the use of
limited resources. This significantly enhances the decision-making
process during incident response. The list can be conceptualized as a
vector of objects, arranged by their criticality from least critical to
most critical. Components are further categorized into two groups:
isolated ones (X/..Xn) and unblocked ones (YI...Yn). The
investigation function iterates through the vector in reverse order,
moving from Yn to X1. The graphical representation of the
components vector and its application is depicted in Figure 3.
Assuming we have a set S representing the information system,
and C representing the set of atomic components, the algorithm can be
described as follows:
1) Define the information system as a set S where S={c1,c2,...,cn
}

2) Each c; is an atomic component of the information system.

3) Assign criticality values to each component using the function
f: f(ci) gives the criticality of component c;.

4) Identify components with lower criticality values.

5) Isolate or remove components with criticality below a certain
threshold of inappropriate business impact. Let Cimportant b€ the
set of remaining important components:
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Cimportant = {ci € C | f(ci) = threshold}

6) Sort all components in C by their criticality values in
descending order to obtain a sorted list.

7) Define the function investigation : Cgeq—{"legit","illegal"},
where investigation(c;) returns the status of the component c;,

8) Apply the investigation function to each component in the
sorted list from most critical to least critical.

9) Isolate components marked as "illegal" and pass them to the
function StandardIncidentResponse.

System  simplification  algorithm -  practical
implementation caveats

The upper-mentioned algorithm has some practical caveats
applicable to several environments:

High amount of non-isolatable components. The component vector
of a system, where the majority of components cannot be safely
isolated without causing inappropriate business impact, is
characterized by Xn significantly greater than Yn. This characteristic
renders the algorithm less effective against horizontal threat shift, as a
substantial portion of the components remains unblocked and
unobservable during the initial investigation. This challenge can be
addressed by either incorporating a less strict isolation procedure that
avoids inappropriate business impact or implementing multiple,
stricter, and trustworthy controls to monitor the activity between
unblocked components.

Significant scale of the components. When the individual
components of an information system exhibit significant scale, the
basic investigation of each component will demand a substantial
allocation of resources by the CSIRT. This can lead to an increased
risk of horizontal threat shift and may amplify the repercussions of
isolating the components that remain separated. To address this
challenge, a CSIRT can implement more lenient requirements for the
baseline investigation, focusing solely on checking for the reason
behind the observability loss. This should suffice to ascertain whether
a power outage has occurred and affected the system. Alternatively,
another approach involves reducing the number of system components
under investigation by segregating those components and facilities
that have not been impacted by either a threat agent or a power outage
with sufficient likelihood.
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Inability to practically isolate a component. Low observability
conditions resulting from a power outage can lead to a substantial
deterioration of active response capabilities, particularly the ability to
isolate a component from others on various communication levels.
This challenge may persist even when adequate security systems were
not in place prior to the incident. As a rapid interim solution,
compensatory monitoring-based controls can be contemplated for
addressing this issue. By fixing and validating any communication
between components, suitable capabilities can be deployed more
swiftly compared to the implementation of comprehensive isolative
measures.

While AlI/ML methods and generative models usage is spreading
in incident response and investigation [8], perhaps, in the future,
investigation scenarios under conditions of uncertainty will be
developed using generative models.

Conclusions

Massive power outages pose at the state level a significant
challenge to the cybersecurity of an enterprise. Responding to and
investigating any cyber incident in the midst of such blackouts is
notably complicated by an additional layer of uncertainty. To address
the challenges inherent in the decision-making process, a decision
making system simplification algorithm becomes necessary. The
system simplification algorithm, based on component isolation, serves
as a precursor to a standard investigation flow, breaking down the
complex task and mitigating the layer of uncertainty induced by
observability losses. Practical application of the algorithm entails
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some noteworthy caveats, which can be mitigated by lowering
isolation requirements and incorporating compensatory controls.
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