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ABTOMATHU30BAHI CUCTEMM OPT'AHI3AIIIMHOI'O YIIPABJIIHHSA
OB’€EKTIB KPUTHUYHUX IHOPACTPYKTYP: BE3IIEKA I
®YHKIIOHAJBHA CTIMKICTh

O.I". Hononos, O.C.I'op6aunk, M.I".Ky3Henosa
[HcTHTYT IpOGNIeM peectpartii iHpopmarnii HanionansHoT akagemii Hayk YkpaiHu
Kuis, Ykpaina
dodonov@ipri.kiev.ua, ges@ipri.kiev.ua, margle@ipri.kiev.ua

3ampomoHOBaHO MiAXiA MO0 MiABHIICHHS O€3MeKH OO0’€KTIiB  KPUTHYHHUX
iH(ppacTpyKTyp Ha 3acagax Teopil )KHUBYUYOCTi cHcTeM. BpaxoByroun ocoOnmmBoCTi
(yHKIIOHYBaHHS aBTOMAaTH30BaHUX CHCTEM opraHizauniiioro ympasiinas (COVY)
B YMOBaX BUHHMKHEHHs 1 peaiizanii Haa3Buuaitnux cutyaiit (HC), o6rpyHToBano
MOXITUBOCTI 3a0e3neucHHs (YHKIIOHATBHOI CTIHKOCTI IUX CHUCTEM 3aBJISKH
3aCTOCYBaHHIO MEXaHI3MiB IMABHINEHHS JKUBYYOCTi. BH3HaueHO MOHATTI
¢dyHKIioHANBHOI cTiiikocTi COY i criocobu #oro omintoBaHHA. ChopMyIIEOBaHO
ocHoBHI 3ama4yi COY y mporieci HanpaIroBaHHs YIPaBIiHCHKHUX PIilIEHb B YMOBax
HC.

Beryn

ABTOMAaTH30BaHi CHCTEMH OPTaHI3aIlifHOTO YNpaBIiHHA O00’€KTiB KPUTHYHHUX
iHppactpykryp (OKI) sBIsiFOTE CO0OIO CKIAHI COIIOTEXHIYHI CHCTEMH, IO
(HyHKIIOHYIOTH B YMOBAaX MIHJIMBOCTI 30BHIIIHBOTO cepenoBuiia. [lopymeHHs y
¢yrkuionysanHi OKI (snepHa eHepreTrka, XiMigHa MPOMHUCIOBICTD, BifiCEKOBa Ta
aBiamiiiHa ramy3i, TPAHCIOPT TOLIO) MPEACTABIAIOTh  IMOTEHIIAHY 3arpo3y
JIFOJICBKOMY JKUTTIO H HAaBKOJMIIHBOMY CepeloBHUINY. IMOBIpHICTH BUHUKHEHHS
HaJ3BUYAaHUX CUTYallill HAa 00 €KTaX Ta y KPUTHYHUX IHPPACTPYKTypax 3MyIIye
BpaxOBYBaTH HAasBHICTh TAaKMX CHUTYalliif, OL[IHIOBATH pPH3UKH IX peaizarii.
ArtomatnzoBaHa COY Mmae He JuIle TapaHTyBaTH HOpMasbHE (YHKI[IOHYBaHHS
OKI y 3amaHMx yMoOBaxX eKCIDTyaTalii, a i 3a0e3MeunTH aJeKBaTHY pEaKiliio Ha
noreruitHy HC, iHiIifoBaTH BUKOHAHHS BiATIOBIIHUX 3aXOMiB JIJIS ii ITOIOJaHHS.
Bunukarots 3amadi, ki He NpUTaMaHHI 3BHYAHOMY HOPMAJbHOMY DPEXHMY
¢ynkmionyBanns COY Ta ii CKJIaOBUX, 3pOocTae HAaBaHTAKCHHS HA YIPABIIHIIIB,
SKi MalOTh NpPUHMATH pillleHHs B yMOBaX il HECHPUATIMBUX BIUIMBIB Ta
obMexxeHoro dvacoBoro pecypcy. [ 3abesmedenHs keposanocti OKI i
KPUTHYHOI IHPPACTPYKTYpH B LiJTOMYy HeoOXiqHa ¢yHKIiOHANBHA cTiliKicTe COY
010 BUKOHAHHS TUX (QYHKIiH, $Ki JO3BOJSITH JOCSIITH Oa)kaHOi —IIini
(hyHKIIOHYBaHHS 1 IPOTUCTOSTH PYHHIBHUM BILTHBAM.

®ynkuionaabHa ctilikicts COY OKI Ta ii oniHloBaHHs

Kputnunumu 06’extamu, abo 00’ €KTaMi KPUTHYHUX iHPPACTPYKTYp, BU3HAUCHO
00’exTH, mopyIeHHs (a00 MPUNUHEHHs) QYHKI[IOHYBaHHS SKHX MOXE NPU3BECTH
[0 BTpaTH YNpPAaBIiHHS, PyHHYBaHHsS iHQPACTPYKTYpH, HE3BOPOTHOI HEraTHBHOI
3MiHu (abo pyHHYBaHHS) €KOHOMIKM KpaiHu, cy0’ekra abo aaMiHICTPaTHBHO-
TEPUTOPiaTbHOI OJMHUIN, ICTOTHOTO TOTIPIICHHS OE3MEKH KUTTEMISUTBHOCTI
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HaceJeHHs, SKe MPOKUBa€ Ha NaHuX TepuTopiax. Paxrnuno OKI aBisioTs coboro
CKJIaMHI OaraTopiBHEBI iepapXidHi CHCTEMH, KOHTpPOJb IXHBOTO CTaHy 1
(YHKIIOHYBaHHS BHKOHYETHCS BIIIOBIIHMMH 0araTopiBHEBUMH KepYOUNMHU
CHCTEMaMH 3 BUKOPHCTAHHAM 3aC00iB aBTOMaTHYHOTO KOHTPOJIO 1 YIPaBIiHHS 32
BH3HAYCHNMH TEXHIYHUMU perjiaMeHTamu [1].

CyuacHi aBTOMAaTH30BaH1 CUCTEMH OPraHi3aliifHOTO yIPaBIiHHSA € CKJIQTHUMHI
COLIIOTEXHIYHUMHU CHCTEMaMH, y AKHUX BiOyBaeThbcs 30ip, aHaNi3 Ta OMPaIlOBaHHI
iHpopMaIlii CTOCOBHO 00’€KTa yNpaBliHHA, HOro BHYTPIIIHBOIO CEpelOBHINIA i
B3aeMoii i3 30BHiIHIM cepenoBuiieM [2]. Iix GyHKIiOHATBHOT CTIHKICTIO TAKUX
CHCTEM PO3YMIETHCS BIACTUBICTh 30€piraTH CTPYKTypy YIPaBIiHHS 1 BUKOHYBaTH
OCHOBHI yNpaBIHCHKI (YHKI{ B MeXaX, YCTaHOBIEHHX HOPMAaTUBHUMHU
BUMOTaMH, B YyMOBaxX BIUIMBY IIOTOKIB BiJIMOB, HeCIIpaBHOCTeH 1 300iB.
OyHKIiOHaTbHA CTIHKICTB 3a0e3neuye 3HaxomkeHHs COY y Mexax JOIyCTHMOTO
MpoCTopy ii cTaHiB, TOOTO, KPiM TOTO, III0 CHCTEMa Ma€ MOXIIMBICTh BUKOHYBATH
OCHOBHI (YHKIII LiTbOBOTO NPHU3HAYCHHS, BOHA HE 3MIMCHIOE HETaTHBHUX
BILUTUBIB Ha OTOUYYIOUE CEPEOBUIIE Ta HE CTAHOBHUTH 3arpO3H AN HOTO iCHyBaHHS
[3].

Bumorn mono 6esnexn OKI oOymoBmooTh motpedy y (GyHKIiOHAIBHIN
crifikocti COY OKI. [Inst ouiHroBaHHS (YHKIIOHAJIBHOI CTIIKOCTI KOHKPETHHX
COY MorKHa 3aCTOCOBYBATH TaKi MOKa3HUKU:

- KiJIbKICTb BUKOHYBaHHX YIPABJIIHCHKUX (QyHKIIIH,

- BUKOHAHHS BU3HAUYCHOT QPYHKIIT 3 3aJaHUM MTOKa3HUKOM SIKOCT;

- cyMapHa Bara BUKOHYBaHMX (YHKIII He HIDKYE 33/1aHOT,

- 6e3nepepBHicTh pyHKUIiOHYBaHHSI COY;

- KEpOBaHICTh TEXHOJIOTIYHUX MPOLECIB;

- 3B’SI3HICTH YIIPABIIHCHKOI CTPYKTYPH;

- 3aBEpILIEHICTh YIPaBIiHCHKUX TPOIIECIB.

3a0e3neuenns  criiikocti  ¢ynkuionyBanus COY B ymoBax
HAI3BHYANHUX CHTyauii

3MiHM B OTOYYIOWOMY CEpEIOBHINI 1 B KpPUTHUHIA iH(MpacTpyKTypi 3maTHI
BUKJIUKATH CTPYKTypHi 1 ¢yHKHioHanmeHI mopymenHs B COVY, ski MOXyTb
BHKJIMKATH 3001 y 11 QyHKIiIOHYBaHHI, MOSBY HEKEPOBAHHX IPOIIECIB 1 PO3BUTOK
Ha3Bu4aiHuX cutyauniil Ha OKI, i HaBiTh IpU3BECTH [0 KatacTpod.

Ham3BuuaitHa cuTyaiiss — L€ NOPYIICHHS HOPMaJbHUX YMOB JKUTTS 1
MISUTBHOCTI  Jifomeli Ha 00°exkTi  ab0  TepuTOpii, COPHYHUHEHE aBapi€lo,
KaTacTpo(oro, CTUXiHHUM JIMXOM, eIiJIeMI€I0, ITOKEKEI0, 3aCTOCYBAHHIM 3aC00iB
ypaxeHHs. Bumimstrors 5 tumoBmx eramiB (a3 possutky HC): HakommueHHsS
BIIXWJIIEHh — IHINIIOBAaHHA HaJA3BMYAiiHOT mMONii — TPOSB JMii OCHOBHHX
Bpakarounx (akTopiB — i BTOPHHHUX BpaXKarouux (akTopiB — mis
3aJIMIIKOBAX Bpakarouux (akTopiB. 3axomu, sKi MalOTh 3IiHCHIOBATHCH MIONO
HC: 3ano6iranns BunukHenHio HC, pearyBannst na HC Ta mikBifariist HacIiikiB
HC.



Bunukaenns i pos3sutok HC BinOyBaeTbcs y peanbHOMY 4Yaci, TOMY
BUPIIIEHHS 3a/1a4i BifCHiaKoBYBaHHA i aHani3y eraniB HC motpebye moOynoBu i
3aCTOCYBaHHS BIANOBIAHUX JUHAMIYHUX Mopeneid. CHCTeMH YIpaBIiHHSI B
ymoBax HC MaroTp 3BakaTH Ha XapakTep i IIBHAKICTH i PO3BUTKY, MAaloTh
KoHTpomoBatn He ymme mnapamerpu OKI, a i XapakTepHCTHKH OTOYYIO4OTO
Cepe/loBHIIIA.
Tix gac aii HecnpustauBux ¢aktopiB B COY OKI  MaroTh BUKOHYBaTHCS
HACTymHI QyHKIT:
- MOHITOPHHTY, OCHOBHOIO 3a/1auelo SKOTO € HelepepBHa 0OpoOKa TaHUX
3 OKI y peansHOMY MacmTabi gacy i CHUTHami3alis Mpo BHXIA THUX 49X
IHIINX TTapaMeTpiB 3a JOMYCTHMI MEXi;

- nmiarHocTMkM  Micus BuHumkHeHHs HC  mma  nokamizamii - 30HH
HECIPaBHOCTEH YM TIOMUJIOK;

- MPOTHO3YBAaHHS JJIsI TiepeadaueHHsT HACTIKIB TICBHUX TOMIiH abo sIBHII
Ha OCHOBI aHaJi3y JaHUX BiJI Pi3HUX IKEpe;

- IUIAHYBaHHA JiH 1010 nonepekeHHs BuHUKHeHH HC;

- KOpETYBaHHs YIPaBIiHCHKUX PIlIEHb Y pa3i JiarHOCTYBaHHS MOMHJIOK 1

300iB;

- 3abesneyeHHs  ympaBmiHA — OKI i BIONOBIAHOTO  PEXUMY

¢yukuionyBanns camoi COY;

- 3a0e3neyeHHs HeoOXinHOIO iHQopMali€lo i peKOMEHIaLisIMH BCiX

piBHIB.

B ymoBax HC y ¢ynkuionysanni COY BHHHKaIOTh POOJIEMH, SIKi OB’ s3aHi
3 BUCOKMM TemnoM 3MiH crany OKI, HemepenOauyBaHiCTIO MOAIH, 3aJISKHICTIO
iHpopMaliifHUX TOTOKIB BiA CHTyamii, 3MIiHOIO pO3MOAUTY  (QYHKIIH,
posmmmpeHHsM abo 3BykeHHsAM obuacti 1iif, Tomo [4]. V Takux ymoBax GakaHO
HaJaTH YIPaBIiHIAM NEBHY MIATPUMKY IUIS HANpaliOBaHHS pillleHb, 30KpeMa,
3a3/1aNeTiqh HATpAIOBaTH cXeMd Aid B ymoBax po3Butky HC, ctBoputH 6azy
MIPEIEeNICHTIB, JIe¢ HAKOTIMYHUTH TIOTIepeaHii gocBin nonorxanHs Hacaiakis HC. Lie
notpedye BrpoBapkeHHS B COY aHAMITHYHOT CKITaZOBOI.

[pu ctBOpenHi anamituaHOro pecypcy COY momo HC nouiabHO po3risHyTH
«HOBUTBHMIY 1 «WBHIKUH» creHapil po3BUTKy aBapiif. YacTuHy BIUIMBIB i
HACMiAKIB iX Aiif, sKi MOXKHa mepeadaduTH, CIiA 3a3[aleriab MpoaHali3yBaTH i
HaIpaioBaT epeKTHBHI yIpaBIiHChKi pilneHHs. [Ipu «moBinbHOMY» crieHapii €
Yac Ha 3aCTOCYBAaHHS BH3HAYEHHMX 3ac00iB 3aXHCTy Ta BHUKOHAHHS IEBHHX
3aXUCHUX IiH U1t gokamizarii HC.

VY pasi peamizamii «IBHAKKUX» CIEHAPiiB MOAIi PO3TOPTAIOTHECS CTPIMKO i
nmoTpiOHI Taki 3aXomW Ta 3aco0M, sSKi JO3BONATH 3pearyBaTH paHille, HiX
CTaHyThCsl PyHHYBaHHS. YTPaBIiHII MalOTh BH3HAYUTH 3aXOJM pearyBaHHS i
OLIIHUTH MOXKJIUBOCTI 1X 3aCTOCYBaHHs IIPH HAsSBHUX pecypcax.

Po3pobisttoun 3acobu anamituunol miarpuMku B COY OKI mis 3a6e3mneueHust
edexruBHOro i Oesmeynoro i1 (yHKLIIOHYBaHHS B YMOBaX BHHHKHEHHS Ta
possutky HC, ciij mpuainuTy yBary po3B’s3aHHIO HACTYITHHX 3a/au:

1) omiHIOBaHHS cepemoBHINA (DYHKI[IOHYBAaHHS, OLIHKAa PU3MUKIB Oe3mekn i
BuaHKHEHHST HC;



2) BUWSIBJICHHS MiCIb B KPUTH4YHIH iH(GpPacTpyKTypi, sSKi MaroTh HAWBHUII
PH3HKH, Ta OIIHKA X BIUIUBY Ha CTPYKTYpY i pyHkuionyBanus OKI, omiHroBaHHS
MOTCHIIIHHOTO 30UTKY;

3) bopmyBaHHSA TUHAMIYHUX MOJENCH MPEIMETHOI 00IacTi, MPUIATHUX IS
aHanizy WMOBIPHOI NOBEAIHKM CHCTEMH IIPH 3MiHI yMOB y 30BHIIIHBOMY YH
BHYTPILIHBOMY CEpPENOBHIII Ta HAIpallOBaHHA pillleHb II0J0 BapiaHTIB
pearyBanns COY OKI;

4) Bu3HA4YCHHs i MOHITOPHHI iHAWKaropiB ¢yHkuionyBanus OKI, moGymoBa
Mojenel omiHkM Ta mporHo3zyBaHHS ctany OKI, moOymoBa cueHapiiB pO3BUTKY
TIOJi# Ipy IMOBIPHUX 30BHIIIHIX 1 BHyTpinmHIX BuBax Ha OKI Ta COY;

5) BH3HaYCHHS TeEpeNiKy 3aco0iB 1 3aXOMdiB TMPOTHIIT BUHUKHCHHIO
HaJI3BUYaHUX CHTyaliif, po3poOKa cIeHapilB BUHUKHEHHS, pO3BUTKY,
JoKaizamii Ta aiksimamii Hacuigkis HC;

6) CTBOpEHHs 1 3aCTOCYBaHHA pecypciB aHamiTH4HOI ckiagoBoi COY mis
MOJICIIIOBAHHS CHUTYalill, HAPAIIOBAaHHS YNPAaBIIHCHKUX DIlICHb Ta aHANI3y ix
e(EeKTUBHOCTI.

3 eBomoniero it 3poctanHaM ckiagHocTi OKI 3MiHIOIOTECS HOT0 mapaMeTpH i
CKJIAJIOBI, IIO BEJE 1 JIO 3pOCTaHHS KiTbKOCTI Ta Pi3HOMAHITHOCTI BHIIB i THIIIB
PH3HKIB, NPOSIBICHHS SKAX MOXXE IPH3BOIUTH JI0 MOPYIICHHS (QYHKIIOHYBaHHS
OKI Ta BCi€l iH(QpacTpykTypu [2], TOMy Ma€ TOCTiifHO NpPOBOJHUTHCH aHaJi3
CIIEKTPY MOXKIMBUX pU3UKIB, MOHITOPHHI CTaHy BHIUICHHX IapamMeTpiB i
OTOYYIOYOTO CEepe/OBHIINA, MOJCTIOBAHHS HOBUX PH3MKOBUX CHUTYyaliif, MaroTh
BIIPOBA/KYBATHCh HOBI TEXHOJIOTIYHI pilleHHS A 3abe3nedeHHs e(heKTHBHOTO
ta 6e3neynoro ¢gyakuionyBanHs OKI mpu 3arposi HC.

3acTocyBaHHS MeXaHi3MiB MiIABHIEHHS SKUBYYOCTi I MiATPUMKH
¢ynkuionaabHoi ctilikocti COY

Hns  3abe3neuenHs QyHkumioHanpHOi criikocti COY mpm  mpoeKTyBaHHI
TpPaJULiHHO BBOOUTHCS T€BHA HAIMIPHICTH (CTPYKTypHA, HpPOTpaMHa, YacoBa,
pecypcHa); BIPOBAIKYIOTHCS CHCTEMH BOYIOBAHOTO KOHTPOJIIO; (OPMYIOTHCS
koHTypH 3axucty COY Ta OKI Bix BBy HeraTMBHUX (DaKTOPiB 30BHIIIHBOTO
CepeIOBHIINA; BUOMPAIOTHCS KOMITOHEHTH i3 IMiJBHIICHAM PiBHEM 3aXHUINEHOCTI i
HamiHocTi. L{i TpagumiiiHi pinieHHs MaloTh MeBHI oOMexeHHs. JlomaTkoma
HaaMIpHICTH, Ha JKalb, BeAC [0 TMOTIPHICHHA  TEXHIKO-CKOHOMIUHHX
XapakTepucTuk cucreM. CHCTEMHM KOHTPOJIO BiJCTEXKYIOTh 3aJaHUi  psj
HapaMeTpiB, ajle He 3aBkau abo 30BCiM HE MOXYyTh 3a0€3MEUHTH a/leKBaTHY
peakiifo Ha HEIUTAaTHY CHTYallil0 Ta HE MOXYTh BIUIMBATH Ha 3MCHIUCHHSI
WMOBIPHOCTI BHHUKHEHHS Takux cuTyaliii. KoHTyp 3aXucTy MoXke MiHIMi3yBaTH
BIUTHB 30BHIIIHIX ()aKTOPIB, ajie MOBHICTIO HOTO HE BHUKIIOYaE. Bubip enemMeHTHOT
0a3w 3 TIABUIICHWM pIiBHEM 3axHIICHOCTI ¥ HAAIHHOCTI  MiABUIIYE
BimMoBocrTiiikicte COY, ane He 3abe3neuye (yHKIIOHANBHOI CTIMKOCTI, KOJIH
Bi/IMOBa BiKe CTasacs.

B ymoBax BunukHenHs HC ¢ynkuionansna criiikicte COY OKI mae 6ytu
miITpUMaHa MeXaHi3MaMH —MiIBHIICHHS J>KUBYYOCTi, a/pKe XKHUBYYICTh € TI€IO
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BJIACTHBICTIO, SIKa 3a0e3Meuye CUCTeM] MOXKIMBICTh afanTyBaTHCA 10 HOBUX YMOB
(YHKIIOHYBaHHS TIPH 3[IMCHEHHI HECHPHATIMBOTO BIUIMBY, 30epiratm abo
OIIEpaTUBHO BiJHOBIIOBAaTH BHKOHAHHSI (YHKIH CHCTEMH 3 MiHIMAIBHAMH
BTpaTaMu eQEeKTHBHOCTI B pa3i Jerpajamii 49um BHXOXY 3 JIagy OKPEMHX
KOMIIOHEHT CHCTEMH 3a pPaXyHOK BHKOPHUCTaHHS HasBHHUX IIpale3gaTHUX

pecypcis.

Jns minTpuMkn QyHKIioHaIbHOI cTiiikocTi COY IMOLINBHO 3aCTOCYBaHHS
HACTYITHUX MEXaHi13MiB IiIBUILIECHHS )KUBYYOCTi [5]:

po3mi3HaBaHHA I JoKami3amii — A7 BUABJICHHS aTak Ha iH(opMmaniiHi
cxmaznoBi COY, ycHilHEX BTOPTHEHb y CHCTeMy Ta ii iHpopMamiiiHi
pecypcH, BUHUKHEHHS PHU3HUKIB BTPAaTH YM BHKPHUBICHHA iH(MopMarii,
MiABHUIIEHHS PU3UKY 1 BUXOAY 3 JaIy >KUTTEBO-BAXIIMBUX (KPUTUYHUX)
komrmoHeHT COVY, imeHTH(IKAIil0 eleMEeHTa YM KOMIIOHEHTa, IO
BUHIIOB 3 Nany, (ikcamito Buxoay neBHux mapamerpiB COY, OKI Ta
OTOYYIOUOTO CEpPEIOBHUINA 32 BCTAHOBIICHI MEXi;

mpoTUail  — CTBOPEHHs 1 3acTocyBaHHsA  Habopy 3a3jalyeriip
BH3HAUEHWX 3aco0iB 1 3axoiB MIATPUMKH  3aJaHUX  YMOB
¢yHKIIOHYBaHHS 1 MiHIMi3amii 30HUTKIB, sIKi MOB’s3aHi 3 MEPEXOIOM Y
HEIITAaTHUH PeXUM (YHKIIOHYBAaHHS;

BiJHOBIEHHA — pO3poOKa 1 BHKOPHUCTAHHS CYKYIMHOCTI METOZIB 1
MPOTrpaMHO-aNnapaTHUX 3aco0iB JUIS BiJHOBJICHHS (YHKIIOHATBHOCTI i
Mpale3AaTHOCTI KOMITOHEHT 1 CHCTeMH B HUIOMYy, ii iHpoOpMamiitHnx
pecypciB i iH(pOpMaIiiTHO-KOMYHIKaIi HHIX 3aco0iB npu
HECTIPUSTIMBUX BIUTHBAX;

ajanTarii — po3poOKa CYKYIHOCTI MPOIEAYp IIECIPSIMOBAHOI 3MiHU
nmapametpiB i ctpykrypu COY Ha OCHOBI iH(oOpMaIii mpo 3MiHH B
yMoBax (YHKIIOHyBaHHS, BAHNKHEHHS Helepea0ayeHnX CUTYyalii, Ipo
HACII/IKH 11010 OPYIISHHS 3aXUIIEHOCTI iH(pOpMAaIiitHOTO pecypcy;
peopranizanii — po3poOka aNrOpUTMIB 1 MPOUEAYp MEPEPO3MOALTY
(GYHKLIH KOMIIOHEHT, sKi BUHNIIM 3 Jlagy, MDK Ipane3laTHUMHU
KOMIIOHEHTaMH a00, y pa3i HEMOXIHMBOCTI MEPepo3moiiny, —
oprasizallis HepexoJly CUCTEMH JI0 HOBOT LIl pyHKI[IOHYBaHHS;
pexoHbirypamii — BUKOHAaHHS aBTOMAaTHYHOI(aBTOMAaTH30BaHOI)
nepeOynoBU CTPYKTypH Mepexi oO0MiHy iHpopmauiero abo 3MmiHa
aIroput™My  (QYHKIIOHYBaHHS  JUIsl  JOCSATHEHHS  HallOuIbIIOf
edexTMBHOCTI BHKOHAaHHA Wi  (QYHKIIOHYBaHHA Ha HasBHHX
npare3iaTHUX pecypcax CUCTEMH;

PEKOHCTPYKIIi — 3acTOCYBaHHSA peAyKIil [t (yHKIIOHYBaHHS
(mepenixy BukonyBaHuX OQyHKLiT COVY) Ta pecypciB cucreMu 10
BU3HA4YEeHHUX 0a30BHX PIBHIB, KOJM CHCTEMa MOX€ BHKOHYBATH TLIBKH
4iTKO OKpECIeHy MHOXHHY (YHKIiH, 30epertd mneBHUH BH3HAUCHUH
oOcar inpopmarllii, 3a0e3MeUUTH IUIABHICTH Aerpajallili BU3HAYCHUX
napamerpis.

MexaHi3MH HiIBUIIEHHS >XUBYYOCTI MAlOTh 3aCTOCOBYBAaTHUCH KOMILIEKCHO,
IHTETrpyIOYM HAasBHI B CHCTEMi 3aCOOM 1 MPOEKTHI pIIIeHHS IOAO MiIBHIIEHHS



HaOiHiHOCTI ¥ BiAMOBOCTIHKOCTi, MOHITOPUHIY, aBTOMAaTHYHOTO KOHTPOJIO 1
KOMIIeHcallii, BOYJOBaHI aJlTOPUTMHU 1 3aCO0HM 3aXHUCTy KOMIIOHEHT i CKIIaJIOBUX
COY, HasBHI MOXJIMBOCTI aHANITHYHOI ckianoBoi COY mns HampaioBaHHS 1
KOpETYBaHHS TIPOLECIB YIPaBIiHHA B YMOBaX BHHUKHCHHS HECTPUSITIHBHX
BIUTHBIB a00 po3Butky HC.

JlominpHicTh # e(peKTHBHICTh 3alpPOIIOHOBAHOIO MIAXOAY A0 3a0e3medeHHs
oesmekn OKI 1 kputnuHOi iHOPACTPYKTYypH B IJIOMYy B yMOBaxX HasBHOCTI
HECIPHUATIMBHUX BIUIMBIB LULIXOM IMiJBUIICHHS (YHKUIOHATIBHOI cTilikocti COY
anpo0OOBaHO IpH CTBOpEHHI aBToMaTtn3oBaHuX COY creniaisHOro Npu3HaYeHHs.

BucHoBku

CTBOpeHHsT 1 BIPOBa/pKeHHs aBToMaTm3oBanux COVY Ha 3acagax Teopii
JKUBYYOCTI CHCTEM 3 PO3BHHYTOIO AQHATITUYHOI CKJIQJOBOI JIO3BOJIHTH
3a6e3neynTd QYHKIIOHATBHY CTIMKICTh TaKUX cHcTeM 1 mimBummuTh 6e3neky OKI
Ta BCi€l KpUTHYHOT iHYPACTPYKTYpH.
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B wiit po6OTi ToCHiHKY€EThCS YUCIOB] XapaKTEPUCTHKH BY3JIiB MEPEIKEBHX
CTPYKTYp — TMOKa3HHK Yacy pelakcamii Mepexi Ta iHIUBiITyadbHUIH
MOKAa3HUK 4Yacy penakcamii By3Jda, $KI XapaKTepPHU3YIOTh CTiHKICTh
CKJIaJIHOT MEpEeXi Ta, BIAMOBITHO, KOXKHOTO By3J1a OKPEMO JO 30BHIIIHIX
30ymkeHb. OOYMCIICHHST TOKa3HMKIB 4acy penakcarlil 3miHCHIOEThCS 3a
JIOIIOMOTOI0 YIOBiTbHEHOTO iTepariiiHoro aiaroputMmy HITS. Iloxazano,
IO TMOKa3HMK 4Yacy pellakcalii €  YHIKaJbHHUMH  YHCIOBHMH
XapaKTePUCTHKAMU BY3JB Mepexi, 1 iX MOXHa BHKOPHCTOBYBAaTH IJIS
3HAXO/KCHHS LEHTPOIMIB KJIACTEpiB Ta 00'€HAHHS BY3IiB Yy TpymH 3a
OUMH  TIOKa3HHKaMH. Amnpo0amlilo MpeACTAaBICHHX  XapaKTEPHCTHK
MOKAa3HWKAa Yacy penakcamii Ta 1HJMBIAyalbHOTO TIIOKa3HWKA dYacy
penakcamii OyJI0 NPOBEAEHO Ha TMPHKIAAI KJIACTEPH3allii BHIAJKOBHX
MEpex 3 4iTKO BUPKEHUMH KJIaCTepaMHu.

Beryn

CkramHi MepeXi MIMPOKO MOUIMpEHi y mpuponi. Hampukian, Taki Mepexi, sk
BcecriThs Mepexa [HTepHeT, Mepesxi criBaBTOpcTBa [ 1] Ta iHMI € cKIagHuMH [2],
[3]. Bci BOHE BOJOAIIOTH HETPUBIAILHUMH TOTIOJIOTIYHUMH BIACTHBOCTSAMH, a
OTXe, CTAaHOBJIATh BENHMKHU IHTEpec Uil AOCHiKEeHb. BaxmuBe Micie Takoxk
MOCIIAfOTh COLiaNIbHI Mepexi, Zie OiHapHi 3B’A3KM MiX JIIOIBMHU y TPYIi MOXKHa
NPECTAaBUTH y BUIIISAII MepexKi, ie KoKeH 00'€KT — Iie TOo4Ka, a HOoro 3B'30K 3
iHIMM 00'ekToM — ayra. Po30uTTs BHOIpKHM 00’€KTiB Ha MiIMHOXHHH, IO HE
MePETHHAIOTLCSI, TOOTO PpO3OWTTS Ha KJIACTEPU W, HANPHUKIAI, BHIBICHHS
CIIIJTBHOT Y COIIATbHUX MEpexkax € aKTyaTbHUM 3aBIaHHSM.

IcHye Oe3miu meroniB kimactepusamii rpadiB CKIAAHUX Mepex [4, 5], ski
BIZIPI3HAIOThCSA i7€€l0 O0’€MHAHHSA CXOXHX BY3miB. OCKUTBKH pi3HI MOZemi
BHUKOPHUCTOBYIOTH Pi3Hi allTOPUTMH, TO PO3PI3HAIOTH Pi3HI MOJENi KiacTepu3arii,
30KpeMa TaKi K MOZEINi 3B’ sI3HOCTI, LIEHTPOIJHi, CTATUCTUYHI, IPYIOBi, HEWPOHHI
mozeni Ta iHmi. Hanpukian, icHyl0Tb MOJIeN, SIKi IPYHTYEThCSI HA OCHOBI 3B’ 513Ky,
ne 00’eKTH, sKi 3HAaXOAThCS Yy TNPOCTOpi Ommkde, € OUIbll MogiOHUMM
(criopigHEeHHMHM), a TAaKOXK ICHYIOTh MOJIENi, LI0 3aCHOBaHI Ha 3HAXOKEHHI
HEHTPOia — KJIACTEPH IIPEJICTaBIeH] Y BUIISAI IIEHTPAITEHOTO BEKTOPa.



B wmiif po6oTi MU IPOIIOHYEMO BUKOPHCTOBYBATH HOBY XapaKTEPHCTHKY AJIS
KJIacTepH3alii CKIIaJJHUX MepeX — IIOKa3HUK Jacy penakcamii [6].

INoka3nuk yacy penakcanii

Ilin dac mocHiUKEHHS CKIQJHUX MEpPEeK Oylno TOMIYeHO, IO 3HAYCHHS
MEpEeKEBUX XapaKTePUCTUK BY3JIB IICIsS 30BHIMNIHIX 30ypeHb, B pe3yibTaTi
HepepaxyHKy BiIHOBIIOIOTBCA A0 CBOIX ITOYATKOBHX DIBHOBRKHUX 3HAUCHb 3a
JEeSIKMH 1HAMBIAYaIbHUN U1 KOKHOTO BYy37a 4ac. [IOpiBHIOIOUM MOKAa3HUK Hacy
penakcarii i3 caMol0 MEpEeKEBOI0 XapaKTEPUCTUKOIO, 3HAUECHHS SIKOi IMiAIaBaIocs
30ypeHHIO, IPOCTEXKYETHCS HEUITKA 3aJISKHICTD, SKa MOKa3ye, 10 MOKA3HUK Yacy
pernakcanii € yHiKaJIbHOIO Ta HEIOAIOHOO JI0 IHIINX YUCIOBOIO XapaKTePHCTHKOO
BY3IIiB Mepexi [6].

VY BHDanmKy AOCTIIDKEHHS CKJIaIHUX MEpEeX IOKa3HMKOM dacy pelakcamii
HA3UBA€EThCA KIUTBKICTh ITEPAIlifHUX KPOKIB T BIAMOBIZHOTO alrOpUTMY, SKi
HeoOXinHi, 00 3 JesKOI0 Hamepes 3aaHOI0 TOYHICTIO i — YMOBOIO 301KHOCTI
(3a3Buuait x=10") HOCAITH [TOYATKOBHX PIBHOBAXHIX YHCIOBHX 3HAUEHD [IEBHOI
XapaKTePUCTHUKH Micis 11 30ypeHHs.

Y BUNaIKy, KO JOCTIHKYETHCS BiTHOBICHHS BCi€l MEpeKi, TO TOKa3HUKOM
yacy penakcanii Mepexi micis 30ypeHHs meBHOro M-ro Bysna 7™  Ha3MBAIOTH
KUTBKICTh iTepaliifHUX KpOKiB, sKi HEOOXigHi, MO0 BiZHOBHJIOCH 3HAYCHHS

KOXKHOTO By3Ja (BiZHOBHJIACH BCS Mepexa), abo m]gx(rl((m)) (k=1,....n, ;e n —

KIUTBKICTB BY3JIB Mepexi). A KiIbKICTh iTepariif T,(nm) (abo mpocto T.,), fKi
HEOOXiZHI JUI1 BITHOBJIEHHS CaMe€ TOTO BYy3Jla, YHCIOBE 3HAYCHHS
XapaKTePUCTHKH SKOTO Oymno 30ypeHe, HA3WBAaTUMETHCS 1HIHMBITyalbHUM
TOKa3HUKOM dYacy pefnakcamii Byzna. ToOTo mepmmii MOKa3HWK XapaKTepH3ye
By30Jl B TepMiHaxX CTIMKOCTI Bciel Mepexi Micis HaJaHOTO HOMY 30BHIIIHBOTO
30ypeHHs, OCTaHHI — XapaKTepu3ye IHIUBiAyalbHY CTIHKICTh By3Ja Micis ioro
30ypeHHSL.

B skocTi 4HMCIOBOT XapaKTepUCTHKH, YHCIOBE 3HAYECHHS SIKOI MiANAa€ThCS
30ypeHHIo, B Wil poOOTI BUKOPHCTOBYBAJlach XapaKTEPHCTHKA, IO BiIIOBiIaE
itepariitnomy anropurmy pamxysanus HITS (Hyperlink Induced Topic Search).
Lei#t anroputm OyB 3ampomoHOBaHWI Ta po3pobieHuit B 1998 pomi /[Ix.
Kneitn6eprom [7] mns BuOOpy i3 MacWBY JOKYMEHTIB KpalluX «aBTOPIB»
(mepro/pkepen, Ha sKi MOCHJIAIOTHCS 1HINI JOKYMEHTH) Ta «IIOCEPEIHHKIBY»
(mOKYMeEHTIB, sIKi TIOCHJIAIOTHCS HA I MepiiopKepena). s KOKHOTro JOKyMEHTa |
OOUHUCIIOETBCST WOTO BakiUBICTH sk «apropa» a(j) (3 amrm. Authority) i six
«mocepenuauka» h(j) (3 aurn. Hub) BixnosixHO 10 dopmyi:

a(j) = Xinj h(D), () = Xj-ia D), @

OCKiJTbKH BY3/H CKJIaJHOI MEpeki MaloTh BEJIMKY KUJIbKICTh B3a€MO3B’A3KiB,
TO iTepaliiHUi mpolec IepepaxyHKy 3HaueHb BY3MIB Micis I1X 30ypeHHs
3a3BUYail € MIBUAKUM, i JOCTaTHHO BCHOTO JEKiNbKa iTepauiiHuX KpOKiB — dacy
penakcanii, abu IOCAITH IOYaTKOBMX PIBHOBaXHHX 3HA4YEHb XapaKTEPUCTHKH
HITS. Tox micnst 30ypeHHs MEBHOTO By3ja i IepepaxyHKy YHCIOBHX 3HAYCHB,

10



UL TOTO, 100 YIOBUIBHHUTH Ipolec 30DKHOCTI, Y JaHili poOOTI MPOMOHYETHCS
3 CHUTH YNMOBUTEHEHHS anropuTMiB. ToX Iicist HamaHHS 30ypeHHS OJHOMY i3
BY3JIB MepeXi 3aCTOCOBYEThCS BIMIOBIMHMI iTepamiiHui amroput™m HITS 3
YIIOBITbHEHHSIM:

hO (]) - hl(]) - hZ (]) e h’piBHOBa)KHe(i) (2)
Ahy (D) = hy (1), Ahy (D) = hnaa (D) ©)
b1 (D) = Bhn 41 (D), 4)

me 0 < B < 1— xoedimient yrnosinerenns, A — orepatop amroputMy HITS.
IIpuxknaau kiacrepusanii Mepex

Amnpo0ariifo TpeICTaBICHNX XapaKTePHCTHK IIOKa3HHKAa dYacy penakcamii Ta
IHMBIAYaTbHOTO TMOKAa3HHWKA dYacy pesakcaiii Oyno MpoBeNCHO Ha MPHKIAIi
KJacTepu3anii BUIAJAKOBHX MEPEX pi3HOI PO3MIPHOCTI 3 YiTKO BHPAKCHUMH
KIacrepamu. 30Kpema, OyJI0 JOCITIIPKEHO BHIIAJKOBO 3ICHEPOBAHY MAaTpPHIIO
posmiponocti 30x30 3 3-ma kimacrtepamu Ta Matpumio 100x100 3 4-ma
KJIacTepamu.

JIns  KOXKHOT Mepexi, II0 OMHUCYEThCSA BiMMOBIAHOI MATPHIICIO, MICIs
30ypeHHsl 3HAUCHHS MepekeBOi XapakrepucTHku h(j) 3aBIsKd yMOBiLIBHEHOMY
aroputMy HITS Oymo oOumcieHo MOKa3HMK 4acy peJakcamii Mepexi Ta
IHIUBIyaTbHUH MOKAa3HUK dacy peJylakcaliii Juisi KOoKHoro Bysna. Jlyist koxHOT
Mepexi koedinieHT yrnoBinbHeHHs [ anmroputmy HITS Tta ymoBa 30ikHOCTI p
uyucnoBux 3Hadenb h(j) Tta a(j) mo mepeasOypeHHx 3HaueHL oOMpanacs
IHAMBIAYaTBHO.

Takox anst TOro mo0 YHHKHYTH BEJHKHX YHCIOBHX 3HAYEHb, SIKi 1HKOIHU
BUHHKAIOTh TICIS 3aCTOCYBAaHHS YIOBUTBHEHUX AITOPUTMIB, BCi PE3YNBTYIOUi
3HAa4YCHHS MMOKAa3HUKIB Yacy penakcaiii Oynm HopmoBaHi B iHTepsadi [0,1].

Ha puc. 1 Ta 2 HaBeneHO Bi3yanbHe TMpENCTaBICHHS Mepek. Ha kokHOMY 3
pHCYHKIB By31u po3dapboBaHi 3a KiacoM MoayisipHocTi (puc. 1(2) Ta 2(a)) Ta 3a
MOKa3HMKOM Yacy penakcamii Mepexi Ta iHAWBIIyaJbHUM IIOKa3HUKOM Yacy
pernakcauii By3na (IJisl MPEACTABICHUX MPHUKIIAIIB HOPMOBAHI YKMCIIOBI 3HAYCHHS
IIMX XapaKTePUCTHUK CIBIAAAIOTh Ta MPEACTABIICHI y BUIJIS/II MITOK BY3JIB — PHUC.
1(b) ta 2(b)). [Moka3uuk yacy penakcarii [uisi Mepexi, O MpPEeICTaBICHA Ha PHC.
1, OyB oTpuMaHuii B pe3ynbrari ynoBinbHeHHs anroputMy HITS 3 koedimieaToM
ynoBinbHenHs B = 0.9 Ta ymosoro 36ixHocTi g = 1076 Jlna mepesxi, wmo
npencrasnesa Hapuc. 2 — B =09 Tapu = 1074,
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a) b)

Puc. 1. Tlpuknaa Mepexi, 0 BiIMOBIZa€ BUIIAJAKOBO 3TCHEPOBAHIN MaTPHUIT
po3miprocTi 30%30 3 3-Ma KIacTepamu, Jie TPYyIU By31iB 00’ €HaHI
(po3dapOoBaHi) 32 &) KJIACOM MOLYJISIPHOCTI Ta D) MOKa3HUKOM 4acy penakcarii
(4UCIIOB1 3HAUYEHHS MPEACTABIICHI y BUTIISII MIiTOK BY3JIiB)

Puc. 2. Ilpuxnan Mepexi, 0 BiIMOBifa€ BUMaJKOBO 3reHEpOBaHiil MaTpuii
po3mipHocti 100x100 3 4-ma knactepam, Jie TpyIH By31iB 00’ €HaHi
(po3dapOoBani) 3a a) KITacOM MOJYJISIPHOCTI Ta b) MOKa3HUKOM Yacy penakcarii
(urcnoBi 3HAYEHHSI PECTABIICHI Y BUTJISAI MITOK BY3JIiB)

MoXHa TIOMITHTH, INO TPyHNH BY3IiB, 00'e€lHaHI 3a KJIACOM MOIYJSPHOCTI,
BIZIPI3HSIOTBCS B TPy, OTPHMAHUX 3a JOIOMOTOI0 O0'eMHAHHS BY3JIB 3a
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MOKAa3HUKOM Yacy penakcarlii. Le o3Hauae, 1110 MoKa3HUK Yacy penakcaiii Mepexi
Ta IHAMBIAYAIbHHN MOKa3HHUK Yacy peslakcamii By3jia € yHIKaIbHUMH YHCIOBUMH
XapakTepUCTHKAMU BY3JTiB Mepexi, 1 IX MOKHa BHKOPHUCTOBYBAaTH JJIs
3HAXO/UKEHHS LEHTPOIAiB KJIacTepiB Ta 0O0'€qHAHHS BY3MIiB y TPyINH 3a LUMHU
HOKa3HUKaMH.

BucHoBku

B wmiit poGori Oymo pO3MITHYTO HOBI YHCIIOBI XapaKTePHCTHKAaMH BY3IiB
MEpPEKEBUX CTPYKTYp — IOKa3HHMK 4acy penakcamil Mepexi Ta iHAHBiLyanbHUi
MOKa3HUK Yacy pelakcarii By3na. Anpo0ailito MoKa3HHKa Yacy pesakcarlii 0yio
MPOBE/ICHO Ha MPHKIA/ KiacTepu3alii BUIaAKOBHX MEPEXK 3 YiTKO BUPAKCHUMH
KJacTepaMd. Byllo BCTAaHOBJIEHO, WIO MOKAa3HHK 4Yacy peliakcaiii Mepexi Ta
IHIMBITyaNbHUN TIOKA3HUK 4Yacy penakcaimil By3Ja € YHIKaIbHUMH YHCIOBHMH
XapaKTepUCTUKAMH BY3JiB Mepexi, 1 I1X MOXHa BHKOPHCTOBYBATH s
3HAXO/UKCHHS LIEHTPOIMIB KiacTepiB Ta 00'€HAHHS BY3JB y IPYNH 3a LHMH
MOKa3HUKAMH.
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The article considers methods for evaluating the efficiency of modeling
scenarios of analytical activities based on ontology using graphs. The
algorithm for evaluating the efficiency of scenario modeling by analytical
activities is presented, together with the algorithm for performing a
sequential check of the obtained scenario for its optimality. The results of
simulation experiments of modeling of scenarios with use of the offered
methods and the developed software on two hundred test examples are
described.

Introduction

Analytical activity, as a rule, means a set of actions of the user (analyst) of the
software system for the collection, accumulation, processing and analysis of data
in order to justify and prepare decisions or the formation of new knowledge. In the
tasks of analytical activities, the scenario is a set of methods for describing and
organizing the steps of analytical activities under given constraints. In this case,
the ontology of the subject domain, as a basis for building a model in the form of
a graph, provides a description of the structure of the subject area and provides
definitions for a set of concepts and possible relationships between them [1].

It allows to develop different scenarios for achieving the objectives of
analytical research, taking into account a number of factors and limitations. The
scenario of analytical activity is a sequence of functional tasks, initial, final and
intermediate events aimed at achieving the goals of analytical research. The
scenario description consists of a branched directed sequence of elements
connected by links that form a structure as a directed graph. Each element of this
graph is either an action performed by the scenario executor or an event that
affects the subsequent action of the scenario. The event can be caused both by
changes in the external environment and by changes in the state of the object of
study. Each action can be described as a function, or as a procedure that can
implement any sequence of operations with a given level of detail.

Scenario construction is often based only on a visual representation of the data
processing model and a fixed set of requirements. But most of the requirements at
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the initial stage are fuzzy, without formalizing and taking into account the
semantic content of the processes, which leads to the logical errors in the
execution of scenarios and the need to return to the beginning of the modelling
process. This greatly complicates the modelling process and increases the
necessary time. Formally, the analytical process is represented by an directed
graph, which reflects the sequence of possible actions of the user to achieve the
goal of analytical research [2].

Currently, there are a lot of methods for selecting appropriate scenarios from a
set of valid scenarios, based on the relevant ontology, and analysing the nature
and composition of factors that may affect the process of planning and execution
of the scenario. In practice, planning and implementation of the scenario
determines the features of the ways which differentiate a scenario by factors based
on values of the criteria to make the decisions and determine the procedures for
forming the necessary scenarios. One of the most complicated and relevant tasks
today, which requires the construction of effective scenarios for its solution, is the
task of building and optimizing the scenarios for analytical activities based on
branched information.

The task of evaluating the efficiency of information streams flow collection
for analytical activities based on branched information is one of the most
important tasks of processing large amounts of data [3].

Efficiency estimates of graph-based scenario modelling

The structural approach to ontology consideration is the most appropriate to the
task stated, as the representation of ontology structure in the form of a multilevel
hierarchical graph makes it possible to determine its properties using metrics,
which can determine its quality and make recommendations for its improvement.
An important aspect of the structural approach is the need to assess the efficiency
of the ontological model based on the assessment of the reduction of search costs
on the graph describing the ontology, compared with the unfocused search for a
path. Such graphs typically use cost estimates for both the processing of
information-related actions at individual nodes in the graph and the cost estimates
for the actions (along the edges of the graph) when moving from one node to
another. Thus, it is possible to estimate the total cost of each possible path
according to the scenario or a separate fragment of this path to compare and
determine the most efficient paths included in the description of the selected
scenario (Fig.1) [4].

Fig.1. Graph structure for script construction.
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The steps of the algorithm for evaluating the efficiency of scenario modelling
by analytical activities are as follows.

Step 1. Select on the bottom layer of nodes of the graph the appropriate
assessment of the efficiency of finding the optimal path on the graph according to
the relevant criteria.

Step 2. Analyse the relationships of the selected nodes with the nodes of the
next level, which are located above in the hierarchy of the model.

Step 3. Save the graph edges which correspond to the found links for further
analysis and use in search operations.

Step 4. Repeat iterations to the top-level search source.

Step 5. Consolidation of all collected edges and nodes of the graph, which are
built on the basis of the appropriate efficiency assessment - the information
retrieval request.

Step 6. Arrange all paths on a constant graph according to the evaluation
function.

Step 7. Analysis of the graphical model of the scenario, which is based on the
choice of the shortest paths with the minimum number of edges on the graph (Fig.
2).

Estimation of process efficiency of analytical activity scenario modelling as
efficiency of search of an optimum path on a graph can be defined as aggregate
estimation action costs on each of nodes and an estimation of costs of transition to
the next node in transition from initial node to final:

Pa :Z(tk +rk)

where t,— time spent on each of k nodes, corresponding to the selected path of the
graph; r, — resources spent on each of k nodes, corresponding to the selected path
of the graph; k € K —node numbers on the selected path of the graph.
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Fig. 2. An example of a model for constructing the optimal path from the initial ay
to final ag node at possible paths (edges) d;
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Accordingly, the evaluation criterion can be defined as the sum of processing
costs in the transition edges between nodes:

Py :Z(-I-ij+Rij)

where T;; — time spent at each ij edge of the graph, corresponding to the selected
path of the graph; R;; — resources spent at each ij edge of the graph, corresponding
to the selected path of the graph; i,j € K — node numbers on the selected path of
the graph.

Then the general criterion can be defined as the sum P, and Py. General criterion
P=P,+ Py
or

P= Z(tk +r) +Z(-rij +Ry)
K i , kijeK,
where K — a set of indices corresponding to the selected path.

Thus both criterion of efficiency, and an estimation of the received results in
certain node according to concrete task is defined by presence of necessary results
according to estimations of analysts-experts:

P = Z(Cttk +c.n)+ Z(CTTij +cgRy)
k i , kijeK,
where ¢, — coefficient of impact of time spent on each of k nodes;
¢, — coefficient of impact of resources spent on each k nodes;
cr — coefficient of impact of time spent on each of ij edge of graph;
cr — coefficient of impact of resources spent on each ij edge of graph.
Additionally, ¢, c,, ¢, cg > 0.

Depending on the values of these coefficients, the analyst determines the type
of task for finding the optimal path: by the criterion of time, by the minimum cost
of resources or using a combined criterion. The choice of the total direction of the
path can be determined by the presence of the most efficient direction in terms of
the value of criterion V at each subsequent step of choosing the direction on the
graph.

The trigger of the evaluation of results at each step determines whether there
is an improvement in results or not.

Qi > 0 — the node is considered as possible for comparison and selection.

Qi = 0 —node g is not considered as possible for comparison and selection.

This assessment should be performed by the analyst based on the results
obtained.

For each level, the directions (edges) and corresponding nodes are considered
in comparison Q; > 0. Other directions (edges) and nodes are removed from
further consideration.

Value Q; > 0 can be determined by certain selected by the analyst measures as
an estimate of the increase in the results of solving the analytical problem.
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In the absence of available and reasonable assessment methods Q; = 1 — node
a; is considered as one that improves the analyst's decision. Q; = 0 — node a; is not
considered possible for comparison and selection, as not providing new
knowledge or new results for the analyst.

Without reducing the degree of generality, the model, which considers the
costs associated with both the overall cost estimate for each node and the cost
estimate for the transition to the next node in the transition from the initial node to
the final, can be considered as a model taking into account only the costs on the
edges of the graph.

In this case, the costs in the nodes will be included in the costs of the edges of
the graph:

B, =t +r;,+T; + Ry

, ILjEK

Based on the general description of the characteristics of the ontology model
graph, the formulation of the problem of finding the shortest paths on the graph
(Single Source Shortest Path - SSSP) [5,6] can be formulated as follows.

It is necessary to specify a path from the initial state of the graph as, to the
final state ar, which has the lowest possible total weight: P*( as,aF).

f*(@S)=f(P*(as,ag)=min f(P(as, ag)).

For each level of the graph j=1...m

A={a;} fori=1...n — it is a complete set of actions that have similar
in quality, but different in performance, results.

If dijq — is the edge from a;; to ay, and dj; — is the edge from a; to a;, in this
case, in most cases, we can assume that

dijil << dijkl for ik=1..n and ],l =1..m at i#k

A typical scenario defines a set of edges d",; for i=17..n-1

A scenario can be defined as improved if the total score of the scenario which
identifies the new scenario for the new path djj,q less than the estimates of the
sum of the edges of the typical scenario di,;

The algorithm for performing a sequential check of the obtained scenario for
its optimality can be composed of the following steps.

1. For each level of the scenario i = I..n-1and ;[ = I...m value djj.qy is
compared to d"ji,1.

2. If the values are such that djji,q < d";..1 , then the new value of the current
default scenario is defined as d™iy = dijisar.

3. Building a new improved scenario sequence from the node aj.q
sequentially on all subsequent levels to level m.

4. If the total value d™;;.; for the new path is less than that for d";., initial
typical scenario, this scenario is considered as typical.

5. If the conditions of paragraph 4 are not met, the process may be repeated
from the final node of the typical scenario, from which the new direction of the
scenario was adopted, in another direction to the last level of the graph.

When there is a better path of action according to the chosen criterion (for
example, according to the time of receiving and processing information)
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compared to the typical scenario, it will be defined to replace the typical scenario
with a new one.

Otherwise, it can be argued that the previously obtained scenario is optimal.
Thus, the constructed scenario is checked for optimality.

As a result of performing the actions of the described algorithm, we obtain a
scenario which meets the specified conditions, in accordance with the basic
ontology described in graph [7]. The presented algorithm reflects the sequential
process of detecting the sequence of edges connecting the nodes of the graph from
the bottom layer to the top, taking into account the parameters of suitability.

Simulation experiments of scenarios modelling with the use of the suggested
methods and the developed software were carried out on two hundred test
examples of the decision of analytics problems with averaging of test results
examples for various problem areas (ontological models). Cost estimation is
defined as the estimation of the reduction of analytical procedures.

Analysis of test results

To confirm the efficiency of the above-described approach to scenario building, a
number of tests were performed on the generated test cases in a specialized test
environment. More than two hundred test cases were considered to estimate the
number of calculations and comparisons when searching for the optimal path on
graphical structures, ie on graphs which reflect the initial ontology.

Conducting such testing and analysis of the results were necessary to confirm
the efficiency of the approach and to identify the dependence of the efficiency of
the proposed algorithm for sequential refinement of the scenario compared to a
complete analysis of the graph.

In preparing the examples for testing and analysis, two groups of examples
were considered, which are based on different in structure, but similar in
construction, approaches.

The number of comparisons required to select the optimal path on the graphs,
which is determined by the number of nodes at each level of the hierarchical
structure of the test example, was used to quantify the efficiency of the algorithm.
At the same time, each of the comparisons was evaluated at random from 1 to 10
points. Thus, the possible time of processing at each node was modelled.

Two models of example generation in two directions were considered. First,
to analyse the number of nodes at each level of the hierarchical structure, and
secondly, to analyse the dependence of the number of comparisons on the number
of levels in the hierarchical structure in the generated examples of graphs.

According to the structure, all generated graphs had at least one possible
optimal path and a number of paths that did not lead to the final solution of the
task of building a scenario.

Fig. 3 presents the results of constructing the optimal scenarios on test
examples with averaging the results on one hundred test examples. Examples with
the number of levels 4 and 10 and the number of nodes at each level 5, 10, 15, 20,
25 and 30 were considered.
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Analysis of the results shows a significant reduction in costs when using
standard scenarios (indicated in the chart of the typical scenario). In addition, as
can be seen from the figure, the advantage of using an algorithm based on a
typical scenario increases significantly with the number of nodes at each level.
Thus, the more complicated the structure of the graph, which is the basis for the
construction of the scenario, the more efficient the use of consistent refinement of
the scenario is.
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Fig. 3. Comparison of the results of using the algorithm of sequential refinement
of the scenario with a complete analysis of the graph by the number of nodes.

According to a similar scheme, the second part of testing was conducted on a
group of hundred of test examples, which were built to identify and confirm the
relationship between efficiency between the number of levels and scores for the
algorithm for sequential refinement of the scenario compared to full graph
analysis. The test results are shown at Fig. 4.

Examples with the number of nodes 10 and 20 and the number of nodes at
each level 4, 8, 12, 16, 20 and 24 were considered, similarly to the previous
testing and analysis. The number of points in the generated examples was also
determined randomly from 1 to 10. Only those examples were considered that had
at least one path, which makes it possible to build the necessary scenario.
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Fig. 4. Comparison of the results of using the algorithm of sequential refinement
of the scenario with a complete analysis of the graph by the number of levels.

Conclusions

The analysis of the results shows a significant reduction in costs when using
typical scenarios (indicated in the graph of the typical scenario), which gives the
advantage of using the algorithm based on the typical scenario with increasing
levels. Increasing the complexity of the structure of the graph, which is the basis
for building a scenario, shows higher efficiency in the use of consistent refinement
of the scenario.

Test results show that using such an approach to improving the quality of
scenarios based on the use of typical scenarios can significantly reduce the
complexity and cost of building new and more efficient scenarios according to
certain criteria. This makes it possible to significantly simplify analytical activities
using standard scenarios to improve the efficiency of analytical activities. The
developed approach can be used in the development of information and analytical
systems.
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! Hartionansuuit Texniunmii yaisepcuter Yipainu “KuiBchkuit
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{tarasrudnykoleg.r.chertov}@gmail.com

B panmx Te3ax HaBeJEHO MOPIBHSUIBHHN aHAIII3 COLIAJbHUX MEPEX Ui
NOCHI[DKEHHS  PEUTHHTIB  YKpaiHCBKMX  TOMITHKIB.  [IpoBemeHO
eKCIEPUMEHT 3 BHM3HA4YCHHS 3MiH peiitunry uuHHOrOo IIpesuneHTa
Ykpainu — Bonoanmupa 3eIeHCHKOTO Ta aHaTi3 OTPUMAaHHUX PE3YIIbTaTiB.

Beryn

B cywsacHomy cBiTi comianbHI Mepexi HaOyBaroTh BCE OUIBIIOI IOITYJISIPHOCTI.
Bonn Bke NaBHO BHHILIM 3a pPaMKH JIMIIE PO3BAXAIBHOTO HAlOBHEHHs. Ha
CBOTOJHIMIHIN JAEHb COILiaJibHI MEpEeXXi 4acTO BHKOPUCTOBYIOTH IS MPOCYBaHHS
0i3Hecy, MapKeTHHTY, MOMyIsIpu3aLii ocoducroro OpeHay i sk 3acid BIJIMBY Ha
mozeit. Came TOMy Maii’ke KOKCH TOJITHYHHUI aisd Mae cTopinky B Facebook,
Twitter Ta Instagram.

CouianbHi  ONMUTYBaHHS, 3a3BH4Yail, BUKOPHUCTOBYIOTHCS ISl BH3HAYCHHS
MOJNITHYHUX PEHTHHTIB Ta IPOrHO3YBaHHs pe3ysbTaTiB BuOOpiB. He 3Baxkaroun Ha
Te, 0 JaHWH Ii/IXiJ TO3UTUBHO 3apeKOMEHyBaB ceOe 3a JIOBIi POKH, Y HBOTO €
CYTTEBI HEJIONIKH, TakKi sIK: BapTiCTh, BEIMKHUI 00CAT 3aTPaveHOro 4acy, 3aTpuMKa
MDK ITOYaTKOM 300py JaHMX Ta OTPUMAaHHAM KiHLEBHX pe3ynabraTiB. Kpim Toro,
pe3yNbTaTH  COLIOJIOTIYHUX  ONHTYBaHb  MOXYTh  OYTH  CIIOTBOpPEHI
3JI0BMHCHAKaMHU. ABTOMATH3allisl MpOIECy BU3HAYCHHS IIOJITHYHUX DPEHTHHTIB
Moryia O HIBEJIOBATH HABEACHI HENOJIKH Ta O3BOJUTH OTPUMYBATH PE3yIbTATH
peryisipHo i Maibke B peanbHOMY 4aci. I, 3BUuaifHO, MIIKYIMUTH alroputM abdo
KOMII'IOTep HEMOXKJIMBO Ta JIETKO TIePEBIPUTH YK OyJI0 BTPy4YaHHS B HOro poOoTy.

B naHux Te3ax MPOMOHYETHCS MiAXiJ A0 BUSABICHHS MOJITHYHOTO PEHTHHTY
yuHHOro IlIpesunenra Ykpainu — Bonogumupa 3eneHCHKOro 3a JI0INOMOTOIO
aHaNizy METOAaMH MaIlMHHOTO HAaBYaHHS MOr0 CTOPIHKH B COLUaJbHIH Mepexi
Twitter.

Couianbni Mepeski B Ykpaini Ta cBiTi

3rigHo 3 maHuMu 3a skoBTeHb 2021 poky, Hamanumu Statista [1], Facebook
Hamiaye 2,895 Mimpspu aKTHBHHUX KOPHUCTyBadiB y cBiti, Instagram — 1,393
Miabspau, a Twitter — 463 wmineiionn. Research & Branding Group mpogena
JIOCTIDKEHHS. BUKOPUCTAHHS COIIAIBHUX Mepex B Ykpaini 3 20 ciuns mo |1
mororo 2021 p., B pe3ynbrati sKOro BusiBJeHO, o Facebook e Haiibinbiior
COLIIAJIBHOIO MEpeXero B YKpaiHi, IKy BUKOPUCTOBYIOTh 59% moneid, Instagram —
30%, Twitter — 6%. Yucno KopHCTyBadiB POCIHCBKHX COLHaIBHUX MEpEX 3
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KOXXHUM POKOM 3MEHIIY€ThCS 1 CTAaHOBUTH 5% Juist OnHOKNAcHUKIB Ta 3% s
Bxonraxkri [2].

36ip nanux 3 Facebook myxe cunpHO 0OMexeHHUH Ta OTpUMaHHS GiNbIIOCTI
MepCOHANBPHUX ~JaHHX CcyBopo 3abopoHeHe. Instagram, mepm 3a  Bce,
BHUKOPHCTOBYETHCSI A TONIMPEHHS CBITIIMH Ta Bileo, HDX U1 TEKCTOBHX
MOBIJOMJICHh Ta BIUIMBY Ha mroaeil. Pociliceki OngHoknacHukH Ta BKoOHTakTi,
3a3BUYali, BHUKOPHUCTOBYIOTBCS JIMIIE TPOPOCIMCBKMMH KaHIWJaTaMH Ta
BHOOpIsAMH. Y Toii e yac Twitter Hagae Garato MOXIMBOCTEH st 300py JaHHX
3 BHKOPHUCTaHHIM BiIKPUTOTO MPHKIAIHOTO MporpamHoro inrepdeiicy. Bimomi
yKpaiHChKI TouiTHkH (Hampukian, Bomogumup 3enencekuit ta  Ilerpo
ITopomieHko) BUKOPUCTOBYIOTh IIO COLIAJIbHY MEPEeXy Ul CIUJIKYBaHHS SIK 3
CHIBBITYM3HHKAMH, TaK 1 3 MDKHapomHMMH TapTHepamu. Came ToOMy JUis
HOJIAJIBIIOTO AOCHiKEHHs Oyii0 006paHo couianbHy Mepexy Twitter.

Onuc ajropuTMy

i BUSIBIICHHS MOJITUYHOTO peUTHHTY Bomoammupa 3eneHChKOTO B mepion 3
07.11.2020 mo 28.02.2021 p. 30upamucs YyHIKaIbHI iIXeHTHU}IKaTOpPH BCIiX
nepeIuIaTHUKIB YuHHOTO [Ipe3nnenta YKpaiHu ofuH pa3 Ha THXICHb. Y Hepiox
JOCIIUKEHHST Biamucanocsi 3i cropiHkn Bonoxumumpa 3emencekoro 8 289
obnikoBux 3ammciB. HactymHum kpokom Oymo 3ibpano 639 960 mnosimomiieHsb
JaHUX OONIKOBHMX 3alMCiB, HAMKMCaHi 3 TI0YaTKy NPE3UJCHTCHKOI KOMIaHil
Bomnoxumupa 3enencrkoro, sika modanacs y cigai 2019 pomi. Takum unHOM, Oy
oTpuMaHi moBimomsieHHs 3a mepiog 3 31.01.2019 mo 31.03.2021 p.
IIpoananizyBaBmu iX 3a JOMOMOTOI0 METOMIB MAIIWHHOTO HAaBYAaHHS Ta TiCISL
arperamii TOMICSIYHO, BIAJIOCS OTPUMATH pe3YyNbTaTh OJM3bKI 1O HaJaHUX
comiosioriynoro rpymoto «Peittuary [3]. OtpuMani pe3ynbTaTn 300pakeHO Ha
puCYHKY 1, Je 3eJeHMM KOJbOPOM BiJMideHI pe3yslbTaTH COLaIbHOTO
OINUTYBaHHS, 2 YePBOHUM —OTPHMaHI B pe3yJIbTaTi eKCIEPUMEHTY.

BucHoBKkH

B naHoMy mocnmifpkeHHi 3alpONIOHOBAHO METOJ aBTOMATHYHOTO BHSBICHHS
MOJNITHYHOTO PEHTHHTY 3a JOMOMOrolo comiansHoi Mepexi Twitter. Iliaxin
0a3yeTbCsl Ha aHami3i NMEpeqIUIATHUKIB Ta THX, XTO BIJIHCABCS, a TaKOX iX
moBioMIIeHb.  EXCieprMeHTanbHO  OTpHMaHi  pe3ylbTaTd Ha  CTOPIHII
Bosonumupa 3eNeHCHKOTO MiATBEPKYIOTh, 10 AaHWA METOA MOXE HaJaTH
3HAYEHHS,0MM3bKI 10 JaHMX COLIOJOTIYHMX ONMHUTYBaHb. J[s MOJAJBIIOTO
MOKpAIIEHHS Pe3y/IbTaTiB He0OXiHO BPaxOBYBaTH A0JAaTKOBI MapaMeTpH, a caMe:
reorpadidHe po3TallyBaHHs, BiK, MaTepialibHAI CTaH MepeaIiaTHIKa. Takox Mae
CeHC BBECTH BaroBi Koe(il[ieHTH 3 TONPaBKOIO KUIBKOCTI JIIOACH, sKi
KopHcTyoThCss Twitter BITHOCHO BChOTO HACeNeHHs YKpalHH, OCKIIBKH JaHOIO
COLIIAJIBHOIO MEPEXKEI0 NMEePEBAXKHO KOPUCTYETHCS MOJIOIb Ta JIOAU 3 BEIUKHX
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PO3NOALJIEHI IHTEJIEKTYAJIBHI ATEHTH JOBYBAHHS
KOHTEHTY I3 COLIAJIBHUX MEPEX

A.M. Co6omnes’, J.B. Jaupe™?
! Hanjionanbrnit Texuiunmit yaisepcuter Yipainn "KuiBcbKiit moTiTeXHidHRAIL
iHcTUTyYT iMeHi Irops Cikopcebkoro", Kuis, Ykpaina
2 IncrutyT mpobieM peectparii indopmarii HAH Ykpainn, Kuis, Yipaina

dwlande@gmail.com

3amponoHOBaHO PO3IMOUIEH] areHTH JOOYBaHHS KOHTEHTY i3 COLaTbHUX
Mepex, SKi CKIagaeThCd 3 ICKUIBKOX CEpBEpiB, IO MPOBOAATH 30ip
iHpopMamii 1 po3MilleHi B PIi3HUX JdaTa LEHTaX, SKi KOHTPOIIOKIOTHCS
€IMHOIO 1HTEJIEKTYaIbHOI CHCTEMOIO, SKa 3a0e3leuye HaJe)KHUN piBEHb
BiJIMOBOCTIMKOCTI Ta JIOCTOBIPHOCTI OTprMaHoi iHdopMarii.

OCTaHHIM YacoM COMIaJbHI MEpeXi CTaaW 3pYYHUM Ta CPEKTUBHHM 3aCO00M
KoMyHikanii. BoHu HajmaroTe BennuesHy cBoOoxy niii B iH(popMauiiiHOMY
MpOCTOpi, SKUH € BIAKPUTHM Ta JOCTYIHHM Ui Bcix Oaxarounx. [lpu
edeKTHBHOMY X BHKOPHMCTaHHI BOHM CTalOTh IOTYKHHM IHCTPYMEHTOM [UIs
mposenennss OSINT (Open-Source Intelligence) ta Bogrouac qar0Th MOXKIUBICTH
OTPUMAaHHSA CTPATETiyHO BAXIMBOI, aie 3aralbHOAOCTYHHOI iH(opMmamii y
MUTAaHHAX HAI[lOHATBHOT Oe3MeKH Ta KpUTHYHOI iH(opMarlii, 1o J03BOJISE
MPOBOJUTH OLIHKY HACTPOIO CYyCHIILCTBA y BU3HAUCHOMY iH(OpMAIiHHOMY MOTi.

[MomymnsipHi  comianbHi Mepexi 30epiraloTh Ta KOHTPOJIOIOTH BEIUYC3HUI
00’€eM TaHHUX MPO MOBCIKICHHE KUTTS Ta COLIANIbHI B3a€MOIT JIFO/ICH 1 TOMY BOHH
TIPUCKIIIMBO MEPEBIPATH KOXKEH 3alUT, 10 MPUXOIHUTh 10 HUX Ta HE JO3BOJISIOTH
CTOPOHHIM cepBicaM 0e3 IX 3roau KOIioBaTh Taky iHdopMarito cobi. Y pasi konn
i CepBICH IOMIYAIOTh HECTAHAAPTHY MOBEMIHKY BiJ KIi€HTA, MO0 POOHUTH 3alHT
[0 iX TaHWX BOHH HETaliHO 3a0J0KOBYIOTH HOMY JOCTYII Ta HaJalli MPHCKIILIHBO
NePEBIPSIOTh 3alMTH, 1110 NpuxoaaTh 3 IP Address 3abnokosanoro kimienta. I1i mii
HPOBOKYIOTh JI0 BHKOPHUCTaHHS IEBHOI TEXHOJOTIl y TakKMX KIi€HTIB, 00
3a0e3MeynTH CTaHAAPTHUI PiBEHb MOBENIHKM, L0 NPHTAMAHHUN 3BHYaliHOMY
KOPHUCTYBady iX CepBiCiB.

Jns  3a0e3meyeHHs MOMKIIMBOCTI  OJJHOYACHOTO  IpOIeCY  J00yBaHHS
iHpOpMAIIil 3 cOLiATFHUX MepeX 0e3 BHKOPUCTaHHs CTOPOHHIX IUIATHUX CEPBICiB
Ta JUIi KOHTPOIIO 1 YNpPaBJiHHS TakKOK CHCTEMOK 3 €IHHOrO MicId,
3aIPOIIOHOBAHO BIPOBAJIUTH KOMAH[H areHTiB, L0 JO3BOJISIOTH 3aBAHTAXKYBATH
JaHi Ta 0OMiHIOBaTHCH Takolo iH(opMaliero Mixk coboro Ta 3abe3nedye HiNiCHICTh
OTPHMAaHMX JAaHHX 1 PO3IO/IiJisie HABAHTAXKEHHS M)k CO00I0.

OCHOBOIO sl KOHTpOJIIO, YIPAaBIiHHS, CHHXPOHi3alii HaBaHTaXEHHS Ta
CYMiCHOI pOOOTH areHTiB BHKOPHCTaHO JOKYMEHTO-OPI€EHTOBaHYy CHCTEMY
KepyBaHHs Oazamu manux MongoDB, mio mosBossie 36epiratu iHpopMartie npo
3allyCKH areHTiB, CIIMCOK iX JDKepesl Ta anroput™M ix moseminku. NOSQL 6aza
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nmaarx MongoDB 103Boisi€ 3 JETKICTIO BIPOBAHKYBATUCh Y HAHOIbII MOMyIISpHi
omepamiiiHi CHCTEMH, HEBHOAriaMBa JO0 pECypCiB Ta BHUTPUMYE BEJHKE
HaBaHTa)KEHHS

OCKiJTbKM CHCTEMH YIPAaBIiHHS JOCTYIIOM B MOIYJIPHUX COLIaJbHUX
Meperkax HalllIeHI Ha BHSBJICHHS HECTaHAAPTHOI MOBEIIHKH KOPHCTYBadiB, IO
THM CaMUM IPH3BEJIO TO CTBOPEHHS e()eKTHBHOIO arOPUTMY JOCTYILy areHTa 10
TaKUX MEPEXK, SIKMHA 06a3yeThCsl Ha KUIBKOCTI 4acy MPOBEICHOrO B IINX MEpexax,
00’eMi iH(popMalii, o 30UpaeThCs 32 OJMH 3alUT Ta KIJIBKOCTI iHpOpMAILis, 110
HaJA€ThCSl TAKUM areHToM. TakoXX CNif BIAMITHTH, IO OCHOBHOIO YBAarol TaKUX
CepBICIB € TOBEIIHKA KII€HTIB B HIYHMI dac (i3 perioHy 3 sIKOro BiIOyeThCs
3aMUT), OCKUIBKM B TaKW{ TepioJ] KUTBKICTh 3alMTIB BiJl KII€HTIB Mae
MIHIMI3yBaTUCh a B IHIIOMY BHNAJKy TaKHH KII€HT BXe € 00’€KTOM JUIsi
JIOCIII JDKEHHS.

Jnis po3moaineHoi B3a€MOIii BHKOPUCTAHO 3 CEPBEPH, IO TEPUTOPIabHO
PO3MIIIEHI B Pi3HUX JaTa IEHTpaxX Ta 3HAXOAATHCS Ha BEIHKHX BiACTAHIX MiX
coboro:

1. Hinepnanau;
2. VkpaiHa;
3. Cnonyuewni llItatn Amepuku.

Ha manux cepsepax Puc. 1 posropayro MongoDB kiactep, iHTeIeKTyaIbHY
CHCTEMY YIpaBIiHHSI Ta KOMaHOW areHTiB Uil Jo0yBaHHA iHQopMmarii.
ITpoTokonaoM Uisi KepyBaHHS Ta B3a€MOJIl MK areHTaMH BHKOPHCTOBYETHCS
npotokosl HTTPS, ockinbku BiH ABISA€ThCS HAMOUIBII MOMYISPHUAM B TI00aNbHIN
Mepexi [HTepHeT, 103BOJSE€ MIBUIKO ONTHUMI3yBaTH KOMAHIH UL MEPEKEBHX
areHTiB Ta Ma€ HAJIS)KHUH PiBeHb OE3MEeKH.

Komasna arentin Komanza arenia

=
C1 - 5 )
& .5 . ()
L ) . [}
Tireprer Zona UA Cepacp UA R ‘Cepacp NL Tireprer Zona NL

Kascrep
MongoDB,

Cepaep US P — "‘v‘ “‘
w !
3 ! W%

f— Iirepiier Zona US

e el
Komaiua areutis

Puc. 1 — Cxema po3noginenoro nodysatHs iHpopMarii Ha OCHOBI 3 cepBepiB
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Takox aHi KOMaHIW areHTiB BUKOPUCTOBYIOTH B OCHOBi apxitekTypy RESTful
cepBicy, IO M03BOJIsIE e()EKTUBHO IPOBOAWTH HAJANITYBAHHSI Ta IX KOHTPOIb
poboru. Takoxk, B OCHOBI iX B3aeMoJiil BHKOPHCTOBYIOTHCS CHCTEMHI
moBimomieHns Tumy Heartbeat, mo mo3BoNIOTE edEeKTHBHO MOCIHIKYBATH
JKUTTEBUH IIMKJ arcHTIB i y pasi BIIMOBH OYAb-SKOTO 3 HHUX IIBHIKO BUSIBHTH
npo6ieMy 6e3 BTpaTH OTPUMAaHUX HUM JaHUX.

3anponoHOBaHI KOMAaHAM areHTiB V SBISIIOTH COOOI0 KJacTep BHCOKOI
JIOCTYIHOCTi, y SKOMY IpPH BiIMOBI OJHOTO areHTa Horo (yHKUii mepeiiMmae
iHIIUH JOcTymHU# areHT. TakuM dYuHOM, mpomec noOyBaHHA iH(opmarmii i3
COLIAIbHUX ~ MEpeX IMPOJOBXKYE IpAaLIOBaTH 0e3  3YNHHKH  3aBASKH
IHTeNIeKTyalbHIi cucreMi KoHTpomo ImxX areHTiB. Illo6 moOyxmyBaTtn
BIZIMOBOCTIHKY CTPYKTYpY, HOTpiOHO MiHIMYM J1Ba (hi3HU4HI CepBepH i3 cUcTeMaMu
30epiranHs JaHWX, TOMY Ul 3a0e3NedYeHHs] BiIMOBOCTIMKOCTI y ABYX CepBepiB
BHUKOPUCTOBYETHCSI JONOMDKHHN TpPeTiH cepBep, SKHH HO3BOJSIE e(PEeKTHBHO
BHUKOPUCTOBYBAaTH PECYpPCH Ta PIBHOMIPHO PpO3NOJUIATH HaBaHTAXKECHHS MIDK
JByMa cepBepamu. Takoxk, IHTEJeKTyBalbHa CHCTEMa KOHTPOJIIO 32 MEPEKEBUMHU
areHTaMH TIPALIOE 33 TAKUM IPUHIUIIOM: SKIIO OJUH 3 areHTiB BUXOIHUTb 3 JIafy,
B poOOTYy aBTOMAaTHYHO BKIIFOYAETHCS IHIIMKA MPH LBOMY iile OMOBILICHHS NPO
30iff areHTa. 3arambHa JIOTiKa KJacTepa areHTIB CTBOPIOETHCA JIMINE HAa PiBHL
MPOTPAMHHX MTPOTOKOJIIB 1 Ja€ MOXKITUBICTb:

1. KepyBatm BciMa MepeXeBUMH areHTaMH 3a JIOIOMOTOIO OJHOTO
IHTEJIeKTYaIbHOTO MOYJIS;

2. JlomaBat Ta BOOCKOHANUTH MPOTPaMHIi Ta anapaTHi pecypcH, 6e3 3ynmuHKH
CHCTEMH Ta MacITAOHUX apXiTEKTYpPHUX NEPETBOPEHbD;

3. 3abesmeuyBatu 6e3nepebiiiHy poOOTy CHCTEMH MPU BHXOMI 3 JIaAy OJHOTO
a0o IIByX areHTiB;

4. CUHXpOHI3yBaTH JaHi MiXk KJIaCTepaMH arcHTiB;

5. EeKTUBHO PO3MOIUIATH 3aIIUTH Ha KJIACTEPH areHTIB.

OnuH i3 cepBepiB, IO BXOISTh IO CKIaAy KJIAcTepa, € LEHTPAILHUM CEPBEpOM
knmacrepa. LleHTpanbHMiA cepBep, KpiM OOCITyroByBaHHsS KITI€HTCHKUX 3'€HAHb,
yrpasiisie poOOTOI0 BCHOTO KiIacTepa i 30epirae mpu MboMy peecTp Kiiactepa.

Ilin wac BcTaHOBNEHHS 3'€HAHHS areHT 3BEPTAETHCA JO ICHTPAILHOTO
cepBepa kiactepa. lleHTpanmbHHH cepBep, Ha OCHOBI aHAaNi3y CTaTHCTHKH
3aBaHTaKCHOCTI areHTiB, CHPSIMOBYE HOr0 O KOHKPETHOTO poOOovoro mporecy,
AKUH HOMY HEOOXiZTHO BUKOHATH.

OTxe TOJIOBHMM 3aBJaHHSIM KJacTepa arcHTIB € BHUKJIIOYCHHs IPOCTOIO
CHCTEMH Ta HAJaHHs 3BITiB, CKIIbKM areHTH 3i0paiu cami, a CKUTbKH B3SUIH B
iHIMX areHTiB. B imeami Oyne-sAKWid IHIWICHT, NOB'I3aHUK 13 30BHIMIHIM
BTpYYaHHAM ab0 BHYTPIIIHIM 300€eM y poOOTi pecypcy, MOBHHEH O3BOJIATH
TIPOJOBXKYBAaTH POOOTY CUCTEMH.
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BucHoBku

Ha ocHOBI mpoBeneHOTO TecTyBaHHS Ta OLIHKM POOOTH JaHMX MEpEKEBUX
areHTiB, 10 JOOYBAaHOTh KOHTCHT i3 COIIaJJbBHUX MEPEkK Ta CKIANAITBCA 3 3
cepBepiB, MOXKHa 3pOOHTH BHCHOBOK, NP0 e(eKTHBHICTh 3alpONOHOBaHOL
B3a€EMOJIi€ OCKUIBKH 1€ HAIal0 CUCTEMI HaJIeKHWH PIBCHb BIIMOBOCTIMKOCTI Ta
JOCTOBIpHOCTI ~ oTpuMaHoi  iHpopmauii 1 3abe3meymsio  PiBHOMIPHICTH
3aBaHTAXXECHHS KJIAacTepiB areHTiB. TakoXk MpeICcTaBlIcHA CHCTEMa BUKOHYE 3a/1adi
0e3meku cepBiCYy MOHITOPHHTY, L0 J03BOJISE 3a0€3NEYNTH IIUTICHICT OTPUMAHUX
JAaHHUX, OOXOIsiuM OOMeXeHHsA y 300pi iHQopmarii, AOCTYNHICTh NaHHUX IS
MOHITOPHHTY 1 HOBHOTY OTpUMaHoi iHpopMmarii. ¥ pasi, SKIo s IKOCh KpaiHu
iHpopMmarist Oyae 3MiHEHa, areHTH IIPU B3aeMOJIl MK co0OI0 BioOpasisATh Ii
3MiHH 1 30epeXKyTh BCi KOMIT OTpUMaHHUX JaHHX.
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MNPUHSATUE PEIIEHUANA OPTAHUSAIIMOHHOI'O YIIPABJIEHUSA HA
OCHOBE OHTOJIOI'MA JEATEJBHOCTH

A.B. HI/IKI/IQ)opOBl, AT. lononos?, B.T. l'IyTﬂTI/IH2
! XapbKOBCKHI HAallMOHAIBHBINA yHUBepcuTeT Bosnymnsix Cuin
ZI/IHCTI/ITyT mpo6ieM peructpauuy nHpopmaru HanmonansHo# akageMun HayK
Ykpaunsl, r. Kues

KoneuHoii 1menpio mporecca BBIPAOOTKH —pEIICHHS [0  YIPaBICHHUIO
OpraHm3anuel Ui MPOBEACHMS KaKoro-IM00 MaHEBpa SBISETCS: (POPMUPOBAHHUE
HepedHsi 3agad A IOJApa3IeleHHil; OINpeieNieHne BPEeMEHH M O4epETHOCTH
BBINIOJTHEHYSI TIOCTAaBJICHHBIX 33/1a4; paclpeleleHHe HMEIOIUXCS PEecypcoB IO
3ama4aM  (TIOJpa3/eNieHusiM); YCTAQHOBICHHE TOpsiika (YHKIMOHHPOBAHUS
ToJIpa3/ieNieHNi TP pPelIeHN! IOCTaBICHHBIX Hepen HUMH 3amad. [lo cremeHm
JeTaTn3auy BEIpabaThIBaEMOE PEIICHHE OXBATHIBAET BA HIDKEPACIIONOKEHHBIX
HepapXHUEeCKUX YPOBHS pPACCMAaTPUBAEMON CHCTEMBI YHpaBieHHs. To ecTh
pelieHne mpopabaThiBaeTCAd BIUIOTH A0 Lexa (HMOoApa3feneHus), OTAEIbHOTO
NPOU3BOJICTBA, OTJEIBHON MacTepckoil (boeBoro pacuéra, skumnaxa). [Ipu sTom,
KaKk IPaBHJIO, YYUTHIBAaeTCs (HhaKTop NEePCOHU(UKANNK (JIUYHBIC WHTEPECH!
(IpenrnoYTeHns) 1 BO3MOXKHOCTH (KOMIETEHTHOCTB) HctonHutenei). [Ipu stom,
HEepPEeUYHCIICHHBIE IapaMeTphl pPEIIeHWs, KaK IPaBWIO, OIpENCNSIIOTCS Ha
OCHOBAaHUH €JMHOBPEMEHHOH (OJHOLIATOBOI) YIPaBIEHYECKOH MPOLEIyphl CO
CTOPOHHI Jinia, mpuauMaromiero pemienue (JIIP). Takue npuémel, Hapumep, Kak
MIOIIar0BO€  NPHONIDKEHHE K HCKOMOMY  DEe3ylbTaTy IyTéM  PeIIeHUs
TOCTIEIOBATENHbHOCTH (KacKa/ia) SKCTPEMAaJbHBIX 3a/1ad, B OOJBIIMHCTBE CIIyYacB
He TpUMEHHMMBL. Bce  cocTaBmsiomue — pemieHHS — MMEIOT  CHIIBHYIO
B3aHMO3aBHCUMOCTh. HEBO3MOXXHO BapbHpOBaTh KaKylO-IHOO OTIENBHYIO 4acTb
CHCTEMBI, 3aMOpPO3MB €€ OKpyKeHue. PelieHne nmpuUHMMaeTcsi cpasy MO BCEM
acIieKTaM, BO BCEH IOJIHOTE NMPEACTAaBICHHS IIPOLIECCOB yIPABICHUS.

OnmHMM W3 BO3MOXKHBIX METOJIOB pEIISHUS] 3TOW MpoOJIeMBbl BBICTYHaeT
aBTOMATU3aNusl MPOIECCOB OPTAaHN3AIMOHHOTO YIPABIEHHS. JTO 00yCIaBINBaeT
aKTyaJbHOCTh HAyYHOW 3aJadll 10 OCYIIECTBICHHIO (OPMAIN30BAHHOTO
TIPEACTABIICHHS ITPOIIECCOB OPTAaHU3AOHHOTO YIIPABICHNUSL.

PasButne  Momenmeld M METOJOB — OPTraHM3AIMOHHOTO  YIPABICHHS
OCYILECTBJISIETCS 10 TakKUM TpEM MaruCTpalbHBIM HAIMpPABJICHUSM, Kak:
neranusanus [1] — [3], yuér pakropa akTHBHOCTH (CyOBEKTHOCTH) HCIIOIHUTEIEH
[4], [5] n ananrranus [6] — [8].

Pemenus, mpuHuMaeMble B TPEX3BEHHOH cHCTEME YIpPaBIEHUS, HMEIOT
HepapXWUYecKyl0 CTPYKTypy. Bepxumii (TpeTwii) uHepapXxWdeckuii ypOBEHb
npencraBieH paeiictBusmu, A;, i=1, ..., H, KOTOpble pacKpbIBalOT 3aMbIcCel
OpraHM3allMOHHOTO MaHEBpa (omepamum). B obmem ciywgae, 3amblcen
MIPEACTABIsIET COOO0I0 HEKOTOPYIO CTPYKTYpPY, KOTOpas pa3BOpadHBACTCSI BO
BpeMeHu. CpenHuil (BTOpoil) ypoBeHb MNpeNCTaBIE€H MAEHCTBUSAMH, KOTOpBIE
aeranusupyror 3ambicern, Bij, i=1, ..., H, j=1, ..., N;. Dro 3amaum ornenbHbIX
CyOBEKTOB KOPIOpaLUH, NpeANnpusaTHH, moapazneneHuil. Hwxnuil (mepsblii)

30



YPOBEHb — 3TO ICHCTBHS OTHCIBHBIX HCIIOJHMTENEH, OTAECNIBHBIX TEXHUYECKHX
KOMIUIEKCOB, 3Tallbl BBINONHEHHA OTHENBHBIX 3a1ad BTOporo ypoBHS, Cij,
i:1, ooy H, j:]., ey Ni, k:]., eey Mi'j. 3£[eCB H, Ni, Mi'j, i:l, ey H, j:l, . Ni —
KOJIMYECTBO JICHCTBHH, COCTABIISIOINX 3aMbICEI, i-0¢ ACHCTBHE BTOPOrO YpOBHS
" ij-0oe neficTBHE IIEPBOTO YPOBHSI, COOTBETCTBEHHO.

CdopMupoBaHHbIH UIaH JEHCTBUI MOXKHO 3alKcaTh Kak IBOMHON OyreaH

MHOKECTBa OWHApPHBIX OTHOLICHWI jeiicTBuil 3ambicna A;, i=1,...,H wu
JUCKPETHBIX MOMEHTOB BpeMenH t,, =1, ... , T
P=B(BAxA4)xt), @

rae P — chopmupoBanHOe perienne (T1aH).

B cBoro ouepenp kaxkagoe AEHCTBHE 3aMbicia €CTh JABOHHOHN OyneaH
OMHApPHBIX OTHOIIECHHH NEWCTBHI BTOPOTO YPOBHS M ITUCKPETHBIX MOMEHTOB
BpPEMEHU

A=B(B(BXxB)xt). (2)

Jnst neficTBUi BTOPOTo ypoBHS, 1o aHasoruu ¢ (1) u (2), MOXKHO 3amucarhb
B=B(B({C xC)xt). (3)

C yuérom (1) — (3), chopMUpOBaHHOE PEIICHHE MOXKET OBITh 3aIMUCAHO KaK
P =BBB(B(C xC)Xxt). (4)

bynean OWHapHBIX OTHOLICHWH AEHCTBHH IEpBOro ypoBHS (ITallbl MIH
JJIEMEHTHI BBINIOJHEHUs 3a1ad CYOBEKTOB KOPIIOPAIMH, IEHCTBUS OTACNIBHBIX
UCIIOJIHUTEIE M TEXHHYECKHX KomiuiekcoB), [J(CxC), ecTb OHTOJOTHS
JeATebHOCTH OpTaHU3aIHH.

Takum 00Opa3om, mpomecc NPUHATHSA PEMICHHS BBINIIANT KaK TPEXKpaTHAs
TPYNIUPOBKA 3JIEMEHTOB OHTOJIOTHH M IUCKPETHBIX MOMEHTOB BpeMeHH. To ecTb,
roBopss O (OpManM30BaHHOM TNPEJCTABICHUM IPOLIECCOB  YIPABICHUS
OpraHu3alyUsIMU, CIeyeT BBIICIUTh 3aJa4i: pa3paboTKU MPOLEAYp TPYNIHPOBKH
JJIEMEHTOB OHTOJIOTHH, a TAKXKE — CHHTE3a, COOCTBEHHO, OHTOJIOTHUECKOH CETH.

Ha ocHOBaHMM TOJNydEHHBIX pE3yJIbTaTOB MO HpoeKkTupoBaHuro ACY
OPTaHM3aIMOHHOTO YNPABIEHHS CIEAyeT BBIACIUTH CIEAYIONINE aKTyalbHbIE
3aJa4n Uil JATbHEHIINX HAaydHBIX HCCIEAOBAHHH. OTO, BO-NIEPBBIX, 3a/1ada
TpaHchOpManuy TPOCTPAHCTBA MNPUHATHA pEIICHHHA B COOTBETCTBHU C
MEHSIOIIMMHICS acleKTaMH YIpaBleHHs. Bo-BTOPHIX, 3amada KOHCTPYHpPOBAHHS
(M3MeHeHHUs) CHCTeMbI MpPOLEAyp, 00eCHeYHBaIOIUX KOJMYECTBEHHYIO OLIEHKY
albTepHATUB B  JAHHOM IIPOCTpaHCTBe. B-Tperbux, 3amaua cHHTe3a
AIbTEePHATUBHBIX PEIICHUN U3 3JIEMEHTOB OHTOJIOTUH JESTENbHOCTH.

Tpancpopmayus npocmpancmea npuHamusi peuieHuti 8 COOMEEMCMEUU ¢
acnekmamu ynpagieHus

YéTko  3amaHHOE  INPOCTPAHCTBO  NPUHATHS  PEIICHHH  ITO3BOJISET
(opMan30BaTh, a 3HAYNT M ABTOMATH3HPOBATH, TAKHE 3JIEMEHTHI KPH3HCHOTO
yIpaBlICHHUS, KaK:

—  KrnaccupUKamys THHOTETHYECKUX COCTOSHHN JUIL  Pealm3yeMoro
YIIPaBJIEHYECKOTO MAaHEBPA WM, MHAUe — TeHEPHPOBAHNE BAPHAHTOB AIbTEPHATHB
JUISL IPUHATHS PEILCHUIH;

—  KOJHMYECTBEHHAs OLICHKA ATbTEPHATUB IIPH IPHHATUH PEIICHUS,;
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TpyAHOCTBIO, HPUMEHHUTENBHO K MOCTPOEHHIO IPOCTPAHCTBA MPHHATHS
pelieHuii, SBIAETCS IIOJNydeHHe NpeNelbHO OOOOMIEHHBIX XapaKTePHCTHK
OITHCaHHUS THIOTETHYECKUX YIIpaBICHYECKIX CHUTYaIHH. JlanHb1e
XapaKTePUCTUKU JOJDKHBI OBITh HMHBAPHAHTHBI K W3MEHEHHSIM acIleKTOB
YIIpaBJICHHS, a TAKKe JIOJDKHBI O3BOJIITh MX Pa3BOpPAaYHMBaHUE (JIETAIN3AIMIO) C
yu€ToM 0COOEHHOCTEH (ACTIEKTOB) pea3yeMoro yIpaBleHYeCKOTO MaHEBpa.

Tlomyuenue npenenbHO 000OIMIEHHBIX XapaKTEPUCTHK AJISI pacCMaTPUBAEMBIX
MPOLECCOB YNpPaBIEHUS €CTh HETPHBHANbHAs 3ajada, KoTopas TpeOyeT, A
3¢ }HEeKTUBHOTO CBOEro peleH s, GOJBIIOro MPaKTHYECKOrO ONbITa B KOHKPETHOMH
obnactu nesTensHOCTH. Tak, B o6iacTu BoeHHOM crpareruu, A.A. CBeunHbM [9]
B KaUeCTBE TaKMX 000OIEHHBIX MapaMeTPOB BHIIEISUINCH: IIPOCTPAHCTBO; BPEMS;
cuia (BOoeHHas cuIa). Jlnst COIMATIbHO-D)KOHOMHUYECKUX CUCTEM,
ILT. Ky3nenoBeiMm B [10], kak mpeaenbHO-0000MEHHBIE XapaKTCPUCTHKH,
paccMaTpPUBAINCh: MOIIHOCTH NPOM3BOCTBA, MOITHOCTh IPOU3BOACTBA YHEPTHH;
3¢ EeKTHBHOCTD HCHOJIB30BAHUS IPOM3BOIUMOTO MPOILYKTA; CKOPOCTh N3MEHEHHS
coruansHo-Heobxoqumoro Bpemern. B [10] orMedanock, 4ToO HHBAPHAHTOM, IO
OTHOIICHUIO K pa3IMYHBIM CHCTEMaM KOOPAWHAT (acHeKTaM YIIpaBICHHUS),
SIBJIETCSl MOITHOCT. [Toka3areny, MMeronye B CBoei OCHOBE (paKTOp MOLIHOCTH,
€CTh HMHBapHaHT NPH IIOJIMACIEKTHOM YIPaBICHHH, OHH IPEICTaBIIIOT
NpeNenbHO-0000IEHHOe  ONKMCAaHWE  IPOCTPAHCTBA  HPHUHATHSA — PEIICHUIL.
CremoBaTelbHO, HWCCIENOBAHUS MO IIOCTPOCHHIO IIPOCTPAHCTBA IPHHATHS
pelIeHH JTOJDKHBI JIeKaTh B pyClie HMHTEPIPETAlMU TOHATHH «MOLIHOCTHY,
«U3MEHEHHE MOIIHOCTHY», «CKOPOCTh IEPefadydl MOIIHOCTH» II0 OTHOIICHHIO K
ABTOMATU3UPYEeMOH JESTENBHOCTH. OJTO HacT BO3MOXHOCTH C(OPMUPOBATH
HCXOIHOE NMPOCTPAHCTBO, MHBAPHAHTHOE K YIUTHIBAEMBIM aCIeKTaM yIpPaBICHUS.

Janee, 1 KOHKPETHU3AIMK WK JAETATN3aluH 0000MEHHBIX (MHBApUAHTHBIX)
MoKas3arened JUisl YINpaBJIeHHs] [0 YCTAaHOBJICHHOMY acIeKTy, LeliecooOpa3Ho
HCIOJIb30BaTh METO]] KaTeropHainbHOro aHanusa [11].

Koncmpyuposanue  (usmenenue) cucmemvl npoyeoyp, 006echeuusarouux
KOUYECMBEHHYI0 OYEHKY albMepHAMUeE 6 aKmyanibHOM NPOCMPAHCmee RPUHAMUSL
peutenuti

Hcmons3yeMsle B Ipomecce NPHHATHS —peIIeHHH  (opMaan30BaHHBIE
TIPOLETyPhI IOJDKHBI OBITH aKTYaJbHBI: COAEPKAHUIO U XapaKTepy YIpaBIsIeMOTro
mporecca, a TakKe IeJNH W YIUTHIBAeMbIM acleKTaM YIpPaBICHUS. JTO KacaeTcs
NpOLEIYP «BOCCTAHOBJICHHS» TEKYIIEr0 COCTOSHHS M (OPMHUPOBAHHS KOMaHI
(pacniopsikeHui).

3agauya cuHTe3a mpouexypHoro pernamenta (IIP) moxer ObITh 3amucaHa Kak
3aga4ya OTBICKAHHUA MNEPEYHA U O‘{Bpé}lHOCTI/I AKTUBAIlUH (bOpMaJ'll/ISOBaHHbIX
TIponeRyp U3 MPOIEAYPHOH OHOIMOTEKH MO KPUTEPUI0 MHHUMU3AINN «ITyTH» H
NpU  BBINONHEHHM  YCIOBHS  ONpefeleHHs 3HA4eHHIl IapaMeTpoB W3
YCTaHOBJIEHHOTO TIepedHs. J{yis peneHus JaHHOH 3a1a9i MOTYT OBITH IIPHMEHCHBI
H3BECTHBIE AITOPUTMBI HAXOXICHMS ONTHMAJIbHOTO IMyTH. Taxke MOTYT OBITH
UCIIOJIb30BaHbl  METOABI TEH30pHOro ImpeoOpaszoBanusi cereit [12]. s
npuBeneHUs 3amauu cuHTe3a IIP k 3amade TeH30pHOrO MpeoOpa3oBaHUS CETH,
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HCXOJHYIO CTPYKTYpY MOJENIeH U MapaMeTpoB MPOCTPAHCTBA NPUHSTHUSI PELICHHS
ClleyeT MHTEePIPETHPOBAaTh B BUJEC IEKTPHIECKOH CeTH. DJIEeKTpHUUYecKas CeTh
ynobHa 1 (OPMAITU30BAaHHOTO OIMCAHUS CTPYKTYPHBIX CBSI3€H Pas3IM4HOTO
poxa. B oTiiume oT ApyruxX THIOB HEIEKTPUUECKHUX CETEH, IeKTpHIecKas CeTh
BCETZla OKpYXKe€Ha TMHAMUYECKUM JIEKTPOMArHUTHBIM II0JIEM, CO3/[aBaEMBIM €I0
caMOH ¥ TPOCTUPAIONIMMCA JIO OECKOHEYHOCTH BO BCEX HAIPaBICHHAX.
Hcnonb3yst Moaenb MHAYKIIMA M CAMOMHIYKIIMM B BETBSX 3JIEKTPUUECKOH ceTH,
yI0OHO ONHCBHIBATh PA3IMYHOTO pOJAa BHYTPUCHCTEMHBIE CBSI3U  MEXIY
3/IeMEHTaMU pacCMaTPUBAEMON CTPYKTYpPhI (OPraHU3aI[MOHHOM TOMOIOTHN).

Ha aroii ocHoBe I'. KpoHoMm Obuia TpeminokeHa METOIOJIOTHS TEOPETHUKO-
MHOKECTBEHHOTO M aire0panveckoro CHHTE3a TOIOJOTHi B (opMe Merona
aHaJIM3a U TEH30PHOTO MpeoOpa3oBaHus IICKTPHIECKUX cerei [12].

To ectp, ecnmum wuHTepnperupoBate [IP B BHAe MHOTOKATYIICYHBIX
SNEKTPUIECKHUX CceTeil — BO3MOXKHO HCIONIB30BaTh TEH30p Mpeodpazosanus Kpona
KaKk MEXaHM3M CHHTe3a CHCTeMBI INpOIEAyp C 3aJaHHBIMH CBOWCTBAMHU
(ycTaHOBIIEHHBIM II€PEYHEM NTapaMETPOB BXOAA U BBIXOA).

3agaya cuHTe3a mponexypHoro pernamenta (IIP) cocrourt B mckiroueHnn u3
UCXOHOM ceTu (OWOIMOTEKH mporeayp) Tex e€ (parMeHTOB, KOTOpBIC HE
HCIIOJIB3YIOTCS VIS ONIPEJIEIICHNUS aKTyasIbHBIX IapaMeTPOB.

TeH3opHBIE TNpeoOpa3oBaHUs, C IOMOIIBIO KOTOPHIX (opmupyercs IIP,
3aKiIodaroTcs B cnepyromeM.  CHawanma  OmpelersiioTcs  [apaMeTphl
reOMETPUYECKUX 00BEKTOB HCXOIHON CETH (TEH30p B3aNMOCOEIMHEHHH, BEKTOPBI
Y3JIOBBIX HANPSHKEHUH W Y3JIOBBIX TOKOB, TEH30p aaMuTTaHca) [12]. 3arem, s
MONYyYeHHBIX XapaKTEePUCTHK TEOMETPHYECKMX OOBEKTOB HCXOJHOW CeTH,
BBOJIATCS (popMaT30BaHHBIE YCIIOBUS, KOTOPBIE onpenestoT nmoTpeoHslii [1P. Ha
OCHOBaHWHM  pEIIeHHs O0Opa3oBaHHOW CHUCTEMBI JIMHEHHBIX  ypaBHEHHH
dbopmupyetcst uckombrii I1P.

Jnst aTOro HEoOXOAMMO Pa3IeNUTh KaTYyIIKH ceTd (y3JIOBbIE Maphl) Ha TPH
YCJIOBHBIE TPYIITIBL:

- TPYIITy Y3JIOBBIX Tap, KOTOPBIE MHTEPIIPETUPYIOT BXOJHBIE MapaMeTphl. To,
YTO MPUXOAUT C BHEIITHUX HCTOYHUKOB MH(POPMAIIUH;

- TPYNITy Y3JIOBBIX TIap, KOTOPbIE HWHTEPHPETHUPYIOT BBIXOIHBIE (IIENEBEIC)
HapaMeTpel;

- TPyNIly TPOMEXYTOUHBIX Y3JIOBBIX IIap, a TakXkKe Y3JIOBEIX Map, He
BOICAIHNX B NMEPECUCHb LEJICBBIX MapaMETpPOB. HpOMe)KyTO'—leIe Y3JIOBBIE T1aphbl
MHTEPIPETHPYIOT (opMann3oBaHHBIE MPOLEAYPbl WIM IapaMeTpbl, KOTOpPbIE
SIBIISTIOTCS TPOMEKYTOUHBIMHU TIPH NPe0Opa30BaHUM TaHHBIX.

Kaxxnoit rpynme y3/10BbIX Iap MpUCBaUBaeTCs MOPAIKOBEIH HOMEpP B MOPAIKE
MEePEIHCIICHUS] THX TPYMIL. Y3JI0BbIE TOKU (TOKH, IPUKJIAABIBAEMBIC K Y3JIaM IIpH
pa3pbiBe CeTH) B TpyIIe NPOMEXYTOUYHBIX Y3JOBBIX IAp paBHBI Hymo. Ha
Y3JIOBBIX MAPaX OCTATBHBIX TPYI (BXOMHBIC U IIEJICBBIE TAPAMETPEI) HAIIPSKEHHS
U TOKH HE paBHBI HymO. [ CrpymIIMpOBaHHBIX TaKMM 0Opa3oM Y3IJIOBBIX Iap
MCXOHOM CeTH MOXeT ObITh 3aIMCaHa CIISYIOIIas CUCTeMa ypaBHEHUH
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I, =YYE, +YZE,+YBE,,
I, =Y E, + Y2 E, + Y2 E;, (5)
I;=Y3'E, +Y32E, +Y3E;,

WM, C Yy46TOM paBEHCTBA HYINIO IPUIOXKEHHBIX Y3JIOBBIX TOKOB B

MIPOMEKYTOUHBIX Y3JI0BBIX IIapax:
I,=Y1E, +Y2E, +YBE;,
I, =Y E; +Y?? E, + Y2 E;, (6)
0=Y31E, +Y32E, +Y3E,,

rae YY — marpuna agMutraHcoB c)opMHpOBaHHBIX Ipymn Karymek; E;, I; —
BEKTOPBI HAMPSDKCHHUI U TOKOB Ha KaTyIIKax i-0# TpymIbl.

B 3amucaHHO} cicTeMe ypaBHeHuit TeH3opsl Y comepikat sneMenTH TeH30pa
aJMUTTaHCa NPUMUTHUBHOM ceTH, Y, CrpynnupoBaHHBIE IO ONpPEACIEHHBIM
npusHakam. Hampumep, Y1 comepkur 5ImeMeHTHI TeH30pa aiAMHTTaHCA
MPUMHTHBHOH CETH, XapaKTepH3YIOUIMe B3aNMOBIMSHHME KaTyImIeK IIEpBOH
TPYIIIBL.

Ha ocHoBaHmM c(OpPMHPOBAaHHONH CHUCTEMBI ypPaBHEHHH MOXET OBITh
BBIYKCJICH BEKTOP HANpsDKEHUI Ha y3JIOBBIX Iapax TpeThel rpynmsl. Te y3iaoBble
napel, IS KOTOPHIX OyIeT YCTaHOBJICHO HyJeBas pa3HOCTH ITOTEHIUAJIOB,
JOJDKHBI OBITh MCKITIOYEHBI U3 UCXOMHON ceTH (hOpPMalH30BaHHBIX mpouexyp. To
ectb Oyzer chopmupoBas [IP, ymoBneTBOpSrONUIN OrOBOPEHHBIM CBOWCTBAM IO
OTIPENIENICHUIO LIEJIEBBIX TTapaMeTpoB. VICKOMBIH BEKTOp HaNpsDKEHHUH (TPU3HAKOB
BKITIOYEHUS-MCKITIOYEHHS) y3JIOBBIX Tap TPEThEH TPYIIIBI PACCIUTHIBACTCS KAK

E3= Y31y g —y32y3TE, (7)

Tensop B3aUMOBJIMSHMSA KaTyllek TpeTheil rpymmel, Y33,  aBnsercs

KBaJPATHOI MaTpuueil. Cle0BaTebHO, CyIeCTBYeT obpatHas Matpuia Y33
Bextopsl HampskeHUII BXOIHBIX M BBIXOJHBIX HapameTrpos, E; u Ej,
COOTBETCTBEHHO, W3BECTHBI W3 TpeOOBaHMI, KOTOpBIE MPEABIBIAIOTCA K
cuaTesupyeMomy [1P. 3ammcanHoe ypaBHEHHE HMEET pEIICHHE.

Cunmes anbmepHamueHoIX peuteHull u3 S1eMeHmos OHmoa02UU
oeamenvbHOCMU

3agaua CHUHTE3a QJIBTEPHATHBHBIX pEIICHUH W3 JJIEMEHTOB OHTOJIOTHU
JEATEIBHOCTH TaKKe MOXKET OBITh pelIeHa C MOMOIIBI0 METOJOB TEH30PHOIO
npeoOpa3oBaHus EKTPUUECKUX CeTeH MPU YCIIOBUH, YTO MMEeTCsl OMONMoTeKa
(oHTONOTHMST) (YHKIMOHMPOBAHUS IIOJYMHEHHBIX LEHTPOB HIDKHETO YPOBHS
(37MeMEeHTHI OTJETBbHBIX TEXHOJIOTHH, STallbl BBIMONHEHUS KOHKPETHBIX 3ajad,
peXHUMBI pabOTHl KOMIUIEKCOB (CpEICTB) M Tak panee). Vcmonb3ys MOAXox
TEH30pHBIX NpeoOpa3oBaHUK ceTel, KaKIbIH 3JIEMEHT OHTOJOTHH MOXET OBITH
NpeAcTaBleH Kak COBOKymHOCTh 1BYX y3nmoB, (Cj; Cj), coennHEHHBIX
TPOBOIHUKOM C MHIYKTHBHOCTBIO M COOTBETCTBYIOIIMM HUMIIEIAHCOM, Zij. Y3IIbI —
9TO JAeHCTBUA (COCTOSHUS), [eTaJM3UPOBaHHbIE JO IEpPBOro (HMXKHEro)
UepapXu4ecKoro ypoBHA jearenpHocTd. Hampumep, y3en C; Moxer
MHTEPHPETUPOBATLCS KaK Hadano B3JIETA JIETaTENbHOrO anmnapara. ¥3en C; — kak
3aBeplIcHHE HAa0Opa yCTaHOBJIEHHOW BhICOTHL. Torma smement (Cj; Cj) — ects
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npouecc Habopa BbicOThL. MMmmenanc, Zjj, XapakTepusyeT TPYIOEMKOCTh
orepanyy IO OCYHIECTBICHHMIO IEPEX0JA M3 IEPBOrO BO BTOPOE COCTOSIHHUE.
Wmrenanc  paccMaTprBaeMOro 5»JeMEHTa B OOIIeM ciIydae 3aBHCHT OT
HalnpasieHUs ToKa. FIMeIoT MecTo cilydau, Korja TeueHHe TOKa BO3MOXKHO TOJIBKO
B OJHOM HampasieHuM. Mmmenanc A 3anpeni€éHHOrO HalpaBlIeHUs ToKa
npUHUMaeT OeckoHeuHo-Oospinoe 3HayeHne. Ha oguH M3 y31moB mogaércs
MTHOBEHHOE HampspkeHHe. B 3aBHCHMOCTH OT BENHYHHBI 3JIEKTPHUECKOTO
HaIpsHKEHUs, TIOJJAHHOTO Ha MEpBBIN y3el, a TakKe OT BEIUYMHBI UMIIEaHCa, B
MIPOBOIHUKE BO3HMKAET MTHOBEHHBIN AJIEKTPUUECKUN TOK ONpPENEIEHHON CHIIBI,
ijj- Ha BTOpoM y311e BO3HHKAET OIpeIeNéHHOE MTHOBEHHOE HAIPSKEHHE.

3ajaya  cHMHTe3a  BapUaHTOB  JeicTBUII  NMOMYMHEHHBIX  LIEHTPOB
HpeJCTaBIsIeTcs KaK 3a7a4a OTHICKAaHUs TeH30pa coequHeHui (mpeoOpa3oBaHus)
NPUMUTHBHOM 3JIEKTPUYECKOIl CEeTH B CeTh C 3aJaHHBIMH CBOWCTBaMHU (BEKTOP
HampsDKEHWH U BEKTOp TOKOB Ha 3JIE€MEHTaX CeTH). 3aJaHHbIe CBOWCTBA
OIpezeNsieTcsl Ha OCHOBAaHMH (DOPMANM30BAaHHOTO ONMCAHHA Iened u 3amad
opranm3anuy. Takoe (hOpManN30BaHHOE OMNHMCAHHE BO3MOXKHO MPH YCIOBHH
CYIIECTBOBaHUS (POPMANTM30BAHHOTO TPEACTABICHUS NPOCTPAHCTBA HPHHATHS
peLIcHUH.

Takum 00pa3oM, aBTOMATH3aL¥s OPTaHU3ALUOHHOTO YIIPABICHHS UMEET PsiJ
npoOJieM, CBA3aHHBIX C INIOXOH CTPYKTYPHPOBAHHOCTBIO M MHOT'OACIIEKTHOCTEIO
3aja4 ynpasieHus. JTo 00yClIaBIMBaeT akTyaIbHOCTh 3a]a4 pa3paboTKN HayqHO-
METOANYECKOr0 anmapaTa IpOeKTUPOBAHUS NOJNACIEeKTHRIX ACY.

PasButne MaremaTmueckMx MopmeNed W METOZOB, 00ECIeYMBAIOMINX
(opMan30BaHHOE ONMCAaHWE IPOIECCOB IPHHATHS PEIIeHHH B YCIOBHSIX
W3HAYANbHOM HEeonpeeaéHHOCTH (MHOTOACTIEKTHOCTH) YIIPABICHHS, MPOUCXOAUT
mo TpéM HANpaBICHMSAM: YCHIICHHWE CTENCHH MACTANM3alUM 0 IPAaKTHIECKH
3HAUMMBIX YPOBHEW; y4éT (hakTopa CyOBEKTHOCTH IIEHTPOB HPHHATHS PEIICHUI
HIDKHETO YpPOBHS; Pa3BUTHE CBOMCTB OBICTpON ajanTanuyl YHpaBICHUS K
MEHSIOLIMMCS YIIPaBJICHYECKUM aCHEKTaM.

Peanuzanus oOpraHM3allUOHHOTO YIPaBJIEHUS Ha OCHOBE OHTOJIOTHMUYECKOM
CeTH JEATeIbHOCTH OpraHM3aluM JaéT psi TNPEUMYNIECTB B OTHONICHUH
YCIWICHHS JeTalM3allid W aJalTUBHOCTH (OPMHPYEMBIX YIPaBIEHUECKHX
pemennii. Ilpomecc QopmupoBaHHs pemieHHs TPH STOM BBITTAAUT KAk
TpEXKpaTHAsT TPYNIHPOBKA >JIEMEHTOB OHTOJOTHHM M IHUCKPETHBIX MOMEHTOB
BpeMeHu. [Ipu 3TOM ABNAIOTCS aKTyalbHBIMH TaKHe HayuHBIE 3a]1aul, KaK:

- (opMHpOBaHHE MPOCTPAHCTB MPHUHSITHUS PELICHHH, ONPEICIISIeMBIX
Ha Habopax TIpeeIbHO-0000IEHHEBIX XapaKTepPHCTHK,
WHBapUAHTHBIX K Pa3JINYHBIM aclieKTaM yIpaBICHUS,

- KOHKpeTM3amusl TpenenbHO-OOOOIEHHBIX ITapaMeTpoB  MOJ
AKTyaJIbHBIN aCIEKT yIpaBJIeHUs;

- KOHCTpyupoBaHHe (PeKOH(HTIypalys) CHCTEMbI BHIUUCIUTEIbHBIX
npouenyp mHox chOpPMHPOBAHHOE IIPOCTPAHCTBO — IPHHSTHUS
pelIeHus;

- CHHTe3 aJbTepPHATUBHBIX PEHICHUH U3 3JIEMEHTOB OHTOJIOTHH.
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IIpoananizoBaHO CydacHi TEHICHLII pPO3BUTKY BIIKPHTHX
iHpopmaniitaux pecypcie Web. Posrmsayro Wiki-rexnomorii six
NOIIMPEHNH 3acid KONeKTHMBHOI po3poOku  iH(opMariiHux
pecypciB. BusHaueHo, MmO oOJHA 3 OCHOBHHUX MpoOJeM, sKi
BUHUKAIOTh B TIPOIECi CTBOpPEeHHS ceMaHTH30BaHOro Wiki-
pecypcy 3i CKIaHOIO FeTepOreHHOI0 CTPYKTYPOIO, — Iie IT00y10Ba
HECYIIEPEYHOTO  Ta  Y3TOMKEHOro  Habopy  CeMaHTHYHUX
BJIACTHBOCTEH, SKi MO3BOJIAIOTH KOPEKTHO BiZOOpa3suUTH 3MicCT
BiTHOIIEHh MiX OkpemMumu Wiki-cTopiHkamMu iHPOpMAIHHOTO
pecypcy. 3anponoHOBAaHO  BHKOPHCTOBYBATH  EJIEMEHTH
OHTOJIOTIYHOTO Ta MEpEOJIOTIYHOIO aHawi3y, SKi J03BOJSIOTH
(dopmMaitizyBaTH XapaKTepUCTHKH CEMAaHTHYHUX BiJJHOLIEHb, IO

BUKOPUCTOBYIOTbCS, 1 BH3HAQUUTH IX MIiATHIIN, mo €
NPUHIMIIOBAM  JUIi  KOJEKTUBHOI  pO3POOKH pecypciB
HE3aJICKHIMHA Ta TEPUTOPiaIbHO BiJJOKpEMJICHUMHU

KOpUCTYBaYaMH 3 Pi3HUMH TEPMiHOCHCTEMaMH.

PosrnsHyTo HalOUTBII 3aranbHI THIHM BiHOLICHS MK TMOHSTTSIMH
peanpHHX MpeMETHHX obJlacTei, Ta BU3HAUCHO METOJOJIOTYHHI
6asuc U1 Gopmamizamii  XapakTEPUCTHK LUX 3B S3KIB.
Mepeosorisi aHanizye oauH 3 (yHIaMEHTAJbHUX THIIB 3B'S3KY
MiXK 00'€KTaMH, a TAaKOX MPUPOAHHUM i IITYYHUM CEPEIOBHIIAMH,
— 3B'I30K YACTHMHHU 1 I(IJIOTO, a TAKCOHOMIS — 3B 30K ‘“‘Kjac—
minknac”. OCHOBHI MIATHITH MEPEOJIOTIIHHX 3B’3KiB PO3IIITHYTO
Ha TIPUKIAJaX BiIHONIEHb MK TaciamMu Bemmkoi ykpaiHCBKOT
SHIIMKJIONe i, opTalbHa Bepcis AKOi peaii3oBaHa HAa OCHOBI
ceManTH30BaHUX Wiki TEXHOJIOTIH.

BinkpuTi indopmauiiini pecypcu Web ta Wiki-rexnonorii

CporonHi 3a0e3Me4nTH Ha MPAKTUIl CHUIbHE, BUIbHE W BIIKPUTE BHKOPHUCTAHHS
iHopmarii qocuts Baxkko. [loTpiOHMI HOBHII cremiani3oBaHUN MiAXix, KU On
3abesneunB OajaHC MiX BIIKpHTICTIO iH(opMarii i 6e3KoHTpoIbHICTIO 11
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noumpenHs. KonektuBHe 30upanHs 1 aHami3 iHpopmanii «lHTenekT Bigkputux
Jbxepem» (Open Source Intelligence — OS-INT) [1] € omHuM 3 HampsMKIiB
KOHIIEMIii BimkpuTux mkepen Open Source [2], skuil 31 30UTBIICHHAM KUTBKOCTI
kopuctyBadiB Web i 3pocTaHHIM iXHBOT KBaIi(iKaIlil cTae yce OUIBII 3HAYYIIUM
mxepenoM 3HaHb. Jlo Open Source Intelligence BimHOCATBCS COLiaNbHI Mepexi,
Wiki-pecypcu, 6morn TOIIO, SIKi CTBOPIOIOTH Ta MOMOBHIOKOTH MiJIBHOHH
kopuctyBauiB ~ Web.  Iudopmaris B Takux  JoKeperax ~— Mae€  MEBHY
CTPYKTYpPOBAHICTb, aJl¢ BOHA JIOCHTh 4acTo OyBae CyNepewINBOIO il HEOBHOIO.
OS-INT 6a3yeTbcsi Ha TAKUX MPUHIMIAX CHITBHOI Hpaii, sIK eKCIepTHA OLiHKa,
MIPaKTHKA B3a€EMHOTO OIHIOBaHHS EKCIIepTaMU BJIACHOI poOOTH, NpEBaFOBAHHS
HE3aJIeKHOI peryranii Haj aAMIHICTpaTUBHUM KOHTpOJIEM, BUIBHHI  00ir
MPOAYKTIB 1THYYKi PpIiBHI 3aleXHOCTI I BimnoBigadpHOCTI. OIHKKA THX
CIICIaNICTIB, IO MAalOTh BHCOKY pEIyTallilo, MalOTh OLIbIIy Bary. 3HaHHS
3100yBalOThCA B MPOIIEC] YTOYHEHB 1 AOCSITHEHHS KOHCeHCycy. ChOTOMHI OTHUM
3 Halimommpenimux HampsamiB  OS-INT e Ttexnomoris Wiki [3]. Came us
TEXHOJIOTiA HHHI aKTHBHO  BHUKOPUCTOBYETHCS  JJIS PO3POOKH  CHUCTEM
MEHEDKMEHTY 3HaHb Yy pi3HHX c(epax, IpUMIpoM, IpHu cTBOpeHHI Bikinenii [4].
Ilporpamue 3abe3medeHHss W KOHTEHT, 110 Mictuthes Ha Wiki-cropinkax,
HalyacTille BHKOPHUCTOBYIOThH JIIIEH3II0 BUIBHOTO IOIIMPEHHS JOKyMEHTAMii —
GNU Free Documentation License (GFDL), mio rapantye CyMicHIiCTh JilleH3ii
3 HasBHOI CyKymHicTIO TekeTiB GFDL. lle mae moxnuBicTh matu oauH Wiki
31 CTOpPIHKaMH, 1110 MAOTh Pi3HY JIIIEH3iFO.

Wiki-cepenoBuiie — 1e rinmeprekcroBe cepenosuie (3a3suyaii — \Web-caiir),
SIKE JTI03BOJISIE KOPHCTYBayaM BiJTHOCHO JIETKO CTBOPIOBATH i MoAM(iKyBaTH HOTO
KOHTEHT. KOHTeHT Takoro caifTy, IKuil cKianaeTses 3 okpeMux Wiki-cTopiHOK Ta
3B’513KiB Mixk HuME, HasuBaoTh Wiki-pecypcom. Moro cTBopeHHs Ta pearyBaHHs
€ KOJIEKTUBHUM mpouecoM. OCKUIBKH Mpolec Neperisigy i YTOYHEHHs €
nyOniYHUM 1 Ge3rmepepBHUM, TO HEMae MPHHIMUIIOBOT PI3HMUIN MiX MOIEpEeTHIMH
i pinanpHuME Bepcismu iH(GopManii. BUKOpUCTaHHS NPHHIMIY EKCIIEPTHOTO
neperysiLy BiIKpUTHX mxepen aae 3mory Wiki-pecypcy HMOCTyHmoBO 3pocTat sk
3a KUIBKICTIO CTaTel, Tak 1 3a iX TTIHOMHOIO Ta SKICTIO BHACIIAOK KOJEKTHBHOI'O
BHECKY THX KOPHCTYBA4iB, 1[0 € EKCIIEPTAMH B OKPEMHUX MHUTAHHSX.

Tix Wiki-mexnonociero 3a3Budaii po3ymiroTh TaKy TEXHOJIOTIIO MOOYI0BH
Wiki-pecypcy, sika mae 3Mory BiaBimyBauam OpaTH y4acTh y pelaryBaHHi HOTO
BMICTY — BHUIIPABIISITH TIOMUJIKH, J0/IaBaTH HOBI MaTepiaiy, HE BUKOPHCTOBYIOUH
CIIeLliaNbHI MPOrpamMu, He PEECTPYIOUNCh Ha callTi i He BuBYaroun MoBy HTML.
OnHUM 3 TIONIMPEHUX IBHXKKIB Jutst ctBopenHs i miarpumkn Wiki-pecypceis, 1o
3a0esneuye ceMaHTH3alio iHpopmanii, € Semantic MediaWiki (SMW). Ile
cemanTH4yHe posmmpeHHs MediaWiki — BITBHOTO TIpOrpaMHOTO 3a0e3MeUeHHs 3
BIZIKPUTUM KOJIOM.

OnHa 3 OCHOBHHX Mpo0yieM, [0 BHHHKAlOTh B MPOIECi CTBOPEHHS
cemanTuzoBaHoro Wiki-pecypcy 3i CKIIaJJHOIO T€TEpOreHHOI0 CTPYKTYPOIO, — Le
noOynoBa HaOOpY CEMaHTHYHHX BIIACTHBOCTEH, SIKi JIO3BOJISIIOTH KOPEKTHO
BifoOpasuTu 3MicT BigHOmIeHb MiK oxkpemumu Wiki-cropinkamu. Bamuso
YHUKHYTH SIK BAKOPHCTAHHS Pi3HUX Ha3B IS BiJHOLICHb 3 OZIHAKOBHM 3MiCTOM,
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TaK 1 3aCTOCYBaHHS OJHAKOBHMX Ha3B JUIA BiOOpa)XCHHS BITHOIIEHb 3 Pi3HOIO
CEeMaHTHKOI0 — Il¢ MOXe OyTH BHKJIMKAHO HEOJHO3HAYHICTIO TEpMiHOJOTIl
pisanx npenmernux obmnacteit (IIpO). BOynosani 3acobu Semantic MediaWiki
HE I03BOJIIIOTH ()OPMAJBHO BiZOOpPA3sUTH BCi XapaKTEPHCTHKUA CEMAHTHIHHX
BJIACTUBOCTEH, 1 TOMY JOIIIBHO BUKOPHCTOBYBATH JJISI PIlICHHS i€l mpobiieMu
€JIEMEHTH OHTOJIOT1YHOTO Ta MEPEOJIOTIYHOTO aHAI3Y.

ITocTanoBKa mpodaeMu

Merta pobotu — po3poOKka METONIB Ta 3aCO0IB  KOPEKTHOTO Ta OJHO3HAYHOTO
BH3HAYEHHS CEMaHTHUKH 3B’s3KiB  (BigHomens) Mik  Wiki-cropinkamu
ceMaHTH30BaHOTro iH(opMmamiiiHoro pecypey (IP), ki 3 TOUKH 30py CEMaHTUYHUX
TEXHOJIOTIH MOXXYTh PO3TJISAATHCS SK KJIACH TH €K3eMIUIAPH KJaciB OHTOJOTIi.
IIporoHyeThCS BUKOPHCTOBYBAaTH MEPEOJIOTIYHUII aHAI3 SK OCHOBY IUISL OibII
YiTKOro Ta IHTeponepadenbHOro BU3HAYEHHs Ta AudepeHmialii pi3HMX BHIIB
BiJIHOIIIECHb THITY «JacTHHA-IIIIIEY.

AKTYyaJIbHiCTBH NPod1eMu

CemanTusanis Wiki-TexHomnoriii Hazae MOXIHBICTb Ui SIBHOTO BH3HAYCHHS
Bignorrenb Mixx Wiki-cropinkamu, ae wis koxuoi ITpO (Ta BiAmoOBiIHO Ui TOTO
IP, mo omucye mio IIpO) mouineHO Bu3HauaTH (HikcoBaHWH HaOIp BiIHOIIEHB,
cnenudiuanii came s wiei obmacti. Jleski BiAHOMIEHHS € OJHAKOBUMH JIJIS
pizaux [IpO (Hampukmam, «kiac-miaKIacy), JedKi € crenu(igHIMHU U1 OKPEMHIX
IIpO Ta He MarOTh BH3HAYEHHX XapPAKTEPHUCTHK. AJie iCHye rpyma BiTHOIIEHb
TUIy «4acTHHA-IliJIe», sKi XapakTepHi i Outbmocti [IpO, ame MicTaTh pi3Hi
HIiATHIN 3 TTOIOHUMH XapaKTePUCTHKAMU, ajle Pi3HOI0 CEMaHTHKOIO, BU3HAYCHHS
SIKOi € BaXJIMBOK CKJIaa0BOI0 omucy pisHux [IpO [5]. TeopeTnuHOH OCHOBOIO
JUISL BU3HAYEHHs TaKWX IIATHIIB € MEpPEeoNIoTisi — HayKOBHH HANpPSIMOK, SIKHI
cTOCyeTbesl (popMarizarlii Ommcy BINHOIIEHP MK YaCTHHAMH Ta ImuUM. Y
CTBOPEHHI CydacHUX eHuukioneniiiaux IP, opieHTOBaHMX Ha (DYyHKUIIOBAaHHA y
Web Ta B3aeMOZif0 3 IHITUMH IHTEIEKTyaTbHUMH 3aCTOCYBaHHSAMH, JOUIJIHHO
BUKOPHUCTOBYBATH Iei TEOPETUIHUI 0a3uc U pO3MHUPEeHHS (QYHKIIOHATY TaKUX
IP.

CraH BHBYeHHsS NpodaeMu

Mepeoutorist — 1ie (opMajbHa TEOPis MPO YACTUHH 1 3B'I3aHi 3 HUMHU MOHATTS,
po3pobiiera C.JlecbHeBchbkuM [6] . OO6’€KTOM MepeoJioril € JOCTiIKEHHS
BITHOILICHHS «JIacTHHA-IIiJIe». Mepeooris € 4acTUHOI0 Tpiaayu IeIyKTHBHHX
TEOpiii, W0 BKJIIOYAE TAKOXK MNPOTOTETHKY i oHToJyorio (y JlechHEeBCHKOrO
OHTOJIOTiS, Ha BIIMIHY BiJ cydacHOro mizxomy Semantic Web, posrimsmaerses
TITBKH SK CHCTEMa 3 €IWHUM BiTHONICHHAM «€» — «is_a»). BimHomeHHs
«4acTHHA-IIIJIe» € BHHATKOBO B&XIMBHM TOMY, IO BOHO YTBOPIOE OCHOBY
HOHSATTS CHCTEMH, SIKE € LEHTPAIBHUM Y HAyKOBOMY Mi3HaHHi. CHcTeMa sBIisie
co60I0 CTPYKTYpHE 3'¢IHAHHA CBOIX eJeMeHTiB. 1i 0a30BOI0 (hOPMANBHOIO
XapaKTEePUCTHKOIO € Te, 10 eJIEMEHTH He IIPOCTO BXOAATH Y CUCTEMY, a BXOIATh
y Hel B pe3yJibTaTi B3aEMO/I| 3 IHIIUMU €lIeMEHTaMH.
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Haiibinpin  3aranpHi BigHOmEHHA B peamsHux I[IpO — 1me 3B’S30K
€KBIBaJICHTHOCTi, TAaKCOHOMIYHHH 3B’SI30K, CTPYKTYPHHH 3B’S30K, 3B’SI30K
3aJ€KHOCTI, TONOJIOTIYHMH  3B’A30K, 3B’S30K TPWYMHH 1  HACIIJKY,
(YHKIIOHAIBHUIT 3B’I30K, XPOHOJIOTIYHUH 3B’S30K, 3B 530K 110J00M, YMOBHHI
3B’S30K 1 HUTBOBHMHA 3B’s130k. OMHAK HE yCi IIi OHTOJOTIYHI BiTHOIICHHS
PIBHOLIIHHI, y IIbOMY Ha0Opi BIAHOLICHP MOXKHA BHUAUIMTH HaAUOINBII
¢dbyHmameHTambHI —  TaKCOHOMIIO 1 MepeoJoriro. BimHOmIeHHS Ha3WBaIOTh
¢dbyHmamMeHTanbHUM, SIKIO Ha 6a3i OJHOTO WBOrO BiJHOLICHHS MOXe OyTH
nobynoBaHa (QopmaibHa CHCTeMa, sKa JO03BOJISIE BHpPaKaTH OCHOBHI
MaTeMaTH4HI MOHATTS. ICHye 4oTmpm (yHIaMeHTaJbHUX BiJHOIICHHS, HA 0asi
KOXKHOTO 3 SKMX MOXKe OyTh moOynoBaHa MaTeMaTHKa: BiJHOIICHHS
npuHaNeKHocTi (Teopiss MHOKMH ZF 1 NF), BigHomeHHs Mix ¢yHKIi€ero, ii
apryMeHToM 1 pe3ynbraroM (Teopis MHOXHH (o Heiimana), BimgHOIICHHS
iMeHyBaHHS (OHTOJOTiA JIeCPHEBCHKOTO) 1 BIHOUICHHS «YacTHHA-IILIE)
(Mmepeooris).

SIKmo TepMiH «TaKCOHOMIisS» IOCHUTh IIMPOKO PO3MOBCIODKEHHHA 1 HE
BHUMarae JOJAaTKOBOTO BH3HAUCHHS, TO TEPMIH «MEPEOJOTis» y NOCIHiKEHHSX,
HOB’s13aHMX 3 1HPOPMALITHUMU TEXHOJOTISIMH, 3aCTOCOBYETHCSI 3HAUHO PijIIe i
Mae noTpedy B TOJATKOBOMY MOSCHEHHi. Mepeonoeis (BiJ] TPEIBKOTO «JaCTHHA
1 «BUBUEHH») — (hopMajbHA TEOpis PO YaCTUHY i IOB’SI3aHI 3 HUMHU MOHSTTS
[7]. ABrop wiei Teopii — monbchkuii Maremaruk C.JlechbHeBchkumit, a il
posButkoM 3aiimammcst K. AlinykeBuu, A. Tapcekmii, T. KorapOiHchkuii
(JIEBIBCHKO-BapIIaBChka MaTeMaTh4Ha mkona) [8]. BimHomeHHs «dacTuHa-
IiJIe» € BUHATKOBO BA)XIMBHM TOMY, IO BOHO YTBOPDIOE OCHOBY IIOHSTTS
CHCTEMH, SKa YacTO BHKOPHCTOBYETHCSA B CyJaCHOMY HAyKOBOMY Mi3HaHHI. Y
MepeoJioTii BiTHOIICHHS «€ YacTWHOIO» (part-of) Mae HacTymHI BIAaCTHBOCTI:

1. Acumerpis: (x< <y) = & ; 2. TpaH3UTHBHICTS:
(X<<y)A(y<<Z)=> x<<z.

Cucrema sBIsS€ COG0I0 CTPYKTYpHE NOEIHAHHS CBOIX €TeMEHTIB. 1i 6a30B010
(OPMATBHOIO XapaKTePHUCTUKOI0 € Te, IO €JIEMEHTH He MHPOCTO BXOAATH [0
CHCTEMH, a BXOJTh JI0 HEl TaKOXX Pe3yNbTaTi B3aeMOJIl 3 iHIIMMH eJIeMEHTaMHU.
Mepeostorisi BUXOIUTh 3a MEKi BUBYCHHS YACTKOBUX BITHOCHH MK €ICMEHTaMH
3arajibHAX cHCcTeM. BoHa 3aliMaeThbcs TAKOXX TUMH 00’ €KTaMH, YAaCTUHU SIKUX €
peneBaHTHUMH minoMy. Taki 00’ektH imeHTH]iKyroThCSA K ex3eMiuipu. Cepen
MEpEOJIOTIYHNX BITHONIEHh MOXXHA BHIUTUTH CIM OKpeMHX KiaciB: 1.
KommonenT-O6’exT; 2. Unen-Konekuis; 3. Yactura-Maca; 5. Marepian-O06’exT;
5. Biactusicts-disumbHicTh; 6. Ctanis-IIpouec; 7. MicueBicts-O0macTs.

CrBoprotoun  ¢opmanehuii omuc IIpO, siky BimoOpaxae Wiki-pecype,
HEOOXiZIHO YITKO BH3HA4YaTH, 1O SKOrO THIY BiITHOIICHb HAaJeXKaTh Ti
BiJIHOIICHHS, SIKi BCTAHOBIIOIOTHCS MiX TepMiHamu. [ToMunkoBa knacuikaris
MO)KE€ HEraTHMBHO BIUIMHYTH Ha SKICTh iHpopMmamili Ta mnpusBecTd a0 il
HEKOPEKTHOI iHTepIpeTanii KopucTyBadaMu.
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OCHOBHHUH 3MiCT JOCTiIKEeHHS

BukopucTaHHsS CydacHHX TEXHOJIOTiIH KepyBaHHs 3HaHHsMH y Web Hamae
KOpHUCTyBayaM 3HayHO OiIblIIe MOMXIIMBOCTEH I aHAJi3y Ta MOIIYKY iH(pOpMaIlii.
Ha xanp, HaBiTh HalWpO3BHHEHIINI Ta IIOMYJSIPHI OHJAHHOBI EHIMKIOMEmil
MPaKTUYHO HE BUKOPHCTOBYIOTH METOIH Ta 3aCO0H MOJAHHS 3HAHb, SKi BKE CTaIN
(akTHYHO CTaHAAPTOM AN iHTeneKkTyanbHHX Web-3acrocyBans. Bubip 3acobiB
cemanTm3anii Wiki-TeXHOIOTI € OKpPEMOI HAYKOBOIO MPOOJIEMOI Ta Mae
BpaxoByBaTH crenudiky Tiei KOHKpeTHOI 3amaui, Uil SAKOi Li TEXHOJOTii
3actocoBytoThcs [10]. IlopransHa Bepeis Bennkoi ykpaiHcekoi eHiukionesnii (e-
BYVYE) BuxopucroByBaTH TexHONOTIUHY utathopmy MediaWiki [11] 3 Binkputum
KozoM Ta ii cemaHTH4He po3mmpeHHs Semantic MediaWiki (SMW) [12] , mo
3abe3neuye QopmanbHe BH3HAYEHHS Ta 0OpoOKy 3Micty 3B’si3kiB Mik Wiki-
CTOpIHKaMM 3 ypaxyBaHHiIM cTaHAapTiB Semantic Web [13]. 3apa3 y e-BYE
peanizoBaHO BEIUKY KUTBKICTh CEMAaHTHYHHX BiTHOIIEHB Pi3HHUX PiBHIB Ta THIIIB.

OHTOJIOTiYHA MOJETb OIKMCYE CEMAHTUYHI BIACTHBOCTI 1 BiTHOIICHHS

iHpopmaniitaux 006’ektiB  (I0), mo 3B'SI3aHi 3 pe3yibTaTaMd HABYaHHS,
¢opmanizye BigHomeHHs MK OuMH IO 1 BCTaHOBIIOE IXHIO iepapxiro.
KopuctyBau cemaHTHUHO po3midae kOHTEHT Wiki-cTOpiHOK eneMeHTaMH wi€l
OHTOJIOTIi: BH3HAYa€ KaTeropiro (4u Habip Kareropii) Oyap-sIKOro JOKyMEHTY i
ineHTU(iKye OKpeMi elIeMEeHTH HOro KOHTEHTY.
BaxniBo BiIMITHTH, 110 BHACIIIOK YHiBepcaabHOCTI B e-BYE mis 3B’ s3KiB Mik
MOHSATTSIMU BUKOPHCTOBYETHCS HE €IMHA i€papXisi MEPEOJIOTIYHNX BIACTHBOCTEH,
a TOCTIHHO PO3IIUPIOBAHUI Ha0Ip HE3alIeKHUX i€papXii — MPUMIpOM, Ta cama
MepCcoHalisi MOXe OyTH eIeMEHTOM (YaCTHHOI0) HAYKOBOI IIKOJH, MOJITHYHOI
mapTii, MeIIKaHIeM Kpaiau abo MicTa TOIIo.

[Ilo6 CcrmpoCTUTH MpolLieC BHKOPHUCTaHHS CEMAaHTUYHUX BIACTHBOCTEH s
BU3HAUCHHS 3MICTy BimHOIIEHs Mik Taciamu e-BYE, po3poOieHo cremianbHuit
mabnon «BigHonreHHs». 3apa3 ueil mabioH 3HAXOJAMTHCS Ha eTami anpobarii, i
Hajajgi 10 HbOro OyIyTh J0JaBaTHCS Ti CEMAaHTHYHI BIACTHUBOCTI, IO MAalOTh
XapaKTepH3yBaTH ICHYIOUi 3B’ SI3KH MiX T'acllaMi €HIIMKJIOTIEe il

BucHoBkH

BukopucraHHs ~MepeoJorii SK TEOPETHYHOI OCHOBHM [UIsl  BU3HAYCHHS
crenudiuHuX I eHHuKIoneaiitHoro IP miaTHIB BiHOIIEHD «YacTHHA-IIIIC»
MDK TIOHSTTSMH JIO3BOJISIE OLTBIN OJHO3HAYHO BH3HAYUTH CEMAHTUKY 3B’SI3KiB
MDK HHMH, TIOKpally€e HaBiraliro y pecypci Ta 3MeHIIye Yac, IO MOTPiOHUI
KOpHCTyBadaM JUIi TIOIIyKy HEOOXiZHMX BifoMocTed. 3a  JOIOMOTOIO
MEpEOJIOTIYHOTO  MiAXoAy  Kiacudikamis Ta  gudepeHmiamis  MiATHITB
CEeMaHTHYHUX BIJHOIICHb «€ YaCTHHOIO» CTAIOTh OUIBII 3pO3YMIIMMH JUIS THX,
XTO 3aMAa€eThCs AOJAHHIM CEMaHTHYHOI po3MiTku 10 Wiki-cropinok. [ToOynoBa
KOHKPETHHX BiTHOIICHb yCepeIHHI KOXKHOTO IiJATHITY BU3HAYAETHCS KOHTEHTOM
SHLUKJIONEUIHOTO pecypcy, aje HasBHICTh KpUTepiiB kiacudikanii 3Ha4HO
CHPOINYIOTH MOUIYK IOTPIOHOTO BiHOIICHHS.

41



Tabmuiyt 1. ITigTunu Mepeonoriudux BractiuBoctel B e-BYE

Tun Bractusicts 3BopoTHA IIpuknagu
BJIACTHBOCTI BJIACTUBICTh
1.| Kommonenr- «€ KOMIIOHCHTOM» «Mmae JliTak-KpHIIO,
O0’exT KOMIIOHEHTOM»
2.| Ynen- «€ CIIEMEHTOM » «Ma€ eNeMEHT » o0JacTb-KpaiHa
Komekmist
3. | Yactuna- «BXOZUTDH TI0» «MICTHTB» Atpubyr-basa
Maca JIaHUX
4.| Marepian- «€ MaTepianom» «MICTUTB aMoMIiHIH-TiTaK
O06’exT Marepiam,
5.| BuactuBictb- | «moTpiGHO AyI» «BHKOPHCTOBYE» ABTopu3ais —
JlisIbHICTD aBTeHTHQIKAIiS
6.| Cranis- «€E YACTUHOIO «IpOoIIeC MICTHTD IepconanpHa
IIpouec MIPOLIECY» YaCTUHY» ITeHTHYHICTB-
ABTOHOMI3ALIA
colianpHa
7.| MicuesicTs- «3HAXOIUTBCA Y» «€ MicreM 3akaprarrs-
O6macth 3HAXOKEHHS» VYkpaina

BigHoweHHA

Lo wabinon +8igHowes», Bik 1

Anreii (nitak)

> 0:00/7:08 ®

«ANTé#t» — BXXH TYDEOTBUHTOSN BIRCEXOBO-TPAHCNOPTHIA NiTaK AH-22,

0. ANTOHOBA (Tenep [lepxanne NANPHEMCTBO KANTON

¥ KuiBCEKOMY AOCHIAHOMY

6iopo (AKE)

Revopu

«AnTeits

{{Blmoucm

€ nizeaacon=

€ napcmcens=

€ exvemampou xracy=

€ cammivon= X

[P p— — Wainow BigHouwens !

|€ xosmoneirens= Cropinku, wo Ha

[Ep—

1\:,,«.mm - I ——

€ npamcsns Cropina

£ Wainow Bianouwenin

[f—

| Crismpas= Tipoctip Iuew | eci - Kpi amtpavoro [N

| Kesraxr=

€ pomcse=

| Cracpeuc=

€ astopow= -

| Cropipicie=

| D= cxoseTH B

[ BIAHOWEHHR CTOPIHIH CEMBHTHI0BAHG:

S oo SApp— € exsemmanpom kuacy Jlitax, AH; € cumomisos AH-22, waupiS 100s, «[liscwss (sCocks);

| Bicpctosye=

[ e——— Nepernriyra| € KOMMOHENTOM Asiauis ;

e fosigxaba]  MBE KOMNOHEHT IO3ENMX, ONEPEHHR, LWACE], DAMN, [BIHT NOBITRAHMF; € YNEHOM MHOXMHM AH;

[T oo 3= o

(o :“ ; p Micturs cimae wuosisiio, sardifi; € posswrkos w; Tos’ssawe 3 Pycmm (aimak) ;
s,

D= - Oosinkarip

[pT——

[P p—— Nepernsey

| manaprries = ABTOp BYE [pen]

) ‘ + [.8.Cuirup

Puc.2. Illabnon «BigHomeHHs» Ta oro Bukopucranus B e-BYE.

Bukopucranns onronorii mus Qopmamizarii
OJTHO3HAYHICTb

BIJHOIIEHB,

3abe3nedye

HMOBIPHICTh TIOMUJIOK X BUKOPHCTAHHS.
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CASCADING EFFECTS SIMULATION FOR CYBER ATTACKS ON THE
POWER SUPPLY NETWORK
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The paper substantiates mathematical models that can be computationally
suitable for modeling of the cascade effects in the networks of critical
infrastrusture objects. An interpretation of SIS and Motter-Lai models in
the case of damage caused by cyber attacks in networks of critical
infrastructure in the field of energy sector is considered. The
improvements have been made to the Motter-Lai algorithm. This
improvement lets to take into account the volatile nature of attack success,
which depends particularly on the cyber security level of critical
infrastructure object and cyber security awareness of the staff. Data on the
structure of the energy network of Ukraine and data on a successful attack
that caused wide failures (2015, Ivano-Frankivsk region, Ukraine) were
used. The load parameters of network nodes were calculated. The
conclusions about the nature of the dynamics of the network connectivity
coefficient depending on the overload factor were made. The parameters
of the models were adjusted using the known data about of lvano-
Frankivsk cyber attack history. The software was developed using Python
NetworkX. A computational experiment was performed. An experiment
showed the suitability of the selected models for predicting cascade
blackouts caused by cyberattacks. Also it was shown that the attack has a
main impact at the first stage of its development, then the growth of the
damaged nodes number became less active. The software can be used for
prediction of the network behavior when implementing harmful effects
that lead to the failure of the object, and the subsequent cascading effect in
the whole network.

Introduction

The applied relevance of the problem is determined by the need to predict a
situations caused by cyber attacks in the networks of critical energy infrastructure.
For this purpose, it is expedient to determine the degree of influence of each
network node on others, indicators of network resistance to the harmful
influences, modeling of cascade effects in the corresponding complex network.

In addition, computer simulation may be a good solution for numerical
assessment of a number of criteria for assigning objects to critical infrastructure
[1] (in particular, the severity of possible negative consequences of disruptions;
duration of elimination of consequences and further negative impact on other
sectors) and calculation of relevant network indicators. This paper substantiates
the use of models that allow modeling and assessing the effects of harmful effects
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on energy facilities, and predict the duration of the elimination of the
consequences and the extent of negative impacts, using the results of theoretical
and applied research infrastructures of other countries [2-5]. The algorithm, which
works on the basis of the Motter-Lai (M-L) model, has been improved, which
makes it possible to take into account the probabilistic nature of object failures
caused by malicious interference. Software was developed, a computational
experiment was performed on the example of the energy network of Ukraine.

Mathematical models

In the article [6] the model of cascade process of blackouts in the critical
infrastructure network was proposed. It uses topological facilities of investigated
network and allows to simulate blackout process taking into account a possibility
of impact on all set of network nodes, but not only on ajacent. The main idea of
the model is investigation of resulting coherence of the network at the finish of
cascade blackout process.

Let M is investigated network. For the network nodes we can obtain the values
centrality measures using the formula:

B(i) = Dot 22,
where i is current network node, g, (i)- number of the shortest paths between s
and t nodes, that pass through the selected node i, os: — general number of shortest
paths between nodes s and t in the whole network. For the each network node we
introduce the boundary load factor of the node:

=0+ ab;,
where b; - the calculated load factor of the node in the network (Betweenness
centrality, BC), and value a = 0 is the coefficient of stability of the node, which
plays the role of an indicator of the allowable overload of the i node.

The algorithm of cascade shutdowns of Motter-Lai is presented in the
following form:

1. Delete the attacked node, or set of network nodes, and the corresponding
connections, recalculate b and obtain b".
2. Check the overload condition on all nodes: b™ > ¢? If true then delete node. If
no nodes deleted then fo to step 4.
3. Return to the step 1.
4. Get a modified network M" as a result of damage. Calculate G — coefficient of
final network connectivity after cascade effect:

G = Na];\‘]ter'
where N — the general number of nodes in M, and N,z — the number of nodes in
the most connected component of the resulting graph M.

SIS model is a modification of well known epidemiology SIR model. This
model differs from the previous one in that instead of three states (susceptible,
infectious, recovered) there are only two states (susceptible, infectuous). Such a
model has been proposed to describe situations in which, in principle, an object
cannot receive "immunity" (this is typical for most APT attacks on critical
infrastructure objects). Model equation is:
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where variables s and i point to a number of objects in “susceptible” and
“indected” states accordingly, and £ shows the speed of attack propagation or
attack effect cascade propagation, and y parameter shows the recover speed for
typical object (node). The total number of objects remains the same throughout
the experiment. An alternative simulation model for this investigation can be a
cellular automate, however, for large volumes of the data, the computational
complexity of its work algorithm can be an obstacle.

Cyber attack on the electricity network of Ukraine in 2015

On December 23, 2015, the Ukrainian regional electricity distribution company
(Kyivoblenerho, Ivano-Frankivsk region) announced the disconnection of services
to consumers. The cyberattack affected additional parts of the distribution network
and forced operators to switch to manual mode. The failure was due to an attack
that allowed attackers to remotely control the SCADA system [7]. The attack was
carried out on three independent regions of the country with a short period of time
between them: lvano-Frankivsk, Kyiv and Kyiv region, and Chernivtsi region
were affected. The attack resulted in several power outages in different parts of
the country, causing about 225,000 consumers to lose electricity in various areas.
This situation is used to build software models (in particular, the selection of
constants), and verify their adequacy.

Initial data processing

To investigate this cyber attack effect, the map of the electricity grid of Ukraine,
which was obtained from official site of Ministry of Energy, was used.

The following approach was developed and used for the Motter-Lai
simulation model: 1) the load factors (BC) were calculcated for all network
nodes. The software package NetworkX Python for obtaining the factors of the
network was used. The nodes for the following steps were selected basing on the
ontained factor values (the most important values are shown in Table 1); 2)the
distribution of nodes by regions was performed for indetifying node classes that
possibly were shutdowned first in a given area; 3) after the classification of nodes
for these areas and the calculation of the values of the coefficients BC, in each
area were selected those nodes whose BC values are the largest.

A set of the most important nodes has been identified: for I-F region — nodel,
Burshtyn thermal power plant; for Kyiv and Kyiv region — node 77, Bila Tserkva
distribution station; for Chernivtsi region — node 6, Dniester hydroelectric power
plant. The initial number of successfully attacked nodes is 3, and the numbers of
«susceptible» nodes - 169.
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Table 1 — Nodes classification and load factor values (normalized on the segment
[0, 1] and non-normalized)

lvano-Frankivsk (1-F) Kyiv Chernivtsi
No BC Normali No BC Normali No BC | Normali
de zed de zed de zed
1 1216 0.083 12 | 1019 0.070 5 372. 0.026
4 .6 7
40 0 0 13 373. 0.026 6 471. 0.032
9 2
41 692. 0.048 14 57.3 0.004 45 | 71.7 0.005
8
42 0 0 57 0 0 46 | 54.7 0.004
43 381. 0.026 77 | 1046 0.072
7 4
44 0 0 78 791. 0.054
1
79 171. 0.012
8
80 61.1 0.004
81 0 0
86 444, 0.031
9

For SIS epidemiology model possible options in the development of the attack are
determined by the specific choice of coefficients B and y, however, for imitational
M-L model there is no possibility to determine such impact on a network,
therefore, adjastments were made: in addition to coefficient of acceptable
overload a the probability of disconnection of the object in case of exceeding the
threshold was also introduced. For example, during an attack, in the case of
untrained personnel, and low security level of the object, it can be assumed that
the value of the probability of shutdown in this case will be close to 1. Taking into
account the introduced adjustments, a software implementation was developed.

The results of simulation of cyber attack cascading effects

Based on the processed initial data, the behavior of the network at different
parameter values was investigated. Regarding the M-L model, there were cases
when the number of deleted nodes increases and the network connectivity
parameter G decreases with increasing overload parameter a (Fig. 1). This
behavior is associated with the so-called "islanding" effect [4]. For some sets of
parameters in the network, it is possible that it is divided into several separate
subgraphs (“islands"), not related to each other. The first and last stages of the
evolution of the network, obtained on the basis of the adjusted algorithm, are
shown in Fig. 2.
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Fig. 1. An example of network connectivity G dynamics (0 <a < 1, Aa
=0.01)

The results of modeling based on SIS model are presented in Fig. 3.

Fig. 2. Evolution of the network in time based on the Motter-Lai algorithm (a =
0.05, P = 0.75) (the attack sources are marked with circles)
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time
Fig. 3. Number of active (declining) and disabled (growing) nodes in the
SIS model (B =0.55, y = 0.40)

48



Conclusions

The selected models make it possible to effectively predict the behavior of the
network when implementing harmful effects that lead to the failure of the energy
supply object, and the subsequent cascading effect of failure in the network. The
models agree well in the forecast results, which gives grounds to consider them
suitable for an approximate estimate of the number of damaged nodes in the
network.

The Motter-Lai model allows us to evaluate the results from the standpoint of
simulation modeling of the behavior of objects in the network. The model allows
to take into account such factors as the value of the allowable overload of the
object and the probabilistic nature of disconnections.

The SIS model makes it possible to estimate the number of active and the
number of non-functioning nodes in the network. The experiment showed that the
vast majority of failures of child nodes occur in the first time period after the
failure of a critical node. Then the effect of failures becomes more stable, which
gives reason to believe that with the loss of control over the node in the first hours
of the accident, in the future the success of the network does not depend so much
on the speed of interventions.

The further research can be related with the analysis of networks of critical
infrastructure from the standpoint of negative impacts in the supply chain, which
occur when economic and other non-technical relations are disrupted.
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JUHAMIYHE MACKYBAHHSA JAHUX 31 3BEPEXKEHHSAM
DOOPMATY

Muxaiino Komomuries, Csitnana Hocox
HapuanbHo-HaykoBHi (i3NKO-TEXHIYHHH IHCTUTYT
HamionansHOTO TeXHIYHOTO YHiBepcUTeTy YKpainu « KMiBCbKUI MOMITEXHIYHUH
iHcTUTYT iMeHi Irops Cikopcbkoro», M. KuiB, Ykpaina

box144a@ukr.net, nos.sv.ol@gmail.com

CraTTs MPHUCBSYCHA aKTyalbHIN mpoOieMi 3axucTy iHopMarii y 6azax
JaHUX. ABTOPH PO3IIIAAAIOTE METOJ 3aXHCTY JaHHUX HIITXOM MacKyBaHHSI.
CyTh MacKyBaHHsS JaHUX IIOJISITAa€ y HE3BOPOTHIHM 3aMiHi B 0a3i JaHHX
KOH(QimeHIiHHOI iHpopManii (HAIpUKIAA, DaHUX, IO 1MEHTU(IKYIOTH
KOHKPETHHX JIIOJIeH) HECEKPETHIMH TaHUMH JUIS 3aTI00iraHHs TOCTYITy A0
Hel HeaBTOPH30BAaHHX KOPHCTyBadiB. SIK mpaBwio, KOH(QiACHLiHI TaHi
3aMIHIOIOTBCS CXOXXHMH Ha peajibHI 3HA4YeHHsA, 00 iX MokHa Oyio
BHUKOPUCTOBYBaTH B TECTOBUX CHCTEMax 3 rapaHTIi€lo, 0 MOYaTKOBI JaHi
HE MOXYThb OyTH OTpHMaHi, BHIydeHi abo BimgHOBIeHi. MackyBaHHS
JO3BOJISIE  BIACHWKaM 0a3W JaHUX CaMHM  BH3HAYaTH, CKUIBKH
KOH(DIICHIIHHUX NTaHUX CIiJ BimoOpa)kaTH, 3a MiHIMAJIBLHOTO BIUTUBY Ha
pobOTY HOAaTKiB — JaHi TIOBHHHI 3aJHMINATHUCS (QYHKI[IOHATBHO
MPUJATHUMH I TPUKIagHOI 0oO0poOkm (B OCHOBHOMY, 3aBIaHb
TECTYBaHHsS, HABYaHHA TOIIO). B CTAaTTi NPOMOHYETHCS METOIMKA
TUHAMIYHOTO MAaCKyBaHHS JaHUX 31 30epekeHHAM OopMaTy.

Beryn

MackyBaHHSI JaHHUX — IIe MTPOIIEC NMEPETBOPECHHS BXITHUX JaHUX (PAIKIB TaOIHIL
0a3u naHux), sSIKMH 30epirae 4acTWHY 3HAYEHHS OPWIiHANY, a IHIIY YacTHHY
MEepeTBOPIOE B (GOpMy, sKa BUINISAIAE€ SK BXiTHI JaHi, ane SKi HE MiCTITh
MOYaTKOBUX KOHQiIeHIIHHNX nanux. Lle, y cBoio 4epry, 3MeHIIye Macmrabu Ta
CKJIJIHICTh 3axo/iB i3 3axucTy IT. MackyBaHHs Mae mpamioBaTH i3 3arajJbHUMH
CXOBHILAMH JIaHUX, TAKUMH sK (ailiii Ta 6a3 JaHUX, HEe TOPYLIYIOYH CXOBHIIA.
MackyBaHHsI MTOBHHHE 3pOOMTH HEMOXKIHBUM ab0 HENPaKTUYHUM 3BOPOTHHIL
IH)KEHEepHHIl aHaji3 3aMacKOBaHHX 3HAYCHb. Take MEPeTBOPEHHS HEOOXiaHO,
HAIpHKIaMA, Ul BUKOHAHHS BUMOT 3aKOHY YKpaiHH MPO 3aXUCT TMEPCOHAIBHUX
nmanuXx [1]. MackoBaHa iHpoOpMaIlisi He TTOBUHHA 11eHTH(IKYBaTH 0CO0Y, MaHi K0T
30epiraroThCs B 3arajlbHOJOCTYIHIN 6a3i JaHuX.

HeoOXinHicTh MacKyBaHHs JaHUX BHHUKAae y OaraTbox oOmacTsx oOpoOKH
JaHUX:

- CraruuHe MackyBaHHsI, Bimome sik ETL (Extract, Transform i Load) —
3aCTOCOBYETHCS JIJIsI TIPUXOBYBAaHHST KOH(IIEHIIHHOT iH(pOpMAaIlil B cepeoBHIII,
SIKe BIJIPI3HSETHCS BiJl BUPOOHUYOTO HASBHICTIO TPETiX 0ci0 (mporpamictw,...) i
cabIIo0 TMONIITHKOI0 Oe3nekd. BuUXigHoro pemosutopito. Koxna ¢asza ETL
3a3BMYAil BUKOHYEThCS HAa OKPEMHX CepBepax: CXOBHUINI BHXIJHHX HaHHX,
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MacKyBaJIbHOMY CepBepi, KUl OpraHi3oBy€ NEPETBOPEHHS, 1 LIIbOBHI cepBep
6a3i manmx. CepBep MacKyBaHHS MiAKIIOYAETHCS 1O JUKEpesla, OTPUMYE KOIIiIO
JTaHUX, 3aCTOCOBYE MacKy 10 BKa3aHUX CTOBIIIIB JaHUX, a MOTIM 3aBaHTAXYE
pe3ynbTaT Ha IIIBOBHH cepBep. Y JESKMX BHIAJKaX IOTPIOHO CTBOPHTH
3aMacKoBaHy KoIlilo Oe3nocepennso B 0a3i maHuxX. Hampuxian, xoiam BHpoOHHI
JlaHi BUSIBJICHI B TECTOBIiH cuUCTeMi, JaHi MOXKYTh OyTH 3aMacKOBaHi Ha MiCIl, HEe
nepeminarounch B3araii. Take MacKkyBaHHS 3MEHIIYyE€ HMOBIPHICTH TOTO, IIO
CKJIaJHI 3B’SI3KH, 30€peKeHi MpOoLEeAypH HE IMIOPTYIOThCS HAJCKHUM YHHOM,
TaKUM YMHOM 30epiraiodu MoBHY LUTICHICTh MIaTGOpMH BUPOOHNUOT 0a3u TaHUX.
MoXIHBICTE 3a0€3IE€UNTH TOYHY KOII0 — 3 TOYKH 30pYy JAHUX, CTPYKTYpH Ta
(HDYHKIIOHAIBHOCTI — € KJIIOYEM JI0 TOTO, 00 TECTOBE CEPEIOBHIIC HAICKHIM
YHHOM IMITYBaJIO BUPOOHUUE CEPEIOBHIIIE.

- IIle omHMM HampsSMKOM 3aCTOCYBaHHS MAacKyBaHHs € BIIPOBAJKECHHS
mwiatpopmu BusinessIntelligence (BI)mms 00poOku 3HauHUX 00CSTIB iHPOpMALTT
(BigData), mo waaiiinuia 3 pisaux prepen. Taka 00poOKa BKIIIOYAE aHATITHUHY
00pobky (OLAP), iHcTpyMeHTH Bi3zyami3amii JaHHUX Ta IHTETPOBAHE CXOBHIIEC
maanx (DW). lle — 3arajgpHa TEHAEHIS MOKpAIIeHHS Oi3HEC-TIPOIeciB 3a
JONIOMOTOI0  BHKOPHCTAaHHS CTaTHCTHYHHX METOMIB Ta METOJIB AaHalizy
naHuX.BuydeHHs KOH(INEHIIWHMX JaHUX 3 OIepaliiHux 0a3 [naHuX, 3
NOJANBIINM 30€peKeHHSIM 1X y IIEHTPaJbHOMY CXOBHIIi,3a0e3reuye sK
KOH(QiIeHIiHHICTh iH(popMamii Tak 1 epeKTUBHICTE aHANII3y.MeTon MacKyBaHHS
JTAHUX BHKOPHMCTOBYIOTHCSI JUISl MIHIMIi3allil PU3MKYy HEHABMHUCHOTO PO3KPHUTTS
KOH(]IICHIIHHUX TaHUX, a TAKOX IS 30epekeHHs 0a30B01 AKOCTI aHANI3Y TaHUX.

Bumorn 1o nporiecy MackyBaHHS HaBeJeHi B [2]:

1. MackyBaHHS HE TIOBHHHO OYTH 3BOPOTHHUM.

2. PesynpraTH TOBHHHI OyTH pPENpe3eHTATUBHUMH IJISi BUXITHHUX JaHUX.
MackyBaHHS JaHMX TOJsITae B TOMY, 1100 Hajgaté iHdopmalifo, ska Bce e
Harajiye BUpOOHHUYI aHi JJIsl 1iIed po3pOOKH Ta TECTyBaHHS.

3. HeoOximHO miATpUMYBAaTH ITICHICTh MOCHIaHb. MacKyBaHHS HE MOBHUHHI
MOPYUIYBATH LITICHICTh MOCHIIAHb (30BHIIIHIX KITIOYiB TaOIHIIb).

4. MackyBatu Tpeba TiUTbKH KOH(IACHIIHI 1aHi.

5. MackyBaHHs Ma€ OyTH IOBTOPIOBAaHUM MPOIIECOM.

Opmnak  BimoMmi peamizamii MeTORIB MAacKyBaHHS SIK  IIPaBHIO HE
3a0e3Meuy0ThbBUKOHAHHS 11. 2,3 BUMOT. POpMaT MacKOBAHUX JIAHHX, HAJICKHICTh
0 TOTO > JOMEHy, IO i BXIiJHI JaHi, LUTICHICT MOCHIAHb, SIK NMPABHJIO HE
MiATPUMYIOTBCS.

VY wniif poGOTI MPOMOHYETBCS METOJMKAa MacKyBaHHs, 10 30epirae ¢opmar
nanux.IIpy  CTBOpeHHI METOJMKH BHKOPHCTOBYBAJIHCh pE3yJbTaTH aBTOPIB,
HaBeneHi B [3,4]. I[IpomoHOoBaHamMeTOIWKa MOJSATaE y HEOOOPOTHOMY METOI
MacKyBaHHs, IO 3a0e3rnedye SK KOHQIICHIIWHUX TaHWX, TaK 1 30epekeHHS
(hopMaTy MacCKOBaHUX JAaHHX. 3alIPOIIOHOBAHO METOAMKY 30€pe:KEeHHs IiTiCHOCTI
MOCWJIaHb 1 JI03BOJIsiE O€3MEYHO BUKOPHCTOBYBAaTH KOH(IJCHIIIHI aHi,
BioOpakaroun X 3a JOIMOMOTOI0 HAIKHUX HEOOOPOTHHX METOJIB MacKyBaHHI.
Meroanka He BHKOPUCTOBYE KpuOTorpadidi MepeTBOpeHHs, 3abe3rnedyrodn
MOJKJIMBICTh AUHAMIYHOTO TIEPETBOPEHHS JIaHHX.
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3aranbHi XapaKTePUCTUKH IPOOHOBAHOI METOIUKH:

36epexeHHsT (opMaTy: MacCKyBaHHS CTBOPIOE JaHI 3 TaKOIO JK CTPYKTYpOIO,
mo ¥ BuximHi gaHi. e o3Hayae, M0 SIKIIO BUXITHI JaHI MalTh JOBKHUHY 15
CHMBOJIIB, MaCKOBaHi J[aHI TaKOX JIOBXKHUHOIO 15 cHMBOJNIB. MacKyBaHHS JaHUX
THITy JlaTa i yac TOBMHHE JaBaTH YMCIA B NPAaBHJIBHHUX Jiama3oHax UIs JHS,
MicsIs Ta poKy 1 yacy.

36epexeHHsT THIY JAaHHX: MackyBaHHs, 10 30epiraiotTh (opmar, HEsSIBHO
30epirae i THII JaHUX.

CeMaHTHYHA IUNCHICTE: 0a3sd JaHMX dYacTO HAaKJIaJaloTh J0JATKOBI
0OMEKCHHSI Ha JIaHi, siki BOHH MicTsaTh, B Burisiai ymopu CHECK. Hampuknan,
MaKkCUMaJbHE 3HAUSHHs 3apIulaTH  CHiBpOOITHWKIB. Meroanka 103BOJISIE
BUSIBJISITH TaKH OOMEKEHHS 1 pOOMTH MEPETBOPCHHS BiIIOBIIHO JI0 HUX.

IlocumanbHa WiTICHICTH: METOJMKAa MACKyBaHHS MIATPUMYE ITOCHIATIbHY
nimicHicTh MK TaOmuusgmu. lle rapaHTye, 10 3aBaHTQKEHHS HOBHX JAHUX
Tpawioe 6e3 MOMMUIIOK.

Posnozin 9acToT: B OeAKMX BHINAAKaX HEOOXiTHO MIATPUMYBATH JIOTi4HE
IpyIyBaHHsS 3HaueHb. Hampukian, sSKIIO BHXIiZHI JaHi ONUCYIOTH TeorpadivHe
posranryBaHHs O0’€KTIB 32 IOIITOBUMHM IHJEKCaMM, MAacKOBaHI BHIIQJIKOBI
MOINTOBI IHJEKCH B3HUIIYIOTh MLiHHY Treorpadiuny iHpopmanito. Meroanka
J03BOJIsIE  30epiraTé eNeMeHTH INalJIoOHy JaHuX, 3a00pOHSIOYH MAacKyBaTH
BU3HAYEHY YaCTHUHY JaHUX.

VHIKampHICTE: 3aMacKOBaHI 3HAY€HHA € YHIKQIPHUMH 1 TIOBTOpHE
MAacCKyBaHHS OJTHOTO i TOTO K 3HAUCHHS J1a€ IHIINIT pe3yabTar

Ha pucynky 1 moka3aHa 3araipHa MOJIENb 3aXWCTy KOH(QIZCHIIHHOCTI
BEJIMKUX JIaHUX 3 BUKOPHCTAHHSIM METO/IiB MACKYBaHHS JIaHHX.

4 ( MeTagaHi | - N
I.D.eH_TMdMH_aLtm [ Kontpons ‘ Tt AHanis

KOHIAEHUIFHNX uinicHocTi MacKyBaHHA

\ AaHMX > )

/ . ) ;4& I -\
Ei}ﬁa?a 1 SR { MackyBaHHA ‘ . ,\Mﬁkcia'ﬁl'

.~ Extract Load LaHi
Transform o~ MackyBaHHS
l Tabauui ‘ {l‘lpep,maEHEHHﬂ ‘ { Tabanu \ { MpeAcTaeneHHA |

PucyHok 1 - 3arajgbHa MOJIeINb 3aXHUCTy KOH(IISHIIIHHOCTI BEIMKNX JAHUX
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Inentudikamis xoH¢izeHmiiHuX nanux. Ha migcraBi pe3ynbpTartiB aHami3y
MeTaJJaHuX KOPHUCTYBaueBl HAJAETHCS MepeNTiK TaOInIpb i aTpHOYTIB JaHHUX 3 IKHAX
BiH ITO3HAYAE Ti, IO HEOOXITHO MaCKyBaTH.

Konrpons mimicHocTi. IInsixom aHami3y MeTagaHWX BH3HAYAIOTHCS 3B’SI3KH
MDK TaOJIUISIMA. 30BHIIIHI KITIOYX MacKyIOThCS OJHAKOBO 3 IIEPBHHHKM KIIOYEM
6aTbKIBCHKOI TaOMIMIII.

IIponenypu wmackyBanHsA. B 3amexsocti Bix Tumy 1 ¢opmaTy IaHHX
00MpaeThCsl 01HA 3 MPOLEAYpP MAacKyBaHHsS. Po3poOyieHi METOIUKH MacKyBaHHS
JAHUX THITY PSJIOK, YHCIIO0, Aata. [Ipolietypy MacKyBaHHS JJO3BOJISIOTH 30epiraTu
peanicTuuHiCTh AaHuX. [ psIKOBHX 3MIHHMX 30epiracThCs KOZOBAa CTOPIHKA,
HasIBHICTh CHMBOJIIB BEPXHBOTO 1 HIDKHBOTO perictpy. Jlist dmcen 30epiraethes
PO3PAIHICTE i 3HaK. 3Ha4YECHHS JaTH HEPETBOPIOIOTHCS B KOPEKTHHH Jliana3oH
mati 1 dvacy. Jleski elleMEHTHM MaHMX MOJYKHA MO3HAYMTH SIK Taki, IO He

MEPETBOPIOIOTHCS. OCKITBKHI Kkpunrorpadivni MEPETBOPEHHS HE
BUKOPHCTOBYIOTBCS, IPOLEAYPH MOXKHA BHKOPDHUCTOBYBATH Il JMHAMIYHOTO
MAacCKyBaHHSI.

MackyBaHHs1. 3a pe3y/bTaTaMi aHali3y METaJaHUX BU3HAYAIOTHCS THII JTaHHUX
1 HaJISKHICTh 30BHIIIHIX KJIIOYIB. B mepiry uepry MackyroThcsi BUSIBIICH] 30BHILIHI
K09l pa3oM 3 BIJNOBITHMMH NEPBUHHUMHU KIIOYaMH. Y  IOJAJbIIOMY
MepEeTBOPEHHI BOHH ydacTi He OepyTh. B 3amexHOCTI Bif THITy JaHHX CTOBIIL
TaONUIi aBTOMAaTHYHO OOMPAETHCS i BUKOPUCTOBYETHCS BiJIIOBIJHA IPOIEAypa
MacKyBaHH;I.

BucnoBok

IIponoHoBaHI MeTOAWKH peani3oBaHi B BHUIIAAI (QpeliMBOpPKY 3 TpadiuHIM
inTepdeiicom. OpeiiMBOpK 3a0e3nedye ChinbHy iHOPACTPYKTYPY IS PO3POOKH,
TECTYBaHHS Ta MiATPUMKH, 3a0€3Medyr0oul MaciTabOBaHICTh 1 TIOBTOPIOBAHICTS.
IloBTOpHICTE  BHKOpUCTAaHHS  3a0€3MEUYETHCS  ABTOMATHYHUM  aHANI30M
merananux b/, skuil Bu3Havae crocid MackyBaHHS IUIsI KOKHOTO €JIeMEHTa
JIaHUX (CTOBITYMKA TAOJIHIII).

B poOoti HaBeieHi MpHKIaId BUKOPUCTAHHS PO3POOJCHOrO (peiiMBOpKa is
MEePETBOPEHHS JaHUX.

TopiBHsuUTbHMIT cTAaTUYHMI aHAi3 MacKOBAaHMX I HEMAaCKOBAHUX JAHHX ITOKA3aB,
IO MAacKOBaHi JaHi He J03BOJAIOTH BIIHOBUTU CTaTHUCTHYHI XapaKTEPUCTHKH
HEMaCKOBaHHX JaHHX.

IepeJik nocuianb

1. 3akoH Ykpainn «[Ipo 3axucT mepcoHambHHX mAaHux» Bim 20.12.2012
Ne2297- VI. (The Law of Ukraine "About personal data protection"
from 20.12.2012 Ne2297- V1)

2. Underst and in gand Selecting Data Masking Solutions: Creating
Secure and UsefulData https://securosis.com/assets/library/reports/
UnderstandingMasking_FinalMaster_V3.pdf
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KypHai «3axuct indopmarii», Ne1(19)2017p. — C.16-22.

4, 3abe3meyeHHs IIICHOCT] 30BHIIIHIX KIIFOYiB MACKOBAHOI 0a3u JaHMX,
Konmomunies M.B., Hocok C.O., Masypenko A.€. HaykoBo-TexHIUHHIT >KypHa
«3axuct indopmariiin, Ned(17)2015p. — C.306-311.
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AHAJII3 I IPOTHO3YBAHHS BIIMOBOCTIMKOCTI 3ACOFBIB
3BEPIT AHHA THOOPMAIIIT

Haranis Ky3nenosa, [Terpo bigrok
[HCTHTYT NPHUKIIaHOTO CHCTEMHOTO aHaJi3y
HamionansHOTo TeXHIYHOTO YHiBepcUTeTy YKpainu «KuiBchkuil mostiTeXHiuHUN
iHctuTyT iM. I.Cikopcpkoroy, Kui, Ykpaina

natalia-kpi@ukr.net, pbidyuke_00@ukr.net

JlocnmipkeHHsT TIpUCBSYEeHEe pPOo3poOmi IAXOAy MJO IPOTHO3YBAaHHS
HAJIIHHOCTI Ta BIIMOBOCTIMKOCTI TEXHIYHHX CHUCTEM. Y pOOOTI BUKOHAHO
MOJICIIOBAaHHS Ha OCHOBI HAKONMYEHHWX ICTOPUYHUX JIaHUX CTOCOBHO
CTaHy JMCKiB, 1o 3abe3medyBanu 30epiraHHs iHdopMarii Kii€eHTiB-
3aMOBHHKIB XMapHHX CEpBICIB, AIA SKUX BaXIJIUBHMH € BHMOTH IIOJO
Oe3nepebiitHOro JmocTymy 1 BHCOKOi sKOCTi (0e3 BTpar) 30epekeHoi
iHdopmarii. Ile morpedye BYACHOTO OILIHIOBAHHS BIIMOBOCTIHKOCTI i
HaJIHHOCTI TEXHIYHOTO OONaTHAaHHS, sKe 3a0e3neuye 30epekeHHs JaHHX.
Inest 3anmpoONOHOBAHOTO IMiAXOAY IOJATAE Y MOCTIHHOMY MOHITOPHHIY Ta
OLIIHIOBaHHI TeXHIYHUX XapakTrepuctuk (SMART) oGnanHaHHs, BUBYCHHI
Horo ri00ambHOI NPOIYKTUBHOCTI, Kiacudikamii Ta HMPOrHO3YBaHHI
o0JiaiHaHHs, JUIS SIKOTO MOJKYTh HACTaTH BiIIMOBH y HACTYITHI MOMEHTH
Yacy 3a JOIOMOIOI0 IBTEPHATHBHHUX METOMIB MAIIMHHOTO HaBUYaHHS.
OCHOBHMMH €TalmaMy OOCHIIKEHHS € aHam3  BIAMOBOCTIHKOCTI,
MPOTHO3YBaHHS 30010 TPOTATOM BHU3HAYCHOro Iepiomy, 1, 3a
HEOoOXiTHOCTI, BUACHA 3aMiHa TaKoTo OOJlaHAHHS Ha HOBE. BukopucTaHo
pi3HI METOOM MAIIMHHOTO HAaBYaHHS Ui IPOTHO3YBaHHS HMOBIPHOCTI
noxii — BiIMOBHM OOJagHaHHS, a TAaKOX IPOTHO3YBaHHS 4Yacy (AHIB)
0e3BiIMOBHOT POOOTH 00JaTHAHHS 1 YACOBHIA TIPOMIXKOK JIJIS X 3aMiHH.

Beryn

Bumorn 10 po6oTH pi3HOMaHITHHX OHJIAWH BeO-CEepBICIB MOB’sI3aHi 3 BEIUKHM
HaBaHTOKEHHSM Ha OONaTHAHHSA Ta TEXHIYHI CHUCTEMH, SKi 3a0e3meuyroTh iX
OesnepebiiiHe ¢yHKumionyBaHHs. OpHouacHMH 30iff Ta BigMOBa HAWOLIBIIMX
CEpBICIB COIabHUX MEpEX, SKi cTanmucs y >KOoBTHi-nucromani 2021 poky B
€Bpomi Ta y BChOMY CBiTi, OynM MOSICHEHI KOMITaHISIMH-PO3pOOHHKAMU SIK
OJHOYACHE TEXHIYHE HABAHTAKCHHsS, 3 SKAM HE CIPAaBUIOCh TEXHIYHE
oOmagHaHHA. AHAJOTIYHI BHUKIHKM TIOCTald B YKpaiHi Tepex I0JaTKOM
"Jlis", KOMM BeNHMKa KIUIbKICTh KOPHCTYBadiB 3MYyIICHA Oyjia CKOPHUCTATHCS
CEepBiCOM, CTBOPIOIOUM TaKMM YHHOM HAJMipHE HaBaHTAXKEHHS, L0 MPU3BEIIO JI0
BIIMOBHU CHCTEMH, a B JICSKHX BHIIQJKaX 1 4aCTKOBOI BTpaTu qaHuX. Came BUMOTH
IO JIaHWX, J0 iX KOH(IAEHIIIHHOCTI, HaaiifHOCTI 1X 30epekeHHS Ta MOXKJIHBOCTI
IOCTYIy 3a BHMOTOK IX BIIACHHKIB Hapasi € HaiOUIbII aKTyalbHHUMH.
CporoJHi criocTepiracTeCsi Bce OUbINA JiKATANIZAINS Pi3HUX chep MisTbHOCTI
Ta mepexia Ha nupoBi maHi, SIKi PEryaspHO 30MPalOTHCS Ta 30epiratoThCs Y
BEJIMYE3HUX 0a3ax i CXOBHILAX AAHMX, IIOJEHHO OHOBIIOKOTHCS, JOMOBHIOIOTHCS
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Ta KOPUIYIOThCS, a TOMY MOTPeOYIOTh BEIMYE3HOIO MPOCTOpY Uil  iX
PO3MIIICHHS.

Kommaniss BackBlaze 3ailimaeTbcsi XmapHHM 30epiraHHAIM 1 pe3epBHHM
KOIIIOBaHHAM JIaHUX, HAJaHHAM MAacCIITa0HUX MOCIYT XMapHUX CXOBHII,
JOIOMaraloud KJIi€HTaM pO3pOOWTH 1 CTBOPHTH BIIACHI XMapHi pillIeHHS,
OpraHi3yBaTH Pe3epBHI KOMil iCHYIOUHX CHCTEM 1 (aiiiB Ta 3a0e3neunTi HaaiiHy
B32€EMOJIiI0 3 poOdounMH Mporecamu 1 iHcTpymMeHTamMu. Kommanis Backblaze mae
COTHI TMOMEepPEeJHO CTBOPEHMX iHTerpauiii Ta maptHepiB, 30kpema i Facebook.
3Bakalouu Ha 3rajaHi BUIlE TeXHiuHi 3001 came y cepBicax kommaHii Facebook,
METOI0 HAIIOTO JOCII/DKEHHS Oyna caMme IepeBipka HaIiHHOCTI 30eperKeHHS
JaHUX Ha JWUCKAaX pIi3HUX BHPOOHMKIB Ta BU3HAYEHHs HaWOINBII TPUBAIHX
HaJIIHHUX MOJIEINeH I HaJaHHs pekoMeHanii kommnanii Backblaze.

AHaJyi3 icHyro4ux myOjaikaniii 3 BiAMOBOCTIHKOCTI TeXHIYHOro
00/1aJHAHHS i MOCTAHOBKA 3aBJAHHA JOCTIIKEeHHS

Y poboti [1] Oyma mpoBemeHa omiHKa epekTuBHOCTI TexHIYHHX SMART
XapaKTePHUCTHK Ui epeadadeHHs BiIMOB. ABTOPHY 3pOOMIIN BHCHOBOK, IO cami
napamerpu SMART HaBpsin uu OyZyTh KOPHCHHMM JUIsl IPOTHO3YBaHHS 300iB
OKpEMUX IHCKIB, aje BPaXOBYIOUH, 10 TEXHOJIOTII 3BITHOCTI BJOCKOHAIWIUCS, Y
Hamid poGoTi Oyae MOCHIIKEHO, YW 3MOXYTh Li HapaMeTpu Ul HKOPCTKUX
muckie (HDD) 3 2015 mo 2020 pik OyTH 3HAYyIIUMH XapaKTEPUCTHKaMH. Y
po6orti [2] BanTicta Mapcist 3acTocyBaB KOMOIHAIi0O MOZETIE YaCOBUX PSAIB Ta
METOIB Ha OCHOBI MAIIMHHOTO HABYaHHA IJIsi TPOTHO3YBAaHHA MOIiH 30010
TEXHIYHOrO0  oOJagHaHHS  aBiakommaHii. BiH  BHKOpHUCTaB  CTaTHUCTHUKY
XapaKTepPUCTHK MUHYJIMX 3HAYeHb SK BXiJHI JaHi MOJENi, sKa TaKoX BKIIIOYAE
HACTYIHY TOAil0 TependadeHHs BiAMOB sK BXimHi maHi Momeni ARMA, Takum
YHHOM Mi/IBHIIYIOYM TOYHICTH MPOTHO3Y MOJEINi y HOPIBHSHHI 31 3BHYaHHOIO
Weibull-monemmio [3]. BUKOPHCTOBYIOUH Ta OL[HIOKOYH TPOIYKTUBHICTH Pi3HUX
knmacu(ikaTopiB MalIMHHOTO HaBYaHHS JUIS IPOTHO3YBaHHSA BiMOBH B
TIPOMHCIIOBOMY OOJIaTHaHHI Ul BUPOOHUIITBA aHOIB, y po0oTi [4] miaKpecneHo
B@KIIMBICT PO3IVITHYTOrO YacoBOrO BiKHA Ta MHOro BIUIMB Ha TOYHICTbH
BHMIPIOBAaHHS BiIMOBHU. Y po0oTi [5] HarosomryeTscst Ha mpogyktuBHocTi LSTM
IUTSL IPOTHO3YBaHHSI BiIMOB y Ooliiiepax, He3BaKaroun Ha He30allaHCOBaHUI Ha0ip
nanux. ToMy y naHoOMy AOCTipKeHHI Takok Oyno 3actocoBano anroput™ LSTM
10 Habopy naHux Juis auckiB kommanii BackBlaze i orineHo #oro epekTHBHICTb.
V pob6ori [6] aBTOpH anHanmizyBanu 3BiTH Kommanii BackBlaze 3a 2011-2015 poku.
Bylio BUKOPUCTAHO KIIACTEpH3aIlif0 Ha OCHOBI MeTOy K-cepeHboro, mob BpydHy
BHUIIPAaBUTH BEJIMUYE3HHH IucOalaHC KIiaciB, SKHH HAsSBHHK y BXigHIA BHOIpII,
npote GoKycyBannCh UIIE Ha 4 Pi3HUX MOJEIIX KOPCTKHUX JUCKIB (2 Seagate i 2
Hitachi). YV Hamomy mociikeHHI TakoX 3MEHIIEHO BUOIpKY HaOOpY JaHUX, aje
BHIAIKOBIM YHHOM, 1 IPOAHATiI30BaHO yCi MOZETi BHPOOHHKIB KOPCTKUX JUCKIB,
SIKi BUKOPHCTOBYIOThCs Kommaniero BackBlaze. ¥V nonepenniit po6ori [7] Gymo
PO3MIITHYTO PU3UK BiZIMOBM JKOPCTKOTO JUCKA IMPOTATOM HACTYITHOTO MICSILL Ha
ocHoBi SMART-XxapakTepuCTHK 3a OCTaHHI 3 Micsli, BH3HAYUBIIM HAHOLIbII
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BaXJIMBI 3MiHHI 1 Ha ocHOBI came 1ux SMART-xapakTepuctuk OyIo
CIIPOTHO30BaHO BHXIiJ] AUCKY 3 JIQAy Y HACTYINHI Micsimi. Pe3ymbraTn, oTpuMani 3a
JIOTIOMOTOX0 IIi€l MoJieni, OynM MiCHO TOYHHUMH, alie Hapasi 30CepeMOCh Ha
HopMaiizoBaHux SMART-xapakTepucTHkax 3a IOIIOMOTOIO aHAai3y YacOBHX
psaniB. Koxna xapakrepuctuka SMART Oyne posrmsipaTucs sk 4acoBuil pan i
OyIyTh PO3IIISTHYTO 2 TUMHU HPOTHO3YBAHHS: UM BHHAE KOPCTKUH THCK 3 Jagy 49U
Hi 32 KOpOoTKuUH mpomixkok yacy (1,3,10 AHiB) 1 MpPOTHO3yBaHHS OYiKyBaHOTO
TEpMiHY eKCIUTyaTallil >KOPCTKOTo AHCKA.

IocainoBHicTh MpOBeeHHS aHAJI3Y

BuxoHaHHS DOCHiIKEHHS NMPOBOIWIOCH Yy NeKinpka eramiB. Ha mepmomy erami
3/iHCHIOBAaBCS TOTEPEAHIA aHalmi3 — BHBYCHHS TIJI00ANBHOI MPOAYKTHBHOCTI
muckiB BackBlaze 3 Bukopucrannsam moneneit qacoBux psais. Ha npyromy erami
BUKOHYBABCSI aHaJi3 i Kiacu(ikalis — IPOrHO3yBaHHS BiJMOB HACTYITHOTO JHS Ha
ocHOBi SMART xapakTepHCTHK Ta alrOpUTMIB KiacHdikalii MalnHHOTO
HaBuaHHs. Ha HacTymHOMYy eTami BHKOBYBAJIBCS aHANi3 BiJMOBOCTIMKOCTI
JKOPCTKOTO TUCKa 3 BUKOPHCTaHHAM HelpoHHUX Mepexk RNN i LSTM Ta anamizy
gacoBuX psaaiB SMART-xapakTepHcTHK.

IMonepenniii anaxiz BXiTHUX JaHUX

OCHOBHOIO METOIO TEPIIOTO €TAIy € OIliHKa Ta MPOTHO3YBaHHS PIiBHS PH3HKY, 3
skuM BackBlaze cTuKaeThCs 3 4acoM, a TaKOK TTIHOMHHE AOCIIKEHHS HAsSBHOIO
Habopy maHuX. 111 OIiHFOBaHHS TEXHIYHOTO PH3HUKY HEOOXiTHO MepeadadynTH B
HOro CKIIamoBi: WMOBIPHICTh BiIMOBH (4YacTOTa BiAMOB) OOJNAIHAHHS 1 OI[IHUTH
MOJKJIMBI 30MTKH.

Kaacudikauis auckiB  moao BigMoBocTiiKoCcTI  MeTomamMu
MAIIHMHHOI0O HABYAHHS i MPOrHO3yBaHHA BHXOAY 3 Jaay HAa OCHOBI
SMART- xapakTepucTuk

VYV mnonepenHiit po6oTi [7] Oyn0 BCTAHOBICHO KOPEJSIII0 MK JCIKAMH
SMART- xapakTepucTHKaMH Ta HMOBIPHICTIO BiIMOBHM JHCKy. IIpoBeneHuid
aHai3 BpaxoByBaB JHIIIE KOPCTKi aucku a0 2015 poky, mpoTte 3a neit yac 0yio
3po0JICHO 3HAYHI BIOCKOHAJCHHS B TEXHOJIOTiSAX 3BITHOCTI AauckiB. Tomy Oyio
BUpIMICHO BHMBYMTH BIUIMB Ta BaKIMBiCTh ocobmmBoctelt  SMART
xapakTepucTrK. OCKIIbKY 9aCTHHA METO/IB Ha OCHOBI HeifpoHHMX Mepex (LSTM
i RNN) mparioroTs sIk 90pHa CKpHHBKA, TO I BUOOPY O3HaK BUKOPHCTOBYBAaBCS
IHIMH anropuT™. Y IIbOMY BHUIIQAKY 3aJada BU3HAYAETHCS SK KOPOTKOCTPOKOBE
NPOTHO3YBaHHs, SKE BHUKOHYEThCS TAKMM YHMHOM: Ha OcHOBI Bcix SMART
XapaKTepPUCTUK MM HaAMaraeMocs TMepefdaynTH, Yi BUIHIE 3 JIaay KOPCTKUI THCK
IPOTATOM HACTYMHHUX 24 TOIMH. BUKOpMCTOBYIOYM pi3HI METOIM MAIIMHHOTO
HaBYaHHs, TaKi SK: TPAAI€HTHHUI OYCTHHT, BUITAJKOBHIA Jlic, MeTO/ K-HaHOIIKINX
cycimiB abo moricTmuHy perpecito, Mu Oymemo BuBuatm BIumB SMART
XapaKTepPUCTHK Ha HIMOBIPHICTh Bi]MOBH.

Kopekuia oucoanancy knacie
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Ockinpku y BXiZHOMY Habopi HMOBIpHICTH BiAMOBH 3a J00y HHM3bKa 1 He
mepesuinye 0,05%, To mig wac BUpINICHHS 3amavi Kiacudikamii TUCKIB, sSKi
MOXYTh BIIMOBHTH, MH CTHKa€MOCS 3 MPOOJIEMOI0 BEIHMKOTO KJIACOBOTO
mucOanancy. Jns BHOOpPY BaXJIMBHX O3HaK i BHOIpKY OylOo BHKOHAaHO
nepebaaHCyBaHHS BHOIPKH UL JOCATHEHHS 4dacTku: 95% — xopommx, 5% —
BIZIMOB.

VYci BUpoOHHKH 1 HaBiTH Pi3HI MOJETl OJHOTO BUPOOHHMKAa BHUKOPHUCTOBYIOTH
no-pisHoMmy SMART xapakTepuCTUKH, TOMY iX OyJ0 BHPIIIEHO MPOHOPMYBATH.
Koxxaa SMART xapaktepuctika Hamae pisHy iHGOpMAlilo Mpo MPOAYKTUBHICT
JKOPCTKOTO JAWCKAa. MaTrpHIpsl KOpewslil IOoKasye CHIIBHY KOpEIDIIIo MK
xapakrepuctiukaMu SMART 5, 7, 197 ta 198, mo BH3HAYAIOTHCS K KUIBKICTh
MEPEPO3MOAICHUX CEKTOPIB, YacTOTa MOMHJIOK IOIIYKY, IOTOYHA KIJBKICTh
CEKTOPIB B OUiKyBaHHI, HEBUIIPAaBHA KUIBKICTh cekTopiB. [IpoTe mist BCix MeToniB
knacugikamii 0yio BUpIMIEHO BUKOPUCTATH Bei 10 XapaKTepUCTHK.

Pesynomamu  knacugpikauii 0na KoOpomKoCmpPOK08020 NPOZHO3YEAHHA
giomogu

Byno BukopucTaHo pi3HI METOIH 1 AITOPUTMH Kinacudikamii st knacugikarii
THX JWCKIB, SKi BUHIYTH 3 Jany (BiIMOBa) i IPOJOBKATH NpANIOBATH y HACTYIHI
MOMEHTH dYacy. BuKkopucraHo Taki OCHOBHI METPHKH JUIsl KiacHQikamil sk:
TouHicTh (accuracy), Biaryk (recall) Ta ouinka F1-score.

Taoauus 1. TounicTs MeToAiB KIacugikamii 17151 KOPOTKOCTPOKOBOI0
NMPOrHO3yBaHHS BiAMOB IHCKIiB

Kunac 0: JRoperkmii 1uck He BHATE 3 TALY B Kunac 1: Kopceremil AncK Buiije 3 1any B
momenT d+1 monent d+1

MeTox Budpka Accaracy l Recall | Fl-score Support | Acemracy | Recall | Fl-score Support

T e | HawTamHEa | 1.00 1.00 1.00 991271 | 0.73 0.98 0.84 5612
Tectosa 1.00 | 1.00 1.00 251812 | 028 0.21 0.24 1110

TpagicnTami Haguansua 1.00 1.00 1.00 991271 | 0.90 0.16 0.28 5612
GycTHHD TectoBa 1.00 1.00 1.00 251812 | 046 0.24 0.31 1110
ToricTuna Hapuanesa | 0.99 1.00 1.00 991271 | 0.84 0.08 0.14 5612
perpecia Tectosa 1.00 1.00 1.00 251812 | 0.56 0.15 0.24 1110
KMl G HATI Haguanesa | 0.99 1.00 1.00 992594 | 0.87 0.04 0.07 5619
cycigie Tectosa 1.00 100 1.00 251700 | 0.60 0.10 0.18 1108

AHaJi3 BIAMOBOCTIHKOCTI JKOPCTKOro AMCKA 3 BHKOPHCTAHHAM
Heiiponnux Mepe:xk RNN i LSTM ta anaJi3 yacoBux psiniB SMART-
XapaKTepUCTHK

BuxopucroByroun GyHKIIiIO BIDKUBaHHS (y HAIIOMY BHUTIAKy BiIMOBOCTIHKOCTI) 1
SMART xapakTepuUCTHKH IHCKY HpPOTHO3YEMO HMOBIPHICTH HOTO BiAMOBH Yy
HactynmHi N Bu3HadeHux gHiB. Jns 1poro Oyao BHKOHAHO JIO/IATKOBE
MepeTBOPEHHs BXiHUX NaHuX. CoYaTKy po3paxoByBaBCs Yac 70 BiIMOBH ANUCKY
Ha OCHOBI Teopii aHaji3y BI)KMBAHH], a MOTIM NPOBOAMIACH KiacHikamis
LIISXOM MOPIBHSHHS 4Yacy 0 BiAMOBH i mapaMerpa — KiJIbKICTh mependaueHnx
JHIB. 3aBASKH BUKOHAHOMY aHAJTi3y BIDKHBAHHS JKOPCTKOTO JHUCKY TEIep MOXKHA
BU3HAYMTH, YU BHiE BiH 3 yaay npotrsroM HactymHux N muiB. Lls indopmaris
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JoJaeThea K AoaaTkoBuil ctoBmeups Dataframe. Ilicns moxiny maTpumi Ha 1Bl
gactiHE X 1 Y, Matpuns X meperBoproerbest y 3D-macuB Ha 6asi 10 SMART
XapaKTepPHUCTHK 1 7 3HaueHs i3 Jaramu. Kpim Toro, pizHi SMART xapaxrepucTiku
MacITa0yroThcst 3HadeHHAMH Bix 0 mo 1. HacTymHuM kpokoM Oyiio BHKOHaHO
NPOTHO3YBAaHHA MapaMeTpy KiJbKOCTI [HIB, SKi JHCK INe IPOIPAIIOE
(N_days_forecasted_after), 1106 Bu3HAUHTH, HA SKHii TOPH3OT IOLIIEHO POOHTH
KOPOTKOCTPOKOBE IPOTHO3yBaHHS. Hale(eKTHBHIIINM U TIPOTHO3YBaHHSI
¢axry BiAMOBH Oyi0 BU3HAYEHO MPOTHO3YBaHH: 30010 MPOTAroM HacTymHux 10
nHiB. Bxigna BuOipka maHux ckiaganack 3 118 210 mocmimoBHOCTEH, y sKiit
TaKOX CIOCTEpiraBcst JHUCOANTaHC, OCKUIBKH KUTBKICTh BIMOB Oyia 3HA4YHO
MEHIIIOI0, MOPIBHIHO 3 HOPMaJbHUMHU JMCKaMH. Bci BXimHI aaHi Oyiau po3misieHi
Ha HaByaibHy (80%), TecToBy (10%) Ta Baminauiitny (10%) Bubipku. Pesymsratn
KOMOiHaIii alrOpUTMIB HA OCHOBI HEHPOHHHMX MepeX 1 Mojenedl BH)XUBaHHS
HaBeJeHO y Tabmmi 2.

Byno BukoHaHO Kiacudikamio i MPOTHO3YBAaHHS IWCKIB, SKi BiIAMOBISTH Y
HACTYIHHI 9aCOBHI TOPH30HT, HA OCHOBI HEUPOHHHUX Mepex nBoX TumiB (LSTM,
RNN) Tta ocHoBHuHX i1 maroBux SMART-XapakTepuCTHK IHCKiB, a TakOX Ha
OCHOBI KOMOIHOBAHOTO IiIX0OAY 3 BUKOPUCTAHHSIM HEHPOHHHX MEpEexX 1 Mojenen
BW)KMBaHHSA. 3arajoM OyJ0 BHUSBICHO pi3ke 30inblIeHHS oIiHku F1-score,
HOPIBHIHO 3 KOPOTKOCTPOKOBHUM IIPOTHO3YBAHHSM, sIke OyJIO peai3oBaHO paHilie
3aBagku  aHamizy SMART-xapakrepucTHk sSK 3MIHHHX Y 4aci O3HaK, IO
HiIBUIOIMIO TOYHiCTh Kiacudikamii. KpiM Toro, nmpu BHKOPHCTaHHI HapHUX
nmapameTpiB BBeJCHHS (YHKIII BIDKUBAHHS 3HAYHO MiJBUINYETHCS MOKa3HHUK F1.
Buxopucranus 3nauenb SMART-xapakTepucTuk 3a OCTaHHI 7 JHIB BHSABHJIOCH
XOPOIIAM KOMITPOMICOM TSI 3MEHIIICHHS TIepeo0afHaHHS Ta HaJISKHOTO OOIKY
Oyap-sKUX iCTOTHUX 3MiH iHpopmarii. [Ipu BuOOpi anropuTMy HEHPOHHHX MEPEK
He OyJo momiueHo Benukol pizHuii Mix anropurmMamu LSTM i RNN sk 3a wacom
00poOKH, TaK i 3a pe3ybTaTaMH MPOTYKTUBHOCTI.

Ta6mus 2. [TopiBHAHHS Moenei

Tapamerpu Hapsamna Budipia Tecrona Budipea

Meron Amropwrm | Acewncy | Fl-score | Precision | Recall | Accaracy | Fl-score | Precision Recall

TSEHRT - LSTM 0,76 0,45 0,49 0,48 0,69 0,47 0,40 0,66
Survival Function

TSMARTSE RMN 073 0,38 0,46 039 0,68 046 0,42 0,64

+ Survival Function
TSMART LSTM 0,76 0,44 0,48 0,47 0,67 0,46 0,38 0,66
TSMART RNN 0,74 0,41 0,44 0,44 0,68 0,45 0,38 0,65
BucnoBku

Bukonane mocmiKeHHS MiATBEPAMIIO, IO BHKOPWUCTAHHS KOMOiHAIii Momerneit
BW)KWBAHHS JISI MPOTHO3YBaHHS KUTBKOCTI JHIB CTanoi poOOTH 0O0aaHAHHS
JO3BOJIMJIO OTPHUMATH OiMbII TOYHI pe3ynbpraTé Kiacudikarii. 3acrocoBaHmiz
MOETAITHUI aHaJIi3 0 PO3B’A3aHHA 33aa4i T03BOJIMB OTPUMATH SKICHIIII 1 TOUHIII
Mozeni kiacuikamii Ta IPOrHO3yBaHHS 3a PaXxyHOK [OJATKOBOI MONEPEIHBOI
00poOKkH, mHpenpouecHHry nAaHux, neperBopeHHs SMART-xapakrepuctuk y
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BUTJISIZII 9aCOBUX PsAMAIB. 3alydeHHS y MOZEIb MapaMeTpiB, IO XapaKTepPHU3YIOTh
CIIPOTHO30BaHy HWMOBIPHICTh BiIMOBOCTIMKOCTI Ta HMOBIPHICTH BHXOIY 3 JIaXy
oOJlaHaHHS, a TAaKOXX BUKOPHUCTAHHS MOJENEH BIDKMBAHHS IIPU OLIHIOBAaHHI
PH3MKIB [1aJI0 MOJJIMBICTH CIIPOTHO3YBaTH KUIBKICTh HHIB Iyl OesmepediitHol
pobotu obnamHanHsA. OMHUCAaHWN MIAXIM CIiJl y3araJbHUTH Ha OUIBINY KUTBKICTh
METOIB KiIacu(ikalii 3 BHUKOPHCTAHHAM PIi3HUX MOJENCH BIKUBAHHS 1
3aCTOCYBaTH A0 OLTBII LIMPOKOro Kiacy TeXHIYHHX cucTeM. lle mo3Bonuth He
JMIIEe TPOTHO3YBaTH, a il BUKOHYBATH BYaCHY 3aMiHy OOJaJHaHHS, SKe 3a
OLIHKAMH MOJENe MO)Ke BHUTH 3 JIaAy Ha OOpaHOMY YacOBOMY TOPU3OHTI.
Takuif miaxig mo3Boiisie OUTBII PETENbHO BUKOHYBAaTH NMPOQITaKTHIHI PoOOTH,
3MEHIIYIOYH HEraTHBHI HACIIKH, TTOB’sI3aHi 3 BTPATOIO WiHHOT iHpopMarlii.
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OOIPpYHTOBYETBCSI MOJMJIMBICTh Ta JAOLUIBHICTH 3acTocyBaHHsA Wiki-
TEXHOJNOTIH Ta IX CEMaHTUYHUX pPO3LMPEHb 1  NOOYJOBH
eHIuKIIoneiiiHoro Web-mopTany 3i CKIaIHOIO CTPYKTYpolo 0a3H 3HaHb.
TIpoanaizoBaHO MOXKIIMBOCTI, sIKi Hajae ceMantu3alis Wiki-TexHoortii,
Ta HampsSMKH iX 3acTocyBaHHS. PO3risiHyTO, SIKI NMpOOJIEMH BHHHKAIOThH
npu  po3pobui  6asm  3HaHb cemaHTHyHoro  Wiki-mopramy, Ta
3aIPOIIOHOBAHO METOJM IX PO3B’3aHHS 3 BHKOPHCTAHHSIM MAalIWHHOTO
HaBYaHHA Ta OHTOJOTIYHOTO aHamizy. IlpMHIMIOBA BiIMIHHICTH
cemaHTH30BaHUX Wiki-pecypciB Bin TpaauiitHuX (Takux, sk Bikinemis)
— y HasBHOCTi ()OpPMAJBLHOIO Ta OAHO3HAYHOTO BHU3HAUCHHS CEMAHTHKHU
CJIEMEHTIB pecypcy Ta BIIHOIIEHb MDK IMMH eJIeMEHTaMH, TOMY
po3pobka Wiki-pecypcy Benmkoro o0csry moTpedye 3acTOCYBaHHS
OHTOJIOTIYHOI MOJIeNIi caMoro pecypcy Ta 3acobiB ii iHTerpamii 3
OHTOJIOTISIMH BIATIOBITHUX TNpeAMeTHHX oOmacteil. HaBenmeni y po0oti
JIOCITI/UKEHHST CIPSIMOBaHI Ha PO3pOOKY CTPYKTYpH pO3MOJieHoi 0Oasu
3HaHb, KA BifOoOpakae pi3HI ceMaHTW4Hi acniekTH Wiki-opTaiy, sKuid
moOyZ0BaHO 3 BUKOPHCTaHHSAM BHpa3HUX 3aco0iB Semantic MediaWiki.
BinMmiHHICTS 3apOMIOHOBAHOTO MIIXOAY BiJ iCHYIOUHX METOIIB pO3POOKH
cemaHTH30BaHuX  Wiki-pecypciB  0a3yeTbcs  Ha  3acTOCyBaHHI
OHTOJIOTIYHOTO aHaJi3y /U1 1HTepoInepadeNbHOro IOJaHHS 3HaHb
npenMeTHol obJyiacTi piBHS HaliOHAIBHOI SHIMKIIONEil Ta y CTBOpPEHHI
3aco0iB /11 aBTOMAaTH30BaHOI CEMaHTHYHOI PO3MITKH KOHTEHTY ITOPTATYy.
3anponoHOBaHO METOM Ta 3aCOOM aBTOMAaTH30BAHOTO MOIOBHEHHS Ili€]
0a3u 3HaHb CEeMaHTHYHUMH BiTHOIICHHIMH MiX okpemMumu Wiki-
CTOpiHKaMH s OuTeIl e(eKTUBHOTO 3aJ0BOJICHHS iH(OpMAaIiiHUX
notped KopucTyBauiB moptany. Lli METOIM BHKOPHUCTOBYIOTH CIIEMEHTH
MAITMHHOTO HAaBYaHHS Ta JIHTBICTHYHOTO aHAIi3y. HasBHICTH BigHOIIEHD
MK CTOpiHKaMH 3 ()OpMaJIbHO BHM3HAYCHOI0 CEMAaHTHKOIO 3abe3medye
BUKOHAHHA CEMAaHTHYHUX 3al'll/lTiB 3 BUKOPUCTAHHAM HUX CTPYKTYPHUX
€JIEMEHTIB B AKOCTI yMOB, iHTerpauii konTeHty  Wiki-cTOpiHOK Ta
JIOTIYHOI'O BUBEJIEHHS 3HAYEHb X BIIACTUBOCTEM.

HaBenmeni y po0OoTi [OOCHiIDKEHHS CHOPSAMOBaHI Ha PpO3POOKY CTPYKTYpH
posmnoxineHoi 6a3m 3HaHb cemaHTm3oBaHoro Wiki-mopramy 3acobamu Semantic
MediaWiki. 3amporioHoBaHo MeToau Ta 3aCO0M aBTOMATH30BAHOTO ITOTIOBHEHHS
miei 0a3u 3HAHb CEMaHTHYHHMHU BiITHOIICHHSMH MK Okpemumu Wiki-
CTOpIHKaMH eJIeMEHTaMH [Uisl OiblI e()eKTHBHOTO 3a0BOJICHHS iH(pOpMaLiiiHuX

61



notped KopucTyBauiB mopramy. Lli MeTomu BHUKOPUCTOBYIOTH €IEMEHTH
MAaIIMHHOTO HABYAHHS Ta JIHTBICTHYHOTO aHANI3Y.

BukopucTaHHA IIMX pe3yJbTaTiB JIO3BOJIHUTH OUIBII €(PEeKTHBHO pO3POOIATH
cemMaHTH30BaHI Web-3acTrocynkn Ha ocHOBI Wiki-TexHomorii. 3acTocyBaHHS
OHTOJIOTIYHOTO aHANi3y Ta €JIEMEHTIB MaIlMHHOTO HaBYaHHS 3abe3redye OimbIn
KOpEeKTHE CTBOpEHHs ceMaHTH4YHOI po3MiTkn Wiki-cTopiHok 3acobamu Semantic
MediaWiki i m03BoJIsie BUKOPHCTOBYBAaTH Taki iH(OpMALiliHi pecypcH B SKOCTi
posnonineHux 6a3 3HaHb [31].
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This research is focused on development systemic approach for
evaluation and including green indicators in scoring model for
credit ratings. The main idea is to give the credits to those
companies who modify their business, production and economic
based on the aim to decrease the pollution, gas emission, carbon
oil and other environmental influences on the world and climate
change.

Introduction

The climate change is a crucial challenge for the society, that even shown by the
increase of policies and actions taken by governments nowadays. In particular, the
Paris agreement [1] signed in 2015 demonstrates the will of barely all countries of
the world to take climate-change as a serious issue and to find solutions in the
near future. Whether it is the climate-change itself or the fight against it, it has
huge consequences on the companies’ social and environmental behavior as well
as on the financial sphere. Green finance is indeed a major challenge today and
businesses need to adapt their strategies to maintain growth. An essential tool for
companies development is credits. So the task of implementation green force for
the companies who make production and business at each country is quite
important. In global mean the country should stimulate their business and citizens
to decrease the quantity of policies each day. For this reason it is proposed special
types of green credits for business and individuals, where is evaluated how new
projects and improvement or rebuilding existed business will decrease the policies
and negative environmental influence in green metrics. Special agencies are
focused on development approach for the evaluation of this influence but there is
no still properly approach to this.

Overview: green economic risks

The risks related to climate-change include transition risks (such as changing
technology, business models and consumer demands from the transition to a low-
carbon economy), water-related risks (such as water pollution, water scarcity, and
flooding), resource-related risks (including stranded assets and scarcity of certain
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minerals), and natural capital-related risks (such as ecosystem degradation,
deforestation, air pollution, extreme weather events and soil nutrient loss) [2]. The
fundamental problem with assessing climate risk is trying to map the physical
risks onto their fiscal and economic indicators. It is difficult to quantify physical
risks: climate risk in general is not quantifiable at all. So agencies go through a
process of trying to granulate those risks in a way that they can integrate them into
the financial measures that they use. Here we must talk about the levels of
physical risk and how they actually translate into financial and economic risks.

To limit the environmental impacts, governments and international
organizations issue recommendations and take actions. The main international
goal is the Paris agreement [1], which was signed in 2015 by 195 delegations and
aims to limit global warming to well below 2, preferably to 1.5 degrees Celsius in
2100, compared to pre-industrial levels. But this kind of policy also has
consequences on companies and investors businesses.

Several organizations have specialized in studying the impact of the green
transition on financial risks. The PACTA tool (Paris Agreement Capital Transition
Assessment) (2DII s.d.), developed by 2° Investing Initiative (2DII) with backing
from UN Principles for Responsible Investment, enables users to measure the
alignment of financial portfolios with climate scenarios as well as to analyze
specific companies. The independent financial think tank Carbon Tracker
(Carbon-Tracker-Initiative s.d.) carries out in-depth analysis on the impact of the
energy transition on capital markets and the potential investment in high-cost,
carbon-intensive fossil fuels. It issued reports giving advice about how to
minimize the financial risk. In particular, the major oil companies should consider
a 2°C scenario with big policies taken by government in the 2020’s.

All the presented studies are based on scenarios. It is needed to forecast
several scenarios regarding global temperatures, global carbon emissions, national
and international policies, etc. Thus, the prediction model is able to assess the
assets’ value at risk. Several scenarios are given by climate institutions. What is
important to assess the finance risk of a portfolio, is to assess the portfolio
alignment with the possible scenarios of climate change, given by different
institutions.

In addition to the models based on international possible scenarios, we can
find articles assessing the consistency of economies with green measures. In
article [3] it was explained a method used to assess the development of green
finance in China. On the contrary of assessing a risk, it builds an index that
measures the level of development of green finance and applies it to China. The
assessment was based only on green credit because it represents 95% of green
finance volume in China and because data were available.

In the book [4] it was offered a complete guide about scoring models and
scorecards for the credits evaluation. The idea of a scorecard is to transform the
probabilities of a client paying the loan (creditworthiness of an individual) into a
number that could be easily interpreted, guiding business decisions. The idea of
scoring models and scoring cards was used in this research as the way how to
calculate the green indicators influence on the credit return probability.
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Problem statement

The main idea of this article is development the approach for the business credits
aimed to receive move sustainable development indicators. It is focused on the
companies’ credit risk and try to establish a mean to forecast the credit probability
of companies default based on given financial, but also green indicators. Thus, the
problem statement could be presented as the following: how to build a scoring
model which gives the possibility to financial entities to assess a credit risk
according to environmental measures?

Research work will be divided into two major parts. The first one supports and
demonstrates the hypothesis that companies’ green health has indeed a significant
impact on the associated credit risk. For that, datasets containing average data
about loans, environmental taxes and greenhouse gas emissions of companies in
the USA were used. The classifying model was created in order to determine
credit risk categories. Thereafter, the second part aims to establish a reliable
model to assess companies’ credit rating from financial and environmental
features of these companies.

Green Finance modelling

While the problem is quite new especially for Ukraine there is no available
history, experience and dataset for this measures of green influence on credit
scores. That’s why in this research first of all it is needed to make a representative
dataset and to check both the scoring models without and with green indicators. It
was decided to make a dataset for credit loans of big US companies which are
making their business. So firstly it was made based on their issued from the FRED
(Federal Reserve Bank of Saint Louis) the average loan value for all non-financial
companies taking credit from commercial bank in the US and their classification
into 3 default risk categories: minimal, low and average (FRED 2021). Data were
available quarterly on 20 years for each category so there were in total 243
observations. Next datasets were made from the environmental indicators. The
datasets give average data about greenhouse gas (GHG) emissions and
environmental taxes related to non-financial companies in the USA. Both datasets
were sorted by business sectors. The GHG emissions were calculated in tons of
CO2 equivalent and the taxes were evaluated in US Dollars. We take here only
data from 1997 to 2017 to be consistent with the financial dataset. We have
division into different sectors and units so there are 3921 observations for the
GHG emissions and 1479 for the environmental taxes. Now after all
preprocessing and preparation we can work through the three datasets in order to
find whether there is an actual link between the companies’ environmental
behavior and the probability of default of their credits. There are a total of 29
features that can be used to forecast the credit risk category. After the financial
one which is the loan value, there are 12 features that can be used about GHG
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emissions and 16 about environmental taxes. While the company risks evaluation
is determined as classification tasks (where based on the defined metrics the
categories of companies are made. For this reason the most promising and
classical classification machine learning techniques were chosen such as: gradient
boosting, random forest, k-nearest neighbors, logistic regression, neural network.
Nevertheless, even with the method GridsearchCV that enables to tune the
models’ parameters and to check the results with cross validation, the accuracies
of the classification were not good (the maximum score was 61%).

On the next part we chose another 3 datasets which had already needed
indicators: financial data, environmental behavior and credit rating. The first two
datasets were from the Carbon Disclosure Project (CDP 2021). The first dataset
contained six financial indicators as revenue. Cost of revenue, operating income,
operating expenses, depreciation and amortization, EBIDTA on 368 US and
Canadian companies for the years 2018, 2019 and 2020. The second dataset was
made based on the green indicators: greenhouse gas emissions and water security
for the same companies that in previous dataset. The third dataset was made based
on the Standard & Poor’s forecast of credit ratings for 592 big US firms.

On the new dataset the task was divided into three sub-stages: establishing a
predicting model with only green features, then only financials’ and finally with
both of them using different machine learning methods. The most accurate model
received on each step it was a logistic regression.

Table 1 Comparison of models accuracy depending on the indicators and
variables

Indicators used for the classification Accuracy
model
Green indicators only 35%
Financials indicators only 88%
All features 93%

The results support the statement proven in the first stage: using environmental
features allow to predict more accurately (93% against 88%) the companies’
credit rating. It also shows that financials are crucial because using only green
indicators give a classifier worse than randomization. Moreover, when all features
are used to predict credit rating, we notice that they are all approximately equally
important.

Conclusions

In made research we can make a sum up here that indeed it is a link between a
company credit risk and ratings and their green and environmental-oriented
behavior. In a first stage, working on average data of all non-financial US
companies it allowed to prove the statement. Nevertheless on the failed attempts
to build a proper dataset by own hands it is clear that in future banks should gather
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all needed information from the companies before evaluating their credit scores.
Moreover, new interest and efforts of all international projects are focused on
Green Deal so the importance of the evaluating this factors for the companies is
already fixed. Probably, based on this indicators it could be made new world
credit risks rating agencies with own ratings and metrics (such as INCRA).

To conclude, environmental behavior of companies impacts the probability of
their credit defaults, and we provide here a model which assess this probability,
given environmental and financial information about the companies. Moreover, a
mathematical classifying model was created in order to classify any company of
which the features needed are available by credit rating.

In future we will work on improvement of the accuracy and precision of the
best classification models based on the new requirements and indicators. In this
research it was proposed a global model and a new approach but in our next
research we will focus on developing different scoring models for different
business sectors or company sizes and individual green credit needs.
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BrpoBa/pKeHHSI NPHKIAJHUX CHCTEM LITYYHOTO IHTENEKTY IoTpedye
HOBHX MIAXOAiB A0 QopmMamizamii Ta MOJIEMOBAHHSA 3HAaHb HPEAMETHOI
obmacti. 30ip maHux mpo iHGopMauiiiHi 00'€KTH, SKi € CKJIaJOBHMH
KOMIOHEHTaMH  IHTEJIEKTyaIbHUX  CHCTeM  HOTpedye  CTBOPEHHS
JIOCTOBIpHOTo iH(pOpMaIiiiHOro mons o0'ekTa i3 Hamepen 3adaHUMU
OOME)XEHHSIMH, SIKi BIUIMBAIOTh HAa CTPYKTYpY HOJS Ta 3a0e3NnedeHHS
Horo HamoBHeHHS i3 Bimkpuroro \Web-cepemoBuima. Y po6ori
3alpONOHOBaHI 3aco0M 1 METOIU TMomepeaHboi 0OpOOKH MONS JaHUX
(xmacudikamii, KmacTepusamii, acoLiaTHBHUX 3B'A3KIB) Ta IHTErpamii
HAaKONUYEHNX PECypCiB, a TaKOX METOJHMKA ITOETAITHOTO PO3POOIJICHHS
CTPYKTYpH iH(GOpMALiffHOTO TOJs, sIKa TOYMHAETBCS 3 BH3HAYCHHS
iH(pOpMAaIiITHOTO 00’ €KTa MOCIIKEHHS, HABKOJIO SIKOT0 Oynme OyayBaTucs
nmone. [lpoGmema mocToBipHOCTI iHGOPMALIHHUX pecypciB i3 SKHX
HalOBHIOEThCA  iH(OpMaliifHe T1ojie  BHPIIIYEThCS  aHATITHIYHUMHU
METO/laMH Ta METOJOM CEMaHTHYHOTO aHaN3y MeTaJaHHX, sKi
3a0e3MeuyI0Th IHTEPIpETaIlifo, PO3Mi3HABaHHS Ta MiA0Ip JIOCTOBIPHUX
JMAHUX PENICBAaHTHUX JO BHpimyBaHOi 3amaui. [IpobimemMa TOYHOCTI
posmi3HaBaHHS Ta  iHTepHperamii JaHMX  HAaKONMYECHHX  JaHHX
BUPILIYIOTECS Ha OCHOBI METOZIB OOYMCIICHHS CEMAaHTHYHOI ONM3BKOCTI
Ta CEMAaHTHYHOI BiJCTaHI MK CEMaHTHYHUMHU MOJACISIMH. [IpaKTHYHHUM
BIIPOBAKEHHSIM OTPUMAHHUX PE3yJIbTaTiB OyJI0 CTBOPEHA MyJIbTHAT€HTHOL
crcTeMa e-KOMepliii Ha OCHOBI OHTOJIOT1YHOTO MiAXOY.

Beryn

CTBOpEHHS NPHUKIAJHUX CHUCTEM INTY4YHOTO iHTeNeKTy mnorpebye Qopmaizanii
3HaHb TMpo iH(popMaliiiHi 00'€ekTH, MO 3a0e3medye yCHillHe BUPIIICHHS
TIOCTABIICHUX 3ajady, J€ CEMAaHTH4HI Mojemi (OHTOJIOTIi, TAaKCOHOMII Te3aypycH)
BHCTYNAOTH 5K 3aco0m (hopMadizaii iHTeponepadelbHIX 3HaHb. [ CTBOpEHHS
CeMaHTHYHHX Mojeneid iHPopMaliifHuX o00'eKTiB  po3poOHHK mOTpedye
JIOCTOBipHOI AMHAMIYHO-OHOBIIOBaHOI iH(pOpMaNii npo xocaijkyBaHi 00'ektu. 3
Li€I0 METOI0 BUKOPHUCTOBYIOTHCS CEMaHTHYHO PO3MideHi BiAKpHTi iH(bopMawiiini
mkepena Web-cepenosuina ta rexuosoris OSINT[1, 2]. Hakoruena indopmartist
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JUISl CTBOPEHHSI CEMaHTHYHUX Mojeneil GopMyeTbesi B cucteMy - iHpopMariiine
none. Ile morpebye B mepmry depry po3poOKM KOHIEMNIIi Ta CTPYKTypH
iHpopMamiifHOrO IOJsL, METOAIB TornepenHbpoi 00poOkm 3i0paHoi iHGopMamii
(xmacudikaris, KiIacTepu3alis, acoIiaTHBHI 3B'SI3KM TOIIO), 30epeKeHHS,
ABTOMAaTHYHOTO OHOBJICHHS Ta OLiHIOBAHHS HAaKOIIMYECHHUX PECYPCIB.

IousaTTsa cTpYKTYpH iHpopManiiiHoro moJist 06'exra

CTBOpEHHSI aKTyaJlbHUX CEMaHTHYHHUX Mojened iHdopMmamiiHuX 00'€KTiB
(oHTONIOTIH, TakcOHOMIH, Te3aypyciB), sKi 3aisHI y NPUKIATHUX CHCTEMax
IITYYHOTO IHTENIEKTY TOTpedye MoOyIOBH NOCTOBIPHOTO iH(GOPMAIIHHOTO MO
BOTO 00'€KTa, SIK JDKEepesa JUHAMIdHOI MOCTiifHO-00HOBIIOBaHOI iH(opMamii mpo
00'eKT.

«lHpopmariitHe Toae» € 3aralbHAM MOHATTAM 1 MPH JOCTIKEHHI MEeBHOL
npeameTaoi obnacti (IIpO) ta motpebye yTouHeHHA BHAY 1 AediHiLii camoro
HOHATTS Ta Horo acmekTiB. Mu Oyaemo posrisigaté iHdopmariifHe mone, sK
CYKyIHicTh iHpopMmaniiianx pecypciB (IP) abo wmacuBiB iHdopmarii, ki
BHUCBITIIIOIOTH iH(OpMAILIiI0 3 IEBHUM CTYNIEHEM JOCTOBIPHOCTI, 3 HEBHUX TOYOK
30Dy, NIEBHOT SIKOCTI Ta IIIHHOCTI, OPIEHTOBAHOTO HAa JOCIiHUKA, po3pooHuKa [IC.
VY 3aranpHOMY BUNaaKy iH(opmamiiiHe nmoJe e — «cxoBue» yciei iHpopmarii,
OI0 HAAXOIWTH Bix iHpopmariiitHoro o0’ekra. [HPopMamis, moO HAIAXOAUTH 1O
iH(pOPMAIIITHOTO MO MOKe OyTH CTPYKTYPHO PO3MOIIICHOO HA OKPEMi ITi IO
3a MIEBHUMH XapaKTEPUCTHKAaMH, O3HAKaMH 1 30epiraTtucs B II0JIi, CTBOPIOIOYH TaK
3BaHUH HAKONMMYYBAIBHMI «OaHK naHux». [Ipu npomy indopmariiine mosue mpo
00’€KT, MOAII0, SIBHIIE MOXXe OyTH HeoOMexeHUM y 4aci i mpocropi. Kateropis
"indopmauiiine noJse", ik yacTuHa NOHATTA '"iHopmauilinmii npoctip",
MOKe OXOILIIOBATH NeBHUN o0Me:xkeHMil oOcar daxrtiB i moaiii peanbHoro
CcBiTY.

Iadopmamiiine mone SK Take € HEOOMEKEHHM, aie MeXi MIoAo Horo
CIPHUIHATTS 3aJIeXKAaTh BiJl MOKIMBOCTEH Ta LiNeH cucteMu abo IOCITiJHHKA, IO
fioro 3acrocoBye [3]. IHpopmariitHe none 00'ekTa € YacTHHOIO iH(pOpMaLiitHOTO
HpPOCTOPY, | TOMY BOHO HAaCIIiIy€e AesKi XapaKTepUCTHKU NPUTAMaHHi POCTOPY, a
caMe 1oJie MicTUTh iH(OpMAaLiliHi BiJHOLICHHS 1 AesKi elTeMeHTH mous (TTiAnos),
SKi € pe3ylbTaTOM BHSBICHHX 3aKOHOMIpHOCTEH 1 3anexHocreil. EnemeHTn
iHpopMaLiifHOro TONIsT MOXYTh OYTH AWCKPETHHMH Ta OC3MepepBHUMH 1 HE
000B'I3K0BO 4HcIaMHU (IIe MOXYTh OyTH aymio 4u Binmeodaitmm, 300pa)keHHS,
TEKCTOBI TOKYMEHTH TomI0)[4].

Tepmin "iHdopMariiiHe Toe" Ha CHOTOIHI HE Ma€ OCTATOYHOTO BU3HAYCHHS,
TOMY MM HaBeJeMO NPUKIAIH IHIINX BU3HAUCHb, SIKI € y HAYKOBIH JiTeparypi.
"ladopmariiine mone" [5] — moe, y KOX)KHOMY TOYIII SKOTO BA3HAYEHO OJUH YH
JeKiabka iHdopmaliiiiHo BU3HauyBaHUX nmapamerpiB. Takuii MOKa3HUK MOXe OyTH
JUXOTOMIYHUM (PO3OMTHM Ha [BI YacTHHH), HPOCTOPOBO-MAPAMETPUYHHM,
IPOCTOPOBHUM, TeorpadiduHuM, iHTEIeKTyaubHUM. [HdOpMallis, M0 BXOAUTH 10
iHpopMaLiiiHOTO MO, MOXe OyTH OXapaKTEepU30BAHOIO 3 TOYKHU 30pYy TPHOX
acmeKTiB: 1) cunmakcuuno2o (CTpyKTypHOTO) — CTPYKTYpa, CIIocoOH opraHizamii
iHdpopMaii; 2) cemanmuunozo (CMACIOBOTO) — IPOTHO3YBAHHS Ta MOJETIOBAHHS,
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cTpaTerii Ta MOXOIU IO MOJENIOBaHHA; 3) npasmamuyHo2o — IUHHICTH Ta
KopHcHicTh iH(opMmamii, ii 3maTHiCTs BIJIMBATH Ha TIPOIECH IOB’sI3aHi 3
indopmariero [6,7].

Metoauka po3po0/ieHHs1 CTPYKTYpH iHopManiliHoro moJs

TepiuM KpoKOM B METOIUILI PO3POOJSICHHs CTPYKTYpH iH(OPMALiHHOTO MOMs €
BH3HAUCHHS I1H(POpMAIIITHOrO 00’€KTa JOCNIKCHHS, HAaBKOIO SKOro OyJe
OynyBarucs moine. Came iHMopMamiiHHA 00’€KT € TepInM 3 OOMeXeHb, 0
HakJamaeTbesl Ha iHQopmariiiHe mone. KpiM Toro, JOCHTH 9acTo IOYATKOBI
3HAHHSI JIOCJIJIHAKA I0JI0 O0paHOTro 00’€KTa € MIiHIMATBHHUMH 1 3 4acOM BOHH
OyZyTh MOTIOBHIOBATHCS TUHAMIYHO B mpomeci poboru cucremu. Ha pucynky 1
HaBEIEHO METOAMKY PO3POOJCHHS CTPYKTYpH IOCTOBIpHOTO iH(opMamiiHOroO
1oy 00’ €eKTa.

IHdopmaLiit
HWi
npocTip

dopmyBaHHA
3anuty
nowyky

Bnactusicts 1
Bnactusictb 2
Bnactusictb z

Pecypc 1
MNone 1

Pecypc k
Mowyk HoBoI

Pecypc 1 BNACTUBOCTI

Mone 2
Pecypc |

[JocTosipHe
iHbopmaujiiHe
none

ExcnepTtHa
Pecypc 1 ouiHKa

Monen

ALl

Pecypcm

I Biadinbtpo HA
Mpasuna | . ! i
nonepeaHix nonis \ Nipnone s /

Puc. 1 — Metonuka po3po0ieHHs CTPYKTYpH JOCTOBIpHOTO iH(popManiiiHOro
noss 06’ ekra

VY JiHTBiCcTHIN KOpEeDEPEHTHICTh — I¢ SBHIE, SKE MO3HAYa€ BiTHOIICHHS MiX
3HAKOBUMHM  OJMHMIUIMH, KOMIIOHGHTAMH BHCJIOBJIOBAaHHS, KOJU  KiJbKa
KOMITOHEHTIB BiJICHJIal0Th JI0 OJHOTO 00'€KTa M03aMOBHOI JiicHOCTI (pedepeHTa).
Ilin xopedepeHTHHMH BIACTHBOCTSAMH OYyIyTh PO3YMITHCS BIACTHUBOCTI, SIKi
3ane)xaTh HE CTIJIbKH BiJl JIEKCHMYHOI CEMaHTHKH, a BiJ KOHTeKcTy. Hampukian
«IYCTH» 1 «YUCTHI» HE € CeMaHTHYHO OJM3BKUMH BHpa3aMM, HPOTE I
TOHATTS «ONaHK» LI BUpa3u OyIyTh MO3HAYATH OJHE W Te caMe «He3allOBHEHHI
OmaHK», TOOTO OyTH KOpedepeHTHHMH BIACTHBOCTSIMH 00’€kTa «OnmaHK. Yci
BJIACTUBOCTI MOXKHA IIPEACTAaBUTH JIEPEBOM, MOJEIUII0 KJACiB, TaKCOHOMIEIO,
Te3aypycoM abo CIIOBHHKOM.
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II kpok. 3a obpanoro Bractusictio Vi €V a6o Wg €V  ¢opmyerses 3anut

HOIIYKY N0 BiIkpuToro iHdopMmariiHoro npocropy — Web-cepenosuina, a came
Iareprer- pecypcu (IP), enexTpoHHI eHIMKIONENii, €NeKTPOHHI 0i0mioTekwu,
€JIEKTPOHHI TiyMauHi cioBHUKH, Wiki-pecypcu, Tomo.

11T kpok. 3 iH(pOpMALIHOrO MPOCTOPY 3a 3aMUTOM IMOLIYKY LIOA0 O0OpaHoi

BJIACTUBOCT] 06’€KTa BinOuparoTsest peneBantHi pecyper IRy, sxi rpymyrorses B

MOIIEPETHE T10JIC pjp .

1V xpok. B otpumanomy nouti pjp MPOBOJUTHCS IOIIYK HOBOi BIIACTHBOCTI

Viyg a0 MHOXMHM  KOpedEepeHTHMX  BIAacTHBOCTEH Wg+1- Hosa

BIIACTUBICTE/MHOKHMHA JOJYYaeThCst 10 OJIOKY BiacTuBOCTel 06’exra V , sxwmii
MepeBiPAIOTh Ha KOPEHEPEHTHICTD 3 yKe ICHYIOYHMH BIACTUBOCTSIMH.
V' kpok. Kpoxu I-IV moBTOproroTecsi noKH He Oylne OTpUMaHO HEoOXinHa

KiMbKicTh  BactmBocteif 06’ekra V; ={vj|i e {1,.., Z’},Wg lge {1,.., Z”}},

z=17"+12", a Takox HeoOXiHa KiNBKICTb OB pJP ePPj={1.,n} wi unx

BractuBocteit. Tob6To MuoxkuHa PP , YMOBHO TIO/IiJIeHa Ha OKpPeMi iAo, M0
BIZIPI3HAIOTBhCS JDKEpeTaMu TeHepyBaHHs iH(opmamii Ta ii xapaktepom i Oyzme
HaIIUM iHPOPMAIIITHUM MOJIeM.

VI kpok. Tlicna (popmysanns inpopmaniiinoro nons P P , 3aCTOCOBYIOUHU
npaBWiIa Ta eKCHEePTHY OILIHKY JDKepeia pecypciB J0 KOKHOTO pJp ePP , MH
BindinsTpoByemo inpopmauiiini pecypern IRy, mo € He akryansHumMu Ta MaroTh
HH3KY LIHHICTh Y Mipy IOCTOBIPHOCTI.

VIl xpox. BindinsTposana MHOXkHMHA minnoiis P P CKJIaZia€ HOBY MHOXHHY
Pd , IO Y)Ke € JOCTOBIpHUM iH(OpMALiHHUM M0JIEM 3 TOCTOBIPHUMH ITiAMONISIMH

pg ,q=44,..,s}, To6TO pg epd .
BucnoBku

Po3pobneno HOBI migxoan 0 CTPYKTypH3alii iHpopMaIiitHoro moss 06’eKTa Ha
OCHOBI TaKCOHOMIYHOTO MOAAHHS BHOPaHMX XapaKTEPHUCTHK JIOCIHiHKYBaHOTO
00’€eKTa 3 METOI0 MOOYI0BH HOr0 CeMaHTHYHOT MOJeNi AJIs 3a4a4 PO3Ii3HaBaHHS
Ta aganrtanii o crenndiku BupimyBaHol 3agayi. AnjanTaiisi OHTOJOTIYHHX
Mozienel 3amaui 1 iHdopmaiiiiHoro o0’exta 6a3yeTbcss Ha I1X CEMaHTHYHIN
OJM3BKOCTI 3 3aCTOCYBAHHAM Bar KOHLCNITIB Ta BiHOLIEHb BUKOPHCTOBYBAHHX B
3a7a4ax po3mizHaBaHHS iH(pOpManiitHUX 00’ €KTIB.
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OHIHIOBAHHS METOAIB MAIIMHHOI'O HABYAHHS AJ1A
BUABJIEHHSA DOS/DDOS ATAK B 10T

T"anpunncekuii JLIO., I'paiiBoponcekuit M.B., Hocok C.O.
HTVYYVY «KIII imeni Iropst Cikopcbkoro»

BCTYII

BypxnuBuii po3BUTOK [HTEpHETY MOPOAMB LTy MHOXHHY HOBUX SIBHIL, 30KpeMa
nosiBy [urepHery peueit (anri. Internet of Things, mami IoT) B pisHux cdepax
*uTTA. 10T - e CyKymHICTB CHCTEMH IOB'SI3aHHMX IPHUCTPOIB, KOO KEPYIOTh 3a
JIONIOMOTOI0  BeO-cepBiciB abo iHmMX pi3HOro poxy TtumiB iHTepdeiicis [1].
30BciM He IWBHO, IO I HOBA IOIYJISIPHA TEXHOJOTIS, IoNaja B MOJE 30pY
KiOep3JI0YMHIIB, sKi HAIUIoTh Ha [oT - cucteMu  pi3HOMAaHITHI MPUHOMH
3moMy. Ll mpobnema mOTipIIyeTbesl BiACYTHICTIO HEOOXiTHMX CTaHIApPTIB B
cucremMax [HTepHeTy pedelt, a Takox crenu¢ikoro mnpeamerHoi obmacti [oT :
BUKOPHUCTAaHHSA BIZHOCHO [EHICBHX Ta MAJONOTY)KHUX HpUCTpoiB [2]. Llx
cnenudika pobuts mpuctpoi loT BpasnmuBuMH A KiaciB KibepTak, 30KpemMa
BimMoBa B o6ciyroByBanHi (DoS) Ta posmoxineHa BimMoBa B 00CIyroByBaHHI
(DDoS) [2]. Taki aTaku, sIK IPaBWJIO, 3aBJAIOTh BEIHKHAX 30UTKIB IOPUIUYHUM
ocobam, motnuHuM 10 chepu [oT, 60 erko npuBOIATE N0 OJIOKYBaHHS IITaTHOT
pOGOTH MPUCTPOTB i, IK HACHITOK, YHEMOKIIUBIIOIOTH KOPEKTHE 00CIYrOBYBaHHS
cucremd. Ha pomady  TexHONOTisS HHMX aTak BiJOMa CBOEK BiJHOCHOIO
MPOCTOTOI0, & IO € IIe OJHUM 3 OOTSDKJIMBHX MOMEHTIB MPOOJIEMH BPa3IHBOCTI
InTepHery peueit.

IIpobnema me i B TOMy, IO TpPAAWMiifHI BHUCOKOSIKICHI pIIICHHS
iHpopmaniitHoi Oe3neku ManonpumatHi st 3axucty loT-cucrem. Tomy
PO3BUTOK M€l Tay3i MoTpedye peneBaHTHOI CUCTEMH MPOTHIIl MPOTH aTak B
Mmepexi [nTepHery peueil. Ille onHe mxepeno 3HaXOIUTHCS BPA3IMBOCTI BHTIKae
BUCOKOI IIIHM J[AHUX, SIKi 30MpParOThes 1 0OPOOIAIOThCS MPUCTPOSIME [HTEpHETY
peueit.

BuacHe BUSBIEHHS pi3HOTO POAY BpaszIMBOCTEH Ta arak Ha mpuctpoi loT
BKpail BaXKJIMBE, OCKUIBKH MPUCTpoi B Mepexi [HTepHeTy peueil € B miiomy
AQBTOHOMHHMMH, TOOTO HE BHMAaraloThb BTPYYaHHS KOPHCTyBada JUIi KOPEKTHOL
poboTH. 3 MBOTrO BHUTIKAE, IO PEICBAHTHI MEPEKEBI PIlICHHS OE3MeKH s
cucremu [oT MaroTh JiexaTH B IUIOIIMHI, 1€ Bifpa3dy mae Oytu 3abe3nedeHi
Bi/Ipa3y AeKinbKa KpUTEPiiB, 30KpeMa JOCTATHS IIBHUIKICTh, TOUHICTh OLIHKH 1 I
psin mokasHukiB. Ha Hamr morssin pimeHHs 3 MammHHAM HaBuanHsMm (ML) e
OJTHMM 3 HaHOUTBII MePCIIEKTUBHUX IJISI PO3TIITHYTOI MPOOIeMHL.

Xoua pimenns iHGopmaniiiHoi 6e3nekn 3 ML HaOynu neBHOT MOMyJISIPHOCTL
[31.[4],[5], ae B muTaHHS BUSBICHHIO aTak came B Mepexkax |0T 11e HeoCTaTHRO
BUBUCHE.
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Bpa3zausocTi Ta ataku B Mepeskax loT

CrnovaTKy KOPOTKO OTJISTHEMO Pi3HOBHIM BPa3IMBOCTEH Ta arak B Mepexax loT.
Sk Bimomo, 3Ha4yHe 3pocTaHHA TexHoiorii IoT Oymo oOymoBieHe 3aBISIKH
TEXHIYHOMY MpoOrpecy, SIKHH NPHBIB 0 CYTTEBOTO 3MEHIICHHS CIO)KUBAHHS
€JICKTPOCHEPTii y MOPIBHSAHHI 31 3BUMaHHUMH BOYIOBAaHMMU CHUCTEMaMH. Y CBOIO
yepry. IligkiaroueHHs depe3 Mepexy IHTepHeT 3poOmio mnepemady AaHuX Bijg
KIHIIEBOTO KOPHUCTyBada J0 CepBepa 3pYYHHM Ta SPEKTUBHHM. AJI€ 3pOCTAHHS
Mmepex 10T cipuunHmIo i 3pocTaHHs 3arpos3. Sk mpaBuio aHami3 3arpo3 Oesmeri
Ta METOJM IX BHSIBJICHHS OOMEXKYIOTHCS OIHUM pPIiBHEM Mepexki. AJe I Mepex
[oT peanbHi aTaku MOXKYTh OyTH KOMOIHAIIIERO 3arpo3 3 JCKUIBKOX MEPEKEBUX
piBHiB. CTaHmapTHa TEXHIKa 3aXHCTy, L0 po3pobieHa Jyist nesHoro piBHA loT i
MEpex JaTYHKiB, MOXKE BUSIBUTHCH HEe(DEKTHBHOIO ITIPOTH aTak 3 iHIIUX PiBHIB.
3 1[bOr'0 BUTIKAE, IO ISl HAMIHHOI OIIHKK HEOOXITHUH aHalli3 MepeXi B IIJIOMY.
O4eBHIHO, TAKOXK PiBEHB 3arpo3 yepes npuctpoi [oT, ski mparroroTh aBTOHOMHO
Oyne HeBMUHHO 3pocraTH. OdveBuiHO, npucTpoi loT MaroTh posrmsaarucs sk
Halicnalma naHkKa B JAHMIOKKY Oesmexku Mepexi loT. Hapasi BupoOHuKH
npuctpoiB [oT Mano n16arwTh mpo ix Oe3mneky, 60 OiIbIIe 3aKIONOTaH OaKaHHIM
3aXOIUTH SIKOMOTA OIBITY YaCTKy PUHKY Y KOHKYPEHTHil 60pOTHOI.

Mepexi loT Bpaznusi 1o Bimomux kibeparak, cepel sIKMX Ha IepIIOMy MicIi
€ BigmoBa B oOciyroByBanHi (DoS) , a Takok  poO3MOJilicHa BigMOBa B
00CITyroByBaHHi, aTaky TIOBTOPEHHS, JIIOJMHA ITOCEPEIMHI aTaKku, MapLIpyTH3amii
Ta migcmyxoByBaHH:A[6].  Kpunrorpadiuni pimeHns i mpuctpoiB loT He
MOXYTh OYTH HaJiHHUMH i3-32 CBOIX OOMEXECHHX OOYHCIIOBAIBHUX PECYPCIB.
Cucrema KepyBaHHS KIFOYaMH MOXKE OYTH CKOMIIPOMETOBaHA depe3 OOMEeKEeHHs
eHeprocroxuanHsa npuctpoiB loT. Taki mepekesi mpoTokony, sk IPv6 i IPv4, €
IUIAMH JIJIS. CIIPOOM BCTAHOBJICHHS BiJIAJICHOTO JOCTYIy. BcTaHOBIIEHO, 110 110
npuctpoiB loT MoxkHa oOTpuMaTH BijajJeHWi gocTym uepe3 iHTepdeiic
KOMaHJIHOTO psijiKa, depe3 BHKopucTaHHs npotokony Telnet [7]. Mepexi loT
yacTo Oe3mepepBHO OOpOOIIAIOTH BelWKi AaHi. BTpara manux abo BigMmoBa B
00CITyrOByBaHHI MO>K€ TMPHU3BECTH O IOSIBH BEIWYE3HOTO 00csATy Tpadiky B
MEpeXi Ta BTPAaTH KOHTPOIIO HaJl pOOOTO0 CHCTEMH.

Bpaszmusocri [oT MokHa po3MOALUTH HA HACTYITHI KATETOpii:

BpasnmuBocti Ha piBHI MpOLECOpPiB, BPA3IHBOCTI amapaTHOrO 3a0e3NeueHHs,
BPA3JIMBOCTI MEPEIKi, MPOrpaMHi BPa3IUBOCTI.

JIyis Bpas3iMBOCTI HAa Ha PiBHI MPOIECOPIB 3JOBMHCHUKH BCTABJISIOTH TEBHE
snomucHe Berasnennsi(hardware Trojan - HT) y mpuctpiii 10T, o6 cipuduHuTH
BUTIK iH(popMauiii abo 100 MaHIMyIIOBaTH HE, 4u OOIfTH cucTemy Oe3meKw.
IarerpoBani Mmikpocxemu, crenudiyHi g 3acTocyHKiB cuctemu loT Ta
MPUCTPOT, 110 MPOrPaMyOThCs, € BPa3IMBUMH Bix 1uppoBux Ta aHaisorosux HT.
Yepes Mary 004HCITIOBaHY CIIPOMOKHICTb IPUCTPOIB 1X KpUnTorpadiyHuii 3aXucT
3HAYHO MEHIIMIl, HiX Ui BHCOKOIPOAYKTHBHUX IHTErpanbHUX cxeMm. Ll
Bpa3IuBICTh HE MOXKE OyTH yCyHEHa 3BHYaiHUM NPOrpaMHUM 3a0e3MeueHHIM Ta
€ BUTPAaTHUM Ipu BuIpaBieHHi. Jo TOro >k dYepe3 CKIAIHOII BiIHOBIICHHS,
npouenypa ueitrpanizanii HT 3umkye sikicts oOciyroByBanus. Lleit Tposia Moxe
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OyTH JeTKO peali3oBaHUN HEHAaTIMHUMU CTOPOHHIMU MOCTadyaJbHUKaMu [P-
azipeciB, HEHaNIHHUM BHPOOHMKOM Ta CTOPOHHIM IHCTPYMEHTOM aBTOMAaTH3amii
@JICKTPOHHOTO JW3aifHy Ul BUTOTOBJIEHHS MIKPOYIIiB JUIsl IpUCTpoiB IHTEepHETY
peueit.

BpasznmuBocTi amapaTHOrO 3a0e3nedeHHS B OCHOBHOMY XapaKTEepHU3YIOTHCS
aTakaMH Ha PO3LIMPEHY iHPPACTPYKTYpY iHTENEKTyaabHOTO BuMiptoBaHHA (AMI)
1 MOXYTb CTBOPHUTH HOBY AIPKY Ul 37I0BMHCHHKIB, 00 31amMaTé iH(opMariro 3
enexktpomepexi. OCHOBHMMH Hachmiakamu atak AMI e kpaxikka [OaHHX,
BUKPAJICHHS EJIEKTPOEHeprii, JokamizoBaHa a00 MacoBa BiAMOBa B I0Ojadi
€JICKTPOCHEPTii Ta MOPYIIEHHS POOOTH eEeKTPOMEPEIKi.

BpasnuBocti Mepexi XapakTepHi THM, IO 3acO0M KiGepOe3MeKH I MEpex
IoT He BcTHrarOTh 3a IIBHIKICTIO MiJKIIOUCHHS HIDKYAX TPAHUYHHUX BY3JIB.
Bynp-sxuii ren B Ge3neli CTBOPUTH MOXKJIMBICTB I CYIPOTHBHHKA 3IHCHUTH
aTakd Ta CIPUYMHUTH BUTIK KoH(pimeHuiitHoi indopmanii. Bigomi dakrtu, mo
XaKepu 3MoriM 37mamaTh npuctpoi loT, Taki Sk OBepHHN 3aMOK Ta IOMAIIHS
Kamepa BiJIeOHArsAay. 3IIOBMHCHUKH 3MOTJIM IEPEXOMUTH iMEHA KOPHCTYBadiB 1
mapoiii 4yepe3 He3amudpoBaHW MpoTokon mepenayi rimeprekery (HTTP) y
JIOKaJIbHII MepeKi KOpUCTyBaya, TAKUM YHHOM OTPHUMABIIH JJOCTYII A0 MPUCTPOIB
IoT. ExcriepTn raiy3i BBaXaloTh, IO JIETKO MopymmuTH Oe3meky kamepu [oT i
TOJIOCOBUX TTOMIYHUKIB

BpasznuBocti mporpamHoro 3a0e3nedeHHs HaI3BUYAWHO pI3HOMaHITHI, a
HACTIIKM aTak dYepe3 Ili BPa3IMBOCTI MOXKYTh MaTH KaTacTpO(iuHHIA XapakTep
st mepexi [oT. 3MOBMHCHHKH MOXYTh OTPUMAaTH KOHTPOJb IPUCTPOI depes3
BPa3NHUBICTh MPOTPaMHOTO 3a0e3neueHHs. OOMekeHi MOKIIMBOCTI PO3Mipy LBOTO
IOCTI/DKEHHS HE JO3BOJAITH TYT X0o4da O KOPOTKO OMNHMCAaTH BCi BapiaHTH
BpaznuBOCTed mporpamHoro 3abesneueHHs [oT. Tomy mami po3risiHEMO TiNBKH
OJIHY 3 Hallbinbimx KiGepsarpos must mepex loT- DoS/DDoS-ataku. T'onoBHa
HeOe3neka mepeBaxHol KinbkocTi DoS/DDoS-atak — B iX abcomroTHii
OYEBUIHOCTI i Maike «HOPMAIBHOCTI». [IOMUIIKM TpOrpamMHOro 3ade3nedeHHs
Biipazy K (IKCYETHCsS 1 ONEPAaTHBHO BHIPABILSIIOTHCA. A TYT - TUIBKM IOBHA
BUTpaTa pecypciB — 1Ie Maibke HOpMalbHa TIOBEAIHKA [UIi CYYacCHUX
iHpopmariitaux cucteM. CepBepH HaJaITOBYIOTh TaKUM YWHOM, 10O BOHH HE
HPOCTOIOBAIH, TOMY i3 BHYEPNAHHSIM PECYpCiB IOJCHHO CTHUKAIOTHCS THCSYi
anmigicTpartopiB. Ctpareris x oOMexxeHHs Ha Tpadik i pecypcH HelpaBIiIbHA, 60
3arpoXxye BTPATOIO YAaCTUHM KIIEHTIB, SKUM Oyzne BiJMOBJICHO B
obcyroByBaHHi. Sk ke GOpPOTHCS 3 TAKOIO 3arp0o3010?

Peaﬂisauiﬁ CUCTEMH BUABJICHHSI BTOPIrHEHb

Sk mokasye aHami3: HaifeQeKTHBHIMIMMH 3aco0amMu JUIS BUSBICHHS Ta
3anoGiranusa DoS/DDoS aTax € Ti, ki BUKOPHCTOBYIOTb iHTEJIEKTyalIbHI METOIH
(IDMS), cepen sIKMX MO>XKHA BUIUTUTH: €KCIIEPTHI CUCTEMH, CTATHCTHYHUI METOJ,
METO/IM Ha OCHOBI BUKOPUCTAHHS HEHPOHHUX MEPEkK, TCHETHYHNX allTOPUTMIB, Ta
MalulMHHE HaBYaHHsA. Meroau sKi 0a3yloTbCs Ha CTATHCTHII CIIPOMOXKHI
3MIHIOBAaTH CBOI OIIHKH 3aJIEKHO BiJ] ITOBEAIHKH Cy0’€KTa, BOHM HE BHMAararoTh
3HAHHS 1IPO MOXJIMBI aTakW. AHai3aTOPH 3 BUKOPUCTaHHSIM HEHPOHHHX MEpex
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MOXYTh «BHBYATH» XapaKTEPHCTHKH aTak 1 KIacH(iKyBaTH €NeMEHTH, aie
TOYHICTH 1 IIBUAKICT BHUSBICHHS aTaK 3aJIeXHTh B SKOCTI HaBUAHHS ITHX
HelipoMepex. Y BUIanKy BUKOpHCTaHHS ML BUTpadaeThcst HAOaraTo MeHIIe Jacy
JUIL BUSIBIICHHS, ajleé BUMAarae€Tbcsi BHCOKAa OOYMCIIOBANbHA IIOTYXKHICTH Ha
MalluHi, Je aHaji3yeTbcsa HoBeninka [1], [2]. 3aBmaHHAM MeETOXIB BHSBICHHS
DDoS-atak mnossirae B TOMy, 10 aHAN3yIOYH JIaHi, OTpUMaHi 3 IPHCTPOIB, MOXKHA
Oyno © 3poOHTH HaWOIMBII JOCTOBIpHY OLIHKY BiIHOCHO TOTO, UM AaTaKyIOTh
NPUCTPOi B JaHUK MPOMDKOK yacy, ud Hi. [lpu mpomy HaiiOinbumr OakaHuM €
MIBUKOis1 0OpaHOTO METO/Y, TOMY IO HalMEHINA 3aTpUMKa MOXE IIPUBECTH 10
3HauHUX BTpar. CTaHZapTHI METOAM aHali3y CTATHCTHKH HE J03BOJIIIOTH
BUSIBIIITH HEBIZIOMi paHillle aTakW, TOMY SIK IHCTPYMEHT JUISl BUPIIIEHHS TaHOI
NpoOJIeMH JOLUTEHO BHKOPHUCTOBYBATH alTOPUTMH MAIIMHHOTO HaBYaHHS [3].
Peamizamisi Takoi crparerii BusBieHHs DoS/DDoS-atak BinOyBaeTbcs uepes
cuctemu BusiBiIeHHS BToprHeHb (IDS). MepekeBi cucTeMu BUSBICHHS BTOPTHEHDb
(NIDS) po3mimytoThCs SIK IpaBUIO, Ha BY3Ii, AKUH 3'€AHy€ BHYTPIIIHIO MEPEXKY 3
[aTepHeTOM s TOTO, OO CKaHYBaTH BXiOHHHU 1 BUXiTHHWN Tpadik Ha IMpeaMer
BimoMux mozeneil atak[8]. B Mipy BUSBICHHS BiZOMHX 3IOBMHCHHX IIAOJOHIB
OyIyTh BimoOpakyBaTHCS MOBITOMIJIEHHS Ta MOXYTh OyTH 3allyIleHi aJrOPHTMHU
CKCIIePTU3HU, IO 3MEHINYE Yac BiJMOBIAI Ta TMOTCHIIHO TMiIBUIIYE TOYHICThH
posciinyBanusa. Ot yomy IDS marote BkiIrouaT ML y cBiil poliec BUSBICHHS
aHoMmaniii 3 Kiacudikamiero, KIacTepU3alli€l0 Ta IHIIMMH METOJAMH, IO
BUKOPUCTOBYIOTbCSl JUIsl BHUSIBICHHS aHOMaibHOro Tpadiky. s cTBOpeHHs
TIPOTOTHITY PEalbHOI CHCTEMH BUSBICHHA BTOPTHEHb Ha ocHOBI ML tpeba Oyio
PO3pOOHTH TIPOTpaMHHUI 3aCTOCYHOK Ta MPOTECTYBAaTH Ha BiANOBIAHOMY Habopi
nmanuxX. Jns excriepuMeHTiB MU oOpamu Habip marmx BotloT, ctBOpenoro y
nmaboparopii ABcTpaiiiicbkoro neHtpy kibep6esmeku (ACCS) crmemianbHO st
TOTO 100 AOCTITHUKY BUBYAIM MOXKIMBOCTI MAallIMHHOTO HAaBYAHHS Y BUSIBIICHHHI
aTtak B Mepexkax loT.

IMpuunHU Takoro BUOOPY HACTYINHI: BiH BIAKPHTHHA, MICTHTh 3aXOIUICHHS
Tpadiky came 3 Mepexi [oT, B HbOMy BelliKa pi3HOMaHITHICTb aTak, BKIFOYAIOYH
BesKHit 00csr mpukiagie DoS/DDoS aTak 3 BUKOPHCTaHHSAM Pi3HHUX IMPOTOKOJIIB,
BiH BKJIIOYA€ peanbHUi Tpadik, Ta Ia€ MOXKIHMBICTH TCHEPYBATH HOBI O3HAKH 3
HeoOpoObieHoro Habopy HaHuX. Po3Mip omyOnikoBaHUX 3amucaHux (ailmis .pcap
cranoButh 69,3 I'b 1 mictute monany 72 000 000 3ammcis. Ilpore, MU MmOKH IO
BUKOPHUCTANIM TiNBKK 5% BUXiZAHOrO HaboOpy NaHHX, NOOYTHX 3a JIOMOMOTOIO
3amutiB MySQL. Ii mo0yti 5% cknagaoThes i3 4oTUPHOX (aiiliB cCyMapHUM
po3mipom npubausHo 1,07 I'B i BKII0Yat0Th OIM3bKO 3 MiJIbIOHIB 3aIKCIB.

Jnst peamizanii Ta TecTyBaHHs anroputMmy BusiBieHHs DoS/DDoS atak B
mepexi [oT Ha ocHOBI ML Oyno BukopucTaHO MOBY mporpamyBaHHs Python. B
OCHOBI TIPOTPAaMHOTO 3aCTOCYHKYy Oyla TIIOKJIaJeHa  MOJEdb MAIIMHHOTO
HaBYaHHS, SKa CKJIajagacs IArOTOBKM Ta 300py [aHUX, BHOOPY O3HAK
(mapameTpiB), BUOOpPY alNrOpUTMy, BHOOpY MapaMeTpiB i Mojemnel, HaBYaHHS
(TpeHyBaHHS) Ta OLIHKU e(eKTUBHOCTI pe3ynbTaTiB. Bei 1i eTanu BaykIuBi, mpoTe
OKpEeMO BHIIIMMO eTarml BHOOPY PEJIEBAaHTHUX  AITOPUTMIB Uil BUPILICHHS
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KOHKpeTHOI mpoOnemu. Ha ocHOBI aHamizy cyd4acHMX HayKOBHX IOCIHiIKCHb
[11,[3],[8],[9] Oymo oOpaHO HACTYITHI aXTOPUTMHE:

- Meroa K-Haitommxunx cycinis (KNN);

- HaiBuuii Baecis knacugikarop (NB);

- Bumnaxkosuii mic(Random Forest);

- Jloricruuna perpecis (Logistic Regression);

- JepeBo yxBaneHHs piuieHs (Decision Tree)

OuiHOBaHHS AJrOPUTMIB MALIMHHOI'O HABYAHHA

Ilpn ouinmi edekruBHOCTI Monenedt ML, BakiIMBO BH3HAYMTH SIKI NMOKa3HUKU
e(eKTUBHOCTI MiJIXOSTh JJIsl BUPillICHHS 3aBAaHHs. J[J1s TOro, o6 OMiHUTH HaIll
pe3yabTaTH, MM BUKOPHCTOBYBAJIM HAHBa)KJIMBIIli MOKA3HUKU €(EKTUBHOCTI: Yac
nepen0ayYeHHs, BIYYHICTD (precision), moBHOTa (recall), TounicTs(accuracy) Ta f-
Mipa(f-measure) sk MOKa3aHO B BU3HAYEHI HACTYNHUM ynHoM [10]:

. TP TP
BJIY4YHiCTh = , MMOBHOTA = ,
TP+FP TP+FN
TOYHICTb = TRl f —wmipa = 2
= TP+FP+TN+FN ' pa= 3 L

MOBHOTA  BJIyYHICThb

TP — icrunno HeratusHe, FN — xu6OHo HeratuBHe, TN — icTuHHO HeratuBHe, FP —
xuOHO mo3uTHBHE. 3okpema f-mipa € HalOinBII 3HayMMol, GO BOHA €
KOMIPOMICHUM MOKa3HHKOM, IIOJO0 JBOX IHIIMX OCHOBOIOJOXXHHX METPHK:
BIIYYHOCTI Ta TIOBHOTH.

Pesynerati omiHroBaHHS OOpaHUX aNTOPUTMIB 3 BUKOPHCTAaHHSAM OOpPaHOTO
JaTaceTy 3a MMM II’sITbMa METpPHUKaM He TIOKa3ald OYEeBUIHOI MepeBarn KOoroch 3
HuX. {1 oOrpyHTOBaHOTO BHOOPY Kpamoro Tpeba 3acTOCyBaTH METOMAWKY, SKa
BpaxoBye OaraToKpuTepialbHy MNpuUpogy Takoro BubGopy. B  curyanii
GaraTokpuTepiaJbHOrO BHOOPY HEOYEBHIHO, SKe pIlIeHHs Kpamie, Tomy
HNOTPIOHO IIyKaTH KOMIIPOMICHE DILIEHHS, SIKE BPAaXOBYE BaXKIJIHBICTH KOXKHOTO
kputepis. lle mpuBoaMTH 10 MOHATTS €(PEKTHMBHOTO (ONTHMAIBHOTO IIOJ0
Ilapeto) pimenHs. BrnactuBicts edexTuBHOCTI (Y KpallHROMY BHIAJKy CIaOKy
e(eKTHBHICTD) IIOBHHHE MaTH OyIb-sSKe PIllIeHHs, IO MPETEHYE Ha Te, 00 iforo
Ha3BaJIM HAHKPAIIIM.

OCKiJTbKN 3arajbHOTO BHPINIEHHS 3aj1adi BHOOpY, onTuMansHOro mo Ilapero
HE iCHy€, TO HayKa MiATPUMKU MPUHUHSITTS PillieHb NMPOMOHYe 6arato METOMIB, 3
MHOXXHHH SIKUX Tpeba oOpaTH TOM, sKMi O BIAMOBiIAB MOCTAaBICHINW 3amadi.
Cepenl MHOXHHHM METOJIB 0araTOKpUTEpialbHO BHOOPY MOYKHA BHIUIMTH [Ba
knacu: MeToau , IO OpIEHTYIOThCS Ha (QYHKIIIO KOPHCHOCTI Ta METOIH, IO
OpIEHTYIOThCSI Ha TOMApHE TOPIBHSHHSA KPUTEPIiB 3 HACTYIHOIO MHPOLEIYpPOIO
y3ro/KeHHS. B HamoMy BHMaaKy IOUUIBHO OMEPTHUCHh HA OCTaHHIN miaxim, 060
3araJpHOBU3HAHA (PYHKIIS KOPUCHOCTI I Iiel 3amayi me He icHye. OmHUM 3
migepiB Takoro migxoxny € Merox ELImination Et Choix Traduisant la Realite(
ELECTRE)[11]. Lleit meTox XapakTepusye 4dOTHPH (pyHZAMEHTAIbHI ACIEKTH
MojzeioBaHHA mepeBar Electre MeTomu: MOJIENIOBaHHA CHUTyalill KOJIMBaHb
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(4acCTKOBHX 1 BCEOCSIKHHX), MOJENIOBaHHS BCEOIYHUX HEMOPIBHAHHOCTEH,
KOHIICTIisl y3TOJUKEHOCTI Ta BIJHOCHOI BaXJIHMBOCTI KpPHUTEPIilB, a TaKoK
KOHIICTIIIisl HEBIAMOBITHOCTI Ta MOPOTiB BETO.

Bigsnaunmo, mo mpomemypu arperamii, mus skux ~Meronu Electre kpare
MIPUCTOCOBAHI, TOJI KOJIM B MOJEINI NPHUHHATTS pillleHb BKJIIOYAIOTH HE MEHIIe
I'SITU KPUTEPIiB.

V Bcix momudikarnisx merony EJIEKTPA Ha mepiuomy erarri 3 JOIOMOTOO
ocobu, sixka npuitMae pimenHs(OI1P) Bu3HaualoThCsl Bard KpUTEPiiB — MO3UTHUBHI
IiiicHi ymcna, sSKi THM Oinbire, ynM Bakiusinte 1yt OIIP BiamoBigHuit kKpuTepii.
3acTOCYBaBIIM II€BHI EKCIIEPTHI ONIHKM CTOCOBHO OIiHapHHX IiepeBar Ta
BHUKOPHUCTAaBIIM MOIEPEAHI pPO3paxyHKH 3HAa4YeHb YACTKOBUX KpHUTEpiiB, Oyia
NpOBe/ieHa Ipolenypa BuOOpy Halikpamoro amroputMy ML nmns BusiBieHHS
DoS/DDoS-arak. st po3paxyHKy pe3yibTaTiB Oyl0 BHKOPHUCTAaHO IaKeT
XLSSTAT, saxuii Hamae iHTepdelc KOpUCTyBada AJsL 3aCTOCYBaHHS METOIIB
ELECTRE II Ta ELECTRE IIl. B pe3ymprati OTpMMaHO HACTyIHI Micus B
peUTUHTY A adTrOPUTMIB:

Random Forest, kpammii BuGip 3a 4 immi amroputmu, Decision Tree —
BUIIEpeDKac 3 iHIII aTbTepHATHBH,

Logistic Regression - kpamwuii 3a q8a anropurmu, KNN - kpamuii 3a oauH
anroputM. NB OyB OCTaHHIM B peHTHHTY.

BucHoBku

IMoxazaHo, 10 NPOTUAISA Kibep3arpo3aM € Hapa3i aKkTyalbHOK 3aauero Jjs
MepeK Iarepuery peueit. OcoONuBY aKTyalbHICTh MAalOTh PI3HOBUAU
BPa3IMBOCTEH MPOrpaMHOro THILy, a cepell HUX - Ha mepimx Mmicisax DoS/DDoS-
ataky. lllmsxom aHanmizy pKepea BCTaHOBJIEHO, IO e(EeKTUBHY IPOTUAII0
DoS/DDoS-arakamM MO)kHa CTBOPUTH Tiibku Ha ocHOBI ML. TlpuHimnu mozmemi
ML Oynu 3akmaneHi B po3poOKy 3acTtocyHka. [Iporpama Oyia B mpoTecToBaHa Ha
3HaYHIH MHOXHHI JOCTOBIPHOTO JaTaceTa, B SIKOMYy Oynu BimoOpakeHHs
HasBHOCTI DoS/DDoS-arak. Bynu po3paxoBaHi OLIHKH IT'SITH KPHUTEPIiB IS
pI3HMX aNrOPUTMIB MAIIMHHOTO HaBYaHHs Ha mincraBi ux oriHOK Oyio oOpaHo
HaWKpalyii 3 alropuTMIB METOJIOM OaraTOKpHTEepiaJbHOTO MPHUHHATTS pilleHb
ELECTRE.
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The paper discusses the main options for technical protection at the stages
of pre-printing and post-printing preparation of products by a printing
company using modern cloud technologies. In the study course,
insufficient security of the SSL / TLS protocol for transferring data
between websites was established, which is confirmed by numerous
reports in the press about the theft of personal data and the constant
improvement of this protocol. It was also established that data security has
a dependency on the user's responsibility for personal information
protection. In essence, options for protecting documents of a printing
company can be supplemented by the introduction of digital signatures or
passwords. Based on the theory of planning and processing the results of
experiments, the whole factor experiment was prepared and carried out to
analyze the password "strength™ based on two signs of password strength:
length and different types of categories of characters used in passwords.
An experiment execution plan has been built based on an orthogonal
matrix. According to the matrix plan, the unknown coefficients of the
response function were determined; and we were determined their
significance as well; and we have also confirmed the adequacy of the
obtained equation. In the paper, we also present a model experiment is,
confirming the validity of the hypothesis of the relativity of the
importance of the message length concerning the types of categories of
symbols used.

Introduction

Recently, there has been a sharp leap in the development of the printing industry
due to the widespread introduction of digital content publications into the practice
of publishing organizations, based on the consistent distribution of computer
technology in the 90s of the last century [1].

The advent of computer publishing systems made it possible to transfer an
electronic layout of a publication directly from a computer or to a photographic
form, or a photographic plate, and later directly to a digital printing machine,
which determined the prospect of obtaining a personalized publication of any
required circulation. Digital processes (prepress, print, and post-press) at all
manufacturing stages of printed products have created the basis for the transition
to full automation of production of a printing company based on online solutions
[2]. Innovations in computer technology offer to abandon traditional servers and
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switch to Cloud Computing technologies. The problems of automating the task of
accounting for the budgetary process to discharge are presented in works [3-15].

The emergence of cloud solutions along with several advantages, namely: an
unlimited amount of data storage, independence from the operating system when
working with documents, the possibility of constant and shared access to
document, the rational use of resources, reduction in software costs, the ability to
regularly update it; there was a strict need to protect deleted data.

So, it is possible to intercept confidential and private data when one's working
with the "cloud"; and the internet provider can view the client's data if they are not
protected by a password; this data can also become the property of hackers who
have managed to break into the provider's security systems.

The reliability, timeliness, and availability of data in the "cloud" strongly
depend on the intermediate parameters, which include data transmission channels
on the way from the client to the "cloud"; the reliability of the last mile, the
quality of the client's Internet provider, the availability of the "cloud" itself in the
given moment. If the online storage company is liquidated, a computer customer
can lose all their papers.

The purpose of this study is to establish an effective system for protecting
printed products at all stages of their preparation.

Problem statement

The preparing process of a digital layout of products by some printing company
using some publishing system is considered. A feature of the preparation process
is its multistage, the essential component of which is prepress preparation. An
electronic version of the final document is prepared in the prepress process. The
electronic layout development of the document involves the participation of
various staff members working with cloud storage that provides collective access.

As you know, the problem of storing data in the "cloud™ is the data protection
in the case of interception during transmission over a communication channel;
there is also a problem associated with devices of the "last mile"; in addition, there
is a problem with data integrity during remote storage.

The most common technical solutions for data protection are data encryption,
closing documents with a password, and using a digital signature.

Usually, data transmission performs by the SSL/TLS protocol. It should be
noted that despite the similarities between SSL and TLS, a series of technical
documents (for example, RFC 8446) have recently been promoting TLS 1.3 for
browser use. The TLS 1.3 protocol support for the webspace has been provided by
Google, Facebook, and Cloudflare since July 2019, in addition, the main branches
of the Chrome and Firefox browsers. The protocol supports three services:
authentication, encryption, and message integrity checking. The suggested
protective measures are considered sufficient by the safety experts. Nevertheless,
the interception problem of messages is really, as evidenced by the numerous
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confirmations of theft of personal data. Thus, the user himself should be primarily
concerned about his data protection.

From the point of view of protecting printed information, one of the most
effective measures is to set a password for a printing document. The problem here
is the establishment of obvious passwords, which may be available to an attacker,
or the creator of the documents does not consider it necessary to use a password
here. To secure your information and not use external audit services, it is
recommended that you independently acquire a strong password.

We must abide by some rules to avoid the negative consequences of data theft
due to the introduction of "weak" passwords. To create a strong password, in [16]
is recommended:

- avoid primitive passwords (repetitive words, English terminology,
widespread digital combinations, etc.);

- avoid the same passwords for all services and resources;

- store the password in an open, visible place (on a table, on a monitor, in a
browser, etc.);

- change the discredited password;

- do not use short passwords;

- a complex password must have a uniform distribution of alphanumeric and
other symbols.

The study poses and solves the problem of determining an effective password
based on the theory of planning and processing the results of experiments.

Problem solution

Based on the independence of the factors that affect the quality of the password,
we will consider them independent, the combination of the same characters is not
allowed, and all of the characters have the same distribution. Given the
considerations, we assume that the password security function satisfies the
regression equation in the form

k k
y=by +_ZlbiXi +_Zlbijxixj + b5 X X3+, (1)
1= 1, ]=

According to the results of testing user passwords, it was found that the
strength of passwords, which are quantitatively expressed in relative units y, are
most significantly influenced by two factors: the length of the password x,
measured by the number of characters in a password, and the number of
categories of characters x,, measured by various types of characters.

We will assume that at the user's disposal, lowercase and uppercase letters of
the Latin alphabet can be used as symbols total of numbers are 26 characters,
numbers are total numbers of 10 characters, and special characters are the total
number have 33 characters. Thus, we have total of numbers 4 categories of
characters.
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Based on the theory of planning experiments, we also introduce the levels of
variation by factors, the values of which are presented in Table. 1.

Table 1. Levels of factors

Levels of factors Factors
X1, Symbols X, categories
Main (zero) 14 3
Low 2 2
High 26 4
Interval of variation 12 1

The planning matrix looks as shown in Table 2. In this table j is the number of
experiments, x; is the first sign, which means the number of symbols in the
password; X, is the number of categories used in the password; y; is the result of an
experiment. In this test, we proposed that for each condition of experiment j we
can obtain three results, therefore y; is the average of this results; S_y2 is the

variance characterizing the set of y;, values under constant experimental
conditions (i.e., at one point of the design) is found by the following formula

5 1 m _
Si=——>(yy-V))*- )
v=1

Table 2 . Planning matrix

i Xo | X1 | X X1X2 Vi Vi S_JZ Vi

1 + + + + 27,31, 35 31 16 29.5
2 + — + - 15, 20, 25 20 25 20.5
3 + + _ - 51,53, 55 53 4 53.5
4 + _ _ + 30, 33, 36 33 9 93.5

Based on Table 2 data and using the feature of the orthogonality planning
matrix for the full factorial experiment, we can significantly simplify the
calculation of the coefficients of the response equation. For the number of factors
k, sample estimates b; are calculated by the formulas
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VY == Y. . A3)
nj=1 my=1

14 4 _  31-20+53-33
b0=ZZ 0;V; =34,25; b1_ T
j=1 J

=7,75;
14 _  31+20-53-33
by == 3%, =2 0750 g s
2 4j§1 2i¥j 4
14 _ 31—20—53+33
blZZZEX“XzJ i= 4 =-2.25

Next, we calculate S7 by using values S/ (these values are shown in Table
2)

2

i 2 _ 16+25+4+9

l =135
4;

Find the variance of the regression coefficients:

s2=_* S7 = 135 =16875, S, =1.299.
" n(m-1) 4-(3-1 i

We choose the level of reliability of calculations a = 0.95 and find from the

table value t;,, =tgg75 atf=4- (3 - 1) = 8 degrees of freedom: t;475(8) =2.31
2

. Calculate Student Statistics for model coefficients:

0= LY 3425_2637 t = Iby|_ 775 =5.966 ;
S, 1.299 Sh, T 1.299
=12l 875 g7,
S, 1.299
t, =2l 225 445
S, 1.299
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We see that t, = 1.54 < ty975 (8) = 2.31. Therefore, the coefficient b,, does not
differ significantly from zero. Then the regression equation takes the following
form

y =34.25+7.75% —8.75X, .

4
Let's calculate now > (Y; - 91-)2 =20.25 . Following the task, the number
i=1

of significant coefficients of the model is d = 3; and
3 n _ 3-20,25
S2=—"_ 3 (y:-9¥:)*=""""-60,75.
4—3,21(3/’ =T
2
S® 60,75

Now we find F = = 4,5 that, less than the critical value F <

52 135
Fo.0s: m1=1, mz =8 = 5.32, and the final formula for the response function is:

y =51.46+0.62x% —8.75X,.
(C)]

Formula (4) allows you to evaluate the effectiveness of the entered password
within the framework of the experiment. The analysis of equation (4), where the
parameter x; varies from 4 to 6 symbols, and the parameter x, varies from 1 to 3
types of symbol categories, is presented in Table 3.

Table 3. Response function values for different types of passwords

Password X1, Symbols X2, the numbers of |y
categories

alcd 4 2 36,44

alCd 4 3 27,69

albcd 5 2 37,06

alBcd 5 3 28,31

alBcd! 6 1 46,43

This analysis of the results obtained allows us to conclude that password
efficiency is primarily affected by the password duration. The effect of mutual
influence, based on the initial conditions of the experiment, practically does not
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have a significant effect on the put forward condition of reliability, which made it
possible to exclude this regressor from the equation.

Conclusions

The article proposes the centralization of technical computing resources, 1T
specialists, and software in the general budget cloud. Access to the cloud via the
Internet, individualized access to data, a set of software functions provided by the
bandwidth of network communication channels will be transferred to the sites.

To increase the security of printed products at the stages of pre-print and post-
print preparation, it is recommended to use passwords consisting of a large
number of characters, including lowercase and uppercase letters of the Latin
alphabet, numbers, and auxiliary symbols. Based on a whole factor experiment, a
type of response function has been established that allows you to compare
passwords and set the strength of a password.

Referances

1. Armbrust M., Fox A., Griffith R., Joseph A. D., Katz R., Konwinski A.,
Lee G., Patterson D., Rabkin A., Stoica I., and Zaharia M. A View of
Cloud Computing / M. Armbrust, A. Fox, R. Griffith, A. D. Joseph, R.
Katz, A. Konwinski, G. Lee, D. Patterson, A. Rabkin, I. Stoica, and M.
Zaharia // ACM Communications, vol. 53, pp. 50-58, 2010.

2. Machuga P.l. Virtualizacia i hmarni technologii v obliku: daleke
maybutne chi realne cegodennya? / P.l. Machuga // Efektivna
ekonomika. — Ne5. — 2013. (Mauyra, P. 1. Bipryanizamis i xmapHi
TEXHOJIOT1i B 0OJIKY: maneke MaiOyTHE uu peanphe choromeHus? / P. 1.
Mauyra // EdextuBaa exonomika. — 2013. — Ne5.) — [On-line recourse].
— Access: http://www.economy. nayka.com.ua/?0p=1&z=2008. (in
Ukranian)

3. Bondar E.S. Hmarni obchislennya ta ih zastosuvannya / E.S. Bodar,
M.M. Glubovetc, S.S. Gorohovskii // Visnik KNU im. T. Shevchenka. —
Vip. 1. — K. KNU, 2011. — S. 74-82. (Boumap €. C. Xwmapsi
oGumcnenHs Ta ix 3acrocyBanns / €. C. bonnap, M. M. I'muboses, C.
C. Topoxoscekwii // Bichuk KHY im. T. llleuenka. — Bum. Ne 1. — K.:
KHY, 2011. - C. 74-82.) (in Ukranian)

4. Voloshchuk L.A. Support for the decision making on implementation of
applications in the hybrid cloud infrastructure / L.A. VVoloshchuk, O.I.
Roznovets, D.D. Voloshchuk // Informatics and Mathematical Methods
in Simulation. — Vol. 8. — No. 1. — 2018. — P. 86-97.

5. Ramgovind S., Eloff M. M., and Smith E. The Management of Security
in Cloud computing / S. Ramgovind, M. M. Eloff, and E. Smith // in
Information Security for South Africa (ISSA). — 2010. — P. 1-7.

88



10.

11.

12.

13.

14.

Strategichni  napryami rozvitku pidpriemstv vidanichoi galuzi,
poligrafichnoi diyalnosti s knigotorgivli // Za red. Yu. S. Ganzhurova. —
Electronne naukove vidannya. — K.: NTUU «KPI», 2015. — 252 s.
(Crpareriyni HampsiMH PO3BUTKY IINPUEMCTB BHAABHUYOI Taiysi,
nounirpadivnoi gismeHOCTI 1 kHUrotopriemi // 3a pex. YO. C. Tamxyposa,
- Enexrponne HaykoBe Buganss. -K: HTVY «KIII», 2015. — 252 ¢.) (in
Ukranian)

Zmihov  Ya.Yu., Shablyi LV. Ogirko LV. Formati danih
avtomatizovanoi sustemi keruvannya drukarneu / Ya.Yu. Zmihov, L.V.
Shablyi, 1.V.Ogirko // Kuvalilogia knigi. Pbirnik naukovih pratc.
Ukrainska academia drukarctva. — Vip. 2 (34). — 2018. — S. 51-56.
(Kvuxos . 10., Wabmiit 1. B., Oripko I. B. d®opmaru nanmx
aBTOMATHU30BAaHOI CHCTEMHU KEpYBaHHS IpyKapHer. KBaiimoris KHHTH.
30ipHUK HAayKOBHUX Ipalb YKpaiHChKa akaleMis JpykapcTBa. — Bumyck
Ne 2 (34). — 2018. — C. 51-56.) (in Ukranian)

Wyld, D. C. Moving to the Cloud: An Introduction to Cloud Computing
in Government / D. C. Wyld. — IBM Center for the Business of
Government, 2009. — P. 10.

Gudzovata O.0. Hmarni servisi: mozhlivosti, bezpeka, percpektivi:
kollektivnaya monografia: u 4 t. / 0.0. Gudzovata // Teoretichni ta
prikladni aspekti pidvischennya konkurentospromozhnosti pidpriemstv.
— Dnipropetrovsk: «Gerda», 2013. — T. 1. — 352 s. — S. 102-110.
(TymzoBata O. O. Xwmaphi cepBicH: MOXIHBOCTi, Oe3meka,
nepcrekTuBr: KojektiuBHa monorpadis: y 4 T. / O. O. T'yazosara //
Teopermuni Ta TIPUKIIAIH] aCTIeKTH ITiABHAIIICHHS
KOHKYPEHTOCIIDOMOXKHOCTI ~ IATNPHEMCTB. —  JIHIIPONETPOBCHK:
«epma», 2013. — T. 1 —352 ¢. — C. 102-110.) (in Ukranian)

Kaufman L. M. Can Public-Cloud Security Meet Its Unique
Challenges? / L. M. Kaufman // IEEE Security & Privacy. — Vol. 8. —
2010. — P. 55-57.

Anthes G. Security in the Cloud / G. Anthes // ACM Communications.
—Vol. 53. - 2010. - P. 16-18.

Christodorescu M., Sailer R., Schales D. L., Sgandurra D., and Zamboni
D. Cloud Security is not (just) Virtualization Security: A Short Paper /
M. Christodorescu, R. Sailer, D. L. Schales, D. Sgandurra, and D.
Zamboni // in Proceedings of the 2009 ACM workshop on Cloud
Computing Security, Chicago, Illinois, USA, 2009. — P. 97-102.

Shaver C. and Acken J. M. Effects of Equipment Variation on Speaker
Recognition Error Rates / C. Shaver and J. M. Acken // in Proceeding
IEEE International Conference on Acoustics Speech and Signal
Processing, Dallas, Texas, 2010.

Ristenpart T., Tromer E., Shacham H., and Savage S. Hey, you, get off
of my cloud: Exploring Information Leakage in Third-party Compute
Clouds / T. Ristenpart, E. Tromer, H. Shacham, and S. Savage // in

89



15.

16.

17.

Proceedings of the 16th ACM conference on Computer and
Communications Security, Chicago, Illinois, USA, 2009. — P. 199-212.
Kucherov D.P. Control of computer network overload / D.P. Kucherov
/I Proceeding of the XVII International Scientific and Practical
Conference on Information Technologies and Security (ITS 2017),
Kyiv, Ukraine, November 30, 2017, pp. 69 -75, 2017, CEUR-WS.org,
online. URL: http://ceur-ws.org/\Vol-2067/paper10.pdf

Paroli — horoshie, plohie I uzhasnie. (ITaposu — Xopoiue, MIOXUE U
yxacusie) — [on-line]. - Access: https://itglobal.com/ru-
ru/company/blog/paroli-horoshie-plohie-i-uzhasnye/ (in Russian)
Kobzar A.l. Prikladnaya matematicheskaya statistika. Dlya inzhnerov |
nauchnih rabotnikov / A.l. Kobzar // M.: Fizmatlit, 2006. — 816 c.
(Ko63aps A.W. IpukiagHas MaTeMaTHyecKasi CTaTuCTHKa. J{iist
WHXXEHEePOB M Hay4HBIX paboTHHKOB / A.11. Ko63aps. — M.: ®du3Matiut,
2006. — 816 c.) (in Russian)

90



A BRIEF OVERVIEW OF MODELS OF INFORMATION INFLUENCE IN
SOCIAL NETWORKS

\V/ Putyatin[0000-0002-5575—9159]
Institute for Information Recording of NAS of Ukraine

1. Formulation of the problem

Staging aboutRecently, social networks are attracting more and more attention
from various researchers around the world. At the same time, there is a significant
interest in a wide range of different models related to the network activity of their
participants. Analysis of a number of sources has shown that researchers use
different classes of models of informational influence in social networks. The
number of works devoted to various aspects of impact models is growing rapidly

2. The goal of the work

The purpose of this work is a brief overview of the most common models of
influence on social networks.

3. Presentation of the main results of the study

The author's research has shown that at present there are many models of
informational influence in social networks such as [1-3]:

1) Optimization and simulation models: models with thresholds, models of
independent cascades, models based on analogies with physics, medicine, other
branches of science (models of impregnation and infection; Ising models); models
based on cellular automata; models based on Markov chains; models of indirect
influence in the social network [4-6];

2) Theoretical game models: models of mutual awareness; models of
concerted collective action; communication models; network stability models;
information impact and management models; models of reputation and
information management in social networks; models of information confrontation
[7-10];

3) Other models: reputation models; models of thought dynamics; model of
distribution of mass media messages on the Internet; Schelling models; model of
preferences of groups of people; model of the type of "thermal beetles"; model of
organization of collective behavior;

4) Models of information influence: manipulative model; dialogue model;
individual-oriented models; multiagent models.

5) Models of political crisis (threshold models, conflict models, Epstein
model).

Here are some examples of such models.

Model of independent cascades. Belongs to the category of models of so-
called "interacting particle systems" [6].

Threshold models of racial segregation by T. Schelling. This is a model of
spatial neighborhood and a model of a limited environment [11-13].

Impact models with thresholds. In the model [13], the nodes of the network
(graph) can be in the active and inactive state, and the transition is possible only in
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one direction: from inactive to active state. A node that is in an inactive state is
affected by all its active neighbors. A node becomes active if the sum of the
effects of neighboring nodes on it exceeds a certain threshold. A threshold model
is any model that has a threshold value or set of threshold values used to change
states. Classical models with thresholds were developed by Schelling [11-13],
Axelrod [2] and Granovetter [14] to model collective behavior.

Model of preferences of groups of people. According to this model [14] the
advantages of groups of people were studied. At the same time, it was initially
assumed that the groups differed only in ethnicity. However, the model can also
take into account any other types of differences in which individual group
membership is visible and stable. In this Axelrod-Hammond model, the agent is
the individual. Each agent is "painted in colors," which can be interpreted as his or
her ethnicity or other sign of group membership. Each agent also has a two-part
strategy. The first part of the strategy determines whether the agent cooperates (or
not) with a neighbor who has the same colors. The second part of the agent's
strategy determines whether the agent is working with a neighbor who has a
different color.

Models of collective action. These are models of concerted collective action;
model of organization of collective behavior; model of dynamics of collective
behavior; Granovetter's crowd model [14], a model of the "heat beetle" type;
Granovetter's threshold model of collective behavior; game-theoretic threshold
model of conformal behavior; Mueller's dialogue model; models of mutual
awareness.

Reputation models. This is a model of J. Tyrol's reputation; Shapiro-Stiglitz
reputation model; models of reputation and information management in social
networks [18].

Individual-oriented models. These are multi-agent simulation models in
which the integral characteristics of the population are the result of many local
interactions of agents (individuals). The model [15] consists of a description of the
environment in which interactions take place and a set of individuals for whom
rules of conduct and characteristic parameters are defined, which may also change
in the process of evolution. One of the most popular models of artificial society in
the framework of individual-oriented modeling is the so-called sugar model of J.
Epstein and R. Axtel [24]. Despite its simplicity, it is a powerful tool for
analyzing social processes.

Ising model. This is a mathematical model [7] that describes the origin of the
magnetization of the material (quantum Ising model), proposed in 1924 to
describe the magnetic phase transitions). In the original Ising model we consider a
system of N identical particles in nodes of a regular two-dimensional lattice with
magnetic moments ("spins") {si =+ 1} and energy Ei = -XJsisj - hsi, where J is
the exchange parameter, h is the external magnetic field and summation is
performed on particles {j} in adjacent lattice nodes. Schemes based on the Ising
model are applied to sociology problems in which the state of the agent is
reflected by a discrete variable (choice of several strategies, products, policies of
changing agents' opinions under the influence of their immediate environment and
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(or) averaged "social field"). in a large social group can be modeled using the
Ising model, the influence of close neighbors is decisive, and the analogue of
temperature is the group's willingness to think creatively, willingness to accept
new ideas.

Impregnation and infection models. The classical (epidemiological) model of
the spread of the epidemic [32, 33] is based on the following cycle of the carrier's
disease: first, the person is susceptible to the disease; if he comes in contact with
an infected person, he becomes infected with some probability of B; later, after
some time, the person becomes healthy, acquires immunity, or dies; immunity
decreases over time, and the person becomes susceptible to the disease again. In
the SIR model (according to the first letters of the three stages of the disease
cycle) the convalescent becomes immune to the disease: S — I — R. Accordingly,
society is represented by three groups: S (t) - a group of people not yet infected or
susceptible to the disease at time t; I (t) - group of infected people; R (t) - a group
of recovered people. There are other similar more complex models, in particular,
in the SIRS model the recovered person becomes susceptible to the disease after
some time. The SIR model was proposed by Kermak and McKendrick in 1927.
The entire population is divided into groups: "Susceptible” - healthy people
susceptible to the disease (hereinafter S); "Infectious" - infectious patients
(hereinafter 1); "Recovered" - people who have become ill with the simulated
disease are no longer susceptible to it (hereinafter R). Given that the total number
of individuals in the population remains unchanged, the increase in the number of
people in each of the selected groups can be described using the following system
of equations: dS / dt = -BSI, dI / dt = BSI, dR / dt = yI, where B - intensity of
contacts between people, y - intensity of recovery of agents. Impregnation and
infection models are a popular way to study information dissemination and
innovation on social media.

Models of public opinion. This is the voter model; majority model; "Schneid
model", voting model [17]. At the heart of all models is a random change in the
agent's opinion under the influence of the environment. In models, the original
opinion of the majority usually wins; on complex networks "metastable” areas
with polarization of thoughts are possible. In the voter model, first proposed in
evolutionary biology, the dynamics of public opinion M (t) is reproduced by a
stochastic process, at each step of which a randomly chosen agent randomly
accepts the opinion of one of his neighbors on the playing field. "Discrete"
preferences of people in sociophysics are often analyzed using various
modifications of the quantum model of Ising. In the voting model, which belongs
to the class of models of "interacting particle systems", at each step, each agent
can change his mind, randomly selecting one of the neighbors and accept his
opinion. This model is similar to the threshold model in the sense that the agent is
more likely to change his mind to the opinion that is supported by most of his
neighbors. However, in the voting model, in contrast to the threshold model, the
agent may become inactive. In the model proposed by Galam [28], a majority of
the general structured population randomly identifies a “discussion group” with an
odd number of agents in adjacent lattice nodes, in which all agents accept the
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opinion of the group majority; then the process is repeated. In the version of the
majority model, named after the authors called "Schneid" model, a randomly
selected "reference group” of two neighboring agents in the presence of a single
opinion induces this opinion on all nearby nodes, and a pair of agents with
opposing views does not affect neighbors.

Model of social influence. According to the i-th agent, the whole set of lattice
nodes is affected; the force of influence of the j-th agent is proportional to its
"convincing ability" «j and decreases with increasing "social distance" dij
between agents. In all such models, the lattice or other structure that serves as a
"medium" for disseminating ideas reflects the location of agents in some abstract
"public space."

Model of information influence in a social network. Agents included in the
social network are described in the plural N = {1, 2, ..., n}. Agents in the network
affect each other, and the degree of influence is given by the matrix of direct
influence t dimension n x n, ne tj > 0 indicates the degree of confidence of the i-
th agent of the j-th agent (the influence of the j-th on the i-th). It is considered [5]

n

that the rationing condition is fulfilled: vj ¢ N Ztij . If the i-th agent trusts the j-
j=1

th, and the j-th trusts the k-th, it means the following: the k-th agent indirectly

affects the i-th.

Model of measuring the impact on social networks. Agents included in the
social network [30] are represented by many N = (1, 2, .., n). The influence of
agents is given by the matrix of direct influence v of dimension n * n, while vij> 0
characterizes the degree of influence of the j-th agent on the i-th agent or the
degree of confidence of the i-th agent of the j-th agent. The concepts of
"influence™ and "trust" are considered in this case opposite. Assuming that each
agent reliably knows only their trust parameters, ie the i-th line of the matrix v,
which presents data on how much and to whom he trusts.

Models of influence based on Markov chains. Model [10] is a dynamic
Bayesian network with a two-level structure: the level of individuals (simulated
actions of each agent) and the level of the group (simulated actions of the group as
a whole). Processes modeled by Markov circuits are processes with short memory.

Social network dissemination model. The members of the network are agents
(users) who perform certain actions (writing a post, writing a comment to the post,
etc.) from a fixed finite set at certain times [17]. The set of actions contains a
binary relation "action a is the cause of action b" (or, equivalently, "action b is a
consequence of action a"), which is denoted as follows: a — b. Based on the
determination of the influence of sets of actions and agents, the influence of
agents on each other is determined as a fraction of the influence of one agent,
which is due to the actions of another agent (user).

Multiagent models of information influence. Models [34] include studies of
the interaction of information agents with each other, as well as with the external
environment.
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IHCTPYMEHTAJIbHI 3ACOBH ANALYTIC SOLVER DATA MINING B
KEPOBAHII JAHAMU BE3NEKOBI AHAJIITHUIIL: OTJISAI TA
3ACTOCYBAHHs

Ky3smmaos Anaroniii Isanosua’, Kuzmychov Danyl?
Yucruryr npo6nem peecrpanii indopmanii HAHY, m. Kuis, Yipaina,
2California State University, San Francisco, USA
akuzmychov@gmail.com, kuzmychovd@gmail.com

IIpakTnuny wiHHICTP HAayKH TpO JaHi Ta 3aco0u JaTa-aHAITHKU
SKHalKpalle COpUAMAIOTh 32 HABYAIBHO-JOCIITHULBKUM MPAKTHKYMOM,
3MiHCHEHNM Ha 3BUYHIM i1HCTpyMeHTanbHIA mmIatdopmi. 3o0Kpema,
CBITOBMI OCBITHI JOCBiJ TOCHJA€TbCI HA JOCTYIMHE KOXHOMY
cepenoBume Excel i3 BHKOpHUCTaHHSIM IHCTPYMEHTAIBHOI ILIaTGOpMH
ASP, y cxmani skoi — HamOymoBa Analytic Solver Data Mining
(XLMiner), ii HaBuambHa Bepcis 3a0e3meuye BCTYNMHHNA Kypc nara-
AQHANITUKU 13 po3dinamMu: mnepenoOpoOka HaOOPIB JaHHUX BEIHKOTO
po3Mipy, ix knacudikamis Ta nmepeadadeHHs, 32 METOIUKOIO MAIIUHHOTO
HaBUYaHHA 13 3acToCyBaHHAM 50 pi3HUX IHCTPYMEHTIB.

Lumu nOCKOHANMMMH IHCTPYMEHTAMH BiJIIYKYIOThCA «OpyIHI» 3amucu
TabnuyHOi 0a3W JaHWX, BMICT SIKMX BHKIUKAE MiAO3py W 3MyIIye
3IifICHIOBATH 1X KOpEryBaHHS YM BHJIYYaTH i I€TaJbHO BUBYATH.
ITepenoOpobOka (OYMINEHHS, IEPETBOPEHHS THIIB) Ta PO3BidyBaHHS
(Bi3yanmizawisi, 3HWKEHHS pO3MIPHOCTI, BifOIp KIIOYOBHX 3MiHHHX,
KJacTepusailis) HaOOpiB «CHPUX» TAHUX — XapaKTEepHA BIACTHUBICTH i
nepmuii eran 0e3MeKOBOi aHATITHKU HA NUIAXY JO OTPHMAaHHS KOPHUCHOI
iHpopMarii mpo 00’€KT, mpeAcTaBIeHUII 0araTOBUMIpHOKO TaOIHYHOIO
6a3010 TaHMUX.

«CtucHeHHs» Ha0opy 1aHuX MeToaom PCA

Habip manmx — uwmcmoBa Tabnwms i3 N pAakiB (00’€KTiB) Ta P CTOBIIIB
(BmacTuBOCTEH, 3MiHHMX) X, ..., X, i3 OaraToBUMipHHM, HEOOOB’A3KOBO
HOPMalbHUM, CYMiCHIM PO3TIOAIIOM 3Ha4YeHb Xjj, Tl «HET0MiK» — BENUKa KibKiCTh
3MIHHHUX SIK YCKJIaJHEHHS PO3PaxyHKIB.

CrucHenns Habopy mannx 3a metomom PCA (Principal component analysis,
K. ipcow, 1901 p.)

3IIHCHIOETBCS ONTHMAIBFHEM IEPEXOJ0M (32 BU3HAYCHOIO 3MIHHOIO) Bix P
3a/IaHUX JI0 (] HOBUX 3MiHHHX, 3HaYCHHS ( (YHCIIO «TOJIOBHUXY»), < [), BU3HAYAE
JOCITITHHK, BUMIp N 30epiraeThes.

Iuctpyment: Data Analysis— Transform — Principal Components Analysis

@aiin nndb-flat.csv (mxepeno: USDA National Nutrient Database) micturs
OYHIIEH] 3alMCH PO Pi3HOMaHITHI Xap4oBi mpoaykru: N = 8618, p = 38.
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CoopmoBano i ymopsiikoBaHo 17 HOBUX 3MiHHHX (KOMIIOHEHT) Ta TaOIHIO
IIYKaHUX BaroBUX Koe(illieHTIB 3aJaHAX 3MiHHUX po3MipoM (8618 x 17):

73 |Explained Variance

|Eigenvalue _[Variance, % __|Cumulative Variance, % |

0.37 2597 2397

411 10.83 36.80

343 .02 43.82

293 12 5333

238 627 5980

209 351 63531

174 439 69.90

1.63 428 7418
4| 3 | 4 | 3 L8 n 12 | 0 |

al Components

Component 1 | Component 2] Component ¢ Component 16 Component 17 |

0,093 0107 0145 0.0454 00220

0,111 0122 0149 0.1604 £0.1818

0,013 0018 0,136 0,0376 0,1701

0,000 0207 0009 £0,1200 £0,1961

0.03¢ 0,137 0038 02134 01576

0,112 0,141 -0,138 04715 -£3232

0,100 0338 0064 -0.0701 01408

0240 0,083 0133 02164 03331

0,148 0358 0,066 01011 0.0569

0,070 0,052 0,086 0,0458 £,0838

0,000 0078 0049 00420 01248

0213 0,131 0.165 0,1056 -0.0500

0259 D050 0.146 0,1666 00617

nepmii ¥ HadcwisHimi kommonenti (Component 1) mpumamae 26%
3MIHIOBAHOCTI, a pa3oM i3 HacTymHUMH 3-mMa KommnoHeHTamu — Oimbmie 50%.
SIKII0 BUPIIIEHO, IO JOCTATHBO MUX 4-0X «TOJOBHHX» KOMITOHEHT (q = 4),
3HAYUTh, HAOIp JaHUX CTUCHYTO 10 po3mipy (8618 x 4) 3i 3miHtoBaHicTIO 53,53%,
AKy Oyzie BUKOPHCTAHO IHIIUMH IHCTPYMEHTAMH.

JlocTaTHRO ~ BHOKPEMHTH TeplIli [JBi TOJOBHI KOMIIOHEHTH  (iHIIMH
aHaNoriuyHui npukiaz, 52% 3miHoBaHocTi) sik HOBi 3MiHHI (Com1, Com?2), mobu
HA0YHO PO3PI3HUTH 00’ €KTH (MIPOIYKTH) Ha TOUKOBIH Jiarpami:

Cucrema koopauHat (Coml, Comp2)
&

R e

ies Whest wBran

rn:..gn-:.s.

St et

.
4 Pt vt
P @
.
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. nepia roioBHa komroHeHTa COml (ropH3oHTanbHa BiCh) BH3HAYaE
KOPHUCHICTh MPOAYKTY, sIKa 3pOCTa€ 3J1iBa HAMPaBo, KPALIMMH, Y BULIISAI BUKHIIB,
BUSIBUIIHCSI TPH TIPOIYKTH Ha OCHOBI BuciBok (Bran)

. npyra romoBHa kommoneHta COM2 (BepTHKalbHAa BiCh) BH3HAYAE
3pOCTaHHA 3HHU3Y JIOTOPH CTPYKTYpPHHX BIIACTHBOCTEH MPOAYKTIB, BiA
MOJPIOHEHUX [0 LITKX 3epPEH.

HlineHi CcKymdyeHHS — ONM3BKI 3a CYKYIHHMH BIIQCTHBOCTSIMH IIPOXYKTH
(xaopii, IyKop, )KHPH, BiTaMiHH).

Text Mining

Merta — 3p0o3yMiTH, IIPO IO HIAEThCS Y TEKCTOBOMY JOKYMEHTI, OTpPHUMaHHIM
TON KJIFOYOBHX CIiB (y BHUIJIAAL TepMiB). [HCTpyMeHTOM Text Miner oTpumyroTsh
HIyKaHy iHGOpMALilo i3 HECTPYKTYPOBAaHHX TEKCTOBUX JAHMX IX ITOIEpEIHIM
MEPETBOPEHHAM B NPUAATHUN Ui TOTNIMONeHoi aHamiTH4HOI poOoTu Habip
CTPYKTYypOBaHHX (TaOIMYHUX) TaHUX.

Bxinauit rexct (.PDF) Ta Ton-10 x1040BUX TEpMiB:

4 Howlnd d Pak

‘manipulating the data, it is often necessary to reduce the dimension dramatically.

Especially when the dafa sef is hge, we can assume that the data have a cluster

mmnummhmum [DESO1] firs fo utlize the
tremendous amount in an efficient way. O of.

1

Cluster-Preserving Dimension

. - m cluster, as 15 done i the singular value
Reduction Methods for Efficient (SVD) [GV96]. the dimension e discuss atemp to preserve
Classification of Text Data e -

wehich a set of representative words is chosen. For each dimension in the reduced
Peg Howland space we cannot easily attach. i mg.mmm.ﬂ

Haesun Park

Overview

reciuces the cost of n dasification
mwiwhﬂwﬂheﬂ:hlmﬁngmumwuﬁmﬂy.
In today's vector space informatien retrieval systems, results ‘in effectiveness versus efficiency of the methods. so

2 good of the original
dm:mmnﬂymmmﬁﬂmeﬂﬂnlud,mpmmﬁi
‘models, based general formula, which

incorporate a prion knowledge of the existing structure. From these models, we 12 Dimension Reduction in the Vector Space Model
new methods reduction based an the centroids of data clus-
ters. We also adapt and extend the discriminant analysis projection. which is well Given 2 term- document marrix
known in pattem result s a generalization of discriminant analy- e
sis that can be applied regardless of the relative dimensions of the term-document =l = u
mamix. the problem is to find a transformation that maps each document vector ., in the
We illustrate the effectiveness of each method with document classification w-dimensional space to:a vector +  in fhe Ldimensional space for same |
results fiom the reduced representation Afier establishing relationshups among
the solutions obtained by the various methods, we conclude with a discussion of aj € ROy IEVEY
their relative aceuracy and complexity. The approach we discuss in Section 14 computes the transformation directly
fom.. Raer han ooking S the mappin that acieves 11 expleidy. snother
asan ‘matrix A 15
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of the vector space can be exploited [BDOSS). To achieve hizher effciency in
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Heiipomepe:keBa kiaacudikauis

Ha6ip nanux (tabmmuna 6aza maHuWX) ckiamaerbes i3 2500 3amuciB, KOKEH Mae
3HaueHHsS 14 3MiHHUX I Kiac, e YCHIIIHKUX 3amuciB Kinacy 1 yceoro 256 (10%).
3a MamIMHHUM HaBYaHHAM Ha0ip JaHUX TONEPEIHBO PO3AUIIIOTH B PEXUMI

Oversamling Ha 1Bi ocHOBHI Bubipku: Training set (256, 3 Hux 50% ycmimnmx) Ta

Validation set (1250), npexcrasieni y aianasoni Partitioned Data.

Pesynbrar

Cdopmosano 90 HelipoMepek i3 pi3HOIO KOH(ITYypaIli€io, KOXKHA 13 BiAMOBIAHIM

% moMmIIOK Kiacudikarii 3anucis (ycix Kiacis):

2] 3 | 4 | = | [ T 8 9 10 11 | 12 13 14

Architecture Search Error Log

8

65 ]
66 | 50
67/ 115 44921875 14.84375 953125 76 24.83660131 152
A3 et 89 | 2 10 7 134 5234375 79,6875 15625 485714286 60,35502959 983
R Net 90| 2 10 8 128 50 0 100 A N/A 128

# Hidden __|# Neurons_|Neurons | Training % % Training _|Training Validation

Layers Edl(Layer 1)E3 (Layer B8 # Errors K1 Sensitivild Specificld % Precisidl% F1-Score Bl # Errors K
[Net1 | 1 1 0 128 50 100 0 6666666667 121 89,68
[Net2 | 1 2 0

78,64

HaBomutecs cnmcok mux Mepexk 13 OIiHKaMH, BHOIp Kpamoi Mepexi i3

BI/IMTOBIZIHOIO MOJIEIUTIO BXO/IiB HEHPOHIB — 32 KOPUCTYBaYeM:

101



157 Training Validation

158|

159| |Training: Net 1 Validation: Net 1

160 L — o, e—

161 [ 0 128 [0 | 1 1121

162 0 128, 1| 0 128,

163

164)  |Training: Net 2 Validation: Net 2

o PRl r— (TS i - o

166 [N 122 6 0| 1085 37

167| 109 19, 1] 115 13

168|

169| |Training: Net 3 Validation: Net 3

1 L — o, E—

171 [ 0 128 [0 | 0 1122

72| 0 128, [ 0 128,
JlitrepaTypa
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APPROACH TO DETERMINATION OF INFORMATION RELIABILITY
FOR ANALYTICAL ACTIVITY

A.V. Boichenko, V.R.Senchenko
Institute for Information Recording of NAS of Ukraine, Kyiv, Ukraine, 03113

This work based on the analysis of relevant publications, which presented
various aspects of management decision support. By collecting them, we
were able to identify the main aspects needed to develop a common
model. The proposed approach determines the information characteristics
of the tested web sites by weighting each of their news, and then
comparing the results with the corpus of the testing categorizes.

Introduction

We propose an information reliability of assurance methodology for decision
support systems. The reliable information helps understand the problem and make
decisions about the problem, but spreading of misinformation represents is a
serious issue nowadays. The evaluation of information reliability is a complex
task, from the selection of the relevant dataset to the content analysis, what
depends from data characteristics such as accuracy, completeness, validity,
consistency and timeliness. Reliability of information has become an increasingly
important problem, and automating it presents many technical challenges.

The problem of reliability of information and knowledge is of great
importance in any field of analytical activity. Because when dealing with facts or
events that have not been verified, there is a very high probability of incorrect
conclusions, which can lead to catastrophic consequences in decision-making
[17].

The creation of fake information is not new and dates back to early thirteenth
century BC where Ramasses |l spread lies and propaganda on victory of Egyptian
Empire over Hittite Empire in the battle of Kadesh [15].

Traditional decision-making approach provides a satisfactory way for
formulating and structuring decision scenarios, but disadvantages is that only the
expected value used at a decision node.

Related work

This work based on the analysis of compatible publications, which identifies the
different aspects of reliability of information sources. The use of machine learning
tools opens wide opportunities for application in analytical activities when
working with various sources of information, including OSINT.

Technologies of ontology formation based on automatic extraction of
concepts from external sources is often used. The categorical representation of
word definitions in the dictionary and relationships between them implies using
OWL, what supports more accurate reference for meaning and semantics than
other description languages developed for metadata [16].
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Fake news detection can be achieved using the International Fast Checking
Network (ICFN) and other manual fact checking websites like Washington post,
Snopes, Fast Checker, FastCheck and TruthOrFiction [4]. There are some
Ukrainian fact checking sites like StopFake, Besbpexni, [lerextop Menia,
IactutyT MacoBoi indopmaii (IMI) ete. [5,6].

There is a public Web service Botometer that able to estimate how likely the
account is to be a bot. Some organizations use applications like Decodex that help
to recognize trustworthy and false information. [7].

Recent research has pursued development of automated fact-checking
systems, but these systems do not explicitly model joint interactions between key
variables: claims, sources and annotators [10].

Spatial analysis can also help create new spatial parameters as test variables
that will be explored in consolidation models. These variables can represent and
estimate the complexity of the intersection. Models must take into account the
technological features of spatial organization and data processing in relation to the
sequence of actions of the analyst in solving functional problems and decision-
making based on their analysis [11].

The classification of whether an article title can be supported by content in the
body has been interchangeably referred to as both fake news detection, stance
classification and incongruent headline detection [14].

Thorne et al. introduced a fact checking dataset containing 185K claims about
properties of entities and concepts, which must be verified using articles from
Wikipedia. Combined with the labels on the claims, these machine-readable fact
checks allow training machine learning-based fact checking models. [10].

The approaches underlying the methods of detecting bots on social networks
can vary greatly. However, they can be generally divided into three common
methods: schedule-based, crowdsourcing and machine learning. The process of
detecting social bots begins with retrieving data from the Twitter stream. Once the
data has been collected, the next step involves preparing this data for the selected
classifier by extracting and selecting features that can be studied using statistical
methods, such as, or those that can be manually labeled using previous work [11 -
14].

Approach

In this study, analytical activity means a set of processes (collection, search,
analysis of information and knowledge) that contribute to the emergence of new
knowledge and aimed at justifying decisions in various fields (economic,
financial, social, managerial, political and other areas).

Metadata is data about data. The Semantic Network Extension provides not
only semantic information about the machine, but also conceptual information for
the user.

There are various machine-learning algorithms, which can used to solve
complex problems. However, it is very important to choose the right one that fits
your data well. Usually, bots are trying to avoid disclosure.

We arrange sources of information used in carrying out analytical activities:
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- source status - state, official, publication with a good reputation, media,
commercial;

- thematic areas - the target function of the source of information:

- thematic breadth - a variety of information;

- significance of information - important unimportant. Information can be
important and accurate and at the same time useless because it is
incomplete and insufficient for understanding and adequate action. Such
information should not be discarded, but try to compare with other
information to determine its significance;

- reliability (unreliability) of information - all information obtained should
reflect the real state of the problem, phenomenon or process,

- the level of coverage of the problem - (depth of analysis) in comparison
with other sources.

- level of qualification of authors of publications - the use of special
languages and terms is typical.

- probability of information distortion - mechanisms and degree of
information distortion

- main disadvantages - inherent in this type of information source;

- processing capabilities - can and cannot be processed, the ability to
quickly copy large amounts of information.

To verify knowledge, it proposed to automatically weigh the concepts of the
text in the form of an ontology and establish semantic relationships between them
using the method of establishing the coefficients of importance of the concepts of
ontology.

Information importance coefficient is a numerical measure that characterizes
the significance of a concept and can vary according to certain rules when
working with the ontology.

To scrub the data, manipulate it, and generally make it more intelligible to
analysts we used KNIME (Konstanz Information Miner) — a free and open-source
data analytics, reporting and integration software [8].

First task is collecting enough and relevant data for the analysis. KNIME
workflow including the nodes for all of the steps analysis process for information
reliability sources shown in Figure 1.

The KNIME Text Processing extension allows the specification of a
dictionary of concepts to identify.

The machine-learning algorithm used with 80% of dataset for training and
20% - for testing.

Several machine-learning algorithms has been consider for applying
information reliability of assurance research domain. Platform KNIME supports
using of very dierent classification algorithms [8] to cluster the ontology of
sources of information on the basis of reliability:

- decision trees;

- gradient boosted trees;

- logistic regression;
naive bayes model;

105



- support-vector machine (SVM).

Decision
Tree Learner
[ ]
Table Creator RSS Feed Reader  Column Filter Partitioning o
> nobynosa
B » > ol > > 5 4 nepesa
plwexs
- Decision Tree
nepenix OTPUMAHHA oumncTka noain Predictor Scorer
mxepen Ranwx Ramux Ranx [ &
TS
i »
»?? J’ £ >
L o
8ubip ®OpMyBaHHA

piweHHs pesynerary

Figure 1. Creating workflow using KNIME Platform for analysis of
information reliability sources

The ontology was developed using open world assumption, what helps to handle
partial definitions of fuzzy concepts. The ontology model — Ont(IRS) using the
mechanism of coefficients of importance of the concepts of the subject area —
information reliability sources (IRS) and their relationships can be represented as
a mathematical expression [17]:
Ont(IRS) = { CIi¥S, Rel;, W(CIFS), Ly, Ax | k = 1,N;j = 1, M}

where {Cl{(RS — set of concepts — classes/subclasses (k = 1,N) of ontology of
information reliability sources;

{Rel;} - set of semantic relationship between concepts {Cl;*%} of IRS;

{W(CIR%)} - set of concepts weighting factor of IRS;

{L;x} — set of concept relationship coefficient of IRS;

{Ax} — set of ontology axioms.

To calculate the Concepts weighting factor of IRS, the following rules are
used:

The total weight W(CIRS L of the ontology class is equal to the sum of its

own weight — W(CIEWN)L, the weight of the subclasses — W(ClﬁUB)L and the

weight of the adjacent classes — W(ClﬁSS)L (classes associated with this class is
not "is - as" relationship):
W(CHES), = W(CIRYN), +W(CI"B), +W(CIss),
Ass\i _ Ass)i+1
w(CK>), = Z W(CHSS), ™ Ly
k

Where L, — weight of relationship connection between own classes

CIOWN' and associated classes — CIA5Y. As the IRS ontology configured using

training samples that determine ontology properties, a new edge (between the
corresponding vertices of the ontology graph) may appear, and the class weight
added of the new adjacent class weight.
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The weight of an instance in the knowledge base Ax(Cl{(RS)i is equal to the

total weight of its class W(CII®S L in the ontology IRS.

The proposed rules create the basis for automatic recalculation of the weight
of ontology classes and instances of the knowledge base during its filling and
adjustment to a given software.

The low-level formatting of web-documents involves spelling correction,
normalization of punctuation, and removal extra-data (various styles of
punctuation are usually used in web documents) from files to randomize the
corpus. Excluding each item from a single document and follow randomizing
them helps make the corpus feasible for using in models.

Different styles of punctuation marks have been used in the documents or
articles.

The input to model is news documents.

Each text file Wd has a sequence of words: Wd = {wd,, wd,, ... wd,}, where
n is number of words. For each file Wd, the meta reference exists: Rm =
{ry,ry, oo 'm}

The reliable texts contain true description of events, while the untruthful ones
contain claims that are not aligned with facts. Next issues used to evaluate of data
sources:

- validity;

- credibility marker;

- source reputation;

- language characteristics;

- headline quality;

- parameters for predicting stances.

To check out the productivity a confusion matrix was built. Confusion matrix
represents of a classification model performance on the test set.

Using proposed approach, suspected publications are automatically selected
while monitoring web sites and social networks, and it is very easy to analyze the
original sources and propagation of fake news.

Conclusion and future work

The purpose of this publication has demonstrate the possibilities and benefits of
using machine learning Technologies in conjunction with the ontology model,
which more fully describes the hidden links between the concepts of the subject
area, especially when researching the reliability of OSINT sources.

More other, the use of modern analytical platforms (such as KNIME)
significantly reduces the process of modeling analytics scenarios, especially when
working with various sources of information OSINT.

We believe that our research to support management decisions through
artificial intelligence and ontology can be used in future research and applications
in knowledge management.
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CTPYKTYPHUIL AHAJII3 B3AEMO/Ii PEGJEKCUBHUX CYB'EKTIB

Kontopuyx H. I., Cmupnos C. A.
KIII im. Iropst Cikopcekoro, KuiB, Ykpaina
nikontorchuk@gmail.com, sergsmr@gmail.com

Ha ocnoBi wmogem JledeBpa rpymoBoi peduekcii ta Q-aHamizy
PO3pOOJICHO 1 PO3IIITHYTO MOJENbh KOJEKTHBHOI CBIJOMOCTI AJISI TPHOX 1
OinpIne cy0’eKTiB 3 ypaXyBaHHSIM CTPYKTYPHHX OCOOJIMBOCTEH B3aeMOIil
B rpymi. 3a gornoMoroio Q-aHanizy Oyno BU3HAYECHO CKIAAHY CTPYKTYpY i
BUSIBJICHO ©MEp/DKCHTHI BJIACTUBOCTI CHCTEMH, a 3a JONOMOTIO0
pedIeKCHBHOTO MiIXOMy BIAJIOCS BUSBUTH MEXaHI3MH (DYHKIIOHYBaHHS
KOJICKTHBHOI CBIZIOMOCTi Ta IpOaHANII3yBaTH MOXKIMBI BIUIMBU Ha IPYIY
pednexcuBHUX 1HIUBIAIB. TakokX PO3TISHYTO YaCTKOBHH BUITAIOK AJIS N
cy0’€KTIB.

Beryn

IluTaHHS 1PO MOIENMIOBAaHHSA CBIIOMOCTI TpyIH CyO’€KTiB HE HOBE Ta BKE
JIOCTaTHBO OaraTo JOCIHIIKYBAIOCh 3 PI3HUX CTOPiH. BUNBIICTH JAOCTIIKECHb Ha
JaHy TEeMaTUKy 0a3ylOThCsl HAa eMIIIPUYHHX TAHHUX 1 ONMUCYIOTH JIMIIE KOHKPETHI
BUIAKU 6e3 QyHAaMEHTAIBHOTO MIAIPYHTS W SKICHOTO y3aransHeHHs. OnHHM i3
CepiHo3HMX JOCIIDKEHb, I0JI0 aHai3y noAioHoro, 6yno nposeneHo Jledespom y
CBOiX poborax. Bin Ourble yacy NPHCBATHB OMHUCY, L0 Take pedIeKCHBHHN
cy0’€KT 1 SKUM BiH OyBa€ B 3aJI©XHOCTI BiJl 0OCTaBUH BHUXOBaHHS, IO BEJHKIH
Mipi 3aJIe)KHUTh BiJl €TUYHOI CHCTeMH MHCIEHHA cy0’ ekta. Konmermis Jledespa
MOSICHIOE 0arato pedei, ajie MUTaHHSA TPO pPeIIEKCHBHOTO cy0’e€kTa B TpyIi
PO3KpHUTO HE TaK IIMPOKO, K MOTPIOHO I pO3B’SI3aHHS pealbHUX 3aiad, amKe
BiH OOMEXYEThCS NPOCTHMH MeXaHi3MaMM 3 OJHAKOBMM OadyeHHsSM CHTYyamii
BCiMa IHOWBIZaMH, [0 JaJeKO BiA peanbHOCTi. [lomameini poGoOTH, sKi
JIO3BOJISIFOTH ONHUCATH LI¢ 1HIIMM CIIOCOOOM, HAaNpHKIAj, 33 JAONOMOror rpadis,
TaKOXX 3yCTPIYalOThCs 3 NMEBHHUMH OOMEXeHHsAMH. BOHM HisIK He BpaxoBYIOTbH
CTPYKTYpHHX OCOONMBOCTEH B3aeMOfil Tpynu. HacTymHUM JOTiYHUM KpOK B
AHOMY HampsIMKy, SKHHA JIr B OCHOBY JaHOi po0Ooth, Oyma imes 30epertu
CTPYKTYpPY KOJICKTHBHOI B3a€MOJIil, CKOPHCTaBLINCh (Q-aHAII30M, SKUH J03BOJISE
pO3TIILAaTH OLIBII CKIaaHY CTPYKTYPY CBIIOMOCTI, @ TAaKOK BUSBIISTH Pi3HI piBHI
BIUIMBY ¥ aHai3yBaTH 3B'A3HiCTh cucTeMu. IToasipiumii oruc Oyne CnupaTieh Ha
IBa e(QEeKTHBHUX IHCTPYMEHTH: MOJenb pe(IeKCHBHOI B3aeMojii cyO’eKkTiB B
rpymi Ta Q-aHami3. Lle m03BONHTH 30eperTH CTPYKTYpPY BiJHOIICHH i BHSBUTH
HEesIBHI 3B'A3HOCTI Ta MEXaHI3MH BIUIUBY OJIHUX CYO'€KTiB Ha iHIIMX.

PedaexcuBuuii minxin Jlegenpa

PosrisiHemo 3aranpHy CHTYyalilo pediekcHBHOI B3aeMomii Tphox cy0'ekriB. B
noyaTkoBHX pobotax JledeBpa, Bci cy0'ekTH MalOTh OJJHaKOBE OAauyeHHs CUTYaIlii,
SK PO3MIMPEHHS ioro inmei - me Koim KoxeH cy0'ekT, Mae BiacHe OGadeHHS
curyanii. Hanpuknan, posrisiHeMo cuTyariro, ko € 3 cyO'ektu: a, b, c. Ha
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HYJTbOBOMY PpiBHI IIé pealbHa CHTyalis, TOOTO peajbHA B3aEMOMIL MDK
cy0'extamu B Tpymi. KokeH HacTymHUI piBeHb - I1e OaueHHS KOXKHOTO cy0'eKTa
cutyainii, To0To 00pa3 peaibHOi cHTyarii B Horo cBimoMocti. Takum YmHOM,
KOJKeH 3 WIEHIB Py Ma€ CBOE OavyeHHs i BHACTIZOK I[bOTO BHHHKAE MEPIIUH
piBeHb peduiekcii. Y KOKHOTO pedIeKCHBHOTO CY0'€KTa TaKOX ICHYE Ie OJIUH
pedekcuBHUM piBeHDb - Le AK Cy0'€KT crocTepirae 6adeHHs iHIINX CYO'€KTiB y
cBoiif kaptuHi cBiry. Lle i € gpyruii piBeHb peduekcii. Lle Bce MoxHa
MpEeACTaBUTH y BUTIIAAL 3-1epeBa (puc. 1)
0

Puc. 1. B3aemoist cy0'ekTiB y BUTJISIAL 3-epeBa

Jnst GinbIn peanbHOTO BUIAIKY MOXKHA NPEACTaBISATH pebpa rpadis y BUISimi
KJTAaCHYHUX BiJIPi3KiB KOH(QIIIKTY 1 COrO3y 1 IO3HAYATH BiMOBIIHUMH OIlepallisiMU
B 3aJIXKHOCTI BiJI PI3HUX ETHYHHUX CHCTEM.

Monudikaunis mogeni Jledpepa 3 Bukopucranusam Q-anamnizy

PosrnsayBmm Monens JledeBpa i mpeacTaBUBIIN KOXKeH pedIeKCUBHHN piBEHb HE
SK CYKYITHICTh OiHAPHUX BiTHOIIEHH UM rpadiB, a SK CHMIUICIIaTbHAN KOMIUIEKC,
OTPHMAEMO y3arajbHEHY Mojielb. Ska Mae Oiiblile IPAKTUYHOTO 3HAYEHHS, aJKe
JIO3BOJIUTH 30€pEerTH CTPYKTYPHI B3a€MO3B'SI3KHM 1 J03BOJIAE PO3IIIAJATH BUMAIKH
He JIMILEe CTaTHYHY CHUTYyaIllilo, a if 3a jomomMororo Q-aHanizy BUBYATH 3MiHM Ha
koxHOMy piBHi. Illnsaxom poGaBieHHs a00 BMIIy4EHHS CHUMILIEKCIB, 3MiHOIO
CTPYKTYPH B3a€MO3B'I3KiB MK CY0'€KTaMHU B TPYIIi.

Bukopuctanusa monudgikoBaHoi Moaeni Ha peasbHiii 3axaui

PosrnsiHeMo TpuBianeHy 3amady, rpyma 3 7 cyO'ekriB. Lo curyariro MoxxHa
MPEJCTABUTH Y BUIIIAAI 3-piBHEBOTO JIepeBa, MO aHANIOTIT 3 0a30BOI0 KOHIIETIIIIEI0
Jlepespa. [nst mpocToTH He OyneM Bi3yasi30BYBaTH BCE JIEPEBO, a PO3IJISTHEMO
JIMIIIE OIMH 00pa3 0JJHOTO 3 PiBHIB.
Hanpuknan:

- cy0'ext Al 3Haliomuii 3 A2

- cy0'ext A2 3Haifomuii 3 Al, A3, A4

- cy0'ext A3 3Haiiomuii 3 A2, A4
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- cy0'ext A4 3Haiiomuii 3 Al, A2, A5, A6, A7
- cy0'ekt A5 3naifomuii 3 A4, A6, A7
- cy0'ext A6 3Haiiomuii 3 A4, AS, A7
- cy0'ekt A7 3Haifomuii 3 A4, A5, A6
Ile moxHa BisyamizyBaTtd y BUTIsAAi Irpada (puc. 2) Ta CHMIUICLIaJbHOTO
KOMILIIEKCY:

A3

a
Puc. 2. [IpencraBneHHs B3aeMoii Tpynu peIeKCHBHUX CYO'€KTiB OHOTO PiBHS
y BUIIIAL Tpady.

/ AT
AL AZ\/\\/

A3 AB
Puc. 3. [IpencraBneHHs B3aeMoil rpynu pedieKCHBHAX CY0'€KTiB OHOTO PiBHSA
Y BHTJISIII CHMIUTEIIATBHOTO KOMILIEKCY.

Hactymauit kpok, BUIUIMTH BCi CUMIUIEKCH, TOOYI0Ba MATPHUI 3B'SI3HOCTI IS
BCHOT'0 KOMIUIEKCY, 3HaXOXKEHHs 3HAUSHb 3B'SI3HOCTI, MOOY/I0BA JIOKAIBHUX KapT
ta Q-mepeBa. IIpomycTHMO Jesiki BHKIaAKH 1 PO3MJISHEMO JIHINEC BaXIIHBI
MoMeHTH. Ha puc. 4 6aunmo npencTaBieHHs CTPYKTYPH 3aJaHOi TPYIH Y BUTIISI
KOMILIEKCA CUMILIEKCIB.

Lz L13

L8 L9 L6
L1 L2 L
L4
L10 L1 L14 L15 L20
L3 L6
L8 L18
L17

Puc. 4. Cummnieniianbuuii komruieke K(A; A)

BukopucroByroun Q-anani3, OTpEMaeMO HaCTYIHI 3HAYEHHS 3B’ I3HOCTI:
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Taba. 1. Q-anani3z mis K(A; L)

q=3 Q4=1 {L22}

q=2 Q3=2 {L17}, {L18- L22}

q=1 Q2=2 {L9-L11, L17}, {L12-L16, L18-L22}
q=0 Qo=1 {L1-L22}

ITicnst mpoBeeHHs aHaTi3y OTPUMAEMO CTPYKTYpHHH BekTop 3B’s3HOCTI Q = (1,
2,2,1).

3a roroMororo 1€l Tabnuii Jierko o0y ayBaTH JIOKaJIbHI KapTH Ta Q-1epeBo i
TIPOBOJUTHU MOJNANBINNI aHANI3 I OTPUMAHHS BiINOBiZeH Ha P 3alUTaHb, IO
3 cebe mpencTaBisie CTpYKTypa rpymu? Slka 3B'A3HICTH MK KOMIIOHEHTaMu? SIki
cy0'eKTH € KOpeHeBUMH B rpymi? Sk 3MiHa CKIaay Ipynud MOKe BIUIMHYTH Ha
TIPUHAHATTS KOJIEKTUBHOTO pimenHs? [ T.1.

Jnst mepexoxy MiX piBHAMH HOTPIOHO BHUKOpUCTOBYBaTH anani3 Jledespa,
TOOTO MOXHA, NPUBECTH OTPUMAaHUH Tpad HO JEKOMIIO30BAHMX OiHAPHHX
BiJIHOIIEHD, a Jali KIACHYHI O0YMCICHHS.

B pesynpTaTi momepeaHpOro OMUCy BHIHO, IO SIKIIO MH PO3DIAAANd OH
MEHII [TOBHY CHTYaIlil0, MOTJIa O 3MEHIIMTUCH N-apHOCTH CHCTEMH 1 3MiHMIacs 0
CTPYKTYypa 3B'SI3HOCTI, TOCIAOMINCH O BITMBUH OKPEMUX KOMIIOHEHT Ha CHCTEMY.
3a3BUUail B peallbHUX TPYMax PiBeHb PO3PIIHKEHOCTI 3aJICKUTHh BiJ HASBHOCTL
OJATKOBHX B3aeMOZii Mik cyO'ektamu. Kmacuuna mopens JledeBpa moGpe
Mpaloe B CEPEeOBHILI He3HAOMHUX Jofieit 6e3 CIUIbHUX iHTepeciB 1 KopesLii B
MmipkyBanusaxX. 1o He BrmacTuBo moasM, 60 B Oyab sKiii rpymi, ska mpuiiMae
pilleHHs, Ticis  KUTBbKOX  iTepamiii  3'IBIsieThbcs  T€BHA  TapMOHIsA i
nepenbadyBaHiCcTh(caMOOpraHi3oBaHicTs). ToMy L1 MoOJenb Mae MPaKTUYHY
IiHHICTh, 00 MI03BOJIIE MOJENIOBATH pealbHi CUCTeMH. B curyamii 3 ycima
CHUMIUTEKaMH MU CIIOCTEpirajii Hilllo iHIIe, sIK KOJEKTHBHY CBiOMICTb. Lle € Tum
IO OMNHCYE CaMOOPTraHi30BaHICTh B PEe(IICKCHBHHX Tpylax, YMM HE MOXHa
HEXTYBATH.

IMomuBrMock Ha Tabi. 1, i mo6aunMo, Mo Mix Cy0'eKTaMH TPSAMOT B3a€EMOJIIT
Hemae. € JMIIe HesBHI B3a€MO3BSI3KH 4epe3 iHIII CHMIUICKCH(JIE CHMILICKCH
Bule 0-CHMIUIEKCIB - € KOJEKTHMBHHUMH CBimoMOCTsIMH). TOOTO sKich 3MiHH B
Ipymi MOXYTh 3’SIBISITHCH 1 TOIIMPIOBATHCh JIMINE Ha IMX piBHAX. | OkpiM
camopeduiekcii Ha cy0'eKT MoOXKe 3AIHCHIOBATHCH BIUIMB IIe i 4epe3 3MiHY
KOJIGKTHBHOI CBIJIOMOCTI, sIKa cama 1o co0i € He3aJe)KHOIO BiJ] KOKHOTO Cy0'ekTa
Mo okpemocTi. BoHa 3'SBIISIETBCS HEMIIKOHTPOIBHOIO Ccy0'eKTaMu i QYyHKIIIOHYE
cama 1mo cobi. B peanpHOMY XHTTI Ile € HalmpocTimmid cmoci® BIDIMBY Ha
Cy0'eKTiB 1 Ha Tpymy B nutoMy. Ik MU 6a4nMO, 3HUKHEHHS ITOTIApHOI CBIIOMOCTI
MOKE€ IPHU3BECTH J0 3MEHILCHHS N-apHOCTI, 110 IPU3BOIUTH A0 iHAWBIAyanizmy i
CIIpHsIE MOTIPIICHHIO PiBHS CAMOOPTaHi30BaHOCTI rpymu. | HaBmaky, MosiBa HOBUX
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B33a€MO3B'I3KIB MOX€E 3MIHUTHU SIKICHO OpTaHi3allilo TPy 1 MPU3BECTH A0 MOSIBU
HOBUIX BJIACTHBOCTEH TaKol CHCTEMH.

BucHoBkm

Ha ocnoBi moneni B3aemonii peduexkcuBHuX cy0’ekxtiB JledeBpa i [l-aHamizy
OTPUMaHO Ta OIHMCAHO pO3IIMPEHYy MOJIENTb KOJIEKTUBHOI CBiTOMOCTI 3
ypaxyBaHHSIM CTPYKTYPHHX OCOOJHMBOCTEH Ipymu Cy0’eKTiB. 3a DOIOMOro [-
a”anizy (opmanizoBaHi KOMIIOHEHTH CBIIOMOCTi, SIKi 3a0e3NedyloTh HESIBHUH
BIUIUB Ha KOJIGKTHBHY IOBEIIHKY. BOHH BiNOBifalOTh CBiZOMOCTI OKpEMHUX
MiATPYI, B3aEMOJIS IKUX BH3HAYAE CTPYKTYPY CBIIOMOCTI IpyId B LIOMY, SIKa €
E€MEp/KCHTHOIO BIIACTHUBICTIO TPYNHM Ta 3AIHCHIOE 3HAYHMHA BIUIMB Ha il
MOBEMIHKY. X04Ya OKpEMHM CYO’€KTOM TpPYyIMH BOHAa MOXE IHOBHOIO MIpOIO HE
YCBITOMJTIOBATUCH 1 PO3TIAAATHCH SIK IOCH CTOPOHHE, MPOSIBISIOUNCE JUIST HBOTO
JMIIE Ha TOBEIIHKOBOMY PiBHI, IO 3a3BMYail CKJIAJHO BUSBHTH H ommcarti. 3a
JIOTIOMOTOI0 CTPYKTYPHOTO JepeBa i JIOKIBHHX KapT BiANOBIIHOTO KOMIUIEKCY
BUJTHO, [0 B3a€MOJis MK KOMIIOHCHTaMH 3JiHCHIOETBCS Yepe3 CHMIUIEKCH, SIKi
BIZIMIOBIIAIOTh KOJIEKTHBHINA CBIZOMOCTI MIATPYI, a HE HUIIXOM MPSIMOTO BIUIUBY
oHOro cy0’ekTa Ha iHImoro. Lle 3HOB miATBEpAKYE, U0 MO3UIIS Cy0’ €KTa y rpyIi
3aJIeKUTH HE TIJIBKH BiJ] 10T0 BIACHOTO CIIPUIHATTS, aje i BiJl TOTO BIUIUBY, KU
cy0’€KT 3a3Ha€ Yepe3 KOJICKTUBHY CBIIOMICTh MIATPYI, IO SKUX BiH BITHOCHUTHCS.
I pednexcuBHUI BIUIMB Ha HBOTO MOXE OYTH 3IIMCHEHHMH CKPUTHUM, HETPSIMHM
YHHOM, Yepe3 BIUIMB Ha Taki miarpynu. Lle mo3Boisie kpamie 3po3yMiTH, 10 Take
KOJICKTHBHA Ta iHIUBiIyaJbHA CBiIOMICTh, SIK BOHH B3a€MOJIIOTH 1 JI¢ LIYKATH
JoKeperna HeOa)KaHOTO BIUTHBY Ta 3aXHUCT BiJl HBOTO.
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It is considered the inverse problem of Q-analysis. In the course of the
research, an algorithm for the recovery of simplicial complexes from
elementary simplex using local maps and a structural tree was developed.
This algorithm will reduce the amount of data stored and improve the
management process if the simplicial complex describes a real big
complex system.

Introduction

Q-analysis was first described by Atkin [1]. The approach allows to analyze the
structure of a complex system, taking into account the variety of connections
between its components. In order to use Q-analysis, it is necessary to formalize
the description of the system in terms of the simplicial complexes.

The simplicial complex is called the finite set of simplexes, which satisfies the
following conditions [5]:

1. Together with any simplex, its facets of all dimensions belong to this set;

2. Two simplexes can intersect (have common points) only along the entire
facet of any dimension and thus only on one facet.

The simplicial complex is a multidimensional topological structure, so it
better describes the relationship between parts of the system and its elements than
graphs. Also the concept of g-connectivity is used in this context, that is, the level
of connectivity between simplexes in a complex. At each level of such
connectivity, a simplex complex can be described as a set of chains, that is, a
graph whose nodes are simplexes and edges are connections which dimension is
not less than a given level of connectivity (in current level). Such graphs are also
called local maps [3] because they reflect the internal structure of the chains.

Definition 1. The local map of a simplicial complex is called the graph of the
binary relation g-adjacent whose nodes are the simplexes of dimension k> g, and
the edges correspond to the g-relation between them.

Definition 2. Q-adjacency is called the binary relation between simplexes in a
simplicial complex, which occurs at the cross section of two simplexes and whose
dimension is greater than or equal to "g" [7].

Definition 3. A Q-link is a binary relation that occurs when a g-junction is
transitively closed in a simplicial complex [7].

Basing on the imitation of circuits of adjacent levels of connectivity, it is
possible to build a corresponding tree [2]. The nodes of a Q-tree are chains of
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simplexes that are connected at a certain level of connectivity, and the depth
levels of the trees are the same g-levels of connectivity. That is, a structural
analysis of a complex system (a direct problem) results in a structural tree and
local maps of the corresponding complex. The Atkin structural vector and the
eccentricities of the simplexes are only a small part of the complete information
about the structure of the system set up in this way. This method allows to
quantify the set of connections between simplexes that form chains in a complex,
which is important for the study of the structure of the system as a whole [4].

The question naturally arises about the inverse task. Suppose, that a system
has a large number of elements (not simplexes), they make up certain subsystems
that can be considered as simplexes or circuits of simplexes. Then the simplicial
complex represents the structure of connections in the system, that knowledge
gives the opportunity to visit the whole system. Working with large systems, we
would like to reduce the amount of information on their structure for efficient
storage and processing. Merging into a simplex of a vertex can be considered as a
single vertex on some scale of representation of a simplicial complex and it
creates opportunities for more efficient (scaled) processing of system related
information.

In addition, management systems may encounter tasks related to individual
subsystems, when it is advisable to work only with certain simplexes, without
affecting the complex as a whole, that is, maintaining their external connections.
Therefore, you need not only to decompose the system (which allows you to do
Q-analysis), but also to synthesize it to its original state as needed.

Problem discussion

In the studied sources, the analysis is considered for the application and use of the
results of its work [8-10]. This provides some (incomplete) information about all
nodes, simplexes, chains in the complex. As stated earlier, this is a very large
amount of data. Sometimes it is enough to know only the set of simplexes and the
levels of connectivity between them. This study proposes a new approach to the
analysis, synthesis, and control of structurally complex systems based on the use
of their structural tree and local maps. We will work with subsystems or
simplexes and circuits, store information about connections, that is, trees and local
maps, and, if necessary, restore the overall structure of the system. So far, the
formulation of tasks in this form is unknown to the authors. It is possible only
with the exception of the general meta-rule of “act locally, think globally”. The
main purpose of this study is to prove the possibility of correct restoration of a
structurally complex system (simplicial complex) by information about its
structural tree and local maps.

In addition, this methodology can be used to build complex systems with a
defined structure of connections, but unknown nodes. Such problems are typical
in linear systems, when the analysis of the system itself is not difficult, and the
construction of a system with given characteristics is not a trivial task.

In this article, we will analyze and synthesize not a large system, but with
non-trivial binary relationships. This will allow you to use this methodology not
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only for compact data storage, which will reduce data load, but also allow you to
synthesize new systems only on known attributes.

Methodology

To solve this problem, an appropriate synthesis method has been developed, that
is, a certain algorithm for the recovery of the simplicial complex has been
constructed. The basic idea behind a recovery is that local maps give us the
topology of connections at each level of connectivity, and the structural tree
defines the rules of inheritance between chains when the level of connectivity
changes. More details about the algorithms for constructing local maps and
structural tree can be found in the article [8]. Therefore, it is well known how and
what simplexes are related. But there is a problem: how or which nodes / edges /
facets are connected by simplexes. To do this, you need to enter a certain
equivalence ratio [5]. Therefore, it was hypothesized that there is a certain
isomorphism that, if necessary, will return the simplex in the way it was built into
the complex.

We define such an isomorphism as a reflection of the set (denote such a set C)
of nodes of the simplex itself f: C — C. The essence of such a mapping is that it
renames the nodes in the simplicial complex obtained after restoration according
to the names that were in the original complex.

Hypothesis. For any two simplicial complexes in which the structure (number
of nodes, simplexes, local maps, and structural tree) coincides, there is an
isomorphism f: C — C that rearranges the nodes in the simplex so that the
complexes become identical.

At this stage of the study there is no doubt about the existence of such an
isomorphism, so we will use this assumption to describe the algorithm of complex
recovery.

Therefore, to reconstruct a complex, it is necessary to have a structural vector
in the concept of Q-analysis, that is, the number of symmetry chains at each g-
connectivity level, local maps or incidence matrix between the simplexes at these
levels, and the structural tree. In general, the recovery algorithm looks like this:

Incoming data:

- Structural tree;
- Local maps;
- Sets of simplexes according to local maps;

The output of the algorithm:

- Simplicial complex of complex system.

The definition of isomorphism will be specified in the course of the inverse
algorithm. In the first step, a subset of nodes is formed by simplexes of maximum
dimension. In the next step, the simplexes are glued in accordance with the
scheme predetermined by local map, while the sub-complexes (facets) of the
different simplexes are identified - each such sub-complexes corresponds to the
real subsystem, which correspond as a common part of the higher-level
subsystems. That is, the nodes that form it are identified with precision by
permutation according to the subsystem connection information. Subsequent
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bonding may clarify the correspondence between the nodes of the complex
(points) and the real elementary (unstructured) subsystems. Some nodes uniquely
correlate with such subsystems, and some up to permutations that can characterize
the internal stuctural symmetry of the system.

This algorithm makes it possible to recover a simplicial complex from a
structural tree and local maps, but an important step is a well-defined
isomorphism. Conflict may arise if several simplexes are connected through the
same simplex but smaller dimension. But the local map at the appropriate level is
always shown which simplexes are interconnected, and the isomorphism "returns"
the simplexes so that the input complex of Q-analysis and the output of the
recovery algorithm are identical.

When using the recovery algorithm, it is needs to remember that the simplicial
complex presents some real system. In the process of joining a simplex to a
complex, we considered that all nodes / edges / facets are equivalent, that is, by
choosing a facet or node to attach another simplex, one can choose any existing
one (except when one node / edges / facets with several simplexes).

Therefore, after recovery, we use an isomorphism that will determine each
vertex according to the connections that were in the real system. If it is not
defined before the algorithm starts, then expert evaluation can be used to
accurately determine the transformation. That is, specialists can provide
information on how subsystems (in our terminology - simplexes) fit into the
system (complex). Therefore, using isomorphism, the nodes will be determined
according to the original simplicial complex.

In the report presents a real example of using the algorithm for the recovery of
simplicial complex structure, but it size is too large for presentation here.

Conclusion

Thus, the developed recovery algorithm makes it possible to reduce the amount of
data on the structure of the system and improve management capabilities. The
amount of data is reduced due to the fact that instead of storing all nodes and
relations of the simplicial complex, it is sufficient to know only the simplexes and
their dimensions, and, in addition, it is necessary to have a structural graph and
local maps at each level of g-connectedness in order to be able to fully recover a
structure of the system. The most important part of the synthesis of a complex is
the determination of an isomorphism that will ensure that the complex being
analyzed corresponds to the complex formed at the output of the recovery
algorithm. Although this part is formed, it may not be sufficiently formalized, but
there is no doubt about its feasibility (at least through busting).

Therefore, the inverse problem of Q-analysis can have both theoretical and
practical value for structuring and managing complex systems.
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HAYKOMETPAYHMI AHAJII3 TEMH «(IHOOPMAIIIHI
TEXHOJIOT'TI TA BE3ITIEKA»

banarypa I.B.
IrcTuTyT npoGnem peectpanii inpopmanii HAH Ykpainn, m.Kuis
balaguraira@gmail.com

Merta poboTu — HAyKOMETpUUHHIA aHaji3 TeMH «lH(popMaiiiHi TeXHOTOTii
Ta Oe3meka» Ha ocHOBI MatepianmiB XIX, XX MixHapoaHoi HayKOBO-
npakTuaHOi KoHpepeHnii «[HpopmamiiiHi TexHONOTI] Ta Oe3mexa» s
BU3HAYEHHS OCHOBHHX HampsMiB JOCTIDKEHb B IyONiKamisx 3
JOIIOMOTOI0 OOYI0BH XMapH TepMiHiB. J[kepenoM manux Oyno oGpaHo
nyomikanii xoHdepennii B CEUR workshop proceeding. Busnaueno
OCHOBHI TepMiHM KOH(pepeHIil, moOyqoBaHO BIAMOBITHI XMapH.
HaykoMeTpUYHHUI aHAII3 TEMH MOXKE 3aCTOCOBYBATHUCH IS BU3HAUCHHS
NPIOPUTETHUX  HANpsIMiB  PO3BUTKY Taiy3i, OOpaHHS aBTOpamu
KOH(epeHIiif, BU3HAUEHHS OCHOBHHX HANpPsIMIB PO3BHTKY >KypHaly YH
KOH(epeHIii.

Beryn

«HaykoBa koH(epeHIis» — IHTEpaKTHBHA MEIIAOCBITHS TEXHOJOTis, MeTa
gKol — TiABUIIEHHS TpodeciiHoi KoMmeTeHTHOCTI  (axiBUiB, OOMIH
JOCSITHEHHSIMM, OKpECJeHHs IUIIXIiB IOJANbLIIOr0 PO3BUTKY INPOOJIEeMH, IO
obrosoproBanack [1]. HaykoBi koHdepeHiii € ocepeakoM 6araToCTOPOHHBOT
KOMYHKaIii Ta MOXIIMBICTIO 3arTHOJICHHS B 00paHy TEMaTHKY.

Kondepenuis «HpopmariitHi TexHONIOTI] Ta Oe3Meka» MIOPIYHO MPOXOIUTH 1
opraHizoByeThcst [HCTHTYTOM TpoOneM peectpanii iHdopmamii HamionaapHoi
akazemii Hayk Ykpaiau [2]. Takox y pi3HI poku opraHizaTopamu KoH(epeHIii
BUCTYIAJIX [HCTUTYT CHCTEMHHMX JIOCH/KEHb W iH(OpMAaIiiHUX TEeXHONOTIH
VYAH, HaykoBo-mocmiguuit iHcTHTYT iHpoOpMatuku i mpaBa HAIIpH VYkpaiuwm,
HaBuanbHOo-HAayKoBHi ILeHTp iH(pOpMamifHOrO mpaBa Ta INPABOBUX MHTaHb
inpopmarniitnux texuonoridi HTYY "KIII im. Iropst Cikopcbkoro". Tndopmariiiny
MiATPUMKY HaJaBad HAYKOBO-TEXHIYHHX JXXypHamiB "Peectpamis, 30epiraHas i
00poOka manmx", "[HpopmarmiitHi TexHoyorii Ta crHemiaibHa Oe3mexa',
Bupasanunit mim "Codrllpec" [2]. O6pani Te3n nonosime# myGumikyroTses [3].
Tematuka xoH(epeHmii «lH(popMmamiiiHi TexHONOTIT Ta Oe3mekay: Oe3meka Ta
KUBYYIiCTh KPUTHYHHX iH(PACTPYKTYp; KOMIT'IOTEpPHE MOJCIIOBAHHS CKJIaJHUX
CHCTEM;TEeXHOJIOTI] aHamTHKK BeIukux obcsariB manux (Big Data); anamitu4ni
CHCTeMH Ha OCHOBI Biakputux mkepen iHdopmarii (OSINT);MoxemoBaHHS,
aHaNli3 Ta MPOTHO3YBaHHs IPOIECIB MEpexeBOi B3aeMOJil; METOIH Ta 3aco0u
HiATPUMKH TPUHHATTA pimens [2]. O6paHi Marepiany MyOTiKyIOTECS Ha cepsici
Binkputux ny6unikauiii CEUR Workshop Proceedings (CEUR-WS.org).

Mera poboTH — HayKOMETpHYHUH aHaii3 TeMu «IH(popManiiiHi TexHooril Ta
Oesnexa» Ha ocHOBI MarepiamiB XIX, XX MixHapoaHOI HayKOBO-TIPaKTHIHOI
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koHbepentii «lHpopmawiiiHi TexHoOTiT Ta Oe3meKa» A BU3HAYCHHS OCHOBHHX
HaTIPSAMIB JTOCHI/KEHb B MyOJIKAIiSIX 3 JOMIOMOTO0 TIO0YIOBUA XMapH TEPMIHIB.

OCHOBHI pe3yJbTaTH J10C/iKeHb

Jlxepenom manux Oyno oOpado myOmikanii konpepenuii B CEUR workshop
proceeding 2019, 2020 pokis [4,5]. Besoro 3a 2 poku Gyno omyGiikoBano 44
HaykoBi mpaui aBropamu [HCTHTYTY mpobiaem peectpauii indopmarii HAH
VYkpainu, HamionansHoro TtexniyHoro yHiBepcureTy Yikpainm «KIII im. L
Cikopcrekoroy, [HcTuTyTY npoGiieM MozemoBaHHs B eHepreTuii iM. [Tyxosa HAH
Vkpaian, KwuiBcekoro HamioHansHoro yHiBepcurery iMm. Tapaca IlleBuenka,
HanionansHoro aBiamifHOro yHiBepcHTeTy, IHCTUTYTYy KOMII'IOTEPHHX CHCTEM
HAH VYkpainn, MiHapoJHOTO HayKOBO-HABYAIBHOTO IEHTPY iH(opMaIiiHmx
texHoyorii Ta cucteM HAH VYkpaium ta MOH Vkpainu, ep:xaBHOTO
VHIBEPCUTETY TeJIeKOMYHIKalliil, XapKiBCBKOTO HAalliOHAJIBHOTO YHIBEPCHTETY
pamioeneKTpoHiky, JKeI3IHCHKOTO YHIBepCUTeTY TexHoiorii (Kuraif).

JIyi1 HayKOMETPUYHOTO aHANli3y BUKOPUCTAHO YaCTOTHHH aHai3 TEPMIiHIB Ta
noOyJ0BaHO XMapy TepMiHiB (puc.1).

simpl task thesssres

domain ontology

wcinspetoren rpconstructible structure  task thesaurus
matmeconmnieess - oritical infrastructure step automated oms

membership function statistical theory ~ rtional choiee i interval

ont0|ogy learning outcomes

chumn prevention

computer system === _

o roblem _ metemen ==
oms pion probability distribution **™*""

‘automated organizational management
organizational management system  information technology validation of eaming

set of function

of expert

PucyHok 1 — xmapa TepMiHiB Ha OCHOBI MaTepiaitiB gonosinei X1X, XX
MDKHApOJHUX HayKOBHX KoHpepeHwiil «[Hdopmariiini TexHoorii Ta 6e3nexa»

XMapa TepMiHiB a00 XMapa TeriB — IIe Bi3yaJbHe MPEICTaBICHHS KIIFOYOBHX CIIIB
Y TEKCTi, 0 BioOpakae cioBa Ta Gpa3u BiAMOBIIHO M0 YACTOTH iX BKUBAHHS Y
TEKCTI. i1 [oCHi/UkeHb BHKOPHUCTaHO —IIpOrpaMHE 3a0e3Me4eHHs IS
ABTOMAaTH30BaHOI'0 MpoOliecy MOOYIOBH XMap TEpMiHIB Ha OCHOBI aJrOpPUTMIB
mrydHoro intenekty MonkeyLearn WordCloud [6]. B ocHoBi anroputmy
BuineHHs TepMiniB nexuts anroput™ TFIDF. Term Frequency-Invert Document
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Frequency, «1uckpuMiHaHTHA CHJIa» — CTAaTHCTHYHA Mipa, 110 BUKOPUCTOBYETHCS
JUTSL OIIHKH BXKJIMBOCTI CIIIB Y KOHTEKCTI JJOKYMEHTA, IO € YaCTHHOK KOJICKITiT
JIOKyMeHTIB abo kopmyca) [10]. 3a maHUM METOIOM 3HA4YHY Bary OTPHMYIOThH
CJIOBAa 3 BEIHMKOIO YacTOTOI0 Yy MeXaX KOHKPETHOTO NOKYMEHTY i HH3BKOIO
4acTOTOIO BXXKMBaHHA B iHmmMX nokymeHTax. TFIDF nopiBHioe moOyTKy gacToTH
clioBa y (pparMeHTi TeKCTY Ta IBIIIKOBOTO Jorapu(my BETHYHHH, OOCpPHEHOI 10
KITBKOCTI ()parMeHTIB TEKCTY, B IKHX II€ CJIOBO MPUCYTHE [7].

Cepen HaiiOUTBII BXXMBAHUX TEPMIHIB y MaTepianax AOMOBiAel MiXHAPOIHOI
HaykoBoi koHpepeHuii «IHpopmauiiiHi TexHosorii Ta 6e3mexa» 2019, 2020 pokis:
computer system, ontology, critical infrastructure, reconstructible structure, oms,
programmable logic, management, infrastructure, functioning, security, functions,
survivability, tasks, functionality, implementation. TepMiHH BiAMOBITAIOTh TEMaM
KOH(epeHIIii: kibepHeTHYHa Oe3reKa KPUTHYHUX IHQPacTPYKTyp, MOJCIIOBAHHS
Ta TOpoTUHiA 1HGOPMALIHHMM omepamlisM, MOpoOJeMH TEXHOJIOTIYHOTO Ta
mpaBoBOTO  3a0e3medeHHS  iHQopMamifHOT Ta  KiOepHETHYHOI  Oe3IeKw,
MOYIIUBOCTI OHTOJIOT1YHOTO MiAXOAY, CEMAaHTUYHUX MEPEXK, CIICHAPHOTO aHAIi3y
npu  3a0e3nmedyeHHi  iHQOpMAUiHHOT  MIATPUMKHA  NPHUHATTS  PIlICHB,
KOMI'IOTEPHOMY MOJICIIIOBaHHI IIPOLIECIB 1 CHCTEM.

Haykomerpnunuii  aHami3 TeMaTHKH KOH(epeHWii Jac  MOXIMBICTH
opraHizaTopaM HayKOBHX KOH(epeHWi MOpIiBHATH OCHOBHI TepMiHH i3
NpIOPUTETHUMH HampsiMamu y raiys3i. Hampukian, xommanis Kaspersky
BU3HAUWJIA HACTYIHI TpeHOW y KiOepOesmerni: kibepOesmeka s 3abe3medeHHs
BiZIaJIeHOT POOOTH, PO3BUTOK IHTEPHETY peueil, 3pOCTaHHs KITBKOCTI Mporpam-
BUMaradiB, 3arpo3d XMapHOi Oe3leKkd, aTakh B COIAIBHAX MepeXkax,
KOH(QIiIeHIIHICT, [NaHWX, TOKpameHHs OararodakTopHoi ayreHTH(IKAIIT,
PO3BHTOK MITYYHOTO iHTENEKTY, MOOiTbHA KibepOe3mneka [8].

BucHoBkH

IIpoBeneHO HayKOMETpHUYHHMIA aHAN3 MaTepialiB MDKHapOgHOI HAyKOBOI
koHpepenwil «lHdopmariiiai TexHomorii Ta Oe3mneka». Bu3HaYeHO OCHOBHI
TEpMiHH i TOOYZOBAaHO Bi/IIOBIJHY XMapy TEPMiHiB.

Cepen Haif0iIbII BXKUBAHUX TEPMIHIB y Martepiajiax JOMOBiAeil Mi>KHApOIHOT
HaykoBoi koHdpepeHuii «[HpopmauiiiHi TexHoorii Ta 6e3nekay 2019, 2020 pokis:
computer system, ontology, critical infrastructure, reconstructible structure, oms,
programmable logic, management, infrastructure, functioning, security,f unctions,
survivability, tasks, functionality, implementation.

HaykoMeTpHyHHMI aHai3 TEeMH MOXE 3aCTOCOBYBATHCH JUISi BH3HAYCHHS
NPIOPUTETHUX HAmpsSMiB PO3BUTKY Tany3i, oOpaHHs aBTOpaMH KOH(QEpeHIii,
BM3HAUCHHS OCHOBHUX HANpsIMIB PO3BUTKY OKypHaldy 4YH KOH(epeHLii,
MOPIBHSHHS TEMAaTHKK HaYKOBUX KOH(EPEHIIiH i3 CBITOBUMH TEHICHIIISIMH.
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CIELIAJII3OBAHUI AJITOPUTM ®OPMYBAHHS
TH®OPMAIIAHOI' O TPOCTOPY

B.€. Myxin, B.B. 3asroponniii, 51.I. Kopnara, JI.B. bapanoscpka
HanionansHuii TexHIYHUN yHIBepcuTeT YKpainu “KuiBcbknil momiTeXHITHUH
iHCTUTYT M. Irops Cikopcbkoro”

CrBopenHs iHGOPMALIIIHOTO MPOCTOPY MOKIUKAaHEe 3a0e3MeYuTH AOCTYI [0
3aranpHOl iH(pOopMarii 6e3 oOMexeHHsI Micst Ta yacy. OCHOBOIO iH(pOpMaLiHOTO
MIPOCTOPY € CYKYIHICTh KOMITIOTEPHUX CHUCTEM, JIOKAIBHHX MEPEX, BiIKPHTHX
Mepex (IHTepHeT), mporpaMHoro 3abe3neycHHs (onepaiiiHa cucTeMa, IpUKIaIHi
nporpaMy, 0a3uW JaHMX, MOINTOBI CIyXOM TOmo). Takok NHpPH CTBOPEHHI
iHpopmaniiiHoro  mpocTopy  (GOpMyrOTBCS  3aco0M  TOEOHAHHSA  Pi3HHX
indopmariitaux cucreM oHa 3 oxHOO [1-3].

3 ypaxyBaHHSIM BHILECKa3aHOTO HAaBEIEMO aluroput™M QopmyBaHHS
indopmariitHoro mpocropy Ha ocHOBI iH(opMaliiiHoi cuctemu (puc. 1):

Pisnopizni
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_- ~ JIaHHX

N Vuighixayia
\| napamempie
ingpopmayiunux
\ 00'ckmig
\

OO0aikoBHii 3anHC
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1 -
Touxa s i €/IMHUI anapaTHHUi IPOCTIp

- —-
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Il

Puc. 1. Anroput™ dhopmyBaHHS iH()OPMALIHHOTO IPOCTOPY

1. IudopmariiitHa cucremMa € pPO3MOMIIICHO CHUCTEMOIO JJisi BHKOHAHHS
nepeTBOpeHHs iHdopMarii, 1110 HAIXOAUTh Bill PI3HUX JOKEpPEN i, SIK MPaBUIo, B
pi3Hux ¢opmarax, B €1uHUil HaOip mapamerpiB iHGOpMaLiHHIX 00'€KTIB, 32 IKUM
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KOpHCTYBadi iH(QOPMAI[IHHOrO HPOCTOPY 3MOXYTh OMHO3HAYHO ieHTHU(]IKyBaTH
BXIJJHUH 00'€KT.

2. Buninserscs Touka BXOIy KOpHCTyBada B iH(opMariiiHy cucremy. Takux
TOYOK BXOMY MOKe OyTH Gesid.

3. Jnst xopuctyBada GopMy€eThCsl €IUHUI arapaTHHUI IPOCTip HE3aJIeHKHO BiJ
TOYKU Bxoxay. ToOTo anst oOciayroByBaHHA 1iH)OPMALIHHOTO 3aMUTy OyIb-SIKOTO
KOpHUCTyBa4a, BAKOPUCTOBYIOTHCS OIHAKOBI alapaTHi 3aco0H.

4. HaOGip nporpaMHHX CEpBICIB JOCTYHNHHH i1 KOpPHCTyBada 3 Oyab-sKOi
TOYKH BXOY.

5. KoxkeH kopucTyBad Mae 00JIIKOBHH 3aruc, B SKOMY 3a(iKcoBaHi IporpaMHi
cepBicH, SIKI BiH YaCTO BUKOPHCTOBYBAB, a TAKOX HOTO Jif, B TOMY YHCIIi BiJHOCHO
KOHKPETHHUX CEpBICIB.

6. O06MIKOBI 3alMCH KOPHUCTYBaviB 30€piraloThCsl BiAAAIEHO i JOCTYII A0 HUX
MOJXKJIUBHI 3 PI3HUX TOUOK BXOJY.

7. Tlpu migKIIOYEHHI KOPHCTyBaya uepe3 TOYKY BXOJY BHKOHYETBCS
HAJIAIITYBaHHA HOTro OTOYEHHA, TOOTO BHUOMPAIOTHCS CEPBICH, AKI BiH YacTo
BHKOPHUCTOBYBAB, a TAKOXK aHANI3YIOThCS HOTO il BITHOCHO KOHKPETHHUX CEPBICIB.

8. B pesynbrari iHpopMaliiiHa cuCTeMa MOJAETHCSI KOPUCTYBAdy Yy BUIIISAL
€IMHOTO TIPOCTOPY, HE3AJIEKHO Bijl HOTOYHOT TOUYKH BXOY.

OCHOBHHM 3aBJaHHIM iH(OpPMAIIfHOTO IPOCTOPY € OAHO3HAYHE 3iCTABICHHS
KOXKHOT'O BXiTHOTO 00'ekTy, 3 iHQOpMamiiHUM 00'€KTOM, IO 3HAXOIUTHCS B
HBOMY.

Inentudikarmist BximHOro o00'ekTa B iH(POPMAIIIHOMY IPOCTOpPI HO3BOISE
OJTHO3HAYHO i1eHTH(iKyBaTH HOTO 3a BiANOBIAHUMH O3HaKamHu. [Jis1 bOro Moxe
BHKOPUCTOBYBATHUCS METOX ifeHTH(IKaIll, KU 3aCHOBaHMI Ha TMOKPOKOBOMY
aHaJi31 XapaKTepPUCTHK BXiHOTO 00'€KTa.

Inentudikarist  indopmartiiinoro 00'€ekTa TNPOBOTUTHCA 32 TEBHUMH
30BHIIIHIMM a00 BHYTPIIIHIMH #Oro oO3HaKaMH 3 ypaxyBaHHSIM B3a€MOii
iHpopmariitHoro o6'ekta B iH(poOpMauiiHOMy mnpoctopi. [[ns HBOro KoXeH
iHpopMariiiHuii 00'ekT 3a0e3neuyeThcst HAOOPOM MapaMeTpiB sIKi, B HEBHIH Mipi,
XapaKkTepu3yIoTh 00'eKT, TOOTO 00pa3oM iHdopmaniitHOTO 00'eKTa. AHATIOTIYHO, Y
BHTJISIII KOPOTKOi XapakTEPHCTHKH (QOpPMYyeThcs 1HQOPMAIIHHUI 3amuT 10
BXIHOTO 00'eKTA.

3aBasgKd IbOMY MpoIeAypa ineHTH]iKamii BXITHOTO 00'€KTa 3BOJUTHCS IO
MPOCTOro MOPIBHIHHS HOTO 03HAK i3 33aHUM 00pa3oM 3anuTa. SKio napamerpu
BXiHOTO 00'ekTa B HEOOXIiIHIM Ta JOCTATHIN Mipi 36iraroThes i3 00pa3oM 3aIuTa,
TO BBXKAETHCS, 110 BXITHHUI 00'€KT YCIIIIHO iEHTH(IKOBAHO.

PosrisiHemMo MHOKHHY iHpopManiiiaix poctopis (Information Space), takux
gk 1Sy, 1S,, ..., ISy, me m — ne xinpkicTh iHGopManiiHuX mpocTtopie. Ha pucyHky 2
MpeCTaBICHa 3arajbHa CXeMa iCHyBaHHS MHOXHHH 1H(QOpMamifHUX MIPOCTOPIB.
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Puc. 2. 3aranpHa cxema icHyBaHHS MHOXXHHH 1H(QOpMAaLifHUX MIPOCTOPIB

Koxxen Ttakuii iHdopmariiiHuii mpocTip Mae cBiii HaOip iH(opMariiHIX
oG'extiB (Information Object): 10y, 10,, ..., 10y, kokeH 3 skuX Mae Habip
napamerpiB Py, Py, ... Py, ne K — xinmbkicte indopmarniiiaux 00'ekTiB, a N —
KUTBKICTh mapameTpiB iHdopmariiinoro o6'ekra. To6to, 10y (Py, Py, ..., Pyp).
Kosxen inpopmariitHnii 00'eKT Mae 0JJHAKOBY KiJIbKICTh MapameTpiB. SKmo aeski
nmapameTpH BiCYyTHI, TO iX 3HaueHHs gopiBHIOE NONE.

ITapamerpu iHpopMaLiitHUX 00'€KTIB MOBHHHI OyTH B €1MHOMY (hopMaTi Ta ix
KUIBKICTh MIOBHHHA OyTH OJJHaKOBOK0. B iH(popMaliifHuX MpocTopax MOXyTh OyTH
oJiHaKoBi iHpopMariiini 06'ektr, Hanpuknaza 1S;(10;) = 1S,(10y).

3oBHiIIHI pKepena iHpopManii st iHPOpMaLifHOTO MPOCTOpPY MO-pi3HOMY
npencrapisgioth BXigHi 00'ektn Oy, Oy, ..., O;, me | — 1e KiIbKicTh BXigHUX
o0'ektiB. IHDopMmamis mpo mi 00'ekTH y BuTIAAI HaOOpy 3HAYeHb O3HAK,
OTPUMYETHCS IUIIXOM 3YUTYBaHHS iX 32 IOIIOMOTOI0 CEHCOPIB.

B indopmanifiHoMy mnpocTopi He IiCHye IBOX aOCOJIOTHO OJHAKOBHUX
inpopmaniitanx  00'ekTiB:  10; #10,#103# ... #10. VY 3B'si3ky 3 1uwm,
iHpopMaLiifHuii pocTip MoXe OyTH TMpeCTaBICHHH K JOBIJKOBA CHCTEMa, sSKa
Oyne MOCTIHHO OHOBJIIOBATHUCS Ta HamoOBHIOBAaTHCS. [l 1poro mortpiOHO
BHKOHATH HACTYIHI €TaIu:

1. Coopmysatn indopmamiiHuii mpocTip 3 HAOOPOM  YHIKaJIbHHX
iHpOpMaIiitHUX 00'eKTiB, TOOTO PO3MI3HATH BXigHI 00'€KTH 0€3 MPHB'S3KH 10
KOHKPETHOTO iHPOPMAIIHHOTO 00'eKTa.

2. 3uuTaTH XapaKTePHCTHKH BXiAHOTO O00'eKTa y BHIVIAI O3HaK 3a
JIOIIOMOTOIO0 CEHCOpIB, SIKI € CBOTO POJy BHMipioBadaMu. SIKIio 3 sikoi-HeOyab
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NPUYMHU CEHCOPY HE BAAIOCS L[HOTO 3po0uTH, TO iH(pOpMaLis Mpo Iei mapamerp
Oyne BincyTHs, TOOTO Bignosimae 3HaueHHr0 NONE.

3. Cucrema orpumye BXigHUHA 00'ekT O 3 HesIKMM HAOOPOM XapaKTEPHCTHK.
CeHcopH NOBHHHI 34NTYBATH iX 3Ha4YeHHs, a iHGOpMAIIHUNA MPOCTIp HOBUHEH
OJHO3HAYHO BU3HAYNTH, YU € B HhOMY iH(pOpMamiiftHuil 00'€KT 3 TOYHO TAKMMH XK
3HAUCHHSIMHU XapaKTePHCTHK, TOOTO MPOBECTH iAeHTU(IKALII0 BXIZHOTO 00'€KTa.

Ha pucynky 3 npencrapieHa 3araipbHa cxema (popMyBaHHs iHpOpMaLiitHOTO

npocropy [4].

Kopucrysaui

Puc. 3. aranbHa cxeMa iH(GOpPMaLiHHOTO MPOCTOPY

30ip nmammx B iHQopMmamiiiHOMy TmpocTopi Ta #oro QopMmyBaHHS
TPENCTaBISIEThC Y BUAi Tpada, skuil BigoOpakae IITICHY MOJETb
iHpopMariifHOro mpocTopy, B SIKOMY BY3/IM rpada BiANOBiIAIOTH BiANOBIIHHM
iHpopMaLiifHUM 00’ €KTaM, a Iyr' — BiTHOIIEHHSIM MiX [IUMH 00’ €KTaMH.

®dopManbHO TaKy MOJIENb MOYKHA OTTUCATH Y BUTIISI:

IS=<10,P,R,C >, 1)

ne 10 — muoxuna inpopManiiiHux 06’ €KTiB;

P — mHOx)uHa mapametpis indopmaniitHuX 06’ €KTiB;

R — MHOXMHa THIIB 3B’43KiB;

C - BiZIOOpaKEHHs, IO 33Ja€ KOHKPETHE BIJHOIICHHS 3 MHOXXHHH THIIIB
3p’a3kiB R Misk indopmariitnumu 06’ ekTamu.

MHOXUHY TUMIB 3B’s3KiB R 3HaxoamMmo sik 00’€HAHHS MHOXHHHU
3B’SI3KIB MK 1H(OpPMALIfHUMH 00’ €KTaMH Ta MHOXXHHH 3B’SI3KIB MiX
rmapamMeTpamu iHpOopMaIiiHUX 00’ EKTIB:

R=RUR,, &)
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ze R, — MHOXwMHa 3B’13KiB Mix iHbOpMaLiiHIMH 06’ €KTaMH;

R, — MHOHHa 3B’s13KiB MDXK IapamMeTpamu iHpOPMALIHHIX 06’ €KTIB.

B cBowo uepry enmunHuii iHdopmauniiHMi TPOCTIp NPENCTaBIsIe COOOIO
00’eqHaHHA 1HPOPMALIITHUX TPOCTOPIB MiX COOOIO:

uIs :Lmjlsi , @)
i=1

Ie M — KUTBKICTh iHGOpManiifHUX IPOCTOPIB.
TIpu voMmy, KOKeH equHUK iH(pOpMAIiHHIN TPOCTIP MOXKHA B CBOIO Yepry
MPECTABUTH Y BUIIIAI Tpada:

UIS =< IS(10,P,R,C),R,C >, ()

ne 1S — muoxkuna indopManiiiHuX IpocTopis;

R — MHOXuHA THUIB 3B’A3KiB, KA 3HAXOIUTHCS AHAIOTIYHO BHpasy (2) sK
00’€eTHaHHS MHOXXHMHH 3B’s13KiB MiXX iH(opManiiHMK 00’ ekTamMu iHpOpMaiiHIX

npocropis R, Ta MHOXuUHH 3B’s13KiB MiX HapameTpamu iHpopManiiiHux 06’ ekTiB
indopmariitaux npocropis R, , To6T0

R=RUR,. ®)

C - Bigo6paskeHHs, 110 3aJ1a€ KOHKPETHE BiIHOIIECHHS 3 MHOKHMHH TUMiB R
MiX MHOXHUHOK iHdopManiiiaux npocropis 1S .

JInst KOKHOTO BXigHOrO 00’€KTa Oi (i=1m), saxuit momaeThcs Ha BXix

. . . . , . .
inpopwmartiiinoro mpocropy Ta inpopmariiinoro o6’exra 10; (Jj=1K), sxwit
BXE iCHYe B iH(QOpMAIifHOMY NPOCTOpi BHU3HAYAETHCS MHOXKHHA TapaMeTpiB
P ;, mpn Homy:

—saxmo P

i =P N P, me cnisnanae nosmictio 3 naGopom mapametpis O, Ta

10;, To Takuit ximmit 06’ekr O, € HOBUM Ta nozaeTHCs M0 iHbOPMANiiiHOTO

npocropy 1S ;

—sxmo B ;=R N P, cnisnanae 3 maGopom mapamerpis O; ta 10;, T0

TaKAi BXITHUA 00’ €KT Oi BBaXAEThCSA 1CHTU(PIKOBAHHM Ta HE JOMAETHCS JIO
inpopmaniiinoro npocropy 1S .

Ipu yomy nomarotses 38°s3ku C, Mix HoBuM iHpopMauiliHuM 06’ €KTOM Ta
Byke icHyrounmu indopManiiinumu 06’ extamu inpopmaniiinoro npocropy 1S .

BaxxiuBUM 3aBaHHAM iH)OPMAIIHOTO MPOCTOPY € MEePETBOPEHHS BXiJHOT
iHpopmamii TakuM 4MHOM, 100 KoxeH iHdopMauiiiHuit 00'ekT B
iHpopMaLiifHOMY TPOCTOPI IPEACTABISBCS OJHO3HAYTHO.

B indpopmaniiinoMmy mpocropi mapamerpu iHpOpMauiiHuX 00'€KTiB MOBHHHI
OyTu BH3Ha4eHi B equHOMY (popmaTi Ta iX KUIBKICTh MOBHHHA OyTH OIHAKOBOIO.
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KopuctyBauamu indopmaniiiHoro mpocropy iHdopmaniiiHi 00'€KTH TaKOX
MOBUHHI chpuiiMatics oxHo3HayHo. @akTWyHO BXimHa iHpoOpMamis B
iHpopMaIiifHOMy MpOCTOpI € TeTepOreHHOI 3a i IMoJaHHSIM. 3aBIaHHS
BHYTPIIIHIX MeXaHi3MIB iH(OpPMaLiifHOI CHCTEMH IOJIATae B TOMY, 00 BUKOHATH
TIepeTBOPEHHS Pi3HOPIAHOI iH(pOpMaii, 0 HAAXOAUTE B Pi3HUX (opmaTax i Bix
pi3HHX [DKepen B €auHHMN Habip mapamerpiB iH(opMaliiHUX 00'€KTiB, 3a SKUM
KOpHUCTyBayi iHOPMALIITHOTO MPOCTOPY 3MOXKYTh OAHO3HAYHO iNCHTU(IKYBaTH
BXIJHHI 00'€KT.

BucHoBku. Po3po6ieHo anroputm popmyBaHHs iHQOPMALIHOTO TIPOCTOPY 3
BHUKOPHCTAHHAM 1H(pOpManiiHOI cucTeMu, ska (GakTUIHO € IPOTPaMHIM 0a3HCcoM
JUISL TATPUMKY iHpOpManiiiHoro mpocropy. IneHtudikarnis BXigHoro ob'ekra B
iHpopMaLiifHOMy IIPOCTOpPi [103BOJISIE OJHO3HAYHO ineHTH(]iKyBaTH Horo 3a
BIJIMOBITHUMHU O3HaKamH. J[s 1[bOrO BHKOPHUCTOBYETHCS METOJ iMCHTH(IKAIii
3aCHOBaHHMI Ha IOKPOKOBOMY aHaNi31 XapaKTepPUCTHK 00'€KTa.
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PosrnsgHyTo HOBI miZXoaW A0 OIHIOBaHHS SIKOCTI opraHizamii Ta
HPOBEICHHS HayKoBOi moOil. 3alponOHOBAHO MaTeMaTHYHY MOJIEIb
KUJIBKICHOTO BH3HAUEHHS 1HAEKCY pe3yJIbTaTHBHOCTI HAyKOBOI momii y
KOHTEKCTI iHTepeciB opranizamii. JI0CHiPKeHO MiAX0au 10 arperyBaHHs
aTpuOyTiB HAYKOBUX 3aXOMiB Ta BHIM 3TOPTOK YaCTKOBHX KPHTEpIiiB.
BBemeHo eBpHCTHKM Ul JOO3HAuYeHHS  MareMaTUYHOI  Mojeni
iHpopMari€eto, sIKOI He BHCTAYae IPU HAIIOBHEHHI 0a3W JaHUX HayKOBHX
3aXO0JiB. 3amponoHOBAaHO  PO3OUIMTH  NHPOOJIeMY  BH3HAYEHHS
PE3yNbTaTUBHOCTI HAYKOBOI MOAii Ha TpW eTamu. Po3rasHyTo atpubytn
KOJKHOTO 3 TPhOX €TaliB MPOBEIEHHSA Ta OLIHIOBaHHS PE3YJIbTaTHBHOCTI
HAayKOBOTO 3axojy. HaBeJeHO NepCreKTHBH MOAANBIIMX AOCHIIIKEHB
npoOJieMH  OI[IHIOBaHHS Pe3yJNbTATHBHOCTI HAYKOBHUX 3aXOJiB, sKi
MPOBOJISITECSI KOHKPETHOIO OpraHi3awi€ro.

Beryn

BusHavueHHsT HayKOBOTO piBHS HAyKOBOI MOMIi y CyJ4acHHX MAaCIITaOHHUX
MOTOKaX iHPOPMAIl € BAXXIMBOIO HAyKOBOIO MpoOieMor0. OCHOBHIM YHHHHKOM
MpYA HAYKOMETPUYHOMY TiIXOXi O OOYHMCICHHS DPIiBHSA HAYKOBOI IMOJIi MAaroTh
Oytm 1i mieBicTh Ta pe3yJabTaTUBHICTH. IIpoGiema BH3HA4YEHHS SIKOCTI Ta
Pe3yIbTaTUBHOCTI HAYKOBHX JIOCHI/DKEHB € CIa0KOCTPYKTYpPOBAHOIO, TOMY TIpH ii
BHpILLICHHI HEOOXiJJHO Ha YCiX eTamax BpaxoByBaTH cy0’exTuBHi (aktopu. I[Ipn
IbOMY CIiJ BUOpaTH KpuTepii, sKi BigoOpaxylOTh MeTy 1 BcebGiuHO
XapaKTepHU3yIOTh SKICTh IPOBECHHS HAyKOBOT MOII1.

Bucoka sIKicTh IPOBEACHHS HAyKOBHX 3aXOJiB, SKi 3a0€3MeYylOTh BHUCOKHUI
PiBEHb IOCTOBIPHOCTI HAyKOBOi iH(MopMalii € HEOOXITHOK YMOBOIO CTaJoro
PO3BUTKY HAyKH Ta TEXHOJIOTif, amke HayKa CIHPAETbCS Ha NPHHIUIN
npe3ymIii foseaeHoro [1].

3pocTaHHs 3arajlbHOI KiJIbKOCTI HAYKOBHX 3aXOJIiB, 30UIbIIEHHS 00cATy poOiT,
MOJIaHUX Ha PEIEH3YBaHHS 1 MPE/ICTAaBICHHX Ha OKPEMHX HAayKOBHX 3aX0zaX,
MOIIMPEHHS HAYKOBOI'O KOHTCHTY HAyKOBHUX MOJiH SK pe3yabTaT PO3BUTKY
TEXHOJIOTiH, EBOJIOLIs YHIBEPCUTETIB Ta HAYKOBHX [OCII/KEHb MPU3BEIU O
TOTO, IO 3pic PU3HK IOMIMPEHHs HesKicHOI HaykoBoi iHdopmaii [2]. HasBHicTb
myOmiKamii HU3BKOI SKOCTI y 30ipHHKAaxX MarepialiB HaAyKOBHX IOJIH He JIHIIe
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3HIDKY€E PEHTHHI Ta 3arpoKye peryTalii OKpeMHX aBTOPiB, CaMOTr0 HAayKOBOTO
3aX0lly, BHAABIIB, OyIb-SKOTO PEIO3UTOPiI0, B SKOMY BOHH pO3MillleHi, a if
rocalITioe TIParHeHHs BCIX YYaCHUKIB IIHOTO MPOLECy 10 3a0e3NeUeHHs] BUCOKOT
SIKOCTI MaTepiaJliB HAayKOBHX MO [2].

Kaacugikauis HaykoBuX 3aX01iB

Ha croroani icHye Bennke pi3HOMAaHITTS HayKOBHX 3aXOJiB: KOHTpec, 3’131,
cuMno3iy™m, (opyM, KOH(EpeHIs, KPyIJIMH CTijl, IIKOJNa, CeMiHap, BHCTaBKa
Tomo. Yci mi 3aXo[M Micis iX peanizanii OyaeMo IO3Ha9aTH TEPMiHOM HayKoBa
moxis (HIT). HII 3anesxHO Bifg HanmpsMKY NPUHHATO AU(EPEHIIFOBATH HA HAYKOBO-
TEOPETUYHI, HAyKOBO-TEXHIUHI, HAayKOBO-TpakTH4Hi. KpiM TOTO, 3a]e:KHO BifJ
oxoruteHoi Teputopii, HII Mmoxke OyTn MDKHapOAHOK, BCEYKPAiHCHKOIO,
MDKPETiOHAIBHOIO0, PETIOHATBHOIO TOIIO.

HIT — ne ¢dopma opranizamii HaykoBOI HisIIBHOCTI, NMPH SKiH JOCIITHUKA
HPEICTaBISIIOTH 1 00rOBOPIOIOTE CBOT poboTH. YiTkux mpasui nposeaeHss HIT we
icHye — X 3a3BHuail BH3HAYa€ OPIKOMITET HAyKOBOTO 3axopay. ICHYIOTH jmIme
JIesIKi OPIEHTHUPH, SIKI BU3HAYAIOTHCS KPUTEPISIMH BKIIIOUeHHS y [11aH nmpoBeneHHs
HAyKOBHX 3axo/iB MIiHICTepcTBa OCBITM Ta HayKd YKpaiHH. 30Kpema, y
MDKHapOIHIH KOH(EpeHIii, Ak MpaBUiIo, Mae OyTM HE MEHIIEe II'ATH KpaiH-
YUYaCHHUIb, @ KITBKICTh YYaCHUKIB — MOHAJ CTO 0Ci0.

HII € BaxnmuBHM KaHAJIOM SK OOMiHY YCHOIO iH(OpMAIIi€l0 MK BYCHUMH, a
TakoXK MyONiKamii MHCEMOBOTO 3BITY NP0 TPOBEINCHHS  JOCHiIKEHHS,
npezcrasinerHoro Ha HIT [2].

ITocranoBka 3agaui

Hexaii KinmbKicTh HayKOBHX 3aXOJiB, SIKi CIiJl TOPIBHATH Ta/a00 BH3HAYUTH
iXHIO IHTErpajbHy pe3yJbTaTUBHICTh (E(EKTHBHICTb, SKICTh, 3HAYMMICTB) B
KOHTEKCTi iHTepeciB opraHizaumii, JopiBHIOe [, a MHOXHHY TXHIX IHIEKCIB

03HAuMMo vepe3 J = {L...,n} .

Cnig posninuté mpoGrneMmy Bu3HadeHHs pesyibratuBHocTi HIT Ha kinbka
eramiB, SKi HaJalOTh HayKoBoMy 3axony craryc HII i BmimBaroTh Ha piBeHb
iHTerpanpHoOi sikocti HIT:

1. Bu3HauyeHHs MOJITHKK OpraHi3allii Ta IPOBEICHHS HAYKOBOTO 3aX0y.

2. IlpuifHATTA pilIeHHS IIOJO MiATOTOBKH Ta OIyOJIIKYBaHHS MarepiajiB
MPOBEJCHHS HAYKOBOT'O 3aX071y.

3. BusHaueHHs KiIBKICHHX TMOKa3HMKIB pe3yinbTaTuBHOCTI HIT 3 TOYKH 30Dy
iHTepeciB opraHizartii.

JIis miArOTOBKM MaTeMaTW4HOi Mojeni BusHaueHHs edektuBHOCTI HIT
PO3IIITHEMO MHOXHHY k aTpulyTiB HayKOBOT'O 3aX01y

Zii,i el = {l,...,k},j €J, aki MOXyTh OYyTM BHUKOPUCTaHi i1 BU3HAYEHH
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KUJIbKICHUX TOKa3HUKIB pe3ynabraTtiBHOCTI HII Ta 3acTocoBaHi Iis MOPiBHAHHS
pe3ynbraTuBHOCTI pizHUX HIT.

Minxoamn 10 BU3HAYEHHSA SIKOCTi HAYKOBOI MOl

Ilinxoau mo BU3HAUEHHS SIKOCTI HAYKOBOI MOJil MOXYTh OyTH MOAIOHUMH A0
BU3HAYEHHS IMIIAKT-()akTopa HAyKOBUX JKypHaliB. AJje, Ha BiAMIHYy BIX
JKypHAJIB, cepell HAyKOBUX 3aXOJIB ICHye CyTTe€BO Ourbine pizHOMaHITTI. Kpim
TOTO, BOHH HE € PErySIPHUMH Ta MEepPiOANYHIMH — SIK IIPaBUJIO, OJTHOPa30Bi abo
IIOPIYHi.

3a0e3medyeHHs aNeKBaTHOTO BH3HAYEHHS IHTETPAIbHOTO MOKAa3HUKA SKOCTI
npoBenerHs HII BuMarae moOymoBm ameKBaTHOI MOJENi AJISL PEJIEBAaHTHOTO Ta
CTiHKOTO OIiHIOBaHHA edekTuBHOCTI HIT.

I. Eran. 3gilicHeHEeHHsI €KCIIEPTHUX OLIHOK JAESKUX MapaMeTpiB Ta TPaHUIb
3MiHu atpuoytiB HII.

II. Etan. BripoBa/pkeHHsT TUHAMIYHOTO MiAXOAy A0 BU3HaueHHs skocti HII,
YTOYHEHHS 3Ha4eHb ITapaMeTpiB Ta IPaHUIb 3MiHU aTPHOYTIB.

III. Eran. 3actocyBaHHS CTaTHYHOTO MigXoxy 10 BH3HadeHHs sikocti HIT Ha
OCHOBI aHami3y 6a3u nanux HII.

BucnoBku

VY wiif po6OTI JOCIIKEHO MiAXOAM 0 AOCTIPKeHHs pe3ynbraTuBHOCTI HIT.
Pe3ynpTaToM HayKOBOro NOCIHIDKEHHS € IyOuikamisi, ska MiATBEpUKYE (akT
HAYKOBOTO 3BEpIICHHS, 3 SKMM BYCHHH 3MOXE O3HAHOMUTH HE TINBKH CBOIX
KOJIeT, a # CBITOBY cIiIbHOTY. HaykoBa poOoTa € He 3aBEpIIEHOI0 10 THX ip,
MOKH BOHA He Oyzie ormyOmiKoBaHa Ta He MPOiHAEKCOBaHa Y HAyKOMETpUYIHiH 0asi
IaHuX. Y Cy4acHOMY HayKOBOMY CBiTi Bce OUIBIIOI 3HAYYIIOCTI HaOHpae
nmyOiKaliifHa aKTUBHICTh JJIsi KOKHOTO BYEHOTO Ta HAayKOBOI opraHizaiii 4u
YHIBEPCHUTETY B LIIJIOMY, HE3aJIeXHO Bijl HAPSIMY HOTr0 HAYKOBHUX JOCIIJKEHb.

Opnep)kaHo Taki OCHOBHI HayKOBI Pe3yJbTaTH:

— 37iiCHEHO TEOPETHYHHUI aHaii3 MpoOIeMU CTBOPESHHS CHUCTEMH OLHKH Ta
KOHTPOJTIO (pe3yIbTaTUBHOCTI (€()eKTHBHOCTI, IKOCTI, 3HadymocTi) HIT,

— PO3MNISTHYTO Ta JOCHIKEHO pOJb Cy0’€KTHBHOI CKIamoBOi y cucTeMi
MiATPUMKH MPUUHATTS PIlIEHb MIOA0 SKOCTI HAYKOBUX JAOCIIIXKCHB;

— pO3pOOJICHO MiAXOAW 1O BHMIPIOBaHHS KBAJIIMETPHYHHUX [TOKA3HUKIB
Pe3yIbTaTUBHOCTI HAYKOBUX JIOCIIIXKEHb;

— BH3HAYEHO KpUTEpii OIIHKM SKOCTI Ta pEe3yJbTAaTUBHOCTI HAyKOBOI
TUSUTBHOCTI,

— 3alpONOHOBAHO MiAXOAW 10 BH3HaueHHs pedTuHriB HII 3 ypaxyBanHsIM
HEOOX1THOCTI MOTHBAIIIT IPAI[iBHUKIB OpTaHI3aIii;

—  3ampolOHOBaHO Ta OOIPYHTOBAHO IHTEPIPETAI0  IHTETPANBHOL
pesynbratuBHOCTI HIT.

B mepcmextuBi IpOBeAEHHS NOCIKEHb Y IbOMY HANPSIMKY JOLLIEHO
aBTOMaTu3yBaTu Ta peaitizyBaru y Burisiai CIIIIP iHcTpyMeHT aBTOMaTH30BaHOTO
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3m00yBaHHs iH(pOpMalii 3 HAYKOMETPUYHOI 6a3K JAaHUX Ta CTBOPUTHU MPOTPaMHE
3abe3rnedueHHs aHaizy skocTi nposenenHs HIL.
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The paper briefly summarizes the currently available results of recent
research on improvement of decision support methods, based on pair-wise
comparisons of alternatives. Pair-wise comparison structures (especially,
incomplete ones) can be easily represented by non-directed incidence
graphs. It turns out that smaller-diameter quasi-regular graphs ensure
higher credibility and consistency of expert session results, and maintain
stability of preference structures. Particular pair-wise comparison patterns,
both taking and not taking the rough ranking of alternatives into account,
allow expert session organizers to significantly reduce the minimum
required number of pair-wise comparisons, especially on large numbers of
alternatives, without compromising the quality of expert data and
credibility of expert session results. Following these patterns also allows
us to reduce the computational complexity of pair-wise comparison-based
decision support methods. Improved pair-wise-comparison-based decision
support methods are widely applicable to decision-making problems in
weakly-structured subject domains, calling for expert estimation.

Introduction: challenges of pair-wise comparison methods in
decision-making

Decision-making in weakly-structured subject domains is characterized by
high levels of uncertainty. In such domains it is problematic to measure or
numerically describe (rate) objects or decision options. Moreover, even the
criteria according to which the objects are compared cannot be easily formalized.
Measuring of objects according to these “intangible” [1] criteria is also a
challenge.
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At the same time, examples of weakly-structured domains span almost all the
spheres of human activity. From selection of a car or house [2] to space industry
[3], from supply chain management [4] to strategic planning [5]. That is why
decision-making in these areas calls for formal description and numeric
representation of options and criteria according to which these options are
evaluated.

Technically, any measurement of an object is the result of its comparison to
some unit value. However, one of the challenges of weakly-structured subject
domains is absence of such measurement units. So, as many researchers (from
Condorcet to Saaty [1], from Kendall to Hwang & Yoon [6]) show, the best to
measure the objects and significance of criteria, by which these objects are
evaluated, is to compare them with each other. This assumption provides the basis
for a whole family of expert pair-wise comparison (PWC) methods.

The methods prove to be highly efficient, especially in weakly-structured
subject domains. However, they have some common problems, which researchers
around the globe are trying to solve. The key problems are as follows.

1) Subjectivity of experts. Reasons: cognitive biases, mindsets,
background, experience etc.

2) Often, low credibility of expert session results. Reasons:
expert  estimation errors, inconsistency, incompatibility,
incompleteness, insufficiency, low degree of detail of expert data.

3) Large numbers of pair-wise comparisons required to obtain
the resulting priorities, and high computational complexity of
priority calculation methods.

While selection of competent and unbiased experts (problem 1) is, mostly, the
responsibility of the decision-maker (DM), high quality of expert data
representation (problem 2), sufficient numbers of comparisons, and manageable
computational complexity of priority calculation methods (problem 3) can be
ensured through certain mathematical procedures.

So, in our paper we are going to outline several approaches, based on graph
theory, targeted at reduction of labor-intensity (problem 3) and improvement of
credibility (problem 2) of PWC-based decision support methods.

Problem statement

Let us start by formulating the common problem of priority calculation based
on a set of PWC (as posed in AHP and other related methods [1,2]).

We have a set of objects (or alternatives) {A;;i = 1..n}, which are compared
among themselves by one or several experts. A multiplicative pair-wise
comparison matrix (PCM) looks as follows: A = {aij; Lj=1.nVija; =
1/aﬂ}

We need to find the set of normalized relative alternative weights W =
{w;;i = 1..n; X7, w; = 13, which would allow us to rate the alternatives.
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Methods of priority elicitation from a PCM are quite numerous. They include
eigenvector method [1,2], best/worst method [7,8], geometric mean (GM) [9],
combinatorial method of spanning tree enumeration [10], logarithmic least
squares [11]. All these methods have a lot in common, but produce different
results. In this paper we are going to address some modifications of available
priority calculation methods, based on graph theory.

Representation of PWC structures through graphs

In the context of this paper, it is important to note, that alongside PCM, graphs
represent a handy instrument for representation of PWC. That is, any object can
be represented by a graph node (vertex), while a PWC between any two objects
can be represented by the respective edge of a graph, and a complete PCM of
dimensionality n can be represented by a complete graph with n nodes.

When it comes to PWC methods, credibility improvement and computational
complexity reduction can be achieved through several conceptual ways or
approaches. The approaches are as follows.

1) Comparisons of alternatives can be performed and ordered according
to specific patterns (represented by respective graphs) [12,13].

2) Comparisons can be performed and ordered according to the ranking of
alternatives [7,8,14].

3) Comparisons can be performed according to both specific patterns
(incidence graphs) and given alternative ranking [15].

In subsequent sections we will address these conceptual approaches and
patterns in greater detail.

Modified combinatorial method of spanning tree enumeration

In order to be able to rate a set of n objects, it is enough to perform at least
n — 1 independent PWC (build a connected PWC graph, spanning all the objects,
called a spanning tree). For example, we can compare all objects with the 1% one,
the last one, the best one, the worst one, the neighboring one in the ranking etc. At
the same time, in order to obtain a complete set of PWC, an expert has to compare
all objects with each other, and, thus, perform n(n — 1)/2 PWC. Combinatorial
method is based on enumeration of all basic sets of n — 1 independent PWC. Each
of these basic sets can be represented by the respective spanning tree graph (Fig.

1).
o
0000

Fig. 1. Spanning tree example for PWC of 5 alternatives
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At the same time, every basic PWC set allows us to reconstruct an ideally
consistent PCM (ICPCM). Any row or column of this ICPCM (or any other set of
(n — 1) independent PWC) is, in fact, a set of alternative weights. Priorities which
we need to find in the above problem statement, are calculated as GM across all
ICPCM (spanning trees) (1).

wo9Tese = (I wh™"3j = 1.n(1)
According to Cayley’s theorem on trees [16], the total number of trees, which
can be built on n objects, amounts to T = n"~2. So, for example, the maximum
number of trees we need to analyze in order to calculate the relative weights of 6
objects is 6572 = 1296 ; 7 objects — 7772 = 16807; 8 objects — 8872 = 262144
etc. These numbers illustrate considerable computational complexity of the
method. The ordinary combinatorial method, based on formula (1) turns out to be
mathematically equivalent to row GM [9] and LLSM [11]. However, we are using

a modified method. Instead of ordinary GM formula (1) it uses weighted GM (2).

Riqyl
%aggregate - H‘;{I}l::L(nZi:l(M/j(qul))Zu,p,vRupv) ;j=1..1(2)

In formula (2) m is the number of experts, and R is the rating of the
respective ICPCM, reflecting completeness, detail, consistency, and compatibility

of expert data (as explained in [10, 12]). So, beside “transitive” weights wj(kq"l),

we need to calculate the respective ICPCM ratings. As a result, for larger numbers
of objects, the computational complexity of the modified method (2) becomes
really tremendous.

So, how can we reduce the computational complexity of the method
without compromising the quality (credibility) of the result? We suggest sorting
the spanning trees according to their diameter. A diameter of a graph is the longest
shortest distance between two nodes. The smallest possible spanning tree diameter
value is 2. It is the diameter of a star-type spanning tree, where one of the
alternatives is compared to all other alternatives from the set (Fig. 2a). The
respective PWC form one row or column of a PCM. The largest possible spanning
tree diameter value is n — 1. It is the diameter of a path-type spanning tree, where
each alternative is compared to the neighboring ones (Fig. 2b). The respective
PWC are located above the principal diagonal of the PCM.

Q
|
000 00000
e a b

Fig. 2. Examples of a star-type and path-type trees for 5 alternatives

If we assume that the maximum error made by an expert during PWC

max; ; abs(aff*¢ — agftimated ) gltue = 5 then the maximum error
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accumulated on a path-type tree equals approximately (n — 1)§, on a star-type
tree 26 [12]. If we have a spanning tree of diameter k, then
. k1
af];tlmated — it]rjue Eiig;kz — ag‘rue (1 i (1;::)’(2) (3)

In (3) ky+k,=k. Under small § the accumulated error equals
approximately k&. So, based on these considerations, it makes sense to start with
enumerating smaller-diameter spanning trees, because they accumulate smaller
expert errors. Experiments from [12] show that weighted GM across smaller-
diameter spanning trees yields approximately the same results as weighted GM
across all trees.

Enumeration of smaller-diameter trees only significantly reduces the
computational complexity of combinatorial method. For example, of 1296 trees,
built on 6 alternatives, there are only 6 trees of diameter 2 and 210 trees of
diameter 3. This example is illustrated by Fig. 3.

2 alternative

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ

Fig. 3. Alternative weight calculated as GM across all spanning trees. 1 —
ordinary GM; unsorted trees; 2 — weighted GM; unsorted trees; 3 — ordinary GM;
sorted trees; 4 — weighted GM; sorted trees. Straight line — true non-perturbed
value.

Conclusions

Graph representation of PWC structures in decision-making problems is an
efficient tool. It allows to reduce computational complexity of decision-making
problems and the number of PWC experts need to perform in order to obtain
credible results. Graphs with smaller diameter tend to accumulate smaller expert
estimation errors, while regular graphs help an expert session organizer to
maintain stability of preference structures and patterns on a set of objects.
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Future research on the subject will be dedicated to finding the best PWC
patterns (in terms of different cardinal and ordinal indicators), both taking and not
taking the initial ranking of alternatives into account.
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VYcnemHas KOpHOpaTUBHAS 3allIdTa JIF000H OpraHW3allMOHHOW CHCTEMBI
COCTOMT B CO3JaHUM M peaTu3alud KOMIUIEKCHOM MHOTOYpPOBHEBOM
CHCTEMBI MEp, OXBaTBHIBAIOIINX OCHOBHBIC ACHEKTHI ()YHKIHOHUPOBAHUS
OpraHH3aluu: OpraHU3aluOHHYIO COCTaBJISIOULYIO, yIpaBJeHHe
MEPCOHAIOM, KOMIBIOTEPHYIO TEXHUKY, JIOKAJbHBIE CETH, MPOTrpaMMHOE
obecrieueHue, 0a3bl MaHHBIX W T.0. Kak mOpaBWiio, Takue CHCTEMBI
SIBJISIIOTCSL pacnpesiesieHHbIMU. J{J1s OCTOSIHHOM 1 JIeHCTBEHHOM 3alUThI
OT yrpo3 BC€ YKa3aHHbIE aCHEKThl KOPIOPATUBHOW 3allMThl JOJDKHBI
KOMIUIEKCHO B3aWMOJIEHCTBOBATh M B3aWMOJIONOJHATh JIpYr JApyra.
PacnpoctpanenHolt mpakTHUecKol 3ajmadell SIBISIETCS paH)KUPOBaHUE
aIbTepHATUB PA3HON MPUPOJBL. ITO MPOU3IBOTUTCS SKCIEPTAMH BBICOKOM
KOMITETCHTHOCTH B TIpe/ieNiaX 30H OTBETCTBEHHOCTH. C IETbI0 CpaBHEHUS
Pa3IUYHBIX CHOCOOOB JOCTHIKEHHS PE3YNbTHPYIOUIETO PaHKUPOBAHUS
albTEPHATUB paccMaTpuBacTcs (GopMamM3aiis 3aJaddl B KJIaccax
OJIHOKPUTEPHAIIbHBIX M MHOTOKPUTEPHUAIbHBIX MOJENEH Uil METPUK
Kyka, Xemunra, EBkmuma wu JlurBaka. BBoautcs  mnonsaTHe
MOAMGDUITMPOBAHHOW MenuaHbl JIUTBaKa W KOMIIPOMHCCHOM MeEIHaHBI
JIuTBaka, HaxosIIEHCs ¢ UCIIOIb30BAHUEM MUHUMAKCHOTO KPUTEPUSL.

BBenenue

Tlon pacnpenenenHsiMu  opraHm3anuoHHsIME cucteMamu (PHC) Oynem
MOHUMATh CHCTEMBI, KOTOPBIE HE DAacHoJiaraloTcs Ha OJHOH KOHTPOIMPYEMOi
TEPPUTOPHHU WM Ha OTHOM OOBEKTE.

3ammra uHpopmanuu B PUC umeer pan ocobennocreil. C TOUYKH 3peHUs
saumthl MHGopManuu B PUC HeoOX0auMo pa3ienuTh KOMIBIOTEPHBIE CETH Ha
KOPIIOPaTHUBHBIE M OOLIENOCTYIHBIE. B KOPIOPAaTHBHBIX CETAX BCE JIEMCHTBHI

140



NpUHAANIEKAT OJHOMY BEJOMCTBY, 3a MWCKIIOUCHHEM KaHaloOB CBi3u. B
OOIIEJOCTYITHBIX KOMMEPYECKHX CeTSAX TIJIaBHBIM SIBISICTCSl PacHpOCTPaHEHHUE
nH(OPMAIMK, a BOIPOCH 3alIUTHl COOCTBEHHBIX HH(OPMAIMOHHBIX PECYpCOB
pemraroTcsi, Kak MpaBmiIo, Ha YPOBHE ITOJIb30BaTeNeH.

KoprnopatuBHble cetm B CBOIO oOdepenb MOTYT OBITH CBSI3aHBI C
00IIEeAOCTYIHBIMU CeTAMH. B TakoM ciydae aAMHHHCTpAlMu (BIafeibLam)
KOPIIOPaTUBHBIX CeTell HEoOXOAMMO MNPEANPUHUMATH AONOIHUTENBHBIE MEpHI
OezomacHOCTH  IU1sT  ONOKMPOBAaHMA ~ BO3MOXHBIX ~ YIpo3 €O CTOPOHBI
0O0IIEOCTYIIHBIX CeTEH.

IIpn moctpoennn cucreMsl 3amuThl uHGOpManuu B soboit PUC cnemyer
YUYUTBIBATh: CJIOKHOCTh CHCTEMBI, KOTOpas OIpPEIEIseTCs KOJIHMYECTBOM
MOACUCTEM M pa3sHOOOpasHeM HX TUIOB W  BBIIONHAGMBIX  (DYHKIHH;
HEBO3MOXKHOCTh  obOecrieueHnst 3(P(EKTUBHOTO KOHTPOISA 3a JOCTYNOM K
pecypcaM, pacrpeneneHHbIM Ha OOJBIINX PACCTOSHHUAX H 3a MPEIeiNaMH CTPaHBI;
BO3MOXHOCTb IPHHAIEKHOCTH PECYPCOB CETH PA3INYHBIM BIIaJeIIbIaM.

OCo0EHHOCTRIO 3alIUTHl HHPOPMAIH OT HENpeAHAMEpPeHHBIX yrpo3 B PUC
[0 CpPaBHEHMIO C COCPEJOTOYEHHBIMH CETSIMU SBIsIeTCI — obecredeHue
rapaHTHPOBAaHHOW Nepeaadyn HHPOPMaIUK 0 KOMMYHUKaIMOHHOW noaceTy. Jlis
storo B PYIC HeoOXoquMo IpeaycMOTpeTh AyOIIMpYIOIIHe MapIIpyThl JOCTaBKH
COOOIIEHNH, MPEIIPHHATh MEpPHI NPOTHB NCKAXEHHs W MOTepH HH(OpMaIuy B
KaHaJaxX CBS3H.

B PHUC Bce mnoreHUMan bHbIE MpEeIHAMEPEHHBIE Yrpo3bl 0E30MacCHOCTH
nH(OpPMAIMK IeNAT Ha IBE TPYNIBI: IIACCHBHBIE W akTHBHBIE. K naccusuuiu
OTHOCSTCS yTPO3BI, IIENBI0 KOTOPBIX SIBISCTCS IIOMydeHHWEe WH(OpPMAIMH O
CHCTEME IIyTeM IPOCTYIIMBAHMS KAHAIOB CBS3M (3JIOYMBIIUICHHHK MOJKET
MOJYYUTh UH(POPMAIHIO ITyTEM IepexBaTa He3alH()POBAHHBIX COOOIICHUHA HITH
MyTeM aHaiu3a Tpapuka. AxkmueHvie Yrpo3bl MPELyCMATPUBAIOT BO3JIEHCTBHE Ha
nepefaBaeMble  COOOLIEHHS B CETH W HECAHKIMOHHPOBAaHHYIO Ieperady
(danbcuGUIMPOBaHHBIX COOOIIEHNH A8 BO3JACHCTBHS Ha HWH(OPMAIMOHHbIE
pecypesl 00bekToB PUC u e€ necrabunmsanuio. B PYC Bce yrpo3s! cBsi3aHbI ©
TEPPUTOPHATBHON Pa300IIEeHHOCTEI0 O00BEKTOB cHucTeMbl. [loatomy, B PUC,
Hapsgy ¢ Mepamu 1o Oe3omacHoctd HWH(opMammu cocpemorodeHHbx UC,
peanu3yoTcss MEXaHW3MBI [UIS 3alIUTHl HH(OPMAINK TIpH Tepefade 1Mo KaHauiaM
CBSI3M M OT HECAaHKIMOHMPOBAHHOTO Bo3xeiicTBHs Ha HeE. Bce MeTomsl n
cpezcTBa, obecreyrBaroe 0e30MacHOCT, MH(OPMAIMK B 3allUINICHHOW CET
MOXKHO pacIpe/ieNUTh IO TpyIaM: obecrieueHne 6e30macHoCTH nH(opMaun B
TOJIb30BATENILCKOI MOJCHCTEMe; 3aliuTa WHGOPMAIMK Ha YpPOBHE YIPaBICHHS
CeThio; 3ammTa HHpOpMAlMM B KaHajlaX CBsA3W; oOOEClevYeHHe KOHTPOJIS
MNOMJIMHHOCTH  B3aMMOJEHCTBYIOIIMX TIporieccoB. HemonmHoTra 9SKCIepTHOH
MH(OPMAIMK - €CTECTBEHHOE SIBIICHHE, aTpUOyT MHOTHX CHUTYal[Mi NPHUHATHUS
pelleHnii, HepelKO BO3HHKAET Ha IIPAKTHKE W SBISETCS OIHAM H3 BHOB
HEOTIPEIEIEHHOCTH - BMECTE C HEYETKOCTHIO, HETOYHOCTHIO, HEHAJ[EKHOCTBHIO,
HEOIPE/ICNICHHOCThIO, HEKOPPEKTHOCTBIO, HEaAeKBaTHOCTHIO, HEIOCTATOYHOCTHIO
u 1.4. HemonmHoTa naHHBIX M HEBO3MOXHOCTh HX JONOJHUTH 3aKOHOMEPHO
COIIPOBOYXKIACT HKCIIEPTOB U MPHUHUMAIOIINX PELICHHUS B UX AEATEIBHOCTH [1].

141



JlutepatypHslii 0030p

PazpaboTky mocieoBaTeNbHOCTH BBINOIHEHUS 3THX MEPONPUATHIH JIOTUYHO
(dopmanu30BaTh B KJacce 3ahay IPYIOBOrO BHIOOpa, OPHEHTHPOBAHHOTO Ha
OIIpe/ieJICHNE TIOJMHOXECTBA PAaBHOLEHHBIX pEUNIEHWH WM COCTaBJICHHE
HECKOJIBKHX BBIIENEHHBIX aimbTepHatuB [2]. Takoif rHOKkMH momxon K
YIOPSIIOYEHUIO OOBEKTOB, IPH KOTOPOM KaXKIBIH AIKCIEPT MOXKET Ipeiararhb
CBOE JAaCTHYHOE YIOpsI0YEeHHEe BHIOPAHHOTO MM ITOJMHOYKECTBA aJbTEPHATUB, U
MOHUCK TOJHOTO PE3yIbTHPYIOIIETO PaHKUPOBAHUS OOBEKTOB anreOpanyecKuMu
METOaMH SIBIISIETCS aKTyalbHBIM M NEpCIeKTHBHBIM. [1o M30paHHBIM MOAXOAaM,
XapakTepy IMOCTAaHOBKM mpobieM U (opme 0oOpaTHOH CBA3M NpH MPOBEICHUU
SKCHEPTHBIX OIEHOK BBIACISIIOT CIEIYyIOUIMEe OCHOBHBIE HampapieHus [3, 4]:
aOCONIOTHBIE ~ OIIGHKH, OaJbHbIE  OLEHKH, METPU3UPOBAHHBIE  OLICHKH
OTHOCHTEIBHON TSDKECTH albTepHATHB, HX MapaMeTpoB, KPHUTEPHEB WIN
OTHOCHUTEIBHONH  KOMIIETEHTHOCTH  JKCHEpPTOB, OWHAapHBIE  OTHOIICHHS,
OTpa)karolye pe3yJbTaThl MONAPHBIX CPABHEHHUH aJbTEPHATHB, — PAH)KUPOBAHUE
anpTepHAaTUB. JTa paboTa KacaeTcs IMOCIeIHUX ABYX IOJIXONOB, U B Heil OymyT
OIIMCAHbI 33/1a9H, CBA3aHHBIE IMEHHO C 3THMH HaIlPaBICHUSIMU.

IMocTanoBka 3agaun

Wnero wuccnenoBanuii MOXHO cOpMYIHpOBaTH CICAYIOLIMM 00pa3oM:
TOZIpa3/IeNIeHHs] OPTaHU3alUK 33/1aI0T HPHOPUTETHOCTh MEp MO KOPIOPATUBHO
0e30MaCHOCTH, Ha BBIXOJIE — COIVIACOBAHHOE YIOPSJOYCHHOE DPaH)XHPOBAHME,
HOJIHOE PAaHXXHUPOBAHUE, PaHEE HE HCCIENOBaBIIEECs; MOMCK PE3YJIBTHPYIOLIETO
paH)XMpOBaHMS C MIaroM JIMHOM 1 OT MONMQHIMPOBAHHOI; IPOBECTH
TECTUPOBAHNE AITOPUTMOB PACIIpE/IeIeHHON NHOPMAIIMOHHOH cpefe.

MarepuaJjbl 1 METOABI

OCHOBHBIMH METOJIaMHU, HCIIONB3YeMBIMH B JaHHOW paboTe, SBIAIOTCA
METO/bl TEOpPUM NPUHATUS peleHuit [5], sKcmepTHBle TexHouoruu [3],
TeHEeTHYeCKUi anropuT™ [3] u »BpucTHUECKHi anroputM [4]. Metoasl Teopuu
TMpUHATHA pemreHuid [5] OepyT Hadano OT TEOPHH HCCIECAOBAHHS OIEpaInii.
OKCIepTHbIE TEXHOJIOTMH IIMUPOKO NPHMEHSIOTCS B PpasiMYHBIX  cdepax
YeIOBEYECKOH JKM3HENEATETbHOCTH W AaKTHBHO pPa3BUBAIOTCA B IIOCIEHHHE
JACCATHIICTHSA. O)IHI/IM 13 KJIFOUEBBIX MOHSTHI OKCIEPTHBIX TEXHOJIOTUH SIBISIETCS
9BpUCTHKAa [3], KOTOPBIMH MOTYT BBICTYyNaTb aKCHOMBI, IIOCTYJaThI,
MPECATOJI0XKECHU, MpE3yMIILUH, nmapagurmel, TUIIOTE3bI, JOIIOJTHCHUA,
NpEaJIOKCHUA U T.O. 9BpI/ICTI/IKI/I ABJIAIOTCA OMIUPHUUICCKUMU METOAOJIOTHICCKUMHU
MpaBHJIAMH, KOTOPBIE MOTYT IIOMOYh HAWTH peIIeHHe MU CHOCOOCTBOBAThH
ONIPENENICHHOCTH  HEKOPPEKTHO  IOCTAaBICHHBIX  3amad. C  momomibio
IBPUCTHYECKUX AITOPUTMOB TEHEPHUPYIOTCS BapHaHTHl pEIICHHH, ONM3KHE K
ONITHMAJBHBIM, HO HE TapaHTHPYIOUIMM HaXOXKAECHHWE ONTHMAIbHOTO PEIIeHHs
3a1a4u. ['eHeTnueckue AJITOPUTMBI ABJIAIOTCA 3BOJIOIUMOHHBIMA aJITOPUTMaMHU,
KOTOpPBIE HCIOJb3YIOTCS, B YAaCTHOCTH, A PELIeHHs 3ajad ONTHMH3ALUU U

142



TECOPETUYECKU MOT'YT 00eCIeUnTh HaXO0XIACHUC ri100aabHOr0 ONTUMyMa 3aJadyu

(2.
Pesyabrarsl

Pe3ynbTaThl  BBIYHCIAHTEJBHOTO JKCHEPHMEHTa ¢ NpPHMeHeHHeM
reHeTHYeCKOro aJIrOpuT™MAa

B mensx uccenoBaHusl ONMMCAaHHOTO AJTOPUTMA aBTOPAMH OBLIM TIPOBEICHBI
BBIYHCIIUTENIHBIE OKCIIEPHMEHTHl C Pa3HbIM KOJMYECTBOM OKCIIEPTOB U
aNbTepHATHB. MHOIOYHCIICHHBIC BEIYUCIUTENBHBIC SKCIICPUMEHTBI, IIPOBEICHHBIC
C WCIOJb30BAaHHEM T'€HETHYECKOrO alrOPUTMA, IOKA3BbIBAIOT MEPCICKTHBHOCTD
NpUMEHeHHs Takoro moaxoxa [4, 5]. Hdusd ciaydailHO CreHepHUpOBaHHBIX
pamxupoBok 100-200 anpTepHATHB MpOrpaMMa BBIUUCISET B MMPOCTPAHCTBE BCEX
BO3MOXXHBIX PAaH)KUPOBOK MeIHMaHBI, KOTOpble mpuMmepHo Ha 10% Ommbxe K
MeJUaHaM, 3aJaHHBIM OSKCIIepTaMH, 4eM MOIU(UIUPOBAaHHBIE MeauaHbl. J{is
YIY4IICHHS PEICHHS IPUMEHSICTCS] TeHETHUECKUH aJITOPUTM, KOTOPBIN YIIydIIaeT
OIIOPHEBIE PELIEHHs, HO SIBISIETCS CyOOITHMATEHBIM.

Pe3yjabTaThl  BBIYHCJIUTENBHOIO JKCIEPHMEHTAa € NPHMEHEHHEM
IBPHCTHYECKOT0 METO/1A

ABTOpamu ObUI MPOBEJCH BBIYUCIUTCIIBHBIA AKCIEPUMEHT C NMPUMEHEHHEM
9BPUCTUYECKOIO AITOPUTMA Il MaTpUI] pazMepHocTeid ot 6x6 no 10x10, To ecTp,
KOT/la 3aJaloTcs HECKOJbKO JIECATKOB CIydalHO ymopspodeHHbIX 6-10
IBTEPHATHB. DKCIIEPHIMEHTHI C IPHMEHEHNEM YKa3aHHOTO METO/[a, IPOBEPEHHBIE
TOYHBIMH METOAaMH, JaJIH CICAYIONIHEe pe3yJIbTaThl:

— Tpu c1ab0i COrNIaCOBAHHOCTH 3a[aHHBIX 3KCIIEPTaMU MaTpPHUIl MHOXECTBO
3G (GEKTHBHBIX pPEHICHHH MOXXET OBITh OYeHb OONBIIUM — KOJMYECTBO MEIHaH
Kemenn-CHenna 11t HEKOTOPHIX Mpoduieit npeamnodreHnii coctasseT 10 15%
HPOILIEHTOB OT OOILIEro KOJIMYECTBA PAH)KMPOBOK Ha MHOXKECTBE aJbTEPHATHB, TO
ectb — 110 0,15* n!;

— Ccpeny HaWIEHHBIX C TMOMOIIBIO YKa3aHHBIX aJrOPUTMOB DEIICHHS IIpH
NpUMEHEHHH MeTOla CTPOYHBIX cyMM J0 50% paHKHpOBOK albTepHATHUB
ABJAI0TCS MenuaHaMu KoMauu-CHesuta, a Mpy NpUMEHEHHH METOJa CTOIOOBBIX
cyMM — 110 83%.

TakuMm 00pa3oM, yKa3aHHbIC AITOPUTMBI SBISIOTCS YIOOHBIM 9BPHCTUYECKHM
ANTOPUTMOM TS OTpeseNieH s MHokecTB Meanan Kemenn-CHemna u I'B-menuan
[6, 7]. TIpoBemeHHOe WCCIIENOBaHHE IOATBEPKIACT B3aHMOCBA3b MEXIY
OpPOVHAIBHBIMM M KapJWHAIBHBIMM  MOJEISIMH  3aJlaHds  9KCIEPTHBIX
NpenMynIeCTB, a TAKXKE NEPCIICKTUBHOCTD MPUMCHEHUS OBPUCTUYECCKUX
AITOPUTMOB B 33/1a4ax KCIIEPTHOTO OllcHHBaHus [8].

BriBoabl

B nanHoi1 paboTe MccnenoBaHbl MOAXOABI K ONPEAEIEHHIO Pe3yIbTUPYIOLIETO
paHXKUPOBAHMS ANbTEPHATUB HA OCHOBE HEMOIHBIX SKCHEPTHBIX PAHKUPOBOK U
HOJIY4EHBI CICIYIONINE OCHOBHBIC PE3YJIbTaThL:
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- omucaHbl OCOOGHHOCTH MpPUHATHS pEIICHUH TpH  ONpEeAeNICHUH
HNPUOPUTETHOCTH MEPONPUATHII O oOecledeHuo (YHKINOHHPOBAHUS
pacrpeeneHHbIX HH)OPMAIIMOHHBIX CUCTEM:

- peANoKeHbl  TOCTAHOBKM  3ajay OINPENIENICHUs]  TPYMIOBOTO
paH)XMPOBAaHMS ~AJBTEPHATHB HA OCHOBE HEMOJHBIX OKCIIEPTHBIX
PaHXUPOBOK;

- pa3pabOTaHBl ~ QITOPUTMBI  JUIA  pemeHHs 3agady  BBIYUCIICHHS
KOJUIEKTUBHOTO PAaHXHUPOBaHUs OOJBIIOTO pa3Mepa;

- IpOBEAEHbI  BBIYUCIUTENBHBIE OKCIHEPHMEHTHI 110  HCCIEIOBAHUIO
OIMCaHHBIX AJITOPUTMOB U 0COOCHHOCTEH 3a/1a4 paHKUPOBAHHSI.
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XL IO TPOTHO3YBAHHSI BE3ITIEKOBOT'O CEPEIOBHIIA HA
OCHOBI CTPYKTYPHU3AIII MPOIECY NEPEJIFAUEHHSI TA
METO/JY IIILOBOT'O JUHAMIYHOI'O OIIHIOBAHHSI
AJIbTEPHATHB

Biramiit Iuramok®, Onexcanap I'puropenko?, Bixrop Tonora?

Yucruryr npo6nem peecrpaii indopmanii HAH Yipaimu, M. Kuis (Vpaina)
’BoeHHO-MIIIOMATHYHA aKkazeMist iveni €Brenis Bepesnska, M. Kuis (Vkpaina)
vitaliy.tsyganok@gmail.com, gregorenko@ukr.net, v.holota@ukr.net

Y 2021 poui B Ykpaini Oyno Bmepmie po3poOJIeHO OMUC Mail0yTHHOTO
oesmexoBoro cepenosumia (BC) mo 2030 poky. Pa3zom 3 Tum MeTomonoris
CTpATeriyuHOrO TPOTHO3YyBaHHS B  iHTEpecax CEeKTopy  Oe3meku
1 000pOHH JeprkaBH NOTPeOye MONATBIIOTO PO3BUTKY Ta YIOCKOHAJICHHS.
IIporoHyeThCS BUKOPUCTATH aMEPUKAHCHKHN Ta BITYU3HSIHUHA JOCBIJ IS
BUPIIICHHS I[bOTO0 IIMTaHHA 3a PaxyHOK CTPYKTypH3alii mporecy
NPOTHO3YBaHHA Ta BHUKOPHCTAHHS METOAY LUIBOBOTO AWHAMIYHOTO
OLIIHIOBAaHHS AJbTEPHATHUB.

Beryn

ITporuosyBaHHs po3BUTKY Oe3nekoBoro cepemosuma (nami — BC) nokona
VYkpalHH € OAHMM i3 TPIOPUTETHHX HaNpsAMiB iHGOpPMaLiHHO-aHATITHIHOT
IISUTBHOCTI  OpraHiB JAep)KaBHOI Biagy, sKi OepyTh ydacTh y IPOBEICHHI
00OpOHHOTO OrJIsILy B Hamiil nepxaBi. B ocHOBY mporecy NpOrHO3yBaHHS
MOKJIAICHO PO3POOJICHHST IMOBIPHHX CIICHApiiB BHHUKHEHHS Ta PO3BHUTKY
CHTYyaIlili BOEHHOTO XapaKTepy Ha CepelHbO- Ta JOBIOCTPOKOBY mepcrexTusy [1].
Bupimenss nporo 3aBaaHHs, cepell iHIIOTO, € 3aMOPYKOr0 MOOyIoBH e(heKTHBHOT
CHCTEMH HAIliOHAIBHOI CTIMKOCTI SIK 37JaTHOCTI Jep)KaBH LIBHUAKO aJanTyBaTHCS
no 3Mmin BC ¥ miatpumyBatH crane (yHKIIOHYBaHHS LULIXOM MiHiMi3amil
30BHIIIHIX 1 BHYTpilIHIX 3arpo3 [2].

OCHOBHMI BUKJIAJ

VYV 2021 poui B VYkpaini Oymo Bmepuie po3poOJieHO OMHC MaibyTHBOTO
6e3nexoBoro cepenopuina A0 2030 poky. YkpaiHchki daxiBii cekTopy Oe3mekH i
o6oponu nix BC po3yMiloTh CyKymHICTh Cy0'eKTiB, sIKi BIUIMBAIOTh a00 MOXYTb
BIUIMBATH Ha HAI[iOHATbHI IHTEPECH, CTAHOBIATH 200 MOXKYTh CTAHOBUTH JAJISI HUX
HeOe3meKy, A HeWTpamizamii skoi HeoOXimHe 3arydeHHs (3aCTOCYBaHHS) CHII
oboporn. Jlo BC BxomsaTe oOkpemi JIepkaBM Ta IX HaIiOHAIBHI IHTEpecH
(eKOHOMIiYHiI, TIONMITWYHI, BIHCHKOBI Ta IHIII), HAaBKOJMIIHE TPUPOIHE
cepemoBumie, OkKpemi (i3muyHI Ta IOpPUAWYHI O0COOW, TONITHYHI MAapTii,
indopmariiiauii mpoctip aepxasu Toruo [3].

BonHouac cepen 3aBoaHb pPO3BUTKY CHPOMOXKHOCTEH cuil OOOpOHM HAIIol
JieprKaBH, BU3HAYEHO 3aIPOBAKCHHS MEPEKELIEHTPUYHOTO HiIXOLY 10 3aCTOCYBAHHS
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CYJacCHHX CHCTEM YNPAaBIiHHS], PO3BiIKM Ta OOMiHY iH(GOpMAI€l0 Ta CTBOPEHHS
€IMHOTO  PO3BIYBAIEHO-IHYOPMAIIITHOTO ~CEpeIOBUIIA IIITXOM aBTOMATH3AIIT
TpOLIECiB 100yBaHHs, 0OPOOKH 1 IOBEICHHS PO3BiAyBaibHOI iH(bopMarlii [3].
VYV paMkax po3mIsiAy IHTaHHS IIPOTHO3YBaHHS OE3IIEKOBOTO CepeloBHINA
JOIITEHO BpaxyBaTH aMepHuKaHChkuit nocBin. CIIIA sk oxHa 3 IPOBITHHUX AepiKaB
CBITY MarOTh JOCUTH PO3TAIYKCHY MEPEXKY YPAAOBUX Ta HEYPSIOBHX ""MO3KOBUX
LEeHTPIB", AKi PO3POOJAIOTH Ti UM 1HII MPOTHO3U. Y IBOMY KOHTEKCTi OJHHUM i3
HAWMOTYXHIIINX CETMEHTIB aMEPUKAaHCHKOTO CEKTOPY Oe3leKd 1 000pOHH, SKHi
3aliMa€TbCsl CTPATETIYHUM INPOTHO3YBAaHHSAM € PO3BIAYBalbHE CIIBTOBAPHCTBO
CLIA.
B amepukaHCHKMX EKCHEepTHHX KOJIaX HEOJHOPa30BO ITiJHIMAJIOCS IMHTAHHS
OCMHCJICHHS iCHYIOUMX MpPOOJIEM CTpaTeriyHoro mporHodyBanHs. Tak, y 2008 p.
npoBinHui aMepukaHcbkuid "MoskoBuii 1eHTp" RAND Corporation omyOiikyBaB
momoBime  "OmiHka TpodeciiHUX  KOMIIETEHTHOCTEH  aHANiTHKIB — pO3BiIKH".
Y nmokymeHTi Oylo HaBEOGHO TMEPENiK HEBAAIMX CHpo0  IpeICTaBHHKIB
posBinyBaipHOTO ciBToBaprcTBa CLLA niepen®aynTy Ti YM iHII iICTOPUYHI O], 110
MaJii 3HAYHHI BIUIMB HA MOJAJIBIINI PO3BUTOK OesrnexoBoro cepenopuia [3]. Cepen
HUX:
— HETOYHHMH MPOTHO3 M0N0 HaOyTTs Pamsrchkum CorO30M CIPOMOXKHOCTI
CTBOpEHHSI simepHoi 30poi (1950-1i pp.);

— HE3JaTHICTh aMEPUKAHCHKUX AHAITHKIB Nepen0auynTH IUBHAKHH po3maj
CPCP (1980-ti pp.);

— xubHa (mepeOinpirena) ominka "mpobmemu 2000 poky" y cdepi po3BUTKY
KOMIT FOTEpHOT0 TIporpaMHoro 3adesnedeHss (1990-ti pp.);

— BUKpHBJIEHI TNPOTHO3M INOAO HaOyTTs ipakchkuMm pexxumoMm C.XyceitHa
CIPOMOXKHOCTEH
3 BUpOOHUIITBA 30poi MacoBoro ypaxeHHs (2000-Hi pp.).

3 orisiay Ha ChOTOJEHHS A0 IBOTO IMeperiKy MOXKINBO JIOAATH BiJCYTHICTH
MPOTHO3iB MIOA0: MOYaTKy 30poiHoi arpecii P® mporu VYkpainu (2014 p.);
BuHMKHeHHs "Icnamebkoi nepxkaBu B Cupii Ta Ipaky” (2014 p.); pimenns Bemmkoi
Bpuranii npo Buxix 3 €C (2016 p.) Ta BUHMKHEHHS TaHaeMii kpoHaBipycy COVID-
2019 (2019 p.).

Came Tomy, B po3BigyBambHOMY cmiBroBapuctBi CIIA perymipHo mocrae
MUTAaHHS 100 YAOCKOHAIEHHS IMiIXOIB JO0 OpraHi3amii JisIbHOCTI aHATiTHKIB-
MNPOTHO3MCTIB. Y IIbOMY KOHTEKCTi, 3HAYHHH iHTEpeC, CTAaHOBUTH JOCIIKCHHS,
sike Oyno mposezeHe y 2011-2013 pp. 3a yuactio npodecopa [leHcinbBaHCHKOrO
yHiBepcurery (M.Qinanensdis, CILIA) ®.Ternoka Ta psiiy iHIINX HAYKOBLIB I[LOTO
OCBITHBOTO 3aKJaJly Ha 3aMOBJICHHS aMEpPHKAaHCHKOTO ATEHTCTBa IeEpeOBUX
nocrimkersb y chepi possigku (Intelligence Advanced Research Projects Activity,
IARPA). Oxpemi pe3ynbTaTH I[LOTO JOCIIUKEHHS Oynm omyOmikoBaHI y CTaTTi
®.Ternmoka "[lcuxomnoris  po3BIMyBaJBHOTO aHAN3y: YWHHHKA TOYHOCTI
TIPOTHO3YBAaHHS X0y CBiTOBOI nomitHky" [4] Ta #oro xum3i "CynepnporHo3yBaHHs.
MucTenrtBo Ta Hayka nependadexns” (2016 p.) [5].
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Mertoro nocmikeHHs Oya0 HUIIXOM EKCIICPHIMEHTY BCTAHOBHTH YMHHHUKH, SIKi
MOXYTh CIPHATH IBUIICHHIO TOYHOCTI (JOCTOBIPHOCTi) WPOTHO3iB, IO
PO3POOIISIOTHCS aHATITHKAMH PO3BIJIKH.

V nmocrnijkeHHi B IKOCTI YYaCHHUKIB €KCIIEPHMEHTY B3sUIN y4acThb OJIH3bK0 750
AMEPUKAHCHKHX aHATITHKIB YPSJOBUX I HEYPSIOBHUX YCTaHOB, JMISUIBHICTH SIKHX Oyia
TIOB’s13aHa 3 PO3POOKOIO FeOTONIITUYHUX MIPOTHO31B, TOOTO Y 3HAYHIM Mipi BiANOBigaNa
3aBJIaHHSIM 3 IPOTHO3YBAHHsI OE3MEKOBOTO CEPEIOBHINA. YTIPOAOBK JBOX POKIB BOHH
JaBaJii MPOTHOCTHYHI BIANOBiAI HA TECTOBl 3amMTaHHA IIoxo Omm3pko 200
TEONOJITUYHUX MOAIN pi3HOI BaXKIUBOCTI.

3a pesynpTaTaMd OOpPOOKM OTPUMAaHUX Y XOIi EKCIIEPUMEHTY ITaHHX
@.Tetnok 3i CBOIMH KoJeramu [iHIIOB BHCHOBKY, IO TOYHICTH IPOTHO3IB
3pOCTaE, KON aHATITUKH BOJOIIIOTH PSIZIOM TaKHMX KOMIIETEHTHOCTEH:

AMCTO3MIIiTHI — BUCOKMH OCOOMCTHH IHTENEKT; BIAKPUTHII UL TUCKYPCY CTHIIb
MUCJICHHS; BMiHHSA pO3pOOJIATH Pi3HOMAHITHI MOJIENi y KOHTEKCTI MTPOTHO30BaHOT
cUTyauii (ABUIIa); BMiHHS 3p0OUTH BHOIp Ha KOPUCTH Ti€i UM 1HIIOT iHTepIpeTamii
MOJiif; TOTOBHICTP Ha JOKOPIHHY 3MiHy CBO€l OyMKH (mapaIurMu)
B pa3i OTpUMaHHSI HOBOi iHQOpMAIii; CHPOMOXXHICTh KOPEKTHO OI[iHIOBATH
CTYyIIeHI HEBU3HAYEHOCTI CBOIX CyKeHb Ta/a00 IMOBIPHOCTI MaifOyTHIX MOJiH;

cUTyaliiiHi — JOCHi/DKCHHS TMOKa3aio, MO 3HAYHWU BIUIMB HA TOYHICTh
NPOTHO3YBAaHHSA 3[IHCHIOE EKCIEepPTHO-aHAJTITUYHE CEpPelOBHIIE, B SKOMY
HPaLIoI0Th IIPOTHO3KCTH. Haii6inpm CIPHUSATIIBAM
€ CepelIoBHIIe, B IKOMY aHAIITHKH MAlOTh MOXKJIMBICTh PO3BHUBATH CBOT 37I0HOCTI
Ta OTPUMYBAaTH 3BOPOTHIH 3B'I30K Y KOHTEKCTI 00’€KTy MPOTHO3YBaHHSA. [HIIOIO
3aMOPyKOI0 CTBOPEHHS CIIPHSTIIMBOTO cepesoBHIIa
€ 00’€THAHHS TIPOTHO3HCTIB Y 00’ €KTO-OPi€HTOBaHI €KCIEPTHO-aHAJITHYHI TPYIIH,
IO 3aiiMalOThCsl MPOTHO3YBaHHSM Ti€l UM iHIIOT cCUTYyalii (ABUIIa). 3a3HaYeHE J1ae
3MOTY aKTHBI3yBaTH OOMIH JOCBIZIOM Ta 3HAHHSAM BCEPEAMHI TPYIH Ta IMiBUIIUTH
MOTHBAIII0 aHATITUKIB, OCKUJIBKM Yy TaKuil Ccroci0 BOHM BiUyBaroTh yBary 3i
CTOPOHH CBOIX KOJIET, a MOAEKY/H i KOHKYPEHILifo, 110 X TaK0oK MOTUBYE. [lopsin
3 muM poboTa B KOMaHIl CHpUs€ BHHUKHEHHIO SBHINA, SKE& aMEpUKaHCHKi
JIOCIITHAKY HA3BAJM "KOTHITUBHHUM aJIBTPYi3MOM" — aHATITUKH BCEpENNHI OHI€ET
TPyd TOYHMHAIOTH IHIIIATUBHO IUIMTHCS ONWH 3 I1HIIAM CBOIMH TyMKaMH,
CY/DKEHHSIMH Ta HOBOKO IIKAaBOK iH(OPMAIi€r0, HANPHKIA HAYKOBUMH Ta/abo
AQHATITUYHUMH CTaTTAMHU. BopHouac, Mmpaiodd B KOMaHIl, aHAITHKH OLTBII
a/IeKBaTHO PEaryloTh Ha KPUTHKY Ta € OUIbII CAaMOKPUTHYHUMH, IO IiJBHIILYE
CTYNiHb 00’€KTHBHOCTI IXHBOI aHAITHYHOI PoOOTH. Y XOAi JOCIiKEHHS Oyl
BCTAHOBJICHO, 1110 MICJIA 00’ €IHAHHS JEKITbKOX aHATITHKIB B 00’ €KTO-Opi€EHTOBaHI
poboui TrpynmM TOYHICTh IXHIX MPOTHO3IB 3HAYHO 3pOCTala Ha BiAMIHY BiX
AHAITITHUKIB, SIKi TIPOJIOBKYBAJIX MPAIFOBATH CAMOCTIITHO.

Crmig BIOMITHTH, IO TakKoi > JYMKH JOTPUMYIOTBCS aMEPHKaHCBKI
nocmigaukn J].Kanmeman Ta JIx.KieitH. BoHM BBakaroTh, IO UI PO3BUTKY
npodecifHUX KOMIIETEHTHOCTEH, MpPUTaMaHHUX IPOTHO3UCTaM, HEOOXiTHO
CTBOPHUTH EKCIICPTHO-AaHAITUYHE CEPEHOBHIE, B SKOMY AQHAIITHKHA 3MOXYTh
MOCTIHHO PO3BUBATHCS 32 PAXYHOK OOMiHY JOCBiIOM, 3HAHHSIMH Ta CYKECHHIMH,
a TAKOX PETYJISIPHO MPAKTHKYBATHCS B IPOrHO3yBaHHi [6];
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OixeBiopucTchbKi — 37aTHICTH aHANITHKIB-IIPOTHO3HCTIB A0 IOCTIHHOTO
CaMOpPO3BHUTKY, @ TaKOXX CIPOMOXHICTh CTaBHUTH IiJ| CyMHIB CBOIO aHAJITHYHY
napagurmy 1070 IIPOrHO30BaHO1 cuTyanii (stBHIIA).
VYV oMy CeHCi aHaNTUKH IOBHHHI HAaMaraTwucsl PeryIspHO IEepeBipsTH CBOL
KJIFOYOBI TPHITYIIEHHS, IOCTIHO PO3MIPKOBYIOUH, ITyKAlOYH BiANOBiAI Ha HOBI
3allUTaHHA Ta AUCKYTYIOYM 31 CBOIMH KoJleTaMu. 3arajoM, Ii¢ KyJIbTHBYBaHHS
HEOOX1IHUX aHATITHYHUX KOMIIETEHTHOCTEH IIISIXOM ITOCTIHHOTO caMOaHai3y.

Bomaowac @.Ternok BigMiuae, L0 XapaKTEpHOIO OCOOIMBICTIO poOOTH
QHAJTITUKIB-TIPOTHO3KCTIB
y pO3Bimmi € TOW (hakT, M0 BOHU 3/AeOUTBIIONO TPAIOITE 3 BEPOATHHOIO
(HeumncioBoro) iH(MOpMAaIi€lo, IO CYTTEBO YCKJIAIHIOE IMPOIEC I aBTOMAaTH30BaHOL
00po6KH (Ha BiIMiHY Bijl YHCIIOBHX qaHuX) [4].

XapakTepHOI0 ~ OCOONIMBICTIO ~ aMEpUKaHCHKMX NyOmikamii y  cdepi
PO3BiAyBaNIbHOI MISUTBHOCTI € T€, II0 B HUX 3ACOUIBIIOTO MiJHIMAIOTHCS MPOOJIeMHi
rmiTaHHs 0e3 KOHKPETHHX IUBIXiB iX BupimeHHs. [Ipote, sk BioOMO, y TPaBHIBHO
TIOCTaBIEHOMY 3allUTaHHI 3aKiazeHo 50% BiAmoBini Ha Hporo. ToMy UL BUPIICHHS
IUX Ta IHMMX OpoOieM MPOrHO3YBAaHHS OE3MEKOBOTO CEPEIOBHINA IMPOIOHYETHCS
BHUKOPHCTATH BITYM3HSHUI JTOCBI] iHOpMAIiHHO-aHATITHYHOT JisSUTBHOCTI, a came:

(I) nmpakTHyHi pe3yabTaTH KypCcOBOI IIIrOTOBKH AHAMITHKIB CEKTOPY
Oe3mexkn i o6oponu. Y 2016-2021 pp. Oymo mpoBeneHO MAECATKH HPOQLIBHIX
ceMiHapiB (TpEHIHTIB), MiI Yac SKAX BCTAHOBICHO, IO HAHOLIBII TOYHI Ta
00IpyHTOBaHI pe3yibTaTy nporHo3yBanHss bC oTpUMyIOTECS BHACIIIOK 3aCTOCYBaHHS
KOMOIHAIlli METOAIB CTPYKTYpOBaHOTO aHamizy. Kio4oBi 3 HUX: CTPYKTYpOBaHHI
MO3KOBHI INTYpM; aHAJI3 3alliKaBICHUX CTOPiH; KOTHITHBHE MOJCTIOBAHHS; aHai3
cunoBux moni; DIMEFIL/PMESII-ananiz; SWOT-anani3; meron "AnbTepHATHBH
MaliOyTHBOTO" Ta HIIII.

ITpu oMy Tporiec nporHo3yBanHs bC NoNinBHO PO3AUMTH Ha TaKi eTamu:

1) mepeAnporHo3Ha OpieHTALlis;

2) miAroToBKa MacuBy (h)OpMalTi3oBaHHX BXITHUX JAHHX;

3) hopMyITFOBaHHS OCHOBHOT MPOOJIEMH (3aITUTAHHS);

4) IEeKOMITO3HIIiSt OCHOBHOT POOIIEMH (3aTIUTaHHS);

5) dbopMmyroBaHHS OCHOBHHX TEHZIEHIIH po3BUTKY bC;

6) crBopennst Mozieni bC;

7) reHepyBaHH clieHapiiB po3BUTKY BC;

8) owiHIoBaHHs creHapiiB po3BUTKy BC 3 TOUKM 30py CTyHEHIO HMOBIpHOCTI 1X
peatizariii Ta piBHA HEOE3MEKH T HAIIOHATBHUX IHTEPECIB CPKABH;

(II) 3acrocyBaHHsi MeTOQy WiILOBOr0 JIMHAMIYHOIO  ONIHIOBaHHSI
aJbTEPHATHB VI AaBTOMATU3aLil 3alPONOHOBAHOr0 AJIropuTMy Aiii. Lleit Mmeron
PO3pOo0IIeHHIT TS OLIHIOBaHHS aJBTEPHATHB pillieHb [8, 9] OyB yIOCKOHATICHUI TS
MOKJIMBOCTI OIIIHIOBaHHS AJIFTEPHATHB 3aXOMIB MPH MOOYIOBI CTPAaTETidHUX IUIAHIB
[10] Ta st OLiHIOBaHHS BaKIMBOCTI Ta IMOBIPHOCTEH allbTEpHATHBHUX CIICHAPIIB Y
xomi ix reHepyBaHHsi [11]. [ng 0pOro MJOIIBHO BHKOPHCTaTH HAIPAIIOBAHHS
naboparopii cHCTeM MiATPUMKH MPHAHSTTS pilleHb [HCTUTYTY mpobneM peectpatil
indopmarii HAH Vkpainn. Vmerscs mpo 3acTOCYBAHHS CHCTEMH IATPHMKH
npuiiastrst  pimers  "Conon-3"  [12] Ta  cucTeMHM TPOBEICHHS  EKCIEPTH3
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posroainenumu rpyramu excreptis "Koncencyc-2" [Ommoka! MCTOYHHK CCHIIKH
He Haiigen.]. Came OCTaHHS NpOrpamMHa CHCTEMa JO3BOJLIE CTPYKTYpH3yBaTH
0Ee3MEeKOBEe CEepEIOBUINE, MUITXOM MOOYIOBH HOTO IIiJIe-OpIEHTOBAHOI MOJEMi i3
3aJTydeHHIM JI0 TIPOIIeCy MOOYIOBY TPYIT eKCHEePTiB-aHaTITHKIB.
3acTocyBaHHS UX NIPOTrPaMHIX 3ac00IB 1a€ 3MOTY:
—  CTBOPHUTH MEPEXHE CEpEeNIOBHINE UL TUCTAHIIHHOI poOOTH MPOrHO3UCTIB y
CKJIaJli 00’ €KTHO-OPi€HTOBAHMX aHAIITUYHUX IPYIL;
— 3a0e3MeYnTH aJAMIHICTpYBaHHA Ta TPOTOKOJIOBAHHSA BCIX [iif aHAJITHKIB,
3QTy4eHHX JI0 TPOLIECY HPOrHO3yBaHHS;
— ABTOMaTH30BaHO NPOBOJWTH IIONApHI IOPIBHSHHSA MO0 BAKIMBOCTI Ta
BIUTMBOBOCTI PIi3HUX albTepHATUB (TiNOTE3, CLCHApiiB, TCHIACHINN), MO €
BKpail e()eKTHBHIM IIPU PoOOTI 3 BEpOAIEHOIO (HEYHCIIOBOIO) iH(pOpMALi€ro;
— CTBOPIOBATH KOTHITMBHI MOJENi PO3BUTKY OE3IIEKOBOrO CepeloBHIIa ado
KOHKPETHOI CUTYyarli;
— BH3HAUaTH IUIIXOM PO3IMOAUICHOTO EKCIIEPTHOTO OIHIOBAHHS CTYIiHb
IMOBIpPHOCTI peani3alii cIeHapiiB PO3BHTKY OE3MIEKOBOIO CEpeNOBHIIA Ta
piBeHB HeOE3MEKH IS HALIOHAIBHUX 1HTEPECIB JCPKABH.

BucHoBku

IloeqHanHs aMepUKAaHCHKOTO Ta  BITYM3HSHOTO JOCBiLy iH(pOpMaLiiHO-
AQHAIITUYHOI JiSUTBHOCTI J1a€ MOXKIIUBICTD BUPOOHTH TTiIXOAW /10 BUPIMIEHHS OKPEMHUX
mpoOIeM TPOTHO3YBaHHS OE3MEKOBOTO CEPENOBHINA 33 PaxXyHOK CTPYKTYpH3amil
CaMoTo TPOIIECy MPOTHO3YBaHHS HA BiCIM €TaIliB Ta BUKOPUCTAHHS METOY I[LJTbOBOTO
JIMHAMIYHOTO OLIIHIOBAHHS AJIbTEPHATHUB.
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USING THE INTELLIGENT EXPERT SYSTEMS FOR A STRUCTURING
OF EDUCATIONAL AND METHODICAL MATERIALS IN
EDUCATIONAL INSTITUTIONS

Sergiy Zagorodnyuk, Bohdan Sus, Oleksandr Bauzha, Valentyna Maliarenko, and
Tetiana Zahorodniuk
Taras Shevchenko National University of Kyiv, Ukraine

Application of expert intelectual systems for structuring and automation of
laboratory activities in the educational process has been analyzed. It is
shown that combination of teaching materials with cross-references and
transitions by the means of expert systems allow teachers to to make
optimal decisions on time, set priorities and prepare more effective
laboratory classes. The implementation of expert systems for classification
sections of academic disciplines in both engineering and technical
sciences and humanities has been discussed in detail. An approach that
allows the development of a new expert system to prepare teachers to
perform remote laboratory work, and also to use of virtual simulators or
effective practical training has been suggested. li is show that expert
systems can be used for classifying thematic sections of a wide range of
disciplines, including natural sciences, engineering, and humanities. It is
demonstrated that a group of teachers of an educational institution can use
a common expert system with a branched and structured classifier, thus
they can prepare a new course and train a new teacher in different areas of
humanities, in particular, philosophy, philology, history and law. As
example, it is shown that classifier of history can be built by tree
criterions: chronological criterion, criterion for wars and armed conflicts,
and criterion for the name and form of government of the state. Thus
expert systems are described as high-scale software units without
restrictions on the depth of the question tree and the number of logical
branches of the classifier.

Introduction

Representatives of educational institutions are forced to widely use the means
of structuring and automation in the educational process [1] to ensure its
competitiveness and compliance with modern standards of development [2]. Such
tools include automated learning systems, electronic reference books and
textbooks [3], tools for assessment and control of knowledge [4]. High-tech
support of the educational process allows the opportunity for teachers to prepare
and conduct classes at a high level. In particular, students of one specialization
may be taught related disciplines, which often contain common topics, elements,
results, and conclusions. On the contrary, for students of different specialties, the
same discipline may contain different material, or the same material, the topics
and issues of which are presented in different sequences. As a result, it has
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different hierarchical nesting and structure. That formulates the need to organize
methodological material in the form of a nested hierarchical structure. The article
demonstrates that this technical problem can be solved using intelligent expert
systems [8].

The expert system can record teaching materials prepared by one teacher and,
through cross-references and transitions, combine them with the teaching
materials of another teacher, as well as provide access to such mutually integrated
materials to other fellow teachers. Expert systems can be applied to solve a variety
of multi-purpose problems [10], which relate to different fields: science [9,14],
technology [5,21], business [6], medicine [1, 7, 11-13]. In educational institutions,
they allow you to conveniently formalize the experience and traditions of the
educational process. The training material can be saved in the form of a
hierarchically structured database. Different levels of access can be arranged for
professionals with different experiences. If a new teacher appears among the
professors of the educational institution, he can be assigned the mode "Read-
only", which allows him to quickly get acquainted with the educational material.
Later, such a teacher can become a supervisor and author of new educational
material.
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Figure 1: Exsys CORVID administrative application interface.
Thanks to the recommendations and conclusions of the expert system,

teachers can prepare and conduct more effective practical, seminar, or laboratory
classes. The article demonstrates that expert systems can be used to classify
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sections of academic disciplines in both engineering and technical sciences and
humanities.

Formation and Structure of the Expert System

Teachers can form and fill expert systems in different ways. The created
expert system can be used for students to perform laboratory work, manage virtual
simulators, conduct practical classes in history or other humanities. Of course,
planning and setting up a virtual laboratory requires a lot of time from the teacher.
Moreover, laboratory work in natural, technical, and IT disciplines can differ
significantly in the methodological description. However, at the stage of planning
laboratory work, the expert system will allow the teacher to make optimal
decisions on time, set priorities, and place emphasis.

It is in the process of designing and constructing an expert system that the
teacher can introduce the desired interface elements of communication with other
disciplines, replace inefficient and outdated issues,and classify practical
assignments. Most expert systems are in the form of web applications that can be
used on any modern operating system, including GNU Linux, Microsoft
Windows, Apple macOS, Google Android. For example, to work with the popular
Exsys Corvid test program (see Figure 1), you need to deploy the Oracle Java java
runtime environment and the Apache Tomcat web server. That will allow for
remote connection and long-term operation of other users of the expert system.
Both the Apache Tomcat and Oracle Java software platforms are cross-platform
and run on the operating systems noted above.

€ C @ locahost - * @ :

Exsys Serviet Runtime

What is the type of your Endoscope?
Viewing endoscope
Biopsy Endoscope
Operating Endoscope
OK

Back

Restart

Figure 2: Questions of the expert system with several options answer.

The user of the configured expert system uses a specialized web program in
which he can work with distributed multi-level menus configured by the author of
the expert system. For example, Figure 1 shows that the endoscope type selection
menu item is expanded in the administrative program, and the corresponding web
interface in which the user must select the types of endoscopes he uses is shown in
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Figure 2. From this figure, it is obvious that the questions can have only one
answer or several options, as in this case.

The expert system has an extensive classifier question tree. The user must
answer the question of the current level of the classifier menu and then he goes to
the next level, where the expert system asks a more specific and specific question.
If the system receives answers to all questions to the user - it generates and
displays the conclusion of the expert system. At each level of the classifier, the
expert system editor is obliged to assign a new interactive question to the user or
to formulate an expert decision for him.

Conclusions

1. Expert systems can organize and systematize the knowledge and experience
of teachers of educational institutions to ensure a quality level of assignment
preparation and conduct of the educational process. Such regulation and
structuring can be performed according to different criteria. Therefore the topics
and sections of one discipline can be designed in the form of several parallel
classifiers. On the other hand, passing through the question tree of different
classifiers can lead the user to one conclusion. Expert systems are effective for
classifying laboratory and practical activities. Depending on the chosen topic or
section of the discipline, the expert system may advise the teacher to prepare
remote laboratory work with real equipment or a virtual simulation.

2. Execution of laboratory works in virtual simulators takes place according to
a certain structured algorithm. The result of the algorithm is to achieve the object
of learning. A large number of laboratory works on one topic and a significant
number of options can be combined at the design stage into one common model of
data processing and decision-making, described by a common classifier of the
expert system. The conclusion of the expert system should contain a sample of the
correct execution of virtual laboratory work, as well as control questions with
links to related virtual simulations.

3. Expert systems can be used for classifying thematic sections of a wide
range of disciplines, including natural sciences, engineering, and humanities.
These systems are high-scale software units without restrictions on the depth of
the question tree and the number of logical branches of the classifier.
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Modeling of electrical networks is a computationally expensive task.
Besides improving the abstracted versions of the algorithms and
theoretical framework, optimizing implementation is essential to ensure
short response times in applications. There exists a wide variety of
optimization techniques, however, they depend on various factors such as
available memory, programming language, compiler, and processor
architecture. In this article, we have taken a look at three of the following
optimization techniques: branchless programming, multithreading and
preprocessing macros, and how they affect mode calculation of the United
Electrical Power System of Ukraine in practice. As a reference program, a
modified version of the PORT system by Infotec Ltd. translated to C
language is used.

Introduction

In order to ensure standardized input and relevance of the optimization
techniques, PORT program is modified by removing an interface and database
interactions, leaving only mode calculation. The parameters of a calculation such
as number of iterations, graph mapping and pivot nodes are then recorded to
create an additional version of the program that contains an equivalent number of
operations in a single for loop. In this article, the base version of the program is
referred to as non-linearized, and the modified version is referred to as the
linearize. GNU C Compiler (GCC), version 8.5.0 is used as a compiler.

Branchless programming

Conditional statements are a sizable part of the mode calculation, with the
common conditions being whether a node is enabled, whether a branch was
viewed and whether a convergence condition is met. The disadvantage of
branching code is that in case of branch mispredictions, unnecessary computations
are performed. The solution to this is to replace the branching code with a
branchless version, which is a common optimization technique. As an example,
the following line:

if(c==0){b=a;}else{b=0;}

can be replaced with:

b=(1>>c)*q;
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It is important to note that the behavior of a right shift performed this way is
unspecified in C language standards and can produce unexpected results on
different processor architectures or with different compilers. Additionally, the
performance of binary operators can vary depending on the architecture.

GCC compiler is capable of recognizing some patterns and optimizing them
with branchless code, however, manual adjustments are required to guarantee the
best result. Care should be taken when substituting the branching code, as
sometimes it is possible to degrade performance.

Additional advantage of branchless programming is that it multiplicatively
increases the multithreading optimizations, since a code is executed per thread. A
comparison table of branching and branchless version of the base PORT program
is shown in table 1.

Version Branching Branchless

Average time with compiler | 6396 6198
optimizations, ms

Average time without 15369 6371
compiler optimizations, ms

Multithreading

Since there are practical limitations on the clock rate of a processor core, there is a
limit on the number of instructions per second that can be executed by a program,
and by extension on the performance increase. Therefore, a common optimization
technique is to divide the work among several cores. While this approach has its
limit too due to Amdahl’s law, it can provide a performance increase several times
larger compared to a non-parallelized code. To achieve this on Von Neumann
architecturem, however, certain criteria must be met: For the purposes of this
article, we divide parallelization approaches on modern computer systems into
three categories:

- Central Processing Unit (CPU) approach;

- Graphical Processing Unit (GPU) approach;

- Cloud computing approach.

GPU parallelization introduces a problem of passing data between Random
Access Memory (RAM) and Video RAM (VRAM), and therefore is beyond the
scope of this article. In CPU, parallelization is achieved via multithreading. There
are two ways to add multithreading: operating system calls, or using a library.
Since PORT has a system-independent codebase, OpenMP library was selected.
OpenMP is a compiler-side solution for creating code that runs on multiple
cores/threads. Because OpenMP is built into a compiler, it does not require using
external libraries[7].

While OpenMP gives us significant results when input is linearized, such as a
single for-loop, or on embarrassingly parallel code, inside a complicated
codebase, such as several nested for- and while loops, the performance decreases
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drastically, and the overhead overshadows the benefits gained from
parallelization. Below is a comparison table of the equivalent amount of
computation (2525783628 elements) in linearized and non-linearized form:

Form Time on 8 threads, ms Single-threaded time, ms
Linearized program 2346 8394
Non-linearized program 213787 10409

Conclusions

In this paper, 3 optimization approaches to computer modelling of electrical
networks were analyzed. The preprocessing approach showed stable, but small
performance increase. In the particular test case that we enacted, branchless code
also showed small and stable performance increase, however, it is dependent on
the CPU architecture, and therefore must be optionally enabled (based on
performance tests) before deployment for reliable gains. The multithreading
approach showed approximately a four time performance increase on a linear
system of the same size, however, when using nested loops it showed a twenty
one times decrease in performance due to overhead.
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Nowadays, one of the most critical cyber security problems is the fight
against malicious software, precisely, the problem of detecting it. Every
year, new modern computer viruses are created that are capable of
mutation and changing while running. Machine learning methods are
increasingly being used to detect such programs. However, these solutions
can consume a lot of computing resources to perform their operations.
Therefore, creating an optimal machine learning model arises regarding
malware detection accuracy and the learning rate. This article presents the
recommended methods for selecting features and generating input data for
a machine learning model. These methods make it possible to find the best
option for preparing features that describe a malicious file that will be
used in training and determining the model with the best parameters.

Introduction

More and more progressive, sophisticated malware programs are being created
every day. And more and more often, various methods of detecting malicious
programs that are not based on the signature approach are proposed [1, 2]. These
approaches mainly use heuristic analysis, behavior analysis, or a combination of
both. Such methods are actively researched because of their ability to detect zero-
day malware without any prior knowledge of it. Such approaches often involve
the use of different machine learning models. However, their use always entails
several essential tasks that require careful research. First, there is the problem of
identifying and extracting a suitable feature set that best represents the input
dataset. Secondly, these features need to be correctly formed for a machine
learning model so that when performing operations, as little time and
computational resources as possible are used. Therefore, it becomes necessary to
create an optimal machine learning model that does a good job of detecting
malicious programs and, at the same time, consumes a minimum of computing
resources. This work aims to research several machine learning models based on
support vector machines. Compare them with each other and identify the best
model for two different types of data presentation.
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Types of data presentation

The dataset used was collected from various internet sources. It consists of 12824
executable .exe files, 11844 of which are malicious and 980 are benign. Figure 1
shows the names of the malicious files.
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Figure 3. Distribution of files in the dataset

Executable files of the PE format contain a lot of information of various types that
can be used to detect malicious programs [3]. We can think of each file as a series
of bytes, a trace of instructions or function calls [4]. Different file representation
types require different feature extraction, selection, and preprocessing approaches.
In this work, two types of data presentation are used. The first is based on the bit
information of the file, and the second is based on trace instructions.

For the binary representation of the file, you need to pull out the useful bit
information. Each file is processed in turn using the pefile library from python.
The functions of this module allow you to get the bits of specific fields from
various sections of the PE file. All received bits are alternately formed into one
large list. In this paper, two models of binary data representation are considered.
One model includes a file data section (Resource), while the other does not.

Further, 2-grams are used to process the bit sequence [5]. For each file, an
adjacency matrix is built as follows: all possible 256 bytes (00, 01, ..., ff) are used
to create a two-dimensional quadratic adjacency matrix 256 * 256, in which for
each pair of bytes in the matrix it is counted how many times in the sequence after
the first byte immediately followed by the second byte. After that, the final matrix
with dimensions (12824 * 256 ~ 2) is formed, in which each line corresponds to
one file and includes its adjacency matrix converted into vector form. Each such
vector contains 65536 features that will be used in training the model.

For the second type of data representation, tracing of instructions of the
executable file is used. The IDA Pro program generates the disassembled code.
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The program saves the disassembled instructions of each file in text format. Then,
for each file, instructions (mov, push, call, jz, etc.) are parsed in turn, collected
into one large array. From this array, instructions are deleted that occur in total in
all files less than a certain threshold (N = 50, 400, 2500, 9500). Increasing this
hyperparameter can significantly reduce the dimension of the final matrix and,
therefore, reduce the training time for the machine learning model. Figure 2 shows
the dependence of the hyperparameter N on the number of instructions used.
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Figure 4. The dependence of the hyperparameter N on the number of instructions
used

Further, for each dataset element, an adjacency matrix is constructed in the same
way as in the binary representation. The number of unique instructions (74, 126,
187, 272) sets the dimension of the two-dimensional quadratic adjacency matrix,
in which for each pair of instructions in the matrix it is counted how many times
after the first instruction the second one immediately followed. Adjacency
matrices are added into vectors to form the final matrix.

Experiment and results

We chose a support vector machine to train the models on the final matrices,
which uses a square exponential kernel. The tests were carried out for two types of
data presentation with a 40% test to training sample ratio. A wide range of metrics
are used to compare model accuracy results, such as F-score, precision, recall,
ROC_ AUC, and precision-recall AUC. Figure 3 shows the graph of Receiver
operating characteristic AUC.

The results show that the number of used features in the tracing form of data
presentation has little effect on the classifier's result. However, you can still select
the best option relying on the ROC-AUC metric. The highest score was obtained
for the variant with 74 instructions, with a roc_auc result of 0.9946. Also, the
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training time for this model is significantly less than that of options with 126, 187,
and 272 features, which is a significant plus.

Among the binary type of data presentation, a slight advantage in all metrics
was shown by the model, which includes the data section of the file. However, the
training time also increased as more data was used. It is also worth noting that the
binary representation of the data showed a comparable accuracy result with the
best model trained on instruction traces.

ROC Curves
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0.85 —— trace 74, auc=0.9946274049244371
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—— binary_r, auc=0.9961739375107045
0737500 002 004 006 008 010 012 o014
Figure 5. Receiver operating characteristic curves
Conclusions

We trained machine learning models with two different types of data
representations in this work. All models demonstrate perfect results in detecting
malicious files. The best accuracy indicators were demonstrated by models trained
on a binary data representation. The model containing the data section scored the
highest across all metrics. In particular, the metrics FO-score - 0.9090, F1-score -
0.9928 and roc_auc - 0.9961. We also managed to identify the optimal variant of
the number of used tracing instructions for training the model using the support
vector machine. The best was the model trained on the smallest number of
instructions - 74. In addition, this model requires the least time for its training,
which is a significant plus for using the model in real classification systems.
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Based on the principle of equivalence the general theory of relativity and
the definition of the non-Euclidean metric of space in a non-inertial frame
of reference associated with rotation, a geometric (topological) phase is
presented that occurs when traversing any closed loop. This approach
made it possible to establish a deep physical analogy between various
wave effects (both classical and quantum) in closed waveguides that arise
under the conditions of their rotation. Due to the coherence of the wave
function of spinless charge carriers (Cooper pairs of conduction electrons
with oppositely directed spins) in super-conductors in the ground quantum
state (superconducting state), the appearance of a geometric phase in
closed loops un-der rotation conditions can lead to interference effects in
the presence of weak bonds in the loop. To register interference effects, it
was proposed to use superconducting quantum interferometers placed in
the electric field of a cylindrical or spherical capacitor. In accordance with
the general theory of the geometric phase of rotation, the study obtained
the basic relations between the geometric phase of rotation and the phase
of the wave function induced by an external magnetic field. Taking into
account the dependence of the magnitude of the geometric phase of
rotation on the voltage across the capacitor and the size of the super-
conducting quantum interferometers, and also taking into ac-count the
specific range of angular velocities of rotation, the sensitivity of
superconducting quantum interferometers to the angular velocity can be
regulated by a rational choice of these parameters. As a result of the
analysis of the influence of non-uniform motions on the accuracy of
measurements of local magnetic fields by SQUIDs during their
monitoring on moving carriers, a method is proposed for their
minimization by double measurements of the magnetic induction in
different modes or simultaneous measurements by two SQUIDs. Based on
the results obtained, a new method for measuring magnetic fields was
proposed using two superconducting quantum interferometers under
conditions of rotational movements, which makes it possible to
compensate for the disturbing influence of rotations on magnetic
measurements, as well as to simultaneously determine the magnetic
induction and angular velocity of rotation.
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BBenenue

MOHHTOPUHT JOKaJbHBIX MarHUTHBIX MoJieH 3eMiIu HMeeT OOJNbIIoe 3HAaUCHHE B
reo)u3uKe, IeoJOTMM U JPYTrHX O0JacTAX 4YenoBedecKoi aesrenbHocTH. [Ipu
JUCTAaHIIMOHHOM, HAIIPUMEpP a3POMArHUTHOM MOHHUTOPUHTE TOUYHOCTh M3MEPEHUH
CUHTAETCSI JOIMYCTHUMOM, €CIIH OIIMOKa M3MEpPEHHH HE MPEBBHINIAET BEIUYHHBI

10 Tn [1]. HauGomee TOYHBIMH COBPEMEHHBIMH HMHCTPYMEHTAMH IS
W3MEpPEeHHUs MarHWTHBIX TIOJIeH SBISIIOTCSA  CBEPXIIPOBOASAIINE KBAHTOBEHIC
naTeppepomerpsl (CKBU/IpI), B KOTOPBIX OJaromapsi HaJIWYMIO CIAOBIX CBSI3eH
peanu3yercss WHTep(EepeHIs BOJHOBBIX (QYHKIWH HOCHTENeH 3apsma -
KyNEpOBCKUX  Iap  DJEKTPOHOB  HPOBOJUMOCTH  C  IPOTHUBOIOJIOXKHO
HaNpaBICHHBIMH CIIMHAMH, KOTOPHIE B OCHOBHOM COCTOSHUHU IIPEACTABIITIOT
co0oif 003e-KOHIEHCAT M HMEIT oO0myr BomHOBYIO ¢yHKIHI0 (BD) [2].
WuTepdepeHnus BO3MOXKHA NpU HaMWIuu pasHocTd (a3 BD ¢ nByx cropon
ciaboit cBA3M, KOTOpasi MPOIOPIHOHANbHA TOTOKY MarHUTHOW MHIYKIMU Yepe3
HOBEPXHOCTH, oxBaThiBaeMyto koutypoM CKBI/la. B To ke Bpemsi, pazHOCTh (a3
B KOHType KOJBLEBOTO HHTepepoMeTpa Ipu JIOOBIX HEepPaBHOMEPHBIX
HepeMENICHHsIX €ro HOCUTEINS N3MEHSETCSI BCICACTBHE H3MEHEHHSI METPUIECKOTO
TEH30pa MPOCTPAHCTBA, CBI3aHHOTO C MepeMeIarmuMcs 00beKToM [3,4], uTo He
MOXET HE OKa3bIBaTh BIMSHHSA Ha TOYHOCTh M3MEpEeHUH. Takas DOMOMHHUTEIbHAs
(da3a He cBsA3aHA CO CBOWCTBAMM OOBEKTa M ONpEJersieTcs TOIBKO reoMeTpHei
CBSI3aHHOTO C OOBEKTOM  JBIDKYIIETOCS MPOCTPAHCTBA W Ha3bIBAaeTCA
reomMeTpuyeckoit ¢a3zoii [5].

TeopeTHyeckuii aHAJIN3

B kadecTBe mpuMepa JBIKEHHS HEHHEPIMAIBHBIX CHCTEM OTCUETa PACCMOTPEHO
BpallleHUE C NPOU3BOJILHON YIIIOBOM cKOpocThio {) BOKpYr MIHOBEHHOI ocu. B
HEMHEpIUaIbHOW CHCTEME OTCUeTa METPHUYECKHIl TEH30p MPOCTPAHCTBA

OTIINYACTCA OT CAMHUYHOT'O TEH30pa 50:,5 .

7/01,6 :5047 +‘y1_ﬂ2GaGﬁ’ Ga :ﬂa/\ll_ﬁz 1B:C71éxr‘ (l)

A€ HUCHOJIb3YHOTCA 06H18HpI/IH5ITI)Ie o6o3Hauenus u C - CKOpPOCTBH CB€Ta, F -
MT'HOBCHHEIN paanyc-BEKTOP B HeHHepHI/IaHBHOﬁ CHCTEMC oTcycTa.
reOMeTpI/I‘IeCKaSI (1)33& C TOYHOCTBIO OO PAa3MEPHOI0 MHOXHUTEIA OIPEACIACTCA
BEIIMIHHOMN KOHTYPHOI'O MHTETpaja:

A6, :gSé-drquGadx“. @)
C C

CBepXIpOBOJUMOCTE  SIBIISICTCSl KBAaHTOBBIM ddexrom. Jlns KBaHTOBO-
MEXaHMYECKOTO OIMCAHUS, HCIONB3ys CTaHAapTHBIM Meron [3], HaxomuMm
UHTETpajd JeHCTBUS JUId 3apsDKEHHOM uacTUIBl C  HYJEBBIM CIIMHOM B

9JIEKTPOMArHUTHOM T10JIe ¢ 4-noTeHImanom A = (¢, —A) :
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(mods— D adk = fl omez ho(¥) +9(A o oo 9P
S-_[( mcds CAdx) .[ mc?, [1 [Cj +C(Aa #G, )V dt, (3)

aflfﬂz
re Q- 3apsix W M- Macca 4YacTHIBL. 3aTeM oOmpenesercs (QYHKIHS

T'amunbTOHA:

4)
KOTOpas HCIOJIb3yeTcss Ul TOCTpOeHHs omeparopa [ammisTona H (P)

(TaMUIBTOHHAH) [PU [IOMOLIM 3aMeHbI 0000IIEHHOr0 uMITyiIbca P Ha omeparop
UMITyJIbCA P=—inV (3mech | - MunMas equanma u 71 =1,055-10% 5pe - ¢ wmm =
1,055-10* foic-c - mpuBemeHHas TmocCTOsiHHas IlmaHKa, V- oreparop
rpaguenta). B dopmynax (3) u (4) L — ¢bysxuus Jlarpamxa, V- CKOpPOCTh
dacTHel ¢ KommoHeHTamm VY = OX” / ot, mpmuem V°= ;/aﬁv“v” , 10

COBIA/JIAIOIIMM BEPXHUM M HI)KHUM HHJCKCAM IOJPa3yMeBaeTCsi CyMMHPOBAHHUE.
Takum 00pasoM, B NPOCTPAHCTBE C METPUKOH J,, (1) Ha 3apsDKeHHYIO

gacTUIy AeUCTByeT 3((EeKTHBHBIA KaaHMOPOBOYHBIA BEKTOPHBIA ITOTEHIHAT
Ag = A—¢G, xoropslil He BIMAET HA e¢ COCTOAHHE, HO MPUBOIUT K CHABHIY

¢a3sr BO npu nHTErpUpOBaHKH 10 3aMKHYTOMY KOHTYPY:
_ o_ 9 o Lo W |
A6, —Ef(Aa — 4G, )dx = (1>(A)—Qdo-~Vxﬁ =A0,-Ab,, (5)

rae ZC' orpaHuueHHass KOHTypoM C MOBEPXHOCTb. OTOT CIBHT (ha3sl
pacnamaercs Ha 2 KOMIIOHEHTa: CABHI UW3-3a MAarHUTHOTO TIOJIS AHA,
IPONOPIIMOHAIBHBIN BEJIMYMHE MAarHUTHOTO IIOTOKa 4Yepe3 3Ty MOBEPXHOCTh
GJ(A) u casur asel u3-3a Bpawenns A6y . Kak 6but0 nmokasano B [6] s
CKBU/a, momemeHHOTO B CEpUYECKUA WM IMITHHIPUICCKUN KOHICHCATOP
nox Hanpskennem U , B HepensaTuBucTCKOM Ciydae (ﬁ < l) C y4eToM TOTO,
aro (Q/hC) = 27D, rie d, =2,068-107 I'c-cn? wm @, = 2,068-10"° B6

— KBAaHT MAarHMTHOIO TIIOTOKa, I LEHTPAJbHOTO HJIM OCCCHUMMETPUYHOTO
CKaJIIPHOIO MOTeHIMana ¢ Beipaxenue (5) ynporaercs [6]:
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glSSQ|D_2K QJ_SSQIDU (6)
@, e

O(A Q
A6, =2r q()o)—zm:ogma =2z

rae EL - ycpennennoe mno miomaan CKBU/la 3HaueHHe HOpMalbHOMI
KOMIIOHGHTBI BEKTOpAa MATHHTHOH MHIAyKIMH, ) - IPOCKIHS aKCHAIBHOTO
BEKTOpPa yIJIOBOH CKOPOCTH BpalleHUs HAa HOpMalb K rtockoctu CKBU /la, SSQID
- muomans CKBU/la, U - manpsbkeHre Ha KOHTAKTaX LHJIMHAPUYECKOTO HWIIH
ceprdeckoro KOHACHCATOpa, Ks,z - ko3 duImenT, 3aBuCcAIMHA 0T GOPMBI U

pa3MepoB KOHJEHCATOPA, UCIOIb3YEMOTO Ul CO3JAHUs IEKTPUYECKOTO MOJIS.
Eciu paccmarpuBaTh BIMSHHE BHELIHErO 3JEKTPUYECKOrO IO, HampuMep
aTMOC(EPHOTO 3IEKTPHUECTBA IIPH MATHUTHON a3pOCHEMKE, TO B CHIIy MaJlOCTH
pasmepoB CKBHM/la mosie MOKHO CUHTATh MOCTOSHHBIM M BBIHECTH IOTEHIMAT B

(5 m 6) 3a maTerpan, T.e. cuutath Ky, =1.

M3mepsiemoii BennuuHON sBIIsieTCsl O€3IMCCUNIAIMOHHBIN TOK depe3 clabyro
cBs3b (Hampumep, nepexon J[ko3edcona [2]), KOTOpPBIHI OAHO3HAYHO CBSI3aH C

rpajueHToM (asel BO u orpanuueH kputuueckuM TokoM |- , uto onpenenser

pabounit mmamazon CKBHWJa. Teopermyeckas 3aBHCHMOCTb, OIpENEIIAIOIIAs
KBaHTOBYIO HHTepdepeHmio BO npu TyHHEMpoBaHUN HOCHUTENEH 3apsiia depe3
Tepexol, UMeeT MPOCTOM BUII:

i(AG) =i.SinAG. )
B pesynprate caBur ¢aser BD 3a cuer BpamieHHS NPHBOAUT K OIIHOKaM
m3Mepenmii. Tak [ake TIPH CKOPOCTH BpameHus ~lepad/c mmomann

Sso ~1cm® n nanpsokennn U ~10B  nompaska gocturaer ~ 2,50, uro

MHOTOKpaTHO  mpeBblaeT nopor  uyscTBUTenbHocTH  CKBWJa.  [lns
MHHUMHJ3AIUH OMIHO0K HEOOXO0ANMO MTPOU3BOIHUTH IO KpaifHel Mepe AByKpaTHbIE
U3MEpEeHHs C pa3sHbBIMH 3HAUCHMSIMH HANpsDKEHMS HA KOHJECHCATOpE WM
oxHoBpeMeHHbIe m3Mepennst 1Bymst CKBW/lamu. Torma B cootBeTcTBHH C (6):
A6, — A6, 5 _o U0 -UAG, @
B =% :
2”SSQ|DK5,Z (Uz _Ul) 27Z'SSQ|D (Uz _Ul)

CBs13b MEXAY U3MEPSIEMbIMU BeTMYNHAMH U caBUTamu (a3 BO onpexnensercs
13 KOHKPETHBIX pab0vMX XapaKTEePUCTHK IPHOOPOB.

Q =cd,

BrIiBoaBI

Takum o0pa3om, B pe3ysibTaTe aHAIN3a BIMSHUS HEPAaBHOMEPHBIX IBHKEHHU Ha
TOYHOCTh M3MEpEHHH JOKaIbHBIX MarHuTHbIX nonedt CKBWJlamu npm wux
MOHHTOPHHTE Ha TIOJBIDKHBIX HOCHUTEISX TPEIJIOKEHAa METOJIUKAa HX
MUHMMU3AIMU IIyT€M [JBYKPATHBIX HU3MEPEHUI MAarHUTHOW MHIYKUUM IIpU
pa3sHbIX peKUMax UIH OJHOBpeMEHHBIX u3Mepenuil 1syms CKBU lamu.
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MATEMATHYHA ®OPMAJIBALIS CHCTEMHU I'TOBAJBHOIL
MAPIIPYTH3AII MEPEXI IHTEPHET YV BUTJISIII
TOIIOJIOI'TYHOI'O ITPOCTOPY

Biraniit 3y6ok, Anapiit laBuarox
[HctutyT npobnem monemoBanHA B eHepretuni iM. I'.€. [Tyxosa HAH Ykpainu,
M. KuiB, Ykpaina
vitaly.zubok@gmail.com, andrey19941904@gmail.com

CTpiMKHH PO3BUTOK TOIOJOTii TJIOOATBEHOI KOMIT IOTEPHOI Mepexi
InTepHeT BUMarae i MOCTIHHOTO BIOCKOHAJEHHS. [Ipy HbOMY Ba)kKJIMBUM
acrieKToM (YHKLIOHYBaHHS Mepexi [HrepHer € 3axucr ii cucremu
rnobanpHOT MapmipyTu3adii Bin kibepatak. OmHi€l0 3 aKTyalbHHX
npobiaem  3abesmedeHHS ~— KiOep3axWCTy ~ CHCTEMH  TJ00aibHOI
MapHIpyTH3alii € BiCYTHICTP KOHKPETHOI'O BH3HAYEHHS TOIIOJIOTI]
[HTEpHEeT K MOHATTA.

VYV naHoMy foCHiIKEeHHI 3aIIPOIIOHOBAHO BapiaHT (GOPMYITIOBaHHS HOHSTTS
«ronosorist ~ IHTepHeT»  3acobaMM  MaTEMAaTHYHOTO  BH3HAYCHHS
TOMNOJIOTIYHOTO  NPOCTOPY, 110 YTBOPEHHMH CHUCTEMOIO TIJ100anbHOL
MapupyTH3alii Ha MHOXHUHI 3’€IHaHb MDK BYy3JlaMH — aBTOHOMHHMH
cucteMaMd. Y pe3yinbTaTi  3acTOCYBaHHS  Takoro  MiIXOXy
MpPOJEMOHCTPOBAHO, IO MApIIPYTH, SKUMH 3HiHCHIOEThCA TpaHchep
iHpopMaLii Mpo MOOCTYIHICTHP MEpEeKeBUX MpedikciB, € eneMeHTaMu
ToroJorii. Take MpeacTaBIeHHs CTBOPIOE MOXKIIMBOCTI JUIST BUKOPHCTAHHS
METO/IIB TOTOJIOTIi 3 METOK JOCTIHKEHHS TOMOJOTIYHOTO IIPOCTOPY
Intepher.

Beryn

CJI0BOCIIOTYYEHHSI «TOMOJIOTIsI Mepexi [HTepHeT» HallyacTille BHKOPUCTOBYETHCS
y IBOX 3HaueHHsX. [lepiue - Koy #aerbes riaodanbHuil iHpopManiiHuil mpocrip,
mo yrBoproe BcecBiTHIO naByTuHy (WWW) 3 BUKOpPHCTaHHSM TilepIiOCHIaHb
(URL) wix indopmariiiaumu pecypcamu. Jlpyre - TEpMiH «TOIMOJOTIs»
3rajly€eThCs Mif4ac OMHCY CTPYKTYpH KoMmil'toTepHoi mepexi IHTepHer. B 060x
BHMAJIKaX 3aBIJKMA aHAJi3y OKPEMHX TPYyH 3B’S3KIB MPOBOIATHCS YCHINIHI
JIOCIIKEHHS BIACTUBOCTEN 1i€1 «TOMOJIOTIi».

YV pamkax [BOrO JOCTI/DKCHHS PO3MNITHYTO AacCleKTH BH3HAYCHHS
TEpMiHOJIOTIl, MOB’sI3aHOI 3 TOMONOTIEI0 [HTEpHET SK KOMIT IOTEPHOI Mepexi,
omucy Tomnosorii Ta mpuHIMMIB 11 ¢popmyBanHs. Lle HeoOXimHO, Ui YCYHEHHS
HEBU3HAYECHOCTi, IO BHHMKA€ B HACHIMOK BiJJICYyTHOCTI WITKOTO BH3HAYCHHST
Tonosiorii IHTEpHET sSK MOHATTS, Ta MiJ 4Yac MPOBEACHHS JOCITIKEHHS IIi€l
TomoJioril. Y3araibHeHe Ta iHTerpajbHE BH3HAYCHHS, SIKe 3aTHE MOSCHHUTH, 3
SKUX EIEMEHTIB CKIIaJIaeThesl came IIo0alibHa KOMITIOTEpHA Mepexka [HTepHeT i
SK caMe BOHH B3a€MOJIIOTb, JOIIOMOXKE MPUOPATH IEPEeNoHy Ha LUIAXY MOLIYKY
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METO/IiB BAOCKOHAJICHHS MEpeXi Ta 3aXHUCTy Bif KibepaTak, 30Kkpema, ii cucreMu
rio6ansHOT MapmpyTi3amii [1].

Orasj icHyouHX AocTixKeHb Tonojaorii InTepuer

InTepHer € 0O0'emHAaHHSIM KOMITIOTEPHHX MepeX, 1 CyTHICTH Ioro came B
00'eTHaHHI 32 IPUHIMIIAME 3aTAJIBHOI JIOTIYHOT afpecanii Ta MapIIpyTH3aIil.

VYV [2] Tomonoriero IHTepHEeT Ha3uBaIOTH HEPOPMaNi30BaHy KOHCTPYKIIO, Y
SKIM KiHIEBI MPHUCTPOi, MapIpyTU3aTOPH, ABTOHOMHI CHCTEMH 3’€/IHaHI OJHE 3
onHuM. Take BHU3HAUEHHS MICTUTH O4YeBHIHI Hpotupivyus. [lepme mpoTupiuds
Nojsirae B TOMY, LIO 3’€lIHaHHSA KIHIEBUX NPHUCTPOIB Ta MapLIpyTHU3aTOPiB
BJIACTUBE OyIb-sKifl CKJIAMOBIi KOMIT'FOTEpHOI Mepexi i, TaKUM YHMHOM, TaKe
BU3HAUEHHs He € crenudiuHuM Ui Mepexi [HrepHer. [lpyre mpotupivus
HOJsITa€ B TOMY, IO ABTOHOMHA CHCTEMa 32 BHM3HAYCHHSIM € pEe3yJIbTaToM
aIIMIHICTPAaTHBHOTO 00’€IHAHHS MapIIPyTU3aToOpiB, a TOMY HPHITYIIEHHS IPO
KIiHIIeBUI TPUCTPIii, 3’ €AHAHUI 3 aBTOHOMHOIO CHCTEMOIO, € HEKOPEKTHHM.

Pobota [3], Ha sIKy HOCHIAOTHECS aBTOPH [2], MPOMOHYE iHIIE BU3HAYCHHS
tomosorii [HTEepHET, a caMe — CYKYyNHICTb B3a€EMONOETHAHUX JOMCHIB
MapmpyTu3auii (routing domains). Lli moMeHH SBISIOTE COOOIO «TPYIy BY3IiB
(MapmpyTH3aTopH, KOMYTaTOpM Ta XOCTH) IiJ €IMHAM TEXHIYHUM
aIMIHICTpYBaHHAM, B SIKMX HasBHA CIJIbHA MapLIpyTu3amiiiHa iHpopMamis Ta
HpaBHIIaY.

OTmxe, TyT TOIOJOTIS SBIsE COOOI0 3’€JHAHHS IPYH HEOJHOPIJHUX BY3IIB,
NpY TOMi BU3HAYEHHS IMX TPYI CIIBIIAJIa€ 3 HaBEJCHUMH paHillle BU3HAYCHHIM
aBTOHOMHOI cucteMd. ToOTO, CHHTE3YIOUH IIe BH3HAYECHHS 3 OUIBII 3arallbHUMHU
HOHATTSIMH  TOMOJIOTI] KOMIT'IOTEPHHX MEpeX, MOXHA 3alpoINOHyBaTH JBa
HacTyIHI (popMyITFOBaHHS:

1) Tomosnorier0 KOMIT'IOTEpHOI Mepeki [HTepHET € BH3HAYCHHH CHCTEMOIO
ro6anbHOT MapuipyTH3aiii crocid 3’e€qHaHHs ii aBTOHOMHHUX CHCTEM, IO SKHX
BXOJISITH OKPEMi MepeeBi Mpedikcy 31 CHIJIBHOIO MOJIITUKOI0 MapIIpyTH3aLil.

2) TOmoMNOTiEr0 KOMIT'IOTEpHOI Mepexi I[HTepHEeT € CTpYKTypa y BHIJIAAI
rpada, ska MOXXe NPEACTaBUTH B3AaEMOAII0 il aBTOHOMHHX CHCTEM, JIO0 SIKHX
BXOJATH OKPEMi MepexeBi MpeikCH 31 CHUIFHOIO MO THKOI MapIIpyTH3aIii.

Taxi BU3HAUEHHS HE MICTSTh 3a3/aJIeTib BIIOMHAX MPOTHPIY, 1, BIAIOBITHO 10
HHX, TomoJoTis [HTepHeT Ga3yeThcss Ha 3’€JHAHMX OJHA 3 OIHOIO aBTOHOMHHUX
cuctemax (mam - AS). Bona e Hai6inpmr wacto mociipkyBanoio [3 - 6]. Ilpu
LIbOMY JIOCITITHUKH aKIIEHTYIOTh yBary Ha HACTYITHOMY:

- Tomonoris IHTepHeT Ha piBHI AS € HalrmuOIION AeTai3alico
Mepexi IaTepHer, iHImI piBHI TomoNOTii [HTEpHET YacTKOBO
3ajeXaTh BiJ TOMOJIOTIi piBHSA AS;

- OTpUMATH TOMOJOTiI0 PiBHA AS BiHOCHO TPOCTO, a IHII piBHI
TOMOJIOTIT 1HOAI PO3MIAAAITBC K NpHBaTHA iHpoOpMaNis, i
OTPUMATH iX 3HAUHO BaX4e;

- Tomoioris piBHI AS He po3pobiseThess Oe3MOCepeHbO JIOIBMU;
HATOMICTb 1€ CIUIBHUIT Pe3yNbTaT TEXHOJOTTYHUX Ta CKOHOMIYHHX
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MOTYKHOCTEH, a 0T>Ke, HOro MOXOHKEHHI Ta €BOJIIOLIS BUKIUKAIOTh
3HAYHHH iHTEepec 3 GOKY JOCIIiTHUKIB.

VSBIeHHS NPO «BITHOCHY NPOCTOTY» OTPUMaHHS iH(oOpMAaIil mpo 3B’I3KH
MK AS, ske Oyno HaBemeHe B [2] Ta IHMMX poOoTax, IyKe CIIPOIICHE.
OyHKIIIOHYBaHHS CHCTEMH TIJI00QIBHOI MapmIpyTH3alii He Ja€ MOXIHMBOCTI B
okpeMiit AS otpumaTu iHpOpMAaLiIO PO YCi 3B SI3KU B MEPExi Oe3MocepeIHbO 3a
noromororo nporokorry BGP. BincyTHicTh equnoi Touku oy (vantage point)
IUIS BCiX 3B’S3KIB Ta MapUIpYTiB HiATBepIKye Takox [xod XocToH, BUIATHUI
BYCHUH 1 po3poOHUK [HTEpHET, KUl B [7] aKLEHTYe yBary Ha TOMY, 110 «HE iCHy€e
a0CoMOTHOI HpaBaW NPO TOIOJOTIIO; € JiMmie Habip BITHOCHHX MapLIPYTHHX
Kapr, 3i0panux okpemumu BGP-cuctemammy.

Bumie Oyno nmaHe BU3HAUYCHHS BCIX CIIEMEHTIB TJIOOATBHOI KOMIT IOTEPHOT
Mepexi [HTepHeT, AKi CKIafaroTh ii apXiTeKTypy, 1 sika Binpi3Hse 11 Bix Oyab-skoi
iHIIoI KOMII'IOTepHOi Mepexki. HeoOXimHO BH3HAYUTH, LI0 € TOTOJOTIE
IaTepHeTy, AKHMI CKIAmaeTbes 3 LOUX eneMeHTiB. Lle macte 3Mory ycyHyTH
HaBeleHE IPOTUPIYYSL.

Bu3HaveHHsI TONOJIOTiYHOr0 MPocTOpy Mepe:ki InTepHer

IcHye diTke MaTeMaTH4YHE BU3HAUYCHHS IMOHSITTSA TOMOJIOTil. BOHO MOXOAWTH 3
BU3HAUCHHS TMOHATTS TOIOJIOTIYHOTO TIPOCTOPY, SKE BHUKOPHUCTOBYETHCS Y
3arajbHii TOMOJOTii. BU3HAUCHHS TOMOJIOTIYHOTO MTPOCTOPY CIUPAETHCS JIUIIC HA
TEOPit0 MHOXHH, 1 € HaliOINbII 3arajJbHAM MOHSATTSM MAaTEMAaTHYHOTO MPOCTOPY,
110 JI03BOJIsIE BU3HAYUTH HACTYITHI KOHIICMIIT, TaKi K Oe3nepepBHICTh, 3B'SI3HICTh
Ta KOHBEPTeHTHICTH [8].

Hexait icHye MHOXwmHa enemeHnTiB X. Cucrema T BiIKpWUTHX MiAMHOXWH Il
€JIEMEHTIB € TOTIOJIOTIEr0 Ha X, IO BiIIOBiIa€ BUMOTaM, SIKi 3BYTHCS aKCiOMaMu
TOTOJIOTII:

- 00’emHaHHA JOBUIBHOIO ciMelcTBA MiAMHOXKMUH L 3 enemenTiB X
HAJEXWUTh T .

VL, L"eT:(L'nL"eT)
- IEepeTHH JOBUTFHOTO CKIHYEHHOTO ciMeiicTBa L 3 miIMHOKHH eJIeMEeHTiB
X Hanexutsb T:
VL, L"eT:(L'uLl"eT)
- cama MHOXHHa X Ta MIOPOKHS MHOXKHMHA Hallexkath T:

BeT, XeT

OxpeMHUM BHITQJKOM TOMOJIOTIYHOTO TPOCTOPY € TMPOCTIp 3 JAUCKPETHOIO
TOMOJOTi€l0. Y IUCKPETHOMY TOIMOJOTIYHOMY HPOCTOpPi MHOXKHHA TOYOK HE €
6e3nepepBHOIO, BCi TOUKU IPOCTOPY B IEBHOMY CEHCI 130J1b0BaHi OJIHA Bij OJHOI.
Tomonoriero JUCKPETHOTO TOMOJIOTIYHOTO TIPOCTOPY (AUCKPETHOIO TOTIOJIOTIEI0) €
CIMEHCTBO BCIX HOro IIAMHOXKHH, IIO BIANOBIZAaIOTh aKCiOMaM TOIOJIOTII.
OcoOyuBicTIO IUCKPETHOI TomoJiorii € Te, mo ii 06a30i0 MOCIYTOBYIOTH BCi
TTiIMHO>KHU MHOKHHU X, IIO CKJIJIAIOTHCS 3 OJHOTO EJICMEHTA.

MepexeBi CTPYKTYpH YTBOPIOIOTH TOIOJIOTiYHMII Tpoctip. MerpuuHi
CTPYKTYpH 4YacTO MOJEIIOIOTh y BHIIIAL rpada. Y poGoti [9] mpencraBieHo
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TOTIOJIOTIYHUMA TPOCTIp JOTiCTHYHOTO Tpada Ha MHOXKHHI Horo pebdep, 3 4oro
cIiye, mo rpad € IPUKIaToM MOJIEI.

Mu Takox BOAUaEMO TOIOJIOTiIO IHTEpHET y BUIIIIAI «CTPYKTYpPH SIK rpada,
0 MOXKE IPEJCTAaBUTH B3a€MOIiI0 ii AS, 0 SKUX BXOAATH OKpeMi MepeKeBi
npedikcH 3i CHUIBHOIO IIOJITHUKOI0 MapIIpyTH3aIii», OCKUIBKH INPEACTaBICHHS
Mepexi y BUIIsiAL rpada € TUIIOBUM i 3arasibHO mpuitHaTuM. Skio rpad InTepHer
TEX € MPUKIAJ0M TUCKPETHOTO TOIIOJIOTIYHOTO MPOCTOPY, HEOOX1AHO BU3HAYUTH
Ha MHOXHHI SKHX €JI€MEHTIB 3a/IaHO I[f0 TOMOJIOTIIO.

OCKIIBKH TOMOJIOTiS — I CHUCTeMa IiJAMHOXHUH 3 CJIEMEHTIB MHOXKHHH, Ha
SIKI BOHA 3aJIa€ThCs, HEOOXIJHO BH3HAYUTH, Ha SAKIM caMe MHOXHUHI 3aJIa€ThCs
TOHOJIOTI.

OCHOBHOIO (PYHKII€I0 CHCTeMH TIJ00anpHOI MapripyTusanii € oOMiH
iH(popMari€to po TocTymHicTh Mepexi. Lls iHpopmartis mpo JOCTYIHICTE Mepesxi
BKJIFOUA€ CIUCOK AS, Kpi3b SKi MPOXOIUTH iH(POPMAILS PO JOCTYIHICTh MEPEXi.
Liei indopmarii moctaTHBO 1715 TOOYIOBH rpada 3B'3KiB AS.

Mapmpyr — wne oxauHuus iH(opMmamii, sKa NOoexHye HaOip MYHKTIB
MPU3HAYEHHS 3 aTpUOyTaMH NUIIXY A0 [HX ITyHKTiB Ipu3HayeHHs. Habip myHKTIiB
NpU3HAYEHHs — Il cucTeMH, IP-anpecn sikux mictsatees B omHOMy IP-mpedikci,
pO3TAlIOBAHOMY B TOBiIOMJICHHI NP0 JOCTYIHICTH Mepexi (network layer
reachability information, NLRI). [ITnsx — e mani y BUNIAAi ciucky AS, depes ski
HNPOXOAUTH iHGOpMALis HPO IOCTYIMHICTH Mepexi. JlaHi MicTAThCS B HOMi
aTpHOYTIB IUISIXY TOTO caMoro nosigomienHs [10].

IlouaTkoBi maHi, M0 JOCTYMHI HaM 3 CHCTEMH TIIOOANbHOI MapHIpyTH3aii,
BUTJISIJAIOTh TaK.

- MHOXWHA BY3IiB AS;

- MHOXWMHa MepexxeBHX mnpedikciB (ineHtudikatopu IP-mepex, 1o sxux
MPOKIAAAI0TECA MAPIIPYTH), IPHYOMY KOXEH npedike MpHB'I3aHUi 10
MEBHOTO BY3J1a, 3BAHOTO «IKepesiay;

- 3’¢AHaHHI — CIPSIMOBAHUII 3B'I30K ABOX CYMDKHHX AS, MO sSKOMY
MepelacThcsl aHOHC KOHKPETHOro mpedikcy; 3'€MHaHHI MOXYTh
PO3TIIIaTHCH BUKIIFOYHO B KOHTEKCTI Mepeaadi mo Hux iHdopmarii mpo
JIOCTYIHICTh MEPEKEBUX NpediKCiB;

- MapuipyT [0 TMEBHOTO mpedikcy — KOMOIHAMIs 3 MOCIIIOBHUAX 3B S3KiB,
1110 3aKiHYY€ETHCS [DKEPEsIoM mpedikcy;

- MHOXWHA MapIIPYTiB 10 IIEBHOT0 Npedikcy, ska OXOIUTIOE BCI MOXKIIUBI
KoMOiHaIii MOCTIJOBHUX 3B’S3KIB, 3a SKNMH aHOHCYETHCS TEBHHUI
npedikc, 3 KiHIIEBOIO TOUYKOIO B JuKepei mpedikcy;

- MHOXWHa BCiX MapIIpPYTiB 10 BCiX MpedikciB.

HeoOXxigHUM € BCTaHOBICHHS BINIOBIAHOCTI MiX CTPYKTypamd, MIO
YTBOPIOIOTBCSI B pe3yibTaTi MpoOIeciB rIo0alpHOI  MapmpyTu3amii Ta
MaTeMaTHYHUM BH3HAYEHHSIM TOIIOJOTTi.

Teepmkennst 1. Oxkpemuii MapupyT 10 npedikcy € TOMOJOTIEI0 Ha MHOXKHUHI
3’€/IHaHb.

Teepmkennst 2. CyKynHICTh yCiX MapLIPYTiB 10 mpedikcy € TOMONOTie Ha
MHOXUHI 3’€/IHAHb.
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Teepmkennst 3. CykymHICTP yciXx MapuipyTiB 10 Bcix TmpedikciB €
PO3IIMPEHOO TOIOJIOTIEI0 HA MHOXKUHI 3’ €/THAHb.

HaBenemo oOrpyHTYyBaHHS TBeppKeHb 1,2,3, momepenHbo CHOpMyITIOBaBIIN
3acajy Ta MPeCTaBUBIIY BU3HAYEHHS, Ha SIKUX 0a3yeThcsl OOIPYHTYBaHHS.

3a Bu3HaueHHSIM, MapupyT B BGP-4 MicTuTh MepexeBuil mpedikc Ta OULx
10 Hboro. OCKINBKM HaMU NPUHHATO, MO 3’€JHAHHS MDK CYMUDKHHUMH AS MH
PO3rIsLJaeMO BUKIIOUYHO B KOHTEKCTI Mepeaadi o HhOMY MapIIpyTy A0 NEBHOTO
npedikca, To MapIIPYTH BiAPI3HAIOTHCS BUKIIOYHO NIUIAXaMH, TOMY Jalli 3aMiCTh
«UIISIX» MU BUKOPHUCTOBYBATHMEMO TEPMIH «MapILIpyT».

Mepexa [HTEepHET € CHCTEMOIO CHONYYEHHX KOMITIOTEPHHX MEpex,
o0'enHaHux npuHOMIaMu Mapmpyrtuzamii [11]. Omxke, MepexeBuil mpedikc €
iZeHTU(IKaTOPOM OKpeMoi KOMI'IOTEpHOI Mepexi, SKy MOXHa BBaXaTH
CIIOJIy4eHOI0 3 [HTepHeT Toxi 1 JInIe To/i, KOJU 10 Hel iCHye MaplpyT 3 KOXKHOT
iHImoi crmoiydeHoi Mepexi. ToMy BBaxaTUMEMO, HIO0 B KOXHIH AS HasBHHI
TIPUHANMHI OMH MapuIpyT 10 KOKHOTO MEPEXKEBOTO Mpedikcy.

AS 3a BH3HAYCHHSIM OOMIHIOETBCS IH(POPMAIIEID TPO MAPUIPYTH OO
mpedikciB 3 inmmmu AS [10,12]. Tomy BBaxkaemo, mo Oyab-ika AS wmae
3’¢lHAHHA 3 TPUHANAMHI OJHi€I0 IHIMOW AS, 1 KOXHE 3’€JHaHHS 3ajisHE
NpUHAMMHI B OJHOMY MapIIpyTi, TOOTO dYepe3 HBOro Moke OyTH HpOKIaIeHO
NUISIX Bix Xo4a 6 oxHiel AS o mpkepena xo4a 6 0JHOTO mpedikcy.

OorpynryBanHs TBep/pkeHHS 1.

Mapuipyr m(p) 1o mpedikca p 3a BU3HAUSHHSIM € MHOXKHHOIO TOCIIiTOBHHX
3’e¢mHaHb. JlMCKpeTHa TOMONOTIS BKIIOYaE B ceOe BCi MOXKIHBI KOMOiHAIi
€JIEMEHTIB MHOXKMHH, Ha SKiii BOHAa BU3HA4YaeThcA. JMCKpEeTHa TOMOJOTIS Ha
MHOXWHI 3’€JJHaHb, SKi Halexarh npedikcy, BKIOYae B cebe Bci KOMOiHAIl
3’e¢mHaHb. BriopsnkoBaHa OeslepepBHA IOCTIIOBHICTh 3’€HaHb € ONHIEI 3
MOXITUBMX KOMOiHaIiii 3’eqHanb. OTke, OKpeMHi MapiipyT 10 mnpedikcy
HaJI)KUTh TOIIOJIOTIi Ha MHOXUHI 3’ €IHAHB.

OoOrpynryBanHs TBep/KeHHS 2.

Hexait M € ciMelicTBOM BCiX KOMOIHALi#l 3 MOCIIZOBHMX 3’€HAaHb, [10 AKX
TepeaeThes iHpopMaIis mpo JOCTYIHICTD Mpedikey p:

M, =Um(p)
m(p) = {1, 1, 1 AP

OueBHAHO, IIO TOAI KOXHE OKpeme 3’€JHaHHs | HaJleKHTh SKOMYCh
€JIEMEHTOBI m ciMeiicTBa M, 1 He iCHYE KOIHOTO 3’€JHAHHS, SIKE HE HaJexalo O
JI0 KOTHOTO eneMeHTa cimeiictBa M. OTxe, CyKyNHICTh YCiX MapIIpyTiB 10
npedikcy HaJCKUTh TOMOJIOTI Ha MHOXKHHI 3’ €THaHb.

O6rpynryBanus TBepKeHHS 3.

Hexaii B xoptexi (V,E) mo V manexare Bci AS, a mo E wmamexarp Bci
3'eqnanng Mixk AS. Hexait T € Tomosoriero, 3aJaHOI0 Ha MHOXHHI BCiX 3’€HaHb.
3 Bu3HaueHHS AS ciigye, KOXEH 3B’S30K BHKOPHCTOBYETBCS INPH TMOOYIOBI
MpHHAWMHI OJJHOTO MapIIPyTy 10 meBHoro npedikcy. Toai Bci MappyTu 10 BCix
npedikciB «3aIilol0Thy» BCi 3B’S3KM y Till 4M iHmINH koMOiHamii, a oTxe —
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CYKYIHICTh BCIX MapLIpyTiB IO BCiX Mpe(diKCiB € PO3IMUPEHOI0 TOMOJIOTIEN,
3aJaHOI0 HAa MHOKHHI BCIX 3B’I3KiB MiXk AS B Mepesxi [HTepHerT.

Kpim Toro, mo Tomosorii Mae Hane)xaTH IOPOXKHS MHOXKMHA €JIEMEHTIB, Ha
SKAX BOHa 3amgaHa. [l Tomosorii IHTepHET NMOPOXHBOIO MHOMKHHOIO MOJXKE
MOCITYTOBYBaTH KOMOIHAIs 3B’3KIB, MO sKii AS aHOHCye caMiii co0l BiIacHHIA
MepexeBUil pedikc.

Posrnsnemo npuxnan Ha puc. 1. Hexait AS1, AS2,..., AS6 — ineHtudikatopu
aBTOHOMHHX cucteM (AS), mpu yomy AS1 e mxepenoMm npedikcy p. Hexait
L={1,2,3,4,5,6} — wnampaBieHi 3B’S3KH CyMiKHHUX AS, SAKHUMH TEpEIacThCsA
iH(pOpMaIIis PO TOCTYIHICTE MEpeXeBOoro npedikcy p.

Pucynok 1 — IIpukian yTBOpEeHHS! MapIIPYyTiB 3 €IEMEHTIB TOIOJIOTI]

PosriissHeMo CciMEHCTBO TMIiJAMHOXKHH 3 eneMeHTiB L, siki mMorim O craTu
MapumpyTamMu a0 npedikciB, mo aHoHcyroThest AS1. OOoB’si3k0oBa yMoBa 3a
BU3HAUCHHSM MaplIPYyTy — IOCIiIOBHICTh 3’€qHAHb Ma€ OyTH Oe3nmepepBHOIO, a
3aKiHYYBaTHCH JuKepesioM mpedikcy (AS1):

{@ }: (AS1,AS1);

{1}: (AS2,AS1);
{1,2},{4,3},{5,6,3}: (AS3, ASl);
{4},{5,6}: (AS4,AS1);

{6}: (AS5,AS1).

Pestomyemo MipkyBaHHs. Hexaii icHye MHOxuHa L Beix 3’eaHanp 1 mix
By3namu. Hexaii icHye cuctema €leMEHTIB MHOXKMHHM LUX 3 €IHaHb 1, 70 SKOi
HaJeXXaTb IIOPOXKHS MHOXWHA, CaMa MHOXKHHA BCiX 3’€IHaHb, Ta Oymb-aKi
KoMOiHaii (00’ eHAHHS Ta MEPETHHH) 3 €1 MHOKUHH:

aT : G LeT; VL,L"eT: (L’mL"eT; L'uL"eT)

VYV TakoMy BUmanky cuctema 7 BiINOBiZa€ BH3HAYEHHIO TOMOJOTil Ha
MHOXHHI 3'eqHanb L, a mapa G(L,T) BiamoBizae BH3HAYEHHIO TOMOJIOTTYHOTO
IpOCTOPY, A€ MHOXHHA 3’€IHaHb € «Hociem» Tomnosnorii. Dopmanizyemo
BM3HAUCHHS MapIIpyTy IO MEBHOTo mnpedikcy sik Oe3nepepBHOI MOCIiJOBHOCTI
YHIKQIBbHAX 3’€[HaHb, IO 3aKiHYyeTbCs pKepenaoM mpedikcy. BiamosigHo mo
IIbOTO BU3HAYEHHS BCI MapIIpyTH Hajexarh Tomojorii, 0o Oe3mepepBHa
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MOCIJOBHICTh €JIeMEHTIB MOXe OyTH YTBOpEeHa 00’€THAHHSIM EJIEMEHTIB 1 3a
BH3HAYEHHSM € €JIEMEHTOM TOIIOJIOT1i:

M(p) = {l, L, byseoos by A (D)
= vp,m(p)eT

I ={vi,vj}; v,v; eV

: m(p)nm(p”)e (I, L)cT

CyTHICTD «ITOPOXHS MHOKHHAY Y TaHil TOIOJIOTII IT03HAaYa€ 3’ €JHAHHS, TIO
SKOMY BY30JI-JDKEpEIO TIepejae aHOHC BIACHOTO Mpedikca caMm coOi.

Takum umHOM, anroputM mnpotokosry BGP o0upae kpami nuwisaxu mis
KOXKHOTO mpedikca P 3 €JNEMEHTIB TOIOJIOTII, IO HAaJekKaTh TOMOJOTIYHOMY
IPOCTOPY LBOro NpedikCy Ta CKIANAIOTHCS BHUKIIOYHO i3 3'€IHAHb, MO SKUX
HepeacThCsl aHOHC LIOTO Mpedikcy:

G, =(L,.T,)-
Omxe G - CyKyIHICTh TOIOJIOTIYHHX IIPOCTOPIB BCIX MepekeBHX MpedikciB
OXOILIIOE BCI iCHYIOUI 3'€JHAHHS MK By3/1aMu [HTepHETY:

G:LPJGp

TakuM YMHOM, JaHUI BUPA3 € MATEMATHYHO (OPMATi3aIliEr0 TOMOIOTTYHOTO
npocTopy [HTepHET, KUl yTBOPEHO CHCTEMOIO III00aIbHOT MAPIIPYTH3ALLil.

BucHoBKH

OTXe, OCHOBHI MPOAHANI30BaHi JOCII/KCHHS HE AalOTh BH3HAYEHHS TOIIOJIOTI]
[HTEpHET, HATOMICTH BBaXAIOTH TOIOJIOTIEI0 [HTEpHET mIOCH came co0ok0
3po3yminie — 3'emHaHHSA Ha piBHI AS. BifcyTHICTP KOHKPETHOTO BH3HAYECHHS
Tomoyorii IHTepHET sSK MOHATTA Ta, BOJHOYAC, IPOBEICHHS JOCHIIKEHHS
TomoJorii [HTepHeT, € MPOTHPIYYAM, L0 € IEPEHOHOI0 Ha NIIIXY MOIIYKY HOBHX
METO/IiB 3aXUCTY BiJl KibepaTak Ha CUCTEMY TJI00aIbHOT MapIIpyTH3AIlii.

Tomy 3ampomoHOBaHO BapiaHT (OPMYJIOBAHHS TOHATTS  «TOMOJIOTIS
[HTepHEeT» Yepe3 MaTeMaTHuHe BU3HAYEHHS TOMOJOTIYHOTO MPOCTOPY II00anbHOT
KOMIT'IOTepHOi Mepexi [HTepHeT, M0 YyTBOPEHHH CHCTEMOIO TI00aIbHOT
MapIIpyTH3alil Ha MHOXHHI 3’ €THAHb MK By31aMH — aBTOHOMHHMH CHCTEMaMHU.
Takok TMOKa3aHO, IO MapIIPyTH, SKi HECyTh iHGOPMALIIO MPO IOCTYIHICTH
MepeXeBUX TpedikciB, € eneMeHTamu Tomojorii. Ilepexim Bix HEYITKOTO
PO3YyMIHHSI TOHSATTS TOMOJIOTii TJ00AIBHOT KOMITIOTEPHOI Mepexi 1o
MaTreMaTH4HOi (opmainizaiii TOMOJOTIYHOrO TPOCTOPY BIAKPHBAE  LUISIX
3aCTOCYBaHHSI HOBUX METO/IB JIOCII/PKCHHS BIaCTHBOCTeH [HTEepHeT.
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TEXHOJIOI'Ti TA IOBYAOBA CYKYITHOCTI AHAJIITUYHHUX
MOJEJEA TYMAHHUX OBYHCJIEHD

0O.41. Maros
IactuTyT npobnem peecrpaii indopmarii HAH VYkpainu, Kuis, Ykpaina

TymaHHI 00YHCIICHHS OMOBHIOIOTH XMapHi OOYHCIICHHS, TepITOpiabHO
HaOJIIDKYIOTh By3/1M oOpoOKH 1 30epiraHHs JaHUX 1O KOpUCTyBadiB. 3a
paxyHOK CKOpodeHHs Tpadiky Iie J03BOJIsiE YHUKHYTH Oe3iivi mpobieM B
TPaAULINHAX XMapHHUX iHQPACTPYKTypax, sSKi MOXYTh BHHHKHYTH MpH
HEOOXiIHOCTI TepeMilleHHsT 3eTTa0alTHUX o0csriB maHux. OgHOYACHO
CKOpPOYYETHCS Yac IIOCTaBKH pillleHb 3a/ad KOpUCTyBadiB. PosrmsHyTi
apxiTEeKTypa Ta TEXHOJOTii TYMaHHHX OOYHCIICHb.

3ampornoHOBaHI  AHANITHYHI  MOJENi TyMaHHHX  OOYMCICHb  JIJIS
BUpaxyBaHHS XapaKTEPUCTHK 3 BHUKOPHCTAHHSAM Oararbox IIOTOKIB Ta
0araTboX NPHOPUTETIB 3asgBOK Ha pILICHHS 3agad, Pi3HUX IUCIHILTIHH
oOciyroByBaHHs Ta iX KOMOIHaIiif, 3 BpaxyBaHHSM BIJIMOB i pi3HHX
JUCLUIUIIHA JOOOCIYrOBYBaHHS Ta HAKOIMYCHHS B 4Yeprax Ha dac
BIJIHOBJICHHS.

Beryn

Po3poOHuK 1€l BITHOCHO HOBOI TEXHOJIOTIi TYMaHHHX OOYHCIEHb MiXXHAPOIHUI
kxoHcopuiym OpenFog Consortium. Etanonna apxirektypa OpenFog Reference
Architecture (OpenFog RA) TymaHHWX oO4YWCIICHP HalliJieHa Ha TEBHUH Kiac
Oi3Hec-3a/a4, I SKAX XMapHi CTPYKTypu a0o iHTEeNeKTyalbHI TpaHWYHI
npuctpoi cami mo cobi HegocTtaTHbO edexTHBHI. BoHa ONMOBHIOE TpaauuilHY
MOJIeNIb XMapHUX OOYHCIIeHb, 3a0e3eUyoYl BUKOHAHHS BIACTHBHX M (YHKIIN
Ha pi3HUX piBHAX MepexeBoi Tomnonorii KopoTko po3risiHyTi  OCHOBHI
texHonoriyni  npuHimnu  (Pillars)  apxitexktypu  OpenFog RA, 1o
XapakTepu3yloTh MNpUHANeKHICTH cucTteM 10 kimacy OpenFog: Gesmeka,
MacuTaboBaHICTh, BiJIKPUTICTB, aBTOHOMHICTb, MIPOTPaMOBAaHICTb,
Mpane3aaTHICTh 1 PEMOHTOIIPHUIATHICTD, aIallTHBHICTb, 1EPAPXIYHICTb.

ApXiTeKTypa TYMaHHUX 00YHCTIEHb

EranoHHa apXiTeKTypa TyMaHHHMX OOYMCIIECHb JOMOBHIOE TPAJWI[iHHYy MOJEIb
XMapHUX OOYHCIICHb, 3a0e3IeYyl0ud BHKOHAHHS BIACTUBHMX IM (YHKUIH Ha
pI3HUX pIBHAX MEPEKEBOI TOMONIOTIT 31 30epeKEHHSIM TAaKHX TEXHOJOTTYHUX
mepeBar, sK BipTyamizamis, KOHTCHHepHU3allis, OpPKECTPOBKA, KEPOBAHICTH,
edekruBHicTh. Taka apxiTekTypa ycyBae 0OMEXKEHHs LIEHTPAIi30BaHUX XMAapPHUX
pillieHb, HA/IAI0YM HEOOXIIHI JUT KOHKPETHHX 3aBJaHb PECYPCH 1 KaHAJHU 3B'SI3KY
[1].

Iudpactpykrypa TymaHHMX oOumcieHp, 3a BusHaueHHAM OpenFog
Consortium, € TOPH30HTAJBHOIO CHCTEMHOI apXiTEKTypoo, sKa PpO3INOJiIIe
O0YHCITIOBANIEHI TTOTYKHOCTI, 3aco0HM 30epiraHHs, MepexeBi (QYHKIII, 3aco0u
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YIOpaBIiHHA B YCbOMY KOHTHHYYMI - Bill «pedeid» 10 XMap - 3 METOI HaOIM3UTH
i pecypcH 0 KiHIIEBUX KOPHUCTYBAdiB 1 IPHCKOPHUTH IIPOLECH TNPHHAHATTS
pilIeHb.

Eranonna apxitektypa OpenFog Reference Architecture (OpenFog RA)
TyMaHHHX OOYVCIIEHb HaIlileHa Ha MeBHUH Kiac Oi3Hec-3aj1ad, AU SKUX XMapHi
CTPYKTYpH a00 IHTEJEeKTyaJbHI IpaHUYHI MPHUCTPOi cami MO cobl HEZOCTATHHO
e(eKTUBHI.

Bysmu (Fog Nodes) - me ¢i3uuHi i JOTiYHI KOMIIOHEHTH, SKi BHKOHYIOTh
o0uncmoBanbHi (QYHKIII B TYMaHHHX Mepexax. [IeBHOIO Miporo By3iu CiIy’KaTb
aHaJIOraMH CepBepiB XMAapHUX CTPYKTYp. By3mu, po3MimieHi Ha KOpIOHI Mepexi,
3IICHIOIOTh YNpPaBIiHHSA JOCTYNOM 1 HM(pyBaHHSI IaHUX. BOHM NOBHHHI
3abe3reyyBaT X KOHTEKCTyallbHY HITICHICTH 1 130JIIif0, a TAKOX arperyBaTH
KOH(OIIeHIIi}HI 1aHi, epIl HiXK BOHKU OyAyTh CIIPSIMOBaHI Ha HACTYIIHI PiBHI.

Xoua By3mu 1 € yHIpIKOBaHNMH KOMIIOHEHTAaMH TYMaHHUX MEpeK, iX
apXiTeKTYpHI €JeMEHTH (BKJIOYAIOYM LEHTpaJbHI Ta rpadidHi mpouecopu, a
TAaKOXX IPOTrPaMOBaHi JIOT1YHI MaTPUIl 1 MepekeBI MOMYJi) BapilOIOThCA B
3aJIeKHOCTI Bi MICI BY3JiB B TYMaHHOIO iepapxii i BHUKOHYBaHHX HUMH
GbyHKITI.

Bysmun 3matHi  dopMyBaTM TOpUCTI  CTPYKTYpH, SIKi  3IIHCHIOIOTH
OanaHCyBaHHS HABAHTAXXCHHSI, MMiJBUIIYIOTh BiIMOBOCTIHKICTb i 3HHKYIOTh 00CAT
XMapHOTO Tpadiky.

V GinbIl CKIaAHUX CTPYKTYpax, M0 MATPUMYIOTh cepBicHi Mozeni FaaS (Fog
as a Service), JaHIIOKKA JOBipH (OPMYIOTbCS BiJg By3la 10 BYy3Jda |1
HOIIMPIOIOTECS Ha XMapHi KOMIOHEHTH. Tak SK BYy3IM MOXYTb JHHAMIYHO
CTBOPIOBATHCA 1 pO3()OPMOBYBATHUCS, BUKOPHCTOBYBAHI JJISI IOTO MPOTPaMHI i
amapartHi pecypcH MOBHHHI OYTH JOBIPEHUMH 1 aT€CTOBAHUMH.

TexHo/10riYHI NPUHIMNY TYMAHHHUX 004HCJIEHb

Apxitektypa OpenFog RA 06a3yeTbcss Ha BOCBMH OCHOBHHX TEXHOJIOTTYHHX
npuHmunax (Pillars), mo XapakTepu3yroTh NPHHAIEKHICTh CHCTEM M0 KiIacy
OpenFog: Oe3reka, MacIITaboBaHICTh, BiJIKPUTICTB, aBTOHOMHICTb,
POTPaMOBaHiCTh, MPAIE3JaTHICTh 1 PEMOHTONPUAATHICTb, A&XalNTHBHICTD,
iepapxiunicts [1,2].

Apxitektypa OpenFog RA  no3Bomsie cTBOproBaTH  OOYHCIIOBabHI
CepeIOBHINA, OCHAIIEHI INMUPOKUM  CIEKTpOM 3aco0iB  Oe3meku,  sKi
BHUKOPHUCTOBYIOTBCS B YCIX iX KOMIIOHEHTax - BiJ «pedeid» i mpuctpoie (IoT) mo
TYMaHHHX CTPYKTYp 1 XMapHHX cepenoBuil. J[o 3axucty iHQpacTpyKTypH
HpeN'sBISIETHCS TIEBHUH HaOip BHMOT, SKHX HEOOXIAHO MOTPUMYBATHCS MpH
po3po0Ii pilleHh Ha OCHOBI eTajoHHOI apxiTektypu. Ilepm 3a Bce 1e
KOH(QiIeHIIHICTh, aHOHIMHICTB, IUTICHICTb, NIOBIpYy, arecraiis, HepeBipka i
BUMIpIOBaHHs. BiJMOBiJHICTh MepepaxoBaHUM BHMOTaM TapaHTYeE, L0 PillIeHHS
OpenFog GynyTs po3ropraTucsi B 0e3nedHOi 0O0YMCIIIOBAIBHOI CEPEeTOBHILI, 1[0
3a0e3redye 3aXHCT BY3JiB, MEPEKEBUX KOMIIOHEHTIB, MPOLECIB yIpPaBIiHHSI Ta
OPKECTPOBKH.
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MacmraboBaHicTh 3a0e3nevyyeThes JUHAMIYHUM BiJITIOBiIHICTIO
TEXHOJIOTIYHAX MOXJIMBOCTEH TyMaHHHX CepeloBHI] Oi3Hec-BUMoOraM 3
ypaxyBaHHSIM Takux (axTopiB, sSK poOOYl HAaBaHTaXECHHS, NPOJYKTHBHICTB,
BapTiCHI Moka3HWKH. MacmraboBaHicTh nependadae BHECEHHS 3MiH B OKpeMi
BY3II MEpEeXi NUIIXOM JOJaBaHHS alapaTHOTO i MPOrpaMHOro 3abe3NedueHHs,
301IBIIEHHS YHCIIA BY3/IiB Ha 0COOIMBO 3aBaHTAXXEHHX PiBHIX a00 Ha CYCIAHIX 3
HUMH a00 3MEHILIEHHS iX KIJIBKOCTI B Mipy HEOOXiZHOCTI, a TaKoXX NOAaBaHHA
cucteM 30epiraHHs AaHMX 1 3aco0iB aHamiTHkH. lle m03BOJsIe HapoulyBaTu
NPOAYKTUBHICTE B TYMaHHHX CTPYKTypax, 3MIHIOBATH pPO3MIpH MeEpex Ipu
30UIBIICHH] YHCIIa JONATKIB, «pedeid» abo KiHI[eBUX KOPUCTYBadiB, pO3MINPIOBATH
(hyHKIIOHANBHICTB 3ac00iB 3a0e3neueHHs HaaiitHOCTI Ta Ge3neku. KpiM Toro, s
aJIeKBaTHOT MATPUMKH JOAATKaMH, IHPPACTPYKTYpOIO YIPABIIHHS i OPKECTPOBKI
BEJIMYE3HOT0 YHCIA MiAKIIOYCHUX J0 MEpexi «pedei» i 00'€KTiB 3IiHCHIOEThCS
Monudikamis amapaTHHX KOH(QIrypamiii KOMIIOHEHTIB BY3JTiB, a TaKOX
TIPOrPaMHOro 3a0e3MeYeHHSI.

Binkpuricts € QpyHIaMEHTaTbHAM NPHHLHUIIOM, SKUH crpuse (popMyBaHHIO
MacIITaOHOT €KOCHCTEeMU TyMaHHHX OOYHCIIEHb, IO 3a0e3ledye pO3rOpTaHHA i
minTpuMKy TiatgopM 1 gonmatkiB IHTepHery peueil. Bona mepemkomkae
0OME)XEHHIO YHCIIa TIOCTAaYaJIbHUKIB 1 ITepeBaKaHHs MPOIPIETAPHUX «(DIPMOBHX»
pilIeHb, sSIKe MOXKE MPUBECTH IO MMOJOPONKIAHHS MPOIYKTIB, 3HIKEHHS iX SKOCTI i
YIOBIJIGHEHHSI IHHOBALiHHOTO PO3BUTKY CHCTeM. 3aBASKH BIIKPHUTOCTI BY3IH
MOXKHa PO3MIIIyBaTh B Oy/Ib-SIKHX CErMEHTaX TyMaHHHX MEpeX, PO3IIMPIOBATH
MepexXi IUIIXOM  JOAaBaHHS  BY3NiB, BHKOPHCTOBYBaTH  MpPOTPaMHO-
KOH(IrypoBaHi By3.H, SIKi JHHAMIYHO (POPMYIOTECS.

Binkpuricte 3a0e3neuye iHTepomepaOenbHICTh, MIATPUMYE ITOOYIOBY
KOMITOHOBaHO1 iH(pacTpyKTypH, HaJlaHHA 3aBaHTaXEHUM JOJAaTKaM MOXKJIHBICTh
BHUKOPUCTOBYBATH BiJIbHI pecypcH, IO3BOJISIE peali3yBaTh MPUHIMUIT IIPO30POCTi
micis posramryBanHs (Location Transparency). IIpo3opicts rapantye By3iam ix
pO3MileHHsT Ha Oy/b-IKOMY i€papXidyHOMY piBHI TYMaHHOIO MEpexi, a «pedam»
10T - onrTuMizamilo MepexeBUX MIIKIIOYEHb 1 BHOIp HaHOUIBII 3pyYHHX
MapuIpyTiB TOCTYIY A0 OOYHNCIIOBAIBHUX Ta iHIIUX PECYpCiB.

ABTOHOMHICTh BH3HAYAETHCS MOXKIIMBICTIO BUKOHAHHS BY3JTaMH TyMaHHUX
MepeX 3alpOlOHOBAaHMUX IM (QYHKIIH B ymoBaXx BiMOB abo0 BiJCYTHOCTI
MATPUMYIOUHX iX 30BHIIIHIX cepBiciB. B apxitekTypi OpenFog RA meit nmpuaImm
MOIIUPIOETHCS HAa BCi PiBHI MepexeBuii iepapxii. Hanpuknan, B pasi onepariitHoi
ABTOHOMHOCTI IIGHTpali3oBaHe MNPUHHATTSA pilleHb B XMapi He € €IUHO
MOXKJIMBOIO OIIi€0. 3aBISKH aBTOHOMHOI peanizamii By3miB mofiOHi (GyHKii
BUKOHYIOTbCS  JIOKAJbHHMM BY3JIaMH Ha KOPJOHI Mepexi Ha OCHOBI
00pOOITIOBAHNX HIMH JAaHHX.

Cepen iHmmx oOiactedf, ne aBTOHOMHICTH HEOOXimHA, - BHU3HAYEHHS Ta
peecTpaiis MiAKIIOYEHb O Mepexi O00'eKTiB, OpPKECTPOBKA, YIIPaBIiHHA,
3abe3nedeHHs 0e3nekn.

[IporpamoBaHicTh, sKa IOBHHHA MHIATPUMYBaTUCS 1  amapaTHUMH
KOMIIOHEHTaMH, 3a0e3ledye BHCOKMH pIBEHb  aJalTOBAaHOCTI  Iporpam,
PO3rOPHYTHX B TYMaHHHUX cepenoBuilax. Lle 103BoiIs€ NOBHICTIO aBTOMATH3yBaTH
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HOBTOPHY IOCTAaHOBKY 3aBJIaHb, SKi TOBHHHI BUKOHYBATUCS By3JIaMH TYMaHHOIO
Mepesxi abo KacTepaMu, IO CKIQIAIOThCS 3 ICKITIBKOX BY3IIIB.

IIpamesgaTHicTh 1 pPEMOHTONPHIATHICTD TYMaHHHX IHQPACTPyKTyp €
HEBiT'€MHUM aTpuOyTOM CyJacHOi CHCTEMHOI apXiTeKTypH, CHPHSIOUH
3MEHIIEHHIO Yacy TIIPOCTOS, 3HIDKEHHS PH3UKIB IMOPYIIEHHS Oe3NepepBHOCTI
Oi3Hec-TIPOIIECiB 1 CIPOIIEHHS TEXHIYHOT M ATPUMKH.

TexHomorii, HeoOXimHi 1 iX peami3amii 1 NPenCTaBIIOTE COOOIO
HalBa)XXNHUBILI KOMIOHEHTH apXiTekTypu OpenFog RA, oxommroroTs amapaTHi
CHCTEMH, IPOrpaMHe 3a0e3MeyeHHs Ta onepartii.

3a momomororo apxitektypu OpenFog RA MoximmBo HaOmm3uTH 0O0pOOKY
JaHUX JI0 JpKepeln X TeHepauii, mo0 mpuiiMaTH ONepaTHBHI DIllIeHHS Bifpasy
micas TOro, sIK JaHi OyIyTh IIepeTBOPEHI B OCMHUCICHWH KOHTeKcT. Ilio
BJIACTUBICTh apXiTEKTypH ii pPO3pOOHMKHM Ha3BaIu aganTHBHOCTHIO (Agility).
AanTHBHICTh [O3BOJSAE€ MPUHAMATH CTpATETiyHi pIlIEHHS HA PI3HUX pPiBHAX
iepapxii TyMaHHHX CTPYKTYp, MIBUIKO BIIPOBADKYBATH iHHOBALII Ta 31 ICHIOBATH
MacmTa0yBaHHS B paMKax 3arajbHol iHQPaCTPYKTypH.

MOHITOPHHT Ta YOpaBIiHHS 3AIHCHIOIOTHECS MHUKPOKOHTPOJUIEpAMU: BOHHU
BIATIOBINAIOTE 3a IIEPEBIpKY CTaHy IPOIECIB, IO BigOyBaroThcs, HOPMyBaHHS
CUTHAJIIB TPHBOTH, 3aIlyCK NOAATKIB JUIS 3alydeHHs yBard IepcoHaIy abo
ABTOMAaTHYHE KOPEKTYBaHHS CHTYaIlii, KOJIM CHOCTEPIraloThCsl iICTOTHI BiAXMICHHS
mapaMeTpiB Bijl 33JJaHUX 3HAUCHb.

ITpuKIagoM CTAaHOBJIEHHS OJHOTO 3 CETMEHTIB PHHKY MOXKYTh CITY)KHTH
0C3MiJIOTHI aBTOHOMHI aBTOMOOLNI, 3a YIpPaBIiHHSA SKHMH BiIIOBigae Oe3mid
B3a€MOTIOB'I3aHUX BY3JiB. Lli By3nmHM MOBHHHI B3a€MOIISTH 3 BYy3JIaMH IHIIHX
MAIllfH, BY3JIaMH JOPOXXHBOI iHPPaACTPYKTypH, CHCTEMaMH YIPaBIiHHSI PYXOM i
XMapHUMH JIOATKaMH BHILOTO PiBHs. TaKMM YMHOM, CTBOPIOIOTBCS B PE3YJIbTATI
pO3MOIiieHI TYMaHHI CHCTEMH OYAyTh OXOILIFOBATH JOCHTH 3HAYHI 3a ILIOIICIO
Tepuropii [2].

Apxitektypa  OpenFog RA  BimkpuBae  MOXIHMBICTH  1OOYZOBH
iHppacTpyKTypH, mo miaTpuMye nociayru FaaS, siki gormomararoTe CIpPOCTUTH i
HPHUCKOPUTH PO3TOPTAHHS TyMaHHHX pilleHb. SIK CTBEPIXKYIOTh PO3POOHHUKH, 10
cximany FaaS yBiiinyTs He TibKH Taki 1oOpe Bimomi cepBicH, sk Infrastructure as a
Service (laaS), Platform as a Service (PaaS), Software as a Service (SaaS), ane i
0araro IHIIUX TOCIYT, CTBOPEHI 3 YpaXxyBaHHSAM CHEHU(IYHINX BHMOT XMapHHUX

cTpyktyp [1].

3arajbHa XapaKTepHCTHKa MoJeJleil TYMAHHUX 004U cIeHb

Po3pobka MareMaTH4YHMX MoOjeNell TyMaHHMX OOYHCIEHb € BAXKIUBUM
HAIPSIMKOM JJIs BUSIBIICHHS Ta TIOKPAIIEHHS IXHIX XapakTepucTuK. CTOXacTHIHHUN
XapakTep TOJIOBHUX YHMHHHUKIB 1 HEOOXIIHICTh KiNbKICHOI OIlIHKH MAacCOBHX
MpOIECiB HAa OCHOBI Teopil IMOBIPHOCTI OOYMOBIIOE BHKOPHCTaHHS Teopii
MacoBOro 0OCIyroByBaHHs. [IpONOHYIOTbCS aHANiTHYHI MOZENI TyMaHHUX
00YMCIIeHb JUIS BUPaXyBaHHS XapaKTEPUCTUK 3 BUKOPUCTAHHAM 0ararboX MOTOKIB
Ta 0araTbOX IPHOPHUTETIB 3asBOK Ha pilleHHS 3amad, Po3mistHyro Mopeni
¢ynkmionyBannss  By3nmiB  (Fog Nodes) 3  amanramiero 10 BigMoB
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XapaKTepU3yIOThCS HACTYNHMMH IapaMeTpaMM: BXiJHMM IIOTOKOM 3asBOK i
MTOTOKOM BiIMOB BY3iB; AUCHUILTIHOIO OOCIyrOBYBAaHHS 3asBOK; JHUCIHILTIHOIO
TIOHOBJICHHSI OOCITYyrOBYBaHHS 3asBOK ITICIISI BIHOBJICHHS BY3JIa, IO BiIMOBHB;
TUCLMIUIIHOI0 TpUoMy 3asBOK JIO 4Yeprd Mg dYac IbOTO BiJXHOBIICHHS.
Criony4eHHsI OJHiI€T 3 JUCHUILTIH OOCIYTOBYBaHHS 3 OJHIEIO 3 JIHUCIHILIIH
MIOHOBJICHHS OOCIYroBYBaHHS MICIA BiAHOBICHHS BYy3/1a, LIO BiAMOBHUB, 1
MOBO/DKCHHAM 3asBKH, OOCIYroBYBaHHsS $KOI Oy/lo IepepBaHO BiIMOBJICHHSIM,
3a7ae YMOBH CaMOCTIHHHMX Mojeneil. B Monensx BUKOpUCTaH NOBIIBHUM 3aKOH
PO3MOJIiTy BMIIAJKOBUX BEIMYMH OOCIYrOBYBaHHS Ta BiIHOBJIEHHS BYy3Ja, IO
HaJa€ JOJATKOBI MOXJIMBOCTI TPH JOCTIDKCHHI KOHKPETHHX TYMaHHHX
obuucienb. Po3ristHyTi MoJeri MpuAaTHI Ul aHali3y He TUIBKM TYMaHHX aie i
rpaHiuHux (mepedipiiHUX, KpalHIX) BY3JiB, a TaKOX JOTIYHO i30JIbOBAaHHUX
BUKOHABYMX CEPEIOBHUI Di3HUX KOPHCTYBAa4iB TyMaHWX 1 TPaHIYHUX BY3IIB.
Moyeni 6asyroThes Ha podorax [3-5].

Bci o00uncnroBaibHi, perymow0di, YIpaBisitodi GYHKIII B TYMAHHUX MEpexax
BHUKOHYIOTBCSI B BY3JIaX, AKi € aHAJIOTaMH CEpPBEpPiB XMAapHUX CTPYKTYp. bimbrx
Toro, 3aBIsku peanizoBaHoro B TO mpuammma (Pillar) aBToHOMHOCTI
[IEHTpaJIi30BaHe NMPUHHATTS PillleHb B XMapi MoXe 3/IHCHIOBAaTHCS BYy3JIaMH Ha
OCHOBI JlaHWX, IO o00poOmstoTbest B HuXx. Tomy By3en TO (Fog Node) B
Mozenmorouiil cucremi MacoBoro oocmyroBaHHs (CMO) po3risgaeTses, SK
00CITyrOBYIOUHIA IPHUOOP.

MareMaTHYHA MOCTAHOBKA MojeJiel TYMaHHHUX 00YHCIIeHb

Ha Bxin By3ma, sk oaHokaHanbHoi CMO 3 ouikyBaHHSIM, Haaxoaiath N
MyacCOHOBCHKMX IMOTOKIB PI3HOTHITHMX 3asBOK HAa BHUPINICHHS 3a7a4 3

intencusnicrio A, i =1LN. Tlotoxn s3aHymepoBani B mnopsaky yOyBaHHs

Ba)KJIMBOCTI 3asBOK, TOOTO 3asBKU i-20 MOTOKY BOJIOMAIIOTH i-M MPIOPUTETOM B
obcnyroByBaHHi. Yac 00CITyroByBaHHS 3asBOK € BHIIQJKOBOI BEIMYHHOI 3
. . . . . 2

¢ynkiiero posnoxniny B (t) i 1BoMa KiHIeBMMH MOMeHTamu Db, i b®, t=14N.
Ipuponuuii mpouec oOcmyroByBaHHs 3asBok y CMO mopymryerses

BiZIMOBIEHHsAMH  oOciyroBytouoro  mpuiany.  OOciyroByrouuit  mpuiaj

HeHaJiHHUI 1 MOXXe BUXOUTH 3 JIa/y 10 IIyaCCOHOBCHKOMY 3aKOHY 3 apamMeTpoM

A, . Hac BiIHOBJIEHHsS Npuiagy - BHIAAKOBA BEIMYUHA 3 (QYHKII€I0 po3nomizy

B,(t) i smoma kinmerimu MomenTamu b, i b{® . Tpumax Moxe BHiTH 3 Ay sK

mpu 0OCIyroBYBaHHI 3asgBOK (IpM IIbOMY MOXIIHBI J1Ba BHUIAJKH: 3asBKH
TMOBEPTAIOTHCS B YEPTY; 3asBKU TyOISAThCA), TAK 1 Y BUTbHOMY cTaHi. BimMoBieHHS
00CIyroByl04Oro Mpuiaay IPUBOAATH IO POCTY YEeprd 3asBOK 1 JOJATKOBHX
3aTPUMOK y iXHbOMY oOciyroByBaHHI. OAWMH 3 MOXIHMBUX CIIOCOOIB amamrarii
CMO 10 HEeHnpoAYKTHUBHUX BiJMOB OOUYHCIIOBAIBHUX PECYpCiB - MPIOPUTETHUIT
IPHUHOM 3asBOK Bil PI3HUX JDKEpen y 4epry 10 IIMX PecypciB Ha 4ac IXHBOTO
BifBoJikaHHs. Take perysroBaHHs HaJXOIKSHHSIM IIOTOKIB MOXKE OYTH TOCATHYTE
3a paXyHOK 3BOPOTHOTO 3B'SI3KY BY3JIiB 3 J)KEPEJIAMHU 3asBOK.
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VYV mepion BiZHOBJIEHHSA OOCIYrOBYIOUOTO MpHJIaLy 3asBKH OAHUX IOTOKIB Y
4yepry IMpUAMaIOTECS, a iHII — He MpUiMaroThes. List yMmoBa 3amaeTsest MaTpurero-
psankoM koedimientis n,i =1 N , mprdomy n, =1 B ToMy BHNAJKY, AKIIO 3asSBKH
i-c0 TIOTOKy B dUepry mnpuitMaroThes, i N, =0, SKIO 3adBKH OIEPKYIOTH
BiJIMOBJICHHS.

Ilicnst BiTHOBJIEHHS OOCIYTOBYHOUOTO MPWIIAAY MOXIHUBI JBi JAHCIUILTIHA
MOHOBJICHHSI OOCIYyrOBYBaHHS: i3 3asBOK CTapIIOro MpIOPHTETY 1 3 3asBOK,
00CITyroByBaHHs SKUX OYyJI0 IepepBaHO BiAMOBICHHSAM MpHIaAy (3a YMOBH, IO
BOHH HE TyOJIATHCS i 9ac BiIMOBJICHHS).

OO6cyroByBaHHS 3asBOK Yy CHCTEMi MO)Ke OyTH OpraHi3oBaHe 3a IpaBHIaMHU
BIZTHOCHHUX, a0COIOTHHX, 3MIIIaHUX 1 KOMOIHOBaHHX MPIOPHUTETIB.

IIpn BigHOCHHX HpIOPHTETaX MOJMIIMBICTH 3asBOK BPAaXOBYETHCS TUIBKH B
MOMEHT IXHBOT'O IPH3HAYCHHS Ha oOciyroByBaHHs. Ha mpuian, 1mo 3BUIBHHBCA,
NpU3HAYAEThCS 3asgBKa 3 HaWOLIbmmM  mpiopureroM 1 ii  monmambiue
00CIIyroByBaHHSIM He EPEPHUBAETHCS IHIINMH 3assBKAMH.

AOCOIIOTHI IPIOPUTETH MPHUITYCKAIOTh IEPEPUBAHHS 0OCITyTOBYBAaHHS 3asBOK
HU3BKOTO NPIOPUTETY 3asBKAMHM, IO HAAXOAATh HA BXiJ CHCTEMH, OUIBII
BHCOKOTO Tnpioputery. IlepepBaHi 3asBKM B LIbOMY BHIAIKY IOBEPTAIOTHCS B
4epry i O4iKyIThb CBOTO JOOOCITYTOBYBaHHSI.

TIpoMixkHOi CTOCOBHO pPO3IJISIHYTOTO BHIIE AWUCHUIUIIHAM € JHCHUIUIIHA
oOciayroByBaHHs 3 KOMOiHOBaHMMH mpiopuTeTamu. IIpm KOMOiHOBaHMX
npiopuTeTax 4Yac OOCIYroByBaHHsS BCIX 3asBOK, KpIM 3asBOK CTapIIoOro
NpiopuUTeTy, PO30MTO Ha JBa YaCOBHMX BIiJIPI3KM: Ha MEPIIOMY BiPi3Ky Iie
a0COJIOTHUI IPIOPUTET, HA IPYTOMY - BiITHOCHHM.

3MilTaHi IPiIOPUTETH SABIAIOTH COOO0 CIIONyYSHHS aOCONIOTHHUX 1 BiTHOCHUX
MPIOPUTETIB, TPUIOMY Ml OKPEMHX 3aiBOK MOke OyTH BHKOpHCTaHE
Oe3mpiopuTeTHE 0OCITYTOBYBaHHS.

TloTpiOHO BM3HAYNTH HACTYIHI XapaKTEPUCTHKH OOCITYrOBYBaHHS 3asiBOK B
By3sax TO:

W, - cepeHiii yac YekaHHs 104aTKy oOCIIyrOByBaHHS 3asBOK i-20 MOTOKY B i-

1 yep3i;
V, - cepelHiil yac mepeOyBaHHS 3asBOK i-20 MOTOKY B CHCTeMi (Yac BiAryKy

CHCTEMH);

Q;, - CepeJHe YUCIIO 3asBOK i-20 MOTOKY B i-ii Yeps3i;

I, - cepenHe unco 3asBOK i-20 IOTOKY B CHCTEMi.

Crony4eHHs ofHi€l 3 AMUCHUIUIIH OOCIYrOBYBaHHS 3 OJAHIEIO0 3 TUCLMIUTIH
MOHOBJICHHs OOCITYyrOBYBaHHS ITCNISl BiAHOBJIEHHS MNPWIAAy, L0 BiJMOBHUB, i
MOBO/DKCHHSIM 3asBKH, OOCIyrOBYBAaHHs SIKOi OyJIO II€pPEepBaHO BiIMOBIICHHSIM,
3a/la€ yMOBHU CaMOCTiifHUX 3a1a4. HaBeneHi pinieHHs BCixX 3aad.
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BucHoBku

1. 3anponoHOBaHi aHAJMITUYHI MOAET MPUAATHI U aHANi3y HE TiIbKU
TyMaHux aje 1 rpaHiuHux (mepedipiiiHUX, KpaiHiX) BY3JiB, a TaKOX J02IYHO
i301b06AHUX BUKOHABYUX CEPe00sULY PIHUX KOPUCMYBAYi6 TYMAHUX 1 TPaHIYHUX
By3JiB. OCTaHHIO MOKJIMBICTh HaJa€ MPOTrPaMOBaHICTh peaii3alii B TYMaHHHX Ta
TPaHIYHUX CTPYKTYpax CEpBICHUX MOJeTeH.

2. EdexruBHicTh QyHKIIOHYBaHHS TyMaHHX BY3JiB MO)KE BH3Ha4daTHCS
SKICTIO OpraHi3allii B HUX 00YNCIIOBAIFHHX IIPOIECIB, SKi KUTbKICHO OI[IHIOETHCS
Moka3HUKaMu eeKTUBHOCTI [3,4,6]. Mo 0a3yrOThCs Ha OIIHIN CEPeTHBOTO YU
MaKCHUMaJIBHOTO 4Yacy TmepeOyBaHHA 3aJad y CHCTeMi, dYacy BIITYKY
00YHCITIOBANIBHOI CHCTEMH, 3aTPUMKH LIOAO0 HPHUIYCTUMHX YaCOBHX TEPMIHIB 1
T.11. OTpuMaHi GopMyNbHI BUpa3u XapaKTEPUCTUK PI3HUX MOZeEJeH MpUAaTHI A
OILIHKU €()eKTHBHICTI TyMaHHUX BY3JiB.
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Beryn

Ha crorozni nmuTaHHIO CTBOpeHHA e€auHOTO iH(MopMauiitHoro npoctopy (€II1) B
PI3HHUX MpEIMETHUX 0ONACTIX MPUCBSUEHO GaraTo pobir, 3okpema [1-3]. ITig €111
3arajioM po3yMi€ThCs CYKYMHICTh 0a3 i OaHKIiB JaHUX, TEXHOJIOTIH 1X BEJACHHS Ta
BUKOPUCTaHHS, IH(QOpPMAIIfHO-TEICKOMYHIKAIIIHHUX CHCTEM 1 Mepex, sKi
(YHKIIOHYIOTh Ha OCHOBI €IMHUX IPUHLMIIB 1 3a 3araJbHUMHU NpaBWIAMH i
3a0e3meuyoTh IHQOPMAIliifHY B3a€MOJII0 Ta 3aJ0BOJICHHS iH(OpMAIiiHIX
notped kopuctyBauiB [3]. B poborax 3a3Hauaerbcs, mo €Il Bkirouae:
iH(pOpMaLiiiHI pecypcH, IO MICTATh AaHi (3HAHH); OpraHi3auiiHi CTPyKTYpH, IO
3a0e3neuyoTh (QYHKIIOHYBaHHA Ta po3BuTok C€III; 3acobm inpopmaniitHOT
B3a€MOIi UIs 3a0e3medeHHs AocTymy a0 iHpopmamiiaux pecypcis (IP). Ocranni
IBl CKIamoBi yTBOpIOOTH iH(opMmamiiHy iHdpacTpykrypy €EIII. Binporicts
nyOmiKaii TMPUCBIYEHO caMe MHTAHHSIM CTBOPEHHS Ta BJOCKOHAJICHHS
indopmaniitHoi indpactpykrypu €II1. Taka iHdpacTpyKkTypa BKIIOHYA€E MpOrpamMHi
Ta amapartHi 3aco0H, sKi B CYKYITHOCTI MarOTh 3a0e3MedyBaTu HaaiiHe 30epiranHs
iHpopmarii, mBUAKKI moctyn mo Hei (y BIAMOBIZHOCTI 10 TIOBHOBa)KEHb
KOpHUCTyBayiB) Ta 0OMiH maHUMHU. Pazom 3 TiM, oueBuaHO, 0 €11 cTBOprOETHCA
caMe 3 MeTol 3a0e3medeHHs iH(GOPMALIHHUX TOTPed KOPHCTYBadiB, sKe
HEMOJKJIMBO 3IificCHUTH 0e3 (GopMyBaHHS SKICHOTO, 3 TOYKH 30py KOPHCTyBaya,
inpopmaniitnoro pecypcy (IP), skumit cximamaeTbcsi 3 MHOXHHH IIOB’SI3aHUX
inpopmaniitnux o6’extiB (I0). Indopmauiiiunit 006’eKT - wiTiCHA CYTHICTB
(«aTomapHay», ab0 ckiagaHa) iHGOPMAIIMHOTO pecypcy, 10 Mae MEBHHUN CTaH,
BJIACTUBOCTI Ta (pyHKI[IOHATEHE HABAaHTAXKECHHS.

Hanpuxnan, B po6Goti [1] posrmsmaersest peanizauis €111 y wminmitapHux i
0e3MeKOBHUX CHCTEMaX SIK PO3Mo/IijieHa 0a3a JaHUX 3 )KOPCTKUM PO3IO/IIOM IPaB
JOCTYIy KOpHUCTyBadiB 10 iH(opMarmii Ta MexaHi3MOM (inbTpamii Ha OCHOBI
KOHTeKCTy. PoGoty [2] mnpucBsdeHO QOPMYITIOBaHHIO Ta OOIPYHTYBaHHIO
NpUHIMINB TPOeKTyBaHHSA apxitektypu €Il s peamizamii  chimbHOTO
YIOpPaBIiHHS CKJIQTHUM BHPOOHMYHMM IPOLIECOM 3 PO3MOAUICHUMH JKepernaMu
inpopwmaiiii. B po6oti [3] 06roBoproroThcs mpobaeMu iHGpopMaiiiHoi B3aeMOIil
kopuctyBauiB €II1 oxpemoi npenmeTHoi o0nacTi Ta HPOMOHYIOTBCS 3ac00U
opraHizamii MBHIKOTO MOLIYKY 1 Bisyami3alil pe3yibTaTiB BUKOHAHHS 3alMTiB
kopuctyBauiB. [IpoOnemu iHTeNneKTyambHOT 00pOOKH iHpOpMAaIii mpu MOOYHOBI
€111 3aranom 3amUIarTHCS 1M03a YBAroko JTOCIITHUKIB.

B mamiii poGotTi posrisimaeTbess NHUTaHHS 3a0e3nedeHHs iH(pOopMamidHIX
noTped KOpHCTyBadiB CHCTeMH opraizamiiiHoro ympasmiHasg (COY), min sikoio
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pO3yMieThcs cucTeMa, 00’€KT Ta CyO’€KT YNpPaBIiHHA SIKOi BKIIOYAE COLIAIBHY
(srroncbKy) ckanoBy [4].

Merta pobotu

Bupobnennst  KoMmIUIekcHOro  (LijTicHOro) — miaxoxy A0  (opMyBaHHS
iHpopmariitHoro  pecypcy emuHoro indopmauiitnoro mpocropy COVY,
Opi€HTOBAHOTO Ha sIKiCHE 3a0e3nedeHHs iHGopMaifHAX TOTPed KOPHCTYBAIB.

OcHOBHMUIA 3MicCT

OueBuzmHO, mo Oyap-ska 3 Bimomux COY € iepapxiuHoro (0OaraTopiBHEBOIO)
cucteMoro. Posrmsan iHpopMmaniiiHux morped KOpHCTyBauiB pi3HUX i€papXidHUX
piBaiB COVY CBiqUUTE MNpO CYTTEBY iX BIAMIHHICTB, $Ka IOSCHIOETHCS
BIJIMIHHICTIO MOKJIQJICHMX Ha HUX (YHKIIOHAIBLHHUX 3aBJaHb Ta 3a71a4. Ha BuImx
iepapXiuHUX PIBHSX BUPINIYIOTHCS IEPEBKHO 337adi CTPATETivHOTO (B paMKax
CHCTEMH, L0 PO3MIIAAAEThCs) piBHA. BimmomimHo, xopuctyBadi [P Takoro piBHA
ONEPYIOTh 37EOLTBIIOT0 KOMIUIEKCHUMH, y3arajJbHEHHUMH iHQOpMaILiitHUMH
o0’exktamu. I{o cTOoCyeThCSI KOPUCTYBaWiB HIDKHIX i€papXiyHUX pIBHIB, SKi
BHPIMIYIOTH 3a1a4i (YMOBHO) TAaKTHYHOTO DiBHA, TO iX iH(opMauiitHi moTpedu
MEepPEeBAKHO 30CEpe/KEHI Ha NaHUX MpPO 00’€KTH, sIKi MPSIMO XapaKTepH3YIOTh
MOTOYHI TIPOIIECH Ta SBUINA. TakMMHU € 00’€KTH 00’€KTHBHOI PEalbHOCTI, IO
nepeBaXHO (OJHAK HE 3aBKAM) HaJIeXaTh [0 MaTepialbHOTO  CBITY.
[TpUHIMIIOBOIO BiMIHHICTIO TakKX 00’€KTiB Bix IO KopucTyBadiB cTpaTeriyHOro
pIBHS € JOCTYMHICTH A Oe3MmocepeHbOro CHOCTEPEKEHHsS (BUMIipIOBaHHS,
OILIHKK) iX OCHOBHMX BiacTuBOCTei, anst 4doro B COVY opranizamiitno, abo
TpUHAMMHI (QYHKIIOHANBHO, BHIUIIOTH MiJICHCTEMY MOHITOPHHTY. 3 1HIIOTO
0OKy, HaBiTh Ha OJHOMY I€papXiyHOMY piBHI CHCTEMH YNPaBIiHHA, OKPIM
TIepCOHAITy, IO BUpilIye QyHKIIOHABHI 3a1a4i 3a npsMuM npu3HaueHHsM COY,
ICHye TepcoHal, L0 BUpIlIye KaJpoBi, (piHAHCOBI Ta IHIN JIOTICTUYHI 3amadi.
OueBuaHO, W0 Taki KopucryBadi iHdopmarmiiiHoro pecypcy €IIl onepyrots
3/1e0IIBIIOTO CHITBHUMHU iHGOPMAIIHHIMU 00’ €KTaMH, OJHAK PO3MIIAAAIOTH iX 13
CyTTeBO pi3HMX cropiH. Omxke, ix iH(popMauiliHi HOTPeOH 3aJ0BOJBHSIIOTHCS
MAHUMH TIPO CIUTBHI 00’€KTH, OJHAK IIi JIaHi XapaKTepU3yIOTh 30BCIM pi3HI
rnactuBocTi 10. TakuM 4rHOM, MOXKHA 3pOOHTH BUCHOBOK, IO OaHi U000 OOHUX
i mux camux 10 ne 30ammi egpexmusno 3abesnewumu ingpopmayitini nompeobu
xopucmysauig icpapxiunoi COY.

Pa3om 3 TuM, OYeBHMIHO, IO KOMIUIEKCHI Ta y3arambHeHi IO Ha camomy
no4aTKy (OPMYIOTBCS Ha OCHOBI iH(OpMaIl, M0 HAAXOAUTH BiJ MiJCHCTEMU
indopmariitHo-ananitnunii mincuctemi (IAIT) COY. Ilpu mpomy, y3aranbHeHi
00’€KTH BUIIOTO PiBHA IepeBaxxHO (popmyrotses 3 10 nmonepenHix piHiB. Takum
YUHOM, TTOeTanHa 00poOKka iHpopMaIlii i3 yTBOPEHHSM 00’€KTiB OLIBII BUCOKOTO
i€papXxivyHOTO PiBHSA 3a0e3Iedye €IHICTh IHPOPMAIIITHOTO MPOCTOPY 3 TOUKU 30py
npouexypu ¢GopMmyBaHHS iH(popManiiiHoro pecypcy. Taka €QHICTH HOJSTaEe B
TOMY, 110 yci iHdopmarliiiHi 06’e€KTn 3 caMoro mo4aTky GOpMyrThCs Ha OCHOBI
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CHUTPHUX JaHUX BiJ MiICHCTEMH MOHITOPHHTY, a OT)XKe, 1 BCl pPIlIEHHS, IO
npuiiMarotbess COY, MaloTh CIiNBHY iHGOpMaNiiiHy OCHOBY.

Ha pucynky 1 mokaszaHo y3aranpHeHy cxeMmy (opmyBaHHS iH(OpMamiitHOTO
pecypcy €111 COY.

| CucTema opraHizauiitHoOro ynpaeniHHA |

IHchopmadiiiHo-

aHaniTM4yHa nigcucTema
~——
Fopucrysaui Kopuerysad
IP €I pigna 2 IP €11 pigHa 2
1 t

| | Kopuctysaui | .| Kopuetysaui Kopucrysaui
________ IPEIN pisHa 1l IF €M pisHal IPEIN pisna l

DopMyBaHHA 1 T T T
eTanonHoro onucy [0 T

pecypc

IncbopmaninHnin

iHch o pmavyit
Migenetema
aBTOMaTU30BaHoro

06poBKI (KOHC onizaLi,

| 06’c gHanHA, arperysaHHs) |

1 arperysanns iHd opait

L

[ pe——

—
e

________ n
MepeTBOpeHHA h

iHdopmalifiHuX noTped
IHa CyKYMHICTL 10 pisHorol IHchopmavindi noTpeGu kopucTyeavis IP €1
| pieHs Ta rpynyBaHHA iX |
| BnacTMBOCTEN HaBKONO *
1 06 ekTiB. 1

L___.l____J

Migenctema [ E—

MOHITOPUHIY 1

1 1 30BHIWHbBOrO |
cepeaoBnwa ta COY

i
1

30BHILWHE cepepoBULLEe

Pucynok 1 — Cxema ¢opmyBaHHs iHpOpMaLiitHOro pecypcy

Cxema mepenbavae BumaiieHHs B IAIl COY ckmamoBux, A€ 3MiHCHIOETHCS
MepeTBOpeHHs  iHpopMamiifHuX moTped Ha cykymHicTh 1O, QopmyeTbes
€TaJIOHHUHA ONKMC TaKUX 00’ €KTIB, 3MIMCHIOETHCS aBTOMATH4YHA abo0, SKIIO e
HEMOJKJIMBO, aBTOMAaTH30BaHa 00poOKa iHpopmMarlii.

Ha pucynky 2 moka3aHo TOpSIOK BH3HAYCHHS IHPOpMAIiHUX MOTpeO
kopucrysauis COY.

[lepmmM eTanoM Bu3Ha4YeHHs iHQopMaliiHUX TOTPed € QopMyBaHHS
nepeniky ycix (YHKIIOHAIBHHX 3aBJaHb, 110 BHPILIYIOTbCA 11 IEPCOHAIOM.
BaxIMBUM € Tako)X BpaxyBaHHS pPETJIAMEHTY BHpILICHHS (QYHKIIOHAIBHUX
3aBIaHb Ha PI3HUX i€papXiyHUX piBHAX cucreMu. OUEBHIHO, IO 3aBJAHHI
CTPATETiYHOTO PiBHS YIPABITiHHS BHPIIIYIOTHCS 13 OUIBII TPUBAIUM iHTEPBAIOM
4yacy, HDK 3a7adi TakTUYHOro piBHA. Lle MOSCHIOEThCS MEHIIOK JHHAMIKOIO
CTpaTeriyHoi 0OCTAHOBKH Ta OUIIIMMH YaCOBUMH BHTPATaMH, HEOOXITHUMHE JIJISt
peadizarii crpareriuaux pimedb. OTKe, OHOBICHHS AaHuX mpo 1O BUIIUX piBHIB
ynpasinigass COY Moxe 3aiiiCHIOBAaTHCS Y MEHIIOMY TEMINi, 110, BiAMNOBiIHO,
MOKE€ 3MEHIINTH HAaBAaHTA)XEHHS Ha MiJCUCTeMy MOHiTOpuHTrY. Jlami, Ha OCHOBI
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nepeniky (yHKIIOHAIBHUX 3aBOaHb, BU3HA4aeThCs MHOXKHHa ycix [0, ski
BHUKOPHCTOBYIOTHCSI KOPUCTYBayaMH MiJ| 4ac iX BUpiuieHHs. OTpUMaHuii mepesik
10 mijyrsrae GaraToeranHii JEeKOMIO3UIIT i3 YTBOPSHHSIM BHUYEPITHOTO IIEPEITiKY
«aTOMapHHUX» 00’€KTIB, 5Ki, y Pi3HUX IX KOMOIHAMLIsAX, TO3BOJIOTH C(hOPMyBaTH
Oynmp-sixkmit 10, mo cxmagae iHpopmaniiiHi motpedn. Ilin «aromapummm» 10
PO3YMIIOTBCSI 00’€KTH, BIACTHBOCTI SKMX MiIIAIOTBCS BHUMIPIOBAaHHIM abo
OLIIHIOBAaHHIO 3aco0aMu MiICKCTEMH MOHITOpUHTY. ToOTO, mepernik «aToMapHHX»
10 ckiangae indopmariiini motpebu kopuctyBauiB COY, siki MaroTe OyTH
3abe3mneyeni ii mizcucremoro mouitopuHry. IHmi IO matoTe dopmysarucs ATl
COY B nporneci OararoerarrHoi 00poOku gaHux «aromapHux» [0.

‘DOpMyBaHHSA BUMOTr A0
i 06pobrun

i DopmyBaHHA
®OpMyBaHHs l RiboPUAIIIAG J ‘sumor
nepeniky Ta A0 niacucTemm
pernameHTy BrsnaqenHs baratoctynenesa MOHTOBIERY:

BUPILLEHHA nepeniky _ReKoMNo3uLiiA
byHKUIOHANbHUX i i iHcpopmaLitHmx
OpMALIHNX eKTi
sanay P % s 06 exrie 3 MeTol T
z ooe YTBOpEHHS nepeniky pynyi
Kopucrysaui IP _- J-—m-—w';-—l 06'exTiB BU3HAYEHUX
€IN pigHa N "t Ta BUHAYEHHS iX BnacTusocTei
8NacTMBoCTeN, Wo «aTOMapHNX»
niansraiote 06'eKTiB HaBKoNo|
oo MOHITOPUHrY nepeniky uux
(cnocTepexeHHIo). oB'exTin
BusHaueHHs BuMor 40 R
5 ‘ a7 gt (oB'exTiB
Kopuctysavui IP - W s | AKOCTI iHchopmauii npo
PiseHs 2 . CMOCTEPEXEHHS
€N pisna2 |J 1 i pHi» 0G'eKTH. P )
Kopwucrysaui IP PiseHs 1 PR
€IN pisHa 1
|
IHcbopmaLiiiHi noTpebu, wo IHchopmauiiHi noTpebu, wo
3abe3neyyloTbCAa NiACUCTEMOI UyIOTBCS
GaraToctynexesoi 06pobku iHdopmauii IAC NIACUCTEMOIO MOHITOPUHTY
IHdopmauiitHi noTpebu kopuctysavis €IM

Pucynok 2 — [lopsgok Bu3HaueHHs iHpopMaiifHuX moTped kopuctyBadis COY

BpaxoBytoun Te, 1m0 (K BKe 3a3HAYasocs) Pi3HUX KOPUCTYBauiB I[IKaBIATH
pi3Hi BIACTHBOCTI OJHHUX i TUX CaMUX 00’€KTiB, OCTAaHHIM KPOKOM BHM3HAYCHHS
iHpopMaLiiftHuX MoTped € rpymyBaHHS Pi3HUX HAOOPIB BIACTUBOCTEH KOXHOTO
«aToMapHOro» 00’eKTa JUIsl HaJaHHA iX Pi3HHUM KopHcTyBauaM. Take rpynyBaHHS
BIIACTUBOCTEH CIIPOCTHUTH IOCTAHOBKY 3ajadi migcucremi MoHiTopuary COY Ta
opraHizarito 1l BUKoHaHHS. OKpEMOIO Ba)XXIIHBOKO 32/1a4€I0 € BU3HAYCHHS BHMOT
Jo skocTi iHdopmamii mpo «aroMaphi» [0, sfka TO cyTi BU3HAYATHMe
(oOMexxyBatuMe) sIKicTh 3abe3neueHHsl iH(popManiiHUX MOTPed KOPUCTYBAadiB B
ijIoMy.

Jlo TakuX MOKa3HMKIB SKOCTI iH(popMaii BiJHOCATHCS:

akmyanvbhicmy - BIANOBIAHICTh JaHMX NOTOYHOMY MOMEHTY dYacy (mepiox
aKTyaJbHOCTI iH(pOpMaLii € MPOMOPLIHHUM IIBUIKOCTI IUIMHY MPOLECIB, sKi Taka
iH(opMaris BizoOpakae (XapaKTepusye));
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mounicmy - HaOMKEHICTh 3HAYeHb iHPOPMALIHUX OJUHHUIL NAHUX [0
peansHOro 3Ha4YeHHS (MOXNOKa BU3HAYCHHS);

00CcmosipHicnb - CTYIIHB BiToOpaXeHHs 00’ €KTHBHOI peaIbHOCTI;

cgocuacnicmy (Ha TIPOTHBAry OIEPaTHBHOCTI) - (OPMyBaHHSA YCHOTO
HEOOXiJJHOTO KOpHCTyBadaM o0csry iHdopmarii 6e3nocepeHbo 10 MOMEHTY il
3aTpeOyBaHOCTI;

nogwoma - BIANMOBIAHICT CKJIagy Ta oOcsry HasBHOI iHdopmarii (3
ypaxyBaHHSAM I TOYHOCTI Ta JOCTOBIpHOCTi) iH(pOpMAIiiHUM mOTpedam
KOpHUCTYBadiB.

06pofika iHbo pmaLyi IHdOpMauiiHuiA

ecypc
(hopmyBarHs pecyp!
i i €in coy
iKdopmaLjiiiKoro
pecypey)

Po3nisHaBaHHA | i f-—————————1
KOMMNNEKCHUX Y3aranoHeri
06’ exTiB (ouiHKka 06’ exTH pisHA N

cuTyauii, 3arpo3 "
Touwg)"
PosniswasanHa | | {77777
KOMMAEKCHUX KomnnekcHi
06'exTiB (ysaranbHeHi)

of’ekT piBHA 1

pynysanHA > Tpynosi
indopmanii 06’ erTH

4~|\
MokpauieHKa

AxocTi iHpopmauii *

MNokasHUKK
Monepegka BNacTMBOCTER
n oBpo6Ka Ta OKpEeMMX
KOMMAEKCYBaHHA > oB’exTin

iHdopmauit

. ¥
iACMCTEMA MOHITODHMHTY - YNpaBAiHHA
napametpis «atomapHm 10 - '\ sacobamu

. | MORITOpUHIY
30BHIWHE BHyTpi WwHii 11l - prepena
CepejoBULLE | CTaH cUCTEMM " inpopmaw

Pucynok 3 - Etann nepetBopenHs (00poOKm)

OriHKa MMOKa3HWKa TOYHOCTI iH(pOpMALii, II0 OTPUMYETHCS 32 JIOTIOMOTOIO
TEXHIYHUX 3aco0iB, SK TMpaBWiIo, He CcKiagae mpobiem. Ilpu 1bOMy TaKy
iHpopMmalifo MOXKHa BBaXaTH [JOCTOBipHOIO. IIOKAa3HHKM TOYHOCTI Ta
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JOCTOBIpHOCTI iH(OpMalii, OTPUMAHOI B IHIIMX JPKEPEN, BCTAHOBIIOIOTHCS
JOCIIITHAM IIUISIXOM.

BpaxyBanHs periameHTy BupilleHHS 3aBiaHb nepcoHary COY 3abesmeuye
MOXJIMBICTh BHKOPHUCTOBYBAaTH NOKa3HHK CBOE€YACHOCTI iH(popMamii 3amicTb
MOKa3HUKa oOIepaTuBHOCTI. [lOKa3HMK NOBHOTM MOXKe OyTH OILIHEHO uepes
CHiBCTaBJICHHS MEpeTiKy Ta o0cary ganux npo 10, ski Bu3HauaroTh iHpopMaiiiHi
notpedu xopuctyBauiB COVY, Ta oOcsriB HasBHOI y iHpopMaliiiHOMy pecypci
iH(popMalii 13 ypaxyBaHHSM il SIKOCTI.

Ha pucynky 3 moxaszaHo mpoueaypy Garatoeramuoi oOpoOku iHdopmarii B
iHpopmamiiiHo-anamiTHuHii  migcuctemi COY 3 Meroro  (opMyBaHHS
iHpopmaniitHoro pecypcy €IIl. 3abe3neueHHs Takol NPOLEAYPH MOXIIMBE 32
PaxyHOK KOMIUICKCHOTO 3aCTOCYBaHHSI:

- METOJIB Ta crocoObiB momnepenHboi 00podku iHdopmManii (omiHKa «BXiJHOD»
SAKOCTi; (popmamizaliist pi3HOPITHMX [aHHWX, IO HAAXOIATh BiA PI3ZHOTHITHUX
JDKEpen);

- METOZIB Ta cHOCcO0iB imeHTH(IKAMIl 00'€KTIB CIOCTEPEIKEHHS 30BHIITHHOTO
cepeloBHIIa Ta KOHCOMimamii TMOKAa3HWKIB iX  BIIACTHBOCTEH  HABKOJIO
ineHTU(iKOBaHUX iHPOpMALiHNX 00’ €KTIB;

-MeTofiB  o0'eqHaHHA  pi3HOPimHOI  (YMCIOBOI  Ta  JIHIBICTHYHOT)
HEepiBHOTOYHOI Ta pi3HOI JOCTOBIPHOCTI iH(OpMANii TS i ABUILEHHS i SIKOCTI;

- METOJIB 3M1aJDKyBaHHs mapameTpiB 10 3a psaoM OTpUMaHUX 3HAYeHb Yy Yaci
i3 MOXHOKAMH BiJl OJJTHOTO 200 MEKITBKOX HKEPETT;

- METOZIB TPOTHO3yBaHHs 3HaueHb mapaMerpiB 1O Ta crany 1O B mimomy
(30KpemMa — BUKOPHCTaHHS MOJIENIEH MPOrHO3YBaHHS YaCOBUX PAIIB);

- MeToiB rpymyBaHHS 1O I8 MOJANBIIOTO PO3MI3HAHHSA KOMIUIEKCHHUX
(y3aranpHeHHX) 00'€KTiB;

- MeTofiB arperyBaHHs JaHuX npo IO i3 yTBOPEHHSIM KOMIUIEKCHHX
(y3aranbpHeHHX) 00'€KTIB;

- MeTofiB po3ni3HaBaHHs 10 pi3HOro piBHS.

Heo0xinHo 3a3HaYUTH, 10 CIOCOOU MONEpeaHb0T 00poOKH iH(pOpPMAITiT TICHO
OB ’s13aH1 13 MeTonamu ii momanemioi oOpoOku. Hampukiaa, mpu BHKOPHUCTaHHI
HEYiTKOI JIOTIKM YW HEWITKOTO IHTETrpyBaHHS A 0OpoOKH iH(opmarmii, BXimHi
JTaHI MarOTh TOIaBAaTHCh Ta 30€PIraTUCh Y BUTIISAI HEUITKHX MHOYKHH.

TloBepraounch 10 PHUCYHKY |, 3a3HauMMO, L0 TIPH BHOOPI KOHKPETHHX
METO/IiB BUpIIIEHHS 3ama4 00poOku iH(popMalii, mepeBary HeoOXiIHO HagaBaTh
mizxonam, siki 3a0e3nevyloTh aBTOMAaTHYHE BHpILICHHs 3aBaaHb. Hanpukman, y
[S] po3rasimaeTbest METO ] aBTOMAaTHYHOI KJIaCTepH3allil, 1110 103BOJISIE BUPILTYBaTH
3a7a4y rpyInyBaHHs PyXOMHX 00 €KTiB Oe3 yuacTi oneparopa.

B minomy, 3ampomonHoBaHW miaxinm a0 ¢opmyBaHHS iH(OpMaNiitHOTO
pecypcy €III COY, sx iepapxii B3aeMoIOB’s3aHHX iH(GOpPMamiiHUX 00’ €KTIiB
pi3HOTO piBHS y3aralbHEHHS JUIL Pi3HMX piBHIB KopucTtyBadiB COY, Mae Bka3zaHi
HIDKYE MepeBart.

1. LlinboBa CHIpSMOBaHICTh MiJXOAY HAa BU3HAYCHHS Ta 3aJOBOJICHHS
iHpopMaLiifHiX MOTped KOPUCTYBadiB Pi3HHX DIiBHIB, IO BIANOBiZa€ TOJOBHIN
merti popmysanus €II1.
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2. Bucoxkuit piBeHb aBTOMAaTH3aLil nporecy dhopmyBaHHA
iHpopmariitaoro pecypey €II1.

3. MoXIMBICTE HAaKONWYEHHS iHQopMamil «HaBKOJO» IH(pOpMamiitHIX
00'eKTiB, IO CKJIAAAIOTH iH(OPMAIiHHI TOTPEeON KOPUCTYBaUiB JUIs 3a0e3MeYeHHs
MIBUKOTO JOCTYIly JO JaHUX IIOAO IIOTOYHOTO CTaHy TaKuX O0'€KTiB.
Mo>IUBICTh BUKOPUCTOBYBATH [UISl MOIIYKY BIAacHy (MIpUTaMaHHY NaHid rpymi
KOPHUCTYBaYiB) TEPMiHOJIOTIO.

4. BiacyTHicTs (MiHIMaJIbHA KUIBKICTB) 3aiiBOi iH($opMallii, 10 HAAXOJUTH Ha
3anut kopuctysada go [P €II1.

5. MoXIUBICTh MIBHIKOTO NUIECIIPSIMOBAHOTO IETaJbHOTO aHaJl3y CTaHy
iHpOpMaIitHUX 00'€KTIB 32 PaxyHOK MpsMoro (0e3monIyKoBOro) JOCTYIY 0
CKJIaJIOBUX O0'€KTIB, 1110 HOr0 BU3HAYAIOTh.

6. binpm Hu3bKa aUHaMika iHGOpPMAIIMHUX O0'€KTIB BEpXHIX i€papXidHHX
PiBHIB [JO3BOJISIE TPOAOBKYBATH BHPIIIYBAaTH 3aBIaHHSA KopucTyBauam €II1
MPOTATOM TIEBHOTO 4acy, B yMOBAax BiICyTHOCTI (4acTKOBOi BTpatu) iH(opmarii
PO «aTOMapHi» 00'€KTH YU 00'€KTH HIDKYOTO 1€PAPXiYHOTO PiBHA.

7. MoxuBicTh BiTHOBIJICHHS iH(popMaii mpo iHpopMaliiiHi 00'€KTH HIKIHX
iepapXiyHHUX DIBHIB Y BHIIaZKy 3BOPOTHOCTI HPOIEIYpH OTPUMAHHS NaHHX PO
cTaH iHpopMaLiifHUX 00'€KTiB BEPXHIiX PiBHIB.

J1o HeOMIKiB MiAXOY CIiJT BiIHECTH:

1. TlomiTHe 30inBIIEHHS OOCATIB iH(pOpPMaLil, O MiAIIrac HAKOMHYCHHIO Ta
30epexenHto B [P €II1.

2.Bucoka aHamiTHYHAa CKJIagHICTh Ta HEOAHO3HAYHICTH MPOLEAYPH
OararoeramHoTro (hopmyBanHs [P €II1.

3. HeoOxinmHicTs mependaveHHs B opraHizalmiiHo-mTaTHIA cTpykTypi COY
OJATKOBHX (haxiBIiB moa0 (HOpMyBaHHS Ta BEACHHS iH(poOpMamiifHOTO pecypcy
i3 BUCOKMMH KBami(ikaIlifHUMH BUMOTaMH JI0 HUX.

BucHoBku

Y poboTi 3ampoONMOHOBAaHO KOMIDIEKCHHH MiAXix g0  ¢opMyBaHHS
iHpopMarLiifHOTO pecypcy €AMHOTO iH(GOPMALIHOIO MPOCTOPY CUCTEMHU
OpraHizalliiHOro yMpaBiliHHs, SK iepapxii B3aeMoONoB’s3aHMX iHGOPMaNiHHNUX
00’€KTiB, 1110 BU3HAYAIOTHCs iH(opMauiitHumMu notpedamu kopucrysadiB COY Ta
y CYKYIHOCTI 3/1aTHIi MakKCHMaJbHO iX 3a0e3meduTd. 3amporOHOBAHO MEpeiK
MeTofiB 00poOku iHdopmamii 1 aBroMaru3amii mporecy crBopenHs [P €IIT
COVv.

Ockinbkn Oyap-IKy CHCTEMY, IO XapaKTepU3yeThCS (YHKI[IOHATFHOIO
CHeIiaNi3aIlielo eJIeMEeHTIB, MOYKHA PO3TIISIaTH SK 1€papXiuHy, 3aIpOITOHOBAHUM
MiIX11 MO>Kke OyTH MOITUPEHO 1 Ha iHIIII COIIOTEXHIYHI CHCTEMH.
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BI3YAJILHUI AHAJII3 JAHUX — KIBEP3ATPO3H 113

Karepuna Kynesa
KuiBcpkuit HaioHaIbHUN €KOHOMIUHMI yHiBepcHUTeT iMeHi Baguma ['eTbmana,
Kuis, Ykpaina
kunieva.kateryna@gmail.com

37M0BMHUCHE TIpOrpaMHE 3a0e3MEeYeHHS € OIHUM 3 HaAMIMOUIMPEeHININX
kibep3arpo3. IlutanHs kiOepOe3nmekn TOCTae OCOOJIMBO  TOCTPO.
Bigyamizamis y kibepOesmeni gomomarae OpraHizyBaTH BeJHKI HaboOpu
JaHUX Uil JIETIIOTO PO3II3HABaHHSA 3aKOHOMIPHOCTEH, KOHTEKCTY Ta
iH(opMaril, Iie MoXe 3a0IaUTH 3HAYHY KUTBKICTh Yacy Ha aHalli3 JaHUX
a0o BIICYTHICTh KIIOYOBHX TOYOK JaHWX. Bisyamizamico MOXHa
BUKOPUCTOBYBATH K JIOCHIAHMH IHCTPYMEHT IJISI TIOLIYKY Ta 3HIDKCHHS
pusukiB. Jlo3Boisie 1e peamizyBatu copT Maltego — iHCTpyMEHT yist
NOOYZOBH Ta aHali3y 3B'S3KIB MK PI3HUMH CyO'eKTaMH Ta 00'€KTaMu.
Maltego mpomnoHye MOKIHMBICTD HiIKITIOYSHHS HaHUX 1 PYHKIIN 13 pi3HUX
kepen 3a pomomororo Transforms. JlaHa mporpama BHKOPHCTOBYETBCS
ayauTopiero Bim mpodecioHamiB y cdepi Oe3neku OO CYZOBHX CIIiTJHX,
JKYPHAJIiCTIB-pO3CIiAyBayiB Ta NOCIHIiJHHUKIB PHHKY, 3aBISKH JAialla30Hy
MOXKJIMBUX BUIAJIKIB BUKOPHCTAHHS, TOYMHAIOYN BiJl PO3BIJKH 3arpo3 JI0
posciimyBaHHs — miaxpaiictBa.  Maltego  mpomoHYye  MOXIIMBICTB
HiIKTIOYEHHsT JMaHuX 1 (yHKOiH i3 pi3HUX oKepen 3a JOHOMOTOo
Transforms — ¢parmentu koay, siki 6epyts Git iHdopmarii (y dopmi
Entity) sx BXiZgHI AaHi, a TOTIM MOBEPTAIOTH TOB’A3aHy iHPOPMAIIO Y
BUTJISIII JOAATKOBHUX CYTHOCTEW SIK BUXiJ, a0 Ile MeXaHi3M, SKUH JIae
3MOTY JOCHIJKYBaTH TIOCHIAaHHSI. TakoX B HBOMY IIPHCYTHIH psn
TpaHCpOpMaIiif, 0cOOIMBO KOPUCHUX A (axiBIiB 3 KibepOesneku, sKi
NparHyTh BHSBHTH IIPUXOBaHI 3arpo3d B Mepexi opradizamii Ta
HNPOCTEXKUTH TMOXO/UKEHHS X 3arpo3. MISP — mardopma po3Biaku
3arpo3 3 BIIKPUTHUM BHXIJHHM KOJOM sl OOMiHy, 30epiraHHs Ta
CHiBBiIHECEHHs TMOKA3HUKIB KOMIIPOMETAIll IIIbOBUX aTaK, PO3BiIKH
3arpo3 Ta iHdopmarii npo ¢piHaHCOBE MaXpaiCTBO, BPA3IMBOCTI Y HABITH
60poTE0Y 3 TepopusmoM. Virus Total Public APl — ciryx0a, sika aHamizye
¢aitmn ta URL-agpecm Ha HasgBHICTB BipycCiB, XpoOakiB, TPOSHIB Ta
inmoro mkigmuBoro BMmicty. ZETAlytics Massive Passive Hamae maHi,
BKJIIOYAIOYH MUIBSIPJM  3alUCiB  MPO ICTOPUYHI JOMCHH, aapecH
eJIEKTPOHHOI TomITy, IP-anpecu Ta cepBepu imMeH.

Beryn
310BMHCHE TporpaMHe 3a0e3IIeueHHs € OJJHUM 3 HAHIOMMpeHImuX Kibep3arpos.
[Tannemis moka3zana, 110 HaIlle XUTTS MOXJIMBO IEPEHECTH MOBHICTIO B OH-NalH,

caMe TOMY MHUTaHHs KibepOe3reku, HEBiJ €MHHM EJIEeMEHTOM SKOI € aHaii3
KiOepiHIMACHTIB, OCTAE OCOOIMBO FOCTPO.
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KibGep3nounHni 3a3Buuail HaMararoThCs 371aMaTé KOMII'IOTEp abo MepeKeBi
CHCTEMH, BCTAaHOBIIOIOYM MmKimmmBe [I3 Ha IIBOBHII KOMIT'IOTEp depe3
¢immHTOBHI OMEeH abo BriageHHs B email. Ilpm 1mpomy, Mera Moxke
BapilOBaTHUCS Bl Mapali3yBaHHS BHYTPILIHIX CHCTEM JI0 BUKpAJCHHS OOJIKOBHX
JaHUX KOPHCTYBadiB, KOH(ieHIIHHOT iHpopMamii 1 Tak mai.

Jlis 3py4HINIOrO OIEpyBaHHS [aHWMH IIOB’SI3aHUMH 3 Kibep3arposoro,
BUKOPHCTOBY€EThCS Bisyanmizamis. B miii poOoti Oyzme po3risiHyTa Bizyasizarlis
MaHUX Tichas KiOepiHIMIeHTy, 30KpeMa Ha mpukiaxi coprty Maltego —
IHCTPYMEHT A HMOOYZOBH Ta aHaji3y 3B'I3KIB MDK PI3HUMH cyO'eKTaMHu Ta
o0'extamu. Bin no3Boise 3i0paTH BOeIMHO iHpOpMAIIiI0, OTPUMAHY 3 BIIKPUTHUX 1
3aKPHUTHX IKEPeIL.

Orasip Maltego

Maltego — me imcTpymenT mis aHamisy rpadiunmx 3B'3kiB. Moro
0COOJIMBOCTSIMU € Bi3yalizalliss OTpUMaHHX JaHUX, PO3BiIKa Ha OCHOBI BiZIKPHUTHX
JDKeper1, KOMOIHYBaHHS JUIS TJIMOOKOTO aHajli3y AaHWX, OTPUMAHHX i3 3aKPUTHX
Ta BIIKPUTHX JDKEpell, aBTOMAaTHYHUI aHaJi3 BIIKPUTHX JDKEpell Ta aBTOMaTH9YHA
noOyIoBa B3a€MO3B'3KiB MiXK BUSBICHIUMH 00'ektamu. JlaHuii codr:

1) Hapmae moTyxHHH mOIIyK, OO0 Ja€ Kpami pesynsTatd. Lle mo3Bomse
3a0IIAAUTH Yac 1 MPaLOBaTH TOYHIIIIE.

2) Jomomarae y TIpoleci MHCJIEHHS, Bi3yaJbHO JEMOHCTPYIOUH
B3a€MOTIOB’s13aHi 3B’ 3KH MiX iHpoOpMaIIifo.

3) 3o00paxye pe3yabTaTH B IIHPOKOMY Jiama3oHi rpadiyHuX MakeTiB, sKi
JIO3BOJISIOTH TPYIYBAaTH iHPOPMAIIiI0, [0 POOUTH MEPErIsiT BITHOCHH MUTTEBUM i
TOYHUM — 1€ Ia€ MOJJIUBICTh 3HAXOIUTH NMPHXOBaHI 3B’SI3KH, HABIThH SKIIO BOHH
3HAXOMAATHCS HA BiICTaHI TPHOX 200 YOTUPHOX CTYICHIB MOLITY.

Maltego mpomnoHye MOXJIHMBICTh MiAKIIOUCHHS NaHWUX 1 QYHKIIH i3 pi3HHX
JpKepe 3a jorioMoroto Transforms.

Transforms

Transforms abo Tpancdopmanii — 1e ¢parMeHTHn Koamy, siki OepyTb OiT
inpopmanii (y ¢opmi Entity) sk BXimHI AaHi, a TOTIM IOBEPTAOTh MOB’S3aHY
iHpOpMAIIi0 y BUMIIAL TOJIATKOBUX CYTHOCTEH SIK BUXiM, a00 IIe MeXaHi3M, SIKHIA
Ja€ 3MOTY JOCIHI/UKYBaTH IOCHJIaHHS. BOHM TakoX MOXYTh OYyTH HamlmcaHi
KopucTyBayamu Maltego, 3a0e3nmedyyrodr THYYKICTh MiAKIIOYEHHS IO BJIACHHX
JaHUX.

Bukopucranus

Maltego BHKOpHCTOBYeTbCsS sl 300py iHQoOpMarii (3aralbHOIOCTYIMHOI B
Inrepreri), moB’s3anoi 3 Oe3nekoro. OmHUM i3 HAHIMONMMPEHININX BapiaHTIB
BHKOPHCTAHHS € JOCTIKCHHS Ta OTpUMaHHs iHpopmaiiii mpo caiitu. [lana
nporpaMa BUKOPHUCTOBYETHCS ayIUTOpi€r0 Bix npodecionaitiB y cdepi 6e3neku 1o
CYZOBUX CIIAYMX, KyPHANICTIB-PO3CITiyBadiB Ta NOCIIJAHHKIB PHHKY, 3aBISKH
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Jliarma3oHy MOJKJIMBUX BHIIA/IKIB BUKOPHCTAHHS, TOYMHAIOYM BiJl PO3BIIKHU 3arpo3
JI0 pO3CIIiTyBaHHS IaxpalicTBa.

Jnst BUKOpHCTaHHA cOQTy INOTpiOHO CHOYATKy 3aBaHTaXWUTH Maltego 3
odiiiHoTO caiity — https://www.paterva.com/. [lanmi cTBOpUTH Ha IbOMY CaiTi
akayHT. Y camiil mporpaMi oOpaTH Bepcilo, INCIsS 4Oro YBIHTH B aKayHT.
IIpoBectu HanamITyBaHHS.

MoskHa nepexoauTH 0e3mocepeIHbo 10 BUKOpUcTaHHS Maltego. st mporo B
JiBOMY BEpXHBOMY KyTi THCHEMO KHONKY New a0o MOXHa NMPOCTO HATHCHYTH
Ctrl+T.

Binxpuerscst HOBuit pobounii mpocTip, B IKOMY Haaali IPaIfoBAaTHMEMO.

VY BepxHill 4acTHHI eKpaHa 3HaXOAWTHCS IaHENb KepyBaHHA. TyT MoOXKHa
3MIHIOBaTH HAJNAINTYBaHHs, Croci0 BimoOpakeHHs iHdopmanii, 30epiratu abo
3aBaHTaXYBaTH NPOEKTH, KepyBaTH TPaHCHOPMAILiSIMU Ta 30BHIMIHIM BHIIISIOM.
JliBopyd 3HaxoAuThCs maiiTpa 00'ekTiB. 3BiATH MU Oynemo OpaTu pi3Hi 00'€KTH,
SKMM HaJaBaTUMEMO IIEBHI 3HAa4eHHS, TOOTO Ty iH(GOpMaLilo, SIKY MH 3HAEMO.
Came 10 nux 00'€KTiB MU 3aCTOCOBYBAaTHMEMO TpaHC(HOpMALii Ui OTpUMAaHHS
notpibHOT HaM iHdopMmamii. ¥ HEeHTpi 3HAXOOUTHCS BIKHO rpadikiB — OCHOBHA
poboua ob6nacte. Tyr Oyme TpPOBOAMTHCS OCHOBHA Maca MAHIMYJSMid 1 TyT
BiZTOOpa)kaTUMEThCs pe3yabTaT IIPOBEICHUX TpaHchopmarii Ta
BiTOOpaXaTUMyThCS 3B'SI3KM MDK Pi3HUMH o0'ektamu. Ilif HAM 3HAXOIUTHCS
KOHCOJITb BUBOJIY, B sIKili Oyie BiJoOpa)kaThCsI JIOT BUKOHAHHS KOKHOI omeparii Ta
iHpopMaIlisl PO MOMHIIKH, SKIIO TaKi BUHHUKATHMYTh. [IpaBopyd po3ramioBaHO
TpH BiKHa:

1. Overview — e miniatiopa BikHa rpadikiB. JI03BoISI T OAUUTH 3aranbHy
KapTHHY, a sKImo rpadik TOCHTh BENMKWHA, TO IIBUAKO HHUM
nepemimaruncs. Tam e Briaaka Machines — B Hiif BizoOpaxkaeTbes Xig
BUKOHAHHS TpaHC(opMaIlii.

2. Detail View — BimoGpaxaerscst gokinaaHa iHGOpMaLlist Ipo MOTOYHMIT
(BumineHui) 00'eKT.

3. Property View — 1ie atpu6yTi oTouHOr0 (BHIIEHOr0) 06'€KTa, TYT iX
MOJXKHA peJlaryBaTH.

1ITo6 3acTocyBatu Oynb-iKy TpaHchopMarito, MOTPiIOHO HATHCHYTH ITPABOIO
KHOIIKOIO MHWIII Ha METy Ha rpadiky, BIIKpHEThCS MEHIO TpaHchopMmamii, 1o
PO3IIOIiIEH] 3a PO3AiIaMHu.

Buznauenns 3arpo3s I13

Maltego wmae psng TpaHchoOpMmaliif, 0coONMMBO KOPUCHHX Ui (axiBIiB 3
KiOepOe3reK, sIKi MparHyTh BISIBUTH MPHXOBaHI 3arpo3d B Mepeki opraHizarii ta
HPOCTEKUTH MOXOPKEHHS LIHX 3arpo3.

3okpema, 11e:

4. ATT&CK - MISP

5. Virus Total Public API

6. ZETAIlytics Massive Passive

MISP — mnardopma po3Binku 3arpo3 3 BIIKPUTUM BUXIAHHM KOJIOM JUIS
0oOMiHy, 30epiraHHsi Ta CIIBBIIHECCHHS MOKa3HUKIB KOMIIPOMETAIIl ITbOBUX
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aTak, pO3BiIKH 3arpo3 Ta iHdopmarllii mpo ¢iHaHCOBE MIAXPalCTBO, BPA3IUBOCTI
Yl HaBiTh 00poTeOy 3 Tepopm3moM. BukopucroByrounm MISP  Transforms,
JOCIITHUKA MOXKYTh 3alTUTYBaTH JaHi 3 eKk3eMIuripa oOMiHy 3arpozamu MISP i
TIeperIIi ATy 1HIII oI, aTpuOyTH, 00’ €KTH, TerH Ta ranakTuku MISP.

Virus Total Public APl — cnyx6a, sika ananizye ¢aitin Ta URL-anpecu Ha
HasIBHICTH BipyCiB, XpoOakxiB, TPOSHIB Ta iHIIOTO IIKIJUIMBOTO BMICTY. 3alIUTYIOUYH
nani VirusTotal Public API 3a momomoroto Maltego Transforms, mocmigHuku
MOXYTbh IMOBEpHYTH iH(}opMauito mpo nos’si3yBaHHs [P-anpec, xemis, 1oMeHiB Ta
URL-anpec.

ZETAlytics Massive Passive Hajae JaHi, BKIFOUAIOYH MUTBSIP/IN 3aMUCIB PO
ICTOpHYHI JIOMEHH, afpecH eJeKTpOHHOI momTH, [P-agpecu Ta cepBepu iMeH.
Bukopucrosyroun ZETAlytics Transforms, muciuBmi 3a 3arpo3aMu MOXKYTb
ineHTHdiKyBaTH 3B’SI3KM MDK icTopuunnMmu IP-agpecamu Ta iMeHaMM XOCTiB,
3’€IHAHHS XC€IIiB IIKiJIMBUX MIPOTPaM 3 TOMEHaMH, 3B’ I3KH MIX CEpBEpaMH iMeH
1 IOMEHaMH TOIIO.

BucnoBku

B miii poGotri Oyno posrnsHyTo mnporpamHe 3abesmedeHHs Maltego, 1m0
BHUSIBUIIOCA TIOTY)KHHM Ta B TOH jk€ 9ac IMPOCTUM 3acoboMm y KibepOesmeri.
Jiama3oH HOro BHKOPUCTAHHS HAJA3BHYAHO IIUPOKHHA: Bifg mpodecioHaliB y
cdepi Oe3nexn 10 CYIOBUX CIIITYHX, )KypHATICTIB-PO3CIIiAyBadiB Ta TOCITiTHUKIB
PUHKY, 3aBISIKH cBoii YHIBEpCaJIbHOCTI, JIOCTYITHOCTI Ta
6araToyHKIIIOHAIBHOCTI.

Pobota B Maltego moOynoBaHa Ha OCHOBI BUKOPUCTaHHS TpaHCHOpMAIliid, 1o
MPOIIOHYIOTH MiJKIIIOUSHHS JaHuX 1 QYHKIIH i3 pi3HUX mKepen. Bymno posriasayTo
Jeski TpaHchopmamii, sKi 3aCTOCOBYIOTBCS (axiBIIMH 3  KibepOesnexu:
ATT&CK — MISP, Virus Total Public API, ZETAlytics Massive Passive.

Bigyamizarmis y kibepOe3merni qonoMarae opraHi3yBaTH BEJUKiI HAOOPH TaHUX
IUTSL JIETHIOTO PO3Mi3HaBaHHS 3aKOHOMIPHOCTEW, KOHTEKCTY Ta iHdopmarii, e
MOJKE 3aOUIaJUTH 3HAYHy KUIBKICTh 4Yacy Ha aHaji3 IaHuX abo BiJCYTHICTbH
KJIIOYOBHX TOYOK JaHMX. Bisyawmizaiiro MO)KHa BUKOPUCTOBYBAaTH SIK JIOCIITHHI
IHCTPYMEHT ISl MOLIYKY Ta 3HIKEHHS PU3MKIB.

Pecypcn
1. https://www.maltego.com/

2. https://hacker-basement.ru/2020/04/21/instrukcia-po-maltego-sbor-
informacii/
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ANALYSIS OF SOFTWARE FOR PROJECT MANAGEMENT

Lyudmyla Kaminskaya
Zhytomyr Polytechnic State University, Zhytomyr, Ukraine
kaminskayalyuda@gmail.com

In today's world, the success of IT companies depends on project management
software. Realizing this, companies are investing in software. Highly qualified
specialists are involved in system administration. Experience in working with a
project management system and deep knowledge of their capabilities is the
advantage of the candidate during hired to work.

Project management software is comprehensive software for task
management, work and resource planning, reporting, price and budget
management, documentation and  administration,  collaboration  and
communication.

The leaders of the project management software market are such solutions as:
Jira, Wrike, Celoxis, Procore.

Each of these software has features, benefits, and nuances.

Let's consider them.

Jira - developed by Atlassian, is used by development teams that use an Agile
approach in their work. Jira is great for both Scrum sprint project management
and Kanban project management methodology.

Applying this software will allow you to organize effective work planning,
track the results and progress of projects on a non-stop basis, organize the release
of software versions and support.

In addition, Jira allows you to schedule sprints, track software issues and
bugs, and generate reports that help improve teamwork. You can follow the
default business process or create your own, as the system is flexible. It is possible
to integrate with a large number of third-party solutions. It is designed for each
member of the software development team and is able to meet the needs of each.
Whether it is logging the tester's working time, or generating reports at the
program level for the needs of the CEO.

Wrike is software used by more than 2.3 million users worldwide. Since 2006,
it has received a significant number of awards. Wrike was first presented at Le
Web 3 in Paris, where he won the B2B nomination.

This software is designed for workflow management, project planning and
tracking, effective teamwork and real-time collaboration. It allows you to create
automated reports, use custom query forms, and personalized dashboards. Process
automation can increase efficiency by up to 50%, and 360-degree visibility
increases trust through time and budget control. Deep analysis capabilities allow
you to comfortably manage project portfolios. And a reliable level of security
allows you not to worry about the leakage of confidential information.

The system can be integrated with more than 400 applications from Microsoft,
Google and Salesforce.
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Celoxis is a software development company of the same name Celoxis that
was founded in 2001 and located in India. Celoxis combines project management,
finance, integration, resources, technical issues, documents, schedules, project
plans, costs and staff to create a single integrated project management program.
Celoxis is available as a SaaS and as a local version.

Celoxis runs on Android or iOS mobile devices.

This comprehensive platform that allows you to manage projects within
different organizations has recently updated its functionality, and added the ability
to report manager and multi-level approval of work schedules.

The system has flexible installation capabilities and allows project
management to more than 2,800 users worldwide.

Procore - this project management application schedules, quickly closes
requests, tracks project emails, archives documents and photos, manages
documents, manages daily work logs, project change requests, cost estimates and
agreed work lists, integrates with MS Project and Sage Timberline Office.
Launched on the market by the American company Procore Technologies in 2002.

Such project management services will continue to evolve in the future,
increase functionality and cover more and more areas of influence. Their
application is appropriate both in the first stages of the project, such as the process
of selling the idea, concluding a contract, agreeing on budgets and deadlines, and
in the final stages of implementing the system, tracking problems in the work and
project support.

List of sources and literature

1. Agile-manudecr pa3paboTku POrPaMMHOTO obecrieueHus
[Enextponnnit  pecypc] — Pexmm goctymy 1o pecypey:
https://agilemanifesto.org/iso/ru/manifesto.html

2. Jlyuuiee mporpamMHOe OOecrieyeHHe Uil YIPAaBJICHHsS MPOCKTAMH Ha
2021 ron [EnextponHmii pecypc] — Pexum nocrymy 1o pecypey:
https://habr.com/ru/company/otus/blog/577090/

3. Power the Modern, Agile Enterprise [Enexrponnuii pecypc] — Pexum
nocrymy o pecypey: https://www.wrike.com/

4. 0630p Wrike [Enexrponnmii pecypc] — Pexxum mpoctyry no pecypcey:
https://www.onlineprojects.ru/tool/205/

5. The All-in-One Project Management Software [Enexrponnuii pecypc]
— Pesxum poctymy 1o pecypey: https://www.celoxis.com/

6. Connect everyone on your project with one platform. [Enexrponnuii
pecypc] — Pexxum poctymy 1o pecypey: https://www.procore.com/
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IMITAIIAHA MOJIEJb HEYITKOI CHCTEMH BUSIBJTEHHSA
KIBEPATAK

IFOp Cy6aql‘2 [0000-0002-9344-713X], Biraniit q)eCLova[0000-0001-6612-1970], ApTeM
MHKHTIOKl[0000-0002-8307-9978],

BOJ‘IOHI/IMI/Ip Ky6paK1[0000-0001-8877—5289], Crauicias KOpOTaeB1[0000-0003-3823-8375].

! Incruryt creniansHoro 38’A3Ky Ta 3axucty indopmanii Harionatsaoro
TexHigYHOro YHiBepcuteTy YKpainu “KuiBchKuil MOITEXHIYHAN IHCTUTYT iMEHI
Irops Cikopcpkoro”

2 BilicEKOBHIA IHCTHTYT TeNeKOMyHIKaIlii Ta iHpopmaTm3anii imeri lepois Kpyt
igor_subach@ukr.net

PosrnsgHyTo MeTOAWMKY 3acTOCYBaHHS IMITamiHOI MOJENi HEYiTKOi
CHUCTEMH BHWABJICHHS Kibepartak. HaBemeHo (QyHKIIOHATIBHY CXeMy
imiTaniHol Mozeni. Po3misiHyTO CTPYKTYypHY cXeMu iMmiTamiiHol Mozeni
Ta ONHCAHO NpHU3HA4YeHHs ii enemeHTiB. ONHCAaHO OCHOBHI KPOKH
3aCTOCYBaHHS IMITAIIHHOT MOJIEII ISl IPOBECHHS EKCIIEPUMEHTAIEHOTO
JOCII/DKEHHS.  IOJ0 OIIHKA e(EeKTHUBHOCTI MOJENed Ta METOMiB
BUSIBIICHHA KiOepaTak, IO IPYHTYIOTBCS Ha TeOpii HEUITKUX MHOXHH Ta
HEYiTKOrO JIOTIYHOTO BHWBOAY. HaBemeHo TOpsIok QopMyBaHHA
MOYAaTKOBUX JaHWX, BHU3HAYCHO KJIacH Kibeparak, IIO IIiUIATalOTh
BUSIBIICHHIO, BH[UJIEHO BEKTOPH O3HaK KiOepaTak, HaBEICHO OINC
nmapaMeTpiB  JIOCHi/KyBaHOTO Tpadiky, BH3HAYeHO TUMH (QyHKIIH
HaJIOKHOCTI Juisi (hopMasti3anii eKCIIepTHUX 3HaHb 1 MPeJCTaBICHHS X Y
0a3i 3HaHp y BUNIAAI HEYITKUX HPOAYKUIHHMX mpaBwil. Po3misHyTO
MHUTaHHS NapaMeTpUYHOl aganTanii QyHKIi HaJeKHOCTI Il YTOUHEHHS
Cy0’€KTHBHHUX Cy[DKEHb ekcreptTiB. Jma peamizamii  MOMIHMBOCTL
BUSIBIICHHA MONIMOp(HUX KibepaTak, OIMHCAaHO TMOPSJOK BH3HAYCHHS
HEeoOXiTHOT KibKOCTI HAOIIBII BaXIIMBIAX O3HAK JJISI KOXKHOTO BiJOMOTO
Kilacy KkibepaTtak, MPEICTABICHNX HEYITKUMH MHOXHHAMH  Ta
JHTBICTHYHUMH 3MIiHHAMH, SIKi IOCTAaTHBO TIOBHO iX XapaKTEepU3YIOTh.
[IpoBeneHO MOPIBHSIBHUM aHali3 Pe3yNbTaTiB MOJCTIOBAHHS IMPOLECY
BHSIBJICHHS KibepaTak Ha OCHOBI 3aIIPONOHOBAHOTO MiJXO/Y 3 ICHYFOUHMH
METO/IaMH BHSBJICHHs KiOepaTak: Ha OCHOBI TeOpil HEUITKMX MHOXHH Ta
HEYIiTKOI JIOTIKM, IITyYHUX IMYHHHX CHCTEM Ta HEHPOHHHX Mepex 3a
MOKa3HMKOM TOYHOCTI.

Beryn

Y [1, 2] Oyno 3ampomOHOBAHO apXITEKTypy HEUITKOi IHTEIEKTyaIbHOI
CHCTeMH BUSBJICHHS BTOpPTHEHb, a y [3, 4, 5] — Mozeni Ta MeToau BHSBICHHS
BTOPrHEHb BiIOMHX Ta MOJIMOP(HHUX KibepaTak, [0 IPYHTYIOTHCS Ha HEYITKHX
npaBwiax. J{ys oiHKK epeKTHBHOCTI 3alPONIOHOBAHUX pillleHb Oyna po3pobiieHa
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imitamiiina momens cucremu (FIDM — Fuzzy Intrusion Detection Model) 3
BuKopucTaHHsAM makery Fuzzy Logic Toolbox™, skuii 3abe3meuye ¢(yHKIiT
MATLAB® Ta 6moky Simulink® [6, 7, 8] w1 mpoeKTyBaHHS Ta MOJAETIOBaHHS
CHCTEM Ha OCHOBI HEUiTKO]I JIOTIKH.

DyHKIiOHAIBHA cxeMa imiTaniiinoi moaei

OyHKIIOHATbHA CXeMa IMITaIiITHOT MOJIeITi MPeICTaBICHA Ha PUCYHKY 1, e
X1.. Xy — BXiZHI HapaMeTpH, a Yy — BUXiIHA 3MiHHA.

x1

y (network_status)

RN

FIDM
(Mamdani)

Puc. 1. ®yHkuioHanbHa cxeMa iMitamiiiHoi Mmozaerni FIDM

OCHOBY 3amlpOIIOHOBAHOI IMIiTalifHOT MOJENI CTAHOBUTH MOXYyJbHA CXeMa
oprauisariii mociJOBHOI iTepaliifHol B3aeMOil MixK TI KOMIOHEHTAMH: MOAYJIEM
BBCJICHHS JaHUX JUIA aHalizy, moayjem ¢aszudikarii, 6a3010 3HaHb, MOIyJIEM
HEYiTKOro JIOTiYHOTO BHBOAY Ta Aedasudikauii [6, 7, 8]. CTpykTypHy cxemy
po3po0ieHoi imMiTamiiHOT MOAENi IPEACTaBICHO HAa PUCYHKY 2.

Monyns BBEIeHHS
TECTOBMX JAHHX

Monyme
P HEYITKOTO JIOriYHOro
BHBOJLY

Monmyns
(asudpixarii

Monyns
nedasudixarii

A

<

Momyne rerepanii
JIO/IaTKOBHX TPaBHJI

Puc. 2. CrpykrypHa cxema po3po0ireHoi imiTamiiHol Mozeni
Jnst poOOTH MOAYIIO BBEIACHHS TECTOBHMX JaHuX [9] 3acTocoByBaBcsi Habip
CTaTUCTUYHUX JaHuX mpo kidepataku KDD Cup 1999 Data (xIsx-daiim).
[Mpusnauennsm wmoxyio dasudikauii € HpeacTaBIeHHS KiNBKICHUX Ta
SKICHUX 3HAa4eHb MOCII[KyBaHHX IapaMeTpiB 3a JOIMOMOTOI TEPM-MHOXHH Ta
JHHTBICTMYHHUX 3MIHHHMX. YpaxXyBaHHsS HEIOBHHX Ta HEBH3HAYCHUX JAHUX IIPO
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MEpEeXeBY AaKTHBHICTh 3IIMCHIOBANIOCA IIUIAXOM 3acTOCYBaHHS pPO3pOoOIeHOT
MOJIeIi BHSIBJICHHS KibepaTak.

Mopnyne reHepamii JOAZATKOBHX IPaBHJI 3aCTOCOBYBABCS M CTBOPEHHS
HOBUX HEUITKHUX HPOAYKIIHHAX IpaBmi y 0a3i 3HaHb [IIIXOM HEPETHHY HETITKUX
MHOXKHMH JIHIBICTHYHUX 3MIHHHX paHille iCHYIOUMX IpaBHJI Ta HONEPEIHBO
BU3HAUCHHUX EKCIIEPTOM HaWOUIbII 3HAYYIIMX JIHIBICTUYHUX 3MIHHUX JUIA
KOXKHOT'O KJIacy Kibeparak.

Baza 3nanp npencrasisie co6o0r0 Halip HEUITKUX MPOXYKUIHHUX MPaBHI, SKi
noOyA0OBaHI EKCIIEPTOM.

IIpn3HadeHHSAM MOIYIIO HEYITKOTO JIOTIYHOTO BHBOJLY € TeHEpyBaHHS
pileHHs Tpo cTaH iHQOpPMaLiifHO-TeIeKOMYHIKAIIHHOI Mepexi Ha OCHOBI
BU3HAYEHHS 3QJIOKHOCTI MK BXiJHAMH JaHMMH Ta €KCIIEPTHHMH BHCHOBKAMH
3ac00aMH HEUiTKOI JIOTiKH.

Monyne nedasudikanii 3acToCOByBaBcS IS IEPETBOPEHHS OTPHUMAaHHX
3HaYCHb HEWITKOTO JIOTIYHOTO BUBOAY Y UiTKi.

Metonuka 3acTocyBaHHs iMiTauiiinoi moaei

Metoaurka 3acToCyBaHHs IMITalliiHOT MOJIENI TOJIATala y HACTYITHOMY.

Kpok 1. BuznaueHHss Habopy CTaTHCTHYHHUX NaHUX Npo Kibeparakum: KDD
Cup 1999 Data [9].

Kpok 2. BusnauenHi knaciB kibepaTak, IO MiJUIATal0Th MOJATBIIOMY
BusiiieHHIO [9]: Denial of Service, Remote to Local, User to Root, Probe Ta
HOPMaJIbHI CTaHH iHPOPMAIiHOT CHCTEMH.

Kpok 3. Ha Bxix iMiTaniifHOi Mojelni ogaBaiucs BEKTOpH O3HAK KibepaTak
Habopy KDD Cup 1999 Data y kinekocti: Bimomux — Denial of Service — 4264,
Remote to Local — 1020, User to Root — 52, Probe — 3231; HopmanbHHX CTaHIB
inpopmarniitnoi cucremu — 1000; momiMopdHux kibeparak, MoOyIOBaHMX Ha
ocHoBi BimoMux — 100. TakuM 4rHOM, 3arajibHa KiJIbKICTh BEKTOPIB O3HAK CKJIajia
—9667.

Kpok 5. BusnaueHHs Tumy (yHKILi HaneXHOCTI Ui ONUCY Aiala3oHIiB
3HAa4YCHb NOCITIKYBaHUX ITapaMETPiB Ta MOTYKHOCTI TEPM-MHOKHH JJIsI BX1THIX
Ta BHXITHOI JIHTBICTHYHHAX 3MIHHHX: TPUKYTHI (pyHKIIi HaJeKHOCTi, 3aBISKA
BJIACTHBOCTI  TiJaBaTHCS IapaMeTpHuHiid  ajganramii  (YTOYHEHHI0) 31
30epeKeHHsIM TPUHHATHOTO PIiBHS OOYHMCIIOBAJIBHOI CKIAMHOCTI, IMOTYXKHICTH
TEepM-MHOXHMHH — 7 (KUTbKicTh: “JIM” — myxe mana, “M” — mana, “HC” — Hmxue
cepennsoi, “C” — cepenns, “BC” — Buie cepenuboi, “B” — Benuka, “IB” — myxe
BEJIMKA).

Kpox 6. BusHaueHHs BXiHUX Ta BHUXiJHHX JHIBICTHYHHX 3MiHHHX: 38
BXITHUX JIHTBICTUYHUX 3MIHHHX, SIKi BIIIIOBINAIOTh KINBKOCTI JOCTIKYBaHUX
mapameTpiB  MepexxkeBoro Ttpadiky Ta onHa BHUXIIHA — TIOKa3HHK CTaHY
iH(pOpMaIiiTHO-TeIeKOMYHIKaIiitHOT cucTeMd. KOXXHOMY BXiJHOMY 3Ha4eHHIO
(x;) BimnoBigae mapamerp Mepexesoro tpadiky BiamosigHo 1o KDD Cup 1999
Data, a manmamroBaHi (YHKIIT HaJIeXKHOCTI €KCIIEpPTOM (aBTOpOM) NpeicTaBiIeHi
TEPM-MHOXHHAMHU.
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Kpok 7. IliarotoBka dopmary tecroBux aanux KDD Cup 1999 Data mus
nporpamHoro 3adesnedeHns Fuzzy Logic Toolbox™.

Kpok 9. CTBOpeHHS HEUITKHX HpOAYKIIHHHMX mpaBwi it b3 Ha ocHOBI
Habopy manmx KDD Cup 1999 Data i3 BHKOPHCTaHHSM QJTOPUTMIB IOIIYKY
ACOLIATHBHHX IIPABHIL.

Kpok 10. OTpumaHHs eKCIepTHIX BHCHOBKIB 11010 cTaHy IC BigmoBiaHO 10
kiracugikanii xibeparak, sika npencrasieHa y KDD Cup 1999 Data: Denial of
Service, Remote to Local, User to Root, Probe Ta HOopmasnpHHil CTaH: 3arajabHa
KinpkicTs mpaBuit: 335, 3 uux Denial of Service — 68; Remote to Local — 55; User
to Root — 18; Probe — 107; Normal — 87.

Kpox 11. ITapamerpuuna amanrauis moGymnoBaHux (yHKIiH HanexHocTi [10,
11] 3 MeTor0 yTOYHEHHS Cy0’€KTHBHOT TOUYKH 30py CKCIEepTa 3aco0aMH TaKeTy
Optimization Tool nporpamuoro 3a6esnedennss MATLAB® [6, 7, 8]: na ocHosi
3HalICHNX YacTHX HaOOpiB JaHWX Ha MOIEPEIHHOMY €Tami JJs BUIIEBKA3aHUX
TEpPMiB KOXHOI JOCHII)KYyBaHOi 3MIiHHOI 3[iliCHIOBalach mNapaMeTpUYHA
ontuMmizanis (QYHKIIH HaJeKHOCTI (MOIIYyK ONTUMYMY BEKTOpPY IapaMeTpiB
CHCTEMH PIBHSHb aHATITHYHOT MOJIENi (PYHKIIT HAJICKHOCTI TPUKYTHOTO THITY).

Kpok 12. BwusHaueHHs HEOOXiMHOI KITBKOCTI HaWOIIbII  BaKITHMBHX
(iHpopMaTnBHKX) MapaMeTpiB (03HAK) JUIT KOXKHOTO BiIOMOTO Kiacy KibepaTak,
MPEACTABICHUX Y BHIVIAAI HEYITKAX MHOXXHH JIHTBICTHYHUX 3MIHHHUX, SIKi
JOCTaTHBO IIOBHO 1X XapakTepH3yIOTh 3 METOI0 OTPUMAaHHS MOXKIIMBOCTI
BUSIBJICHHS TTOJIiIMOpGHUX Moudikalii BijoMux KibepaTak.

Kpok 13. OrpumaHHS DOZATKOBHX HEUITKUX MPONYKUIMHWX mpaBmi maius b3
Ha OCHOBI MPOBEJCHUX [iil Ha MOMEPEIHBFOMY KpOIi Ta BHIAJCHHI MPaBHII, SKi
IyOmoIoThCA. Y pe3ysbTaTi 4oro OyJno OTpHMaHO HOBI NMpaBWiIa Y HACTYITHIH
kinskocti: Denial of Service — 48; Remote to Local — 14; User to Root — 13;
Probe — 16. 3aranbHa KkinbkicTs npasun y b3 — 426.

Kpok 14. 3acrocyBaHHs po3po0I€HOro MPOrpaMHOro KOAy IJIsi KOPEKTHOTO
BBCJICHHS JaHMX 3 HaOOpy J[aHWX Mpo Kibepatakd 3 METOK 3IiHCHEHHS
MOJANBIIOTO 1X aHami3y 6ibmioTekoro Fuzzy Logic Toolbox™,

Kpox 15. TlpoBeneHHS eKCIIEpUMEHTAIBHUX JOCHIKCHb BHSBICHHS
kibepaTak pO3pOOJICHOIO IMITAllifHOIO MOJAEIIO, (YHKIIOHYBaHHS  SKOL
IPYHTYETbCS Ha 3aCTOCYBaHHI MOJENEH Ta METOMIB Ta MOPIBHAIGHUN aHai3
pe3ynabTaTiB  MOJENIOBAHHS IIPOIECY BHSBIEHHS KibepaTak Ha OCHOBI
3aMpOINOHOBAHOTO MiXOMY 3 ICHYIOUMMH METOJaMH BHSBICHHsS KiOepaTak: Ha
OCHOBI T€OPIl HEYITKMX MHOXXHH Ta HEYITKOI JIOTiKM, IITYYHUX IMyHHHUX CHCTEM
Ta HEMPOHHHUX MEPEXk 3a MOKa3HMKOM TOYHOCTI (Accuracy).

BucnoBku

3acTocyBaHHs Ha MPaKTUIl PO3pPOOJIEHOT IMITAI[ifHOI MOJeNi HediTKOl
CHCTEMH BHSIBIICHHS KiOepaTak, MOKa3alno MOIUIBHICTh 11 BHKOPUCTAHHS IS
OLIIHKM MoOJeJIell Ta METOJIB BUSBICHHs KiOeparak, IO IPYHTYIOTBCS Ha Teopii
HEYITKUX MHOXXHH Ta HEYITKOIO JIOTIYHOTO BHUBOAY. Tak, oLiHKAa po3poOJIeHOro
HayKOBO-METOANYHOTO arapaTy y MOpIBHSHHI 3 BITOMUMH, NOKa3aja, o Horo
3aCTOCYBaHHS JI03BOJIsIE IABMIINTH edekTuBHiCTH Kibep3axucry IC  3a
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MOKa3HUKOM TOYHOCTI BUSIBICHHS BiJOMHX KiOepaTak B cepemHboMmy Ha 10%, a
TaKoXK 3a0e3MECYNTH BHSBJICHHS MOMIMOpQHUX KibepaTak 3a TOKa3HHUKOM
TOYHOCTI He MeHIIe Hix 80%.
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A UNIVERSAL MODEL OF DECISION-MAKING SUPPORT TOOLS IN
AUTONOMOUS CYBERPHYSICAL SYSTEMS
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This article discusses the issues of decision-making in autonomous
cyberphysical systems which is relevant today and considers the tools that
can be implemented in the architecture of cyberphysical systems to
achieve their bigger autonomy. It also discusses the key elements in the
structure of any cyberphysical system, the relationship between them and
their functional features, and reviews existing tools that can help the
decision-making process in cyberphysical systems that have different
architectures and solve problems of different nature and complexity. A
universal model of decision-making support tools in autonomous
cyberphysical systems is proposed. This model can be implemented in
most existing cyberphysical systems, as well as implemented at the stage
of planning the architecture and direct development of the cyberphysical
system. The review of the model is carried out within the architecture of
the cyberphysical system and considers the functional features of the
nodes of the cyberphysical system and the decision support system that is
a part of it. The main technologies that can be used in the construction of
an autonomous cyberphysical system, the architecture of which includes a
decision support system, based on the proposed universal model, were
also considered. The article gives a generalized idea of how a cyber-
physical system can look from an architectural point of view, containing a
decision support system, which is illustrated by the corresponding
structural diagrams. The role of the human expert in the process of design
and development of an autonomous cyberphysical system and the methods
of interaction of the human expert with the decision support system are
reviewed.

Keywords: cyberphysical systems, decision support systems, expert
systems, artificial intelligence, human expert

Introduction

Autonomous CPS are systems that are able to make decisions and perform actions
independently, without human intervention. In such systems, the problem of
decision-making is very acute, and to achieve their autonomy, different
technological approaches are used, which are based on the architecture of the CPS
and the tasks it should solve.

The concept of decision-making support emerged mainly through theoretical
studies of organizational decision-making in the late 1950s and was first
implemented in the 1960s [1]. Since then, decisions support systems(DSS) have
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become widely used in different areas of human activity. In order to achieve
autonomy in the work of the CPS, it is becoming more common to use such DSSs
that contain an expert system(ES). This approach helps the CPS to use the
analytical skills of one or more experts in a particular field of application, to draw
logical conclusions, thus ensuring the solution of specific problems. Also, given
the large amount of data coming from the physical environment to the CPS, and
data, generated directly in CPS, during its usage, artificial intelligence systems are
often used as a part of the DSS for CPS.

Expert system as a decision-making tool

An ES is a computer system that can emulate a human expert behavior in the case
of decision-making. It is designed to solve problems with the help of knowledge,
which is represented mainly as IF-THEN rules rather than through conventional
procedural code. Knowledge is a theoretical or practical understanding of a
subject or domain and is possessed by experts. Expert is someone, who has deep
knowledge and strong practical experience in a particular domain. Knowledge can
be represented by rules, frames, or semantic networks.

Rules are the most common way to represent knowledge. They are defined as
an IF-THEN structure, where the “IF” (antecedent) part contains facts and the
“THEN” part(consequent) contains some actions, that can be released. One rule
can be described with the usage of multiple antecedents, joined by the keywords:
AND(conjunction), OR(disjunction).

A frame is a data structure with typical knowledge about a particular object or
concept [2]. In a frame-based representation of knowledge, each frame has its own
name and a set of attributes associated with it, which, in turn, have an attached
value. Frames are an application of object-oriented programming for ES.

Semantic networks are used for propositional information and are also called
propositional networks. They consist of nodes, links, and link labels and can be
defined as a labeled directed graph in math.

The following specialists are usually involved in the creation of the ES: the
domain expert, the knowledge engineer, the programmer, the project manager.
Success in creating an ES directly depends on the coordination of actions of all
specialists.

Artificial intelligence as a decision-making tool

Decision-making is a complex process that ordinary computer programs usually
perform structurally, which limits the decision-making process. In addition, the
machine itself is not able to think and formulate rules based on its own
experience. Not surprisingly, researchers have sought to improve the quality of
solutions by developing computer technology to increase and empower people.
Artificial Intelligence (Al) can be defined as a space for the design and
development of systems that can provide effective solutions to real problems and
imitate the way of thinking, the behavior of humans and other living organisms in
nature [3-4]. Advances in Atrtificial Intelligence (Al) have made the goal of a
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machine’s ability to think by itself, a reality in many applications. CPSs,
integrated with artificial intelligence, or with intelligent decision support systems
(IDSS), are increasingly used to help make decisions in various areas of human
activity. The term intelligent is used to describe systems that mimic human
cognitive capabilities in some way. These systems use Al tools to reason, learn,
remember, plan and analyze. Al tools can be used to empower people, for
example, by researching and selecting relevant information from extremely large
and distributed data sources, applying analytical tools to unstructured data,
creating generalized solutions from sets of rules and probabilities, and finding
associations in information from multiple sources that may affect decisions. Tools
such as Artificial Neural Networks, Fuzzy Logic, Intelligent Agents, Agent
Teams, Case-Based Reasoning, Evolutionary Computing, and probabilistic
reasoning, when combined with other decision support systems, can help a
decision-maker evaluate and choose alternatives.

A universal model of decision-making support tools in
autonomous cyberphysical systems

Almost any CPS can be divided into physical and cybernetic parts. The physical
part consists of sensory and actuation systems, and the cybernetic part consists of
various computing devices combined with a communication environment. The
basic component of the CPS is the computing and measuring node, which contains
the sensor, executive, and computing systems. The number of such nodes in the
CPS can be unlimited. Each individual node can be both independent in decision-
making and the formation of the node's response to input data from the sensor
system, and dependent on the core of the CPS - the center for collecting and
processing information.

Communication and exchange of information within the cyberphysical system
between its structural parts occurs through the communication environment. The
basic communication environment for information transfer includes wires as well
as optical and wireless media. The connection between electronic devices is
usually performed through wires, but it has a number of disadvantages, namely
the high cost and extensive efforts to deploy and maintain them. In the case of
cyberphysical systems, it is reinforced by their very nature, as they cover large
areas including hard-to-reach places, and often work in harsh environments. The
use of digital systems almost everywhere led to the development of a wide range
of protocols communication using wires. Ethernet technology as part TCP / IP
(Transmission Control Protocol / Internet Protocol) and the UDP (User Datagram
Protocol) stack is the core standard used in home and office applications, while
Fieldbus protocols are found in industrial environments. Some communication
protocols, implemented between digital controllers and software in industrial
environments include: OPC UA, PROFIBUS, CAN, CANopen, PROFINET,
INTERBUS, Foundation Fieldbus, HART, Modbus, and others [5]. But anyway,
the current trend is the widespread usage of wireless technologies in monitoring
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and management applications, which is motivated by the undeniable advantages
they have. Lower prices due to cable replacement, simplified network topology,
scalability, and low maintenance costs are just some of them. However, you have
to pay for it - wireless communication poses a wide range of problems and tasks
to engineers. In most cases, the accompanying sensors and actuators in such
applications are systems that are limited in terms of energy consumption,
communications, and energy resources, and issues such as data transmission,
reliability, real-time data delivery, and energy efficiency should be considered
from the design stage to the continuing the development and finishing with the
implementation phase.

Communication between the computing and measuring node with other nodes
and the kernel occurs through the communication environment. It is proposed to
expand the structural model of such a node, including in its composition a
decision-making subsystem, and to expand the structural model of the CPS,
including a DSS in its composition as is shown in fig.1.

Physical
environment
....... e L — Cybemetic part
v Communication
| Computing - . environment. Core of CPS

{ 2 P system
—f===n R Decision-

. — H
{ I J making || |
1 J—’) K~ subsystem' 1

A Al
K= T

Gomputing and |
measuring node 1|

Computingand |
measuring nade N|

Fig.1. Structural model of CPS containing DSS

The computing system collects and pre-processes the information obtained
using the sensor system, transmits information in processed or unaltered form to
the communication environment, as well as to the decision-making subsystem. It
also receives information from the communication environment and decision-
making subsystem and is able to activate the actuation system, send it executive
commands. Such a computing system can be represented as a microcontroller or a
microprocessor system. When designing such a system, it is necessary to pay
attention to the needs of the cyberphysical system itself, and take into account the
complexity and type of calculations that it must perform.
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The decision-making subsystem is able to extract from a set of data
(transferred from a computing system), such data that may influence a process of
decision-making by node, group it according to certain characteristics, and
transmit to the communication environment and also receive a response from the
DSS and send it back to the computing system. Such a subsystem can be a tool
that helps to make decisions together with the DSS, performing the functions of
communication of the computing system with the DSS, standardization, and
verification of data that can participate in the decision-making process. Such a
subsystem can be designed as a software solution and can also include additional
hardware if needed.

It is proposed the CPS include DSS, which has: information collection and
storage node, active and cooperative DSSs, ES, user interface, and the DSS core.
The structural model of the proposed DSS is presented in fig.2.

Communication
environment

Information
collecting and
storing node Expert system User interface

Human expert

Core of DSS Active DSS Cooperative DSS >

Fig.2. Structural model of DSS in CPS

The information collection and storage node performs the function of a buffer by
receiving information through the communication environment from the
subsystems of decision-making and storing it for further transmission to other
nodes of the DSS.

Active DSS is a system that assists the decision-making process, receives data
from the information collection and storage node, and is able to submit clearly
formulated decisions or proposals. Active DSS includes Al tools that are capable
of self-learning, such as neural networks that work with large amounts of data and
make decisions or assumptions based on experience. Large and efficient neural
networks require significant computing resources. In addition, the developer often
needs to transmit signals through many of these connections and associated
neurons, which require enormous CPU power and time. Using accelerators, such
as FPGAs and GPUs can reduce training time from months to days.

Cooperative DSS can be useful at the stage of teaching neural networks that
are part of active DSS, by a human expert. Also, a human expert can use the user

208



interface to communicate with the ES, providing the system with the necessary
knowledge that can help the decision-making process. The user interface is a
method of interaction of the expert system with the user. It can be performed
through a dialog box, command line, form, or other input methods. Some expert
systems interact with other computer programs and do not interact directly with
humans.

The main element for the decision-making process in the DSS is its core. It
receives data from active DSS and ES and if this data does not make a conflict,
the assumption or decision made by active DSS is not considered incorrect by ES
or coincides with the assumption or decision proposed by the ES, the DSS core
determines it as correct and transmits it to the communication environment.

Conclusions

The issue of autonomy in cyberphysical systems today remains relevant and
scientists face many problems with decision-making in cyberphysical systems.
The proposed universal model of decision-making support tools can be considered
as a generalized platform for creating and designing autonomous cyberphysical
systems of any complexity, but it should be noted, that it may be necessary to be
expanded and changed, depending on the needs and characteristics of the
cyberphysical system that is being designed.
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orJjsaa NPOrpPAMHHUX 3ACOBIB JJI51 PO3POBKH JIOKAJIBHUX
MEPEXK

Annpiit CaBuyk, Aunpiit €Edimenko, TersiHa Bakamok
HepxaBHuit yHiBepcuTeT «KNTOMHpPCHKA TOIITEXHIKa»

IIpu po3pobui Oynp-s1K0i Mepexi HeoOXiTHO BHOpATH MpaBUIIbHE 00IaJHAHHS
Ta TporpamMHe 3a0e3ledeHHs, aMKe BiI KOXXHOro BHOOpY Oyzme 3amexard
Iparne31aTHICTh Beiel Mepexi, 11 HalilHICTh Ta 3aXUCT.

Cisco — me omHa i3 HebGaraThOX KOMIIAHIH, SKa € JIJAEPOM Cepejl po3poOKu
MepexeBUX NprianiB [2]. Jlana koMmaHis po3po0iisie IpyiIaay A1 BChOTO CBITY i
BIJIMOBIIa€ 3a SIKICTh CBOET MPOJMYKIIii; MPHIaAd KOMIaHii po3poONSIOThCS TakK,
00 BOHU MaJld 3MOTY sIKHaWoBIIe mpamtoBaty. Lle came Te, mo motpibHO s
BEJIMKHUX IMANPUEMCTB Ta KOMIIaHI{; HAJAIITYBaHHSA MEPEKEBUX INPHIAAIB Bif
kommanii CiSCO MakcuManbHO mpocte i 3posymiie. [Ipwiaad MiATPUMYIOTH
MOJKIIHUBICTh TpadiuHoro iHTepdeiicy KopucTyBada. Takok MOXKHA KepyBaTH
MEpe)er0 1 OFHOYACHO HANAINTYBAaTH mpwiaan; kKomyraropu CiSCO MaroTh
BOYIOBaHy CHUCTeMy O€3IeKH, 3a JOIOMOTOI0 SIKOI BOHHM 0a4arh, sIKi HpYIIaIy
MIJKITIOYAI0OThCA IO MEpPEeXi 3aIuis 3amoliranHs arak. KoMmaHis Mae BEIUKY
KUTBKICT OOJIaHAaHHA, SKe IIIXOOWTh SIK JUIA BEIUKUX IiJIPHEMCTB Ta
KOMIIaHii, Tak i JJIs Majux, MO JO3BOJIAE MimiOpaTH Taki MpHiamy, mo OyayTh
ONTUMANBHI, K 1 1 PpOoOOTH, TaK i Juii OIOMKETYy IMX CaMHUX KOMIaHii Ta
mianpueMcts [2].

GNS3 (Graphical Network Simulator) — me 6e3komToBHE mpOrpamne
3a0e3MeYeHHs, SKe JJa€ MOKJIMBICTh CTBOPIOBATH TOIOJIOTII BiJl MaJeHBKUX, SKi
CKIIAZIal0ThCsl 3 JICKUIBKOX IIPUCTPOIB, TaK 1 [0 BEJIMKHX, LI0 CKJIAJAIOThCS 3
0araTh0X TPHUCTPOIB, BipTyajdbHUX MarmH Tomio [3]. Jlis mporo He moTpiOHE
peansHe obOnamHaHHs, amke GNS BHKOPHCTOBYE eMyJISITOPH TOTO CaMoro
obJiaiHaHHs, 10 Ja€ 3MOTy MaKCHMaJbHO HaOJIM3UTHCS 10 peaidbHoro. OcHOBHA
nepeBara GNS 3akiIio4aeTbcst B TOMy, IIO BiH JI03BOJISIE BUKOPHUCTOBYBATH
BIpTyaJibHi MAIIMHM OIEpaIiifHuX cucTeM. ToOTO I J03BOJNSE CTBOPIOBATH
Maibke peanbHy MEpeXxy IMEeBHOTO MiANMPHEMCTBA Yl KoMmaHii. Bee »x Taku Oynb-
sKe TporpaMHe 3abe3nedeHHs Mae cBoi Hemolniku, i GNS He BuxmodeHHs. s
Toro, mo0 3pydHo 1 OesmepemkoaHo mnpamroBatd B GNS, mortpiOHO Matu
nocratHbo noTyxHuH 1K, amke po3poOka Mepex Lie pecypco3aTpaTHHil Mpoliec.
Tomy He Ha Beix 1K € MOXIHBICTh MpAIOBaTH B JaHOMY cHMyIsitopi [3].

Virtual Box — ue nporpamHe 3abe3neueHHs, sKe OO3BOJIAE J0JABATH,
BUKOPUCTOBYBATH, BHIAJATH Ta MPALIOBATH B PI3HHX OMNEPALlifHUX CHCTEMax,
NP IOMY HE 3MIHIOI0YH CBOET onepauiitHoi cucremu [4]. To ocHOBHHX mepesar
MOXKHa BiJTHECTH:

- 3pY4YHHI Ta MpoCTuil iHTepdeiic;

- TEeCTyBaHHs PI3HHX ONEpALifHUX CUCTEM, HE 3MIHIOIOYH CBOET OCHOBHOT;

- HaJAIITYBaHHS PECypCO-3aTPATHOCTI Pi3HUX onepariiHux cucrem [4].

Wireshark — ue mporpama mns anamizy Tpadiky B wmepexi [5]. Bona
JIOTIOMArae BiJICTEXKYBAaTH aTakd Ha MEPEXy Ta PO3pOOJIATH IUIaH 3aXHCTY Bif
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HHX. 32 IOTMIOMOTOI0 IaHoi mporpamMmu MoxkHa (inpTpyBatu Tpadik, ciigkyBaTu 3a
HHMM B CBOiil MEpeKi a Tako)K MEepeXOIUTIOBATH MAKeTH JaHHX B IHIIHMX Mepexax
JI0 SIKUX Maenr 1octy [5].

Kali Linux - mana omepariiiHa cucreMa po3po0Jsiiach A TOro, Mmoo
TECTYBaTH Mepexki Ta 3HaxomuTH cinadki michs [1]. To6To 3a momomororo jaaHOi
CHCTEMH MO’KHA IIPOBOAUTH aTaky Ha Mepexy. Kali Linux mae taki mepeBaru:

- 3pyd4HHii iHTepdeiic.

- OE3KOIITOBHICTE;

- Mae 0arato yTWIIT, 3a JOIOMOTOI0 SIKMX MOXKHa TECTyBaTH Mepexi Ha

3aXHUIICHICTH [1].

Crnucox BUKOPUCTAHHUX [KepeJI Ta JiTepaTypu

1. Kali Linux [Enexrponnwuii pecypc] URL: https://www.kali.org/

2. 10 Reasons to Choose Cisco Switching [Enexkrponnuii pecype] URL:
https://www.cisco.com/c/dam/m/en_sg/cisco-
start/assets/pdfs/singapore_cust_aag_flyer_v1.pdf

3. GNS3 - T'paduueckuii CereBoit Cumysstop [Enexrponnuii pecypc]
URL: http://www.ciscolab.ru/labs/40-gns3-graficheskiy-setevoy-simulyator.html
4. Oracle VM VirtualBox uro 3t0 3a mporpamMma W HyKHa Ji OHa?

[Enextponnuii pecypc] URL: http://virtmachine.ru/oracle-vm-virtualbox-chto-
eto-za-programma-i-nuzhna-li-ona.html

5. Yro Ttakoe WireShark? J[lns dwero wHyxHa 3Ta nporpamma?
[Enexrponnuii pecypc] URL: https://nordd.ru/chto-takoe-wireshark-dlya-chego-
nuzhna-eta-programma/
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AHAJII3 TA IOPIBHSIHHSA TOITYJIIPHUX PHP FRAMEWORKS

IOpiit Kinumenko
JKuromupcebka mosiTexHika

Ilepen PHP po3poOHuKaMy moyaTKOBOTO PiBHS YacTO MOCTAE MUTAHHA, KUK
PHP ¢peiimBopk obparn. OcHoBHa MeTa (hpeiMBOpPKY — i€ €KOHOMisl 4acy Ta
pecypciB mpu po3podui php-monmatkiB. ®peiiMBopk Bkitouae B cebe Habip
6a30BuX QyHKLiIl Tapo3IIHPEHb, SIKi 32 3BUYAWHOT PO3poOKH MOTPiOGHO MmUcaTh 3
Hyn1s. 3aBIsKM BOJNOJIHHIO (peiiMBOpkaMHu po3poOka php-monmatkiB 3aiimae
MEHIIIEe Yacy, 3aBASKH YOMY ITiIBUIIYEThCS eDEeKTHBHICTD Mpami po3poOHHKa.

Ha mopisHsiHHS Oyzne BuHeceHO 3 ¢peiimBopku, a came: Laravel, Codelgniter
ta Yii, sKi Ha JMaHUH MOMEHT KOPHCTYIOTHCS HAWOUIBIIOK MOMYJSIPHICTIO Y
po3pobuukiB php-moxarkie. Bcei 3 mpencraBieHUX ChOTOAHI (PEMBOPKIB €
OE3KOIITOBHUMH Ta MAIOTh PSIII BIIMIHHOCTEH.

Laravel — € omuuMm 3 camux BiomMux (peAMBOPKiB, IO Ma€ 3py4HY
CTPYKTYPY,B SKill MOXHa po310paTHCh HABITh HE BUKOPUCTOBYIOUH HOTO paHilIe.
OcHoBHuMH ocobuBocTsiME Laravel e Benrka 6iGnioTeka CTOPOHHIX PO3IIMPEHb
Ta 3pydYHa iHTerpauis 31 CTOPOHHIMH CepBiCaMM, a TaKOXX MOXIIHBICTb CYTTEBO
3a01a/PKYBaTH 4ac pu po3pobii php-noxarkis.

Tlepesaru Laravel:

- IIBUJIKHH PO3BUTOK;

- MVC (Model View Controller);

- 3pyuna debug KOHCOJIb, KOTpPA MPAIIIOE Opa3y “3 KOpoOKu”;
- JIOCTaTHS KiTBKICTh JOKyMEHTAIil pi3HUMHA MOBaMH;

- KepyBaHHS JOCTYNoM Ha ocHOBI pouieil (RBAC);

- BEJHKa KUTBKICTh PO3IINPEHBD;

- IIBUJKA IHTErpalis 3i CTOpOHHIMH CepBiCaMH.

Henomniku Laravel:
- CKJIaJHiCTh BUBYCHHS MOPIBHSHO 3 IEIKUMH IHIINMH (GpeliMBOpKaMH;
- HIWKYa IBHIKICTH POOOTH B MOPIBHSAHHI 3 iHIIUMU QpeiiMBOpKaMH.
Codelgniter — ¢peiiMBopk, sKuil cepex MOYATKIBIIB BiOMHI MeHIIE 3a
MOMEpeHiil, aie BiH TaK0XX KOPUCTYETHCS IOMYJSIPHICTIO CEepex PO3POOHUKIB
php- momarkis. Codelgniter BukopucToBye apxitektypy MVC. TonoBHHME
nepeBaramu Codelgniter a1 MOJ070T0 PO3pOOHKMKA € MPOCTOTA Ta HASBHICTH
BEJIMKOT KiIbKOCTI JOKYMEHTALiT, 1[0 3Ha4YHO IMOJIETIIy€e HOro BUBYCHHS. AJe € i
HEI0JIK — HEMOCTINHICTh HOTO OHOBJICHHS.
Tlepesaru Codelgniter:
- MVG;
- HAasIBHICTb BEJTMKOT KiJIbKOCTI JOKYMEHTALLIT,
- HU3BKUI BX1THUI piBEHb;
- IIBHIKICTH poOOTH.
Hepmomniku Codelgniter:
- mpobuemu 3 06e3MeKoIo;
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- HEaKTHBHA CIIJIbHOTA,
- Maya KiIbKicTh 010ImioTek.

VYV BuUmaaKy po3poOKH MPOEKTIB 3 BUCOKHM piBHEM 3aXHCTy, BapTO BiagaTu
nepesary Yii (Yes, it iS) skuii mnpeacTaBiIcHMl HAa PHHKY SK IIBHAKH,
e(eKTHBHUI Ta 3aXUIIeHUH (peiiMBOpK. ['010BHI #Oro 0cOOGIMBOCTI BKITIOYAIOTH
MIBUJKICTh HAJAIITYBaHHSA Ta pOOOTH, sIKa MOXKE 3pIBHATHCS 3 OJHHM 3
HaiimBu X GpeiimBopkie Phalcon. KpiM Toro BapTo BiAMITHTH BUCOKHIA piBEHB
3aXHCTy Ta BEJHMKY KUIBKICTH PO3IIMPEHb, IO 3HAYHO HMPHUIIBHALIYE PO3POOKY
HPOEKTY.

Tlepesaru Yii:

- JIOCUTPH BHCOKA MIBUAKICTH pOOOTH;

- HasBHICTH BEJMKOI KUIBKOCTI PO3LINPEHD;

- BEJHKa KUTBbKICTh JOKyMEHTAIIil;

- BHCOKHII piBEHb 3aXHUCTY;

- LIBUJKICTH HaJAIITYBaHHS.

TakuMm 4YnMHOM, CcKa3aTh, SIKUH (peAMBOpPK Kpamuid HeMoXumBo. Bce
3aJIeKUTh Bif moTped kopucryBada. OJHO3HAYHO MOJXKIIMBO CKa3aTH JIMIIE Te,
o Bukopuctanus PHP (peliMBOpKIB J103BOJISIE CYTTEBO 3a0IIAXKYBATU Yac SK
PO3POOHHKY-TIOYATKIBIIIO, TaK 1 JOCBIAYEHOMY PO3POOHUKY.
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FORMATION OF SHIFT INDEXES VECTORS OF RING CODES FOR
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The paper considers a method of transformation a ring codes into
a shift indexes vectors, which are intended to compress
information and protect it unauthorized access. The structure of
shift index vectors and regularities of change of decimal values of
shift index vectors are analyzed. The properties of shift indexes
vectors, created by conversion a ring codes using of binary
transformations of the XOR, AND, OR elements of the initial
sequence (first line) of the ring code and successively on each sub-
sequent line, are investigated. It is established that the limits of
change of decimal values of elements of the shift index vectors
depend both on length and number of ones in code combinations
of ring codes and on the ratio of ones and zeros in the code
combination. Analysis of the structure of index vectors of shift
indexes of ring codes shows that for a family of ring codes of a
certain type there is a mutually-ambiguous dependence of decimal
values of elements of shift index vectors and the limits of their
location in the index vector on the number of elements and units in
the code combination. The set of decimal values of the index
vector consists of three sequences. The set of decimal values of
the index vector consists of three sets. The example of the family
of ring codes of type 000111 shows that the limits of each of the
three sets are uniquely described by the dependence on the number
of elements and units in the code combination. This method can be
used to build an effective channel for the transmission of the
future network.

Keywords: ring codes, shift indexes vector, decimal values,
binary transformations
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Introduction

The ring code is built on the principle of forming a cyclic code by shifting a
certain number of elements to the right or left in the code combination and differs
from the cyclic code in that the elements of the high bits are shifted to the
beginning of the low bits, as if forming a ring. The ring code matrix is a square of
size N x N, each line containing m units and N - m zeros [1]. At the same time
each line of the matrix repeats the previous line with a simultaneous ring shift of
characters by a certain number of digits to the right or left. Based on the above,
the ring code, which is formed by shifting one character of the code sequence
from right to left, can be represented as the following matrix G :

kyo12VN7 4+ ky_p2N72 4k 21 + K20 ]
ky—22V 7V + ky_g2N72 4 kg2t + ky_12°

@)

G =
[ ko2N=1 + ky_12N72 L+ ky21 + k20 |

where k; is a binary element of the code combination, which takes on the value 0
or 1 depending on its structure. According to [1] the ring code is characterized
by a of shift indexes vector (SIV), which is formed as follows:

- the binary logical transformation XOR, AND or OR is performed alternately
over the elements of the first row and subsequent rows of the ring code matrix
placed at the same positions of the code sequences. In this case the matrix of
the ring code is converted into a of shift indexes matrix;

- in each row of the resulting matrix of shift indicators the number of elements
corresponding to one is counted. At that, the matrix of shift indices is
transformed into a shift indexes vector.

Then the formula of transformation of matrix G into the shift indexes vector
using the binary logical transformation XOR takes on the following form:

kn_12VTIXOR ky 2N + ky_ 2NV 72XOR ky_32V7% + o+ ko20XOR ky_42°
en—12V7IXOR ky_ 32V + k2N 72XOR ky_y2V7% + -+ + ko2°XOR ky_,2°
SIVxor = : 2

[ ky_12V"1XOR ko2 + ky_,2""2XOR ky_12V"2 + - + ko20XOR k;2° |

The formula of transformation of matrix G into the shift indexes vector using the
binary logical transformation AND takes on the following form:
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[kN_lzN‘lAND keny_22V7 4 ke 2NT2AND ky_32V72 4 -+ kg 2°AND kN_12°]
|ky_12V"TAND kpy_32N"1 + ky_,2N"2AND ky_ 4272 + - + k2P AND ky_,2°|
SWanp = :

3

[ ky_y2V"UAND ko2M"1 + ey AND key_12V72 + -+ ko2°AND ;20 ]
N—-1

The formula of transformation of matrix G into the shift indexes vector using the
binary logical transformation OR takes on the following form:

Feyo12VYOR bey_3 2V 4 ky_y 2V 2OR ky_y 272 + - + kg 2°OR ky_,2°

[kN_lszloR ky_p2V 4 dey 52V 2OR ey 3272 + - + k2" OR kN_lzo]
| “)

SIVpp = |

[ Tey_12V7TOR kg2 + ky_p 2V T20R ky_12V7% + - + kg 2°OR Ky 2°
Analysis of the dependence of the shift indexes vectors structure

on the type of the ring codes family

Each line (code sequence) of the ring code is characterized by a delta factor - the
distribution of zeroes and units between two extreme units, separated by the
largest number of zero symbols for a given initial vector. Ring codes having a
delta factor of a particular type form a family of ring codes. Each family of ring
codes is characterized by the length of N code sequences and the number of m
units [2].

In [4, 5], the properties of families of ring codes are analyzed based on the
delta factor of type 0011100 (units in the code sequence are placed without
interruption), type 010101 (units and zeroes alternate) and type 001011. For these
types of families of ring codes, mathematical models are built the formation of
families based on the analysis of the values of code combinations in the decimal
number system.

Table 1 shows the results of converting the families of ring codes of types
0011100, 010101, and 001011 to shift indexes vectors using the logical
transformations XOR, AND and OR

Analysis of the structure of the shift indexes vectors allows us to conclude
that, within the family of ring codes, the sequence of changes in the decimal
values of the shift indexes vector is identical. The shift indexes vectors within the
family differ in the number of decimal values and their values, which depend on
the length of the codeword and the number of ones in each codeword.

Let us consider in more detail the patterns of change in the values of the
elements of the shift indexes vectors for family of the type 0011100.
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Tablel. Results of indexes ring codes to shear indexes vectors using logical
transformations XOR, AND and OR

Structure  of XOR transformation AND transformation OR transformation
N | m | the ring code -

- SIV structure Sum | SIV structure Sum SIV structure Sum
000111 24642 18 21012 6 45654 24
6 3 | Oolol1 44244 18 11211 6 55455 24
[‘o10101 60606 18 [ 03030 6 63636 24
00001111 2468642 32 | 3210123 12 5678765 4
8 4 | 00010111 4464644 32 2212122 12 6676766 44
ol1010101 8080808 32 0404040 12 8484848 44
0000011111 2468108642 50 432101234 20 6789109876 70
10| 5 | 0000101111 446868644 50 332121233 20 778989877 70
ololololol 10010010010010 | 50 050505050 20 105105105105 10 70

Common factors of change in the elements values of the shift
indexes vectors for ring codes family of the type 001110

Table 2 shows the results transforming ring codes of the 0011100 family into shift
indexes vectors using the logical transformations XOR, AND and OR.

Fig. 1 shows a graph of the dependence of the decimal values of the elements
of the shift indexes vectors, formed using the logical transformations XOR, AND
and OR from the position number of their placement in the shift indexes vector V
from right left. The graph is presented for the ring code of the 000111 family of
length N = 7 with the number of units m = 4.

/ \ ——XOR
4 / \ =l AND
3 OR

Fig. 1. Graph
of the dependence of the decimal values D of the elements of the shift indexes
vectors from the position number of their placement in the shift indexes vector V
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Table 2. Results of transforming ring codes of the 0011100 family into vectors of
shift exponents using logical transformations XOR, AND and OR

Structure of the ring code XOR transformation AND transformation OR transformation
N | m SIV structure Sum SIV structure Sum SIV structure [Sum
1 | 0000001 222222 12 000000 0 222222 12
2 | 0000011 244442 20 100001 2 344443 22
3 | 0000111 246642 24 210012 6 456654 30
7 4 | 0001111 246642 24 321123 12 567765 36
5 0011111 244442 20 433334 20 677776 40
6 | 0111111 222222 12 555555 30 777777 42
1 | 00000001 2222222 14 0000000 0 2222222 14
2 | 00000011 2444442 24 1000001 2 3444443 26
3 | 00000111 2466642 30 2100012 6 4566654 36
8 | 4 | 00001111 2468642 32 3210123 12 5678765 44
5 [ 00011111 2466642 30 4322234 20 6788876 50
6 | 00111111 2444442 24 5444445 30 7888887 54
7 [OL111111 22222 14 6666666 42 8888888 56
1 000000001 22222222 16 00000000 0 22222222 16
2 | 000000011 24444442 28 10000001 2 34444443 30
3 | 000000111 24666642 36 21000012 6 45666654 36
4 | 000001111 24688642 40 32100123 12 56788765 36
? 5 | 000011111 24688642 40 43211234 20 67899876 60
6 | 000111111 24666642 36 54333345 30 78999987 66
7 [ 001111111 24444442 28 65555556 42 89999998 70
8 011111111 22222222 16 77777771 56 99999999 72

An analysis of the dependence of the decimal values D of the elements of the shift
indexes vectors from the position number of their placement in the shift indexes
vector V suggesting that the set of decimal values of the shift indexes vector Py
consists of 3 sets:

P, =P, U P, U P, (5)

where P; is a sequence of decimal values that are within the position of their
placement in the shift indexes vector from left to right from 1 to m at m <N-m and
from 1 to N-m at m> N-m. In this case, N is the number of elements in the code
combination, and m is the number of units;

P, is a sequence of decimal values, located within the position of their
placement in the shift indexes vector from left to right from m + 1 to N-m-1 when
m <N-m and from N-m +1 to m-1 when m-N> 1. For |[m-N| <1, the sequence is
zero;

P; is a sequence of decimal values that are within the position of their
placement in the shift indexes vector from left to right from N-m to N-1 at m <N-
m and from m to N -1 at m > N-m. Provided that m = N-m, the sequence Pjis in
the range of positions from N-m + 1 to N-1.

In general, the mathematical model for determining the limits of the sequences
P4, P, and P; is as follows:

. [1,m]m<N-m;
limy o0 P1y € {[1, N—m],m >N —m. ©)
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[m+1,N—-m—-1],m< N —m;
[N-m+1,m—-1],m—N > 1;

lim,, o Pyy, €
o tan [@],|m — N| < 1.

U]

[N-mN-1,m<N-—-m;
lim,,_,, P3,, € [m,N—=1],m >N —m; (8)
[N-m+1,N—1], m=N-m.

The above specified sequence limits are valid for the decimal values of the
elements of the shift indexes vectors formed using the logical transformations
XOR, AND and OR.

Fig. 2 shows a graph of the dependence of the decimal values of the elements
of the shift indexes vectors on the position number of their placement in the shift
indexes vector V, formed using the XOR logical operation of of the 011100 ring
codes family with different length of the code combination N and the number of
units in the code combination m = 4.

Ds
8
7 4
6 -
——N=7
5 4
== N=8
4 4
N=9
31 ——N-10
2 4
14
0 v
1 2 3 4 5 [ 7 8 9

Fig.2. The dependence of the decimal values of the elements of the shift indexes
vectors from the position number of their placement in the shift indexes vector,
formed using the logical XOR operation

Conclusions

The method of transformation ring codes into vectors of shift indicators may be
used for compressing information transmitted over communication channels and
increasing of information transmission security. In this case, at the receiving end
of the communication channel, it is necessary to solve the problem of decoding
the vector of the shift indices into a ring code in order to obtain reliable
information. The analysis of the structure of the vectors of the shift indicators,
presented in this work, allows you to see the patterns of change in the decimal
values of the elements of the vectors of the shift indicators and their dependence
on the length of the code combination and the number of units in the code
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combination. These regularities will allow in the future to develop an algorithm
for converting shift indexes vectors into ring codes.
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Abstract. The process of ensuring safety of social and technical
systems was investigated. Due to that their technical and social
subsystems were singled out. Their interaction via environment, in
particular organization, was demonstrated. Within the composition
of the social subsystem the users are singled out. They are
interpreted as workers of the organization. The forms of
consciousness manipulation (e.g. weaknesses, needs, manias
(addictions) and interests) were taken as the process base. Thus,
relations between the social engineer and the user are reflected in
the social network. Their use allowed initiate orientation of the
influence. And the social engineer, user and forms of
consciousness manipulation (e.g. weaknesses, needs, manias
(addictions) and interests) are defined as the elements of actors
set. The interaction between them is set up using relations. Thus,
by forming of the actors set the peaks of the unclear social graph
are initiated. The graph reflects influence of the social engineer on
the user of social and technical system.

Keywords: socio-technical system, social engineering, social
engineering influence, actors set, actors set formation.

Introduction

One of the main elements of the social and technical system are users, in
particular workers of the organization. They are singled out within social
subsystem, which interacts with the technical one via environment, in particular
organization. On one hand, it allows take users as an essential part of data
processing in the organization. On the other hand - to be an object of influence of
social engineering. Thus, ensuring of safety of social and technical systems are
reduced to opposition of using the weak points of the users, in particular
weaknesses, needs, manias (addictions) and interests) [1], [2].
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Social engineering influence actors set formation

Vulnerabilities of the social and technical systems users are analyzed in view of
the forms of consciousness manipulation. These forms are, e.g. [2], fraud,
cheating, affair, intrigue and hoax. It is possible due to setting up of relations
between the social engineer and the user. This structure is interpreted as social
network [3]. Its use allowed initiate orientation of influence of the social engineer
on the user of the social and technical system.

Demonstration of influence of the social engineer on the social network user
stipulated interpreting them as actors. In view that they may be able or unable to
act, it is complemented by the manipulation forms. Thus, the actors set is created
by the elements like social engineer, user and manipulation form.

First of all, it is important when the unclear social graph that reflects relations
between social engineer and user of the social and technical system is identified

(3], [4].

Conclusion

Thus, the actors set is created within analyzing of the social and technical
systems’ users vulnerability to influence of social engineering. It is stipulated by
the fact that the influence is reflected by a social network. Its composition
includes actors (social engineer, user and manipulation form) and relations
between them. And to demonstrate them an unclear social graph is used, which
peaks are identified by a created actors set.
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The process of ensuring information security was investigated. It has been
established that preserving, first, the confidentiality, integrity, and
accessibility of information is a strategic decision for the organizations. Its
implementation achieved the use of the framework ISO/IEC 27k series of
international standards. This framework is complemented by the risk
management guidelines. This is due to the need to provide internal and/or
external stakeholders with security for the organizations' activities. Because
a proactive measure is used to develop information security management
systems. At the same time, it is proposed to interpret each of their elements
as a separate independent system. Their combination of relationships will
allow the development of information security management system, and
private information management. While, in general, they will determine
the uniqueness of the organization's information security management
activities.

Introduction

One of the strategic decisions of the organizations is to preserve above all the
properties of confidentiality, integrity, and availability of information. For this
purpose, appropriate systems are being implemented. One of the most common
frameworks for their development is the ISO/IEC 27k series of international
standards. These are complemented by the ISO/IEC 31k Risk Management Guide.
This is because organizations need to guarantee the security of their activities to
internal and/or external stakeholders. Guarantee is achieved through the proper
handling of information security risks. Therefore, the development of information
security management systems by the guidelines of the ISO / IEC 27k series of
international standards is used as a proactive measure in organizations. [1], [2].

Information security system of systems

Information security management systems are developed according to the needs,
expectations, and constraints of internal and external stakeholders. Based on these,
requirements are formulated and, as a consequence, interactions with the environment,
in particular the organization, is expressed. This establishes functional boundaries for
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the development of information security management systems. For each of the
functions, the start and end conditions for satisfying stakeholder requirements are set.
As a result, prerequisites are created for defining the architecture of information
security management systems. It is expressed by the architecture their basic concepts,
properties through elements, and the relationships between them [1].

Each of the expressed elements can be interpreted as a separate independent
system. Their combination of relationships allows the development of an information
security management system as a system of systems. On the one hand, elements of
such a system are characterized by individual architecture and behavior, for example,
risk management, cybersecurity management, and private information management
[1], [3], [4]. On the other hand, the uniqueness of an organization’s information
security management is generally determined.

Conclusion

Therefore, the interpretation of information security management systems as a system
allows firstly to develop the architecture and behavior of individual independent
systems. While, secondly, in general, based on their combination, determine the
uniqueness of the organization's information security management activities.
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Beryn

JlocHmiDKeHHST KOTHITMBHHX yIepeUKeHb NpPU IIATPUMII HPUHHATTS pillleHb
Hapa3i IIMPOKO JOCTIKYEThCS HayKoBOwO criumbHOTOIO [1, 2]. Cucremu
miaTpuMke npuiHATTS pimieHs  (CIITIP) BHKOPHCTOBYIOTBCS IUISL yNpaBIIiHHS
00’ekTaMH B cIa0KO CTPYKTYpOBaHHX IMpeaMmeTHHX obmactsax [3]. Pesymsrarom
pobotu CIIIIP € pexomeHmamii s ocid, [0 TPUIMAIOTH pileHHA. [4].
BrnacTuBicTs HEMOBHOTH ONHCY B CITA0KO CTPYKTYPOBAHHUX NMPEAMETHHX 00TacTAX
MOB's3aHa 3 HETOYHICTIO, HETOBHOTOIO, HEBU3HAUCHICTIO Ta HEIOCTOBIPHICTIO
JMAHWUX, IO OMUCYITh 00’ekT [3]. lle BHMarae BHKOPHUCTOBYBATH 3HAHHS
eKCIIepTIB Hapsily 3 O0'€KTMBHOIO iH(GOpMAILI€I0 Ta BIIKPUTHMH JDKEpETaMH.
TakyM YMHOM aKTyaJbHUM TMHUTAHHAM € JOCIIIKCHHS 1 po3poOka MiAXOIIB 110
ypaxyBaHHsI KOTHITUBHUX yrepekeHb excriepTiB B CIIITP.

OcHoBHi etanmu 3acrocyBanHsi CIIIIP B cia0Ko-CTPYKTYpOBaHUX
npeIMeTHUX 00J1acTAX

Posrisinemo ocHoBHi ertanmu 3actocyBaHHs CIIIIP B crmabko-cTpyKTypoBaHHX
IpeIMeTHHX OO0JacTsIX, Ha SKAX MOXYTh BHHHKHYTH €KCIIEPTHI KOTHITHBHI
yIepeKeHHS Ta BIAOBIIHI MiIX0IU 0 X YpaxyBaHHS.

1) Iicns Toro, sk ocoba, 10 TpuiiMae pilieHHsS (3aMOBHUK CKCITEPTH3H)
(GOopMyIIOE TOJIOBHY IIifib, IH)KEHEp 3HaHb (OpraHi3aTop eKCIepTH3H) Mae
HOTepeIHbO 3HAHIOMUTHCS 3 BiJIMIOBIHOIO MIPEIMETHO0 obacTio. J[is 1mporo ciif
BHKODHCTOBYBaTH BigkpuTi kepena (IHTepHer, crari, jekiii), a Takox i
crieniaaizoBaHi 3aco0u, HAaPUKIIAJ CHCTEMH KOHTEHT-MoHiTopuHTy (CKM).

Edexr imo3ii mpaBmu — 1ie KOTHITUBHE YIEPEIKCHHS, IO BUSBISETHCH Y
CXWJIBHOCTI BIPHTH Yy JOCTOBIpHICTH iH(MopMmamii micisg i Garatopa3zoBoro
cupuitaatTs [5]. Lle ocobGnmBO akTyanbHO TPH AOCIIIKEHHI iH(MOpMAaLiHIX
omepauiii [6]. Ajse B iHIIKX MPEIMETHUX 00JACTIX HE MOXHA OpaTH eKCIepTHi

225



OWiHKK ©Oa3yrounch Oe3lmocepeHhO HA CTAaTUCTHLI TEKCTOBUX  JDKEpElN
(HampuKIan: KHUT, cTaTeil, [aTepHery).

2) BiamoBigHO 10 TOIOBHOI LI OPraHi3aTop eKCIePTH3U MPOBOIUTH MiAOip
TPYNH eKCIIepTiB, IO MAlOTh JOCTATHIN piBeHb KOMIIETEHTHOCTI B NpeIMEeTHIi
o6uacri. Lle 0coOIHBO aKkTyalbHO JUIS MAIUX €KCIEPTHUX rpym [7]. B momansomiit
poOOTI BpaxoBYeThCS PIBEHb KOMIIETEHTHOCTI €KCIepTa y KOKHOMY 3 IHTaHb
excrieptusu [4]. Ilpu 1bOMy BUKOPUCTOBYIOTBCS TaKi MOKa3HHUKH, K 00'€KTHBHA
KOMIIOHEHTA, CAaMOOIIiHKa, B3a€EMOOIIIHKa [4].

Edexr Janninra-Kprorepa — 11e KOTHITHBHE, sIK€ TIOJSITAE B TOMY, L0 "JTIOMH,
SKi MaroTh HHM3BKUH piBeHb KBamidikarii, poOIATh IOMMIKOBI BHCHOBKH i
NpUHMAlOTh HEBJAl pPINICHHs, aje He 34aTHI YCBIIOMIIIOBaTH CBOi HOMMJIKA
yepe3 CBill HU3bKHIA piBeHb kBanidikarii” [8]. Taxum YHUHOM cItiz
0COOJIMBO PETENBbHO MIIXOJUTH JI0 MA0OpY eKCIepTiB 0a3yrouHch Ha MOLIYKY B
CHCLIaNi30BaHNX COIaJbHUX MepeXax Ta BIAKpUTHX mKepenax. baxano
BUKOPUCTOBYBaTH METOJ "CHDKHOTO KOMy', KOJNH HasBHI EKCIEPTH
PEKOMEHIYIOTh HOBHX [4].

3) ExcmepTHa [AEKOMIIO3WLIS WOJNATAaE B PO3KPUTTI KOXKHOI WM Ha
mimini/kputepii, ski OesmocepenHbo BiumBaoTh Ha Hel [4]. Ilpm poboti
CKCIEPTHOI TPYNMH BHKOPHUCTOBYIOTh CHCTEMHU PO3MOJIIICHOTO 300py Ta 00pOOKH
excriepTHOi iHdopmarii (CP30EI).

Edexkr Pinrenpbmana, a6o '"comianbHa JIiHB", TOJSATaE B TOMY, IO
e(eKTHBHICTH POOOTH KOXHOTO WIEHA IPYNHU 3HWKYEThCS Ha 7% MpH J0JaBaHHI
KO)XKHOTO HACTYIHOTO ydacHWKa [9]. TakuM YHMHOM eKCIepT He MOBHHEH 3HATH,
1o BiH B Tpyni He oauH. Le 3a6e3neuyerscs 3acobamu CP30OEIL

Edexr dhoxycyBaHHS BUHHKA€E, KOJH JIIOIM MPHUIISIOTh HAATO 0arato yBaru
SKOMYCh OJJHOMY AaCHEKTy SBHINQ; BHKINKAE TIOMHJIKH Yy HPaBHILHOMY
nepen0aveHHI KOPUCHOCTI MaibyTHROTO pe3ynbrary [10]. Lle Moxe mpu3BecTH 10
He30aaHCOBAHOCTI TUIOK iepapxil MpH JCKOMIO3UINi. 3a MM Mae CIiJIKyBaTh
OpraHi3aTop eKCIepTH3H 3a qonomMororo 3aco6is CP30EIL

IMomuika TOro, XTO BHJKMB - PI3HOBHJ CHCTEMAaTHYHO! IIOMWJIKH BiZ0OoOpy,
KON MO0 OAHIH Tpymi («TUM XTO BIDKHB») € OaraTto OaHWX, a IO iHIIii
(«3arubnMM») — TPAKTHYHO HEMAE, B PE3YIBTATI YOTO JOCTITHUKA HAMAraroThCs
LIYKaTH CIITBHI PHCH Cepejl THX, IO «BWKHIM» 1 YIHYCKaroTh i3 BUIY, IO HE
MEHII BaXJHMBa iH(GOpMaMis XOBaeThesl cepen «3aruomux» [11]. Omxe, mpu
JEKOMIIO3UIii MoXe OyTH OJHOOOKICTH PO3KPUTTS Iiijiel ekcrepTamu. Tomy
OpraHizaTopy eKCIepTH3M Oa)kaHO MOJMBUTHUCS BiJKPHUTI JDKepesa, 3aCTOCyBaTH
CKM, 1106 nepexoHaTHcs, 10 HiY0ro He MPOITYCTHIIH.

Edext BenocumneaHoro caparo - TeHASHIS oSl BUTpayaTn 6arato 4acy Ha
HECYTTEBI IUTaHHS, YacTO MPH [[bOMY HEXTYIOUH HaiiBaxuuBimmmu [12]. Moxe
CBITYMTH TIPO HHU3BbKY KOMIIETEHTHICTH 200 PO 3aHAATO BY3bKY CHELiali3aliilo.
Moske BHSBHTHCS MPH JEKOMIO3HUIII, KOJH Ha JOCHTh BUCOKOMY DiBHI iepapxii
MOPYIIYIOTH cTpaTu(dikalilo i Bigpady BKa3ylOTh MiOIII HAATO HU3BKOTO Ta
JIeTanbHOrO piBHS a00 HaBiTh KOHKPETHI mpoekTH. Lle Moxke mpu3BecTH 10
He30aJIaHCOBAHOCTI T1IOK i€papXii Mpu ASKOMMO3MLIl. 3a MM Mae CIiIKyBaTh
opranizaTop eKCrepTH3H 3a gonomororo 3acodis CP30OEL
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4) ExcnepTHe OLIHIOBaHHA Ma€ 3a METY IOCTOBIPHO BHM3HAYUTH CTYICHI
mepeBard MK  albTepHAaTHBaMH/KpuTepisMu. MoxumBe — 6e3mocepenHe
OLIIHIOBAHHS B 0anax Ta mapHi HOPiBHSIHHS.

TTomunka po3pi3HEHHS € TEHIEHIIs CIpUIMATH J{Ba BapiaHTH, SIK OUTBIN pi3Hi,
KOJIM BOHH PeaizyloThCsl OJJHOYACHO, HDK KOJIM BOHH PeatizyloThest okpeMo [13].
TaxuM YMHOM OiJIBII MPIOPUTETHUM LUIIXOM (ajie OLIBII 3aTPaTHUM 32 YacoM) €
BUKOPHCTaHHA MapHUX NOPIBHAHB 3a foromMororo 3acobis CP30EL

Edext mpuB'si3ki € OCOONMBICTIO OI[HKM HEBIIOMHX YHCENBHUX 3HAYCHb
JIOJVHY, 3aBASKH YOMY I OLIHKAa 3MIIIYyeTbCS HA CTOPOHY IONEPETHBO
CIPUHHATHX YHCEN, HABiTh SKIIO IIi YUCIa HE MAIOTh BiJHONICHHS 1O 3HAYCHHS,
mo omiHoetbes [14]. ToMy ciif MO MOXJIHMBOCTI HE 3aCTOCOBYBATH
6e3nocepeHBOro oLiHIOBaHHs. Kpallle BHKOPHCTOBYBATH IIapHi MTOPIBHSHHS.

Edekr koHTpacTy - Ilc KOTHITHBHI CIOTBOPCHHS, KOJH IIi €MOIi, sKi
BiZIUyBalOTh 0coOy MiJ yac mepmoi Aii, BIUIMBAIOTh HAa HOTO CIPHHHATTS MiCIA
HactymHOro [15]. ToOro, BimYyTTS 3HAYHOIO MIpOI0 BHU3HAYAIOTHCH ILUIIXOM
nopiBHAHHSA. TakuM 4YHHOM TPH EKCHEPTHUX MAapHUX TOPIBHAHHAX CIiJ
BPaxOBYBAaTH MOPSIOK aJbTepHATUB [16].

Hocnimkennas Jlxopmka Mimtepa, mokas3ainy, IO KOPOTKOYAaCHa MaM'siTh
JIFOJIMHY, SIK TIPABHJIO, HE JO3BOJISIE OJJHOYACHO MaHIIyJIFOBaTH OiibIe HX 3 7 + 2
enemeHntamu [17]. TakuM 4YWHOM He CiliJ JaBaTd OJHOMY €KCHepPTy Ha
OLIIHIOBaHHS OuTbIle HDK 7 ajubTepHATHB. SIKIIO adbTepHATHB OiibIIe, TO CIIiJ
PO3MOAIINTH 1X MK PI3HUMH €KCIIEpTaMH TPYIIN.

BucHoBku

JocnimkeHHsT KOTHITUBHUX YIepelkeHb ekcriepTiB mpu 3actocyBanHi CIIIIP €
aKTyaJbHHM THTaHHAM. Po3risHyTo ocHOBHI eranmu 3actocyBanHs CIIIIP B
ciabKo CTPYKTYPOBAaHHX HPEIMETHHX OO0JAcTSX. 3ampOoNOHOBAHO MiAXOIH IO
ypaxyBaHHsI KOTHITUBHUX yrepekeHb excriepTiB B CIIITP.
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The distribution of malware is analyzed. The existence of various
methods of counteracting its implementation is shown. Among
them, the reverse engineering of malicious software is highlighted.
The orientation of this method towards determining the patterns of
its behavior has been established. At the same time, attention is
focused on the presentation of the reverse engineering of
malicious software by a variety of functions. The existence of the
need for their coordination is shown, first, to the input and output
data. Therefore, to overcome this limitation, it is proposed to use a
functional approach to reverse-engineering malicious software.
This achieved the consistency of the reflection of this activity by
the multitude of functions of the upper and lower levels. They are
presented in terms of inputs, outputs, constraints, and
implementation devices. Each of the levels reflects activities,
processes, operations, and actions. Whereas the action shows an
elementary function within the malware reverse engineering
activity. For its implementation in practice, the use of a separate
component is considered. The unification of this representation is
achieved with the graphical notation IDEFO by the established
goals and points of view.

Keywords: malware, reverse engineering malware, functional
approach, functions set, IDEFO.

Introduction

Currently, there is a trend towards the proliferation of malicious software. This
can be prevented by developing appropriate methods. Reverse engineering stands
out among them. Its use in practice is focused on setting patterns of behavior of
malicious software [1], [2].

At the same time, the use of reverse engineering of malicious software as an
activity is characterized by a variety of presentations of functions. In this case, it
is necessary to determine the input, output data, restrictions, and mechanisms for
their implementation. This establishes the relevance of using a functional
approach to reverse-engineering malicious software.
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Functional approach to reverse engineering malware

The use of a functional approach to reverse-engineering malicious software is
focused on representing it as an activity. Such activity is defined as a top-level
function displayed according to a set starting point, for example, by cybersecurity
professional. With this in mind, the goal of reverse engineering is formulated, first
of all, the installation of malicious software templates. For this activity, input,
initial data, restrictions, and mechanisms for its implementation are set [3], [4].
Detailing the reverse engineering of malicious software is achieved by
representing it using lower-level functions. These levels are processes, operations,
and activities. In this case, the action is interpreted as an elementary level and can
be implemented, for example, by a separate component. By analogy with
mirroring the reverse engineering of malware, input, output, constraints, and
mechanisms are established for each lower-level function. To implement the
described functional approach, the graphic notation IDEFO [4] was chosen.

Conclusion

Therefore, the use of a functional approach to reverse-engineering malicious
software is focused on the display of this activity by a variety of functions. This
display is carried out according to the established goals and point of view, in
particular, of the cybersecurity specialist. In addition, for each function, input,
initial data, constraints, and mechanisms for their implementation are established.
Their presentation is unified using the graphical notation IDEFO.
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HPEJACTABJIEHHSI IHOOPMAIILL B PE@EPATUBHIN BJ1
«YKPATHIKA HAYKOBA» TA YPXK (JIKEPEJIO»

Caitnana JloO6poBchka
[HcTuTyT IpoGneM peectparii inpopmanii HAH Ykpaian, Kuis, Ykpaina
e-mail: djereloipri@ukr.net

Posrsnyro HamionansHy cuctemy pedepyBaHHS: pedepaTuBHy 0azy
IaHux «YkpaiHika HaykoBa» Ta YPX «Jlxepeno». Haseneno
TEXHOJIOTII0  TNpEeACTaBIeHHS iHpopMmarii B pedeparuBHid  BJI
«YKpaiHika HaykoBa». BH3HaueHO NPIOPUTETHI HANPSIMH PO3BUTKY
HalioHaJbHUX pedepaTnBHUX pecypciB. [lokasaHo, IO CTBOpPEHHS Ta
BIOCKOHAJICHHS HAIlIOHAIBHOI CHCTeMH pedepyBaHHS HE Ma€ aHaJOTiB
B YKpaiHi 3a iHpOpMAaIiifHOIO Ta TEXHIYHOIO CKJIAJI0BOIO.

ITocTaHoBKa MpodeMu

CBiTOBHH HOCBiA CBimuWTH, W0 pedepaTHBHI 0a3n HaHWX Ta pedepaTHBHI
JKYpHAIW 3A1HCHIOIOTH HE TiJIBKH OINEpaTHBHE iH(OPMYBAHHS Pi3HUX KaTeropii
KOPHCTYBauiB Ipo BWAAHHA B HAyKOBid JiTeparypi, a # 3a0e3meuyroTh
PeTPOCIICKTHBHUI TOIIYK MyOJjiKamid, 3MEHIIYIOTh HETaTHBHUI  BIUIUB
TOB'I3aHOTO 3 MU(EepeHIlianielo HayK pO3CIAHHAM IyOuiKaliil, iHpOpMyIOTh PO
JOCSTHEHHST B CYMDKHUX OOJIacTSIX HayK, CIPHSIOTH IHTErpamii HayKOBHX
HaIpsIMKIB 1 JUCIUILTIH. BinCyTHICTh IiiCHUX cHCTEM pedepyBaHHS HayKOBHX
JDKepen  MpU3BOJAMTH 1O BTpaT iHGoOpMamii, MepemKomKae sSKiCHOMY
00CITyroByBaHHIO BYEHHX 1 (axiBLIiB, yuacTi B MibKAepKaBHOMY OOMiHI HAyKOBO-
TeXHIYHOIO iHpopMmarier. [1]

BibmiomerpruuHi IOCHIKEHHS 3 BHKOPUCTaHHSIM 0a3 JaHHX pedepaTUBHOT
iHpopMaIii cnpsMOBaHI Ha TPOBEAEHHS KUTBKICHUX IOCHTIIKEHb, OPIEHTOBAHUX
HE Ha OTpHMaHHA KOHKPeTHOi iHdopMmamii mpo mpodieMu pPO3BHTKY OKpPEMHX
rajgy3edl  Haykd, a Ha BUSBJICHHA TEHJCHIIH, NPUYOMY TOJIOBHHM YHMHOM
JOBIOCTPOKOBHUX TEHJICHIIIH, IO TMOB'I3aHO 3i CTPATEriYHUM BiJICTE)XXEHHSIM
(MOHITOPHHIOM) €BOJIIOLIT HAYKOBOT AisTbHOCTI [2].

Mera po6oTu

CpOTOfiHI aKTyalbHOIO CTa€ mpoOiieMa KOOPAWHAIII 3yCHIIb IPOBITHUX
6ibmioTeynux, iHQopMaLiffHUX, HAYKOBHX Ta BHIABHHYMX YCTAaHOB YKpaiHM 3
METOI0 BJIOCKOHaNleHHs HamioHanpHO! cucTeMu pedepyBaHHs, HAMOBHEHHS i
IiiCHO BHYEPNHOIO iH(OpMAIi€l0 II0J0 pe3yJbTaTiB HAayKOBOi [isJIBHOCTI
YKpalHChKHX Y4YeHUX 1 (axiBI[iB, a TaKOoX CTBOPEHHS Ha Il OCHOBI CHCTEMH
OIIEpPaTHBHOTO MOLIYKY HEOOXIAHHX TOKYMEHTiB. E(QEKTHBHOMY BHKOPHCTAHHIO
pedepatuBHOi 0a3u daHMX «YKpaiHika HayKOBa» CIIPUSTHME BIOCKOHAJCHHS
MIOUIYKOBHX MEXaHi3MIiB 0a3nM JaHMX Ta CTaHJAapTiB HAyKOBHX METaJaHUX,
Y3TODKEHUX 3 MDKHApPOAHMMH HOpPMAaTHBaMH OOMIHY HayKOBOIO iH(popMai€ro i
HaykoBuUMH nudposumu inentudikatopamu (ORCID, DOI). 3okpema, mis
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iHTerpaii 3 MbKHapOIHIMHU HayKOBO-iH(pOpMaliiiHuMu 6a3aMu TaHUX HEOOXiTHO
3a0e3neynTy 000B’SI3KOBE HABEICHHS KPUTHYHUX €JIIEMEHTIB METaNaHMX, TaKHX
SK aBTOp(M), Ha3Ba, aHOTAIlis], KIIIOYOBI CJIOBA aHTJIIHCHKOIO MOBOIO.

Pe3yabTaTu gocaixxkeHHs

3aranpHozmepkaBHa pedepatuBHa 0Oaza gaHuX «VYKpaiHika HayKoBa» —
HalioHAJIBbHUN iH(pOpMaLiitHuii pecypc, emuHa B YKpaiHi yHiBepcanpHa 0a3a
JaHUX, IO MICTUTH OibOmiorpadiyni ommcu Ta pedepaTHBHY iH(MOPMAIIO PO
BITYM3HSHI HayKoBi ITyOumikamii 3 yciX ramy3ed 3HaHb (IPHUPOJHWYI, TEXHIUHI,
CYCILNBHI, eKOHOMIYHI, TyMaHiTapHi, Menu4Hi Hayku). lle iHTerpauiiina ocHoBa
HayKoBoi indopmariiinoi ranysi Ykpainu. Ii Bukopucranus mae 6aratoacnekTHui
xapakTep (miaroroBka Ta Bumyck YPXK, migTpuMka OH-JIAHHOBOTO IOCTYIy A0
pedepatuBHOi iHMopMmamii 3acobamu  TIO0ATBHUX KOMITIOTEPHHX MEPEK,
CTBOPEHHS B TMEPCHEKTHUBI YKPAiHCHKOI CIYyKOM E€NEeKTPOHHOI TOCTaBKH
IOKYMEHTIB, (opMyBaHHA HAyKOBOi €JIEKTPOHHOI OiOMIOTeKH  MUIIXOM
MOBHOTEKCTOBOT'O PO3LIMPEHHsI pedepaTHBHHUX 3aIHKCIB, MPOBEICHHS IINPOKOTO
CIEeKTpy Oi0TioMeTpHYHNX, iHPOPMETPUYHUX i HAYKOMETPHYHUX JOCIiKEHb,
oprasizallis BHYTPIIIHBEO- Ta MbKAepkaBHOro obminy iHdopmariero). PXX Bxe
3irpaB i MPOAOBXKYE TPaTH BAXKIHUBY POJIb B PO3BUTKY BITUM3HSHOI i CBITOBOI
Hayku. [3]. Bxxe 25 pokie YPXK «/xepeno» € HamiOHATbHHUM HaIOaHHSIM
VYkpaiHu, [Je HaKONMWYEeHO BeNHKHH iH(OpMalifHMH MacWB [JaHHX MPO
npoBeNeHHsT PyHIaMEHTATbHUX 1 TPUKIAJAHUX JOCITIKEHb BUCHUMH, (aXiBISIMH
PI3HUX Tay3ei, acripaHTaMH Ta CTyIeHTaMi. BuganHs pedepaTuBHOTO KypHAILY
JTO3BOJISIE TIPOBOJMTH MOIIYK, Bif0ip Ta CHCTEMAaTH3aIliio JpKepen iHdopMartii,
KOMIICHCYE HACJIJKH PpO3CiIOBaHHSA iH(pOpMalii, a TaKoX BCTAHOBIIOE EIUHY
HAayKOBO-TEXHIYHYy TepMiHOJIOTiI0 Ta pyOpukarop. Bumorm 1o mnonaHHs
iHpopMaril B pedepaTHBHOMY KypHali 3pOCTAIOTh i HOTO SIKICTh 3aJIeXHUTh BiX
TakuxX (aKTOpiB K OIEPATHUBHICTH Ta TMOBHOTA IPeICTaBIeHHS iH(opMmarrii,
saKicTe pedepariB. g eNeKTpOHHHX BHUIAHb TOBHHEH OyTH Ie H 3py4HHI
MOUTyKOBUH amapaT. PedepatwBHI BHOaHHS TpH3HAYEHI A HAYKOBIIB 1
CHELIaNICTIB, SKUM TOTpiOHAa KOHKPETHA, a HEe 3arajbHa iH(opMamis, y TOMY
YUCIT JUIS HAYKOMETPUYHOTO aHAIII3Y.

Konuenuis mo6ynosu pedeparnsroi b/l nependadae moerHaHHs NPUHIMIIIB:

- pO3NOJINICHOr0  AHANITHKO-CHHTETHYHOTO  ONPALIOBAHHS  MOTOKY
HAayYKOBHX BUJIaHb, Ki BUHIIUTH JPYKOM B YKpaiHi;

- [EeHTpaNi30BaHOi KyMYIHLii KOOIEPaTHBHO CTBOPEHOI pedepaTHBHOT
iHpopmanii 3 dQopmyBanHsaMm 3aranpHonepkaBHOi PBJl  «Ykpainika
HayKOBa» Ta BUKOPUCTaHHAM ii iHpopMaLiitHUX pecypciB

TonoBHMM HampsIMKOM pPO3BHTKY pedeparnBHOI 6a3u maHHX «YKpaiHika
HayKOBa» € PO3IIMPEHHS OiOMiOMETPUYHHX CEpBICIB, SKi HaJae BOHA JUIA
MPOBEJCHHS HAYKOMETPUYHHX nocmipkenb. Crig  BigzHauut, 1o PBJ]
«YkpaiHika HayKoBa» J03BOJISI€ GiOMIOMETPUYHI AOCIIIKEHHS B MEPIIy 4epry 3
BUKOPHCTAHHAM MOKa3HUKIB myOmikamiiHOl aKTHBHOCTI, LI0 Ja€ 3MOTY
3[IMCHIOBATH BHU3HAYCHHsS MPIOPUTETHUX HANPSMiB, POOUTH BHUCHOBKH Ta
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MPOTHO3M Ha PO3BUTOK Pi3HHUX rajy3ei, 30KpemMa, eHepreTHky, iHdopManiiHux
TEXHOJIOTiH, CKOHOMIKH, IEIaroriki, MOMITUKK Tommo. JIms okpeMux ramyseit
CIIOCTEpIraeThCs  JOCHTH  IIBUAKE  3POCTAHHA  KUIBKOCTI  IyOuiKarii,
30UTBIIYETHCS KiJBKICTh XKYPHAJIB, B IKUX BOHH IPECTaBIeHI. 3a pe3ybraTaMu
MOHITOPHHTY TyOJIKAI[iifHOI aKTHBHOCTI BITUM3HSHHX YYEHHX MOXKHA BUSBHTH
HaMMEepCHIEeKTUBHILI HAPSIMUA JOCTIDKEHb Y PI3HHUX Taly3sX, a TAKOXK 3'ACyBaTH,
KOTpi 3 HUX Hacammepez NoTpeOyroTh AepiKaBHOTo (hiHaHCYBaHHSL.

Jns  mpoBemeHHA OuIbIl  MIMOOKMX HAYKOMETPUYHUX —JOCHIKEHb 3
BUSIBIICHHA  TEHAEHLIH PO3BUTKY HAYKOBHX  JOCIiIKECHb JOLIIIBHO
BHUKOPHCTOBYBAaTH aHaJi3 CKIAJHUX MEpeX TEePMIHIB y HAYKOBHX ITyOJIiKamisX Ta
Mepex CIIiBaBTOPIiB, HOBUM METOJIOM JOCTI/PKCHb MOXKE CTAaTH 3aCTOCYBAaHHS TaK
3BaHUX KOPEILIIHHUX MepeX. IIpoBelNeHHs TaKuX MOCTIPKEHb JO03BOJIUTH
PO3IIUPUTH MOMKIIMBOCTI HAYKOMETPHYHOTO aHAIII3y 3 BUSBICHHS NPIOPHUTETHUX
HaTIPSAMKIiB PO3BUTKY HAYKOBUX JOCHIXEHb Ta BU3HAUEHHS IPyI eKcrepriB. s
e(eKTUBHOTO BHUKOPHCTaHHS pedepaTuBHOI 0a3u AaHUX HEOOXigHa po3poOKa
HAayKOMETPUYHOTO amapaTy Uil JOCTIHKEHHS TeHACHIIH PO3BUTKY YKpaiHCHKOI
HAyK{ B TOMY YHCJi 3 BUKOPHCTaHHSIM TEXHOJIOTII CKITagHUX Mepex [3].

Ionan 25 pokis npoext PBJ] «YkpaiHika HaykoBa» iCHye aBTOHOMHO Ha CaifTi
HBYB Ha BnacHiif TeXHOJOTIUHII MIaThopMi i OHOBITIOETHCS NPUOIU3HO pa3 Ha
niBpoky 3 TexHosoriuHoi 6a3u FULL. HaitOmwkunM 4acoM y Xoai onTuMizamii
apxitektypu PBJl «YkpaiHika HaykoBay IUIaHyeTbCs ii iHTErparlist 10 MacHBY
eNIeKTpOHHUX pecypciB caiity HBYB. Biaroni cmiBpoOiTHUKEM cinyx0u pe-
(depyBanHs HanoBHIOBaTUMYTh PBJl «YkpaiHika HaykoBa» Oe3mocepenHbo Ha
caiiti HBYB, 110 3Ha4HO migBUIINTE ONEpaTHBHICTH MofaHHS iH(opMarii. [Toc-
nyru inmux cry:x6 HBYB 3i ctBopenns PBJl «YkpaiHika HaykoBa» cTaHyTh JOC-
TYIIHI B KOMIT IOTEPHOMY PEXHMi, IO MiJBUIINTH €()EKTUBHICTP HUHIIITHHOTO
PYYHOTO peXXUMy Hpoliecy CHCTeMaTH3alil.

B PBJ] «YkpaiHika HayKoBa» iCHY€ TakMi pO3MOJiN MmyOiikaiiil 3a BUIaMu:
CTaTTi 3 XXypHaNiB i 30IpHUKIB HayKoOBHX mpaub— 66%, MoHorpadii — 17%,
aBropedepatn auceprtauiii — 17%. 3HauHy 4YacTHHY HAayKOBHX MyOikamin
CKJIaZIal0Th CTATTi 3 )KypHATIB i 30ipHUKIB HAYKOBHX IPAIb.

Hasenemo mopiBHAIBHY TaONHII0 HAOBHEHHS iH(poOpMaIii B pedepaTHBHIi
0a3i maHuX «YKpaiHika HayKOBa» Ta BUITyCKy JKypHaIy «J[kepemo» (icHyroda Ta
BIIOCKOHAJIEHA CUCTEMH TIPEICTABIICHHS iHPOpMAIIiT).

[Momyk 3a xonteHtoM PBJ] «YkpaiHika HayKoBa» 3iHCHIOETHCS IUIIXOM
YBEACHHS TaKHX MOIIYKOBHX €JEMEHTIB SIK MPi3BHINA aBTOPIB, PEAAKTOPIB Ta
yknanadiB myOunikauii; Ha3Ba myOuikamil; K04oBi ciioBa (TMOLIYK 33 OyIb-sKUM
cJIOBOM i3 6ibmiorpadiunoro omnucy abo TekcTy pedepaTy); rany3b 3HaHHS; Ha3Ba
TepioANYHOTO BUIaHHs; iHnekce PyOpukaTtopa HBYB; pik BunaHHs; BU BUJaHHS.
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Tabauys 1

Texnonoriss npencrasineHHs iHdopmanii B pedepatmBHii BJl  «Ykpainika

HayKoOBa»

Icnyroua cucrema
npeacTaBieHHs iHdopmauii B
pedeparusniii B/l «Ykpainika
HAYKOBa»

Baockonasiena cucrema
npeacraBieHHs iHdopmanii B
pedepatusHiii B/l «Ykpainika
HAYKOBa»

1 Hamnouenns PB/] «Ykpainika
HAayKOBa» 3IHCHIOETHCS IIUISIXOM
BKJIIOUCHHS pedeparis 3
enektpoHHUX pecypcis HBYB, 3
CalTIB JXypHAIIB, a TAKOXK
CKaHyBaHHs aHOTALil pedepaTis 3
JcepTaniif, KHIKOK Ta HePiOIUIHIX
BHJIaHb

Hanosuenns PBJ] «Ykpainika HaykoBa»
3AiHCHIOETHCS IIIIXOM BKJTFOUCHHS
pedepartiB 3 eIEKTPOHHHX PeCypCiB
HBYB, 3 caiiTiB )XypHaJiB, a TAKOK
CKaHYBaHHS aHOTAIiH pedepaTis 3
QECepTAalliif, KHI)KOK Ta HePiOJUIHHX
BUJIaHb

2 PB/1 «Ykpainika HayKoBa» iCHY€
aBTOHOMHO Ha caiiti HBYB nHa
BIIACHIH TeXHOJIOTIUHIH Iu1aThopmi

V xoni ontumizauii apxitektypu PB/]
«YKpaiHiKa HayKOBay IUIaHYEThC 11
iHTerpamnis 10 MaCHBY E€IEeKTPOHHHX
pecypcis caiity HBYB

3 PB/] «Ykpainika HayKoBa»
OHOBJIIOETHCS TIPHOIN3HO pa3 Ha
miBpOKY 3 TexHonoriuHoi 6a3u FULL

PB/I OHOBJIFOBaTHMETHLCS Ha CAlTI KOXKEH
po0ouwnii neHp, 1o 3a0e3nedyBaTHMe
peryisipHe OHOBIICHHS BEO-CTOPIHOK
caiiTy

4 CriBpoOITHHKH CITy>k0H pe-
(hepyBanHs HanoBHIOWOTH PB/]
«YkpaiHika HaykOBa» Ha pOOOIHX
KOMITIOTEpaX He ITiIKIIFOUYeHHX JI0
caiity HBYB Ta nepenarots
iHhopMaIifo B eTeKTPOHHOMY
BUTIISAII

CrniBpobiTHHKH ciry)01 pedepyBaHHS
HanoBHIOBaTUMYTh PBJ] «Ykpainika
HayKoBay Ge3nocepeHbo Ha caiiti HBYB,
TOOTO Oy/ie MOXKIIMBICTD TUCTAHIIIHOTO
noctyny no PBJI.

5 daxiBii 13 cucTeMaTu3allii BHOCITH
ingexcn Pybpukaropa, 3podienoro
Ha OCHOBI 6i0ioTeuHO-
6i6miorpadiunoi knacudikanii (BBK),
110 pedepaTiB 3 HAYKOBOI HEPiOUKY B
PYYHOMY pEXHMI

CriBpOOITHUKH BiAITYy KOMIIJIEKCHOTO
OIIPAIIOBAHHS JOKYMEHTIB 3MOXXYTb
MPOBOMTH 1HEKCAIi0 pedepaTis i3
HaYKOBOI NepioAnKu Oe3rnocepeHbo B
enekTpoHHUX nossix PBJI 3i cBoix
PobOUHX KOMIT'FOTEPIB.

6 Indopmariist 30cepeKyeThCs B
CHCTEeMaTHYHOMY TIOPS/IKY 3TiHO 3
PO3/IIAMHI TeMAaTHIHOTO MOLIYKY

Iadopmariis 3ocepeKyBaTHMETHCS B
CHCTEMaTHYHOMY ITOPSIIKY 3TiHO 3
PO3/IiTaMH TEMaTHYHOTO HOUIYKY

7 ®dopmyBaHHS cepiit MPOBOTUTHCS
HUISIXOM Biftoopy 3ammcis 3 PBJ]
«YxpaiHika HayKOBa» 3a JaTaMH Ta
HAIOBHEHHSIM 10 CEpisiM.

®DopMyBaHHS cepiii MPOBOAUTHCS LIIIXOM
BizOopy 3ammcis 3 PBJI «Ykpainika
HayKOBa» 3a JaTaMu.

8 J171s1 i ArOTOBKU JPYKOBAHOTO
Bupanusa YPX «/xepeno»
MPOBOAMIIOCH PEAAryBaHHs )KypHAIy
penakropamu HBYB.

J1J1st i ATOTOBKH IPYKOBAHOTO BHIIAHHS
YPXK «/]xepeno» npoBoaUThCS
penaryBaHHs JKypHaJly BEpCTaJIbIIUKAMHI
ITIPI HAHY.
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Ilepionnunicts Bumycky YPXK «lxepeno» cknamae 6 pas3iB Ha pik Ta BHIAETHCS
YOTHpH cepil 3a TEMAaTHYHMMH pPO3JALTAMH HAayKOBHX 3HaHb. KokHa cepis €
OKpEMUM JIpYKOBaHUM BHIaHHAM, Mae cBiif ko ISSN.

Tabnuys 2
Kinekicts 3amuciB pedeparis B YPXK «/[xepemno» 3a 2018-2020 pp.

Hasga cepii 2018 p. 2019 p. 2020 p.
Cep.1 IIpupoanudi HayKH

3954 4151 3172

Cep.2 Texwnika. [IpoMuciIoBicTb.

CinbCchKe TOCIOAapCTBO 8297 7328 6092

Cep.3 CycniibHi

. . 9749 10 049 7277
Ta ryMaHiTapHi HayKH. MUCTeITBO

Cep.4 Meanuma 6172 |4913 |4 988

Bevoro 28172 |26441  |21529

Iloroune namoBHeHHss PBJ] «Yxkpainika HaykoBa». 3a Bech mepiox 3 1999 mo

2021 p. PBJl «Ykpainika HaykoBa» BimoOpaxkeHo 697 863 THc. HaykoBHX

nokyMeHTiB. HaiiOunbina kinpkicTh myOmikaiii, Binoopaxenux B PBJ] «Ykpainika

HaykoBa» Ta YPX «/[xepeno» cTocyeThCs CyCHIIbHUX i TyMaHITaApHUX HAyK, Ha

JPYrOMY MICIIi — TEXHIYHI HAYKH Ta CUTbChKE T'OCIONAPCTBO, Malli — MPUPOIHUYI

HayKH .

30inbIIeHHs] HAaAXOMKeHb pedepaTBHOI iH(OpMalii TOCATAETBCS 3aBISAKH
MOCTYMOBOMY 3aJIy4eHHIO Jenaii OuTbImoi KUTBKOCTI pelaKmiid mepiogudHuX
BHIaHb 1 BUJABHUYHX oOpraHizamii mo momaHHsa B PBJl «YkpaiHika HaykoBa»
BIIOMOCTEH Mpo iX IpyKOBaHY MPOAYKINIO B eNEKTpOHHIH (opmi. Po3Butok
pedeparusHoro xypHaty Ta PBJ 3xiiicHIoeThCsl y HanpsiMax ITiABUIICHHS BUMOT
JI0 TIepIIoKepeN Ta SKOCTi pedepaTiB i aHOTaNil, BAOCKOHAIEHHS IPOrPaMHOTO
Ta anapaTHOTO 3a0e3MeyueHHsl, 30UIbIIeHHS 00CsTiB iHpopMaIlil.

VY 1pOMYy KOHTEKCTI MOXKHA BH3HAYMTH MPIOPUTETHI HANPSMH DPO3BHUTKY
HanmioHanmbHUX pedeparuBHUX pecypciB (PB/l «Ykpainika HaykoBa» Ta YPXK
«Jlxeperno») Ha HallOMIKTY NEPCIICKTUBY:

- iHTerpamis 3araJbHOHAIIOHATHHUX HAYKOBHX I1H(OpMamiiHIX pPecypciB:
PBJ] «YkpaiHika HaykoBa» Ta MOBHOTEKCTOBOI €JEKTPOHHOI 0iOiioTexH
«HaykoBa mnepiommka VYkpaiHW»;, CTBOPEHHs Ha X OCHOBI HAayKOBOI
CJICKTPOHHOI 0I0TI0TEKH 3 PO3BUHEHUM IOLIYKOBUM iHTEpdericom;
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- MOJIMIIEHHS KOPHUCTYBAIBKOTO iHTepdeicy eNeKTPOHHOI CHCTEMH HOIIYKY
HaykoBOoi iHQopmarii VYkpaiHH 3aBISKH  BIPOB3DKEHHIO CHCTEMH
ABTOPUTETHUX (aifIiB: Ha3B MEPiIOJUYHMX BHIAHb, IMEH HAayKOBLIB, Ha3B
HayKOBHX yCTaHOB, HAyKOBOTO pyOpHKaTopa, MpeMETHHX PYOPUK TOLIO;

- 3a0e3meueHHs HAasABHHUX CIYX0 pedepyBaHHS PO3MOIIICHO MIAT(HOPMOIO
pedepyBaHHS Ta CHCTEMAaTH3allii HAYKOBHUX ITyOJIIKaIliif; CTBOPEHHS €IHHOT
MOCTIH{HO ITONOBHIOBAHOI pedepaTHBHOI 0a3y JaHUX;

- TIJBHINEHHS 3alliKaBICHOCT] BITYM3HIHUX YUCHUX, HAYKOBUX IHCTHTYIIH Ta
BUIaBHUITB y TOCTa4aHHI HEOOXiTHUX MeTaJaHHX MyOiKaliil Ta MOBHUX
TEKCTIB JI0 3araJbHOHAIIIOHATEHUX HAYKOBUX IHQOPMALIIHUX pecypcis, sKi
JTAFOTh MOXKJIMBICTh 3/IiHCHIOBATH HAYKOMETPHYHUHN aHali3 MyOJiKariiHol
AKTHBHOCTI HayKOBIIiB, IO B IiJICYMKY JO3BOJISI€ BU3HAYNTH €(EKTUBHICT
pe3yabTaTiB HAyKOBOT JISUTBHOCTI B PI3HUX TAITY35X;

- CTBOpEHHS MpoQeciiHNX MpPOOIEMHO-OpIEHTOBaHUX 0a3 JaHMX HAa OCHOBI
pedeparusHoi BJ «YkpaiHika HayKoBa»

- CTBOPEHHS YKPAlHCBKOTO iHJEKCY LUTYBaHHS [4].

BucHoBku

PepeparmBaa B/l  «YkpaiHika HayKkoBa» €  pO3TAIy)KCHUM,
nudepeHniiioBaHuM 3a Taly3sMH 3HaHb Ta IHTETPOBaHUM B MacIiTabax KpaiHH
iH(pOpMaLiTHM TIPOAYKTOM, SIKAi He Mae aHanoriB B YkpaiHi. PBJ] «Ykpainika
HaykoBa» Ta YPX «Jlxkepemo» ciayryroTb mpoBeneHHIO 0i0mio- Ta
HayKOMETPHUYHHX JOCTIIDKEHb Ha TepeHax YKpaiHM 3 METOI0 BHSABICHHS
NPIOPUTETHHX HANpsSMIB PO3BHTKY OKpeMHX Taimy3eil Hayku. Ha mincrasi
610J1iOMETPHUYHOr0 aHa i3y HayKOBMX ITyOJiKaliii 3 HayKOBHMX HAmNpsMIB, sKi €
nposigaumu 11 HAH Vkpainu (¢i3uuHux, MaTteMaTHyHHX, Oi10JMOTIYHHX i
XIMIYHUX HayK), MOXXHa BHUSBHTH NEBHI 3aKOHOMIPHOCTI Ta mpodiemu ix
PO3BHUTKY B YKpaiHi 3a OCTaHHI POKH.
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The article presents the results of a study of situations typical for 4G
(Long Term Evolution - LTE) mobile communication systems, in which
there are conditions for the use of the autocorrelation method for
processing multi-position signals, and the noise immunity of demodulators
that implement this method is determined. It has been proved using the
theory of catastrophes that for modern mobile communication systems it
is advisable to use energy methods with high-order phase-difference
modulation (PDM), which will provide the system with the property of
invariance to a certain class of electromagnetic interference (EMI). A
comparative analysis of the application of systems with PDM of the first
and second order has been carried out and it has been determined that in
the case of autocorrelation reception of signals from PDM-1, it is
necessary to ensure sufficiently stringent requirements for the stability of
the frequency of the carrier wave. It was found that in the case of using
PDM-1, the autocorrelation technique is much simpler, but the PDM-2 has
a unique property of invariance to the frequency of the carrier wave,
which neither coherent nor optimal incoherent methods have. An energy
(autocorrelation) demodulator of signals with double PDM-1 is proposed,
which has the property of relative or absolute invariance to changes in the
frequency of the carrier wave, which can occur in digital information
transmission systems during communication with rapidly moving objects.
satellite communication systems, as well as fiber-optic communication
systems, mobile broadband access with support for the fourth generation
technology.

Keywords: phase-difference modulation, autocorrelation method, multi-
position signals

238


https://www.scopus.com/redirect.uri?url=https://orcid.org/0000-0003-3990-5205&authorId=57211289386&origin=AuthorProfile&orcId=0000-0003-3990-5205&category=orcidLink%22
https://orcid.org/0000-0002-2569-9503
https://orcid.org/0000-0001-8198-5056
mailto:2411197@ukr.net
mailto:pww@ukr.net
mailto:Annett.13.86@gmail.com

Introduction

At present, in the case of using information transmission rates close to the
capacity of communication channels, when calculating the noise immunity of a
system, it is necessary to take into account not only white Gaussian noise, but also
multiplicative noise distributed in the spectrum and time.

In this case, the use of correlation reception methods is not effective, since the
possible variants of the sent signal are not known, but only their energies.
Therefore, in this case, it is advisable to use energy methods of receiving signals.

A large number of optimal algorithms have been created in the theory of
signal reception and processing. The best algorithm (according to the fundamental
position of the theory of systems) under certain reception conditions can be
considered an algorithm that meets the criteria of some optimality depending on
the established restrictions due to the characteristics of the channel and signal and
the peculiarities of the communication system as a whole according to certain
specified criteria [1].

The most adequate classification of conditions under which one or another
optimal algorithm can be synthesized is based on what information about the
signal is known before it arrives, that is, according to the degree of a priori
uncertainty of the situation. There is a wide range of intermediate situations
between a signal with a known initial phase and a signal with a completely
unknown initial phase.

The hierarchy of optimal algorithms is opened by coherent reception, which is
optimal under conditions when the possible realizations of the transmitted signal
are fully known. Optimal incoherent reception is optimal for signals with an
unknown but uniformly distributed initial phase. If we go further by reducing the
a priori information about the sent signal, we can to synthesize other reception
methods that can be applied under appropriate conditions. In this case, the less we
have a priori information about the parameters of the signal during its processing,
the less noise immunity. Completing the hierarchy of good methods for receiving
signals are methods using methods for processing multi-position signals [2] of
unknown shape. These include algorithms for autocorrelation processing of phase-
modulated signals. The essence and conditions of application of autocorrelation
signal processing are given below.

Algorithms for autocorrelation processing of phase-modulated
signals

Let there are two versions of the transmitted signal S;(t) or S,(t) (signals of
unknown shape) and the known interval of their existence (0, 7). These signals can
be presented as a sum of orthogonal transformation functions with bases {¢;} and

{wi}:

2B 2B
SO =) an®,  S0O=) ), M
i=1 i=1
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where 24 is the base of expected signals;

f 5.(0) 9 (D) dt; B = f S, (D0t @)

The signals S;(t) and S,(t) are called S|gnals of unknown shape if there is no
information about the coefficients a; and f;. Provided that the basis functions ¢;
and y; are known, the system of functions {¢;} defines the space of possible signal
shapes S;(t), and the system of functions {i;} defines the space of possible signal
shapes S,(t) . We can assume that in this case the spaces of the expected signals
are known, determined by the corresponding set of basis functions and the time
interval of their existence.

If the distributions of the coefficients a; and S; are known, then a simple
maximum likelihood rule can be used to synthesize the optimal algorithm for
receiving signals S;(t) and S,(t); if the distributions a; and $; are unknown, then the
general maximum likelihood rule should be applied, according to which, out of
two possible hypotheses S;(t) or Sy(t), one should choose the one for which the
maximum of the likelihood function will acquire a greater value.

For signals with the same energy, when it is known that

Za—zm ®)

Signal Sl(t) should be conS|dered as transmltted if
2 2B 2

4 ' 4)
;Lf x(t)@; (t)dt] >Z fx(t)lpl (t)dt] 4

i=1Lp
where i is a signal S,(t) when the inequality is opposite.

The mathematical expressions in square brackets of inequality (4) are the
coefficients of the orthogonal transformation of the received signal according to
the basis functions ¢; and y;, and the sums of the squares of these coefficients (the
left and right sides of (4) are equal to the energy of the received signal in the
spaces functions {p;} and {w;} respectively. Based on the remarks made,
inequality (4) can be written as:

T

T

fxf(t) dt > fx%(t) dt, (5)

0 0
where x;(t) and x,(t) is the estimate of the membership of the received signal in
the {¢;} } and in the space {y;}. Based on inequality (5), the following algorithm
for estimating the signal arriving at the receiver is proposed. First, you need to
calculate the energy of the received signal, in the spaces of the first and second
possible signal realization, and assume that a signal has arrived, in the space of
which the calculated energy is greater. In this regard, acceptance algorithms based
on the application of criteria (4) and (5) are called energy or autocorrelation. The
last name of the algorithm follows from the fact that in the case of its application
in the receiver, it is necessary to calculate the convolution of the received signal
with its time-delayed copy with a different delay time or, otherwise, with a

240



different time offset (in (5) this offset is equal to zero). These algorithms can be
applied to signals with different types of signal modulation. To obtain the
corresponding separate algorithm, one should apply the basis functions
corresponding to the applied type of modulation [3] to calculate inequality (4).

Autocorrelation demodulators of signals with PDM-1 attract attention with
their extreme simplicity, since their implementation does not require either
coherent reference waves extractor devices as in coherent demodulators, or
correlators with quadrature reference waves, as in optimal incoherent
demodulators [4]. But it should be borne in mind that potentially autocorrelation
demodulators are inferior in noise immunity to coherent and optimal incoherent.
In contrast, the noise immunity of autocorrelation (energy) demodulators depends
not only on the ratio h? of the signal energy to the spectral power density of the
noise, but also on the base of the received signal-to-noise mixture, which, in turn,
depends on the bandwidth F of the receiver input filter. The larger the base 2FT,
the lower the noise immunity at the same value h%. The more complex the signal,
the greater its dimension and the more other identical conditions are the
probability of error. These are the features of the autocorrelation method of
receiving. At the same time, in the case of receiving narrow-band signals with a
base of B~2, autocorrelation demodulators are slightly inferior to the optimal
incoherent ones with respect to noise immunity. When comparatively assessing
the noise immunity of coherent and maximum incoherent demodulators, on the
one hand, and autocorrelation ones, on the other, it should be taken into account
that the former have an advantage only when the conditions for their optimality
and performance are met. If these conditions are not met and it is necessary to
provide a priori reception of a signal of unknown shape, then the autocorrelation
demodulator can provide a lower probability of error. Therefore, we can conclude
that the autocorrelation technique (as a method arising from the generalized
maximum likelihood rule) provides a minimum error probability under the
condition of uniformly distributed unknown parameters (conversion coefficients
of a signal of an unknown shape).

Algorithms for autocorrelation processing of signals with PDM-1 directly
follow from the general maximum likelihood rule and, in this sense, are optimal
for signals of unknown shape. The use of an optimal algorithm for receiving
signals of an unknown shape, in which the general maximum likelihood rule is
implemented, when using PRM-1 determines the structure of the autocorrelation

signal processing circuit shown in Fig. 1.
J
sgn |—»

Fig.1. Functional diagram of an optimal autocorrelation demodulator of signals
with a single PDM
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The input signal goes to a bandpass filter (HF), which is designed in the
autocorrelation demodulator to perform two functions:

- firstly, for the usual frequency selection function of the useful signal.
Such selection is necessary in cases where the demodulator input arrives at the
baseband signal of the transmission system with FDC (frequency distribution of
channels) and in other cases. To implement the same function, a similar input
bandpass filter is used at the input of coherent and good incoherent demodulators;

- secondly, the input bandpass filter provides a limitation of the
spectrum (and, consequently, the power) of the fluctuation noise entering the
demodulator input, since in the case of using the autocorrelation method of signal
reception, in contrast to the correlation methods - coherent and optimal
incoherent, the noise immunity depends on the width frequency bands (and, as a
consequence, - power) of noise, and not only from its spectral density.

On the basis of a similar optimal algorithm for processing signals from PDM-
2, a functional diagram of an energy demodulator can be proposed. As in the case
of optimal incoherent reception, the energy demodulator of signals from the
PDM-2 is superior in noise immunity to the equivalent autocorrelation
demodulator of signals from the PDM-1. At the same time, the noise immunity of
these types of demodulators depends on the stability of the frequency of the
carrier wave. At the same time, such dependence in the PRM-2 autocorrelation
demodulator is not.

If in the case of PDM-1 the autocorrelation acceptance is attractive
mainly for its simplicity, then in the case of PRM-2 the autocorrelation
acceptance, which in this case is one of the submaximal modifications of the
algorithm for receiving the corresponding signals of an unknown shape, has a
unique property of invariance to the frequency of the carrier wave. This property
is absent in the coherent and maximum incoherent acceptance method. Therefore,
autocorrelation algorithms for receiving signals from the PDM-2 are important in
mobile networks. It is advisable to use them in channels with an undefined signal
frequency [5].

Conclusions

The considered algorithms can be effective not only in the case of an unknown
waveform, but also in the case of variable waveform signals. However, algorithms
can only be used for signals whose changes occur within a certain space of signal
implementations. With phase difference modulation (PDM-1), this means that the
signals must be repeated with sign accuracy over an interval of two bursts. This,
in particular, implies rather stringent requirements for the stability of the
frequency of the carrier wave when using the autocorrelation method for receiving
PDM-1 signals.

Autocorrelation modems with PDM-2 are characterized by the property of
relative or absolute invariance to changes in the frequency of the carrier vibration,
they are used in digital information transmission systems in communication
systems with fast moving objects, in satellite communication systems, as well as
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in fiber-optic communication systems, mobile broadband access with support for
LTE technology [6].

Thus, when transmitting digital information by different communication
channels, conditions arise under which the receiver must process a signal with an
unknown or inaccurately known frequency of the carrier wave - channels with an
undefined signal frequency. For such channels and conditions, when using signals
from the second-order PRM, it is better to use the autocorrelation method of
reception.
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