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Abstract. The paper is devoted to the issue of improving the security of critical infrastructures
functioning using the capabilities of their automated organizational management systems. It’s substantiated,
that security of critical infrastructures functioning depends on the level of survivability of automated
organizational management systems (OMS). Increasing the survivability of automated organizational
management systems is an essential element of a secure risk management system for critical infrastructures.
The survivability property of automated OMS is defined as their ability to retain their functionality by
performing the set of functions necessary to achieve the goal of functioning with a given quality, in the
context of accumulation of component damages and loss of resources, by changing the behavior of the
system. The survivability states of automated OMS are classified. A model is proposed to investigate the
survivability of an automated OMS regarding a set of functions aimed at ensuring the security of critical
infrastructure functioning. The methodological aspects of the development and implementation of the
automated OMS are highlighted, that will function in the conditions of permanent changes of the
environment and modernization of the components of the OMS. The criteria of estimation of system qualities
of OMS and its components - automated workplaces are offered. An integrated survivability index has been
proposed to evaluate the survivability and functional degradation of the OMS. Time constraints for the
fulfillment the procedures for building information infrastructure in the OMS are formulated, to ensure the
implementation of the functions supporting the critical infrastructure security. The expediency of creation a
specialized modeling complex for OMS automation for the development of basic system, design and
technological solutions, development of management decisions for the basic processes of organizational
management is substantiated. At the specialized modeling complex it is possible to analyze and improve the
existing methods of maintaining the security of critical infrastructure functioning, to develop templates for
managers’ actions in the event of undesirable changes during the critical infrastructure functioning,
occurrence and development of emergency situations on the objects of critical infrastructure.

Keywords: survivability, security, critical infrastructure, automated organizational management system.

1 Introduction

Ensuring the security of critical infrastructures is, first and foremost, a reduction to an acceptable level of
risk of harm to the environment, the individual, society, and the country. Critical infrastructure objects must
be guaranteed to maintain a certain level of security, avoid emergency situations, prevent their transition to
dangerous conditions.

Low survivability systems collapse quickly and this can lead to cascading accidents and significant
material losses, while systems with high survivability break down gradually, retaining in part functionality,
limited performance, and time-consuming adoption for switching to safe mode of operation, emergency
shutdown, isolation of damage, preventing their spread, etc. An important part of the security risk
management system of critical infrastructures is to increase the survivability of organizational management
systems.

Today, all chains of control of critical objects and infrastructures involve complexes of hardware and
software, information systems and telecommunication networks, intended to support the solution or solve the
problems of operational management and control over various processes and technical objects within the
organization of production or technological processes. Computer tools have become an integral part of
various management systems, components of complex technical, administrative, economic and other systems
of regional and global scale. Computer systems and technologies provide advanced communication tools,
support a complex structure of resources, production and management processes automation, various
technologies for information processing. Security of management objects depends on the technologies of
automated organizational management systems, which are complex sociotechnical systems, that include
technical and technological subsystems, relevant systems of activity (systems of roles and functions of
service and management personnel), an environment that actively interacts with others compound.

Effective use of the sociotechnical systems components capabilities, taking into account the synergistic
effect allows ensure the functional safety of critical infrastructures, to reduce the risk of accidents.



2 Critical infrastructure security dependence on the survivability of organizational management
systems

Critical infrastructure security will mean the independence from unacceptable risk [1], that is, the ability
of infrastructure, as a system, to minimize the risks of disaster.

Automated organizational management systems (OMS) for critical infrastructures should ensure not only
the proper functioning of the infrastructure and the desired end result, but also the adequate response to
security incidents occurring at critical infrastructure objects [2]. Tools of the automated OMS should ensure
timely recognition of the threat and the moment of occurrence of a critical (emergency) situation, determine
an adequate level of their processing, initiate processes of counteraction, compensation or adaptation to
continue the functioning of the critical infrastructure in full or in part, and, if necessary, procedures for slow
gradual degradation and safe shutdown must be activated.

An analysis of the current trends in the development of automated OMS shows that there is an increasing
number of functions that are critical to the security of critical infrastructures that rely on information and
communication technologies and computers. Even today, thanks to automation, the implementation of
organizational management processes occurs in such a way as to prevent the transition of infrastructure or its
components into potentially dangerous states [2-4]. As a rule, the shutdown of a technical object in case of
occurrence or realization of a threat of its transition to a dangerous (emergency) state is automatic. Intelligent
software products for predicting, assessing and minimizing the security risks of critical objects and structures
are available to support and develop management solutions at various levels.

Under the survivability of an organizational management system, we will understand its ability to retain
its functionality by performing the set of functions necessary to achieve the goal of functioning with a given
quality, in the context of accumulation of component damage and loss of resources, by changing the behavior
of the system.

In the general case, the survivability of the OMS depends on the set of parameters that characterize the
system, the functions performed by it, the effects of the environment and the type, extent and dynamics of
interaction with it. If the OMS is in a "status of survivability," the system performs the set of functions

¢=(d,9,,...,4,) with the specified quality and required efficiency, that is, the purpose of the function is

achieved. The “status of survivability” is characterized by the stability and predictability of the functioning of
the system, that is, the critical infrastructure OMS fulfills all managerial functions.

There are three types of system survivability status |S| :{]S|t}, t =1 2,3, to which the OMS can go,
namely [2, 5]:

e  system survivability status type |S|1, in which the OMS provides all the functions of the set
¢=(4,0,....4,) with given quality and required efficiency or with poor quality and less efficiency in
any of the states W; € W', that is

[Tx@) =1 x(m:{

el

1,if ¢ is fulfilled

0, otherwise
e  system survivability status type |S| , whereby only a certain subset of the functions are provided by

the OMS @ C ¢ in any of the states w; eW , that is
[1 x#)=1
heo”
e system survivability status type |S| 3 whereby at least one of the functions of the set is performed in

the OMS ¢ = (¢4, ,,...,#,) inany of the states W; €W , that is

Zx(qﬁ,)zl.

el
Transition of the OMS into "status of survivability" types |S| ) and |S|3 means that there are violations in

the functioning of the system (functional failures of components or "wrong actions" of managers), and there
is a narrowing of the functionality of the OMS.

Among the functions of the set @ = (¢, @,,...,d,) identify the functions of the OMS, aimed at



ensuring the security of critical infrastructure, ¢° < @, @° =(&,¢5,...,4°) . Functions from the set ¢°

can be both independent and information related. The ability of the OMS to maintain the secure functioning
of the critical infrastructure can be characterized by the OMS 's survivability with respect to a set of functions
¢

In automated OMS, the automated workstations of managers (AWM) are functional components. Each
AWM is a subsystem, the structure of which is determined by its functional purpose. AWM specialization is
done by installing the appropriate software and establishing links between system components. The modular
principle of software development makes it quite easy to form the required configuration of the AWM, as a
subsystem of the OMS, to perform certain management functions. AWM functionality can be expanded as
needed by connecting new software modules. This creates a flexible scalable environment for implementing
management functions.

To study the survivability of automated OMS with respect to a set of functions ¢S , to ensure the critical

functioning of the critical infrastructure, the following model can be applied:
3=(G,4°,Tm, Can, Tt),

where G — a graph that describes the information and communication links in the OMS and may be changed
during the operation of the OMS or in the case of changing the functionality of the individual AWM;
¢° =(8°,4,....8°) — a set of functions implemented in the OMS to maintain the security of critical
infrastructure, Tm — some of the time-deficient functions of the last argument, Can— a matrix of
functionalities of the totality of AWM, which actually represent an automated OMS; Tt— vector that

characterizes the load of the AWM.
Let us denote the set of managerial tasks performed in the OMS of the implementation of the set of

functions ¢° = (4,45 ,...,#°) with the required quality and the required efficiency through

F=JR={f.f....f}

iel
while the AWM @, can potentially perform a number of managerial tasks ¢, :{1,2,..., p} - P(F),
where P (F) —the set of all subsets F .

Ife, (k) ={fl.1, fl.z,..., f. } 1<i_<n, then the functional component of the AWM ®, can perform

managerial tasks f,, f, ..., f

Suppose that all the necessary information and communication links between the AWM of the OMS to
perform the security support functions of the critical infrastructure can be provided.

At each specific moment of time specific AWM @, implements a subset of managerial tasks

@ 1L2,..., p}_) P(F).

At the AWM of the OMS the decision of managerial tasks f,, f,,..., f, is supported, if

n

@, (K)= { fio B § } N @,.,(k)=D, than AWM of the OMS @, does not perform managerial

tasks, the solution of which requires the implementation of functions ¢S, which support the security
operation of critical infrastructure.
Assuming every managerial task fi € F is characterized by some performance efficiency C;, you can

define the performance function for the entire automated OMS on the performance of functions ¢° which
support the security operation of critical infrastructure:
., Fx{1,2,.,p}xP(F)—C, where C isacertain number set.

If the AWM of the OMS ®, is focused on managerial tasks ¢ (K) = { fooff } and performance

when fulfilling f { fof fi‘} isequal to C; , than: v/,,, ( f. Ko, (k)) =G -

To implement by automated OMS the functions ¢5, which support the security operation of critical
infrastructure, with the efficiency not lower than the specified, the managerial tasks fl, f2,..., fn must be
performed with appropriate efficiency, that is, the following conditions must be met [5]:



Ue.(k)=F, &)

k=1

Puen (K) =0, (K),  Vk=Lp %)
p Pr—

Z"I/@(/’(fl’k’l//men(k))zc| ) Vlzl,n, (3)
k=1

Let us define as a functional failure the impossibility of fulfilling at least one of the managerial tasks in
the OMS fi €F . In the case of functional failure, the status of some AWM @, changes and the

corresponding function ¢, . also changes. Although condition (2) cannot be violated by functional failure

AWM @, , but its violation may be caused by errors in management. If the narrowing of the functionality

leads to a violation of conditions (1) - (3), then the means of ensuring the survivability of the OMS must be
activated and the system must be adjusted so that conditions (1) - (3) are again fulfilled.
When reconfiguring the OMS, it is advisable to minimize the number of AWM of the OMS involved in

failure compensation procedures, i.e. to minimize the number of changes ¢, . . It is because of the conditions

(1) - (3) that the minimum quantity of ¢ is changed, the optimality of OMS behavior can be

characterized, and the number of compensated functional failures may serve as a criterion for system
survivability.

3 Development and implementation automated high-survivability OMS for critical infrastructure

The problem of ensuring the safety of the functioning of critical objects and infrastructures is complex,
but the quality and properties of their automated OMS are of utmost importance, since the security and safety
of critical infrastructures depends on management decisions, especially in the event of an emergency
situation, i.e. in conditions when there is no possibility of a clear prediction of the results of management
impacts. Functional stability of the OMS itself becomes a factor and condition for security and safety of
critical infrastructure objects.

Already at the initial stage of development and implementation of automated OMS, it is necessary to
define criteria for assessing systemic qualities, in particular, [6, 7]:

e  criteria for compliance of the OMS and the individual AWM with the specified indicators of quality
of functioning and/or assessment of the degree of its functional degradation;

e  criteria for evaluating the performance of dynamic reconfiguration and reallocation of resources;

e  criteria for assessing the extent of system recovery after glitches and failures due to mechanisms of
reorganization or reconstruction;

e  criteria that characterize changes in performance, reactivity, system sensitivity in the conditions of
system resources degradation;

e  criteria for assessing the adaptability of the system to external and internal changes;

e  cost-effectiveness criteria for the use of available resources.

Analyzing the survivability of an automated OMS that operates in a constantly changing external
environment and often undergoes modernization, one can obtain the most objective and adequate indicator of
the quality of its functioning, because it is in the study of survivability that the system's ability to perform its
functions over a long period is revealed, and not just the possibility of continuation of functioning upon
recovery after individual glitches or failures. Quantitative assessment of survivability is generally performed
on the basis of specific metrics that characterize the loss of functionality (functional degradation) over a
certain period of time. Various methodological approaches to calculating such metrics are possible, in
particular through quantitative assessments of the system's ability to perform mission-critical functions,
through the degree of system degradation, and the like. For example, for the analysis of survivability and the
assessment of functional degradation, it is possible to use the integral survivability index, determined by the
weighted average of the estimates of performance indicators in the following form [7]:

1 N
§=W§Zj(r),

where the values of the normalized indicators Z; (r), j :1,_N are calculated as



L G0-a

, J =11, for technical requirements (TR) of the form q; = q]TB

,J=1+1 N for TR of the form q; Sq]TB

where aj — weighting factor characterizing the degree of significance of the J -th index of survivability for
the integrated assessment of the quality of functioning of the automated OMS; I - the number of accumulated
functional failures in the OMS over a given period of time (taking into account the recovery);
q; < Q={q,,d,,...0,} —element of a set of metrics that should be within the appropriate range, which are
defined by the technical requirements, which are formulated, as a rule, in the terms of reference for the
development of automated OMS; q?(r) — the "worst" in understanding the fulfillment of the terms of
reference of the j-th indicator value of the quality of functioning when I' components failure accumulated
in the system.

I there is a restriction for all given survival rates for a given period of time ¢; >q;" or ¢; <q;’,

J=1 N, then min z; 2 0, j =1,_N, and, accordingly, the value of the integral index 5 will be no lower
]

than some critical lower limit fkp, the specific value of which may be specified when determining the

functionality of the system for a certain period of operation, or as the initial value of the integral index 5 . In

this case, a quantitative assessment of the degree of degradation of the system's capabilities may be, for
example, the value:

S, :mxloo%:@xloo% :
& Sn.

where fn. — guantitative assessment of the initial (design) functionality of an automated OMS, taking into

account the weighting coefficients of the significance of the survivability indicators; a fnom., fgmp.—

quantification for current (existing) and lost OMS functionality, respectively.

The automation of the OMS involves the introduction of information and communication technologies for
the collection, processing, accumulation, systematization, storage, retrieval and dissemination of information
[8]. The functioning of an automated OMS can be modeled with help of network model, the nodes of which
are the functional components (AWM), and the arcs are the different communication channels (wired,
wireless, combined).

The implementation of information and communication technology is ensured by the parallel and
sequential operation of a set of functional components that interact with each other and with the external
environment through communication channels. Technology should provide the development of management

decision, for example, over time TZ, which does not exceed Taon (the maximum time allowed for the

collection and processing of information, which depends on the requirements of the subject area). Therefore,
T =T +T06) <Tyon

whereTf — time spent for processing information by functional components, To6 — time spent on

information interaction.
In the case of undesirable influences on the system or communication channels, the time for
implementation of information technology to develop a management decision may increase by T()Oa . The

survivability criterion of the OMS may be the feasibility of building the necessary information infrastructure
as a set of functional components and communication channels under restrictions

(Tf +To6 +T()00) STdon'

For comparison of different variants of automated OMS implementation for the purpose of choosing the
most functionally sustainable one can use the survivability index - the number of information infrastructures



that allow to implement information technology of management decision making, reducing the risks of
occurrence and development of emergency situations in critical infrastructures.

The practical experience of designing and implementing automated OMS shows that all basic system,
design, software and technological solutions for the created OMS should be pre-tested, and the managers
have to go through the re-education and training stage. It is advisable to make adjustments and approbations
of the AWM on the specialized modeling complex. The architecture of the complex depends on the features
of the critical infrastructure, systems models and processes involved in the operation of the objects and
infrastructure as a whole. Each management task that arises in the operation of critical infrastructure can be
reproduced in the modeling complex as a separate functional task, the execution of which in the OMS
generates a separate management process. The input for this process can be either the initial management
impact, or the output or intermediate data of some other management process. The execution of the
management process involves the preparation and development of decisions on the actions ordering,
necessary to perform a functional task, into a certain sequence of operations implemented within the relevant
technology, determining what people (employees), at what time, what technological processes (operations)
perform to ensure the secure functioning of the critical infrastructure. The implementation of the
technological process requires not only the specialists with the appropriate level of qualification, but also the
technical means, techniques and instructions for their application, software, information and other services,
necessary and sufficient for the fulfillment of the functional tasks of management. [5].

On the specialized modeling complex could not only be worked out the basic processes of organizational
management, but also carried out the selection and testing of practically suitable formalized methods of
maintaining the security of critical infrastructure functioning with high promptness of justified management
decisions development, clarity of results of management and taking into account the existing system-based
subordination and interaction in OMS.

Traditionally in the process of working out and making decisions, managers use "subjective™ knowledge
of certain events, informal experience of experts, who are involved in the assessment of the current situation
in the critical infrastructure.

When working on the specialized modeling complex of basic processes of organizational management,
the transition from intuitive estimates to quantitative is possible, that significantly objectifies management
decisions and helps to improve their quality. Preliminary analysis of emergency situations on the modeling
complex, crashes in the operation of critical infrastructure and erroneous management decisions allows create
specific templates of managers’ actions, which is important in the conditions of time resource criticality in
accidents at the management object. [8].

In the future, the specialized modeling complex can become an analytical resource for the OMS, its
toolkit can be used to develop strategic management decisions and substantiate current management
decisions.

4 Conclusions and recommendations

The use of automated high-survivability OMS in critical infrastructures will reduce the risks of
infrastructure transition to disaster states, as such OMS are guaranteed to perform their functions over a long
period in the face of permanent environmental change and many frequent upgrades.

The analytical resource developed during the AWM OMS creation, formalized methods of maintaining the
security of the functioning of critical infrastructures will allow to increase the efficiency and validity of
management decisions, the clarity of the results of management even in the context of unwanted changes in
the system of subordination and interaction in OMS, caused by changes in the functioning of critical
infrastructure.
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Abstract. In the first part of the article we discuss international, industrial and national standards and
methodologies that describe the process of testing for application vulnerabilities, including mobile
applications for Android OS. The following standards and methodologies were taken for the study: ISO/IEC
27034. Information technology. Security techniques. Application Security, NIST 800-163 Vetting the
Security of Mobile application, National In-formation Assurance Partnership and Mobile application security
verification standard. Also, we have compared methods itselves and methods of testing for vulnerabilities of
mobile software applications for operating system Android. The analysis of the stages by which testing for
vulnerabilities is carried out. The second part of the article presents statistics on vulnerabilities that were
published by vendors — Google security statistics and Quick Heal, as well as statistics, which were formed by
the authors of the publication. For statistics, the test results were taken from an online store, two crypto
exchanges and two crypto wallets. The conclusions to the article summarize the results of a study of
standards and statistics for conducting subsequent research on the subject of scientific work.

Keywords: mobile application, security assessment, security testing, Open Web Application Security
Project , National Institute of Standards and Technology, ISO/IEC 27034, National Information Assurance
Partnership.

Introduction

According to BetaNews, among the 30 best applications with more than 500,000 downloads, 94% contain
at least 3 average risk vulnerabilities, while 77% contain at minimum two high-level vulnerabilities. Among
the 30 applications 17% were vulnerable to Man-In-The-Middle (MITM) attacks exposing all data to
interception by malicious users. Furthermore, 44% of applications contain confidential data with strict
encryption requirements, including passwords or Application Programming Interface (API) keys, while 66%
utilize functional abilities which can compromise users’ confidentiality. This is exactly why mobile devices
are subject to numerous security discussions [1].

1 Application security standards

1.1  ISO/IEC 27034. Information technology. Security techniques. Application Security

ISO/IEC 27034 offers guidance on information security to those specifying, designing and programming
or procuring, implementing and using application systems, in other words business and Information

9


https://orcid.org/0000-0002-2665-0066

Technology (IT) managers, developers and auditors, and ultimately the end-users of Information and
Communication Technology (ICT). The aim is to ensure that computer applications deliver the desired or
necessary level of security in support of the organization’s Information Security Management System,
adequately addressing many ICT security risks.

This multi-part standard provides guidance on specifying, designing/selecting and implementing
information security controls through a set of processes integrated throughout an organization’s Systems
Development Life Cycle (SDLC). It is process oriented [2-5].

It covers software applications developed internally, by external acquisition, outsourcing/offshoring or
through hybrid approaches. It addresses all aspects from determining information security requirements, to
protecting information accessed by an application as well as preventing unauthorized use and/or actions of an
application. The standard is SDLC-method-agnostic: it does not mandate one or more specific development
methods, approaches or stages but is written in a general manner to be applicable to them all. In this way, it
complements other systems development standards and methods without conflicting with them. One of the
key driving principles is that it is worth investing more heavily in specifying, designing, developing and
testing software security controls or functions if they are reusable across multiple applications, systems and
situations, albeit at the risk of propagating vulnerabilities more widely than might otherwise be the case. In a
nutshell, “Do it properly, do it once, and reuse it”. The approach may seem a little idealistic, but some far-
sighted organizations are already successfully using it: it is more than just an academic interest [3-6].

Section 8.5 “Security Audit” of this standard consists of verification and formal confirmation of evidence
that the application that is being developed is at the required level of security, which is written in the
technical documentation. An application security audit can be performed at any time during the development
and operation life cycle. The sixth part of the standard I1SO / IEC 27034-6:2016. Information technology.
Security techniques. Application security. Part 6. Case studies does not describe how and by what means it is
necessary to conduct testing. It shows just what needs to be tested [7, 8].

1.2 NIST 800-163 Vetting the Security of Mobile application

This document defines an app vetting process and provides guidance on planning and implementing an
app vetting process, developing security requirements for mobile apps, identifying appropriate tools for
testing mobile apps and determining if a mobile app is acceptable for deployment on an organization’s
mobile devices. An overview of techniques commonly used by software assurance professionals is provided,
including methods of testing for discrete software vulnerabilities and misconfigurations related to mobile app
software [9, 10].

Standards includes security checks according to which mobile applications are tested [10]:

1.2.1 Incorrect Permissions. Permissions allow accessing controlled functionality such as the camera or
Global Positioning System (GPS) and are requested in the program. Permissions can be implicitly granted to
an app without the user’s consent.

1.2.2 Exposed Communications. Internal communications protocols are the means by which an app
passes messages internally within the device, either to itself or to other apps. External communications allow
information to leave the device.

1.2.3 Exposed Data Storage. Files created by apps on Android can be stored in Internal Storage,
External Storage, or the Keystore. Files stored in External Storage may be read and modified by all other
apps with the External Storage permission.

1.2.4 Potentially Dangerous Functionality. Controlled functionality that accesses system-critical
resources or the user’s personal information. This functionality can be invoked through API calls or hard
coded into an app.

1.2.5 App Collusion. Two or more apps passing information to each other in order to increase the
capabilities of one or both apps beyond their declared scope.

1.2.6. Obfuscation. Functionality or control flows that are hidden or obscured from the user. For the
purposes of this appendix, obfuscation was defined as three criteria: external library calls, reflection, and
native code usage.

1.2.7. Excessive Power Consumption. Excessive functions or unintended apps running on a device
which intentionally or unintentionally drain the battery.
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1.2.8. Traditional Software Vulnerabilities. All vulnerabilities associated with traditional Java code
including: Authentication and Access Control, Buffer Handling, Control Flow Management, Encryption and
Randomness, Error Handling, File Handling, Information Leaks, Initialization and Shutdown, Injection,
Malicious Logic, Number Handling, and Pointer and Reference Handling [2-7, 10].

1.3 National Information Assurance Partnership (NIAP)

This document presents functional and assurance requirements found in the Protection Profile for
Application Software which are appropriate for vetting mobile application software (“apps”) outside formal
Common Criteria (ISO/IEC 15408) evaluations. Common Criteria evaluation, facilitated in the U.S. by the
National Information Assurance Partnership (NIAP), is required for 1A and 1A-enabled products in National
Security Systems according to Committee on National Security Systems (CNSS) Policy #11. Such
evaluations, including those for mobile apps, must use the complete Protection Profile. However, even apps
without IA functionality may impose some security risks, and concern about these risks has motivated the
vetting of such apps in government and industry [2].

Security Functional Requirements [3]:

1.3.1. Random Bit Generation Services. If implement Deterministic Random Bit Generator (DRBG)
functionality is chosen, then additional security requirements elements shall be included in the ST. In this
requirement, cryptographic operations include all cryptographic key generation/derivation/agreement, Initial
Vector's (1Vs) (for certain modes), as well as protocol-specific random values.

1.3.2. Storage of Credentials. This requirement ensures that persistent credentials (secret keys, Public
Key Infrastructure (PKI) private keys, or passwords) are stored securely. The assurance activity implicitly
restricts which selections can be made, on per-platform basis. For example, if a platform provides hardware-
backed protection for credential storage, then the third selection cannot be indicated. If implement
functionality to securely store credentials is selected, then the following components must be included in the
Security Target (ST). If other cryptographic operations are used to implement the secure storage of
credentials, the corresponding requirements must be included in the Security Target.

1.3.3. Access to Platform Resources. The intent is for the evaluator to ensure that the selection captures
all hardware resources which the application accesses, and that these are restricted to those which are
justified. On some platforms, the application must explicitly solicit permission in order to access hardware
resources. Seeking such permissions, even if the application does not later make use of the hardware
resource, should still be considered access. Selections should be expressed in a manner consistent with how
the application expresses its access needs to the underlying platform. For example, the platform may
provide location services which implies the potential use of a variety of hardware resources (e.g. satellite
receivers, WiFi, cellular radio) yet location services are the proper selection. This is because use of these
resources can be inferred, but also because the actual usage may vary based on the particular platform.
Resources that do not need to be explicitly identified are those which are ordinarily used by any application
such as central processing units, main memory, displays, input devices (e.g. keyboards, mice), and persistent
storage devices provided by the platform. Sensitive information repositories are defined as those collections
of sensitive data that could be expected to be shared among some applications, users, or user roles, but to
which not all of these would ordinarily require access.

1.3.4. Network Communications. This requirement is intended to restrict both inbound and outbound
network communications to only those required, or to network communications that are user initiated. It does
not apply to network communications in which the application may generically access the filesystem which
may result in the platform accessing remotely mounted drives/shares.

1.3.5. Encryption Of Sensitive Application Data. Any file that may potentially contain sensitive data
(to include temporary files) shall be protected. The only exception is if the user intentionally exports the
sensitive data to non-protected files.

1.3.6. Supported Configuration Mechanism. Configuration options that are stored remotely are not
subject to this requirement.

1.3.7. Secure by Default Configuration. Default credentials are credentials (e.g., passwords, keys) that
are automatically (without user interaction) loaded onto the platform during application installation.
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Credentials that are generated during installation using requirements laid out in ST are not by definition
default credentials. The precise expectations for file permissions vary per platform but the general intention is
that a trust boundary protects the application and its data.

1.3.8. Specification of Management Functions. This requirement stipulates that an application needs to
provide the ability to enable/disable only those functions that it actually implements. The application is not
responsible for controlling the behavior of the platform or other applications.

1.3.9. User Consent for Transmission of Personally Identifiable Information (PII). This requirement
applies only to Pl that is specifically requested by the application; it does not apply if the user volunteers PII
without prompting from the application into a general (or inappropriate) data field. A dialog box that declares
intent to send PII presented to the user at the time the application is started is sufficient to meet this
requirement.

1.3.10. Use of Supported Services and APIs. The definition of documented may vary depending upon
whether the application is provided by a third party (who relies upon documented platform APIs) or by a
platform vendor who may be able to guarantee support for platform APIs.

1.3.11. Anti-Exploitation Capabilities. Requesting a memory mapping at an explicit address subverts
address space layout randomization (ASLR). Requesting a memory mapping with both write and execute
permissions subverts the platform protection provided by Data Execution Prevention (DEP). If the
application performs no just-in-time compiling, then the first selection must be chosen.

1.3.12. Integrity for Installation and Update. This requirement is about the ability to “check” for
updates. The actual installation of any updates should be done by the platform. This requirement is intended
to ensure that the application can check for updates provided by the vendor, as updates provided by another
source may contain malicious code.

1.3.13. Use of Third-Party Libraries. The intention of this requirement is for the evaluator to discover
and document whether the application is including unnecessary or unexpected third-party libraries. This
includes adware libraries which could present a privacy threat, as well as ensuring documentation of such
libraries in case vulnerabilities are later discovered.

1.3.14. Protection of Data in Transit. Application should transmit sensitive data only via encryption
channel.

1.4 Mobile application security verification standard (MASVS).

The MASVS is a community effort to establish a framework of security requirements needed to design,
develop and test secure mobile apps on iOS and Android [4].

MASVS contains three parts (see Fig. 1):

Checklist

L per————————
Test Cases @ @ Requirements

OWASP Mobile Security OWASP Mobile Application Security
Testing Guide (MSTG) Verification Standard (MASVS)

Fig. 1. MASVS Systems.
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The Mobile Application Security Verification Standard (MASVS): This standard document defines a
mobile app security model and lists generic security requirements for mobile apps. It can be used by
architects, developers, testers, security professionals, and consumers to define what a secure mobile
application is [4].

Check controls:

V1: Architecture, Design and Threat Modeling Requirements.
V2: Data Storage and Privacy Requirements.

V3: Cryptography Requirements.

V4: Authentication and Session Management Requirements.
V5: Network Communication Requirements.

V6: Platform Interaction Requirements.

V7: Code Quality and Build Setting Requirements.

V8: Resilience Requirements.

The Mobile Security Testing Guide (MSTG): The MSTG is a manual for testing the security of mobile
apps. It provides verification instructions for the requirements in the MASVS along with operating-system-
specific best practices (currently for Android and iOS). The MSTG helps ensure completeness and
consistency of mobile app security test. It is also useful as a standalone learning resource and reference guide
for mobile application security testers [4, 5].

Mobile App Security Checklist: A checklist for tracking compliance against the MASVS during practical
assessments. The list conveniently links to the MSTG test case for each requirement, making mobile
penetration app testing a breeze [4].

The MASVS defines two security verification levels (MASVS-L1 and MASVS-L2), as well as a set of
reverse engineering resiliency requirements (MASVS-R). MASVS-L1 contains generic security requirements
that are recommended for all mobile apps, while MASVS-L2 should be applied to apps handling highly
sensitive data. MASVS-R covers additional protective controls that can be applied if preventing client-side
threats is a design goal (see Fig. 2).

Fulfilling the requirements in MASVS-L1 results in a secure app that follows security best practices and
doesn't suffer from common vulnerabilities. MASVS-L2 adds additional defense-in-depth controls such as
SSL pinning, resulting in an app that is resilient against more sophisticated attacks - assuming the security
controls of the mobile operating system are intact, and the end user is not viewed as a potential adversary.
Fulfilling all, or subsets of, the software protection requirements in MASVS-R helps impede specific client-
side threats where the end user is malicious and/or the mobile OS is compromised [4].

L2 - Defense-in-Depth

L1 — Standard Security

Fig. 2. MASVS security level [3, 4]

1.4.1. MASVS-L1: Standard Security. A mobile app that achieves MASVS-L1 adheres to mobile
application security best practices. It fulfills basic requirements in terms of code quality, handling of sensitive
data, and interaction with the mobile environment. A testing process must be in place to verify the security
controls. This level is appropriate for all mobile applications [4].
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1.4.2. MASVS-L2: Defense-in-Depth. MASVS-L2 introduces advanced security controls that go beyond
the standard requirements. To fulfill MASVS-L2, a threat model must exist, and security must be an integral
part of the app's architecture and design. Based on the threat model, the right MASVS-L2 controls should
have been selected and implemented successfully. This level is appropriate for apps that handle highly
sensitive data, such as mobile banking apps [4].

1.4.3. MASVS-R: Resiliency Against Reverse Engineering and Tampering. The app has state-of-the-art
security, and is also resilient against specific, clearly defined client-side attacks, such as tampering, modding,
or reverse engineering to extract sensitive code or data. Such an app either leverages hardware security
features or sufficiently strong and verifiable software protection techniques. MASVS-R is applicable to apps
that handle highly sensitive data and may serve as a means of protecting intellectual property or tamper-
proofing an app [4].

Notes:

I: Although OWASP recommend implementing MASVS-L1 controls in every app, implementing a
control or not should ultimately be a risk-based decision, which is taken/communicated with the business
owners.

I1: Note that the software protection controls listed in MASVS-R and described in the OWASP Mobile
Security Testing Guide can ultimately be bypassed and must never be used as a replacement for security
controls. Instead, they are intended to add additional threat-specific, protective controls to apps that also
fulfill the MASVS requirements in MASVS-L1 or MASVS-L2 [4-6].

2 Statistics
2.1  Us perform testing statistics

Us personal statistics of vulnerability assessment Android mobile application (see Tables 1 — 5). We
perform 5 tests on real mobile application and use MASVS for describe vulnerabilities [4-6].

Table 1. Cryptocurrency exchanger 1

High level Medium level Low level vulnerabilities | Information level vulnerabilities
vulnerabilities vulnerabilities
Sensitive data in SMS spam Session fixation Application uses old library
logs
Brakeforce Mobile phone number | SSL certificate potential Cross-origin resource sharing
password enumeration vulnerable
OTP return in No Certificate and Public Vulnerability in old version of
response Key Pinning WebView
Absence of source Application data can be
code obfuscation backup
Table 2. Cryptocurrency exchanger 2
High level Medium level Low level vulnerabilities Information level vulnerabilities

vulnerabilities | vulnerabilities

No Certificate and Public Key
Pinning

Application can run on rooting
application

SSL certificate potential vulnerable

Application can be backup

Table 3. Cryptocurrency wallet 1

High level Medium level Low level vulnerabilities Information level vulnerabilities
vulnerabilities | vulnerabilities
Sensitive data | Absence of Backup private key explicity visible Application uses old library

in logs

source code
obfuscation

Sensitive data
saves in local
files

Insecure communication — application
uses HTTP

No Certificate and Public Key
Pinning
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2.1  Google security statistics

In 2018, 0.04% of all downloads from Google Play were Potentially Harmful Applications (PHAS). In
2017, the number was 0.02%. This increase is due to the change in methodology of upgrading the severity
level of click fraud applications from policy violations to PHAs. If we omit the addition of click fraud for a
comparison, 2018 is at 0.017% which is still a reduction from 2017 (see Fig. 3). Now we look for click fraud
inside and outside of Google Play and warn users about these apps. All other PHA categories have declined
each year or increased at low levels [11].

Table 4. Cryptocurrency wallet 2

High level Medium level Low level vulnerabilities Information level vulnerabilities
vulnerabilities vulnerabilities
Root and Absence of Application data can be backup | Vulnerability in old version of

developer mode
bypass

source code
obfuscation

WebView

Critical bug in
money transfer

Check modify
source code

No Certificate and Public Key
Pinning

Personal data in
logs

User
Enumeration

Table 5. Mobile marketplace.

High level Medium level Low level vulnerabilities Information level vulnerabilities
vulnerabilities vulnerabilities
Two Absence of Unrestricted user creation

vulnerabilities —
OTP value return

source code
obfuscation

in response
Four Cleartext No Certificate and Public Key
vulnerabilities — password Pinning
Insecure direct submission
object
User's info Password changed attack

enumeration

2.2

Quick Heal

Quick Heal Annual Threat Report 2019 brings forth insights and intelligence gathered by Quick Heal

Security Labs about all that unfolded in the realm of cybersecurity in 2018 — divided into two sections viz
(see Fig. 4). Windows and Android. The threat report begins with significant cyber-attack predictions made
by Quick Heal Security Labs in 2018 that proved to be true, flagging off the possibility for future cyber-
attacks. The report also sheds light on detection highlights of 2018 for both Windows and Android, with a
breakup of detections made per day, per hour, per minute, and the entire year, along with a list of top 10
Windows and Android malware [12].

2017 W 2018

nnnnn

aaaaaa

PHA INSTALL RATE

Click fraud

5 @ Trojan
22% = SMS fraud
. @ spyware
/ @ Toll fraud
56.9% Backdoor
Hostile downloader
\ @ Privilege escalation
/'l" @ Phishing
@ others

Fig. 3. Google security statistics.
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Fig. 4. Quick Heal statistics.
Conclusions

Based on the research results, it can be concluded that the ISO/IEC 27034 standard regulates that
vulnerability testing should be carried out, but it is not specified how and what should be tested for
vulnerabilities. NIST and NIAP both refer to OWASP MASVS and contain controls by which the mobile
application is tested, mainly focusing on vulnerabilities that relate to vulnerabilities in data storage and
authorization. This is confirmed by statistics provided by Digital Security. The most recognized is MASVS.
One of the parts of MASVS describes what and how to test.

It should be noted that all standards rather weakly assess vulnerabilities that relate to interaction with the
API. As it can be seen from the tests described in Section 2.2, the most critical vulnerabilities are
vulnerabilities that are associated with interaction with the application server.
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DEFINING POTENTIAL ACADEMIC EXPERT GROUPS BASED ON JOINT AUTHORSHIP
NETWORKS USING DECISION SUPPORT TOOLS

Iryna Balagura, Serhii Kadenko, Oleh Andriichuk, Ivan Gorbov
Institute for Information Recording of the NAS of Ukraine

Detection of academic communities is a relevant task while choosing experts for evaluation of scientific
research works, solving topical problems in certain areas, and searching for partners to cooperate with.
Besides that, in scientometrics it is important to understand the processes that take place during academic
collaboration. Academic community structure, intensity of interaction in it, its leaders: these and other
aspects led to emergence of a whole new research area: the Science of Team Science (SciTS) [1]. In order to
study the key trends of academic cooperation and detect “reach people’s clubs” as well as the most highly
communicative academics, co-authorship networks are used [2]. Usage of social networks featuring
specialists’  profiles, such as ResearchGate (https://www.researchgate.net/) and LinkedIn
(https:/iwww.linkedin. com/), simplifies the task of looking up specific researchers [3]. Scientific profiles can
be found in Google scholar, Scopus, Web of science, and other databases. Besides that, there are resources
for unification of information on academics from different databases, such as ORCID (https://orcid.org/),
“Bibliometrics of Ukrainian science” (http://www.nbuviap.gov.ua/bpnu/), “Scientists of Ukraine”
(http://irbis-nbuv.gov.ua),  AMiner (https://aminer.org/), and others. Academic publication databases
represent the most thorough resource to look for academic research groups.

In order to single out research groups in co-authorship networks such approaches as cluster analysis and
modularity are used. Methods of network centrality and citation indices are used to evaluate separate
researchers in a network and to study a specific research group [4].

We propose to use decision support methods to define potential academic expert groups and academic
research schools in co-authorship networks, and demonstrate the application of “ordinal factorial analysis-
based” approach to calculation of relative weights of different centrality indicators of complex networks. For
this purpose we use data from reference databases “Ukrainika naukova” and Scopus. We consider an
example of unification of rankings of centrality and citation measures for researchers in the area of
informatics. Additionally, the approach allows us to verify the degree of dependence between different
centrality measures among themselves and in comparison with citation indicators.
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DEVELOPMENT OF THE MULTISPECTRAL VOLUME RECORDING METHODS
Beliak le.V., Kryuchyn A.A.
Institute for Information Recording of the National Academy of Sciences of Ukraine, Kyiv, Ukraine

Urgency of the research. Optical information recording by forming of microrelief information
elements on the substrate is considered as the most efficient method of long-term data storage.

Target setting. However, density of the optical information recording does not meet the
requirements of the modern digital recording systems because diffraction limit significantly reduce the
resolution of optical systems.

Actual scientific researches and issues analysis. Scientific research in the area of optical
recording shows the high potential of multi-layer photoluminescent media. Volumetric recording is
much preferable than development of subdiffraction optical systems due to technical simplicity.

Uninvestigated parts of general matters defining. Typical problems of multilayer
photoluminescent recording are low signal-noise ratio and low readout signal level, which makes this
method to be inappropriate one for long-term data storage.

The research objective. In this paper it was proposed method of volumetric optical information
recording in multilayer, optically homogeneous media with photoluminescent information elements
which spectra of photoluminescence differs from layer to layer .

The statement of basic materials. To determine the optimal parameters of multilayer
photoluminescent storage with multispectral recording medium the mathematical model of the
photoluminescent multilayer recording process was developed.

Conclusions. The task of finding the optimal parameters of the multilayer photoluminescent
storage with multispectral recording medium was solved by finding the maximums of the objective
functions.

Keywords: optical recording of information; long-term data storage systems; multiispectral
medium; photoluminescent multilayer media; readout signal; objective function; function maximum.

Urgency of the research. Optical information recording by forming of microrelief information elements
on the reflecting substrate and information layers is considered as the most efficient method of non-volatile
long-term data storage. It could be indicated by the relevance of work in the field of optical recording of
information and long term data storage, as opposed to work in the field of magnetic and solid-state storage
which are not considered as archival media.

Target setting. However, density of the optical information recording does not meet the requirements of
the modern digital recording systems because diffraction limit significantly reduce the resolution of optical
systems. It should be noticed that developers of the modern “Blu-ray” media (BD) has sacrificed the
reliability of the optical system. It can be shown that airy disk which determines resolution of the optical
system partially overlaps the information elements of adjacent tracks, which leads to the appearance of a
parasitic signal.

Actual scientific researches and issues analysis. Basically, there are three ways to solve the diffraction
resolution, which can be divided into three groups:
1. optical recording within the diffraction limit [1];
2. development of subdiffraction optical systems [2];
3. development of volumetric optical recording methods [1-6].

In order to increase the optical information recording density within the diffraction limit of optical system
it is necessary to achieve a decrease in the laser radiation wavelength A and an increase in the numerical
aperture of the objective NA. It should be noticed that developers of BD have shown the limit on the laser
radiation wavelength for the visible range A =405 nm and the NA =0.85 s also close to the limit of the

aperture angle. Further decrease of the Airy disk NA could be achieved by the ultraviolet lasers, vacuum
systems and technologically sophisticated, superaccurate immersion recording methods which are
inappropriable for the mass production and application of the long term storage [1].

Development of the subdiffraction optical systems are also proved to technologically sophisticated,
superaccurate immersion recording methods. It was shown that they are significantly reduces the speed of
data reading and more suitable for optical microscopy than for information recording [2].

Therefore, high potential of volumetric recording is much preferable than development of subdiffraction
optical systems due to technical simplicity [1-6]. The most promising method of volumetric optical recording
is the development of optically transparent, homogeneous and anisotropic recording media with multilayer
microrelief structures of photoluminescent information elements [1-6].
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Uninvestigated parts of general matters defining. It’s necessary to notice that main disadvantages of
multilayer photoluminescent information recording method leads to the decrease of the reliability of optical
media due to low readout signal level associated with the photoluminescent response loss and low signal-
noise ratio due to parasitic signal from the multilayer structure [1, 2]. There are different approaches to solve
mentioned problems but no uniform methodology for determining the optimal architecture of the optical
reading system and storage parameters.

The research objective. In this paper it was proposed method of volumetric optical information
recording in multilayer, optically homogeneous media with photoluminescent information elements.
Additionally it was propose to develop multispectral recording media for further increase of signal-noise ratio
by separating of the photoluminescent signal from different layers. The task of the multilayer
photoluminescent storage optimal parameters finding with multispectral recording medium has to be solved
by finding the maximums of the objective functions.

The statement of basic materials. To determine the optimal parameters of multilayer photoluminescent
storage with multispectral recording medium the mathematical model of the photoluminescent multilayer
recording process has to be developed.

The statement of basic materials. Multilayer photoluminescent storage (MPS) includes substrate and
sandwich-structure of data layers (DL) and intermediate layers (IL) which should be transparent and optically
homogeneus (fig. 1). Thereby further parameters of this media type could be defined:

e geometrical form and linear sizes of layers and substrate;

e data layer thickness d, ;
e intermediate layers thickness d, ;

e quantity of the information layers N .
Most important stage of MPS development is determination of the microrelief information structure. Usually
developers take as a basis information structure of optical discs (CD, DVD, BD and UMD) that includes

information elements (pits) situated in a spiral. Information is coded by pit length and length of the spaces
between the pits (lands). Thereby microrelief information structure could be defined by further parameters:

e linear sizes of the pits: set of the pits” lengths {I ] " o}, pits’ width W, and pits’ depth d , ;

e linear sizes of the lands: set of the lands’ lengths {|,min 1™} , lands” width W, and lands’ depth
d;

e track width W, ;

o refraction coefficient of the layers and substrate N .

MPS readout process implies photoluminescent response, therefore it’s important to define recording
medium characteristic:

e photoluminescent spectrum (or spectra for multispectral recording);

e absorption spectrum (or spectra for multispectral recording).

And finally should be defined parameters of MPS optical system:
e laser beam wavelength A ;
e numerical aperture of the objective lens NA;
e objective lens movement distance N ;

e type of objective lens and diaphragm.

Obviously dDL depends on the on the d p» While d”_ depends on NA and desired value of signal-noise

ratio. Thereby d“_ must be chosen big enough to divide photoluminescent signal from different layers.
While all the structure of the disc is transparent and homogeneous the parasitic signal will be caused mostly

by NA and absorption of pits areas lighted by unfocused laser beam. For big enough value of the N
parasitic signal will surpass useful signal. It was proposed to distinguish readout signal as a variable one
which is possible if pits at the lighted area does not change during readout process.

19



Fig. 1. Structure of the multilayer photoluminescent storage layers.

To avoid undesirable absorption and thereby decrease maximal noise intensity with its variable
component it was proposed to record information only by the lands while pits should be recorded by single
pulse of laser and can be simulated in mathematical model as cylinders. Furthermore data layer should
peripheral area (inner and outside peripheral areas for optical disk structure) which uphold a stable level of
parasitic signal during readout from the edges of the disc as its shown at Fig. 2.

While photoluminescent readout signal is spatially isotropic it can be read only part of the probing beam

energy within receipt angle dC2. Finally readout signal power P as a function of probing laser pulse P,
depends on quantum yield 77, absorption factor k > Teceiver system’s loss coefficient kR and out of pit
exposure area loss coefficient K :

dQ
P=P0.77-(Ej-kA-kR-k,. )

Thus the only solving of the low signal-noise ratio is synthesis of the dye with a high photoluminescence
quantum yield. It’s also important to get luminophor with minimal relaxation time to increase data readout
rate.

Fig. 2. Determination of inner and outside peripheral areas’ width.

There was synthesized class of the pyrazoline dyes which are based on base pyrazoline ultraviolet (UV)
dye and pyrazoline “orange-red” with inclusion of polymethylmethacrylate and polystyrene (Table 1).
Luminophors were proved to be effective recording media with a quantum yield of photoluminescence value
of 60-70%, relaxation time less than 100 ns and wide spectrum of the photoluminescence [1, 2].

Table 1.
Class of the synthesized pyrazoline dyes with inclusion of PMMM and polystyrene [1, 2].
5% of polymethylmethacrylate 5% of polystyrene
Base pyrazoline ultraviolet dye 53SM 53 SC
Pyrazoline “orange-red” dye 59HM 59HC

20




©)

Fig. 3. AFM photographs of pyrazoline luminophor introducing in the white zeolite matrix

Further research demonstrated potential of the improvement of luminophor parameters by introducing
it in the white zeolite matrix [1,2]. The series of experiments confirmed theoretical consideration that zeolite
submicron- and nanopores will divide bulk of the dye to the submicron particles (Fig. 3-a: 100-350 nm) and
nanoparticles (Fig. 3-b: 1.5-2.5 nm) with a variety of improved optical characteristics.
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Fig. 4. Photoluminescent spectra of basic nanostructured pyrazoline luminophors 53SC (a) and 53SM (b)
spectra.

Fig. 4 shows for 53SC and 53SM nanostructured pyrazoline dyes that photoluminescence intensity main
peak growth could be within 20-30%. Additional laser annealing increases this parameter causing complete
inclusion luminophor at nanoscale pores of white zeolite (Table 2). The growth of photoluminescence
quantum yield is caused by the quantum size effects which change molecular energy structure of the
luminophor. Pyrazolyne luminophor absorption value growth is also concerned with an appearance of the
new allowed transitions. In white zeolite porous structure exited molecules relax to the lower levels and thus
absorb larger quantities of the laser beam energy. Such effects also cause the rise of additional peaks of the
photoluminescence, which was demonstrated for some types of the pyrazoline dyes 53SC and 53SM

luminophors. For the structure of complex synthesized pyrazoline dyes is important to consider 77" cross-
linking with an active energy hydrogen bond. It causes the effect of transmission spectrum infrared shift
which was also confirmed by experiment.
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Fig. 4. Photoluminescent relaxation time of basic (a) nanostructured pyrazoline luminophor 53SC (b) spectra

To achieve readout rate of MPS close to BD readout system it’s necessary to get recording medium with
photoluminescence relaxation time lower than 100 ns. Experiments showed that for pyrazoline dyes
relaxation time value is within measures t=60...100 ns (Fig. 4-a). Inclusion of the luminophors at the white
zeolite matrix allowed to decreas PL photoluminescence relaxation time t=40...60 ns. Application of the
complementary laser annealing decreased this value up to t=20...40 ns. Moreover complex structure of the
photoluminescense kinetics graph (Fig. 4-b) shows that composite pyrazoline dye has not completely filled
nanopores and further annealing will help to get value t=10...20 ns.

Table 2.

Improvement of pyrazoline luminophor parameters by introducing it in the white zeolite matrix

Pyrazoline Photoluminescence main peak growth PL relaxation time decrease

luminophor before annealing after annealing before annealing after annealing
59HM 19 % 43 % 21 % 47 %
59HC 28 % 47 % 33% 45 %
53SM 38 % 55 % 36 % 55 %
53SC 45 % 63 % 22 % 29 %

While there are different photoluminescence main peak wavelength but close values of intensity for
different luminophors of synthesized dyes class allows to develop multispectral MPS where spectra of
photoluminescence differs from layer to layer spectra of photoluminescence differs from layer to layer. It was
proposed to analyse possibility of this type of media and optimal parameters of the multispectral MPS by
finding the maximums of the objective functions of information capacity and reliability.

Mathematical model was based on simulation of optical media readout system focused laser beam by

Gauss function [7, 8]:
2 2
1 [ P exp| -2
I(r,z)_lo[a)(z)j exp[ a)z(z)J

o(2) = wy -1+ (1] 25 )

@
zq = e} | A

where | is time average function of the electromagnetic field intensity distribution, |, is intensity of laser

beam at the focus point, @, is the radius of the Airy disk, Z is the vertical distance from the focal plane, r

is the radial distance from the perpendicular to the focal plane.
At the output data of the mathematical model that simulates the readout process includes:

. ISN as a photoluminescence amplitude of the useful signal during the focusing of the laser beam on
the pit (this value summarize useful and parasitic signal);

e | as a photoluminescence amplitude of the signal during the focusing of the laser beam on the
land (pure parasitic signal);

. Algﬁx as a maximal deviation in the amplitude of the signal when focusing the laser beam on the
land (variable part of the parasitic signal).

At the next stage output data was used as indicators and objective functions to define optimal parameters

of multispectral MPS:

. kS is indicator of the useful signal, as the ratio of the useful signal to the maximum possible signal,
which occurs when focusing on the pit of the first information layer;

. kC is contrast indicator as ratio of the useful signal of the averaged photoluminescence signal value
received by the readout system;

. kSNR signal-noise ratio as a ratio of the useful signal of a variable component of parasitic signal that
cannot be distinguished during readout process.
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Defined coefficients allow specifying for multispectral MPS the concept of reliability at the mathematical

level (Fig. 5).

|| Parameters of multispectral MPS | -

* geometrical form and linear sizes
Mathematical model  data and intermediate layer thickness

 quantity of the information layers
o linear sizes of the pits and lands

o track width

« refraction coefficient of the layers
* pit photoluminescent spectrum

—1&,” Parameters of MPS readout system | =—

* laser beam wavelength

» numerical aperture of the objective lens
 objective lens movement distance

o type of objective lens and diaphragm

| Objective functions’ maximums

indicator of the useful signal
contrast indicator
signal-noise ratio as a ratio

|_“ Parameters adjustment

Fig. 5. Algorithm of optimal parameters of the multispectral multilayer photoluminescent storage estimation

by finding the maximums of the objective functions

At the Fig. 6 shown results of the developed mathematical model of multispectral MPS readout

process work for target functions:

e indicator of the useful signal as a function of depth value of readout layer (Fig 1-a for MPS and Fig

1-b for multispectral MPS);

e contrast indicator as a function of depth value of readout layer (Fig 2-a for MPS and Fig 2-b for

multispectral MPS);

¢ signal-noise ratio as a function of depth value of readout layer (Fig 3-a for MPS and Fig 3-b for

multispectral MPS).

The results indicate an improvement for k- (H) and kgs (H) target functions, while predictably

ks (H) dependence remained unchanged.

Conclusions. To make a proper analysis of multispectral multilayer photoluminescent optimal
characteristics it was developed mathematical model and computer simulation of the readout laser beam
propagation process. The model included parameters of the storage construction and readout system as input
data. Thereby the task of the optimal parameters of the multilayer photoluminescent storage with
multispectral recording medium finding was solved by finding the maximums of the objective functions. It
was shown that development of multispectral media allows to increase reliability of multilayer

photoluminescent media.
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Fig. 6. Indicator function of readout layer depth value for MPS (a, b, ¢) and multispectral MPS (d, e, f)
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Abstract. In this article, the 2 methods of formation shift indexes vector of the ring code are
proposed. This article presents the matrix of the ring code in the form of binary elements (0,1) and in
the form of polynomials, which consist of the sum of the arguments x of a certain category
corresponding to the binary value of 1 code sequences of the ring code. With these two methods, shift
indexes vectors are created using an example of a ring code of 7 x 7, each row containing 4 units and
3 zeros. The first method makes it possible to form VPS by implementing logical transformations
(XOR, OR, or AND) over the binary elements of the generating matrix of the ring code. The second
method makes it possible to form VPS by implementing logical transformations (XOR, OR, or AND)
over the arguments x of a certain category corresponding to the binary value of 1 code sequences of
the ring code. According to the proposed second method, as a result of the logical transformations of
the XOR, OR, or AND arguments of polynomials of the matrix G, similar shift indexes vectors were
formed. The first method allows developing an algorithm and implementing a program
implementation of the formation shift indexes vector. The second method is more visual, by means of
which you can mathematically describe the sequence of the formation shift indexes vector of the ring
code.

Keywords: matrix of ring code, polynomial, logical transformations of the XOR, OR, or AND
arguments, shift indexes vector.

1  Introduction

The ring code is constructed on the principle of block-cyclic codes [8], the rows of the forming matrices
of which are linked by the condition of cyclicity.

Cyclic codes have been widely used due to their efficiency in detecting and correcting errors [1, 2].

Cyclic codes are a subset of linear block codes. Linear (n, k) - Code C is called cyclic if the cyclic shift of
any word c is also a word of that code. The cyclic shift of the code word c¢=(cy, ¢y ... cp.1) corresponds to the
shift of all elements of the word one position to the right, resulting in a code word = (cpa, co €1 ... Cno). AS
a result of the i- multiple shift, we get the code word ¢"'= (cp.i..... ¢1. co, C1.... Cnia)-

The schematics of the encoding and decoding devices for these codes are extremely simple and are
based on conventional shift registers. An example of a feedback register is shown in fig. 1.

The initial state of the register

A 4

Co C1 (0) Cp- Cp- Ch-

Register state after shifting items 1 position to the right

A 4
[@!
3

Cl CO Cn_ Cn_ Cn_

Figure 1. The feedback register

It is convenient to consider cyclic codes by presenting a combination of binary code not as sequences of
zeros and ones, but as a polynomial from a dummy variable x.
The code word c=(cy, c;,...cn1) €an be represented as the following polynomial:

c(x) = cox’ + epxt ot epax™ = o + e+ opax™ Q)
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Where ¢; — are the numbers of the given system of calculus (in binary system 0 and 1).

The above comparison of code words and polynomials is unambiguous: each word corresponds to a
polynomial and each polynomial corresponds to a word that is determined by the coefficients of that
polynomial.

If c=(cy, c1.... cn1) s @ code word belonging to code C, then the corresponding polynomial ¢ (x) is also
called a code word C [3, 4].

According to the definition of the cyclic code for constructing the forming matrix &, , it is sufficient to
select only one initial n-degree combination C;(x). A cyclic shift can produce (z - 1) different combinations,
of which any k combinations can be taken as starting points By summing the rows of the forming matrix in
all possible combinations, other code combinations can be obtained.

Thus, the cyclic (n, k) - code is a set of polynomials forming a k-dimensional linear subspace of the
space of all polynomials of degree n-1 closed with respect to the cyclic shift operation [5].

The cyclic shift of the combination with the unit in the higher n-th digit is identical to the multiplication
of the corresponding polynomial by x with the simultaneous subtraction from the result of the polynomial
(x"- 1) or (x" + 1), since the operations are performed by module two. According to [6], the code combination
of the cyclic (n, k)- code can be obtained in two ways:

1) by multiplying a simple code combination of degree (k - 1) by the monomial x™*and adding to this
multiplication the residue obtained from dividing the resulting multiplication by the polynomial P(¢x) of
degree (n - k),

2) by multiplying a simple code combination of degree (k - 1) by the forming polynomial P(x) of degree
(n—K).

According to the first encoding method, the first k symbols of the resulting code combination match the
corresponding symbols of the original simple code combination.

According to the second method, in the code combination obtained, the information symbols do not
always coincide with the symbols of the original simple combination. This method is easy to implement, but
because the resulting code combinations do not contain information symbols in explicit form, it complicates
the decoding process.

In practice, the first method of obtaining a cyclic code is usually used.

The cyclic code can be represented as a formative matrix P,y which consists of two submatrices:
information U, and additional H,, :

Pi'!_ii = |UFL'JH;:I|' (2)

Information submatrix Uy, is a square unit matrix with the number of rows and columns equal to k. The
additional sub-matrix /,, contains p = n - k columns and k rows and is formed by residues R(x)[3].

The forming matrix allows k code combinations to be obtained. Other combinations are formed by
summing the modulus of two rows of the forming matrix in all possible combinations.

The forming matrix P,x can also be formed by multiplying the forming polynomial P(x) of
degree p = n - k by the monomial x* of the following
k-1 shifts of the resulting combination. The number of rows and columns in the formative matrix may be
arbitrary.

The forming matrix of ring code unlike the cyclic code is always a square matrix of size N x N, each row
of which contains m units and, accordingly, N — m zeros. Each row of the forming matrix of cyclic code has
the same number of elements and the same structure of unitary and null character combinations. The first row
of the forming matrix of cyclic code is called the initial vector, or the initial sequence, and the last row is the
final vector of the cyclic shift of the code sequence elements. In this case, the rows of the matrix seem to
form a ring of a complete cycle of shift of elements of code sequences [7].

2 Anexample of a matrix representation of a ring code

For example is a ring code, the shift of elements of the code sequences, which is carried out, from
right to left, with the leftmost symbol being transferred to the right at the end of the code sequence each time.
Below are the forming of ring code matrices that contain elements of code sequences in a binary number
system. The forming matrix G has a size of 7 x 7 and contains 4 units and 3 zeros, and the forming matrix P
has a size of 9 x 9 P contains 4 units and 5 zeros. The first rows of the forming matrices are called the initial
sequence.
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0101011
1010110
0101101
G =[1011010 ©)
0110101
1101010
1010101

010010011
100100110
001001101 (4)
010011010
P =1100110100
001101001
011010010
110100100
101001001

The above forming matrices can also be represented in the form of polynomials that correspond to
the code sequences represented in the binary number system and where x — is an argument of a particular
digit corresponding to the binary value of 1 ring code. The structure of the code sequences of the forming
matrix &; corresponds to the structure of the code sequences in the binary number system the forming matrix
i+, the structure of the code sequences of the forming matrix F; corresponds to the structure of the code
sequences in the binary number system the forming matrix:

2% +xf x4

% px¥ px? gt

2% x4l (5)
Gy = | x® +x* 2% 45

x5 4xt 4x? 420

% +x® x4t

xf 4 x4 x4 x®

a7 +x* Fxt 4 x?]
S e B
P S T o
x x4 4t (6)
Po=|x® x4+ x4 27
x84 x4 20
T xf o at ot
x4t
x3+x5+x! +xD-

Analysis of the structure of the polynomials of the &; and P, forming matrices indicates that the
number of polynomials in the forming matrices depends on the number of elements in the code sequence,
and, accordingly, on the number of code sequences. At that time, the number of members in each polynomial
depends only on the number of units in the code sequence and does not depend on the number of elements in
the code sequence.

Using the above matrices, we form the shift indexes vectors of the ring code by performing the
binary transformations of XOR, AND and OR over the binary elements of the code sequences of the matrices
& and P, as well as over the arguments of the polynomials of the matrices &, and F;.

3. The method of formation of shift indexes vector by performing logical transformations over
the binary elements of the matrices & and P

The shift indexes vector is the sequence of decimal numbers formed by summing the number of units
resulting from the implementation of one of the binary transformations XOR, AND, OR (with or without
negation) of the elements of the initial sequence (first line) of the ring code and the rest of its lines.
According to [8] the shift indexes vector (hereinafter referred to as SIV) is formed in three stages:

1) Alternatively, the binary logical transformation of XOR, OR, AND elements of the first line and the
next rows of the matrix of the ring code, placed at the same positions of the code sequences, is performed.
2) The binary elements (0, 1), resulting from the logical transformation are written to the shift indexes
matrix.
3) The number of units is calculated in each row of the resulting shift indexes matrix (hereinafter
referred to as the SIM). In doing so, the SIM is transformed into SIV.

Tables 1 - 3 present the sequence of transformations of ring code a 7 x 7, each row containing 4 units
and 3 zeros, in the SIV using logical transformations XOR, OR, AND.
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Table 1. The sequence of the formation of SIV by logical transformation

XOR

Line number  Structures Line numbers Structures The sums of the
ring code of between elements of forming single elements
code sequences which the operation vectors of the forming
was performed XOR vectors
1 0101011 1-2 1111101 6
2 1010110 1-3 0000110 2
3 0101101 1-4 1110001 4
4 1011010 1-5 0011110 4
5 0110101 1-6 1000001 2
6 1101010 1-7 1111110 6
7 1010101

Table 2. The sequence of the formation of the SIV by logical transformation AND

Line number  Structures Line numbers Structures The sums of the
ring code of between elements of forming single elements
code sequences which the operation vectors of the forming
was performed AND vectors
1 0101011 1-2 0000010 1
2 1010110 1-3 0101001 3
3 0101101 1-4 0001010 2
4 1011010 1-5 0100001 2
5 0110101 1-6 0101010 3
6 1101010 1-7 0000001 1
7 1010101
Table 3. The sequence of the formation of SIV using logical OR transformation
Line Structures Line numbers Structures The sums of
number of between elements forming the single
ring code  code of which the vectors elements of
sequences operation was the forming
performed OR vectors
1 0101011 1-2 1111111 7
2 1010110 1-3 0101111 5
3 0101101 1-4 1111011 6
4 1011010 1-5 0111111 6
5 0110101 1-6 1101011 5
6 1101010 1-7 1111111 7
7 1010101

Tables 4 - 6 present the sequence of transformations of ring code a 9 x 9, each row containing 4 units
and 5 zeros, in the SIV using logical transformations XOR, OR and AND.

Table 4. The sequence of the formation of the SIV by logical transformation

XOR
Line Structures Line numbers Structures The sums of
number of that have forming the single
ring code code sequences  binary vectors elements of
transformations the forming
between vectors
elements
1 010010011 1-2 110110101 6
2 100100110 1-3 011011110 6
3 001001101 1-4 000001001 2
4 010011010 1-5 110100111 6
5 100110100 1-6 011111010 6
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6 001101001 1-7 001000001 2
7 011010010 1-8 100110111 6
8 110100100 1-9 111011010 6
9 101001001
Table 5. The sequence of the formation of SIV using logical
AND transformation
Line Structures Line numbers Structures The sums of
number of that have forming the single
ring code code sequences  binary vectors elements of
transformations the forming
between vectors
elements
1 010010011 1-2 000000010 1
2 100100110 1-3 000000001 1
3 001001101 1-4 010010010 3
4 010011010 1-5 000010000 1
5 100110100 1-6 000000001 1
6 001101001 1-7 010010010 3
7 011010010 1-8 010000000 1
8 110100100 1-9 000000001 1
9 101001001
Table 6. The sequence of the formation of SIV using logical OR transformation
Line Structures Line numbers Structures The sums of
number of that have forming the single
ring code code sequences  binary vectors elements of
transformations the forming
between vectors
elements
1 010010011 1-2 110110111 7
2 100100110 1-3 011011111 7
3 001001101 1-4 010011011 5
4 010011010 1-5 110110111 7
5 100110100 1-6 011111011 7
6 001101001 1-7 011010011 5
7 011010010 1-8 110110111 7
8 110100100 1-9 111011011 7
9 101001001

4.  The method of forming a shift indexes vector by making logical transformations over the
arguments of polynomials of the matrix Gy

Formation of the SIV by making logical transformations over the arguments of polynomials is carried out
as follows:
1) Alternately the binary logical transformation XOR, OR, or AND of the arguments of the first
polynomial and subsequent polynomials of the ring code &3 matrix is performed.
2) Depending on the type of logical transformation (XOR, OR or AND) the following steps are
performed:
a) For logical XOR transformation:
- paired arguments of the generated polynomial with identical digits are deleted;
- counts the number of arguments left after deletion
paired arguments with equal digits;
b) For logical AND transformation:
- remove the odd arguments of the polynomial;
- paired arguments with equal digits are absorbed by one argument;
- counts the number of arguments left after deletion
and absorbing arguments;
c) For OR logical transformation:
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- paired arguments with equal digits are absorbed by one argument;
- counts the number of arguments left after the arguments are absorbed.
Tables 7 - 9 show the sequence of transformations of ring code a 9 x 9, each row containing 4 units and 5
zeros by performing logical transformations over the arguments of the polynomials of the forming matrix G, .

Table 7. The sequence of the formation of SIV by logical transformation

XOR
Line The Numbers Shift indexes Result Total
number ring rows matrix addition number
RC code matrix matrix modulo 2 elements SIV
RC
1 XoF o+ X+ x° 1-2 XF X+ e+ x° X+ o+ x° 6
x6+ x4+ x2+ 961 x6+ x4+ x2
2 x5+ M P+ it 1-3 o+ 25+ 2+ X+ P 2
965+ 963+ x2+ 369
3 o+ B+ 1P+ 0 1-4 o+ 22+ 1+ o+ xl+ x5+ 4
x6+ 963+ x2+ 369 x2
4 B+ B+ 1P+ 0 1-5 B A e S P A 4
x4+ x2+ 969
5 o+ xH 2+ x° 1-6 o o+ 6+ O xO+x® 2
x6+ 965+ 963"' 961
6 O+ 5+ B+t 1-7 o 3+ x5 o+ 3+ M+ 6
x6+ x4+ x2+ 960 x6+ x4+ x2
7 O+ x4+ x°

Table 8. The sequence of the formation of SIV by logical transformation AND

Line The Number  Shiftindexes  Result Total
number  ring S matrix conjunctive  number
RC code matrix rows absorption  elements
matrix SIv
RC
1 XoF X+ X+ X0 1-2 N NN = X 1
N 2 5t
2 1O+ X P+ Xt 1-3 PP AT AR AN A e 3
KON 3 20 50 XA ¥
X200
3 o+ 3+ x4+ x° 1-4 NN AN 33 3 2
FEAENEN D 0 0= O
4 o+ 34 x4+ x° 1-5 P ST AT A 2
PAT AT S A
5 o+ x2+ x° 1-6 AN I A= S 3
LA 3N S
X xt
6 1o+ 0+ B+t 1-7 N N R0 XA 0 1
N 0 2 10
7 1O 2+ X0

As noted above, polynomials of the forming matrices &; and P; consist of arguments whose degrees
correspond to the degrees of the binary elements of the code sequences of the forming matrices & and F of
the ring code. The analysis of the above tables indicates that the algorithm for converting the ring code
represented in the form of polynomials is similar to the algorithm for converting the ring code represented as
binary elements.
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Table 9. The sequence of the formation of SIV by logical transformation AND

Line The Numbers Shiftindexes | Result Tota
numb | ring rows matrix disjunctive |
er code matrix matrix absorption num
RC RC ber
elem
ents
SIV
1 X+ 3+ x4 0 1-2 vy iy | xlvxl= o 7
xov xv xPv xt (SvxPvrtvx®vixbux?
vx?)
2 X%+ xM x%+ xt 1-3 v vty | oow i 5
xov X X
Xvrvaiva® | O K0
(PvxPvx’v
xvx®)
3 X+ X+ x4+ x° 1-4 R 6
X X% X0
KA 2AK ] (Pt
x2vx¥)
4 X0+ 3+ x4+ 20 1-5 A B S 6
xD/\ XO/\xO: xO
AR Pvxtudvxty
x?vx®)
5 xo+ xM x4+ x° 1-6 N B 5
©n A 3
HBAEASAE ] A A
(Pvabvxivxtv
x°)
6 x4+ X+ x4+ ¥t 1-7 I B 7
O x4n X2 0 vxbvrdvxv X
vx’vx?)
7 X0+ x4 x4 20
5. Conclusions
1. The ring code can be represented in the form of a matrix, each line of which is a polynomial with
arguments of a certain digit corresponding to the binary value of 1 ring code.
2. The shift indexes vector can be formed by two methods:

- by making logical transformations (XOR, OR or AND) over the binary elements of the ring matrix-
forming matrix;

- by performing logical transformations (XOR, OR or AND) over the arguments of the forming matrix of
polynomials

3. The first method allows you to develop an algorithm and perform software implementation of the
formation of the shift indexes vector.
4, The second method is more visual and allows you to mathematically describe the sequence of

formation of the shift indexes vector of the ring code.
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Abstract.Wavelet analysis is very effectively used in analysis of different types of data. Mostly
often dyadic wavelet transforms are used. But non-dyadic wavelet transforms allow more accurate
determination of data features. Commonly used value of dilation factor for rational wavelet transforms
is a irreducible fraction. In this paper we will show on an example that for reducible fraction as a
dilation factor perfect reconstruction condition is satisfied.

Keywords:Wavelet Transform, Non-Dyadic Wavelet, Dilation Factor.

1 Introduction

1.1  Wavelet Transform

Wavelet transform (WT) is a very powerful tool for analyzing the data of different nature. Unlike Fourier
analysis WT gives as a result time-frequency representation of source signal.

Wavelet analysis has shown its efficiency in various areas, such as image and video processing, data
compression and noise reduction, solving of partial differential equations, speech recognition, processing of
Electroencephalography (EEG), Electromyography (EMG), Electrocardiography (ECG) signals, etc [1-4].

1.2 Dyadic and Non-dyadic Wavelet Transform

Discrete wavelet transform is characterized by its dilation factor. It was shown [5] that as a value of
dilation factor any real number greater than one can be taken.

If dilation factor equals 2 the discrete WT is called dyadic, otherwise non-dyadic. Usually dyadic WT is
used due to its simple and effective implementation. But in the case when signal singularities will be located
in adjoined frequency intervals the results of dyadic WT will not be eligible. Thus, it will be better to select
frequency intervals in a way that they would cover such singularities. For example, non-dyadic WT are more
suitable for flexible decompositions of the data [6], non-dyadic scale ratios [7],non-dyadic frequency
divisions [8], or constructing non-tensor-based multi-D wavelets withcoset sum method [9].

Various approaches to non-dyadic WT were proposed by different authors.

Bratteli and Jorgensen [10] proposed a method based on the construction of the set mapping to Kunzh’s
algebra representation. In their approach task of non-dyadic WT filters choice reduces to unitary matrix
construction. As a dilation factor only a natural number greater than one can be selected.

Pollock and Cascio [8] proposed a method for construction of packet WT with a possibility of a dilation
factor choice through each level of decomposition. They generalized dyadic WT packet technique, where
each frequency range at each step of wavelet decomposition is divided into two intervals. Main idea was to
divide range into p intervals, where p is an arbitrary prime number.

There can be cases where integer dilation factor is not enough. Auscher [11] gave the formal definition of
a rational multiresolution analysis and specified the method of corresponding orthogonal wavelet bases
construction. Using his ideas, Baussard, Nicolier and Truchetet [12] developed a fast pyramidal algorithm for
WT coefficients construction in a case of a rational dilation factor. Thus, they gave a generalization of the
Malla algorithm for dyadic case.

Also there are some works that deal with using of irrational dilation factors. One of the first was Feauveau

[13] where the value of dilation factor was

1.3 Rational Wavelet Transform

The most general and effective approach for non-dyadic WT is rational multiresolution analysis proposed
in [11] and [12].

In this approach dilation factor N is equal to a rational number p/g. At each level of wavelet
decomposition we get one approximation component and p-q detail components. Rational multiresolution
analysis filters construction is carried out in the frequency domain. Wavelet decomposition pyramidal
algorithm with a rational dilation factor is also transferred to the frequency domain.
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2 Problem Formulation

The main advantage of non-dyadic wavelet transform is that it can provide more precise separation of
signal components. Very often the irreducible dilation factor is used for such decomposition. Commonly its

value is taken 3/2.

The purpose of this work is to show that as value of the dilation factor for rational wavelet transform a
reducible fraction 6/4 can be taken and this will allow to get the more precise detection of signal singularities.
Also authors will show that perfect reconstruction condition is satisfied for this case.

3 Problem Solution

3.1 Conditions for Building Filters

In order to build filters for rational wavelet transform with dilation factor 6/4 we will use the approach

described in [5] for case 3/2.
We have function

so that

o(x) = g%hﬁw(gx—nj

Orthonormality of the (- — implies the condition
Z hl’(l) hr?—BI =8
n

On the other hand, (- —is also in Vy, and therefore can also be written as

o(x-1)= \E% hﬁ@(%x—nj

Orthonormality of the  @(x — 4! — and orthogonality of the wlx — 41 — with the respect to
w(x — < give us next two conditions

Zhl hn 6l —60|
Zhl hye1 =
Making the similar operations with  @{x — and cp{x will give us

Zhh e =

Zh h o =

Zh h g =

Zhghn ol =

Zhshn ol =

Zhshn ol =

3,0
Zh hn 6l =
This means that we have four my-functions
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Similar to [5] we can also get another two necessary functions
4 |
m@ = [2) g
S A
4 |
m@) = 2D gie
S

3.2 Perfect Reconstruction Conditions

Received conditions for filters coefficients are equivalent to the unitarity of matrix

maE) mj(£) mi(E) mj (E) m, (E) my (£
k3 ™ k3 T T T
my(e+3) mi(e+3) mi(z+3) mile+3) mle+3) m(z+3)
o o :(: 2_”] : (: 2_”] : (: 2_”] (z 2_”] (z 2_”]
my S+ 3J My —_-+3 L] —_+3 My 1+3 m1.1+3 m:—_+3
mn(-;ﬁ_”] ml(;ﬁ_ﬂ m:(-;ﬁ_ﬂ mz(;ﬁ_ﬁ] m(-ﬁﬁ_ﬂ m(-ﬁﬁ_ﬂ
(HL ] 3 (R 3 (e ] 3 (AL ] 3 112 3 Z\= 3
mn(-ﬁ+ﬂj ml(-ﬁ+ﬁ] m:@ﬁ) mz(-ﬁ+ﬂj m(;+ﬁ) m@ﬁ]
(L ] 3 (IR 3 (i ] 3 (L] 3 11 3 Z\= 3
mn(-ﬁﬁ_ﬁj mi(-ﬁﬁ_ﬁ] m:(-ﬁﬁ_ﬂ ma(-ﬁﬁ_ﬁ] m(;ﬁ_‘“] m(-ﬁﬁ_ﬁ]
LT 3 D \= 3 oS 3 o= 3 115 3 S 3}/

Let’s know take the proposed in [10] Littlewood-Paley rational wavelet basis and check that perfect

reconstruction condition will be satisfied for this basis in the case of dilation factor 6/4.

3.3  Experimental Results

In order to illustrate that using of the reducible dilation factor can lead to more precise identifying of

signal singularities we will take a look at the example which is based on model data.
This mode data is the sum of three sinusoidal signals (see Fig. 1).
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Fig.1. Model signal

50

Fourier spectrum of this model signal contains three peaks in frequency domain, that fall into the

following frequency ranges:

o first signal — from 27/3 to 5n/6
o second signal — from 0 to 27/3
e third signal — from 5n/6 to &t

When using the dilation factor 2/3 frequency range is divided into two parts — from 0 to 2n/3 for
approximation component and from 27n/3 to = for detail component. Due to this rational wavelet transform

will separate signal S1, but signal S2 and S3 will be mixed (see Fig. 2).

] 100

sample number

npor

0 100

E £
sample number
Detail

] 100

20 200
sample number

Fig.2. Decomposition of model signal with dilation factor 3/2

But if we take dilation factor 6/4 then frequency range is divided into three parts — again from 0 to 2x/3 for
approximation component, but now from 27/3 to 5n/6 for the first detail component and from 5x/6 to = for

the second detail component.

Thus, in this case all three source signals will be separated (see Fig. 3).

35



signal
alug

o 100 200 300 40 00 800
samplenumber

Appr
10 T T T T T

signal
alue

L L L L L
[ 100 200 300 400 500 500
samplenumbsr
First i
0 T T T T T

signal
alug

1 1 1 1 1
o 100 200 300 40 00 800
samplenumber
Second detail
10 T T T T T

signal
walue

1 1 1 1 1
o 100 200 300 40 00 500
samplenumber

Fig.3. Decomposition of model signal with dilation factor 6/4

So, for this model signal the use of dilation factor 6/4 is preferable, since it allows to separate all three
components of the original signal.

4

Conclusions

Authors proposed to use reducible rational dilation factor 6/4 except most often used 3/2. It was shown
that for this value of dilation factor perfect reconstruction conditions are satisfied. An example shows that
using dilation factor 6/4 allows more precise separation of signal singularities.

Further researches have to be done in order to generalize the results to the case of arbitrary reducible
dilation factor.
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AnHotanusi. COBpEMEHHBI KpHU3HC VIPAaBICHHUSA CBSA3aH C HEIOCTaTOYHO OBICTpOil amamrammeit

CYIIECTBYIOIINX MHCTUTYIHOHATBHBIX CHCTEM OPTaHH3AI[MOHHOTO YNPABICHMS K M3MEHEHHIO YIMPaBICHYECKHX
KOHIIETIIMI M TapajurM, a TakXKe C HECOOTBETCTBHEM HCIHONB3yEMBIX MaTEMaTHUECKHX MOJENCH M METOI0B
NPUHATHS PEIIeHNi (aKkTHYeCKON CIOXKHOCTH pPealibHBIX YIpPaBIsieMBIX NPOIeCCOB. B Hacrosiiee BpeMms BO
MHOTMX HayuYHBIX OpraHM3allMsIX BEAyTCS HMCCIEAOBAHUS IO CO3JAHUI0 TaKUX aBTOMAaTU3UPOBAHHBIX CHCTEM
yIpaBJIeHHs, KOTOpbIe Obl MO3BOJISIM OCYIIECTBISITh UX MEPECTPOIKY B MAaKCUMAIBHO IIHPOKUX INpeZenax ¥ B
HpeNIeNbHO CXKaThle CPOKH, oOecrednBas TPH 3TOM IPHEMIIEMBIH YpPOBEHb CIIOKHOCTH (Pa3MEpPHOCTH)
ynpasneHdeckux 3agad. B UIIPU Takxe BemyTcs Takoro poxa mccienoaHus. [Ipu sToMm, B KauecTBe pabouero
MHCTPYMEHTapus, HCIONB3yeTCS CIeNHadbHAs Cpefa IPOCKTUPOBAHWS, TMONYYHBIIAs Ha3BaHWE —
MOJICNUPYIOIIEr0 KOMILIeKca CHCTeMbl yrnpapieHus. C IOMOIIbI0O JaHHOTO HMHCTPYMEHTapus YHZOOHO BeCTH
pa3paboTKy COBPEMEHHBIX AaBTOMATH3MPOBAaHHBIX CHUCTEM OPraHU3AaLMOHHOIO YIPaBIEHUS B paMKax
YCTQHOBJIEHHOM KOHILIENIMU ympaBieHus. CMeHa KOHLENLUH 3aCTaBisieT U3MEHATh NEepBOHAYATbHBIA MPOEKT.
TpyAHOCTH BHECEHUS] M3MEHEHMH JOCTATOYHO BENHKA, YTO 3aMEUIIeT JOBEJCHHE CHCTEMBI J0 NMPAKTHIECKOTO
BHEJIPEHUs.. ABTOpaMHU HCCIIEIOBAaHBI BO3MOXKHOCTH M MPEUIOKEHBI HANIPABIICHUS] HAYIHBIX HCCIIENOBAHMI IO
pa3pabOTKe TEOpHM TIPOSKTUPOBAHMS CHCTEM OPTAaHM3AIMOHHOTO YHPAaBIECHHS, KOTOpble OBUTH OBl
HPUCIIOCOOIEHBI K OBICTPBIM KOHIIENTYalIbHBIM M3MEHEHHSIM B aBTOMAaTH3HPYEMBIX (opmax aesTeapHOCTH. B
CTaThe MPEACTAaBICHBl TEOPETHUYECKHE  pe3ylbTaTbl, IIOJIyYCHHblE Ul  IPOEKTUPOBAHUS  CUCTEM
OpTraHM3allMOHHOTO YNPABJICHUS AaBHAMOHHBIMH M MOPCKMMH cuiamu. [loka3aHel MOTpeOHOCTH IO
JaTbHEHIIEMY Pa3BUTHIO NMEIONIIXCS PE3yIbTaTOB C YIETOM PACIIMPEHHs TAKTHIECKIX HOPM MPUMEHEHUS CHIL.
CopMympoBaHbl HayIHO-HMCCIIEOBATENBCKHE 33/1a4d 110 Pa3BUTHIO HMMEIOMINXCS PE3yNbTaTOB Ha OCHOBE
METOIOJIOTHU KOHIIETITYaJIbHOTO IPOEKTHPOBAHMS CHCTEM M TEH30PHOTO aHaIN3a CeTeH.

KiroueBble cJI0Ba: oOpraHu3ainys, OPraHM3aLHOHHOE YIPABICHHE, MOICIHUPYIOLINH KOMIUIEKC, CHCTEeMa
yIpaBJeHus, YIPaBICHHE CHIIaMH, KOHIIENTYyaJIbHOE MTPOEKTUPOBAHUE, KOHCTPYKT, TEH30PHBIN aHAU3.

1. Kpusuc ynpasJjieHus

CoBpeMeHHBII MHUp MEPEKNBAECT OYEPEeTHON KPHU3HUC CBOETO Pa3BUTHSA. BO MHOTOM 3TO MPOSBISETCS KaK
YIPaBJIEHYECKUI KpPU3HUC, KOTOPBIA IPOSABISAETCS B BHJE: HEPALMOHAIBLHOIO HCIOJIb30BAaHUS PECYPCOB,
3a/1aHUsl HEaJIeKBATHBIX LieJIel, HEKOPPEKTHOIO HCIOJb30BaHUS NPOU3BOICTBEHHBIX CHJI, 3aMEUIEHHOCTH
pearupoBaHHs HA W3MEHSIOIINECS yCIOBHSA, HEBOCTPEOOBAHHOCTH MHOTHX YIPaBICHUYECKHX (DYHKIMHA MpH
OTCYTCTBUH (YHKIWH YIPABICHUS, YIUTHIBAIOIINX COBPEMEHHBIE COIMATbHO-3KOHOMUYECKNE TEHACHIINH U
siBJIeHUs. BCE€ 3TO NPpUBOAUT K TOMY, YTO MBI BCE Yallle CJIBIIIKM O JIMITHUX MWIIMApAAX HAPOJOHACEIEHUS
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IUTaHeTH! 3eMJIs, O TOJIOAAIOIIMX CTPAHAX, O KPU3HCE MEPENpOU3BOJACTBA, O BO3PACTAIOIIEM HAIIMOHAIBHOM
JI0JITe, O CTarHUPYIOUIMX U IEMIPECCUBHBIX HATMOHAIBHBIX Y9KOHOMHUKAX.

[epeuncieHHsIe SIBICHHUS HOCAT TIIO0ATBHBIN XapakTep, ¢ Pa3sHOM CTENEHBIO TSHKECTH OHH IPOSBISIOTCS
BO BCeX CTpaHaxX, HE TOJNBKO Ha YKpamHe. [IpwdmHa 3TOTO B HECOOTBETCTBHH COBPEMEHHBIX CHCTEM
YOpaBICHHS  SKOHOMHKOW  OBICTpPOMEHSIOMEMYCS ~ TeXHOJormdeckoMmy  ykiamy.  Co3maBaemble
YOpaBICHYECKHE WHCTHTYTHl (OpraHHW3alWH), WCIOJb3yeMble WMH TIPOLEAYPHBIC PETIaMEHTHI, OBICTPO
yCTapeBarT, IepecTaBas COOTBETCTBOBAaTH pealbHOCTH. Celdac CpeTHECTaTUCTHYECKOMY CIICIIHAIIUCTY,
9TOOBI COOTBETCTBOBATH TPEOOBAHISIM BPEMEHH, HEOOXOAUMO C TMEPHOANIHOCTHIO OIHMH Pa3 B IISTh — CEMb
JIET CYLIECTBEHHO MEPecMaTPUBATh U JOMOJIHATH CBOM 3HAHUS O NMPOPECCHH WM JJaKe MEHSATh IPO(deccuro.
He nmenaromme 3Toro, BBIHYXKJICHHO MEpEMELIAlOTCS Ha nepudeprio B cBOeil 00iacTH npodeccnoHaIbHOMI
JIeSITENIFHOCTH, TEPSIOT COLMANbHBIA craryc. To ’ke caMoe MOXKHO CcKa3aTh M 00 OpraHu3anusx.
CosznaBaeMble s pelicHHS KOHKPETHBIX 3amad [l], OHM JOKHBI TOABEPraThCs MEPMAHCHTHOMY
pedopMupoBaHHIO B CMBICIE IEpecMOTpa (paclIMpeHHs) HCIOJb3yeMbIX (opM IeATeNbHOCTH W Jaxe
M3MCHCHHSI CaMOW KOHIICTIIIUK UX co3fnanus. CTpaHbl, mpeHeOperarolue Takol aJanTaiuei CBOUX CHCTEM
OpPTaHM3AIMOHHOTO YIPaBICHUS, TEPSIOT CYOBEKTHOCTh (CYBEPEHHOCTH) M BBEPrarOT CBOE HACEJICHHE BO
MHOTHE OENCTBHS.

@opMBI TIPOSIBIICHHUSI HECOOTBETCTBHS CYIIECTBYIOIIMX CHCTEM OPTaHMW3AIMOHHOTO YIIPaBICHUS
XapakTepy W CIIOKHOCTH YIPaBISIEMBIX IPOIIECCOB BeChMa pa3HooOpa3HBL. B [2] sT0 ommcano Ha mpumepe
poOIeMBI HETOCTATOYHOH 3(D(PEKTUBHOCTH CUCTEMBI YIIPABJICHHUS MPOIECCAMH PAa3BUTHS aBHAIMOHHBIX CHII
YkpauHBl. ABTOpaMH ITOKa3aHO, YTO K MPOOJIeMaM yTIPaBIICHH 31€Ch CICyeT OTHECTH:

—  pecypcHO-LIeJIeBYI0 HecOaJaHCUPOBAaHHOCTh NPOTpaMM pa3BUTHsSL WJIM, WHA4e, Pa3pblB MEXIy
CTpaTerHIEeCKUMHU LESIMA PAa3BUTHUS M YACTHBIMU IPOTPaMMaMH Pa3BUTHA OTJCIBFHBIX KOMIOHEHT CHIT;

—  3aTpyAHEHHOCTh MAaHEBPUPOBAHMA peCypcaMH MpU KOPPEKTHPOBKE MPOTpaMM  pa3BUTHA,
HEIOCTaTOYHYIO YIIPABIIIEMOCTh IIPOLIECCAMH DPAa3BUTHS aBHALIMOHHBIX CHJ, a Takke HedpdeKTuBHYIO
peanmu3anuio (MTHOPHPOBAHWE) OTHCIBHBIX YACTHBIX 3a7ad pa3BUTHA IO NPUYWHE HECOTJIACOBAHHOCTH
OM3HeC MHTEPECOB MPEIIPUATHIA MIPOMBIILICHHOCTH U Lenel pazsutus BC.

[TpoGnemMbl OpraHU3alMOHHOIO YIPaBJICHHUS MPOLECCAMU PUMEHEHHUSI BOOPY)KEHHBIX CHJI 3aTPOHYTHI B
[3]. Ormeuaetcs, 4TO OBICTPOMEHSIONIASACSA OOCTAHOBKA INPH BEICHUH OOEBBIX JEUCTBUH IMPUBOJUT K
OCTpOMY Ie(HUIUTY BPEMEHH Ha COIJIACOBAHHE M KOOPJMHUPOBAHHE NEHCTBHU CHJ TPH KOPPEKTUPOBKE
panee mnpuHATOrO pemieHUsA. Crapble MOIXOABI HE MO3BOJSIOT OCYIIECTBISATH CKOOPIHMHHUPOBAHHOE
MaHEBPUPOBaHHE CHIIAMH, YKIAaJbIBasCh B CTOJb OTPAaHWYCHHBIC BpPEMEHHBIC paMKd. O(P(EeKTHBHOCTH
TIPUMEHCHUS CHII TTaJacT.

Axanemukn B.C. Hemumbo [4] u B.M. ImymkoB [5] Takke NOTYEPKUBANN, YTO [UII CHCTEM
OpPTaHM3AI[MOHHOTO YIIPABICHHUS XapaKTepHa BechbMa OOJbIIas Pa3MEPHOCTh IPOCTPAHCTBA TIPHHATHS
pemeHmiA. OTO OOBACHAETCS MHOXECTBEHHOCTHIO XapakTePUCTUK (DYHKIUH TOJE3HOCTH, a TakKKe
MHOKECTBEHHOCTBIO ACIIEKTOB MHTEPIpPETAllMH Pe3yIbTaToB. VIMEHHO MO 3TOW NMpHYMHE HE IMOJyYHIIOCH
CO3/1aTh aBTOMATH3MPOBAHHYIO CHUCTEMY YIPABJICHHS TOCYIApCTBOM, HCIIOJB3YS KOHLEIIIHIO MPOTrPaMMHO-
LIEJICBOTO IUIAHUPOBAHUsI HAa OCHOBE JEKOMIIO3WIMH 3aiad ontumuzauuu. [Ipobiema ¢dopmupoBaHus
KpPHUTEPUsI ONTUMAJIBHOCTH M KOPPEKTHOTO arperupoBaHusl JaHHBIX OOJBIION pa3MEepHOCTH Tak U He Oblia
pemena. Co3naBaeMble METO/IBI M MOJIEIH JIJIsl aBTOMATH3AIMK (QYHKIMH OPraHn3allMOHHOTO YIPaBJICHHs He
MO3BOJIUTM  OTOOpaXkaTh CIOXKHOCTh PEANbHBIX IPOIECCOB B WX TIONHOTE, JOCTATOYHOW I TNPaKTHUKU
yHpaBiIeHUs OONBIINMHI OpPTraHU3aHIMH.

Takum 00pa3oM, KpHU3WC YIPaBICHUS OOBSCHACTCS YPE3BBIYAWHO OOJBIIONW CIIOKHOCTBIO MPOIECCOB
OpPTaHM3AIMOHHOTO YIPaBICHUSA, TPEOYIOMEH pacIMpeHns pacHpOCTPaHEHHON KOHIICIIIUH ITPOTPaMMHO-
LEJIEBOTO ¥ ONTHMHU3AIMOHHOTO TOAXOI0B, a TAKXXE YCKOPEHHEM OOIIECTBEHHBIX MPOIECCOB, TPEOYIOMNX
YCKOPCHHOHM TEPEeCTPOWKH CUCTEM YIPaBICHUS. ECTECTBEHHBIM BBIXOJIOM W3 CO3IABIIETOCS MOJOXCHHUS
BUAWTCSA JajbHEHIIee pacmupeHne cdepsl NPUMEHEHHS CpEACTB AaBTOMATH3allMM YIPABICHHA, C
BCECTOPOHHUM OXBaTOM (DYHKIMH OPraHW3al[MOHHOTO YIpaBieHus, [6] 1 Mpy yCIOBUH COBEPLICHCTBOBAHHUS
TEOPUH TIPOEKTUpOBaHMA Takux cucreM [7/]. To ects, mpobnemMa COBEPUIICHCTBOBAHHS METOAOB
MIPOEKTHPOBAHUS CHCTEM OPTAaHU3AI[OHHOTO YIIPABICHHSA, aJCKBATHBIX COBPEMEHHBIM YCIOBHSAM U
CIIO)KHOCTH OOBEKTOB yHpaBJICHHUS, MpHoOperaeT oco0O0I0 OCTPOTY, €€ peIIeHHe SBISETCS aKTyalbHOU
Hay4YHOM 3a7auei.

2. Mopeaupyomme KOMIUIEKCHI — KaK CpPEACTBO NPOEKTHPOBAHUSA J((PEeKTHBHBIX CHCTEM

OPraHU3alMOHHOT0 YIIPaABJICHUA

B Hacrosmiee Bpems B Hay4YHBIX OpraHM3alUsaX (B TOM 4ucie W B MHCTHUTYTE mpobieM perucTpanuu
napopmanuu (WUITPM)), 3aHMMaONMXCs MPOSKTHPOBAHHWEM ABTOMATHU3MPOBAHHBIX CHCTEM YIPABJICHHS,
MOJTy4WIa pacIpoCcTpaHeHne (popMa UCCIEAOBAHUI U IPOEKTUPOBAHMS, KOTOPAsi OCYIIECTBISIETCSI B paMKax
pa3paboTKH MOJAETHPYIOUMX KOMIUIEKCOB AaBTOMATH3MPOBAHHBIX CHCTEM YIPABJICHUS Pa3INIHOTO
Ha3HA4YCHUSL.
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KommnbroTepHsIif MOIETUPYOMNIT KOMIUIEKC C COOTBETCTBYIOIINM HHCTPYMEHTApHEM, KaK OTMEYaeTcs B
[8], sBmsercs cpemodl pa3paGOTKM CHCTEM  OpPraHW3alMOHHOTO  YIPABJCHHS, MOICIUPOBAHMS
YIPaBIEHYECKUX TMPOIECCOB M PpEIICHHWS 3a4ad aBTOMATH3AaLMH 3TUX IIPOIEcCOB. Moaenupyromue
KOMIUIEKCHI JTAI0T BO3MOXXHOCTH OTCJICKHBAaTh B PEATbHOM MacIITabe BPEMEHH IWHAMUKY YIIPaBICHUS,
aHATM3MPOBATh IIPOLECCHl NPUHATHS PEIICHWH W Apyrue mpouexypsl. I[IpuMeHeHHe MOIETHPYIOINX
KOMIUIEKCOB IIEJIECOOOPa3HO HE TOJNBKO C 3KOHOMHYECKOW TOUYKM 3pEHHsS, ITOCKOJIBKY OHH, O CYTH,
SBJISIIOTCSL TpeHaXEpamMM, HO Oe3albTepHATHBHO B 00JACTSIX, CBS3aHHBIX C OOJBLIMMH DPUCKaMHU IS
0e3omacHOCTH JIIO/IeH, NPUPOJTHON M MCKYCCTBEHHOW cpenbl (BOGHHAs, KOCMHMYECKas, SHepreThdeckas
chepsr).

B UITPHU no Hacrosimiero BpeMeHHU ObUT IPOBEAEH Psiji HOMCKOBBIX U OTBITHO-KOHCTPYKTOPCKHUX PadoT 110
CO3/IaHHIO CIETYIOUUX MOJETUPYIOIUX KOMIIJIEKCOB:

—  BeJICHHSI MOHHTOPUHIA BO3AYIIHOTO, HAJBOJHOTO M HA3EMHOTO MpocTpaHcTsa [9];

—  aBTOMAaTHU3MPOBAHHOI CHCTEMBI yIIPABJICHHUS aBUALIHOHHBIM KOMIUTEKCOM [8];

—  KOMAaHIHON CHCTEMbl YNpaBICHUS KOPaOENbHBIM AaBHAaHOCHBIM COCOWHEHHEM (B CTaauH
3aBEpILEHHUS).

IlogBoxs wTOrM mTpoAENaHHOH pabOTBI B aCNEKTE CO3JaHMSA TEOPHH NPOSKTHPOBAHUS CHCTEM
OPTaHM3AIIOHHOTO YIPAaBJICHHS, CIEAyeT OTMETHTH, YTO B PAMKaxX IIEPEUHCICHHBIX IPOEKTOB ITOJIyYEHBI
CJICTYIOLINE PE3yIbTaThI.

Bo-nepBbix, Oblla omucaHa NpeaMeTHas 0o0JacTh YIpaBJICHUS aBHALMOHHBIMH U MOPCKUMH CHJIAMH.
OmnucaHue BBHIONHEHO B BHUJE CUCTEMBI NMOHATHH, CBA3el MEXAy HMMH, CBA3EH MEXIY COBOKYIHOCTSIMH
(ppeiimamu) nonsituit. OnucaHue mpeaMeTHOH obsmact ObUIO 3aUKCUPOBAHO B BHJIE TEKCTYaJIbHOTO
ONHCAaHMA YIPABISAEMBIX IPOLIECCOB M JIOTHYECKUX Mojesel 0a3 JaHHBIX MOJAEIMPYIOUINX KOMIUIEKCOB.
dparMeHT JOrn4ecKor MOJIENI JaHHBIX IIPU OTIMCAHUH MPEIMETHOM 00JIaCTH YIPaBICHUS CUIIaMH IIPUBEICH
Ha puc. 1.

OmnncaHa cucreMa MCXOAHBIX IAaHHBIX, HEOOXOAMMBIX IJISI MPOBEICHHUS ONEPAaTHBHBIX PacdETOB IPH
IUITAaHWPOBAHMHM TIPUMEHEHHS CHJ M IIPU OINCPaTUBHOM YIPABICHHH CHIAMH M CPEACTBAMH B XOJE HX
npuMeHeHns. K TaKoBBIM JaHHBIM, HAIIPUMEp, OTHOCSITCS:

—  TaKTHKO-TEXHHYECKHE XapaKTEPUCTUKH 0OPa3Ll0B BOOPYKCHUS U TEXHUKH;

—  JaHHBIC 10 Pacu€Ty NaTbHOCTHU U MPOAOJLKUTEIHHOCTH MOJIETA JICTATENbHBIX allapaToB;

—  JaHHBIC 110 PacuéTy 3G PEKTUBHOCTH IPUMEHEHHS aBUALMOHHBIX CPEJCTB IIOPAKEHHS;

—  JJaHHBIE 10 Pac4€Ty 00JIACTH NOPAKEHHS 36HUTHBIX PAKETHBIX KOMILIEKCOB;

—  JaHHBIE N0 pacuéTy AadbHOCTU ACHCTBHS PaIUOTEXHUYECKUX CUCTEM U KOMIIJIEKCOB;

—  JIaHHBIE 10 pacuéTy NaTbHOCTH ACHCTBHS CPEICTB I'HIPOIOKAIIHH.

Bo-BTopbIX, chopMupoBaHbl HHGOPMALMOHHBIE 00BEKTHI, SBISIOIINECS PE3YIIHTATOM HH()OPMALMOHHBIX
npeoOpa3oBaHKUil B CUCTEME OPTraHW3aIl[MOHHOTO YIIPaBISHHUs CUIaMH. DTO:

—  IUTaH OIPUMEHEHUS CUJI ¥ CPEACTB;

—  KOMaHJIbl ONIEPaTUBHOTO YIPABJICHUS CHJIAMH M CPEACTBAMHU.

JlanHble OOBEKTBI HMEIOT CIOXHYIO CTPYKTypy M COCTOAT M3 HMEPapXW4YeCKH BIIOXKEHHBIX
MH()OPMALMOHHBIX 3JIEMEHTOB Pa3HBIX ypOBHEH AeTanu3anud. Tak, IUlaH MPUMEHEHHs (PHC. 2) COCTOHT M3
OTAEJIBHBIX TAKTUUECKHX 3ajad (AeHcTBUiA), KOTOpbIE HMEIOT JIOTMKO-BPEMEHHBIE CBS3H C JAPYTUMH
JNEUCTBUAMH W TEepCOHU(UIMPOBAHBI OTHOCUTENBHO YacTeil (monxpas/esieHuil), TaKTHMYeCKUX TpYIII,
OTJENBHBIX KOpalnei, caMoN€TOB U3 COCTaBa IPYHNHUPOBKU CHII. TakThdeckue 3amaydl (JeHCTBUS) COCTOAT
U3 TaKTUKO-TEXHHYECKUX AEHCTBHIM, KOTOpBIE 00pasylOT CBA3M C OCTAJbHBIMH TaKTHKO-TEXHHYECKUMHU
JEUCTBUSAMH W TEPCOHU(UIIMPOBAHBI OTHOCUTEIBFHO OOEBBIX PAac4ETOB, JKUIIAXEH, OTIENbHBIX CPEICTB,
KOMIUIEKCOB, CaMOJIETOB. TakTUKO-TEXHUYECKHE [JEHCTBUS IPEICTABISIIOTCS KaK  COBOKYIIHOCTb
TEXHHYECKUX JCHCTBUHM, OTHOCHMBIX K OTIEJBHBIM arperatam, cHcTeMaM, KoMIUIekcaM. Kaxaprif
MH()OPMALMOHHBIM 3JIEMEHT M3 COCTaBa IUIAHA NPUMEHEHHs XapaKTepu3yeTcs ONpeneléHHON CHCTeMOi
YHCIIEHHBIX METPHUK, C TIOMOIILIO KOTOPBIX ONPEAENsSeTCs NOPSI0K, BpEeMsl, MECTO M 00bEM NPUMEHEHHS CUIT
U CPEACTB.

B cTpykTypHO#i Tabmuiue neiictBuii (Tabia. 1) conepikaTes:

—  HAaWMEHOBAHUS TAKTUYECKHUX, TAKTHKO-TEXHUYECKUX Y TEXHUYECKUX JCHCTBUII;

—  CBEJEHUS O JICUCTBHUSX, BHIMOJIHEHHE KOTOPBIX MPEALIECTBYET Hadaly (SBISETCS YCIOBHEM Hadasa)
BBINOJIHEHNS PACCMATPUBAEMOTO JIEHCTBHUS;

—  WHJAEKC BapHaHTa BBIIOJIHEHUS JICHCTBHS;

—  3HA4YCHMA MapaMeTPOB, XapaKTEPH3YIOUINX PacCMaTPUBACMBII BapHUaHT BBHINIOJHEHHS AeHCTBHA. B
KayecTBE TAKUX IapaMeTPOB MOTYT PacCMaTpPHBATHCSA PA3IMUHBbIE BPEMEHHBIE, IPOCTPAHCTBEHHBIE, HHBIE
XapaKTEepUCTUKH OIpeAeIsIolne MNOPSIIOK IPUMEHEHUS CHJI U CPEACTB, JAOCTHIAEMYyH IIpU 3TOM
PE3yJIbTATUBHOCTh (XapaKTepHCTHKa OOpAaTHOW CBSI3M), a TAKXKE CBEJCHMS O NMepcoOHH(UKAIMU JeHCTBUI
(KTO BBITIOJIHSET, C IOMOIIBIO YETO).
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Puc.4. ®parmeHT 10ruuecKoil MOJIeN JaHHbBIX IPH ONUCAHUM NPEIMETHON 00JIaCTH yIpaBICHUS
ABUAIIMOHHBIMHA U MOPCKHMU CHIAMH.

TaKTuueckue 3afauv (gencrema)

TakTuyeckas rpynna 1 TakTuyeckas rpynna i Taktnyeckan rpynna N

3apava
(aeiictue)
1

3apava
(aeiictaue)
i

3apava
(aeiicteue)

TaKTUKO-TeXHUYECKNe AeicTBUA

Kopabnb (camonér) i.j

Aevictane
i1

AeiicTaue
ij

aeiicrene
im

TexHuueckue aeiictena

Arperart (cHcTema) i.j.1 Arperart (cuctema) i.j.k Arperar (cicrema) i.m.r

exHUYecKoe
AeiicTane
i.1

eXHIUueCKOR
Aeiictaue
ik

exHmueckod
aelictane
im.r

Puc.5. Ctpykrypa HH)OPMAITHOHHBIX DJIIEMEHTOB, MTPEACTABIISIONIMX [IIAH IPUMEHEHUS CHJI U CPEJICTB.

Tabéauna 1. CtpykrypHas Tabiauna AeHCTBUN (TEH30p NPUHATHS PELICHNUIT).

Haunmenosanue | JlelictBus- | Bapuan ITapameTpsl neiicTBUi
JIeUCTBUS MpeaIecT T Xy Xz Xq Xy e
BEHHHUKH

TakTuueckoe BapHaHT |
neiicreue Nel ) Nel.l fLia ) ) )
- TAKTUKO-TCXH. BapuaHT .
neiictaue 1.1 i Nel.1.1 i tLLLl . )
- TAKTUKO-TCXH. 11 BapI/IaHT _ _ e _
neicteue 1.2 Nel.2.1 Somes

BAPUAHT -

Nel.2.2 i i “3112 )
TaxkTtnuyeckoe 1 BapuaHT _ _ _ -
nerictere Ne2 Ne2.1 411

B-TpeThux, IpeAsoxkeH MHOTOACIIEKTHBIN MOAXO0/ MPUHATHA PEeIICHHH HAa BapHAaTHBHON ceTH OOIbIION
pasmepHocTu. [To cBOE# CyTH CTPYKTypHas TaOiuIa ASHCTBHUI MPEACTABIAET COOOI0 CETh C BAPhbHUPOBAHUEM
CBsI3EH MEXIy y3JIaMH 3TOW CeTH (TaKTHYECKHMH, TAKTHKO-TEXHHUECKUMH M TEXHHYECKUMH JACHCTBUIMHA) U
BapbUPOBAHHEM OTHOLIEHWH TNepCOHU(UKAMK (pacupenesieHuss 3agad MexAy HcroaHuTensamu). Ilpu
MPUHATHH PELIEHNs Ha IPUMEHEHUE CUII U3 MHOXKECTBA BO3MOXHBIX CETEl, CBSI3BIBAIOIINX 2JIEMEHTHI IUIaHa,
BBIOMpaeTCsl KakoH-TMO0O OJMH WM HECKOJIBKO BapHaHTOB CETEBHIX IpaMKOB IOCIENOBATEIBHOCTH H
nopsiKa AeHCcTBUI cril. BeIOOp BapHaHTOB pelIeHHs OCYIIECTBISIETCS Ha OCHOBE YIOPSI0YCHUS! BApUAHTOB
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BBITIOJTHEHHUS JACHCTBHH COTJIACHO BBOAMMBIM HaOoOpaM YacTHBIX KPHUTEPHEB, KOTOPHIC OIMpeIeiieHB Ha
MHOECTBE XapaKTEPUCTUK JEUCTBHUI

Ki IKi(Xl,Xz,...,XN), i=1,...,M , (1)

rre K| — JacTHBII KpuTepuid MPUHATHA penieHns; M — KOJIMYecTBO yYUTHIBAEMBIX YaCTHBIX

KPUTEPUEB.

Bri0op TOro MM MHOTO HabOpa YACTHBIX KPUTEPHEB 3aBUCHUT OT YUMTBHIBAEMBIX ACIIEKTOB YIPaBICHUS
CUJIaMU:

—  XapakTepa cTpaTeruu (COKpyIleHHUe, UCTOIIEHUE);

—  XapakTepa JeWcTBHi (000OpPOHUTEIbHBIC, HACTYNATEIbHBIE);

—  THIa pemaeMblX 3anad (IpOTHBOBO3IYIIHAas 0OOpOHA, MPOTHBOJIOJOYHAST OOOPOHA, MOAIEPIKKA
Ha3eMHBIX CHJI U TaK jajuee).

Crietyer OTMETHTB, 4TO MHOXKECTBO XapakTepucTHK AeiicTeuil X ={X}, yuutsiBas pasHoobpasue Gpopm

NPUMEHEHUST CHJI U CPEICTB, a TAaKXKe MHOKECTBEHHOCTb AaCIEKTOB, PAaCCMATPUBAEMBIX IPU NPUHATHH
PELICHUH, JODKHO OBITh TOCTaTOYHO BesuKo. [IoaToMy 3amada ynopsao4unBaHKs BapHaHTOB NPH NPHHATHU
pellleHnH Ha MPUMEHEHHE CHII SIBIIIETCS HE TPUBHAIBHOM.

B-ueTBEpTHIX, TpemiokeH Noaxox (OPMUPOBAHUS KOMAaHJ ONEPATUBHOIO YIPABICHHS CUJIaMH Ha
MHOXECTBE JIEMEHTOB TEH30pa MPHUHATUSA pemleHui. KoMaHIb! onepaTHBHOIO YyNpaBIEHUS NPEACTaBISIOT
co0010 nepcoHU(UIIMPOBAaHHBIE (parMeHThl BHIOPaHHOTO NPH NPUHATHH pEIICHHsS Ha NPUMEHEHHE CHII
ceTeBoro rpaduka AeHCTBUIl ¢ BHECEHHBIMU U3MEHEHHSIMH 110 XapaKTEPUCTHKAM 3TUX JISHCTBHIA

P, =plg(Xs +AX,), plyePI(X), XseX, s=1,...S, (2

rae W5 — komaHga it S-ro ucnonHutens; pPly — dparmMenT mwiaHa, nepcoHNUIMPOBAHHBIN OTHOCHTENBHO
paccMaTpHBAEMOTO UCIIONHUTENA; Xy — MHOKECTBO XapaKTePHUCTHK, OTHOCSIIUXCS K JACHCTBHSAM, KOTOPBIE
BKJIIOYCHBI BO (pparMeHT mnana; AXg — H3MEHEHHsI XapaKTepHCTUK paccMaTpuBaeMbIX aerctsuil; PI(X) —

HCTONB3YEMBIH IIaH-PEIEHHE IPU ONEPATUBHOM YIPABICHUU CUIAMHU; S — KOJIMYECTBO UCTIOIHUTEIEH.

V3MeHeHne XapaKTepHCTHK ICHCTBHUIH OCYIIECTBISETCS B COOTBETCTBHHM C TEKyHIeH OOCTaHOBKOH, C
y4€ToM (PaKTHIECKOTO COCTOSIHUS CBOUX CHJI U CPEJICTB.

B-nsTeIX, OBIIM pa3paboTaHBl BapHaHTHI MPOLEAYPHBIX PETIIAMEHTOB IO MPOBEICHHIO ONEPATUBHBIX
pacu€ToB MpU IJIAHUPOBAHUU JIEHUCTBUI CHJ U IPU YIPAaBICHUU UMU B XOJE NpUMEHEHMs. B pesynbrare
BBITIOJIHEHHSI TIPOLIEYD, MPOIKMCAHHBIX B PErJIaMeHTe, Ha dTale INIaHUPOBaHUs, POPMHUPYETCS CTPYKTypHast
Ta0NMIa BADUAHTOB JICHCTBUI C YCTAHOBJICHHBIMH 3HAYCHUSAMH XapaKTEPUCTHK JEHCTBUNA U CBI3SIMU MEKIY
HUMM, WHaue — TeH30p NPUHATHA pemieHnH. Ha sTame omepaTuBHOTO ynpaBiIeHHS — OCYIIECTBISETCS BRIOOP
(hparMeHTa CTPYKTYypHOH TaOIUIBI M KOPPEKTHPOBKA 3HAUYEHHH XapaKTEPHUCTHUK 3JIEMEHTOB B BBIOPAaHHOM
¢parmenre. Ilo cyTH, NmpeUIOKEHHBIH MPOLEIYPHBIH PETIIaAMEHT €CTh I0CIEIO0BaTEIbHOCTh IPOBEACHHS
ONEPATUBHO-TAKTUYECKUX PACUETOB B MEPApXUHU OPraHOB yNpaBJIEHHUs CHIAMH. B pexuMe miaHupoBaHUs
rpad¥K MOCIEA0BATEILHOCTH pelleHNs (PyHKINOHAIBHBIX 33/1a4 MMEET BHA INI00AJIBHOTO aJlrTOpPUTMa ITONCKa
PaLMOHAILHOTO (ONTHMAaJIBHOTO) PEIICHUsS HA MHOXKECTBE XapaKkTepucTuk aeitcteuii, X . Ha puc. 3 mokasan
NpuUMep Takoro rpaduka Juid cioydas ITOJTOTOBKM HCXOIHBIX IAHHBIX JUIS TPHHATHS pEIISHHS 10
NPUMEHEHNIO MOPCKUX CHJI TIPH PEUIeHUH 3ajad pa3Belkd. B pexuMe onepaTHBHOTO ynpasieHHs rpaduk
peuieHuss (QYHKIMOHANBHBIX 3ajad MMEeT BHJ CleAsumero KoHtypa. Ha puc. 4 mnokasan mnpumep
MOCJIEIOBATEIFHOCTH pelIeHNs (YHKIMOHAJIBHBIX 3a4ad IIPH OIEPATHBHOM YIPABICHUH CHJIAMH IIPH
peIIeHNH aHAIOTUYHBIX 3a]ad, IUTIOC 33134 PaguodIeKTpoHHOH 60psOs! (POB). Ha mpuBeneHHBIX pUCyHKaX
pacuéTHbIe MpOLEAYPHl M300paXKEHbI B BHIE NPSMOYTOJBHHKOB ¢ HOMepaMmu. J[aHHbIE MPSMOYTOJIBHHKHU
SBIISIIOTCSI BEPIIMHAMHU CeTeBOTO rpaduka. IlocmenoBaTenbHOCTh BBINOJIHEHHS PAacdy€TOB OIPEENseTCs C
nomoIisio pédep cereBoro rpaduka. CyTh pacuéToB, BHIMOIHIEMBIX C MIOMOIIBIO OTACIBHBIX MPOIEIYp WIN
UX TPYII, NPEJICTABIEHA C TOMOIIbIO BBIHOCOK-KOMMEHTAPHEB.

[Ipouecc pemeHns (QYHKIMOHAIBHBIX 3aJad NIpPH TNPeoOpa3oBaHUM YIpaBlICHYECKOH HH(pOpMAaIHH,
Oynyun pacrupelenéHHBIM MO pa3JIMuHbBIM opraHaMm (y3ji1aMm) NPUHATHS pEIIeHHH, B MOJEIHPYIOIIEM
KOMILJIEKCE pealn3yeTcsl ¢ MOMOILBI0 NIpoueAypsl aucnerdepusauuu. Ha puc. 3, Hampumep, 3amadaMu-
JICIIeTYepaMHU SIBIIIIOTCSL Ipoueaypsl moj HoMmepamu 5 u 18. Ilpoueaypa aucnerdepusaluy MO3BOJISET
co371aTh €MHOE MH(POPMAIIMOHHOE W (PYHKIIMOHAIFHOE MPOCTPAHCTBO IS JINIL, YYaCTBYIOIIUX B IPUHATHH
pemennsa. Mx paboTa mpH HCIOJIB30BAaHUM CPEICTB aBTOMATH3AIMH, HANPUMEP, B PEXKHUME IITAHUPOBAHUS
BBIIVIIIUT KaK TIIPOLIECC 3allOJIHEHWS HECKOJNBKHX BAapPHAHTOB KapThl KOMaHAMpa, Ha KOTOPOIO
MOCJIEIOBATEIEHO HAHOCATCS JOMIOJTHUTEIBHBIE 3JIEMEHTH 0OCTAHOBKHY M TUTAHUPYEMBIX IEHCTBUI CHI (puC.

5).
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Puc.7. ITocnenoBaTenbHOCTh pelICHUs (PYHKIIMOHANBHBIX 33184 CIICIUATLHOTO MPOTPAMMHOTO 00eCIey eHUs
MOJIEIMPYIOILEr0o KOMIUIEKCA TP ONEpaTUBHOM YIIPaBJIECHUHU CUJIaMHU.

Briaaa nomaka
[T ————

CIIpoeKTHpOBaHHAS CHUCTEMa OPraHM3alMOHHOTO YIPABICHHA CHIAMH (QYHKIMOHHUPYET CIETYIOLINM
o0OpazoM. Ha srame riaHUpOBaHMS JIHIIO, IPUHUMAIOIIEE PelIeHHe, (KOMaHIyOIUil) GOpMUpPYET 3aMbICe
MMPUMEHCHUA HO)I'—II/IHéHHI)IX €My CHJL. 3aMI)ICCJ'I BBITJTIAAWUT KaK HCKOTOpas MOCJICA0BATCIbHOCTD BBITTOJIHCHUA
YKPYIHEHHBIX TaKTHUECKUX 3a1ady, OINPEACIIEHHBIX BO BPEMEHH, MPOCTPAHCTBE, M 3aKPCIUIEHHBIX 3a
COOTBETCTBYIOITUMH HCTIOJHUTEISIME (OpraHH3allMOHHO-INTATHEIMU GopmupoBaHusamu). CHopMHpOBaHHEIH
3aMBICE] IIOCTaBJICH B COOTBETCTBHE OIPEHCICHHOMY BapHAHTY ICHCTBUI NPOTUBHUKA M YCIOBHUI
npUMeHEeHHsT Ccwi. U3 ormaméHHOro 3aMbicia TNPUMEHEHHS CHCTEMOW BBIWICHSIOTCS — JIH30FI,
COOTBETCTBYIOIIHNE PA3IMYHBIM ACTICKTAM YIIPABICHHUS.

Knaccudukanus >mu300B TPOHCXOAUT TaKAM 00pa3oM, YTOOBl OHH OOpa30BBIBAH IIPOCTYIO
MOCJIEIOBATENEHOCTE TI0 BPEMEHH (B JIF000 MOMEHT BPEMEHH, MPHHAIICKAIANA TEPHOTy TTPUMESHEHUS CHII,
oTpabaThIBacTCsS TOJILKO OIUH 3mu301). Hampumep, Ha puc. 6 mokaszaHa MOCIEIOBATEILHOCTh DIH30/0B
3aMbICiia IPUMEHEHHUSI MOPCKUX CHJI TIPH Pa3rpoMe MOPCKOTO JecaHTa MPOTUBHUKA. DTO: SMHU30/] BEIXOIa U3
MYHKTA [OCTOSIHHOW HCIIOKAIlMA Y TOCTPOCHHs IOXOJHOTO TIOPSIIKA; SIH30] IMEpexoia B paiioH
TAaKTHYECKOTO Pa3BEPTHIBAHUS U 3MTU30]1 PA3BEPTHIBAHMS CHJI B O0EBOI MOPAIOK M HAaHECEHHUS] KOMIUIEKCHOTO
OTHEBOTO ITOPAXEHUS IIPOTUBHUKY.

JIyist ka)oro 3Mmu30/a MPUMEHEHHS CHUII, IPU MMOATOTOBKE MAHHBIX B PEIICHUEC KOMaHIMPA, XapakTepeH
CBOW TOpPSANOK mpeoOpa3oBaHus WHPOPMAIMK IOCPEACTBOM pEHICHHS (QYHKIUOHAIBHBIX —3a/ad
CHENHANTEHOTO MPOTrPaMMHOTO O0ECIIeYeHUs] MOJACITHPYIOMIET0 KOMIDIEKCa. DTOT MOPSIOK ONpeAesIeTCs B
3aBHCHUMOCTH OT acIieKTa yrpaBiieHus cuiamu. CucteMa ompeiessieT 3TOT acleKT U CTaBUT B COOTBETCTBHE
paccMaTpUBaeMOMY JMH30Jy TpauK IOCICHOBATCIBHOCTH MpOBEACHUS pacuéTtoB. B pamkax
YCTaHOBJICHHOTO TIOPSIKA BBIIOJNHECHUS pPACYETOB PETYIUPYETCs HX BapHUATUBHOCTH M, TEM CaMBIM,
co31a€Tcs MPOCTPAHCTBO AJISl IPUHATHUS PELLEHUS.
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Puc.8. ABToMaTH3MpOBAaHHBIN MEXaHU3M pacTIpeIeIEHHOTO IPUHATHS PEIICHAN.

Bbixo4 U3 paiioHa
NOCTOAHHOMN Ancnokauum
1 NOCTPOEHME NOXOAHOTo

nopagka

Pa3sépTbiBaHMe B 6oeBoI
nopAAaoK, HaHeceHne
KOMM/IEKCHOTO OrHEeBOro
nopaxeHua

Mepexop, 8 paioH
- TaKTU4YeCcKoro
pasBépTbiBaHMA

Puc.9. QHHSOZ[LI 3aMbICJIa IPUMCHCHUS CUIL.

ITo pesympTaTamM pacd€TOB MPOHUCXOJWT 3ANONHEHHWE CTPYKTYPHOH TaOMMIbl AeHCTBHH (TeH30pa
NPUHATHS ~ pEIIeHWH).  3alojHeHHEe  TEH30pa  OCYIIECTBIAETCS 10  METONy  JAWHAMHYECKOTO
IpOrpaMMHPOBaHUsI B COOTBETCTBHH €O cxeMod bemnmana. CHayama IOPOUCXOOUT — pPELICHHE
(YHKIIMOHANBHBIX 3a/1a4 IS TM30/1a HAHECEHHUSI KOMIUIEKCHOTO OTHEBOTO MOPaXEHHS (TPEThEro 3MN30/1a).
3areM, ¢ Y4€TOM XapaKTepHUCTUK, PACCUMTAHHBIX U1 TPETHErO 3MH30/a, TEH30p NPHHATUS PpEIIeHHH
JIOTIOJIHSAETCS AHHBIMH, OTHOCSIIMMHUCA K SIU30[y IEpeXoJa B PallOH TaKTUYECKOrO pa3BEPTHIBAHMS
(BTOpoMy »snm3ofy). Jlamee pacu€Thl BBINOMHAIOTCS M 3MHM304a BBIXOAA M3 IIyHKTa IOCTOSHHOMN
JUCIIoKanuu (TIEpBOrO 3MHU30/a), HO ¢ YU4ETOM JaHHBIX, PACCUMTAHHBIX IS BTOPOTO M TPETHEro 3MHU300B
IIPUMEHEHHUS.

[Ipu npUHATHM pELIeHUS TaKKe HCIIOIB3yeTCs MPUHIMII AMHAMHYECKOro ImporpaMMupoBaHus. CHauana
Ha MHOXXECTBE BAPUAHTOB ICHCTBUI, OTHOCSIIMXCA K HAHECEHUIO KOMIUIEKCHOTO OTHEBOTO MOPAXKEHHs, C
TIOMOIIBIO TPYMIBl YaCTHBIX KPUTEPUEB, BHIOMPAETCS OJMH MM HECKOJIBKO BapHAaHTOB IPHMEHEHUS CHII.
Jlanee nu1st KaKIOTO BapHaHTa HAHECEHHUS] KOMIUIEKCHOTO OTHEBOTO ITOPAXKEHUs BBIOMPAETCS IO OJTHOMY HITH
10 HECKOJBbKO BapWaHTOB repexona. s BbiOOpa BapHMaHTOB Iepexoja HCIOJIb3YEeTCsl TPYINa 4YacTHBIX
KpUTEPHEB, OXBaTBIBAIOUINX COOTBETCTBYIOIIUM AaCHEKT YyNpaBieHHs. BapuanTel BbIXOJa M3 IYHKTa
MIOCTOSTHHOW JTUCIIOKAIIMN TTOOMPAIOTCST AJIsl YCTAHOBJICHHBIX BapHAaHTOB IIE€PEX0/a IPH HCIOJB30BAHUH
3a/IaHHBIX YaCTHBIX KPUTEPUEB.

Takoe cokxpam€HHOE MHOXECTBO BapUaHTOB JECHCTBUM INPUMEHEHMsSI CHJI  MCIONB3YETCS Ul
HOCJIEAYIOLIErO aHAJIN3a U OKOHYATEIILHOTO IIPUHATUS PELLIEHUS KOMaHAYOLIUM.

Ha sTane onepaTuBHOrO ynpaBieHHs XOIOM IPUMEHEHUS CHJI IIPOUCXOIUT OTCIIEKUBAHUE NIapaMETPOB
00CTaHOBKM (TIOTOAHBIX YCJIOBHH, IEWCTBUI NPOTUBHUKA, COCTOSHHUS CBOMX CHJ) Ha TIpeAMeT UX
COOTBETCTBUSL NPUHATOMY pellieHuto. IIpu BO3HUKHOBEHUM pacCOrIaCOBAHMM BHOCSITCS KOPPEKTUBBI B
mapaMeTpsl MOpsiAKa NPHMEHEHHs CHI M CcpelcTB. IIpH CyIIecTBEHHOM paccOriacOBaHMM IUIaHa |
00CTaHOBKHM TNPOMCXOANT KOPPEKTHPOBKA PEUICHUS C MCHOJIb30BaHWEM paHee c(hOPMHPOBAHHOTO TEH30pa
MIPUHSTHUS pelIeHnid. BHOCATCS n3MeHeHHs B IJI1aH ¢ y4ETOM (haKTHIecKOH 0OCTaHOBKH.

5 Hepeménnbie npodJieMbl 1 AKTyaJIbHbIC HATIPABJICHUS JATbHEIINX HCCIeJ0BAHUH

Kak BHIHO W3 NMpencTaBIE€HHBIX PE3yJIbTATOB IMPOEKTUPOBAHMS MOAEIMPYIOUMX KomIuiekcos, B UTTPU
JIOCTUTHYTHI ONpeAEIEHHbIE PE3YNbTaThl B IOCTPOCHUU TEOPUU IPOEKTUPOBAHUSI CUCTEM OPraHU3allUOHHOTO
yIpaBJIeHUs.

I'maBHBIN TeopeTHYEeCKWH pe3ynbTaT — 3TO pa3paboTka Merona (GOpMHUPOBAHHS TEH30pa HPUHATHS
pemenui (CTpyKTypHO# Tabuuis! neiicTBril). [lomydeHHBIH pe3yabTaT BKIIOYACT:

—  ompexeneHue GOpMBI CTPYKTYPHOH TaOIHIIBI;

—  (¢opManu3anuio 3JIEMEHTOB CTPYKTYPHOH TaOJHIBI B BUJIE TAKTUYECKUX, TAKTHKO-TEXHUYECKHX U
TEXHUYECKHX JEHCTBUH, XapaKTepu3yeMbIX HA0OpaMH YHCICHHBIX METPHK U JIOTHKO-BPEMEHHBIX CBSI3€H;

—  IOCIENOBATENbHOCTh IPOBEJACHHUSA PACUETOB IO ONPEAEICHHUI0 3HAUEHHH YHCIEHHBIX METPUK
JIefiCTBUH, 3aMOHAIOMNX CTPYKTYPHYIO TaOIHITy;
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—  CHHTE3 MOCJIEA0BATEIbHOCTH KOMIUIEKCHBIX PacdéToB IpH (POPMHUPOBAHUU CTPYKTYPHON TaOIHIBI
JUIl MHOTOACTIEKTHOT'O YIPaBJICHUS CUTAMU;

—  METOJbl MHOTOACHEKTHOrO IPHHATHUS DPELICHHH HA INPHMEHEHHE CHJI Ha OCHOBE CTPYKTYpHOM
TaONUIBI IEHCTBUI OOJIBIION pa3MEPHOCTH;

—  MEXaHW3M YNpPaBICHUS MPOLECCOM peIeHHs (PYHKIHOHAIBHBIX 337ad, Pealu3yIOMNH MPUHINI
PacIpeesIEHHOrO IPUHATHUS PELICHUMN.

OnHako, BBIIETIEPEIHUCICHHOE €IIE AAIeKO HE MOJHOCTHIO MCUEPIBIBACT PEIICHHUE 33JadH MOCTPOCHHS
3¢ GEeKTUBHOM TEOPHUU MPOSKTUPOBAHUS CHCTEM OPTaHU3AIMOHHOTO YIPABJICHHUS CHIIAMH, IIPUCIIOCOOIEHHOM
JUISL TIPEOJIOJIEHUSI COBPEMEHHOTO KpH3HCa YNPABICHUsS (CIOXHOCTh OOBEKTA YNPABICHUS M aJalTariys
CHCTEMBI YIPaBJICHHS K OBICTPOMEHSIOIMMCS YCIoBUsIM). KakoBbl HaydHbIe 33/1a41, KOTOPBIE HEOOXOMMO
peumTh B JaHHOW 0O0JAacTH, 4TOOBI NMPHOJIM3UTHCS K JKEJAeMOMY PELICHHIO 0003HAa4eHHOH Mpoliemsl,
WCXOAS U3 CErOHAIHNX MPEACTAaBICHUI U 3HaHUH B 3TOH 001acTu?

[Ipr npoexTHpOBaHMM JIOOOH CHCTEMBI OPIraHM3aLMOHHOTO YIPABJICHUsSI IMPUXOAMTHCA CO3]aBaTh
cienyronre e€ OCHOBHBIC JIEMEHTHI (puc. 7):

—  CHUCTEeMY MOHSTUN WU MOJAEIb CUCTEMBI,

—  CHCTeMY aKCHOM WJIM HAa4aJIbHBIX JAHHBIX JUIS periaMeHTa ()yHKIMOHHNPOBAHHS CHCTEMBI;

—  CHCTEMy IpOLERyp, KOTOpas peann3yercs Ipu (pyHKINOHUPOBAHUN OOBEKTA YIIPABICHHUS U B CAMOH
CUCTEME YIIPABJICHUS.

Cuctema NoHATUN Cucrtema akcuom

Cucrema npoueayp

Puc.10. CocTaBHBIC 3JIEMEHTHI TUIIOBOI'O MPOCKTA CUCTEMbI OPIraHNU3alIMOHHOI'O YIIPABJICHUA.

Yka3aHHBIE JJIEMEHTHI, PH 3aBEPIICHUH NPOEKTa, OOPETaroT NEIOCTHOCTh. JTa IEJIOCTHOCTh MMEET
(hopmy 1100 KOTHUTHBHOH, TMOO OHTOJIOTMIECKOH CETH JEeSTEINEHOCTH.

B npezncraBiieHHBIX pe3yabTaTax, KOTOPbIE OBUTH MOJYYEeHBl B paMKax MIPOSKTUPOBAHUS MOAEIUPYIOIINX
KOMIUIEKCOB aBTOMAaTH3MPOBAHHBIX CHCTEM YIPABICHUS aBHALMOHHBIM KOMIUIEKCOM M KOpaOelbHBIM
COEJIMTHEHHEM, CHCTEMa MOHITUH (MOJeNh CUCTEMBI) CYIIECTBYET B BUAE OMHCAHUS MIPOIIECCOB yNPABICHHUS,
a TakXe JIOTH4ecKoil Mojenu 0a3bl JaHHBIX, BKIIOYAs M TEH30p HpUHATHA pemeHuil. CucremMa akcuoM
[IPE/ICTaBJICHA B BUJEC HOPMATUBHBIX II0JIOKEHUH 110 TAKTUKE IIPUMEHEHUS CUJL, @ TAK)KE CUCTEMBI HCXOHBIX
JIaHHBIX, HA OCHOBE KOTOPBIX IIPOBOASTCS OINEPaTHBHbIE PAcu€Thl NPU IUIAHUPOBAHUM M OIEPATUBHOM
YIpaBJIEHUU cUiaMU. TakTHU4YeCKHe HOPMBI IPUCYTCTBYIOT B BUJE HACTPOEK DPACUETHBIX alTOPUTMOB, a
HCXOJIHBIC JaHHBIC BBOJATCS HEIOCPEACTBEHHO B 0a3y MaHHBIX MOJENUpYIOIIero Komiuiekca. Cucrema
HOpoLeayp — 3TO TAKTUYECKHE, TAKTUKO-TEXHUYECKHE M TEXHHYECKHE ACHCTBHS CHJ, a TAKKE pacuETHBIE
3aJjauy 10 ONPEAEICHHIO XapaKTePUCTUK ATUX JEHCTBUM, YBA3aHHBIE B IOTHUECKYIO CETb.

PazpaboTaHHass aBTOMAaTH3MPOBAaHHAs CHCTEMa YNPABJIEHHS CWIAMH, [0 HWTOTaM IPOEKTUPOBAHUS,
SBIISICTCA KOPHOPATUBHOW. MHBIMM CIOBaMHM, OHa — yHMKallbHa W TNPUMEHUMA TOJbKO I YNpPaBIECHUS
KOHKPETHBIMHM CHJIaMH. [Ipu ompeneneHuM KOHLENIMHM IOCTPOCHHSI CHCTEMBI B OOJIBIION Mepe ObuI
HCIIOJIb30BaH HAKOIJIEHHBIN OIBIT IPUMEHEHUS U YNPaBICHUs CUIAMH COOTBETCTBYIOLETO BUAA, a TAKKE —
METOBI CHCTEMHOTO aHaJIf3a ¥ MaTeMaTHIecKoro MozenupoBanmst. Co3qaHHas CUCTeMa OPTaHU3allHOHHOTO
YIOpaBJIEHUS ABISETCS aJeKBAaTHOH CYyNIECTBYIOIIEMY Ha CETONHSIIHUI ACHb YPOBHIO CIOXHOCTH OOBEKTa
YIOpaBiIeHUs, TO eCTh — dpexTrBHA. [Ipu 10MONTHEHNH TIepeYHEH HCTIONB3YEeMbIX OHATHH, BBECHUH HOBBIX
TaKTUYECKUX HOPM, M3MEHEHHWU WIHM PACIIMPEHUM KOHLENLUHU YIPAaBICHUS CUJIAMM, CIPOEKTUPOBaHHAs
CHCTEMa YTPaTHUT CBOIO 3()(HEeKTUBHOCTH, €CIIM HE BHECTH B IIPOrpaMMHOE 00eCIeueHHe COOTBETCTBYONINX
HacTpoeK. BHocHMBIe B KakoW-IMOO 3JIEMEHT IIPOrpaMMHOroO obecredeHust (B CHCTEMY IPOLEAYp)
U3MEHEHHUs, BEpPOsTHEE BCETO, 3aTPOHYT APYrHe dIEMEHThl. VI3MEHEHHs 3TUX HOBBIX JIEMEHTOB 3aTPOHET
CJIe/IyIOIMe YacTH MporpaMMHOro obecreyeHus. Tak 1o HapacTarolieid, B T€OMETPHYECKOH MpPOTpeccHH,
Oymer pacTH TpyIHOCTh TPOBEAEHHS MOJCPHM3AIMM IepBOHAa4YaJIbHOrOo mpoekra. Kpome Toro,
MHOTI'OKpaTHbIE MOJEPHU3alUU MOTYT NPHUBOAUTH K MPOTHBOPEUUBBIM H3MEHEHMAM. [l KOMIEHcaluu
NPOTUBOPEYHUH HYXHO OyHeT BBOJWTH JONOJHHUTENbHBIE KOHTYpHl 00paboTkM uHGpopManuu. B koHie
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KOHIIOB, TIO/I TSDKECTBIO BHYTPEHHHUX IPOOIEM, CTapblii POEKT «yMPET», MOTOMY YTO JieT4e OyIeT HadaTh
HOBBIH TIPOEKT «C YUCTOTO JINCTA», YeM BHOCHTH KOPPEKINH B CYIIECTBYIOIIYIO CHCTEMY.

B03MOXXHO, 4TO C TaKMM IONOKCHHEM [EN MOXXHO Obuto OBl M MHpPHUTHhCA. Bo Beskom ciydae, y
pa3pabOTYMKOB TapaHTHPOBAaHHO OyJaeT TOCTOsSHHAas pabota. OgHaKO HE Bcerma TakoW PpEeXHAM
MIEPMAHEHTHOTO COMPOBOXKACHUSI NPOEKTa BO3MOXkeH. Hampumep, mpu pabote ¢ 3apyOeXHBIM 3aKa34HKOM
OpraHm3anysi NOJZOOHOTO poaa paboTel CONPsDKEHA C OONBIIMMH TPYOHOCTSIMH IO OCYIIECTBICHHIO
MEXTOCYIapCTBEHHOT'O COTPYIHMYECTBA U YpeBaTa MMUKEBBIMHU ITOTEPSIMH ISl pa3paboTyHKa.

B cBs3u ¢ 3THM, rOBOps O JajbHEHIIEM Pa3BUTHU TEOPUU NMPOEKTUPOBAHUS CUCTEM OPTraHM3aIIOHHOTO
yIIpaBJIEHUs CHJIAMHU, XOTEJIO0Ch OBl MOJYYUTh METOJbl HEMPOTHBOPEYMBOTO U3MEHEHHSI CHCTEMBI IPOLEIYD
(mporpaMMHOT0 00ecneyYeHus ) IPH U3MEHEHWU CHCTEMBI IOHITHI U CHCTEMBI akCHOM. TO ecTh, Harpumep,
Ha BOOpY)XeHHE OBbUI NPUHAT HOBBIH THUII OPYXHS, KOTOPHI B 3HAYUTEIHHOW CTENEHU OTJIMYAETCS IO
BO3MOXKHOCTSIM OT CpPEJICTB, YUYTEHHBIX NpH pa3paboTKe pacyETHBIX 3anad. lIcrmosib30BaHHE HOBOTO
BOOPY’KEHHUS pacUINpseT TaKTHKY NMPUMEHEHUs CHI. JJIs1 HBIHEIIHETO COCTOSHUS TEOPHH MPOEKTHPOBAHMUS,
9TO0Bl y4ecTh (aKTOp MOSBICHHA HOBOTO THMA OPYXKHUsS, HEOOXOAMMO CYIIECTBEHHO IOIOIHUTH H
CKOPPEKTHPOBAaTh CHUCTEMY pAacUETHBIX 3a/Jad [0 OIPEICICHUIO YHCICHHBIX METPHK IUIAHUPYEMBIX
nevictBuid. Ilpy HanmuYuuy k€ METOJOB HENPOTHBOPEYMBOTO M3MEHEHHSI CHCTEMBI MPOLEAYP, HOCTATOYHO
BHECTH W3MCHEHHS B CUCTEMY NMOHATHH (MOJENb PACCMAaTPUBAEMON CHCTEMBI) U CHCTEMY aKCHOM (TaKTHKY
CHJI M BO3MOKHOCTH BOODYKCHHIi), Janee CHCTEeMa aBTOMAaTHYECKH H3MEHSET PAaCUYETHBIC NPOLEAYPHl H
NpoLeAypsl yNpaBjieHWs. B JaHHOM cilyyae CyHIECTBEHHO COKpallaeTcs BpeMs aJalTaliid CHCTEMBI
yIpaBJICHUs. K U3MEHUBIIUMCS yciIoBUAM. Kpusuc ynpasiieHHs, 0 KOTOPOM peub I11UIa BHavyaje, MOXET ObITh
MIPeoI0NEH 3a cU€T OBICTPOIl MEPECTPONKH YIIPABICHUS B U3BMEHSIOIIUXCS YCIOBUSX.

KoHcTpynpoBanue MNpoleaypHOrO perjaMeHTa B aBTOMAaTHYECKOM (aBTOMAaTH3HMPOBAHHOM) DEXHUME
MOXKHO OCYIIECTBHTh Ha OCHOBE HEKOTOPOro Habopa HCXOIHBIX (0a30BBIX) TNPOLETYPHBIX OJOKOB
(xoHCTpYKTOB) [12]. K HacTosmeMy BpeMeHN KOJUICKTHBOM HCCIIEIOBaTEIeH MO/ pPyKOBOACTBOM aKaJeMHKa
C.I1. HuxkanopoBa pa3paboTaHbl COBOKYHMHOCTH TAaKHX KOHCTPYKTOB, KOTOPBIE XapaKTEPHBI JUII MOJENCH
(koHmenuuit) cucreM pasnuuHbIX TuUNoB [13]. [lng mpoekTHpyeMod CHCTEMbl OpPTaHH3aLHOHHOTO
YIpaBiICHUS] CHJIAMH S5TO TakKHE THIIBI CHCTEM, Kak: OTKpBITas CTaTHYeCKas CHUcTeMa (U1 pexuMa
IUIAHUPOBAHU) U LIeJICHATIPABIICHHAs! TOTOKOBAs cUcTeMa (U1 peKMMa OIepaTUBHOrO ynpasieHus). B [12]
MIPEATIOKEHBl MOJENN CHCTEM M COOTBETCTBYIOIIME WM METOABI CHHTE3a MPOLEAYPHBIX PETIAMEHTOB,
MOCTPOCHHBIE HAa OCHOBE HA0OPOB KOHCTPYKTOB, XapaKTEPHBIX /I 3TUX CUCTEMHBIX Mojeneld. B ocHoBy
METOAa CUHTE3a HCIIPOTUBOPECUYUBLIX CUCTEM HNPOUCAYP, UCXOAA U3 CUCTCMBI aKCMOM U CUCTEMbIL MOHITHHI
(MOJIeNT CUCTEMBI), TTOJIOXKEH MTOIX0]] TEH30pHOTO aHanu3a cereii [10].

CrenoBarenbHO, JajbHEHIINM pPa3BUTHEM TEOPETUYECKUX PE3yJIbTaTOB, KOTOPHIE OBUIM IOJYy4YEHHI B
paMKax Co3iaHuA YIIOMAHYTBIX MOJCIIUPYIOINX KOMITJICKCOB, TOJKHO CTATh:

- BBIYJICHCHHUC N3 CUCTEMbBI CO3JIJaHHBIX BBIYHUCIIUTCIIBHBIX IPOUEAYP (bpaFMeHTOB, KOTOPbIE MOTYT
OBITh HMHTEPIPETHPOBAHBI KAaK KOHKPETH3alMs KOHCTPYKTOB M3 TEpeuYHell, XapaKTepHBIX JUIA
paccMaTpuBaeMbIX CHCTEM;

—  JIOTIOJTHEHWE MHOXECTBA HMHTEPIPETUPOBAHHBIX IPOLEAYPHBIX (PparMeHTOB, IPOLETypaMHu,
MHTEPIPETUPYIOIUMHU OCTABIINECS HE3ATPOHYTHIE KOHCTPYKTHI,

—  JIOTIOJTHEHWE MHOKECTBA AKCHOM CBEICHUSMH O TAKTHKE IPUMEHEHUS CHIT;

—  pa3paboTKa MNpoueayp CHHTE3a CHCTEM BBIUMCICHUI IO IUIAHMPOBAHWIO NMPUMEHEHHS CHJI U
OIICPATUBHOT'O0 YHNPABJICHUA HMH KaK KOHKPETHU3ALMU PE3YJIbTATOB KOHCTPYKTHBHOTO IMPOCKTUPOBAHUA
MIPOIETyPHOTO PErJIaMeHTa;

—  pacImIMpeHHe MNOIYyYCHHBIX PE3yJIbTaTOB Ha BECh KJACC CHCTEM OPIraHH3alMOHHOTO YIPaBICHUS
CHUJIaMH, BKJIIOYAsl ITPOIIECCHI YIIPABJICHUS Pa3BUTHEM, O€30I1aCHOCThIO, TIOATOTOBKOM.

Jnst pemieHust NepedrcICHHBIX HAaydHBIX 3a/ad IIe7ecO00pa3HO HCIIONb30BaTh CIICIYIOUIYI0 CXeMY
nccienoBanuii (puc. 8).

Ha nepBoM srame HEOOXOJMMO MPOBECTH HICHTH()HKAIMIO KJIACCOB MOJIENell CHUCTEM, KOTOpbIE
WCTIONB3YIOTCS  TPU  TpoeKTupoBaHuu. JIig  KimaccMDUUIMPOBAHHBIX  MOJENEH  MPOU3BECTH  HMX
UACHTU(HUKAINIO C KOHKPETHOW NIpeaMeTHOH ob6macTpio. KOHKpeTH3MpoBaTh MOHATHS, UX B3aUMOCBS3H,
ONIPEACIIUTE CUCTEMBI KOHCTPYKTOB, C IMOMOMIBIO KOTOPBIX MOTYT OBITh OITMCAHBI npeaMeTHasA 0o0J1acTe u
npotiecchl QyHKIMOHUPOBAHUS B OPraHM3alMOHHOM CHCTEME pacCMaTpUBaeMOro Kiacca.

Janee crenyeT MHTEPIPETUPOBATH YCTAHOBJICHHBIH IEpeueHb KOHCTPYKTOB Ha CHCTEME PaCUETHBIX
IpoLeayp, BEWIEHHB W3 He€ 0a30Bble pacUETHBIE AJITOPUTMBI, COOTBETCTBYIOIIHE OIPEAEIEHHBIM
KOHCTPYKTaM.

Tarxoke M3 NCXOJHOTO MepeyHs! pacyETHBIX MPOLENYp CIEAYET BBIACIUTh aKCHOMATHYECKHE TTOJIONKEHUS
10 TAKTUKE MPUMEHEHHS CIJI, BKJIIOYHMB X B CUCTEMY aKCHOM.

Jlist 6a30BOTO MepevHs PacuETHBIX AITOPUTMOB, UCTIONB3YsT METOJIBI TEH30PHOTO aHAIM3a, HE0OXOIUMO
pa3paboTaTh METOJMKY CHHTE3a MPOLEIYPHOIO pEerjiaMeHTa CUCTEMbl OPraHM3alMOHHOTO YIPAaBJICHHUs Ha
OCHOBAHMHU TPUHSATHIX aKCHOM YIpPaBIeHHS (MCXOIHBIX JAHHBIX IO PacuéTy BO3MOKHOCTEH BOOPYKCHHH U
CIIEIUAIbHON TEXHUKHU, 0A30BBIX MMOJIOKEHHUN MO0 TAKTUKE PUMEHEHSI CHII).
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KoHeuHBIM pe3ynbTaToOM TaKOTO POAa MCCIESHOBAHWN JOJDKHA CTaTh TEOPHS MPOEKTUPOBAHHS CHCTEM
OPTaHM3AIIMOHHOTO YIIPABIICHHU C HACTPaWBAaeMOM CHCTEMOH Mporenyp GyHKIMOHUPOBAHUS B 3aBUCHMOCTH
OT U3MEHEHHUH B KOHIICTIIUY MIPUMEHEHUS CHJI U YIIPABJICHUS IPOIECCAMH UX PUMEHEHUS.

6 3akJoueHue

Takum 00pa3oM, pa3BOpPaYMBAIONIMICS B HACTOSIEE BPEeMsI KPU3UC yNpaBJIeHUs 00yCIOBIEH, IJIaBHBIM
00pa3oM, HEIOCTaTOYHO OBbICTPOW amanTanueid K OBICTPOMEHSIOIIMMCS YCJOBUSIM CYIIECTBYIOIMINX
MHCTUTYLHMOHAJIBHBIX CUCTEM OPIraHU3aLMOHHOIO YIPABIEHUS, a TAKXKE HECOOTBETCTBHEM HCIOJIb3YEMBIX
MaTeMaTHYECKUX MOJEIeH H METONOB TPHUHATHAS peIIeHHH (QaKTHIECKOW CIOKHOCTH peallbHBIX
YIPaBIISEMBIX IIPOLECCOB.

B UIIPM, ¢ wucnoap30BaHuEM  cpeAbl  NPOEKTUPOBAHUS  MOJCIMPYIOIIUX  KOMIUIEKCOB
ABTOMATH3MPOBAHHBIX CHCTEM YIpaBICHHSA, BeAyTcsa pabOThl MO co3gaHuio 3(PQEKTHBHBIX CHCTEM
OPTaHU3AIMOHHOTO YIIPaBICHUS CHJIAMH IS 3apyOeKHBIX 3aKa3uyMKoB. Ha cerogHAmIHuiA 1eHb JOCTHTHYTHI
3HAYUTEJIbHBIC PE3yJbTaThl, IO3BOJIIONIME TOBOPUTH 00 aBTOMAaTH3allMM YIMPaBICHUsS aBUALMOHHBIM
KOMIUIEKCOM M MOPCKMMH CHiIaMH. Pa3paboTaHHbIE aBTOMAaTU3MPOBAaHHBIE CHCTEMBI OpPraHH3alMOHHOTO
yIOpaBlEHUs aJeKBaTHBl CYIIECTBYIONIEH KOHLEMIIMM TPUMEHEHHUS CHJI M CPEACTB U CYIIECTBEHHO
NOBBIIAIOT  3(P(EeKTUBHOCTh pabOThl OPraHOB  yNpaBJCHUS 32 CYET HCIOJIB30BAHHS  METOJIOB
pacnpeneiEHHOrO MPUHATHS PEUICHUH HA OCHOBE OHTOJIOTMUCCKOM CETH OOJBIION Pa3MEPHOCTH B PEIKUMAX
IUTAHUPOBAHUS IPUMEHEHHUS U OIIEpaTUBHOTO YIPaBIEHUS IPUMEHEHHEM CHIL.

TeM He MeHee, NMOCTOSHHO PACTYILHWE BO3MOXXHOCTH COBPEMEHHBIX CPEACTB BEACHHS BOOPYKEHHOH
OOpBOBI, TOSIBIICHHE HOBBIX BHAOB BOOPYXCHHH, B TOM YHCIIC HAa HOBBIX (PH3MUYECKUX TPHHIUMIAX, B
JIOCTAaTOYHO OJM3KOH BPEMEHHOH IEpCIeKTHUBE, MPUBOIAT K MEPECMOTPY KOHICHINH MPUMEHEHUS CHI U,
CJIeI0BaTENBHO, HEOOXOIMMOCTH  YCOBEPIICHCTBOBAaHHA  paHee CIPOEKTUPOBAHHBIX  CHCTEM
OPTaHU3AIIOHHOTO YIIPaBICHUS JJIS 3TOW 00IacTH.

BbI60p HaGOPOB KOHCTPYKTOB, HCMONB3YEMbIX A1A ONMCAHHA
1 nocTpoeHus pernameHTos CnpaBoYHMK
BuBAMoTeKa CUcTem onpeaenénHoro knacca KOHCTPYKTOB A1e
mozeneit cuctem CUCTEM Pas/IMYHbIX
BMIOB
MoAenu cuctembl No
OTHOWeHHIO K CnpoeKTUpOBaHHaA CMCTEMa OpPraHM3aLMOHHOTO
onpenenénam VHTepnperauys cucrembl
Knaccam mogeneii us ynpasneHua cunamm KOHCTPYKTOB M npoueayp
GuBAMOTeKM MoRERE ONepaTUBHbIX PACYETOB.
B 6a308bix
Mogenb cuctembl 3N1eMEHTOB aNrOPUTMOB B
o Noruueckan e
nucakme
mopens BJl CUCTEMA MCXOLHBIX ig:sfs;:fgg"“””"'x
YHKUMOHMPO- o aHHbIX (aKCcrom,
BaHUA U === A ( )
ynpasneHus
7~
BRIIOYEHHE 63308bIX NONOKEHHi
TaKTUK B CHCTEMY aKCHOM
Cucrema pacHETHbIX j
npoueayp

—

Cucrema OpPraHM3auUMOHHOrOo ynpassieHnA Cniamm c
HacTpaMBaembIM NpoueaypHbIM pernameHTom

Mogenb cuctembl PaclmpeHHan cuctema
Onucanue ﬂﬂwec?ﬁ aKcMoMm (MCXoaHbIe AaHHble
moaens A o
npoueccos A NO pac4éTy BO3MOXKHOCTEN U
byHKUMOHNPO- = =)
BaHMA 1 v ONpeaeneHnio TakTUKK
ynpasnenmua NpUMeHeHus)

‘ Ba3oBble npoLeaypbl pacyéToB ‘

CucTema cuHTe3a NPoLLelypHbIX
pernameHToB

L

Cuctema pacyéTHbIx npoueayp,
YUMTBIBAIOLLAA U3MEHEHUA B KOHLIENLMM
OpraHU3aLUMOHHOrO yNpaBaeHNs

Puc.11. HanpaBnenus qanpHEHIINX UCCIETOBAHNMN 110 CO3AaHNI0 TEOPUU TIPOEKTHPOBAHUS CHCTEM
OpPraHU3alMOHHOT'O YIIPABJICHUS CUIIAMH.
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B nanHO# cTaThe aBTOpPHI (HOPMYNUPYIOT MyTH NAJbHEHINIETO Pa3BUTHS TEOPHH HPOECKTHPOBAHMS
OpPraHM3aIIOHHBIX CHUCTEM HA OCHOBE HCIIOJIB30BAaHHMSA MOICIHPYIOMINX KOMIUIEKCOB C LEJNBI0 YCKOPEHHUS
MIPOLIECCOB aJaNnTaluy IPOrPaMMHOTO OOECIEUYECHUs] aBTOMAaTH3UPOBAHHBIX CHCTEM B YCIOBHSX OBICTPOI
CMEHBI KOHIETIMH 1 apajurM NPUMEHEHHS CHIL.

MeTonoorn4eckoii OCHOBOM AJIi CO3JaBa€MOMl TEOPUM NPOEKTUPOBAHMSA JAOJDKHA CTaTh TEOpHUS
KOHIENITYaJbHOTO TPOCKTHPOBAHUS CHUCTEM OPIaHH3ALMOHHOTO YIPABICHUS, B TOM YHCJIE — METOIbI
TEH30pPHOT'0 aHaJIM3a CeTeH.

OCHOBHBIM COJEpPXKAHUEM NEPCHEKTUBHBIX HCCIENOBAaHUN MOJDKHBI CTaTh 3aJaud HHTEPIpETalud U
KOHKpETH3aluu 0000MEHHBIX MOZIeIel 1 KOHCTPYKTOB CHCTEM OIPEAEIEHHOTO0 Kilacca AJisl pa3paboTaHHOTO
ONUCaHUs NPEJAMETHOW 00JIacTH W CO3MAaHHOM CHCTEMBbI pacuéTHBIX 3anad. Takxke, Ui 0Opa30oBaHHOTO
KOHKPETU3UPOBAHHOTO ITI€PEeUHs] KOHCTPYKTOB, ONHUCAHMA Ipolecca W aKCHOM MPUMEHEHUs CHJI, CIeAyeT
pa3paboTaTh METOJ CHHTE3a MPOLEIYPHOI'O PErjlaMeHTa CHUCTEMBbI C HCIIOJIb30BAHUEM TEOPHH TEH30PHOTO
aHalm3a ceTen.

VYcnemHoe — pemieHWe — MEPeYHCICHHBIX  3aJad B OTHOIIGHWM  PEANINM30BAHHBIX  NPOCKTOB
aBTOMATH3MPOBAHHOTO YNPABICHUS CHJIaMH IIO3BOJMT CO3JaTh TEOPHIO TPOCKTHUPOBAHHUSA CHCTEM
OPTaHM3AIIOHHOTO YIPABICHUS ¢ 00ECIICUCHUEM aJanTalyuy MPOLETYyPHBIX PETIIAMEHTOB K N3MEHSAIOINMCS
KOHLETIIUSM yTIPABICHUSL.
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AHortania. [any3p iHpopMamiiHOi Oe3meKW € ayke AWHAMIYHOIO c(heporo y SKili IIBHIKO
3MIHIOTBCS 1 YIOCKOHATIOIOTHCS SIK 3ac00M 3aXUCTY Bif 3arpo3, Tak i caMi JeCTPYKTHUBHI METOAH i
3aco0u, IO SIBISETHCS CHOTOMHI BHKJIMKOM MJISI OKPEMHX KOPHCTYBadiB, OpraHizamiii 1 BCHOTO
cycminbeTBa B mimomy. Tomy iHpopMamiiiHi CHCTEMH, IMOB’A3aHI i3 KibepOeslekoro, IMOoTpeOyIoTh
MOCTITHOTO HAJXOIKEHHS 3HAHB SK 13 BHYTPIIIHIX, TaK i3 30BHIMIHIX Kepes, 00’€M SKUX ITOCTIHHO
3poctae. HecTpykTypoBaHa Mpupoja BEJIMKHX AAaHUX, IX CKJIAIHICTIO Ta PI3HOMAHITTS BUMarae
0COOJIMBOTO MiJXOMy [0 KEpyBaHHs JKUTTEBUM IIMKIOM BEJMKHX JAaHHX — 3aCTOCYBAaHHS 3HAaHb IPO
npeaMeTHY o0nacTh KibepOesneku, Mouryky i BinOopy ckiaaHux iHpopmauiitnnx o0’ekrtiB. Tomy
ABTOPH CTaTTi BBaXKAIOTh JOLIJIBHUM 3aCTOCYBAaHHS METO/IIB aHAJITUKU BEJIIMKUX JaHUX JI0 MOOYAO0BH
OHTOJIOTIH y JOMeHi KibepOe3neku.

B sKoCcTi 1HCTPYMEHTIB TaKOTO aHalidy aBTOPU IPOIOHYIOTh BHKOPUCTOBYBATH IOTEPEIHIO
00poOKy MeTamaHuX y JoMeHi KibepOe3nekun Ha piBHI CEMaHTHKH 3 METOK CTBOPEHHS Te3aypycy
3amaui. Llel Te3aypyc Mae 3a0e3lednTH TEPMIHOJNOTIYHY 0a3y UId IHTerpallii OHTOJOTIH pPi3HHX
PIiBHIB, II0 XapaKTepU3yIOTh CTPYKTYPY 3HAHb Mi€i mpeaMeTHol obmacti. JJomeH kibepmesmneku mae
iepapxiuHy CTPYKTYpY, fKa CKIANAEThCs 3 NCKIIBKOX PiBHIB. JleTanbHe ONHMCaHHS 3HaHb MPO JAOMEH
KibepOe3nekn moTpedye po3poOJIeHHsS iepapxXii OHTOJNOTIM MOYMHAIOYHM BiJ BEPXHBOTO PIBHA [0
HIDKHBOTO. J1J1s1 TOOYIOBH Te3aypycy 3alpOIIOHOBaHO BUKOPHCTATH CTaHAApTH KibepOe3rneku, omucu
KOMIIETEHIIIH CIeliaNicTiB, BIAKPUTI NPHUPOAOMOBHI iH(oOpMauiiiHi pecypcu 3 KibepOesneku:
CJIOBHUK, eHIMKJIonenil. i mokpaiieHHs BUOKPEMJICHHS CEMaHTHUKW BiHOLIEHb MDK MOHSTTSIMH
3alpOIIOHOBAHO BHUKOPUCTAaTH CEMAaHTHYHO po3MmiueHi Wiki-pecypcu, 30BHIIIHI Te3aypycu Ta
ontosorii. KpiM Toro, B OHTOJIOTIIO LILOTO TOMEHY MU IHTErpyEMO 3HAHHS 3 ICHYIOUHMX OHTOJIOTIT 13
chepu iHpopMaliliHOT Oe3neKH.

OHToIOTiYHa MOJIENb JOMEHY KiOepOe3meKn MiCTHUTh WOTO KOHIETTYyalli3allifo, BKIOYAE Ta
IHTETpy€e pI3HOPINHI CTPYKTYpHM MAaHWX Ta 3HAHb 3 PI3HUX TMiJcCHCTeM KiOepOe3meKkn, a TaKoK
crangaptd. Po3poOka Takoi oHTONOTIT (opMmaiizye B3a€MO3B'A3KH MK eeMEHTAMU JaHHX, IO B
HOJANBIIOMY IUIAHYETHCS BUKOPUCTATH JUIsl  MAIIMHHOTO HABYaHHS Ta AJTOPHTMIB IITYYHOTO
IHTENEKTy U1 ajanTalii J0 3MiH y CEpeNOBHIi, IO Yy CBOI Yepry MiABHIIUTE €()EeKTUBHICTH
AHATIITHKY BEJMKUX JaHUX JJIS TOMEHY KiOepOe3meK.

KiaruoBi cnoBa: Awnamitika Benukux Janux, Kibep6esneka, Ownronoris, Te3saypyc,
HecrpykrypoBaHni nani, Meranani, Wiki-TexHoJIOrisI, CEMaHTHYHA OAI0OHICTS.

Beryn

Croromni utanHs iHGopMmamiitHoi 6e3neku (IB) crae Hapi>KHIM KaMeHeM y NisTTBHOCTI KOXHOT OpraHi3amii
gm ocobucrocrti. [1ix iHpopmamiiHOO OE3MEKOI0 pO3YMIIOTh 3aXUIIEHICT iHpOopMaIii i yciel opranizamii Bij
HaBMHUCHUX a00 BHUIIAJKOBHX i, IO MPHUBOIATH JO 3aBIaHHS 30MTKIB ii BIacHMKaM ab0 KOPHCTyBadaM.
Cdepa Ib — e myxe nuHamigHa cdepa, Mo noTpedye MOCTIHHOTO BiACTEKEHHS BiIOMOCTEH, SKi HAAXOAITh
K 13 BHYTpIIIHIX, TaK i3 30BHIHIX iH(GOpMamiHHUX pecypciB. BukopucToByroum naHi 3 Mepex Ta
KOMII'FOTEPiB, aHAJITHKH MOXYTh BHIOOYTH KOPHCHY iH(OpPMAIil0 3 JaHUX, BUKOPHUCTOBYIOUM aHANITHYHI
MeTonu Ta nponecu. Junamiszm chepu Ib mopomkye Benuki naHi, siKi MOTPiOHO 0OPOOIATH Y TAKETHOMY YU
TPAH3aKIIHHOMY PEXHMIi JJIS MIBHUIKOTO MPUAHATTA pimeHs moao Ib. g npuiHATTSA pilieHp B cHCTeMax
iH(pOpPMAaLIIfHOTO 3aXHUCTy BHKOPHCTOBYIOTH aHAMITHKY Benuknx maHux[l]. Ti, xTOo mnpuiimae pimeHHs,
MOXYTh NpUHMAaTH OUIBII OOTPYHTOBaHI pillICHHS, CKOPHCTABIINCH PE3yJIbTaTaMH aHalli3y, BKIIOYHO 3 THM,
ki gii TOTpiOHO BHKOHATH, Ta PEKOMEHMAIl JUIA TOKPAIICHHS IIOJIITHK, HACTAHOBH, IPOLECAYPH,
IHCTPYMEHTH Ta iHIII aCTIEKTH MEPEKHHUX MPOLECIB.

AmnanitTuka Benukux ganux (Big Data) — e HoBa TexHOJOTiS aHAIITHKH, 10 3abe3mnedye
MOXIIUBICTD 300Dy, 30epiranHs, oOpoOKK Ta Bi3yamizalii IIMX BEJMYE3HUX OOCATIB JaHWX. Taka aHaIiTHKA
BPaXOBY€ OCHOBHI XapaKTEepHi BIACTHBOCTI BEJMKHX JaHUX [2].
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1. AnaJi3 cyyacHoi cutyamii

CyyacHa cuTyauis B pO3BUTKY 30epiraHsi, oOMiHy Ta 0OpoOkM iH(oOpMalii, 0 XapaKTepUu3yeTbcs
IHTEHCHBHUM BIIPOBA/UKEHHSIM TEXHOJIOTIH, PO3IOBCIOKEHHSIM JIOKaJbHNX, KOPIIOPATHBHUX Ta IIIO0AIBHUX
Mepex y BCiX cdepax )KUTTS UBUII30BaHOI AepKaBH, CTBOPIOE HOBI MOMIJIMBOCTI Ta SIKICTh iH(opManiiHOTO
00MiHy. Y I[bOMY KOHTEKCTI IIOCTa€ MUTAHHA, 100 iH(popMaIlis Oylia 3aXHIICHOK Ta OE3MEYHO0 OTHOYACHO
[3]. HeoOxinHicTh BUPIMIEHHS LHOTO MMUTAHHS aKTYalli3ye€ThCS TAKUMH (DaKTOPaAMHU:

- GKCIOHEHI[AJIbHUI  pICT  KIJIBKOCTI  INEPCOHAJBHUX  KOMITFOTEpPIB, JICOTONIB Ta  IHIIMX
ABTOMATH30BaHUX MPUCTPOIB I OOMiHY iHPOpPMAITIETO;

- CTpIMKE pO3LIMPEHHS KOJia KOPUCTYBadiB, 10 0e3M0CepeJHhO MAIOTh TOCTYII 10 HU(PPOBUX MEPEX Ta
iH(pOpMaLiHHIX pecypcis;

- TpaHZio3He 30imbIIeHHS 00’€MiB iH(pOpMaMii, M0 HAKOUIYEThCS, 30epiracTecs Ta 00pOOIIETHCS 3
JIOIIOMOT0X0 3ac001B aBTOMAaTH3allii;

- OypXJMBHH pO3BHUTOK arapaTHO-TIPOTPAMHHX 3aCO0IB Ta TEXHOJIOTIH, [0 HE BiAMOBIAAIOTH CYy9aCHIM
BHMOTraM O€e3IIEKH;

- HEBIINOBIAHICTD MK HAAUIBHIKHM PO3BHTKOM 3aco0iB 00poOKH iH(opMamii, BITYM3HAHOI Teopii
iHpopManiiHOT Oe3rneku Ta po3poOKOI0 MIXKHAPOIHUX CTAHAAPTIB i MPaBOBHX HOPM, 110 3a0e3nedarsb
HEeoOXiTHUH piBEHb 3aXUCTY iHpOpMAIlii;

- indopmarriiiHa BiliHa, 3yMOBJICHA MOTITUYHOIO CUTYAIIIEI0 B KPaiHi;

- kibep3y0o4nHy, 10 iHOAI HAOYBAIOTh JCPKABHO BAYKIIMBOTO 3HAYCHHS;

- CTaHOBJEHH: Kibeprominii Ykpainu.

TakuM YHHOM, IEepel HaMH IOCTa€ 3aBJAHHS BH3HAYCHHS BIIHOIICHb OCHOBHHMH IOHSTTSAMH, IO
BHKOPHUCTOBYIOTBCS Y IMOIITYKY Ta HABIralii cepell pecypciB, IO MOB’s3aHI 3 KaTeropissMu «iHpopmariiina
Oe3mekay, «kidepOesneka» Ta «3aXucT iHpopMaIii.

B poboti [4] mpommoHyeThCS BUKOPHUCTOBYBATH Te3aypyCHHH MmigXin it (opmamizamii TepMiHOIOTIT
[IpO.

Tezaypyc ramy3i indopMmariitHoi Oe3mekn BimoOpa)kae IMUPOKUI CHEKTP CYTTEBUX BIACTHBOCTEH,
O3HAaK Ta BIiJHOLICHb, NPUTAMAaHHHX AaHOMY cHeuudiuHOMYy Buay Oe3nekd. MU TOTOIKYyeMOCH 13
JOCITiTHUKaMU [5,6], 0 BUAUISIOTH TP IPYIU TEPMiHIB Teopii iHopmaniiiHoi Oe3neku.

TepMinu, Mo IETEPMIHYIOTh HAYKOBY OCHOBY iH(opmamiiiHoi Oe3meku. J[o Ifi€i rpymu HanexaTh
TEPMiHM, [0 BHKOPUCTOBYIOTBCS Yy OaraTboX raily3sx 3HaHb Ta € OJIHO3HAUHHUMH, CEMaHTHYHO
yHI(IKOBaHUMH Ta CTHIICTUYHO HeWTpampHuMU. Lle: iHpopmanis, KOMyHiKallis, KOHQJIIKT, BIUIUB,
3arpo3sa, Hebe3mneka, Oe3mneka, cuctema.

[MoHATTS B Wil TPy BiAIOBIAaIOTE BUMOTAM OJHO3HAYHOCTI Ta CTAa0IBHOCTI, TOOTO OJHO3HAYHO
BXXKUBAIOTBCS B ONHIM ramy3i 3HaHP Ta 30epiratloTe 3MICT y Oynab-sAkid iHmINA. Jlume MOHATTIO
«iH(opMaIlis» MpuUTaMaHHa crenr(iYHA BIACTUBICTE: y Pi3HHUX cepax BXKHUTKY, Ta HABITh OJHIN, MOXKE
XapaKTepU3yBaTH MPEAMET, SBHILIE, NPOLEC Ta iX BIACTHBOCTI i BiJHOLICHHS OJHOYACHO.

TepMinu, 1O AETEPMIHYIOTH MPEIMETHY OCHOBY iH(popMamiifHoi Oe3nexu. Ll rpyma TepmiHiB
MMO3HAYa€e TOHATTS Ta iX CHIBBITHOIICHHS 3 IHITUMH TOHATTAMH B pamMKaxX iH(QopMariiitHoi Oe3nexu sk
0co0IMBOT TaTy3i 3HaHb.

TepMiny, 10 AETCPMIHYIOTh XapaKTep AiSUTLHOCTI 11010 3abe3neucHHs indopMmarriiinoi oesmneku. s
rpyna OXOIUTIOE TEPMIHH, [0 MO3HAYAIOTh XapaKTepHi s el chepu MpeaMeTH, SBHUINa, MPOIeCH, iX
BJIACTHUBOCTI Ta BiHOIICHHS.

Ane OimpIn yHIBepCAIBHMN TMiAXiJM, TOB’s3aHUN 3 3acobamm aHamiTuku Big Data, morpebye
3aCTOCYBaHHS IS IIOTO OHTOJIOTIYHOrO aHamizy Ta cTBopeHHs oHTojorii IIpO kiGepGesnexun. Ha
CBOTO/IHI iCHYE BXXe Oarato po3poOok y wii cdepi, ae BIAKPUTUMH 3aIMIIAIOTHCS TIMUTaHHS iX B3a€MHOT
iHTEerpanii Ta CyMiCHOCTI i3 33CTOCOBHUMH CHCTEMaMH.

Tesaypyc kiOepOesrneku iHTETpOBaHUH 13 MOHATTAMH iH(pOpMaliiiHOi Oe3nexH, Oe3MeKH 3aCTOCYHKIB,
MepexxHoi Oesneku, Oesnekn Web Tta Oesnexkn kputuyHOoi iHpopManiiiHoi iHdpacTpykrypu [7]. besneka
3aCTOCYHKIB BH3HAYa€ThCS BIAHOCHO TNPHUKIAJHUX IPOTPAMHHUX MPOJYKTIB, a TaKoX iH(opmaliitHo-
NPOTrPaMHUX PECYpCiB Ta INpOILEciB, Mo OepyTh ydacTh Yy IXHbOMY JKHTTEBOMY LHMKII. be3meka mepex
IIOB’s13aHa i3 MPOEKTYBAaHHIM, YIPOBAKEHHSIM Ta BHKOPHUCTAHHSIM MEpPEX y CEepeluHi opraHizarii, Mix
OpraHizamisiMi, MK OpraHi3amisiMu Ta KopuctyBauamu. besmeka B Mepexi IHTepHEeT crocyeThest IHTEpHET-
CepBiciB Ta BIAMOBIIHUX CHCTEM iH(OpPMaIifHO-KOMYHIKAIIIHHUX TEXHOJIOTiH Ta Mepex. be3neka KpuTHaHO1
iHpopManiifHOi iHQPACTPYKTypH XapaKTepH3ye 3axHIISHICTh BiA BIAMOBIAHWX 3arpo3, 30Kpema
iHpopManiiftHOi 6e3meKu.
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Crin BigmituTh, mo s npeameTHa oomacts (IIpO) € myke nqUHAMIYHOIO, i TOMY BUHUKAE mpobiemMa y
BiJIMTOBIAHOCTI TEPMIHOJIOTIYHOT 0a3W CydaCHOMY CTaHy poO3po0OK Ta iX iHTerpali€ro i3 Cy4JacHOIo
TrPaMaTUKOIO YKPAiHCHKOI MOBH.

AHariTHKa BEMKUX JaHUX B ramy3i KibepOesmekn BUBUAe MpoOIIeMH Oe3NeKH, MOB’sA3aHi 3 BEITUKUMHU
JaHUMH, Ta Haga€ KOPHCHI BiOMOCTI, sIKi MOXYTh OyTH BHUKOPHCTaHI IS BJIOCKOHAJICHHS CYYacHHX
MPaKTUK POOOTH MEPEKHUX OTIEPATOPIB Ta aMiHICTPATOPIB.

KibepOe3neka - 1e 3axucT iHPOpMaUiIHHUX CHCTEM, SIK amapaTHUX, Tak i MPOrpaMHUX 3aco0iB, Bix
KpaJ>KOK, HECAHKL[IOHOBAHOT'O JJOCTYITy Ta PO3TOJIONICHHS, a TAKOX BiJ] HABMHUCHOI Y BHIAJKOBOI IIIKOJIH.
BoHna 3axwiiae yci CerMeHTH, IO BiTHOCATHCS A0 [HTEpHETY, Bil caMHX Mepex 10 iH(opMariii, o
MEePEAAEThCS Yepe3 MEpexy Ta 30epiraeTbcs B 0a3ax IaHUX, JO PI3HUX 3aCTOCYHKIB Ta MPHUCTPOIB, SKi
KepYIOTh poOOTOI0 00JIaTHAHHS Yepe3 MEPEXKHI 3'€THAHHS.

Benuki pmani B iHpOpMamiiHMX TEXHONOTisIX — 1e Habopu iHpopManii (CTPYyKTypOBaHOI,
CITa0OCTPYKTYpOBaHOi ab0 HECTPYKTYpOBaHOI) HACTIIHKM BEIMKHX PO3MIpiB, IO TpaauWIiiiHi crocobu Ta
MiAXOOM HE MOXKYTh OYTH 3aCTOCOBaHI IO HUX 1 aHANI3yBaTH iX O€3MOCepeaHbO HAATO JOBTO i Bakko. s
BUKOPUCTAHHS BEJIMKHX JaHUX K 30BHINIHBOTO Kepena iHpopwmarii, Hanpukiax i3 Beb, mortpi6HO
CHoYaTKy BiAQimeTpyBaT MOTPiOHY MEPTHHEHTHY MHOXMHY HaOOpiB NaHWX, AKi OyIyTh BUKOPHCTaHi IS
AQHATITHKY BEJIMKUX JaHMX. [lomepenHs o4ncTKa JaHHX i MiATOTOBKA iX 0 aHaJi3y MoKe OyTH BHKOHAaHA Ha
OCHOBI aHami3y MeramgaHuX ( 1 JOCHTh YacTO aHANi3 MPUPOAOMOBHOI i WACTHHHM, HAIPHUKIAJ, aHOTAIIIi).
MertazaHi - 1aHi PO JaHi YU SJICMEHTH JaHUX, MOXKJIMBO, TAKOX 1X OMUCH JAHUX, JaHi PO MPABO BIACHOCTI
Ha JiaHi, NUISIXU JOCTYILy, IpaBa JOCTYIly Ta 3MiHY AaHUX IPH X 00pOOIIeHHI.

st Toro, mo6 Habip 1aHWX MOXKHa OyJIO BBR)KATH BEJMKUMH JAaHHMH, BiH NOBUHEH BOJIOMITH OJHIEIO
abo JeKiJbKOMa XapakTePHCTHKAMH, TaK 3BAaHUMH XapaKTepUCTUKaMHU «S5V»: 00’eM;  IIBUIKICTB;
PI3HOMAHITTS; JOCTOBIPHICT; IIHHICTS [8].

Jnst onepxaHHA SKICHHX Pe3yJIbTaTiB 0OpOOKH BENUKHX TaHHX HY)KE BaXKIUBHMH XapaKTEPUCTHKAMH €
JIOCTOBIPHICTD 1 WiHHICTH. J[OCTOBIPHICTH CTOCYETBCS SKOCTI a00 TOYHOCTI NAHUX, IO MOXXE CTaTH
MPUIHHOI0 0OpOOKH MaHWX 3 METOI YCYHYTH IMOMIJIKOBI fMaHi i mymu. Illym — me maHi, KOTpi HE MOXKYTh
OyTH mepeTBOpeHi B iH(oOpMaIliio i, OTXKe, HE MAalOTh AOCTATHBOI I[IHHOCTI, i HE MOXYTh INPHBECTH IO
3HaYnMoO] iH(opMmarii.

LiHHICTP BH3HAYAETHCS, SK KOPHCHICTh JAaHUX U MiIMPUEMCTBA i I XapakTePUCTHKA IHTYITHBHO
MOB'sI3aHa 3 JIOCTOBIPHICTIO, TOMY 1[0 UMM BHIIA TOYHICTh JI@HUX, THM OUIbIIe X KOPHUCHICTB IUIs Oi3HecCy.
LIiHHICTh TaKOX 3aJICKHUTh BiJl yacy OOpPOOKM JaHWX, OCKUIbKM aHaJiTUYHI Pe3yJbTaTH MAaloTh IEBHUIA
TepMiH npuaatHocti. Hanpuknan, 20-XBWIMHHA 3aTpUMKa KOTHPYBaHHS aKIliil IPaKTUYHO HE Ma€ 3HAYCHHS
JUIs 3A1MCHEHHsI YTOJIM B IOPIBHSIHHI 3 KOTHPYBaHHSM, 1110 ckianae 20 MigicekyH[. SIK BUIHO, LIHHICTD 1 4ac
€ obOepHeHo mponopuiiHuMu. Yum Ounblie vacy mMmoTpiOHO MJisl NEPETBOPEHHS [aHUX Yy 3HAYUMY
iHpopMallito, THM MEHIle BOHU KOPHUCHI sl Oi3Hecy. 3acTapiji pe3yabTaTH rajibMylOTh SKICTb 1 IIBUJIKICTD
TNPUAHATTS OOTPYHTOBAHUX PIlICHb.

OCHOBHUMH THUITAaMU BEIUKUX MJaHUX MOXYTh OyTh: crpykrypoBani maHi (SQL ©0asm maHuX);
CTa0OCTPYKTypoBaHi maHi (1HCTpyKuii 3 iHpopMamiiHOi Oe3neku, AaHi MpodiIo KITi€HTIB, xypHaIn Web-
cepBepiB, Web-caiiTi, TEKCTH, €IEKTPOHHI JUCTH TOIIO) i HECTPYKTypoBaHi (He pemsmiiHi, NoSQL 6a3u
JAHWX) AaHi (ayaiodaitmy, Bineodaiinm, 300paxenHs, iHGopMariiiHi Kyou ToIIo).

VY [8] Bu3HAuEHO TONOBHI MPOOIEMH, Ki ICHYIOTh CHOTOMHI B TEXHOJOTIl BETUKUX JaHUX 1 MOTPeOyrOTH
BUPIIICHHS:

1. TIpobnema inTerpauii IaHuX, SKy MOXHa IOJAaTH SK KOMOiIHOBaHy Ipobiemy, mo morpedye: (1)
BHU3HAYEHHS 3ajadi, Ky HEOOXiTHO BHPIIINTH 3a JIOTIOMOTOI0 BEIMKHX MAaHUX; (2) BUSABIEHHS (TIOIIYK)
BIJIMOBITHUX YaCTWH JaHUX B CXOBHIIAX Ta JpKepeiax BeMuKuX maHuXx; (3) suxoHanHa ETL y BigmoBimHMX
(hopmaTax Ta 30epeReHHS JaHHUX JUII MOAAIBIIOl 00poOKH; (4) 3HATTS HEOAHO3HAYHOCTI MaHUX (IpUMipoMm,
oMoHiMiT); (5) 00poOka JaHuX /I BUPIIIECHHS 3a/1a4i.

2. IlpoGiema momosaHHS TETEPOTEHHOCTI MK Pi3HMMH HaOopaMu BelIMKHX AaHuX. CeMaHTHKa MOXe
PO3IIIsIATHCS K 3aci0 U1 CTBOPEHHSI MOCTa MIXK T'€TepOTeHHUMH JTaHUMH.

3. IIpobnema 3B’s3yBanHs Bigkputux naHux (Linked Open Data) s 3a0e3nedeHHS XOpOLIOTO
3B’SI3yBaHHS JIaHHX.

4. IlpoGiiema BUKOPUCTAaHHS CEMaHTUKH JUIsl iHTerpawii faHux Ta B po3pobdui maiOoyTHix CKB/I. binbim
TOTO, CEMaHTHKAa MOXe OyTH BUKOPHCTaHA B iICHYIOUil CHCTeMi, JIJIsl BUSBICHHS HEBiAMOBIIHOCTEH MaHUX,
TeHepyBaHHS HOBHX 3HaHb 3a JIOMIOMOTOI0 MAaIlTMHH JIOTIYHOTO BHBEACHHS a00 MPOCTO 3B'S3yBaTH OiJIbII
TOYHO KOHKPETHI JaHi, 10 HE MAIOTh BiIHOIIIEHHS O METO/1iB MAITMHHOT'O HABYAHHSI.
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Sk moka3ye aHami3 HayKOBHX MyOmikamiii [9] chOTOAHI MUTaHHS TPO AaKTYaJIbHICTh METaTaHUX,
BHKOPHUCTOBYBaHUX Yy BEJIMKHX [aHUX € HAWOIIBII TOCTPUM HiX Oyab-konm. Yce Oinpime i OurbIie
opraizamiif ycBiTOMIIIOIOTb, IO U TOTO, MO0 MiIBUIIATH €EeKTHBHICTH Oi3HECY, BUKOPUCTOBYIOUH IIHHY
iHpopMamito Bix qaHux, HeoOXinHI pobacTHi (mpame3naTHi) MeTanaHi A 3000yTTs HEOOXITHOTO KOHTEKCTY
Ta MOXOJKECHHSI KIIFOYOBHX aKTHBIB JaHUX. Y TOH )K€ 4ac PeryiioBaHHs raiysi BUMarae Kpaiioi mpo30pocTi
Ta po3yMiHHS iH(OpMAIIil MeTaTaHuX.

Xo04 KepyBaHHS METaJIaHUMH BiJJOME yXe JECSATKH POKiB, CHOT'OJHI PO3POOJISIOTECS HOBI CTpaTerii Ta
MiIXO0IHU:

- [TixTpuMKa NOCTIHHOTO PO3BUTKY CEpEOBUILA YIIOPSAKYBaHHS JaHUX;
- I[Tomryx Gl epeKTHBHUX NUIAXIB KEpYBaHHS OI3HECOM 3a JONIOMOTOI0 METaJaHUX.

TakuM uYuMHOM, HaM MOTPIOHO BHMKOHATH OISR CTpaTerii Ta TEXHOJOTiH poOOTH 3 MeTajaHHMH,
JIOCTYIHUX JJIsl Cy4acHOi Oprasizaiii, a Tako)X 3'ICyBaTH INHTaHHS, SK MOOYAyBaTH YCHIIIHI cTpaTerii
CTOCOBHO NIPUIHATTS Ta BUKOPUCTaHHS METaJaHuX.

Opranizanii Ta KOMIaHil 3aliKaBlIeHi B IBOX THMAaX BENUKUAX AaHUX. 1. Jms oOpoOieHHS myke JacTo
3aCTOCOBYIOTH JIaHI CTBOPEHI JIFOIUHOIO, SK TakKi, [0 B OCHOBHOMY PO3IIOBCIOKYIOTECS uepe3 3acobu Web
(comiampHi Mepexi, (aifinmu cookie, eIeKTPOHHI JIMCTH, OHJIANH TeleOadeHHs, OHIalH MOBIICHHS TOIIO). 2.
IcHye moTpeba B iHTerpaumii JaHUX, IO TEHEPYIOThCA PI3HUMH JDKEpElTaMH i 4acTo € TeTePOreHHUMH 3a
cBoero mpuponor. [Ipumipom, Mepexa IHTepHEeT Ta cucTemMu iHQOpPMAIfHOT OE3MEKH PI3HUX KOMITaHIiH
TeHEepyIOTh 3MilaHuii Tpadik BENMKUX JaHUX, SIKHH BUKOPHCTOBYIOTH CYMICHO JUIs HependauyBalibHOTO
(IpeMKaTHBHOTO) aHali3y Ta OTPUMAHHS 3HaHb LI0J0 PO3YMIHHS, IUIAHYBaHHS Ta YIEPEDKEHHs Iiil Juis
ux cucteM. [Ipy oMy TOCTPO MOCTA€ MUTAHHSI CTOCOBHO SIKOCTI AaHuX. Hacmpari, OCKUIBKY BEJUKI JaHi
XapaKTepU3yIOThCS BEJIMKUMH 00 €MaMH, € «CHPHUMK» IO CBOIH mpupoai. ToMy moTpiOHe BUpILIEHHS i€l
npoOJieMH.

2. locranoBka 3agaui

Amnaui3 myOJiKallii mokasye, 1o, He3Ba)Kaloyl Ha BUCOKHI IHTEPEC 10 BEIIMKUX MAHMX, X aHATITHKH IS
KiOepOe3neKky Ta HasBHICTh PI3HOMAHITHUX TEXHOJIOTTYHHX 3ac00iB 1X 30epekeHHs Ta 00poOKH, Ha CHOTOIHI
BIZICYTHI peJeBaHTHI METOJM Ha OCHOBI CEMaHTHYHOIO OIUCY METaJaHHX Ui BiIOOpY MEPTHHEHTHOI
ITiIMHOKHHY OJIOKIB 30BHINIHIX BEJIMKUAX JAHUX, AKI MIAXOISATH [T BUPIIICHHS OCTABICHOI 3a1adi.

Ile MOSICHIOETBCS HECTPYKTYPOBAHOIO IMPHUPOJOI BEIMKHX TaHUX, 1X CKJIAJHICTIO Ta Pi3HOMAHITTSIM.
Tpaauuiiini Metagani — e TexHiYHa 1HGOPMAILLis, sIKa XapaKTepH3ye 4ac CTBOPEHHS KOHTEHTY, Horo oocsr,
(dopmatu TOIIO, ajie He CTOCYETHCS 3MICTY Ti€i iH(popMarlii, sska MICTUTBCS B IMX JaHUX. Jy)ke 4acTo Ui
0araTboX OJIOKIB BEIIMKUX TAaHUX METATaHUMU SBISAIOTHCS iX METAOIMCH HA PUPOAHIN MOBi, TOOTO aHOTAii
YW MOSICHEHHS, SIKi TIOTPeOYIOTh MOMANbIIOl CEMAHTHIHOT OOPOOKH [UIS MPUAHATTS BiIMOBIIHOTO PIlICHHS
po migdip BeTUKUX AaHuX. [IpoOiremMa migOopy BHYTPIIIHIX BEIUKUAX JaHUX MOXKE HE BUHHKATH, OCKLIBKH
BOHH OYJIM HaKOIIMYCHI BCEpEAMHI OpraHi3alii B Ipolieci BUKOHAHHS 3aBJaHb 3 KibepOe3neku. CTBOpEeHHS
OHTOJIOTIT OMEHY KiOepOe3lekr TO3BOJHUTH BHPIMIMTH MPOOJIEMY aHANi3y NPHPOJOMOBHHX aHOTAIH i
PEJIEBAaHTHOCTI 00paHuX OJIOKIB BEJIUKUX JAAHUX JUIsS BUPILICHHS MOCTABJICHOI 3a7a4i 3 KibepOesneku. s
MOUIYKY BIJMOBIJIHUX BENHMKUX JIAHUX TPOIMNOHYETHCS BUKOPHCTAHHS Te3aypycCy iCHYIO4Ol nmpoOiieMH, HOBI
TEPMiHM SKOTO OyJIyTh HONOBHIOBATH TEPMIHOJOTIYHY MHOXXHHY OHTOJIOTI] JOMEHY, BCTaHOBJIIOIOYH
CEeMaHTH4HI 3B 13K MK HUMH. [|Jis TOOYIOBH TaKoro Te3aypycy MpOINOHYEThCSI BAKOPUCTAHHS CTaHJApTIB
3 iHdopmaniiiHoT Oe3meku, sKi MOXYTh OYTH IOJaHUMH Ha pPI3HMX MOBaX, BHKOPHUCTOBYBATH OIUCH
KOMITETEHIlIH creriamcTis 13 Ib.

3. AHamiTHKA BeJIMKHUX JaHHUX 1JIs1 KidepOe3mekn

3acTocyBaHHA aHANITUKA BEJIMKHX MJAaHUX Yy KiOepOe3memi CHOTOAHI € BHPIMIANGHUM BaKIUBUM
3aBJIaHHAM. BukopuctoByroun naHi kibepOesnekn 3 Mepek Ta KOMITIOTEpiB, aHAJIITHKH MOXXYTh BUSBUTH
KOPHUCHY MepeXHY iHQOpMaIliio 3 JaHUX, SKa JTO3BOJISIE MPpUAMaTH OLTbI iHQOPMATHBHI PillIeHHsT HA OCHOBI
pe3yNbTaTiB aHai3y, BKIIOYAIOUN Te, AKi Jii MOTPiOHO BHKOHATH, Ta PEKOMEHAIil 00 BAOCKOHAJICHHS
MIOJIITHKH, BKa3iBOK, MPOIEAYpP, IHCTPYMEHTIB Ta iHIIUX acCIEeKTiB MepexHHX mporeciB. PaxiBui 3 aHaIizy
JITaHUX MOXKYTb MaTH pi3HHUH PiBEHb KOMIIETEHTHOCTI y Tairy3i KibepOe3neku Ta pi3Huil piBeHb 3HaHb. CrIeKTp
TeM KomreTeHUii QaxiBusg 3 KiOepOe3neKky OXOIUIIOE 3HAHHS: MEepeXHa KpHMiHaJliCTHKa, aHali3 3arpos,
OLIiHKa BPa3IMBOCTEH, Bizyasizalis, KibepTpeHiHr Tomo. Kpim Toro, daxiBui MaloTh ONaHyBaTH HOBi cepu
Ib, taki sk IoT, xmapHi OOYMCIEHHS, TyMaHHI OOYHMCIECHHS, MOOUIbHI OOYMCIEHHS Ta Kibep-comianbHi
Mepexi.
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Mepexna kpuminamictuka (Network Forensics) - 1ie MOHITOpHMHT Ta aHami3 Tpadiky KOMITIOTEpHOL
Mepexi s 300py iHhopMalii, IOPUANIHUX TOKa3iB a00 BUABICHHS BTOPrHEHb. CHCTEMH MOHITOPHHTY Ta
aHawi3y Tpadiky 3IiHCHIOIOTH 3aXHCT Bi MIMPOKOTO CIIEKTPY 3arpo3, TakuxX AK man in the middle, atakm 3
migbopy mapossi, aTakd 3a JOMOMOTO JSCTPYKTHBHHUX MPOrpamM ab0 3 BHUKOPUCTAHHSM BpPa3IMBOCTEH
porpam.

OcCTaHHIMH pOKaMH CIIOCTEpIraeThCsl 3pOCTAHHS 0araTboX KiaciB KiOepaTak, IMMOYMHAIOYN Bil BHKYILY
MPOTPaMHOT0 3a0e3NeueHH s 10 MPOCYHYTHX MOcTiiHuX 3arpo3 (APT), Mo cTaHOBISATH CEpHO3HI PU3UKHU IS
KOMIIaHI{ Ta MiAMPHEMCTB.

AHaJiTHKa BEJHMKHX JaHWX, SK HOBAa TEXHOJIOTiS aHANITHKU, HAJa€ MOXIIMBICTH 30upartu, 30epiraru,
00po0sATH Ta Bi3yali3yBaTu BeJIMKi JlaHi; OT)KE, 3aCTOCYBAaHHs aHAJIITHKH BEJIMKUX JaHUX y KibepOesmeri
CTa€ BUPILIAJIHHOIO Ta HOBOIO TEHAEHIII€I0, TPUHOCUTH CBOI IIepeBary, a ii 3acTocyBaHHs y KibepOesmner Mae
Ba)KJIMBE 3HAYEHHS JJIsl [TOJJOIaHHS BUHUKAIOUNX 3arpos..

VY Toii ke gac kibepOe3reka ChOTOMHI MEePEeKUBAE BEIMKI BHKIUKH depe3 3pOCTaHHS 00’€MiB BEITMKUX
JaHUX, II0 CHPWYMHEHO IIBHAKO3POCTAIOUOI0 CKIAIHICTIO MEpeX (HAmpHKiIal, BipTyawi3amis, cMapT
npuCTpoi, 6e3MPOTOBI KaHaIM OOMiHY HaHUMH, [HTepHET pedel TOIIO) Ta 3pOcTaroda CKIATHICTH 3arpo3
(HampuKIaa, 3770BMUCHE TIPOTpaMHE 3a0€3MedeHHs, 0araToCTyMiHIaCTiCTh, IPOCYHYTI cTiliki 3arpo3u (APTs)
TOIIIO).

4. BUKOpPHCTAHHSA CEMAHTHYHHUX TeXHOJOriil y KibepOe3meni

OcraHHIM 4YacoM y CBITOBiil MpPaKTHILI TOJOBHI HAaNpsIMKH PO3BUTKY iH(popmauiiHux texHosoriit (IT)
MOB'SI3aHi 31 CTBOPSHHAM 1H(QOPMAIIITHAX CHCTEM, SIKi BHKOPHCTOBYIOTh 3HAHHS Y BiINOBITHUX MPEIMETHUX
obmactax (IIpO). Lli TenmeHIii CTOCYIOThCS W Tamy3i KibepOe3meku, sKy MyKe BaKJIMBO OPIEHTYBaTH Ha
3aCTOCYBaHHS CYYacHHX IHTENCKTyaJbHHX Web-TeXHONIOTiH Ta MOB’A3aHMX 3 HUMH CTaHAAPTIiB NOJAHHS
iH(popMarii

Jnst BHPpIlICHHS LUX 3aBIaHb [0 CTBOPCHHIO 1HTEJEKTYalbHUX, IWHAMIYHHX, Ta aJalTHBHHX CHCTEM
JIOCTITHUKAMH BEIyThCsA POOOTH 13 BIPOBAKCHHS CEMaHTHYHHX, OPIEHTOBAHMX Ha 3HAHHS AJITOPHTMIB,
MoJieJield, METOMAIB 1 TEXHOJOTiH, sKi JO3BOJSIOTH 3HAYHO MiJBUINUTH €(QEeKTUBHICTh ICHYIOYHX
iHpopmaniiHux cucteM. Lli inTenekryanbHi iHdopmauniiini cucremu (IIC) 3acrocoByroTH MeTOnH,
3ano3udeHi 31 wry4Horo iHtenekry (L), siki 3abe3neuyroTh edekTUBHY OOpOOKy, aHalli3 Ta I'eHEparliio
HOBUX 3HaHb. KpiM Toro, 3HauHa yactuHa cy4acHux IC opieHTOBaHa Ha po3MnojiyieHy 00poOKy iHpopmarlii
Ta Ha (YHKIIIOBaHHS Y BIIKpUTOMY iH(popMaliiiHoMy npoctopi Web, mpuiyoMy 4acTka TaKMX CHCTEM, Y
3araibpHii KimbkocTi ctBoproBanux [IC, mocTiiiHO 3pocTae.

Ha 6a3i xonnenmii CemantuuHoro BeOy (Semantic Web) i BukopucTtanHs ¢opmanizoBaHuX (NEBHIM
crocoboM) 3HaHB 3a0esmedyerbesi iHTenekTyamizamis IIC Ta 3acrocyBaHb y pi3HHX cdepax JFOJICHKOL
JiSTIBHOCTI, HANpPUKIAQJ, IHTENSKTyawli3allii  MEPE)KHHX CHCTEM KEpyBaHHS, CTBOPEHHS NPHKIAJIHUX
IHTENEKTyaTbHUX 1HQOPMAIIITHAX CUCTEM 1 3aCTOCYBAHb JJISI MEIUIIMHY 1 e-0i3HeCy, I i BUIIECHHS SIKOCTI
CEepBICIB y MEpeXi, OTIEPaTUBHOTO BUPIMICHHS 33134l iHQOpMAIiITHOTO 3aXUCTY TOIIIO.

PoOora 3i 3HaHHSM — 1€ AOCTATHHO CKJIQJHHUI OaraToeTarmHuil Mpolec, KUl Mae BIACHUI KHUTTEBUI
ki, Sk i Oyap-sikuit mponec, i TUM Ouiblie CKJIaAHUM, BIH MOTpedye YCBIIOMIICHOTO KEpYBaHHS st
3a0e3ne4eHHs: NeBHOT OCIIiIOBHOCTI, TOTOPKEHOCTI, iHTeponepabdenbHOCTi, eheKTUBHOCTI.

Yepes ckiIaHICTh OTPUMAaHHS 3HaHb BaXKJIMBUM CTa€ MHUTAHHS 3a0e3leueHHs iX iHTeponepabeIbHOCTI Ta
MOBTOPHOI'O BHMKOpHCTaHHS. [lepCrieKTHMBHUM MiJXOJOM A0 BHUPIIIEHHS LUX HPOOJIEeM € OHTOJIOTIYHHMA
aHaJIi3: OHTOJIOTII 0a3ylOTHCSA HA IPYHTOBHOMY TEOPETHYHOMY Oas3mCi IECKPHIITHBHHX JIOTIK, UII HHUX BXKE
CTBOPEHO 3arajbHONPUHHATI CTaHIapTH OITHUCY, MOBH Ta IIPOTPaMHi 3aCO0H.

KepyBaHHS 3HaHHAMHM — [€ CYKYIHICTh IIPOIECIB, IIO NOB’s3aHi 3 €(QEeKTUBHUM CTBOPEHHSM,
30epeKeHHSIM, TIOIIUPEHHAM 1 BUKOPUCTAHHSIM 3HAHHS JUIl BUKOHaHHS nied. OCHOBHHMH JDKEpelaMH
3HaHb 3 KiOepOe3neku MOXyTh OyTH BIiANOBIJHI MIKHAPOAHI CTaHJApTH Ta IOB’s3aHI 3 HUMH NPaKTHYHI
PpO3po0KH.

IIporiec kepyBaHHS 3HAHHAMH MOIIUPIOETHCS Y YOTUPHOX OCHOBHUX HAIPSMKaX:
1) nocmipKeHHs 3HaHb 1 IXHA CHUCTEeMaTH3aIlis;
2) yCBiIOMIJICHHS 3HAHb | BU3HAYCHHS iXHBOI IHHOCTI;

3) miaHyBaHHs 1 3IHCHEHHS i BiIIOBIIHO 0 Pe3yJIbTATiB aHAI3Y 3HAHB;

4) mocriifHa akTyari3aris i IepeoCMHCIICHHSI 3HAHb.
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3HaHHs HE TIIBKHU SABJSIOTH COOOK0 CAMOCTIHHY I[IHHICTB, ajie i MOPOPKYIOTh MYJIbTHILTIKATUBHUNA e(heKT
CTOCOBHO iHIMX ()aKTOpiB BUPOOHUIITBA, BIUIMBAIOYM Ha PiBeHb €(EKTHBHOCTI iX 3acTocyBaHHS. Takum
YHHOM, Yy CyYacHiIi €KOHOMIIli JDKepeloM KOHKYPEHTHHX IepeBar cTae He BUTIOHA PUHKOBA IIO3HWINS, a
CKJIa[HI IS peTuTikaril 3HaHHS K aKTHBH U cToci0 iX po3MinieHHs. [IprdoMy B meHTpi yBaru TyT nepedyBae
HE CTBOpEHHS 3HaHb, a IX JAWHAMIYHHUN pyxX 1 BHKOPHCTaHHA B OpraHiamii, sfka xode OyTH
KOHKYPEHTHOCTIPOMOKHOIO.

ER)

Tepmin “kepyBanHs 3HaHHsAMH ~ (“knowledge management”) Bmepmie Oymno BukopuctaHe B 1986 p.
amepukaHcbkuM BYeHUM Kapiiom Biirom Ha xondepennii y LlIBeiinapii, sika npoBoauinacs MiKHapoaHOO
opranizauiero mpani mig erigoro OOH, 3a aHanori€lo 3 TaKUMH TMOHATTSAMH, SIK «KEpyBaHHsS ITaHUMN» Ta
«kepyBaHHs iH(popmauieo». Ha choronHi icHye 6arato JOCUTh CyNepeYHUX BH3HAYEHb LLOTO TEPMiHY, IO
BiZIOOpaXatoTh Pi3HI ACMEKTH, OB’ 13aHi 3 e(PeKTHBHUM BUKOPHCTAHHSIM 3HaHb Y PI3HUX 00JaCTSIX.

OcHoBHI po0JIeMu KepyBaHHs 3HaHHSAMHU B Web noB’si3aHi 3:

- ImTerpamiero 3HaHB, OTpUMaHUX Bix pi3HEX [P (Hampukmazn, iHTerpaiis OHTOJIOTIH KiTBKOX
pizaux IIpO abo IP B ogsiii [1pO);

- IlomrykoM mpoTwpid MiX 3HaHHSAMH, IO BimoOpaskeHi B KOHTEHTI pi3HHX [P, omiHkoro ix
JOCTOBIPHOCTI Ta HAaIiItHOCTI;

- 3100yTTAM HOBHX 3HaHB 3 BKE HAsIBHUX Ta IX MOTaHHAM Yy (HOpMi, 3p03yMiTiif KOPHUCTYBaUECBi,;

- Ilomrykom 3HaHB, IOTPIOHMX KOHKPETHOMY KOPUCTYBAueBi 1yl BUPIILCHHS NEBHHUX 3a/1a4;

- ABTOMAaTH3ali€0 CTBOPEHHS METa/IaHMX, 110 KOPEKTHO OIUCYIOTh KOHTEHT [P (K TeKCTOBHX,
TaK 1 MyJbTUMEIHHUX) Ha PiBHI 3MICTY, Ta €()EKTUBHUM IOLIYKOM Y TAKHX METAOMHCAX.

5. Knacudikania BpasauBocteii cucrem 6e3nexkn

3arposn iHpOpMaLiiHOI O€3MeKH MPOSBISIOTECS HE CAaMOCTIHHO, a 4Yepe3 MOXKJIMBY B3a€EMOIII0 3
HAMOLIBPII CIIA0KUMH JIJAHKAMH CHCTEMH 3aXHCTy, TOOTO depe3 (haKTOpH ypa3iuBOCTi. 3arpo3a IpU3BOAUTH
IO TIOPYIICHHS MisIIBHOCTI CHCTEM Ha KOHKpeTHOMY 00'ekTi-Hocii [10].

OCHOBHI ypa3iMBOCTI BHHUKAIOTh YHACIIJOK Jii HACTYIHUX (HaKTOpIiB:

- HEJOCKOHAIICTh NPOrpaMHOro 3a0e3NeyYeHHs], anapaTHol MmIaThopMHu;

- pi3HI XapaKTePUCTHKH CTPYKTYPH aBTOMaTH30BaHUX CHCTEM B iH(OpPMAIIIHOMY MOTOI];

- YacTHHa npoueciB QyHKIIOHYBaHHs CHCTEM € HETIOBHOIIIHHOIO;

- HETOYHICTh MPOTOKOJIB 0OMiHY iH(OpMaIli€to Ta iHTepdheicy;

- CKJIaJIHI YMOBH eKCIUTyaTalii 1 po3rairyBaHHs iHdopmarii.

Haiiuacrime jokepena 3arpo3d 3alyCKalOTBCS 3 METOK OTPHMaHHS HE3aKOHHOI BHMTOIM BHACIIZOK

3aroIisTHHS IKOAX iH(popMarii. Ae MOKIIMBA i BHIIQJKOBA Iis 3arpo3 depe3 HEJAOCTATHIO MIpy 3aXHUCTY i
MAacoBy Jil0 3arpO3JIUBOTo (hakTopa.

IcHye monminm BpasIMBOCTEH 3a KiacaMd, BOHH MOXYTb OyTH: O0O0'€KTHBHHMH; BHIIaJIKOBHMH;
cy0'eKTHBHUMU.

Skmo ycyHyTd a0o SIK MiHIMyM HOCIHaOMTH BIUIMB BPa3JHMBOCTEH, MOXXHA YHUKHYTH NOBHOLIIHHOL
3arposu, CIpsIMOBaHy Ha cuctemy 30epiranHs iHpopMartii.

6. OnTosOTiIT A5 KJIacudikanii Ta nporno3yBanus KibepHanaaiB

[IBuaka peakiis Ha MEpEKHY aTaKy - OJHA 3 HaWBaXIUBIMIKX BUMOT B Kibep3axwmcti. Komm cuctema
MOXe iJeHTH(]IKyBaTH aTaKy, sKa MpPOJOBXKYEThCS, Ta KiIacH(]iKyBaTH araky, TO MOXYTb OyTH BXKHUTI
edextuBHi 3axomnu mporumii. Y [11] migkpeciieHa HEOOXiAHICTh MIBHIKOTO pearyBaHHS 31 301LIbIICHHIM
IIBUJIKOCTI KOMITFOTEPHHX aTak. Pi3Hi JOCIITHUKHA PO3POOHIIN OHTOJIOTIYHI 3aCTOCYBaHHS JJIs 1IeHTU(IKAIIIT
Ta KIacudikamnii Mepe:KHUX atak. Hibkdye HaBeIeHO ACKiUTbKa PUKIA B TAKHX OHTOJIOTIN:

* V¥ po6ori [12] aBTOpamu po3po06iieHa OHTOJIOTIS /I PO3Pi3HEHHS CTaHy O€3MEeKH Mepexi;
* OHOpaHTOBA MYJIbTHAreHTHA PO3IOJIIIEHa CHCTEMa IS BUSIBIICHHS BTOPIHEHb NofaHa B [13];.

e OHTONOTiST MEPEeKHUX aTak, MNpU3HAYeHa s MiATPUMKH aBTOMAaTH30BaHOi Kiacudikamii arak
moOyaoBaHa B pobori [14].

* ¥V pob6ori [15] aBTOpH PO3pOOMIIM OHTOJIOTIYHY CUCTEMY JUIsl IPOTHO3YBAHHS TOTEHI[IHHUX MEPEXKEBUX
aTax.
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7. MetanaHi y kioep0e3neni

Jliist oneprkaHHs SKICHUX Pe3yJIbTaTiB OOYMCIICHHS BEJIMKHUX TAaHUX HEOOXiTHUI CympoBin OJOKIB JaHUX
METaJaHUMH, sIKi (PI3UYHO MPUETHYIOTHCS 10 OJIOKIB BEIMKMX JaHUX 1 MOCTIHHO 1X CYNpOBODKYIOTH Ha
BCHOMY IX JKUTTEBOMY IMKJII. MeTanaHi HagaoTh iHGOpMALiI0 PO XapaKTEPUCTHKH Ta CTPYKTYpY Habopy
BEJIMKUX JaHUX. BincrexxeHHs MeTagaHMX Mae KIIOUOBE 3HAUYEHHS NMpU 0OpOOIl BEJHMKHMX JIaHUX, a TAaKOXK
Juist IXHBOTO 30epeXeHHs i aHali3y, OCKUIBKA BOHM HJalOTh iH(OpPMAII0 IO IOXO/PKEHHS JaHUX, MPO
JIOCTOBIPHICTB, NPO JDKEPETO JMaHuX IiJ 4ac oOpoOku. CKIamHICTh BHKOPHCTaHHS BEJIMKUX JAHHUX IS
aHANTHKN y KibepOe3memi YacTo BHHUKAE depe3 BiACYTHICTh ONMHCIB MeTagaHWX HabopiB maHux. Jns
MOBTOPHOT'O BHKOPHCTAHHS JaHWX MOTPiOHO sikoMmora Oumpmie iH(opmarii mpo MOXOMKEeHHS IUX TaHUX;
MOBHA iCTOpiS METONIB, IO BHKOPHUCTOBYIOTHCA AJs 300py, CympoBOAy Ta aHamizy. Hamexxni meranasi
30UIBIIYIOTh IIAHCH Ha Te, M0 HaOOpHW MaHWX OYyIyTh IMOBTOPHO BHKOPHCTAaHI MPABHIHHUM YHHOM — IO
MpYBEC 0 aHAJITHIHUX BICHOBKIB 3 HAHMEHIIIOI0 HMOBIPHICTIO IIOMHJIOK.

MeranaHi CUpHAIOTH MiABHUIICHHIO SKOCTI JAHMX, KA BU3HAYAETHCS HACTYITHUMH XapaKTePUCTHUKAMHU:
Y3TOJDKEHICTIO (UM € TPE/ICTABICHHS JAaHUX OJHOPIJHNUM, YH iICHYIOTh TyOJIiKaTH JaHUX, 0 NEPETUHAIOTHCS
a00 KOH(]JIIKTYIOTB); TOBHOTOO (UM BCi J]aHi HasIBHI); TOYHICTIO (30iroM 30epeeHuX 1 pakTUIHUX 3HAYCHB);
CBOEYACHICTIO (UM € aKTyaJIbHUM 30epeKeHE 3HAUCHHS).

TakuMm 4rHOM, 17151 epeKTUBHOT OOPOOKHM BENUKHMX AaHUX 1 OAE€p)KaHHS L[IHHUX 3HAHb HEOOXi/IHAa THyYKa
CTPYKTYpa KepyBaHHS MPOLECOM OOPOOKH Ha OCHOBI METaJaHUX, SKi TO3BOJSIOTH CTBOPUTH YHIBEpCAIbHE
cepeoBHILe sl 3a0e3NeUCHHS] IHTEepOonepadeIbHOCTI TeTePOreHHNX OJIOKIB JaHHMX, CTAaHJAPTU3YBATH €TAIH
00poOKH ¥ eBoMOLiOHYBaTH IaTgopmu oOpoOKu. MeramaHi MOXYTh BIDIMBATH HA: CTaHIApTH3AIIIO,
npuaOaHHsS 30BHIMIHIX JaHWX Ui 00poOkw; 3a0e3medeHHS KOH(DINCHIIMHOCTI MaHWX 1 aHOHIMHICTH
(3HCOCOONMIOBAaHHS) HAaHWX;, HA apXiBYBaHHSA JDKEpeN MaHWX 1 pe3ylbTaTiB aHalizy, Ha (QopMyBaHHA
pEeKOMEeHaIiH 3 OUHIIEeHHS 1 PUThTpaIii JaHuX.

8. Onronoris 1omeHy KidepOe3nexn

Hayka mpo xibepOesneky yce Oinblie NOYMHAE CXHISATHCS 1O BUKOPHUCTAHHS 3HaHb Mpo JoMeH. Lls
TEHJICHIIIS CIPHYMHCHA CYYaCHUMH aTakamu Ha ocHOBI APT (po3mmmpeHi mocTiiiHi 3arpo3u), GimmHroM Ta
BUKYITHAM IIPOTPaMHHAM 3a0€3MEeUeHHAM, SKi 3HAXOMATHCS y CTaMii MOCTIHHOTO 3pOCTaHHS, 1 BiI HHUX yce
CKJaHIIIE 3aXUCTUTH OpTaHi3alifo 4u KopucrtyBada. Lls curyamis 3mycmina Oaratbox (axiBmiB 3
KibepOe3nekn BKIAJaTH KOIITH B IHTENCKTyami3amito IuaThopMm KibepOesmekw, 1mo0 crpoOyBaTH
BUIIEPEIUTH OCTaHHi 3arpo3u. OjHi€I0 3 oOnacTeid, sika MOYMHAE BUKIMKATH BEJHMKUIl iHTEpeC, € KOHLEMLis
CTBOPCHHSI OHTOJIOTii, a TOYHime - KiOepoHTONOTii. OHTONOTIA KiOepOe3meKku € CYKYyMHICTh MOHATH i
KaTeropiil y mpeaMeTHi# 001acTi, sika MoKa3ye IX BIACTHBOCTI Ta B3AEMO3B'SI3KH MIXK HUMHU.

Jlyist cTBOpEHHSI OHTOJIOTIT JOMEHY KiOepOe3eKn MU MOETHAIN y)Ke iICHYIOUl OHTOJIOrIT KibepOe3neku Ta
ylockoHanmwiM ix.  YuidikoBana ontonorisi kioep6esnekn (UCO) [16] npu3HaueHa i MiATPUMKH
iHTerparii 3HaHb B CHCTeMax KibepOesmeku. OHTOJIOrIS BKJIIOYAE Ta IHTETPYE PI3HOPIAHI CXEMHU JAaHUX Ta
3HaHb 3 PI3HHUX MiACUCTEM KiOepOe3lekn Ta HalvacTille BUKOPHCTOBYIOTHCS CTaHIApPTH KibepOesmneku st
criibHOTO MocTymy Ta 0ominy. Onrosoriss UCO BkIOUeHa 10 sy ICHYIOUHX OHTOJIOTIH 3 KibepOesneku, a
TAKOXX MICTHTh KOHIIETITyaNi3amiro JoMeHy KioepOesmekn. Ilomiono mo DBpedia, ska ciyrye smpom
3arajibHUX 3HaHb Y XMapHuX obuucieHHsx, UCO Moxe ClyryBaTH sIpOM 3HaHb IS TOMEHY KibepOesIekH,
SIKUI PO3BUBATUMETHCS Ta 3pOCTATHME PA30M 13 OB’ 3aHUMHU HaOOpaMH JTaHUX 3 KiOepOe3neKH.

Onromnoris UCO omucye Taky OHTOJOTIIO, sKa "3a0e3medye 3araibHe pO3YMiHHS JOMEHY KibepOesmekn
Ta YHIQIKYIOTh HaWOUIBII YacTO BHUKOPHCTOBYBaHI craHmapTu KibepOesneku" Kpim Toro, oHToOIIOTIS
KiOepOe3neKy, TOBUHHA TaKOXK MICTUTH CIEIiajbHI CIOBHHKH, TaKi SK TEXHIYHHU >KAproH Ta CHEHialbHi
CIIOBHHKH TEPMiHIB BHKOPHCTOBYBaHHX y BY3bKiH cdepi daxismiB 3 Ib. Sk Oymo ckazano pawmime, nasi
noTpiOHO BinGiMBTpOBYBaTH, MO0 3MEHIHUTH ix oOcsr. Ile MokHa 3poOWMTH 3a JAOMOMOTOIO OHTOJIOTIH
KibepOe3nekw, fKi BHCTYMAIOTh NEpmIMMH (iIbTpaMH JaHWX Ta BU3HAYAIOTh IMOTCHIIHHE HKEpelo B
IareprerTi.

Xou BH3HAYEHHS OHTOJIOTI] KibepOe3meKw € BiAHOCHO CTaTWYHHMH, CHOTOJAHI MOOYy/IOBa OHTOJOTIH
NepeTBopHiiacs Ha AKTHBHOTO IOCTa4YalbHUKA B3a€MO3B'A3KIB  E€JIEMEHTIB JIaHMX, SKHH MOXe
BUKOPDHCTOBYBAaTH MAalllMHHE HABYaHHSA Ta JITOPUTMH HITYYHOTO IHTENEKTY sl ajanTtamii g0 3MiH y
cepenosui[17]. KiGepoHTosorii MoOXyTb OyTH aJanTHBHMM CIIOBHHKOM JIaHHWX, 3acCTOCYHKIB Ta
B32€EMOBITHOCHH 13 KOPUCTYBauaMH, KU MOXKE MOKPAIIXUTH TTOBEIIHKOBUH aHalli3 Ta JOIOMOITH 3yITUHUTH
PO3IOBCIOKEHHS 3arp0O3 10 TOTO, SIK PO3MNOBCIOATHCS ITOIIUPEHi iH(eKIi.

ITpu po3poOui oHTOMNOTIT KiGepOe3nekn MU BUKOPUCTAIN TOTEHIIHHI OHTOJIOTI] Ta cTaHIapTH i3 chepu
iHpopMamniiHoi Ge3nexu, ki OyarM HaM{ BUKOPHCTAHI AJS PO3MIMPEHHS OHTOJNOTIi KibepOe3neku B paMKax
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JOCTIKYBaHUX TUTaHb. JleTadpHEe ONMHMCAaHHS 3HAHb NPO JIOMEH KibepOe3meku moTpedye po3poOIeHHS
iepapxXii OHTOJIOTI TIOYWMHAIOYM BiJl BEPXHBOIO PIiBHSA 10 HIKHBOTO. OHTOJOTIS BEPXHBOTO PIBHSI
(pynmamenranpHa a60 OCHOBHA) BKIIIOYA€ OCHOBHI ITOHATTS TOMEHA, AKi y)Ke OynM paHille BH3HAYCHI B
OHTOJIOTISIX MO miK TeMi. Hukde po3MimieHi OHTOJOTIi, 0 Opi€HTOBaHI Ha KOPUCTyBada, MOJii, MEpEXHi
ormeparii Ta TeOMPOCTOPOBI JaHi, MO CTOCYIOThCA KibepOesnekn (oHTOOTIi cepennporo piBHA). I oHTONOTIT
HIDKHBOTO PIBHS OMUCYIOTh KOHKPETHI JOMEHH KibepOe3meku Ay AKUX MoTpiOHe BUPIMICHHS 3aBAAHHS JUISA
KOHKPETHOI Tays3i.

Jnst cTBOpeHHs oHTOJOTT KibepOe3neky MmoTpiOHO PO3IJISIHYTH yCi MOXKJIMBI BUAM 3arpos; ajie B IUIaHi
Oe3neKky HaiOUIbIe yBard CiiJ NPUAUIMTH THUM 3arpo3aM, sKi MHOB’s3aHi 31 WIKIAJIMBOI YH IHIIOIO
nisutbHICTIO rofei [18]. Ha puc.1 monmaHi i 3aranbHi KOHIEMINT Ta CriBBinHOMEHHS. 1[5 cxema moknaieHa B
OCHOBY OHToJIoril KibepOe3neku. Tepminu s kibepOe3neku B3sTI i3 BIAKPUTOro JDKEpena — CIOBHUKA
TepMiHiB KibepOesneku [19]

3HAYCHHA

Samixasneni
CTOpOEI ‘ OaKAK0TH MiBIMiIVBATH

RIITCEIO0TE

115 3MeHIIeHES
KePYBaHEA
MOAYT

Matin

MOKYTE Oy
3MeHIIeH Tepes

ocTepiralTEca —,@Bam

TATHY TS

BIKOPICTOBYIOTh

IPIBBOJIATE 10 POCTY

AKTHRI

MaE0Th MeTO0 3T0BAIBAHEA T11 33BJIAHHS KO

Puc.1 Tepminu Ta BigHorienus [IpO kidepOe3mneku.

3anikaBiieHi CTOPOHH y KiOepIpocTopi MOXKHA PO3IUIUTH Ha Taki rpynu: 1) crokusadi: ¢izuuHi ocodu,
SK TPHUBATHI, TaK 1 'POMAJCHKI opraHizauii; 2) MOCTa4aJbHUKH, 10 BKIIOYAIOTh, aje HE OOMEKYIOTHCS
TaKUMH: TIpoBaiiepy [HTepHET-TIOCITYT; MpOBaliAepy MPOrpaMHIUX CEPBICIB.

AxtuBOM y cdepi kibepOesmekn Moxe OyTH Oyap-IIo, MO0 Ma€ IMHHICTH IS (I3MYHOI 0cOOHM YH
opraHizamii. AKTHBH OXOILUTIOIOTh, aji¢ He OOMEXYIOTBCSA, HACTyIHHM: iH(pOpMAIis; MpOorpamHi 3acoowu,
HalpuKiag, KOMII'IOTEpHI mporpamu; (Gi3WyHi aKTHBH, HAIPHUKIAA, KOMITIOTEPH; CEpBICH; JIOIH, IXHA
KBaJiQikaIlis, HABUYKA Ta JOCBIJ; HeMaTepialbHI aKTHBH, HANIPUKIAJ, pemyTamis Ta iMymk. Kpim dizmaanx
aKTHUBIB, BIpTyallbHI OpraHi3aliiiHi akTHBM HaOyBaroTh Bce OuLTBmIOI miHHOCTI. OHIaWH-OpeHn Ta iHIII
MPEJCTABICHHS OpraHi3aiiil y KiOepmpocTopi OKpPEC/OTh 1i 00pa3 i € HACTUIBKH K BaKIMBUMH, SIK 1 11
CKJIa/I0B1 y peanbHOMy (hismuHOMy cBiti. Hampuknan, URL-anpeca ta indopmariist Ha BeO-caiiTi opraHizariii
€ 1l aKTUBaMU.
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Oxkpemi Wiki-CTOpiHKH IOIIEHO CTBOPUTH SK JUIsI KOKHOTO CTaHIapTy B MuJloMy (Tepelik Horo
MiAPO3IiUTB), TaK 1 JJII OKPEMHX IMiIPO3IITiB Ta BHU3HA4YeHb. KpiM TOro, HOIIIHPHO BUKOPHUCTOBYBATH
rinepnocwianas Ha iHmi Wiki-pecypen, mpumipom, Ha Bikimemiro abo Ha elekTpoHHY Bepcito Bemmkoi
yKkpaincekoi ennukinonenii (e-BYE).

TakuMm 9rHOM, SIKIIO BXKe MoOynoBaHa oHTONOTII MOBOr0 OWL, Toxi ii ZOCHTH MPOCTO BUKOPHUCTOBYBATH B
Semantic MediaWiki. Ane 3BOpOTHHIA IIpoIiec HE MOXKe OYTH IIIIKOM aBTOMAaTH30BaHWH. biympm Toro, mpu
aBTOMAaTH4HIN reHeparii onrosnorii 3a Semantic MediaWiki OynyTs 3aryGmeHi BiloMOCTI, IO MIiCTSATbCS B
OWL-oHTOINIOTIT Ta CTOCYIOTBCSI XapaKTepHCTHK KJIACiB i BIACTHBOCTEH, 10 HE MaloTh aHaioriB y Wiki
(30KpeMa, MPO CKBIBAJICHTHICTh KJACIB 1 BIACTUBOCTEH, TXHIA HEMEPETHH, MPO IXHIO O0JIACTh 3HAYCHHS i
BU3HAYCHHS). Y TOM JXe 4ac, 4yacTWHa KoHTeHTy Semantic MediaWiki He Moxxe Oytu Oe3mocepeqHbO
TpancdopmoBana B onroiorii [20]. Hampukmnaa, Toi ¢akr, 10 B CTOPIHKaX BUKOPUCTAHUH OIHI 1 TOH e
m1abJI0H, TOBOPUTH MPO TE€, IO Ha IUX CTOpIHKaxX onucaHi iH(opmamiiiHi 00'€eKTH OJHOTO THITY, aje I
BiJOOpakeHHSI [FOTO B OHTOJOTii Tpeba CTBOPHUTH cHemu(idyHWHA Kiac 1 3B'A3aTH HOTO 3 EIEeMEHTOM
CTOPIiHKH. AJie TIOTIM 3a TaKOIO OHTOJIOTii HEMOXIIUBO 3pO3YyMIiTH, 10 Tpebda ctBoputr B Wiki — mabmon un
KaTeropito: BHOIp 3aleXHUTh Bif KopucTyBada, TomMy mo musi 1O 3i cmemudivnoi, ame (opmanizoBaHOO
CTPYKTYpPOIO JIOIIFHO CTBOPIOBATH MIA0JIOHH, a y BCIX IHIINX BHUMAAKAaX — CTOPIHKH, IO OYAyTh BiTHECEHi
o sAKOi-HeOynp Karteropii. KpiM Toro, He MOXJIHBO 3B'S3aTH 3 KIacOM OHTOJIOTii HE BCIO CTOpIiHKY, a il
KOHKpPETHHH ()parMeHT (KpiM THX BHIAJIKIB, KOJX B HHOTO € Ii/13aTr0JIOBOK).

BucHoBkH. BukopucToByOUM NaHi 3 MepeX Ta KOMII'IOTEpIB, aHAJITUKH MOXYThb BUSIBUTH KOPHCHY
iHpOpMaIlil0 3 JaHWX, BUKOPHCTOBYIOYHM aHATITHYHI METOAM Ta mporecu. Hayka mpo kibepOesmeky yce
Oinble MOYMHAE CXHJISITUCS 10 BUKOPHCTaHHS 3HaHb MPO JoMeH. L[ TeHaeHUis cnpHUYMHEHa Cy4aCHUMH
atrakamMu Ha ocHOBI APT (posmmpeHi mocTiiHi 3arpo3u), QIMIMHrOM Ta BUKYIMHHM I[POrPaMHHM
3a0e3nmeueHHsIM, SKi 3HAXOAATHCSA Y CTalii HMOCTIHOTO 3pOCTaHHS, i Bil HUX YyC€ CKIAIHINIEC 3aXUCTUTH
opraHisario 4u KopucTtyBada. L[ curyaris 3mycuia 6arathox (axiBLiB 3 KibepOe3rekn BKIaJaTH KOIITH B
IHTENeKTyali3amifo wiaThopM KidepOesmekn, mob crnpoOyBaTH BHIIEPEOUTH OCTaHHI 3arpo3u. OmHUM i3
HAIpSMKIB, KU IIOYMHAE CHOTOIHI MBHIKO PO3BUBATUCS, € KOHICIILisS CTBOPSHHS OHTOJIOTII, 8 TOYHIIIIE -
kibeporToorii. OHTONOTIA KibepOe3neKH Iie CYKYIHICTh IMOHATH 1 KaTeropi y mpeaMeTHii obmnacrti, ska
MOKAa3ye iX BIACTUBOCTI Ta B3a€MO3B'3KH MK HAMH 1 BOHA MPHU3HAYCHA [UIA MATPUMKH iHTETparii 3HaHb B
cucreMax KiOepOesneku. OHTONOTISE MICTUTh KOHIENTyali3allilo JOMEHY KiOepOes3leku, BKIIOYae Ta
IHTErpye pi3HODiJHI CTPYKTYpPH IaHUX Ta 3HAHb 3 PI3HUX MIACHCTEM KiOepOe3nekH, a TaKoXK CTaHJapTH
kibepOe3neku._KibepoHToII0Tii CTal0Th aaNTUBHUM CIIOBHUKOM JIaHHMX, 3aCTOCYHKIB Ta B3a€MOBIJIHOCHUH i3
KOPHUCTYBauyaMH, SIKMH MOXKE TTOKPAIIUTH TTOBEIIHKOBUII aHaji3 Ta JONOMOITH 3yUHHUTH PO3MOBCIOIKEHHS
3arpo3 JI0 TOTOo, SIK PO3MOBCIOIATHCS MOIIUPEH] iH(EKIii.
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THO®OPMAIIMHA NITPUMKA JIFOJEN 3 TPOBJIEMAMM 30PY HA OCHOBI
MIKPOXBHJIBOBOT'O PAJAPY AWR 1843

Topbatenko Anactacisa, ArTomryk CeiTiaHa

Ooecviuti HayionanbHull noaimexHivnul ynigepcumem, npocnekm Llleguenka, 1, Odeca, Odecvka obracmy,

65044, Yrpaina
nastya000511@gmail.com

AHoTtanis. Y cyyacHOMy CBiTIi Bce Oinble MNpOLECiB MOXYTh OyTH aBTOMAaTH30BaHi 3a
JIOIIOMOT'0I0 BUKOPUCTAHHSI eJIEKTPOHIKH 1 KoMmiT'totepiB. Cdepa TeXHIUHOTO 30py — OJIUH i3 TOJIOBHUX
CBITOBHX TPEH/IIB.

CucteMH TEXHIYHOTO 30Dy 3apa3 BBAXKAIOTHCS HEBiJ €MHOIO YaCTHHOIO 0araTboX MPOMHCIOBHX
MIPOLECiB, TOMY L0 BOHM MOXYTh HPOIIOHYBAaTH IIBUKi, TOYHO BiATBOPEHI MOXIHBOCTI KOHTPOJIIO.
Hanpukian, y xap4oBiif IPOMHCIIOBOCTI, JIe CHCTEMa TEXHIYHOTO 30pY Bilirpae BHpIMIANBEHY POJIb Y
mporecax, KOJH INBUAKICTH 1 TOYHICTh HAI3BHYAWHO BAXIHBI 1 JOMOMAararmTh 3a0e3NmeunTd
KOHKYPEHTHY mepeBary ais BHpoOOHHKiB. CaMm XapuoBHH NPOAYKT TEPEBIPSETHCS HA MpEeIMeT
KOHTPOJIO 1 SKOCTI MOpIiH, a TakoXk Ha SKICTh YyIAaKOBKM 1 MapkyBaHHiI. Kpim Toro, Ha
(hapMaLeBTUYHOMY PUHKY IOTPIOHI HAHBUMOTITHUBINII cUcTeMH OauyeHHs, SKi HEe TUIbKH MEepeBipsIOTh
NPOJXYKTH, alleé TaKOX IePEeBIPsIOTh BHUKOPUCTAHHS Ta HAJNAIITYBAaHHS CHUCTEM, 3a0e3leuyrodu
TIpaBWJIbHE JJO3YBaHHS 1 KOHTPOJIb 32 MPOIeCaMy BUTOTOBJICHHS JIiKiB.

Byno 3anmpomoHOBaHO BUPIIINTH 32 JOIOMOTOI0 CTBOPEHHS CHCTEMH TEXHIYHOTO 30py COIiaIbHO-
3HAYyIly Opo0JeMy MiATPUMKH JIIOCH 3 mpobsiemMamu 30py Ha ocHoBi mmWave pamgapy AWR 1843.
Jns nropeir 3 mpobOiieMaMu 30py JaHa TEXHOJOTIS € HEOOXiIHICTIO Ta MOXKIUBOCTIO BUJIBHO
IepecyBaTUCh y MNPOCTOpi. Aue ICHyIOdYi pIIIEHHS HE € JOCKOHAIMMH Ta HE MalOTh BEJIHUKOTO
PO3IIOBCIOKEHST cepen Jironeil 3 mpobnemamu 30py. Takoxk y MoJambIIOMy pO3pOOJICHHH MeTo[
JICTeKTYBaHHS MOKE BUKOPHCTOBYBATHCS Y IHITMX CUCTEMAaX TEXHIYHOTO 30DYy.

Karouosi cioBa: mmWave, AWR 1843, npobiemu 30py.
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1. AmHaJji3 MOKIHBOCTEl BUpPillIeHHsI MPO0JeMH cJ1a0030pHX JIIOJIei 32 JOMOMOI0I0 TEXHOJIOTii

TeXHIYHOI0 30py

1.1 Awnaui3 npeqMeTHoi 00J1acTi

Po3poOka cuctemMu TEXHIYHOTO 30py CKJIaHUN OaraToeTamHuil mpouec.

Komm'torepnuii 3ip abo Komm'totepae 6adeHHsT — Teopist Ta TEXHOJIOTISl CTBOPEHHSI MAILUH, SIKI MOXYTb
MPOBOJIMTH BUSIBIICHHS, CTEXKEHHS Ta Kiacuikamito 00'ekTiB. Sk HaykoBa AMCIMILIIHA, KOMIT'IOTEPHHUN 3ip
HaJISKUTh JI0 TEOpil Ta TEXHOJOTii CTBOPEHHS IITYYHHUX CHCTEM, SKi OTPUMYIOTH iHQOpMAIiI0 y BHUIIISAL
300pakeHs. Bimeomani MoOXyTe OyTH mpenctaBieHi y Burisgi Oarateox  ¢GopMm, TakmX SIK
BiZICONOCITIIOBHICT, 300paXCHHS 3 Pi3HUX KaMep a00 TPUBHUMIPHHMH NAaHUMH 3 MEIUYHOTO CKaHEpa Ta
iHIIe.

1.2 Amnani3 3arajbHoi cutyanii y cdepi TexHiaHoro

OO6nacTh KOMITIOTEPHOTO 30py MOXKE OyTH OXapaKTepH3oBaHA SK MOJIOJa Ta pi3HOMaHIiTHa. I, Xoua
ICHYIOTh OLJIBIII paHHI POOOTH, MOXHA CKa3aTH, IO TUTbKU 3 KiHlg 1970-X MOYaaoch iIHTCHCHMBHE BUBUCHHS
uiei mpoOyieMH, KOJIM KOMIT'IOTEPH 3MOINIM KepyBaTH OOpOOKOI0 BeNMKMX HAaOOpIB JaHWX, TaKuX SK
300pakeHHs. OpHak, I JOCHIDKCHHS 3a3BHYail MOYMHAIKCH 3 IHIIMX Taiy3eH, i, BIAMOBIAHO, HeMa
CTaH/apTHOTO (DOPMYIIIOBAHHS MPOOJIEMHU KOMIT'IOTEPHOTO 30py. Takoxk, i 1je HaBiTh OLIBII BaXKJINBO, HEMa
CTaH/apTHOTO (hOPMYJIFOBAHHS TOTO, SK IMOBMHHA BHPILIYBaTHCh NPOOJieMa KOMITIOTEPHOTO 30py. 3aMiCTh
TOTO, iICHYE Maca METOJB JJIsl BUPILICHHs PI3HOMaHITHUX CTPOTO BU3HAYECHUX 3a/1ad4 KOMII'TOTEPHOIO 30Dy,
Je METOAM YacTo 3aleKaTh BiJ 3aJa4 1 PIIKO KOJHM MOXYTb OyTH y3arajbHEeHi A IIMPOKOro KoJja
3acTocyBaHHS. barato 3 MeToiB Ta 3acTocyBaHb BCE LI 3HAXOIAThCA Ha cTalii (yHIaMEHTaJbHUX
JOCTIKCHB, aje BCe OLIbINa KiIbKICTh METOMIB 3HAXOAWUTH 3aCTOCYBAHHS B KOMEPIIHHHUX MPOAYKTaX, 1
BOHH YacTO CKJIJIAI0Th YaCTHHY CKJIAHIIIOl CHCTEMH, sIKa MOXKE BHPIIIyBaTH CKJIaJHi 3a1a4i (HapuKiaz, B
ramy3i MegudHUX 300pakKeHb a00 BUMIPIOBaHHS Ta KOHTPONIO SKOCTI B IpOIlecax BHPOOHHITBA). Y
OLIBLIOCTI MPAKTHYHHUX 3aCTOCYBaHb KOMIT'TOTEPHOTO 30py, KOMI'IOTEPH MOMNEPEAHBO 3alpOrpaMOBaHO s
BUPIIICHHSI OKPEMUX 3a/1a4, ajle METO/IH, 1110 0a3yIOThCS Ha 3HAaHHSX, CTAIOTh BCE OlIbIle y3araibHEHUMHU.

1.3 BupimenHs npodjemMu cj1a0030pHX JI0ei 32 T0MOMOTI0I0 TEXHOJIOTIl TEXHIYHOT 0 30py

AKTyanbHICTh TeMH. 3a JaHuMH BCecBITHBOI OpraHizailii OXOPOHHU 3[I0POB's, B YChOMY CBIiTI HAMIYYETHCS
6513bK0 39 MiNBIOHIB Cllinux Jitozieit i 246 MiJIbHOHIB 3 TOTaHUM 30POM.

22% CTaHOBUTH MOJIOJb MPAIE3laTHBOTO BiKy, TOOTO NPAKTHYHO KOXEH ITATHH 3 yciX CINuX i
C1ab030pHX.

Y IpOIeHTHOMY CITiBBiTHOIICHHI, KITBKICTh 1HBAIIIIB MO 30pY IO BiTHOMICHHIO IO HACEJICHHS 3emi (3a
nmaaumu OOH) cTaHOBHTB:

39000000 + 7021836029 = 0,0055 morHicTio ciimi (abo 0.55% nacenenns) 246000000 + 7021836029 =
0,035 inBamigu no 30py (abo 3.5% HaceneHHs).

Jlroneit, sixi mo30aBieHi MOXJIMBOCTI 0QYMTH Bl HAPOKEHHS a00 uepe3 XBopoOy, B AaHUii yac B YKpaiHi
HamiuyeTbest 300 ThCsY.

3a gomomorow 30py JsoguHa otpumye 80-90% indopmarii mpo HaBrogummHIN cBit. Jloaei, ski
M030aBJICHI TaKOi MOKJIMBOCTI BiJl HAPOHKEHHS ab0 yepe3 XBOpoOy, B qaHuil yac B YkpaiHi HamiuyeTses 300
THCSY. 3a MaHUMK BCecBiTHROT OpraHi3ailii OXOpOHH 370POB's, IOPOKY KINBKICTh CIIMHUX y CBITI 3pOCTa€e Ha
1 MinbioH 0Ci0, KOXHI 5 CeKyHJ BTpayae 3ip OJHA JOpocia JIOJMHA, KOXKHY XBHJIMHY - OJIHA IMTHHA.
lopiuno B YKpaiHi iHBaJIiiaMH BHACIIJOK BaJl 30pY BU3HAIOTH OJM3bKO 12 THCSIY YOJIOBIK.

OO6csr puHKY U1 YKpaiHu.

[pn minimanbHiK BapTocti npuctpoto B 100 y.o. obcsr punky 30 MitH nomapis.

ITpu Baptocri B 400 y.o. - 120 M= nonapis.

CrporonHi B CBIiTI HamiuyeTbes Oinmprre 40 MUTBHOHIB ciinmux: jrojaed. KpiM ciminux Bif HapOIKCHHS,
3'SIBIIETHCA BCe OLNBIIE 1HBAJIAIB 1O 30py B Pe3yNbTaTi HEIIACHUX BHUIAKIB i BIHCHKOBHX AiH. 3 KiHI 90-X
POKIB CHioCTepiraeThCsi OMiTHE 301BIIEHHST YHCa JIOJEH, sIKi BTPATHIN 3ip. JIOMOMOITH TakuM JIOISM
BimdyyTH ceOe TIOBHOI[IHHAMH AaKTUBHUMH UJ€HAMHM CYCHUIBCTBA — HAWBKIUBINIE 3aBIaHHSI
peadisliTaioHHUX MEHTPIB 1 KT BiTHOBICHHS MPaIe31aTHOCTI CIIMUX.

CrpaBxHsi peabisiTarliss He 3BOAUTHCS JIUIIE O CTBOPEHHS JUIS iHBANiMIB JSSKAX MaTepialbHUX OJar,
MpaIeBJalTYBaHHs Ta HaJaHHS MOXJIHMBOCTI OTpUMYBaTh OCBiTy. [Ipobrema HabGaraTo rimOre: 3apa3 €
CMyTra BIIUY)KEHHS MDK CINuUMH 1 3psuuMu. JlroguHa, no30aBieHa 30py, 0cOONMBO, TIJIBKH IO BTPAaTHB
Horo, BigYyBa€ BENMYE3HI IICUXOJIOTIYHI TPYJHOI, BiJUyBa€ CBOIO HEIOBHOLIHHICTB, 4YacTo
JIMCTAaHIIIOETHCS BiJl CYCHIILCTBA 1 BTpadae Bipy B cBoi MoximBocTi. ToMy mepen LeHTpamu peadimiTamii
CTOITH 3aBAaHHS JONOMOITH CJINMM B IIOJIOJaHHI HETraTHMBHUX HACIIJKIB BTpaTtu 30py, (GopMyBaHHI
PO3yMHO-ONTHMICTUYHOIO TMOTJISAY Ha CIINOTY 1 BUpOOJIEHHI ajekBaTHOI ocobucricHOi ycraHoBkH. Jlois
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0COOHMCTOCTI 3aJIeKUTh HE BiJ caMoro nedeKTy, a BiJ HOro collialbHUX HachiakiB. JlyXe BaKIMBO HE JAaTH
chopmyBaTHCS KOMIUIEKCY HETIOBHOITIHHOCTI.

AHari3z 1ocBigy poOoTH peadimiTariifHIX IEeHTPiB PO3BHHEHNUX KPaiH MOKa3ye HACTYITHE: JKUTTE3MATHICT
Cy4JacHOI CHCTEMH COMiaJbHOI peadiiTamii MOSCHIOEThCA THM, IO AOCSATHEHHS IEeJaroriku BAANOCS 3'€JHATH
3 OCATHEHHSMH HayKOBO-TEXHIYHOTO mporpecy. B YkpaiHi ik, B CHITy cepHo3HHX €KOHOMIYHUX MPoOIeM,
MMUTAaHHS PO3BUTKY TEXHIYHHUX 3aC0O0IB TOTIOMOTH CIIIUM BUPILIYETHCS AyKe MOBUTBHO. | He3BaXkarouu Ha Te,
0 OUIBLIICTh KEPIBHUKIB 1 MelaroriB peadimiTallioHHUX LEHTPIB 3rojHI 3 HEOOXiJHICTIO BIPOBAIKYBaTH
HOBI PO3pOOKH i BHHAXOJW B JKUTTS CJIINHUX, MOKH IM JOBOJIUTHCS OyayBaTu Ipouec Ha 0a3i BKe JTaBHO
BiZIOMHX IIPUCTOCYBAaHb.

1.4 O030p cTynmeHHs BUBYEHOCTIi Ta HAYKOBOI po3podjeHOCTi MpodjeMH TEXHIYHOro 30py AJs
Jojeii 3 npodaeMaMu 30py

Bxe 3 50-x pokiB XX cromiTrs B moOyTi ciinuMx, 0ocoOJMBO, B PO3BMHEHUX 3aXiHUX KpaiHax,
BHKOPHUCTOBYIOTBCS Pi3HI JETEKTOPH MEPEIIKOi i CHTHANi3aTOpH HeOe3leKkH, BUKOPHUCTOBYIOWI 3a3BHYAM
iHppauepBOHY ab0 YIBTPa3BYKOBY JIOKalifo. HaiOimbmm ckiamHOIO MPOOJIEMOI0 NPH LBOMY € CIOCiO
MpeACTaBICHHS iH(QOpMAIl PO TeOMETPil0 HaBKONWIITHBOTO CEPEAOBHUINA Y BUTIISML, SIKHH CIpHIIMAa€eThCS
cminmamu. OTHUM 3 OUTBII MPOCTHX 1 MOIIMPEHUX CIOCOOIB MOOYIOBU JOKAaTOpa IS JIIOJCH 3 BaaMH 30py €
TaK 3BaHUM IHIMKATOp «BUIBHOTO HIIIXy» [1], sikmif BHKOpHCTOBYeE iH(padepBOHE, ab0O YIbTPa3BYKOBE
BUIIPOMIHIOBAHHS [UIsl 30HIYBaHHS IIPOCTOPY Mornepeay KopuctyBada. [Ipn mosiBi mepemkoan B 30H1 Jokamii
npwiaa GopMye B TOMY YU 1HIIOMY BHUIJISAI cUrHAN HeOesneku. CymuTu mpo po3rairyBaHHs 00'ekTa 1 mpo
0co0IMBOCTI oro opMu Taxi Npuiiaid He J03BOJISIOTH, ajie IM NPUTAMaHHI Taki MepeBaru K MpoCTOTa
OCBOEHHS 1 JICIICBU3HA KOHCTPYKINi. 3aCHOBHMKAMHU ILOTO HampsMKy € benxam, Benmxamin, Paccen,
AdmcTpoHr.

Jpyra rpyna — OUIbLI CKIIATHUX MPHUIAJIB, SKi 3HAYHO BUIPAIOTh 3a 00CSTOM OJIepKyBaHol iHdopmarii —
nependayae MakcuMallbHE BUKOPHCTaHHS CIyXy KOpHCTyBada. Taki mpuiaau BKE JO3BOJISIOTH BH3HAYATH
BiJICTaHB 1O OJHOTO 200 NEKITBKOX MEPENIKo]l OMHOYACHO, a TAKOXK OIIHIOBATH MIBHIKICTH IX MEpEMIIIeHHS.
JlokaTopu mi€l TpynW, IO BHKOPHCTOBYIOTH OiHaypalbHE CIPUIHATTA, AO3BOJIAIOTH TAKOX OLHIOBATH
HaTPsAMOK Ha mepenrkory. HaiOimpI BimoMuM po3pOOHUKOM i JOCITITHUKOM ITi€l TpyIH B 3aXiTHUX KpaiHax
e Keii [2]. Y CH/] #ioro mocninoBHuKamu € 3eHin B.S. i Canpuxin B.A.

Tpetiii HampsiM y pPO3BUTKY —ysBICHHA (poHTANbHMX 0O0pa3iB cepemoBuina. B Takumx mnpuiamax
BHUKOPUCTOBYETHCS TEJICBi3iiiHA Kamepa, a IH(QOpMallisi MPO CEepPEeIOBHIIEC MMOCTYHACT Yepe3 MATPHUILO
TaKTHJIBHUX CTHMYJISITOPIB, PO3TAIlIOBAaHMX Ha MOBEPXHI SKOI-HEOy[b AUISHKH TiJla KOpPHUCTyBaya (METO.
Kouminca), abo dyepe3 MaTpHItO HEHPOCTUMYJISITOPIB, IMIUIAHTOBAHHX B MO30K. B mepiiioMy BapiaHTi OCHOBHA
npobiiemMa ToONsArae B HHU3bKIM PO3MUIBHIM 30aTHOCTI, a B JAPYroMy — B HEOOXiJHOCTI ONEpaTHBHOTO
BTPYYaHHS B MO30K 1 y BUCOKiil BapTOCTI IPUCTPOIO.

AHati3 icCHyrounX pinieHs. [1opsi 3 KITaCHYHUMHU METOAaMH aJariTalii Cinoi Joauau (cobaka-moBoaup,
TPOCTHHA), ChOTOJIHI 3'SIBIIETHCS BCE OLTBINE €IeKTPOHHUX MPUCTPOIB MOMIOHOTO Mpu3HaueHHs (Tadi. 1).

Ta6auns 1. CydacHi pilmeHHs I He3psUuX JIFoIei

Hassa Bxinnuii Crosimienns | Bisyansue Hasiramis | Lina,
MIPUCTPOIO CHUTHAII npo YSIBJICHHS y.O0.
neperopoy | mpucTporo
Enexrpo- Haruuk Y3 | Bibpo abo Bpacner Ha — —
COHap 3BYKOBHI 3arr'scri
CHUTHAI
Ultra Cane Harunk Y3 | Bibpocursain Tpoctb - 618
COHAP-1 Jatunk Y3 | Bibpo abo Tpocts — -
3BYKOBUIt
CHUTHAI
COHAP-3 Jatunk V3 3ByKOBHI ITinBicka Ha — —
CHUTHAI i
OrNavi Koopaunaru | I'onocose Iynsr GPS- 360
3 GPS- CIIOBILIIEHHS YIIPaBIiHHS
[JIOHACC JIo-
MORYI HACC
OorCVv Bineo Tonocose Okyisipu — 230
Kamepa x2 CIOBIIIEHHS
vOICe Bineo 3ByKOBI OkysipH, GPS 600
Kamepa o0pasu LIOJIOM 3
KaMeporo
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Ane maHi pimeHHS 30BCIM HE KOPHUCTYIOTBCS TOMYJAPHICTIO cepel HEe3psSInx Ta cIab030pHX JIFOICH.
[lpyurHa BOTO @X HiSK HE B KOHCEPBATHBHOCTI JIIOACH 3 OOMEKECHHMH MOXIIMBOCTSAMH. AJDKE BOHH 3
3aJI0BOJICHHSIM KOPHUCTYIOTHCSI MOOUTEHMM 3B'SI3KOM, ITOCITyTaMH CliemiamizoBaHux call-rieHTpiB Ta iHMMMHA
JOCATHEHHSAMH Tiporpecy. Posranky ciix mykatu B GyHKIIOHAIBHOCTI IPUCTPOIB.

2. MeToauka 1eTeKTyBaHHS MepelIKo] Ha 0CHOBi MikpoxBWJIL0BOro pagapy AWR 1843

21 OCHOBHI NIPUHIUIH POOOTH MiKPOXBHJIBOBOT0 Paaapy

[IpuHIIMD poOOTH pamionokaTopa Mae Ha yBa3i HAABHICTH JBOX OCHOBHHMX KOMITOHEHTIB: IpHuiiMaya i
nepenaBada (puc. 1). IlepemaBad (opMye BHCOKOYACTOTHUH CHUTHAN, SKUH, BiIOMBAIOYNCH BiJl MEPEIIKO,
¢ikcyerscs mpuitMadeM [3]. 3a BeNWYMHOIO 3aTPUMKH MUK TEpeJaHUM 1 MPUAHSATHM CHTHAJIOM MOXKHA
po3paxyBaru Binctanb 1o o0'ekta. Kommanis T1 mis BupimieHHS 3aBIaHHS BHABICHHS OO'€KTIB IPOIIOHYE
BUKOPUCTOBYBaTH TexHonoriro mmWave (Millimeter wave) 3 MUTIMETPOBHM [ialla30HOM IOBXHH XBHJIb.
Posrnsiremo nesiki ocobmauBoCTi i (hizndaHOI peamizarii.

@ AHTeHa
nepegaeava @
Y @ leHepatop
o N
=3

rd

AHTeHa IF curnan
npuiimasa MepereoploBay
YacToTH

Puc. 1. Ctpykrypa ceHcopy HaOIMKECHHS
Ha BigmiHy BijJ TpaguLidHUX paJlapHUX CUCTEM, B IKUX BUKOPHCTOBYIOTh IMITYJIbCHY IEpeaady CUIHAIY,
B mmWave 3aCTOCOBYEThCS 4YacTOTHO-MOIYJhOBaHUI OesmepepBHuit curHan (frequency modulated

continuous wave, FMCW) (puc. 2). YactoTa curHaiy niHiitHO 3MiHIOeTECs B Yaci Big 77 [T go 81 I'Tx i
Hazaj.
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Puc. 2. ITouaTkoBuii curaan B gatunkax mmWave Big Texas Instruments

Sk 1 B 3BMUaliHOMY pafiojokaTopi, B mmWave mpsMa pagioxBWIsl Jocsrae 00'€kTa, BiIOUBAETHCS 1
MOBEPTAETHCS HAa3all J0 JaTumka, Ae (GikcyeTbcs mpuiimadem. Ilicis 1poro BHUXigHA 1 BigOWTa XBHIII
MUKIIHPYIOTCSL B MEPETBOPIOBadi 4acToTh. Pesynpryrounii Buxiguwmii curaan IF (intermediate frequency)
IiKaBU{ TUIBKM B MOMEHT MEPEKPUTTS BUXiAHNUX cUrHaiiB (puc. 3). IIpu nboMy BiH Ma€ MOCTiHHY 4acToTy i
(a3y, piBHy pi3HHLI (a3 BUXIAHUX CHTHANIB. BUKOpHCTOBYIOUM HECKIa/HI NIEPETBOPEHHS, 32 OTPUMAHUMHU
JTAaHUMH MO>KHa BU3HAYUTH BiJICTaHb JI0 00'€KTa.
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Puc. 3. 3cyB mpsMoro i BiZOMTOTO CHTHANIB 1 OTPIMAaHHS BUXiTHOTO CUTHAITY IIOCTIHHOI 9acTOTH
Texnomnoriss mmWave 103BoJIsiE BUSBIATH KiJTbKa 00'€KTiB ogHOYacHO. [Ipy IboMy B CHEKTPi BHXiIHOTO
curHany IF OymyTe mpucyTHi Kibka TOHOBHX 4acToT [4]. KokHa ckiramoBa cexTpa Moke OyTH BHIiICHa 3a

ZorIoMororo iepetBopeHHs Dyp'e (puc. 4).

f CurHan einButuii

TX chirp - — .« Bif pisHux o6'exTie
¥

N~
// d

Puc. 4. OgHoyacHe BUABJIEHHS JIEKIJIBKOX 00'€KTIB

3a momoMororo mmWave BAAETHCS TAKOX JIETKO BHU3HAYATH YacTOTy OOepTaHHs pi3HHX 00'ektiB. J{is
IBOr0 MOTPiIOHO KiNbKa mepenaBadiB. KoxeH mepemaBad Gopmye CBiff CHTHAN 31 3MIIIEHHSIM OJUH IIOJO
omHoro. JIeTeKTyBaHHA BIAOMTHX CHTHAJIB BHPOONSETHCS OIHUM TmpHiiMadeM. B pe3ynprati Oyae
crocTepiratucs nepioandHe 3MimeHHs ¢a3u BuxigHoro curHany IF. 3 mporo 3MilieHHS MOKHA CYIHTH TIPO

pyx o0'exta (puc.5).
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Puc. 5. BusiBnenus pyxy o0'exra

[Tpu HasgBHOCTI Napu HpuilMadiB MOKHA BH3HAYATH HE TUIBKU BiJICTaHb 70 00'€KTa, aie i HOro KyTOBE
moJioxkeHHd (puc. 6). B manomy BHIAAKy Ui pO3paxyHKiB BHKOPHCTOBYIOTHCSI OTpPHMaHI 3HAYEHHS
BiJCTaHeil 10 KOXKHOTO 3 MpuitMadiB (d) 1 e1eMeHTapHI reOMeTPUYHI CITiBBiIHONICHHS.
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AHTeHHa AHTEHHbI
nepegar4uka npueMHUKa

Puc. 6. BusHaueHHs KyTOBOTO MOJIOXKEHHS 00'€KTa

3anponoHOBaHA TEXHOJIOTIS BHUSBISIETECA JOCUTH IEPCIIEKTUBHOIO U aBTOMOOIUTHHHX, TIPOMHUCIIOBHX 1

KoMepIiitHnx momatkiB [5]. Takox € myke HETPUBIAIBHOIO 3a7auei0 BUKOPUCTAHHS TAHOI TEXHOIOTIi st
JIOTIOMOTH CIinuM. J[aHa TEXHOJIOTiS € HOBOIO Ta IPHCTPOIB 3 BHUKOPHCTAHHIM Ili€l TEXHOJIOTII IIe He

MPE/ICTABICHHO HA PUHKY.

OpHak 10 cux mip ii peanizaiis yCKIaJHIOBAIACS IO HU3KOIO MIJTKOM 00'€KTHBHHMX MPHYUH. MOXKHA
BUIUTUTH TPU HAWOUIBII 3HAYYIIUX 3 HUX:

* HeOOXIZHICTh CTBOPEHHS CKJIQJIHOI CUCTEMH, siKa 00'€JHy€: MepeiaBadi, IpuiimMadi, CHHTE3aTop 4acToT,

BU-ananorosi nanirorn Moy i i aemoayisitii, [AIT, ALI, nporecop;

* HEOOX1/THICTh BUKOPUCTAHHS IUCKPETHUX KOMIIOHEHTIB, 1110 HETaTUBHO MM03HAYaJIOCs HA BapTOCTi [6];

* 3HauHI rabapuTH CUCTEMH, 1110 HE JI03BOJISIO CTBOPIOBATH KOMITAaKTHI MOOUTBHI IPUCTPOT.

2.2 BusiBJEHH{ 32JI€KHOCTel BiIOUTTS CUTHATY Bil THIY MepeIKoIu

Jus memoHcTpyBaHHS MoXimBocTelh mmWave pagapy AWR 1843 Ta 3HaX0KeHHS 3aKOHOMIpHOCTEH

OyJI0 MPOBEACHO EKCIICPUMEHT JICTEKTYBaHHS Pi3HUX IIEPEIIKO Ta 3BSICHO Y TaONUIIIO 2.
Jani oTpmMaHi y XOHIi IIbOTO Ta IHIMIMX EKCIEPEMEHTIB OyJI0 IMOKIAJeHO B OCHOBY METOAHMKH

JACTCKTYBAHHA IMCPCUIKO.

Tadauus 2. CyyacHi pilleHHs JJI HE3pAUUX JIIoAen

Tun nepenrkoau Po3mip Bigcrans ~ Ammityna [pumitka
MIepeNIKo/l peanbHa
U, cM (BuMipeHa
CEHCOPOM),
cM
Apkynr narnepy 15*21 50 (52) 92
Kuroui 8*3*0,8  50(56) 80-115 Bix mOBOPOTY IUIOMIMHH KITFOUiB
3MIHIOETHCS aMIUTITYAa Bil PaKTHIHO
HE MOXKJIMBO BiJOKPEMHTH BiJI IIyMY J10
sIpKOBHIeTIeHHOTO (AMIutityza 115)
3aiizo 16*12,5 50 (56) 115
Crina 200*400 50 (56) 112
[TnacTuk 12,5*14 50 (52) 120
TkaunuHa 19*19 50 (56) 95
(6aBoBHsIHA
XYCTHHKa)
Tuyp 0,5*100 50 (-) - Bakko BUITUTH IIHYP CEpes IIyMy
TUIACTUKOBHUH

BEPTHKAJIb-HUH

Ha pucynky 7 HaBeneHO BIIOWTTS CHTHalIy BiJl METaJUICBOi IUIACTHHHM, L0 JEMOCTPYE SKiCHE
pO3ITi3HaBaHHS METAJUIEBUX IEPEIIKO]] 32 JOIIOMOTOI0 MIKpOXBMIBOBOTO paxapy AWR 1843. Amnanoriuni
eKCIIepUMeHTH OyJli BUKOHAHHI JUIl 00’€KTiB 3 pi3HMX MarepiainiB Ta pi3HOI (GOpMH, TaKk SIK Ha SKICTh
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pO3Mi3HABaHHS BIUIMBAa€ HE TIJIBKKM MaTepiall MepemKkond, a Takok (opma. Uum Oinmbine KyTiB Mae
MepeIKkoa TUM HIKUE CHIIA BIIOUTTS CUTHAITY Ta TUM BHIIE BIpOTiHICTh HE TIOMITHTH TIEPEIIKOY.

C} ==

X-Y Scatter Plot Range Profile for zero Doppler

120 " Prim —— Range Profile
angs Fraiie Detected Points
Noise Profile

100|

|
Al
\w L“ﬁ\wmhw AL /ﬁ

Distance along longitudinal axis (meters)
Relative Power (dB)

Distance along lateral axis (meters) Range (meters)

Puc. 7. JlerexTyBaHHsI METaJeBOI IJIACTUHU
2.3 Apxirektypa aJs peajizauii cuctemu inopmaniiinoi minTpuMKn aroaeii 3 mpodiaeMaMu 30py

JyXe BaXIHBO PO3YyMITH 5K BiOYyBa€ThCS OOMIH JaHHUMH MK KOMIIOHCHTAMH HAIIOi CHCTEMH, TOMY
CTBOPCHHS 3aTrajbHOT apXiTEKTypPH € HeOOXiTHUM.

Cucrema CKIIaIa€THCS 3 AEKITBKOX TOJIOBHIX KOMITOHEHTIB:

— MikpoxsunsoBuii pagap AWR 1843;

— Komrm’totep (o0 Moke OYTH TPEACTABICHHN SK TEPCOHAILHUM KOMIT IOTCPOM, TakK 1
MIKpOKOHTPOJIEPOM 3 OIepaIliifiHOI0 CHCTEMOFO, Hanpukian, Rasberry);

— Kopucrysau.

Mu BHKOPHCTOBYEMO 3aBOJACHKY MNpOIIMBKY. [lepimodeproBo cTBoproeMo KoHGirypauiinuii dain 3
napaMeTpamMH Ta BifmpariseMo 3 koM roTepy Ha AWRI1843, B pe3ynbTaTi 40oro Mu 3a1a€MO JaHi, sSKi HaM
HEOOXiTHO OTpUMATH Ta B SIKOMY BH-TJIsiIi. BukopucToByeThesi cxema konyBanus TLV (Type-length-value)
s oominy manumu Mik AWRI1843 Tta mporpamoro Ha komm torepi (puc. 8). [nsg KokHOro Kampy
HAJICWJIAEThCS TIAKET, IO CKIIAA€ThCs 3 (PIKCOBAHOTO PO3MIpy 3arojOBKa KaJpy, a MOTIM 3MIiHHOI KiJIBKOCTI

TLV.
Frame
= (O e L

Y

TLV, TLV, TLV,

Puc. 8. ®opmat nanux

Jnst oTpuMaHHs AaHuX Oylio po3po0ieHo mapcep NaHuxX. Mu otpumyeMo MacuB OalTiB. [IJisi KOXKHOTO
TLV anroputm po30opy pi3Huii. Ajie y BCiX € oHa 0C00aUBICTh. [Ticiiss KOKHOTO 3BEPHEHHS 10 CIIEMEHTY
Oydepy My MOBUHHI 3MICTUTHUCS Ha HACTYITHUN €JIEMEHT.

2.4 IIapcHHT CINCKY BHSIBJICHUX 00’€KTIB

Cnucok BUSIBICHHX O0’€KTiB ysBIsiE cO00r0 ysiBisie coboro MacuB jaHux y ¢opmari TLV (Tun-
JloBxknHa-3HAUCHHS).

Tum: MMWDEMO OUTPUT MSG DETECTED_ POINTS)

Hosxwuna: (Kinmekicts BusiBeHnx 00'extiB) * (po3mip DPIF PointCloudCartesian_t)

3HaueHHA: MacuB BUSBIEHUX 00'€KTIB.
Iadopmarnis npo koxxeH BusBiIeHUH 00'ekT Binmosinae ctpykrypi DPIF PointCloudCartesian_t (tTabmurgt 3).

Taoauus 3. [IpencraBieHHs JaHUX

float X

X - KoopAuHAaTa B MeTpax. LI Bick mapasiebHa IUIONIMHI JaTYHKa i
CKJIa/Ia€ TUTOLIMHY a3UMYTa 3 BicClO Y.
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float y
Y - KoopanHaTa B MeTpax. L{s Bich nepneHaAnKyIsipHa IUIOMIHHI
JaT4yHKa, MO3UTHBHUH HanpsMOK Bi[[ JaTyuKka.

float z
Z - KOOpJiMHaTa B METpax. HH BiCBH rnapajicjibHa HJ'IOHlI/IHi JaTdyuKa Ta
3aJa€ IJIOMUHY BUCOTHU 3 OCHO Y. Ilo3uTuBHMI HalpsIMOK Z BUIIC
JaT4yHKa, a HEraTUBHUN HUXKYE JaTyuKa.

float velocity
OriHka MBUAKOCTI qoriepa B M / ¢. [I03UTHBHA MIBHIKICTH O3HAYAE,
1[0 L[iJIb BiJIalge€Thes BiJ AaTYMKa, a HEraTUBHA IIBUAKICTH O3HAYAE,
IO I[UJTb PYXA€ETHCS 10 JaTYHKA.

Komm kinpkicTe BHSABICHHX OO'€KTIB [OpiBHIOE HyIo, Iied enemeHT TLV He Haacwiaerscs.
MaxkcnmanbHa KUIBKICTH 00'eKTIB, SIK1 MOYHA BUSIBUTH B miaKanpi/Kaapi, -
DPC_OBJDET_MAX_NUM_OBJECTS.

OpienTanis oceit X, y Ta zZ BIIHOCHO JaTYMKa BilIMOBiTa€ HACTYIHOMY PUCYHKY 9.

z

(xy.2)

Puc. 9. Opienrarist ocei X, y Ta Z BiTHOCHO JaT4hKa
Bces ctpykrypa BusBienux o0'extie TLV mpoinroctpoBana Ha pucyHky 10.

Detected objects TLY

MmuDemo_output_message_tl
{Tag and Length)

DFIF_PeointCleoudCartesian_t

DPIF_PeointCleoudCartesian_t

DPIF_PeointCloudCartesian_t

DFIF_PeointCleoudCartesian_t

Puc. 10. Ctpykrypa TLV BusiBieHHX 00’ €KTIB.
AHanoriqHo Bij0yBa€ThCs MAPCUHT JAHUX NPO CHJIY CUTHAIIy Ha NEBHIH BijcTaHi Ta napcunr Heatmap.
2.5 MMapcunr Ta anaaiz Heatmap

Heatmap ysiBnsie codoro MacuB gaHux 256*8. BUkoprcTOByeMO MOJSIpHY CUCTEMY KOOpJIMHAT. 256 — 11e
KIJIbKICTb PSAKIB, 11 3HAUCHHS 32 3aMoBUyBaHHAM. OIMH psok BigoOpakae — 0.044 M. TobTo 256%0,044 =
11,264 m. Lle 3HauenHs 3a3Ha4eHO B KOH(irypauii. KiIbKicTh CTOBNIIIB TOPiBHIOE 8, Tak SIK BUKOPUCTOBYEMO
8 anren. KoxxHa aHTeHa mpaitoe B jaiarnazoni 15 rpaayciB. To6ro 3aranphuii kyt ornsimy AWR 1843y wiit
KoHiryparii cknanae mo 60 rpamyciB B o0uasi 6oku (puc. 11).

>

Puc. 11. I'pacdiune npencrasienns Heatmap
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AHanizyrourn Heatmap Mu BCTaHOBWIM 3aKOHOMIPHOCTI TpPHTaMaHHI IS JESKUX BHIIB TMEPEUTKO.
Hampukman, cxomam mpuTamaHi 3 CITIECKH 3 CHIIOIO BiOWUTTSA He Ounbmie 5000 oAMHUI Ta PI3HUI MiX
MaKCHUMyMaMH CIDIECKiB B miama3oHi Mk 5 Ta 10 roHiTiB. A Ui CTiHM @€ OAWH CIUIECK 31 3HAUYCHHSIM
oam3eko 7000-10000 oguHUIE.

BucHoBkH

Byno mpoBeneHo orysa CTyHEHs BHBYEHOCTI 1 HAyKOBOi pPO3pOOJIEHOCTI B XOJi SIKOro OyJo BHOpaHO
MiCIe JOCHI/DKEHHS 1 OyJIM MpoaHali30BaHi BXKE ICHYIOYI METOMUKHU. ByB MpPOBEACHUI OIS MPEeIMETHOT
obmacTi aHami3 CTaHy CY4YacHMX CHCTEM TEXHIYHOTO 30py, [eTaJbHO OIMCAHO AaKTYyalbHICTh Ta
MIEPCIeKTUBHICTE i€l TexHomorii. OTIsa iCHYIOYHX pilieHb J03BOJSE 3PO3YMITH, IO POOIATHECSA BOHH Oe3
CTPYKTYPHOTO MiAXOXIy, AO3BOJIIIOYH TiNBKH YaCTKOBO BHUPIIIMTH IIOCTABJICHE 3aBIAHHS TEXHIYHOTO 30py
UIA cminuX. BinCyTHICT BimmparbOBaHUX METOIMK KOMIT IOTEPHOTO 30py MEpEeIIKOKae e(peKTHBHOMY
BHKOPHCTAHHIO JTAaHOI TEXHOJIOTil, 10 BW3HAYa€ HEOOXiTHICTH PO3pOOKM HOBOI MeTomwkw. bymo obOpanHo
HOBITHIH MIKPOXBIJIBOBHH pajap IUIA IETEKIii MepemKox y IpocTopi JIOABMHI 3 mpodiiemamu 30py. byimo
PO3po0IIeHO Mapcep AaHUX Ta IPOBEACHO aHaji3 OTPUMaHHX JaHHUX, PO3pOOJIEHO aITOPUTMU Ta PeatizoBaHO
NporpamMHe pillleHHs], sSIKe MiATBEPKYe e(DeKTHBHICTh po3pobieHoro Meroxny. PospobieHo indopmariitny
MIATPUMKY AJIs JIToAeH 3 mpobsiemamu 30py Ha ocHOoBi AWR 1843, sika Mae MOIIMBICTh IONEPEHKEHHS PO
NEPEeHIKOAY Ta BUSHAUCHHSA TUIY JCAKUX NEPCIIKOI.
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Abstract. This paper is devoted to the problem solving of churn prevention in real companies. This is really
actual and important so modern algorithms for forecasting the probability are needed. The authors proposed
approach to focus not only on the probability but also on the time period when the churn can happen. For this
reason it was developed two algorithms based on the using of survival functions and giving the forecast of the
time period of the churn. It was developed two different algorithms based on forecasting the time period for risk
increasing based on the critical total losses or probability of survive which are defined by the company and really
depends from its strategy and the situation on market. If the risk function is determined in the process of
modeling through parametric, non-parametric distribution, then the calculation of time through the derived risk
function is possible. Using and results of the proposed algorithm based on the set threshold of the risk probability
is shown on the IBM dataset. Different types of models such as semi-parametric Cox Proportional Model and
parametric Weibull and Log-normal survival models were used. The best model by the statistical criteria such as
log-likelihood value was the log-normal model. Also a step-by-step outflow process in decision support system
for churn detection and defining in time the most dangerous groups of clients who are thinking to churn was
proposed.

66



Keywords: Churn, Survival Analysis, Risk Analysis, Cox Proportional Hazard Model,
Telecommunication Company.

1. Introduction

Development and expansion of the company, increasing its status and importance on the market are the
main tasks for each business and the part of its strategy. The success of the business really depends on the
quantity of the clients, facilities and volumes of their orders, achieved profits, part of the company on the
market, the benefits of the company in comparison with its main competitors. Big efforts of the client-
oriented companies are going on improving the service and keeping and saving their clients from churn.

This is the man feature for such business: firstly demand of the quantity of the clients, then prevent their
churn. This also characterizes the telecommunication industry where the revenue depends on a lot of
customers. That’s why the building forecasting models in terms of the probability of each customer to leave
and classification of such customers is really important. There are a lot of different prediction tools to detect
customer who is going to leave. But companies also need to know time when churn could happen. This
information gives the opportunity to detect when the most probable time it could be and to use the means for
its prevention. For this reason it is important what are that factors which effect on customers' churn and what
is the influence - greater or lesser extent. The recent publications in such area show that the problem of
customer’s outflow is really important not only from budgeting, finance, marketing, logistics, but also from
the using of the latest technologies and planning their loading in next moments. In [1] the modeling of
customer life time value is shown. It is useful for further analysis of latent behavioral patterns and for
developing the successful marketing strategies. In [2, 5, 6, 8, 10, 11] authors make survey of the survival
analysis for churn prediction application and explain how these methods help to understand churn risk. Also,
beside survival analysis, different machine learning techniques widely used for churn prediction (decision
trees, Bayes classifier, ANN, SVM etc.). The application of the neural network techniques is discussed in the
research article [4]. In the work [3] authors faced with the issue of imbalanced datasets, and in most cases
different features were extracted from data, and some imbalance correction has been made as in work [3]. In
[6, 7] the authors made survey on data mining approaches to understanding client’s behavior, client’s
management and client’s segmentation. In [8] using of survival analysis models for credit risks is discussed.
Our research is dedicate to exploring the possibility of using survival analysis models for churn prevention
for different customers segments (for this reason were build and compared the semi-parametric and
parametric survival models) and retrieving useful information for churn prevention of segments or classes
with higher churn risk. Also we propose some elements of decision support system for churn prevention.

2. Problem statement

To develop the specific algorithms based on survival models which give the opportunity to forecast the
specific time of the churn risk growing. To give the mechanisms for detection the most marginal clients from
the revenue point of view and to determine the moment of time for such losses. For giving the possibility to
forecast the moment of time (many times) during data analysis develop the dynamic algorithms as the
elements of informational technology for including them in decision support system in churn prevention.

3. Brief review of survival models and terms
Let's make a quick survey on survival analysis models used in this research. The basic concepts of
survival analysis are such as survival function, hazard or risk function.
Survival function is determined as

S®)=1-F@) =P(T=1t),fort =0
where F(t) is cumulative distribution function and T is some random non-negative variable.
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Hazard function is used for describing the risk of some occasion and its statement is:

n(r) =22
50ty
In our research we used different types of survival function for determining the best model which
describes the churn process. For this reason we built semi-parametric model (Proportional Cox) and
parametric accelerated failure time models (such as Weibull model and LogNormal model) and compare their
behavior in time.
Cox Proportional Hazards Model is determined as:

h(t) — hl{] [t)e[hixi +'"+EJHXH:|.

Here we can see the Ry () baseline hazard which involves time, and exponent of linear combination of
all predictors, which does not involve time and h(t) is expected hazard at time point t.

Lognormal Model:

The log-normal distribution is parametric distribution for characterizing the survival time. The log-normal

distribution is denoted as LN (g, 6%)~exp{N (u, 6*)}.

(Iag log (t) —_u,)
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o (Iag log (t) —,u,)

fle) =

to

n(r) =22

Fiy

Where ¢ is the probability density function of standard normal distribution and < is cumulative
distribution function.

Weibull model:
Weibull distribution is denoted W(p, 1).

F(t) =1 — e "
f[t) — pﬁptp—le—[.lﬂ!:'
h(t) = pAPt? 1t > 0,A> 0,p > 0.

4. Risk prediction algorithms

The main idea is that the typical groups of the clients behave really similar in time. Survival approach
gives the possibility to define the probability of survive and hazard risk. In the terms of risks it is the way of
the classification problem solving and forecasting the probability of the case. For real enterprises churn
prediction needs not only the probability forecast the fact that client is going to make outflow but also the
time period when it could happens.

Visual comparison of survival curves for different strata or groups, which is often used, is possible, but
not very convenient, in predicting the time of risk. For tasks where data slices arrive at a time interval daily,
hourly, minute by minute, and time prediction accuracy is critical, time setting algorithms need to be
developed.
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It was developed two different algorithms based on forecasting the time period for risk increasing based
on the critical total losses or probability of survive which are defined by the company and really depends
from its strategy and the situation on market.

There are several different approaches to this: if the risk function is determined in the process of modeling
through parametric, non-parametric distribution, then the calculation of time through the derived risk
function is possible.

4.1. Algorithm 1 for calculating the moment of transition to a higher degree of risk

To determine the time t, follow these steps:
1. Specify the type of initial function f\o(t). Let f\o(t)=exp(—a~t) it where, but a >0 it matters little

so that f\o(t )=exp(—a-t) it does not fall off quickly.

2. Substituting the basic hazard function for proportional risks, we obtain:
A(t)=exp(x" -7 ).exp(-a-t).

3. Taking a derivative of the function of danger in time, we

OA(t]|X) PHM
e B

obtain: pPHM

=exp(xT- )‘exp(fa-t)-(fa):fa-exp(xT- —-a-t).

To be able to differentiate a function, it is necessary to have a derivative of this function, which cannot
always be guaranteed. Therefore, it is possible to adapt the algorithm without directly calculating the
derivative. Based on the definition of the derivative as the rate of change of a function, it is possible to
calculate the rate of change of probability, that is, its transition to the critical probability of occurrence of risk

Peritical (1)
1. The critical probability Pgitical 1S Set.
2. The value is calculated as the "probability margin™ Pyrrent (t) — Periticat = AP -
3. The moment of transition of risk to critical is defined as:

AP
teiical =)
ot

If it is impossible to establish a probability of risk that is critical, then it is proposed to develop an
algorithm for calculating time at a critical (or catastrophic) level of risk, that is, critical (or catastrophic)
losses. This is always possible because the financial system or business operate to generate some profit and
therefore can determine which risk losses are greater than the profit generated.

4.2. Algorithm 2 to determine when critical (catastrophic) level of loss risk occurs

The algorithm consist from such steps:

. Specify the time interval AT = (0,T ) at which the critical time will be searched.
. Set a step to increase time t := At .

.1:=0.

. Calculate Losses,,,,;;,. (1) .

- If L0SSeS ;0 (1) = LOSSES, ), then t,,,,, =t STOP.
Cti=t+ AL,

7. If t> AT , then STOP and in this interval there will be no transition of risk to critical (catastrophic).
Go to Step 4.

As defined in the previous step, such variables could be calculated: A(t]|x), P(t|x) and the expected
losses EL for: acceptable, critical and catastrophic level of risk at times (t;,t5,t3).

The algorithms developed allow us to determine not only the degree and level of risk, as predicted in the
static evaluation, but also to predict the time when the level or degree of risk change dramatically.

o 01 B~ wWDN P

5. Churn prevention as the process in decision support system

For proposing some means for churn prevention we need to understand and present the process of
suspicious clients detecting: defining their types and presenting. Here we propose the main stages of
detecting in decision support system (DSS) for churn prevention using of survival analysis and building the
models for this. On the figure 1 we can see the pipeline of this process stages in DSS. Let’s consider and
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discuss deeper each step of it. First of all we need to collect the representative set of data for building the
training models. Usually it is useful to use all the existing data for analysis but on the next steps it is better to
build the training set based on the real assumption on the data distribution or previous modeling experience.
This dataset is going to be divided in three parts: training, test and validation. While this dataset is using for
solving the classification problem there must be some event column which defines if there is a churn or not
for each observation, and the time column (time to event occurrence). If they don’t exist these columns
should be extracted from other variables. In our case the time variable is meaning the time to be staying with
this company. On these data we will train some machine learning model with ability to return the probability
of predicted event. For example in some cases the logistic regression returns good prediction of the
probability estimation. Otherwise other models can give poor probability estimation of predicted classes, or
even don’t have probability predictions. If chosen machine learning model doesn’t return precise probability
estimation we must use calibration techniques for probability prediction. In most cases the dataset is
imbalanced and predicted (important for study) event occurrence is rare. In this case the analyst should to set
up the importance of making type | and type Il errors, and which type of error is more crucial for the
analysis. For churn prevention made in this study it is important to detect when and which clients are going to
make churn. That's why the errors of type Il are more important. Proceeding from this there is a need for
model parameters fine tuning (for example to set the weights for classes). Then it is the stage of finding the
best model for this dataset. Firstly the model is built and trained and appropriate probability threshold is set.
Such threshold helps to set for all predicted labels probability which are above to one class, and rest for
another. This threshold is selected by the principle of reducing the rate of errors of type 2. The next step is
devoted to the training of the survival regression model. If hazard proportional assumption on data is
acceptable we can use Cox proportional Hazard Model, otherwise Kaplan-Mayer or Log-normal model. In
our practical task it is useful to make survival analysis for different clients' cohorts and give more precise
recommendations for these classes. With the best models have been selected and with received on the
previous step threshold we can give some recommendations: if the client's survival probability is close from
left side or lower than this threshold, the client is going to churn and company has to use the prevention
methodology (special promotion cases, advertisement, extra bonuses, etc.) to avoid this.

Data

3

Machine learning
model training

+

Parameters fine-
tuning and model
selection

i3

Threshold setting

+

Survival model
training

v

Threshold based
recommendations

Fig.1. Churn prediction process outflow in decision support system pipeline.

In our research we use the IBM dataset for telecommunication company client’s churn [9]. The data set
includes information about:

1. Customers who left the company within the last month — the column is called Churn.

2. Services that each customer has signed up for — phone, multiple lines, internet, online security,
online backup, device protection, tech support, and streaming TV and movies.

3. Customer account information —customer tenure, contract type, payment method, paperless billing,
monthly charges, and total charges

4. Demographic info about customers — gender, age range, and if they have partners and dependents

[9].

70


https://www.draw.io/?page-id=EE1x8VRKuRI9GykZAlcj&scale=auto#G1LHm1GpgHC7GhHlOmNX8Fg9okHHYnzxPu

We use lifelines Python library, as duration column we use tenure (number of months client “life””) and
Churn as event column. Below we can see the importance of the variables in each model (results are provided
in table 1). The blank cells in p-value column tell that p-value is <0.005.

Table 1. Results of Weibull, Lognormal and Cox models

Covariate Weibull LogNormal Cox Model
name
Exp p- Exp(co | p- Exp p-
(coef) value | ef) value | (coef) value
Partner 1.67 1.75 0.59
Dependents | 0.91 0.19 | 0.92 0.23 | 1.05 0.49
MultipleLin | 1.74 1.87 0.59
es
Internet 0.39 0.41 2.38
Service
Online 2.14 2.17 0.49
Security
Online 2.01 2.08 0.49
Backup
DeviceProte | 1.47 1.53 0.68
ction
TechSuppor | 1.72 1.65 0.62
t
StreamingT | 1.18 001 | 126 0.86 0.01
Vv
Streaming 1.29 1.28 0.78
Movies
Contract 1.14 1.13 0.87
PaperlessBil | 0.81 0.85 0.01 121
ling
MonthlyCha | 0.69 0.70 1.43
rges
automatic_p | 1.95 2.01 0.54
ayment
Concordanc | 0.87 0.87 0.87
e
Log- -8921.22 -8845.61 -13889.35
likelihood

Analyzing the results, we can see that all three models show similar patterns of cohorts, what kind of
customers are more likely to churn, and which are more reliable. This information is useful for this telecom
company to plan in another way its promotion and marketing means and give the possibility to admit the
clients who are thinking to churn and save ( prevent from churn) more amount of customers. But also with
survival analysis tools we are able to not only divide customers into some groups but also to define the time
period when the crucial churn probability in some point of time is achieved. As described above we can set
some cut-off probability with different methods: analytical, or methods based on the using of some machine
learning models (for example logistic regression or ensemble model). After receiving the probability of each
observation we can tune the probability threshold, where the customer with probability value below the
threshold will stay and other will leave. We tune this value to decrease the quantity of errors on churn
customers and at the same time we increase the errors of customers who are going to stay with the company.
We are going on this step well-considered while the churn detection is more crucial for us. So after the
setting the threshold parameter we can use it to detect at which point of time customer begin just thinking
about leaving and give the recommendation to the telecommunication company, to whom it is reasonable to
take some actions to prevent this event. We build stratified Cox Model on that features that have great impact
on churn, based on previous results shown in table 1. As a reminder: the most important variables (and
services for clients) were such as OnlineSecurity (so safety of the data are really important), Partner (using of
family propositions and using one operator are quite often) and InternetService( providing packages of free
Internet surfing, using of social networks unlimited) feature values. Results which were received during the
modeling are displayed at fig 2.
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Fig.2. a) Online Security, b) Partner, c) Internet Service.

Table 2. Churn time (in months) and error rates of type I error and type 2 error and baseline
survival time

Prob 2_type_err 1 type err baseline_survival
0.3 0.072 0.46 61
0.35 0.10 0.41 65
0.4 0.13 0.35 66
0.45 0.15 0.32 68
0.5 0.18 0.29 69
0.55 0.21 0.25 69
0.6 0.26 0.21 70
0.65 0.32 0.17 71
0.7 0.41 0.13 72
0.75 0.48 0.10 72
0.8 0.62 0.06 72
0.85 0.84 0.02 72
0.9 0.97 0.00 72
0.95 1 0 72

So we can use results above to find the critical time point, when client is going to leave. For finding the
appropriate threshold for our task we made the modeling by logistic regression and from the point of second-
type errors we set the threshold for value of probability that the client is going to leave more than 65% that

means that the probability of its survive (that he is going to stay with the company) as .- = 0.35. For people
without online security we have 65 months from begin. For people without partner 62 monthes. From this
time points company should begin doing some prevention actions for customer retention. More detailed view
is shown in table 2 below.

In tables 2-6 presented above the first column called “prob” is the probability threshold, so when we
compute time of surviving we take first probability. Also there are | type error rate and Il type error which
depend on the probability threshold. The value that we predict was the time (number of months), when the
client is doing churn. As we can see people with good quality for Internet service is less tending to churn. It
is quite understandable for the telecom industry while the quantity of calls, SMS, MMS is decreasing every
day. At the same time the quantity of the Internet service and the variety of online applications are increasing.
That's why the most important for the client become the stable and speed Internet and reasonable price on it.
Also a big impact for the clients become the paperless billing and automatic payments for charging the
mobile number.
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Table 3. Churn time for different InternetService cohorts

prob internet_service no_internet_service
0.3 72 56
0.35 72 60
0.4 72 64
0.45 72 65
0.5 72 67
0.55 72 68
0.6 72 69
0.65 72 69
0.7 72 70
0.75 72 71
0.8 72 72
0.85 72 72
0.9 72 72
0.95 72 72

Table 4. Churn time depends on MultipleLines cohorts

prob no_multiple_lines multiple_lines
0.3 65 59
0.35 66 64
0.4 68 68
0.45 69 69
0.5 69 70
0.55 70 71
0.6 71 72
0.65 71 72
0.7 72 72
0.75 72 72
0.8 72 72
0.85 72 72
0.9 72 72

0.95 72 72




Table 5. Churn time depends on PaperlessBilling cohorts

prob

paperless_billing

no_paperless_billing

0.3
0.35
0.4
0.45
0.5
0.55
0.6
0.65
0.7
0.75
0.8
0.85
0.9
0.95

64
66
67
69
69
69
71
71
72
72
72
72
72
72

59
64
66
67
68
69
70
71
71
72
72
72
72
72

6. Conclusion

Table 6. Churn time depends on “autopay” cohorts

prob no_autopay autopay
0.3 57 65
0.35 60 67
0.4 64 68
0.45 66 69
0.5 67 69
0.55 69 70
0.6 70 71
0.65 71 72
0.7 71 72
0.75 72 72
0.8 72 72
0.85 72 72
0.9 72 72
0.95 72 72

In this work we investigate the possibility of using the survival statistical models in churn prediction. We
decided to go away from the classical classification task and to use survival models for prediction the time of
more probable churn for the clients. We used different type of models such as: semi-parametric Cox
Proportional Model and parametric Weibull and Log-normal survival models. The best model by the

74



statistical criteria such as log-likelihood value was the log-normal model. We propose a step-by-step outflow
process in decision support system for churn detection and defining in time the most dangerous groups of
clients who are thinking to churn. Thus defining the type of the clients and beforehand the period range to
give the company the time slot and also the possibility to use the prevention methods and reduce the churn.
By setting some threshold probability value we can find time point for different cohorts of clients, when
client is going to leave. This is useful, because company can prevent churn of client in cohort with greater
risk. Such approach could be used in other applications, for example, in human behavior research in critical
infrastructures’ organizational management system [12]. In further this churn prevention system can be more
complex and sophisticated to give better and more accurate recommendations. As further research there
might be used more complex algorithms to predict survival probability, for example some deep learning
recurrent neural networks, which help to discover nonlinear complex relationship between data variables.
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Abstract. Expert estimation of objects takes place when there are no benchmark values of object weights, but
these weights still have to be defined. That is why it is problematic to define the efficiency of expert estimation
methods. We propose to define efficiency of such methods based on stability of their results under perturbations
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of input data. We compare two modifications of combinatorial method of expert data aggregation (spanning tree
enumeration). Using the example of these two methods, we illustrate two approaches to efficiency evaluation.
The first approach is based on usage of real data, obtained through estimation of a set of model objects by a group
of experts. The second approach is based on simulation of the whole expert examination cycle (including expert
estimates). During evaluation of efficiency of the two listed modifications of combinatorial expert data
aggregation method the simulation-based approach proved more robust and credible. Our experimental study
confirms that if weights of spanning trees are taken into consideration, the results of combinatorial data
aggregation method become more stable. So, weighted spanning tree enumeration method has an advantage over
non-weighted method (and, consequently, over logarithmic least squares and row geometric mean methods).

Keywords: Expert Data Aggregation, Decision-making Support, Estimate, Simulation, Pair-wise Comparison
Matrix.

1. Introduction

Expert estimation is a powerful decision support tool for weakly structured subject domains. Weakly
structured subject domain features are listed in many sources, for instance, in [1]. In our current research we
propose to focus on such features of weakly structured domains as lack of benchmarks, incompleteness of
information on estimated objects, and impact of human factor. These features make it difficult to define the
efficiency of expert estimation methods.

While measurement of objects according to quantitative parameters (such as length, weight, duration etc),
actually, means comparing them to some benchmark values or units (foot, pound, second etc), people resort
to expert estimation as an alternative to measurement in cases when measurement of objects is impossible. In
such cases expert estimates of objects become the only source of quantitative information about these objects.
Experts can provide both direct estimates in certain scales (ordinal or cardinal, numeric or verbal, agreement
scale etc) and pair-wise comparisons of objects. According to many specialists, the best way to measure a set
of objects according to some “intangible” criterion is to compare them with each other. This assumption
resulted in emergence of many methods based on pair-wise comparisons of objects. Particularly, we should
mention the Analytic Hierarchy/Network Process (AHP/ANP) [2, 3], TOPSIS [4], “triangle” and “square” [5,
6], combinatorial method [5-7], logarithmic least squares method (LLSM) [8].

Efficiency indicators for methods which operate with determined data are mostly based on different
measures of deviation of real (experimental) data from benchmark values (average mean (square) deviation,
mathematical expectation of error, Euclidean distance etc). When it comes to expert data-based methods,
there is always a question: “what should we compare expert data (and results of their processing) with?” (as,
again, there are no benchmarks). When a decision-maker (DM) organizes an examination, (s)he heuristically
assumes that there is some ground truth, i.e. “exact” values of estimates of objects and ratios between them.
So, the key question is: which indicators can define the degree of accuracy and credibility of expert data and
methods of their aggregation? Level of DM trust towards expert recommendations and decisions, made on
their basis, will depend on these indicators.

Academic publications list relatively few approaches to determination of accuracy of expert methods (if
the term “accuracy” applies at all). According to the academic school of T.Saaty, the main requirement to
expert data, input into pair-wise comparison matrices (PCM), is ordinal and cardinal consistency (absence of
transitivity violations) [2]. In [3] the term “legitimization” is used. Expert data-based examination result is
“legitimate” if it coincides with the DM’s independent choice (in [3] there is a curious example of location
selection for Disneyland in China). Pankratova and Nedashkovskaya [9] demonstrate that results, obtained
using ANP and original hybrid method, coincide, and this, according to the authors, confirms the credibility
of hybrid method. In Elliot’s research [10] experts compare several estimation scales and define which of
these scales allows them to express their preferences in the most adequate way. A similar approach is used in
[11], where the experts choose the result of aggregation of their estimates, which reflects their understanding
of the subject domain most adequately.

The common feature of the listed approaches is absence of any benchmark estimate values (in actual
expert examinations there are, indeed, no benchmarks). Conceptually different approach involves testing of
expert methods on the specially generated (simulated) set of “benchmark” (model) objects, for which the
exact values of their estimates according to a certain criterion are known. For example, we can mention an
experiment [2], where respondents are asked to estimate the ratios of several figure squares. Exact ratios are
known only to the experiment organizer. These model values are compared with values, obtained based on
expert estimates using group AHP.

In Ukraine a similar approach is used in [5, 6]. The authors compare around 20 expert methods according
to 3 criteria; accuracy (precision), duration of estimation process, and consistency of its results. Experts
estimate 7 objects (colored figures) using different methods. Number 7 is chosen due to psycho-physiological
limitations of human mind [12]. Real (benchmark, model) ratios between object weights are, again, known
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only to the experiment organizer. Aggregate estimation results are compared to benchmark values. Methods
that produce smaller average error are considered more accurate.

Still another approach to defining accuracy of expert methods is based on simulation and does not require
participation of experts at all. Both model object weights and expert estimates are simulated. Such simulation
of PCM is used to define threshold values of consistency index (CI) and ratio (CR) (these values are
constantly updated based on the number of modeled PCM [3]). Examples of PCM simulations can also be
found in [13].

2. Combinatorial method: an overview

For the first time combinatorial method of pair-wise comparison aggregation was introduced in the early
2000-s; since then it went through many updates and improvements [7]. The problem (just like in AHP) is to
find a vector of N priorities (object weights) based on PCM, provided by one or several experts. The key
idea of the method is most thorough usage of expert data, provided in the form of PCM. In the general case,
this information is redundant. That is why, all non-redundant informatively-meaningful basic pair-wise
comparison sets, which can be formed from elements of a given PCM, are enumerated. Sometimes these

basic sets are called spanning trees (the term is borrowed from graph theory). According to Cayley’s theorem

on trees [14], a complete PCM with dimensionality nxn allows us to form n"? of such spanning trees.

Each basic set allows us to build a vector of relative object weights. After that we can find the aggregate
priority vector as ordinary (1) or weighted (2) average.

Practical implication of combinatorial method is its usage as the primary expert estimate aggregation tool
in the strategic planning technology for weakly-structured subject domains [11].

In 2010 the advantage of combinatorial method over other pair-wise comparison aggregation methods
was demonstrated [15]. In 2012 the method was “re-invented” [16, 17]. In 2017 updated formulas for
calculation of relative expert competence coefficients (based on the quality of expert information) were
introduced [18]. During the last few years equivalence of combinatorial method, LLSM [8] (for complete and
incomplete, additive and multiplicative PCM), and row geometric mean [19] methods was proved. However,
equivalence holds only if ordinary (and not weighted) average formula is used for aggregation (1).
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where T <mn"™? is the total number of basic pair-wise comparison sets (spanning trees);
{w?; j=1..n;q=1.T} is the set of relative weights of N objects, calculated based on spanning tree

number (; (W?ggregate, j =1..n) are aggregate object weights; M is the number of experts.

Conceptual difference of the modified combinatory method is usage of ratings of basic pair-wise
comparison sets. These ratings are based on completeness, detail, consistency, and compatibility of data,
input by experts into individual PCM. Ratings of priority (relative alternative weight) vectors, obtained from
ideally consistent PCM, reconstructed based on every single spanning tree (basic pair-wise comparison set),
are taken into consideration. As a result, weight aggregation formula (1) assumes the following look (2):

qukl
m u v
aggregate _ H (H (W(qul))“ ), j=1..n. 2

k=1 g*=1

Additive look of basic pair-wise comparison set (spanning tree) rating is as follows:
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Multiplicative look of basic pair-wise comparison set (spanning tree) rating is as follows:
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In formulas (3) and (4) K, | are the numbers of experts (K,l =1..m), whose PCM are being compared
with each other; C,,C, are a-priori values of relative expert competence; K and | can be equal or different;

q is the number of ideally consistent PCM copy ¢ =1..mT,; s is the relative average weight of scales in

which basic pair-wise comparison set elements are input; it is calculated based on Hartley’s formula [20];

2
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s is the average weight of scales, in which elements of the respective individual PCM of expert number |
are input.

In (5) and (6) N is the number of grades in the scale, in which the respective pair-wise comparison is
provided. More detailed explanation of spanning tree ratings can be found in [18].

3. Numeric example

3 equally competent experts E;,E,,E; (¢, =c, =c; =1) compare 4 objects (A, A,, A;, A,) in integer

scales. We should calculate relative object weights (priorities) based on PCM, provided by the experts. Total
numbers of grades in the scales, selected by experts, are given in Table 1. Table 2 provides particular grade
numbers, selected by the experts. Table 3 provides the PCM, brought to the unified scale.

Table 1. Number of grades in the scales, selected by experts for pair-wise comparisons

E 1 E2 E3
Al AZ A3 A4 Al A2 A3 A4 Al Az A3 A4
A 1 9 8 7 1 3 4 5 1 9 9 8
A, 1 6 5 1 6 7 1 3 9
Ag 1 4 1 8 1 7
Ay 1 1 1

Table 2. Numbers of specific grades of pair-wise comparison scales, selected by the experts

Ey E, Es
Al A A TATATA A [ATATATAIA
A 112 | 4] 7 1 1314|501 ]2 1]4]38
A, 1 2 | 4 112 |3 11215
As 1] 2 112 113
A 1 1 1

Table 3. Values of pair-wise comparisons, brought to the unified scale

Ey Ez Es

Ay A, As Ay A | A Az Ay A | A As Ay
A 1 2 41/3 85/6 | 1 71/2 | 81/6 81/2 1 2 4 9
A, 1/2 1 2217 61/2 || /7 | 1 2217 31/2 12 | 1 31/2 5
Az 2/9 3/7 1 25/6 || 1/8 | 3/7 1 2 1/4 | 217 1 31/2
Ay 1/9 1/6 1/3 1 1/8 | 2/7 1/2 1 1/9 | 1/5 217 1

48 ideally consistent PCM (ICPCM) (mn" 2 =3x 4% =48 are built based on initial 3 PCM. Each
ICPCM is constructed from the respective basic pair-wise comparison set (spanning tree). For instance, the
basic set of pair-wise comparisons of objects (A, A,), (A,A;), and (A,, A) corresponds to the
spanning tree, shown on Fig. 1 (clockwise). From the respective elements of the PCM provided by the expert
E, we reconstruct the ICPCM, shown in Table 4 (basic pair-wise comparison values are highlighted in bold,
while other elements are reconstructed based on transitivity rule).
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Fig 1. Spanning tree example for 4 objects

Table 4. ICPCM example

1 71/2 81/6 26 Y

17 1 1 3%
1/8 1 1 31/5
0 217 1/3 1

Similarly, ICPCM are reconstructed from all basic pair-wise comparison sets, provided by each of the 3
experts. In this process, in order to verify consistency and compatibility of the initial PCM, ICPCM are
compared with these initial PCM provided by the experts. For this purpose, 3 copies of each ICPCM are

built. So, the total number of ICPCM to be analyzed is T =m?n"? =144 . Each ICPCM is assigned a rating,
calculated according to (4). For, instance, when ICPCM, shown in table 4, is compared to the PCM of the

first expert E,, non-normalized value of the respective rating equals 1.191. When all ICPCM ratings are
calculated, they are normalized by sum (see power index in (2)). From each ICPCM copy number
q=1..144 we reconstruct a vector of relative object weights W, W, ,W; , W, (ideal consistency of the

matrix allows us to use any basic set of pair-wise comparisons as priority vector; for instance, the first row).
Finally, the aggregate priority (object weight) vector is calculated according to (2).

Normalized priorities w;, w,, w;, W, , calculated using the modified combinatorial method (2), based on

the example data equal (0.563734299; 0.263382041; 0.120820159; 0.052063501). Values of priorities,
calculated using ordinary combinatorial method (1) equal (0.590174795; 0.243658012; 0.114086692;
0.052080501).

It has been proven that ordinary combinatorial priority aggregation method (1) is equivalent to row
geometric mean [19] and LLSM [8]. At the same time, as we can see from the example (and from [18]),
results produced by ordinary (1) and modified method (2) are significantly different, so these two methods
are not equivalent.

Both row geometric mean and LLSM have lower computational complexity than combinatorial method,
and this is their advantage. The key advantage of modified combinatorial method is that it allows us to
consider the quality of expert data prior to its aggregation. Consequently, results of its work more adequately
reflect the level of expert competence in the issue under consideration.

The current research is an attempt to empirically confirm the advantage of the modified combinatorial
method over the ordinary method (and, consequently, over row geometric mean and LLSM).

4. Available approaches to determination of efficiency of ordinary and modified combinatorial
method

At the beginning of the paper we outlined several approaches used to determine the efficiency (and
compare) expert methods. However, not all these approaches are applicable to our particular case.

1. Holding real expert sessions (Saaty’s “legitimization” [3]) intended to empirically verify certain
hypotheses is a “luxury” that an average researcher cannot afford. Finding real experts and obtaining
estimates from them requires too many resources.

2. Comparing results of several methods [9] and expecting them to coincide is not our task under the
circumstances. We are trying to define, which of the two methods produced better results.

3. Holding model examinations (for example, with students), such as ones described in [10, 11], where
experts themselves would define, which results more adequately reflect their understanding of the subject
domain, again would not solve the problem. We are trying to define objective characteristics of the methods
that do not depend on the attitudes of the respondents, and to compare methods according to these
characteristics.

4. Testing of the methods on the data of real expert estimation of specially modeled objects [5, 6] is
plausible.

5. Simulation of model object weights and of expert estimates of ratios between them (priorities) [15] is
plausible.
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So, we propose to focus on the last two of the listed approaches: a) comparing of the two methods on real
expert estimates of a set of model objects and b) simulation of both model object weights and expert
estimates.

5. Comparing ordinary and modified combinatorial methods on real data of expert estimation of
model objects

The model objects were figures with different numbers of colored pixels (known to expert session
organizer). The number of such figures, which the experts compared according to coloring degree, amounted
to 7 (n=7) (based on psycho-physiological constraints of human mind [12]). 18 independent pair-wise
comparison sessions were conducted with real respondents (experts). Pair-wise comparisons were
multiplicative ones, that is PCM transitivity (consistency) requirement looked as follows:

a; =W, /w; = (W, /W) x (W, /w;) =a, xag;i, j,k=1.n, where a; is the value of pair-wise
comparison of objects number i and j; W;, W;, W, are the weights of objects with respective numbers.

Based on expert PCM, 4 series of calculations were performed, respectively, for individual and group,
ordinary (1) and modified (2) combinatorial methods. Estimates were input in a unified scale and experts
were considered equally competent a priori, so the numerator in the multiplicative rating formula (4) equaled
1.

Obtained weights were compared with true values and relative estimation errors were calculated for each
of the 7 objects (7):

; k=1..n. @)

Group estimation sessions were simulated as combinations of groups of 3 experts from 18 available
individual estimation precedents. So, the number of such group sessions amounted to Cf8=816. The
generalized accuracy indicator was the average relative estimation error calculated across all objects:

true|
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In order to conduct the experiment we used the original software module (Fig. 2).

b: Experimental Study of Combinatorial Method — ] X

Number of experts at

17 | multiplicative An alternative from # Z C
group estimation 1 @ addiive stemelvetiom 20 g

v Simplified Expert competence

2 S O I 2

c Calculate

Fig. 2. Screenshot of the software module for experimental study of combinatorial method on real estimation data

Brief algorithm of the experiment (once the module is launched) is as follows.

1. Pair-wise comparison type (additive or multiplicative), as well as the number of experts in the group
are selected, and their relative competence values are set. Combinatorial method modification (ordinary (1)
or modified (2)) is determined. There is an opportunity to exclude some objects from the initial set of 7
model objects.

2. The module reads pair-wise comparison values from the file and performs calculations. It calculates
priorities based on each estimation precedent using the selected combinatorial method modification.
Calculation results (values of 7 model object weights) are written into another file in real time.

3. The module ends its work when all possible expert group variants are enumerated. If the general
number of individual expert estimation precedents equals 18, and the number of experts in a group equals 3,
then calculations are performed for C} =816 group estimation sessions (1% session includes 1%, 2™ and 3"

precedent; 2™ session — 1%, 2", and 4™ precedent; ... 816" session — 16™, 17", and 18" precedent).
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Calculated individual estimation error values for modified (“weighted”) and ordinary (simplified)
methods are shown on Fig. 3. Group estimation errors are shown on Fig. 4. On both figures X-axis
denominates numbers of expert estimation sessions of 7 model objects. Y-axis denominates average mean
estimation errors (8) (values range from 0 to 1). Each number of estimation session is associated with 2
average relative error values (1 for ordinary and 1 for modified method), which correspond to 2 points on
coordinate plane. If for some specific estimation session, the point, corresponding to one of the two methods,
lies higher (has larger Y), it means that this method produces larger error (its results are worse in comparison
to true value) on the respective set of expert estimates.

Comparison of estimation errors

o

w

o
e

o
w

o
)
a
o

+ Modified

Average relative error value

o <}
o o - 2o
a = o N

o

= Ordinary

10 15

20

ion ion (precedent) number

Fig. 3. Errors of estimation of 7 model objects using ordinary and modified combinatorial method (18 estimation
sessions)

Error comparisons

+ MOD.
= ORD.

Average relative estimation error

0 100 200 300 400 500 600 700 800
Group estimation session number

Fig. 4. Errors of estimation of 7 model objects using ordinary and modified group combinatorial method (816 estimation
sessions)

Ranges and average values of errors (8) for 816 group estimation precedents are shown in table 5.

Table 5. Characteristics of modified and ordinary combinatorial methods based on real group expert estimation data

Maximum average error Minimum average error Average error across all

estimation precedents
0.126609639
0.130089121

0.379730445
0.384422003

0.016795423
0.028881538

Ordinary method
Modified method

Results of experimental research of ordinary and modified combinatorial method on the data of real
expert estimation of model objects do not allow us to draw any definite conclusion as to advantage of one of
the two methods. As we can see from figures 3 and 4, on some individual and group estimation precedents,
ordinary method (that does not take the weights of basic spanning trees into account) turns out to be more
accurate, while on others — the “weighted” method yields more accurate results.
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The look of priority aggregation formulas (1) and (2), as well as data from 816 group estimation
precedents indicate, that the modified method tends to be more efficient in the cases, when the number of
accurate comparisons (closer to model true values) exceeds the number of inaccurate ones. If the majority of
comparisons is inaccurate (far from true values), although consistent and compatible, they “pull” the
aggregate estimate value towards themselves, as a result of weighting procedure (2). Consequently, on such
precedents, the ordinary method produces better results. Moreover, both methods can produce paradoxes
when averaging of inconsistent values far from true ones still produces rather accurate aggregate result.

Intermediate conclusion: it is not the chosen estimate aggregation procedure, but the estimate values
themselves, that influence the results of a method. During estimation session, expert’s mind “constructs” its
own model priority vector. Result and relative accuracy of the method’s work depend on the proximity of the
expert’s assumptions to the actual true vector. Hence, the difference between priorities obtained through
aggregation of real expert data, and true priority values (model object weights) cannot serve as an indicator of
efficiency of aggregation methods, because accurate result of a method’s work confirms only the accuracy of
initial expert data.

It makes sense to use relative accuracy of real expert estimates of model objects as efficiency criterion for
comparing conceptually different methods (for example, methods using multiplicative and additive scales;
verbal, graphic, or numeric data input; pair-wise comparison vectors, triangular, or square PCM; methods
with or without feedback etc), as shown in [5, 6]. When such methods are compared, input data and
aggregation procedures are substantially different. Within our current research we use one and the same
expert estimate set and similar aggregation procedures. That is why usage of the approach described in [5, 6]
in the context of the present research turns out to be incorrect, and produces unrepresentative results.

Human factor (subjective notion of the expert regarding ratios between objects) adds an unnecessary
degree of freedom to the experiment. The only approach that would allow us to control the distance between
expert estimates and true values (and, thus, neutralize the impact of human factor) is simulation of expert
estimates themselves. That is why it is relevant to use the simulation-based approach [15] for comparison of
methods in terms of efficiency.

6. Comparing ordinary and modified combinatorial methods through simulation of expert
estimation of model objects

The key idea of data aggregation methods’ efficiency evaluation is verification of their stability under
fluctuations of input data (i.e. PCM). As we mentioned in the introduction, it is assumed that there is a certain
true value of the object’s estimate according to a given criterion (such as exact number of colored pixels in a
picture). The estimate provided by an expert differs from this true value by estimation error. Let us assume
that under the same expert estimation errors one aggregation method produces the result (priority vector), that
is closer to the model vector (of true values) than the result produced by the other method. In this case we can
state that the first method is more efficient. In order to be able to monitor expert estimation errors and
deviations of priority vectors, obtained by different methods, from model values (in the context of
aggregation method comparison), let us simulate expert estimation process in the following way.

1. Set true model object weights.

2. Built an ICPCM A (based on the rule a;; =w, /w; for multiplicative or a; =w; —w; for additive
comparisons, where &;; is the element of A).

3. After that, add a certain “noise” to matrix A so that each element (except diagonal ones) changes as
follows: aj; =a; +a;-6/100%, where & >0 is a value set in advance, which defines maximum
relative deviation of pair-wise comparisons provided by the expert (i.e. elements of A) as percentage of true
values. In this way expert estimation errors are simulated. In this case & denotes potential relative error made
by the expert during pair-wise comparison session.

4. “Perturbed” PCM A is used as input data for one of aggregation methods, which produces aggregate
object weights Wi’ (priority vector). We propose to define the efficiency of expert data aggregation method

based on maximum possible relative deviation of calculated object weight from true value of the same
weight. The method producing smaller deviations should be considered more efficient.

!
i —

A = max x100% . 9)

i
Calculated values of A will depend on both o and true relative weight values, set by experiment

organizer. That is why the values of efficiency indicator for each method are presented in the form of
function A(o) for each priority vector variant.
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Dependence A(9) is defined for each method on an interval & e ]0;100[ (we assume that relative pair-

wise comparison error made by an expert should not exceed 100%, although in the general case the function
A(0) is defined in a wider range 56]0; oo[). We propose to find maximum possible deviation A for
every ¢ using the genetic algorithm (GA) [21].

Just like in the previous section, we used an original software module to conduct the experiment. The
module allows us to generate and perturb the initial PCM and launch the GA (Fig. 5).

HR Analysis of Aggregation Methods — ] X
deviation 0,01 .ﬁ % search type rumber of individuals in population [200 bA

|~ continue with step 2| | & genetic algorithm mutation probabilty [5755 .

" exhaustive search number of generations with rYe
CEZ BRI 1% the same maximal fitness 1500 7]

A h
[ continue # (igai‘;_ /,S'f: +- | [T 172 of the matrix

A Go...

Fig. 5. Screenshot of the software module for experimental research of combinatorial method using the GA

In terms of the GA, the “individuals” are the perturbed PCM with given relative error value O . “Fitness
function” is the maximum relative deviation of resulting priorities from the true value of object weights A
(9). The GA works as follows.

1. For given true values of object weights and & a “population” of individuals (perturbed PCM) is
generated. (Cardinality of complete enumeration of matrices of dimensionality N x N, whose elements differ

from true values by O , is very large, so a population includes only a part of PCM from the complete set.

However, for N <5 complete enumeration is possible).

2. Individuals with maximum fitness function value are selected from the population. That is, we are
selecting PCM, which produce maximum deviation of priority vector from true value after aggregation.

3. Individuals from the selected subset are “interbred” through weighted summation (convex
combination) and mutation. As a result, we get a new generation of individuals.

4. If for the new generation the value of fitness function A is larger than for the previous one, we should
move to step 2. If during a fixed number of generations A does not grow, then the algorithm stops and
terminates its work. As a result we get maximum A for a given & .

In essence, we are looking for a maximum of a function of many variables f(a;);i, j =(1,n).lts
arguments are elements of PCM A’. Values of A(J) for each aggregation method also depend on specific

values of initially set true values of object weights W, i = (1,n). Examples of functions A(J) for given

true model values of object weights are shown on Fig. 6. Variants of model weight vectors are set in a way
that illustrates different ratios between object weights (equal, equal in pairs, arithmetic progression,
geometric progression, extreme values of scale range etc).

In [15] individual “weighted” combinatorial method was compared with several other individual pair-
wise comparison aggregation methods (Fig. 6). In the context of the present paper we should note that row
geometric mean (one of the methods, studied in [15]) is equivalent to ordinary combinatorial method (as
proven in [19]). So, the advantage of modified (weighted) combinatorial method over row geometric mean
entails its advantage over the ordinary method ([15, 18]) and LLSM (that is also equivalent to ordinary
method [8]).

Consequently, we can conclude that empirical comparison data of several modifications of pair-wise
comparison aggregation methods (obtained through simulation of expert estimation of model object weights)
confirm the advantage of modified combinatorial method over other methods. The efficiency indicator is its
stability to perturbations of the initial PCM (that is, to expert‘s errors).
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Fig. 6. Examples of dependence of A on O for different model priority vectors

We should note that experimental results, shown on Fig 6, are obtained only fro individual estimation
methods (M =1), mostly, in additive scale. That is, in the conducted experiments in formulas (1) and (2)
product is replaced by summation.

.
Wit (T)> wi, j=1.nT e[L.n"?], (10)
g=1
m T
T R 3 RS S (1)
u,p,v k1=l g=1

The next phase of the research will include simulation of group expert estimate aggregation process,
where the estimates are provided in both additive and multiplicative scales. Transition from multiplicative to
additive scales (particularly, during modeling) can be performed using logarithm and power operators. Both
functions are monotonously increasing, so the properties of additive and multiplicative methods should be
similar.

7. Conclusions

We have considered two possible ways of evaluating the efficiency of pair-wise comparison aggregation
methods, namely, combinatorial methods of pair-wise comparison aggregation, where spanning tree weights
are taken and not taken into account. We have shown that traditional concept of accuracy does not apply to
expert data-based methods. As a result, simulation turns out to be the more correct way of evaluating the
efficiency of the methods, than their testing on real expert data. We have suggested two approaches to
efficiency evaluation of combinatorial method of pair-wise comparison aggregation (individual and group,
additive and multiplicative methods): 1) defining relative accuracy of real expert pair-wise comparison
aggregation results and 2) simulation of the whole expert examination lifecycle. We have obtained
experimental results, that empirically prove the advantage of the modified combinatorial method over the
ordinary method (and, consequently, over row geometric mean and LLSM).
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Experimental results allow us to draw some fundamental conclusions: 1) the concepts of accuracy of
expert estimates and efficiency of expert data aggregation methods should be clearly distinguished; low
accuracy of some method’s results is often induced by experts’ errors, and not by drawbacks of the method
itself; 2) it is not the accuracy, but “consistent accuracy” that counts, both within a PCM of 1 expert and in a
group of experts; more consistent and compatible estimation results should be considered more credible; 3)
real expert data can be used to compare conceptually different methods, using expert information of different
types; if input information for several methods is the same, and only aggregation procedures are different,
then in order to evaluate and compare such methods, we should simulate the whole expert session cycle,
including the estimates themselves. Further research will be targeted at extended studies of modified
combinatorial method through simulation of group expert estimates’ aggregation for the cases when objects
are estimated in both additive and multiplicative scales.
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Abstract. The main problems of information security of critical information resources and causes
of their occurrence are considered. The main threats to security systems of critical information
resources are analyzed. Mathematical model of counteraction of internal and external threats to the
system of protection of critical information resources of mineral fertilizers production is developed.
The process of building a mathematical model of countering the threats in the system of protection of
critical information resources with the help of Markov chain. The methodology of finding current
threats to data security during their processing is offered. The software module is developed in the
Piton programming language. These examples calculate the probability of mathematical model of
information system in one of four states (the threat did not come; the threat came but was not
implemented; the threat has been implemented; the threat came, but it was reflected protection
system). Examples of numerical results analysis using proposed techniques clearly show that their use
helps to define threats that are relevant to the system being investigated and can be used in practice.
The disadvantage of proposed methodology is the need to consider the system behaviour when it
comes to each type of threat, individually and inability to define behaviour on the simultaneous action
of several threats. Studying the influence of each threat separately allows to study each of its types in
more detail and to determine the probability of which is the greatest occurrence. As a result of
exploitation of critical information resources protection systems and substantial changes in
composition and quality of modern threats, it is necessary to project and implement information
security of the systems taking into account tendencies of cyber threats development.

Keywords: Mathematical Model; Threat; System of Protection; Critical Information Resources.

1. Introduction

In today's world, automated control systems are used more and more often. The need for information
security in automated control systems is increasing every year by increasing the number of attacks by
intruders and leakage of confidential information. But the most susceptible to security is the most automated
control systems of technological processes, as when attackers attack, it can happen not only leakage of secret
information, but also interference into the technological process itself, which, when malfunctions, can lead to
environmental catastrophe.

Control of technological processes in enterprises of small, medium and large size is impossible without
computer equipment and modern means of automation, without highly effective of automated control
systems of technological processes (ACS TP).

ACS is a comprehensive system of hardware and software, which is designed for remote centralized
monitoring of processes and system as a whole, as well as for automated control of engineering and technical
subsystems.

Information Security (IS) is becoming more and more topical issue with the development of computing
equipment and the increasing penetration of such systems into the daily lives of people. This is discussed in
almost every event on the security of the 1S, and the analysis of reliability and safety of the systems already
commissioned is one of the mandatory conditions of State and international certification. One of the biggest
problems of the security is that the majority of ACS of small and medium complexity are projected by small
organizations under conditions of strict financial limitation, which eliminates or complicates the security
issue.

Experts believe that the provision of IS is different from the provision of corporate information systems.
Even the term “information security" is very rarely used in relation to ACS TP. The reason for this is that it is
necessary to pay attention not so much the confidentiality of information, but ensuring the continuity and
integrity of the technological process. Although at the same time a significant amount of attention is given to
the problems of ensuring confidentiality of information, because, according to many experts, the solution of
this problem leads to the automatic solution of the problem of integrity and availability of information.
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Modern ACS in many cases manage difficult and dangerous technological processes, failure of which
could potentially lead to accidents in production or, in the worst case, to technogenic disasters. This
significantly increases the price of risk due to violations of the IS, because threats can theoretically cause
damage to people, the environment, and also leads to the financial and reputational losses.

In modern times, the priority in providing the IS ACS TP is to ensure the availability and integrity of the
management and configuration information on the parameters of the technological process. Particular
attention should be paid to preventing unauthorized access to the system to preserve the stable functioning of
ACS TP [1-5].

Despite the large number of accidents with catastrophic consequences, the problem of critical information
resources protection at industrial enterprises in the chemical and energy industries has never been so acute as
in recent years.

The general interest to the security of industrial systems occurred only after the incidents with the computer
viruses Stuxnet, Duqu, Flame, which attacked Iranian nuclear facilities, government agencies and industrial
facilities in India, China and other countries. Separately, attacks to enterprises in the Ukraine’s energy sector
and the banking sector should be highlighted. Before these incidents advent, it was considered that the
protection system of critical information resources was been very difficult to compromise. Such
representations were based on the following postulates: the software of each protection system for critical
information resources is unique and closed; penetration into the system is associated with high costs of
intellectual resources, and the monetary reward for the attacker is not obvious; the local network of the
critical information resources protection system solves access restriction problems.

A study of software and hardware structure, that used in the protection systems of critical information
resources, has shown that there have been big changes in recent years. Almost everywhere, widely known
software is used, such as Windows OS, TCP/IP protocols, etc., which, together with their advantages in
standardization, simplicity, and quality of use, have also brought disadvantages - vulnerabilities. Computers
connected to the Internet appear in the local network, and they also present a large number of potential
threats to the system [6-10].

2. Formulation of the problem

In industrial systems of critical infrastructure there are the same vulnerabilities as in most conventional IT
systems. In addition, the peculiarity of industrial systems is the existence of unique vulnerabilities, which
include:

Human factor. Operation Industrial and corporate systems are usually involved in various divisions and
specialists. In turn, the personnel of industrial systems, as a rule, are not far from the issues of providing
information security, in its composition there are no security specialists, and the recommendations of the IT
staff are not distributed. The solution of technological problems arising during the operation of the system,
ensuring its reliability and availability, efficiency and minimization of overhead should be one of the main
tasks of specialists.

OS vulnerabilities. The vulnerabilities of OS (operating systems) are inherent for both industrial and
enterprise systems, but software installations are not normally implemented in industrial systems.
Uninterrupted operation of such system is the responsibility of the administrator. The establishment of pre-
approved software corrections can contribute to serious problems, and there is no time or money on full
testing.

Authentication. Common passwords are usually used for industrial systems. The two-factor authentication
system is rarely used, and sensitive information is often transmitted in an open form.

Remote access. To control the industrial systems often used remote access by dial-up channels or by VPN
channels via the Internet. If not controlled use, this may cause serious security problems.

External network connections. Lack of appropriate regulatory framework and usage is aimed more at
convenience rather than security, sometimes lead to the fact that network connections are created between
industrial and corporate networks. There are even recommendations for using "composite" networks that
allow you to simplify administration. This can adversely affect the security of both industrial and corporate
systems.

Means of protection and monitoring. Unlike enterprise systems, use IDS. Systems, etc. In the industrial
system is not a common practice, the analysis of security audit logs is also not rarely bypassed.

Wireless networks. In industrial systems, various types of wireless communication are often used,
including 802.11 protocols, which are known to not provide sufficient capabilities to protect the information.

Remote processors. Some remote processor classes have known vulnerabilities. Performance of these
processors does not always allow to implement security functions. In addition, after installation, they try not
to touch for years, during which they remain vulnerable.

Software. The software of the industrial systems usually does not have enough security functions. In
addition, in most cases, it is not devoid of architectural weaknesses.

Disclosures. The owners of industrial systems are often deliberately publish information about their
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architecture. Consultants and developers often share experiences and reveal useful information about
employees.

Physical security. Remote processors and industrial systems equipment can be outside the controlled area.
In such conditions they physically cannot be controlled by the personnel, and the only mechanism of their
physical protection is the use of metal doors and locks. Such measures are not a serious obstacle to intruders.

In this way, we can conclude that there is a significant number of vulnerabilities that are both common to
any information systems and specific to industrial systems. These vulnerabilities cause specific security
requirements and special operating regimes for such systems [11-15].

Also, the new term “cyberwarfare” has recently appeared, which is often mentioned in the media, because
there is a problem in critical information resource system protection at infrastructure facilities and hazardous
industries. Thus, the widespread use of computer equipment in the management of industrial enterprises
creates the need to pay more and more attention to the problems of information security of such systems.

The main problems of information security of critical information resources, according to experts, appear
because there are:

- low protection against unauthorized access (passwords);

- undeclared SCADA capabilities;

- lack of control in management actions;

- using of wireless communications (crypto persistent Wi-Fi encryption);

- lack of clear boundaries between different network segments;

- untimely or incorrect software updates;

- rejection from even minimal security tools (often for convenience or performance, companies refuse to
install not only, for example, anti-virus protection, but also password protection for critical assets);

- the distribution of Windows as an operating system for workstations and even servers;

- development for trusted environment of closed industrial networks;

- creating systems without taking into account the best practices in safe code development;

- human factor, poor staff discipline.

Here is an example of the main threats to critical information resource systems found after analyzing
these incidents:

- attacks to SCADA;

- attacks to PLC, PLC vulnerabilities (standard password, unauthorized access to original software);

- attacks to the infrastructure and the operating system (viruses, trojans, worms, DoS and DDoS attacks,
ARP spoofing);

- attacks to protocols, protocol vulnerabilities (unauthorized access, SQL injection);

- attacks such as Buffer Overflow, Information Disclose, Denial of Access, Manipulation of View.

Among all types of vulnerable components of critical information resources protection systems, the next
one prevails: SCADA - 87%, systems providing human-machine interfaces - 49%, programmable controllers
- 20%, protocols - 1%.

The vulnerabilities by type was divided as follows: buffer overflow - 36%, authentication / key
management - 22.86%, Web application vulnerabilities - server - 10.86%, client - 9.14%, remote code
execution - 13.14% [16-18].

As a result of the operation of protection systems for critical information resources and a significant
change in the composition and quality of modern threats, it is necessary to design and implement information
security systems taking into account trends in cyber threats development. On the other hand, it is necessary to
carry out regular work to neutralize emerging or potential threats on working systems. At this level, the
following information security services are implemented: access control, integrity, secure network
connections, antivirus protection, security analysis, intrusion detection, information security system
management (continuous state monitoring, incident detection, reaction).

3. Analysis of recent research and publications

The protection system of critical information resources of mineral fertilizers production was chosen as the
object of research [19-21]. The basis of information security models are the following theories: formal-
heuristic approach; probability theory and random processes; evolutionary modeling; theory of graphs,
automata, and Petri nets; game theory and conflict; catastrophe theory; theory of fuzzy sets; entropy
approach. The differences between the majority of models are which parameters they use as input and which
parameters are given as output after calculations. In addition, recently, modeling methods based on the
informal theory of systems are widely used: structuring methods, estimation methods, and methods for
finding optimal solutions [22-24].

Structuring methods is the development of a formal description, applies to organizational and technical
systems. Using these methods allows us to present the architecture and process of complex system
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functioning in the form that satisfies the following conditions: completeness of main parts display and their
relationships; simplicity of elements organization and their relationships; flexibility - simplicity of making
changes to the structure, etc. Evaluation methods allow you to determine the values of system characteristics,
that cannot be measured or obtained using analytical expressions, or in the statistical analysis process, such as
the probability of threats, the effectiveness of the protection system element, etc. The basis of such methods
is expert assessment - an approach of attracting specialists in relevant fields to obtain some characteristics
values.

Methods for finding optimal solutions is a generalization of a large number of independent, mostly
mathematical, theories, in order to solve optimization problems. In the general case, this group includes
methods for informally reducing a complex problem to a formal description, followed by formal approaches.
Combining of methods for these three groups allows you to expand the possibilities of applying formal
theories to do a complete simulation of protection systems.

The purpose of the article is the development and research of a mathematical model of threats resistance
in the critical information resources protection system, obtaining transitional characteristics for system states.

4. Main research material

The mathematical model of influence resistance of internal and external threats on the protection system
of critical information resources of the mineral fertilizers production is proposed. The process of constructing
a mathematical model for threats resistance in the critical information resources protection system by using
the Markov chain [25-27] is described in stages. The methodology for finding relevant threats to data security
during their processing is proposed. The examples of calculating the probabilities of finding a mathematical
model of an information system in one of four states is shown (the threat has not occurred; the threat
occurred, but has not been implemented; the threat occurred, and has been implemented; the threat occurred,
but has been reflected by the security system).

The system can be interpreted as a queuing system, which receives threats. First, consider the situation
when threats of the same type come to the system input, assuming that the threat cannot be realized and come
several times in the same time period. If these conditions are met, then the system can be in one of four states
(see Fig. 1):

1. the threat has not been occurred and, accordingly, was not implemented,;
2. the threat occurred, but has not been implemented;

3. the threat occurred, but has been implemented;

4. the threat occurred, but has been reflected by the security system.

[ ) 0

x0 %1 X2 x3

"l
]

N

Fig.1. The graph of system states.
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The system under consideration is a system with recovery, this system can go from any state to the initial
one. We will consider a system with continuous time. The transition from state to state occurs according to a
directed graph (see Fig. 1). To describe the transition from state to state, we will construct a transition
intensity matrix:

‘3'11 H'12 H’l3 0
}121 }122 ;123 3'24

1
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From prior approvals, as a result, the elements of this matrix have the following properties:
2
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Agg = A1 — A3 — Aas
Azz = —A3; — A3z — Az
Asa = —Aag — Aup — gz

To determine the probabilities of being the system in the states Xq, X1, X2, X3, We construct a system of
differential equations:

dpo(t)
dt

dp, (t)
dt

dp,(t)
dt

= po () A11 + p1(B)Az1 + P2 () A31 + p3(t)Ayy

= po () A12 + p1 () A2z + P2 () Azx + p3(t) Ay

= po () A1z + p1(t)Azz + P2 () A3z + p3(t) A4z

dps(t)
dt

= p1(t)A2s + P2 () A34 + P3(t)Ags
As
p(0) = (1,0,0,0) (4)
is set, so vector of absolute probabilities
p(n) = (po (M), p1 (1), P2 (), p3(n)) ®)
defines by the ratio:
p() = p(0)|py; () (6)

After research on the simulation model, two results of finding the coefficients A;; were determined, which
will be given below [28-30].
Option 1. Let the transition intensity matrix 4;; be as follows:

—0.040 0.015 0.010 0.015
0.225 —0.250 —-0.025 0.050
0.625 —0.160 —0.855 0.390
—0.000 0.075 0.200 —0.275

()

We get the solution of the equations system by the fourth-order Runge-Kutta method for the time t = 50 s.
To implement the solution, a software module has been developed by Python. As a result of the calculations,
the probability values of being the system in each of the states were found (see Fig. 2).
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< 0.35
8 0.30
& 0254
0.201
0.15 4
0.104
0.051
0.00 T T

) 5 10 15 20 25 30 35 40 45 50
Time, t

Fig.2. The probability of being the system in each state.

Option 2. We will make the calculation similar to Option 1 with the values of the transition intensity
matrix A;;:

—0.040 0.015 0.010 0.015
0.225 —0.250 —-0.025 0.050
0.575 —0.200 —-0.875 0.500
—0.125 0.145 0.180 —0.200

(8)
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As a result, we will get the following graph (see Fig. 3):
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Fig.3. The probability of being the system in each state.

5. Conclusions

Based on the obtained results, it can be said that in Option 2, the system is more probable to be in a
threatened state, although there is a high probability that the security system will successfully reflect the
threat.

The mathematical model of threats resistance in the protection system of critical information resources of
the mineral fertilizers production is proposed. A methodology for identifying actual security threats on the
basis of this model has also been developed and displayed.

Examples of the numerical results analysis using the proposed methodology clearly demonstrate that their
use helps to identify threats that are relevant to the research system and can be used in practice. The
disadvantage of the proposed methodology is the need to consider the behavior of the system when each type
of threat is exposed to it separately and the inability to determine the behavior of the system when
simultaneous action of several threats is exposed to it. But on the other hand, research of the influence of
each threat separately allows you more detailed study each of its types and identify those with the highest
probability of occurrence.
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3AXHCT TA MIJIBUAIIEHHS JKUBYYOCTI KPUTUYHUX CTPYKTYP: 3APYBIKHMIA
JIOCBIJI TA MOKJIUBOCTIJISI YKPATHA

Kocrenko H.l"l, BpoxoBenpkuit I.Bl, Bapumimnons H.Bl

Yapriscoruii nayionansnuii ynisepcumem padioenexkmponixu, m.Xapxis, 61000
nikitakostenko1996 @gmail.com

Anoranis. IIpoBeneHO [OCHI/UKEHHS [IOA0 BU3HAYEHHS TIOHATTS «KPUTHYHI 1HGPACTPyKTypu» Ta
HOPIBHSUIBHUN aHaJi3 TIyMadeHb IOHATTS y 3apyObKHUX KpaiHax. [IpoaHarizoBaHO MOCBiJ 3apyOiXKHUX KpaiH y
cdepi 3aXuCTy HaLiOHAJIBHUX KPUTHYHHUX iHPPACTPYKTYp 3 ypaxyBaHHSM pIi3HHMX acIeKTiB Ta 0COOIMBOCTEiH
HOPMAaTHUBHHX 0a3 Ta HAIlOHAJTBHHUX OpTaHi3allifHUX CHCTeM. BU3HaueHO OCHOBHI BiIMiHHOCTI y TJIyMadeHHi
MOHATH ChepH 3aXUCTy KPUTHYHHX iHYPACTPYKTYp Ta JAOCIIHKEHO B3a€EMO3B’ 130K BU3HAYEHB 3 OpraHi3aliiHuMu
CHCTEMaMH JIep’KaBHOTO perynoBaHHs npoueci 3axucty KI. Takox npoaHaii3oBaHO BiAMIHHOCTI y BU3HAUCHHI
OQIIIHHIX CITUCKIB CEKTOPIB, JI0 SIKMX BiTHOCATHCS TPYIH ACPKaBHUX KPUTUYHUX 1HPPACTPYKTYp, BIAMIHHOCTI y
cucremax (iHaHCyBaHHS 3ax0/iB oxopoHH Kl Ta cucteM nep:kaBHUX OpraHiB, IO BiAmoBinameHi 3a 3axucT Kl y
pi3HUX KpaiHax. BHKOHAHO aHai3 HAIlOHAIBHOT CHCTEMH 3axofiB 11010 oxoponu KI B YkpaiHi Ta BU3HAUCHO
icHyroui mpo6iemMu Ta Hemoiku JaHoi cucteMd. ONHMCAaHO aKTyallbHI MUTAHHS IIOJ0 BIOCKOHAIEHHS (YHKINT
OXOpoHM HaWbinbm mpioputeTHux 006’ekTiB KI B pisHnx chepax Vkpainu. IlokazaHo, 1o 3maTHICTH 10
XKHMBYJOCTi Ta piBeHb 3axucty Kl 3anmexuth Oe3nocepeaHbO Bijf MPaBWIBHOI OpraHizaimii CHCTEMH 3aXOIiB 3
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oxoporu KI na nepxxaBHoMy piBHi. Ha ocHOBI mpoBeneHHX aHaii3iB CTBOPEHO CHCTEMY pEeKOMEHJamiil Ioao
MOKpAIEHHS KUBYYOCTI KPHUTHYHHX iH(pacTpykTyp B YKpaiHi 3 ypaxyBaHHSM 3apyObKHOrO IOCBiIy Ta
icHyro4o1 cutyaii B cuctemi oxoponu KI.

KirouoBi cioBa:kputndHa iHGPACTPYKTypa, 3axXHCT KPUTHUYHOI IHPPACTPYKTYpH, aHami3 KPUTHIHOL
iHppacTpykTypH, 3axoau 3 6e3nexu KI B YkpaiHi.

Beryn

TepmiH «kpuTH4YHa iHQpPaCTPyKTypa» BHKOPHUCTOBYEThCS y HOPMAaTHBHHMX akTax OarartboxX KpaiH, Ta
MOMNPH I HE Ma€ YCTAHOBJIECHOTO BHM3HAUCHHS. Y3arajbHIOIOYW PIZHOMAHITHI MiAXOAW 1O TIyMadeHHS
JAHOTO TEepMiHy B PI3HHMX JDKEpenax, MOJKHAa BH3HAUUTH, IO KpUTHYHUMH iHOpacTpykrypamu (KI)
Ha3MBalOTh Taki 00’€KTH, BiJl (YHKIIOHYBaHHS SIKMX 3aJICKHUTh IOPSAA0OK y CYCHUIbHIA cdepi, CTaOlIbHICTD
EKOHOMIKH, a TaKOX HalioHaJbHa Oe3neka kpainu. Kl sBistoTbest 00’ ektamu, sKi Oe3rocepeHbo 3aisHl y
nporeci 3a0e3nedeH s KUTTEBO BAKIMBUX IOTPeO CYCHIIBCTBA Ta MArOTh CYTTEBHH BIUIMB Ha piBEHb
PO3BUTKY Ta 3/1aTHICTH 10 OOOPOHU BiJl 30BHILITHIX BOPOXKHX JiH.

Bynp-sixa kputmuHa iH(QpacTpykTypa — Le OaraTopiBHEBa Ta CKJaJHa CHUCTEMa CTPATEriyHOTO
MacmTaly, 0 CKIAAEThCS 3 CYKYNMHOCTI 0araTboX €jeMeHTIB. BaXkIMBICTh Ta aKTyaJbHICTh 3aXUCTy Ta
M ABUIIICHHS )KHUBYYOCTI TAKOI CHCTEMH BH3HAYA€THCS HEOOXIHICTIO 3aCTOCYBAHHS CHCTEMHOTO MMIAXOY, 10
BKJIFOYa€ HOPMAaTHBHO-IIPABOBI, PEryJII0I04i, KOHTPOJIIOKOYi, OpraHizaliifHi Ta TEXHI4HI 3ac00u.

Ha cporonni muTaHHs 3aXUCTy Ta IiABUIIEHHS JXHBYYOCTI KPUTHYHHX iH(pacTpykTyp s YkpaiHu
SBJISIETHCSL TOCTPO akTyanbHUM. [loumnatoun 3 2014 poky Ha (OHI 3aroCTpeHHs MHONITHKO-€KOHOMIYHOT
cUTyalil B KpaiHi, a TaK0)X BUHUKHEHHS 30BHIIIHBOT 3arpo3u uis Oaratbox Kl y cximHux perioHax, mocrae
HEOOXiJTHICTh BIPOBAPKEHHS HOBHMX METOIB Ta MiAXOJIB A0 MIIBUIIEHHS XHBy4YocTi Ta 3axucry Kl
VYkpaiHu.

ABTOpYU TPONOHYIOTH PO3MVITHYTH Ta MPOAHaIi3yBaTH CBITOBUI 10CBin y cdepi 3axucty Kl Ta BusHaunTu
HanpsMK{ BJIOCKOHAJEHHsS YKpaiHCHKOTO CEKTOpY O€3NeKHM Ta OXOPOHHU ILIOAO IMOKPAIIEHHS >KUBYYOCTI
KPUTHYHHX iHPpacTPyKTyp B YKpaiHi.

1. AmHaJji3 cucTeM HaLiOHAJBHOIO 3aXMCTY KPUTHYHUX CTPYKTYP Y KpaiHax cBiTy

BuzHaueHHS TepMiHY «KpUTHYHa IHQPACTPYKTypa», 5K OyJ0 3a3HAYCHO paHillle, HE Ma€ EJIUHOTO
3aTBEpPKEHOr0 y BCiX KpaiHax Bu3HaueHHs [1]. ToMy BaXJIMBO BU3HAYUTH BiJMIHHOCTI y TJIyMadeHHi
TEpMiHY JUIsl IPOBE/ICHHs OLIbLI e()eKTUBHOTO aHalli3y 3apyOibkHOI npakTuku y cdepi 3axucry K.
Cronyueni Illtatm AMepuKd € CBITOBUM JIiZIEpOM 3 TeMmmiB po3BUTKY cdepu 3axucty KI [2]. YV
3akoHomaBunx akrtax CIIIA kputuuHi iHGPACTPYKTYpH BH3HAYAIOTBCS SK «KOMIUIEKC (i3MYHUX Ta
BIpTyaJIbHUX aKTHBIB, MEPEXK 1 CHCTEM, IIIO BiIIrparOTh KUTTEBO BaXIUBY POJIb Ul KpaiHu. PyitHyBaHHs a0
npunuHeHHs QyHKionyBanHsa KI Ta iX eneMeHTiB MaTHMe 3HaYHI HEraTUBHI HACHIIKHU U Takux cdep, 5K
HaIlioHaNbHa Oe3leKa, eKOHOMiKa, Oe3leka Ta 3J0poB’S HaceleHHs, abo MatuMe OyIb-sIKy KOMOiHaMio i3
3a3HaYCHUX HETaTUBHUX HACIiIKiB» [2].

[Ile oxHOIO KpaiHOIO 3 PO3BHHYTOIO CHCTEMOIO 3aXUCTy Ta miaBuineHHs >kuBydocTi KI € Bennka Bpurawnist.
3aKOHO/IaBUl aKTH JAHOI JiepkaBU MicTATh HacTynHe Bu3HaueHHs KI: « Kpurnunumu iHdpactpykrypamu
SIBJISIFOTHCSI HAaWOIIbLI BaXKJIMBI €JIEMEHTH JepXKaBHOI 1HQPACTPYKTYpH, A0 SIKUX BIJHOCATbCS 00’€KTH,
CHUCTEMH, JCP)KaBHI aKTHBH, MEPEXKI, MPOIECH, a TAKOXK KJIFOYOBI MOCAJ0BI OCOOH, BTpaTa ab0 MPHUITHHEHHS
(yHKI[IOHYBaHHS SIKUX TPHU3BOJMUTH JI0 3TyOHOrO BIUIMBY Ha: JOCTYITHICTH Ta NMOBHOTY HAaJaHHS BaXKJIUBHX
JUISL )KUTTS HACEJICHHsI IOCIYT, a TaKoX IOCIYT, 10 3a0e3Me4yI0Th 3aXMCT HACEJICHHS BijJi BUHHUKHEHHS
HelIACHUX BHUIMAJKIB, HETaTUBHMX HACJTIJIKIB Yy EKOHOMIYHId Ta couianbHid cdepi; (QyHKUIOHYBaHHS
HalliOHAILHO CUCTEMH Oe3reku Ta 000poHH KpaiHu»[3].

HopmaruBHo-nipaBoBa 6a3a €BpONEHCHKOrO COIO3Y BH3HAYAE KPUTHUHY I1H(PPACTPYKTYpy SK «aKTHBH,
CHCTeMHI Mepeski abo IX CTPYKTYpHI YaCTHHH, IO PO3TAIIOBaHi B JepXKaBax-uieHax €BpONeliChKOro cor3y
Ta BIIrpaloTh BXKJIMBY POJIb B QYHKIIOHYBaHHI OCHOBHHUX, )KUTTEBO BOXKJIMBUX JJIsI HACEJICHHS chep, TaKhX
K CHCTeMa OXOPOHHM 3JI0pOB’s, O€3NeKH, eKOHOMIYHa Ta NojiTHyHa cucteMa. Kl BH3HAYalOTBCS TaKOX
00’exTH, pylHHYBaHHA a00 NPUIMHEHHS IISUILHOCTI SKWX 3IMCHUTH 3HAYHHMH BIUIMB HAa CHPOMOXKHICTbH
KpaiHu BUKOHYBATH CBOT QYHKII» [4].

3 HaBeJeHUWX BU3HA4YeHb BUIHO, IO BIIMIHHOCTI y TIyMadeHHI TEpMiHYy «KpUTHYHA 1HPPACTPYKTypa» B
pi3HHX KpaiHaX ICHYyIOTb, Ta B OCHOBHOMY CTOCYIOTBCS HaIllOHaJNbHOI abo  opranizaimiiiHOl
cnenn()iKNBUKOPHUCTAHHS TEPMiHY Ta 0COOIMBOCTSIMA HOPMATHBHO-TIPABOBOI CUCTEMH B KOXHIH KpaiHi.
Haii6inpm BakIMBOIO, HA TYMKY aBTOpIB, € BIAMIHHICTD BH3HAUCHHS TepMiHYy y KpaiHax €BpomeichKoro
COI03y, B AKHX c(epa 3aXUCTy KPUTHIHUX 1HPPACTPYKTyp He 0OMeXyeThCsl HallioHaTbHUMHU 00 exTamu KI,
aJie CTOCyeThes 1 IHTepeciB HaOMIKINX KpaiH-CycCiJliB, 3a0€3MeUyI0ur THM CaMUM KOJIEKTUBHMH, a 3HAUNTh
1 OuIbII Hagiluui 3axuct 00’ exTiB KI.

VY Bunanky BuzHaueHHs KI HOpMaTMBHMMM akTaMH €BPOIIEHCHKOIO COIO3Y, BPAaXOBYIOThCSA 1 3apyOikHI
00’exTH, sIKI Oe3nmocepenHbO BIUIMBAIOTH HAa (DYHKI[IOHYBAHHS JKUTTEBO BAXKIMBUX IEPXKaBHHUX CHUCTEM.
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TakuMu 00’€KTaMU, HANIPHUKIIAM, MOXKYTh BUCTYIIATH CITIJIbHI €HEPreTHYHI KOMILIEKCH, CUCTEMH 3B’SI3KY,
TpaHcopTy uH iHmi enemenT KI[5].

3akononmaBctBo EC BH3HaYae KpUTHIHNUMH iHQPaACTPYKTypaMH i Ti 00’€KTH, «II0 PO3TAIIOBaHI B JepKaBax-
qreHax E€BPOIEHCHKOTO CO03y, SKIIO NMPUNWHEHHA (PyHKIIOHYBaHHA a00 pyHHYBAaHHS TakuX 00 €KTIB
MaTHMe 3HaYHUH HETaTHBHUH BIUIMB Ha YKUTTEBO BAXKIMBI Cepl MpUHANMHI IBOX JiepiKaB €BpOIEHCHKOTO
coro3y» [4].

B OGinpmiocti po3BuHeHux 3apyOibkuHux kpain (CILIA, kpainax €Bpomeiicbkoro corosy), Ha BIIMIHY BifJ
VYKpaiHu, NOHATTS «3aXUCT KPUTUYHOI 1HQPacTpyKTypu» € o(iliiiHO BU3HaueHMM TepMinoM.Hampukian,
HOpMaTHBHO-TIpaBoBa 0a3a PecryOuiku [lospina BU3HaYae TEpPMiH «3aXHUCT KPUTUYHOI iHPPACTPYKTYPH» SIK
«cuCTeMy 3aX0JiB, 10 3a0e31euytoTh Oe3nepeldiiny (QyHKIIOHATBHY NisSUIBHICTB Ta HiTiCHICTh cTpyKTypHu Kl
Ta MPOBOJSATHCS 3 METOIO 3aM00iraHHs MOXKIMBOCTI BUHUKHEHHS 30BHIIIHIX Ta BHYTPIIIHIX 3arpo3, pU3HKIB
i 3HmwKeHHs piBHS BpasnuBocTi Kl Bim ¢axTopiB 3arpos3m, a Takox Uit OOMeXeHHS W HeWTpasizauii
HETaTHMBHUX HACJIAKIB 1X BHHUKHEHHS Ta IIBUIAKOTrO BimHOBIeHHs poborn Kl y Bumaaky pylHHyBaHHS,
NMPUITUHCHHA (QYHKIIOHYBaHHA, pPI3HOTO BHAY AaTaKk 9YH IHIOUX [Jild, [0 T[OPYIIyIOTEHOpMAlbHE
¢byHKIiOHYBaHH [5].

OCKiTbKH 00’ €KTH KPUTHIHOL iHPPACTPYKTYPH MOXKYTh 3HAYHO BiIPi3HATHCS 32 MPU3HAYCHHAM Ta c(heporo
3aCTOCYBaHHS, BaXKJIMBOIO YMOBOIO Uit 3a0e3medeHHs 3axucty Kl e rpymyBaHHS 00’€KTiB 32 CeKTOpaMu
IISUTBHOCTI Ta BU3HAYCHHS TEPENiKy 00’€KTIB Y KO)KHOMY cekTopi. B 3apyOixkHHX KpaiHax Taki Iepemiku
CKJIaJIal0ThCs Ta 3aTBEPIUKYIOTHCS B 0(iLiifHUX HOPMATHBHO-TIPaBOBHX akTaX. [IopiBHAHHS Takux oQiniHHUX
CIHMCKIB CEKTOPIB, 00 €KTH SIKUX BU3HAUYAIOTHCS SIK KPUTHYHI 1HQPACTPyKTypH y pi3HHX KpaiHax, HaBeJeHi B
Tabmumi 1 [2, 3].

Ta6auus 1. O¢iniitai circku cekropiB KI B 3apyOikHUX KpaiHax

Ne | Cektop Kpaina
3/m CHIA | Iseiimapis | Bemuxa Snonis | Kananma
Bpuranis
1. Iadopmariiino- + + + + +
KOMYHiKaliHHAH
2. ABapiitHo- + - + - -
PATYBAIBHI CITY)KOH
3. Enepreruka + + + - +
4. ®dinaHCOBO- + + + + +
OaHKiBCchKa cepa
5. | IlpomosomscTBo (Ta | + (+) + + - +
CLIBCBKE
TOCIOJAPCTBO)
6. JlepxaBHe + + + + +
yIpaBIiHHS
7. OxopoHa 310poB’s + + + + +
8. Tpancmopt + + + - +
9. Bogonocrauanns | + (+) + + + +
(Ta ouMIICHHS
BOJIN)
10. | OGOpOHHUIA CEKTOP + - + - R
11. SnepHuii cextop + - + - -
12. Kocmiuna - - + - -
MPOMHUCJIOBICTh
13. Ximiynaa + - + - -
MIPOMHCIIOBICTh
14. besneka - + - - +
15. [TpoMHuCITOBiCTh + - - - +
16. I[ToBiTponpoBsigHa - - - + _
iHdpacTpykTypa
17. 3amizHYHA - - - + -
iHppaCTpyKTypa
18. | EnmekrpoenepreTrka - - - + -
19. | TlammBHMIA ceKTOp - - - + -
20. JloricTuka - - - + R
21. VYrunizanis - + - - -
BIJIXO/IB Ta
OYHIICHHS BOJU
22. Kowmepris + - - - -
23. | Cucrema 3B’s13Ky + - - - -
24, lNnoporexniuna + - - - R
chepa
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Sx Bungno 3 Tabmumi 1, oQimiliHI CIUCKM CEKTOPIB KPUTHYHUX 1HQPACTPYKTYp B PI3HUX 3apyOiKHHX
KpaiHaX MaroTh CYTTE€BI BiJMiHHOCTi. Taka pI3HHILS HOSICHIOETHCS, HAacamIlepes, CHEeUU(IKO Ta pPi3HUM
piBHEM pO3BUTKY CeKTopiB jepxaB. KinbKicTh Ta CTPYKTypHI BIIMIHHOCTI II€peiiKy BIUIMBAIOTh
Oe3nocepesHbO i HA pO3MIpH OIOJDKETY, KU BUAUISAEThCS KpaiHOWO A (iHaHCYBaHHS 3aXHUCTY OQiliiHO
BU3HAYCHUX 00’€KTIB KPUTHUHUX iHPpacTpykTyp. Tak, Hanpuxiazn, ypsa CIIA npotsrom 2001-2013 pokis
BUTpaTuB noHaj 260 minbspais noiapis CLLA na 3axoaun mono 3axucty HanioHansHux K1 [6].

Junamika pocty Butpat ypsaay CILA 3a mepiox 2001-2013 poxkis Ha 3axuct KI npencrasnena uHa rpadiky
HIDKYe (puc. 1).

Sk 6aunmo 3 puc. 1, 3 Ko)XHUM pokoM cyma ButpaT Ha 3axuct KI B CIIIA 3pocrae, mo cBiq4uTh Ipo
PO3BHTOK, MOCHUJICHHS Ta BIOCKOHAJICHHS MiaxoiB mozo 3axucty Kl xpainu.

80
70
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20
10
Q  e—

2001 2003 2005 2009 2012 2013

Puc. 1. lunamika pocty Butpat ypsaxy CILIA 3a mepiog 2001-2013 pokiB Ha 3axoau momxo 3axucty KI (mipn
$ CLIA) [6, 7].

VYpsia €BponerchKoro Coro3y TaKOXK IOPIYHO BUIUILE 3Ha4YHI (DIHAHCOBI pecypcu Ha BIIPOBAIKECHHS
3axO0/1iB II0JI0 3aXUCTy Ta NmocuieHHs xuBydocti KI, B ToMy uncili Ha (iHaHCYBaHHS Ha 3aXHCT HAyKOBO-
JOCTIIHUX 3axodiB B cdepi obopoHu Ta oxoponu HaceneHHs nepxkaB €C. Y mpami JI. biprokBosa
«Konmenmiss ~ 3axucTy  KpUTHYHOI  iHQpacTpyKTypH  SK  €JIEMEHT  3araJlbHOEBPONEHCHKOT
0e3MeKOBOTMOMITHKI»[8] TPUBOIATECA CBIMYCHHS MPO 3MIMCHEHHS TIOHAI COTHI HAayKOBO-IOCIHIiTHHUX
MPOEKTIB 3 METOI 3armoOiraHHs Ta JIKBifamii HaJ3BHYAHHHUX cHTyaliii B kpaiHax €C 3araapbHOI0 CyMOIO
nmoHaxa 45 MiTBHOHIB €BPO.

CTOCOBHO HasIBHOCTI BiJIITOBITAEHOCTI Ta HASBHOCTI CIEIiaTi30BaHUX OpTaHIi3aIliifHUX CTPYKTYp B cdepi
3axucty KI B 3apy0OikHMX KpaiHaX, TO MOXHa CKa3aTH, IO B Pi3HUX Jep)kaBaxX CTOCOBHO I[bOTO MHUTaHHS
MAXO/IH IS0 BiPi3HIIOTHCS.

Hanpuknan, B CIHA BianmoBiganbHuMm 3a 3axuct Ta Oesneky KI Hece MiHiCcTepcTBO BHYTPILIHBOT
Oe3rnexy, 10 CKIaxy SKOTOBXOAAThH Obll HiX 22 deaepartbHUX MiAPO3ALTIB, BIIOMCTB Ta OKPEMHUX CTPYKTYP
[4].

B cucremi ypsinoBux ctpyktyp HiMeuunnu 3a opranizauito ¢pyHkiii 3axucty Kl Ha HanjioHanbHOMY piBHI
BianoBigae ®denepasbHEMIHICTEPCTBO BHYTPIIIHIX CHpaB, B CKJIal SKOrO CIeLiali3oBaHi Mipo3aiian
3IICHIOIOTh OLIHKY MOKJIMBHX PH3HKIB Ta 3arpo3 mis KI, mpoBoasaTh cuCTeMaTW4HUI aHaNi3 MOTOYHUX
ymoB Oe3nekn Kl Ta iX eneMeHTiB, a TAKOX 3aiiMaloThbest po3poOKoro koHuenuin 3axucry KI [5].

Y Tonbmii BigmoBinaneHicTh 3a Oe3neky Ta 3axucT KI Hece YpsimoBuil neHTp Oes3mneku, SKHH
HIiAMOPSIKOBY€EThCS Ta KEPYETHCS Oe€3MocepenHbo MpeM’ep-MiHICTpoM. TakoXk JaHW LEHTp BHKOHYE
(yHKIIIIO CTBOPEHHS CTpaTeriYHuX nporpam mozo 3axucry KI [6].

2. 3axucT KPUTHYHHX iHPPACTPYKTYpP B YKpaiHi

B Vkpaini TepmiH «kpuTHIHA iHOpACTPyKTypa» odimiiHo OyB Bu3HaueHHH y 2016 pori, xoua pasimie i
BHKOPHCTOBYBABCA y HOPMATHBHO-TIPABOBUX akTax [9].

YkpalHCbKe 3aKOHOJABCTBO BH3HAYa€ KPHUTHYHI IHQPACTPYKTYPH SK «CYKYIHICTh O0’€KTIB €IWHOI
JIep’KaBHOT 1HOPACTPYKTYPH, SIKi BiTirpifOTh HAWOLIBII BAXKIMBY POJbL I €KOHOMIYHOI, TMPOMHCIOBOI,
cycnisbHOT cep, a Takox cepu Oe3neKn Ta OXOPOHU HaceseHHs. [IpunuHeHHs TisTbHOCTI 200 pyiHHYBaHHS
06’extiB KI Mae 3HauHMIA BIUIMB Ha HAIliOHAJIBHY O€3MeKy, 3aTHICTh J0 0OOPOHU i MPUPOIHE CepeIOBUIIIE,
Ta MOJKE CTAaTH NPUYNHOIO 3HAYHMX (PiHAHCOBHMX 30MTKIB Ta YHCICHHUX JIIOJCHKUX KepTB»[10].
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B 3akoHomaBumx HopMax VYKpaiHM BiICYyTHIH OQIMIHHWNA Tepenik CEeKTOpiB, J0 SKUX HallekaTh
HarioHansHi KI. Onnak, BpaxoByroun HaBeneHe B IloctanoBi Kabinmery Minictpiit «IIpo 3aTBepmkeHHS
Iopsinky QopmyBaHHS TepemiKy iH(QOpMaIiifHO-TeICKOMYHIKAIMHUX CHCTEM OO0’€KTiB KPHUTHYIHOI
IHQPACTPYKTYpH [epKaBW» TIyMadeHHS MOHATTS «00’€KTH KpUTHYHOI iHppacTpykTypm»[10], MoxHa
BM3HAUMTH HacTymHi cektopu KI B VYkpaiHi: eHepreTmka, XiMIYHHH CEKTOp, TPAHCIOPT, (PiHAHCOBO-
0aHKiBCbKa cdepa, iHpOpMaIiifHO-KOMYHIKaliHHIA CEKTOpP, IPOIOBOIbYa cepa, chepa OXOPOHU 3T0POB’S
Ta Jiep>kKaBHI KOMYHaJIbHI FOCIOAapCTBa.

Kpim Toro, 3rizHO 3 iHIIMMHU NpPaBOBUMH akTaMu YKpainu B cdepi 3axucty Kl, MoxkHa Bimokpemutn
HACTYITHI KaTeropii 00’€KTiB, I/ SKUX TaKOX 3aCTOCOBYIOTBCS 3aXOJH ILOJO 3aXHCTY Ta HMOKPAIICHHS
xuBy4octi KI:

. HiANPUEMCTBA pi3HUX (OPM BIIACHOCTI, IO MAIOTh CTpaTeriyHe 3Ha4EeHHsS B cepi EKOHOMIKH Ta
Oe3rnexu KpaiHu;

*  JepkaBHI 00’€KTH BHCOKOTO PiBHA Ba)KJIMBOCTI, Taki SIK ITYHKTH YIPABIIHHSA OPTaHiB Iep>KaBHOI
BJIAJIN Ta OPTAHIB MiCIIEBOTO CAMOBPSITYBAHHS;

. 00’€KTH, [0 MOXYTH CTATH LIJSIMA JJIS TEPOPUCTHYHUX MOCSATAHB;

. 00’€KTH OXOPOHU Ta OOOPOHM ITiJ YaC BUHUKHEHHS HAI3BUYAHHIX CUTYyalil, B peXKUMIi BIiCBKOBOTO
CTaHy TOIIO;

*  00’exTH, B 000B’I3KOBOMY HOPSIKY OXOPOHSIOTHCS MiApo3aiiamMu JlepKaBHOI CiryKOM 0XOpPOHH;

. 00’€eKTH, SIKI BiTHECEHI JI0 KaTeropii miiBUIEeHOT HeOe3eKH;

. 00’exTH, sIKi BKIITOUeHi 10 Jlep)kaBHOTO peecTpy MOTEHLIHHO HeOe3neuHnX 00’ €KTiB;

*  pamialiitHo HeOe3meyHi 00’ EKTH;

. 00’€KTH KaTeropii MBIJIBHOTO 3aXKCTY;

*  YEproBO-IUCIIETYEPCHKA CHCTEMA EKCTPEHOT JOMOMOTH HACEJICHHIO Ta eKCTPEHHX CITYXKO;

. 00’€eKTH aBapifHO-PATYBATBHHUX CITYXKO;

. HarmionansHa cuctemMa KOH(IIEHIIITHOTO 3B SI3KY;

. IJIATIKHI CHCTEMU,

*  00’€KTH HEPYXOMOCTI, IO BXOAATH A0 MEPEiKy HaliOHANBHOI KyIbTypHOI ciaamuHu [1].

Sk 6aurMo, Ha ChOTOAHI B YKpaiHi BIICYTHIH €AWHUH, 0QimiHHU meperik 00’ €KTiB Ta CEKTOPIB, 10 IKUX
BiTHOCSATBhCA KPUTHYHI iHPpacTpykTypu. B Hamriii nep:kaBi iCHye meBHA KiIBKICTh HOPMAaTHBHO-TIPaBOBHX
aKTIB, sIKi BKa3yIOTh Ha MEPEJIiKA TaKUX 00’€KTiB, ajie JjaHi CIIUCKH MAlOTh CKOPIII BiIOMYHUI XapakTep i HE €
odiLiiiHO 3aTBEpIKCHUMH Ha 3aKOHOJABUOMY piBHI. Takuii miaxija, Ha JyMKY aBTOpPIB, 3HAUYHO YCKJIAJHIOE
OpraHizaiilo Ipouecy 3aXUCTy Ta miABUIIeHHs )kuBy4ocTi KI B HanioHansHUX Macmtadax.

B ykpaiHchKiit 3akoHOIaBYil 6a3i Takoxk BiCyTHE odilliiiHe TIyMadeHHs MOHATTA «cy0’ ekt 3axucty Kl».
BimnosiganeHicTh 3a (GyHKIIl 3miACHEHHS 3axodiB 070 3axucty KI po3miasioThes MiX JeKiIbKOMa
JIep)KaBHUMHU OpraHamu, a caMe: €JMHOI CHCTeMOI0 3amoOiraHHs, pearyBaHHs 1 NPHITMHEHHS
TEPOPUCTHYHHX AKTIB Ta

MiHiIMIi3a1il iX HacHiAKiB; €OIUHOIO IEPKABHOI CHCTEMOIOIMBIIFHOTO 3aXUCTY HACEICHHS Ta TEPUTOPIiA;
a TakoXK €IMHOIOAEPKABHOIO CUCTEMOIO 3aro0iraHHs i pearyBaHHs Ha HaJ3BHYaiHI CUTYaIlil TEXHOT€HHOTO
Ta NPUPOJIHOro Xapakrepy [1, 6].

Taka opranizamiiiHa cucreMa Ta HEZOCKOHAJa HOPMaTHBHO-TIpaBOBa 0a3a CTBOPIOIOTH JIOJaTKOBI
TPYAHOIII B MHUTAHHSAX BIATIOBINAIBHOCTI y pa3i BUHUKHEHHS peanbHUX 3arpo3 mis o0’ektiB KI B
HanioHanbHOMY Maciitadi. s icHyrowoi cucremu 3axucty KI B YkpaiHi XapakTepHe JOMiHYBaHHS
BIZIOMYHX IiJXOJIB O PO3B’si3aHHS NpoOJieM OE3MeKH Ta OXOPOHH AEpKaBH Ta HaceleHHs. BukopucraHHs
TaKUX MiIX0iB GOPMYE psiji HEraTUBHUX HACJIAKIB Ta HEJOJIKIB y MpoLieci po3B’ si3aHHs po0iieM 3 Oe3nekn
KI, no sikux MokHa BifHecTH NyOintoBaHHS (DYHKLIOHAIBHUX OOOB’SI3KIB B OJHHMX cepax Ha BUPIIICHHS
MUTaHb Oe3mekd Ta AeilUT pecypciB y IHmMX cdepax, M0 3YMOBJICHE TUCOATAHCOM PO3IOIiICHHS
000B’s3KiB Ta pecypciB MixK pi3HUMHU opranamu Oe3meku K.

3. MoxkanBocTi A1 NOKPALICHHS ’KUBYY0CTi KpUTHYHHX iHPPACTPYKTYp B YKpaiHi 3
YPaxyBaHHSAM 3apy0ikHOTo 10cBiny

Buxomsun 3 aHamisy IocBigy 3apyOiKHHX KpaiH y cdepi 3axucTy Ta migBuimeHHs xuBydocti KI Ta
aHaiizy cucremMu oxopoHHHX 3axofiB KI B YkpaiHi, aBTopamu po3po0ieHO HACTYITHI peKOMEHAIil 010
BJIOCKOHAJICHHSI OpTaHi3alliiHMX, NMPAaBOBHX Ta IHIIMX ACHEKTiB MIOJ0 3aXHUCTY KPUTHYHHX CTPYKTYp Ha
TEpUTOPIi HAIIOT Jep>KaBu:

*CTBOPEHHSI HOBUX a00 BJIOCKOHAIEHHS ICHYIOUMX JIep)KaBHUX HOPMAaTHUBHO-TIPABOBHX aKTiB Ta
cTBOpeHHsI O(iNifHNX BU3HAYCHb TAKHX IMOHATH, 5K «3axucT Kl», «cy0’extn 3axucty Kl» Ta cymixamX
MOHSATH;

*  Y/IOCKOH&JEHHs ICHYIOUOi HOPMAaTHBHO-NIPABOBOI 0a3 Ta MPHUHATTS HOBHUX 3aKOHOJIABUMX AKTIiB
JUIA CHCTeMAaTH3allil miAX0IiB, CTBOPEHHS 0(imiifHOTO CITUCKY CEKTOpIiB Ta 00’ €KTIB, AKi HaJeXaTh A0 chepu
3axucty KI;
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. CTBOPEHHS €MHOT CUCTEMH KPHUTEPIIB Ta METOAOJIOTIT IOA0 Kiacudikaii 00’ €KTiB 115l BUZHAYCHHS
piopuTeTHUX HanpsaMmKiB 3axucty Kl pizHux cdep nprusHaveHHS;

. CTBOPEHHS Ha JAEP)KaBHOMY piBHI OQIIIMHHX TOKYMEHTIB, IO HAJAIOTh €IWHHUM IEperiK ycix
00’exriB KI Ha TepuTopii Ykpainn;

. CTBOPEHHS €IMHOTO KOOPAWHAIIIIHOTO Aep>KaBHOTO OpTaHy, SIKMH Oyae HeCTH BiOIOBiTadbHICTD 3a
CTBOPCHHS, OpPTaHi3aIlilo Ta 3MiHCHEHHS 3BITHOCTI MO0 NMPOBENEHHS 3aXO/iB Ta BJIOCKOHAIECHHS CHCTEMHU
3aXHCTY Ta MiZABHIIEHHS kHUBY40ocTi 00’ exTiB KI.

Kpim Toro, BayKIMBMM NHUTaHHSAM U JEp>KaBHUX OpPraHiB YKpaiHM 3ajMIIA€ThCs CTBOPEHHS CIIMCKY
00’€eKTIB HaWBUILNOI NMPIOPUTETHOCTI B THMTAHHAX 3aXHCTY KPUTUYHUX CTPYKTYp, IO B yMOBaxX HaITO
oOMexeHoro (GiHaHCyBaHHS Jajio O 3MOry mokpamutyu piens Oe3neku Kl B HanioHansHUX MacmiTadax.

Takox, BHKOPHCTOBYIOYHM JOCBiN 3apyODKHMX KpaiH (30kpema, kpain €C), BapTo pO3NISTHYTH
MOXJIMBOCTI PO3IIMPEHHS NMapTHEPCHKUX BIAHOCHUH 3 HAaWOMIKYMMH JAEpKaBaMHU-CyCilaMH Ta CTBOPHTH
CHUTBHI TPOEKTH IMIOAO 3aXHUCTY HESKHX CTPATErigHO BaXIMBHX OO’€KTIB CHJIAMH JACKUTBKOX IepXkaB 3i
CHUTFHUMH iHTepecaMu (HaIPUKIIad, 00 €KTIB eHePTeTHYHOTO, IIPOMHUCIIOBOTO CEKTOPIB YKpaiHm).

BucHoBkn

OTxe, pe3ymbTaTH BUBYCHHS Ta aHANi3y 3apyODKHOTO JOCBiAy KpaiH CBITYy B cdepi 3axucry Ta
minBuieHHs xuBydocti KI Moxke OyTH BuUKopHcTaHWil Al opraHizauii IiTicHOT Ta eeKTUBHOI CUCTEMH
oxoponnux 3axoaiB KI B Vkpaini. Ha ocHOBiI mocBigy 3apyOiKHMX KpaiH MOXHA HE JIMIIE BH3HAUUTH
OCHOBHI HalpsIMH Ta NPIOPUTETHI CEKTOPH KPUTHUYHHUX 1H(PACTpyKTyp, ane i ONTHMI3yBaTH PO3MIpH Ta
cTatTi 1 (piHAHCYBaHHs, BIOCKOHAJIMTH HOPMATHBHO-NIPAaBOBY 0a3y Ta TEXHOJIOTII, CTBOPUTH YiTKYy
CTPYKTYpPY 3 [ep)KaBHHMX OpraHiB, sKi HECyTh BINMOBINANBHICTH 3a 3nificHeHHs 3axucty KI Ha
HAIlIOHATFHOMY PiBHI.
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Abstract: The optimal scenario building task solution based on typical scenarios along with the
subject area ontology analysis, using the structure of ordered by action types directed graph is
proposed. This approach gives the possibility to evaluate properties of optimal scenario using the
suitable metric. The evaluation of possible cost reduction for building more effective standard
scenarios of analytical activity is suggested. The relevance of such problems solution in the sample
domain of budget process analysis is shown. The algorithm of optimal scenarios search sequential
refinement based on subject area ontology analysis along with ordered directed graph analysis is
proposed.

Keywords: information gathering, ontology, graph analysis, budget analysis, typical scenario.

Preface

The information technologies development is characterized by a number of trends that require scientific
comprehension and elaboration, development of new architectural solutions, including approaches to
software systems design and implementation, aimed at analytical activities support. This can be explained by
the current analytics systems functioning paradigm, which objectively requires increasing the intelligence of
decision-making processes as well as software systems and technological components of analytical support.
Considering the dynamic nature of the specific environmental requirements and the complexity of system
integration tasks dictate the need of methods and tools development supporting the design of distributed
information system, based on distributed analytical activities scenarios and accounts for a large number of
participants [1]. Thus, the analysis reveals such phenomena and development trends.

Today there are a number of methods to select best by quality and productivity scenarios from the
collection of possible or admissible scenarios, based on the factors composition and nature analysis, which
affect the scenario planning process. In planning practice one can distinguish situations, differing in factors
number, which are used to make decisions and define principal differences in scenarios development
procedures. One of the quite difficult and urgent tasks today that require the effective scenarios development
to solve is the task of constructing and further optimizing the scenarios for collecting and analyzing various
processes of organizations. Today the scenarios optimizing problem in network information collecting and
analysis is one of the major tasks in the domain of big data processing [2].

This is especially true for solving the budget process problems based on the financial analysis of regional
budgets. During the economic crisis, the problem of increasing role of the regional budgets analysis in
solving economic and social problems becomes insistent. The problems of sustainability of regional budgets
gain special actuality.

The main aim of the budget financial sustainability analysis is to obtain a sustainability assessment for
each subject of the analysis for a certain period of time and to conclude on the budget stability state for that
entity. Based on these results one can make common conclusions about the state budget financial condition,
make forecasts for the condition for future periods, and make decisions about steps, directed to improve the
economic situation, gain state budget stability and independence.

Software development for state budget financial analysis and defining budget sustainability lets
substantially reduce time, needed for analysis and facilitates the work of state institutions and authorities [3].

The overall structure of the network, which determines the ontological features of the problem of budget
process analysis on a branched network, is quite complex in structure and has significant number of the
elements.

Most usual way to solve such problems is to build scenario, based on definite ontology, which is
described with the appropriate graph. Budget monitoring, as well as many other tasks in various fields, often
consists in performing a series of typical actions of varying degrees of complexity. The least step, which does
not need further breakdown an is usually executed by single person, or, in case of automated execution, by
single piece of software, can be called elementary step. Unlike a project or workflow, in the case of a
scenario, such a step, as well as compound ones, may have several outgoing results that can be assigned
appropriate probabilities. Each step is characterized by a set of parameters that are used to optimize for a
particular criterion.

It occurs plausible to use ontology to save steps hierarchy for definite activity, here for budget
monitoring, in the ontology the list of connections between steps of the type “before-after”. Unfortunately
ontology is poorly suited for saving connections metrics, e.g. connection probabilities. Because of this we
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need additional means to save additional data for steps pairs, connected with the relation “predecessor -
successor”.

Analyst’s job begins with ontology, describing all possible steps, their hierarchy, appropriate metrics and
connections of the type “before-after”, creation or development. After this in separate software the
probabilities of transition between steps are set or updated. Then this or some other analyst uses steps or step
blocks to build the action graph, which as outcome gives result with definite probability or set of results with
probability distribution.

The criteria to be used for optimizing, depends upon task. Examples of the criteria may be threshold
probability for achieving positive result, scenario execution time or cost minimizing, or even some metric
combination, which is saved in ontology and additional storage of results probabilities.

In more sophisticated model some external to network factors are defined, which can alter the probability
distribution among arcs or steps metrics. For example one of such factors can be the course of national
currency or price of energy carriers etc. But here we will not consider this case. They can be easily
implemented in future, if such need occurs.

After the criteria of optimizing is selected, one can use well defined algorithms of shortest route search on
the graph, and in complex graph to define reachability of the final aim as well as other common graph
algorithms.

If needed on network obtained it is possible to build optimistic, pessimistic and optimal steps series. Such
approach makes it possible to supply analyst a set of alternative steps from the current node of the possible
actions graph.

In sample case of budget monitoring the simplified way of building the whole process may be next:

1) Building an ontology of possible actions;

2) Automatic building or updating of edges probabilities storage, based on the ontology
instances as nodes;

3) Expert manually defines or updates the probability distribution of results for each ontology
object, considering the results of previous analysis;

4) Possible actions in budget monitoring graph building;

5) Shortest way search criteria selection;

6) Reachability analysis of the end node from the starting one. If the node is unreachable then
building of extended graph or connections correction will be needed to achieve reachability;

7)  Shortest route selection using selected criteria and selection of the set of several routes with
minimal lengths;

8)  Probability of the positive result definition for each of the selected routes;

9) Combined graph building as support system of the analyst activity;

10) After the current state analysis it is possible to update edges probabilities according to
practical results. If some new practical steps appear — the extension of ontology is made to include
new steps;

If necessary the update and recalculation of the graph is made to include additional new knowledge,
obtained from practice.

There is a great number of ontology based scenario building models in subject area, which use different
mathematical methods. Among other the scenario building models based on structured data storage in
branching networks are usual enough; such is especially true for the problems of regional budget monitoring.
Based on these models and their different modifications modern information-analytical and information-
searching systems are built [3].

In this case the ontology is defined in the next way:

O ={T,A, R, D} , Where (1)

T — set of terms, defining objects and concepts of the subject area,

A — set of concepts attributes,

R — set of relations (connections) between the terms,

D - set, holding definitions of concepts and relations.

In the graphical form, the ontology is represented as a network, the vertices of which are denoted by the
concepts of the domain, and the edges denote the connections between them. Basic are hierarchical class-
subclass and part-whole relationships that define the structure of the branching structure of the information
storage network.

Thus, ontology represents the description of the subject area, giving view of the concepts set with
connections between them.

Descriptive and mapping techniques based on graph theory are widely used to describe ontologies for the
tasks of selecting the scenarios optimal by quality or performance criteria from the set of possible or feasible
scenarios. In this case, the most widespread descriptions are in the form of hierarchical graphs, usually with
weight estimation and edges count.

99



Building scenario based on the graph analysis

Ontology consideration using structural approach is most relevant to the task, for graph presentation of
the structure allows measuring its properties with a selected metric, determining its quality and suggesting
recommendations for its future improvement.

Such structured approach makes it possible to evaluate the ontology model building effectiveness due to
graph, describing ontology search cost reduction against the usual manual method of building scenario for the
same ontology.

To estimate ontology describing graph search cost reduction one can estimate productivity using
assumptions, based on some formal assessments for different types of graphs, for which it is quite simple and
accurate to estimate the values selected for comparison characteristics. These estimates can be based on the
difference between full and partial flow over the graph, which is a graphical representation of the analyzed
ontology describing the scenario.

As such procedures basis we can select previous information about graph flow during other queries,
which partially coincide with the current that is using information obtained during previously made graph
analysis. This information is stored in corresponding knowledge base for each distinct ontology, and so for
the corresponding graph. In this case to make approach productivity estimation in whole, without reducing
the degree of generality, it is possible to consider some specific graph types used for ontology description.

As it was shown in Miller’s article, ontology estimations suggest, that number of connections for a
definite concept in the fully connected graph, describing ontology, must not overcome 9 [4, 5]. Thus we can
assume that in most of the real cases the number of all ingoing and outgoing edges of the directed graph will
not exceed 9.

Using this assumption the maximal effect from usage of previously obtained information for the way of
possible scenario building in this case can achieve

Emax =90/ (9n — 9(n-m)). 2

To estimate the productivity of the ontology model building, methods based on the shortest route search
in the graph, representing the ontology, can be used.
Generally we can write, that selecting routs to achieve target node T in the graph, using the query:
T={x|A(} @)
where x- all possible routes in the graph,
A (x) — characteristic property, representing the essence of the specific query, will give the needed result.
Then

VYa Ix Vc (cex<c<a),

where

¢ —all routes in the graph, leading to the target node,

a— minimal length route to the target in the graph.

Thus there always exist minimal length route in the graph, which corresponds to target. So the result of
the query also exists

Thin=min (a). 4)

The search task of the single source shortest path (SSSP) [6] is defined based on the general ontology
model graph description.

The process flow supporting the analyst work in sample domain of budget monitoring can be represented
as follows:

1. Building operational OWL model in the subject area, using Protégé software. (Any other software
compliant with OWL2 standard can be used as well).
Converting OWL model to the GraphML format using specialized converter.
Edit obtained graph, for the purpose of scenario creation.
Typical scenario corresponding to selected criteria creation.
The most effective current scenario search using selected criteria.

Resultlng from the expert in subject area work the corresponding activities model is created and further
developed to be used in analytic activity, fixed and stored for definite criteria and tasks as the typical
scenario. The specialized software converts the ontology OWL file into the tree of the possible analysts
operations saved in the form of the GraphML file. This file represents the supporting operations list for the
future analyst work, used for selection of operations subsystem, needed to build scenario and set connections
between successive steps with selected metrics of the nodes and edges of the graph [7]. Such metrics as
execution time and cost are defined for the nodes, while probability of transition is the metric of edges. Each
of the nodes can be simple or compound.

Compound node can hold a graph of possible simple or compound steps, connected with transition edges.
The input logical function is stored in any node, defining the node with several incoming edges activation
method. In all output edges of the node the normalized transition probabilities to the next nodes are stored
thus forming the weighted directed graph.

S REN
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While practical executing the scenario the updated values of metrics and probabilities can be set in the
input structure. The simple nodes hold the input metrics values. Compound node metrics are calculated from
the corresponding metrics of the lower level nodes. If the graph can have the cyclic nodes, then
corresponding node metrics of such node can have several values, depending on the cycle number. The
shortest route search method allows defining simple weight coefficients for nodes, as well as complex, which
need metrics for calculation [9]. E.g. if the scenario nodes have time and cost parameters, then shortest route
can be calculated using the criteria of the minimal general execution time, minimal cost, or some linear
combination of both parameters.

While optimizing scenario built on the graph the standard methods of shortest route search, such as
Dijkstra algorithm, are using weighted edges to be run. If we need to select shortest route for the parameters
of the nodes the most reliable way is to create supporting edges weights defined as the average of the
corresponding nodes parameters, placed on the both ends of the edge except beginning and final node, whose
parameter values are not divided by 2. It is simple to show, that total route weight, defined on such edge
metrics will be the same, as calculated on the nodes parameter values.

In this work we shall not consider multilevel graph because any multilevel graph can be represented with
equivalent single level one by substituting contents of the compound node instead of the node itself (Fig. 1).
Such graph will be complex enough, but single layer.

Node with
17| internal | 2 2
| graph

Transformation 3 5

Fig. 1 Multilayer graph transformation to the single layer one.

Let us consider some sample directed weighted graph with defined start node as. The edges sequence
from node a, to node ag ns called route.

g Sa

N,
@é;;imé,%é‘o’

Ml

Fig. 2 The base graph structure, used to build a scenario (n=4, m=3).

The task is for any node v accessible from source-node as to find route, having least total weight:
P*( as,ar).

f*(as)=f(P*(as,ar)=min f(P(as, ar)). ®)

Such problem can be set for both graph type, directed and undirected [9]. The problem solution
satisfies the optimality principle: i.e. route in consideration is a part of the shortest route, e.g. from source ag
to finish node ar . That means that to store the shortest path for each node, it is enough to store its last edges
instead of the whole route.

Without decreasing the generality let us revue the task of enhanced rout search on graph, which
defines optimized actions sequence in scenario based on the typical scenario of analytical work. Here the
typical scenario is already existent and formalized scenario, which usually was received as a result of
previous activity of analysts and experts solving such problems.
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Let’s consider graphical representation of scenario construction on the graph (Fig. 1), which
corresponds to this problem formulation with the following assumptions:

1. Every level of graph hierarchy

A={a;} mmai=1,,nTaj=1,,m (6)

corresponds to a full activity set, having analogous by quality results, but differ in activity indicators
(execution time or cost).

2. Time consumed by transition between activities in one level is less then transition time from any
level to the lower one.

If diju — is an edge between nodes a;; and ay , and dj; — is an edge between nodes a; and a,
then

dijit << diju (7

for ik=1,,n

iI=1,m

and ik

3. For each graph level, representing subject area ontology there is typical scenario, the defines
edges set

d%i for i=1,n-1

4. Scenario can be defined as optimized (enhanced), if total evaluation of scenario edges, defining
the newly formed in optimizing process new scenario edge chain djji.q, is less then total evaluation of edges
chain in typical scenario djis;.

The successive scenario quality indicators enhancement algorithm, representing the starting
ontology of subject area using the structure representation as ordered by activity types graph, can be
constructed as the following sequence of steps.

1. For each scenario level

i=1,nland jl=1,,m

value of dijiy is compared to d ;.

2. If values are such that

diivy) < d'iis1 then new value for current scenario is defined as

d Nii+l = diji+1| 8)

3. New optimized scenario activities sequence from the node aj.; Sequentially through all
subsequent levels to level m.

4. If total sum d™;., for the new chain is less then for d';., of starting typical scenario, then this
new scenario is accepted as typical.

5. Where the conditions of paragraph 4 are not fulfilled, the process can be repeated from the last
node of the typical scenario, from which a new direction of scenario construction was begun, in another
direction up till the last graph level.

Thus, when there is a chain of action better over a chosen criterion (for example, the time of
receiving and processing information) compared to a typical scenario, it will be found and the typical
scenario will be replaced with a new one.

As a result of running the described algorithm, we obtain a scenario that meets the given conditions,
in accordance with the ontology described by the graph. The algorithm presented here shows a sequential
process of detecting a sequence of arcs connecting the nodes of the graph from the top level to the bottom,
taking into account the matching parameters.

When repeatedly retrieving information by close form of query, we use an existing scenario model,
which significantly shortens the construction time by reducing the number of nodes under consideration. This
does not exclude the possible need to revise the ontology and rebuild it.
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Fig. 3. The successive scenario enhancement algorithm vs full graph analysis approach

Fig.3 shows the scenario optimizing result for test examples with averaging results for two tests. The test
examples with 4 and 10 levels and nodes number 3,5,7,10 ta 15 for each level where considered. The testing
results show, that such approach for scenario optimizing, based on graph representation can significantly
reduce the complexity and expenses of building new more effective by defined criteria scenarios. This makes
it possible to significantly simplify the analytical work using typical scenarios.
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Conclusions

In this article the problems of gathering flow information scenario optimization on the branched network
are considered as an example of the construction and further optimization problem of scenarios built on the
branched network for the budget monitoring. The structure approach in ontology analysis, as the most
appropriate for the considered task, using the graph representation of the structure is suggested. The
estimation of the effect of the previously obtained partial information about gathering information in the
network scenario construction, described by the graph, for the further clarification of information. The formal
description of multilayer hierarchical system structure is provided. The example of ontology elements
interaction structure for the problem is presented.

The complex approach based on the shortest route search on the graph and ontology model graph
representation is suggested. This makes possible to use algorithms, based on graph nodes in hierarchical
levels (layers) traversing.

The approach for modified search in width algorithm building is presented, which significantly decreases
routes search for the gathering flow information scenario construction time in the branched network.
Described in the article approach for the gathering flow information scenario optimization on the branched
network was tested for the pilot system of regional budgets financial analysis project development.
Algorithm suggested here makes it possible to develop the software complex, which enables sufficiently full
and complete solution to the problems of scenario optimization for scenarios of search and collection of
streaming information on an extensive network. One of the perspective directions in the algorithm
application is to use its possibilities for information-analytic systems building. This will significantly reduce
the time and improve the quality of searching the necessary streaming information on a extensive network.
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AHoTaniss. PO3BUTOK KOMII'IOTEPHUX TEXHOJIOTiH Ta, 30KpeMa, Mepexi [HTepHeT, sKa € JDKEpeIoMm
iH(pOPMaIIITHAX pecypciB, sKi, B CBOIO Yepry, € TUHAMIYHUM JKEPEIOM TEKCTiB, BIIKPHBAE HOB1 MOXKIIMBOCTI JIJISt
PO3pOOKH i 3aCTOCYBaHHS MOKPAIIEHHX METOMIB iX HOCHTIIKEHHs. ICHYIOTh Pi3HI METOAN, METOANKH Ta TEXHIKH
KOMIT'TOTEepH30BaHOi 0OpOOKHM Ta aHanmizy TekcTy. IIpoTe 3Bakal0o4d Ha HEBIMHHHH PO3BHTOK, CyYacHe
nporpamHe 3abe3nedeHHs Bce Oible moTpedye rOTOBHUX pillieHb IS BAOCKOHAJICHHS CBOIX CHCTEM. AJpKe Joci
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BIZIKPUTOIO Ta MO KiHI HEBUPIIICHOIO € 3a7a4a BUOOPY OKPEMHUX TEPMiHIB 3 KOPIYCY TEKCTOBHX JOKYMEHTIB i
aBTOMATH3allisl TAaKoro Binbopy. Y 3B'3Ky 31 CKIAIHICTIO NMPUPOAHBOI MOBM, TAKOXXK HE MEHII CKJIAJHOIO if
BIZIKPHTOIO NPOOJIEMOIO € BCTAHOBJICHHSI CHMHTAKCHYHHX 3B’S3KiB MiXK TepPMiHAMH y TEKCTi, Ta BU3HAUYCHHS
HampsMKIB TakuX 3B’s3KiB. B maHiil poOOoTi po3rismaloThcs Ta aHATI3YIOTHCS MIAXOAW A0 MOOYZOBH MEpex
TEPMIHIB, SIK OHTOJIOTi4HOI MoOJeNi mpeaMeTHOi 00nacTi. 30kpeMa, MpeacTaBlIeH] HOBI MiAXOAW A0 BH3HAYCHHS
HaNpsMKIB 3B’s3KiB MK By3JaMH HEHAIpaBJIEHOI Mepexi, ITo0yJoBaHOi 31 CIIIB Ta CIOBOCHONYYECHb (OKPEMHX
yHirpaM, Oirpam Ta TpUrpaMm) TEMaTHYHOTO TEKCTOBOIO MacHBY. Takox IJsi MOOYIOBH HampaBIEHOI Mepexi
TEPMIHIB PO3TIAAETHCS I 3aCTOCOBYETHCS OIMH 13 METOJIIB CTBOPEHHS TEPMIHOJIOTTYHUX OHTOJIOTIH — alNroOpUT™M
(opMyBaHHS MepeX NPHPOJAHIX iepapxili TepMiHIB Ha OCHOBI aHaNi3y TEKCTOBOTO KopIrycy. sl cTBOpeHHS
MPOTpaMHOi peati3alii 3alpONOHOBAHMX Ta PO3MVITHYTHX IiIXOAIB 1 METOIIB BHKOPHUCTOBYETHCS MOBa
nporpamyBanHst Python, a Ttakox okpemi ¢yHkuii cremiamizoBaHoi Hanbymosu — moayias NLTK (Natural
Language Toolkit open source library). BukopucroByroun 3aco0u MpOrpamMHOro 3a0e3IeueHHs Ui
MOJIENIOBaHHsI Ta Bisyaunizauii rpadis — Gephi, moOymnoBani HamnpasieHi Mepexi TepMiHiB Oyiu BisyarizoBaHi 3
METOIO KPaIoro HA0YHOTO CIIPHHAHATTS.

Kirouosi cioBa: Ilpenmerna O6nacts, OnTONOTIA, Mepexa Tepminis, I'pad 'opusonTtansnoi Bugumocrti,
Mepexa Ilpuponnoi Iepapxii TepminiB, Cunrakcuuyni ta Cemantuuni 3B’s3ku, Henampasnena Mepexa,
Hampasnena Mepexa.

1. IocTanoBKka NpodJieMu

Jlyxe Ba)XJIMBUM €TarloM y KOMIUIEKCHUX JOCIIPKEHHSIX MIEBHOI peaMeTHOi o0acti (Subject Domain) €
JetanbHe (opMalli3oBaHe HPEICTaBIeHHs i 3HaHb, NPUIATHE IJIsl aBTOMATH30BaHOI 00poOKM — 1MoOynoBa
OHTOJIOTIYHOT MOJeNi mpeaMeTHOi obmacti. B skocTi Momeni mpeaMeTHOi 00jacTi MOXKE PO3TIISAATUCS
Mmepesxa TepminiB (Network of Terms), By3nu sikoi BiIOBIAal0Th OKPEMHUM CJIOBAM Ta CIIOBOCIIOIYUEHHM Y
TEKCTi, a pedpa — 3B’s13kaM MiK HuMH. [Ipouec moOynOBM BENMKMX TEMAaTHYHUX OHTOJIOTIH 3a3BH4Yail €
CKJIAHUM Ta PECypcO3aTpaTHUM Ta CTAHOBUTH HEPO3B’s3aHy J0CI HAYKOBO-TIPAKTHYHY mpobiemy [1].
Oxpemuii Kpok Takoi (opmaiizamii — 1e BH3HaueHHs 0a30BUX 00’€KTiB. Y BHNajgKy MoOyIOBH Mepex
TEpMiHIB — 16 CTBOPEHHS CJIIOBHUKOBUX HOMEHKJIATYp, T€3aypycCiB Ta NMPEIAMETHHX CJIOBHHMKIB TEpPMiHIB,
BU3HAYCHUX HA OCHOBI KOPITYCYy TEKCTOBHX AOKYMeHTiB. EdekTuBHHI BUOIp OKpeMHX TEpMIHIB H, TUM
Oijplie, aBTOMAaTH3allis Takoro BiIOOPY 3 TEMAaTWYHOIO TEKCTOBOTO MAacHMBY — aKTyajbHa ¥ JO KiHIA
HeBupileHa 3amaya [2, 3].

V 3B'13Ky 31 CKJIQAHICTIO MPUPOIHOI MOBH, HE MEHII CKJIAIHOI H BiJKPUTOIO MPOOIEMOI0
KOHIIENTYaJi3allii € BCTAHOBJICHHSI CEMAHTUKO-CHHTAKCHYHHX 3B’SI3KiB MiXK By3JIaMH MEPEexXi, 110
BiJINIOBiJAOTh TEpPMiHAM, Ta BU3HAYCHHS HAIMPSIMKIB TaKHUX 3B’ S3KiB.

Mertoto 1aHOT pOOOTH € NMPEACTABUTH HOBI IMiIXOU 1O BU3HAYECHHS HANPSIMKIB 3B’SI3KiB MiXK By3JIaMH
HEHAaTpaBJIE€HOI MepexXi, TOOYAOBaHOI 31 CJIiB Ta CIIOBOCIONYYEHb TEMATUIHOT'O TEKCTOBOTO MACHUBY.

2. Merton no0y10BM HEHANPaBJIEeHUX MepekK TepMiHiB

Jst moOynoBM Mepex TepMiHIB ICHYe JAeKijbKa MiAX0MiB i coco0iB iHTeprpeTalii By3JiB Ta 3B s13KiB [4,
5], 110 TPU3BOUTE JI0 PI3HUX BUIIIB NMPEJCTABICHHS TAKUX Mepex [6].

Jiist moOymoBH TEPMIHOJIOTIYHUX OHTOJIOTIH TpeAMeTHHX obnacTeil B maHii poOOTI BUKOPHCTOBYETHCS
NTOPUTM KOMMAKTHU(PIKOBAHOTO Tpada TOPU3OHTAIBHOI BHAMMOCTI IS KIFOYOBHX TEPMIiHIB: OKPEMHX
yHIrpaMm, OirpaM Ta TpUTpaM.

2.1. KomnakrudikoBanuii rpag ropu3oHTaIbHOI BHIUMOCTI

I'pad ropuzonTansHoi BuanmocTi [7, 8, 9] e Moaudikaliiero cTaHAapTHOTO ANTOPUTMY Tpada BUAUMOCTI
[10].

Hdnst Toro, mo0 mnoOyayBaTH HEHANpaBJICHY MEpPEXY TEPMiHIB 3 BHKOPHCTaHHSIM arjopuTMy
TOPU30HTAJIBHOI BUAMMOCTI Y po6oTi [11] mponoHyeTses 3aificHuTr HacTYnHI Kpoku. [lepmmii eran nomsrae
y TOMY, II0 HA TOPH30HTAJIBHII OCi BiIMidaeThcs psJl BY3JiB, KOKEH 3 SKUX BINOBIJIa€ TEPMIHAM Yy TOMY
TOPSIIKY, B SIKOMY BOHH 3’SIBIISIIOTBCSL B TEKCTI; a 10 BEPTUKAJIBHIA OCI BIAKIAIAIOTHCS BaroBi 3HAUEHHS —
4HCIOBI OIIHKH Xi. Ha apyromy erami Oyamyerscs rpad TOpH30HTANBHOT BUANMOCTI. BBaxaeTscs, mo aBa
By31M tj Ta tj, AKi BiANOBiIAIOTH €IEMEHTAM YaCOBOTO PAMY Xj 1 Xj, 3HAXOAATLCSA Y TOPU30HTANIBHIN BUIMMOCTI
TOJ # TINBKM TOZI, KoM X < MiN(X;; X;) A1s BCiX fy Takmx, mo t; < t <t

Tperiit eTam mossArae B TOMy, III0 OTPUMaHa Ha MOTEPEIHIX eTamax Mepexa KOMIAKTH(IKYEThCS: BY3IH,
10 BiJNOBialOTh OJHAKOBHM TEpMiHAM, 00'€THYIOThCS B OAWH By30i. OTprMaHa HeHampaBlieHa Mepeka
TepMiHiB Oy/e Ha3MBAaTUCh KOMIAKTH(HIKOBAaHUM TPad)OM rOPH30HTAIBHOI BUAUMOCTI (puc. 1).
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TakuM YUHOM, aNTOPUTM KOMMIAKTH(IKOBAHOTO Ipada TOPH30HTAIBHOI BUIUMOCTI JO3BOJISE OYIyBaTH
HEHATpaBJieHI MEpEKeBI CTPYKTYpH Ha OCHOBI TEKCTiB y BHIAJAKy, KOJIHM OKpEMHM CJIoBaM abo
CJIOBOCITONTYYCHHSIM IIOCTABJICHI Y BiIITOBITHICTh YHCIIOBI BaroBi 3HAUCHHS.

Puc. 12. Eranu no6y1oBu KOMIakTH()iKOBAHOTO Tpady ropuzoHTanbHol Bugumocti [11].

2.2. O6pol6Ka TeKCTOBOTO KOPIMyCYy

YcHa Ta nucemMHa (OPMHU MOBH CKIIAAIOTHCS 31 CIIIB, SIKi YaCTO MAIOTh CITIIBHE TIOXOKCHHS.

MoBa, 1m0 MICTHTh pi3Hi (HOPMH CIIOBA, MOXiAHI BiJ IHIIOTO CJIOBA, SKi BHKOPUCTOBYIOTBHCS IS
BUPa)XEHHS PI3HOTO 3MiCTy, Ha3uBa€Thes meperuieTeHor moBoto (Inflected Language). 3po3ymino, mo Taki
cIIOBO()OPMH MAOTh CIIUIEHY OCHOBY.

B namiit cexmii mpencTaBiieHI OCHOBHI €TalmM KOMITFOTEPU30BAHOTO MPOIecy OOpOOKH TEKCTOBUX
JIOKYMEHTIB, sIKi OyJT BUKOPUCTaHi B pOOOTI, Taki SK: TOKEHi3alisl, po30ip Ha YaCTHHU MOBH, JIEMaTH3aIlid,
BIUTYYCHHS CTOII-CIIiB, CTEMIHT Ta 3BaKyBaHHS TCPMiHiB.

Toxenizauia ma remamusauyin

Jlyiss mpOBEACHHS MMOMEPEIHBOr0 JICKCMYHOIO aHali3y 3IIHCHIOETHCS MPOIEC PO3OUTTS TEKCTy Ha
eJIeMEHTapHI OMWHMIN (TOKEHH, JICKCEMH) — TOKCHi3alis Ta Mmojaiblia ix jgemarusaifis. JlemaTusamis —
MPOLIEC MPUBECHHS CIIOBOPOPMHU JI0 JIeMU — ii HOpMaJbHOI (CIIOBHUKOBOT) (popmu.

V wui#t po6oTi 6yna Bukopucrana 6idmioreka Python — NLTK, a came “WordNet Lemmatizer”

TokeHi3amis Ta JeMaTH3aIlis € 3a3BUYail MOYAaTKOBUMH €TallaMHd OOpPOOKH TEKCTIB, aJKe ITA0Th 3MOTY
TIPAIIOBATH 31 CJIOBOM SIK 3 OKPEMOIO CYTHICTIO, IIPH [IOMY 3HAFOUH HOTO KOHTEKCT [12].

Po36ip na wacmunu moeu

P030ip Ha YacTMHU MOBH € OJTHUM 3 NEPIINX ETAMIB KOMITIOTEPHOTO aHATI3Y TEKCTY.

Jliis Toro, mo0 KOXKHOMY CJIOBY Ta HOro cioBodopMi Oyia HajaHa IpaBWiIbHA MOYaTKOBa Gopma y
pe3yabTaTi JeMaTu3ailii, HeoOXiIHO CITOYaTKy HAJaTH iM KOHTEKCT, 3AIMCHUBINKA PO30ip HA YaCTHHH MOBHU
[13].

VY kopmycHiii minrsictuit, po36ip Ha wactuau moBu (amri. part-of-speech tagging, POS tagging) — me
MIPOIIEC BiTHECEHHSI CJIOBA B TEKCTI (KOPITYCi) 10 MEBHOT YaCTUHU MOBH, 3aCHOBAaHUH K HAa OTO BU3HAYCHHI,
Tak i Ha HOro KOHTEKCTI — TOOTO, Ha HOTO 3B'A3KY 3 CYMIKHHUMH 1 CIIOPIAHEHUMH CIIOBaMH y (pasi, pedeHHi,
abo ab3ari.

Anroput™Mu po300py Ha YacTHMHM MOBH IOJUISIOTHCS HA JIBI BiIMIHHI IDYIH: HA OCHOBI NpaBHJI i Ha
croxactuuHi. Meron po36opy E. Bpinna [14], sskuit BUKOPUCTOBYE aIrOpUTMH Ha OCHOBI IIPaBHJI, € IEPIIUM
1 HalOLIBII BUKOPHUCTOBYBAaHUM METOOM PO300pY aHIJIOMOBHHUX TEKCTIB.

Bunyuenns cmon-cnis

Takox micns erammy oOpoOKHM TEKCTOBMX JOKYMEHTIB Ta BHOKPEMIICHHS KIIOUYOBHX TEPMIiB B JAHOMY
JIOCTI/KEHHI TPOTIOHYETHCS BIIIYUYHUTH CTOI-CIIOBA, SIKi HE MAlOTh HISKOTO CMHCIIOBOTO HAaBaHTA)XKEHHS,
T0OTO € iH(pOpMaLilfHO-HEeBaAXKIMBUMH, a TaKOXX OirpamMu, SKi MICTATh NPHHANHMHI OJHE CTOI-CJIOBO, Ta
TpPUrpaMHy, SIKi TOYMHAIOTHCA, a00 3aKiHUYIOTBCS CTOIM-CIOBOM. CTOI-CIOBHHK, SIKHH BUKOPHCTOBYBABCS B
MeXax JaHoi po0oTH, 6yB c(OpMOBaHUI HA OCHOBI Pi3HUX CTOI-CIIOBHHKIB, AKi JOCTYITHI 3a IOCHJIAHHAMHU:

https://code.google.com/archive/p/stop-words/downloads/;
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http://www.textfixer.com/tutorials/common-english-words.php.

Jlnst cTBOpPEHHS MPOrpaMHOi peaisaliii 1oaaTkoBo Oyiao BukopucTano “SnowballStemmer” — ¢ynxiiiro
moxyast NLTK (Natural Language Toolkit) — crierrianizoBanoi Han0ynoBu MOBH TiporpamyBanss Python.

Takoxx c¢hOpMOBaHMIA CTOI-CIOBHHK JOTIOBHIOBABCS IHIIMMH CTON-CJIOBaMH, SKi Oynd BHSBICHI
eKCIIepTaMH B MEXaX JOCIIHKYBaHOI 00IACTi.

Cmeminz

[licns eramiB, ommcaHUX BwHIIE, 100 O0’€THATH CIIOBa, SKi MalOTh CIUIBHUN KOpiHb, 3 METOO
HOpMasi3alii TeKCTy, MPOIOHYEThCS 3JIHCHUTH TPOLEC CTeMaTh3alii — CKOPOYEHHS CJIOBA 10 OCHOBH
LIUIIXOM  BiAKMAaHHS agikciB (3aKiHYEHHEBUX 3MIHHHUX Mopdem-adikciB, noctdikciB, cydikciB Ta
npedikci), mo ¢dopmyroTs moxigHi (opmu cioBa [15]. PesympTatm cTeMiHTy iHOHII AyK€ CXOXKI Ha
BU3HAUCHHS KOPEHSI CIIOBa, ajie HOro alropuTMu 0a3yroThCs Ha iHIMX npuHuumnax [16]. Tomy crioBo micis
cremaru3anii (0OpOOKH aITOPUTMOM CTEMIHTY) MOXE BiJPi3HATHUCS BiXl MOP(OIOTITHOTO KOPEHS CIIOBA.

BapTto Bim3HaunTH, 10 JIeMaTH3aIlis Ta CTEMIHT MAalOTh Ha METi 3BECTH CIOBO3MiHHY (opMy ciioBa, abo
1HKOJIM MOTO MOXiAHY cIIopigHeHy (hopMy, 10 3araibHOi OCHOBHOI (hopMHu.

[IpoTe 1i aBa mpoIecH BiIPi3HAIOTHCS THM, IO CTEMIHT 3a3BHYal 3ropTae MOXixHi GpopMu CcriopiTHEHUX
CITiB, CKOPOYYIOYH iX O OCHOBW; TOJI SIK JIeMaTH3aIlisl 3a3BMYAll JIUIIIE PYHHY€E Pi3HI MOXiAHI cloBOGOpMH,
NPUBOJISYH A0 HOPMAJBHOI (CIIOBHHKOBOT) GOPMH — JIEMH.

SIKIo pos3risnaTi aHriidcbke cIoBO "SaW'", CTEMIHT MO)ke HMOBEpHYTH Jjuuie "S", Xxoua JieMaTH3allis
HaMaraTHUMeThCsl MOBEPHYTH abo "see", abo "Saw" 3ajie)HO BiJ TOro, YW BHKOPHCTOBYBAJach JEKCeMa
(TOKeH) 5K JI€CIIOBO UM K IMCHHHK.

Tomy, 1100 yHUKHYTH CUTYaIlil, OITMCaHOI BHIIIE, B JaHid poOOTI Mpoliec JieMaTu3alii pOBOAUTHCS Tepe.]
CTeMaTH3aLI€lo0.

IcHye mexinpka THIIIB aNTOPUTMIB CTEMIHTY, SIKi PO3PI3HAIOTHCS BiTHOCHO MPOIYKTHUBHOCTI, TOYHOCTI Ta
BiTHOCHO TOTO, SIK JOJAFOTHCS pobieMu creMinry [17].

B nawniit pobori, A CTBOPEHHS MpOrpaMHOi peaiizarii, Oyno Bukopucrano crpumep “PorterStemmer”
(oxpema ¢yHkiisn crerianizoBanoi HagOymoBu — wmoaynss NLTK (Natural Language Toolkit)), o
po3pobieHuit Ha MoBI mporpamyBanHs Python Ta peanizye anroputm creminry Maprina [oprtepa [18, 19].
AuropurMm [lopTepa € ne-(pakto CTaHIAPTHUM AITOPHUTMOM CTEMIHTY IS aHTTIHCHKOT MOBH.

OmnucaHi BHIIE KPOKHU AIOTh 3MOT'Y HOPMaJTi3yBaTH TEKCT KOPITYCY.

2.3. 3Ba:KyBaHHS Ta BUOKPEMJIEHHSI KJIIOYOBUX TEPMiHiB

ITicyist MpOBEICHHS MOMEPEIHIX eTammiB 00POOKH TEKCTOBOTO KOPIIYCY 3MIHCHIOETHCS MPOIIEC 3BAXKYBAHHS
Ta BUOKPEMJICHHS KIJIIOUOBHMX TEPMiHIB. B sKOCTI BaroBux 3Ha4eHb TEpPMiHIB, Al GOPMyBaHHS 4acOBOIO
psny B sikocti (yHKILI, sSiKa CTAaBUTHh y BIINOBIAHICTh TEPMIHY YKCJIO, B JaHid pOOOTI BUKOPUCTOBYETHCS
MoauGiKaIlis KIACUYHOTO CTATUCTHIHOIO BaroBOro mokasHuka BaxmBocTi Tepmina TF-IDF (3 anrn. Term
Frequency — ygactoTta Tepmina, Inverse Document Frequency — obepHeHa dactoTta gokymenta) [20, 21], a
came — GTF (Global Term Frequency — rmo6ansna gactota Tepmina) [22].

He#t migxig mno3Bossie iHGOPMAIHO-BaXKIIMBEM B TIIOOATBHOMY KOHTEKCTi €IIeMEHTaM TEKCTy MaTH
BUCOKHI CTATUCTUYHHIN TOKA3HUK BAXKJIUBOCTI.

3. BusHaYeHHS HANPSIMKIB 3B’SI3KiB

Hexaii G — HeHampaBiieHa Mepexa TepMiHiB MOOYA0BaHa 3a IPUHIUIIOM, 1110 onucanuii Buine: G:= (V,T)
e V — MHOKHHA BY3IiB, | — MHOXXHHA HEBIOPSIKOBAHHUX IAp BY3IIB 3 V, sKi BiANOBITAIOTh MPHIHHHO-
HACJIIKOBUM 3B’3KaM MiX BY3JIaMH.

Beaxaerses, mo V¢ (t,t;) €T npuunnHO-HacTiKOBUH 3B’430K icHye y HANpPAMKY Bi Bysna t 1o t;
SIKIIO:

1) ymcnoBe 3HAuYeHHs, IO BiAMOBiAae: a) creneHio [23, 24] 0) MOKa3HUKY, WO OOYHCIIOETHCS 3a
anropurmoM HITS [25] B) nmokasHuKy, o0 00UMCITIOETECS 3a anroputMoM PageRank [26]) By3na t, Ginbure

3a YUCJIOBE 3HAYEHHS By3Jsa t i

2) y pedyeHHI TepMiH, SIKOMY BIJIOBiZa€ By30l [, 3ycTpidaeTbcs paHillle TepMiHa, AKOMY BiANOBinae
By301 t; ;

3) TepMiH, AKOMY Bi/lTOBiJA€ t; KOPOTIIMIA 3 TEPMiH, sIKOMyY Bifnosinae t; .

Jis moGyoBH HampaBJIEHOI MEPEsXi 31 CIIiB Ta CIOBOCTIONYYEHb (YHIrpaM, OirpaM Ta Tpurpam) 3a TpeTiMm
MIPaBUJIOM BHKOPHUCTOBYETHCA OAWH 13 METOAIB CTBOPEHHS TEPMIHOJOTIYHMX OHTOJOTIH — aJTOpPUTM
(hopMyBaHHs MepeX IPUPOIHIX iepapXiil TepMiHiB. Sk 3a3Ha4eHO y poOOTi [27] aNropuT™ CTBOPEHHS MEPEX
MPUPOIHIX iepapxiii TepMmiHiB mependadae moOymoBy KoMHakTH(ikoBaHOTO rpady TOPHU3OHTAIBHOL
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BHJUMOCTI, T4 BCTAHOBJICHHS HANpaBJICHHUX 3B’SI3KiB MiX KIIOYOBUMH TEpMiHAMH, Ji¢ HANPSIMOK 3B’SI3KYy
BU3HAYAETHCS 32 MPHUHIMIIOM BXOIDKEHHS CJIOBA Yy JABOWICHHEe a00 TPUWICHHE CIIOBOCIIONYYCHHS, Ta
BXOJDKCHHSI IBOYJICHHOTO Y TPUYJICHHE.

4. Pe3ynbTaTH J0CTiAKEeHHS 3alIPONOHOBAHOIO MiIX0Ay

3anponoHOBaHUH MiAXiJ U1 BU3HAYCHHS HANPSMKIB 3B’SI3KiB y HEHANIPABICHUX Mepexkax TepMiHiB OyB
anpoOoBaHMi Ha TPUKIAJi aHTJIOMOBHOTO TEKCTy, a caMe — Bimomoi ka3ku “The story of Little Red Riding
Hood”.

BiamoBigHO 10 BHIEOMUCAHOTO METOMY OYyJ0 3MiHCHEHO 00pOOKYy 00paHOr0 TEKCTOBOTO JOKYMEHTY i
BHOKPEMJICHO KJIIOYOBI TepMiHU: yHIrpamu, 6irpamu ta Tpurpamu (Taomums 1).

Tabauus 2. Ton-26 kirouoBHX yHirpam st Tekery “The story of Little Red Riding Hood” i ix creminb, HITS Ta

PageRank.

Yuirpamu GTF Crerinp HITS PageRank
grandmoth 0.065 49 0.444 0.0545
red 0.059 32 0.3099 0.036
hood 0.053 22 0.256 0.0252
ride 0.053 2 0.051 0.0029
wolf 0.031 30 0.301 0.0327
wood 0.025 17 0.204 0.0169
bed 0.019 18 0.191 0.0186
open 0.016 13 0.19 0.0148
time 0.016 14 0.199 0.0162
beauti 0.016 15 0.155 0.0154
big 0.012 9 0.088 0.0119
flower 0.012 8 0.126 0.0093
door 0.012 10 0.136 0.0125
cap 0.012 12 0.162 0.0141
cake 0.012 9 0.101 0.0116
wine 0.012 7 0.099 0.0094
cut 0.009 10 0.095 0.0127
mother 0.009 7 0.118 0.0092
strang 0.009 13 0.116 0.0167
jump 0.009 9 0.101 0.0116
weak 0.009 6 0.083 0.0083
ate 0.009 7 0.134 0.0081
live 0.009 6 0.097 0.0073
pull 0.009 7 0.12 0.0083
sick 0.009 4 0.05 0.0059
huntsman 0.009 11 0.113 0.0148

Ta6auus 3. Ton-22 kimouosi Girpamu s Texery “The story of Little Red Riding Hood” i ix creminb, HITS Ta

PageRank.
birpamu GTF CreniHb HITS PageRank
ride_hood 0.053 26 0.465 0.0277
red_ride 0.053 28 0.494 0.0303
grandmoth_big 0.009 11 0.177 0.0095
hood_wolf 0.006 5 0.179 0.0054
tasti_bite 0.006 8 0.192 0.0085
bed_pull 0.053 3 0.021 0.0038
hood_grandmoth 0.053 4 0.107 0.0047
leav_path 0.009 7 0.162 0.0084
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snore_loudli 0.006 8 0.055 0.0068
grandmoth_live 0.006 6 0.164 0.0071
wolf_bodi 0.006 7 0.160 0.0080
pull_curtain 0.006 5 0.106 0.0056
grandmoth_bed 0.006 5 0.04 0.0060
straight_grandmoth 0.006 7 0.133 0.0076
sick_weak 0.006 5 0.068 0.0057
beauti_wood 0.006 6 0.133 0.0070
cake_wine 0.006 8 0.172 0.0084
beauti_flower 0.006 6 0.105 0.0074
wood_wolf 0.006 7 0.193 0.0076
press_latch 0.006 8 0.047 0.0064
grandmoth_sick 0.006 5 0.096 0.0058
door_open 0.006 8 0.109 0.0085

Tab6auus 4. Ton-26 xroyoBux Tpurpam st Tekery “The story of Little Red Riding Hood” i ix creminb, HITS ta

PageRank.

Tpurpamu GTF Creninb HITS PageRank
red_ride_hood 0.1429 36 0.67 0.1042
grandmoth_what_big 0.0252 6 0.145 0.0114
press_the_latch 0.0168 6 0.059 0.0111
leav_the_path 0.0168 4 0.153 0.0126
sick_and_weak 0.0168 6 0.182 0.0179
bed_and_pull 0.0168 7 0.162 0.0188
cake_and_wine 0.0168 5 0.160 0.0133
hear_how_beauti 0.0084 2 0.111 0.0076
look_so_strang 0.0084 2 0.03 0.0071
hood_and_ate 0.0084 2 0.111 0.0079
listen_littl_red 0.0084 2 0.129 0.007
bite_he_climb 0.0084 2 0.001 0.0101
obey_her_mother 0.0084 2 0.021 0.0084
lay_the_wolf 0.0084 2 0 0.0105
mind_your_manner 0.0084 2 0.054 0.0068
open_hi_belli 0.0084 2 0.003 0.0096
cake_and_drank 0.0084 2 0.018 0.0090
snore_veri_loudli 0.0084 2 0 0.0105
strang_oh_grandmoth 0.0084 2 0.028 0.0059
bird_are_sing 0.0084 2 0.021 0.0084
bed_fell_asleep 0.0084 2 0 0.0103
ride_hood_enter 0.0084 2 0.114 0.0074
larg_heavi_stone 0.0084 2 0.004 0.0093
woman_wa_snore 0.0084 2 0.111 0.0076
loudli_a_huntsman 0.0084 2 0 0.0105
red_ride_hood 0.0084 2 0 0.1042

[ToOynyBaBImIM HanpaBiieHY MEpeXy 3a IMEepIIUM IPaBHIOM OYyJIO OTPUMAaHO HACTYITHI Pe3yJbTaTH s
PIi3HMX YHCIIOBHX MOKa3HHKIB BY3JiB Mepexi ( @) mis creneHs By3na — puc. 2; 6) st HITS — puc. 3; B) ans
PageRank — puc.4). Bisyanisauis moOyzoBaHHX MepeX TEpPMiHIB 3[ilCHIOBaNach 3a JOMNOMOIOK 3aco0iB
nporpaMHoro 3abe3neueHHs s MOJICITIOBaHHs Ta Bisyatizauii rpadis — Gephi (https://gephi.org).
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Puc. 15. ®parmeHT HanpaslieHOT Mepexi moOyaoBaHoi 3a mepiunuM mpasuiioM s B) PageRank.

Ha puc. 5 npezcraBnena HanpaBieHa Mepexa TEpMIHiB, 1[0 TOOY/10BaHa 3a IPYTUM IIPABUIIOM.
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Puc. 16. ®parmeHT HampapiIeHOT Mepeski MoOyI0BaHOI 3a IPYrHM MPABIIOM.

Ha puc. 6 mpencrasiena Mepeska IPUPOIHIX i€papXiit TEpMiHiB, 0 TOOYI0BaHA 32 TPETIM MPABUIIOM.

listendlittl_red & “,_'_‘
& redieivet -
A wogdfiered— Q99

hiae 2 4 /

/
/
P /
”ve wooﬁﬁvc\f
ride_hdGd4enter ;‘ ‘\.
- N ridefifood
jimp > /
N \4-:" ~ ) 7_/_vﬁ|fxlay!tl@mlf
bedlfump o~ hoodfandsate -heoed hoo@Rwolf—
~ ¥hed_feillash oo L- o Pand = | woiflbodi
e e‘;aseep _V_D’,eg.:ate =
Bad wolf€S¥bodi
bsé!pull" - hood_gr-a'r'#jmnth
- K / ~ - . -
I @r('air{"w"' w" é“" " o sick_and weak
pullic ~~ o - "
- bed™and_pull gran r\;\glvk?e.d grandriigthe sick—sick ‘ N
grandmoth “u_/ T
straight-{Gfandmoth sickiweak &

grandmioth” live
e .
i strang_otifgrandmoth -
= ~. grandmictilwhat_big
b3 dmothRwhat |
.~ grandmeth”big
strang b
o= poe
look_s8¥strang big

A
biglear
big!'_;ye 9=

Puc. 17. ®parmeHT Mepexi NPUPOHIX iepapXiil TepMiHiB.

[poBiBIIM aHami3 OTPUMAaHUX pe3yJIbTaTiB, OyJ0 BCTAHOBIECHO, 1[0 HAIIpaBlieHa Mepeka nodypoBaHa 3a
JIPYTHM TPaBWIOM OUTBII TOYHO BigoOpakae HANPSAMOK 3B’S3KiB, SKi ICHYIOTP MK TepMiHAMH Y
PO3TISIHYTOMY TEKCTi, HDX Mepeka, TMOOyZoBaHa 3a IEpIIAM TpaBHIIOM. Mepeka MpHPOIHIX iepapxiit
TEPMiHIB Ma€ CBOI OCOOJHMBOCTI Ta IepeBard, TOMy il BaKKO MOPIBHATH i3 MepexamHu, 0 1moOyIoBaHi 3a
NEepIIMMH JBOMa NpaBUJIaMHU. 3Ba)Kal0UW HA MPHUPOIHICTH 3B’S3KIB, SKi BCTAHOBIIIOIOTBCS y TaKii Mepexi,
MO’KHa TOBOPHTH PO IX CHHTAKCHYHY aJICKBATHICTb.

SIKIIO PO3IIISHYTH, HANPUKIAJA, HANPSIMKH 3B’SI3KiB, IO BH3HAYCHI JUIA KIFOYOBUX TEPMiHIB, TO BHIHO,
110 3a MEPITUM MPABHUIIOM 3B 130K Mik “Wolf’-“grandmother”-“red” Burnsgae HaCTYyITHUM YHHOM (IUB pHC.
2,3,4): mus crenens By3na, HITS ta PageRank — “grandmother” BmmmBae na “wolf” ta “red”, a “red” na
“wolf”, mo He BiATOBiTa€ pearbHUM HaIPSIMKaM 3B 3KiB y TEKCTi 3 TOUKH 30py 3MICTOBHOTO aHaJi3y; B TOH
gac, sk 3a ApyruM mpaBmwioM — “WoIf” BrummBae ma “grandmother”, a  “grandmother” wa “red”, mo
BIIMTOBiZA€ 3MICTY TEKCTY, SIKMH PO3TIISIIABCS.

Tox mpaBUIO BU3HAUYEHHs HANpSAMKIB 3B’S3KIB, KOJU Yy PEUYECHHI TEPMiH, SIKOMY BiANoBinae By3ol t

3yCTpivaeThCs paHilie TepMiHa, AKOMYy Binosinae By3on t; (t,t;)€ T, € GiibII 3MICTOBHMM CepeJi MepImx

JIBOX 3alpOTIOHOBAHMX, OCKUTBKH 3B’SI3KH, BU3HAYEHI 32 UM MPABHIOM OiJIbIII TOYHO BiIMOBIAAIOTH 3MICTY
TEKCTY Ha TyMKY €KCIIePTiB.

BucHoBku

JlocmimBIIM 3ampoONOHOBaHI NpaBWiia BHU3HAYCHHS HAIPSIMKIB 3B’SI3KIB Y HEHANpaBJICHUX Mepexax
TEpMiHiB OyJI0 BCTAHOBJIEHO, 1[0 JPYre 3alpOIOHOBAHE IPAaBMJIO OLTBII 3MICTOBHO BimoOpa)kae HAIrpsSIMOK
3B’SI3KiB, SIKi ICHYIOTh MK TepMiHaMH y TekcTi. Ha mpukiani 3aransHoBizomMoro Tekcty — ka3ku “The story
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of Little Red Riding Hood” Gysn0 nmoGynoBaHo HeHamnpaBieHy MEpeKy TEpMiHIB, METO HOOYIOBH K01 OyB
NPE/ICTAaBICHUH y TaHii poOoTi. 3aCTOCOBYIOUYH 3alpONIOHOBaHI IIPpaBWJia BU3HAYECHHS HANPSIMKIB 3B sI3KiB, 13
HEHAIpaBJIeHOT MepeKi TePMiHIB OyJI0 OTPUMAaHO HaIpaBieHI Mepei. 3MICTOBHICTH 3B’S3KIB JJIsI MEpexi
no0y/I0BaHOI 3a APYI'MM 3allpONIOHOBAHUM NPABHJIOM € HAMBHIIOI cepel] IHIIMX JBOX NMPABHJI Ha TYMKY
eKCrepTiB. 3Bakaloud Ha NPUPOJHICTH 3B’S3KIiB, SIKI BCTAHOBIIOIOTHCS y MepEeXi NPHUPOAHIX iepapxii
TEpMiHiB, MO’KHa TOBOPHUTH PO iX CHHTAKCHYHY a/1eKBaTHICTb.

Hanpasieni Mepexi 3i CIIiB Ta CIOBOCIIONYYeHb, MOOYIOBaHI 32 JOIOMOTOIO 3alIPOIIOHOBAHOTO TiIXOAY,
MO>KHa BHKOPHCTOBYBATH SIK OCHOBY ULl aBTOMATH30BaHOI IOOYZIOBH OHTOJIOTIYHHMX MOJeNel MpeIMeTHHX
obmacreif. Takox pe3ynpTaTé poOOTH MOXYTh OyTH BHKOPHCTaHI IIiJ] 4ac CTBOPCHHA NEPCOHAIBHUX
MOITYKOBUX iHTEepQeHciB A KOPHCTYBadiB iH(OPMAIiTHO-TIOMIYKOBUX CHCTEM, a TaKOX Y CHCTeMax
HaBiraumii y 6a3ax nanux. Lle MOBUHHO TOIOMOITH KOPUCTYBadaM TaKUX CHCTEM CIIPOCTHTH MPOLEC HOIIYKY
peneBaHTHOI iH(OpMAITii.

OCKITbKY 3aj1aya MiJBUILCHHS! TOYHOCTI BU3HAYEHHs HAINPsIMKIB 3B’SI3KiB Y HEHANpPAaBICHUX Mepexax 3i
CJIIB Ta CJIOBOCIIONYYEHb 3aJIMIIAETHCS aKTyaJbHOIO, INIAHYETHCS MPOIOBXKUTH POOOTY B LILOMY HAIpPSIMKY,
PO3BHBArOYM HOBI Ta MOANQIKYIOUYH ICHYIOU] ITiIXOH.
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Abstract. The risk assessment presentation features of information security by the risk maps are

considered. The attention is paid to special aspects of such presentation. Established limit for
discreteness and unevenness of changing the step the value of a risk. Using of continuous risk maps is
proposed to overcome the limit. This is due to income the information security events with a
continuous flow to consider the analogy information security management system with the queuing
system. Therefore the justification of continuous risk map is led for probability of occurrence events
with risk acceptance. For this the concept and methods of geometric probability are used. Through this
received “unit square” as a reflection of probabilistic geometry which is corresponding of the value
normalized quantity of information security risk. The admissibility limit is represented by a hyperbola.
With this in mind, use the continuous risk maps is justified.
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Introduction

Systemic, visual representation of information security risk assessments is carried out by using maps.
Traditionally, they are represented by the coordinate plane whose axes are the risk parameters. For the most
part, such parameters are probability of the threat and the amount of losses [1] - [6].

However, in practice, the use of maps is limited to their discreteness and unevenness of changing the step
the values of risk [4], [5].

1. Justification of choosing a continuous risk map

Using of continuous risk maps is proposed to overcome the limit [4]. Using of continuous risk maps is
proposed to overcome the limit. They are obtained by increasing the multiplicity of discrete risk maps. This
transition is due to income the information security events with a continuous flow to consider the analogy
information security management system with the queueing system. That’s why this process is the best to
display by continuous risk maps. That’s why effectiveness is confirmed by examples of applications in
medicine [4], [6].

2. Establish analogies information security management system with the queuing system

In order to identify the most common analogies between the Information Security Management System
(ISMS) and the well-known formal systems, consider the basic characteristics of the ISMS [7]. According to
[8], the information security management system is “that part of the overall management system of an
organization that is based on risk assessment. It, as part of the overall management system, creates
implements, operates, monitors, revises, maintains and improves information security”. From this definition
it follows that all and any ISMS can consider as a class of systems which is appropriate to repeatedly solve
problems of the same type, in a certain sense.

This interpretation  suggests an analogy between the ISMS and the queuing
system (QS), in which the requirements for the work performed in the form of information security events.

We should also note that in general the sequence of service requirements which have the type of
information security events/risks is occasional both in terms of the occurrence of events/risks and the type of
such events/risks. The occurrence of the sequence of events/risks served by the ISMS is another aspect of the
analogy between the ISMS and the QS.

According to ISO/IEC 27001:2013, all information security events could be divided into separate groups
depending on which clauses of Appendix A of the standard [8] they are implemented. In particular, this may
be, for example, events in the infrastructure of IT-organization, facts of unauthorized crossing of the security
perimeter, personnel problems, non-compliance with certain legislative norms, emergency situations.
Information security events fall into each of such separate groups are usually handled by specially trained
teams of specialists, and sometimes by external organizations, including law enforcement agencies. Each of
these certain teams can be considered as a certain channel for servicing information security events/risks,
specializing in events/risks of a certain group, but, in principle, able to serve events/risks which related to
other groups. Thus, the presence of processing channels is traced, and this is the essence of another analogy
between the ISMS and the QS.

Obviously those information security events involve consequence represented by damage of a certain size
H, the occurrence of which is associated with a certain probability p. At the same time, we’ve known that the
combination of the amount of damage and the probability of its occurrence is a risk which is determined in
the simplest case by the ratio

R=H"p. @

In this case, we can say that the ISMS is a QS, in which the requirements for the work performed in the
form of information security risks, and the essence of the work performed is the maintenance of these risks in
accordance with the recommendations of the ISO/IEC 27k series of standards.

The service is understood in the sense that the ISMS assesses the level of resulting risks and processes
such of them which assessment turns out to be higher than the specified threshold. All other events are
documented, but the ISMS does not run into the processing state. In other words, the ISMS simply ignores
such events. If in a case of separated event, let’s say a zero security, we also consider the absence of any
information security events, then it’s obvious that such a zero, event will be ingored in other words. Thus, we
can state that the mechanism of risk management in the ISMS should handle all incoming risks, but it
involves two non-overlapping classes of service states: processing and ignoring.
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The specific number of analogies between the ISMS and the QS is enough to establish the possibility of
interpreting the ISMS as the QS. Fundamentally ISMS may assesses any risk and another analogy between
the ISMS and the QS is appeared [7].

3. Evaluation of occurrence probability for acceptable risks

On the basis on relation (1) we can form a trivial risk ranking criterion. But, besides, we can assume that
based on the relation (1) and the concept of acceptable risk R=R;, one can determine the probabilistic

criterion and its value, set as a design requirement in the construction of the ISMS. For this, using the idea of
an approach that called “risk maps” which allow “risk-owners” to set acceptable risk levels R=R, and
divide all risks into acceptable and unacceptable by having the appropriate lines on the “risk maps”. Such
approach is set out in [1], [3], where the risk map is presented as a two-dimensional table, whose cells at the
intersections of the corresponding rows and columns contain the corresponding risk values. At the same time,
the risk values are evaluation, for example, on a scale from 0 to 8.

However, it should be noted that the “risk maps” operate with single manifestations of events and do not
take into account their possible repeated (multiple) manifestations. The accumulation of the consequences of
a set of events, each of which falls into the zone of tolerable, can lead to damage higher than that associated
with each of the components of a given level of risk, even without taking into account such phenomena as
provocation by one risk of occurrence other. All this leads to the realization that the level of acceptable risk
of a single event cannot be used as a correct design requirement for the construction of an ISMS. In other
words, the currently existing methods for constructing an ISMS do not have the ability to transform the
acceptable risk level set by the owner into the correct formal requirements for building the ISMS. And even
if such requirements are formally put forward, then there is no answer to the question of how to make sure
that the ISMS, built on the basis of the requirement to ensure a given level of risk, ensures that this
requirement is met.

From the thesis stated in the previous paragraph, the conclusion about the non-constructiveness of the
project requirement for an ISMS based on the concept “ensure that the level of risk is not higher R;”. On the
basis of established analogies between the ISMS and the QS [5], the correct design requirement should be
formulated differently, namely this way [9]: the created ISMS should function as a queuing system that
provides the processing of the flow of risk events from levels of risk R > R, and a given probability P, of
occurrence of such events.

In order to substantiate the correctness of such requirement, it is necessary to show the possibility of
determining, by a given acceptable risk R = R;, the magnitude of the probability F,, with which the events
associated with the risks occur R>R;.

In other words, it is necessary to show the solvability of the following problem: for a given level of
acceptable risk R =Ry, it is necessary to estimate the probability p, of an event with risks R >R, . Dual
setting of the same task: for a given level of acceptable risk R = R,, estimate the probability p; with which
events with risks R < R, may appear. It is obvious that

Po+ Py =1.

Probability estimation p; can be performed using the concept and methods of geometric probability [8].
First of all, we introduce a two-dimensional Cartesian coordinate system, along the horizontal axis of which
we will postpone the values of probabilities p, and along the vertical axis, the values of damage H . It is
obvious that the values of probabilities vary in the range from p=0 to p=1, and the values of damage in
the range from H =0 to some H =H,,, . For uniformity of the range of change in the magnitude of
damage with the range of variation of probabilities, we introduce into consideration the normalized amount
of damage

h=—.
Hrmx
Then the normalized damage value will vary in the range from h=0at(H =0)to h=1at H =H g, .

In Cartesian coordinates (h0p ) we define the “unit square” OACE as the locus of points corresponding
to any possible values of the normalized risk r :

r=h-p, (2)

where r is subject to the condition 0<r <1 due to the fulfillment of the conditions 0<h<1, and
0<p<l.

Since the length of each side of the square OACE is equal to one, then the square Sgace Of the square
OACE is equal to one. We set the level of acceptable normalized risk

r:ro.
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Then from the relation (2) obviously follows the functional dependence OACE

h=r A , ?3)
Y
the geometrical place of the points of the set of all risks is divided into two subsets (see fig. 1): the figure

OABDE determines the geometric location of the points of the set of risk values for which the expression
r <r, holds, and the figure BCD defines the geometric location of the points of the set of risk values for
which the ratio is satisfied r > ry.

h

A1) 4§ C(1:1)

E(1:0)
0 P
Fig. 1. Geometrical location of points of a set of risk values, divided by hyperbole h = (1/ p)

0 (0:0)

In this case, the probability p; that the value of an arbitrary normalized risk r will not exceed the value
of a given standardized risk level r =1, is determined by the ratio of the figure area OABDE to the area of
the “unit square”

S
pl _ YOABDE , (4)
SOACE

where Syugpe IS the area of the figure OABDE , and Sgace is the area of the “unit square”.
Since it was previously shown that Spacg =1, then relation (4) takes the form:

P1 = SoasDE- (%)

Thus, the probability p; that for an arbitrary risk the condition R > R,will be equal to the area
OABDE of the figure. It remains to calculate the area of this figure (see Fig. 2)

SoaBpE=S1 + S (6)

The area S, is calculated as the area of the rectangle with the sides OA and AB. The length of the side
OA, as previously stipulated, is equal to 1. And the length of the side AB is determined by the numerical value
of the probability coordinate of the point B . The point B is the point of intersection of the line b =1 with the
hyperbola, defined by the relation (3). Then the numerical value of the probabilistic coordinate of a point B can
be determined by substituting the value h =1 in the left side of relation (3):

]_:ro.l
p

From this relation it follows that the numerical value of the probability coordinate p = p, of a point B is

Po=To-
Then the area S; can be expressed by the following relationship:

The area S, of the second figure GBDE , which is formed by a hyperbola, defined by the relation (3) and
three straight lines: h=0, p=p,=r and p=1, is calculated as a definite integral using the following
formula:
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1 1
S, = jr_gdp: roj.%dp: N pﬁo =ry(In1-Inry).
To

o

S1 S2

0 G (0.po) ©.1) p
Fig.2. Splitting a figure OABDE into two figures: a rectangle OABG and a figure GBDE

Since In1=0, the formula for calculating the area S takes the following form:
S, =r(In1-Inry) =1, Inr,. (8)
Then, to calculate the area of the figure OABDE , we substitute the values (7) and (8) into (6) and get:
Somepe=S1+S, =l It =rp(l-Inry). ©)

So, taking into account (5), a formula is obtained for estimating the probability p; that the normalized
values of the magnitude of possible risks will not exceed the specified magnitude of the acceptable risk r, (see
Fig. 3):

pL= ro(l—ln o)
Py =T, (1+ In ro‘l). (10)

Looking at the price, there is a list of non-valid cards for the presentation of a number of risks and
information.

1,2

03
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0,4

0,2
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oo

Fig.3. Position of p; =1, (1+ In(ro’l» function graph relative to the p =r, function graph
4. Using continuous risk map in information security

Information security events are sent to the ISMS as an continuous stream to according to the analogy of
ISMS and QS. That’s why this process is the best to image with using continuous risk map. Due to this was
choose to use the Cartesian coordinate system with probability values and losses in the ranges from 0 to 1 to
reflect such an idea. As a result the risk values are within the “unit square” (see fig. 1), which is created after
postponing the maximum value of probability and losses.

When we are using the usual discrete risk maps, an attempt to reduce the uncertainty of the “distances”
between two neighboring risks leads to an increase in the multiplicity of the risk map. Increasing the
multiplicity of a discrete card leads to a big amount of unacceptable information security risks when it is
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developing ISMS. It is difficult to take into account the discreteness of information security risk assessments.
Therefore, this restriction is overcome by the use of continuous cards.

For example, continuous risk maps of information security with linguistic criteria are considered. For this,
it needs to set these criteria, but each linguistic term still has to find its reflection with a clear classical
assessment on the map, for example: 0-20 — very low level; 20-40 — low level; 40-60 — middle level; 60-80 —
high level; 80-100 — very high level. The use of linguistic criteria without their “binding” to specific classical
estimates when it is applying continuous risk maps is meaningless. Due to the fact that we can find specific
numerical values of the probability of realizing the risk and causing losses any risk value on such a map. Of
course, using the linguistic values is possible for the division of information security risks into different
groups. This action will have a more classificatory character than an applied value.

5. Conclusion

The justification of continuous risk map is led for probability of occurrence events with risk acceptance.
For this, firstly we establish analogies information security management system with the mass service
system; secondly: the concept and methods of geometric probability are used. Particularly, it is introduced a
two-dimensional Cartesian coordinate system on which the value of probability of threat implementation is
plotted on the horizontal axis, and the value of the loss is on vertical. The consistency of the change in the
value of both ranges is achieved by normalizing the value of the losses. Thanks to this, in the Cartesian
coordinate system a “unit square” is obtained. The geometric locus is imaged by this figure which is
correspond to the probable value of the normalized value of the risk of information security. By assigning an
acceptable value to it the division of the set of risks into a subject of accepted and unacceptable. The
admissibility limit is represented by a hyperbola.

It is allowed to income the limit for discreteness and unevenness the value of a risk on map and as a
consequence, justifies to use of continuous risk information security maps.
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Abstract. The paper discusses problems related to unstructured data analysis in order to acquire
implicit knowledge from them. Semantic similarity estimations are used as one of instruments for
such analysis. We propose some examples demonstrated the use of ontologies and semantic Wiki
markup as a base for generation of semantically similar concepts (in domain-specific sense). Their use
increases functionality of the portal version of the Great Ukrainian Encyclopedia. Ontological model
of this informational resource is considered as a domain knowledge base that can be used in analysis
of unstructured data of this domain. Groupping of concepts is based on high-level ontological classes,
and semantic properties and their relations are used for construction of space of attributes.

Keywords: Ontology, Unstructured data, Wiki technology, semantic similarity.

1. Unstructured data analysis

Unstructured data analysis becomes the separate scientific and technical area in the early 2000s, when
Gartner analysts published information about high time and labor outlays involved in data processing. This
routine, non-automated work with content took up to half the work time. Many problems were caused by
processing of unstructured natural language (NL) texts in various formats: emails, business memos, news,
chats, reports, marketing materials, presentations, etc. Now the largest part of stored information (more than
80% of all stored data, and their number is increasing by an order of magnitude faster than structured data) is
represented by unstructured data (USD) [1], so methods and means of their analysis are evolving rapidly.
USD are potentially the greatest source of new knowledge but their use causes problems deal with storage
and analysis. Automation of such processing needs in transformation of USD into structured information that
can be processed automatically in various ways.

USD defined usually as information collected without any predefined data model or data organization.
For the most part USD contain a textual information — arbitrary-length sets of natural language (NL) words
combined by weakly formalized linguistic rules. Such USD may also contain dates, numbers, and the like.
Examples of text USD are NL documents in various formats, information from social networking, data from
mobile devices and content of the Web sites.

The term USD is not well defined for several reasons [2]: it is difficult to distinguish structured and
unstructured data if data structure is not defined formally; is not useful for the purposes of data processing or
is not applicable for automated processing. One of the criteria for structured data determining is a possibility
to create a parser for the data element. Thus, we consider data as USD in cases where information about their
structure cannot make data analysis more efficient.

Unstructured information can be stored in the form of objects (files or documents) that have their own
structure. For example, the body of email and email attachment are USD, but location of attachment into the
mail is determined by structure. The combination of structured and unstructured data are considered also as
USD.

2. Properties of unstructured data

USD in contrast to structured data are often created directly by humans, and therefore systems oriented on
USD analysis take into account the "human factor".
USD properties:

- Heterogeneity. USD can be generated by different ways, in various formats, from various information
sources, and these data cannot be structured and placed in any DBMS for various reasons;

- Ambiguity. The word for word equal phrases of different persons may have different in kind meanings
that depend on their personal experience, views, etc. (for example, an expert phrase “I don’t understand this
article” means the poor quality of the article, and the same statement of student means the inadequate
education), and the same idea may be expressed in different words .

- Contextual dependency. The same word or name is interpreted differently in different contexts (for
example, “model” in technology and mathematics has different meanings).
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- Dynamics of value. Words can change their meaning very quickly, for example, the name of a
previously unknown settlement may become publicly known and gain additional meaning because of the
widely known events.

Technologies such as Data Mining, Natural Language Processing, and Text Mining provide different
methods for finding structure in USD. Common text structuring methods usually include manual tagging
with metadata for further structuring. The Unstructured Information Management Architecture (UIMA)
standard provides a general framework for processing this information to make sense and create structured
data.

3. Text Mining as a basis for analyzing unstructured text information

Text Mining as a separate scientific direction appeared in the late 1990s of the 20th century [3]. Early
approaches regarded text as a "bag of words" such as abbreviations, plurals and combination of words, as
well as multiple word terms known as n-grams. Basic lexical analysis can take into account the frequency of
words and terms to perform such tasks as classification of documents by topic. But this approach doesn’t
consider the semantics of the documents. Now Text Mining is looking for hidden relations and other complex
structures into the sets of text data .

Text data analysis as a technology is based on linguistics and Data Mining. Initially it was oriented on
recognition of personal and geographical names, dates, phone numbers and email addresses in the text. Now
more sophisticated methods made it possible to find concepts and relations between them and even emotions.

The urgency of the complex scientific problem of adding structure to the USD has increased with the
spread of Big Data [4]. In the most general form, the solution of this problem is connected with the
construction of a marked graph that corresponds to the contents of the USD, and with the matching of such
graphs. Another aspect of this problem is related to the finding of relevant knowledge which can be used as a
base for the USD markup.

Text Mining should provide a transition from USD to structured information. Most often, this process
ignores a lot of the specific features of the NL that are used only at the previous stage of text parsing, and the
following phases of analysis use the "bag of words" model where the order of words is not important [5].

4. Elements for structuring of text documents

Such USD as NL text document from some points of view distinct from automated analysis can be
considered as a structured object. For example, from a linguistic point of view each document contains a
large amount of semantic and syntactic structure that is hidden in the text. In addition, markup elements
(punctuation signs, capital letters, numbers and special characters, etc.) and formatting elements (tables,
columns, paragraphs, etc.) can be considered as "soft markup™ language to help identify important document
subcomponents, such as title, names of authors, subdivisions, etc. Word sequence can also be a structurally
significant characteristic to a document. In addition, some text documents may contain embedded metadata in
the form of formatted markup tags that are automatically generated by text editors.

Documents that have relatively few such structuring elements (for example, scientific publications and
business reports) are called free-format or weakly structured. Documents with relatively more structuring
elements (such as e-mail, HTML web pages) are called semistructured.

Pre-processing operations allow to take into account for Text Mining a lot of various elements contained
in a NL document to convert it from an USD with implicit structuring into explicitly structured data.
However, the potentially great number of words, phrases, sentences and formatting elements contained even
in a small document (not even considering the potentially large number of different meanings of these
elements in different contexts) causes the need in identification of a simplified subset of document properties
(features). Such set of features is called a representative model of a document: individual documents are
characterized by the sets of features contained in their representative models. But each individual document
in the collection has an extremely large number of properties even in the most effective representative
models. Therefore, problems associated with high dimensionality of characteristics (ie, the size and scale of
possible combinations of feature values for data) are usually much more significant in Text Mining systems
than in classic Data Mining systems.

Structured representations of NL documents have a much larger number of potentially representative
features — and therefore a greater number of possible combinations of their meanings — than in relational or
hierarchical databases. For example, relatively small collection of 10-15,000 documents contains more than
25,000 non-trivial words. The number of attributes in a relational databases analyzed in Data Mining tasks
are usually much smaller. The high dimensionality of potentially representative properties leads to pre-
processing of the text aimed at creating of simplified models of representation .
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Another feature of NL documents is feature sparsity — only a small subset of the properties available for
document collection as a whole appear in each individual document, and thus, when a document is presented
as a binary feature vector, almost all vector values are zero.

5. Properties of individual NL document

Symbols, words, terms and concepts define properties of individual NL document. Text Mining
algorithms process document representation through the set of properties, not directly the documents
themselves, and therefor we need in compromise between two important goals.

The first goal is to achieve a correct classification of the volume and semantic level of the properties to
accurately represent the document during the pre-processing operation. The second goal is to select the
property definition that is most computationally efficient and practical for pattern detection. This choice can
be supported by validation, normalization, or use properties from controlled vocabularies or external sources
of knowledge, such as dictionaries, thesauruses, ontologies, or knowledge bases, to create smaller sets of
properties with greater semantic significance.

Although many potential properties can be used to present NL documents, the following four types are
most commonly used:

- Symbols. Letters, numbers, special characters and spaces are the building blocks of higher-level
semantic features such as words, terms and concepts. Symbol-level views may include a complete set of all
characters for document or some filtered subset. Character-based representations without position
information (“bag-of-characters” approaches) are usually have very limited utility for Text Mining. Views
that include some level of positional information (such as bigrams or trigrams) are more useful.

- Words. Specific words selected directly from the NL document are the baseline for semantics. Every
word-level property has at most one linguistic marker.

- Phrases and multiword expressions do not constitute separate properties at the word level. Word-level
document representation includes features for each word in that document, that is, the text of the document is
represented by complete set of word-level properties. Therefor some representations of word-level document
collections contain the great number of unique words in their feature space. However, most document
submissions at this level have at least some minimal optimization and are therefore composed of subsets of
representative properties that are filtered from such elements as stop words, symbols and meaningless
numbers.

- Terms. Terms are individual words and multiword phrases selected directly from the source NL
document body using the term extraction methodology. Term-based document submission consists of a
subset of terms in that document. Various methodologies for extracting terms that convert the raw text of a
document into a sequence of normalized terms (tokenized and lemmatized word forms) tagged with the
relevant parts of the language can be used. Sometimes, an external vocabulary is also used to normalize terms
to provide a controlled vocabulary. Term extraction techniques use different approaches to generate and filter
a list of the most relevant document terms from this set of normalized terms.

- Concept. Concepts are properties created for NL document using various categorization techniques.
Concept-level properties can be created manually, but now more commonly they are retrieved from
documents through complex pre-processing procedures that identify individual words, multiword
expressions, entire sentences or even larger syntax units, which then relate to specific concept identifiers.

Terms and concepts levels represent properties more significant for semantics. Term-level representations
are easier to generate automatically from text than concept-level ones. However, concept-level representation
is much more useful for processing synonymy and polysemy.

Many categorization methodologies include the referencing to external knowledge source. For example,
some statistical methods can use as externals source an annotated collection of documents. For manual and
rule-based categorization, cross-referencing and validation of perspective properties at the concept level
typically involve interaction with external databases, such as domain ontology, vocabulary or formal
hierarchy. In contrast to word-level and term-level properties, concept-level document properties may consist
of words not contained in this document. Concept-based representations allow using very complex concept
hierarchies and diverse domain knowledge provided by ontologies and knowledge bases. But concept-level
representations have several potential drawbacks: 1) the relative complexity of using heuristics in pre-
processing operations, 2) the dependence of concepts on the domain specifics.

6. Using background knowledge in Text Mining

Domain knowledge (another common name is background knowledge) can be used for pre-processing to
improve the acquisition of concepts. Domain in Text Mining is a specialized area of interest represented by
special ontologies, lexicons and taxonomies. Text Mining systems can use information from formalized
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external knowledge sources for these domain to improve document pre-processing and knowledge discovery.
Concepts used in Text Mining systems are connected not only to the descriptive attributes of a particular
document, but also to domains.

Access to background knowledge — while not absolutely necessary for creating concept hierarchies in the
context of a single document or document collection — can play an important role in developing more
meaningful, consistent and normalized concept hierarchies.

Text Mining uses background knowledge more than Data Mining: properties of USD are not just
elements in a flat set, as is often the case with structured data, because they are linked through lexicons and
ontologies to support advanced queries.

Although Text Mining pre-processing operations play an important role in transforming unstructured
content of raw document collection into more handy concept-level data representation, the core functionality
of such systems is oriented on analysis of concept co-occurrence models in documents collection. Text
Mining uses algorithmic and heuristics to consider distributions, frequent sets and various associations of
concepts on inter-documentary level to identify the nature and relations of concepts represented by this
collection.

For example, if collection of news contains many articles about both event X and company Y at the same
time, as well as articles that deal with company Y and product Z at the same time, then Text Mining analysis
indicates the relation between X and Z, notwithstanding this relation is not present in any document.

In classic Data Mining, background knowledge from external sources is used to limit search. Text Mining
systems can use information from external sources of knowledge in pre-processing and concept testing
operations. In addition, access to background knowledge can play an important role in developing
meaningful, consistent, and normalized concept hierarchies.

Domain knowledge can also be used by other components of the text extraction system. For example, one
of the most important applications of background knowledge is the construction of significant constraints on
knowledge discovery operations. Similarly, background knowledge can also be used to formulate constraints
that allow users to increase the flexibility of viewing large result sets or formatting data for presentation.

Text Mining systems can utilize background knowledge, represented as domain ontology, describing the
set of all important facts, classes and relations between these classes. Domain ontology can be used as a
vocabulary designed to be both human-readable and machine-readable.

Well-known ontology used in Text Mining is WordNet developed by Princeton University for NL
modeling.

7. Formulation of the problem

Due to the fact that many information resources are unstructured textual data, the problem of acquisition
of knowledge from them is very actual. The use of traditional Text Mining is not effective enough to process
Big Data, and it causes the need in intellectualization of USD analysis tools that are based on background
domain knowledge and specialized ontologies for semantic markup of natural-language texts. We propose to
use Wiki technologies and their semantic extension as a basis for structuring natural-language texts.

8. Estimations of semantic similarity

It is advisable to apply the domain ontological knowledge for estimation of the semantic similarity of
domain concepts. The sets of semantically similar concepts can be used as a base for structuring of USD by
linking of data fragments with ontological elements. Such knowledge makes it possible to quantify the
substantive similarity of both the domain concepts and the NL words and phrases corresponding to these
concepts.

The values of similarity estimations depend either on estimation methods or on the choice of the domain
ontology and on ontology pertinence to user conception about domain. Various ontologies that represent
different perspectives on the same domain can be used for this purpose. Such ontologies formalize the
contexts of the user task but their use necessitates the integration and reconciliation of these ontologies. It
should be noted that the integration of independently created ontologies is a non-trivial problem that cannot
be fully automated and requires the participation of domain experts to establish correct relations between
ontological concepts.

The definition of semantic closeness between domain concepts is quite closely related to the problem of
displaying independently constructed ontologies of this domain.

121



The task of domain ontologies mapping consist of two separate sub-tasks: local representation of
concepts that require matching between classes and instances of these ontologies; global concept mapping —
an analysis of the entire set of local ontology element mappings. Global mapping provides additional
information about pairs of different ontology concepts from information about their relation with other
elements of ontologies.

Similarity analysis of hierarchical (taxonomic) relations is probabilistic. The assessment of the similarity
of concepts from different ontologies may be based on the positions of these concepts in the hierarchy of
classes for which similarity has already been determined: if the superclasses and subclasses of these concepts
are similar, then the same concepts may also be similar.

The similarity of two entities depends on similarity estimation of: direct superclasses of these concepts;
all superclasses of these concepts; subclasses of these concepts; and instances of these concepts.

One of the tasks of mathematical semantics is the measurement of semantic distances between the words
of a natural language. Estimation of the semantic distance allows us to assess the density of semantic and
associative-semantic relations between words and concepts of the dictionary, between units of text and, in the
framework of more complex tasks, between fragments of text.

The value of semantic distance plays an important role in determining the meaning with taking into
account the context of several sentences. The semantic meanings of words in a sentence should create
semantic unity, therefore, the meanings of the concepts (and sems) of words that stand side by side in a
sentence should be in the optimal range of semantic proximity.

Determining the coefficients of semantic connectivity of relations between language units makes it
possible to assess the correspondence of NL fragment and its phrases to the points of a multidimensional
space of a potentially generated ordered set — classification of natural language phrases. Estimation of the
distance between language units is also applicable in other tasks: constructing computer thesauruses where
computer automatically constructs a coherent and meaningful text, the work of expert systems, determination
of the text subject etc. Semantic similarity of NL fragments A and B can be calculated taking into account the
frequency of words typical for A and B. Various types of linguistic relations between words in a language,
such as homonyms, synonyms, hyperonyms, antonyms, equonyms, have to receive an accurate numerical
estimation based on a uniform scalar value.

A special case of ontologies is taxonomies. They are a fairly common and convenient source of
knowledge for analyzing the semantic closeness of NL concepts and words.

a. Using taxonomies to assess semantic similarity

Evaluations of semantic similarity with use of network representations of domain knowledge has long
history that was started with the spread of the activation approach [6, 7]. Some researchers consider
assessment of similarity in semantic networks using one taxonomic relations “is-a” and exclude other types
of relations [8]; other analyze also relations “part-of-part” [9].

Although many similarity criteria have been identified in the literature but they are rarely accompanied by
an independent characteristic of the phenomenon that they measure, in particular when the criterion is used in
software (for example, similarity of documents in information retrieval, similarity of cases in case-based
considerations). On the contrary, the value of such measures depend on their usefulness for particular tasks.

A common and long-known way of evaluation of semantic similarity in taxonomy lies in measuring the
distance between net nodes that correspond to the elements being compared — the shorter path from one node
to another means their higher similar. If elements are connected by multiple paths between then the shortest
path length is used [10, 11].

However, this approach is compounded by the notion that all connections in the taxonomy represent
homogeneous distances. Unfortunately, it is difficult to define uniformity of taxonomy distance because real
taxonomies have great variability of distances covered by a single taxonomic relation, especially if some
taxonomy subsets are much denser than others. For example, WordNet [12] contains a lot of direct links
between either fairly similar concepts or relatively distant ones. An alternative way of evaluating semantic
similarity in a taxonomy, based on the concept of informational content, which is also not sensitive to the
different sizes of distances between relations is offered in [13].

b. Similarity and informative content

One of the key factors in the similarity of taxonomy concepts is the degree of their information sharing
that defines by the number of highly specific terms that applies to both of these concepts. The edge-counting
method takes it into account indirectly, because if the long minimum connection path by “is-a” relations
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between two nodes means that it is necessary to ascend more in taxonomy to general abstract concepts to find
the smallest upper bound — a concept to which both concepts under review relate.

Following the standard argumentation of information theory the probability of the concept increases then
it’s information content decreases. This quantitative characterization of information provides a new way of
semantic similarity measuring. The more information is shared by two concepts, the more similar they are,
and the information shared by two concepts is determined by the informational content of the concepts in
taxonomy.

In practice, we often need to measure the similarity of words, not concepts. Such measure can be based on
representation of words through the set of taxonomy concepts that represent meanings (contents) of these
words.

Although there is no standard way of evaluating computational measures of semantic similarity, it is
appropriate to use estimates that are consistent with human similarity estimates for this purpose. We can use
computational similarity measure of word pairs and compare them with human-constructed similarity ratings
of the same pairs. In [14] similarity measures are based on maximum depth of the taxonomy and the length of
the shortest path in the taxonomy between the concepts. Another points of view for comparing the similarity
of concepts is based on the use of the probability of concepts rather than information content. Probability-
based similarity estimations consider the word occurrence frequency more important than information
content.

9. Wiki technology as a means of information structuring

Wiki technology is a technology for building of the Web resource that allows visitors without using
special software to edit its content, specify explicitly links between individual pages through hyperlinks and
define their categories [15].

The Wiki page format uses simplified markup language to distinguish various structural and visual
elements. Now a large number of Wiki engines and information resources on their base are realized. The
largest and most well-known of them is Wikipedia. The main elements of Wiki markup are hyperlinks and
categories. Their use makes it easy to convert USD into partially structured data. In addition, the analysis of
the structure of Wiki resources at the level of words and concepts allows acquiring knowledge for structuring
other USD.

Wiki resources can be used as an external source of features for text categorization and determining the
semantic relatedness between NL texts [16].

a. Semanticization of Wiki resources

Semantic MediaWiki (SMW) is an add-on to the MediaWiki [17]. The advantages of SMW are semantic
processing of information, the availability of group knowledge management tools, relatively high expressive
power and reliable implementation. SMW allows to integrate information from different Wiki pages by
searching at the knowledge level and to generate ontological structures on Wiki Pages that can be used by
other intelligent software.

In addition to categories, SMW structures information by semantic properties. They allow to link Wiki
pages semantically with each other and with other data. Each semantic property has a type, a name and a
value, as well as own Wiki page in a special namespace that allows it to determine its place in the property
hierarchy and to document how that property should be used.

In terms of ontological analysis, each Wiki page is an ontological element, that is, an element of one of
the RDF [18] classes — Thing, Class, ObjectProperty, DatatypeProperty, AnnotationProperty. In addition,
each page has its own URI. Usually, Wiki pages are instances of OWL [19] ontology classes, Wiki categories
are classes, and Wiki semantic properties are object properties and data properties of ontology.

Therefore, an appropriate OWL/RDF file can be generated on request for any SMW page or the set of
pages. Semantic Wiki resources can be used as a basis for automated generation of distributed knowledge
bases in RDF format. Exporting to OWL / RDF is a means of ensuring external reuse of data from Wiki, but
only practical application of this feature can show the quality of the RDF generated. To this end, system
developers have used a number of Semantic Web tools to issue RDFs.

SMW is compatible with the OWL DL knowledge model, therefor external ontologies can be used in
Wiki resources. There are two ways to do this: ontology importing allows to create and modify Wiki pages to
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represent the relations specified in an existing OWL DL document; and reusing the dictionary allows users to
match Wiki pages with elements of existing ontologies.

b. Use of semantic similarity estimations in online version of the Great Ukrainian Encyclopedia

Theoretical principles for development of semantic search and navigation means are implemented into e-
VUE - the portal version of the Great Ukrainian Encyclopedia (vue.gov.ua). This resource is based on
ontological representation of knowledge base [20]. To use a semantic Wiki resource as a distributed
knowledge base we develop knowledge model of this resource represented by Wiki ontology [21]. Using this
model for semantic markup provides the formation and software implementation of an appropriate set of
hierarchically related categories, templates for typical 10s, their semantic properties and the queries that use
them [22].

Application of semantic similarity estimation for this ontology provides the functional extension of
Encyclopedia by new ways of content access and analysis on the semantic level.

An ontological model of the structure of the e-VUE is used to support semantic navigation on the portal.
One of the significant advantages of e-VUE as a semantic portal is the ability to find semantically similar
concepts (SSC). This search is based on the following assumptions: 1. concepts that correspond to Wiki
pages that belong to the same set of categories are semantically closer to each other than other concepts on
the portal; 2. concepts that correspond to Wiki pages that have the same or similar meanings of semantic
properties, are semantically closer to each other than concepts that correspond to Wiki pages with different
values of semantic properties or those ones with not defined values of semantic properties; 3| concepts
defined as semantically similar by the both preceding criteria are more semantically similar than concepts
similar by one of criteria.

For e-VUE, user need to locate the SSP if he (she) is unable to select correctly the knowledge field of
concept or enters it with errors. In such cases, user can find similar concepts and then go to desired concept.
For example, user wants to find information about a writer or artist whose last name he does not remember
accurately, and is not able to accurately determine the style of his (her) works of art, but may indicate the
name of more famous person who worked in the same sphere. In some cases, the problem of SSP search is
solved by search of the semantically similar words into the NL definition of concept.

In order to extend e-VUE functionality related to search and navigation we propose means of retrieval of
semantically similar close 10s — both globally similar (by the full set of features — either categories and
values of semantic properties) and locally similar (only by some subset of these features). Concepts of e-
VUE are matched with the current Wiki page.

To demonstrate the capabilities of the described above approach we propose the following examples of
local SSPs retrived by: 1. the fixed subset of categories of current page; 2. the values of the fixed subset of
semantic properties of current page; 3. the combination of categories and values of semantic properties of
current page.

The semantic closeness of the search terms is determined relative to the characteristics of current Wiki
page that the user is viewing, that is, the categories and properties of this page are analyzed as parameters of
such calculation.

SemanticSimilarPages

Asiauia [\

CemaHTi4Ho 6n \(i CTOPIHKK

List of
retrieved
SSPs

Categories of

Retrieval o
current Wiki page

options

Fig. 1. Search for SSPs for e-VUE page "Aviation".
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In the first case, for the current Wiki page you need to find the concepts o e-VUE that are assigned to the
categories of the current page. Now this retrieval considers categories and sub-categories of knowledge fields
and categories of typical 10s (for example, “Countries”, “Rivers”) IS, and don’t take into account service
categories related to the form of publication (e.g. “VUE, Volume 1) (see Fig. 1).

It should be noted that all these cases of SSP search (locally and globally) cannot be performed
automatically by Semantic MediaWiki's built-in tools. . User can achieve the same result with Semantic
MediaWiki language of semantic queries by manual entering of all matching parameters — categories and
semantic properties copies from selected Wiki page. Therefore these searches are provides by special
software code for analyzing the page content.

The second case deals with the search of e-VUE pages corresponding to fixed typical 10s — personalities,
cities, countries, etc. Such searches take into account the values of some semantic properties specific to this
10, and match them with values of these properties for the current page. For example, for a typical 10
“Person” it is possible to search for persons born in the same place, work in the same field, contemporaries,
etc. The third case search option allows to search SSP of the selected category (or the set of categories) with
a set of semantic properties defined for selected page. For example, you can find persons (pages from
category "Person") who specialize in the fields relates to current page (categories of this page) (see Fig. 2).

Search persons by page categories

Semantically
Asiauis similar
CeMaHTU4HWUI NOLLYK NepcoHanin B MHOXWUHI KaTeropi: persons

BXHISHI HAYKN

Retrieval Wiki page
options categories

Fig. 2. Search for specialists (by set of current page category) for e-VUE pages.

SSP search generate the Wiki pages with the sets of locally similar concepts. These SSPs can be used in
analysis of textual part of USD.

10. Conclusion

We propose to use semantic markup of the Wiki-resource as a source for generation of domain ontologies
and groups of semantically similar concepts from these domains. The evaluation of semantic similarity can
be based on such characteristics of pages as categories (and their taxonomies), semantic properties and their
values, the natural language content and links with other pages. Then these SSC sets can be used as a base for
analysis of NL unstructured data. The implementation of proposed approach needs in creation of relevant
Wiki resources with appropriate domain knowledge. The use of semantic Wiki-technologies for development
of distributed information resources simplifies the process of natural text structuring by users and also
generates the source of background knowledge for the analysis of arbitrary texts of the corresponding
domains. The models and methods proposed in the work allow to improve this process.
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Abstract. Validation of the results of non-formal and informal learning is an effective way to solve a number

of socio-economic problems in various spheres. Recognition of learning outcomes for dynamic domains that
requires the use of background knowledge from open information resources. It causes the interest to ontological
representation of learning domain knowledge and ontology-based methods of their analysis. Now a lot of useful
information is represented by unstructured natural language texts. The large volume of such data necessitates
scalable means of analysis, and more efficient and rapid processing can be ensured through the use of task-
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specific thesauri based on domain ontologies. The approach proposed by the authors to recognize non-formal and
informal learning outcomes is exemplified by information security domain. The referencing to this domain is
determined by the heterogeneity and dynamics of its information sources, the complex hierarchy of knowledge as
well as the growing need for information security specialists in the context of the digitalization of society.

Keywords: Ontology, Information Security, Validation of Learning Outcomes, Non-Formal Learning, In-
Formal Learning, Unstructured Data, Big Data.

1. Unstructured data analysis

The rapid development and integration of various domains requires constant updating of information
about relevant professional knowledge and skills in condition of labor mobility. Therefore we need in
analysis of their pertinence to new types of tasks that arise at all stages of life activity of individuals and
functioning of organizations. In turn, such dynamism of knowledge complicates the determining of learning
outcomes in formal, non-formal and informal education. Recognition of the non-formal and informal learning
outcomes is increasingly seen as a way of improving life-long education for employment and improving of
life quality.

Most European countries emphasize the importance of learning visualization that is organizes outside of
official education institutions and proceeds at home, at work or leisure.

This problem is very actual for those domains that are rapidly changing and integrating different
directions of activities. To work effectively in these areas, professionals need lifelong learning, gaining
experience and new learning outcomes. These features apply equally to most of the information technologies.
On conditions of digitalization it is especially important for information security (IS) domain, since
practically all employees need now to have basic knowledge in IS for processing of digital data without their
loss and disclosure.

Individuals and organizations alike depend on the cyber world. As the world grows more connected
through digital environment, a highly skilled information security workforce is required to secure, protect,
and defend global, national, commercial and personal information. The IS strategies and development plans
require the improvement of the know-how of the citizens and actors of the economic life and public
administration. But a lot of people who need now in modern IS skills and knowledge can receive them only
from self-education.

Therefor 1S competence is not just another professional field of expertise. Rather, it ranges from civic
skills all the way to international-level professions and should be included in different educational and
institutional levels.

Validation of learning outcomes is a process that recognizes various learning outcomes with the help of
such steps as identification, documentation, assessment and certification. Successful validation of learning
outcomes is based on use of formalized knowledge of the relevant subject domain: such knowledge is used
for matching of learning results obtained by individual with domain references.

Now the problem of validation of non-formal and informal learning outcomes is complicated by the
unstructured and unclear nature of many domains, such as IS. It is difficult to clearly define the boundaries of
each domain, because many professions are located at the intersection of several industries or have
unformalized domain-independent requirements (such as response rate, stress resistance) and require external
knowledge from other fields. The problem solution requires the use of modern methods for representation
and analysis of knowledge that ensure the information processing at the semantic level.

In this paper we consider IS as an example of complex and dynamic domain where the need to validate
the results of non-formal and informal learning is very actual but faces many theoretical and practical
obstacles.

2. Formulation of the problem

Digitization of all spheres of life of modern society [1] increases the need for modern information
security means and awareness in this area for a wide variety of users and developers of information
technology. Therefore, a significant number of people have gained knowledge in the process of self-study,
i.e., by non-formal and informal education in this field. Informality of this process and diversity of
terminology used for describing of such outcomes complicates to obtain formal definition of learning results
for employers for matching with clear criteria and requirements for job responsibilities. This necessitates a
reconciliation of domain terminology with knowledge structures pertinent to current IS standards. But now
the big number of standards and examples deals with various IS aspects, new versions and editions appear
frequently. Therefor Big Data methods can be applied for tracking of all changes in this sphere.

We suggest to harmonize a hierarchy of IS ontologies to define the terms of this domain and construct
thesaurus of IS. Each term of this thesaurus is associated with one or more elements of these IS ontologies
(concepts, relations etc.). Use of this thesaurus allows to describe various learning outcomes (by natural
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language (NL) texts or by structured data) obtained by non-formal and informal learning, and provides their
comparison with formalized (or semi-formalized) descriptions of jobs and tasks that arise in this field. Such
IS thesaurus helps to take into consider the most task-relevant domain knowledge. Time required for
processing and construction of thesaurus is much less than the time of matching of domain ontologies with
unstructured NL text, which is usually used to describe learning outcomes and vacancies. Thus, the approach
proposed in the work should ensure the transition from processing of unstructured large-scale data to analysis
of much more compactly represented knowledge obtained from appropriate Big Data and from domain
ontologies.

3. Information Security Domain Specificity

The current tendencies regarding the storage, exchange and processing of information are characterized
by the intensive implementation of information technologies, the spread of local, corporate and global
networks in all spheres of life of the state and the individuals. This situation creates new opportunities for
information exchange and requires that the information becomes secure and safe at the same time.

The actuality of this problem is determined by the following factors:

- the exponential growth of the number of personal computers, mobile devices and other means of
information exchange;

- rapid expansion of the circle of users with direct access to digital networks and information resources;

- an increase in the amount of information that is accumulated, stored and processed in digital form;

- spread of hardware, software and information technologies that do not satisfy the current requirements
of safety;

- discrepancy between the rapid development of information processing facilities, the national laws of
information security and the development of international standards and legal norms that will provide the
necessary level of information protection;

- information war in and around the country caused by external aggression;

- cybercrime, sometimes of national importance, etc.

IS deals with the protection of information systems, both hardware and software, from theft, unauthorized
access and disclosure, as well as from intentional or accidental harm. IS has to protects all segments related
to the Internet (from the networks themselves to the information transmitted over the network) and stored in
databases, to the various applications and devices that control the operation of the equipment through
network connections.

Today, the issue of IS becomes a cornerstone in the activities of every organization or individual. IS
refers to the security of entire organization data against deliberate or accidental actions that cause damage to
its owners or users. IS domain is a very dynamic sphere that requires constant monitoring of information
coming from both internal and external information resources.

Information resources in IS are generated usually by different tools, sensors and systems expressed using
different standards and formats, published by different sources and is often scattered as isolated pieces of
information. Furthermore, cybersecurity data are available in structured, semi-structured and unstructured
forms from both, internal sources i.e. within the organization, and external sources i.e. outside the
organization. Unifying such scattered information provides better visibility and situational awareness to
cybersecurity analysts.

Now new terms in IS domain appears frequently, and old ones change the meanings making it difficult to
agree on different approaches to knowledge representation about IS. In addition, documents (standards,
protocols, descriptions) from the IS are characterized by large volume and not structured form. Therefore, it
is advisable to use Big Data analytics methods — a new technology that enables the collection, storage,
processing and visualization of these vast amounts of data. Such analytics takes into account the basic
characteristics of big data [2].

Specialized analytical methods extract useful information from distributed data to obtain the information
about the specialists” learning outcomes relevant to the challenges in the IS field. Analytics Big Data can be
used to make decisions in such IS tasks [3].

Big Data Analytics applied to IS data can provides insights useful to improve current security practices of
network operators and administrators. To use Big Data as an external source of information, we first need to
filter out multiple datasets by pertinence to task of analytics. Preliminary cleaning of the data and
preparation for analysis can be performed on the basis of metadata analysis (and quite often the analysis of
the NL part of it, for example, annotations) using the knowledge of the domain of processing.

It is advisable to treat some information as Big Data if it has one or more characteristics from the "5V*"
Volume, Variety, Velocity, Value, Veracity [4]. Big Data, also referred to as Data Intensive Technologies,
now are becoming a new technology trend in science, industry and business [5] . Big Data can be defined as
a new generation of technologies and architectures designed to economically extract value from very large
volumes of a wide variety of data by enabling high velocity capture, discovery, and/or analysis.

Now Big Data technology is applied in different human activity domains empowered by significant
growth of the computer power, ubiquitous availability of computing and storage resources, increase of digital
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content production, mobility and security. Each stage of the Big Data lifecycle provides the data
transformation or changes in processing of the dataset content. In many cases original data and processed
data are linked by referral integrity. This motivates such Big Data features as dynamism and variability that
reflect the fact that data are in constant change and may have a definite state, besides commonly defined as
data in move, in rest, or being processed. Supporting these data properly will require scalable provenance
models and tools incorporating also data integrity and confidentiality.

Problems of big data use for analytic in IS often are caused by the lack of descriptions of metadata
datasets. Re-use of data requires as much information as possible about the origin of the data and about a
complete history of the methods used to collect, maintain and analyze. The availability of metadata increases
the likelihood that the datasets are reused correctly.

Widespread Big Data used as a source of background IS knowledge need in the scalability of methods
that can be used to structuring and validation of learning outcomes in this domain.

4. Unstructured data in the IS domain

Today, the major portion of cybersecurity data is represented by unstructured NL data. Unstructured data
(USD) is information that does not have a predefined model of organization. This causes problems related to
storage (traditional databases are not designed for such uncertainty) and analysis. USD contain potentially the
greatest value as sources of new knowledge, and the total amount of such data influences on accuracy of the
analysis results.

In many cases, USD are represented by textual information in electronic form by sets of natural language
words of arbitrary length, combined according to weakly formalized linguistic rules. Such textual
information contains the most useful information for further use but USD may also contain dates, numbers,
special symbols etc.

Sometimes it is difficult to distinguish between structured and unstructured data. One of the criteria for
determining whether data are structured is to create a parser for the data element. USD as a term is not well
defined for several reasons [6]:

- data contain the structure without it’s formal definition;

- structure of data is not useful for the specific purposes of their processing ;

- structure of data information cannot be processed automatically without further clarification.

Data are considered as USD in cases where information about their structure cannot make the analysis of
these data more efficient. Therefore, for example, standards for IS (both domestic and international) in terms
of data analysis are considered as USD, although they have certain structural elements.

A lot of important cybersecurity information can be extracted from USD. For example, various
cybersecurity vulnerabilities are typically identified and accessible publicly on the Web but at first not in
official documents. It causes a strong need for systems that can automatically analyze unstructured text and
extract vulnerability entities and concepts from various non-traditional unstructured data sources such as
cybersecurity blogs, security bulletins and hackers forums. Now there is no widely used automatic
mechanism to understand and process such USD with non-formalized terminological base.

Technologies such as Data Mining, Natural Language Processing, and Text Mining provide different
methods for structure acquisition for USD. Common text structuring methods usually include manual tagging
with metadata or other specific tags for further structuring. The Unstructured Information Management
Architecture (UIMA) standard provides a general framework for processing this information to acquire
semantics and create structured data.

The earliest Business Intelligence studies focused on unstructured text data, not numerical data [7]. The
development of Big Data in the late 2000s caused increased interest in the use of USD analysis.

Separating unstructured data analysis (UDA) into the separate scientific and technical area dates back to
the early 2000s, when Gartner analysts published information about high time and labor involved in
processing data because such routine, non-automated content processing took up half the working time.

Now data without formalized structure are the largest share of stored digitized information (more than
80% of all stored data, and their number is increasing by an order of magnitude faster than structured data),
so methods and means of their use are evolving rapidly. These methods are intended to transform USD into
structured information that can be used in various ways.

Adding a structure to USD is a complex scientific problem that has been paying attention to scientists for
a long time [8]. In the most general form, the solution of the problem is related to the construction of a
spaced graph corresponding to the USD content and to the comparison of such graphs generated for different
USD sets. Another aspect of this problem is related to the finding of relevant knowledge for USD structuring
tags and means of representation of such knowledge.

Text Mining can be defined as the process of acquiring knowledge from collections of USD documents
using various toolkits for their analyzing [9]. Text Mining can be considered as a separate case of Data
Mining. Processing of NL data should provide a transition from USD to structured ones with subsequent
analysis. Most often, this process ignores most of the specific features of the NL, which are used only at the
previous stage of parsing the texts, and in the following uses the "bag of words" model, in which the word
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order is not difficult. Similar to Data Mining, Text Mining tools seek to retrieve information relevant to user's
activity. In the case of Text Mining such templates that can be applied for user tasks should be found not in
formalized database records, but in non-structured text data in the documents of these collections.

An analysis of current research in this area demonstrates that the most effective approaches to the analysis
of NL data are based on the use of the background knowledge of the corresponding domains formalized by
ontology [10].

5. Ontologies of IS domain

Cybersecurity information needs to be machine-readable to enable efficient information exchange,
retrieval and operation automation deal with validation of learning in this domain. Today, software
development in the IS field is characterized by intellectualization, which allows to anticipate the threats that
can lead to APT (advanced persistent threat) attacks, phishing and redemption software. Ontological
representation of knowledge is widely used now in distributed intelligent application oriented on processing
into the Web open environment to support knowledge sharing and reutilization. Ontologies provide an
explicit specification of a conceptualization. Therefore creation of IS domain ontologies covered a set of
concepts and categories of this domain, their various properties and relationships between them is of great
interest to developers and users of modern IS means.

Ontologies in IS have now evolved into an active provider of data element links that can use machine
learning and artificial intelligence algorithms to adapt to changes in the environment [11]. Development of
ontological model for entire IS domain requires integration of existing ontologies and their refinement.

The Unified Cyber Security Ontology (UCO) [12] is designed to support the knowledge integration into
IS systems and should unify the most commonly used information security standards. This ontology
integrates heterogeneous data and knowledge schemas from different IS subsystems and the most commonly
used IS standards for data sharing. UCO can serve as the core of knowledge for the IS domain. The UCO
ontology has also been mapped to a number of existing cybersecurity ontologies as well as concepts in the
Linked Open Data cloud.

UCO is an ontology developed for integration of the unifying information from heterogeneous sources.
This ontology supports reasoning and inferring new information from existing information. UCO also
provides capturing specialized knowledge of a cybersecurity analyst expressed by ontology classes and
individuals as well as rules. UCO ontology provides a common understanding of cybersecurity domain and
unifies most commonly used cybersecurity standards.

The most important top-level IS concepts represented by UCO classes:

- Means: various methods of attack executing

- Consequences: possible outcomes of attacks.

- Attack: cyber threat attacks.

- Attacker: identifications and characterization of the adversary.

- AttackPattern: descriptions of common methods for exploiting software that provide the attackers
perspective and guidance on ways to mitigate their effect.

- Exploit: descriptions of individual exploits.

- Exploit Target: weaknesses and vulnerabilities of software, systems, networks or configurations that are
targeted for exploitation by the TTP (cyber threat adversary Tactic, Technique or Procedure).

UCO ontology serves as the core for cybersecurity Linked Open Data (LOD) cloud and integrates
knowledge from some international sources but general ontological model of IS has take into account various
national IS standards and laws.

A detailed description of knowledge about the 1S domain requires the development of an ontology
hierarchy, ranging from the top level to the bottom one. Top-level ontology (fundamental or basic) includes
basic domain concepts that have already been previously defined in ontologies on this topic, an low-level
ontologies describes the specific aspects of problem with more exact detailing of features. An interesting
example of multilevel ontological system of cyber security is proposed in [13] This ontological framework
CRATELDO consists of three layers:

- top-level ontology designed on the basis of SPRAY (simplified version of DOLCE top ontology),

- Security Core Ontology (SECCO) — a set of security concepts based on DOLCE-SPRAY primitives,

- security-related middle-level ontologies of secure operations (OSCO).

In [14] authors propose a reference ontology for cybersecurity operational information. IS in this
approach is considered as the preservation of information confidentiality, integrity and availability. This
work takes into account a lot of ontologies in the area of cybersecurity that formalize organizing knowledge
of IS risk management, wvulnerabilities, attackers, security metrics, countermeasures and other relevant
concepts [15]. Many middle-level ontologies have already been created in the field for reflecting the various
individual aspects of IS domain. For example, researchers have developed application ontologies to identify
and classify network attacks:
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- an ontology for distinguishing the state of network security [16];
- an ontology of intrusion detection [17];.

- an ontology for automated classification of network attacks [18].
- an ontology of prediction of potential network attacks [19].

Other IS ontologies provide and enrich an adaptive vocabulary that can improve behavioral analysis and
help stop the spread of threats. As well terms for IS ontologies can be obtained from the open sources, such
as the dictionary of cyber security terms [21] and the various standards of this domain. But processing of
USD with NL text requires special software and expert participation. Acquisition of knowledge from NL
documents that contain semantic markup (such as semantic Wiki resources) is easier. Wiki pages correspond
to domain concepts, and links between them explicitly defined in content can be used to build an ontological
relations. For example, we use the "Security systems" category pages of the portal of the Great Ukrainian
Encyclopedia (e-VUE) [22] and Ukrainian Wikipedia as information sources of IS terms (Fig.2).
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Fig. 1. Information security ontology (fragment)
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Fig. 2. Wiki pages with semantic markup on e-VUE and Wikipedia.

Wiki markup can be based on existing 1S ontologies. It is advisable to create such Wiki pages for each IS
standard in whole as well as for their separate subdivisions and definitions. Thus, the semantic markup of NL
information resources enables the automated generation of IS ontologies.

6. Use of IS ontological models in validation of learning outcomes

The effective development of IS demands the determination of competence areas and their contents, so as
to make it possible to define learning outcomes for each level and type of education [23]. Validation of
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learning outcomes can be realized by ontology-based matching of results of informal learning with vacancies
and task in relevant domain.

Terms and relations of domain ontology provide the semantic matching of NL texts. At the level of
ontological models, it is possible to correlate learning outcomes, for example, the competencies of IS
professionals who have acquired their knowledge and skills in non-formal and informal learning. These
people can describe their learning outcomes in the same terms used by employers to describe the jobs and
tasks. The set of competencies is defined by domain specifics.

We proposed to divide each learning result into the unique set of atomic learning results [24], and to
establish the relation and hierarchy of learning outcomes and qualifications through an appropriate ontology.
Atomic learning outcomes (atomic competencies) have the following properties:

- aeC, where C is the set of information objects of the class "Learning Outcomes”, and Ciomic - the set

of atomic learning outcomes, Cyom < C;;
- each learning outcome c¢ is an unique non-empty set of atomic learning results

J— n
Ve e C3aj € Cqomic.i=Lnk=Uzgq;;
i=1

- atomic learning outcomes are not a subset of other learning outcomes Va,beC,acb= b ¢ Cymic -
In order to relate the learning results to the domain terminology we define for each a<C the terms
Xj € X,i =1,n,n>1 and relations Xj, =rj(xj,) from the domain ontology (in this case, from one of the

ontologies included into hierarchy of IS ontological model). Learning outcomes without such ontological
correspondences cannot used (if IS ontologies does not contain an appropriate terms for important learning
outcomes then we have to expand IS ontology by appropriate terms).

Thus, the matching of individual learning outcomes with task requirements is executed on semantic level
by comparison of finite sets of atomic learning outcomes defined in domain terms. Therefore the time of
comparison is linear proportional to the number of atomic learning outcomes, and each atomic learning
outcome is a finite unique nonempty set of domain terms.

Use of such atomic learning outcomes requires in generation of domain thesauri that are simpler then
ontologies but contain all domain terms deal with some specific task (for example, some job definition).

7. Generation of IS thesauri based on domain ontologies

Thesaurus approach is widely used for analysis of domain term systems. Domain models or thesauri can
be used to generate domain representations assisted by computers with the help of integrated combination of
different kinds of techniques from computing, statistics and artificial intelligence [25]. Some methods of
thesauri generation use domain ontologies as a source of knowledge and integrate it with current task
description.

In [26] researchers propose to use a thesaurus approach for formalization of domain terminology in the
field of IS. IS thesaurus displays a wide range of essential properties, attributes and relationships that are
inherent in this specific type of security. An other example of IS thesaurus is described in [27]. This
thesaurus integrates the concepts of cybersecurity, data security, application security, network security, Web
security, and critical information infrastructure security.

Application security is determined by the application software as well as by the software resources and
processes involved in their lifecycle. Network security is related to the design, implementation and use of
networks within the organization, between organizations, between organizations and users. Web security
refers to Web services and related information and communication systems and networks. Security of critical
information infrastructure is characterized by protection against relevant threats, in particular information
security.

Researchers [28] distinguish three groups of IS terms:

1. Terms defining the scientific basis of IS. This group includes terms used in many fields of knowledge
that are unambiguous, semantically unified, and stylistically neutral. Examples: information, communication,
conflict, influence, threat, danger, security, system. The concepts in this group meet the requirements of
uniqueness and stability, i.e. they are uniquely applied in one area of knowledge and retain content in any
other. This group of terms corresponds with the top-level ontologies.

2. Terms defining the subject basis of IS. This group of terms refers to concepts and their relation to other
concepts within information security as a specific area of knowledge. This group of terms corresponds with
the middle-level ontologies of IS.

3. Terms defining the nature of IS activities. This group covers terms denoting objects, phenomena,
processes, their properties and relationships that are characteristic of this field. This group of terms
corresponds with the low-level ontologies of special subspheres of IS.
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IS thesaurus oriented on processing NL texts deal with learning outcomes in IS has to contain terms from
all categories if they are used into the task description (here task is a NL description of work or problem that
employer proposes to specialists with appropriate competencies).

We define task thesaurus as a special case of domain ontology oriented on analyses of NL texts.
Thesaurus contains only ontological terms (classes and instances) but does not describe the semantics of
relations between them. It can be automatically generated on base of the domain ontology and the NL
description of the problem [29].

A simple task thesaurus is a task thesaurus based on the terms of a single ontology. A composite task
thesaurus is a task thesaurus that is based on the terms of two or more domain ontologies. It should be noted
that IS domain is very dynamic, and therefore there is a problem in keeping the terminological base of the
current state of research works and their integration with the modern grammar of the Ukrainian language.

8. An algorithm for constructing of task thesaurus
A simple task thesaurus is constructed according to the user-selected domain ontology and task — the
description of the current problem (Fig. 3). This algorithm is described in detail in [30].

The task description can be represented via NL text that contains elements related to the ontology
elements, or through conditions for domain terms relevant to the task.
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to user

Fig. 3. Main steps for constructing of task thesaurus

Thesaurus constructing consists from two main steps:

Step 1. Automated generation of a simple task thesaurus by task description;

Step 2. Expansion of a simple thesaurus by other ontology concepts by the set of conditions that use
elements of the O ontology different from instances and classes.

We divide step 1 into two substeps. On Step 1.1 user explicitly and manually selects task-pertinent terms
from the automatically generated list of classes and instance X. In the simplest cases, the construction of the
thesaurus may be completed in this step, but it requires more efforts from the user.

Stage 1.2 uses a variety of methods for processing a natural-language task description (linguistic analysis,
statistical processing, semantic markup analysis) that allow to detect NL fragments related to terms from O.

Those ontological terms that correspond to some fragments of task description are added to the simple
task thesaurus.

Linguistic knowledge bases (KB) can be used to construct a thesaurus. We can use specific domain-
oriented linguistic KBs if a large amount of lexical information has already accumulated. Such information is
not universal and depends either from domain and natural language used in task definition.

Therefore we cannot use Text Mining systems — they often are oriented on processing only English texts.
We apply direct updating of the domain lexical ontology by users and export linguistic knowledge from
relevant vocabularies and knowledge bases, as well as from semantically marked Ukrainian texts.

In many cases, information about other elements of the ontology is appropriate in thesaurus constructing.
This information allows taking into account the properties of individual terms and their relations with other
terms.
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Such actions are applied on step 2 for refining the initially formed thesaurus in accordance with explicitly
formulated user conditions. These conditions depend from the specific nature of the task, but are not derived
from its description. Such conditions can be considered as a set of meta-rules to describe the information the
user is seeking.

Stage 2 can be represented as a function that transforms the O ontology into simple task thesaurus
according to proposed meta-rules deal with the finite set of conditions that the user formulates for classes and
instances of domain ontology.

Complex task thesauri are generated from the built earlier task thesauri (simple or complex) with the help
of set theory operations such as sum of sets, intersection of sets etc.

9. Use of task thesauri for validation of learning outcomes

Task thesauri can be used in various intelligent tasks. For example, such thesauruses can be very useful to
validate learning outcomes that are represented by NL unstructured text. The main requirement of such
approach is an ontological model of learning domain. As we describe above, complex and dynamic IS
domain has a lot of ontological representations of its various aspects. Therefore we can apply this approach to
problem of learning outcomes validation for IS.

Use of task thesauri for validation of learning outcomes contain such main steps:

Step 1. A set of IS ontologies and a NL job description from employers (vacancy description, set of
requirements for a specific position or qualification etc.) are input to the algorithm for thesaurus constructing.
Only the concepts used in this description are retrieved from the ontological model of IS.

Step 2. We retrieve in the NL descriptions of the learning outcomes not all IS domain concepts but only
those that are included in the task thesaurus. This greatly speeds up the comparison because ontological
model of IS in general contains a great number of concepts and their NL representations.

Descriptions are sufficient for to matching procedure if they contain all the necessary concepts of
ontology. It is important that thesauri allow us to group synonyms or words represented by different NL, thus
matching all semantically similar terms.

Step 3. If any learning outcome completely matches with job description then we try to find descriptions
of the learning outcomes that are most similar to the task description.
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Conclusions

The information security industry is a dynamic field that is rapidly changing and improving its methods
and tools. Therefore, cybersecurity-related specialists require a steady flow of knowledge, both from internal
and external sources. This enhances the importance of non-formal and informal learning in this field for the
effective accomplishment of various tasks.

The complex hierarchical structure of domain knowledge necessitate the use of ontological analysis to the
processing of data related to IS. The unstructured and large-volume information causes the application of Big
Data analytic techniques in preliminary processing of data sources used for generation of IS ontological
model.

Such ontological model of domain contains its conceptualization, integrates heterogeneous data structures
and knowledge from different information security subsystems, as well as national and international
standards. Ontologies provide formalization of the relations between data elements.

The authors propose to use task thesauri based on appropriate ontologies as a tool for matching the
informalized results of learning outcomes of IS specialists with task descriptions. These thesauri provide a
terminological basis for the integration of IS ontologies of different levels that represent the knowledge
structure of this domain. Use of thesauri reduces the computational complexity of the comparing problem of
heterogeneous knowledge structures.
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METO/IA 1 3ACOBH TH®OPMAIIHHO-AHAJITUYHOI MIATPUMKH MMPOTHTTT
I'IBPUJIHUM 3AT'PO3AM JEPKABU

[aypko-Tabakosa E.B.l, Jlanne J1.B. 12
110 «Paoa ingpopmbesenexu ma xibepsaxucmyy,
2[ITPI HAH Yipainu

Ha neii wac B YkpaiHi 1o nporunii riOpuaHAM 3arpo3aM JeprkaBl 3alydaroThCsl BCi IApU JEpiKaBH i
CYCHIJIbCTBA, 30KpEeMa, CHIIOBI CTPYKTYpH Jep)KaBH, IHIII MIHICTEpCTBa Ta BIJIOMCTBa, HEIEPKaBHI
opranizauii, 0i3Hec, rpOMaJsSHCBKI 00’€lHaHHSA. 3 OIJISILYy Ha Te, L0 BOPOT IOPsA 13 SKOHOMIUYHHMMH,
€HEePreTUYHNMH, TYMaHITADHUMHU Ta IHIIUMH BaXKEJSIMH, NPOTH HAMIOi KpaiHW IIHMPOKO 3aCTOCOBYETHCS
iHpopMarliiiHa 30posi, MPOBOJATHCS iH(OpPMaliiiHi omeparii, OAHUM 3 IMEpLIIOYEeProBUX 3aBAaHb CTa€
CTBOPCHHS BHCOKOC(EKTHBHOI CHCTEMH iH(OpPMAIIfHO-aHANITHIHOI TPOTUAii TiOPHIHIM 3arpo3am
JIepXKaBH.

Came 3acTOCYBaHHS TaKUX IIAXOAIB MOXKE 3a0€3MEUNTH LIBHIKE OINICpaTHBHE pearyBaHHA Ha 3arposw,
BUSIBIICHHs iH(GOpMAIifiHUX KammaHii, arak, omepamii [1], 30kpema, BHSBICHHS MEPEK BOPOKHX
iHpOopManifHIX O00TiB, MPOTHO3YBAaHHS PO3BUTKY ITOI, SIBHIII, IPOIIECIB TOIIO.

3okpema, moTpedye iHGOpMAIifHO-aHAMITHYHOT MIATPUMKH TPOTHAIA IHPOPMALIHHUM OleparisM B
Mepexi [HTepHeT, siki yMOBHO IOAUISIOTBCS HA «IIPOMAraHAMCTCHKI» (iH(GOpMAaIiiHI BIUIMBH MalOTh
MepeBaYKHO TPOIIAraHIUCTChKUNA Xapakrep), «ae3iH(popMaliifHi» (OCHOBHOIO METOI € ae3iHpopMariis
[IISXOM CTBOPEHHS «(ErKiB»), «MaHIMyJIATHBHI» (MaHIMyTOBaHHS, MOAU(iKalis YCTAHOBOK JIFOICH),
000pOHHI («KOHTpOIeparii» — HelTpaizawis iHpOPMaIifHOTO BIUIMBY CYIPOTHBHHUKA).

Junst piteHHs 3aBIaHb iHQOpMAaIiHHO-aHATITHYHOT MATPUMKH IPOTHIIT 3arpo3aM TaKOTO POAY MaroTh
3aCTOCOBYBATHCSI HalCydYacHIilIl METOIU 1 3aco0M aHaTH4HOI poOOTH, 10 0a3yrOThCS Ha BUKOPHUCTAHHI
TaKWX Cy4acHHX KOHIemmiH, sk Data Science (Hayka mpo nmani), Big Data (Benuki nani), Text/Data Mining
(TTMOMHHWE aHANi3 TEKCTIB/HaHWX), METOOM HENiHIHHOTO (KOpeNsIiifHOTo, ()paKTaIbHOTO) aHami3y,
Complex Networks (ckmanai mepexi), OSINT (po3Binka 3a BiTKpUTAMH HKEPEIaMH) TOIIIO.

Jus 3nificHeHHs iH(pOpMAaiHHO-aHATITHYHOI MITPUMKH MAlOTh 3aCTOCOBYBATHCS METOIHM i 3aco0i, m0
JIO3BOJISTIOTD:

—  BUSBIATH KUTBKICHY ITUHAMIKY, IPATaMaHHY MPOIECY YW SBUIY, HAPHUKIAL, KUTBKICTh MOMaiHd abo

MOBITOMJICHB 11010 MO/Iii B OJUHHMIIO Yacy;

—  BHM3HAYaTH KPUTHYHI, IIOPOTOBI TOYKH, IO BiAMOBIIAIOTH KUIbKICHOT JTUHAMILII SIBHIIA;

— BHM3HAUaTH NPOSBU IOJiH, NpoueciB, 00’€KTIB B KPUTUYHUX TOYKAX, HANPHUKIAJA, BHSIBICHHS
OCHOBHHX CIOJKETiB IMOBIIOMIICHB 1010 0OPaHOTrO MpOIlecy abo SBHIIA;

—  pamKHpyBaHHS ITUX MPOSBIB 1 JOCTIHKEHHS TUHAMIKHK iX PO3BUTKY JO Ta IMICJSA MEBHUX KPUTHUHUX
TOYOK;

— 3AiHCHEHHS CTaTHCTHYHOrO, KOPEISIIHHOro 1 ()pakTaJbHOTO aHaji3y 3arajJbHOI IMHAMIKM 1
JMHAMIKH OKpEMHUX MpOsBIB, HA OCHOBI SKUX Ma€ 3/1HCHIOBATHCS MPOTHO3YBAaHHS PO3BUTKY IO,
MPOIIECY i OKPEMUX HOTo MPOSIBIB.

Jnst ocnipKeHHsT B3a€EMO3B'SI3KY peasIbHUX IO 1 myOumikamiii mpo HUX B Mepexi IHTepHeT, 30kpema,
aBTOpaMH BHKOPUCTOBYEThCs iH(opmariiina OSINT-cuctemax [2] InfoStream (http://online.infostream.ua),
mo 3a0e3medye IHTETPalil0 i MOHITOPHMHI MEpPEeXEBHX iH(GOPMamiHHUX pecypciB, a TaKOX aHAJTITHIHA
cuctema Attack Index (http://attackindex.com), 1o 103BosIsiE BU3HAYATH HASBHICT i piBEHb iHPOPMAITIHHIX
omepamii Ha 0a3i aHamily BIAKPUTHX JUKepeld. BHKOpPHCTaHHA CTATUCTUYHHX METOMIB aHaJi3y
iHpOpMaLifHIX MTOTOKIB, METOMAIB HEIIHIHHOTO, 30KpeMa, (hPaKTaIHHOTO aHAJi3y, MO3BOJISIE MPOTHO3YBATH
PO3BUTOK MOAIN a00 KepoBaHUX iH(MopMamiitaux mporeciB. I1sxoM 3acTOCyBaHHS ITUX CUCTEM, JaHUX, IO
OTPUMYIOTBCS Bijl HUX, 3/IHCHIOETHCS SIK TPOTHO3YBAaHHS peajbHUX MPOILECIB, TAaK 1 IHTErpalis i3 CHCTeMaMHu
MPUAHATTS PilliCHb.

136



OKkpeMUM MHUTaHHSAM € METOOJIOTiSl TEKOMITO3UIliT TIOpUIHUX 3arpo3 10 CEMAaHTHUYHOTO sIIpa, IO Mae
CKJIIaJaTH OCHOBY KJIFOUOBHX 3aITUTIB A0 iH(pOpMamiiHO-aHATITHIHUX cucTeM. CydacHi BUKIMKH BUMAararoTh
CTBOPCHHSI CHCTEMH DPEUTCHTYBaHHS 3arpo3 Ta PEriaMeHTIB BiJCTEXKCHHSA CHUTYyallii B iHpopMamifHOMY
MPOCTOpi 3 Oe3MepepBHIM CYTIPOBOKCHHSIM Ta pearyBaHHs.

CrporonmHi CKIIQAHI 3aBHaHHA iH(MOpPMAmiHHO-aHANITHYHOI MPOTHIIl, 3 OZHOTO OOKYy, CTHUMYIIOIOTH
PO3BHUTOK CHCTEM KepyBaHHA 3HAHHSAMH, TIMOMHHOTO aHANi3y HaHWX 1 TEKCTIB, a 3 IHIIOTO — HAHOINbII
PO3BHHEHI i3 IMX CHUCTEM Yy SIBHOMY BHIJISAI MICTATH aJanToBaHi W TOTOBI 10 BUKOPHUCTAHHS aHAJTITHYHI
O10KH.

Jnist npuiHATTS TPYHTOBHUX DillleHb y Taily3i HalliOHAIBHOI O€3MeKH JiepKaBu, 30KpeMa 100 MPOTUAil
riOpuaHuUM 3arpo3aM, HEOOXiIHE BHKOPUCTAHHS KOMIUIEKCHHX iH(opManiiHO-aHAIITHYHUX CHUCTEM, SIKi
JIO3BOJISIIOTH  30MpaTy, OOpOOJSATH Ta y3arajbHIOBaTH iH(QOpMalilo, OTpPUMaHy 3 pI3HHX JDKepen i3
3aCTOCYBaHHSAM pI3HHX TEXHOJIOTIYHUX pimeHb. ToMmy Bxe € MHMpoKui BHOIp 3aco0iB aBTOMaTH3alii
iH(popManmiiHO-aHATMITHYHOI MisuTbHOCTI. [IprmdoMy piBHI (YHKIIOHATHHOCTI TAKMX CHCTEM MOXYTh OyTH
JTy’Ke Pi3SHOMaHITHUM — BiJI MPOCTHX 3ac00iB KOHTCHT-MOHITOPHHTY Ta iHPOPMAaLiHHO-TIONTYKOBUX MOYIIIB,
HEOOXiHUX Ha eTalli CTAaHOBJICHHS aHAJNITHYHUX CHCTEM, 10 TOPOTHUX PECYPCHOMICTKHX CHCTEM KepyBaHH:I
3HAHHSAMH Ta TIHOMHHOTO aHAII3Y NAaHUX 1 TEKCTIB.

3o0kpema, TpH aHaNi3i TEMaTHYHUX IHQOPMAIIHHUX TIIOTOKIB i3 PI3HUX MEpPEeXEBHX IDKEpeN, IIo
aHAI3YIOThCA B CHCTEMi KOHTCHT-MOHITOPHHTY, BHpIIIyeThCs Tpobiema (QopMyBaHHS 1 OCHIIKEHHS
3B’s13KiB  iH(oOpMaLidiHKUX JUKeped, SKi PO3MOBCIOKYIOTh MaHImynsTHBHY iH(opmauito. I[Ipu mpomy
MIJICTaBOIO JUIS MOJKJIMBOTO 3B'S3KYy MDK JBOMa JUKEpEIaMH MOXKE CIYKHTH TOM (akT, 10 BOHH 4YacTo
MyOJiKYIOTh JOKYMEHTH, IO 30iraroThcsi a00 ONM3bKI 3a TEMOIO. 3a JOIOMOIOI0 TaKoi Mepexi MOKHa
BU3HAYMTH, SKi 3 1HPOPMAIIHHUX JOKEpen 3 JAaHOI TEMAaTHKU € OCHOBHUMH, HAMOLIbII BIUIMBOBHMH, SKi
CXWIJIBHI /10 TIeBHUX iHpopMauiiHux BruuBiB. Ilinxin 0azyerbcs Ha ToMy (akTi, MO Jukepena iHpopmMarii
pamKoBaHi 3a oOcaramMu MyONiKamid BUXOISYH 3 JOCBIAY CIIOCTEPEKEHHS 32 HUMH IMPOTITOM TPHUBAIOTO
gacy, TOOTO IM BKe IPUIHCAHI IesSKi BaroBi 3HAYCHHS.

TakuM YMHOM BCTaHOBIIOETHCS 3B'SI30K JKeperna iHdopMarlii 3 iHmuM, Ol PeHTHHTOBUM, SKIIO BiH
icHye i omyOmikyBaB iH(opMariito panime. [lo0ynoBaHa TakuMm unHOM Mepexy (Puc. 1) BimoOpaxkae 3B's130k
JDKepesl 1o 3aJaHid TeMaTHIi, O3BOJIIE BW3HA4YAaTH JIJEPIB cepel] HUX, POOMTH NPHUITYLICHHS MIONO0
nepmomkepen iHpopmanii. Hampukmax, ma Puc. 5 moka3zaHa mepeka 3B'A3KiB pkepen iHpopmarii i3
COLIaJIbHUX MEpex, 110 BinoOpaxaroTh TeMatuky «Dopmyna lItanmaiiepa» y xoBtHi-nmucronani 2019 p 3a
JIAHUMH CHCTEMHU KOHTEHT-MOHITOPHUHTY.

CyuacHi cucremu iH(popMmaniiHO-aHAIITHYHOT NPOTUAIT FiOPHIHUM 3arpo3aM 3a0e3MeUyIOTh BUPIIICHHS
LJIOr0 KOMILIeKcy mpobiem, cepen skux 30ip iHdopmaiii mpo 00'eKTH, BU3HAuUSHHsS 3B'SI3KIB 00'€KTiB,
BUSIBJICHHSI TCHICHINH, MpOorHo3yBaHHs. He ciix BBakaTH, II0 Taki CHCTEMH € IIJIKOM aBTOMATHYHHUMH,
HaBNaKW, y TaKUX CUCTEMax  IIMPOKO BHKOPUCTOBYETHCS JIOJCHKHW JIOCBi, 3HAHHS EKCHEPTiB.
@OyHKIIOHANBHI MOXIIMBOCTI TaKMX CHCTEM MAalOTh BHKOHYBAaTH JIarHOCTHKY, IPOTHO3YBAaHHS DPO3BHUTKY
curyamiid. [lopsn 3 nuM, HWHI OYEBHAHO, MIO pealbHUA MPOpUB y cdepi 1 iHPOpPMAMiHHO-aHATITHIHOT
PpOoOOTH MOXKIIMBUI JIMIIIE B PE3YJIBTATI arperyBaHHs yciX HaBEJCHNUX HAIPSMKIB.

1) Crema

2) Koxr

3) FinOboz

4) Vipamma.py

5) Paliteka

6) Pyccruit nyme

7) Apxaxo

8) MrenpCitynet

9) OGospz BaTes®

10) BocxonMudo

11) NewsFront

12) lopome s0it mopran
13) AxTeMaimax

14) Sroxonsa ot [Tpoposa
15) Pravda News

16) Osp ITmaxe TE1
17) Newsland
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Pucynok 1 — Mepexa mxepen iHQopmariii 3a TeMatukoro «Dopmyma [lltanmaiiepay
Jlitepatypa

1. Information Operations Recognition. From Nonlinear Analysis to Decision-Making / A. Dodonov,
D. Lande, V. Tsyganok, O. Andriichuk, S. Kadenko, A. Graivoronskaya — LAP Lambert Academic
Publishing, 2019. - 292 p.

2. Dmytro Lande, Ellina Shnurko-Tabakova. OSINT as a part of cyber defense system // Theoretical
and Applied Cybersecurity, 2019. - N. 1. - pp. 103-108.

3. Jlanm» [A.B., Chapckuii A.A. Ilpumenenue rpadoB TOPU3OHTAIFHOH BHAWMOCTH B
unpopmannonnoni anamutuke // CEUR Workshop Proceedings. Selected Papers of the XVII
International Scientific and Practical Conference on Information Technologies and Security (ITS
2017) . - C. 86-91.

IMMOKA3HUK PEJIAKCAIII B CKJAJTHUX MEPEXKAX

+ 1,2[0000-0002-4468-4542 1,2[0000-0003-3945-1178 1[0000-0001-8501-5313
b2l ],LL.B. Jlanne [ ], [ 1

A.O. CHapcbku 0.0. IMuTpeHko

1IHcmumym npobnem peecmpayii ingpopmayii HAH Yxpainu, Kuis, Yxpaina
2 Hayionanshusi mexuivnuii yuigepcumem Ykpainu "Kuiscokuii nonimexnivnuu incmumym imeni leops Cikopcvroeo”,
Kuis, Vxpaina
dwlande@gmail.com asnarskii@gmail.com dmytrenko.o@gmail.com

AnoTtanisi. B po6oTi 10ciimKyrOTECsl HOBI XapaKTEPUCTHKH BY3JIiB MEPEKEBUX CTPYKTYP — MOKa3HUK pelakcartii
MepexXi Ta IHAUBIAyaIbHIA MOKa3HUK peakcamii By3ia. s oTpuMaHHS MOKa3HUKA peNaKcaii 3aCTOCOBYIOTHCS TaK
3BaHi ynoBinbHeHi irepaniiini anropurmu st HITS ta PageRank. BeraHoBieHo, 1110 Ha BiJHOBJICHHS TPAAULIIHHHX
MOKA3HHKIB Mepexi, Micas 30ypeHHs OKpeMHX BY3JIB, BIUIMBAc i TomoJjoris. Sk mpukian, MOKa3HHK penakcarii
Mepexi Ta IHIUBiTyaJ bHHH ITOKAa3HUWK penakcamii By3iaa OyiaM BHKOPHCTaHI ISl JOCHIIKEHHS CTPYKTYPU Mepei
TepMiHiB, T0OymoBaHol s mpeaMeTHoOi obnacti “KiGepOesneka”. 3aBasku 3aCTOCYBaHHIO MOKA3HHUKIB perakcarlil
BIAJIOCS BU3HAYUTU HAMOUIBII BaXJIUBI 3MICTOBHI KOMIIOHEHTH MEpEXi Ta paHXyBaTH IX 3a BBEICHUMH
nokasHukamu. OTpUMaHe paHKyBaHHs Y TOPIBHSHHI 3 pamKyBaHHAM 3a nokasHukamuHITSta PageRank nokasye
YHIKaJIbHICTH3aPOIIOHOBAHUX ITOKA3HUKA peaKcallii Mepexi Ta iHAUBIAyaIbHOTO MIOKa3HUKA peaKcallii By3ia.

KorouoBi cioBa:ckimagHa Mepeka, IOKAa3HHK —pellakcalii,iHfuBiqyanbHuil moka3HuK —penakcaii,HITS,
PageRank, npenmerHa o6nacTb, Mepexa TepMiHiB.

Beryn

CkiazHI MepexXi MIMPOKO MOMIMpeHi Y mpupoxi. BimbiricTe 00'€KTiB y HPUPOML i CYCIIIBCTBI MAIOTh
OiHapHi 3B'SI3KM, SKI MOYKHA TPEACTAaBUTH y BUIILIAI Mepexi. TOMOJOTiyHI BIACTHBOCTI MEpEX, IO
PO3TIBIIAIOTECS a0CTPaKTHO BiA iX (Di3MYHOI MPHUPOIH, ajie iICTOTHO BH3HAYAIOTH (PYHKIIOHYBaHHS MEPEIK,
CTaHOBJIATH TIPEAMET JOCIHIIKCHHS KOMIUIEKCHHX MepexX. Y 0araTboX NpHKIaJHHX Taly3sx Ta cdepax
HAYKH 1 TEXHIKW 3a/lavi aHaIi3y TOIOJIOTII MepeXi Ta JOCHTIHKEHHS 0COOMMBOCTEH ii BY3/1iBMArOTh JTOCHTH
Ba)KJIMBE 3HAYCHHS.

BuBueHHAM XapaKTepUCTHK CKIAJHUX MEpeX 3aifMaeThCsi 00NacTh AMCKPETHOI MaTEeMaTHKH, IO Mae
Ha3By Teopis ckiagHux mepex (Bing anri. — ComplexNetworks) [1, 2], motyxHuii MaTeMaTUuHUK anapar
SIKOT JI03BOJISIE TOCTIIIKYBATH, 30KPEMa, TIOBEAIHKY OKPEMHX 00’ €KTIB TAKUXMEPEIK.

HayxkoBi po0oTH BITYM3HSHUX Ta 3apyOiKHHX BYeHHX B. M. I'mymkoma, B. M. Tomamescskoro, I1.
Epnomra, A. Peni, M. E. JI)x. Hetomana, P. Ans6ept, A.-JI. bapabami, /I. x. Barrca, C. I'. Ctporamna Ta
IHIIUX JIOCHTIJHHUKIB BHECIN CYTTEBMH BKJIQJ y PO3BUTOK TEOPETHYHHX OCHOB 1 NMPAKTUYHHUX DPIlIEHb JUIS
CTBOPEHHSI METO/IB 1 3ac00iB JOCIIKEHHS Ta IIPOEKTYBAHHS CKJIAJHUX MepeK. [IponoHyI0ThCsl TaK0X HOBI
METO/IY 10 BUPIIICHHS 00YNCIIIOBAILHO CKIIAJHUX 33J1a4, XapaKTepHUX Ul Cy4aCHUX MEPEKEBHX CTPYKTYP
[1-3]. He3Baxaroun Ha HASBHICTh YK€ ICHYIOUMX TPAIUIIHHUX IiIXOJIB, MOCTIPKEHHS CTATHCTHYHHX
BJIACTMBOCTEH, $Ki XapaKTepH3YIOTh IIOBEIIHKY MEpEX; CTBOPEHHS MOJIENi MEpeX; HpPOTHO3yBaHHS
MTOBEIiHKH MEPEX MPH 3MiHI CTPYKTYPHHUX BIACTHBOCTEH a0oIi]] yac pi3HUX 30BHINIHIX BIUIMBAX — aKTyaJlbHI
3aBJIaHHSI TEOPIi CKIIAJIHUX MEPEXK.

Y npuknagHux — JIOCHI/DKEHHSX 3a3BHYail  3aCTOCOBYIOTh  THIIOBI  JUISi  MEPEXKEBOro  aHawi3y
XapaKTepUCTHKH BY3JIB MEPEXi, SIKi OMUCYIOTh ii MeBHY BU3HAYEHY BJIACTUBICTH, HAHBAKIMBIIINMH Cepen
SKMX Ha IIe¥ Yac BBAXKAIOTh CTEIiHb By3Jia Ta MMOKa3HHUKH, IO BiAMoBigaroTh anroputMam HITS ta PageRank.
ITopydu i3 Bxe TpagumiiHUMHU mokazHuKamu Mepexi Takux sk HITS ta PageRank B maniit poboti Oynm
3alpONIOHOBAHI Ta JIOCHI/DKEHI Taki HOBI XapaKTEPUCTHKH SIK: IIOKa3HHMK peJakcaiii Mepexi Ta
IHAMBITyaTbHHUN TIOKa3HUK pPellaKcallii By3ia.
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Mertoro 1aH0i poOOTH € BBECTH HOB1 XapaKTEPHUCTHUKH BY3JIIB CKIATHOT MEPEXKi, BUSHAYUTH 1X “‘QiznmaHmi
3MICT” 1 MOKa3aTH YHIKAJIBHICTh Cepel iHIINX XapaKTePUCTHK, a TAKOXX HABECTH NMPHUKIAAN 3aCTOCYBaHHS,
30KpeMa y KOMIT FOTepHii JIIHTBiCTHII.

1. Itepauiiini anropurmu HITS Ta PageRank
1.1. HITS

Anroputm  pamkyBanas  HITS  (HyperlinkinducedTopicSearch), mo 6ye 3ampomoHOBaHH# Ta
po3poobnenuit B 1998 pomi [x. Kneitn6eprom (J. M. Kleinberg) [4] 3a0e3neuye Bubip i3 iHPOpMaLiiHOTO
MacHBy KpalllUX «aBTOPiB» (MEPIIOHKEPEN, HA SKi MOCHIAIOTHCS IHIN JOKYMEHTH) Ta «IOCEPEIHUKIBY
(TOKyMEHTIB, SIKi MOCUIIAIOTHCS Ha I mepuiopkepena). JJokyMeHT Oyjie BBRKATHCS XOPOIIMM «aBTOPOMY,
SKIIO HAa HBOTO TOCHIIAIOTHCS XOPOII «IOCEPEIHUKN». B CBOIO Hepry, XOpOIIUMHU «IIOCEPETHUKAMI)
BBaXKAIOTHCS Ti, SIKi MICTSTh IOCHIIAHHS HA IIHHI TIEPIIOKEepea.

Jlnst KOXKHOTO TOKYMEHTA | OOYHCIFOETHCS HOTO BaKIMBICTH SK «aBropa» a(j) 1 sK «OCepemHuKay

h(j) Bignoeiguo x0 hopmyit:
a(j)= 2 h(), h(j)=> a() @)
i—] joi
B iTepaniiiHoMy npencTaBieHI HaBEICHUH BHINE alTOPUTM MOXHA 3aIlcaTH HACTYyITHUM YHHOM. Hexait
E-muoknHa Beix Hampasienux pebep y rpadi, e €;—HanpasieHe peOpo 3 Bepiunnu Iy Bepmny j. Takox
3a/laHi TOYATKOBi 3HAYEHHS BAKIMBOCTI NOKyMeHTa sk «asTopa» a'”Ta «mocepennuka» h(” . Jlami
iTepariitHo 0OYNCITIOIOTHCS 3HAUCHHS !
(k) — (k-1) (k) _ (k-1) —
al = > h*P h =3 alkP k=123,.. )
jej€eE jejeE
B MaTpuyHOMY BUTIISAII Il PIBHAHHS MOYXKHA 3aITHCATH 32 TOTIOMOTOI0 MAaTPHIl CyMi>KHOCTI L
HaIpaBJIeHOro rpada.

L= 1, sixuo icHye peOpo 3 BEpIIMHHM | y BEPILUHY ], 3)

0, B iHIIOMY BHUITAJIKY.

OTpumyemo:
a® =T h(k—l)’ h® = La“‘), (4)
ne a® ta h™ —pexTopu 3HAUEHB BAXIMBOCTI K «aBTOPa» Ta «IOCEPETHUKA» HA KOKHOMY iTepaliifHoMy
KpOIIi.

2.2. PageRank

PageRank (ITe#fk-paHK) — OZMH 3 AITOPUTMIB OIIHKK BXKJIMBOCTI Ta PaH)XHPYBAHHS BEO-CTOPIHOK 3a
rineprnocuianusamu, 0yB crBopenuii B Crendopacskomy yHiBepeureti Jlappilleitikem i Cepriem BpiHom B
1996 po1ii B pamKkax HayKOBO-ZIOCIIIIHOTO IIPOEKTY PO HOBH BUJ iHPOpMaliiHHO-TIOIYKOBOI cucTeMu [S] it
BIlepIie BUKopucTanuii B Google.

~ A

Jiist ckITamHOT MepesKi, 110 33Ja€ThCsl MaTpuiieto cymikuocti H , obuncmoerses G :
R - _ 1
G=aH+[aa+(1-a)e]=¢", 4
n

ne & =1sKmo 3 i-ro By3Ja He BUXOIHUTH )KOAHA 3B'S30K,
Ta @ =1- B MpOTHUIIC)KHOMY BUNAJKY;
N — KUTBKICTH BY3JiB B MEPEXi;
a — koediuient 3aracanus (3assuyaii o = 0.85).
JliBi BnacHi 3HaueHHs1 G 1 € PageRank mepexi.
Hespaxatouu Ha BiaminnHocTi HITS i PageRank, B mux anropurmax CHijbHEM € Te, IO “aBTOPHTETHICTh”

(Bara) By3ya SIK «aBTOpay 3aJIC)KUTH BiJl Bard iHIINX BY3JIB, a “aBTOPUTETHICTH” «IIOCEPEIHUKAY 3aJICKUTH
BiJl TOT0, HACKIILKA “aBTOPUTETHUMU € BY3IIH, HA K1 BiH MOCWIAETHCA [0, 7).
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3. Ioka3HUK pesakcamii Mepeski

B maniit poOOTi IPOMOHYIOTECS HOBiXapaKTEPUCTUKUBY3IIIB CKIAIHOI MEpeki — IMOKa3HUK peJaKcamii
Mepexi Ta IHAWBIXyadbHUHA IOKAa3HHUK peiakcalii By3ja, AKi TO3BIIATHPAH)KYBATH BiANOBITHI BY3IH
CKJIaJTHOT MEepexKi.

IToka3HuK penaxcamii € aHaOroM dacy pemakcarii Makcsemna [8], sika Bimirpae BaXJIUBY pPOJib Y
¢izumi TBepIOTO TiNA.

Yac penakcauii 7 — XapakTepHHH 4ac, 3a SIKHH “pPO3CMOKTYEThCS” €IEKTPUYHUH 3apsia y CepeJOBHUIL 3
MIUTOMOIO ENIEKTPUYHOIO IMPOBIMHICTIO ¢ Ta MIENEKTPUYHOI0 TPOHHUKHICTIO &£. B omHOpimHOMY
HECKIHYEHHOMY CEpEeOBHI HEOJHOPIAHICT PO3MOALTY €NEeKTPHYHOrO 3apsily HecTiika (cucreMy MOXKHa
BUBECTH 3 DPIBHOB@XHOTO CTaHy), 3 4YacoM 3apsa “PO3CMOKTYETHCS”, PO3MOJUISETHCS PIBHOMIPHO B
CepeNIoBHIIII Ta YXOAUTh Ha CKiHUEHHICTh. Yac penakcanii MakcBemia — 7 1 € XapaKTepHUM 4acoM Iepexoay

. w . . -t
Cepe/IOBUINA B PIBHOBAKHUI CTaH, JIc 3MEHIIICHHS IIJIBHOCTI 3apsaay O 3 4yacoMm t mae purisig p(t) ~ e ¥ , Ie

r=5/.
o
ITo amanorii, BBeneMo B CKIagHiil Mepexi uyac penmakcanii kK-ro By3ma — 7,. CmodyaTKy BH3HAYHUMO
piBHOBaXKHHIT CTaH CKIaAHOI Mepexi sk HaGip 3HAaueHb By3iB S, (y BEKTOpDHOMY BHmI — S° ), sKi
BU3HAYAIOTHCS 32 IEBHUM MPABUIIOM, HanpHKian 3a ix 3HaueHHsiM HITS uu PageRank, un Oyap-sxkum iHImmm
[71.
OGuncrnenns S° BiAMOBIZHO 10 BHOPAHOro mpaBua (ITEpALiiHOrO alrOPUTMY) 3aBKIH MOXKE OyTH
3aIMcaHe B iTepamifHoOMy BHII:
s(n+1) =5(n)+Ls(n), n=0,41,... (5)
JIc HOMEpH KOMITIOHCHT BEKTOpa S — HOMEPH BY3IiB, L— OIepaTop BiAMOBIJHOTO iTEpaliifHOTO ajJropuTMy (B
Hanri pobOTi PO3IJIAHYTI iTepamiitHi amroputmu, mo Bianmoeimarote HITSta PageRank), S(0) — 3amawmi
MOYATKOBI 3HAYCHHS BY3IiB.
s® =lims(n), n=0,1,... (6)

n—oo
1, 3BHUAiHO,
Ls®=0. @)
Bi3bMeMO Temep BeIMYMHY IMOYATKOBHX 3HadeHb By3nmiB S(0) y BUIsgi po3B’s3ky — s° (6bynemo
BBA)KATH 11l 3HAUEHHS PIBHOBAXXHUMH) W BIIXMINMO 3HAYCHHSI, HATIPHUKIIA, M-TO By3Ja:
5(0) =58 +ad,s , 8
J€ o — BeIMYMHA BiAXWICHHS (30ypeHHs) M-1 KOMIIOHEHTH, J;, — cuMBOJI KpoHekepa.
VY BEKTOpPHOMY BHUTISAI — MH BIIXWISEMO BiJl PIBHOBaXHOTO CTaHY OJHY i3 KOMIOHEHT (IIPOEKIIii)
BexTopa S° .
Biaxuinenns BekTopa S° , 32 paxyHOK 3CyBY KOMIIOHEHTH, BUBOJIUTH CHCTEMY 3 PiBHOBATH.
Tenep (1) anst n=0 mae Burisi:

s =50+ Ls,(0), €)

110 3 ypaxyBaHHAM (4) mae:
50 =50+ L5 +a Y Ldgs, =5 +aq™,  (10)
k k

(m) _ L &S 0 o .
ne BekTop 0 = i On Sk » JUIST KPAIIOTO HAOYHOTO CIIPHIHSATTSL, 3a[HILIEMO Y BUIIISII
k

L Ly oo Lo o Ly )(0) (L
Ly, o . L, L.l ol |L,

m_| - : | s°. 11

a L., : s S (1)
LNl LNm LNN 0 le

Jnst mowaTtkoBoi ymoBH S; (1) (6) s;(n) mpu 36inbnIenHi NBiANOBiHO 10 (2) 36iraeThest 4O PIBHOBAXKHOTO

po3s’s3ky S°.
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Puc. 1. CxematuuHe 300paxeHHs 301xHOCTI K-ro By3na

. 0
Bubpasiu Bumnanok K = m, noyarkosi 3uadenns S, (0) =S, . [Tounnaroun 3 mesikoro N >10 3xauenus

S, (n>10) crae MeHIIUM 4 — HaNlepex 3alaHOTO 3HAUCHHS, SIKe BU3HAYa€ TOYHICTh 301KHOCTI (puc. 1).
Te suauenns 7", mpu KoMy JUIst K-TO By3/1a BAKOHY€ETHCS YMOBA (IIpH 3a1aHOMY 3HAYCHHI 4 )
(m)
[se(n=7™) < u, (10)
i € moka3HUKOM penakcarlii k-ro Bysna y Bunajiky 30ypeHHs: M-ro By3Jia.
3aranom Hac Gyjie LiKaBUTH MOKA3HUK penakcanii Mepexi [9] ans m-ro Bysma max(z™) — HaiiGinbie
k

k
(m)

3HauUeHHI T, cepel V, IpH 30ypeHHI M-ro By3na.

Takoxk y poGOTi mapanenbHO MOCTIIKYEThCS iHAMBiMyambHHII MOKAa3HHK penakcamii ", TOOTO

MOKAa3HHUK peJlaKcamii By3na, sKui i OyB BHUBENEHHH 31 CTaHy piBHOBaru. B mpomy Bumaaky nmam Oymemo

KOPHUCTYBaTHUCh 3aIIUCOM T, , OIIyCTHUBILHU BEPXHiH CUMBOI Yy ™,

4. TocaimkeHHsI MOKA3HUKA peJiakcalii Ajs Mepe:ki TepMiHiB

Sk mpukianm, MOKa3HUK peiakcailii Mepeki Ta IHIUBIAyalbHUA MOKAa3HHWK peliakcallii Bysjia Oyiu

BUKOPHCTaHI ISl JOCIIJDKEHHS CTPYKTYpH Mepexi TepMiHiB, moOyqoBaHOi Iyisi HpeaMeTHOi oOnacTi
“Kibepoesmneka” (puc. 2).
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Puc. 2. Mepexa TepMiHiB, 0 IpeAcTaBiIsLe IpeaMeTHy obnacTs “Kibepbesnexa”

VY rtabmuusx 1, 2 mpexncraBneni Ton-20 3HaUYeHb MMOKAa3HWMKA pellakcaliiMepeXki Ta iHIMBiTyaJbHOTO
MOKa3HUKa pellakcaliifyisl By3JiB Mepexi, OTpUMaHux Juisi yrnosinbHeHoro anroputMmy HITS Ta PageRank
(xoediuient ynosinpHeHHs piBHUK 0.9) BinnosigHo (nuB. Joxarok A). TepMinu y Tabnuipsix BizicopToBaHi 3a
CHaJaHHSIM 3HAYeHb IOKa3HWKa penakcamii mepexi. 3HadeHHsS [ Oyno migiOpaHO TakUM YHHOM, 100

3HA4YeHHs MOKa3HMWKa peflakcallii Mepexki M KOXKHOTO By3la BiJpI3HAINCH OJHE BiJ OJHOTO SKOMOTa
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IToka3Huk IToka3Huk [HnuBinyansH
Tepmin penakcanii penakcamii nil MOKa3HUK HITS
Mepex1 I Mepex1 I penmakcarii
3BUYaHOTO YIOBUIEHEHOTO By3Ja
HITS HITS

secur 8 107 107 0.0869
cyber 8 104 102 0.0765
cyber_secur 7 99 94 0.0725
secur_cyber 7 99 94 0.0725
grid_cyber_secur 7 94 77 0.0373
cyber_secur_analysi 7 93 76 0.039
cyber_secur_awar 7 93 75 0.039
cyber_secur_challeng 7 93 75 0.039
cyber_secur_educ 7 93 75 0.036
cyber_secur_incid 7 93 75 0.036
cyber_secur_polici 7 93 75 0.036
cyber_secur_risk 7 93 76 0.036
cyber_secur_strategi 7 93 75 0.036
nation_cyber_secur 7 93 76 0.041
cyber_secur_issu 7 92 75 0.036
cyber_secur_threat 7 92 76 0.038
smart_grid_secur 6 78 71 0.0115
inform_secur 6 75 69 0.01042
network_secur 6 75 69 0.01041
smart_grid_cyber 6 75 70 0.0103
grid 6 74 74 0.0076
homeland_secur 6 74 68 0.0102
secur_and_privaci 6 74 68 0.0102
secur_for_smart 6 74 68 0.0102
system 4 74 74 0.0001
confer_on_cyber 6 71 68 0.009
control 4 71 71 0.0001
cyber_attack 6 71 69 0.0091
cyber_physic 6 71 68 0.009
electr_power_grid 3 71 71 0.001
industri_control_system 3 71 71 0.0001

TToka3Huk TToxa3Huk [HMUBiTyanEH
Tepmin penakcarii penakcarrii uit nokasauk  PageRank
MepexKi is MepeKi IS penakcartii
3BUYAHHOTO YIOBIJIBHEHOTO By3Ja
PageRank PageRank
power 4 75 48 0.0094
threat 4 75 48 0.0094
analysi 4 72 48 0.0094
nation 4 72 48 0.0094
risk 4 72 48 0.0094

Oinpuie: aus ynoButbHeHoro anroputmy HITS Oyno obpano 3nawenns 0.001, a i ynoBiIbHEHOTO
anroputMmy PageRank — 0.00001.

Taommus 1.Ton-31 By3o1 Mepexi Ta X MOKa3HUK pelakcarii 1t ymoBiIbHEHOro Ta 3Bu4aitnoro anroputmy HITS

Ta6auus 2.Torn-32 By3JiB Mepeski Ta X MOKa3HHK pesiakcallii Uil yoBiIbHEHOTo Ta 3BUuaiiHoro anroputMy PageRank
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control_system 3 66 49 0.01256
cyber_threat 3 66 49 0.01251
electr_power 3 66 49 0.012
industri 3 66 49 0.0094
power_grid 3 66 49 0.0134
secur_threat 3 66 49 0.0124
attack 3 65 49 0.0094
critic 3 65 49 0.0094
cyber-phys_system 3 65 49 0.0105
infrastructur 3 65 49 0.0094
intern 3 65 49 0.0094
nation_secur 3 65 49 0.0137
network 3 65 49 0.0094
scada_system 3 65 49 0.0105
secur_analysi 3 65 49 0.0137
secur_issu 3 65 49 0.0097
secur_risk 3 65 49 0.0137
technolog 3 65 49 0.0094
control 4 63 48 0
grid 4 57 48 0
data 3 56 49 0
smart_grid 3 56 49 0.0512
system 4 54 48 0
cyber_secur_threat 2 51 51 1
electr_power_grid 2 51 51 0.9868
industri_control_system 2 51 51 0.8387

3 Tabmumi 1 Ta Tabnumi 2 BUIAHO, IO MO-TIEpIle, paHKyBaHHS BY3JIiB 3a MIOKA3HUKOM pelaKcallii Mepexi,
AK€  OTpUMaHe JUIs  3BHYAHUX  ajdrOpUTMiB  Ta  ymoBUIbHeHHMX  aixroputmie  HITS  ta
PageRank Bimpi3Hs€TbCSI:HA TyMKy ©KCIIEpPTiB, 3acCTOCYyBaHHs yroBinbHeHuX amroputmy HITS Ta
PageRanknae kpaiie pamxyBaHHs By3JIiB 3a MOKa3HUKOM pejiakcaliii Mepexi. [To-mpyre, paHxyBaHHS BY3/IiB
3a TOKa3HUKOM pelakcallii Mepei B TMOPIBHSHHI 3 paH)KyBaHHAM 3a TOKa3HWKOM, BiamoBimHo,HITS Ta
PageRanksnauHo Binpi3HseThcs. A OTXKe, 3alpPONOHOBAHMN MOKA3HHK pelakcailii Mepexi € YHIKaIbHOIO
YHCIIOBOIO XapaKTEPUCTHUKOI BY3IiB Mepexi. [1o-Tpere, po3riIsHYBLIM YMCIIOBI 3HAYSHHS 1HJMBIyaJIbHOTO
MOKa3HHMKa peliakcallil By3JiB, MOJKHa 3pOOUTH BUCHOBOK, IO BiH € OKPEMOIO XapaKTEPUCTUKOIO BY3IIiB, sIKa
He 1oJli0Ha /10 TIoKa3HMKa perakcalii Mepexi.BianosigHo po Tabmuup 1 Ta 2 Ha puc. 2 Ta puc. 3 300paxeHi
MOPIBHSUTBHI  CTOBOYACTI JiarpaMu, J¢ NPEACTaBICHIHOPMOBAHI 3HAYCHHS IOKa3HUKA pelaKcailii,
oTpuMaHoro Juisi yrnopinbHeHux anroputMmiB HITS Ta PageRank, ta Bianoigni HopmoBani nokasuuku HITS
ta PageRank s koxxHOro By3na Mepexi (By3jiM BiJICOPTOBaHI y MOpPSIKY 3POCTaHHS iX IOKa3HHKa
penakcartii).
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Puc. 3. CroBOuacra miarpamMa HOpMOBAHOTOIIOKAa3HHUKA PeTaKcallii, OTpPUMAaHOTO JIJIsl YITOBUTEHEHOTO
anroputmy PageRank

BucHoBkm

B po6ori Oymo mociikeHo HOBI XapaKTEPHUCTHKH BY3JIiB MEPEKEBUX CTPYKTYp — HMOKa3HHK peJlaKcamii
Mepexi Ta IHIUBIAyaTIbHIH MOKa3HHUK peslakcalii By3ia.

Byio mokasaHo, 110 mpolec yNOBUIFHEHHS aJITOPHTMIB BIUIMBAE Ha Pe3yJIbTAT OOYMCIICHHS MOKa3HHKA
penakcanii. Ilpy 1bOMY paHXyBaHHS BY3JIB 3a IOKa3HUKOM peJakcalil y BHIIQAKY 3aCTOCYBaHHS
ynoBinpHeHUX anroputMmiB HITS ta PageRank, Ha mymKy excnepTiB, € kpammM. Takok BaKJIMBE 3HAUCHHS
Ma€ MOPOroBe 3HAYCHHS, SIKE € TOJIOBHOIO YMOBOIO 3YNUHKH aJTOPUTMY, Ta BiJ SIKOTO 3aJISKUTh MMOKA3HHUK
penakcarii. [Toporoe 3HaYeHHsS BHOHMpANOCS TaKUM YHHOM, 100 3HAUCHHS MOKa3HWKA pellakcarlii Mepexi
UL KOXXHOTO BY3JIa BIIpI3HAINCH OJHE BiJl ONHOTO sfKOMOra Oinpme, W mo0 Hamam MokHa OyIo
PaH)XyBaTUBY3JIU 32 LIUM IIOKa3HUKOM.

Takoxx Oyno BCTAaHOBJECHO, IO peJaKcallil YHCIOBHX 3HAYEHb MESKUX BY3JIB BiJOYyBaeThCs
MIBHIIIE, HIXK pelaKcallis BCiel Mepexi y pe3yibpTaTi 3aCTOCYBAaHHS OIHOTO i3 YIMOBUTPHEHHX iTepallitHuX
anmroput™miB (HITS a6o PageRank). B pesympTari mporo Oyiio HOCTiIKEHO TaK 3BaHHUU IHAWBITyaTbHHUN
NOKa3HHUK perakcamil By3ia.

[Noxa3HuK penakcamii Mepexi Ta IHIWBITyaIbHUI MOKAa3HHWK peJlakcamii By3lia OyJIM BHKOPHCTaHI
U TOCTIDKEHHS CTPYKTYpH Mepexi TepMiHiB, moOynoBaHoi ansa mpeamerHoi obmacti “KibepOesmeka”.
3acTocyBaHHS MMOKa3HUKIB pellakcallii Jajo 3MOTYPAaHKYBaTH Ta BU3HAYUTH HAWOLIBII BaKIMBI 3MiCTOBHI
KOMIIOHEHTH MEpEexi.

OTxe, 3aIPOIIOHOBAH] YHCIOBI XapaKTEPUCTHKH BY3JIiB MEPEKi MOKYTh OyTH BUKOPHCTaHI ITif] 9ac
JOCIIKCHHS Ta aHaJli3y CTPYKTYPH MEpexi, Jaf0ud 3MOT'Y BUSIBUTH HaOLTBII BaXKJIHBi 3MiCTOBHI €JIIEMEHTH.
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wn

Jonatok A (YnoBiibHeHHs iTepauiiiHuX aaropuTmis)

PosrisiHyTHI BUIE ITpoliec MONIYKY NMOKa3HHMKA perakcalii Mepexi Mojke OyTH YCHIIIHO 3aCTOCOBaHHMN
JUTS pO3piKeHuX MaTpuilb. [IpoTe y BUNIAKY, KOJIM BY3JIM MEPEKi MalOTh BEITUKY KiJIbKiCTh B3a€EMO3B SI3KiB,
iTepamiiiHuii mporec nepepaxyHKy 3HA4eHb BY3JIB micis ix 30ypeHHs Oyne mBHAKUM. J[OCTaTHBO BeNHKa
KIJIBKICTh BXIJHHMX Ta BUXIJHHWX IOCHJIAHb Ha BY3JHM CIPUYHHSAE IIBHAKY PEJAKCAIl0 YHCIOBUX 3HAUYEHBb
BY3JiB Mepexi. SIK HacIioK, MPU JOCTiPKeHHI TIOKa3HUKA pelakcallii Mepexi JOCTaTHRO JIMIIE JEKiJTbKa
iTepamiifHuX KpOKiB, a0M YMCIIOBI 3HAYEHHS BY3JIiB MOBEPHYJINCH 10 PIBHOBAXXHOTO CTaHy Micis 30ypeHHS.
Jis Toro, mo0 ynoBUTBHUTH Tpo1ec 301KHOCTI 1O PiIBHOBAYKHOTO PO3B’S3KY YHCIIOBHX 3HAUEHD BY3JIIB MiCIA
ix 30ypeHHs, y aHiii poOOTI IPONOHYETHCS 3AIHCHUTH YIIOBITbHEHHS anropuTMiB. ITicis HagaHHS 30ypeHHs
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OJIHOMY 13 BY3JiB MEpexi, K 1 y BUIAAKY OMUCAHOMY BHIIE, 3aCTOCOBYETHCS BIATIOBIMHUH iTepamiiHuN
anroput™ HITS a6o PageRank 3 ymnoBijibHEHHAM:

My (i) = (@) =, () = oo > N () AR () = h, (1)
An (i) =h,.,(0)
hn+1(i) (—ﬁhml(i) y

ne 0< f<1— KkoedilieHT yHOBUILHEHHS.

TakuM 4YMHOM, 3MEHIIYIOYM a00 30UIBIIYIOYM YHCIIOBE 3HAYEHHS IOKa3HWKa ‘‘aBTOPUTETHOCTI” abo
PageRank BysmiB Ha BiAMOBiZHOMY iTepamiiHOMy KpOIl (YIOBUIGHIOIOYH AJTOPHTM), BAAETHCA ITOCATTH
YHOBIJTFHEHHS peJIaKCaIli[INCIIOBIX 3HAUYCHB BY3JIiB MEPEXKI.

METHODOLOGY OF RATIONAL CHOICE OF SECURITY INCIDENT MANAGEMENT
SYSTEM FOR BUILDING OPERATIONAL SECURITY CENTER

Igor Y. Subach, Volodymyr O. Kubrak, Artem V. Mykytiuk

Institute of Special Communications and Information Protection of the National Technical University of
Ukraine "lgor Sikorsky Kiev Polytechnic Institute”, Ukraine

igor_subach@ukr.net

Abstract. This article discusses the purpose, tasks and composition of the Operational Security
Center (SOC). The basic technological tools which should include modern effective SOC are
indicated. The focus is on the key role of the Information Security Incident Management System
(SIEM) in the SOC. The purpose of SIEM and the main tasks that it should solve are reviewed. The
peculiarities of solving the problem of choosing of information security incident management system
(SIEM) are analyzed. The groups of indicators that characterize the degree of fulfillment of the
requirements to SIEM are highlighted. The application of fuzzy set theory for processing expert
information on qualitative indicators characterizing SIEM is proposed. The formulation of the SIEM
selection problem is done and the main stages of its solution are proposed: preparation of initial data;
choosing the method of solving the multicriteria problem; algorithm development. The method of
normalization of SIEM quantitative indicators and the method of paired comparison based on the rank
estimates for processing of SIEM qualitative indicators are proposed. It is proposed to use the 9-point
Saaty scale to derive functions of SIEM qualitative values based on the processing of expert
assessments. The algorithm of the considered method is implemented. Methods for solving
multicriteria problems are analyzed and the use of a lexographic method is proposed for solving the
SIEM solution for the Security Center (SOC). An algorithm for its implementation has been
developed. To illustrate the operation of the proposed algorithm, we give an example of how to apply
it to choose a rational SIEM option. Recommendations for application of the results obtained are
offered.

Key words: cybersecurity, SIEM, SOC, lexographic method, fuzzy sets theory.

1. Introduction

It is impossible to counteract the modern cyber threats without the use of modern cybersecurity
technologies that enable monitoring, collection, collation and processing of information in order to identify
existing and predict future threats. Important role is given to the special units that deal with information and
cyber security issues at the organizational and technical level — the Security Operation Centers (SOC).

Modern SOC solves the following tasks [1]:

taking immediate actions to protect against cyberattacks and minimize their damage;

identification of system security vulnerabilities and taking actions to eliminate them;

centralized security management of various devices in the system;

continuous monitoring of system threats status;

technical support for cyber security of the system and others.

Structurally, the SOC has three main components: personnel — skilled professionals using modern
cybersecurity technologies with teamwork and management competencies; processes — business processes,
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technological processes, operational and analytical processes; technologies — tools for detecting,
counteracting and preventing cyber threats.

Effective SOC should include the following modern technological tools to ensure cyber security [2]: Next
Generation Firewall, Intrusion Prevention System (IPS), Web Application Firewall (WAF), Database
Protection, Email Security, Endpoint Detection and Response, Vulnerability Scanners, Data Loss Prevention,
Forensics, Network Access Control and others.

However, the basis for building an effective SOC is the use of the SIEM system (Security Information
and Event Management) — a system for managing information and security events. The use of SIEM in
protection system enables proactive management of cyber incidents. That is, to predict future events that will
occur in the system by applying automated mechanisms that use information about events that have already
occurred in the system, as well as to adapt the protection settings of the system to its current state, thereby
implementing preventive measures even before the situation in the system becomes critical [2]. In accordance
with this, SIEM system should solve a range of tasks which include [3]:

collection, processing and analysis of security events coming from a variety of heterogeneous distributed
sources;

detection of real-time or close cyber attacks and violations of security policies;

investigation of cyber incidents;

developing effective solutions for cyber security;

generation of reporting documents and visualization of system status and others.

In order to solve these problems, the SIEM-system, on the basis of the initial data collected from the log
files which accumulate information about the events that occur in the system, selects those events that may be
a sign of cyber attacks or other undesirable actions in the system.

The main feature of the solution to the problem of choosing a SIEM-system for building SOC is a large
number of indicators that characterize the degree of fulfillment the requirements for systems of this type
which can be both quantitative and qualitative. Qualitative indicators, first of all, include those that
characterize how effectively the SIEM system can be used to solve the functional tasks entrusted to it by the
SOC; what will be the cost of purchasing and using the system; how reliable it is and easy to operate, etc.

Analysis of recent publications [4-11] showed that these figures can be represented as follows:

X :{X11X2’X3’X4’X5’X6,X7’X8’X9:X101X11,X121X13},

where X; — event source support;
X, — event collection;
X3 — correlation;
X4 — search and analytics;
X5 — visualization and reporting;
Xg— prioritization and notification;
X7 — general settings and installed;
Xg — scalability, fault tolerance, storing;
Xg— system component monitoring and internal audit;
X10— ease of use;
X11— availability of state certificates of conformity;
X1 — additional system modules;

X3~ COst.

Therefore, the problem of rational selection of SIEM-system for building the SOC is characterized by
multicriteria and the need to consider a large number of qualitative and quantitative indicators.

In its turn, the first characteristic requires the use of an effective method of solving multicriteria
problems, and the second — the application of fuzzy set theory for the processing of expert information on
qualitative indicators [12, 13].

2 The problem of rational choice of SIEM

The general statement of the problem of rational choice of SIEM-system can be described as follows.
It is necessary to find
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Sy =argoptW (X (s)), )

seS

where W — some generalized indicator of system quality;
S — a set of possible system choices;

X(s) :|x1(s),x2 (5)see s % (8): X (8) 1o n X, (s)| — vector of SIEM quality indicators, besides first k
(i= ﬁ) requirements are quantitative, and the other n-k k =k +1,n — qualitative.

The value of the partial indicator i, which characterizes the degree of fulfillment the SIEM requirement i,
is determined by its approximation to the optimal value.

The main stages in solving the task (1) are: preparing initial data; choosing a method for solving a
multicriteria problem; algorithm development.

3 The method of solving the problem

It is advisable to use normalized values to estimate the degree of proximity of the quantitative indicator i
to the optimal value for j variant of the SIEM. x;,i =1k; j=1k;0<x; <1.
Normalization of the value of a quantitative indicator can be made as follows:

Xii — Xi
i~ Xij
Xij = S = )

where X;; —the value of indicator i for j variant of the system;

XE , X;}* — the worst and the best indicator value.

Accordingly, the degree of proximity of the quality indicator i to the optimal value for the j variant of the
SIEM can be determined using the membership function zig (Xi ) To build a membership function g (Xi)
it is advisable to use a rank-based method or pairwise ranking method [14, 15].

In this case, the rank of an element X; € X refers to a number I (Xi) that characterizes its importance

in the formation of the SIEM property which is described by a fuzzy term S. Suppose that the greater the rank
of an indicator, the greater the value of its membership function.
If you introduce the following figures

fs (Xi):rihus (Xi)::ui;i :1,_n,
then the distribution of membership degrees can be represented as follows:

M_Hp o Hn

Ly 3)
r1 IF2 rn

in case of normalization:

,U1+IL12+...+/Jn =1. (4)

On the basis of (3), the membership degree of all elements of the set is determined by the membership
degree of the so-called supporting member.

For supporting member X; € X that has a membership function 24 :

I . I3 . . ' -
Hyp =—"H, H3=—" "M, - Hn=— "}, )
n n n

For supporting member X, € X that has a membership function £ :

n . I3 ) . M .
Hp=—"—"Hps H3=—""Hps «-.s Hy =— " H), )
r ry 2
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Accordingly, for supporting member X,, € X , that has a membership function , :

I; I r,_
fin =5y Hg =i e g = @)

rn n n

From (5-7) and in case of normalization (4) we obtain:

1
T r
,ul=(1+—2+—3+...+—”]

n n i
r r P
ﬂ2=[—1+1+—3+...+—”j @®

p) p) p)

1

L T

= E+2+34. 41
rn rn rn

On the basis of (8), it is possible to calculate the membership degrees 14 (Xi ) on the relative estimates of

I ..
the ranks —- = fij .1, ] =1,n, which create the following matrix:
r.
J

B N

n n ]

I R R
==, r r 9)

h L i 1

_rn rn n n

It is easy to see that the properties of the matrix (9) are the following: it is diagonal, transitive, and
elements of the matrix that are symmetric about the main diagonal are connected by dependence relation:

& =1/&ji -
Since matrix (9) is a matrix of paired comparison of the element ranks, a 9-point Saaty scale can be used
for expert evaluation of its elements: etij = /rj (Table 1).

Table 1. Relative Importance Scale

Intensity of
relative importance Definition
1 Equal importance of compared requirements
3 Weak importance of one over another
5 Strong importance
7 Demonstrated importance
9 Absolute importance
2468 !ntermediate values between the two adjacent
judgments

Thus, using (8), the expert data on element ranks (their paired comparison) are transformed into a fuzzy
term membership function.

The algorithm for constructing the membership function includes the following steps.

1. Seta linguistic variable (qualitative characteristic of SIEM).

2. Determine the universal set on which the linguistic variable is set (the value of the qualitative

characteristic of SIEM).
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3. Set a variety of fuzzy terms {Sl, Sy, Sn} that are used to evaluate the variable set in the first
step.
Form a matrix (9) for each term Sj ) =1m.
Using the formulas (8) calculate the membership functions of the elements (SIEM characteristics) for
each fuzzy term.

6. The procedure for the normalization of the received membership functions should be carried out by

dividing them by the largest value of the membership function.

The most common methods for solving a multicriteria problem (1) are the following [16]: the principal
indicator method, generalized additive/multiplicative indicator method, generalized minimax indicator
method and lexographic method. The analysis shows that they all have their pros and cons, and the choice of
a method is largely determined by the completeness and credibility of the expert knowledge of the
importance and degree of interrelation of partial quality indicators. Since lexographic method is the least
demanding for expert information about the degree of preference for partial indicators, it is advisable to
choose the lexographic method in order to solve the problem of rational choice of SIEM-system for building
the SOC. The essence of use of this method is the following.

At the previous stage of solving the task it is possible to find a set of “good solutions” (Pareto-optimal
solutions) by consistently comparing possible SIEM options for all quality indicators. [17, 18, 19].

Further, all the partial indicators are ordered by importance. Then the set of alternatives with the best
score by the most important indicator is outlined. When such an alternative is the only one it is considered to
be the best. Otherwise, when several alternatives are obtained, they are distinguished by those that have a
better rating on another indicator and so on. Thus, the algorithm for implementing the lexographic method for
solving the problem of rational choice of the system consists of the following steps.

1. Partial quality indicators are ranked by importance:

% (8)>%(s)>...>x,(s)

2. For each indicator the value of permissible concession is determined AX;,i =1,_n, within which
the compared SIEM variants are considered to be equivalent;

3. For the first indicator Xl(s) a set ‘P of equivalent SIEM variants is formed which meets the
following condition:

max (x,; =X, ) <A, j=Lmik=Lm;k=j.  (10)

4. If the set contains only one variant, it is considered to be the best. Otherwise, when it contains more
than one alternative, you need consider all variants of the set by indicator X, (s)

5. For the second indicator X, (S) from a set of variants ‘¥, a set of variants ¥, is formed which
meet the condition:

max (X,; —X,, ) SAX, i e W, ke Wk j. (11)

6. If the set W, contains one variant, it is considered to be the best. Otherwise, found variants are
considered by indicator X3 (S) and so on.

7. In the case where all indicators are consistently reviewed and a set ¥ =¥ x'¥, x...x'¥,,
containing more than one alternative is obtained, there are two options: reduce the value of the permissible
concession AX;j,I = ﬁ, from the first most important indicator and repeat the algorithm from the beginning

or allow the decision maker to choose the best option.
To illustrate the proposed algorithm in work we give an example of its application to the selection of a
rational variant of the SIEM system.

To select a SIEM system, we use four partial indicators: Xl(s) —costand X, (S) — event source support
which are quantitative indicators, as well as £y, (S) — scalability and 2z, (S) — ease to use which are
qualitative indicators.

Five options for choosing a SIEM system Si j = ],_5 have been selected for consideration.

As a result of the calculations and expert assessments, the following data were obtained characterizing the
degree of SIEM compliance with the specified requirements:
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1. Indicators are ranked by importance as follows:
Xy > Xp > s () > p15 (X4 )

2. The value of permissible concession AX; =0,1, i = 14.

3. With the maximum value of the first indicator X; = 0,8 and the value of permissible concession

AXq = 0,1 to the set ‘P of equal variants for SIEM, which meet the condition (2) the following variants are
included:

¥, ={S,,S,.,S,} .
4. Of the set ‘P, by the second indicator X, meeting the condition (3): X, = 0,8 and AX, =0,1 to
the set ‘¥, the following variants are included:

¥, =15,,S,}.

5. Of the set of variants: ¥ =¥, x¥, for the third indicator X5meeting the condition (3) X3 = 0,6
and AXz = 0,1 to the set ‘¥'3 the following variants are included:

W3 =1{S,}.
A rational choice of SIEM for building a SOC is the second option.
4 Conclusion

The conducted research shows that the lexographic method is an effective method for solving the
multicriteria problem of SIEM selection for SOC. Groups of quantitative and qualitative indicators
characterizing the requirements for SIEM in the SOC are formulated. Methods of processing quantitative and
qualitative indicators of SIEM are offered. The expedience of applying the procedure for rationing
quantitative indicators of SIEM and applying the method of paired comparison based on rank evaluations for
processing its qualitative indicators is justified. The formulation of the SIEM selection problem is done and
the main stages of its solution are outlined. An algorithm for the implementation of the lexographic method is
developed and brought to practical implementation.

The results obtained can be used in practice to solve the problems of creating SOC and rational choice of its
software such as SIEM.
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Abstract. The problem of high-quality automatic natural language processing is one of the most
important tasks in computational linguistics. Automatic natural language processing is used in
information retrieval, in tasks of text generation and text recognition, in machine translation, in
sentiment analysis and so on. All of these areas require specialized linguistic and mathematical
models to represent the morphology, syntax, and semantics of text in a form that is convenient for
automatic processing.

The article describes a developed system that implements specific linguistic tasks related to the
processing of the Ukrainian language, that is text preprocessing, morphological and lexical analyzes
of text. In order to create such a system, an analysis of the available natural language text-processing
tools was carried out and the possibility of using them for text processing of Ukrainian language was
examined. Also, the most appropriate text processing tools in the Ukrainian language were selected.
The basic stages of text preprocessing are considered in detail and algorithms of their program
implementation are given. In addition, the results of the developed system were demonstrated.

Keywords: Natural language processing, NLP, Text Mining, Ukrainian language processing,
language analysis, text corpus

Introduction

Natural language processing (NLP) is a subfield of computer science, information engineering,

and artificial intelligence concerned with the interactions between computers and human (natural) languages,
in particular how to program computers to process and analyze large amounts of natural language data [1].
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NLP is a component of text mining that performs a special kind of linguistic analysis that
essentially helps a machine “read” text. NLP uses a variety of methodologies to decipher the ambiguities in
human language, including the following: automatic summarization, part-of-speech tagging,
disambiguation, entity extraction and relations extraction, as well as disambiguation and natural language
understanding and recognition.

NLP is used in information retrieval, in tasks of text generation and text recognition, in machine
translation, in sentiment analysis and so on [2]. All of these areas require specialized linguistic and
mathematical models to represent the morphology, syntax, and semantics of text in a form that is convenient
for automatic processing.

To work, any natural language processing software needs a consistent knowledge base such as a detailed
thesaurus, a lexicon of words, a data set for linguistic and grammatical rules, an ontology and up-to-date
entities, text corpora.

It is now quite difficult to imagine linguistic researches, language learning and the translation process
without the use of corpora [3, 4, 5]. Corpora are widely used in lexicographic and grammatical studies,
semantics and stylistics. The term "linguistic corpus” means the electronic collection of natural language
texts, which is organized, organized and designed in a certain way and is intended for the scientific and
practical study of language [6].

Data collected in the corpus can be very different in quality and quantity depending on the project of the
investigation [7]. So, the formation of a corpus of texts of any language should begin with the clarification of
the research and educational tasks that are supposed to be solved on the basis of the content of the created
corpus. The pupose of the corpus determines the features of its structure. Corpus can be consiered as an
important means of verifying a variety of linguistic theories. Therefore, the corpus must be representative and
balanced. Accordingly, linguistic tools for corpus work aredeveloped with aim at performing a particular
task.

The major problem of natural language processing is the ambiguity, so most natural language processing
problems can be considered as findig proper interpretation. According to the structure of natural language,
we can distinguish the following basic stages of linguistic analysis, each of which is ambiguous in its own
way: previous, morphological, syntactic and semantic. These stages of analysis are performed squentially and
each subsequent stage uses the results of the previous ones. Similarly, mistakes in the previous stages of
analysis are affected by the results of the following stages.

The purpose of the article

There are many different types of systems that implement the steps described above in English and
Russian (AOT, Rosette text analytics, Polyglot). Since there are not enough tools for processing Ukrainian
Development of systems for processing Ukrainian-language texts is a rather urgent problem, namely:
libraries for programming languages, marked up corpora, dictionaries, thesauruses, etc.

The purpose of development a system for the intellectual processing of Ukrainian-language texts was a
creation of tools for the processing of natural-language texts in Ukrainian at preliminary, morphological and
lexical levels of analysis.

The main objectives of the preliminary analysis include the following:

« tokenization is the process of splitting the text into units called tokens (tokens can be words, numbers,
punctuation marks, etc.);

* sentence boundary detection;

It is also desirable at this stage to solve the following minor problems:

* removing of non-text elements (tags, meta-information);

* removing formatting (italics, underline, bold);

* selection of e-mail addresses;

* selection of file names;

+ assembly of words written in the discharge;

* removing of stop words;

* named entity recognition.

The tasks of morphological analysis include the following:

* definition of the grammatical attributes of the word (finding the part of the language and the
grammatical categories that are inherent in the corresponding part of the language - number, gender, etc.);

» stemming is the process of reducing words consisting of several morphemes to their stem, i.e. to the
fixed basis;

» Lemmatization is the process of reducing words to their vocabulary form.

Among the problems of lexical analysis there are the following:

* defining unique words;

* determining the frequency of words;

* calculating the lexical diversity.
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In the analysis of literature of such a complex system, which would cover the processing of Ukrainian
texts at several levels, was not found. Only some separate language processing tools have been found. After
testing, it turned out that some of them produce incorrect results. An attempt was also made to adapt the
stemming algorithm for the Russian language [8] to the Ukrainian language, but the results of this algorithm
were not sufficient.

The NLTK library tools were selected for preliminary analysis [9]. On this basis, tools were developed to
address the following problems of preliminary analysis of texts submitted in Ukrainian: tokenization;
sentence boundary detection; removing of non-text elements (tags, meta-information); e-mail highlighting;
selection of file names; assembly of words written in the discharge; removing of stop words; named entity
recognition.

The pymorphy?2 library was selected as the basis of the morphological analyzer [10]. Pymorphy2 uses a
large electronic dictionary of Ukrainian language () [11] converted to the OpenCorpora format [12]. On the
basis of the tools of this library were created tools for realization of the following tasks of morphological
analysis: morphological analysis of a word; stemming; lemmatization.

Simple lexical analysis was developed using Python tools. The matplotlib library was used to display the
lexical information on the graph. For lexical analysis of texts in Ukrainian, the system contains the following
tools: calculating word frequencies and displaying them on a graph; calculating lexical variety of text.

Available NLP tools review

Modern tools for text analysis can be divided into two major categories:

»  Specialized tools - tools for language-specific analysis (morphological analyzers, syntax parsers,
etc.);

. Integrated packages are software instruments that provide features for analyzing text at different
levels.

Let's describe several platforms and libraries for word processing in natural languages. The following
software products provide tools for analyzing texts in natural language, both at one level and at many levels.

The Rosette text analytics platform develops software [13] to extract unstructured text knowledge for use
by search engines and data analytics applications.

For basic text analysis, the platform provides specific language tools for tokenization, selection of parts of
the language, lemmatization, classification, locating named objects, and relations between named objects. For
text preprocessing and morphological analysis, the platform provides the following features:

1) Definition of the boundaries of sentences.

* Includes ambiguous punctuation marks for abbreviations, file names, email addresses, etc.

* Uses machine learning and statistical analysis.

* Supports Ukrainian.

2) Tokenization.

* Uses statistical modeling.

Determines a part of the ambiguous word language by the means of statistical modeling for lemmatization.

* Decomposes difficult words.

* Uses Stemming lemmatization.

* Does not support Ukrainian.

Polyglot [14] is a library on Python for natural language processing. For text preprocessing and
morphological analysis it contains the following modules:

1) Tokenization module. In addition to the tokenization itself, it has tools for splitting text into sentences.

* Supports Ukrainian.

* Sentencing does not take into account Ukrainian cuts.

1) Definition of a part of the word language.

* Does not support Ukrainian language.

3) Divide words into morphemes.

* Incorrectly divides Ukrainian words.

AOT system - Automatic word processing [15] is a set of packages designed for word processing in
Russian. It contains separate components — processors for text preprocessing and morphological analysis.

The Aot.ru working group develops software in the field of automatic word processing, which mainly
includes analysis of the Russian language.

The components that form up the language model are the linguistic processors that process the input text
by conveyor method. The input of one processor is the output of another. The following components are
distinguished:

* Preliminary analysis;
* Morphological analysis;
* parsing;
« Semantic analysis. The grapheme processor contains an algorithm for splitting into tokens and sentences.
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The morphological processor uses a special Russian morphological dictionary based on the A.A.
Zaliznyak grammar dictionary. It includes 161 thousand lemmas.

In case of lemmatization, a lot of morphological interpretations of the following form are given for each
word of the input:

1) lemma (always in capital letters);

2) the morphological part of the language;

3) a set of common grammars (which apply to all word forms of the word paradigm);
4) multiple sets of gramems.

Natural Language Toolkit Library or NLTK [9] is a software package for symbolic and statistical
processing of natural language in Python. It contains graphical representations and examples of data. It is
accompanied by extensive documentation, including a book explaining the basic concepts behind the natural
language processing tasks that can be accomplished with this package [16].

NLTK is optimal software platform for prototyping and development of linguistic research systems.
NLTK is free software.

NLTK supports classification, tokenization, language part definition, syntactic analysis

Key features:

* Lexical analysis: a tokenizer of words and texts.
* n-grams and word combinations.

* Defining parts of languages.

* Lemmatization

* Stemming

* Named Object Recognition.

NLTK is a powerful library for English. The morphological and syntactic analyzers do not support
Ukrainian, but the pymorphy2 module is available for morphological analysis of the Russian and Ukrainian
languages.

Pymorphy2 Morphological Analyzer [10] is an open-source Python programming library for
morphological analysis of Russian and Ukrainian words. Main Functionality:

* Provides information on basic grammatical categories;
« cancels words;
* puts the word in its original form.
In pymorphy2, the MorphAnalyzer class is used for morphological analysis of words.

System structure, methods used to the development of system, description of implementation

The structure of the system can be represented as the following flowchart:

Morphological Lexical Graphical
module module user interface

Graphematic
module

Fig.18. Structure of system.

Regular expressions are used to solve a large number of sub-tasks. A regular expression is a special text
string that describes or matches multiple lines according to a set of special syntax rules (that is, a search
pattern). They are used in many text editors and auxiliary tools to find and modify text based on specified
templates.

The NLTK library was selected for the tokenization and solving of sentence boundary problems. Because
abbreviations are required to determine word and sentence boundaries, a tokenizer of the NLTK library that
works with regular expression patterns was used and a list of abbreviations made using DSTU 3582-97 [17].
Regular expression was used for tokenization:

[A,.;:12\8]+(2:\.[MALLY KEHT LB X IT®IBAITPOJIDKEAUCMUTHBIOAZ\S])*[A,;.: 1 \s]*][,;.:!]

The boundaries of sentences are determined by regular expression

F2(PNS{2,H)\s)[1?](?! [#iy ke HrmmBx XirdiBanpon mKesacMuTe0a-2])

Regular expressions were used to highlight non-text items, e-mail addresses, and filenames.

The removing of stop words was performed using a stop word list.

A recursive algorithm that uses a dictionary of words was developed to minimize the quantity of words
written with expanded spacing.

The pymorphy?2 bibliography was used to obtain the morphological information about the word. Based on
information about the lemma and word form, stemming is performed.
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The search for named objects in the text is based on a list of new word names based on the NER
annotation of the Ukrainian corpus [18].

Simple lexical analysis was written on Python. The matplotlib library was used to display the lexical
information on the graph.

The Python was chosen to implement the software system. The program's GUI is written using the PyQt
GUI, a Python for the Qt library. A matplotlib library was used to build the graphs - a Python library to build
2D graphs that creates shapes in a variety of print formats and interactive environments across platforms.

Demonstration of resaults

The GUI of the system consists of four areas, which are shown on fig. 2.

Ukranlan Text Processing x 1

®@ain

Fig. 2. 1-menu area, 2 - input area, 3 - token list area, 4 - language feature set processing area

The results of tokenization and partitioning of the input text are shown in the fig. 3 and 4 accordingly.

HaxBanasca MoOpOos ycix y Nici NOMOPO3MTH. XONOAHNXK = |HaxsanaecAa =
BITPIB, NIOTHX XYPAENWLE HaKNWKaB.3aB1Banu BITPK, Mopo3
waneHinu xypaennui.CHirom yce samitanu.CKpyTHO, yaix
roN0gHO CTasno nraxam i 3sipam.HaeiTe Ginodka i 1a y
3aCMYTHNACA.BYNM B Hel CAKI-TaKi NPUNacH, Ta BUALLAH.A nicl
0,0 BECHWLUE JaNeveHbKo. «[lobpe akosi, — AyMae NoMOopO3UTH
6inouka, —po6pe 6opcyKoBi i BeAMeAeBi: NO3acMHANK Y -
CBOTX CXOBAHKaX MijJj CHIroM i ropA He 3HaTh.A TyT, XONoAHUX
MabyThb, AOBEAETLCA, MO HYKMX NICAX MOXMBW LIYKATH». BITpIB
Aoctprbana Ginoyka A0 Y3Nicca.AX HYE: XTOCh LYPX- - -
Fig. 3. The result of tokenization
HaxBanABcA MOPO3 YCixX Y Nici NOMOPO3MTH.XONOOHMX * |HaxeanaecA Mopo3 ycix y Nici NOMOpPO3UTH. =

BITPIB, NOTUX XYPAENVUb HaK/VKaBs.3aBVBaIW BITPK,
waneHinu xypaenui.CHirom yce 3amitann.CKpyTHoO,
rosIofAHO CTaso Nraxam i 3sipam.HasiTe Binouka i Ta
3acMyTUNacA.BynK B HeT caAKi-Taki npunacy, Ta BUALWAW.A
[0 BECHWULLE AanedyeHbKo. «Jobpe iKakosi, — aymae
binouka, —pobpe Bopcykosi 1 BeagMeaeBi: No3acuHann y
CBOIX CXOBAHKaX MNif CHIroM i ropA He 3HaTL.A TYT,
MabyThb, JOBEAETLCA, MO YYKNX NICaX NOXNBM LUYKSTUR.
Doctpubana Ginoyka Ao Yy3NicCA.AX HYE: XTOCh WYPX-

XonoaHWx BITPiB, NIOTUX XYPAENHLb HAKJTMKEB.

3aBMBanM BITPH, WaneHinn xypaenvui.

CHirom yce 3amitanm.

CKPYTHO, TONICAHO CTano NTaxam i 3sipam.

HagiTk 6inoyka 1 Ta 3acMyTHNAacA.

Bynu B Hel caKi-Taki NpynNack, Ta BUALLAN.

A [10 BECHWMILUE Ja/IeHEeHbKO.

«[lobpe ixakosi, — Aymae Ginouka, —aobpe Gopcykosi i B _
A S A e Y

- |4 ¥

Fig. 4. The result of the sentence splitting

The functions and results of text preprocessing are shown on fig. 5-10

Cnoso cnoso exapmplel1@email.com cnoso
exapmple2@email.com

exapmple1@email.com
exapmple2@email.com

Fig. 5. Selection of e-mails

Cnoso cnoso filename1.txt cnoso filename2.txt

filename1.txt
filename2.txt

Fig. 6. Selection of file names
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Cnoso c/1o8o KKiB cnoBo AMEpPHKa C1080 OKeaH Enb3u Knis
CnoBo cnoso JHINpo cnoso AMepHKa
OkeaH Enban

Axinpo

Fig. 7. Selection of named entity

<p=<b>TemymxiH</b> (<a href="/wiki/%D0%9C%D0%BE%D0%B0%D0%B3%D0%BE
%D0%BB%D1%8C%D1%81%0D1%8C%D0%BA%D0%B0_%D0%BC%D0%BE
%D0%B2%D0%B0" title="MoHroNbCcbKa MOBa">MOHT.</a> <i><span lang="mn">Temiijin,
TamyyxuH</span><[i>; <a href="/wiki/%D0%9A
%D0%B8%D1%82%D0%B0%D0%B9%D 1%81%D1%8C%D0%BA%D0%B0_%D0%BC%D0%BE
%D0%B2%D0%B0" title="KuTalicbka MoBa">kuTaiicbka</a>: <span lang="zh">B A E</span>
— <a href="/wiki/%D0%9F%D1%96%D0%BD%D1%8C%D1%97%D0%BD%D1%8C"
title="NiHbiHE">NiHbIHb</a>: <em>Tiémuzhén</em>; iHoAi NepefaloTe Le iM'A AK TEMYXKHH,
Temy4uH, Temyaxin, Temyiaaxut, TemyRmxin, Temydin); <a href="/wikif1155"
| title="1155">1155</a><sup id="cite_ref-4" class="reference"><a href="#cite_note-4">[4]</
a></sup> — <a href="/wiki/18_%D1%81%D0%B5%D1%80%D0%BF%D0%BD%D1%8F"
title="18 cepnHa">18 cepnua</a> <a href="/wikif1227" title="1227">1227</a>) — <a href="/
wiki/%D0%9C%D0%BE%D0%BD%D0%B3%D0%BE%D0%BB%D0%BE"
title="MoHronn">MoHroNbCbKHit</a> gepKaBHUA, NONITMYHKA | BIACbKOBMIA diAd.</p>

TemyaxiH (MoHr. Temijin, TamyykuH; knTaicoka: BiAE — niHbiHe: Tiemuzhén; inoaj
nepeaarTs ue im'a Ak TemMmysxnH, TemyuuH, Temyaxin, Temyngxmy, Temyrakin, Temydin);
1155 — 18 cepnHA 1227) — MOHIMONbCbKKWIA AepXKaBHWA, NONITUYHKWA | BilcbKOBWA aiay.

Fig. 8. Selection of non-text elements

HaxBanaecA MOpPO3 YCiX y Nici NOMOpPO3MTU. XONOOHWX BiTPIB, NHOTHUX
XYPOENWLUE HaKMKaB.3aBMBanKn BiTPK, WaneHinm xypaennui.CHirom
yce 3amiTann.CKpyTHO, rofiofiHo CTano NTaxam i 3sipam.HasiTb
6inouka A Ta sacMyTHNacA.BynK B Hel cAKi-Taki Npynack, Ta BUALWAN.A
[0 BECHWLLE AanedyeHbko. «lobpe kakosi, — aymae Binouka, —
nobpe GopcyKoBi i BegMedeBi: NO3acMHanM y CBOIX CXOBaHKax nig
CHIrom i ropa He 3HaTk.A TyT, MabyTb, AOBEAETLCA, MO YyXWX Nicax
NOXWBW WYKaTH». JocTpubana 6inouka 0o Y3MICCA.AXK YYE: XTOCh
LIYPX-LUYPX, pUN-pun!FNaHyNa, a To NiCHWK Ha nnxax npobupaeTbea.3a
nae4YMma B HBOMO TYrMii Milwok, npu Boui — sepbonis Ta ocMka, B
ny4yeyk NoB'A3aHi. =

HaxBanascAa Mopo3 ycix nici nomoposmTrn.XonogHmx sBiTpis,
NMOTHUX XYpAeNvUb HAaKIWMKaB.3aBMBa AW BiTpK, WaneHinm
Xypaenuui.CHirom yce samitanm.CKpyTHO, ronoiHo cTano
nraxam 3sipam. Ginodyka A 3acMyTWNacA. CAKi- MpyUnacH,
BMHLLLAW. BECHWLUE OaNedYeHbKOo. « Xakosi, — aymae Binodka,
— BopcyKOBI M BeaMeneBi: NO3acKMHaNM cXOBaHKaX CHIirom
ropA 3HawTb., MabyTh, JoBEeAETBCA, YYXMX Jicax MoXKMBM
wykaTm». Jocrpubana Ginoyka ysnicca. 4ye: XToCk LIy pX-
WIypx, PMA-PHUAIIAAHYNE, AicHWMK NMxkax npobupacTecA.
naedrima Tyrva miwok, Goui — sepbBonis ocMka, nNydeuxkw
noes"Asadi.

Fig 9. Removing of stop-words.

For morphological analysis, a tokenization must be carried out in advance. To extract morphological
information for a word from a text, it is necessary to click on the desired word in the text or in the list on the
right.

The morphological analysis of the selected word from the text is shown in Fig. 10.

Morphological analysis is shown in a table where rows are possible parsing words and columns are
grammatical categories. The lexical analysis tab and the lexical characteristics of a news article are presented
on Fig. 11.
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HaxBanAscA MOpo3 YCix y Nici NOMOPO3UTU.XONOAHWX = Ta =
BITPIB, IOTUX XypAEHLbL HAKNMKaB.3aBMBaNM BITPH, BHMLLITM

LaNeHiK XypAaeanui.CHirom yce 3amitanin.CKpyTHo, -

roNoJHO CTano nraxam i 3sipam.Hasits Ginouka i Ta A

3aCMYTUNACA.BYNW B Hel CAKI-TaKi Npynacy, Ta BUALLAW.A Ao

10 BECHMLLE AaNeyeHbKo, HoBPE hxakosi, — aymae BecHulle

Ginouka, —nobpe Gopcykosi i BeAMeAEBi: No3acuHann y AanedeHbko

CBOIX CXOBaHKaX Nifj CHIroM i rops He 3HaKTb.A TyT, -

MabyTk, 0BEAETLCA, MO YYKMX NiCaX NOXUBM LIYKaTUN. «

JAocTpubana binouka A0 Y3NICCA. AX YYE: XTOCh WYpX- - _ ~

rpademaTnynmii aHanis = MopdONOriuHMi aHanis | Jlekckunmii aHanis
Cnoso: fobpe
Jlema Crem YacTrHa MoBM  BiamiHok Pin, Yucno lcT/HeicT. Yac  Ocoba  Bua
nobpe nobpe NpUCNIBHUK

nobpunin nobp NPUKMETHUK  Ha3MBHWA cepefHid OHWHA

Fig 10. The window tab of morphological analysis

rpademMaTnyHWiA aHanis ~ Mopdonorivnni ananis | JIeKCHUHWA aHanis
AHanisysati
YHIKankHi cnosa

Cnoso KinekicTs
paHiwe 1 Mobyaysatu rpadik
peanbHx 1 i -
J1eKCMYHa Pi3HOMaHITHICTb: 55.97897503285151%
peansHo 1
peanizatio 1 36epertu rpadik
peanisauin 2

Fig 11. The result of lexical analysis of news article

A graphical representation of the lexical variety of the text is shown in Figure 13. To save the received
graphs, it is necessary to click on the button "Save graph”

main.py

bbbkl m o

400

Fig 12. News article
Conclusions

During research, several natural language processing tools have been identified and reviewed. The
advantages of these systems are that they perform natural language processing at several levels: text
preprocessing, morphological, syntactic and semantic. The disadvantage of the systems that is not all of them
provide the means of word processing in the Ukrainian language at several levels of analysis, and the systems
that have tools for word processing in the Ukrainian language produce incorrect results, in particular at the
text preprocessing and morphological levels of the analysis. As a result, the system that implements specific
linguistic tasks related to the processing of the Ukrainian language, namely, text preprocessing,
morphological and lexical analyzes of text was developed. The basic stages of text preprocessing are
considered in detail and algorithms of their program implementation were presented. In addition, the results
of the developed system were demonstrated.

The advantage of the developed system is that it provides the features for complex processing of
Ukrainian texts in at three levels of analysis. The disadvantages of the developed system include the
following: suboptimal algorithm of the collection of words written in a word (the algorithm uses a dictionary
to identify words written in a word; to reduce the volume of word search, the length limit is introduced, so
words, larger limit values could be convoluted with mistakes); incorrect parsing of non-vocabulary words,
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which is, in fact, a disadvantage of pymorphy2, which is taken as the basis of the morphological module of

the

10.
11.
12.
13.
14.
15.
16.

17.

18.

system; simple lexical analysis.
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Abstract. In modern conditions providing the continuity of technological processes as well as
increasing the reliability and survivability of operation of computer systems with configurable
structure and programmable logic is one of the main strategic directions of modern social-economic
and technical complexes. This is conditioned by the need to maintain the resilience and stability in the
operation of computer systems with a reconstructible structure and programmable logic under various
conditions of adverse effects of external and internal factors, both natural and technogenic, as well as
those human-induced. It has been found that neutralizing threats and minimizing losses caused by
abnormal, critical, emergency and catastrophic situations leading to an avalanche-like increase in
degradation processes and destruction of computer systems with a reconstructible structure and
programmable logic, requires the development of new principles, approaches, ways and methods of
operational monitoring, analysis and forecasting of situations, development of options for control
decisions, procedures for their selection and implementation in the framework of theory of structural
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dynamics control. To solve the optimization problem of constructing scenarios for the structural
reconfiguration of computer systems with a reconstructible structure and programmable logic, a
method and an algorithm that implements this method are proposed. The novelty of the method is the
combined use of the random guided search method and the method of cutting -off unpromising
variants of structural reconfiguration of computer systems with a reconstructible structure and
programmable logic such as « branch and bound». The proposed approach allows to solve the
optimization problems of constructing scenarios for the structural reconfiguration of computer
systems with a reconstructible structure and programmable logic, both unconditional and conditional,
that can be described using various structural and topological indicators.

Key words: combined method, reconfiguration, functional element, structure, computer system,
survivability, graph.

1. Introduction

The analysis of existing and predicted critical and emergency situations that are currently occurring
everywhere in various subject areas shows that they stop being sectoral, and develop into accidents and
disasters that are already intersectoral in nature. Under these conditions, it is necessary to investigate and
solve the problems of increasing the reliability and survivability of computer systems with a reconstructible
structure and programmable logic within the framework of the interdisciplinary approach. The causes that
lead to the emergence of critical situations, accidents and disasters, which have natural-ecological, technical-
industrial or anthropogenic-social causes, are of particular danger to modern computer systems with a
reconstructible structure and programmable logic. Moreover, the range of threats to economic, physical and
information security, as well as the list of vulnerabilities in the hardware-software and information structures
of computer systems with a reconstructible structure and programmable logic is constantly growing [1-4].
Thus, in real life, situations are possible when these threats are combined and lead to an avalanche-like
occurrence and development of negative events, ultimately resulting in catastrophic consequences. Under
these conditions, ensuring the continuity of technological processes and increasing the reliability and
survivability of the corresponding production systems is one of the most important strategic directions in the
development of modern socio-economic and technical complexes. This is caused by the need to maintain the
resilience and stability in the functioning of computer systems with a reconstructible structure and
programmable logic under various conditions of adverse effects of external and internal factors, which can be
anthropogenic and/or natural.

1. Analysis of known solutions

In practice, when solving the problems of ensuring survivability, computer systems with a reconstructible
structure and programmable logic have received such an option for managing the structures of computer
systems as reconfiguration. The standard (classical) technology for reconfiguring computer systems with a
reconstructible structure and programmable logic in case of failure of one of its resources includes the
following main steps [5-7].

Step 1. Determination and analysis of the time and place of a resource failure; removal of the function
(task) performed on this resource from the solution; transfer of the function (task) to another resource
(with/without saving the obtained intermediate results).

Step 2. Exclusion of a failed resource from the configuration of computer systems with a reconstructible
structure and programmable logic; an attempt to replace it with a backup (of the same type), or a backup of a
different type with similar functionality.

Step 3. Exclusion of links to a failed resource, denial of access to it and for the failed resource itself — an
attempt to restore it. In case if a high-priority function (task) has been solved on a failed resource, which,
when transferred to other resources, begins to conflict with functions (tasks) assigned to this resource, then,
depending on the service discipline, the execution of less priority functions (tasks) is interrupted; or simple
removal from the solution. Thus, in the framework of the standard reconfiguration in case of failures and
violations of the correct functioning of the corresponding node in the computer system in order to maintain
the highest priority functions of the specified object or acceptable operating conditions, they “sacrifice” other
functions or part of the operable elements. In some cases, this reconfiguration is called a “blind”
reconfiguration, since during its implementation, as a rule, the following operations are not carried out:
accounting and analysis of the current characteristics of tasks and functions performed in the computer
system; analysis and assessment of the current state of the computer system as a whole; operative calculation,
evaluation and analysis of the target and information-technical capabilities of the computer system for a
reasonable redistribution of the functions of a computer system between its operable elements and
subsystems. A prerequisite for the implementation of standard reconfiguration technology is the presence of a
multi-level model of the computer system. operability. A possible graphical description of this model for one
of the subsystems (structures) is shown in Figure 1. In Figure 1, the vertices of the graph are associated with
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the technical states (TSs) of a computer system. During operation, its elements can fall into various types of
TSs: a functioning TS, a faulty TS, an operative TS, an inoperative TS, as well as correct and incorrect
functioning. Figure 1 shows the main classes of the computer system TSs:

- the class of fully operative and functioning states:

SW={s"}, a=1..,NW,

Elements of this class differ from each other in the level of accumulated deviations from the norm of
performance parameters in certain elements of the computer system;

- the class of partially operative states with the Bth level of efficiency and the yth number of accumulated
deviations. At the same time, it is believed that with an increase in the index number, the Bth level of the
computer system operability will decrease:

S® ={s"}, B=1.,N" y=1.,NP.

y

In the graph, operability levels are separated by horizontal dashed lines;

- the class of inoperative (failure) states of the computer system caused by the appearance of the Cth type
with the Nth amount of losses:

S® ={s¥}, C=1..,N N=1.,N.

In Figure, 1 S_ is the limit state, i.e. the state, in which all elements of the computer system are
inoperative and the level of losses is maximum.

In this Figure, the arcs of the graph correspond to transitions of the computer system from one state to
another. These transitions, as noted earlier, have a different nature: some are structurally functional, others
are not structurally functional. There exists the following classification:

- D-transitions, which are caused by failures of elements of a computer system and its transition into a
state with a lower level of performance or a higher amount of losses;

- A-transitions, which are caused by the achievement of the established threshold values of the
accumulated deviations number;

- R-transitions, which are caused by partial or complete recovery of the computer system operability;

- C-transitions, which are caused by compensation of the accumulated deviations in the parameters of
both the elements and the computer system as a whole.

Operability Operability
drop-off Compensation of deviations recovery

Figure 1 — The graph of evolution of computer system performance with a reconstructible structure and
programmable logic

In Figure 1, D-transitions are depicted by arcs directed from top to bottom; A-transitions are given by
horizontal arcs going from left to right; R-transitions are shown by arcs going from bottom to top; C-
transitions are the arcs from right to left. The dashed line in Figure 1 marks the boundary between the
operational and failure states of a computer system. Given the above, the dynamics of the computer system
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operability in the general case assumes the simultaneous implementation of the following processes of
changing the technical state of both elements of the computer system and the system as a whole:

- degradation processes (D-processes);

- recovery processes (R-processes); - processes of accumulating parameter deviations (A-processes);

- compensation processes of accumulated parameter deviations (C-processes).

In this case, one of the goals of controlling the structural dynamics of computer systems with a
reconstructible structure and programmable logic is to provide the highest possible level of operability of a
computer system and its elements at every moment in time. This goal is achieved by two complementary
processes. First, by influencing (controlling) the D-process (degradation) the possibility (probability) of
transitions of the computer system to the least desirable states is eliminated or reduced. Second, it is done by
using the organization (management) of the R-process (recovery) and the C-process (compensation). To
implement these processes both in the computer system itself and in each of its elements (subsystems), a
structural control loop is formed. Due to this loop, the scheduling processes are realized by reconfiguring
computer systems with a reconstructible structure and programmable logic. Speaking about the possible
classes of tasks for reconfiguring computer systems, one should, first of all, proceed from the so-called
functional-structural approach (FSA) to the description of objects of any nature (including computer
systems). Characteristic of FSA features are:

- considering the dialectical relationship of functions and structure of objects with the decisive role of the
function in relation to the structure;

- a holistic approach to the analysis and synthesis of multi-level systems;

- considering material, energy and information links between elements of the system;

- considering the relationship of the investigated (created) system with the external environment.

The analysis of problems of reconfiguring computer systems taking into account the FSA allowed to
identify the basic concepts and definitions that are shown in Figure 2. At the same time, considering various
combinations of independent branches of the given morphological tree, we can obtain a kaleidoscopic set of
reconfiguration tasks for computer systems with a reconstructible structure and programmable logic.

elobal
- raconfiguration
warisnts of spacs - =
—*| reconfiguration [—% local
—==| reconfizuration

dynamic raconfiguration without
—* intermption in C3 functioning

variants of tims
—*| reconfizuration [~

static raconfisuration with
| interruption in C3 functioning

Tasks of C5 —-i combined construction |

raconfiguration ¥

_..l based on a priori information |

variants of control

; - ] based on a posteriori information
—+| actions formation F

—|-| combined construction

cantralized mods

— *

wariants of C8
~* rezources allocation _"—-"l decentralized mode

'—s| combinad mods

information on
——u| dirsction of ExE
a priori information actions
. a?:lnut extermal | |
environmant (ExE) uncertainty of
information on
L -
paramsters of ExE
in tha process of dzpradation |
variants of in tha procass of recovery |
I+ raconfisuration =
raalization in tha process of accurnulation |
in tha procass of compansation |
maintaining targstad and
information-tachnological
aim of capabilitizs
=*  reconfizuration = — -
Facovery of target and information-

technological capabilitiss

Figure 2 — The classification of reconfiguration tasks for computer systems with a reconstructible structure
and programmable logic
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These systems operate in conditions of significant non-stationarity and uncertainty associated with
changes in the content of goals and tasks, which computer systems with a reconstructible structure and
programmable logic face, the influence of disturbing factors from the external environment and factors
having a purposeful and/or unfocused nature. Moreover, in real life, disturbing environmental factors can be
deterministic or unknown, described using probability-statistical or fuzzy-probable formalisms. In the
process of reconfiguring computer systems with a reconstructible structure and programmable logic, the
following main goals are pursued: preservation, implementation and restoration of the target and information-
technological capabilities of the system. The implementation of reconfiguration can be carried out
simultaneously in several directions.

The "vertical" direction implies the implementation of a reconfiguration of a computer system when it
affects two complementary processes. The first one is the process of computer system degradation in order to
eliminate or reduce the possibility of a computer system transferring to the least desirable states. The second
one is the recovery process in order to partially or fully achieve an operable state. The "horizontal" direction
is the impact on the process of accumulating deviations of FE parameters (or the computer system as a
whole) and the impact on the process of compensating for accumulated deviations. In addition, the following
can be considered as the most essential morphological features of the process of a computer system
reconfiguration: space, time, resource allocation mode and the formation of control actions. According to the
"space" feature, the variants for reconfiguring a computer system can be distinguished into local and global.
A local variant of reconfiguration of a computer system deals with individual FEs, sets of FEs and/or
individual subsystems of a computer system. In the case of global reconfiguration, the process relates
generally to the entire computer system. The "time" classification feature is closely related to the state of the
computer system and its objects during reconfiguration. Static reconfiguration is performed after the
computer system has been interrupted. The main disadvantages of this type of reconfiguration are: - demand
to stop the computer system, which entails not only the shutdown of the computer system, but also the
shutdown of the associated service objects; - reconfiguration of the computer system should be carried out by
external means since in these conditions the internal resources of the computer system cannot be used. The
advantages of the dynamic reconfiguration, which is performed during the operation of a computer system,
are the ability to maintain the operability of its service subsystems during the reconfiguration of a computer
system and the ability to use its internal resources and reserves [8-10]. The development of control actions
during reconfiguration of a computer system can be based on both a priori and a posteriori information about
the behavior of individual FEs and subsystems of a computer system. As for the options for reallocating the
resources of a computer system in the process of its reconfiguration, the following modes can be
distinguished: centralized, decentralized, or a combination of these modes. In the centralized mode, the
allocation of resources is carried out using a unified model that includes both the initial state of the computer
system and all kinds of (most likely) intermediate states caused by destructive influences. In the decentralized
mode, the selection of a resource allocation plan for the initial state of a computer system is carried out in
such a way that subsequent reallocation caused by adverse effects will allow the rational use of computer
system resources. The determination of optimal control programs for the main elements and subsystems of a
computer system can be performed only after the list of functions and algorithms for information processing
and control becomes known, which should be implemented in these elements and subsystems [11-16]. In
turn, the distribution of functions and algorithms by elements and subsystems of a computer system depends
on the structure and parameters of the laws of managing these elements and subsystems. The evolving
situation is closely connected with the principle of the duality of the past and the future. This means that you
can have knowledge about the past, but you cannot control it, and you can design the future without knowing
it.

2. Algorithm for solving the problem of constructing a trajectory for structural reconfiguration of
computer systems with a reconstructible structure and programmable logic

The task of constructing a trajectory for the structure reconfiguration during the degradation or recovery
of a computer system with a reconstructible structure and programmable logic can be represented as the
following optimization problem:

N
Z Ffailure (XaJ ) - % EX&””} ' (1)
j=0 s el
aO*XOv Xan =Xt
‘l‘,(x’aJ )<0,1=1,2,..L
{Q]lYQJZ ----- QJN }ZQ

To solve the considered problem of structural reconfiguration of a computer system, we use a combined
method, which includes the method of random guided search and cutting off unpromising trajectories for
structural reconfiguration of a computer system using the "branch and bound" method. The random guided
search in solving the problem of scheduling the structural reconfiguration of a computer system can be
implemented as follows. When building a random sequence:
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1 =%, X9 X0 %0 %] @
of the intermediate states of the trajectory for structural reconfiguration, we are in some intermediate
structural state, which is characterized by the genome )”(;Jk) from which we can go to one of the states of the

next level of the computer system structure degradation through the failure of one of the operable FE sets:
{Q.i1 ’Qiz v---inp}Q Q.
Moreover, the values a, = F,.(X'), r=1..,p characterize the contributions to the structural failure

upon failure of these FEs. In the general case, a, €[-1,1]. To carry out the guided search, the interval [0,1] is
divided into subintervals so that the coordinates of the ends of the subintervals form the sequence

0,0, =b,w, =, +b,,...0, =, , +b, =1. (3)

1-a 5 I .
where b, = T’ T A= Z(l—ar). Here, the smaller the contribution a, to the value of the structural failure
r=1

index when the FE is removed Q cQ, the greater the length of the sub-interval b, is assigned to this
element, i.e. the element Q _ is "encouraged” by the large sub-interval. For random selection of the FE
removed from the structure, a random number & is generated that is distributed uniformly in the interval

from O to 1, which falls into a certain sub-interval & e (o, ;,®,) and thereby determines the selection of the

FE removed from the structure of the computer system. Thus, in accordance with the constructed
probabilistic hypothesis, a search for a global extremum is organized. In addition, in the vicinity of the global
extremum, the density of randomly selected trajectories for a reconfigurable computer system will be the
highest. To increase the efficiency of random guided search, it is proposed for each test to compare the
intermediate values of the total structural failure indicator obtained on this trajectory of the computer system
reconfiguration with the record value and stop the started test as soon as the intermediate value of this
indicator exceeds the record one. If the specified number of tests has been carried out, then the calculation is
considered complete. The calculation can be considered complete even if subsequent tests do not provide an
improvement in the result. Using the proposed approach allows to guarantee the reception of the trajectory of
the computer system structural reconfiguration in a sufficiently small vicinity of the optimal trajectory. At the
same time, the process of finding a solution can be limited both by the time allocated for making a decision,
by the productivity of the used computing tools, and by analyzing the nature of the process of taken decisions
convergence to the optimum. The proposed approach can be implemented in the form of an algorithm
consisting of the following steps.

Step 0. The initial state. We set the number of statistical tests M; the number of tests d that does not give an

improvement in the result; current test k = 0; the record F*® = 4o0.

failure

Step 1. The beginning of the next test. List of deleted critical FES 0 ={Q,.Q, - Q, }; intermediate total

structural failure F =0.

failure
Step 2. Random selection of the deleted FE. One of the FEs is randomly selected from the list Q in the
manner described above, let it be Q, . The intermediate structural state of the current trajectory is determined
X (R0 > %)

Step #3. Analysis of the intermediate structural state X{”. The structural failure Fy,. (%) and the change

record record
failure > I:faxilure (Ffailure IS the

in the current total structural failure F

failure

=+F, .. (X)) are calculated. If - F
]

current record), then proceed to Step 5.
Step 4. Analysis of the list of deleted FEs. FE Q, is excluded from the list Q. If Q=0 then the test is

<Frd then Freo = F If Q=@ go to Step 2.
> F= s greater

failure failure ? failure failure *
Step 5. Analysis of test results. If the number of consecutive tests with no results F, . > Fiioe

than d, then the procedure ends. If k> M, then the procedure ends. Otherwise, go to Step 1. The finiteness of
the algorithm constructed according to this scheme follows from the finiteness of the set

Q ={Qi1,Qi2 ,...,QiN}, the finiteness of the number of tests M and the sequential deletion of the FEs from the
set Q ={Qi1'Qi2 1'--|QiN}'

3.
4. Conclusions and recommendations

over. Moreover, if F
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The analysis of the optimization problem features in constructing scenarios for the structural
reconfiguration of computer systems with a reconstructible structure and programmable logic was carried
out. The results have shown that methods and algorithms of the theory of search engine optimization of
evolutionary type should be used to solve the considered problem. To solve the given problem, the method
and the algorithm that implements this method are proposed, the novelty of which is the combined use of the
random guided search method and the method of cutting off unpromising structural reconfiguration options
for computer systems with a reconstructible structure and programmable logic such as “branch and bound”.
The proposed approach allows solving the optimization problems of constructing scenarios for the structural
reconfiguration of computer systems with a reconstructible structure and programmable logic, both
unconditional and conditional, that can be described using various structural and topological indicators. At
the same time, modification of the proposed method allows the construction of a series of optimistic and
pessimistic scenarios for the structural reconfiguration of computer systems with a reconstructible structure
and programmable logic. The research has been carried out on the basis of the Educational and Scientific
Laboratory of “Reconfigurable and Mobile Systems” at the Department of Electronic Computers in Kharkov
National University of Radio Electronics.
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Abstract. The issues of creating a regenerator of a optical system for transmitting discrete
messages in order to protect against the influence of intersymbol interference of signals using methods
of the statistical theory of mixtures are considered. A demodulator adaptation model was created and
studied that calculates the weighted sum of 4 samples of the input signal and compares the resulting
sum with a threshold value. The basic operations for adaptation of the regenerator during
demodulation of signals distorted by inter-character interference are determined under specific
conditions of transmission, which are formulated from the point of view of statistical mixture theory
as a task of estimating some parameters of the probability distribution of the mixture. A block diagram
of an optical signal regenerator is proposed, which implements a digital processing algorithm for the
mixture. The analysis is performed and the requirements for the parameters of the analog-to-digital
converter, which is used in the regenerator, are determined. The results of simulation of digital
processing of a discrete test message are presented to verify the process of adaptation of the device to
the influence of intersymbol distortions of signals. The structural scheme of the digital processing
device is substantiated, in which the fast-acting nodes that perform real-time processing are combined
with a microprocessor that implements an algorithm for adapting the regenerator to specific conditions
of message transfer conditions.

Keywords: statistical mixture theory, fiber optic communication lines, intersymbol interference
signal, demodulator adaptation, optical signal regenerator.

1 Using mixture theory to eliminate reduces the effects
of intersymbol interference

1.1 Basic concepts of mixtures

The protection of information systems for the transmission of discrete signals from the effects of inter-
symbol interference (11S) remains one of the pressing problems in connection. I1S causes distortion of the
signal corresponding to the i-th transmitted symbol, by signals corresponding to the i-1, i + 1, ... symbol. This
makes it difficult for the demodulator to make the right decision about the meaning of each transmitted
character. To eliminate the influence of 11S, analog and digital signal correctors are used. Analog correctors
of linear distortion are used to neutralize 1S, which compensate for the imperfection of the frequency
characteristics of the communication channel. Operations with discrete samples of the received signal are
carried out by a demodulator, which actually performs the functions of correction in the time domain.

The transmission of a discrete information often is accompanied by an IIS which can be caused by an
imperfection of frequency responses of the channel or is created it artificial. In any case the presence of II1S
hampers demodulation of signals and forces to use rather complicated algorithms of handling [1].

The principles of constructing correctors and demodulators to neutralize 11S do not take into account the
stochastic nature of the signal, which is due to additional signal distortions due to random noise and the
pseudo-random nature of the sequence of transmitted symbols. The concept of ISI neutralization with the
help of correctors loses its meaning in situations when interference is artificially created by using signals with
a partial response. Solving IIS problems is possible while simultaneously performing the tasks of correction
and demodulation with minimization of errors. This is possible when using a method of protection based on a
probabilistic interpretation of the phenomena of 11S and using the concepts and methods of the statistical
theory of mixtures[2].

The use of methods of the statistical theory of mixtures opens new possibilities in a solution of problems
caused lIS.
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Let is given a parametric family F = {f (x; A): A €A} of probability distributions of random variables.
The elements f (x; A) of this family are described by an identical known analytical dependence from x (value
of an random variable) and differ only by values of some parameters A, which belong to a set A of
admissible values. In a common case the probability distribution f5(x) of a infinite mixture from a family F is
defined by expression.

[o(x)= [ f(x; A)dP(4), @
A

where P(A) - function of mixing distribution. If the whole mass of distribution P(A) is concentrated in a finite
number Q of points Ay,...,Aq, with which there correspond probabilities p,...,pq, the expression (1) will be
transformed to a probability distribution of a finite mixture

S (2)
S ProeesPos Aisens Ag) = D i f (x5 4)).
j=1

The given expression statistically describes a mixed sample Xp=X;u...uXq with volume N = N; +... +
Ng, in which in an arbitrary sequence the elements of partial samples X;,...,Xq are mixed. Each partial sample
X; consist from N; of random variables, which submit to distribution f(x;A;) and mix up in a proportion
pj:Nj/N [3]

In a common case the statistical theory of mixtures allows to solve the following tasks by handling
concrete sample Xp:

1) to determine number Q of partial samples, which have formed a mixture;

2) to find evaluations of probabilities py,...,pg and parameters A,,...,Aq of partial distributions;

3) to accept a solution about membership of each element x; (i = 1,...,N) of mixed sample Xp (that is,
to what partial sample from X;,...,Xq it belongs).

The theory of mixtures defines a population of conditions, which realization ensures a possibility of
a solution of tasks 1 and 2 (the task 3 is reduced to a typical task of statistical solutions). A major of them are
the conditions of identifiability, which consist in the requirement of linear independence of the elements of a
family F [1]. To these conditions satisfy many families of probability distributions, in particular, normal and
uniform distributions [2,4].

It is important to note two circumstances. At first, the property of identifiability is stipulated by a
not stochastic nature of function f (x; A), but by a peculiarity of dependence from arguments x and A.
Secondly, both appearances - 11S and mixing of samples of random variables - represent an outcome of linear
transformations of partial actions. The specified circumstances justify formal an identification of physical
signals with probability distributions of random variables.

1.2 Example of statement of a task of demodulation of signals

Let's consider the communication channel with amplitude modulation, on which the sequence of symbols
"1", "0" with a velocity 1/T bit/sec (where T - duration of a bit interval) is transmitted. Let for "1" the impulse
0(t,0) of the Gaussian form is formed, where the function g(t,0) is identical to analytical exposition of a
normal probability distribution with parameters m =0T, o = 0.425T. Thus the breadth of impulse at a level
0.5 is equal T. The values of function g(t,0) are truncated up to zero with t =m+T. Such signal borrows 2 bit
intervals and well reproduces influence of dispersing distortions in optical fiber communication systems.
Let's designate G(t) - signal, which will be formed of a transmitted sequence "1" and "0" in an outcome of
superposition of the appropriate impulses g(t,0). The additional distortions are caused by random noise N(t)
with zero expectation and standard deviation o,

Let's assume, that the demodulator produces references of a signal

S(t)=G(t)+ N(¢) 3)
in discrete instants t, with a periodicity dt= 0.5T, and that receiver is synchronized with the transmitter of a
signal and the references are produced on the boundary and in a middle of bit intervals. Let’s designate the
references as sy= S(tn).
The elementary method of demodulation is the comparison of values s,, with a threshold value sd
(method CWT). That is, the solution rj about presence " 1 "or" 0 " on a bit position with number i, should be:

ri = 1, if spj+2 >sq4, otherwise rj = 0. However thus is not taken into account, that the useful information is

contained not in one, but in all references on stretch of an interval 2T of existence of a signal g(t,0), owing to
what reliability of demodulation considerably decreases.

The best outcomes can be received if to accept maximum likelihood solutions (method MLS). For a
solution about a bit position with number i it is necessary to analyze M = 4 references

82i952i41552i+2552i+3> Q)
which hit in " a sliding window " by duration 2T, and also to take into account influence of the following i+1-
st and previous i-1-st of a symbol. Thus, the values of references in "window" of the analysis depend on a
combination "1" and "0" on 3 positions. For all possible 2° = 8 combinations are necessary to generate the
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etalons of a signal eyy,...,ens (h = 0,...,7) as values of process G(t), ..., G(tai+3) in expression (3). For normal
distributions of noise N(t) the solution accepts such aspect r; = central bit of 3-digit binary number j

""" m=0
Shortcoming of such method of demodulation is rather large volume of calculations.

Now we shall consider a solution of a task of demodulation on the basis of statistical theory of mixtures
(method STM). As are known number of impulses in "window" of the analysis (Q = 3), their form and
position, it is enough to solve only task 2, where is necessary to estimate probabilities py, p,, ps . In this case
sequence of references (4) plays a role of an empirical probability distribution of sample of random variables
from a general population, which submits to a discontinuous distribution of probabilities of a mixture

Y
f;n(pla”-apQ):zpjfm’j, (6)
Jj=1

where pj - parameter of presence of a symbol 1" or "0" on position j (accordingly pj= 0 or pj =0), and fm j -
values of a partial discontinuous distribution are equal to values of function g(mx0.5, j-1).

It is necessary to find estimations p,?,...,po" of parameters p,...,po by handling empirical distribution (4).
For an estimation by a method of least squares [3] they correspond to a minimum of a criterion

Drrp)= 3 Sopom— L Broes ) = 3 (s — Zp,f,,,,f 0

m=0 m=0

If to equate partial derivatives of a criterion (7) on ps,...,pq to zero, then obtain a system of simple
equations

0
i h=1,...,Q, 8
2 picin =0, Q ©)
j=1
where
M-1 ) M-1
B me,jfm,h b;;l) = ZSZH—mfm,h (9)
m=0 m=0
(M)

The solution of a set of equations (8) gives all estimations p1 ,...,pQ(') however it is expedient to use

only one of them pg(') which it is possible to calculate according to formula

P = Z ciy b, (10)

where ci - elements of a matrix, inverse in relation to a matrix ch hH These matrixes can be calculated

beforehand. The rule of a solution for the given method consists in check of inequalities: if pz(”>pd ,thenr; =
1, otherwise r; = 0. It is easy to See, that volume of calculations of magnitudes b," , p," is significantly
smaller on a comparison with volume of calculations for a method MLS.

1.3 Outcomes of statistical simulation

For the considered methods of demodulation, the statistical experiment is carried out, which outcomes are
submitted on Fig.1. The axis of abscissas corresponds to a ratio SN of a power of a useful signal G(t) to a
power of noise N(t) (in decibels). The axis of ordinates corresponds to probability of errors of demodulation
for methods CWT, MLS and STM. In experiment is taken into account, that the moments of references of a
signal are displaced on 0.2T concerning of specified above positions owing to a phase lag of the circuit of a
synchronization. The threshold values are equal sd = pd = 0.5. As well as it was necessary to expect, the
method CWT is least effective, and the method MLS is most effective and can be considered as an optimum
method of demodulation. With magnification of a ratio a signal / noise the winning in effectiveness is
increased and with SN = 18 dB the method MLS ensures a diminution of errors of demodulation on 3 order
on a comparison with a method CWT. The effectiveness of a method STM concedes a little to method MLS,
however also considerably exceeds a method CWT.
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Fig.1. Statistical experiment results

On Fig.2 the diagrams of time of simulation are represented. The lower part of a column of each diagram
corresponds to expenditures of time on simulation of signals, upper part - expenditures of time on operation
of demodulation. From the diagrams it is visible, that the method STM requires approximately in 8 times of
smaller volume of calculations, that is the important argument for the benefit of its choice.

RIRIN

CWT MLS STM

Fig.2. Diagrams of time of simulation

The results of statistical modeling showed that:

- the offered method STM based on use of the statistical theory of mixtures, ensures the almost same
effectiveness of demodulation, as well as the method MLS of maximum likelihood demodulation, however
requires approximately on an order of smaller volume of calculations;

- the method STM can be spreaded to more complicated cases, for example, when it is required to estimate
a position of signals in "window" of the analysis (with a solution of a task 2 it is required to estimate not only
probability py,..., P, but also parameters A, ...,Ag).

2 Technical solution for eliminating inter-character signal interference in the communication
information channel

2.1 Model of a device for reducing the influence of inter-symbol interference in an optical
information transmission channel

The traditional means of combating inter-symbol interference of signals are the use of various analog
linear distortion correctors that compensate for the imperfection of the amplitude-frequency characteristics of
the communication channel. Digital corrections are also used, which directly operate on the signal as a

function of time [5].
The general block diagram of an optical signal regenerator with digital processing that uses a conversion
algorithm based on a mixture theory is shown in Fig. 3.

st ADC S r
Si(t) ‘ So(t)

——{ AD tn DPD —» OPG

o L
t1y

Fig. 3. Block diagram of an optical signal regenerator
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The regenerator circuit consists of such elements. The regenerator circuit consists of such elements:

AID - analog input devices that receive Si(t) optical signals, detect them and filter them. Received optical
signals Si(t) is converted using a fiber optic converter (OE converter), at the output of which an electric
signal S(t) is generated, which contains information about the sequence of transmitted symbols “0” and “1”,
as well as a synchronization signal C(t).

CG is a clock generator that generates the clock sequences t1, (one pulse per bit interval) and tm (nb
pulses per bit interval) from the signal C(t).

ADC is an analog-to-digital converter that encodes samples s,, = S(t,,) in the form of an n,-bit binary
code.

DPD is a digital processing device that implements adaptation and demodulation operations; in the
demodulation mode, it gives a decision r, = 1 or r, = 0 for each k-th bit interval,

OPG is an optical pulse generator that, in accordance with the solution rk, generates the reconstructed
optical pulses So(t) at the output of the regenerator.

Regardless of the technical implementation of the CPU, it is important to determine the time discreteness
of the counts of the signal S(t), that is, the number of readings nb during the bit interval and the discreteness
of the readings of the amplitude sm, that is, the number of nr encoding bits. The first parameter must satisfy
the inequality n,= 2.

However, the increase in ny, necessitates an increase in the speed of ADC and DSP, which complicates the
regenerator. Moreover, the increase in nb is justified only if the independence of the random distortion of the
signal S(t) by the noise N(t) is maintained for each reference. If the WUA performs a consistent filtering of
the signal S(t), then the random components of the counts are found to be correlated more significantly, the
greater the ny. Given these features, it is advisable to take n, = 2 [5].

Increasing the number of n, encoding bits complicates ADCs and DTCs if the demodulation algorithm has
a technical implementation. Due to low-bit coding, rather rough "images"” of the signal are formed during the
adaptation phase and this reduces the reliability of demodulation. If, as the number of digits increases, the
encoding discreteness decreases to values smaller than the rms noise o, then a further increase in n, becomes
useless. Thus, determining the minimum number of encoding bits that provides acceptable demodulation
accuracy is one of the important tasks of the technical implementation of the proposed processing algorithm
[6,7].

The signal amplitude sampling in the ADC can be described by the following function:

Nr—1 Nr—1
,  SAKIO X >
Nr Nr
kvant(x) = w, skio 0<x < Nr=1
Nr Nr

0, sxmo x <0

where [n] is the integer part of n; Nr = 2n, is the number of quantization levels. The operational value of
argument x is in the range 0< x < 1.

When processing digital sample values, the required number of bits must exceed n, by several units. If the
CPU is based on microprocessors, then this requirement is met, since modern signal processors have at least
64 bits. To test the effect of the number of coding bits nr, statistical modeling was performed.

The discretization of the readout values is taken into account in the form of replacement of sm by quant
(sm) in the calculation of the array of accumulated readings s, for adaptation of the regenerator, which is
performed according to the formula:

1 Nw-1 _
Smm = m Zsﬁjer’ m= O, rery 5 (ll)

Quantum (sy,) is also used to calculate the probability estimate p,(k) that the symbol 1" is in the
kth position when demodulating the signals:

M
p2 (k) = 2012,m : Sk-nh+m—1" (12)
m=1

All other calculations were performed with the maximum accuracy possible in MathCAD14 [8].

To adapt the regenerator, a sequence of repeating triples of symbols 010" (TPS1) was used, which
consisted of N, = 257 triples of symbols "010". In each demodulation simulation session, a sampling of
signals over a 256-bit interval was generated. For the demodulation error statistics set, the simulation
sessions were repeated 400 or 4000 times. Thus, the total number of characters that were modeled in each
session group reached 100,000 or 1,000,000. The simulation results are shown in Table. 1.

The first column presents the noise intensity in the form of a value of o,. In the second column, the
signal-to-noise ratio in dB is calculated as 20lg (1 / o), given that the maximum amplitude of the useful
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signal C(t) is approximately 1. Other columns provide estimates of the probability of demodulation errors for
different numbers of n, encoding bits in the ADC.

Table 1. Results simulation regenerator test operation

on S/IN n=2 n=3 n=4 n==6 n,=10 n=15
0.2 14 0.0043 0.0030 0.0028 0.0030 0.0030 0.0035
0.18 14.9 0.0019 0.0011 0.0011 0.0011 0.0011 0.0015
0.16 15.9 0.00062 | 0.00034 | 0.00024 0.00024 0.00025 | 0.00041
0.141 17 0.00015 0.00008 0.00002 0.00004 0.00004 0.00008
0.12 18.4 0.00003 | 0.00005 | 0.00001 0.00001 0.00001 | 0.00001

As we can see, with a small number of digits n, = 2, the errors are, as expected, maximal. However, at n,=
4, they reach a minimum. Further increase in the number of digits of the coding does not actually improve the
accuracy of demodulation, but on the contrary, worsens it. For example, for the highest possible accuracy of
calculations in MathCAD14, which corresponds to 15 decimal places (n, = 15), the results are even worse
than for n,= 4.

This can be explained by the fact that quantization makes the "image" of the signal coarser. On the other
hand, quantization negates the effect of noise in the range of AS values between quantization levels. If S <<
n, no leveling occurs. At the same time, it is obvious that, as noise levels decrease, it is advisable to reduce
AS, that is, to increase n,. Given that the simulation noise level exceeds the actual noise level in the
regenerators (since it is impossible to obtain statistically reliable estimates of error probabilities at low noise),
5 digits of coding in the ADC can be considered sufficient.

Digital processing operations associated with adaptation of the regenerator and demodulation of the signal
can be performed using modern signal processors.

Such a microprocessor embodiment of digital processing of the received signal is technically the simplest
and cheapest. However, in this case, only sequential execution of operations is possible. This limitation is
related to the actual DPD speed. However, the most critical in terms of performance are two groups of
operations directly related to the processing of s, counters. These are operations of accumulation of sum (11)
at the stage of adaptation and operations of calculating the probabilistic estimate p, (k) (12).

At the demodulation stage, high speed is required in the decision-making operation r,, where it is
necessary to compare the estimate obtained with the decision threshold py, in terms of:

rk — 1 if pz(k) > ppor! (13)
0 — else.

Due to the simplicity of these operations, it is advisable to create specialized nodes for their execution,
which provide minimal processing time, in particular due to the organization of parallel calculations. Such a
principle and the order of processing can be recommended. Firstly, it is necessary to form a sufficiently long
test signal sequence (TPS1) to adapt the regenerator. Moreover, only the initial fragment with a length of
3-Nw characters is actually used to obtain information about the properties of the signals. On this fragment, it
is necessary to form partial sums (for each m = 0, ..., 5) in expression (11). Corresponding operations must be
performed in real time by the accumulation unit (AU). After the initial fragment, the sequence of TPSI
should continue for a time exceeding the time required by the microprocessor calculator (MPC) to perform
all subsequent operations, including the calculation of the coefficients cl,, ..., 1,4, Which are used in
expression (12). During this time, which may be called the "adaptation period" (PA), the input signals of the
regenerator are ignored. To determine the duration of the PA interval need to carry out simulations of MPC.
After the end of the PA interval, regenerator enters the operating mode of signal processing in accordance
with expressions (11), (12). This processing is performed by a separate demodulation node (DN).

The block diagram of a possible option for constructing such a hardware-software DPD is shown in Fig.
2. According to the results of simulation, we take the number of bits of the ADC coding n, = 5, and the length
of the initial fragment of TPS1 is 768 characters (N, = 256).

The accumulation node (AN) consists of the following elements:

- IRg - input 5 - bit register, which receives s, signals from the ADC;

- ARgl .., ARg6 - 13-hit registers of accumulation of private sums (11). The number of digits is

defined as 5 + log2 (N,,) =5 +8=13;

- RgP - 13-bit intermediate register, with the help of which communication with

ARgl ..., ARg6 and MPC is carried out;
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- SUM1-13-hit adder adds the next signal from the ADC to the corresponding partial sum.
The received amounts after completion of accumulation are transferred using RgP to microprocessor
calculator.

Accumulation node Demodulation node
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Fig. 2. Block diagram of a digital processing device

The numbers with which this node operates are treated as non-negative integers (with a point fixed after the
least significant bit). The result of the calculations of the operations performed by the MPC are the
coefficients c1,; ..., c1,4 written to the corresponding registers C1,; ..., Cly, of the demodulation node (as
16-bit numbers with a fixed or floating point).

The demodulation node (DN) consists of the following elements:

- Clyy, ..., Clyy - registers with weight coefficients, which are determined at the stage of adaptation of the
regenerator;

- SRg - shift register from 4 cells to 5 bits, where sm samples are received in the operating mode (each
clock pulse tm shifts information by one cell);

- MUX is a 16-bit multiplier that calculates each sum of (12), where s, is treated as fractional numbers with
a point fixed before the highest digit;

- SUM2 is a 16-bit adder that accumulates the sum (12);

- SPP is a comparison scheme with the threshold pye = 0.5, which gives the solution ry in accordance with
(13).

The solution is the value of the discharge, which is located to the right of the point separating the integer
and fractional part of the number at the output of the adder. The operations of multiplication and summation
in the demodulation node are performed once during the bit interval, that is, by the clock cycle t1,.

The control device (CD) synchronizes the interaction of all elements of the circuit using clock pulses t.,
t1,.

According to the logical sequence of signal processing in the DPU, the microprocessor calculator starts
working after the accumulation node completes its work. However, it must be taken into account that the
MPC and AN start to function simultaneously after turning on the power or the receipt of a special signal to
start operation. While AN carries out the accumulation of TPN1, it is advisable to provide for testing MPC.
Since the ratio of accumulation time and testing time is unknown, we will proceed from the following
interaction principle:

- AN, after completing its work, transfers to the MPC the accumulated amounts sm1l, ..., smé and the
readiness flag, which are recorded in the MPC memory in the interrupt mode;

- After completion of testing, the MPC checks the sign of readiness and, if there is one, proceeds to the
processing of information, and in the absence, the signs of readiness are expected.

After completing all the processing associated with the adaptation of the regenerator, the MPC issues the
obtained weight coefficients cl,; ..., 1,4 to the demodulation unit and gives the adaptation termination flag
to the control device, by which the latter opens the arrival of the sy, signal samples to the shift register in the
ID and after 2 bit intervals (when the register is full) allows the operation of a comparison scheme with a
threshold that produces a solution ry.

Conclusions

The basic operations of protecting the regenerator of a signals transmission system that have distortion
due to intersymbol interference can be considered from the point of view of the statistical theory of mixtures
as a task of estimating some parameters of the probability distribution of the mixture.
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Due to a significant decrease in the effective bandwidth of the communication line, as the length of the
link increases, a significant pulse expansion occurs and its shape becomes bell-shaped, which causes
significant inter-symbol interference of the signals.

It is proposed to adapt the digital corrector to the features of a particular communi-cation line using a
special test sequence of characters that is generated at the begin-ning of the communication session and
allows you to create a "image" of the distort-ed signal in the communication line.

To adapt the regenerator need to accumulate 6 averaged real-time counts that correspond to three bit
intervals (2 counts per bit interval). Then need center and highlight 4 of the 6 averaged counts. Selected
readings form an "image" of a real signal in the form of a response of the transmission line to a single
character "1", which, as a result of inter-character distortions, takes about 2 bit intervals. Finally - to calculate
the values of the weighting coefficients for the obtained "image" of the real signal.
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KYPCY PYXOMMX OB’EKTIB ITPU iX CYIIPOBO,UKEHHI

Bosnoaumup FO3edopuy!2000-0002-6536-9548]
Incmumym npobaem peccmpayii ingpopmayii HAH Yrpainu, Kuis, Ykpaina
uzefv71@gmail.com

Abstract. V crarti 3anponoHoBaHO MOAH(DIKOBaHHI METOJ €KCIIOHEHI[IaIbHOTO 3T1a/PKyBaHHS 13
3MiHHUM Koe(illi€eHTOM IS 3TIaKyBaHHS 3HAYCHb KYpPCYy MAJIOPYXOMHUX 00’ €KTIB, pO3paXOBaHHX 3a
PIBHOTOYHMMH Ta HEPiBHOTOYHHMH BUMIPIOBaHHAMH (OI[IHKAMH) KOOPAMHAT TaKUX OO0 €KTIB.
3anpornoHOBaHNI METOJI 03BOJISIE CKOPOTHTH HANAIITYBAaHHS (PinbTpy Ha AiliCHE 3HAYEHHS Kypey Y
CepeHbOMY Ha 5-6 IMKIIB OHOBJCHHS iH(pOpMaIii, NpPH IHOMY 3a0e3MedyeThCsS TOATKOBE
3MEHILIEHHS CePEAHBOKBAPATUYHOI TOXUOKH OL[IHKH KypCYy.

Keywords: cynpoBO/pKeHHsST pyXOMHX OO0’ €KTiB, Kypc PyXy, €KCIIOHCHIlalbHe 3TJIaKyBaHHS,
PIBHOTOYHI BUMIpIOBaHHS, HEPIBHOTOUHI BUMIpIOBaHHs, (ijbTparis.

Beryn

B pamkax OaraTbox cucteM O€3IIEKOBOIO CEKTOpPY, y TOMY 4YHCII W BIHCHKOBOTO IPH3HAYCHHS,
PO3rOPTAIOTHCSI CHCTEMH MOHITOPHHTY pyxoMux 00’ektiB (PO), mo ckiagaroTses i3 pi3sHOTHUIHUX 3ac00iB
PO3BIZIKM HAaBKOJIMIIHBOTO IMPOCTOPY Ta 3aco0iB 00poOkM oTpuMaHoi Bij HuX iH(popmauii. Merolo Taknx
CHCTEM MOHITOPHHTY € CIIOCTEPEKEHHS 32 JIISIMM TOBITPSIHUX, HA3eMHUX, UM HAJBOAHUX 00 €KTIB y NEBHIH
30HI BIIOBIAAIBHOCTI Ta 1HGOPMYBaHHS PO HUX BU3HAYEHUX CHOXMBadiB. J{Jsl HOCATHEHHS 3a3HA4eHO]
METH CHCTEMH CIIOCTEpPEKCHHS (MOHITOPHHIY) BUDILIYIOTH 3a7adi BHSBJICHHS, OLIHKH IapaMeTpiB pyxy,
cympoBokeHHs ((popmyBanHS TpaekTopii) PO, mporHo3 ix mogansmoro pyxy Ta iHpopMyBaHHS CIIOKHBAYiB
po fi1 00’ €KTiB y "aci.

Icuye psan 3amau Ha etami cynmpoBo/pkeHHS PO Ta mporHO3yBaHHS XapakTepy iX MOJANBIIOTO PYXY,
SIKICHE BHPIIICHHA SKAX TOTPeOye 3riIaJKyBaHHS IMOTOYHOTO KypCy OO’€KTIB, SKHH PO3PaXxOBYETHCS
AITOPUTMOM TPAEKTOPHOI (BTOPHHHOT) 00poOKK KoopanHATHOI iHpopmaii. Taka 3amgaga, 30kpemMa, BHHUKAE
y BHIaJKaX, KOJIM MBHAKICTh pyxy PO € Takoro, mo #oro niHiifHe epecyBaHHs 3a iHTepBaJl CIOCTEPEIKEHHS
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(oHoBNeHHA iHpOpMartii mpo PO 3acobamu po3Binku) MEHIIE, HiXK JIiHIHHI 3HAYSHHS TTOXHOOK BUMIpIOBaHHS
koopauHaT 00’ekta. Taki 00’€KTH B paMKax JaHOI poOOTH YMOBHO Ha3BaHi «MajopyxoMuMmmy». OmmcaHa
CHUTYAIlisl € IJIKOM XapaKTEepPHOIO JUIA CYNPOBOUKEHHS HAABOIHMX i HA3eMHHUX 00 €KTIB Ta 3a IIEBHUX YMOB
(Bemmkoi BifcTaHi 10 00’€KTa Ta HU3BKOI TOYHOCTI BUMIPIOBaHHSA HOTO KOOPAWHAT 3aCO0aMH BHISIBIICHHS)
MOJKe BUHHUKATH 1 IPH CyNpoBOKeHHI oBiTpsHuX PO. [l npukiany, Ha puc. | TyHKTHPHUMH CTPITKaMHU
MTOKA3aHO HAIPSIMH MOTOYHUX KypciB PO, sKi BU3HaYaNmCs 3a «CyCiIHIMI» OLIHKaMU KOOPIMHAT 00’€KTa.
SIK BUJHO 3 PUCYHKY, OLIHKH KYPCY 3MIHIOIOTBCS Y IIMPOKOMY Jliara3oHi 3Ha4eHb, B TOW 4ac, KOJIM AIHCHUN
Kypc 00’ekTa € noctiitauM. [1pu npoMy, HalOLIBII HEBU3HAYEHOIO CUTYallisl BUIVISAAE HA TOYaTKOBOMY €Talli
cynpoBomkeHHs PO (Ha nmovatky ¢opMyBaHHs (BU3HAYEHHs) TPAEKTOPIi Horo pyxy).

Ha puc. 1 nmoka3aHo pe3ynbTaT MOJEIIOBaHHS IPOLECY CYIPOBOUKEHHS MoBiTpstHOro PO, 1m0 pyxaerses
NPSIMOJTIHIFHO Ta PIBHOMIPHO, y IUIOLIMHHUX KOOPJHHATAX.

. ificHa TpaekTopis PO
BuMiproBaHHSI KOOPIHHAT A <P P

PO 3aco60M po3BinKu <4 N\ ;
S Po3zpaxoBaHi
: —Yr’"'* 3HAYEHHA

e Kypcy PO

= Pesynprart 3riamKyBaHHT
22X IUTOIMHHUX KOOPIHHAT

AR PO anroputMom

CYTIPOBOIKEHHST

Puc. 19. Pe3ysbraTi MOJCIIOBAHHS PyXy MOBITPSHOTO 00’€KTa 31 mBUAKiCTIO 40M/c Ha Bifctani 200kM Bix
Jokepena iHpopMarii 3 MepiogoM oMLY MPOCTOpy 2,5¢ (CepeaHbOKBAIpaTHYHA MOXHOKA BUMIPIOBAHHS
nmanbrocti 300M, CKIT BuMmiproBanHs a3umyty Ta Kyta micus 20°). MonemtoBanus pyxy PO 3uiiicHioBanocs
npotsirom 100 mepioniB oHoBieHHS iH(opMartii (250c¢).

OcHOBOIO anropuT™My CcynpoBomxkeHHs € ¢inbTp Kammana I-ro mopsaky, mo mpamioe y IeKapToBid
CHCTeMI KOOPIMHAT i € ONTUMAIBHUM JUIS 3a3HAYCHOTO THUILYy pyxXy. IIpm mpoMy, sSIK BUIHO i3 pe3yibTaTiB
MO/JICTIFOBAHHS, BUKOHAHHS BUINE3a3HAYCHOI YMOBH «ManopyxoMocTi» PO mpu3BoauTs 10 Maixe XaOTHIHOI
3MIHM OLIHOK HOTO IOTOYHOTO IUIOIIMHHOTO KYpPCY alrOpHUTMOM CYNPOBODKCHHS BiI OTIVISILY IO OTIILY
MPOTATOM JIOCUTh TPUBAIIOTO Yacy (Akimo Kypc PO po3paxoByeThest 6e3mocepeHbOo 3a pe3yabTaTaMu poOoTH
¢inerpy Kanmana). Taka curyaiis OpHU3BOAWTH JO CKIQJHOCTI aHamizy (MpOJIOHrailii) TpaekTopii
nmogaeiioro pyxy PO Ta BH3HAYeHHS CHPSMOBAHOCTI ioro fii. KpiMm Toro, me ycCKJIaHIO€ BHPIIICHHS
3aBJIaHb JIMCIIETUYEPCHKOTO KOHTPOJIIO, 3a0e3neueHHs Oe3lekn Ta yrnpapiiHHs pyxoM MHoxuHH PO. Orxe,
3MJIAJKYBaHHS MOTOYHHX OLIHOK Kypcy PO «ManopyxoMux» 00’€KTIB € aKTyalbHOIO 3a/1a4€lO0.

3arayiom, 3agauda 3raKyBaHHS (DOPMYIIOETBCS, SK 3ajada 3MEHINCHHS AHUCIepCii MOXMOKH OIIHKA
JIESIKOTO TIapaMeTpy, OAHAK OCKUIbKM BHHUKHEHHsI TTOMITHOI CHCTEMaTHYHOI HMOXWOKHM Takoi OLIHKH B
HAallOMy BHUNAIKy € He0aXaHUM - B MOJAJIBIIOMY OyZE€MO Hapsay C TOHATTAM <(GIIIAJKYBaHHS
BHKOPUCTOBYBATH TEPMIiHH «(PITBTP» Ta «PiIbTpaLisy.

Xapaxkrep pyxy Oyab-skoro PO 3a KypcoM MOXHa MOJUTHTH Ha pyx 0€3 MaHEBpPY Ta pyX i3 MaHEBPOM 3a
UM mapaMmerpoM. PosrisiHemo HadmpocTimmii xapaktep pyxy PO mins #oro cympoBomkeHHS — 0e3
3[iICHEHHS] MaHEBPY 3a KypCOM.

VY [2] nns BupinieHHs 3a7a4 3IaKyBaHHS KypCy 3alpollOHOBAHO BHKOPHCTOBYBATH €KCIIOHEHIliANbHE
3MIQJDKYBaHHS, sIKE € JOCHTh IPOCTUM Ta e(EeKTHBHHM CIIOCOOOM 3IVIaJUKyBaHHS HE3MIHHUX Y wyaci
napameTpiB [3,4] Ta Ha BiAMIHY BiJ METOIIB KOB3aKYOIr0 CEPEAHHOTO Ta HAWMEHIIUX KBAaJPATiB MOYUHAE
«GTIaPKyBaTH TTApaMeTp 3 APYroi HOTO OIiHKH:

Q = (1_ E;)Qk +EQy > 3
ze ék - omiHKa Kypcy Ha k-my xpori cynposomkeras PO, oTpumana y pe3yinbTaTi eKCIIOHEHIIaIbHOTO

3MI1a/KyBaHHS ( QO =0));

Qx — po3paxoBaHe 3HAYCHHS KYpPCY 3a JJaHUMHU OIIHOK Tiapametpis pyxy PO na k-mMy kpoiti 06po6Ku
iH(pOpMaIii aNTOPUTMOM CYIIPOBOJIKEHHS;

& — KoeiIieHT eKCIIOHEHIIAIBHOTO 3 KyBaHHs (& 3MiHIOeThCs Big 0 mo 1).

Sk Bimomo, mpu & — 1 3pocrae AKICTh 3IIaJPKyBaHHS MapamMeTpy Ta TOYHICTh HOro BU3HAYECHHS MiCIs
3aBEPIIEHHS MEepPeXiJHOTO IIPOIECy) OJHAK CIOCTEPIraeThCs 3HAYHA IHEPTHICTH BiAMOBIIHOTO QiIBTPY
(3pocrae wac Horo HajalITyBaHHS Ha AilicHe 3HaveHHs). [Ipu 3MeHIIeHHI & - CHUTYyallis 3MIHIOETHCS Ha
npotunexHy. (Ha puc. 2 nokazaHo pe3yiabpTaTH MOJEIIOBAHHS 3ri1a/pKyBaHHs Kypcy PO, sikuii He MaHEeBpYE,
3a JIOTIOMOT'OI0 €KCIOHeHLianbHoro (GinpTpy 3 Koedimienramu & = 0,9, ta § = 0,7 (cyniibHa Ta IIyHKTHPHA
KpHBIi, BiIMOBITHO, MOMiYeHI YOTHPUKYTHHM MapKepoM), IO MiJATBEpIKye 3a3HadeHe Buue). OTxe, mpu
BHKOPUCTAHHI EKCIIOHEHI[IAJIFHOTO 3T DKyBaHHS HEOOXIAHO NIyKaTH KOMIIPOMIC MiXK IIBHIKICTIO
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HaTAIMTyBaHHS (UIBTPY Ha [ificHE 3HAYCHHS IapaMmeTpy Ta TOYHICTIO BH3HAUCHHS Mapamerpy IMicis
3aBepIUeHHs IepexigHoro nponecy. HeoOXimHO Takok BpaxoByBaTH, IO TPUBAJIMH Yac HaaIllTyBaHHS
¢ineTpy (§ — 1) npu3BeneHe 10 HESIKICHOTO BUPIIICHHS 3a]a4l BiJCIIIKOBYBaHHs peaibHOro Kypey PO min
Yac MMOCTYIIOBOTO MaHEBpPY 3a UM IapaMeTPOM Ta Iicis Horo 3aBeplueHHs. JIOriYHMM BHPIIICHHAM OO
BUKOPHCTAHHS €KCIOHEHLIAIBHOTO 31V KYBaHHS BHUIVIAA€ BUKOPUCTAHHS PI3HUX 3HaueHb KoedilieHTa &
Ha pI3HUX KPOKaX HaJIaroKeHHs eKCIIOHEHIIaIbHOTO (iIbTpy.

Mera podotu

Po3pobutin MonmmdikoBaHHN EKCIIOHEHIIANBHUHN (iNbTp, IO J03BOJISE IIBHIKO HANAIITOBYBATHCS Ha
nilficHe 3HaYeHHsS Kypcy «Manopyxomoro» PO, mo po3paxoBYeThCS 3a BHMIPIOBaHHAMHU (OI[IHKAMH) HOTO
KOOpJHMHAT, 32 YMOBHU 3a0e3ledYeHHs] BHCOKOi TOYHOCTI OLIHKHM KypCy HIiCisl 3aBEpLICHHS IepPeXiJHOTOo
Ipolecy.

OcHOBHHUH 3MicT

s 3a0e3medeHHs] BUCOKOI SIKOCTI 3IJIa/DKyBaHHs IPHU OJHOYACHOMY 3MEHIICHHI 1HEpPTHOCTI QUIBTPY
MIPOTIOHYEThCS BHUKOPHUCTOBYBATH 3MIHHHHA KOEQIIEHT 3riaKyBaHHSA &, 3HAUCHHS SKOTO OJHO3HAYHO
BU3HAYAETHCS YacoM (TPUBAIICTIO) cymnpoBo/pkeHHS PO, TOOTO Uil AWCKPETHOTO CHOCTEPEKEHHS 32
o6’extom - § = f(Kk).

Posrmstaemo o6rpyHTyBanHs 3anexuocti f(K) 1 Bumaaky, Konu CTaTHCTHYHA MOXHOKA PO3PaXxOBaHOTO
kypcy PO mocriiina y yaci i He 3a1exuTh Bia K (yci OIIHKH KYpCy € piBHOTOYHHMH), & caM Kypc 00’€KTa He
3MIHIOETBCSL.

3a Takoi yMOBM BaroBui koe(imieHT & Moxke OyTH BH3HAUY€HO Ha OCHOBI PIBHSHHS JJIS OTPHUMaHHS
CTQTUCTUYHOT OLIHKH MaTEMAaTHYHOTO OYiKyBaHHs BUIIAIKOBOT BETUYMHHU:

~ 1K
Q =5, ZQk 1 (4)
K k=1
e K — KiJIBKICTh CLIOCTEPEIKEHD (OIIIHOK KYPCY).

To6T0, BUXOIs14H 3 HABEIEHOTO BUPasy, Bara ueprosoi K-i ouinku kypey (K = k) nopisaioe 1k , a
CyMapHa Bara ycixX MoImepeHiX OIiHOK (k —1)/ k.

Toni, 3HauenHst koedirienTa & Ha K-My KpoIli 3r1aKyBaHHS:
&= (k-1)/k . (5)

[MinctaBumo Bupas (3) y Bupas (1):

Qk = (1_ &« )Qk +&.:kék—l = (1_(k _1)/ k)Qk +(k _1)/k 'ék—l

1 OCTaTOYHO OTpHUMAEMO:

Q= M/ k)R +(k=2)/k-Qcsy- ©)

®daktuuHO BUpa3 (4) € BiZOMUM BHPa30M JUIs iTepaliiiHOro (peKypeHTHOr0) pO3paxyHKy MaTeMaTHYHOTO
OYiKyBaHHS BUIAJAKOBOI BEIMUUHU.

Ockinbku mpu K — o - & — 1, 3a Benukux 3Ha4deHs K, GinbTp BTPATUTh YyTAHBICTH 10 HOBUX 3HAYCHb
Kypcy. Jist 3a0e3nedeHHs] MOXKIIMBOCTI BiICJIIZIKOBYBaHHS JaHUM (DijIbTPOM HE3HAYHOTO MaHEBPY MO KypCy
JIOLTbHAM € 0OMEXKEHHSI 3HAUSHHS BAroBOro KoedirienTa & aeakum IucioM Kpay:

- (k-1)/k, mpu k<K, @
‘ (kmax _1)/kmax1 npu k>k

Ha puc. 2 cymninpHOIO JIiHI€I0, MApKOBAHOIO 3ipPOYKOIO, TTOKa3aHO PE3yJbTaT 3MIIAIKYBAaHHS Kypcy, lie
Kmax=10.

3 PHCYHKY BHUJHO, IO IHEPTHICTh 3TIIA/DKYBaHHA INpPHU BUKOpPHCTaHHI BupasziB (4) Ta (5) cyrreBo
3MEHIIYETBCSA 1 MPH IBOMY HOTO SIKICTh y CTalliOHAPHOMY PEXHMi MpHUONIHM3HO BIATOBiAAa€ BUMAAKY IJIS
£=0,9.

QinmpTp 3a BupazoMm (4) kpame (y cepeIHBOCTATHCTHYHOMY CeHci) HiK ¢impTp 3a Bupazom (1)
HaJIAIITOBYETHCA HA JifiCHE 3HAYCHHS MapaMeTpy i B yMoBax He3HadHOro maHeBpy PO 3a xypcom B mporeci
HaJAIITYBaHHSA (OWB. puC. 3, Tepim MAecATh LWKIIB OHOBIEGHHSA Kypcy). lloBeminka o¢imetpy (4) y
MOJIAJIBIIIOMY € 3arajioM aHAJIOTiuHOI0 (GiIbTpy (1) Ta M03BOJIAE BiJCTIIKOBYBATH HE3HAYHHHA i KOPOTKHHA Y
gaci ma"eBp PO.

max*
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Bxiaui aaui:
- KINBKICTE LMKNIB OHOBNEHHA HChopMalii - 45;
- Nepiog ornady Axcepena iHdopmauii (41) - 10 c;
- NokEKA BAMIDKBSHHA AL KOOPAMHST N0 A3MeHOCT 300 M,
- No asuryTy 20', No kyTy Micua 20°; L.i
- CEPEAHA AanEHICTE Big Al Ao PO Gnussko 200 kKM

——— - PEAMEHE 3HAYEHHA Kypoy _.
- DUiHKS KYPCY 2a A3HUMA SNMOPWTMY CyNpoBogkeHHA PO | &
T - 3MMEANEHE BHAUSHHA KYpry AnA S = 0,7 i
—*+— - 3MMAAXEHE BHAUSHHA KypCy ANA S =09 :
- 3MAAMEHE 3HAYBHHA KyPCY ANA & = variatie ;

i I | 1 I
o a1 10 15 20 25 30 35 40 k

¢ | | | T
EPIDJ HiicHui kype
w3 NOXMBKEMKW BU3HAYEHHA
s04 - Kam =07
Kamn=029
40 T+ K arn =variable ¥
+ * + A H * -
30 L\\ Al b + 3+ + _'*J B _._,-*"
I o e =
e ¥ -_*_; ; " ] & *
10 ot : A +
* +

0

0 5 10 15 20 25 30 35 40 K

Puc. 21. Pesynpratn MoseNOBaHHS 3aKyBaHHA Kypey PO, 110 He3HaYHO MaHEBPYE 3a KypPCOM.

CTaTHCTHYHI IOCHI/UKCHHS IIOKa3ald, M0 Yac HANAIITYBaHHS MOAM(IKOBAHOTO EKCIIOHCHIIaJbHOTO
GiTBTpY Ha AilficHe 3HAUCHHS KYPCY Y CepeIHbOMY 3MCHIIYEThCS Ha 5-6 IUKIIIB OHOBJICHHS iH(OpMAIIii i mpu
bOMY 3a0e3MeUy€eThCsl 3MEHIICHHS CepPeAHbOKBAAPATUYHOT MOXUOKU OLIHKK Kypcy nmpubmmsHo y 1,5 pasu
(10 3aKiHYEHHS MPOLIECy HaJATyBaHHS (iNbTPIB).

VY Bunanky 3HauHoro maneBpy PO 3a kypcom (iHdopmallisi Mpo Takuii MaHeBp MOXe HaJIXOJUTH BiJ
anroputMy (popmyBanns Tpac PO 3ac0o0iB po3Biaku), HEOOXiTHO 3/IHICHIOBATH «CKOPOUYCHHS» MEPEaiCTOPil
¢ubTpy 1 mnpojoBXKyBaTh 1l «HAKONMYEHHS» TMICJs 3aBEepLICHHS MaHeBpy. Sk Bimomo, Ha eTari
MaHEBPYBaHHSI, JJIsl 3T KyBaHHs apaMeTpiB pyxy PO H01ijIbHO BUKOPHCTOBYBATH JIMILE JIBI, TP OCTaHHI
ix ominku [3-5].

Omxke, Ha erami MaHeBpY, Ul 3DIQJDKyBaHHA Kypcy PO, nouineHo BHKopucTOBYBatH BHpas (5), 3
Kmax = 3, a60 4 (€ ~ 0,7 - 0,75). Ilicns 3aBepiuerns manespy PO 3HadeHHs Ky, 0OMeXyeThes 3HadeHHsM 10-
15.

Ha puc. 4 nokazaHo pe3yibTaT 301aIKyBaHHsA Kypcy PO a1 yMOB B LJIOMY aHAJIOTIYHUX PHUC. 2, OJJHAK
00’€KT 3IiiCHIOE 3HAYEHMH MaHEeBp 3a KypcoM. 3 pPHCYHKY BHJIHO, IO JMHAMIYHE HalalITyBaHHS
koedirienta & 3a Bupasom (4) (3a yMOB OOMeXeHHS K, SK ONHCAHO BHINE) JO3BOJISIE TOYHIIIE
BiJICNIIIKOBYBaTH JMiliCHE 3HAa4YCHHS Kypcy Ui 3aJaHuX BapiaHTiB pyxy PO y mopiBHSHHI 3
eKCIOHEeHIlalbHUMH QinbTpamu 3 & = 0,7 Ta £ = 0,9.

TakuM 4yrHOM, MOJM(IKOBAHUH €KCIOHCHUIAIBHUN (QLIBTP MOXE €(EeKTHBHO BUKOPHCTOBYBATHCS JUIS
sriaykyBaHHs Kypey PO. Ilpu npoMy, BUKOpHCTaHHS NEpeMiHHOTO Koe(illieHTa 3IiIapKyBaHHS JIO3BOJISE
3MEHIINTH Yac HalaIlTyBaHHS (QUIBTPY Ha AifCHE 3HAYEHHS KypCy, Y TOMY YHCII W ICHIA 3aBEpIICHHS
maneBpy PO.
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Puc. 22. Pe3ynpTaTi MOJICTIOBAHHS OLIHKHU Ta 3MIKyBaHHS Kypcy PO, mo 31iiicHUB MaHeBp 10 Kypcy

PosrnsiHemo OinpIn 3aranbHU BUMAIOK, KOJIH OINHKH Kypcy PO 3IiHiCHIOIOTBCS 32 HEPiBHOTOYHHMH
OIiHKaMH KoopAWHAT o0’ekta. Takuii BHUMANOK € XapakTepHWUM, MO TaK 3BaHOI TPETWHHOI, abo
MyJbTHpanapHoi o0poOku iH(opMarii B cucreMaXx MOHITOPHHTY, KOJH Kypc 00’€KTa BH3HAYAETHCS HE 3a
JAHUMH OJHOTO 3aco0y pO3BIAKM, a 0Jpa3y 3a JaHUMH JEKUIbKOX JpKepes iHpopmauii i3 pi3HUMH
XapakTepuCTHKaMU. Toxai KoedillieHT 3riaKyBaHHI & MOXKe OyTH pO3paxOBaHWH, BUXOISIYN 3 BHPA3y AJISA
CTaTUCTUYHOTL OL[iHKI/I MaTEMAaTUYHOI'O O‘IiKyBaHHﬂ BI/IH&}IKOBOI BCJIMYUHU 3a HepiBHOTO‘IHI/IMI/I
BUMIPIOBaHHSIMH.

Buxonsuu 3 Bupazy (1) Il eKCIIOHEHIaTbHOIO 3IJIaKYBaHHS, HECKIAJHO IOKa3aTH, IO IIOTOYHA
OIlIHKA KypCY JJIs HEPIBHOTOYHMX JAaHKUX OyJie pO3PaxOByBATUCS 3a BUPa3aMH:

Qk = pk/Pk 'Qk + Pk—l/Pk Qk—l; (8)
B =R+ P
e P, = ZI/ Gék — Bara K-i OLliHKH KypCy, OTpUMAHOI Bijl aITOPUTMY CYIpOBOpKeHHs PO;

Gék - CepeHbOKBaIpaTHYHA TOXHOKaA K-T OIiHKH Kypcy 3a pe3yiabTaTaMu 00pOOKH OJHUM JKEPEIOM;

Py - cymapHa Bara ycix OLIHOK KypCy, IO OTpHMaHi 10 K-ro mepiomy OHOBIEHHS iH(poOpMaIlil BKIIOYHO
(P1=p1).

[Ipn npomy, cepeHbOKBaAPATHUHY MOXHOKY OIIHKH Kypcy (G) Ha KOKHOMY Kpoli cynpoBomkeHHs PO
MOXe OyTH pO3paxOBaHO, BUXOASYH 3 CEPEIHbOKBAIPATHIHNX IMOXHOOK OLIHKU TUIOIIMHHUX KOOPAWHAT (G
Ta 6y) PO, Ha 0CHOBI AIKHX Kypc 00’€KTa BIacHe il po3paxoByeThCs:

g,ecnn (Ax = O)/\ (Ay > 0);
gn,ecm (Ax=0)A(Ay <0);
Ay :
Q= acrtg—ccm (Ax>0)a(ay>0);, (9)
X

T+ acrtgﬂ ,ecom (Ax < 0);
AX

2n+ acrtg% ,€CIIH (AX > 0)/\ (Ay < O),

ne AX, Ay - TOTOYHE IPUPOIIEHHS MJIOMIMHHUX KOOPIUHAT 00°€KTa (X, Y) y AEKapTOBil CHCTEMi KOOpIAMHAT.
Jnst BU3Ha4YeHHsI G, MO € (QYHKIEI BiJ IEKiIIbKOX BHITAIKOBUX apTyMEHTIB, BUKOPHCTAEMO METOJ
JiHeapu3allii, IKUi NeTaabHO OMUCAHUH, HANIPUKIAL, y [6].
Y BIOBIAHOCTI JI0 IHOTO METOY:

2 _ 2_ 2 2_ 2
0g” = (dQ/dx) oA + (dQ/dy) o4, (10)
2 _ 2 2 2 2 _ 2 2 2
e Gy =0, 4 +0, 20, U G, =0y, +6, *20,.
B KiHIEBOMY MiicyMKy, BpaxoByioun (7), [UIs G° MOXKHA 3alIHCATH:

2 2
2 AX 2 Ay 2 _ szciy N
o= 72 Az | Oy T 7| O™ 2 22+ 2 2@’
AX® + Ay AX® +Ay (Ax +Ay ) (Ax +Ay)
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a00 0CTaTOYHO, Pa3oM i3 ingexcoM K:
o 2M%;05, + 20y oy,
Qk 2 2
(ax? +ay2f

Bupazu (6) Tta (9) BimoOpaxaroTh (QYHKIIOHANBHY 3aJEXKHICTE KoeQillieHTa 3IIIapKyBaHHSA IS
MOJU(IKOBAHOTO EKCHOHCHIIanbHOTO (inbTpa Kypcy PO), mo, Ha BimMmiHy Binm Bupasy (4), BpaxoBye
HEPIBHOTOYHICTh MMOTOYHUX OIIHOK KYpCY.

Ha puc. 5 nokazaHo pe3ynbTaTy 3ri1a/)KyBaHHsI KypCy IPpH BUKOPUCTaHHI €KCIIOHEHIIaIbHOTO (QiIbTpy i3
€=0,9 ta MomudpikoBaHUX EKCIOHCHIIANEHUX (iNbTpiB Oe3 BpaxyBaHHA Ta 3 ypaxXyBaHHSAM HEPiBHOYHOCTI
ouiHOK mapamMeTpiB pyxy PO pisHumMu 3acobamu po3BiakH. B X071 MOJEIBHOTO eKCIIEPUMEHTY BBaXKaJiocs,
110 JaHi PO apaMeTpH pyxy 00’€KTa HaJXOATh MOCIII0OBHO BiJl TPhOX HEPIBHOTOYHHUX JIXKEPEI.

SIk BUZIHO 3 PHUCYHKY, MOAM(IKOBaHMH EKCHOHEHILIAJbHUH (UIBTpP, IO BPaxOBYE HEPIBHOTOYHICTH
OLIIHOK MapaMmeTpy, SKWH 3rNIaKyeThCs, JO3BOJSE OTPUMATH OifbLI SIKICHI pe3yiabTaTH 3IIIAJKyBaHHS Y
MOPIBHAHHI 3 IHITUMH €KCTIOHCHIIATBbHUMHI (QUIbTpaMu. Y cepeqHbOMY TaKui (PUIBTP MTO3BOJISLE JOAATKOBO
CKOPOTUTH 4Yac HAJAIITYBaHHA Ha [EKiJlbKa IepioJiB OHOBICHHS 3HAYCHHSA IapaMeTpy Ta HOIAaTKOBO
3MEHIIUTH CEePEeIHbOKBAJPAaTUYHY NOXHUOKY BH3HAYEHHS MapaMeTpy (KOHKPETHI XapaKTepHCTHKH TaKOTo
(GUTBTPY IPSAMO TPOTIOPLIHO 3a]ekaTh BiJ YUCIa HKepel iHpopmaii Ta X To9HOCTI).

(1)

“77 AR e

"‘"’*"‘WW»

30 ; ——
i

20

[iiiCHE BHAYEHHA KypCy

PesynbTaTH HEPIBHOTOYHOM BUMIPIBAHHA

—+— 3MagweHe SHa4YeHHA kypoy ana £= 0.9

3Mapwene shaveHHA kycpy ana L = variable (piBHOTOYHICTE)
3rnagweHe HAYEHHA kypoy anA £ = variable (HepisHOTOuHICTE)

o 5 10 15 20 25 30 35 40 45

Puc. 23. Pe3ynbpTaTi MOJCITIOBAHHS OIIHKY Ta 3MJIa/pKyBaHHA Kypcy PO, 1110 IHTEHCMBHO MaHEBPYE 1O KypCy
Ha JIeSKIH TUISHII pyXy

BucHoBkn

Y po0oTi ans 3riaamKyBaHHS OLIHOK KypCy MallOpyXOMHX OO’€KTIB B MpOIeci iX CYMPOBOIKCHHS
3alPOIIOHOBAHO BHKOPHCTOBYBAaTH MOJM(QIKAILil0 BiJOMOTO CIoco0y eKCHOHEHIIaJbHOTO 3IJIaJUKyBaHHS
JMUHAMIYHUX JaHUX, KA [OJISTra€ y BUKOPUCTAHHI 3aMICTh MOCTIHHOTO 3HAYCHHS KOC(II[ieHTa 3TJIa)KyBaHHI
Horo nepeminHe 3Ha4deHHs. Take nepeMiHHe 3Ha4eHHs Koe(illieHTa PO3PaXOBYETHCS HA OCHOBI PIBHSHB JUIS
OTPUMAaHHS CTATUCTUYHOI OLIHKK MaTeMaTHYHOI'0 O4iKyBaHHS BUIIa/IKOBOT BEJIMYHMHH.

3ajauy BHU3HauYeHHs KoedillieHTa 3rJIa/KyBaHHS MOAM(IKOBAHOTO EKCHOHEHI[ANbHOTO (iIbTpy
BUPIIIEHO JUIA YaCTKOBOI'O BHIAJKy PIBHOTOYHMX OI[HOK KypCy Ta Julsi OLIbII 3arajbHOrO BHIAIKy —
HEPiBHOTOYHHUX OIIHOK IapaMeTpy.

B pesynprarti, yac HamamTyBaHHS MoAupikoBaHOTO (QIMBTPY HA AiliCHE 3HAYCHHS KYpPCY Y CEpEIHBOMY
3MEHIIYETHCS Ha 5-8 IMKIIIB OHOBICHHS iH(OpMAIl i pu mbOMY 3a0e3MedyeThCsl JOJATKOBE 3MEHIICHHS
CepeHbOKBAIPATHYHOT TTOXMOKHU OLIHKK Kypcy y 1,5-2 pa3u. Lle n1o3Bossie oTpuMyBaTH OUIBII TOYHI OLIHKH
Kypcy MaJOpyXOMHX O0’€KTIB Ha II0YaTKOBOMY eTami iX CyNpOBODKEHHS, KOJM IiCHye HaHOiibIIa
HEBHU3HAYEHICTD MO0 IX Miil.

3anpornoHoBaHUH MOAN(IKOBAaHUHA METO]I €KCTIOHEHIIAILHOTO 3TJIa/KYBaHHSI MOKE BUKOPHCTOBYBATHCS
JUTA 3TTIaJDKYBaHHS MOCTIIOBHOTO PSIIy PIBHOTOYHHX Ta HEPIBHOTOYHHMX BHMIPIOBAHB (OINHOK) OYIb-SIKHX
MOCTIHHUX y Yaci BEIWYMH JJISI CKOPOYECHHS IEPEXiHOr0 MpOIeCy HaNaIITyBaHHS Ha MiiCHE 3HAYEHHS
BEJINYMHH.
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MAHIITYJIOBAHHSI BUBOPOM YV 3AJIAYAX BATATOKPATEPIAJIBHOT ONITUMI3AILIIT
I'matienko ['puropiit MukomnaiioBud
Kuiscoxuti nayionanvnuu ynieepcumem imeni Tapaca Llleguenka

G.Gna5@ukr.net

AHoTanisg. Po3ristHyTO TpoOieMH MaHINMYJIIOBaHHS BHOOPOM BapiaHTIB pillleHh y CHTYaIlisX
eKCIIEpPTHOTO OIliHIOBaHHA. HaBeneHO omucaHHs 3agadyl eKCIEPTHOTO OIHIOBaHHS Yy BHIJLLII
KOPTE)KY, Ha OCHOBI SKOTO JOCHIHPKEHO MOXKIMBOCTI MaHimystoBaHHS BuOopoMm. OcobnuBy yBary
npuaieHo 3anadyam OaratokputepianpHoi onrtumizanii (3BKO). Onwucano mnocranoBky 3BKO 3
aKIEHTOM Ha 1i CKJIQJIOBI Ta EBPUCTHKH, SIKI MOXYTh OyTHM BUKOPHUCTaHI IJIsi MaHIiIyJIIOBaHHS.
3anponoHoBaHO Kiacu(ikalilo 3agay MaHINMyJIOBaHHA BHOOPOM B CHUTYAlliiX €KCHEPTHOTO
OIIiHIOBAaHHS, K1 (POPMaNi3yIOTECS Yy KiIaci 0araToOKpUTepialbHUX ONTUMI3AIifHAX 3a1a4.

KiniouoBi cioBa: ekcnepTHe OLIHIOBAHHS, NPHHHATTSA pillleHb, MAaHIIyJIOBAaHHS, CBPHCTHKA,
OaraTokpuTepiadbHa OITUMI3aIlisl.

1 Beryn

Y cyuacHOMy CBiTi mpoOiieMa MaHIMyJIIOBaHHS BHOOPOM CTa€ BCe OULIBIN aKTyajdbHOIO. AJDKe 3amadi
BUOOpY BUHUKAIOTh y HAWPI3HOMAaHITHIIINX cepax, a MOXKIIMBICT BHOOPY € OCHOBOIO JIeMOKpaTii. B Toii xe
4ac BiJJOMO, L0 MAHIMyJIIOBaHHS — II€ BHJ| NIPUXOBAHOTO YMHpaBIiHHA. TOMY JOCIIJUKEHHS MOXJIMBOCTEH
MaHIMyJIIOBaHHS Ul PI3HUX MOJENIed NPHUHHSTTS pillleHb Ha ChOTOJHI € aKTyaJbHUM 1 HepCIeKTHBHUM
HANPSIMKOM JTOCHIKeHb. BUBYCHHS Tpo0JIeM MaHIMYJIOBaHHS € THM OUIBII BaXIUBUM TOMY, IO HEPiAKO
3aCTOCYBaHHS LIKaJ [P BHMIPIOBaHHI JESKUX SIBUI MEPETBOPIOETHCS Ha TPUBIAJIbHE NMPHUCBOEHHS LUQD, a
HE Ha 33JIeKJIapOBaHe J0CIiTHUKaMH BUMIPIOBaHHS Cy0’ €KTUBHMX CKJIQJIOBHX 3aadil MPUHAHSATTS PillICHb.

MaHinynoBaHHS B 3a/1auaX BHOOPY j00pe AOCIiKeHe 1 Ui TaKuX 3a/1a4 po3podiieHa teopis arenau [1]
— MaHIIYJIIOBaHHS «IOPSAIKOM JEHHHM», TOCIIIOBHICTIO 3aCTOCYBaHHS Npoleayp BuOopy. Bimomo Takox
[2], mo mpaBmiI0 BUOOPY € 3aXUIIEHUM BiJl MAHIITYTIOBAHHS TOJI 1 JIUIIE TOMI, KOJIU BOHO € TUKTATOPCHKUM.

VY wuiii poboti GyaeMo posrisiaTH 3ajadi MaHinyJOBaHHS BUOOPOM, SIKi BUHHMKAIOTh IpH (opmarrizaiii
NpaKTHYHUX TpobiieM Yy Kiaci 3anad  OaratokpurepianbHol onrtuMizauii. KpurepianbHuil nigxin e
PO3IOBCIOKEHUM TIiJIXOJIOM IIPU PO3B’si3aHHI 3ajay NpUHHATTA pimeHb. Lleit mixxin 1o onmcaHHs 3anadq
NPUAHATTA PilIeHb MTOB’I3aHMAN 3 MPUIYIICHHAM, [0 KOXXKEH 00’€KT MOKHA OI[IHUTH KOHKPETHHUM YHCIIOM,
SK€ € 3HAYCHHAM KPHUTEPist, TOMY MOPIBHSIHHSA 00’ €KTiB 3BOAUTHCS JI0 MOPIBHAHHS BiIMOBITHUX IM YHCETL.

VY GaraTboX CHUTYyalisX EKCIIEPTHOTO OILIHIOBAHHS € AOLIJILHAM 33aJ]aBaTH He OJIHY CKaJSIpHY OLIHKY SKOCTI
00’€KTIB, a CYKYyNHICTh INOKAa3HHUKIB SKOCTI 1 PO3IJIANaTd 3ajady y BEKTOpHii nocraHoBui. Ilpu mpomy
BUHHKAE 33ja4a OaraTokpurepiaibHOl onTuMizanii. Yacto GaraTokpuTepialibHICTh € C1ocoOOM 301IbIIEHHS
a/IEeKBAaTHOCTI OnMcaHHs Ili. B Toi ke vac, sixk OyJe rmokasaHo HIDKYe, 0araTOKpUTEpiabHICTD BiJKpUBae
MIMPOKI MOJIMBOCTI JJIs1 MAHIITyJIFOBAaHHS BUOOPOM.

2 3agadi eKCrepTHOTO OLiHIOBAHHSI
Jis ommcaHHS 3a/7a4 €KCHEePTHOTO OIliHIOBAaHHA BHUKOPHCTOBYETHCS ii CHMBOJIBHE NpEICTAaBICHHA Y
Buniai koprexy [3] <A, S,R,E, C,P>, nme A-— mHOxuHHa 00’e€kTiB (BapiaHTiB, aJbTepHATHUB, HAOODIB

napameTpiB), S — MHOXHHa 0OMeXeHb, R — MHOYKHHA KpUTEpIiB, KAl BUMIPIOBAHHS 10 KPUTEPISX, 3rOPTOK
KpHUTEpiiB, BiIOOpakeHHS MHOXHHM JOIMYCTHUMHUX albTEepPHATHB y MHOXHHY KPHTEpiallbHUX OIHOK, E —
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MHOXHHa (OPMAIBHUX XapaKTePUCTHK eKcrepTiB, C — MHOXHWHA IUJICH, IO CTOATH Tepes AOCTiTHUKAMH,
P — cuctema mepeBar BHpIIIyl0uoro eneMeHTa: ocodu, mo npuiimae pimerss (OITP), abo rpynu excnepTis.
MHoxuHa A, 110 CKIANAeThes 3 N 00'€KTIB, SKI MOPIBHIOIOTHCS MiXk COOOIO:

achA i e{l,...,n}z l.
O0'eKTH OMTUCYIOTHCSI MHOKUHOIO M TapaMeTpiB, TOOTO KOKEH 00’ €KT € TOYKOIO JCAKOTO

napameTpuysoro npocropy Q"
a, :(ail,_,,,ai’“), aeh iel, AcQ",

ne aij, iel, j e{l,...,m} =J, —3Hauenns j-ro mapamerpa 1-TO 06 exra.

3 wmuoxuan A OIIP BuOupaeTsCs HafKpamuii 3a BCTAaHOBJICHHMH KPHTEPISIMH 00’€KT Ta
oOrpyHTOBYEThCs Horo BuOip. Ha erami oOrpyHTYBaHHS IiAXOAIB 0 BUOOPY Ta BiacHe camol HPOLENypH
BHOOpY BUHUKAIOTHh MOXKJIMBOCTI JUIS MaHIIyJIIOBaHHS pe3yJIbTaTaMHU PO3B’s3aHHS 3a/1a4i.

Jns ommcy wmeroniB Ta anroputMiB po3B’s3aHHs 3EO HaBeneMo OCHOBHI TMOHATTS, sIKi OyIyTh
BHKOPUCTOBYBATHCS y mopanbimoMmy BukiaaeHHi. Ilix 3EO posymitoTe mapy <C, A>, ne C— npuHIHI

onTUMaNbHOCTI, A— 3a7aHa MHOXUHA 00’€ekTiB. Po3B’s13k0oM 3EO <C, A> € MIMHOXHUHA 00 €KTIB A; C A,
oJepiKaHa 3 BUKOPUCTAHHSIM IIPUHLUIY ONTUMAJIBHOCTL: A = C(A). B Teopii nocnmimxenHs omeparii [4]
napa <C, A> Ha3MBAETHCS:

— 3a/1auer0 MPUHHATTS pinteHb, skmo C Ta A He € anpiopHO 3a1aHAMH i MOXKYTh BapirOBATHCS;

— 3aj1a4€10 BUOOPY, SKIIO MHOKHMHA 00’ €kTiB A € 3a/1aH00, a IPUHIKMI ONTUMANbHOCTI C — TakuM, 110
BapilOETHCS;

— 3araJIbHOIO 3aaueto ormrumMizarii, kom C Ta A e 3amaHuMu.

3po3yMiio, M0 Y CHUTyallisfX, A€ JAOIMYyCKAIOThCS Bapiamii NPUHIMIY ONTUMAILHOCTI ab0 MHOMXHHU
00’€eKTIB, BUHUKA€ MOXJIMBICTb JUISI MaHIITyJIOBaHHs. AJie 30CepeIMMOCs Ha OCTaHHIN CHUTyallil — 3ajadax
onrtuMizaii. [Ipuuomy OyznemMo nociipKyBaTH NpoOiieMaTHKY 3a/1ad 0araToKpuTepiaibHOT ONTUMI3ALl.

3 TIloctaHoBKa Ta 0c00.IMBOCTI BU3HAYEHHS PO3B’A3KIB 3a1a4i 0araTokpuTepianbHOl onTUMIi3amii

3anaua OararokpuTepiaNbHOI onTUMI3alii popManizyerhes y Takii mocraHos [3, 5]:

y; = fi(x) > max, iel,, ©)
y, = f,(x)—>min, iel,, ()
xeA AcE", 3

ne A— MHOXHMHA O0’€KTIB, SKi XapakTepH3yOThCA M MapameTpamu, TOOTO Hajiexarth mpocropy E™;
y(x) = (f,(x),...,f, (X)) — Bexrop omiHOK 06’ekTiB aG0 KpuTepiiB, AKMH 3aMA€THCS BiTOOPAKEHHIM
f:A—E, L={l..k}j— MHOXMHA iHjeKciB KpuTepiis, Liz{l,,_.,kl}, LZ:{k1+1,_.,,k} — MHOXHHH
iHJIeKCIB KpUTepianbHUX (DYHKIIH, sKi, BIINOBIIHO, MaKCHUMI3yIOThCS Ta MiHiIMi3yloThess, L L, =L. Y

JESIKMX 3a/]auaX MHOXHHA O0’€KTiB BHAUISETHCS 13 mupinol MHOXMHH Ac DcE™ 3a momomororo
00MeKeHb, SIKi HalJacTile 3a1al0ThCSI CUCTEMOIO HEPIBHOCTEH.
Bektopu Y = (yl,...,yk) Ta y' = (yl',...,y|’< ), y # Y', 3HaXOMATHCS y BimHOMmEeHH] ">", sIKIIIO

! H . . .
Yi 2 Y, VieLl, ixoua 6 oxna HepiBHICTE € CTPOTOIO.
Ominka 06’ekra y° = f(a,), y° =(y1°yl‘(’) Ha3WBaeThCs ePeKTUBHOIO (omTuManbHO 3a Ilapero,
ITapeTo-oNTHMAbHOI0, HEMOKPALIYBAHOK, MaXKOPAHTHOK, HEJOMIHOBAHOK), 32 BiJHOIIEHHAM '>", AKIIO

. . . 0 . 0
He icHye 1HIOo1 oliHKKM Y, sika © cTporo nepepaxkaja y°, TOOTO BUKOHYBajocs O BifHOIIEHHs Y > Y .

Binomo [5], mo nBa edekTUBHUX 00’€KTH € a00 €KBiBaJCHTHUMH, a00 HETIOPIBHIHUMH MK CO00I0 32
MHOXKUHOIO KPUTEDIiB.

[TpoGnema BuzHaueHHs obnacTi [TapeTo € cTporo 06 €KTHBHOIO 1 BUpILIyeThCs O€3 3aCTOCYBaHHS Oyib-
SKHX €BPHCTHK [5]. Ane 001acTb KOMIIPOMICIB € MHOXHMHOIO TOYOK, 3 SKHX Yy OUIBIIOCTI BUMaAKiB Tpeba
BHOpaTH OJHY. 3BY)KEHHS 00acTi epeKTUBHUX 00 €KTiB i, TUM Oinbie, BUOIp €AUHOTO 3 HUX MPUHIIMIIOBO
moTpedye 3acTOCYBaHHS JTOJATKOBOI iH(opMarii Bii eKCTIepTiB, OCKINbKH e(pEeKTHBHI HAOOpH mapamMeTpiB He
MO>KHA MTOPIBHATH OJIUH 3 OJJHUM (HOPMAITLHO.

Omiaky 00’€KTiB MalOTh Pi3HY PO3MIPHICTH, OCKIJIBKM XapaKTepH3YIOTh pi3Hi (i3W4HI BIACTHUBOCTI
00’€KTiB, TOMY JOUUIBHO PO3MIIAAATH HE aOCONIOTHI 3HAYEHHS OIIIHOK 00’€KTiB, a 1X 0e3p03MipHi 3HaUYEHHS.
MOHOTOHHI IEPETBOPEHHS, SIKi MEPEBOIATH OLIHKK 00 €KTIB 10 6€3p03MipHOTO BHUILY, HABEACHO Y MEPUIIOMY
po31iiti, B IKOMY BOHM ITpEACTaBIeHI (OpPMyJIaMH...
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Jlist onmrcanHst OAHOTO 13 croco6iB po3B’s3aHHsa 36KO, BBOAATECS EBPUCTHKHY.
Eepucmuxa E1. BuGip BUIy MOHOTOHHOTO MEPETBOPEHHS ¢ (a), iel, AE€A, A mnepeBeneHHs

3HAYCHb ITapaMeTpiB 00’ €KTiB 10 03pO3MIpHOTO BHAY 3MIHCHIOETHCS €KCIIepTOM 3a (hopMyJIaMH, SKi MaroTh
3aJJ0BOJIBHATH TAKHM BHMOTaM:!

— BPaxOBYBaTH HEOOXIMHICTh MiHIMi3allil BIIXWJICHb BiJ] ONTHMAJIBHUX 3HAYCHb MO KOXHIN MiTbOBIN
Pynxuii (LP);

— MaTH 3arajJbHUH 0YaTOK BIJUTIKY 1 OJJHAKOBHH ITOPSI0K 3MiHU 3HAUEHb Ha yCili MHOXHHI 00 €KTIB;

— 30epiraTi BiJHOLIEHHS IepeBard Ha MHOXWHI 00’€KTiB, sIKi IOPIBHIOIOTHCS, 3a cykymHicTio L®, i
,TAKUM YHHOM, HE 3MIHIOBATH MHOXXUHY €(DEKTUBHUX 00’ €KTIB.

Po3B’s30k 3bKO Moske BUSBUTUCS HE ONTUMaNbHUM aist xkoaHoi LD Buny (1), (2), ane ogHoyacHo OyTH
y TIIEBHOMY PO3YMiHHI HalKpamIuM po3B’sI3KOM [UIA YCiX KpUTEpiabHUX (QYHKIIH OJHOYACHO.

Espucmuxa E2. Hatikpanmm 06’ektoM nipu po3s’sizanHi 36KO crmixg BBakatn Takuil 00’ €KT, IS SIKOTO
BiIXWJICHHS BiJ HAMKpaIIWX 3HAYCHB MO KOXKHIH OIiHI € MiHIMAIbHUMH.

SIKmo HaiMeHIIi 3HaYEeHHs BIIXMICHD 10 KOKHOMY KPHUTEPi0 HE JOCATAIOTHCSI OMHOYACHO HA XKOJAHOMY
00’€KTi, TO BUHIKAE HEOOXITHICTh MOPIBHIOBATH IIi BIIXWJICHHS MiX CO0OI0, III0 TIOB’S3aHO 3 HEOOXiTHICTIO
3aITydeHHS JOIATKOBUX E€BPHCTHUK BiJ eKcrepTiB. il KOHCTPYKTUBHOTO BH3HAYEHHS HAWKpamoro o0’exTa
HaBeZIeMO IIIe O/IHY TEOpEMY.

Bitomo, 10 /115t KO3KHOTO 06’ekTa @ € A, TaKoro, 10 y IPOCTOpi NepeTBOpeHuX 3HaueHb 1D cripapeamsi

HepiBHocTi 0 < @), (a) <1, Viel, icuye Bektop p= (pi e L), SIKUI 3a/I0BOJIBHSE CITIBBIIHOIICHHIM

HOPMOBAHOCTI:
pi >0, iel, 4)

S =1 5)

ieL
TaKi, Mo 00’€KT a € A, 3aJ0BOJIbHSE OJTHOYACHO k piBHOCTSIM
pio(@)=k,, Viel. (6)

BBeneMo 1iie Tpu eBPUCTHKH.
Espucmuka E3. Bextop Baroux koediuientis O p =(p;,i L), sSKuii 3210BOIBHSE CMIiBBITHOMECHHIM

i ancno Ky,

(4), (5), 6ymemo iHTepIPETYBATH K BiHOLICHHS MMEPEBATH Y KITbKICHOMY BHTJISIII Ha MHOKHHI [[D.
Eepucmuxa E4. T1in po3s’a3kom 35KO 1 3agaHoro BekTopa BaroBux koedilieHTiB p = (,oi e L), Oymemo

PO3YMITH TakWii KOMIIPOMICHHUI O0’€KT, SIKMH HAJIGKUTh MHOXHHI €(PEKTHBHHUX OO’€KTIB 1 3HAXOMUTHCA Ha
HANPAMKY, KU BU3HAYAETHCSA BEKTOPOM p = (p;,i € L).

Espucmuxa E5. Komnpomichuii po3s’szok a, € A 3bKO mae 3a0e3nedyBaTH 0JHaKOBi MiHiMasbHi
3Ba)KEHI BiTHOCHI BiIXMJICHHS pia;l(ao ), i € L, 3a BciMa KpUTEPisIMH OJTHOYACHO.

Hoseneno [5], mo AKmMO a, ¢ A € eHEKTHBHUM 00’€KTOM I BEKTOPA p=(p;,icL) TO LHOMY 00’€KTY
BiNOBia€ HaliMeHIe 3HaYeHHs napamerpa Ky, mpu sikomy cucrema (6) BUKOHYETBCS OHOYACHO ISl YCiX

L.

Bimomo Takox [5], mo s Toro, mob 06’eKT a* e A, TaKwii, 110 o, (a*)> 0, Viel, OyB edeKTHBHUM NpU

3a/]aHOMy BEKTOpi BaroBux KoedillieHTiB p=(p,,ieL) HOCTaTHRO, OO a’' e A OyB €JIMHUM PO3B’SA3KOM

CHCTEMH HEpiBHOCTEMH

po(@)<ky, Viel, (7

JUTsI MiHIMAITLHOTO 3HAYEHHS MapaMerpa k;, [P SIKOMY IIsI CHCTEMA € CYMICHOIO.

Takum unHOM, KOoMHpoMicHu# po3B’s30k 3BKO, Buznauenwuii eBpuctukoro ES, moxe OyTH 3HaiineHnit
AK €IMHHH PO3B’A30K CHCTEMH HEPIBHOCTEH BHmy (7) IV MiHIMANbHOTO 3HAYEHHS mapamerpa K,, mpu

SAKOMY IISI CHCTEMa IIe CyMicHa. Y MpPOCTOpi BiHOCHHUX 3HAu€Hb MapaMeTpiB 00 €KTIB KOMIPOMiCHOMY
00’€KTy BIJIMIOBiIa€ TOYKA TEPETHHY MPOMEHS, HAIMPABISIIOYi KOCHMHYCH SIKOTO BH3HAYAIOTHCS 3aJaHUM
BEKTOPOM BiHOCHOI BaskimBocTi LD p = (pi e L), 3 MHOXKHHOIO €(PEKTHBHHUX 00’ €KTIB. SIKIIO TaKOl TOUKH
He icCHye, TOOTO Ha IIPOMEHi, W0 BU3HAYAETHCS BEKTOPOM p:(pi,i € L), HE JISKUTH XKOJHA TOUYKa, SIKa
BiJIMOBia€ ePeKTUBHOMY 00’ €KTY, TO KOMIPOMICHUM 00’€KTOM BBAXKAETHCS TOW, JJISI SKOTO BUKOHYETHCS
cuctema HepiBHOCTeH (7) 1 mbOMYy O0’€KTY BiJMOBigae TOYKa, HAWONMKYA IO 3aJaHOTO MpOMeHs. SIKino
KOMIIPOMICHHUH 00’€KT HEe €IUHNH, TOOTO iCHY€E AesKa MiIMHOXHHA e(pEeKTHBHUX 00’ €KTiB, €KBIBAJICHTHUX 3
TOYHICTIO JI0 JESAKOT0 JOCTaTHRO MAJoro 4YMCJia 3a 3HAYEHHAM HapameTpa k,, TO BHOIp KOMIIPOMiCHOTO
00’€eKTa 31HCHIOETHCS 3 IOTIOMOTOI0 1HIIIOTO KPHUTEPIIO.

3a3naunmo, mo anprepHaruBamu B 3BKO (1)-(3) moxytb Oytn, 30Kkpema, pamwxysanHs [3] abo
00’€KTH 4H SIBUIIA 1HIIOT IPUPOIH.
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4 Kuaacidikauis 3agay maniny/1ioBaHHsA BHOOPOM MpPH Po3B’sA3aHHI 3a7a4 0araToKpuTepiaIbHOL
onTuMizamii

BinmoBimHO 10 3aradpHOTO OMHCY 3afad EKCIIEPTHOTO OIIIHIOBaHHSA Ta OIMCAHOTO BHUIIE IITXOAY IO
po3B’s3anHs 3BKO, HaBememo po3pobiieHy aBTOpOM KiacH(iKaliio 3amad MaHIITYyJNIOBaHHA BHOOPOM Y
3amadax OaraTOKpUTEpiadbHOI ONTHMI3aIii.

4.1. 3aga4i MaHINyTI0BAHHS MHOKMHOIO AJTbTEPHATHB

MHOHHa aJbTepPHATUB MOKE OYTH 3MiHEHa PI3HUMH CIIOCOOaMHU:

— BOJIFOHTapUCTChKUM Tiaxoaom OITP;

— iMITaIi€l0 1eMOKPaTHYHHX MIPOLIEAYP, SKi B pe3yIbTaTi MPU3BOATH /10 3MIHH OYaTKOBOT MHOKUHH A;

— BBEJICHHSIM JIOIaTKOBHX OOMEKEHb Ta YMOB y4acTi albTePHATHB Y ITOJANBIIOMY PO3B’SI3aHHI
OaraTokpuTepiaTbHOI 3a/1a4i;

— CB1IOMHM ITHOPYBaHHSM JICSIKMX OOMEKEHb 3 METOIO PO3IIMPEHHS MOYaTKOBOT MHOXXHHH aJIbTEPHATHB;

— IHIIMMH TiOXOAaMH, AKi TPU3BOAATH OO 3MiHHM II0YaTKOBOI MHOXHWHH AallbTEPHATHB 3 METOIO
MAaHIITyTIOBaHHS Ta «0OTPYHTOBAaHOTOY» BHOOPY MOTpiOHOI 1yst OITP ampTepHaTHBH.

4.1.1. JIonOBHEHHS MOYaTKOBOI MHOKHMHH albTEPHATHE A IeAKOI0 MiIMHOKHHOI A", AN A=, 1xa

MiCTHTb anbTepHAaTHBY a € A*, mo Mae OyTH BHOPAaHOIO SIK PO3B’SA30K y pe3ysbTaTi poss’ssanns 3BKO
sy (1)-(3). Toni 8 e A= AUA".

. . . - - 1
4.1.2. BuydeHHS 3 HOYaTKOBOi MHOYKHHH albTEPHATHB A IEAKOi ITiIMHOKHHH A, AV\A=A , SIKa

* — .
MiCTMTh anbTepHaTuBy @ € A, ska He NOBMHHA OYTH BUOPAHOO K PO3B’SA30K y PE3yJIbTaTi PO3B’A3aHHS
3amaui BKO (...).
4.1.3. KomOinamis migxomaiB 4.1.1 ta 4.1.2: onHOYacHE JOMOBHEHHS MOYAaTKOBOI MHOYKHHH JTOMYCTAMHUX

anbTepHaTUB A JIEAKOIO MiIMHOKHHOKO A BUITydeHHs HebaskaHoi as Bubopy miamuoxkuan A, To6To
A=AUA \A.

4.1.4. 3miHa BaroMocTi NapaMeTpiB, AKi XapaKTepU3ylTh 00 €KTH IM04aTkoBOi MHOxuHM A. Jlns
JOCHI/DKEHHST 1IbOTO MIAXOAYy 10 MAaHINYJIOBaHHS BHOOPOM aBTOPOM pO3pOOJEHO TPYNy METOMIB
aIaNTUBHOTO BU3HAYCHHS BAroBUX Koe(illieHTiB mapameTpiB 00’ ekTiB [3].

Kpim minecnpsiMoBaHOT 3MiHH BaroMocTi mapaMeTpiB 00’€KTiB MOXKYTh OYTH 3aCTOCOBaHI TaKOX OLTBIT
paavKabHI Bapiamii [bOT0 MiIX0dY.

4.1.5. JIONOBHEHHS TMOYATKOBOI MHOXWHM IapaMETPiB ANbTEPHATHB A [EIKOK  MiJIMHOXUHOKO
A", A"~ A=, AKa MiCTHTh anbTepHaTHBYy a € A’ , m0 Mae OyTH BHOPAHOI AK PO3B’A30K y Pe3yJIbTati

po3s’ssanns 35KO suay (1)-(3). Tomi @ € A= AU A"
4.1.6. BuIy4eHHA 3 MOYAaTKOBOI MHOKMHH anbTepHaTHB A meskoi miaMHOXHHH A~, A\ A™ = Al, fxa

MICTHTh aJbTepHATHBY a < A™, sIKa He NMOBHHHA OyTH BHOPaHOIO 5K PO3B’SI30K y Pe3yibTaTi PO3B’s3aHHS
3amaui BKO (1)-(3).
4.1.7. KomGinamis migxoniB 4.1.5 ta 4.1.6: oJjHOYacHe JOMOBHEHHS MOYAaTKOBOI MHOXHHH JIOMYCTUMUX

* —_
anpTepHaTuB A feskoro miaMHoxkuHO A i BulyueHHs HeGaxaHoi s BuGopy miamuoxuau A~. To6To

Al=AUA\A".
4.2. Maniny.noBanHs 3 oome:xxeHHAsMH 3BKO Ta mkanamMmu BuMiproBaHHS

* *
4.2.1. JIomoBHEHHS MOYaTKOBOT MHOKHHU 0OMEXEeHb S nesxor miqMHOKUHOO S , S NS=9.

.. . . - - 1
4.2.2. BunydeHHs 3 IOYaTKOBOT MHOKUHH OOMEKEHB S neskoi niaMHOKUHYI S, S \S™=S".

4.2.3. Komb6inamis miaxoxis 4.2.1. ta 4.2.2: oaHOYacHE JONOBHEHHS OOMEKEHBL IOYATKOBOI MHOXHWHH
00OMeKeHb Ta BHIIy4eHHs HeOa)kaHOT MTiIMHOKUHI 0OMEKEHb.

4.2.4. ManinyaoBaHHS IIKalaMH TIpM  BUMIPIOBaHHI IapaMeTpiB aJbTEpHATHB: 3aMiHa IIKal
BHMIiPIOBAaHHS, 3aCTOCYBaHHSI HEPUITYCTUMHUX OTIEPAIliil IpH OIepaIiisax Hal pe3ylnbTaTaMHi BUMipIOBaHHS.

4.2.5. MaHinyTIoBaHHA 3 IIKAJIaMH BUMIpPIOBaHHS IIPH BH3HAYECHHI BaroBUX Koe(dilieHTIB mapameTpis,
BiJIHOCHOI Baru KpUTEPiiB, KOEPIIIEHTIB KOMIIETEHTHOCTI €KCIEPTiB (BaroMOCTi JKepen iHdopMaitii [6]).

4.2.5.1. Ilpu BuMIipIOBaHHI B OpPAMHAIBPHUX IIKaJTaX OPraHI3aTOPH EKCIEPTHU3U MOXKYTb IPUMYCHUTH
eKCIIepTiB BU3HAYATH CBOI MEpeBaru y MpOCTOpi CTPOTHX BiHOIICHb MEPEeBary, Mo30aBUBIIN TaKUM YHHOM
YYaCHHKIB €KCIIEPTHOI IPYIIH MOKIMBOCTI BUPAaXXaTH CUTYaIlil0 PiIBHOIIIHHOCTI ab60 GaiixyxocTi.

4.2.5.2. MoxyTh OyTH BCTAaHOBJICHI OOMEKEHHS B KapIMHAIBHIX IIIKaJaX: HAIIPHUKIIAJI, B Niana3oHi Big 1/9
710 9, IO CYTTEBO MOPYIIYE TPAH3UTHBHICTH BXKE Ha €Talll M0YaTKOBOI eKCIIEPTH3H Ta alpiopHO HE JT03BOJISIE
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JIOCSITTA  CUTyaIii HaATPAaH3UTHUBHOCTI BiTHOIIEHh MK IapaMeTpaMu, KPUTEPISIMH YH KOMIIETEHTHICTIO
EKCIIePTiB.

4.2.5.3. BcraHOBNICHHSI BUMOTH (hiKCOBAHOTO 33JaHHS 3HaYCHH MapaMeTpiB UM BiIHOUICHH IIEpeBaru Mix
o0’exTamMu, X TapamMeTpaMd, KPHUTEPiAMH YH KOMIIETEHTHICTIO eKcmepTiB. Lle Hepimko mpu3BOAWTE IO
CYTTEBOTO TOPYIIECHHS aJeKBATHOCTI MOJEIIOBAHHS IPEAMETHOI 0071acTi Ta HAaBMUCHOI BTpaTh iHpopMamii
PO SIBUILE, SIKS MOJCIFOETHCS.

4.3. MaHiny/JJI0BaHHS 3 MHOKHHOI0 METPHK, 1110 3aCTOCOBYIOThCS, KPHTEPIiB Ta cnocodiB 3ropTku
KpuTepiiB

Jnst TOCSITHEHHST METH MaHIIyJIIOBaHHS MO)KHA Maike HETOMITHO JUIs HEMiJArOTOBJIEHOIO CIiocTepiraya
BMOPATH 3 TIOYATKOBOT MHOYKHHHM JIOMYCTUMUX JILTEPHATUB A NMPaKTUYHO OY/b-SKY abTEPHATHRY, OaXaHy
st OITP.

4.3.1. Tlpu po3p’s3aHHI 3a4a4i B OpAMHANBHUX MIKaNaX ICHye KilbKa HANMOMYJSPHIIAX METPHK —
Xewminra, Kyka, EBxitiga Tomo [3]. SIk mpaBmiio, 3acTOCYBaHHSA KOXHOI 3 METPHK Ja€ Pe3yibTaTH, IO He
30irafoTbcsl 3 PO3B’S3KAMH, OJCPKAaHNMH B IHMKAX MeTpukax. Tomy OIIP mocratHbo nmmie BuOpartw,
PO3B’SI30K 32 SIKOI0 METPHKOIO 11 HalOUIbIe BIAIITOBYE.

4.3.2. Ilpu 3acTocyBaHHi (OpMyI AJsl IEpexoay 10 0e3p0o3MiIpHOTo BHIY KPHUTEPIIB CyTTEBUMH € TPAHUIII
3MiHM KpHTepianbHUX (yHKUid. BuOuparoun rinoTeTMyHO I rpaHuIi, MOXKHa MiAiOpaTH MOTPiOHI st
MaHIMyJIIOBaHHS PO3B’I3KOM 3Ha4€HHS 1 CYTTEBO BIUIMHYTH Ha OCTAaTOYHE PillICHHS.

4.3.3. Ha erami miAroToBKM 10 PO3B’sI3aHHS 3ajadi OaraTOKpUTEpallbHOT ONTHMI3allil Ha IONEpeaHix
erarnax MOXHa 3aCTOCYBaTH OJWH a00 KijbKa TypiB HpOLEAYp MOCHIZOBHOIO aHaji3y BapiaHTiB. ToOTo
MOTIEPEeTHhO BCTAHOBUTH TaKi KpHTepii, ski 3aiCHATH BinciB Hebaxammx mns OIIP anprepHaTHB 3
MOYaTKOBOT MHONMHM A, K 3a3manerias GE3MEPCHIEKTHBHUX 3 OMVIALY HA (JIETITUMHO» BCTAHOBJIEHI
KpuTepii.

4.3.4. 3miHa xiacy 3amad, B SIKOMY CIil (OpMami3yBaTH IIOYaTKOBY MOZETHh OaraTOKpUTEpialbHOI
ormrumizarii. [le aBTOMaTHYHO TATHE 3a CO0OI0 OOTPYHTOBaHE Ta HEMOMITHE I (aXiBIs 3aCTOCYBaHHS
NOTPIOHUX JUIS JIOCATHEHHS METH MAaHINyJIOBaHHS METOMIB pO3B’S3aHHS 3ajaui Ta 3acTOCYBaHHS
BIJITIOBIJTHUX BUIIB 3TOPTKU KPUTEPIiB 3a1adi.

4.3.5. JlonoBHEHHsI MMOYaTKOBOi MHOKMHM KPHUTEPIiB JESIKOI HOBOIO MiZIMHOKMHOIO 200 OJHHMM, HaBiTh
HECYTTEBUM KpHTepieM. TakuM YHMHOM MOXXHa 3pOOUTH e(EeKTHBHOIO ajJbTepHATUBY, sKa y HOIEpeIHii
MoJieni Oyna nomMiHOBaHOW0. Taka MaHIMyJIALis MOKe CYTTEBO BIUIMHYTH HA MHOXHHY €(DEKTHBHHUX pillICHb
nouatkoBoi 3BKO. A Biarak — i Ha BU3HAUYEHHSI KOMIIPOMICHOTO po3B’si3Ky 3ajaui (1)-(3).

4.3.6. BuurydeHHS 3 TOYaTKOBOI MHOYKHHH KPUTEPiiB R meskol miIMHOXKIHA KpUTEPiiB a00 HABITH OTHOTO
3 HUX. Take BTpy4YaHHS y IIPOIIEC MOXKE CYTTEBO BIUIMHYTH Ta MOOynoBaHy OaraTOKpuTepiajJbHy MOZAEIb
JIOCITIIKYBAHOTO SIBUIIA.

4.3.7. Kom6inamis migxoniB 4.3.5 Ta 4.3.6 MOXe CIPHYUHHUTH CHHEPTreTHYHHUHA e(eKT y MOpiBHSAHHI 3
ABTOHOMHHUM 3aCTOCYBaHHSIM KOKHOTO 3 IIMX ITiAXOAiB. 30KpeMa, MOXKHa BHBECTH 3 BHOOPY HEBUTIAHY IS
OIIP nomiHyl04y ajnbTepPHATHUBY i AESKUM CIyLIHUM IIPUBOJIOM.

4.4. MaHiny/JJI0BaHHS LIJISXOM BIIMBY HA eKCIEPTHY Ipymy

4.4.1. 3amina (BiBiI) HEYTOAHOTO €KCIIEPTa Y pasi, KOJU MPU3HAYCHA OTHOOCIOHA eKCIIepTr3a.

4.4.2. JIonOBHEHHsI MOYaTKOBOI MHOXHHH EKCIIEpPTIB JESKOK MiJIMHOXKUHOIO EKCIIEPTiB, Ha SKUX Mae
BB OIIP abo iHOI yYacHUKW TPUHHSATTS PIillICHHS, 3aIliKaBJICHI y MaHIMYIIOBaHHI — JJIS MiIATOTOBKH Ta
OOTpYHTYBaHHS OTPIOHOTO PillICHHS.

4.3. BrrydeHHsS 3 MOYaTKOBOI MHOXKHHH CKCIEPTIB THX, AKi € He3pydyHuMu st OIIP Ta maroTh cBOMO
0COOHCTY TyMKY.

4.4. KomOinamis migxomiB 4.4.2 Ta 4.4.3 — oJJHOYAaCHE JONOBHEHHS TPYITH CKCHEPTIB HOBHMHU WICHAMH
TPYIU Ta BiIBEICHHS 3 TPYIH JISSIKHX ii YJIeHiB.

4.5. MaHiny/JJI0BaHHSI MHOKHHOIO 11ij1eii, 1110 3a/iekJIapoBaHi Ipy po3B’si3aHHi 3a1aui

4.5.1. 30inpIIeHHS MiIMHOXKHHU BHOOPY B XOJi PpO3B’si3aHHS 3ajadi, IO J03BOJUTH BBECTH JI0
M AMHOKUHY TIepeMoxKIliB 6axkani 1y OIP anpTepHaTHBH.

4.5.2. locsrHeHHs O6axkanoro mist OIIP pimmeHHs: 3 JOMOMOT0I0 OTYKHOTO IHCTPYMEHTY, OPHUTiHAIBHOTO
MaTeMaTUYHOT0 3a0e3MeYeHHs] MOKHA JOCATTH SIK Y3TOKSHHS pillleHb Pi3HUX PIBHIB, Tak 1 HaJaTH MINPOKI 1
HETIOMITHI MOJIMBOCTI JJIs1 HEOOPOYECHOTO MaHIITyTFOBAHHS.

4.5.3. Y BumajiKy, KOJIH MiITOTOBJICHE Ta OOIPYHTOBaHE pimieHHs He 3anoBonbHse OIP, MoxxHa nocsartu
BU3HAHHS BUOOPY HEIIHCHUM 3 Pi3HUX MOTHBIB.

4.6. MaHiny/JI0BaHHS CHCTEMOIO NepeBar eKcrnepriB
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4.6.1. MiniMaTbHUMHU 3MiHaMH Y JESIKUX BiTHOIIEHHSX TEPEeBard, 3alaHuX eKCIiepTaMH, MOXKHA JOCSITTH
3MiHH II09aTKOBOT'O KOMIIPOMiICHOTO PillICHHSI.

4.6.2. Jlns nocsATHEHHS METH MaHIMYyJIIOBaHHA MOJKE CIYT'YBaTH 3aMiHA JIMIIC NESKUX IHAWBITyaTbHUX
nepeBar eKkcIepTa 3 MeTOI0 3718 PKyBaHHs HOTo IepeBar abo y3roJKeHHs IPYIOBOTIO eKCIIEPTHOTO PillIeHHS.

4.6.3. MaHimymioBaHHS BaroBUMH KOeQillieHTaMH KOMIIETEHTHOCTI EKCIEepTiB (BaroMocTi mKepern
iHpopmanii [6]) MoxxHa fpocsrHyTH Oaskanoro it OIIP pimenHst abo, 1oHaiMeHIle, OJIOKYBaHHS TOTO
pilIeHHS, sSIKe € HaHO1IbII HEMPUHHITHHIM.

4.6.4. BukiroueHHs IESKUX €JIEMEHTIB MaTpHLi NapHHUX MOPIBHIHB 3 PO3IIISLAY — TOOTO MepeBeieHHs ii y
KaTeropilo HEMOBHUX MaTpullb. TakuM YHHOM 3MIHIOETBCS HE TUIBKM 1H(MopMauis, ame W MeTonu
PO3B’si3aHHS 33Ja4i €KCIEPTHOrO OLiHIOBaHHS. lle Moxe MmoTATHYTH 3a co00r0 OOYHCIEHHS MOTPIOHOTO
KOMITPOMICHOT'O pillICHHSI.

4.6.5. 3aMiHa eleMeHTa MaTPUIli APHUX MTOPIBHAHB, IKUH HAWCYTTEBIIINM YHHOM BIUTUBAE HA pE3yIbTaT
— CII0Ci0 HeTpsIMOTO BILTUBY Ha ocTaTogHHMA po3B’ 130k 36KO

5 BucHOBKH

JocmimkeHO pi3HI acleKTH Ta MOMJIMBOCTI MAHINYITIOBaHHS BHOOPOM Yy 3ajadax eKCIEepTHOTO

VY 3aranbHOMY BHIIQAKY PO3TJIIIAIOTHCS Pi3HI ACHEKTH Ta JDKepeia MOMIIMBOTO MAHIMyJIIOBAHHS Yy
3a/jauax eKCIePTHOTO OI[IHIOBAHHS:

— BUOOpIIEM;

— OpraHi3aTopoM MPOLEAYPH;

— OIIP.

Bubip Moxxe Oyt 00rpyHTOBaHUM 200 BONMFOHTapHUCTChKUM. [Ipu moOpe opranizoBaHiit manimymsamii OITP
MOJKHA IJIBECTH O MOTpiOHOTO Ui MaHimymnaropa BuOopy. ToMy B 3amadaxX eKCHEPTHOTO OIIHIOBaHHS
0COONHMBO BXKJIMBUM € YiTKE NPEACTABICHHS CBPHCTHK, HA SKi CIHMPAIOTHCS NOCHIIHUKU NPH BH3HAYCHHI
KOMIPOMICHOTO PO3B’sI3KY.
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AHoTaniss. Po3risayTo nmpo6iieMy BU3HAYEHHS BiTHOCHOT KOMITETEHTHOCTI €KCIIEPTIB y 3a1adax
€KCIIEPTHOTO OILIIHIOBaHHS. 3aMpOMOHOBAHO Kiacu]ikallifo METO/IiB BU3HAUEHHSI KOMITETEHTHOCTI Ta
OOTPYHTOBAHO BUKOPHUCTAHHSA O0’€KTHBHUX IMIiAXOMIB JO amoOCTEPiOPHOTO BU3HAYEHHS 3a3HAUYCHUX
koedimientiB. HaBeneHo mocTaHOBKY 3ajadi BH3HAYCHHS PE3YNbTYIOUOTO PAaH)XKyBaHHS 00 €KTIiB Ta
crocobu obumcieHHs ii po3B’s3kiB. Ha ocHOBI aHamizy ojaep’kaHHX pPO3B’SA3KIB 3aJadi TPYMOBOTO
paHXyBaHHS MPOTIOHYETLCS METO]T BU3HAUSHHS KOe(iIli€HTIB BiTHOCHOI KOMIIETEHTHOCTI €KCIIEPTIB Y
BHTIIAA1 (PYHKIIIH HANEKHOCTI HEHiTKIA MHOKHHI.

Kaw4oBi cioBa: ekcriepTHE OI[IHIOBaHHS, pE3YNIbTYIOUE pAH)KYBaHHS, KOMIICTCHTHICTD
eKCIIEPTiB, IPUHHATTA pillleHb, (YHKISI HAJIS)KHOCTI HEYITKi MHOKHHI.
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1 Beryn

BusnaueHHs Kkoe(illieHTIB KOMIIETEHTHOCTI EKCIEpTiB € BaXKIMBUM €JIEMEHTOM pO3B’S3aHHS 3a1ad
eKCIIepTHOTO OI[iHIOBaHHS. TOYHICTP BHW3HAYCHHA BiTHOCHOI KOMIIETCHTHOCTI CKCIIEPTiB BIUIMBAE Ha
pe3ynbTaTH PO3B’S3aHHSA 3a/adi, JOCTOBIPHICTH pPO3B’SA3KY Ta [OBIpY IO OAEPIKAHOTO pE3yNbTaTy.
YpaxyBaHHS KOMIETEHTHOCTI €KCIIEPTIB € 3alOpyKOI0 SKOCTI BH3HAYCHHS PO3B’SA3KY Ta 3HAYHOIO MipOIO
BIUINBAa€ Ha pPE3ylbTaT NPUNHATTSA pIMICHHS B 3a/Jadi EKCIIEPTHOTO OI[iHIOBaHHA. ToMy IOCHimKEHHS
KOMIIETEHTHOCTI €KCIIEpPTIB Ta apryMEHTOBaHe ii ypaxyBaHHS € aKTyalbHHM HaNpPsIMKOM JOCIIPKEHb 1 MOXe
3HAYHOI0 MIpOI0 CHPHATH MiABHUIIEHHIO SKOCTI PE3YJNbTAaTiB EKCIIEPTHOTO OI[IHIOBaHHS Ta iX
OOIPYHTOBAHOCTI.

2 Kaacudikauisi MeTo1iB BU3HAYEHHS KOMIIETEHTHOCTI eKcnepTiB

Bu3HaueHHS KOMIETEHTHOCTI €KCIEPTIB € BaXKJIMBUM €JIEMEHTOM €KCIEPTHOTO OLiHIOBAaHH:. Llel unHHMK
CYTTEBO BIUIMBAE HAa PE3YJIBTATH MPUHHATTS PIllICHHS i TOTpeOye NOTTHOICHOTO BUBYCHHS, TOCIIKSHHS Ta
po3BuTKy. Ha cporoaHi icHye KibKa MiAXONIB IO BH3HAYCHHS KOEQIIIEHTIB BiIHOCHOI KOMITETEHTHOCTI
eKCIepTiB. AJie KOKEH 3 HaIIPSIMKIB HE € TOCKOHAIINM:

— IOKYMCHTAJbHUAN HEPiIKO BHKIMKAE HEJOBIPY 1O CIOco0iB (hopMamizamii Ta BpaxyBaHHS 00’ €KTHBHUX
JMAHUX TIPO EKCIEPTiB, a TAKOXK XapaKTepHOK U1 CYJacHOCTI TEHACHINEI0 N0 IeBambBaIlii oQimifHIX
JIOKYMEHTIB Ta HEKPUTUYHICTIO JISSIKUX IHCTUTYLIHHNX pillIeHb;

— CcaMOOIIiHKa, TpY MPOBENCHH] SIKOi HEepiIKO OTPUMYEThCs iH(OpMaLis PO pPiBEHb CaMOBIIEBHEHOCTI
eKCIIepTa, a He MPo HOro pealibHy KOMIIETCHTHICTD;

— B3a€MOOILIIHKA, 3 JIONIOMOTrOI0 SIKOi y JESKUX 3a/JadyaXx MO)KHA BHUSBUTH KOH(POHTALIIO B E€KCIEPTHiil
KOMicii Ta HAasBHOCTI Koamiliii T 4ieHIB, SKi IHKOJM CIOTBOPIOIOTH CIPaBXKHIO IHAWBIAyaJbHY
KOMITICTEHTHICTb EKCIIEPTiB, SIKa AiHCHO Ma€ BIUIMBATH Ha PE3YJIbTATH;

— KOMOIHOBaHI METOIM iHKOJHU 3aMiCTh CHHEPTETHIHOTO e()eKTy MPHU3BOANTE 0 HAKOMMYCHHS CYKYITHOI
MIOMHJIKH;

— 00’€KTUBHI MIIXOIH, Cepel] IKIX € 3py4Hi U 3aCTOCYBaHHS 1 IOCTATHHOIO MipOIO OOTPYHTOBAHI.

Tomy 3ynuHHUMOCS Ha METOAAX arocTepiOPHOTO BH3HAYEHHS KOMIIETEHTHOCTI €KCIIEPTIB, pO3pOOJICHHX
aBTopami. J[o 00’€KTHBHUX ITiJXO/IiB allOCTEPIOPHOTO BH3HAYCHHS KOCQIIIEHTIB KOMIIETEHTHOCTI €KCIIEPTIiB
BIZIHOCSTBCS:

— JIOCIIJPKEHHS! pe3yJIbTaTUBHOCTI y4acTl eKCIepTa y MONepe/HiX eKCIepTh3ax;

— 00YHCIIEHEeHs! KOMIIETEHTHOCTI 32 pe3yJIbTaTaMH KOHTPOJIbHOI EKCIIePTH3H;

— JIOCJIIJPKEHHS! pe3yJIbTaTiB y4acTi eKCrepTa y KOHKPETHIH eKCIepTH3i.

OcTaHHI{ miaXija, TOCTiPKEHHS Y4acTi y KOHKPETHIH eKCIepTh3i, MOXkKe po3IJIsigaTucs sK:

— HENpsIMUI aHalli3 MOKa3HUKIB 0e3 MONepPeIHbOTO arperyBaHHs pe3yJbTariB;

— CITiBBiTHOIICHHS 1HIWBIAYaIbHUX SKCICPTHUX JaHUX Ta OOYHCICHUX IHTETPaIbHUX IMOKA3HUKIB.

[inxin, sKuii TOJNATae B TOCIIKEHHI CIIBBIIHOIICHD 1HINBIAYaIbHUX €KCICPTHHUX JaHUX Ta OOYUCICHIX
IHTErpagbHUX TMOKa3HHUKIB B 33Jadax BU3HAYCHHS I'PYNOBOTO PAaH)KyBaHHS 00 €KTIB, KIACH(DIKYETHCS TaKUM
YHHOM:!

— oOuHCIICHHA BificTaHeW 10 MaTpUIb HapHUX mopiBHAHG (MIII]) Ha OCHOBI 3HAHAECHOTO PE3YIBTYIOUOTO
pamKyBaHHS (B Pi3HHX METPHUKAX Ta 3a PI3HUMH KPUTEPIIMH);

— amnoCTepiOpHEe BH3HAYCHHS Ha OCHOBI pE3YJIBTYIOUOr0 paH)KyBaHHS OO’€KTIB 3a 3aJaHUMHU
IHIMBI1yaJbHUMH €KCIIEPTHUMH PaHKYBaHHSIMH:

= KUJIBKICTh 1HBEPCiH Y eKCIIEPTHOMY PaHXKyBaHHI 110 BiJHOILIEHHIO JI0 Pe3yJIbTYIOUOr0 PaHKyBaHHS;

= KUIBKICTh HECYNEPEUIMBO ITPOPAHIKOBAHUX EKCIIEPTOM 00’ €KTIB;

= cyMma MOAYJIB PI3HHIb MK paHraMu 00’€KTiB y pe3ylIbTYIOUOMY PaH)KyBaHHITa 3a/laHUX EKCIepTaMH
paHXyBaHHSIX;

— BU3HAYCHHS 1HMBITyaJbHUX BiTHOCHUX OLIHOK JUIS KOJIEKTUBHO 33/IaHUX BITHOCHHUX OI[IHOK:

= cyMma iHTepBaJiB;

= MaKCHUMaJbHUH iHTEepBa;

= «00’emM» IHTEpBaIiB;

= IUIONIa» IHTEPBAJIIB,;

= pimxwienHs MIIII Big «ifeanrsHOT0» BEKTOPA BiTHOCHHUX OIIHOK;

— BiIcTaHb JI0 TPYIIOBOTO BEKTOPA BaroBUX KoedimieHTIiB npu 3anaHHi ekcriepramu MIIII y kapauHanbHAX
IIKajax;

— BIJTHOCHA BIJICTaHb €KCIIEPTHUX PAH)KYBaHb JI0 PE3YJIbTYIOUOr0 PaH)KyBaHHSI.

3 TIlocraHoBKa 3aa4i BU3HAYEHHS Pe3yJIbTYIOUOro PaH:KyBaHHS NMPH I'PYNOBOMY OLiHIOBAHHI

Mertoau 06poOkH ekcrepTHOT iHpopMaLii HOAUIAIOTECS Ha TPH OCHOBHI rpymu [1]:
— CTaTUCTHUYHI METOMH,
— METO/IY IIKAJIOBaHHS,
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— anreOpaidHi METOM. -

CyTb anreOpaiuHUX METOJIB TOJSITAaE B TOMY, IO HA MHOYKHHI JIOMTYCTUMHUX OITIHOK 33JIa€ThCSI BiICTaHb 1
pe3yIbTyIOUa OIiHKAa BH3HAYAETHCS SK TaKa, BiACTAaHb AKOI IO OWIHOK EKCIIEPTiB (32 MEBHUM KpHUTEpieM)
MiHiMansHa. Ha ocHOBI anreGpaigHoro migxoxy OyzeMo BH3HaUaTH KOS(IIiEHTH BiTHOCHOI KOMIIETEHTHOCTI
EKCIIePTIB.

Hexait K eKcrepTiB 3 iHmekcamu | € L={1,...,k}, k >1, 3amarore cBOi mepeBarn Ha MHOXKHHI [

. . [
o06’extie A y BurAi pamkysanb R, | € L.
Jis Bu3HAYeHHS BiICTaHEH MK paH)KyBaHHAMH 00’ €KTiB BUKOPHUCTOBYIOTb:
— MetpuKky Kyka HecriBraiaHHs paHTiB 00 €KTiB y iHIWBITyaTbHUX PaHKYBaHHIX

dR,R')=r /| (1)
iel

| . .
ne I, —panr i-ro 06’exra y pamxysanti |-ro excrepra, R',lel, 1<r'<n,

— METPHUKY XeMiHTa
d(B!,B')=

ne B' :(bi's), lel, i,sel,— MIIII, 1mo BiANOBiIaIOTH PaHKYBaHHIO R',lelL.

@)

iel sel

[HKOMH [UTA 3a]1a4 BU3SHAUCHHS PE3yJIbTYIOUOr0 PAH)KyBaHHS BUKOPUCTOBYETHCS €BKIIIIOBA METPHKA.

[NommpeHoo € Taka 3aJa4a EKCIICPTHOIO OLIHIOBAHHS: 3HAWTH pe3yNbTylode (KOJCKTHBHE, IPYIOBE,
KOMITPOMICHE, IHTerpajbHe, arperoBaHe, Y3rOJUKEHE TOIIO) PAaH)XXyBaHHs, SIKE 3a JIEIKUM KPHUTEpIEM €
«HaHOMIKYMM» 0 YCIX EeKCHEepPTHUX paHKyBaHb. HaiOinplmr oOIpyHTOBAaHMM METOJOM 3HAaXOJKEHHS
PE3YIBTYIOUOT0 PAHXKyBaHHS 00’ €KTIB BBAXKA€ETHCS OOYMCICHHS ME/IiaHu 3aIaHUX PAHKYBaHb.

. . Q
TTo3HAYMMO MHOKHHY YCiX MONTMBHX paHKyBaHb N 06’exTiB uepes R
Jus metpukn Kyka (HecmiBnmamaHHs paHriB 00’ekTiB) (1) mpu BHKOPHUCTAaHHI yTHIIITAPHOTO KPHUTEPItO
obunciroeTsest meniana Kyka-Ceiidopaa:

R® e Arg min > d(R,R' ©)
g ReR® Z ( )
[Ipu BUKOpHCTaHHI eramiTapHOTO KpUTepito oduncmoeThes [ B-mMemiana (kommpomic):
R’® e Arg min max d(R R') (4)
ReR® leL
[HKOJIM BU3HAYAETHCS TAKOXK CEPETHE 3 BAKOPUCTAHHSIM €BKJIIIOBOT METPHKH:
R°® € Arg min » d*(R,R' 5
g ReR® z ( ) ®)

IlozHaunmo 4yepes RO — MHOXuHY MIIII, ski BigNOBiZAIOTH yCIM MOMNJIMBHUM pamXyBaHHsIM N

00’€KTIB.

Junst metpuky Xeminra (2) npyu BUKOPUCTaHHI yTHIIITAPHOTO KPHUTEPil0 00UYHMCIIOEThCs Meniana KemeHi-
Crenna:

R* e Argmin > d(B,B' 6
g Bem@%} ( ) ©)
[Ipu BUKOpHUCTaHHI eramiTapHOTo KpUTEpito oouncmoeThess BI'-Memiana (kommpomic):
R®" e Arg min maxd(B B') )
BeR® leL
CepernHe py BUKOPHUCTAHHI MeTpI/IKI/I XewmiHra (2) BU3HAYAETHCA SIK
R¢ e Arg min Zd (B,B') @)

BeR®

Mertoau Bu3zHaueHHs1 Meaiad BUAY (3)-(8) Ta X ocoGIHBOCTI po3risaaroTees y MoHorpadii [2].
Ha ocHoBi oOumcnenHs Bu3HaueHHX Bumie memiad (3)-(8) y mif poOOTI MpOMOHYETHCS O0OYHMCITIOBATH
Koe(illieHTH BiTHOCHOI KOMIIETEHTHOCTI €KCIIEPTIiB Y BUIIIAAL (YHKIIIT HAJIS)KHOCTI HEYITKIi MHOKHHI.

4 Crnoci6 Bu3HavyeHHs1 QYHKIII HAJEKHOCTI HewiTKiii MHOXKHMHI IIJISIXOM aHAaJIi3y YacCTOTHOCTI
3HAYeHb

Ha cporomui B HampsMKy €KCIIEPTHOTO OI[iHIOBaHHA pPO3pOOJEHO Ta OOIPYHTOBAHO 3HAYHY KUIBKICTBH
METO/IiB BU3HAYCHHS KOJIEKTHBHOT'O PIIICHHS] Ta OOYMCIEHHS BiTHOCHOT KOMITETEHTHOCTI €KCIepTiB. Yci
BOHM MalOTh IIPaBO Ha ICHYBaHHS 1 MOXYTb OyTH BUKOPHCTaHI Al NPUHHATTS pimeHb. OCKiIbKH
pO3pO0OJEHO PI3HOMAHITHUM amapaT BHM3HAYEHHS TPYNOBUX OIIIHOK, MM HOrO BHMKOPHCTOBYEMO, aje
«3ropTaEeMo» HpPUMHOXEHI cyTHocTi B oxHy PH. [lng BH3HaueHHS KOMIIETEHTHOCTI €KCHEPTIiB IIpH
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pO3B’si3aHHI KOHKPETHOI 3a/1adi eKCIEPTHOTO OIIHIOBAaHHS aBTOpPaMH TPOTIOHYETHCS HE CTBOPIOBATH HOBI
METOJIH, @ CKOPUCTATHCS aHAII30M iICHYIOUHX.

VY [7] posrisHYTO OOHY 3 HAWBAXIMBIINIMX 3a1a4 EKCIEPTHOTO OI[iHIOBaHHSA, SKOI € BHU3HAUYCHHSI
KOMIIETEHTHOCTI eKCIepTiB. B OCHOBY 3aliponOHOBaHWX METOJIB BM3HAUEHHS BiTHOCHOI KOMITETEHTHOCTI
eKCIIepTIiB B YMOBax pi3HOIUIAHOBOiI HEBHW3HAYEHOCTI MOKIAICHO akciomy He3MimeHocTi: «CymKeHHS
OUTBIIOCTI KOMIETEHTHI» Ta ii HACHIJOK MPO Te, M0 «HAWOUTBII KOMIETEHTHAM € TOH eKCIIepT, CYIKEeHHS
SIKOTO y O1JIBIIIOCTI BUMAKIB CIIBIAIM 3 BACHOBKaMH OUIBIIOCTI EKCIIEPTIBY.

HaBenemo Qakropu, sKi BIUIMBAalOTh Ha KIUIBKICTh PO3B’SI3KIB 3a7adi BH3HAYEHHS PE3YJIbTYIOYOTO
paHXyBaHHSL:

— MHOXHHA METPHK, 1[0 32CTOCOBYIOTHCSI;

— MHOXHHA KPUTEPiiB BU3HAYEHHs OJIM3bKOCTI MK paH)KYBaHHSIMH;

— HeEeJIMHUI PO3B’SI30K 33/1a4 BU3HAYCHHS Me/liaHH;

— 3aCTOCYBaHHS Ul BH3HAUCHHS PE3yJIbTYIOUOTO PaH)XyBaHHS MHOXXHMHH KIACHYHUX IPABHIO BHOODY:
Konnmopce, bopna, Cimncona, Komnenna, Hancona, aqpTepHaTHBHHX T'OJIOCIB, BITHOCHOI OUIBIIOCTI TOIIO
[1].

Oco6muBicTio Hey3romkeHux MIIII Ta MHOXKHHU paHXyBaHb 00’€KTiB € BEJIHMKa KUTBKICTh e(DeKTHBHUX
PO3B’S3KIB y 3a7adi BU3HAUEHHS TPYIOBOTO paHXyBaHHSA 00’€KTiB. 30KpeMa, KOXKHa 3 OOYUCICHUX MediaH
(3)-(8) Moxe OyTH HEEAMHOIO.

VY 3amavax paH)KyBaHHS MIpOI0 KOMIIETEHTHOCTI CIYTYIOTh BIiJICTaHI BilI €KCIIEPTHHX PaH)XyBaHb [0
obuncnennx mezaiaH. OCKUIBKY BapiaHTIB BU3HAUYEHHS PE3yJIbTYIOUOI0 PaHKyBaHHS MOXYTh OyTH JECATKH,
KOe(DIIEHTH KOMIIETEHTHOCTI MOXKYTh OyTH o0umcieHi y purisiai OH.

5 BuHCHOBKH

3anponoHOBaHO KJIACH(IKAIlil0o METOAIB BH3HAYCHHS KOMIETEHTHOCTI €KCIIEPTiB B YMOBax
pi3HOIIaHOBOT HeBU3HAYeHOCT. OOIPYHTOBAHO MEPCIEKTUBHICTh 3aCTOCYBAHHS AlOCTEPIOPHOTO MiIXOLY 10
oOurciaeHHsT Koe(illi€HTIB BiJHOCHOI KOMIIETCHTHOCTI eKcrepTiB. Ha OCHOBI 3acTOCyBaHHS METOMIB,
PO3pOOICHUX /ISl TAKOTO MiAXOJy, Ta aHami3y iX 3 BHKOPUCTAHHAM MeTojJy Bu3HaueHHs OH Ha ocHOBI
YaCTOTHOCTI 3HAYeHb, 3alpPOMOHOBAHO MiAXil JO TMOOYIOBH BaroBUX KOCQIIEHTIB BiTHOCHOI
KOMIIETEHTHOCTI ekcreptiB y Burisiai OH.
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JKUBYYICTH 1 KOMITPOMIC: ®OPMYBAHHS ITAPETO-ONITUMAJIBHUX PIIIIEHD
OPTAHI3AIIMHOTI'O YIIPABJIIHHA 3ACOBAMM EXCEL

O.I'. Jomonos, A.l. Ky3smMudoB

Inemumym npobnem peecmpayii inghopmayii Hayionanonoi akademii nayk Yrpainu, m. Kuis, Ykpaina
dodonov@ipri.kiev.ua, akuzmychov@gmail.com

JKuBa mpakThka CBiAYHTH, IO B yMOBax KOHGIIKTIB, SKI € 3aBXIW 1 BCIOOW, 32 HEOOXIiTHOCTI
sKHa#Kpaie BpaxyBatu aekiabpka (K, K > 1) uacto cymepewinBHX i HEIOCSIKHUX «iJeaJbHUX» aJbTEPHATHB,
MIPUAHSATE OCTATOYHE 1 KOMIPOMICHE «peajbHe» PIIICHHS 3HAXOIUTHCS JECh «IOCEPEAMHI» MPOMIK MK
aJbTepHATUBAMHU 13 BpaxyBaHHAM YMOB 1 OOMEXeHb HEOOXiTHUX pecypciB, BU3HAYCHHWX MPUPOJIOIO,
LITaTHUM PO3KIJIAZ0M, 3allacaMy YM KOIITOPUCOM. XapaKTepHHUH 1 MPOCTHH MPHUKIIAL — KyMiBJIs/IPOJAX, 1e
NpoJiaBelb 1 IMOKyNelb, MAal4M MPOTWIEXKHI LN, MakCUMyM JOXOXy 1 MIHIMyM BHTpar, NEBHUMH
3yCTPIYHUMH TOCTYIKaMH 3HaXOAATh KOMIpoMicHe pimeHus (trade-off), mo 3agoBonpHsEe 060X.

[Momyx KoMIpoMicy — LIJIKOM IPUPOJIHE SBUIIE 1 pealibHa NpodiieMa — € BUMYLIEHUM, BKpall BaXKIIMBUM
1 HaBITh KPUTHYHHM. AJDKE KOJH 3a KUTbKOMA CYMEPCWIMBAMH IIJSIMHA 3 PI3HUX MPUYUH (HOPMYETHCS
HEJOCTAaTHRO OOIPYHTOBaHE 1 3Ba)KEHE pIIIEHHS, HOTO HACTIAKOM MOXKYTh CTaTHCS HEOUIKYBaHI BaKKi
BTPaTH 1 BUTPAaTH B KOH(QIIKTHUX CHUTYalisiX, A€ 3aCTOCOBYETHCS MOHSATTS <OKMBYUICTBY», y MEPIIy Yepry, B
001acTi KHUTTE3a0E3MIEUECHHS BEPCTB CyCIIITBCTBA i 0GOPOHO3IATHOCT] IepKaBH .

[MpuitEATe pilICHHA MOXE MaTH CTPATEeTiYHI HACIIIKH, HAIPHUKIAJA, BAalna KOHCTPYKILIS HMPOIYKTY MOXKE
03HAYaTH TPHUBAJHMHA YCIX 1 CTIMKY permyTamito y Oi3Heci i HaBIAKW, MOTaHi BIACTHBOCTI MOXYTh CTAaTH
(baTaNbHIMU JUIS )KUBYYOCTI I IIPHEMCTBA B YMOBAaX KOHKYPEHTHOTO CEPEIOBHIIIA.

Po3polbiieHnii mpoayKT XapaKTepu3yeTbcss HAOOPOM O3HAK: BapTICTIO BUPOOHHYOIO MpOLECy, IiHOIO,
Moaudikaliero, TEXHIYHUMH | €KOHOMIYHMMH MapamMeTpaMy, po3MipamH, e(QEeKTHBHICTIO UM 3pY4HICTIO Y
KOpHUCTYBaHHI ToIo. TeopeTHyHo, iCHye HECKIHYEHHa KiJIbKICTh KOMOIHAIiil IMX O3HAK, TOXK KIIOUOBa
npoOiieMa BUPOOHMKA — IPUUHATTS KOMIIPOMICHUX pillleHb, ¢ 0araTo Liled, KpuTepiiB Ta 0OMeXeHb, a0u
1Ie Ha eTarli MPOeKTYBaHHS BU3HAYUTHU, CKaXIMO, "Haiikpalny" KOMITO3HIII0 03HAK MPOJIYKTY Ta IX 3HA4Y€Hb
Jutsl 3a0€e31eYEeHHS TPUBAJIOT )KUBYYOCTI Oi3HECY B YMOBAX PeabHUX KOH(JIIKTIB, BHYTPIIIHIX 1 30BHILIHIX.

MpuiiaarTs komnpomicHux pimens (DM, Decision Making) — 1e He numime ais, abu 3HAWTH
3aJOBUTHHHUNA Pe3yJbTaT, a CKIAJAHUN 1 HellepepBHUH npoyec BUOOPY KpHUTEpiiB Ta iX BUMIpiB, BU3HAUYCHHS
aNbTEepPHATHB, CIIOCOOIB 300py, OWIHKA Ta OOpOOKM iHQoOpMmamii, OTPHMAaHHI Ta OILIHKA ITOTOYHUX
pe3yIbTAaTIB, MEePETIsILy, MTOBTOPEHHS i 3MiHH BUKOPHUCTAHUX MIAXO/IB Ha OCHOBI JOCSATHYTHX PE3YIIbTATIB.
BBaxkaeTbcs, 1110 KOMIIPOMIC HE MOKHA OJJHO3HAYHO BHUPILIMTH, HOr0 MOKHA PO3B’A3aTH, 00 iICHY€E YSIBICHHS,
10 TIEBHI 31 CTOPIH 3a Pi3HUX 00CTaBHH OLIBII MOJATIIMBI HAa TOCTYIIKH.

Jnst momiyky 3Ba)KEHUX YIPaBIIHCHKHMX pIllIeHb Uil CKJIaJHO OpraHi30BaHMX CHCTEMHHX 3aaady
BU3HAYMBCSA HampsiM KOMIIPOMICHOI (OaraTokpurepianbHOi, OararolinboBoi, BekTopHOi) um Ilapero-
onTUMIi3alil, momyasipHUNA Oyab-ie, 30KpeMa, B yIpPaBJIiHHI IPOEKTaMH, NMPOAYKT-MEHEIKMEHTI Ta Oi3Hec-
aHaJITHII, 16 B yMOBaX MOCTIHHUX 3MiH HA0OPY 1 3HaYEHb MOYATKOBHX JIaHUX 3HANICHUMH KOMIIPOMICHUMH
PIILICHHSAMH TIATPUMYETHCS JKUBYYICTh JIEpIKABHHX, COLIAIBHHUX, IHAYCTpiaJbHUX, CKOHOMIYHHMX Ta
OpraHi3alifHUX MPOLECIB i BiAIOBITHUX 00'€KTIB.

Brepme mpobGnemy OaraTokpuTepialbHOI ONTHMI3aIil PO3MIIAHYB iTamiidicekuii ekoHoMicT B. Ilapero
(1848-1923) B 1896 poti, TOCHIKYIOYH TOBApHUI 00MiH. 3a HOT0 TEOpi€ro, SKIIO CYCHILCTBO JOCATIO i
mepe0yBae B CTaHI 3araJibHOI CGKOHOMIYHOI pPIBHOBardW, TOMI 3IIMCHIOETHCS ONTHMAJIBHHUN PO3IIOILT
MPOAYKIIil, TOBAapiB i MOCIYT, — MPH MiHIMAIBFHO HEOOXiTHOMY BHKOPHCTaHHI peCcypciB 3a0e3medyeThest
MaKCHMaJIbHO MOJKJIMBE 33J0BOJICHHS MOTpeO.

Ha mpakTumi X Taky piBHOBary Ba)KHO IOCSTTH, TOX BIANIYKYIOTh PO3B’SI3aHHSAM Di3HOMaHITHHX
OaraToKpuTepiaTbHUX ONTHUMI3AllifHUX 3a/a4 KOMIIPOMICHHI ONTHMYM, II[0 Ma€ 3aJ0BOJBHUTH JEKIJIbKA,
KOHQIIIKTYIOUHNX MK coboro, kpurepii. st mporo tpeba 3HalTH 6€3miu pimeHs, ix Ha3uBaioTh [lapero-
ONTHMAIILHUMU, JIeé ocTaTouHe pimeHHs mnpuiiMae OIIP, 3BaxyroudW Ha MPIOPUTETH TMOCTABJICHUX IIiJIeH
(cxaxximMo, y BUTTISAI IX BarOBUX KOE(IIi€HTIB).

CrpoleHnii MmiaXix [hOT0 OOYMCIIOBAIBHOTO Ipollecy — 3BeleHHs K-kputepiamsroi (K > 1)
onTUMI3aIiitHOT 3aa4i 10 1-KpuTepiadbHOI: TYT OJHA 3 IUJICH BU3HAYAETHCA OOMIHYIOHOK 1 caMe s Hel
bopmyIoeThes onTuMizaliiiHa 3aaa4a (i3 «TBepaUMI» OOMEXEHHIMH), A€ yci iHmmi K - 1 uineit BuMyIieHo
3aj1aHi NEBHUMH «M’SKHMI» OOMEKEHHSIMHM Ha LIyKaHi 3MiHHI, pOJIb TXHIX CTOpiH IACUBHA 1, 3p0O3yMiJIO, HE
3aBXK/IM BJIAIITOBYE BIJACTOPOHEHUX BiJ NPHUHHATTSA pINIEHb YYacHHKIB, yCi OOMEXEHHS BH3HAYAIOThH
BianosinHy O/IP (061acTh JOMYCTUMUX pIllICHB).

! «... HanGoree momHo# M3 TAKMX KOMIPOMHUCCHEIX Mep Gyzert ...». I'. JIsxos. OUepK 110 XKHBY4eCTH G0eBOro Kopadis.
VYupasneane BMC PKKA, 1932 .
«Kopabis — 310 Beerna kommpomucce». A.B. Hemenko. UepHomopckuii ot B roas! Boitsl. Beue, 2015. — 320 c.
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IIpuknamx — xgacwyHa TPAHCIIOPTHA 3ajada, ii IUIboBa (QYHKINS — MiHIMYM TPaHCIIOPTHHX BHUTpAT IS
3a0e3meueHHs] TOMUTY, SKa BiITBOPIOE iHTEpECH IUIIEe TPAHCIOPTHOI KOMMaHil, ane X HisfAK iHTepecH
MoCcTa4aIbHUKIB (y BUTJISAI OUYIKYBaHHX JOXOMIIB) ¥ criokuBadiB (y BUTJIAAI CepBicy), fAKi B I Mojaemi
MIPEICTABJICHI JIUIIIC TIPOMO3MITISIMH 1 MMOTTMTOM. AJle K MIHIMI3yIOUH TPaHCIIOPTHI BUTPATH, HE BHKIIIOUEHO,
0 OJHOYACHO TOTIPITYIOTHCS MEBHI MOKa3HUKH IMOCTAYaIbHUKIB 1 CIIO)KUBAYiB, TOXK OTPUMAHHH JTOKATbHHUH
ONTHMYM MOXJIMBO CYMHIBHUH OO BpaxyBaHHS IHTEPECIB YCiX yYacHHUKIB Mpollecy. bi3Hec-mpakThka
pearye Ha Taki cHTyauii yTBOPEHHSIM albTEepHATUBHHUX TpPAHCIOPTHUX ciyx0 («HoBa mnomra», pi3Hi
MEpPEeBI3HUKN), KOYKHA 13 BIACHUMH LUIIMH, pecypcamH 1 OropkeTaMH, BOHHM yCi TPaloTh HA OJHOMY MOJI B
Mexax (ikcoBanoi OJIP, abu mocsarTu CBOIX misicit sKHalKpare.

Baratokpurepiansna ontumizanis  (BKO) - amaniz’ Ta anﬁHﬂTTﬂ3 OaraTokpHuTepiallbHUX
(OaraTominbOBUX, KOMIPOMICHHX) pINICHb — BIIACHA 00JAacTh JOCTIMKCHb 1 HEOIMIHHA CKJIaJ0Ba
MaTeMaTUYHOTO MMPOTrpaMyBaHHs, JIOCIIPKEHHS olepaliii Ta 6i3Hec-aHaiTHKH. Trunosa chepa 3acTocyBaHHs
— MUDKIUCIUIUTIHAPHI TOCTiKEHHS (TeXHIKO-eKOHOMIUHI, €KOHOMIKO-€KOJIOTi4Hi, XiMiKo-(i3udHi) 31 chepu
OpraHi3allifHOTO YIPaBIiHHSA CHCTEMaMH, IPEICTaBICHI IHTETPOBAaHNMH HAayKaMH THITy CKOHOMETpis 4H
o0YmCcIIOBaIbPHA XiMis, /i€ CIIJPHO BHBYAIOTHCS KOMIUICKCH OO'€KTIB pi3HOI TpHpoaw MOOYIOBOIO
cnenn(iYHUX MaTeMATHIHMUX Ta ONTHUMI3alliiHUX MoJeNel 3a cymepewmBHMH Kputepismu. Icropis BKO
po3modanacs Maibke 3pa3y i3 BIZKPHTTAM MOZeENed i MeTomiB iiHiMHOI omrtmMmizamii (1951 p.), Tomi x
chopMmyBaBcsl amapar OaratokpurepianbHOI niHiMHOT onmtumizamii (BKJIO), Bukopucranuii y HaBeIeHHX
MPUKIIA/IAX.

OnrtumaibHe KOMIIPOMICHE pillleHHs BU3HAYAETHCSl OAHOYACHUM PO3B’SI3YBaHHSAM IIOOATBHOT 1 KUTBKOX
JIOKAJBbHUX 33a]a4 ONTHMI3allii, PillICHHs 3BOMUTHCS 0 MiHIMI3allii CYMH BiICTaHEH BiJ KUTHKOX 3HAMICHUX
JIOKIBHUX ONTHMYMIB JI0 IIyKaHoi izeanbHoi Touku (ii koopaumHati — I[lapero-onTiManbHe pilleHHs) i3
BpaxyBaHHSIM NPIOPUTETIB ICH.

IcHyrOTP pi3HI METpPHKH 1 METOAM TOIIYKY BiACTaHEH MK TOYKaMH B N-BUMIpPHOMY IIPOCTOPI,
BIJIMIOBITHO, BHW3HAYAETHCS JiHIHA YW HeNiHiIMHA 3amada onrmMizamii. CkaxiMo, MpH 3aCTOCYBaHHI
HENiHIHOT (eBKIiIOBOI) METPUKH (OpMyeThCS HEMpOcTa Ui peanmizalii 3afada HENiHIHHOTO
MpoTpaMyBaHHA, TOMY JUIA MpPakTUI OakaHO 3HAWTH METOJ Ul Woro peaiizamii 3aco0aMu JiHIHHOTO
IporpamMyBaHHS (3a3BHYali, CHMIUICKC-METO/IOM, SKHH J1a€ 3MOTY OTPHMaTH PO3B’A3KH NIPsAMOI i ABOicTOL
3amayq JIIT).

Takum € intepaktuBHuit (32 yuactio OIIP) 3eaoicenuii min-max memoo (weighted min-max method), 3a
SKAM (HOPMYETBHCSI i PO3B’A3y€ThCs 3a7a4a JiHiiHOI K-KpuTepianbHOT MiHidHOT onTHMI3alii, ge: N — YHCIIo
HEBIJOMUX, M — YUCIIO OOMEXEHD, K — YHCIIO KPUTEPITB, IITHOBUX (DYHKITIMH.

Hpukaan 1.

[MianpuemcTBo Bumnyckae 2 Buau npoaykiii (I11, I12), BiamoBixHo, Mae ABi «mo3utuBHI» 1im (LD1,
H®D2) — maxcumizysamu DOXIin 1 AKICTh, BUKOPUCTOBYIOUH 3 BHIM €KOHOMIYHHX (pecypcHuX) oomexeHb (P1,
P2 ta P3) Ty «JIY < TTY».

BupoOHnumii mporuec BUMYIIEHO CYNPOBOKYETHCS BHKHIAMH TPhOX MIKUTMBUX PEYOBHH, € TPH
«reratuBHi» nimi (H®3, L[d4, LHDS), sxi tpeba minimizyeamu, OOMESKEHHIMHA I HUX € 4 eKOJOTidHi
rpaumuni 3Havenns (B1, B2, B3 ta B4) tumy «J14 > IT4)".

e OaraTokpurepiaqpHHUI BapiaHT KIACHYHOI 3ajadi MPO ONTHMAIBHUN ACOPTHMEHT HPOMYKIii (TIpo
ONTUMAIIEHUH PO3IOJIIT 00MEKEHUX PECypCiB).

Omxe, MaeMo S-kputepiaabHy (i3 5-Ma CylmepewIMBUMH LUISIMA ¥, BiANOBIAHO, i3 5-Ma MiTBOBUMHU
¢GyHKIIsIMK) 3a/1a49y JIiHIHHOT ONTHUMI3alii 3 CYMICHOIO CUCTEMOIO 7 JIIHIHUX 00MEXKeHb [UIsl ABOX LIYKaHHUX
HEBIJIOMUX (X1, X2), pe3yJIbTaT MOXKHA ITOKa3aTH Ha IJIOIUHI X10x,.

7 obmexenp yrBoprotoTh OJIP (obnmacth momycTUMHX pO3B’SI3KIB), B Mekax sIKOI BIANIYKYETbCS 1
MPOTMOHYETHCS YISl aHANTI3Y 1 IPUUAHSTTSI KEPIBHUITBOM IiJIIPUEMCTBA €KOHOMIKO-EKOJIOTIYHUI Komnpomic
— ONTHMAJIBHUH TTI00aMBHIN («peanbHui») TwiaH (IrykaHi koopauHaTH ToukH [lapeto) i3 BinmosinHoro LD,
noOy/soBaHUM Ha 3HAYEHHSIX S5 ONTHMAJbHHUX JIOKAJbHHUX («ilealbHUX» 1, 3a3BHYal, OJHOYACHO
HEJIOCSDKHUX ) TUIaHIB.

[lykaHuii KOMIIPOMiC Ma€ JAOCATaTHCS B3AEMHUMHU NOCTYIIKaMH €KOHOMICTIB Ta €KOJIOTIB, 332 HUM JIOXIiJ i
SKICTh 3MEHIIATHCS, @ BUKUAW 30UIbIIAThCS (TEOPETHYHO, B TIIOOAIBHUN ONTHMYM MOXXE YBIHTH NeBHHMN
JIOKUIBHUH ONTUMYM).

Ha nouartky npiopureTs (BaroBi koedinieHTH minei) oguakosi (1).

TTouarkoBi gaHi:

e koedimienTn ninboBux Qyukiii (C), Barosi koediriertu (W)
e koedili€HTH NIBUX YaCTHH 1 IIpaBi 4aCTHHU 0OMEKEHB

> MODA (Multiple Objective Decision Analysis)
¥ MCDM (Multiple Criteria Decision Making)
JIY, ITY — niBa, mpaBa yactuHa ooMmexeHHs, Bumora Excel: JTU (dpopmyina 3 neBinomumu), IT4 (koHCTaHTa)
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3a 3amanumu 7 obOmexkeHHsMEu Oyayetrbess OJIP, oOMmexxenHs B7 BHSBHIOCS mMo3a KOHQUIIKTY MiTCH,

peaﬂi3y€TBCH aBTOMaTU4HO, 6 KYTOBUX TOYOK — IMPECTCHACHTH 5 noxanbHUX OHTI/IMyMiBZ

oar

HocnimoBHrM po3B’s3koM 5 3amau JIIT Bu3HaueHO 5 «igeanpHUX» To9oK B OJIP, mBi 3Bepxy (max), Tpu
3HU3Y (min):

L1
L2
L3
L4
L®5

Mnan

x1 X2
10
5
25 45
= 3
6 2

loean
42

oap

IHomyxk Touku Ilapero
dopmMyBaHHSI CTOBIIIS «peanbHUXx» 3HadeHb L@ (Peai.), BukopucroByroThes koedinientu 5 LD
(B3:C7) i panok mykannx koopausar X° (B15:C15)
OOuncneHHs BiTHOCHUX BIIXWIEHb MiX «imeanmsHUMI» (1) Ta «peamsauMm» (R) 3Havenusmu L[O:
max: (I-R)/I; min: (R-1)/1, croBenp Binx.
®dopmyBaHHA CTOBIIIA 3BaKEHUX BiaxwieHs (Binx. x Bara), ZV
®opmysanss ctosmi JTU(Q) oomexens (118:124)

nrykase 3Ha4eHHs Q Oyne po3mimeHo B kit D15

1)
2)
3)

4)
5)

3anxaua JginiiiHol omTuUMizamii
L. 3naiitn X ° = (x?, xJ) Ta Q
II. [I® Q — min

III. 3a oOMeKEHD:

T4 (Q) < >4

PesyabTar

ZV<Q

X°> 0.
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A B C D E F G H J K
2 C ni n2 Kput.
3 |ud1 3 3 max
4 |Lud2 9 1 max
5 |U®3 40 32 min
6 |LU®4 | 800 | 1250 min
7 |ues | 02 |045| min
8
9 Mhan x1 x2 loean Pean. Bigx. Bara 3B.Bigx. TL
10 |u®1 4 10 42 27,2 0,352 1 0,352 -0,68
11 |Ud2 6 5 59 4838 0,173 1 0,173 0
12 |Ud3 25 45 244 329,9 0,352 1 0,352 -0,25
13 |LUd4a 4 6950 91017 0,310 1 0,310 0
14 |u®s 6 21 2,8 0,352 1 0,352 -0,07
15 \u®Q 4,97 4,1 0,352 ULPQ
16
17 |06m.  x1  x2  A4(1)  A4Y(2) N4(3) NY(4) NY(5) N4{Q) ny
18 |P1 20 8 160 160 86 104 136 1321 = 160
19 |P2 1 0 4 6 2,5 4 6 5,0 = 6
20 |P3 0 1 10 5 4,5 3 2 4,10 = 10
21 |B4 12 4 38 92 43 60 80 76,0 = 43
22 |B5 4 4 56 44 28 28 32 36,3 = 28
23 |B6 10 20 240 160 115 100 100 131,7 = 100
24 |B7 15 26 320 220 154,5 138 142 181,2 = 119

Lipsma 3ajiaua
Koopaunatu Ttouku Ilapero: Xf=4,97;xg=4,l, Q = 0352 = 352%

(e MiHIMaJIBHO MOJXKJTUBE

MaKCHMaJIbHE BIAXHMJICHHS JIOKaJbHUX ONTHMYMIB BiJi Touku [lapero, crocyeThcs TPhOX HaBiIAaICHINIMX

touok L[D: 1, 3 Ta 5).

JIBoicTa 3ajaua

Tiubosi 1iau (TL]) 3amanux koeodimientiB raobanshoi [[® — Bix’eMHI YK HYJNIBOBI YKCIIa — BKa3yIOTh Ha
MOXIIMBICTh 3MeHIIEeHHs 3HadeHHs Q, me crocyerbes D1 (-0,68), D3 (-0,25) ta DS (-0,07), Touku
pearbHOrO ONTHMYMY SIKMX HaWBifJaseHimi Bij 3HaiaeHoi touku [lapeto (X MOCTYNKH y 3HAWICHOMY

KoMIIpoMici HanOimemi, 35,2%):

e xyrtoBa Touka [{®1 yTrBOopeHa mepernHOM oOMexkeHb P1 Ta P3 (skupHuUit mpudr), 31 3MEHIIEHHIM
MY umx oomexens (160 ta 10), HOBa KyTOBa TOYKa CTaHe OMIKYOIO A0 HOBOI Touku Ilapeto (Toxi

noctynku LId1 OymyTs MEHITIMH 13 OJTHOYACHUM 3pOCTaHHIM MOCTYTOK iHImIX L[[D)

e agayorigno, st [{P3 ta [{DS.
Jlis 1poro BapiaHTy 3ajadi TIHBOBI I[iHM 3agaHux 3HaueHb [1Y oOmexxenbr — Hyini (00 Touka Ilapeto
po3TaloBaHa 1o3a JiHiik 00OMexeHb, 03HaKa — yCi 0OMEKEHHsI-HEPIBHOCTI.)

PesyabTart

C ni n2
uel | 3 3
L2 9 1
u®s | 40 | 32
L4 | 800 | 1250
Uuds | 0,2 | 045
Mnan  x1 x2
L1 4 10
L2 6 5
Ld3 25 45
L4 4 3
b5 6 2
ueQ 4,97 4,1
O6m.  x1 x2
P1 20 8
P2 1 0
P3 0 1
B4 12 4
B5 4 4
B6 10 20

lonean
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Bigx.
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R e e

Ny (4)
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4
3
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3B. BigX.
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6
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0
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0
-0,07

Q)
132,1
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Bnactusicte Touku Ilapero — cepen 5 nokaneHux L[® Hemae nomiHyroumx, BOHM yCi PIBHOINpPAaBHI, 3
OJTHAKOBMMH (TaK 3aJaH0) BaroBUMH Koe(illieHTaMH, B >KUTTI Tak OyBae He 4YacTto, 00 3aBXAu cepen
aNbTEPHATHB € SKaCh BAXXJIMBIIIA 32 MEBHUX 30BHIMIHIX YMOB. PeansHuil dakt — cBiTOBa eKOJIOTiYHA KpHU3a
CBIIYMTH, WO JUISi BUPOOHMKIB LIOACHHUH JOXiJ BaXJIUBIIIMHA 32 OyJIb-I10 iHIIE 1 €KOJOTIYHI OOMEKEHHS
SIBHO HE 33JI0BOJIbHSIIOTHCSI.

Ckaximo, y HalIoMy MpUKIIa/Ii, SKIO TaK{ 3iHCHIOBATH 3HAHACHUI KOMITPOMIC i3 PI3HIMH iHTepeCaMu-
LUISIMA €KOHOMICTIB 1 €KOJIOTB, TOJII peanbHuil HoXifn (27,2) miaAnpreMcTBa Mae OyTH 3MEHIICHIM Maiike Ha
TpetuHy (42) i 3 ©uM BUPOOHUK, CKOpIIIe 3a BCE, HABPAI UM IOTOAWUTHCS, 3HAYNTH, BiH OyIe HamaraTHCS
IiIBUIIUTH CBOIO Bary.

3MiHa Baru MeBHOI IiJIi X049 Ha HOTYy — [Ie pyHHYBaHHS 3HAWICHOTO YyTIUBOTO i XUTKOTO OallaHCy IiIeH,
OTPUMAHOTO 32 IXHIMH 3aJJaHUMH BaroBUMH KoedilieHTamMu, 00 3’BJIAETHCS JOMIHYIOYA Lijb, TOKPAICHHS
ONTHUMYMY SIKOT aBTOMAaTHUYHO TOTipLIye pealbHI ONTUMYMH 1HII Liei.

OpHak, NpaKTHKa CBIMYHTH, 110 Lie MOXKe OyTH BUMYILEHE 1 BKpail HeoOXiJHE PillIeHHs Ha BUNAJOK, SIKIIO
cTajacsi (41 MOXKE CTATHCS) KPUTHYHA CUTYallis: IPUPOJIHA, MOJIITHYHA, TEXHOTEHHA TOIIO B pa3i, CKaxiMo,
aKTUBHOTO BIUIMBY Ha CHCTEMHHUI 00'€KT HEOUiKYBaHUX (haKTOPIB.

A TIOCHIIOBHO 3MIHIOIOUM Bary Temep BXKE JOMIHYIYOI LI 1 BIACTIJKOBYIOYHM HACIHIAKW JJIS IHIIUX
miter, Mu, pakTUIHO, 3MIHCHIOEMO MPOTHO3 MOBEAIHKU 00'€KTY caMe y KUTbKICHOMY BHMIpi 32 IPHUHIIHIIOM
«I10 - SIKIIO» 1 TYT MOXe OyTH Haa3BHUYaHO KOPHCHOIO Mporeaypa nodynosu ¢gpponty [laperto.

®@poum Ilapemo — mHOXMHa [lapeTo-onTUManbHUX PO3B’A3KIB (Ha IUIOMIMHI — TOYOK [lapero), KOXXHY
MU aBTOMATHYHO OOYHCIIOEMO 3a JI0TOMOTo0 eekTnBHOT HanOynoBu SolverTable (y BitbHOMY mepexiami —
TaOIUISI 3HAWICHUX ONTUMYMIB) — 31 3MIHOIO 3HAUCHb IEBHUX MOYATKOBUX JaHUX SK apryMEHTIB (BXOJIB)
OpraHi3yeThesl IMKIIYHUN OOYMCIIOBAIBHUN TIpolec, A€ B TUIl LUKy Ji€ cranmapTHa HaaOymosa Excel
Solver (ITouck pewenus, Iowyk piwenns), ska Ha KOKHOMY KPOIl OOUHCITIOE MMOTOYHI 3HAYEHHS (YHKIiH
(BMXOJiB), SIKI HAIIPUKIHIII TIPEICTaBIeH] TabIMIsIMH 1 rpadikaMu.

Ockinbku JokanbHi [{® 3amaHi CBOIMHU MOMEPEIHBO 3HAWICHUMHU ONTUMYMaMH, MOBa e mpo 3aaady
nouryky ontuMmymy rinobanpHoi LD, sika oOumciioe 3HadeHHss Q, Ha 10 BIUIMBAIOTH JIMIIE Barosi
koedinientn 1D, Toxx came BOHM MOXYTh 3aCTOCOBYBATHCS JIs 1MOOYJOBU (POHTY B SIKOCTI apryMEHTIB,
OJTHOTO YH JABOX OJHOYACHO.

Hpuxaan 2.

OIIP (aHamiTHK, EKCIIepT) X04e MobyIyBaTH MPOTHO3: pealbHIX 3HaueHb ycix [, mykanoro miany (X°)
i 3HauenHs Q 30inbpieHHsM Baru W1 (1iss — gbvmakcumym goxony) Bin 1 1o 10, po3ymirouu, o «peaibHi»
sradeHHs LD, okpim D1, mpu npomy OyIyTh TOTipITyBaTHCS.

Otxe, Wl — aprymeHT (BXim), QyHKHiIH-«BUXOHiB» 8: «peanbHi» omrumymu L[D1 + D5, mykani
3HAYCHHS X1, Xp, Q, pakTHuHO, 11e Tabnui po3mipom 10 x 8, otpumana po3s’sizanusM 10 3amxay onTumizariii.

Ipouenypa i peyabrar

wl x1 x2 Q Peanl Pean2 Pean3 Peand4 Peanb
1 4,97‘ 410 0,35 27,2 488 3299 9101,7 2,8
2 5,63‘ 4,65 0,53 30,8 55,3 373,8 103125 3,2
3 6,[][]‘ 5,00 064 33,0 59,0 400,0 11050,0 3,5
4 5,75‘ 562 0,75 341 574 4099 11623,3 3,7
5 5,56‘ 6,10 0,84 350 56,1 417,6 12070,7 3,9
6 5,41‘ 6,48 090 35,7 55,1 423,7 12429,7 4,0
7 5,28‘ 6,80 096 36,2 54,3 428,8 127240 41
8 5,17‘ 706 1,01 36,7 53,6 433,0 12969,7 4,2
9 5,08‘ 7,29 105 371 53,1 436,6 13178,0 4,3
10 5,[]1‘ 748 1,08 375 52,6 439,7 13356,7 4.4

Puc. 1. Tabauns pe3ynbTatiB
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Peanl Pean2 Pean3 Peand4 Pean5
27,2 488 3299 91017 2,8
30,8 55,3 373,8 103125 3,2

330 59,0 400,0 11050,0 3,5 /./'\‘ho—._._,___.

341 574 4099 116233 3,7

350 56,1 417,6 12070,7 3,9 /,.._a——*——*—‘—‘
357 551 423,7 124297 40

f
362 54,3 4288 127240 41
367 53,6 4330 12969,7 472
371 53,1 4366 131780 4,3 A S
=g Poan ]l =——@=—Pean? Pean3 Pean4  =—@=Peans

375 52,6 439,7 133567 44

Puc. 2. 3mina «peanpaux» 3Ha4eHb LID (Ha miarpami MacmTab 3MiHEHO)

g

X1 X2

W e N R W N e

=
=]

4,97 4,10 X2

5,63 4,65
6,00 5,00
5,75 5,62
5,56 6,10
541 6,48
5,28 6,80
517 7,06
5,08 7,29
501 7,48

(I TR SET R ]

En
)

53 58 6,3

Puc. 4. ®ponr [Tapero: LP1 (max). wl =1, 10, 1

O e N @R W N e W

[y
o

X1 X2 X1, %2

497 4,10

3,35 4,98
| 5

3,19 4,74 N’

3,10 4,61/ 4

3,04 453| 5

3,00 4,47

2,97 4,42
a 1

2,95 4,39

2,93 437|| o
2,92 434|| 28 33 3.8 43 43 53

Puc. 4. ®ponr [apero: D3 (min). w3 :=1, 10, 1

AHauti3 pe3yJabTarty
3 OTpUMaHUX Pe3yNIbTaTiB BHIHO, IO 3i 3poctaHHsM Baru LI®1, yci iHII MOKa3HUKH MOTiPITYIOTHCS.

Ha

Touky IlapeTo MOCTIHHO MiIOTH CWIM TOKIHHA K JIOKaNbHMX ONTHMMYMIB (Hade TI'yMOBI HUTKH
y y Y )

NPOMOPIIKHI IXHIM BaroBuM KoeQillieHTam, oCTYNoBe 3pocTanHs Bark qoMinytouoi L{® Ha koxHOMY Kpolii
3MIHIOE OalaHC CHJI TSOKIHHS (1 CMHCI KOMIIPOMICY), HaJIatoud MOXKJIMBICTh HAOJIU3UTHChH SKHAMIIBHIIE 10
BU3HAYEHOI i1ealibHOT TOUKH, Tak hopmyeThest Gppont [lapeto:

Hd1 (max), puc. 3. 3i 3minoro 3HaueHHss W1 Bix 1 1o 10 3 kpokom 1 morouna Touka [lapero Ha 3-my
KpOIll BUHILIA HA MpsiMy MK Toukamu (6, 5) i (4, 10), mo 3’eqHye ABi Touku Makcumymy LID2 Ta
H®1, i gami pyxaeTbcs «MaKCHMAIFHOIO» MPAMOIO A0 «imeanbHoi» Toukd (4, 10). TobTo, dppoHT
[MapeTo ckiagaeTbes 3 1BOX AUTBHAID:

o (7,97;4,10) — (6,00; 5,00), pyx Ha JIiHil0 OOMEKEHHS, Ta

o (6,00; 5,00) — (5,03; 7,38) — pyx wi€ro JiHi€r0,
a0u sKHAHIIBHLIE TOCTA0UTH BILTUB TphoX L[D (Min).
L®3 (min), puc. 4. 3i 3pocranHsM Bard W3, Touka [lapeTo jie aHaJOTiYHO: CIIOYATKY pearye Ha
BIUB 1BoX L@ (mMax), a Bxe Ha 3-My KpOIli KPYTO PyXaeThCs Ha «MiHIMAJIBHY» IPAMY 1 Jaii HEIo
JI0 BU3HAYCHOT i1eabHOi Touku onTuMymy (2,5; 4,5), hopmyroun GppoHT.

Orxe, skmo B 3amaui BKO yci [I® maroTe kpuTepi onrtumizamii miHiMym, Touka Ilapeto 3pasy
PO3TaIOBY€ETHCS HA JiHIAX, IO 3 €IHYIOTh TOYKH MIHIMYMIB, e GOpPMyeTbes i (POHT; aHAIOTIYHO, SKIIO
kpurepii ycix L@ makcumym, Touka [lapeTo po3TamoByeThCs Ha JiHIAX, MO 3’€JHYIOTh TOYKH MaKCUMYMIB,
i Tam popmyetbes pponT. Skio x kpurepii L{d minimym/makcumym, Touka [lapero po3ramoByeThest 1ech
«mocepennni» O/IP, a Bke MOTIM IOCTYNOBO 3pOCTal0¥a CHJIa TSOKIHHS pyxae 11 Ha JIiHII0 OOMEeXeHHs, e
po3TamoBaHa KyToBa TO4Ka Biu3HaueHoi L{D.

Mpukaan 3.
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3a mocTaHOBKOIO 33/1a4a aHamoriyHa 3a1adi i3 [Ipuxiaxy 1, ane Tyt Bumyck crocyerbes 10 BuIiB

npoxykris (IT1 ..

KpHUTEpisMH, 6 00MEKEHHIMH Ta TUM YK€ METOJIOM.

TabauuHa MojeJib, pe3yJbTaT Ta iHoro aHaJi3

. . . . 0 0 0
. I110), BinmoBiAHO, BIAIIYKY€ETHCS ONTUMAIBHUI IJ1aH X" = (X1 ,...,Xlo) 3a Tumu Xk 1D,

C Il II2 113 I14 II5 II6 II7 TI§ TI9 IIl0
el 40 32 45) 100| 65| 74 15 3| 46| 26| min
oe2 45 8 14| 11| 39| 79 12 95| 61| 93| min
e3 02 |05 54| 90| 68| 52 24 2 5| 47| min
D4 3 3 3 7| 40| 20 51 34| 40| max
oes 9 1 84| 63| 77| 14 4 86 4 2| max
Ilnam  x1 X2 x3 x4 x5 x6 x7 x8 %9 x10 Imean Pean. Biox. Bara 3B. TIT
el [18[39] o[ oJoJoJo4] o o] o] 2048 2327 014 1 0.14 0
@2 [ 07 (100l 0o o[ oo o 0o [ o] o] 1100 1636 049 1 049 -0,11
u®3 | 6,0 [2,0] 0 0 0 0 0 0 0|0 2,1 31 049 1 049 -0,14
ue4 |45 |18l ool ofo] o o | ofo7| 487 250 o049 1 049 -0,57
1ues | 46 [82]oaloJ oo o o [o]o 61,3 314 049 1 049 -0,17
112Q | 2,68/367] o of o o o] 0,03[0,17] 0] 049 11®Q
IIc o 0 33 58 3% 328 10003 o 0 275
O6MemeHHS JU (1) JTU(2) JTH(3) T4 (4) J4(5) JTI(Q) ma TIT
Pecl 12 4] 18| 13 1 9 24 2[ 24 1| 48 48 80 62 90 51 =z 48 Q
Pec2 4 4 11 7 12] 16 24 24| 25| 20| 33 4267 32 40 53 30,56 = 28 0
Pec3 10| 20 20 4] 24 2 8 8| 24| 25| 100 2067 100 100 212 105 = 100 0
Pecd 20 22 5 14] 1% 5 23] 24| 70 9333 136 123 160 86,99 = 160 0
Pecs 1 0| 10| 1e| 21| 12 3 15 2 3 0,667 6 6 6 6 < 6 -0,0011
Pect 0 1| 13| 15| 20| 15 14 25| 11] 10 10 2 10 10 9 < 10 Q

Komu ¢ponr Ilapero He

Hpuxnan 4.

MOJXKHa 300pasuTH Ha IUIOIIMHI TpaekTopiero Touku [lapero, Ha MJIOMIMHI
OynyroTh JiHiI0 apHux KommnpowmiciB (trade-off curve), ne kokHa Todka — 11 KOMIPOMIC, TTapa KOOPHHAT
nBox L® i3 mpormnexunmu minsamu tuny (1o, Akmo), To6To, (HoXin, BUTpaTH).

3naueHns BaroBux koedimientis L{d4, LIS (max) w4 ta WS 0JHOYACHO 3pOCTAIOTH y Aiana3oHi

1 + 10, Tpeba nobymyBaTH ABi rPyIU MapHUX KOMIIPOMICIB 3 KOOpAWHATAMH:

o (L1, HD4), (UD2, ID4) ta (LID3, L1D4)

o (D1, ®5), (D2, TDS5) ta (LUD3, LIDS5),

i3 3acrocyBanusiM HajbynoBu SolverTable (3 nBoma BXomamu) i po3B’si3aHHs B ogHOMY ceanci 100
3a7a4 onTuMizauii i3 GopMyBaHHIM 3-0X KBaapaTHUX MaTpuilb po3Mipom 10 x 10 st LD Ha miHiMyM i 2-
OX TaKuX MaTpHLb 11t LID Ha MakcHMyM.

Pe3yabTart

&1

O 00 1 Oy b e Wk e

—_
=)

=
s
-t

=l N A )

—_
=]

o3

e N A N N
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4464 445;4 446;4 446;4 4464 4483 455.6 461 7 458 1 455;5
4583 4583 4583 4583 4583 4583 463.1 468.9 467.7 4652
469.0° 469.0° 469.0' 469.0' 469.0' 469.0' 464.0 457.0' 453.8 451.1]
1 2 3 4 5 6 71 8 9 10
163.6 174,7 192,9 206,6 217.3 225.9 232.8 238.7 243,6 247.8
193.9 195,6 199,7 209,6 219.2 226.7 232.8 238,7 243,6 247.8)
2146 2146 2169 220.0 22341 2315 238.0 2434 2478 251.6]
2203 229,3‘ 229, 3‘ 23201 234.4° 236.1 240.8 246.4° 2511 255 1]
240, 4‘ “404 “404 2406 243 4" 245.4" 246.8 2493 253 2 257 3]
249, 1 249, 1 249, 1 249, 1‘ 2502 2523 253.9 2559 257.9' 259.7]
256, 0 256, o 256, o 256, o 25601 2577 259.4 2611 2633 265 1]
261, 6 261, 5 261, 5 261, 5 261.6' 262, 1‘ 263.9 2657 267.6 269.5]
266, 3 266, 3 266, 3 266, 3 266.3" 266, 3 2675 2689 2711 273.1]
267,10 267,1 267,10 267,1" 267.1° 267.1" 2704 2752 277.9 280,0]
1 2 3 4 5 6 7 & 8 10
3,10 33 37 39 41 43 44 46 47 47
37 37 38 40 42 43 44 46 47 47
a1 a1 a1 42 43 44 45 46 a7 48]
44 144 a4 a4 45 45 46 47 a8 49
46 46 46 46 46 47 47 48 18 49|
48 48 48 a8 48 48 48 49 49 50|
49 49 49 49 49 49 50 50 50 5.1
50 50 50 50 50 50 50 51 51 5.1
500 51 51 51 51 51 51 51 52 52
52 52 52 52 52 52 52 53 53 53]
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3a QUMUK JaHUMHU MOXKHa MoOyJyBaTH yci HEoOXiaHi 3aiexHocri, sk oT (D1, Ld4), (UD2, [1D4) ta
(D3, L1D4) mpu w4 =1 10, w5 = 1:

w4 IOP4 OP1 LP2 LD3 || s000

250 2327 1636 3.1 P
30,2 2886 1939 37| " e

333 3313 2146 41|| 3000 o
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MOBYJIOBA ®OPMAJILHOI MOJIEJII IHTEPHET-MAPIIPYTU3AIII /15 OITHKHA
BIVIMBY ATAK 3 IEPEXOIIVIEHHAM MAPHIPYTIB

Biramiii 3ybox

Tucmumym npobnem modenosanna 6 enepeemuyi im. I.€.1lyxosa
Hayionanvuoi axademii nayx Yxpainu
Byn. I'enepana Haymosa, 15, Kuis, 03164, Vkpaina
vitaly.zubok@gmail.com

Anortanis. OmiHKa PU3HMKIB NEPEXOIUICHHS MapLIpyTy NOTpeOye KiJbKICHOTO BHMIpY BIUIUBY
aTaky Ha BUKPUBJICHHS MapHIPyTH3allil, a OT)Ke - Ha 30WUTKH BiJ MOpYIIEHHs Oe3meku iHpopmariii.
Jnst 11bOro MPONOHYETHCS ILIAX JOCIIJHKEHHS TOIOJOTii 3B’S3KIB MK aBTOHOMHHUMH CHCTEMaMHu
Mepexi [HTepHeT ans mopmanbmioro (OpMyIIOBaHHS 3anadi OOpOOKM pH3MKIB SK 3aaadi Ipo
torojyorito. ONHMM 3 HaWMBAXIMBINIMX €TamiB Ha NUBIXYy MOJEIIOBAHHS BIUIMBY arak Ha
MapIIpyTH3alio € modymoBa GopMaibHOI Moaeni riaodansHOi [HTepHET-MapmpyTH3amii. B pobori
3aIpONOHOBAHO (POPMATBHUH OMHC 00’€KTIB TMT00ANBHOI MAapHIPYTH3allii Ta BIIHOCHH MK HHMH, a
TaKOXX IIPOLIECY BUOOPY MapIipyTy.

KuarouoBi cioBa: rmobanpHa MapmipyTu3amis, GpopMaibHa MOJENb TI00aTbHOI MapIIpyTH3allii,
MIepeXOIUICHHS MapIIPYTiB, OLiHKA PU3HKIB, KiOepOe3mneka.

1. AKkTyaabHicTh

AsroHomHi cuctemu (Autonomous Systems, AS) BHKOPHCTOBYIOTh MPOTOKOJ MPUKOPIOHHOIO IHUIIO3Y
(Border Gateway Protocol, BGP) mis oOMiHy MmapiipyTamu 10 CBOiX mpegikcie IP Ta BcTaHOBIEHHS
MDKIOMEHHHX MapuipytiB B IHrepHeri. BGP - ne posmnoaineHuii mpoTokoi, B sSikoMy Opakye Bajinmaiii
MapuipyTiB Ta aBTeHTH(]ikauii. Sk pe3ynbrar, AS Moxe pexiiamyBaTu HeJEriTUMHI Mapuipytu aist IP-
npedikci, skuMu BoHa He BoJofie. Lli He3akOoHHI aHOHCH MapIIPYTiB MOIIUPIOIOTH Ta «3a0PYAHIOIOTH)
[HTepHeT, BIUIMBalOYN Ha JAOCTYIHICTH IOCIYT, IUTICHICTE Ta KOH(QiACHIIHHICTh KoMyHikamii. [le sBume,
sIKe Ha3HMBa€ThCsl BHUKpajeHHsM mnpedikcy BGP (BGP hijack), moxe OyTu crnpuurHeHe HEMpaBHIBHOIO
KOH(]iryparriero MapmupyTuzaropa adbo 3I0BMHCHIMH aTaKaMHU.

IIi momii MaloTh 3HAYHWH BIUIMB 1 YacTO CIIOCTEPIrarOThCs, HE3BAXKAIOYM HA CEPHO3HICTH TaKOI
Bpa3NMBOCTI iHpacTpykTypu IHTEpHETY, 1 e migkpeciroe Hee(eKTHBHICTH ICHYFOUMX KOHTp3axoniB. B
JIAaHU# 4ac Mepei MOKIIAJIAlThCsl Ha MPAKTHYHI PEaKTHBHI MEXaHi3MH, 1100 cripoOyBaTH 3aXHCTHTHUCH Bij
BUKpaJieHHs rpedikca, OCKUJIbKH 3alpOIOHOBaH]I PoakTHBHI MexaHi3Mu (Hanpukian, RPKI [1]) € noBHicTio
e(eKTUBHUMH JIMIIIE TIPH III00AILHOMY PO3TOpPTaHHI, a ONEPaTOpH HEOX04e PO3ropTaIOTh 1X uepe3 MOoB's3aHi
3 UM TEeXHIuHI Ta QiHAHCOBI BUTpATH. 3aXUCT NPOTH BUKPAJACHHS PEAKTHBHO CKJIAIAETHCS 3 JBOX ETaIliB:
BUSIBJICHHS T4 TIOM SIKIIICHHS.

AHasti3 MexaHi3MIB MPOBEICHHS aTaKK B 3aJICXKHOCTI Bif ii Ifiyieil Ta BapiaHTh Ti peaizaiii aeTaabHO
omucaHo B [2]. BwusBieHHS B OCHOBHOMY 3a0e3leuyeThCs CTOPOHHIMH CiyxOammu, Takumu sk BGPMon,
SIKI CIIOBIMIAIOTH aJMIHICTpaTOpa Mepexi Mpo Mio3pimi Mmofii, moB’s3aHi 3 iX mpedikcaMu, Ha OCHOBI
iHpopMamii MPO MapIIPyTH3ALio, BIACTIIKOBYIOUM peajbHI MAapIIPyTH IIIIXOM TpacyBaHHSI Ta
CIIOCTEPITaloud 32 OHOBJIICHHSAMH aHOHCIB MapumipyTiB B BGP. B pasi iHmmaeHTty, mocTpaximam Mepexi
MPUCTYMAIOTH IO ITOM SKIICHHS HACIIIKIB ITO/ii, HAPUKIIA], aHOHCYFOUYH OLTBII crieludivHi mpedikch CBOiX
Mepex abo 3Bepratourch A0 iHmmX AC mis QinpTparii XuOHUX aHOHCIB.

OpnHak, 4epe3 MO€JHaHHS TEXHOJIOTIYHUX Ta MPAaKTHYHHX MPOOJEM PO3rOpTaHHs, ICHYIO4Yi PEeaKTHBHI
MIXO/IM 3HAYHOK MIpOI0 HeNOCTaTHI. 30KpeMa, y HaliCydaCHINIMX TEXHOJIOTISIX BUHHMKAIOTh TaKi OCHOBHI
mpobaeMu:

—  pi3HOMAaHITHICTH THIIIB aTaKk Ha MapUIIPyTH3aLil0, KOMOIHYBaHHS METOJIB MPU3BOASATE JI0 TOTO, IO
Hemae HaoiuHOi MemoouKy eusas1eHHs TIEPEXOTUICHHS MapIIpyTy,

—  omeparopaM HEOOXITHO 3a64acHO iHQopmysamu npo Je2imumHi 3MiHU 8 B0l noximuyi
mapwpymuszayii (YTBOPEHHsS HOBUX B3aeMoJiil Mk AS, aHOHCYBaHHS HOBOTO mpedikcy Tomo) abm Taki
3MIiHM HE BBa)KaTHCS MiJO3PUIMMHM TOMAISMH Ui CHCTEM BHSBJIECHHS aTak B YMOBHOI TPeThOi CTOpOHH. 3
iHIIOTO OOKY, MPUHHSTTS MEHII CyBOPOI MOJITHKY LI0A0 KOMIIEHCALll BiICYTHOCTI OHOBJIEHOI iH(opMarii Ta
ckopoueHHs KinbkocTi false positives, Hece HeOe3reKy 3HEXTYBaHHS peajJbHUMH MOISMH i HEBUSBICHHAM
inuunentis (false negatives);

—  KUIbKa XBWIMH NI€pPEHAIPaBICHHS TpadiKy MOXKYTh CIPHYMHHUTH BENHKi (piHAHCOBI BTpaTH depes
HEJOCTYIHICTh MOCIYTH a00 MOPYLIEHHs Oe3MeKH. A weuoKicmy peazy8ants Ha iHYUOeHMU € NOGITbHOW Y
Oynp-sKoMy pasi, 00 3a iCHYIOYOI0 TPAKTHKOIO € HEOOXiOHICTh BPYYHY HEPEBIPUTH MOMEPEIKEHHS, II0
HAJXOJIATh BiJl CHCTEM MOHITOPDHHTY Ta CTOPOHHIX cepBiciB. TpHBaJicTh MIMPOKO BiZOMHUX IHIMICHTIB
CTaHOBWJIA BiJl JEKIIbKOX TOMUH 110 MicsiB [3].

B npomeci oOniHIOBaHHA PU3UKY OCOOJMBI BHUMOTM BHCYBAIOTBCS [0 sKOCTi iH(opmaii
(MakCHMMaJbHO MOXJIMBUH PiBeHb IIOBHOTH, TOYHOCTI 1 BIAMOBITHOCTI HA MOMEHT ii OTPUMaHHs) Ta SIKOCTI ii
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mxepen [3,4]. PesymbTaT imeHTH}IKAIII PU3UKY TTOBUHEH OYyTH CTPYKTYPOBaHHM Ta OXOILTIOBATH YOTHPH
€JIEMEHTH: JPKepella BHHUKHEHHS PU3UKY, Oe3mocepeIHi MMoii B pe3ysIbTaTi peamizallii 3arpo3, MpuInHHA
UX Mmonid Ta ouikyBaHi Hachimku. [loOymoBa dopmanpHOI Mozeni IHTepHEeT-MapmpyTH3amii CTIpHSITHME
pilIeHHIO 3a/1a4i MPOTHO3YBAaHHS HACIIIKIB MOIiH.

2. I'padoBuii miaxin 1o mogenoBanusa Mepe:xi [ntepuer

TenekomyHikaliiiHa Mepexa € HEeBiJl’€MHOI0 YacTUHOIO iH(OPMALIIHO-TeNeKOMYHIKaliHHIX CUCTEM 1
XapaKTepu3yeTbCss DI3HUMH 3a (OPMOIO 3B'I3KaMH, a TaKOXK pI3HUMH BHJIaMH B3aemonii. Yacrto
MaTeMaTUYHOIO MOJEJUIIO TAKHX MEPEeX MOoke ciyxuTH rpad. I'pad MoxkHa ysIBUTH SIK HaOIp TOYOK, 3BaHUX
BEpIIMHAMU YU BY3JaMH, 3'€THAHUX COOOIO JIHISMH, sIKi Ha3MBAIOTHCS AyraMu 4u 3B’s3KkamMu. KoxxHOoMy
3B’513Ky 1 By3ny rpada MOKe BIAIOBIiJaTH NEBHA KiJBKICTh HapaMeTpiB, IO XapaKTEPHU3YIOTh MPUPOJHI
obmexxeHHs. Hanpukman, mMepeska Moxe OyTH IpeAcTaBieHa B BUIIILAAI rpada, B SKOMY IyTH BiINOBIiTAOTH
KaHaJlaM 3B'S3Ky, a BEepHOIMHH — BY3JaM KoMyTamii. BakimBi mapameTpu BKIIOYCHI B MOJENb y BHTIISAI
ymcen abo Bar, MPUMHCAHUX T0 AYT 1 BepmmH rpada. Li Barn MoxyTh OyTH (DiKCOBAaHMMH i BUIIAIKOBHMH.
Tak, U1 Mepeski THIIOBA BEPIIHHA, 1[0 MPEACTAaBIIE By30J KOMYTAIIil, MOKE MAaTH TaKi Baru: MaKCHMaJbHY
MPOTYCKHY 3[aTHICTh, 00CAT 3armaM’ATOBYIOYOTO IIPUCTPOIO, i T. i. TUTOBa Iyra — JiHig 3B 3Ky — MOYKE MaTH
TaKi Baru: MakCUMaJbHY MPOITyCKHY 3/IaTHICTb, CEPEIHIO 3aTPUMKY Nepesadi Mo KaHaly 3B'A3Ky, HaliHHICTbh
KaHaJy 3B'SI3Ky 1 Take iHIIe.

JouinpHicTh MOOYAOBH MOZET y BUIJANI rpada 3aluexurh Bil (i3MYHOT MPUPOIAM AOCIIIKYBaHOI
mepexi. HallOinbm oueBHHa TOUIBHICTE KOPUCTYBaHHS MOJEIUIIO Y BUIJIsL rpada npu BHUpILIEHH] 3aaa4
3B's3HOCTI. Tak, B 3arajbHOMY BHIAJKy, HAC MOJKE IIKABUTH 3aBJaHHS JOCTaBKH iH(opmauii 3 Oyab-sKoi
TOYKH B OyIb-siKy. Lle cTpykTypHa 3a1a4a, B sikii HEOOXiJJHO BCTAHOBUTH YH ICHY€ NPUHAWMHI OJMH LUISX 3
Oynp-sIKOT BepIIMHM B OyIb-iKy iHIIY. [HIIMM Ba)XKIMBUM 3aBJaHHSM € TOIIYK HAHKOPOTIIOTO LUIAXY MiX
JIBOMa, KiTbKOMa, ab0o BciMa BepmIMHaMHu rpada, a TaKoX MONIYK HAHKOPOTHIOTO HUIIXY 3 YpaxyBaHHIM
pi3HHX OOMEKeHb. 3a JIOIIOMOTOI0 TpadiB MOKHA TAKOK BHUPIIIYBAaTH 3aBIaHHS CHHTE3y TOIOJIOTII Mepexi,
TOOTO MOOYZOBM ONTHUManbHOI cucTeMu. ONHUM 3 MOXIIMBHX KPHUTEpIiiB ONTHMAaIbHOCTI MOXYTh OYyTH
CTYIIIHB JKMBYYOCTI a00 HAMIMHOCTI TeNeKOMYHIKaIiiHOi cucTteMu. OCKUTBKH TEJIeKOMYHIKailHIN Mepexi
BJIACTHBI MOMIKOKCHHS 1 BIAMOBH (HACJIIAKOM HYOTO € MOPYIIEHHS 3B'S3KY), MOXKIMBHM 3aBIaHHAM MOXeE
OyTH o0yI0Ba CUCTEMH, B SIKii HACIIKU MOPYIIEHh POOOTH € MiHIMAaJIbHUMHU IIPH 33J]aHUX YMOBaX POOOTH.

MaremaTnyHui anapat teopii rpadis, a mi3Hile — Teopii CKIAJAHUX MEPEX, y 3aCTOCYBaHHI 10 TOMOJIOTIT
r100aIbHOT TEJICKOMYHIKAIIHHOT Mepexi IHTEepHET MO3BOJISE aHATI3yBaTH CTYIIHb BY3JiB, PO3MOILI
CTYNEHIO, IITIX MDK Iapol0 BY3IIB, CEPEAHIN LUISIX B MEpekKi, NOKA3HUKH KJIACTEPHOCTI, MOCEPETHUIITBA
Tomo. B paHuii wac B 0araThboX MOCIIJDKEHHAX rpad BUKOPHCTOBYIOTH Ul MOOYIOBH MOJEN Mepexi
IntepHer Ha piBHI aBTOHOMHHX cucteM [5,6]. Mepexa IHTepHeT B HHX IpeAcCTaBisieTbCs Tpadom
G =(V,E), ne V € MHOXHUHOIO aBTOHOMHUX cucTeM (AS), a E - ixui 3B‘A3KH, yTBOpEHi HPOTOKOIOM

mapuipyruzanii BGP-4. Tlpu upomMy mnpomyckHa CHPOMOXKHICTh 3B SI3KIB MK By3/lIaMH |HTEpHET He
NPUIMAETBCSL O yBaru i He BIUIMBAa€ Ha Bary pedep, TakuM YMHOM rpad € He3BakeHuUM. byno mocmimxeHo
crocyHKH (node relationships) Mik aBTOHOMHUMH cuicTeMaMu B [HTepHeTi. Bymo BumineHO AeKiibKa THIIIB
TaKUX CTOCYHKIB, 30KpeMa «KJII€HT-TIPOBaiiep», «IapTHEp-MapTHEp» Ta iHII. Y BHIAJKY B3a€MOJIl IBOX
PIBHIEX 32 CTaTyCOM OIEpaTOpiB, BOHH aHOHCYIOTh OJIMH iHIIOMY BJIacHI Mpedikch Ta mMpeQikch Mepex CBOiX
KIieHTiB. B pa3i B3aeMomii mpoBaiimepa i KIi€HTa, TpoBaiaep aHOHCYE KII€HTOBI BCi HasBHI B HBOTO
npedikcd, a KIIEHT aHOHCYE MPe(iKCH BIACHUX MEpPEK. TaKUM YHHOM, 3B'SI3KH MDK aBTOHOMHHUMH
CHCTeMaMHU IPEJICTABIISIOTHCS JIBOCTOPOHHIMH, OTXKE pedpa € HeHanpaBJIeHHMH, a rpad) — HEOPIEHTOBAHUIA.

3a JONOMOror MareMaTHYHOro amapary Tteopii rpadis Oyyo 3amporoHOBAaHO METPHUYHY (YHKIIO
Bijictani B IHTepHETI A5 Takoro rpada i JoBeAeHO ii BiAMOBIAHICTh akcioMaM MeTpuku [7].

3. @opManbHMii onuc 00’ €KTIB I7100aILHOI MAPIIPYTH3ALIl TA BITHOCHH MiXK HUMHI

OTxe, U1 BUSIBIICHHS TaK 3 MIEPEXOIUICHHS] MAapUIPYTiB, AOCIIUKEHHS MacliTabiB BIUTMBY Ha TOIOJIOTIIO,
a TaKOX TIOAAJbBINO OI[IHKK PU3WKIB HEOOXIMHO MaTH MOJeNb Mepeki [HTepHeT Ha piBHI TI0OANBHOT
Mapupytuzanii, To0To - 3 BukopuctaHHAIM BGP-3B’s3kiB. [lepmioro BiAMIHHICTIO BiJ HaBEICHUX B
MONepeTHbOMY PO3JIUTi TIJIXOMIB € Te, 1[0 caM MPOLeC MapLIpyTH3aLlii HEeBiJ €MHO MOB’s3aHUI 3 BUOOpOM
HanpsMKy, OT>Ke IPH JOCIIJUKEHHI BTPYYaHHS B MaplIpyTH3allilo, KOJIM Pe3yIbTaTOM € HECaHKI[IOHOBaHa
3MiHa HANpsAMKYy, MH HE 3MOX€MO BHKOPHCTOBYBATH B SIKOCTi MOZEJ He3BakeHHH rpad. [l BH3HAUCHHS
HEOOXiJHUX SKOCTEeH HOBOT MOJETI MPOMOHYETHCS (GOPMAaTIi3yBaTH MOHITTS MapIIPyTH3ALlii.

Chopmymroemo BUXiTHI JaHi.

Icuye ampecuuii mpoctip Mepexi [nTepHer A — MHOXKHHA yHiKambHUX [P-ampec i, siki 3rpymosawni B IP-
npedikcn P (Hamami - IpocTo «rpedikcu»):

A={a,a,8,. 2, & =a.{, j}<[|Ak
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aepcA.

IIpedixcn, B cBOIO dYepry, TpPyNylOTbCA (iHKONMH BXXHUBAIOTH TEPMIH «arperyioThCs») 3 OUTbII
cnenndiyHNX B MeEHII cnenu¢idHi, Sk I¢ Bu3Ha4ueHO B [8] i HaBemeHno Ha pwuc. l. IloBHHUIT mepermik
npedikciB HaBegeHO B mokyMmenTanii mo CIDR. 3 inmroctpartii 3po3ymiso, mo 0yab-ska IP-aapeca BXoauts 10
32 npedikciB, sKi «iHKAICYIIOOTHCS» BXOISATh OMH B OJJHOTO 32 JOIIOMOTO0 3MiHM MepexeBol Macku. [Ipu
IOMY BECh aJipeCHUi TPocTip A Moke OyTH OmUcaHuil OJHUM TpedhiKCOM 3 TOBXKHHOK MepekeBoi Macku 0,
200 00’eTHAHHIM BOX MPE]IKCIB 3 TOBXKUHOI MackH 1, a00 YOTHPHOX 3 JIOBXKMHOK MACKHU 2 1 TaK Jaji:

Ps < P, < Py S Pos | Po| =2|py| =4|p,| =8 py.

B 3aranpHOMY BHITaIKy MOKEMO TaK BUPA3WTH BiTHOIIEHHS MiX miaMHOXUHaMHu IP-agpec, Bu3HaueHIX
npedikcamu npedikcamu, B MHOXKHHI Beix IP-ampec :

p=2"p;
i<j )
0<{i, j}<log, |A|

Horanis JloBxxnHa Kinbkicts 3aranpHa
npedikcy netmask, 6it azpec B npedikci KIJIbKiCTh MpedikciB
IPv4

X.X.X.X/[32 32 1 4294967296
X.X.X.X/31 31 2 2147483648
X.X.X.X/30 30 4 1073741824
X.X.X.X/29 29 8 536870912
X.X.x.0/24 24 256 16777216
X.X.X.0/23 23 512 8388608
x.x.0.0/17 17 32768 131072
x.X.0.0/16 16 65536 65536
x.X.0.0/15 15 131072 32768
x.0.0.0/9 9 33554432 512
x.0.0.0/8 8 16777216 256
x.0.0.0/7 7 8388608 128
x.0.0.0/1 1 2147483648 2
0.0.0.0/0 0 4294967296 1

Puc.1. Arperanis IPv4-npedikcis srimao RFC 4632.

[pedikcn aHOHCYIOTBCS ABTOHOMHHMH CHCTEMaMH (B iHO3EMHIMH JTiTepaTypi BUKOPUCTOBYETHCS TEPMIH
«originatingy», 0TKe B KOKHOT0 mpeikcy € CBii «0riginy - aBTOHOMHA cucTeMa, 1110 aHOHCYe itoro. Tpukian
B3aeMogii AS HaBeIeHO Ha puc.2.

AS5
10.0.0.0/24
AS1 _,@. )
10.0.0.0/24
10.0.0.0/24
10.0.0.0/24

10.0.0.0/24 S3 10.0.1.0/24 10.0.1.0/24
o 10.0.2.0/24 10.0.2.0/24
10.0.0.0/23

&P AS4

10.0.1.0/24
10.0.0.0/23

~ 10.0.1.0/24

AS2 10.0.0.0/23

Puc.2. Ilpuknan excriopty aHoHciB |P-nipedikcis B mporeci B3aemouii
ABTOHOMHHUX CHUCTEM
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B HOpManibHOMY CTaHi KOXKeH Mpedikc aHOHCYE JIMIIE OJJHA aBTOHOMHA CHCTEMA.
Jo xoxxHOTO TIpedikcy icHye IPUHAWMHI OIWH MapIIpyT

m(p) = (vp,ep), 2
SIKMA CKIAA€ThCs 3 HANpaBiIeHUX pebep €, IO BIANOBIZAIOTE aHOHCAM Hepdikcy MiX BepuHamu V,

(aBToHOMHHMMHE cucTeMamu). Jlo mpedikcy, SKH He AHOHCYEThCS, MApUIPYTiB HeMa, i BiH He MOXe
BBaKATHCh YYACHUKOM |HTEpHeTY.

Cykynsicte Mapuipyris M, 10 nepHoro mpegikca p Moxe OyTH mpencTasieHa y (popmi 3B’s3HOTO

opienToBaHoro rpada 6e3 Kijeup
M,=(V,E), 3)

Jac Vp — 3B'I3KH MiXK aBTOHOMHUMU CHUCTEMaMU, 110 AKHUX HAAXOJATh aHOHCHU npeq)iKca P, a Ep — aBTOHOMHI

CHCTEMH, B SKUX MPHUCYTHI MapmIpyTH 10 mpedikcy p. Bepmuau rpada mo BXimHUX pedpax MpHUAMArOTH
aHOHcH TpediKcy 1 10 BUXIJHUX PETPAHCIIOIOTH iX 0 IHIIMX BEpIIUH (UM HE PETPAHCIIOIOTh, B 3aJIEKHOCTI
BiJl TIOMITHKY MapIIpyTH3allii 4u cTaHy kaHany). OJHa 3 BEpIIHH Ma€ TiTbKK BiXiaHi pebpa, e — origin. Txuri
BepIIMHU OOOB’SI3KOBO MalOTh BXifHI peOpa (00 mpuilMaioTh aHOHCH) 1 MOXYTh MaTH BHXITHI (SKIIO
PETPaHCIIOI0TH aHOHCH).

Cyma Bcix rpagis Gp =(V D Ep) - [Ie CYKYIIHICTh BCiX MapIIpyTiB 110 Beix mpedikciB. BoHa yTBoproe
TaKkuii rpad

G:=(V,E):vV=Jv,;E=JE,.

SKUH 1 MOXKHA IHTEPIPETYBATH SIK MEPEXKY IHTepHET, Ipe/ICTaBIeHy Ha PiBHI N00aTbHOT MapIIpyTH3aL].

Hormubumocs B mpouec Mapuipyrusauii. Skmo npedike P; e migMuokuHOW npedikey [, T06TO

p i < P; . e He o3Hayae, MO B HUX 060B’I3KOBO OAHAKOBUH Origin, B 3arampHOMY Hpedikcn MaroTh Origin

He3aJe)KHO BiA  BkimazeHocti. [lpukiaa: dYacTHHAa BENMKOrO IPOBalAepChKOro mpedikcy Moxke
CaHKLIOHOBaHO aHOHCYBATUCh OJHUM 3 KJII€HTIB IpoBaijepa B HapsAMKY iHIHMX AS. 3 iHIIOro 00Ky, SKIIO
B TICBHI aBTOHOMHIN CHCTEMI BiJICYTHI aHOHCH 10 mpedikcy P, e He 03Havae, 1o 4yepe3 Hel 1ei mpedike

HEJIOCSKHUN: HAasABHICTh B IKOMYCh BY3Ili aHOHCY 0 [J; O3Hadae TakOX i MOMJIMBICTh MapIIpyTH3amii 10

P; (1e 0HOCTOPOHHE TBEPIIKEHHS):

p; = p = m(p;) =m(p;). @)

KapauHapHUM TPUKIIAJIOM LLOTO € KIiHIEBUI MEpekXeBUil MPUCTPIH, MiIKITI0UeHHH 10 MEpexXi CBOIM
€IMHAM MepEeXeBUM iHTepdeiicoM. Moro Tabmuis MapmpyTusamii MoXe MIiCTHTH BHKIIOUHO MAPIIPYT 10
saransHOro mpedikcy 0.0.0.0/0 (muB. puc.l), skuit Takok 3BEeThCS MapiipyToM 3a 3amopdanusMm (default
route). Cmixg 3ayBaxkutu, mo npedikc 0.0.0.0/0 anoHcyerbess B BGP BUKIOUHO Ui yYacCHHUKIB, SKi
BUKOPHCTOBYIOTH OOJIaHaHHsA, IO He 3maTHe o0pobutn «full view» — moBHy Tabmuiio Mapripyru3anii
(3a3BHYail 11e KiHIIEBI CIIOKUBAYi — HEBEJIMKI MEepPEKi aBTOHOMHI CHCTEMH SIKUX SIKi HE € TPaH3UTEPaMH).

4. ®opMaJbpHUIi ONHC MPOIECY BUOOPY MAPUIPYTY

3ajaya 3HAXOPKEHHS ONTUMAJIbHOTO MapIIpyTy € CKIaJHUM 3aBJaHHAM. {11 BHpiIOIeHHS 3anadi Mae
OyTH BIIOMOIO TOMOJOTIS MEpekKi, NPOIYCKHI CIPOMOXHOCTI JHIM 3B’SI3Ky, CepedHs IOBXKUHA
noBizomieHHs. Lle 3agaya 3 Kilacy IUIOYHCENFHOTO HETHIHHOTO IPOrpaMyBaHHS, MU SIKUX JOKM HE iCHYye
aJITOPUTMIB HABITh 3 TOJIHOMIAILHOIO CKJIAIHICTIO. BimoMi Juiie eBpUCTUYHI alTOPUTMH, SKE JO3BOJSIOTH
OTPUMYBATH JIHIIE TPUOIIDKeHe pimeHHs 3aBmaHHsA onrtumizaimii. Tomy B creky TCP/IP mpuifHATHI Tak
3BaHMi OJIHOKPOKOBHIA IMiXi/ 0 ONTHMI3aIll MapIIpyTy MpocyBaHHs makerta (next-hop routing) — xoxxHwit
MapIIpyTH3aTOp Ta KiHIEBHH BYy30JI NPUHAMAIOTh y4acTh BHOOpPI TIMBKH OJHOTO KPOKY Ieperadi IaKeTa.
OIHOKPOKOBUH MiAXiJ 03HAYA€ PO3MOJiJICHe OOUNCICHHs 3a7adi BUOOpY MapiuipyTy, 1 Ile — mepeBara, sika
JISKUTH B OCHOBI YMOBHO Oe3KiHe4HOi MacIiTaboBaHOCTI Mepexi [HTepHeT.

[epmmm eranom oOpaHHST HANPSIMKY JOCTaBKU € BUOip npedikcy. B Tabmuui Mapmpyrusanii Mae OyTu
oOpanuii 3 ypaxyBaHHsM (1) HaitOinpIm cienudivyamii npedikc:

p@={min(p) i acpcA 0<j<[A}. )

SIK 11e TIOSICHEHO B IONIepeIHROMY maparpadi, BUOip MapmIpyTy BIaCTUBHI HE BCIM ydacCHHUKAM MEpExi.
Cy0’ekToM BHOOPY MapmipyTy B TJIOOJIbHIM MapmipyTusaiii € By3os rpada, TOOTO aBTOHOMHA CHCTEMA.
ITepexymMoBOIO U IOYATKY MPOIIECY BUOOPY € HASBHICTH OifbIlle HiXK OJTHOTO MapIipyTy JO0 OJHOTO i TOTO
camoro npedikca p. OauH 3 ZOCTYHHHUX MapUIpyTiB MOke OyTH BH3HAUEHHH K MIIAX MK JIBOMa By3JIaMHU
rpada (2), 1e TOYaTKOBUM BY3JIOM € aBTOHOMHA CHCTEMA, B sIKiil MPUHMAETHCS PIllIeHHs, & KiHIIEBUM BY3JIOM
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— aBTOHOMHA CHCTeMa, siKa € Origin i npedikcy p. SIKio He BpaxoByBaTH crielu(ivHi JOKaabHI aTpUOyTH
MapuIpyTy Ta Ti, [0 BCTAHOBIIOIOTHCS aaMiHICTPATUBHO, €JUHE, IO MPUHUMAETLCSA 0 yBard, I¢ TOTOJOTIs
Mepexi Ha MOMEHT MPHUMHSTTS pillleHHS. 3arajJbHUM KpUTEpieM OOpaHHsS NUIIXY € #oro mosxkwuHa (best
path) — KimpKicTh TpaH3WTHUX BY3IB MK IOYATKOBMM i KiHIIEBHM By3JIoM. 3 ypaxyBauusMm (2) Ta (3),
IUIIXoM 1o Tipedikcy Oyie Takuii MapImpyT:

z,(p)={min(m,(p)): 7 M, veV,}, (6)

Iie V - BUXITHUH BY30JI, B IKOMY IIPUAMAETHCS PIlICHHS.
Otxe, BUALIEHO Ta HagaHo (GopMasbHUI ONKC JBOM CKJIQJIOBUM MPOLIECY MapIIpyTH3alHi: PO3PaXyHKY
npeodikcy (5) 1 Bubopy muisxy (6).

5 Binnocunu Mixk 00’ €kTaMu rj106aabH0i MapmpyTu3anii i pisui Tunu 1P-agpec

Ha cporomuimmiii neHp B IHTepHeTi BHKOPHCTOBYeThcs JjaBa THmU |IP-agpec, siki Bifpi3HIIOTHCS
po3psnnictio. Tpanumiiina IP-anpeca cknamanace 3 32 6iT. e HakIamo 0OMeXEeHHS Ha KiJTBKICTh MOKIHBIX
ajpec y 2% = 4294967296. 3pocTanHs [HTepHETY, MONPH BIPOBAHKEHHS EKOHOMHOTO PO3IOALITY apecHOTO
MpoCTOpy, TpHU3Beno mo Hecraui angpec. CydacHa IP-ampeca, sika mae ymoBHY Ha3By «IPv6-ampecay» (Ha
BiIMIHY BiX TpanmumiiiHoi, siKy cramu HazuBaTH «|Pv4-anpeca») mae mosxuny 128 Oit. Lls pi3Huns BrummBae
Ha (YHKIIOHYBaHHS KaHAJIHHOTO Ta MepexkeBoro piBHIB (3rigHo Mmogmemi OSl). Ognak npuamumu CIDR Ta
MapIIpyTH3amii B IIOMY HE 3a3HaJH 3MiH Ipu BrpoBamkeHHi |PV6. 3 touku 30py CIDR, BimMiHHICTE Bifg
IPv4 nosnsirae B HACTYyNHOMY:

—MaKcHMaJbHa JOBXHHA MEPEKEBOI Macku ckiagae 128 it 3amicts 32;

—KOXHa afpeca BXoauTh B 128 IPv6-nipedikciB, BKIIOUSHUX OJMH B OJTHOTO.

ITporoxon BGP-4 nns IPv4 ta IPV6 He Binpizuserbes — BGP-cniikepy BUKOPHCTOBYIOTH O/IHI # Ti cami
MPOTOKOJIbHI MOBIOMIICHHS, aTpUOYTH LUIAXY, KPUTEPil BUOOPY MapIIpyTy, SK IS aIpecHOro MpOCTOPY
IPv4, Tak i nis anpecHoro mpocropy IPv6. Tomy omuc Moaeni riio6anbHOT MapIpyTH3aLii, 3aIpONOHOBAHHIA
B TIIOTIEPEIHBOMY PO3Aiii, 30kpema Bupasi (1), (4) — (6), € He3MiHHUM He3anexHo Bia Tuny |P-nipedikcis.

6 BucHoBok
BaximMBEM KpOKOM Ha WDIAXY [0 OLIHKA pHU3HMKY, II0 CHPHYMHEHWH aTrakaMH Ha TJIOOaJbHI
MapmipyTH3allifo, € TPOTHO3YBAaHHA HACHAKIB aTakd, a caMe - OIliHKa MacmrTaly arakd (IUIIXd

PO3IOBCIOKEHHS], 30Ha BIUIHBY, KIJIBKICTB <«IIOIIKOIKEHUX» MAapLIPYTiB). 3apONOHOBAHO (OPMaIbHI OIHCH
00’€eKTiB r100aNbHOI MapmIpyTH3aIlii - aBTOHOMHUX cucTeM, [P-mipedikciB, BGP-aHOHCIB, Ta BITHOCHH MiX
HUMH. BujineHo Ta HajaHo (opManbHUN ONKC JIBOM CKJIAJOBHM IIPOLECY MapUIpyTH3alHi: po3paxyHKy IP-
npedikcy 1 Bubopy uwmsixy. Ili eranu € BaKIMBHM MOCTYIOM 10 (GOpMYJIOBaHHS 3aj1adi MOBOKCHHS 3
pH3MKaMH ISl TIEBHOTO By3Ja BiJ NEPEeXOIUICHHsS MapLIPYTIB SK 3a7adi MOUIyKYy JUIS HbOTO HAHOUIBII
e(heKTUBHOT TOMOJIOTIT 3B’ A3KIB.
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3ACTOCYBAHHSA IN'MEPKOMIIVIEKCHUX YU CJIOBUX CUCTEM U1 OITUCY CKJIAJJHUX
MEPEX

I[.B.HaHz[el’z, IO.C.EO}IpiHOBaZ’l, H.O.KaniHOBCLKHﬁl, T.B.Cunbkosa’

Ynemumym npobaem peecmpayii ingpopmayii HAH Yrpainu
eyn. lllnaka, 2, 03113 Kuis, Yxpaina
2 HayionansHuii mexniunuii yuigepcumem Yxpainu «Kuigcoxuil nonimexuiunuti incmumym imeni leops
Cixopcvkoeon
np. Ilepemoeu, 37, 03056 Kuis, Yxpaina

AHoTanis. 3arpornoHoBaHO AJIs ONUCY CKIIaTHUX MEPEX 1 pI3HOMaHITHUX BIUIMBIB B IIUX MEpexax
BUKOPHUCTOBYBATH TIMEPKOMITICKCHI YUCIOBI cucTeMu. /I CIipoIieHHs O0YHCIIeHb 3allPONIOHOBAHO
BUKOPUCTAHHS 130MOpP(QHUX TIMEPKOMIDICKCHUX YHCIOBHX cucTeM, Tabnmmi Kemi sSxux marors
JilarOHAJILHUI BUTIIA.

KiaouoBi ciaoBa: cixmamgHi cuCTeMH, CKIamHI MeEpexi, TIMepKOMIUIEKCHA YHCIOBAa CHCTEMA,
130MOp}i3M TiMePKOMILIEKCHIX CHCTEM, MOJICITb BILTUBY

Beryn

B ocTaHHI poku OTpUMaB PO3BHTOK HAIPSM JOCHIIPKEHHSI MEPEX B SIKUX 3B'I3KH Y 3MICTOBHOMY ILIaHi
BIZIMOBIIAlOTh B3a€MHHMM BIUIMBaM BYy3JiB. JlocmimkeHHio Takux ckimagaux mepexx (Complex Networks)
MpUCBsYCHO Oararo mpaip [1-3], ame HaivacTillle BOHH BIIHOCSATHCS O PO3MOBCIOKCHHS OIHOTO BHIY
aKTHBHOCTI (BIUIMBY). B TOil sxe yac Bke 3°SBISIOTHCS AOCIIKEHHsI, 0 IPOIIOHYIOTh PO3IIISIaTH ACKiIbKa
xapaktepucTuk BIUHBY [4-6]. 30kpema, po3poONSIOThCSA Ta JOCHIIKYIOTHCS PI3HOMAHITHI MaTeMaTH4YHI
MOJIeNTi: MOJeNi 3 TOpOTaMH, MOJEN He3aJeKHUX KacKaliB, MOAET PO3MOBCIODKEHHS eIiaeMii, MoJeli
MapKOBCHKUX MpOIIECiB Ta iH.[7-11]

VY wiit poOoTi MPONOHYETHCS 3aCTOCOBYBATH TilIEPKOMIUIEKCHI YHCIOBI CHCTEMH, SIKi € MaTeMaTHYHAM
amapaToM, IO J03BOJIIE MOJICTIOBATH JISIKI MEPEeXKeBi 3a/1adi Ta BUPIIIyBaTH IX Ha HOBOMY piBHi [12].

IocTanoBka 3agaui
Mertoto 1aHOT poOOTH € MOAENIOBAaHHS PO3MOBCIOKEHHS AEKIIBKOX XapaKTePUCTHK BIUIMBIB HA BY3JIH
CKJIQIHOT MepeKi 13 3aCTOCYBaHHSM anapary TinepkoMIuieKcHuX yucioBux cucreM (I'UC).

Tepminu

Y po6oTi Oyie BUKOPUCTOBYBATHCS TaKa TCPMIHOJIOTISL:

Byzon — enemMeHT Mepeki, BEepIIHHA.

Pebpo — 3B°s130K MiXk By37aMH, IO BiIOBiZa€ BIUIMBY OJHOTO BY3Ja Ha iHIIHH.
«®DimmKkay — BIaCTHBICTB, sIKa MOXKE BIUTMBATH HA CTaH BY3Ja.

Mepe:xeBa Mojge/Ib PO3NOBCIOIKEHHS IEKIJILKOX BU/IiB AKTUBHOCTI

VY miif poOOTI pO3TIIAIOTECS MEpexki, Ie pedpa BiANOBITArOTh B3a€MHHM BIUTUBAM BY3IiB. 3a3BHYaid
PO3IIISIAIOTECS JMHAMIYHI MEpEXeBi MOJIelli, 3aCHOBaHI Ha PO3NOBCIOJUKEHHI OJHOTO BHJY aKTHBHOCTI.
3anpornoHoBaHa MOJEJb, HABIAaKK, 0a3yeThCsl HA Mepexax, B SKHX nependadeHo 0araTo BUAIB aKTHBHOCTI.
PosrisiaeThes CKIagHa CTPYKTYpa BY3IIiB, IO 3B si3aHi MK COOOI0 SIKHMOCH BJIACTHBOCTSIMH. B pamkax
3aIpOIIOHOBAHOI MOJIEN, SIKa € PO3LIMPEHHSIM MOJiell, onucanoi B [4], KOXKEH By30Jl MOXe BiniaBaTH abo
npuiiMati  QimKy (3MIHIOBaTA CBOT BJIIACTHBOCTI). B 3ayle’KHOCTI Bia cTaHy, By30J IO PI3HOMY pearye Ha
OTpUMaHHS a00 Bifady pi3HOTO TUITY (iIIKH.

B pamkax miel Mozeni Mepeka 3a1aeThes TpagoM G= (V, E) ,ne EcV xV — muoxuHa 3BakeHnX

pebep, KpiM TOro 3a7aHa MHOXKMHA (illloK {F =12,.., n} pi3HOTO KONMBOPY. By3mu Mepesxi 3 pisHUMH

Habopamu npezacrasieHi Ha Puc. 1

Pucynox 1 — Ilpuknan By3miB 3 pisHUMH HaOOpamu (irox

201



By3051 Ha KokHOMY TakTi yacy [ Moxe matu (imku mo60ro THIy a0 3aIUMIATHCH BiTbHUM. SIKIIO
BY30JI HEMa€ BU3HAYECHOT BIIACTHBOCTI, TO BIAMOBIAHOT (IIKK BiH HPUHHATH HE MOXE.
Ha puc. 2 nokaszaHo BiJICYyTHICTb BIaCTHBOCTI.

MOPOHHA
BNACTHUBICTE

Pucynok 2 — ®imku B BepmuHax: 1,3 3amoBHEHI BIACTUBOCTI, 5 — MOPOXKHS BIACTUBICTh, 2,4 — BIJCYTHI
BJIACTHUBOCTI

Kinpkicts dimox tuny C; y Bysai V; sianosimno () (t); cran Bysnma — sextop Q.(t) nomxunM

M. Cran mepesi — Q(t) - -

Bysnu oOMiHIOIOTECSA (ilikamu B IUCKpETHI MOMeHTH yacy ! 1o peGpam, mo MawoTh pisHy
NPOIYCKHY 3/1aTHICTb. [IpomyckHa 3aaTHicTh — 1ini yucna. Koxne pedpo Mae M mponmycKHUX 34aTHOCTEH.
Sxmo pebpo HEe MOKe HMPOBOAUTH (IIIKM BH3HAYCHOTO TUIY, TOII MPOIYCKHA 3MATHICTH HopiBHIOE 0.
[pukmax Mepexi mpeacTaBIcHAN Ha prc.3

Pucynok 3 — YactuHa Mepesxi 3 pi3HUMU HaOOpaMH BIACTHBOCTEN

Mogens € BiTKpUTOO, TOOTO (DIIIKK B Hill 3 SBISFOTHCS 1 3HUKAIOTH. J{esKi BY3JIH 34aTHI TeHepyBaTH
dimkn BusHAaueHoi BnacTuBOcTi. Ha KoxkHOMY TakTi BuHMKHeHHs (imrek tnmmy K BizOyBaeThes
CTOXACTHYHO 3 JIESKOI0 HMOBipHicTIO P, .

VIMOBipHOCTI MOXKYTb 3aj€)KaTH He TUIBKM Bifl THIY (illek, a TaKoX Bi TOro, B AKOMY B3I
3HAXOAWTHCA Ta 9H iHIIA BlAcTHBiCTh. KpiM Toro, P, MoxyTe Oyt (yHKUiIMH Bi cTaHy Mepexi. B

Mepexi QIIIKK MOXKYTb HE TIIbKYA BUHHKATH, a TAKOX 3HUKATH.
By3nu 0OMiHIOIOTECS (illlkaMK B AUCKPETHI MOMEHTH 4acy 1o pebpam (1o B 3ampoloHOBaHId Mojeni
BiIMTOBIAAOTH Ta0IMIII MHOKEeHHS BiamoBigHoi [UC).

Skmo KimekicTh (ilexk MmeBHOro THiy y By3dai V; B MoMeHT 4acy | He mepeGinbiuye Bu3HadeHOI

KiIBKOCTI (TOOTO KoedilieHTy npu 6a3ucHOMY eleMeHTi €;), ToHAi Ha JaHOMY eTali By30Jl HE aKTUBHHIA.

Slkmio y By3i Ha Takti U KinbkicTs (ilek sKOroch BU3HAYEHOTO TUITY NEPEOIIBINYE BU3HAYEHY KibKICTh —
BY30JI aKTHBYEThCH.

Hexait Cj, (t) — xinbkicTs pecypey (dimex) Tuny K y Bysmi V, B KiHui Takty 1;
C'JT( (t) — ximskicts dimex iy K , o npuitumm 1o Bysna V, B KiHmi takty 1, Toxi
in
Ci )= HC (t-1+ Cix ®,
me 0< < 1- Koe(illi€eHT TUCKOHTYBAHHS.

BanexHicTh cTaHy BracTHBocTi K Bysia V, Ha takti U+ Nomucyerses Gpopmymoro:

Cy (t+n) = "Cy (8) +... prc (t+N—=1) +C ().
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3MiHIOIOYHM 3HAYEHHS [/ MOKHA OTPMMATH Pi3HOTO BUITIALY CHCTEMH 3 Pi3HOIO POJY aKTUBHICTIO.

Mopneans coniaabHOI Mepexki 3 areHTaMH BILITUBY

PO3I/IsSHEMO COIliabHy MEpEeKy 3 MHOXKHHOI areHtis V = {Vl,Vz,...,Vn}, 1110 33/1aHa OPiEHTOBAHUM
rpadom G = (V, E) ,ne EcV xV — mHOXMHA 3BakeHnX peGep. AreHTH B Mepeski BIUIMBAIOTH OJUH HA

Apyruii — HasBHICTB peOpa €; Bix Bysna V; 10 Bysna V| BiINOBiJa€ BILIMBY i-r0 areHTy Ha |-ro aremra, a

ij
ioro Bara I € N — ue cryninb BrmBy. Ha kokHOMY Kpowi muckpeTHoro yacy t Byson obupae onne 3

TPHOX [Iiii: ABa BUAY aKTUBHOCTI a00 Oe3MisUIbHICTE. B Mepexi mepenaroThest (IlIku JBOX THITB — THIH 1 Ta
2 (THIM aHTaroHiCTWYHOI aKTUBHOCTI, HANpUKJIAl, CTBOpPIOBaTH abo pyitHyBatm TommI0). IIpomyckHa
3IaTHICTH TI0 00OM BHIaM aKTHBHOCTI MOXe OyTH OJHAKOBOIO.

ATEHTH B MEPEXKi, IO PO3MIIAIAETHCS, € By3JIaMH, 1[0 MArOTh JIBi BJIACTHBOCTI — MO OJIHIA 3 KOXXKHOTO

BUly aKTHBHOCTI. KinbKiCHY XapakTepucTuKy BIACTHBOCTI y By3Ji V; MO3HAYUMO, K d i d j2- Kpim Toro
B KOXXHOMY BY3JIi € IIBa mapameTpa, IO TOKa3yIOTh BiIHOIIEHHS areHTy OO KOXXHOTO 3 BHUJIB aKTHBHOCTI
S i« € {—1, -I—l}, k=1,2. TlosutusHe BimHOUIECHHS — 1E +1, a HeratuBHe —1. BifHOIICHHS BY3JiB ABOX

BUIIB aKTUBHOCTI MOXYTh OyTH CKOMOiIHOBaHI 110 pizHOMY (Tabm. 1)

Tabmuus 1 — KomOiHauis 3Ha4eHs napaMeTpiB S ju Ta Sj, A OKPEMOI BePIINHH

SJ-1 sz
1 +1 -1
2 -1 +1
3 +1 +1

Y Bumankax 1 ta 2 mapamerpu Sj; Ta S;, MaroTh Pi3Hi 3HAKH, TOOTO areHTH MAIOTh Pi3HE BiIHOLICHHS

JI0 SIKOTOCh BHIY aKTHBHOCTI, NPU IbOMY OJIMH OLIHIOETHCS SIK ITO3UTHBHHUM, a IHIIMH, SIK HEraTUBHUH.
3BHYAiHO, KUIBKOCTI BJIACTUBOCTEH MOXYTh BiJpi3HATHCH. KillbKiCHE 3HAUEHHS BJIACTHBOCTI BiANOBIA€E 32
MOPIr akTUBaLil By3Ja.

Bunaznok 3 onmcye curyaliro, KOJM areHT He Ma€ 4iTKoi MO3WILii K THIIaM aKTHBHOCTI. AJie BiH MOXe
CTaTH aKTHBHHM, SKIIO NepeOiIblieHuil nopir aktuBauii. [Ipu oMY BiH aKTHBYETHCS MO TOMY THILY, AJIS
SKOr0 Oy/ie HallOBHEHA BJIaCTUBiCTh. TaKMid areHT MiANa€ThCs BILUIUBY.

Bumnanok S i = S ji2 = —1 He pO3IJISIAETHCS, TAK K TAKUI areHT He OyIe iSITH Hi 10 SKOMY THITY.

KinbkicHI 3HaYCHHS djl Ta dj2 JIHIHHO 3aJIe)KaTh BiJ By3Ja V;. B moporosux moznemsix

PO3IOBCIOMKEHHSI AKTUBHOCTI BY30J1 aKTHBYETHCS, SKIIO YACTHHA aKTUBHUX CYCIJIiB IepeOuIbIIye NesKuil
nopir. B sikocTi mopora Moxe OyTH KiTbKiCHE 3HAYCHHS BJIaCTUBOCTI:
— in —
d, =a,n" k=12,
in
e I’j
3BOKEHOI KUIBKOCTI BY3JiB, IO BIUIMBAIOTH Ha JAHWH, MPUYOMY Barol0 CIYXHTh CHJIA BIUIMBY KOXXHOTO
By3JIa.

— BIUIMB Ha  By3onm V. KispkicHe 3Ha4YEeHHS BJIACTHUBOCTI 3aJIEKHUTH (3 KoedilieHTOM J-k) Bif

TakuM 9MHOM, KOXHHIi BY30II BH3HAYAEThCS MApaMeTpaMu: Ly, |,,Sj;,S;,. KinbkicHe 3HaYeHHs

BJIACTHUBOCTI BBEJCHI B MOJEIi I TOTo, 00 mapamerpu o j  3adaBaiu ITOPOTOB1 3HAYEHHS aKTHBHOCTI
CYCiZliB 3 BpaXyBaHHSIM IX ITOTIEPEHBO] aKTHBHOCTI.
Mpukaaau pyHkuionyBanust Mepe:xi[4]

1. PosrissHeMo yHKIiIOHYBaHHS MEpexi, sika npejcraieHa rpagom (Puc. 4) B Mepexi NpuCyTHI areHT —
pesBoumomionep (1), areHT — koHpopMicT (2) Ta obepexxHuit areHt (3). Yci nponyckHi 3AaTHOCTI JOPIBHIOIOTH
1.
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Pucynox 4 — Mepeska 3 TppOMa areHTaMu

PosrnsHemo nunHamiky Mepexi mpu p = 0.1. Tumm aktuBHOCTI mo3Haummo 1 Ta 2. Tomi OCHOBHI

XapaKTePUCTHKH BY3JIiB MIPEICTaBICHI B Ta0I.2

Tabmuns 2 — napaMeTpy BEPUIMH 3 TPhOMa areHTaMu

AreHTH rjiﬂ o a, d i d 2
v, 2 0 0 0 0
v 2 0.59 0.59 1.18 1.18
2
v 2 0.7 0.2 1.4 0.4
3

Hexaii mirakty mosuayarorscs 1.1 ta 1.2
t=1.1. Byson V, Bumyckae 1Bi dituku y By3om1 V, 1a V.

t=1.2. KinpkicTh ¢imex

(1) =0 c;2(1) =10
(1) =1 cp(1) =10
c(1)=1 3 (1) =0

[Toporosi 3HaueHHs By3iB V, Ta V; He MepeBHILEHi.

t=2.1.Bysnu V, Ta V; mMoBuaTh. Byson V, Bumyckae i dimku y Bysau V,
t = 2.2. BignosigHo:

c1(2) =0 c2(2) =0
 (2)=01%1=11 cpa(2) =0
e (2)=01%1=11 3 (2)=0

IToporosi 3Ha4eHns By3/1iB V, Ta V,; He nepesumeHi. Ha TakTi t = 3 BOHM 3HOB MOBYaTh. MoKHa NOOAYHTH,

o Caq (ﬂ:] = Cgq (ﬂ:] = 1.1 ... 1. [Iporo 3HaueHHs He BUCTayae, MO0 AOCATHYTH KilbKiCHOTO 3HAYEHHS

B 000X By3nax. Bonu MoBuYatTh 3aBxau. TakuM YMHOM By30J V, HE MOXKE aKTHBI3yBaTH CYyCiJHi By3JIH.

I1. Posrisinemo junamiky mepexi npu 4 = 0.2.
t=1.1: Byson V, Bunyckae aBi ¢imku y By3mu V, ta V,

t = 1.2: KinbkicTh (illiek CTaHOBUTB:

(1) =0 c12(1) =0
cu(1)=1 cpp(1)=10
e (1) =1 c32(1) =10

IToporosi 3Ha4eHHs By31iB V, Ta V; HE NEPEBHUIIEHI.

t=2.1: Bysmu V, Ta V; MoBuath- Byson V, Bumryckae 1Bi Qimku y Byson V, Ta V,

t = 2.2: KinekicTp (imiek:
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cy3(2) =0 c12(2) =10

Cqq (2)=02=1=1.2 Cqq (2)=0
Caq (2)=02x1=1.2 Caa (2)=0
Pecype y Bysni V, mepeOinbIIuB MOPOroBe 3HA9CHHS, a 'y By3mi V;  — Hi.

t=3.1: Bysou V, Ta V, BunyckaroTs ¢(imkn tamy 1. Byson V, MOBYHTE

t = 3.2: Kinbkicth dimek:

c1(3) =1 c12(3) =0
cy(3)=1 c;;(3)=0
5, (3)=02+%12+2 =224 c,(3)=10

t=4.1: Byson V, MOBYMTb, TOMY IO BUITyCTHB (iIlKH, BiH BTPaTHB PECYPC, @ HOTo Tpeda MONOBHHTH.

Byson V; Bunyckae gimku umy 2. Byson V, Bumyckae Qimku Tamy 1.

t=4.2:

c;1(4) =1 c2(4) =1
c,,(4)=02%14+1=12 o (4) =1
e (4) =1 c32(4) =10

t=5.1: Bysnu V, Ta V, Bumyckaioth Qimku Ty 1. Byson V; MoBuuTh

t=5.2:

c;1(5) =1 c12(5) =0
cu(5)=1 cp(5)=1
¢, (5)=02%142=22 ey (5) =0

t=6.1 Byson V, sumyckae dimku tumy 1. Byson V, Bunyckae dimku tuny 2. Byson V, MOBYHTE.

c;1(6) =0 ci2(6) =1
e, (6) =12 e, (6) =12
c;(6) =1 c32(6) =0

t =7 ...3 uporo kpoky By3on V, BHOCUTh HEBM3HAUYEHICTh B MOJANBLIY JUHAMIKY MEPEXi, TaK K BiH Mae

OJTHAKOBY KUIBKICTB PECYpPCy B JIBOX BY3JIaX 1 MOKE CTaTH aKTHBHOIO 110 KOXXHOMY 3 THIIIB.

MoaudikoBaHna Mepexa

[IpomoHyeThCS MOAETH, B SIKiil BEPIIMHN OOMIHIOIOTBCS (DillTKaM¥ B TUCKPETHI MOMEHTH Yacy Imo pedpam
(110 BiAIOBiAIOTH TAOMUII MHOXKEHHS BifmoBigHoi ['HC).

[TpunycTumo, o y KOXKHOI JIFOJJMHU € JIeKUIbKa XapaKTepUCTHK (BJIIACTUBOCTEH), 1110 BIUIMBAIOTH Ha 11
cTaH: poboTa, CiM‘s, CIIKYBaHHS, CYCHiabCTBO Ta iH. Lli BIIHOCHHU MOYXHA 3aIMCATH y BUIJIAII TaOIUIl
Keri (Tabauii MHOKEHHS TIEPKOMIUICKCHOI YHCI0OBOT CHCTEMH). 30KpeMa, y 3aralbHOMY BHII3Ky JOOYTOK
nBox OazucHux enxementiB ['UC BigHOCHO orepailii MHOKEeHHsI Mae BUIIIs ukcia 3 miei x ['UC (BiacTuBicTh
3amknyTocTi [YC):

1 n 1
e =18 +..+7e, . M
ne  €; — OasucHi enementn I'YUC; xoediuieHTH }/i'; — CTPYKTYpPHI KOHCTAaHTH, € HIHCHUMH YHCIAMH

(75 €R);

. . 3
IIpu TakoMy npencrabineHHi st noBHOTo 3apnanus [ UC HeoOxinHO 3agatu N° CTPYKTYpHHUX KOHCTAHT.
Ipu upomy oxuauunuii enement ['UC Moxxe Bxomautu B 0asuc, abo Hi. [iMepKOMIUIEKCHE YHCIO Mae
BUIJISII:

A=ae +a,e, +..+a.e,, (2)
ne €; — 6aszucHi enementn ['YC, @; — koedilieHTH TiEPKOMIUIEKCHOTO YHcIa A.
BigmosinHo no (1) ta (2), npu oOumcieHHI TOOYTKY IBOX TilIEPKOMIUIEKCHHX 4HCEN Tpeda
3 .. e . .
BukoHatn N~ filicHUX MHOXeHb. [yl 3MEHIIeHHs I1X KUIBKOCTI MOYKHAa BHKOPHUCTATH Mepexia o
i3omop¢uux 'YC.
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I3omMop@i3m rinepkoMnaIeKCHUX YHCIOBUX CHCTEM

l'inepxommuiekchi uncnosi cucremu I i I', HasuBaroTses i3oMopdHUMHE, SKIIO iCHYe TaKe B3a€MHO

OJTHO3HAYHE BiOOpakKeHHA L BekTOpHOTO npocTopy 1 Ha I, , 1m0 BUKOHYIOTECS HACTYIHI BIACTHBOCTI:

1. L(a+b)=L(a)+L(b). 3)

2. L(a-b)=L(a)-L(b). (4)
ne a,bel’;, L(a), L(b)el,

3 (3-4) Bummsae, mo I} i I, — ninilini mpocropu 3 6asucamu e® ={ei,e§,...,eﬁ}
ie(z) 2{812 ,e§ ,...,e,f } BIAIIOBIZHO, a MDK HMMHM MOXHA BCTAHOBUTHM B3a€MHO OJHO3HAYHE JIIHIWHE
TnepeTBOpeHHs 3 AilicHoo MaTpuuero A

€ =, 8 + 0,8, +...+ b

€) = 0,y €] + Uy ) +...t B

" (5)
el =a, 6 +a e +..+a, e
Ipu ubomMy meTepMinanT matpumi A BifpisHIeThCS Bin Hys:
||A|| 20, (6)

Tozi NOBUHHO ICHYBaTH 1 3B0OPOTHE TIEPETBOPEHHS.

Sk BumIIMBaE 3 Teopil JIHIHHUX NPOCTOPIB, ISl KOKHOI Mapy JiHIHHO He3aJe)KHUX 0a3nciB MOXKHA
3HAMTH B3a€EMHO OJIHO3HAYHE JiHii{HE mepeTBopeHHs (5), 0 NepeBOAUTh OAWH 0a3uc B IHIIMK i HaBMAKH.
AJle BUKOHaHHS OHOYACHO BUMOT (3) Ta (4)He 3aBXKIM MOYKIIHUBO.

Skmro

na= Za, - b= Zb - TIMEepKOMIUIEKCHI YHCIIa, TO X TOOYTOK:

ab=% > > abyie,,

i=L i=l k=1
a JiHiiHe HepeTBOpeHHH L:

L(ab) L(zzzalb]yljek) ZZZ%Jab L(ek

i=1 i=1 k=1 i=1 j=1 k=1
Aurte, BiamoBiauo 110 (5):
n
1y _ 1
(ek) - Zakses '
s=1

Tomy:

L (ab)= 2> > > ariabie;. ™)
i=1 i=1 k=1 s=1
3 inmoro OoKy:

L(a)-L(b) = Za L(e )Zb L(ej) = Z a,ka ek Z Z ajshj eS =
=) i=1k=1 j=1s=1

zzzzzzaikajs]/ksalbjer (8)

3
IIpupiBHIolouM B paBuX yacTuHax BUpa3ziB (7) i (8) BUpa3u mpu 0THAKOBHX a,b Jer , oTpuMaemo N

HEeNHIHHUX PiBHIHD Bij n HEBIIOMHUX i

Zzak57u zzzalka157k51 I J kEln (9)

k=1 s=1 k=1 s=1 r=1
3 (9) BummBae, 1o 15 CUCTeMa MepeBu3HaYeHa. BoHa 3aB I Mae TpUBialbHE PIlICHHS:
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@, =0; i,j=1.n.

AJle HasBHICTh HETPUBIAJILHUX JIIMCHUX pillIeHb 3 BUKOHAHHAM YMOBH (6) He rapaHTyeTbcsi. ToMy, SKIIO
€ X0Y OJHE HETpPUBIaJIbHE PIlleHHS 3 BHKOHAaHHAM yMOBH (6), TOHAl Wi JBi TiNEPKOMIUIEKCHI YHCIIOBi

cucremu i I', € i3omopduumu. SIKino Takux pilieHs HeMae, TO BOHM He i30MOpdHi.
I3omopdHMIT mepexixm 30epirac HyIHOBHIA 1 ONWHWUYHUN €JIEMEHTH CHCTEMH, TOOTO HYJIBOBHH i
OJMHIYHMI eNeMEeHTH cHucTeMH [] HepeTBOPIOIOTECS BiIOBIHO B HYNHOBHH i ONMHMYHHII elEeMEHTH

cucremu I,

Icnye nekinbka cnoco6iB moOymoBu i3oMophHUXx [UC. OmuH 3 TakKuX CHOCOOIB — y3araibHCHHS
npouenypu noasoenHs ['pacmana-Knidopaa.

3a BUIIIAI0M TaOJIUIb 3 MHOXKEHHS 1BoX Jesikux ['UC ayke BaKKO BCTAHOBHTH, 130MOp(hHI BOHH 200 Hi.

PeryisiparM METOZOM BCTAaHOBICHHS i30MOP(]i3My € PO3B’S30K CHCTEMH PIBHSIHB i3oMopdizmy (9) ska €

3 o . 2 . .
cucrteMoro 3 N° HenmiHIMHUX KBaapatuuHUX piBHSAHE 3 N° 3MiHHUMH (N — po3mip [UC), ToO6TO cucrema

nepesnsHadena. SAxmo mu1 N <4 uac BupilIeHHS CcHCTeMH PiBHAHB HeBeMKmiA, To s N >4 Bim crae
HENPUHHATHEM HaBiTh JUISl IPOBEICHHS HAYKOBHUX TOCIIKCHB.

[HmmM crmocobom rerepanii i3omoppaNX [UC € i3oMopdre neperBopenHs Oazucy Buximaoi [UC. et
METOJ TIPOCTHHA B peaii3alii, aje, sK IMpaBmiIo, OTpUMYyIOTh HekaHOHIYHI [UC, Ta ckiamHuMm € BHOIp
ormeparopy i3omopdizmy, skuid mpuBiB 0M 10 HeoOXimHOI 3a cTpykTyporo I'HYC. OmHak meit MeTon TakKox
3HaXOAUTb 3aCTOCYBAHHSL.

SIk mokaszanu MOCHiKCHHS, HAHOUIBII MigXoasaiuid MeToa rerepaiii i3oMoppaux ['UC 3acHoBaHuil Ha
nporieaypi moaBoenHs I'pacmana-Kiidopaa MeTonom 100yTKy po3MipHOCTI.

IMponienypa momBoenns ['pacmana-Kimidopma ¢akTtudyHo Mae Ha yBa3i Te, IO KOMIOHEHTH
rimepkoMIuiekcHoro uncnia it naHoi ['UC Bxke He € MIHCHUMH YUCIaMH, a YUCIaMH, 1o HajexaTts [HC
BUMIpHOCTI 2. Y 3arajJbHOMY BUNAJKY, SIKIIO PO3MIp CHCTEMHU HE TUIBKH JOPIBHIOE 2, BUMIPHICTh OTPUMAHO]
I'C 6yne BxKe HE MOIBOIOBATHCS IO BiIHOIICHHIO IO BUXiTHOI, 2 MHOXXHUTHUCH Ha po3MipHicTh Tiei [UC, ska
Oyma BuxigHOMO. Taki mporerypy MaloTh Ha3BY IMPOLEAYP MHOXKECHHS PO3MipHOCTI.

Bynemo no3HayaTi pesynbTaT 3aCTOCYBAaHHS HPOLEAYPH MHOXKCHHS po3MipHOCTi cuctemn 1) (e, n)

cucremoro I, (T, m) Tax: ﬂ(Fl (e,n),Fz(f,m)) .

[lpu BuKOpHCTaHHI NpoLEAYPH MHOXEHHs po3MipHOcTi 0asuc orpumanux ['UC cknanmaerbes 3
napHux 100yTKiB 6a3ucHux enemenTiB BuxigHoi [UC. fAxmo Buxinni ['YC Oynu koMyTaTHBHI, TO i Oa3uCHI
eneMeHTH pe3ynbTyiodoi [HC OyayTh Takox komyrtaTwBHi. CIiJ BiAMITHTH, 10 HE3AJEKHO BiJI MOPSIKY
posramyBanHss ['UC B omneparopi MHOXKEHHS pO3MIPHOCTI, OTpHMaHi Oa3ucu OynyTh OaHakoBi. Takum
YUHOM, OyAyTh imeHTHYHUMH i Tabmumi MHOXKeHHS [UC, oTpMMaHHMX NpH IEepecTaHOBII iX B omepaTopi
MHOCHHS pO3MipHOCTI.

Tomy mis komyTtatuBHEX ['UC MOXHa CHOPMYITIOBATH HACTYITHI NPHHLMIIA MHOXKEHHS PO3MIipHOCTI:

1. Ilpu BUKOpPHCTaHHI NPOLEIYPH MHOXKEHHS po3MipHOcTi onepanan-I'YC MoxHa KOMYTyBaTH;
2. MmHoxeHHs po3mipHOCTi oaHiel 1 Toit xe [UC i3omopduuME ['YC npuBoasTts no i3omoppuux ['UC;
3. IIpu mHOXCEHHI po3MipHOCTI mapu i3oMoppHuX [YC inmoro naporo i3oMophuuUX ['YC oTpumMyeThCs
napa i3omopdpuux I'UC Ta icHye He BUpOJDKEHE JIiHiliHE MepeTBOpPEeHHs 0a3uCiB OTPUMAHOI mapu
I'YC, sixe € noOyTKOM JiHIMHUX nIepeTBopeHs nepiroi napu ['UC.
Sxmo 1o oxwuiei i Tiel ke ['YC 3aCTOCOBYIOTHCS MPOICIYPH MHOXKEHHS po3MipHocTi pizaumu ['YC,
ajyile PO3MIPHOCTI SIKUX OJIHAKOBI,TO B pe3yibrari oTpumyemo pizHi ['UC oxHakoBoi po3mipHOCTI, 1110, B
3araJbHOMY BHIIQJIKy, HEI30MOpQHI MK c00010. SIKIIO JUIsi MHOXEHHS PO3MIPHOCTI 3aCTOCOBYHOTBCS
i3oMopdHi ['YC, TO i pe3ympTaTd Mmicis 3aCTOCYBAaHHS IPOIEIYpPH MHOXKXCHHS PO3MIPHOCTI TaKOX OyIyTh
i30MopdHI Mix c000F0.
BukopucToByrous 1i BIacTHBOCTI, MOXHA MOOyAyBaTH 1ijiH psax nap izomoppHux ['YC nocraTtHbo
BEJIMKUX PO3MIPHOCTEM, a TAKOXK ONEpaTopH ix i3oMopdizmy.

B zanexnocti Big obpanoi 'UC (ii BUMipHOCTI), MOXKHa OLIHIOBATH JIEKUIbKA BITHOCHH BILIHBY
OJIHOTO areHTy Ha iHmoro (puc.5).
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Pucynoxk 5. [Ipukiiaan BUTIISAY BEPIINH 3 pi3HUME HabopaMu «dimex» 3 enementamu 6asucis [YC

Posrnssemo BigHOCHHM Mik 4 ocobamu. Lli BiTHOCHHM MOXHA 3amucaTd y BUTILAAi Tabmumi Kemi
(TabmuIi MHOKEHHS TiePKOMIIEKCHOT YUCIIOBOI cucTeMu). L{g Tabnmis Mae BUTIISA:

2 e3 e4

N
D

w

h('D

=

b('D
D

w

e |e
e e |e
e, |e
e, | e

IN
D

=
D

N

e, e |ele | g

3a [OIOMOrOK MPOrpaMHOr0 KOMIUIGKCY TilepKOMIUICKCHHX oOuucieHb [8] MoxHa mnoOymyBaTu
i30MOpQHY cHuCTeMY, sIKa Oye MaTH BUTIISA

Wl(z) fol £, o] 1,
f, [f,]0[0]0
£, [0]f,]0]0
f, [O0[0[f]0
i, (0|0 0],

[pu boMy OYIyTh OTpUMaHI Taki (GOPMYITH AJIS OIepaTopa i30MOPPHOTO IMEePEXOY:

g, =f,+f,+f+f, f,=(e,+e,+e,+¢,)/4
e=fi-f,+f-f,  f,=(e-e,+e-¢,)/4
g, =f+f,—f,—f, f,=(e,+e,—e,—¢,)/4
g, =f,—f,—f,+f, f,=(e,—e,—e,+e,)4

[epexix 10 TaKOro THUIY CHCTEMH HAJIa€ MOXIIMBICTH BPaxOBYBAaTH JEKiJIbKa XapaKTEPUCTHK BILUIUBY
0JIHOYACHO, aJie Tabnui Keni Mae niaroHalilbHUN BUTIIS, IO CIIPOIYE OOUYHCIICHHSI.
PosrnsiHeMo po6oTy Takol CHCTEMH, sKa CKIIAIAEThCs 3 YOTUPHOX BY3JIB Ta B3a€MOBIUIMBIB OAWH HA iHIIWH.

[pu upomy koediuient (12 =0.4(e1 +e2 +e3 +e4))
t = 1.1: Hexaii By3on V, BumBac Ha By3nm V, i V, (3a BIaCTHBOCTAMM h1 Ta h3) Ta Ha By3o1 V, (3a

ractusictio N,)
t=1.2:

$21 =520+ F2(tl) =1e; +1e, +0e; +1e, +1e; +1e; =2e; +1e, +1e; +1e,
s31 =530+ F3(t1) = 0e; +0e, +1e; +1e, +1e, +1e; =1e; +0e, +2e5 +1e,
s41=s40+ F4(tl) =1e, +1e, +0e; +0e, +1e4 =1e, +1e, +0e; +1e,

t=2.1: Bysmu V, i V; He Bignosinaiots. Byson V, smmusae Ha V;, V, Ta V; (3a BIacTHBIiCTIO h4)

s12 =s11+ F1(t2) =1e, +1e, +1e; +0e, +1ed =1e; +1e, +1e; +1e,
§22 =521+ F2(t2) = 2e; +1e, + 2e5 +1e, +1e, = 2e; +1e, +2e5 + 2¢,
$32 =831+ F3(t2) =1e, +0e, + 2e; +1e, +1e, =1e; +0e, +2e5 +2¢e,
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t=3.1: Byson V,BrumBac Ha V, Ta V, (32 BIacTUBICTIO h , T h1 )

$23 =522+ F2(t3) e = 2e, +1e, + 285 +2e, +(le; +1e,) = 2.4e, +1e, +2e5 +2.4e,

$33 =532+ F3(t3) i =1e; +0e, +2e; +2e, + (le; +1e,) = 28, +0e, +2e5 +2.4e,

SIKIIO MPUITYCTHUTH, IO 3HAYEHHS KoedilieHTiB He Moxe OyTH Oinblie 3a 3HayeHHs: H abo Hopma He
MOBHMHHA MEPEBUIIYBaTH 3HaYCHHs K.
Toal TNOYMHAETHCS 3BOPOTHIM 3B‘SI30K 1 BY30J1 MOYHMHAE BIUIMBATH HA IHIN BY3JH, TOOTO 3MCHIIYETHCS
3HAYCHHS KOC(DIili€HTIB IO TOPOrOBOTO 3HAYCHHSI.

Hanpuxnan, sxmo H=2, Tozi micis ocTaHHBOro KPoKy By301 V, Oy/e Bike BIUIMBATH Ha iHIII BY3IH 32

BJIACTUBICTAMHU h2 Ta h4 , 4 BY30] V3 6y;[e BK€ BIUITMBATHU HAa 1HIII BY3JIU 3a BJIACTHBICTIO h4 .

BucHoBkm

B po0oTi po3risiHyTO MOJENb BIDIMBY JAEKUIbKA XapaKTEPHCTHK i3 BUKOPHUCTAHHAM TillepPKOMIUIEKCHUX
YHCIIOBUX CHCTEeM. Mogenb, 30KpeMa, MOXe HPEICTaBIATH COOOI0 B3a€MOIII0 JEKIIBKOX HpeIMETHHX
obnacrteil 31 CKIQJIHUMHM yYacCHHUKaMH Ta NEKIbKOMa BHIAMHU aKTHBHOCTI, SIKOIO BOHH MOXXYTb BIUIMBaTH
OJIVH Ha IHIIOTO 3 PI3HOIO HMOBIPHICTIO Ta MOPOTOBUM 3HAUCHHSIM.

IMpu p =0 orpumaeMo KJlaCH4HY IOPOTOBY MOJEIb PO3MOBCIOJDKEHHS AKTHBHOCTI, IPH MalliX
3HAQYEHHSAX |l CTaH Ha MUHYJIMX TaKTax Ja€ HEBEJIMKH BIUIMB Ha TEHepillHii ctan, mpu U =1 otpumaemo
JHIHE HAKOITUYCHHS PecypCy.

TakuM YMHOM, HaMHU Ui ONKMCY CKJIAQJAHUX MEpeX 1 pI3HOMaHITHUX BIUIMBIB B IMX Mepexax
3aIPONOHOBAHO BHKOPHCTOBYBATH TiIIEPKOMIUICKCHI YUCIOBI cucTeMu. [lisl CHPOIICHHS 00YNCICHb TaKOX
3aMpoINOHOBAHO BHKOPHCTAHHSA 130MOP(HUX TIiEPKOMIUIEKCHUX YHCIOBHX cHcTeM, Tabmumi Kemi sxux
MaloTh AiarOHaJbHUIA BHTIIS.

Taka MoJeb MOKe OyTH 3aCTOCOBaHA B COLIAIBHUX MEPEkKax.
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AJANITANIA XMAPHUX OBYUCJIEHD SAK OITUMIZALIA ITPOLHECY HAJJAHHSA TOCJIYT
KOPUCTYBAYAM B YMOBAX OBMEXKEHUX OBYUCJ/IIOBAJIBHUX PECYPCIB

Martos O. f.

Incmumym npobnem peecmpayii ingpopmayii HAH Yrpainu,

Kuis, Vxpaina

PosrisiayTO iHGpacTpyKTYpy XMapHUX obuncieHs (XO) sk 00’ekT aganTarii i mporec ajanTarii
XMapHHX OOYHCICHbp SK ONTHMi3aliiHUA. BukimameHo 3aranbHy NOCTaHOBKY 3afadi ajamTariii
JUCUMILUTIHY HaJlaHHS OOYMCIIIOBANBHUX pecypciB kopucryBauaM XO. 3anporoHOBaHO TEXHOJIOTIO
JMHAMIYHOI aJlaliTUBHOI 3MIIIaHOI AMCHUIUIIHM HaJaHHS OOYHMCIIOBATBHUX PECYPCiB KOPUCTyBayaM
XO. HaBeneHo HampsAMOK BHUPINICHHSA 3ajadi OMNTHUMI3aIlii JUHAMIYHOI aJanTHBHOI 3MilIaHOT
JUCLUILTIHU. 3alpONOHOBAHO BiJOMHI (DYHKIIIOHA] ONTHMI3alil, sIKMi 0a3yeThcsi HA NMPUIYIICHHI,
IO pe3yib-TaTH BHUKOPHCTaHHS OOYHCIIOBAIBHUX PECYpCiB KOPHUCTyBadeM (BHpILICHHS 3anad
KOPUCTYBaya) 3HEI[HIOITHCS MPOMOPIIHHO Yacy TXHHOIO 3HAXO/KCHHS B Yep3i HAa BUPINICHHS Ta
camoro BupimeHHs B cucteMi XO. Mosxmsi # iHII (GyHKITIOHAIN 3 YacoBUMH oOMexkeHHsAMH. Lle €
aKTyaJbHUM U1 CyYaCHHX TJOOANbHUX iH(OpMAIifHO-aHANITHIHUX CHCTEM pEANbHOTO dYacy i3
3aCTOCYBaHHSAM TEXHOJOTIH XMapHHX OOYHCICHb 1 MoOxe OyTH KPUTHYHHM TIpH OOMEKEHHX
obuncmroBabHUX pecypcax XO. HaBemeHo, mo 3amada onTHMi3amlii BUPINIYETBCS iTepamiiHUM
METOJIOM 3 BHKOPHCTAHHSAM BiIIIOBIIHUX aHANITHYHUX Monened ¢yHkuioHyBanHs XO. HaBenena
XapaKTePUCTUKA TAKUX MOJIEIICH.

KoarouoBi cyioBa: xMapHi OOYHCIEHHS, AWCHUIUIIHA HaJaHHS OOYMCIIOBalb-HHX PECYPCIB,
aOCOJIOTHUH Ta BIIHOCHMW TNPIOPUTETH, aJanTallisi Ta ONTUMI3allis TUCLUUILIIH OOCIyroByBaHHS,
e(eKTUBHICTh aJanTarii, 3MillaHa AUCIMILIIHA 00CTYyrOByBaHHS, MaTEMaTHYHA MOJIEIIb.

Beryn

CTBOpEHHS 3IalITUBHUX 1HPPACTPYKTYp XMapHHUX OOYHUCIIEHb, SIKi 34aTHI AMHAMIU-HO aJanTyBaTUCs JI0
MOCTIHHO MiI0YMX 3MiH YMOB (DYHKI[IOHYBaHHS, Ta PO3pOOKa BiAIOBITHUX METOJIB OpraHi3amii 00UHCIICHb €
BaXJIMBUM HANpPSIMKOM PO3BUTKY CyYacHHX TJOOaNpHHUX IH(POpPMAamiHHO-aHANITHIHUX CHCTEM i3
3aCTOCYBaHHIM TEXHOJIOT1H XMapHUX 0OYUCIICHb.

AnanTatis, sIK KepyBaHHs, € BTOPHUHHOK CTOCOBHO OCHOBHOT'O KOHTYPY KepyBaHHs. SIKIO KepyBaHHS
BUKOHYE OCHOBHI IIUI, peaji3amis sKuX 3a0e3redye (PYHKIIOHYBaHHS 00’€KTa, TO amamTamis 3abesmedye
SIKICTB I[LOTO (DYHKIIOHYBaHH:. TOMy, KON BUHHKAE ITOTpeOa B MiIBHIICHHI (YU MiATPUMII HA HEOOXiTHOMY
PiBHI) SIKOCTI (DYHKI[IOHYBaHHS 00’€KTa, 3aBXK/I1 BUHUKAE HEOOXIHICTh ajanTarii.

Oco0nuBICTh CUCTEMH aJanTallii MoJisirae B TOMy, IO MPAIfOBAaTH 1i MPUXOJUTHCS B yMOBaX 3HAYHOT
HEBU3HAYEHOCT] 30BHIIIIHHOTO CEPEIOBUIIA 1 TOBO/PKEHHSI 00 €KTa.

HeBusHaueHicTh cepenioBuina i 00’€KTa € XapaKTEpHOIO PHUCOI0, 110 JO3BOJISIE PO3IIISAATH aJarnTaliio
sk crneuudiuauii BuA KepyBaHHsS. [Ipy 1[bOMY CTYIiHb HEBM3HAUEHOCTI BH3HAYa€ BaXKJIMBICTh PIllICHHS
3a7a4i ajanramnii: YuM OiIbIe HEBU3HAYEHICTEL, TUM OLIbIIe HEOOXIHICTh amanTariii.

XmapHi 00uncIeHHA 1K 00’ €KT aganTaunii

Xmapri obuucneHHs (XO) € o0’ekTaMHM 3 BHCOKMM pIBHEM HEBH3HAYCHOCTI IIPOIECY
¢yHKIiOHYBaHHS. TyT 30BHIIIHIO HEBH3HAYCHICTh IOTOKY 3alHTIB Ha oOumciroBanbHI pecypcu (OP)
(cepemoBwuIa) MOMOBHIOE BHYTPIMIHA HeBHU3HAueHICTh XO (00’€k-Ta), IO 3B’s3aHA 3 HASBHICTIO YH
BiACcyTHIicCTIO HeoOximuux OP, BumaakoBux HecmpaBHOcTel cucreMun XO, a TakoX HEOOXIIHICTh
3a0e3neueHHs] eBHUX YacOBUX XapaKTEPHCTHK Ui OaraThox KimieHTiB. Came Iie BU3Hayae€ HEOOXiTHICTH
BBEJICHHSA ajanTanii y mporec ¢pyaxumionyBaHas XO.

Kpim Toro, BBeeHHs apanTamnii y mporec pyHkionyBanHsa XO 3B’A3aHO 3 HEOOXIAHICTIO MiIATPUMKH
CHCTEMH B ONTHMAJbHOMY, a iHOAI 1 MPOCTO TMpane3JaTHOMY CTaHi HE3aJeKHO BiJ] YHUCICHHHUX (DaKkTOpiB
30BHIIIHBOTO Ta BHYTPIIIHBOTO XapakTepy, mo BUBOAATE XO 3 HEOOXiJHOTO MiJIbOBOTO CTaHYy.

VYce cka3aHe OJHAKOBOIO Mipor0 Moke OyTH BiZHECEHO i 10 0OYHMCIIOBAIILHOTO TPOIECY SIK 00’ €KTa
ajanTariii, ToMy 1o BiH po3BuBaeThcs y XO 1 € HOro HEBil’€MHUM aTpHOYTOM.

VY noHATTS ajanrauii SK akTUBHOI Jii (KepyBaHHs) 3BMYAalfHO BKJIAJAIOTh /JBAa 3MiC-TH: MPUCTOCYBAaHHS
00’exta 710 (hikcOBaHOTO cepeloBHIIa (ITACMBHA aJanTallisl) i MOMIYK CEpPEeJOBUINA, aJEKBATHOTO JAHOMY
00’exTy (akTuBHa ajanTauis) [1]. YV nepmomMy BUMaaxKy o0’€KT, IO alanTyeThes, (QPYHKIIOHYE Tak, 1100
BUKOHATH CBOIO METY B JJAHOMY CEpPE/IOBHILI IIOHANKpaIe, TOOTO MaKCHMi3ye CBOIO €()EeKTHBHICTD y JaHOMY
cepeloBUIli. AKTHBHA aJanTallis, HAaBIAKW, MAa€ Ha yBa3i 3MiHYy CEpeJOBHINA 3 METOK MaKCHUMi3alil
e(hexTUBHOCTI (pyHKI[IOHYBaHHS 00’ €KTa.
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CrocoBHo no XO, sk cuctemu MmacoBoro obciyroByBaHHs (CMO), akTUBHA aaanTallis MOXe
PO3TIIAIATHCH SIK 3MiHA IHTEHCHBHOCTI YM KiJIbKOCTI BXiIHUX TIOTOKIB 3asBOK, & TAKOX 3aKOHIB PO3IMOILTY
MPOLIECIB HAIXOKEHHS 3asBOK.

VY npakruni pyaknionyBaHEs XO HaiiOiIbIIe 4acTO BUKOPUCTOBYETHCS ITACHBHA aJalTallis, IpH sSKii
aJanTyIOYNid BIUIMB MOXKE MaTH Pi3HUH XapakTtep. BoHO Moke mpuBecTH 10 3MiHK abo mapameTpiB 00’ekra
amanTamii (apaMeTpUYHA ajamnTamis), abo Horo CTpyKTypu (CTPYKTypHa apmamTamis). Sk KepoBaHi
napameTpy XO MOXYTbh PO3IIISJaTUCh IHTEHCUBHICTD 1 3aKOHU PO3IOJIUTY MPOIiecy 00CITyroByBaHHS 3asBOK,
0OMEeXEHHsI Ha TPUBATICTh OYiKYBaHHs (1epeOyBaHHS) 3asBOK y 4ep3i (CHCTEMi), MOPSIOK 00CIyroByBaHHS
3asBOK (AMCLHMIUTIHA 0OCIyroByBaHHs) TOIIO. [IpHKiIamoM CTPYKTYpHOI ajanTamii, Ipu sKiH 3MIHIOIOTBCS
YHUCIIO OOCIyrOBYIOUMX MNpHJIagiB 1 3B’A3Ky MK HHMH, € mepekoHpirypamis Oararocepseproro XO.
CrpyKTypHa afanTarisi OUIbLI paJuKaibHa i 3BHYaliHO CYNPOBOKYETHCS TapaMeTPUYHOI0, TOMY IO KOXKHa
CTPYKTYypa Ma€ cBOi mapameTpH.

3aJexHO BiJ TOTO, € MOJENb O0’€KTa amamTallii 9u Hi, PO3PI3HAIOTH ABa JYXKE BaX-THBUX BHUIU
aJamnTarii: aganrariro 3 MOJeIUTo i 6e3 Mozeni (MONTYKOBY aJarTalliio), 0 iCTOTHO BiIPi3HAIOTHCS OIUH Bij
omnoro [1].

3a HasABHOCTI aZeKBaTHOI Mojeni 00’€KTa A CHHTE3y BIUIMBY, IO aJalTye, JOCHTH BUMIPSATH CTaH
CepeOBHUINA, i BUKOPUCTOBYIOUH MOJICNb, BU3HAYNTH BIUINB, IO TIOBUHEH IEPEBECTH 00 €KT Y HEOOXiTHHUN
CTaH.

OnHak ayxe 4acTo 00’€KT ajanTanii HACTLNBKM CKIaJHHUH, IO HEMOXIIMBO MOOYyIyBaTH IOTo
MOJIeTIb, @ aJleKBaTHY MojJeilb — TUM Ounbine. [Ipu mpomy, MaOyTh, HE MOKHA CKOPHCTATUCS METOAOM
ajianTarii 3 MOJCIUIIO, 1[0 3MYIIIYE 3BEPTATUCS 10 MOIIYKOBOi axanTtamnii. [lel Bux amanTamii BiApI3HAETCS
HAsBHICTIO TONIYKYy — CIEI[iaIbHO OPraHi30BaHOTO NPOIECY, IO JO3BOJISE BH3HAYUTH HEOOXIMHUI
aJIaNTyIO4Yui BIUIMB, HE Maroud Mojeini o0’ekra. Jlns mourykoBoi aganTaiii XapakTepHI eKCIIEpUMEHTH 3
00’€KTOM, y TIpOIIeCi SKHUX OACPXKYIOTh iH(popMaIlio mpo Woro BiacTuBoCTi. Ha ocHOBI mi€ei iH(popmaii
BU3HAYAETHCS BIUIHB, 1[0 aJaNTye, MMiABUITYBaIbHa €(EeKTUBHICTH 00’ €KTa.

CaMm 1o co0i mporec MOIIYKOBOI ajamnTamii Mae IOCHiIOBHHN OararoeTamHWH XapakTep — Ha
KO>KHOMY eTari MpUHMArOThCs 3aX0AX I MiABUIICHHS e(eKTHBHOCTI 00’ €kTa (Ha BiAMiHY Bix amamTarmii 3
MOJIEILTIO, 32 SIKOT MOJKJIMBA aJaNTallisl 32 OJWH €Tal).

Sxmo mpu amanTamii 3 MOJEIUTIO CTaH 00’ €KTa MOTPIOHO BHUMIPIOBATH TINBKH IJIS ITiJCTPOIOBAHHS
foro Mojeni i He MOTpiOHO At camoi ananTaiii, To IpH MOIIYKOBil ananraiii craH 00’ekTa HeCe OCHOBHY
iH(hopMalliro i GOpMYyBaHHS BILIUBY, 1[0 aJaNTYE.

TpynHouni amanTaiii 3 MOJC/UIIO TOJNATalOTh y CHHTE31 MOjedi 00’ekTa, a cama ajgantailis — y
pilieHHi onTUMi3aniiHOi 3aqaui BUOOPY Takoro (OpMyBaHHS BIUIMBY, IO aalTye, HIO 33J0BOJBHHIO OH
uinsM azanrauii. [Ipu nomrykoBiit ananraiii BUHHKAIOTh TPYAHOLIl 1HIIOTO POAy — MOTPIOHO OJHOYACHO i
eKCIIEPUMEHTYBATH 3 00 €K-TOM, 1 a/IaliTyBaTH HOTO.

B ycix Bumankax, Koim BIaeThcs MO0y yBaTH aJeKBaTHY MOJeNIb 00’ €KTa, TIMTaHHS PO BUOIp BUILY
ajanTanii 3BaKyeThcsl OJHO3HAYHO Ha KOPHCThH ajamnTamii 3 MOJEIUIIO, TOMY IIO TUIBKH HasBHICTH MOZEMI
JI03BOJISIE IIBU/IKO AN TYBaTH 00 €KT.

Apanrauis XMapHUX 004uc/IeHb SIK ONTUMI3auis

Pimenns 3amavi aganTarii 3BOAUTHCS 10 BU3HAUCHHS TAKOTO KEPYIOUOTo (31aNTyI04u0ro) BIUIUBY, TIPH
SKOMY JIOCSITa€ThCSI MaKCUMalibHa e(peKTUBHICTh POOOTH 00’ €K-Ta y chOpMOBaHiii curyarii.

ChopmoBana cuTyallisi XapaKTepH3yeTbCcs [BOMa (DaKTOpaMu: CTAaHOM CEPEIOBHINA, Y SIKii
3HAXOJIUTLECS 00’ €KT, 1 CTAHOM camoro 00’€KTa ajganTallii.

Hdus XO, sk cucTeMH MacoBOro OOCIyrOBYBaHHS, IIiJi CTAHOM CEpEIOBHINA MOXHA PO3YMITH,
HAMPUKJIA]], IHTCHCHBHICTh BXIJHHUX ITOTOKIB 3asBOK, a MiJ CTAHOM 00’€KTa (CHCTEMH) — YHCIIO YU Yac
ouikyBaHHsA (mepeOyBaHHA) 3agBOK y dep3i (CHCTeMi), WM CIPaBHICTh-HECIPABHICTh OOCITyTOBYIOYOTO
NpWIaay, piBeHb 3aBaHTAXXEHHS CUCTEMH 1 T.11.

3ajexHo BiJl cPOpPMOBAHOI CUTYaIlil TIOBMHEH OyTH c(hOPMOBAHMH aJaNTylOYHid BIUIUB, IO MiHIMI3ye
cepeslHE YMCII0 YU cepenHill yac dekaHHs (mepeOyBaHHS) 3asBOK y uepsi (cucremi), abo yac BXODKEHHS
CHCTEMH B CTalliOHApHUH pexuM, abo CyMapHy BapTiCTh 3a poOOTy cucTtemH, abo BIpOTiIHICTH yTpaTH
3asBOK 1 T.J. Meroro amamnTanii Moke OyTH MakCHMi3allisi JOXOIy BiZl 0OCIyroByBaHHs 3asBOK, JIKBilaLis
MepeBaHTAXKECHHA CHCTEMH Ta MiITPUMKA 11 y CTAIliOHApHOMY peXUMi (PyHKIIOHYBaHHS.

Takum umHOM, amanTariro XO MOXXHa PO3IIIAAATH AK MPOIEC ONTHMI3aIlii poOoTH y chopMoBaHiil
CHUTYaIi.

3arajnpHa NOCTaHOBKA 3a/1a4i axanTanii AMCHUILTIHUA 00CTyrOBYyBaHHA

3amada ajganrarii JUCHUIUTIHM oOciayroByBaHHS y XO BHHHKae B 3B 53Ky 3 HemepenOaueHUMH i
HEKOHTPOJIbOBAaHMMHU 3MiHAMH B CEPENOBHIIl Ta CHCTEMi, [0 HEMUHYYe 3MIHIOIOTH ONTHMAaJIbHE
HaCTPOIOBAHHS JUCLHUILIIHA 00CITyrOByBaHHS, SIKIIO Taka Oyna peanizoBaHa B cucteMi. ToMy cucremarndHe
HiICTPOIOBAHHS (a/1anTallis) IMCUUILIIHA 00CITyroByBaHHS HEMHHYYe NP Oa)kaHHI MiATPUMYBATH CUCTEMY
B ONTHUMAaJIbHOMY PEKHMi HE3aJIEXKHO Bijl 3MiH, 1110 BiZI0OYBaIOTHCS B CEPEIOBHILII Ta CHCTEMI.
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CdopmymroemMo B 3aralbHOMY BUTJISIL 3a/1a4y afanTaiii JUCIUTUTIHA 00CITyroByBaHHS [2].

Hexait X Ta E — KOHTpOJBOBAHWI 1 HEKOHTPOJbOBAHWMN CTaHM cepexosuiia. Ilapa {X, E}
OJTHO3HAYHO OIUCY€ CepeloBHIIe, y sKifi 3HaxomuThcs XO. Hampuxmax, X — macmopTHi aHi 3asMBOK 3
obciyroByBaHHS, a £ — IHTEHCHUBHICTD IXHFOTO HaIXOKEHHSI.

Amnarnoriuno mapa {Y, H} ommcye cran cucremu. Tyr Y Tta H — BiAmOBiZHO KOHTpONIBOBaHI i
HEKOHTpONbOBaHi Qaktopu. Hampukimanm, Y — 1oBXKMHa depr 3asBOK, a H — IHTGHCHBHICTH iXHBOTO
00CITyrOByBaHHS YU IHTCHCHBHICTh BiJIMOBJICHb CHCTCMH.

[TokasHUK e(pEeKTHBHOCTI CHCTEMH HOCHTh EKCTPEMallbHHH XapakTep. BiH Bu3HaueHuil Ha
KOHTPOJILOBAaHHX CTaHAX CEPEOBUIIA Ta CUCTEMH:

Y =Y(X,Y). (1)

SIK moKa3HUKHM €(EeKTUBHOCTI CUCTEMH MOXYTh BHCTYNAaTH CEpeAHiil yac nepeOyBaHHs (O4iKyBaHHS)
3afBOK y CHCTeMi (4epru), cepeiHs MOBXKMHA 4YEprH 3asBOK, CEpeiHs CyMapHa BapTICTh OYiKyBaHHS
(mepeOyBaHH:) 3asBOK y 4ep3i (cucTemi) i T.1I.

Cran cuctemu Y 3anexuts Big X, E Ta H, a TAKOX BiJ IUCIUIDTIHA OOCITyTOBYBaHHS S:

Y =F(X,E,H,S), @)

ne F — omepatop cucremu.
[lix AucuMIUliHOIO O0OCIYyroBYBaHHS PO3YMIIOTh NPaBHJIO BHOOPY 3asBOK Ha OOCIyroBYBaHHS
3aJICKHO BiJl CTaHIB CEPEIOBHUIIA TA CUCTEMHU:

S=S(X,Y). ©)

OnTuManbHICTh JUCHMIDTIHM S y OUIBIIOCTI BUMAAKIB 3B’s3aHAa 3 EKCTPEMi3alli€lo IOKa3HHKa

. . . . 0
ebexTHBHOCTI PyHKIioHyBaHHs cucTemu (1). e o3Hauae, MO IS CHHTE3y ONTUMAIbHOI MMCHUILIIHE S
HEOOXiTHO BUPIMINTH HACTYITHY ONTHMI3aliiHy 3a1a4y:

Y[X,F(X,E,H,S)] >extr=S° (4

SeS™

e S* — oOMerkeHHS, 10 HaKJIaJaloThC Ha BUOIP TUCIHIUTIHA OOCITyTOBYBaHHS S.

i oOMesxeHHS MOXYTh OYyTH 3B’s3aHi, HANPUKJIAN, 3 BH3HAYCHHM HAOOpOM 3a3iajeriib 3alaHmX
JUCIHATUTIH 00CITyTOBYBAHHS 1 T.II.

OueBuaHO, IO BUPIINTH 3aja4y (4) Ha craaii mpoektyBaHHs oOumcmoBanbHOi cuctemu (OC)
HEMOXJIMBO, TOMY 1110 anpiopi HeBigomi dakropu £ Ta H. YcepenHioBaHHs 3a IUMH (aKTOpaMH BBOJUTH He
MOJKHA, TOMY 1[0 BOHH MOXKYTh MaTH HECTaIliO-HAPHUHN XapakKTep.

. . 0 . .
ToMmy 3amady CHHTE3y ONTUMAJIBHOI AWCHMIULHM O BapTO BHPINIyBaTH ILISXoM aganTamii XO,
TOOTO B peXHMi IXHBOT eKkcInTyaTamii. Toxi aganrarist 3BOOUTHCS 0 PIIICHHS 3a1a4i

Y (S) — extr = S°
SeS*

32 JIOKQJIGHHUMH CIIOCTEPE)KEHHSIMHU OLIHOK 3HAYEHHs IOKa3HWKAa e(QEeKTUBHOCTI MpH pi3-HUX
IUCLUILIIHAX:

N N

Y, =Y(S ). Ye =Y(S,).

ANTOpPUTM ajanTariii MOBHHHUI YKa3aTH MOCIIIOBHICTE MEPEXOy BiJl OJHI€] MUC-IUIUIIHU 10 iHIIOL:

. 0 .
Sl vl SZ e ) & —> + -, sKa IPUBOJUTH JI0 PILLIEHHS S", ontumansHOrO y chopMoBaHili cuTyarii.

Buxopucranus aas agantamgii TeXHOJIOTil JAMHAMIYHOI AJANTUBHOI 3MIlIAHOT JMCUHUIIIHU
HaJaHHA 004YHCTIOBAIBHAX pecypciB kopucryBayam XO

Ha nanwmit ac BizoMa BelMKa KUIBKICTH PI3HMX TUCHUILIIH 00ciyroByBaHHs. 3 HUX y XO MHPOKO
3aCTOCOBYIOTbCS JIMCHUIUIIHM OOCIYrOBYBaHHS 3 BIJHOCHUM 1 aOcomroTHMM mpioputeramu. OpHak i
JUCLUITIIHN € CTATHYHUMH 1 BHACIIJIOK I[LOTO MAIOTh Pl ICTOTHUX HEIOJIKIB, 10 3HWXKYIOTh €()EKTUBHICTh
OOYNCITIOBATBHUX CHUCTEM (TIPOIECiB) B YMOBaxX HEBH3HAYEHOCTI 30BHINIHBOTO CEPEIOBHUINA 1 MOBOKEHHS
CaMHX CHCTEM.

[Ipy BHUKOpHCTaHHI [IUCIMIUIIHA 3 BIZHOCHHM IIPIOPUTETOM BHOIp UYEProBOi 3asBKU I
obciryroByBaHHS MOXe OyTH 3IiHCHEHWH TUIBKM MICHSA 3aBEpIICHHS ITOTOYHOTO OOCIYrOBYBaHHSA, HaBiTh
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SIKIIO 3asiBKa, IO OOCIYTOBYETHCS, MA€ HIDKYMHA MPIOPUTET. YHACTIIOK IBOTO TPUBATICTh NepeOyBaHHS Y
XO nesxux HaWOIIBII BaXKIMBUX 3a5BOK MOXKE BHSBUTHUCS HENPUILYCTHMO BEJIUKOIO. 3MEHIICHHS 3aTPHUMKH
B 00OCIIyroByBaHHI Ba)XKIMBHX 3asBOK IOCATAEThCA 3a PaxyHOK HEpepUBaHHsS, TOOTO BBEACHHS VIS IHMX
3asiBOK abcomoTHOrO mpiopurery. OmHaK TpH HBOMY 3pOCTae TpuBamicTh nepedyBaHHA y XO 3asgBOK
HU3BKUX TPIOPUTETIB i B pAAl BUIAAKIB, NMPH IHTCHCHBHOMY HAJXO/DKCHHI BaXKIMBHX 3agBOK, MOJXKE
BinOytucs OJOKyBaHHA Tporecy OOCITYroByBaHHS 3asBOK HHU3BKHX NPIOPUTETIB, IO TaKOX 3HIDKYE
edextuBHicTh XO y 1ioMy.

Jyist koMIIeHcarlii HeI0MiKiB, SKi BIACTHBI JUCIHUIUTIHAM O00CITYTrOBYBaHHS 3 BIIHOCHUM i aOCOFOTHUM
npiopuTeTamMu i 00JIIKOM iXHIX HepeBar, JOUiIbHO peanizyBaT y XO 3MiliaHi JUCHUILTIHA 00CITyroByBaHHS,
1110 BUKOPHCTOBYIOTH SIK BITHOCHUH, TaK 1 a0COJIIOTHUH MTPiOPUTETH.

PosrastHeMo ozHy 31 3MilIaHUX AUCHUILIIH oOcimyroByBaHHsA. Hexait N BXiIHMX MOTOKIB 3asBOK
BIAMOBITHO IO IXHBOT BaXJIMBOCTI Ta TEPMIHOBOCTI B OOCIYroByBaHHI po30uTO Ha M Tpym, MiX SIKUMH Jii€
a0CONTIOTHHUH TIPiOpHUTET, a BcepenuHi — BigHocHUU. Lle o3Hawae, mo 3asgBKH OyIb-SIKOTO MOTOKY 3 TPYITH

m(m:L M) MepeprBalOTh OOCITYroBYBaHHS 3asBOK, SIKi HajeKaTh IIOTOKaM i3 TPyl 3 HOMepamu

M+1,M . VY xox-uiil rpyni 3saxogutbes N, NOTOKIB, 3asBKM SIKHX HE [EPEPUBAIOTH OMH OJHOTO.

M
OuyeBUHO, IO E Nm =N. HpiopHTeT 6yz[L-;H<0'1' 3a9BKM B CHCTEMI 3 TaKOK IHCIHUILIIHOIO
m=1

06CITyroByBaHHS Moke OyTH omucaHuii maporo umcen M ta N, e N =1, N i BusHayae HOMep mOTOKY

m
3asBOK Y IpyIi 3 HOMEpOM M.

OmnmcaHa 3MilIaHa JUCHHUIUTIHA OOCIYTOBYBAaHHS JO3BOJIIE 32 PaXyHOK 11 ajgamTariii OifbIl THYYKO
pearyBaT Ha pi3HiI CHTYyaIlil, [0 BHHHUKAOTH y mporeci ¢yakmionyBanHs OC. IIpm mpomy amanmTartis
JUCHHUIUTIHA CKJIAJA€ThC B 3MIiHI KIJBKOCTI Ta IMOJIOKCHHS TPaHHIb, 110 PO3AUIIIOTh MOTOKU 3asBOK Ha
rpynu abCONIOTHOTO HPIOpPHUTETY, TOOTO B 3MiHI KINBKOCTI TPyIl 1 KUIBKOCTI MOTOKIB y Tpymnax. BapianTtu
rpyNyBaHHs Oy/leMO Ha3MBaTH PO30MBKaMHU. 3arajibHa KiNbKICTh PO30MBOK @ BU3HAYAETHCS YUCIOM MTOTOKIB

sassok N 1O = 2N_l. Koxna po36uBka ¢)(¢ € O) 3amaeTses cykymnHictio uncen {N;,N,,...,Ny}.

Taxa oucyuniina NPagOMIPHO HA38AHA OUHAMIYHOIO AOANMUBHOK 3MIWAHON OUC-YUNTIHOW HAOAHHSA
obuucnrosanvhux pecypcie kopucmysavam XO.

VYBeneHa B po3riisi 3MilllaHa JUCHUILTIHA OOCIYrOBYBaHHS IPEICTABIISE BIJOMHH NPaKTUYHUHA
iHTEpec, OCKIJIbKH BOHA ITPH ONTHMAILHOMY BHOODI pPO30MBKH MOTOKIB M0 TPyMNax y NPUHIHKII 3a0e3meuye He
ripme 0OCIyroByBaHHS TOPIBHSHO 3 «yucmumu» JUCUUIUTIHAMHM (3 BIJIHOCHHUM 1 a0COJIIOTHUM

npiopureramu). Tak, mpu M =N, N, =1 g Bcix M=1,M Buxomurs nucuMILIIHA OOCIYyTrOBYBaHHS 3

abcomoTHUM npioputeroM, a ipu M =1 N, = N — 3 BigHOCHHM.

3agaui JMHAMIYHOI aJaNTHUBHOI 3MIIIAHOI IMCUMILIIHM HAJAHHSA 00YMC/IIOBAJBHUX pecypciB 3
MOAEJLITI0

PosrisHeMO JBi NpakTHUYHI 3a7a4yi JAHAMIYHOI aJanTHBHOI 3MIIIAHOI JAUCUUIUIIHK HAJaHHS
004YHCITIOBATILHUX PECYPCIB (3MILIAHOT TUCHUILTIHA 00CIYTOBYBaHHS) 3 MOACILIIO.

OpnHUMY 13 OCHOBHHX MOKa3HUKIB ehekTuBHOCTI XO € MOKa3HUKH, 0 0a3yOTHCS HA OIIHI[ YaCOBUX
XapaKTEepPUCTUK IUX cHUCTeM. Taki TMOKa3sHMKH MOXKYTh 3aJaBaTHCSl JIOTOBOPOM MK IIOCTA4aJIbHUKOM 1
kopuctyBaueM OP XO i 3100yBaroTh 0COOJMBE 3HAYCHHS JIsI CHCTEM, 110 (DYHKI[IOHYIOTH y peajbHOMY
MacmTa0i Jacy.

YHacniZoKk BUNIAJKOBOTO XapakTepy OOYHCIIOBAILHOTO MPOIECY BUHUKAIOTH JOAATKOBI 3aTPUMKH B
00po0bmi iHpopMarii, TOPYIIYIOTECS MPUITYCTUMI 0OMekeHHs Ha Jac 11 mepeOyBaHHsA B XO, 0 HEraTUBHO
MO3HAYa€THCS Ha €()eKTUBHOCTI PillIeHHs [IUILOBUX 33/1a4 KOPHCTYBaYiB.

Juis 3abe3neueHHs HeoOXimHOi edekruBHOCTI XO B TAaKMX CHTYalisxX HEOOXIJIHO IiITPUMYBATH
4acoBl XapaKTEPUCTHKH CHCTEMH Ha 3aJlaHOMY piBHi. B ymMoBax nedinury oOUMCIIOBaIbLHHUX pECypCiB Iie
MOJKITUBO TiJIbKH 32 PaXyHOK IMiJIBUIICHHS €()EeKTHBHOCTI 0OUHCIIOBATIHLHOTO MPOIIECY, 30KpeMa, 3a PaxyHOK
ajanTamii JAWCIMILIIHKM 00cimyroByBaHHsA. [lopsa 3 IUM BHHHMKAE 3ajada HAWOIIbII e(EeKTHBHOTO
BUKOPHUCTAHHS HAsIBHUX OOYHCIIOBAILHUX PECYPCIiB y KOKEH MOMEHT 4acy QyHKIioHyBaHHS kepyrouoi XO.
Iro 3agagy Tako MOYKHA BUPIIIMTH IUIIXOM a/IalTalii AMCIUIUTIHUA 00CIyrOBYBaHHS.

V 3B’S13Ky 3 BUKIQJCHHUM, SIK MOKa3HUK ePekTuBHOCTI XO BHOEpPEMO CEpeHIO CyMapHy BapTiCTh Yacy
HaJlaHHs (OYiKyBaHHS B Ueprax i 4yacy BUKOpUCTaHHS, ToOTO nepedyBanHs B XO sk y CMO) OP 3a 3asBkamu
(BuMoramu) kopuctyBaduiB. Jlisi 1bOrO BHKOpHUCTAaeEMO Bimomuii ¢yHkmionan [1] — cepenHio cymapHy
BapTicTh yacy HajaHusa OP:

n
C =S el
i=1
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3 40ro MmaemMo

c@ = iia(m,n)ﬂ,(m,n)v"")(m,n) , (5

m=1n=1
IS o — BapTiCTL 3a OIMHUIIO Yacy OP JJIs1 i-ro TUITY 3aABOK KOpI/ICTyBa'{iB;
ﬂ“i — {HTE€HCUBHICTS i-TO IMOTOKY 3as1BOK;
S .o .
Vi( ) — CEpCAHIN YaC HaJaHHA OP 3asBoK I-T0O NOTOKY;

N — KIIBKICTH THIIIB 3aBOK;
S — TapamMeTp, 0 XapaKTepu3ye CIocid opraHizamii 009YHUCITIOBAIFHOTO MPOLECY;

v@ (m,n)(m=1M,n=1, N,,) — cepenniif yac Hanarus OP B XO 3asBKaM (M, N)-To NOTOKY;
o (M, n) — BapTicTh oauuMLi yacy Hagauus OP B XO 3asekam (M, N)-ro MOTOKY;

A (M, n) — iaTencuBHicTs (M, N)-MoToKy Hamauus OP B XO.

[TokasHuk eQeKTUBHOCTI 0a3yeThcss Ha NPUIYLIIEHHI, 110 pe3yiabTaTH BHKopuctaHusi OP
KOpHUCTYBa4eM 3HEIIHIOIOThCS MPONOpPILiiHO yacy ixHporo mnepeOyBaHHs B cucteMi XO. Toxi wminsmu
aganTarii 3MimaHoi AUCIUIDIIHA 00CIyroBYBaHHS OyQyTh ab0 3aI0BOJICHHS BUMOT BYAaCHOTO NepeOyBaHHA

(M, n) 3asBOK y cuCTeMi, IO 3aMalOThCs NPHUIYCTHMMHMM 3HAYEHHAMH IBOTO dacy Vj (m,n) , abo
MiHimizalis ¢ysakmionana (5). s mera JocsAraeTbCs NUISXOM BiTIIyKaHHS BiAMOBIIHUX ONTHMATbHUX

po30MBOK (0, TOOTO 3amadi ajanTariii 3MilIAHOI JUCHHUIUIIHK OOCTYrOBYBaHHS 3 BiJHOCHO-20COTIOTHHM

MIPIOPUTETOM SIBIITIOTH COO0I0 ONMTHMI3aliifHI 3a/1a4i, 3arajibHa MOCTAaHOBKA SKUX PO3TIITHYTA BUIIE.

Ockinbku chopMyITpOBaHI BUIIE IUJTi afanTarii 3MiMIaHoi TUCIUTUTIHA 00CITyTOBYBaHHS MOKYTh OyTH
OCATHYTI TpPH ACKUIPKOX PI3HUX pO30MBKAaX MOTOKIB 3asBOK Ha TPYMH aOCONMIOTHOTO IPIOPUTETY, TO
BHHHMKA€E HEOOXIIHICTh YBEIEHHs J0AATKOBOr0 0OMEKEHHs Ha BUOIp pO30OMBKU .

HasBricth y XO abcomoTHOro mpioputeTy mnoTpedye neskux TexHosnoriynux Brpar OP, ski
MPOMOPIIHHI yucity rpymn (piBHIB) aOCOMIOTHOTO MpiopuTeTy. Y 3B’S3KY 3 UM ONTHMAJIBHOIO HEOOXIJHO
BBaXKaTU TaKy PO30OHMBKY, sKa 3a0e3medye JOCATHCHHS IIel amanTamii mpu MiHIMadbHIM KiTBKOCTI TPy
abcomnroTHOTO mpiopuTery M.

Tonmi po3mIsHYTI 3aavi ajanTaiii 3MIlaHoi TUCIMIUTIHA 00CITyTOBYBaHHS MOXYTh OYTH (HhOpMaILHO
MTOCTaBJICH] B TaKHUI CTIOCIO:

v (m,n) <v, (m,n) = ¢°,
(pe@, (6)
M =min.

C® - min= ¢°,
ped, O
M =min.

PimenHs 3a7ad BiAIIyKaHHS ONTUMAaJBHOI po30UBKH (6) i (7) 32 JOIIOMOTOI BiTOMHX aHATITHIHUX
METOJIB ONTHMIi3allii He MPEICTaBIAETHCA MOKIUBUM. CIMHAN NUIAX PINICHHS OUX 33a]a4 — €BPUCTUIHUN
miaxig, mo He Mae (OpMaNLHOTO OOTPYHTYBaHHS, a CIIMPAETHCS JIMIIE Ha CHelu]iKy MaTeMaTHIHUX
Mojeneid [3...6] 1 3B’13aHi 3 HUIMU PO3YMIiHHSL.

3 Bupa3sis (5)—(7) BUILTHBAE, 1110 JOCITHEHHS IICH amanTaiii 3MiNIaHol JUCIHUILTIHK 00CIyrOByBaHHS
CIIONIYYEeHO 3 MOTPEOOr0 OMIHKK 3HAYCHHS CEPEIHBOr0 Yacy nepeOyBaHHS B CHCTeMi 3asBOK (M, N)-THITy —
v(m, n). Tomy BuUHHKAae HEOOXiOHICTH CHHTe3y MareMaTwdHOi Momeni XO 3i 3MIMIaHOK JUCIUILTIHOIO
obcnmyroByBaHHs [3].

XapakTepucTHKA aHAJITHYHUX Mojeeil

Po3poOuisiTh  aHamiTHUHI MoOJeNi XMapHHX OOYHCIICHb HPOINOHYETHCS SIK CHCTEMH MAacOBOT'O
00CITyroByBaHHS 31 3MILIAHOIO AMCIMILTIHOIO HaJlaHHS pecypciB. MoJielli IOBUHHI BPaXxOBYBaTH BIZIMOBH i
pi3HI ocobmuBOCTi (PYHKIIOHYBaHHS Ta MaTH JOBUIbHI 3aKOHH PO3MOMUICHHS JUIA JCSKAX BIPOTiTHHIX
IIPOIIECiB.

3aranmpHuil ommc Mogmenedt HacTymHmi. Ha Bxim cucremum XO , y sKid peami3oBaHa 3MilIaHa
JUCIHTUTIHYA 0OCITyTOBYBaHHS (3 BITHOCHUMH Ta aOCOMOTHIMH IPIOPUTETAMH), HAIXOAATh N ITyaCOHIBCBKHX
MIOTOKIB 3asBOK Ha pecypcH 3 BiamoBimHuMHu N mpiopureramu. TpuBaiicTi 06CIyroByBaHHS 3aIBOK Pi3HUX
MTOTOKIB MalOTh CBOI JOBUTBbHI 3aKOHW PO3MOMITICHHA. 3asBKa 3 BIIHOCHUM MPIOPUTETOM, OOCITyrOBYBaHHS
AKOi TepepBaHe 3asgBKaMH 3 aOCONIOTHUM IIPIOPUTETOM, IOBEPTAETHCA B depry. PosrismaroTecs ABi
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JUCITUTUTIHA TIOHOBJICHHSI 00CTyroByBaHHS A 1 B. YV Mexax oIHOTO MpiOpUTETY 3assBKA OOCITYTOBYIOTHCS B
HOPAAKY HaJIXOKEHHS.

XO BUXOIUTH 3 Ay IO MyacCOHIBCHBKOMY 3aKOHY, a BiTHOBIIIOETHCS IO JOBUIBEHOMY 3aKOHY. Y mepiof
BiTHOBJICHHS BUKOPHCTOBYBAIOTHCS CIIEMEHTH aJamTalii 0 BiIMOB: 3asBKH OJHHX MOTOKIB y dYepry
MPUIAMAIOTHCS 1 HAKONMYYIOTHCS, a 1HIII — He TIPUHMArOThCS (AUCIUIUIIHA TIONOBHEHHS YeprH BiamoBiaHo | i
II). Buxiz 3 magy oOCIyroByI0HOTO MpHiIay MOKE BiOYTHCS SK IIiJ] 9ac HOro BIIBHOTO CTaHy, TaK i Mix 9ac
00CIyroByBaHHs 3asBKU. PO3IIISTHYTO /Bl AMCUMIUTIHA TIOHOBJICHHS! 0OCITYyrOBYBaHHs miciisl BigHosneHHs C i
D. IepepBana 3asiBka j1000CITyroByBa€eThest 3 Micus ii nepeprBaHHs. CHONyYeHHS AMCIMIUIIH TOHOBJICHHS
00CITyroByBaHHs 1 MOMOBHEHHS YEPry J03BOJISIE PO3IJLIIATH CAMOCTIHI MOJENI Pi3HUX THIIB CHCTEM, IO
MaroTh BiJINIOBIJIHE TO3HAYEHHS.

Pi3Hi oco0amBOCTI (QYHKIIIOHYBaHHS CKJIaJal0ThCS 3 PI3HUX crioiydeHb aucuumuiid A, B, C, D, I 1 1L
Taxi mMozeni 3 pO3KpUTAM ocoOnnBocTel (DYHKLIOHYBaHHS PO3MISHYTI B [3] 1 A OfHI€l 3 HUX HaBeIeHI
(hiHaBHI aHATITHYIHI BUPA3H.

BucHoBkm

BinmrykyBaHHS ONTHUMAaIbHOI AWCIHIUIIHA OOCITYyTOBYBAaHHS HE 3aBXKIU 3B’A3aHO 3 €KCTPEMI3alli€ro
MOKa3HUKa eQeKTHBHOCTI (yHKmioHyBaHHI XO. Meroro amanrailii TakoX Moke OYTH 3aJ0BOJICHHS
oOMe)XeHb Ha TOKa3HWK e()eKTHBHOCTI, IO 3aJaHi y BHUIJIAAI pIBHOCTEH YW HepiBHOCTEH. Y Oyab-sKoMy
BUIIAJIKy TaKa IMMOCTAHOBKA 3ajaui ajanTallii mpumyckae HeoOximHicTh peamizaiii y XO AeKiIbKOX 4u OgHIET
3MilIAHOT AUCIUILTIHE 00CTyTOBYBaHHS.
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MIIXII 10 JEJETYBAHHS TPAH3AKIINA Y CAMO3AXUCHHUX JELIEHTPAJII3OBAHUX
MJIAT®OPMAX JAHUX

CaBuyenko M.M., [luranok B.B., Auapiituyk O.B.

Incmumym npobaem peecmpayii ingpopmayii HAH Yrpainu,
Kuis, Yxpaina

AHoranist. [IpoBeseHO Orysi iCHYIOUMX HiIXOMIB J0 JENEryBaHHS TPaH3aKIiil B caMO3aXHMCHUX
JENEHTpalTi30BaHuX  Iuargopmax JaHUX HA  MPUKIaAl  HAWOUTBII  BIIOMHX  TPOEKTIB
JeneHTpaiizoBanoi wiatdopmu ganux Ethereum. PosrisHyTo woTHpH HaiibiIbII BUKOPHCTOBYBAHMX
MiX0AHW, BUAUIEHO iX TepeBard Ta HEIOJIKH, TOoKa3zaHa OOMEXEHICTh pillleHh Ha iX OCHOBI.
Po3pobneno yHiBepcanbHUI MiAXij 10 AeNeryBaHHS TPaH3aKIid B CaMO3aXHCHHUX JCIIEHTPATi30BAHUX
miatpopMax AaHUX, SKAH HE 3aJeKUTh BiJl CTaHAAPTY ACLEHTPATi30BaHOI NMPOTpaMH, CEPBEPHY
YaCTUHY U HOTO MiATPUMKH Ta JOTOMDKHY KII€HTCHKY YaCTHHY, SIKi MOYKHA 3aCTOCYBATH 10 OyIIb-
SKAX JIEHTPai30BaHUX mporpaM. HaBeieHO MOXIMBHH BEKTOp 3aCTOCYBaHHS PO3pOOIJICHOTO
MiAXO0IY A0 CHCTEM MiATPUMKH MIPUHHATTS PilllCHb.

Karouosi cioBa: TexHoOTISI PO3NOAIIEHOTO pPEECTpPY, AELEHTpPalli3oBaHi MiIaTGOpPMHU JAHHX,
JeneroBaHi Tpansakuii, Ethereum, cucremMn miaTpuMKN NPUHHSTTS PillICHS.
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Beryn

Cepen cydacHUX TNEPCIEKTHBHUX HANPSMKIB PO3BHTKY iH(MOPMALIHHUX TEXHOJOTiH, Bce OUTBIIOL
yBaru Ta BaKJIMBOCTI HaOyBa€ PO3BUTOK CAMO3aXHCHHUX JCIEHTPANi30BaHUX IUTaT(HOPM JaHMUX Ta TEXHOJOTIT
DLT (Distributed Ledger Technology), SkuM HpOTHO3YEThCA BeIHYE3HA POJIb y MalOyTHhOMY Maibke B
Oynp-skux cdepax: (QiHAHCOBUX, AEPKAaBHUX, OXOPOHH 3[OPOB'A, TOPTiBii, Tomo. Taki AelneHTpaizoBaHi
miarpopmu Ha 2019 pik mpexacraBieHi B OCHOBHOMY TexHojorieto blockchain, a rtakox iHmmmun
TEXHOJIOTISIMH, SIKI Halal0Th I1aTopMaM JIaHUX Ha iX OCHOBI CXOXHX XapaKTEPUCTHUK.

Camo3axucHa JeleHTpalizoBaHa Iarpopma JaHUX — 1€ CTaHIAapTH30BaHa CHUCTeMa 30epiraHHs,
3aXHCTYy, MIATPUMKH, 0OpOOKM Ta YHpaBIiHHS JAHUMH, SIKa MiATPUMYETHCS OararbMa aBTOMAaTH30BaHUMHU
00YHCITIOBAILHUMY BY3JIaMH, NOEJHAHUMHE B OJIHY LiJicHY Mepexy. OCHOBOIO ISl TaKMX IUTaTGOPM JaHUX
3a3Buyail Buctynae texsounoris Distributed Ledger Technology (DLT, TexHosorist po3MmogiiecHOrO PeecTpy).
OCHOBHOIO XapaKTEpHOIO OCOOIHUBICTIO TaKMX IUIATGOPM MAaHHUX € CTIMKICTh A0 Oynb-iKHX aTak Ha JaHi Ta
O BIUIMBY Ha caMy JCLCHTPali3oBaHy Mepexy. lle NpakTH4HO YHEMOMJIMBIIOE MiIpoOKy, BHIAJICHHS,
HempaBoMipHY Mojaudikamiro abo JOCTYmHICTh MaHUX. Jl0 OCHOBHHX XapakTePHCTUK CaMO3aXHIICHUX
JIETIICHTPATi30BaHuX IUIaTGOpPM JaHUX BIZHOCATH IX MPOMYCKHY CIPOMOXHICTh (3a3BHYail, KIIBKICTh
TPaH3aKIIii 32 OAMHUIIIO Yacy), MacIITabOBaHICTh, CTYIIiHB JeleHTpati3amii (moBHa ab0 YacTKOBa), BapTICTh
o0ciyroByBaHHS (00YHCIIOBAIFHA Ta TPOIIOBA) TA iHIII.

IMpuknagamu Takux ACIEHTpanizoBaHuX miathopM maHux € npoektu Bitcoin, Ethereum, EOS, IOTA,
Hedera Hashgraph, Holochain, Radix, Telegram Open Network (TON) ta inmi. Koxna mmardopma
MIATPUMYE BIACHY OKPEMY MEPEKY 3a JOMOMOIOK JECATKIB a00 COTCHb THCAY OOYMCIIIOBAILHHX BY3IIIB,
poO3TaloBaHMX N0 BCii 3eMHIM Kyii. CaMo3axHCHI JeleHTpati3oBaHi MIarGopMH NaHHUX YXKe ChOTOJHI
3aCTOCOBYIOTBCS JJIsl BEJIMYE3HOI KITBKOCTI 3a/lad: CTBOPECHHS IIPOTPAaMOBAHHMX KPUIITOBAIIOT, 3aXHICHUX
pCECTpIB IaHUX, TAKUX SK, HANPHKIAL, KaTacTPOBHH peecTp, abo peecTp MyOJIiYHUX IOKYMEHTIB,
MIPOBEICHHS HEMiIPOOHUX TOJNOCYBaHb, PEECTpallii BaHTaXy a00 TOBapiB, TOKEHI3allil MPEIMETIB pearbHOTO
CBITY TOIIIO.

BimHocHO HOBI, ame memaii OIMBII aKTyalbHI TEXHOJOTIi, IO JIGKaTh B OCHOBI CaMO3aXHCHHX
JIELEHTPAJTi30BaHUX IUIaTGOPM JaHUX, CTPIMKO PO3BUBAIOTHCS, sIK i cami ruardopmu nanux. Halinepma
caMo3axMCHa JICIIeHTpati3oBaHa miaTdopMa gaHux Bitcoin, sika m03Bossie MPOBOIUTH YCHOTO 7 TpaH3aKIIii
3a CeKyHIy, MpoicHyBaja yxe Outbiie 10 pokiB i 1oci He OyJia ycmimHo arakoBaHa. Takuil piBeHb 3aXHCTY i
JIOBIpH CHOHYKAa€ MEPEHECeHHsl yCiX KJIACHMYHUX MPOTPAMHHMX CHCTEM Ha CaMO3aXHCHI JIelleHTpasli30BaHi
wiatTGopmu aHUX. AJsie iCHY€ psJ HEJOJIKIB, Yepe3 siKi Ha JAaHUd MOMEHT Lie 3poOuTH HeMOoxJuBo. [lo-
nepie, ojHa 3 Telep HasBHUX JCUECHTPAi30BaHUX IIaThopM HEe € MacIiTabOBaHOI, 1 TOMy HE MOXKe
00CITyTOBYBaTH BENUKY KUTBKICTh TPaH3aKINi Ta 3amuTiB. [lo-apyre, AaHi miaTGoOpMH BEMAaraloTh IIEBHOTO
migxoay 10 poOOTH 3 HUMH, SIKMH YacTO BHSBISETHCS 3aHAATO CKIAJAHUM ab0 3aHAATO KOIITOBHHUM IS
KIiHIIEBUX KOpHCTyBadiB. Hepiako i 3acTOCYHKH, IO PO3POOIITIOTHCS Ha OCHOBI MEBHOI JEIIEHTPaTi30BaHOL
1aTGOpMH CHPOILIYIOTHCS 1 BTpadaroTh BJIACTUBICTH 3aXMINEHOCTI JAAaHUX, Ky iM Moryia 0 HajgaTu JaHa
mwratdopma.

Otxe, OJHIEIO 3 HAWOIIBII BAXKIMBUX NPOOJIEM € CKIIAIAHICTh Y KOPUCTYBAHHI TAKUMHU IUIaTHOPMaMH,
SIK 1 BIJICYTHICTh 3arajbHONPHUIHATOrO ab0 YHIBEPCAIBHOIO MiAXOAY A0 MOOYAOBH ACHEHTPaTi30BaHHUX
3aCTOCYHKIB 3 METOI0 BHpIILIEHHS MPOOJIEeMH CKIAJHOCTI JUIsi KiHIEBOrO KOpHCTyBada. Y HaHidl poOoTi
OINUCYETHCSI YHIBEpCAabHUI MiAXiN O MOOYIOBH TaKMX 3aCTOCYHKIB HE3aJEKHO B MIaThopMu, IO
BUKOPHCTOBYETHCS. [IpoBe/IeHO MOPIBHAHHSI IepeBar i HeI0JiKiB BAKOPUCTAHHS AaHOTO MMiJXOY B peajlbHUX
CyJacHHMX 3aCTOCYHKax Ta HAaBEJICHO PEKOMEHJamlii I0J0 HOro BHUKOPHUCTAHHS Yy CHCTEMax HiJTPUMKH
NPUHHATTS PillIeHb K NPUKJIA]L BUKOPHCTAHHSL.

1. ITpoOJema criaTi KoMicili KOpHCTYBauyeM B CAMO3AaXUCHI JeneHTpasizoBaHiil miardopmi 1aHux

’ozHa 3 icHYI0UHX 1 TEOPETHYHO MOKIIMBHX JICIIEHTPai30BaHMX MEPEX Ta CaMO3aXHUCHUX IUaT(HopM
JTaHWX, 10 YTBOPIOIOTH TakKi MEpeXi, He MOXKe iCHyBaTH 0e3 iX HemepepBHOI MiATPUMKH BCIMa y4aCHHKaMU
Mepexi. OKpiM TOTO, KOXKXHHHA yJaCHHK Mae OyTH JOCTaTHhO MOTHBOBAaHHMM MO0 3aJMIIATHCA B MEpexi Ta
BHKOHYBaTH (yHKIIT 3abe3meuenHs ii mimicHocTi Ta 3axumeHocTi [1]. IcHye nexinpka BHIIB CTUMYIIIB IUIS
YYacHHKIB MEpEXi, sIKi 3aCTOCOBYIOTHCS B Cy4aCHHUX JCLEHTPATI30BaHMX IIaT(opMax JaHHX:

— ®dinancoBa Haropoaa. Ha nmaHuii MOMEHT € OCHOBHMM CTHMYJIOM i BHKOPHUCTOBYETHCS Maibke B
Oynb-sIKMX JEUEeHTpati3oBaHuX miatgopmax nanmx: Bitcoin, Ethereum, EOS. Yuacuuku mepexi,
mo ii mATPUMYIOTH, OTPUMYIOTh BHHArOpOJy Y BHIIAAI MEBHOTO aKTUBY B MEpEexki, SKUH
BUKOPUCTOBYETBCS 1 JJI CIUIATH KOMICii 3a TpaH3aKIlii KOpUCTyBauyaMH. TakoX, y alropuTmi
JleleHTpati3oBanol 1argopMu Moke OyTH 3akiajeHa mependadyBaHa IHQIIALISL, IO TeHEpye
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MEBHY KUTBKICThP IBOTO aKTHBY (HANpPHKIA[, AOAATKOBO 1% Ha pik) i po3moziise HOro Mix

YYacHUKaMH, IO HiATPUMYIOTh MEPEXY.

— IlpuBinei y kopuctyBaHHI Mepexero. Hampukian, MOXIMBICTP BHUKOHYBAaTH B Hi Oiibiie
TpaH3akmii. JlaHuit cTUMYT BUKOPUCTOBYEThCS Yy Takux atdopmax, sk [OTA. Cyts #ioro momnsrae
B TOMY, III0 caMi KOPUCTyBadi Mepexi, a0 KOMIaHii, IKHM HEOOXiTHO KOPHCTYBAaTUCS MEPEKeIo,
3000B's13aHi BUKOHYBATH (YHKIIT TATPUMKH IIi€] Mepexi I KOPUCTYBAaHHS HEIO.

— BomonTtepctBo abo nomoBieHicTh. YacTKOBO NPUHIMUIIK BOJOHTEPCTBA BUKOPHUCTOBYETHCA (200
BUKOPHCTOBYBAJINCS, HAIPUKIAJ, IiJ Yac 3aIllyCKy MEpexi) y TakuxX JCHEeHTPali30BaHUX Mepexkax
sk EOS, I0TA. TobOro, Mepexa MiATPUMYETHCS BOJIOHTEPAMH, HANpPUKIAJg, 3 METOIO
3apeKOMEH/IyBaTH ceOe y CYCHiNbCTBI (OOMIMHI), OTPUMATH TICBHUU PEHTHHI B MEPEkKi TOIIO. A
JIOMOBJICHE BOJIOHTEPCTBO 37€OUIBIIOr0 BHUKOPHUCTOBYETHCS Yy INPHBAaTHHX Mepekax, aje Hapasi
3'SBJISIETHCSL BCE OUIBbINE MPHUKIIAAIB BUKOPUCTAHHS TAKOT'O MIiIXOMY i B MyOJIYHMX Mepexax, KOJIU
JeKiNbKa IHCTUTYLIA JOMOBISIOTHCA PO MiATPUMKY CIUIBHOI Mepeki Ta MoOyJ0BY caMO3aXHUCHOL
JeTICHTpaTi30BaHol marGopMu MaHWX Ha Hid. SICKpaBUM NPUKIAIOM Takol IUIATGOPMH MOXKHA
HasBaTH mpoekT Libra, samowartkoBammii Facebook, mo stkoro BXomsTh BenmKa KiNBKICTH TaKuX
opramizarmiit sk Visa, Mastercard, PayPal, Uber Ta inmi.

— KowmOGinamii Bumie nepepaxoBaHIX CTUMYIIIB.

OpHak, Maike KOXKHA CydacHa JeleHTpaji3oBaHa IIaT¢opMa JaHUX BUKOPHCTOBYE (iHaHCOBY
BUHAropony SIK CTHMYJ, Tak CcaMo, SK 1 3a BUKOHAHHS TpaH3aKlii, B HId NPHUCYTHS KoMicis mus ii
kopuctyBauiB [2]. KoMicis HeoOXigHa HE TUIBKU IS BHHATOPOAM THUX, XTO MIATPUMYE NEICHTPATI30BaHYy
wiatopMy AaHuX, aje i K 3am00DKHMH 3axij MPOTH cllaM-aTtak Ha miatgopmy nanux. ToOTo, mis TOro,
1100 KOpUCTYBAaTHCs IIaTPOPMOIO TaHUX ab0 3aCTOCYHKaMHM Ha ii OCHOBI, KOPUCTYBady HEOOXITHO crepIny
npua0aTé TMEeBHY KUIBKICTh KPUNTOBANIOTH, sIKA& BHUKOPUCTOBYETHCS JJIsl CIUIATH KOMICIH, a JIMIIE MOTIM
HEePEeXOJUTH 10 KOPHCTYBAaHHS IUTaTGOPMOIO TaHHX abo ii 3aCTOCYHKOM.

[punOaHHsS KPHUITOBAMIOTH [UISl KOXKHOI JICHEHTpaNi30BaHO IUIATGOPMH IaHUX € HEIpOCTOO
NPOLIEYPOIO: OKPIM TOTO, IO KOPHCTYBa4aM HEOOXiJHO CTBOPIOBATH BJIACHHUII aKayHT (FraMaHelb) y paMKax
JIETIeHTpaTi30BaHol aTGOopMU, KOPUCTYBadi TAKOK BUMYIIIECHI BUKOPUCTOBYBATH TaK 3BaHi OOMIHHHUKH IS
TOTO0, 100 OTPUMATH KPHUITOBAIIOTY, 33 JOIIOMOIOIO SIKOT BOHH MOXYTh B3aEMOMISATH 3 JCLEHTPAII30BaHUM
3acTOCYHKOM. Ha cprorommi cepBicH iHTepHET-OOMIHY BaIOT € IOCHTH PO3BHHCHHMH, OIHAK, HMPUCYTHI
HIDKYC3HAYHI 0OMEXKCHHS 31HCHEHHS TAKOTO OOMIHY:

— Tlo-nepuie, iHTEpHET-00MIH Jy)XKe 3aJ€KHUTh BiJ KpaiHu, B sIKiii 3HAXOAUTHCS KOPUCTYBay, Ta Bij 1l
3akoHiB. CTaHOM Ha ChOT'O/IHI, OaraTo JroJieH J0ci He MaloTh MOXKIIMBOCTI KYITyBaTH KPUIITOBAJIIOTH.

— Tlo-mpyre, uepe3 oOMexeHHs: OOMIHHUX MyHKTIB, KOPUCTYBayl HE MOXKYTb KYIUISITH MaJICHbKY CYMY
KPHUIITOBAIIOTH, HEOOXigHY JHMIIe /sl KUIBKOX HIJIbOBHX TpaH3akiiii B Mepexi. Tomy im
JIOBOJIUTHCS KYIyBaTH KPHITOBAMIOTY 0OJpa3y Ha 3HAuHy cyMy (3a3Buyaii, He MeHmy Big 50 USD).

Ha sxanp, OLIBIIICTE IHTEPHET-KOPUCTYBAdiB HE BUSBIAIOTH Oa’kaHHS BHKOPHCTOBYBATH IHTCPHET-
CepBicH, AKi MalOTh CKIQJHY MPOLEAYPY peecTparlii abo BUKOPUCTaHHA. A y BHIAJKY IHTEpPHET-CEpBICy Ha
OCHOBI [ICIICHTPATi30BaHUX IUIATGOPM [AaHWX BHKOPHCTaHHSA 37cOLIBIIOTO CHIBHO OOMEKYETHCS
HeoOXifHicTIo npundanHs KpuntoBamoTH. Hibkue Ha pucyHKy 1.1 moka3aHO MOYaTKOBI €TalH, BUKOHAHHS
SIKUX HEOOXiTHE JUTS MIATOTOBKH JI0 POOOTH 3 JEIEHTPaTi30BaHUMH INTaTGOPMaMH JaHUX.

v '
1 i -
CTBOpEHHA MpuadaHun; Bukopuc
——| akkayHTa KpunTo- TaHHA
(ramaHus) BaNTH | cepsicy
'

KopucTyBay

Pucynok 1.1 — miarpama erarmiB 4epe3 siKi IPOXOIUTh KOPUCTYBAY MEPe/i BAKOPUCTAHHSIIM
JICIICHTPATiI30BaHUX 3aCTOCYHKIB

TakuM YMHOM, BHMKODHCTaHHS JELEHTPaATi30BaHMX 3aCTOCYHKIB Ha OCHOBI CaMO3aXHCHHUX
JICLEHTPATI30BaHMUX IUIaTOpM NaHuX abo HaOyBae ayKe BY3bKOTO 3aCTOCYBaHHS, abO CIIPOLIYETHCS 0
CHCTEM, y SKHX BHKOPHCTAaHHS NEICHTPAi30BaHOI IIaTGOPMH JaHWX BTpadae OCHOBHY YaCTHHY CBOIX
BaXJIMBHUX (YHKIIN gepe3 4acTKOBY ab0 MOBHY IIEHTpAaJIi3allilo.

2. HasBHi migxoam [0 CHpOLIeHHsI pillleHb HAa OCHOBI CaMO03aXHCHUX [eleHTPAJTi30BAHUX
miar@opm JaHux

BukopucraHHsi JEIEHTPANTi30BaHUX 3aCTOCYHKiB, Bimomux sk DApps, abo Decentralized
Applications motpebye crewianbHOr0 NpOrpaMHoOro 3abe3reueHHs, BiIOMOTro SK KpUNTOraMaHIi. AKayHT
(ramanenp) B IelleHTpai30BaHii maTopMi JaHUX — 1€ apeca KOPUCTyBaya, sika BUKOPHCTOBYETHCS HUM
JUISl BAKOHAHHS TEBHUX NiH 3 1atdopMoro 1aHuX [3]. AKayHT MoKe OyTH 3TeHEpPOBaHUM (5K, HAPUKIIAJ, y
JeUeHTpali30Banux Iathopmax nanux Ethereum a6o Bitcoin), aGo momepeaHsO 3apeecTPOBaAHUM
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(manpuknag, EOS). ¥V Oyap-fikoMy BHUIAmKy, Ui CTBOPEHHS aKayHTa KOPHCTYBad TI'CHEPYE CEKpeT
(mpuBaTHU! KITIOY), SIKAH MO3BOJISIE WOMY, 1 TUTbKM HOMY, BUKOHYBAaTH TEBHI Jii B JeICHTpaTi30BaHiit
mwratdopmi. CnenianpHe mporpamMue 3abe3nedeHHs ("KpunToramManens') 30epirae cexpeT (MIpUBaTHUHA KITFOY)
KOPHCTYBa4a i BHCTYIIA€ IOTIOMIKHOIO TMPOTPAMOIO JJIS B3a€MOJIi 3 JCHEHTPaNi30BaHOIO IUIAT(POPMOIO.
Hepiako 3a 101OMOT010 OZHOTO CEKpETy MOYKHA 3TreHEPYBaTH NMPAKTHYHO HECKiHUEHHY KUTBKICTh aKayHTIB 3
BHKOPHCTAHHIM allTOPUTMY iepapxiunux netepminoBanux kimrodi (Hierarchical Deterministic key creation),
Hanpukian, BIP32 [4], skiio 1ie nepeabayeHo KPUIITOraMaHIIEM.

Kpunroramanii, 3a3Bu4ail, iCHYIOTb y BHIJISIII MOOUIBHUX JMOJATKiB, (i3UYHHMX IPUCTPOIB 3
JIOJIATKOBUM TIPOTpaMHHUM 3a0e3ledyeHHsM, IUIariHiB Uil IHTepHeT-Opay3epiB abo OKpeMHX Opaysepi.
IMpuknagamu icHyrouMx KpumroramaHuiB € Trezor, Ledger (¢disuuni mpuctpoi) [5], Trust, Metamask
(Mo6inbHi nomaTku), Metamask (moxatku ams intepaeT-Opaysepa), Mist, Brave, Opera (intepreT-0paysepu 3
BOYJOBaHUM KpHUITOTaMaHIeM) [6].

CTBOpEHHS TaMaHIl 3a3BUYail HE BHKJIMKAE TPYTHOIIIB, aje moTpedye MOJaTKOBOTO 4Yacy i yBaru
KOPHCTYBadiB. AJDKe y BUIIAIKYy BTPATH CEKpeTa KOPHCTyBad OLTbIIe He 3MOKE BIHOBHTH JOCTYII 10 HOTO
akayHTy [7]. Aye HaWOUIBIIOI CKIATHICTIO, K OYyJO 3a3HAYCHO BWINE, € TOMOBHEHHS aKayHTY MEBHOIO
KUTBKICTIO KPHUIITOBAJIOTH, IO JI03BOJSAE KOPUCTYBady IPALFOBATH 3 JCLCHTPAIi30BAaHUM 3aCTOCYHKOM.
PimieHHs, 110 CHpoIIyOTh poOOTY 3 JCHCHTPATI30BAHUM 3aCTOCYHKOM 3a3BHYail 3aCTOCOBYIOThCSI Ha eTarli
KYIIiBJ KPUIITOBTIOTH a00 € TaKMMH, IIO MOBHICTIO YCYBalOTh AaHUi eTan. TakuM 4MHOM, 13 MOYAaTKOBUX
eTamiB, 300paKCHUX Ha PHUCYHKY 1.1, 3a/UINAETBhCSA TUTHKHA OJUH €Tall — CTBOPEHHS KPHUITOTAMaHIs i
akayHTa Uil JeleHTpalizoBaHoi rmiathopmu gaHux. CHpolleHHa cXeMma eTamiB MiAr0TOBYOI poOOTH
KOpHCTYyBada MoKa3aHo Ha pUCYHKY 2.1.

CTBOpEeHHA Bukopuc-

akkayHTa TaHHA
(ramaHun) cepsicy

KopucTysay

PucyHok 2.1 — cxema erariB, 4epe3 sKi HPOXOJUTh KOPHCTYBAY Hepea BUKOPUCTAHHAM JCLCHTPai30BaHUX
3aCTOCYHKIB 0€3 HeOOXiTHOCTI KyITyBaTH KPUIITOBAIIOTY

JaHe crnpoleHHs 3a3Buyail BiIOyBaeThCs 3a JONOMOIOK JENEryBaHHS TpaH3akUiii — ToOTO,
JIeJIETYBaHHS TpaBa BUKOHYBATH TPaH3aKIlil B MEpPEXi BiI OIHOTO akayHTa (KOpHCTyBada) 1o iHmoro [§, 9].
TakuM 4YMHOM, KOMICiIO 3a BHKOHaHHS TpaH3akiii Oyje crulauyBaTH jenerar (akayHT, 1O HPOBOJIUTH
TpaH3aKlIii0), a He aKayHT, SIKMd Ma€ Hamip BUKOHATH TpaH3akuito. Ha TenepilnHiil 4yac BUKOPUCTOBYETHCS
PSI MiAXOJIB J0 JiefieryBaHHs TPaH3aKIiil, KOXKeH 3 sSIKMX Mae CBOI nepeBard i Hepoliku. Hiokue HaBeneHo
OIJISL AaHUX IIJXO/IIB Ta MOPIBHSHHS iX MepeBar i HeJJOMiKiB.

2.1. /loBipeHe qejieryBaHHS TPaH3aKIid

SlckpaBUM TIPHKIIAJOM JIOBIPEHOTO JIeNieryBaHHs TPAH3aKIii € HaJdaHHs Jelierary npaB BUKOHYBATH
Oynp-sKi HEe YITKO BHU3HAUCHI TpaH3aKIii Big iIMEHI IHIIOrO akayHTa. B TakWX eHeHTpai30BaHUX
wiatpopmax manux sk Ethereum HaBiTh po3poOJICHO CTaHAAPTH JUIS HAMUCAHHS JEUEHTPATi30BaHUX
nporpam-TokeHiB (Hampukmany, ERC777 [10]), mo perymoe aeieryBaHHS TpaH3aKIiii 3a JOIOMOTOO
JTIOBIPEHOTO JICIeryBaHHS TPAH3AKIIIH.

Craumaptr ERC777, skuii omucye JOBIipeHE [eJIETyBaHHS TpPaH3aKIliid, JO3BOJISIE aKayHTaM
IepeaaBaTi MpPaBO PO3MOPSDKATUCS CBOIMH TOKEHAMH (IPOTPaMOBAHMMH KPWUIITOBATIOTAMH) 1HIIHM
aKkayHTaMm, TaKk caMo sIK i 3a0MpaTi B HUX Take MpaBo. TakuM YWHOM, KOPHUCTYBaHHS JCUECHTPAII30BAHUM
3aCTOCYHKOM MOX€ OYyTH CIIPOIICHE, OCKUIBKHM TPaH3aKmii, 10 MaB OM BHKOHYBAaTH KOPHUCTyBad, OyIyTb
IIPOBO/IMTHCS AEJIEraToM, a He CaMMM KopHcTyBaueM. KopucryBauy 3aiMInaTHMEThCs! JIMIIEe BUKOHATH OJIHY
TpaH3aKIIifo, 110 JO3BOJIHUTH JOBIPEHOMY JeJeraTty KOpHCTYBaTHCSl TOKEHaMH Bij IMEHI HOTo akayHTa, 1 Oy/1b-
SIKI HACTYITHI TpaH3aKii 3Moke MPOBOJIUTH aenerar. Cxema poOOTH JIOBIPEHOTO JAEJIeryBaHHS TpaH3aKILii
MOKa3aHa Ha PUCYHKY 2.2.
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PucyHox 2.2 — cxeMa JIOBIpEHOTO JIeNeryBaHHs TpaH3aKIin

Januii miaxix copolrye KOPUCTYBaHHS JCICHTPATi30BAHUM 3aCTOCYHKOM, OCKUIBKHM BCi il
KOPUCTYBaua Telep MOXKEC BUKOHYBATH JOBIPEHHWH [elerar, CIUladyyloud 3a HuX Kowiciro. [Ipote, 1e
MOXIIMBO JIMIIE ITiCJIi BUKOHAHHS KOPHUCTYBadeM TpPAaH3aKIlii, [0 HAJA€ JeNeraTy Takuid JO3BiJ, IS
BUKOHAHHS SIKOi BCe e MOTpiOHa kKpunroBamoTa. OnHak, cranmaprom ERC777 takox mependadeno, mo y
TOKEHa MOe OyTH MPUCYTHIN Jenerar 3a 3aMOBYYBAaHHSIM, HANPHKIIAJA, aKayHT YCTAHOBU IO BHUIYCTHJIA
TOKEH.

Buxonsuu 3 Buie onucanoi konuenuii crauaapry ERC777, MoxkHa BUAIIMTH HACTYIHI TIepeBaru
JIOBIPEHOT'0 JieJIeTyBaHHS TPaH3aKIiii:

e [Ipocruii y 3acTocyBaHHi.
e (CraHaapTU30BaHUIl.

Hepmomniku ganoro miaxomy:

e Bumarae mpoBeAeHHS MEpIIoi KOIITOBHOI TpaH3aKIii, SKIIO NEHEHTPaTi30BaHOK MPOTpaMor0 He
nepeadadeHui neeraT 3a 3aMOBYYBaHHSM.

e Bumarae nmpoBeACHHS KOLITOBHUX TPaH3aKIi{ Ul HalaHHS/IPUIIMHEHHS IOBHOBa)KEHB JETICTaTiB.

e He oOMexye pmemerara y TOMYy, SIKi TpaH3akilii BiH MOXXE BHKOHYBaTH, a TOMY € HEIOCTaTHBO
3axXMIIEHUM (Yepe3 MOXKIIMBI BEKTOPH aTaky Ha JielieraTa).

e Moxe OyTH 3aCTOCOBaHMH TUIBKM JJO HOBHX JCLEHTPANi30BaHUX Iporpam, abo TuX, 1€ JaHUH
miaxig OyB nependaueHui.

2.2. leieryBaHHs1 TPAH3aKILiii 32 10MOMOTr0I0 JONOMiKHIX AelleHTPATi30BaHUX MPOrpam

Ha BimMmiHy Bix HOBipeHOTO AeJeTyBaHHS TPAH3AKIIH, YacTO € HEOOXiMHUM OUIBII 3aXHIICHHUN
MiAXig, SKAH MOJXKHAa TaKOXX 3aCTOCYBaTH 1 JO BXKE ICHYIOUMX [EICHTPAi30BaHUX IporpaMm (cMapt-
KOHTPAKTIB). Y TakOMY BHIIJIKYy, MOJKHA CTBOPHTH IPOMIXKHY JCLIEHTPANIi30BaHy HPOrpamy, sIKy MPUHHITO
Ha3MBaTH KOHTpakToMm ocobuctocti (identity contract). /lana peneHTpaiizoBaHa OporpamMma BHCTYIAE y
SKOCTI aKayHTa, ajie 3alporpaMOBaHOrO TaKMM YHHOM, IIO JO3BOJISIE MPHUCBOITH 1 OyIb-sKHH akayHT-
BJIaCHMK Ta BHKOHYBAaTH 3axMIICHI JIEJIerOBaHi TpaH3aklii Oe3 HEeOoOXiIHOCTI BJIACHUMKA IUIATHTH 3a
TpaH3aKilii. AKayHT-BJIaCHUK 3 TAKHM I11IXOJ0M Ma€ JIUIIIC HAJaBaTH J03BUI HA MPOBEACHHS TPaH3aKIIN BiJ
iMeHI HOro KOHTpakTa 0COOMCTOCTI 3a JOIOMOIOK eNeKTPOHHO-IM(POBHUX MignuciB. Cxema JeneryBaHHs
TPaH3aKIIi{ 3a TOTIOMOTOI0 JOIIOMIXKHUX JCIIEHTPATi30BaHUX IPOrpaM HaBeeHa HA PUCYHKY 2.3.
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PucyHok 2.3 — cxema generyBaHHs TPaH3aKI[iil 32 JOIMOMOTOIO IOTIOMIKHUX JACTICHTPATI30BaHIX IIPOrpaM
Cepeq mepeBar TaHOTO MiIXOAY MOKHA BUAUTATH HACTYITHI:

o Moke OyTH 3aCTOCOBaHMM 10 Oy/Ib-SIKUX ACIICHTPATi30BaHUX MPOTPAM.
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e € 3axWIICHWM, OCKUIBKH 3 TaKUM ITiJTXOJ0M aKayHT-BIACHUK KOHTPAKTa OCOOMCTOCTI MOXKE MaTH
[MOBHHUH KOHTPOJb Hal IisIMH, SKi BUKOHYIOTBHCS IEJIETaTOM 3a PaxyHOK CICKTPOHHO-IM(POBHX
MIAINCIB.

Hepnomixu neneryBaHHS TpaH3aKIlii 32 JOITOMOTOIO TOTIOMIKHUX JCLICHTPAIi30BaHUX IIPOTPaM:

e 3MiHIO€ JIOTIKY poOOTH 3 JeleHTPaTi30BaHMMH IporpaMaMy 1 BBOJUTH HOHSTTS "KOHTpakTa
ocobucrocTi", TakMM YMHOM pOOJSIYM JesKi Bi3yanbHI 3aCTOCYHKHM HECYMICHUMH 3 HHUM.
Hanpukian, y JaHOMY MigXo/i TOKCHaMH OyJ/ie BOJIOMITA KOHTPAKT OCOOMCTOCTI, a HE caM aKayHT,
yepe3 110 0ajJaHC TOKEHIB y raMaHIli BIacHUKa OyJe 3aBXIH BioOpakaTHCs HYJIbOBUM (OCKIJIBKH
ramMaHellb Hi90Tr0 He 3HA€E MPO KOHTPAKT 0COOUCTOCT).

e HeoOxigHa momepesaHs iHimiamizalisi KOHTpaKTa OCOOMCTOCTI, IO NMOTEHLIHHO BiJAKPHBA€E HOBUIi
BEKTOp /I cllaM-aTakK Ha JACTIEHTPATi30BaHi 3aCTOCYHKH.

e CkIaJgHO CTaHOAPTU3YBATH.

[IpuxiragamMu cTaHAAPTIB, IO OMHCYIOTH KOHTPAKT OCOOMCTOCTI 3 MOKIIMBICTIO JIeJIeTyBaHHS
TpaH3akmii 3a fonomoroto miamucie € ERC1056 abo ERC780 [11].

2.3. leneryBaHHs TpaH3aKLiil 0e3 BHUKOPHUCTAHHSI NPOMIXKHUX AelleHTPATi30BaHUX NPOrpam

[Miaxig g0 neneryBaHHS TpaH3akIiii 0e3 BUKOPUCTAHHS MPOMDKHUX JCIICHTPATI30BaHUX MPOTpaM
MOXKHa Kiacu]ikyBaTu sIK KOMOIHALiIO MepeBar IBOX BHIIEONUCAHUX MiaxoiiB. Ha BimMiHy Bing migxony 3
BUKOPHCTAHHSIM  JIOMIOMDKHHX  JICHEHTPAi30BaHMX  [pOrpaMm, yci  BIACTHBOCTI  JOMOMDKHOI
JIELIEHTPATi30BaHOT MPOrpaMH HAJAIOTHCS CaMill JeNEeHTPaIi30BaHiil mporpami, Mo OMKHCYE KPHUIITOBAIIOTY
SIKOI0 CIUIAYyeTbcss Kowmicis. [, Ha BigMiHy BiZ IOBIpEHOTO MIENEeTyBaHHSA TpaH3aKIid, Iii, SKi MOXKe
BUKOHYBATH J€JIeraT MOXXYTh OyTH OOMEXEHHMH 1 TOBHICTIO KOHTPOJLOBAHMMH CaMHM aKayHTOM 32
JIOTIOMOTOK0  €JIEKTPOHHO-IMpoBUX mianuciB. Cxema J[eleryBaHHs TpaH3akiiii 0e3 BUKOPHCTAHHS
JIOTIOMDKHUX JISIIEHTPATI30BaHUX [IPOTPaM HaBeJICHA HA PUCYHKY 2.4.
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PucyHok 2.4 — cxema jieJieryBaHHs TPaH3aKI[ii 0€3 BUKOPUCTAHHS JOMOMIKHUX JEICHTPATI30BaAHUX
mporpam

[lepeBaramu gaHOTO MIAXOMY €:

e Hemae HEOOXITHOCTI B TpaH3aKIIAX iHIIiATi3aIIii.

e € 3aXWIIEeHNM, OCKUJIBKH 3 TaKHM ITiJXOJIOM aKayHT-BIACHHK KOHTPAaKTa OCOOHMCTOCTI MOXKE MaTH
MMOBHUI KOHTPOJIb HAJ isIMH, SKi MOKe BHKOHYBATH JeJeraT 3a PaxyHOK €JICKTPOHHO-IHM(YPOBUX
I IIHCIB.

e He 3miHrO€ J0TIKY pOoOOTH ACTIEHTPATiI30BaHMX 3aCTOCYHKIB (aJIe Mae CBOi 0COOIMBOCTI).

Jlo HeoMiKiB TaHOTO IMiIX0y MOKHA BiTHECTH:

e CkJagHO CTaHIAPTU3YBATH.
e Moxe OyTH 3aCTOCOBAaHMH TUIBKM JI0 HOBHX JICIIEHTPaJi30BaHMX Hporpam, abdo THX, A€ JaHUH
nigxin OyB nepenoayeHui.

[puxiagamu cpo0 cTaHIAPTU3YBATH MaHWK MinXif € nporo3ulii cranaaptie ERC1776, ERC-865,
ERC-1003 Tta ERC-1228 [11, 12], mo Ha 2019 pik 3anumaroTbes Bigkputumu. OCHOBHUIA HEIOJIK JAHOTO
MiAXOTy MOJISATaE B TOMY, IO HOTO CKIIagHO CTaHAAPTH3YBATH, 1 II€ CIPUYNHIIIO MOSIBY OaraTboX CTaHIApTiB
TOKEHIB.

2.3. lesieryBaHHsI TpaH3aKUiid Ha piBHi niiaTgopmu 1aHux
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SIKIO TOBOPUTH TIPO CaMO3aXHCHI JICIICHTPaNli30BaHI MPOTpaMu B IIIJIOMY, ICHYE MOKIJIHMBICTH
IMIUTEMEHTAIli] AeJIeryBaHHS TpaH3aKIii Ha piBHI camoi mmatdopmu manux. OgHAK, I0Ci JaHWN MiAXix He
HaOyB TOMIMPEHHS 1 HE IMIUDIEMEHTOBAaHMH Y NPOBITHUX ACLEHTPANi30BaHUX IUIATPOPMAX, TaKUX SK
Ethereum, TRON, EOS Ta inmmx (cranom Ha 2019 pik). Bimomo mwire, mo maHWi Maxix Moxe OyTH
peanizoBaHuit y AerieHTpanizoBaniii miardopmi Ethereum 2.0, Bumyck sKoi TUIAaHYETHCS HE paHilie HiX B
2022 poui [13].

[Migxin no neneryBaHHS TpaH3aKUiii Ha piBHI caMoi mIarpOpMHU JaHUX MOXKE BUIIISAIATH SIK
MOXJIMBICTb CILIATH KOMICI{ 3a Oyab-sKy TpaH3aKLilo OyAb-sIKMM JIeJIeraToM, Ha 3a3/aJierifb MOTOKeHNX
ymoBax. Hampukiap, nenerar Oyne npoBOJAMTH TUIBKU TakKi I'PYIH MiIMHCAHUX aKayHTOM TPaH3aKIii, B SIKHUX
xo4a O ofHa TpaH3akiis Oyje CIUlauyBaTH BiJIOBIZHY KOMICII0 y NMEBHOMY TOKEHI, KPHITOBAIIOTHI, abo
TIPOBOIUTH BUTITHY JJIS JIeNerara Jito.

Juis peanizamii 1aHOTO MiAX0My HEOOXiqHA MiATPUMKA TPYII MIANMCAHUX TpaH3aKIliii Ha piBHI camoi
wiatpopMu JaHWX. TakuM YHHOM, HEOOXiAHO MO0 MeKiTbKa MiANMHCAaHUX TPAH3AKIH, OgHA 3 SKHX,
HAIPUKIIA]], € CIUIATOI0 KOMICii B TOKEHi, TapaHTOBaHO MPOBOIIINCS IUIATGOPMOIO B IMMOBHOMY 00cs3i abo
Oynmu BigxwieHi y pas3i xoda O oxmHiel HeBmamoi TpaH3akmii. [loTeHmiiHA cXeMa iMIUIEMEHTAIll JaHOTO
CTaHJApTy HaBElICHA HA PUCYHKY 2.5.
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PucyHok 2.5 — cxema JieneryBaHHsl TpaH3aKIiid Ha piBHI 1aTGOPMH JaHUX

Jlo mepeBar AaHOro MiAXOAYy MOXKHA BiJJHECTH YCi NEpeBaru BHIIE 3a3HAYEHUX MIAXOIIB, KpiM
HACTYIHUX HEIOJIKIB:

e Ha 2019 pik He WIATPUMYETHCA HISKHAMH ICHYIOUHMH PO3BHHEHUMH JICIICHTPATi30BaHUMHU
mathopMaMu JaHUX.

e Baxko craHmapTH3yBaTH Ha piBHI Iwtatdpopmu paHux. OpHAK, CTaHOApTU3aIlisd Ha pPiBHI
JCLECHTPATi30BaHUX 3aCTOCYHKIB MOXKINBA, OCKIJIBKU JIejeraTaMH 3a3BH4Yail BHCTYNAIOTh cami
KOMIIaHii, 0 MiATPAMYIOTh 3aCTOCYHOK 1 BOHM MalOTh HMOBHHUH iHCTpYMEHTapii st poboTH 3 iX
JCLCHTPATi30BaHUMH NPOrpaMaMU-TOKEHAMH, BKJIIOYAIOYM IHCTPYMEHTH TOPry Ta OOMiHY
kpuntoBamoT. 11lo  cTocyeTbest miathopMu HaHMX, npoOrema CIulaTh KOMICIH y Oynb-sKiid
KPHUIITOBATIOTI-TOKEHI Ma€ CKJIa{Hy PUPOY OOMiHY, 1[0 HE J03BOJISIE TOUYHO OLIHUTH KOMICIIO SKY
HEOOXIJHO CTATHYTH 3 akayHTa. SIK mpukiaj, cruiata komicii B TokeHi X MoOxke OyTH BiIxXujcHa
JienerartoMm A, TOMy III0 BiH MPOCTO HE JOBIpsS€ JAaHOMY TOKEHY a0 He MOXe HOro OOMIHSATH Ha
IHIIy KPUOTOBAIIOTY (HeMae 0OMiHHHKIB, 3a00pOHSIE 3aKOH, TOLIIO).

3. YHiBepcanbHMil MiAXig 10 JejieryBaHHS TPaH3aKUii

VYci Bume3a3HaueHi METOIM JIeJIeryBaHHs TPaH3aKIii MaroTh CBOT IIepeBary Ta HEOJIKH, 1 He iCHYE
TaKOTro METOJy SIKMi OyB O 1mo30aBieHuid Oyb-sKuX HenoumikiB. OHaK, 1100 3p03yMITH KU caMme METOJ €
HalOUIbII 3aCTOCOBYBAaHMM 1 HEJIONpAIbOBAaHMM, OYJIO TPOBEIECHO ONIA HAWOIIBII IOIIMPEHNX
JICLEHTPATI30BaHUX 3aCTOCYHKIB, 10 BUKOPUCTOBYIOTH IIJXOIH JI0 Jeneranii Tpansakmii y 2019 poui Ha
ocHoBi mwiatpopmu Ethereum (3mebinbimoro mpoexrtu, siki ycmimao mposenu ICO (Initial Coin Offering):
Binance, DreamTeam, Loom Network, Stratis, Maker DAO, OmiseGo, Basic Attention Token, 0x, Golem). 3
HUX MOJYKHAQ BHUIUIMTHA HACTYMHI TEHISHIIT MENEHTPaTi30BaHNX 3aCTOCYHKIB, SKi € aKTyaJIbHUMHU Ha JTAaHWUH
MOMEHT:

e  Maiike KOXEH JICLEHTPaIi30BaHUi 3aCTOCYHOK BUKOPHUCTOBYE CBOIO BJIACHY KPHUIITOBAIIOTY-TOKEH
JUISL CIUTATH 32 KOPUCTYBAHHS AELEHTPAII30BAaHUMH 200 YaCTKOBO JICLIEHTPalli30BaHNUMHU CepBicaMu
[14].

e JleneHTpaizoBaHi 3aCTOCYHKH HPHU3HAYEHi /s BY3bKOi JOCBIIYEHO! IMyOJiKH 1 37€0LIBIIOT0 HE
BUKOPHCTOBYIOTH JIEJIErOBaHi TPaH3aKIii Ul CHpOLIEHHs] KOPUCTYBaHHS cepBicamu (To0TO, OepyTh
OIUIaTy 3a MOCIYTH B TOKEHI 1 JOJATKOBO BUMAararoTh CIUIATH KOMICIH y BaJfOTi JeleHTPaIi30BaHO1
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miatgopmu nanux) [15]. HenmommupeHi 1 3a3Bu4aii MprUBaTHI JAEIEHTPAi30BaHi 3aCTOCYHKH, SKi BCE
K TaKl BHUKOPHCTOBYIOTH JEJIETYBaHHS TPaH3aKIlild, MAOTh Jy)Ke€ BY3bKOCIIEIiadi30BaHi CHCTEMHU
JUTSL T ATPUMKH JIMIIE TIEBHUX JICHEHTPAIi30BaHUX MPOTPaM.

e Ik HaCIiIOK i3 TONEPETHBOTO MYHKTY, BiJICYTHICTS HEOOXIMHOCTI y BIAKPHUTIH eKocucTeMi (PUHKY)
JUISL IeNIerOBaHUX TPaH3aKI[ii. AKayHTH-JEJeraTd, 10 BUKOPHUCTOBYIOTHCS B ACLCHTPATI30BAHUX
3aCTOCYHKAX, SIK MPABIJIO IiITPUMYIOTECS CAaMUM PO3POOHHUKOM JCLEHTPaNli30BaHOTO 3aCTOCYHKY i
HE MPEACTaBISAIOTH (IHAHCOBOTO IHTEPECY AJIS IHIINX JIeNeraTiB-opraHisamii.

e JleneryBaHHs TpaH3aKILil € CHJIBHO EHTPATi30BaHUM, 1110 BUILJIMBAE 3 MONEPEIHBOTO ITYyHKTY.

e BincyTHICTh 3arajJbHONPUIHATOTO CTaHAAPTY ab0 MiAXOMy MO MOOYIOBH JCIECHTPATi30BaHUX
3aCTOCYHKIB, 1110 BUKOPHCTOBYIOThH JIeJIeTyBaHHS TPaH3aKIiH.

TakuM 4MHOM, MO>KHA 3pOOHUTH BUCHOBOK IIPO T€, IO MiJXOIH 0 JeJeTyBaHHS TPaH3aKILiH, B IKHX
¢yHKIii meneryBaHHsS BOyIOBaHI B caMmy [IEICHTPATIi30BaHY IMPOTPaMy-TOKEH € HAaHOUIbII MOIIHPEHUMH
cepell iCHYIOUNX JICHEeHTPalli30BaHUX MPOTrpaM, OCKUTBKH KOXKHA OpTaHi3allisi HaMaraeTbcs po3poOIIsATH CBOL
BJIACHI CHCTEMH JeJeTyBaHHS TpaH3akuiil. [IpobieMa BiICYTHOCTI €IMHOTO CTAaHAAPTY UM MiAXOLY IO
moOyIOBH ICTEHTPANi30BaHIX HporpaM abo 3aCTOCYHKIB, II0 BHKOPHCTOBYIOTH IEJNETYBAaHHS TPaH3aKIIiH
BCE 1L 3IUIIAETHECS HE BUPILICHOIO.

Po3pobnennii yHiBepcadbHHAN MiIXiM A0 IeleryBaHHS TPaH3aKIil, IO OMUCYEThCS B JaHIN CTaTTi,
MPOIIOHYE BHPIIICHHS MNPOOJEMH CTaHAApPTHU3allli [UISXOM BHKOPHCTaHHS IIAXOAY 1O HalHUCaHHS
JIEIICHTPATI30BaHUX MPOrpaM Ta iX 0OCIYroByrOUOi YaCTHHH Oe3 HEOOXiTHOCTI y €IMHOMY CTaHAApTi Ha
PiBHI JlelIEeHTpali30BaHUX IIAaT(GOpM AaHMX. [HIIMMH cloBaMu, JAaHUW MiAXiJ JO3BOJISIE BUKOPHUCTOBYBATH
€IMHy OOCIIyrOBYIOYY CHUCTEMY Ul OyJb-SKHX ACLECHTPATi30BaHUX MPOrpaM 3 MiATPUMKOIO JieJieryBaHHS
TPaH3aKIIii, B TOMY YHCIII 1 YK€ ICHYIOUYHX JACHCHTPATI30BaHUX POTPaMM, HE3aJICIKHO BiJl IX IMIUIEMEHTAII],
0 y BHMAJKY BCiX MEpepaxOBaHUX BHUIIE IMIAXOJIB IO JAeIeTryBaHHS OyII0o HEMOXIIUBUM abo moTpedyBaiio
o0y IOBH CHEHiaTbHAX 00CITYTOBYIOUHX CHCTEM OKPEMO JUTS KOYKHOT iMIUIEMEHTAIIi.

YHiBepcanbHUI MiIXi 10 HATMCAHHS NEICHTPANi30BaHUX 3aCTOCYHKIB, OMICAHWI B NaHIM CTaTTi,
CKJIAIA€THCS 3 HACTYITHUX YaCTHH:

e [linxin 1m0 HAmMMCAaHHA JCLCHTPATi30BaHOI NPOrpaMy, B SKOMY poOoTa Takoi MporpamMu He
00MEXKYETHCS Ta MOXKE IMIIEMEHTYBaTH OyAb-sIKUI CTaHAAPT AeJeryBaHHs TpaH3aKIiil 3a BUOOpOM
pO3pOOHUKa.

e Po3pobneHa JOmOMIXKHa CepBepHa 4YacTHHA ISl MIATPUMKM JIeJieTyBaHHS TpaH3akIid €
YHIBEPCAIBHOIO, 1 MiIXOAUTh 10 OY/b-IKOr0 JCIEHTPATi30BAHOTO 3aCTOCYHKY, 1[0 BUKOPHCTOBYE
Oyab-sSKUHN MiIXi 10 JeNIeryBaHHS TPaH3aKIIii.

e Po3pobisieHa JIONIOMIKHA KIIIEHTChbKA YaCTHHA Y BHIUISII BOYIOBYBAHOT'O BIJKETY, SIKMH TaKOX €
VHIBEpCAIFHUM 1 MOXKE BHKOPHCTOBYBATHCS SK Tpa(iuHUil KOPUCTYBAIbKUH i1HTEepdeic s
NPOBEJICHHSI JACICrOBaHUX TPAH3aKIIi.

3.1. Iigxin 10 HAaNMCaHHS eleHTPAJIi30BaAHOI IPOrpamMu

B ocHOBy yHiBepcampHOTO MiAXOAY OO JAeJeTyBaHHS TpaH3akliii OyB MOKmTageHWd minxim Oe3
BUKOPHCTAaHHS NMPOMDKHHUX JIEIIEHTPAi30BaHUX IPOTpaM, TOOTO Takuil, B sikoMy (QYHKIIl JesieryBaHHs
BOY/I0BaHI B ICIICHTPATII30BaHY MPOTPaMy-TOKEH, SIKHI 1 BUKOPUCTOBYETHCS JIJISI MOYJIMBOT CIUIATH KOMICIH.
Ha pucynky 3.1 HHX4Ye HaBEICHO CXEMy B3aeMOIii KOPHCTyBaua i3 ICIEHTPATI30BaHOI0 MPOrpaMoro Oe3
BUKOPHUCTAHHS MPOMDKHHX JCLEHTPATI30BAaHUX POrPaM.
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Pucynok 3.1 — B3aeMoJIist KOpUCTyBaya 3 JEICHTPATI30BAHOIO MTPOTPaMOIO 3 BUKOPUCTAHHSM ITiXOIy 10
JIeNIeTyBaHHS TpaH3aKLil 0e3 JOMOMIKXHMX JIEIICHTPATi30BaHNUX MIPOTpam

Ha cxemi 300pakeHO HACTYIHI KPOKHM BUKOHAHHSA JEJIETOBAHOT TPAH3AKIIii:

1. KopucrtyBau oTpuMye MiArOoTOBICHI ab0 BBOAWTh HOBI JaHi Ha TpadidHOMy iHTepdeiici
KOpHCTyBaya.

2. KopucryBad nianucye eleKTpoOHHO-IIM(GPOBUM IIiJIHCOM BBEJICHI JAaHi i J0JAaTKOBI TapapMeTpH JuIs
BHKOHAHHS JCJICTOBAHOT TpaH3aKIlil (Taki JaHi sSK JOAAaTKOBA KOMICis, TPAaHWYHA JaTa BUKOHAHHS,
ineHTH(IKaTOp TPaH3aKIIil, TOIIO).

3. Kopucrysau nepenae mianuc i 1aHi qenerary.
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4. JleneraT BiampaBisi€ KOINITOBHY TPaH3aKIIO B JENCHTPaNTi30BaHy IUIATHOPMY NaHUX, CIUIAYyIOUH
KOMiciro.

5. JleueHTtpaiizoBaHa IMporpaMa-TOKEeH IepeBips€ BIAMOBIIHICTE MIANKCY Ta MEPEJaHuX JaHUX, TAKUM
YHUHOM TapaHTYIOUH iX HEMiIPOOHICTH, i MPOBOIUTH TPAH3AKIIIIO.

JeuenTpamizoBaHa TIIporpaMa-TOKEH MOKe OyTH HammcaHa 3 BHKOPHUCTAHHAM Oy.Ib-sSKOTO
icHytouoro cranaapry: Hanpukian, ERC20 abo ERC721 [16]. Ane BapTO 3a3Ha4uTH, IO AJIsl TOTO, MO0 /10
Hel MOKHa OYJI0 3aCTOCYBATH YHIBEPCAIBbHUH MiAX1/ ONMCAHUI HUXKYE, BOHA Ma€ 33J0BOJIbHATH HACTYITHUM
KpHUTEPisiM:

e Jlnst xKoHOI OCHOBHOI (DYHKIII JEIEHTpai30BaHOi IporpaMu Mae OyTH nependauyeHa aHalOTivyHa
JoAaTKoBa "neneroBaHa (QyHKIA", 0 BUKOHYBaTUME Ty caMy Jilo, aje He Oyje 3aiexard Bin
BUKJIMKAIOUOTO ii akayHTa (menerara). [HIuMu cioBamu, SKIIO, HAIPUKIAL, ¥ JCHEHTPaTi30BaHId
nporpami-TokeHi npucytHs GyHkuis transfer, mo 103BossiE MEPEBOAUTH KPUIITOBATIOTY 3 OIHOTO
aKayHTa Ha iHOMH, Mae OyTH I0JaTKOBO mepenbadena ¢ynkitis transferViaSignature (manmpuxian),
II0 JO3BOJIMTH AaKAyHTY IIEPEBECTH KPHITOBAIIOTY 3a JOIOMOIOI0 Jeinerara. Y  SKOCTI
aNbTEpPHATHBY, B KOHTPAaKTI Moxe OyTH mepenbadeHa e€awHa (YHKINS UIS BHKIUKY BCIX 1HIIHX
(hyHKIIIH He3aJIeKHO BiJl BUKIMKAIOUOTO aKayHTa (Jenerara).

e [lo MmoxJMBOCTI, esieroBaHa (GpyHKIis Ma€e MiATPUMYBATH JEKLUIbKa ICHYFOUMX CTAHIAPTIB ITiJIHKCIB.
BukopucTaHHS AEKIIBKOX CTaHAAPTIB 3aMIiCTh OJTHOTO IMiBHUINAThH MIAHCH Oe3MpelLeeHTHOI poOooTH
JICIICHTPATi30BaHOTO 3aCTOCYHKY B MalOyTHHOMY, aJ[kK¢ 3 IUTMHOM 4acy JesKi CTaHAaPTH ITiIITHCIB
MOXYTb OyTH OTOJIOLIEH] SIK 3aCTapifi.

e Jlemerorana (hyHKI[isI Mae mependayatu psj HEOOXITHUX JOJATKOBUX MapaMETPIB s OOMEKCHHS
JOBiTbHOTO 1i BUKOPHCTAHHS 1 HaJaHHA JOJATKOBUX TapaHTi OC3NeKH akayHTy, IO Ma€ HaMip
JeJeryBaTH —TpaH3aKLifo. PeKOMEHIOBaHMMH INapaMeTpaMH  BBKAIOTHCS:  iNCHTH(IKaTop
TpaH3aKLii; rpaHWYHA JaTa BHKOHAHHS TPaH3aKLil; akayHT, IO OTPHUMye BHHaropoxy. Bci
JIOJATKOBI ITapaMeTpH MaloTh OYTH BKITIOYCHI IO €IIEKTPOHHO-IH(POBOTO MIANHUCY Ta mepeBipeHi
CaMOI0 ICLEHTPAII30BaHOIO IIPOTPaMOI0.

e JlomaTKOBO 10 CTAHIAPTy JCLCHTPaNi30BaHOI MPOrpaMU-TOKEHY MOKe OyTH mependadeHa (QyHKIis
BUKJIMKY I1HINMX JCLEHTPalTi30BaHUX INporpamM, i BiANOBiAHA i QyHKUis JUIS BUKIHKY Yepe3
JereraTa.

Po3niuBMMOCh PEKOMEHJOBAHUH MiAXiJ 1O HANMCAHHS JAeNeroBaHWX (QYHKUIH Ha MPHUKIaIi
JIeTIeHTpasi3oBanoi miathopmu ganux Ethereum, a came Ha mpuKIami AenEeHTPaNTi30BaHOT MPOTpaMU-TOKEHA
3a craggaprom ERC20 i ¢ynkuii transfer, nependauenoi manum crangaptom. JlaHWil MHiaXin COpoIIye
BUKOPHCTaHHS JACLEHTPATi30BaHOTO 3aCTOCYHKY ILUIIXOM YCYHEHHS JOJATKOBOI KPHIITOBATIOTH, SKY
HEOOXiHO CIUIa4yBaTH U TPOBEICHHS TPAaH3aKINi Maike B OyAb-siKii JEIeHTpali30BaHii ImaTdopmi
JaHuX. Bapro 3a3HauWTH, IO JaHWUA TMiAXiA MOXKHA 3acTOCYBaTH 1O OyAb-fKOI CaMO3aXHCHOI
JICIICHTPaTi30BaHO TUIATPOPMH JaHUX, SIKIIO caMmok IarGopMoro He mepeadavyeHo IHIIUN BapiaHT
NPOBENICHHS ICJIErOBaHUX TPaH3aKLiH.

Oyukiis transfer B crammapri ERC20 mnpu3Hauena [uisi mepekasy MEBHOI KiTBKOCTI TOKEHIB
(mporpaMoBaHOi KPUNTOBAIIOTH) 3 aKayHTa KOPUCTyBaya Ha NeBHUM iHIIMH akayHT. [Ipunyctumo renep, 1o
JoaTKoOBO Oyze imruiemenTtoBana dymkiis transferViaSignature, sika BukoHyBatiMe Ty camy poOoTy 1o i
¢byukis transfer, ame go3BonsiTiMe meneryBartH 1l BUKIUK Oy/b-iKoMy iHIIOMY akayHTy. To6TO, Ha BiAMiHy
Bix dyukii transfer, Buxnukaru Gyukiito transferViaSignature moxe Gyzp-sikuii akayHT, a ii po6orta Oyme
aHasnoriuna ¢yHkuii transfer mo BimHOmIeHHIO N0 iHIIOrO akayHta. Ha pucynky 3.2 mokaszaHo, SK came
BiIOyBa€ThCsl BUKIMK (YHKLIl KOpPHCTyBaueM Ta IepeKa3 TOKeHIB y Bumaakax (yHkuii transfer ta
transferViaSignature. Bapto 3asHaunTH, o ¢yHkuiew transferViaSignature mepenbadyeno cruiaty xomicii
aKayHTOM JIeJIerary 3a ioro poOory.

@ in transfer i BUKANK) i
MpAmMKi Dani Aani
BUKNKK + nignvc . +nignnc | Neuentpanizosasa
g Nporpama-TokeH g = - nporpama-ToKeH
AKayHT AKayHT Aenerat
= &
—> — 2
/O\ Opepy § 2 Opep:
-
=4 -
AKayHT L Axaynr oo - &

Maitrep fAenerat MaiiHep

Pucynok 3.2 — cxema BurumkiB GyHkuii transfer ta transferViaSignature Ta pesynbraTiB QyHKIIT

SIk BUITHO 31 cxeMH, 300paXKeHOl Ha PUCYHKY 3.2, B J€JIErOoBaHOMY BHKIIMKY KOMICIS 32 TPaH3aKIi0
CIUIAYYETHCSl Y TOKEHI (KPUITOBAIIOTI) CAMUM aKayHTOM, SIKMH JIeJIeryBaB CBOIO TPaH3aKLilO JeJerary, a
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KOMICIiIO TTepen0adeHy caMO3axHINeHOI0 JCIEHTPaNi30BaHOIO IIATGOPMOIO TaHUX CIIadye nenerar. Takum
YUHOM YCYBA€ThCS HEOOXITHICTH ISl aKayHTa TPUMATH JEKiJibka KPUNTOBAIIOT (y NaHOMY BHUMAAKY, B
nerneHnTpaiizoBanii miardopmi manmx Ethereum cmmauyerscsi kowmicis kpunroBamororo Ether). Bapto
3a3HAYMTH, 10 KOMICis [IeJeraTy Moke i 30BCiM He CIUIauyBaTHCA, e BOHA TIOKa3aHa Ha CXeMi SK IMPUKIIa
30a1aHCOBaHOI EKOHOMIYHOI MOJIENi, /Ie IeIeTaT OTPIMYE MIEBHY BUHATOPOY 3a JIeIeryBaHHS TPaH3aKIIii.

Oynkiis transferViaSignature mpuiiMae Ha BXiZ He TINBKM Taki cami mapamerpu, o i GyHKIis

transfer, a i psim momaTKOBUX MapameTpiB, sIKi rapaHTYIOTh 3aXHIICHe AeneryBanHs mis ¢yHkuii transfer. Ha
pucyHKYy 3.3 TOKa3aHO pEKOMEHIOBaHI CHrHATYpu (yHKUiH, sKki HEOOXiZHO IMIUIEMEHTYBaTH B
JIeIeHTPaJIi30BaHii Iporpami-TOKEeHi.

contract ERC20 {

}

function transfer(to, value) external;
function transferViaSignature(from, to, value, fee, feeRecipient, deadline, sigld, sig, sigStd) external;

Pucynox 3.3 — pexoMeH10BaHi curHatypu QyHKIIH AeHEHTpaTi30BaHOl MPOrpaMHU-TOKEHY

B Toii wac sk ¢ynkuis transfer mpuitmae Tineku nBa mapametpa, to (omepxkyBau) i value (cyma

nepekasy), ¢pyukiiis transferViaSignature mogatkoBo npuiiMae HACTYIHI TAPaMETPH:

e from — akayurt-BianpaBHUK (He0OOB's13K0BHIT mapametp). Ha Bimminy Bin dyukuii transfer, akayHr-
BIIIIPaBHUK HE € aKayHTOM-IHIIiIaTOpOM TpaH3akKIii, a 0Tke Horo HeoOXiTHO TONATKOBO TpEAaTH,
a00 OTpUMATH 13 eNEeKTPOHHO-IIH(POBOTO MIAMHCY Y caMill IEIeHTPaIi30BaHill Iporpami.

o fee — cyma KoMicii, sIKy cIUlauye aKayHT-BiINIPAaBHUK aKayHTY-JeJerary.

e feeRecipient — anpeca akayHra jaenerara-oTpuMyBada KOMICil BiJ akayHTa-BianmpaBHuka. He
PEKOMEHIY€EThCSI NpuOupaTH el mapamerp ab0 BUKOPHCTOBYBAaTH B SIKOCTI aJpecd akayHTa
Jiesierata aJipecy TOro, XTO BIJNPaBHMB TpaH3aKllilo, ajpke B 0araThboX IUIaTGopMax TpaH3aKIilo
MOJXXHA KJIOHYBaTH 1 BHMKOHATH IIBHIIIE, HiX OyJae BHUKOHAHA OpWIiHAIbHA TpaH3akiis (race
condition).

e deadline — rpannyHa mata MOXKJIHBOCTI IPOBEICHHS JIefieroBanHoi Tpan3akiii. He pekoMeHayeThes
npUOHpaTH Lel mapameTp. 3a JOMOMOTOK0 OO MapaMeTpy, Yy BUMAAKy BTPATH MiANHCAHUX JaHUX
abo mignucy 3a OyAb-sSIKUX MPUYHH, KOPUCTYBAa4 MOKe OyTH BIIEBHEHHUH IO HOTO TPaH3AKINIO HIXTO
HE 3MOJKE IIPOBECTH Mi3HiIIE.

e sigld — nmonmatkoBmii yHikanpHUE ineHTH(IKATOp TpaH3akiii (HEOOOB'I3KOBHI Mapamerp). Moxe
OyTH 3aMiHEHHI CaMHM TIiIITUCOM SIK YHIKAIEHUM 1IeHTA(IKATOPOM.

® Sig — eJeKTpOHHO-IM(POBHIA MIAMUC aKayHTa-BiIIPABHUKA, IKUM OYyJI0 MiMKHCAHO BCi MapameTpu
JaHoi QyHKIii, THM caMUM 3aCBiT4yIOUM CBOIO KOHKPETHY /IO, SIKY aKayHT-BiAIIPaBHUK Ma€e HaMip
BUKOHATH.

e sigStd — crammapT miAmECYy y BHNAAKY BHKOPHCTAHHS MEKIIBKOX CTAHIAPTIB TMiANHUCY B
JICLEHTPaIi30BaHill MPOrpaMi-TOKeHi (PEKOMEHAYEThCS).

OTxe, 3a JOMOMOTOI JOJATKOBHX IapaMeTpiB, iX MIAMACY 1 NOAambpIIol BepHdikaiii B

JIETICHTPaIi30BaHId TMporpamMi OOMEKYIOTECS MOXKJIMBOCTI JeJerata Oyab-SKHM YHHOM MAaHIITYJIIOBATH

MIPOBEJICHHSM JIEJIETOBaHOI TpaH3akiii. TakuM YMHOM, KOPHCTYBad MOXe OyTH BIIEBHEHUI Y BUKOHaHHI a00
HEBUKOHAHHI YiTKO BU3HAYEHO] JIeJIerOBaHO] TPaH3aKIIii.

BapTo 343HA4YUTH, 11O BIPOBAKCHHA JCJICTYBAHHS TpaHSaKL[iﬁ Maibke 3aBXIU € YaCTKOBOIO

LEHTPATI3AIIEI0  JEIEHTPATi30BAHOTO 3aCTOCYHKA, OCKIIIBKM JIEJEraToM BHUCTYNAIOTh JIHMIIE IeBHi
aBTOMAaTH30BaHi OOCIYyroBylO4i mporpamu. Ajie BapTO PO3JMBISTUCS AaHy LEHTPaTi3allil0o BUKIIOYHO 3
LIJUTIO CTIPOCTHUTHU JETCHTPATI30BaHUIA 3aCTOCYHOK JJIsl KopucTyBada. Came IJsl TOro, m00 BiH 3aJIMIIABCS

JIENIEHTPATI30BaHUM JJaHUM ITiIX0I0M MepeadadeHo HauCaHHs JIeJIerOBaHNUX (QYHKIIH K J0JaTKOBHX, a HE

SIK OCHOBHHX. Y BHWITaJIKy KOJM CHCTeMa JeJIeTYBaHHS TPaH3aKI[id HE MpaIlloe, KOPUCTYBad BCe e MOXKE
BUKOHATH HEOOXiMHY TpaH3akIifo, NpHAOaBIIM KPHUIITOBATIOTY CaMO3aXHCHOI JEIEeHTpaTi30BaHOL
1aThOPMH JaHUX.

3.2. IMipxin 10 neHTpaNizoBaHOI JONMOMIZKHOI CepBEPHOI YaCTHHU

OxpiM HamucaHHA caMol JElEHTpalli30BaHOiI mporpamu, Mo OyJae MiATPUMYBAaTH BHKOHAHHS

JACJICTOBAHUX TpaHBaKHiﬁ, BaXKIIMBO 3a0€3IEUYUTH ABTOMATU30BaHY p060Ty caMHuXx HCHGFaTiB, 11 (0] 6y,HyTI)

MIPOBOJIUTH TPaH3aKIlii B JENEHTpaTi3oBaHiil miaTdopMi gaHux. TakuM YMHOM, TOCTA€E 3a7ada CTBOPESHHSI

aBTOMaTH30BAHOI CEPBEPHOT YACTHHM, 10 BUKOHYBaJIa O HACTYMHI QyHKIIIi:

e [linTpumMka TIPOBEACHHS JEJIETOBAHMX TpaH3aKIliid, B TOMY 4YHCIi 3a0e3meueHHs BiANpaBKH
TpaH3akMii B Mepexy i ii 30epexeHns B Mepexi (MaiHUHTY).
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[TinroToBka neneroBaHWX TPaH3aKINi: PO3paxyHOK JOIUIBLHOI KOMICIT ISl CIUTATH KOPUCTYBAdEM,
BHU3HAUYEHHS TOPSAKY TPaH3aKIlii y IEIeHTpaTi30BaHiii Mepexi, TOIIO.

Baripmaris Ta nmepeBipka KIIiEHTCBKAX JaHAX.

[oBimoMIIeHHS Pe3yIbTATIB KITI€HTY.

Byna nocrasnena 3amada po3poOUTH TaKy JOMOMDKHY CEpBEpHY YACTHHY, sKa O BUKOHYyBajla BCi BHIIE
3a3Ha4yeHi QYHKIII, i OMHAKOBO MIAXOMWIA U OyIb-SIKUX CHCTEM MCICHTPaTi30BaHUX IUIaT(opM MaHWX i
JICIICHTpaTi30BaHuX mporpaM. /laHa TexHiUHA 3a/1a4a € HETPHBIaJbHOIO, OCKUIBKHA HEOOXITHO MependaynTu
HacTyITHE:

3axMIIeHICTh IEHTPaJIi30BaHOT CUCTEMH Bij Oyb-IKHX aTak: cliaM-aTaK, TyOJIIOBaHHS TPaH3aKIliH,
3mamy, race condition, Tomo.

[MocninoBHe BUKOHAHHS TpaH3aKWild NPH MapajelbHUX 3amuTax (Uil AEsSKUX JeHEeHTPali30BaHUX
wiatdopm 1aHux).

BusHaueHHS Ta KepyBaHHS HapaMeTpaMH TpaH3aKIii (HeoOXiTHO OpaTH 3aBXKAM BHTINHY KOMICitO
3a TpaH3aKIii, mepepaxoByBaTH ii BITHOCHO I[iHA TOKEHY Ha OipiKi, TOIIO).

OO6cnyroByBaHHA 6araTb0oX KJII€HTIB OJHOYACHO.

VYHiBepCcalbHICTh JOMOMIDKHOI CEpPBEPHOI CHCTEMH, TOOTO MOXKIIMBICTP ii BUKOPUCTAHHS UL OYyIb-
SKHX JIEIICHTPATI30BaHNX IIPOTPaM 3 MiATPHUMKOIO JAeJIeTyBaHHS TPaH3aKIIii.

Po3risiHeMo HeoOXinHy aBTOMAaTH4YHY poOOTY, SIKY Ma€ BUKOHYBAaTH JOIOMIXKHA CEpBEpHA CHCTeMa Ha
OPHUKIaJl AeIeHTpatizoBaHol miarhopmu nanux Ethereum. B3aemomiss KOMIOHEHTIB CHCTEMH HaBe/lICHa Ha
pUCYHKY 3.4.

KnieHt Jenerar

Mepexa
Ethereum

3anut
[fAenerosaHoi

@ TpaH3akuii

Bignpaska
Komicist Ta Tpansakul ®oHoea
KnieHt iHWi AaHi O6enyrosykoumii sakyniena | :
iHiA A nignuc KpunToBasItoTI :
(rpachiurmii Ana nignuecy cepeep _ KpunToBanic | OBMiHHMK !
iHTepcpeiic AenerysaHHs ' '
xopucwaaua) TpaH3aKuji i @
R ——

nNignuc gaHnx @ i

@ﬂiqnwc TpaHzakyji :

:

:

MonoBHeHHsA E

AkaywT-Aenerar| (7 Kpuntosaniororo |

110 AKOTO MAE [ == o mmmme oo

f[ocTyn cepeep

PucyHoxk 3.4 — cxema B3a€MO/1i1 KOMIIOHEHTIB CHCTEMH JIeJIEryBaHHsI TPAH3aKIIil 3 IOMOMIKHOIO

CepBepHOIO YacTHHO. [{ndpaMu mo3HaueHO MOPSIOK B3aEMO/IiT KOMIOHEHTIB CHCTEMHU.

Jlonomi>kHa cucTeMa Uil JiefieTyBaHHSA TpaH3aKLil BKIIOYae B cebe poOOTy I'TH KOMIIOHEHTIB,

MO3HAYCHMX JIATHHCHKUMU JIITEpaMu Ha pUCyHKY 3.4. Cepes HUX BHAUJICHO HACTYITHI KOMITOHEHTH:

A.

Kiienr (rpadiunuii inTepdeiic kopuctyBaua) — OesmocepenHbo rpadiunmii iHTepdeiic, 3 sxuM
B33a€EMO/TIE KOPHUCTYBAY.

O06cnyroByrounii cepBep JAeIeryBaHHs TPAH3AKIIIH, IKUX MOXKe OyTH JIEKijIbKa.

AkayHT-meneraT abo KpHUITOTaMaHelb/CHCTeMa, M0 30epira€ NPHUBATHUH KIIOY 1 MiAMHCYe
TpaH3aKMii IS IX TOJaIbIIO] BiAMIPABKH B ACTIEHTPATI30BaHY MEPEKY.

JlenieHTpanizoBaHa Mepexa, MiATpUMyBaHa CaMO3aXHMCHOIO JIEHEHTPAI30BaHOI0 IUIATGHOPMOIO
JIAHUX.

MosxauBrii OOMIHHMK JUIsS TPOBEJCHHS aBTOMAaTHYHUX KPHITOBAIIOTOOOMIHHUX olepalii 3 60Ky
00CIIyroByI04Oro cepBepa JeNeryBaHHs TPaH3aKIiH Uil NpUIOaHHS KPUITOBAIIOTH, HEOOXigHOT
JUTSL CIUTATH KOMICIH B ICIIEHTpaTi30BaHii iathopMi TaHHX.

Bapro 3a3HauMTH, WO JEIEHTPai30BaHMM 3aCTOCYHKOM MOXe OyTu mepenbadeHa iHIIa

KOH(Irypallis, HalnpuKiaj, 3 BiACYTHICTIO OOMIHHHKA, SKIIO B I[bOMY HEMae MOTpeOH (HampuKiIaj, MpH
MIPUBAaTHOMY JeJIETyBaHHI TPaH3aKIii, KOJIH 3 KOPUCTYBadiB KOMicisd He cTaryerbes). [IyOmiune neneryBaHHs
TpaH3aKIid BiIPi3HAETHCS BiJ MPHUBATHOTO a00 OOMEXKEHHOTO THM, IIO CEpBiC [IENeryBaHHS TpaH3aKIliil
3HAXOAWTHCA B HEOOMEXEHOMY MyONiYHOMY IOCTYMi, 1 3a KOXXKHY TPAH3aKI[IO [eyerary (IOmoMiXKHii
CEpBEpHIN YaCcTHHI) HEOOXiTHO CTATYBAaTH KOMICiIO B TOKEHAX 3 KOPHCTyBada JJIsl TOTO 100 He 30aHKPYTITH,
OCKIIBKM [IeJIeraT MOCTiHHO BHTpadae KOIITH HAa IPOBEACHHS TPaH3aKLil B JENEHTPATI30BaHIA Mepexi.
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Jana xowmicis (abo ii gacTmHa) Oyae BHKOpHCTaHa AEJETaTOM Ui OOMiHYy Ha KPHIITOBAJIOTY, KOO Oynme
CIUTavyBaTHUCS TPAH3aKINis B ICIEHTPATI30BaHi i Mepexi.

3.3. Bzaemonisi kopucTyBaya 3 CHCTEMOIO
PosrnsHEMO TOPSIIOK B3a€EMOIl KOpHCTyBada 3 CHCTEMOIO 1 TOPSIOK B3a€EMOil KOMITOHEHTIB

CHCTEMH, a TaKoX OOIPYHTYEMO 4YOMY caMe Takdil MOPSJOK Mae BHKOPHUCTOBYBATHUCS HPU MyOIiuHOMY
JIeJIeTYBaHHI TpaH3aKIlif, TaKk caMO SIK MOXE BHKOPHCTOBYBATHCS Y IIPUBAaTHOMY abo 0OMeXeHOMY
JieneryBaHHi TpaH3akiii. [Topsaok B3aeMo/1il KOMIOHEHTIB CHCTEMH TaKOK IPOJEMOHCTPOBAHO HA PUCYHKY
3.4, a pmiarpamMa TMOCTIJOBHOCTI B3a€MOJii KOpPUCTyBada i3 JeleraToM, Tak camMoO sK 1 jenerara 3
JIELIEHTPAJII30BaHOIO MEPEXKEI0, T0Ka3aHa Ha PUCYHKY 3.5.

1.

B3aemopist kopucTyBaua 3 JiesieraToM nepeadadae HacTYIHI aBTOMaTH30BaHi KPOKH:

3anuT neneroBaHol TpaH3akuii. BU3HauMBIINCE SKy caMe KOHKPETHY JIif0 Ma€ Ha METi BUKOHATH
KOpHUCTYBa4, KIIEHT IIATOTOBIIOE MapamMeTpu TpaH3akiii. HeoOXimHO oTpuMaTH CXBaJleHHS BiX
JOTIOMDKHOTO CEepBiCY IeNeryBaHHA TpaH3aKIiii mpo Te, IO JaHa TPAaH3aKIs HUM MOXe OyTH

IIPOBECICHA.
DBENETAT BELEHTPAMNI3O-
KNIEHT (AOMOMDKHWIA BAHA MEPEXA
CEPBIC) (ETHEREUM)
Mogjn (transfer) 3anuT generosaHol TpaHsakyil
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d) Aopatkosi AaHi (TEPMIHW, TOLLO)
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= [aHi ana nignucy
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Pucynok 3.5 — nmiarpama mociiTOBHOCTI B3a€MO/Iii KOPUCTYBada 3 ICIEraToM i JeIeHTPATi30BaHO0

2.

MEPEIKEIO

BinnoBine nenerara. BukopuctoByroun po3pobnenuit nporokon st REST API, kiieHT BUKOHYE
TaKUii 3aIMT, a JieJieraT y BiANOBI/Ii MOBIJOMIISIE KIIIEHTA TIPO:

a. MoxiuBicTh 200 HEMOXKIIUBICTh BUKOHATH JIaHy KOHKPETHY TPaH3aKIIiIo.

b. MoxiuBy komicito, siky Oy/e clulaueHa KOPUCTYyBaueM B TOKEHi (3aMiCTh KPHITTOBAIOTH).
IMpu upomy pnenerar T caMOCTIHHO pPO3PaxoBYE, BHKOPUCTOBYIOUHM MiATOTOBICHHUN
QITOPHUTM PO3PaXyHKY BapTOCTi KOMiCii.

C. [ami, sKki HEOOXiZHO MigNHCATH KOPHCTyBady, IependayeHi JeIeHTPaTi30BaHOIO
nporpamoro. BapTo 3a3HaunTH, 110 SKIIO y JENEHTPaIi30BaHiil Mporpami iMIniIeMeHTOBaHO
JIeKLTbKa CTaHIAPTIB MiAIHCY, EJeraT MoBepTae NeKUIbKa BapiaHTIB MiANICY 1 KII€HT Ma€e
3MOTY BHOPATH 3 HUX TOH, SIKUI HOTO HAHOLTBI 32I0BOJIBHSIE.

d. JomarkoBa indopmaiis (imeHTU(IKATOpP [eNeroBaHOl TpaH3aKIlil, OPIEHTOBHHU Yac
MIPOBEICHHS TPAH3aKIIil, TOIIIO).

[lixmuc naHux Ta miaTBEpKEHHS TpaH3akilii. OTpuUMaBIIN JaHi sl TAMHCY Ta MeTa-iH(OopMaIlito,
KIIEHT MpHUiAMae pilleHHs NpO IOUINBbHICT, BUKOHAHHS TpaH3akIii i miamucye maHi (mapamerpu
JieJieroBanoi QyHKIii) skmo Horo Bce BramrToBye. OmHAK, HATPHUKIAJ, JEJIeraT MOXKEe 3alpPOCUTH
3aHAATO BHCOKY KOMICiIO 3a MIPOBEAEHHS JEJIErOBaHOI TpaH3aKIlii, a TOMy pilleHHS KIIi€HTa mpo ii
MIPOBEJICHHS 3aJIUIIAETLCS BITKPUTUM. Y pa3i B3a€EMHOI 3roJM JeieraTa i Kili€HTa, miAnucani JaHi
BIZINPABIISIIOTHCS JIETIeraTy SIK MiJTBEP/UKEHHSI BUKOHAHHS JIeJIerOBaHOT TPaH3aKIIiI.

[Migmuc Tpansaknii. [enerar, B CBOIO uYepry, BUKOHYE MiANUC TPaH3aKii, sKa BIANPaBIAETHCS B
JICLICHTpali30BaHy Mepexy. B nanii Tpanzakuii 3i0paHi:

a. [Ilapamerpw, siki Oys0 HaJaHO KOPUCTYBa4eM JUIsl TPaH3aKLil (3 pUCYHKY 3.3 — HaIlpuKIiIa,
qutst pyskiii transfer e to ta value).

b. JlomatkoBi mapameTpu IS ICIEHTPATI30BaHOI MPOTPaMH, SIKi OYJIO0 BU3HAYEHO JETIEraToM
(3 pucynky 3.3 — fee, feeRecipient, sigld, deadline).

c. Ilimmuc Beix mapameTpiB KoprcTyBadeM (3 pucyHKy 3.3 — sigStd, sig).
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d. BusHauyeHHS HOPSIKOBOTO HOMEPY TPaAH3aKIii Ta aKTyalbHOI KOMICil B Mepexi 1 migmuc
TpaH3akiii akayHTOM JiejeraTa, SKWUi CIUladye KOMICIIO JEeICHTPaNTi30BaHOi MEpexi 3a
JTaHy TPaH3aKIIiIo.

5. BignpaBka TpaH3akiii B ICIEHTpaTi30BaHy Mepexy. TimbKW Micisi BCiX BHIIE IepepaxOBaHHUX
KPOKIB TpaH3aKIlis BBAKAETHCS AIMCHOIO 1 OyIie MpHAHATa MEPEXero K NMpaBuiIbHA. Yepes3 MeBHUH
KOPOTKHI 4Yac TpaH3akIito Oyzxe QiHami30BaHO i1 generaT 3MoOKe MOBIIOMHUTH KII€HT MPO Ii yCmixX
abo momunky. [Ipu BiampaBLi MiATBEPKYIOUYOTO 3alUTy 1O JENeraTa, KIi€HT uepe3 po3poOsieHni
nporokon s REST APl y BianoBigs orpumye abo moMuiky, abo ineHTHdikaTop TpaH3akuii B
JIELEHTPATi30BaHili MEepexi.

6. Otpumanns pe3yabraty. [1ig yac ouikyBaHHS BUKOHAHHS JICJICTOBAHOI TPaH3aKIlii, KJIIEHT NOCTIIHO
3allUTy€e CepBep MpO HasBHI 3MIHU B CTAaTYyCl TPaH3aKIil, 1 KOJIM cepBep BiANOBiga€ MO3UTHBHO —
JIeTIerOBaHa TPaH3aKIisl BBAXKAETHCS BUKOHAHOIO. KIIIEHT Tako MoKe HE 3ajexaTd B JlaHid
CHUTYyallii Bix Jenerarta, a CaMOCTIIHO TEPEeBIpsATH CTAaTyC TPaH3aKIii B MEIEHTPalIi30BaHIl Mepexi
BUKOPUCTOBYIOUH iACHTHU(]IKATOp TpaH3aKWii, SKAH HOMy HamaB JeleraT y BIiONOBiAl Ha
MiATBEPIHKCHHS J1eJIeTOBaHOl TPaH3aKIIil.

TakuMm 9MHOM, Maibke BCIO B3a€MOJII0 KOPHCTYBada 3 CHCTEMOIO IIPH BHKOPHCTAHHI JeeryBaHHS
TpaH3aKIill BAAEThCS aBTOMAaTU3yBaTH, 32 BUKIIOYCHHSIM HeoOXifHOTo miamucy kopucTyBada. Came cBOIM
EJIEKTPOHHO-IU(POBHUM IIJIHCOM KOPHUCTYBay 3acBiUye, IO BiH HOTOJUKYEThCS 3 KOHKPETHUMU YMOBaMH
JICNIeTyBaHHS TPaH3aKIlii, sSIKi ilOMy BHUCTAaBHB JeJieTaT 1 BOJAHOYAC POOUTH 1[I YMOBH HE3MIHHMMH, OCKIIBKH
JiesieraT He MOJKe MiApoOHuTH eleKTpoHHO-1udpoBuii mianuc. Hananuit kopuctyBaueM miAmuc BaldigyeThCs B
JICLIEHTPAJIi30BaHiil Iporpami Ta J03BOJISIE BUKOHAHHS NIepe10aueHX JeleHTPaIi30BaHOIO TPOTPaMolo Jil.

3.4. IIpo 3acTocyBaHHs YHiBepCaJbLHOIO MiAX0Qy 10 AejeryBanHs Tpansakuiii B CIIITP

Cucremn miarpumkn npuidHATTS pimeds (CIIIIP) — me cucremm, siki OepyTh (akTH Ta AalOTh
pexoMeHaaIii [y ocib, sKi IpUMAaroTh pillIeHHs, CIIUPAIOYNCh Ha dncieHH] ¢akropu. Lli pekomeHnamii, sk
MPaBWJIO, BHUKOPUCTOBYIOTHCS JMIIE B iHQOpMamiHHUX NiJISAX, OAHAK BUXIJA CHCTEMH MOXE BBa)KaTHCS
OCHOBHHMM BHCHOBKOM /IS 0araTboxX CKJIaJHHUX OIlepamid, 3 SKUMHU JIIOIHM 3a3BHYail HE MOXYTh BIIOPATHCS
CaMOCTIiHO (TIpUKJIaU: JOCIIIKSHHS MMOBEAIHKU COLIANBHUX IPYI, CKIaJHa Mepexa (akTiB Ta CTOCYHKIB,
cTparerivyHe IUIaHyBaHHs Too) [17, 18].

OpHi€l0 3 KIIOYOBUX OCOOJIMBOCTEH CHCTEM MiATPUMKHU MPUUHSTTS PillIeHb € poOoTa 3 eKCrepTamH,
mig 4ac sKoi eKCHepTH HAAaTh YCi HeoOXimHi mist cuctemMu naHi [19], Ha 0a3i SKUX B IMOJAIBIIOMY
CHCTEMOI0 (hOPMYJIIOIOTHCS BHUCHOBKHM 1 pekoMmenpaumii. Ilizcucrema, sika mnpu3HadeHa it poOoTH 3
eKCIIepTaMH, SIKi 37e01IbIIOro € 3BUYailHUMHU KOPHCTYBauaMH, HEpiIKo 30epirae qaHnx y He3axulIeHHx ado
[EHTPANi30BAaHUX PEECTpax, M0 IMIABUIIYE PHU3UK IX KOMIIpOMETAlii, MiApOOKH, HECAHKIIOHOBAHOTO
BUJIQJICHHS, TOLIO.

ToMmy B mepmry depry, BaXJIMBO HEpPEKOHATHCS, IO B 00pPOOKY CHCTEMOIO MOCTYIUIATH JOCTOBIpHI
BXimHI JaHi. JIOCTOBIpHICTh BXIAHWX JaHUX CTAaHOBUTH JOBIPY A0 BCI€l CHCTEMH MiATPUMKH MPHAHATTS
pilIeHs, Tak caMo SK i Io opraHi3anii, mo i miarpumye. ToMy OJHHM i3 aKTyaJIbHUX Ta HEOOXiTHHX BEKTOPIB
BUKOPHCTAHHS PO3pOOJICHOT B CTATTi CHCTEMM MiATPUMKH JIeJIeTyBaHHS TPaH3aKIii, SK 1 caMO3aXHCHHUX
JICIICHTPATi30BaHuX IUIATPOPM B MLIJIOMY € TijcucTeMa pOOOTH 3 EKCHEPTHUMHU OI[iHKAMH CHCTEMH
MIATPUMKH TPUHHATTS PillleHb.

TakuM YMHOM, €KCIEPTaM CUCTEMH HiITPUMKH MPUUHSATTS pillleHb OyJle 3alpOIOHOBAHO CTBOPEHHS
aKayHTa B CaMO3aXHMCHIH JEIEHTpaTi30BaHii miaTGopmi JaHHX 3aMiCTh PEECTpAIlil B CHCTEMi Yepe3 mapy
JIOTIH/IIapoNb, 110 32 CKJIAJHICTIO BIJPI3HAETHCS JIMIIE BCTAHOBJICHHSAM JOJATKOBOTO IPOTPAMHOIO
3a0e3neueHHs y Oynp-KOMY akTyaJlkHOMY iHTepHeT-Opaysepi. I[logmamemma poGoTa ekcrepTiB 3
JICHEHTPATI30BaHOI0 CUCTEMOI0 NPUHIMIOBO He OyJe BiAPI3HATUCH BiA IIEHTpai30BaHOI, ajie JaHi, SKi
OyIyTh BBOJUTHCH EKCIEPTaMH Temep OyIyTh 3aXHIIEHI CaMOi0 JNELEHTPATI30BaHOIO IIaT(POPMOIO JIaHUX.
Lle Hamae maHUM rapaHTii0 HE3MIHHOCTI, 200 Moandikalii 3a cTPOro BU3HAYCHUMH NPABUIIAMHU, TIOTIEPEIHBO
NPONUCAaHNMH Y JICLICHTpali30BaHiil nmporpami. B monansuiomy, naHi eKcrepriB, oo Tenep 0e3 BHKIIOYEHb
BBO)KATHUMYThCS OCTOBIDHMMH (OKpiM KOMIIpOMeTamlii caMuX eKcIlepTiB), OyIqyTh 3aBaHTaXyBaTHUCSA 3
JIETIEHTPaTi30BaHo{ MIaTHOPMH TaHUX B CHCTEMY HMiATPUMKH NPUHHATTA PilIeHb AT MOAAIBIIOT iX 00poOKH
Ta OTPUMaHHS PEKOMEH/Ialliil CUCTEMH.

BucHoBku

IcHye Oarato miAxXomiB 10 JeNeryBaHHS TpaH3aKIii B CaMO3aXHCHUX JEHEHTPalli30BaHUX
miatpopMax MaHHUX, aje JIMIIe AeSKi 3 HUX 3aJ0BOJBHAIOTH HEOOXIIHMM yMOBaM Oe3leKd 1 MPOCTOTH
BUKOpHUCTaHHA. PO3po0neHui yHiBepCaTbHUN MiIXi/1 10 AeNeryBaHHs TpaH3aKIil, K KoMOiHye B cobi BCi
MepeBaru PO3TSHYTHX HAsSBHUX MIIXOMIIB, Ma€ CTaHIAPTH30BaHY MIATPHUMYIOUY CEPBEPHY 1 KIIEHTCHKY
YaCTWHH, 1 B TOH K€ Yac HE BUMAarae CTaHAapTH3allil JCIEHTPATi30BaHOTO 3aCTOCYHKY, TOOTO MOxke OyTH
BUKOPUCTAHUHN JJs OyAb-KHX ICHYIOUMX a00 HOBHUX CHCTEM, IO MAalOTh HAa METi CIpOINEHHS POOOTH 3
JICIICHTPAaTi30BaHUMH 3aCTOCYHKAMH IIIJISIXOM BIIPOBA/KCHHS CUCTEMH JICJICTYBaHHS TPaH3aKIIiH.
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Po3pobnennii minxix Ta mporpamHe 3a0e3medeHHs I MITPUMKH JeJICTYBaHHS TpaH3aKIiid B
JIeNIeHTPpaTi30BaHuX MIaTGopMax AaHUX CIPUATAME TONAIBIIIN amanTallii JeIeHTPali30BaHUX 3aCTOCYHKIB
y BCiX cepax KHUTTS Ta TEXHOJOTI], OCKUIPKH JaHUH MiAXiJ CIIPOIIye sSIK pOOOTY KOPHCTYBaya 3 CHCTEMOIO,
TaKk i HEOOXiTHI 3yCHJUIA PO3POOHMKIB IS BIPOBA/DKCHHS CHUCTEMH MAEJETyBaHHS TpPaH3aKLii B CBOIX
MPOEKTaX.

Pob6oTa yHiBepcampHOTO MiAXOLY IO AENEeTyBaHHSA TpaH3akliii Oyla mpoTecTOBaHA Ha TIPOEKTI
DreamTeam.gg, sxuii Mae Omusbko 2000 KOpHCTyBayiB JEIEHTPAi30BAaHOTO 3aCTOCYHKY (KiJIBKICTh
KOPHUCTYBayiB aNpOKCHMOBaHa BHUXOISYM 3 KUIBKOCTI BJACHHKIB TOKEHY NpPOEKTa) Ta PO3ropHyTa 3a
inTepHeT-aapecoro send-token.dreamteam.gq. Januii iHTEepHET-CEPBIC € PILICHHSM 3 BIIKPUTHAM MOYATKOBUM
KOJIOM, SKHH Moxe OyTH ajgantoBaHuid OyJb-SKMM IHIIUM [pPOEKTOM Ha 0a3i  camMo3aXuCHOI
JeteHTpanizoBanoi mwiatgopmu nanux Ethereum.
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AHoTanisg. Po3risiHyTO 0COOMMBOCTI TPOTHIII BHKOPHCTAHHIO COIIIAIbHOI iHKeHepil B
Kibeprpoctopi. Bruokpemmneno tumosi cnocoOu i yHemoxnuBieHHs. Cepex HUX MPHUIUIEHO yBary
TECTYBaHHIO Ha NpPOHHMKHEeHH:. Llefl crnocid aBTOMAaTH30BaHOTO BUSBICHHS YPa3IMBOCTEH JIIOIWHH
peamizyerscsi Ak iHCTpyMeHTanbHHH 3acid SET. SET Moke BHKOPHCTOBYBATHCS SIK OKpPEMHH
KOMILIEKC, Tak 1 Moxe Bxoautu mo Kali Linux. Okpemo mpuaineHo yBary (GpedMBOpKY OpOTHAIi
BUKOPUCTAHHIO collianbHol imxkeHepii. Ha Bigminy Bim SET, 3acTOoCOBYeThCS Ui IiBHUIICHHS
o0i3HaHOCTI mepconany. lle mocsraerbes NHUIIXOM HOrO HaBYaHHS, YIOCKOHATICHHS TEXHOJIOTIH i
noMiTHK mpotuAii. KpiM 1mporo po3missHyTo cnoci® mpoTHIil BUKOPHCTaHHIO COLIANBHOI 1HXEHepii
3aBISIKM BHOKPEMJICHHIO 00’€KkTa (TepcoHally, 3aXWCHHMKa) Ta Cy0’€KTa (3JIOBMHUCHHKA) TaKOI'O
BIUIUBY. [IpH 11bOMY 32 OCHOBY OepeThCsl MPUIYIIEHHS PO BiIOBIIHICTh /il 3]I0BMUCHHKA METOaM
BUKOPUCTAHHS CoOWialdbHOI imkeHepii. OCOONMBICTIO TaKOTo CIIOCO0Y € MOMIIHBICTh MPOTHIISTH
COLIIOIH)KCHEPHOMY BIUTUBY BHPOOJEHHS NPOTUIAI Ha KOXHY [0 3JIOBMHCHHKA. TakuM YUHOM,
BCTAHOBJICHO 0araToacleKTHICTh CIIOCOOIB TPOTHAIl BUKOPUCTAHHIO COIiajbHOI iHXeHepii. B
KIHIICBOMY BHIIQIKy L€ JO3BOJIUTH BpaxyBaTH NepeBard Ta HEIONIKM THIOBHX CIOCO0IB
YHEMOJKJIMBIICHHS peaji3allii 3arpo3 ColioiHKEHEPHOTO BILTUBY.

KoarouoBi ciioBa: couianbHa iHXeHepis, BUKOPUCTAHHS COLIAIBLHOI iHXKEHepil, crocid mpoTumii,
TECTyBaHHS Ha MPOHUKHEHH:, 0013HAHICTh IIEPCOHAIY.

BuxopucraHHsS comianbHOI iHKeHepii B KibepmpocTopi MOJsrac B MaHITYJISTHBHOMY BIUIMBOBI Ha
CBIZIOMICTh (TIICBIIOMICTD) JIFOMUHH Yepe3 BIACTHBI il ypasmuBocti. Lle omHa 3 HaiOUThII Hebe3meuHnx
3arpo3 kibepOesreri [ 1], peamizaris skoi MOXe MIPU3BECTH 10 3HAYHUX 30UTKIB.

IIpoTHaiss BUKOPUCTAHHIO COI[ANBHOI IHXEHEpil 3MIHCHIOETBCSA 3aBISKH TaKUM CIoco0aMm sk,
Hampukiaan [2, 3], aBTOMAaTHU3yBaHHS BHSBICHHS YpPa3IMBOCTCH JIFOJWHM, IIBUIICHHS OO013HAHOCTI
MIEPCOHATY, BHOKPEMJICHHS CY0 €KTIB 1 00 €KTIB COII0iH)KEHEPHOTO BIUIHBY.

IIpoTunis comianpHii iHXEHEPIl 3MIHCHIOETHCS 3aBASKH aBTOMATH3YBAaHHIO BUSBIICHHS ypa3HBOCTEH
JMIOAWHU (HANPUKJIAJ, MpamiBHAKA, KIi€HTa). I 1[hbOr0 BUKOPUCTOBYIOTHCS BIATIOBIAHI IHCTPYMEHTAJbHI
3acobu [2-3], nanpuknan, Social-Engineer Toolkit, SET; Social Engineering Defensive Framework, SEDF.
KoxxeH 31 3a3HadeHHX 3aco0iB OpI€HTOBaHWI Ha peaizalilo 3arpo3 comiambpHiil imkeHepii. Tak, SET
31€0UIBIIOT0 BUKOPHCTOBYETHCS TIPH TIPOBEJCHHI TECTYBaHHS Ha IPOHMKHEHHS 32 COLOIHXKCHEPHHM
miaxoaoMm [3]. Posrisimaetses sik kommonenT Kali Linux.

[HIIMM MPUKIAIOM IHCTPYMEHTAIBHUX 3aC00IB € (peiiMBOPK MPOTHIIl BUKOPHCTAHHIO COLIaIbHOT
imkenepii (Social Engineering Defensive Framework, SEDF). IIpoTuzist nocsiraetbes UIISXOM BU3HAYEHHS
BILUIMBY, OLIIHIOBAHHS 3aXMCTYy, HaBYaHHS INPALiBHHUKIB, YJOCKOHAJICHHSIM ICHYIOUHMX TEXHOJIOTIH i MOJITHK
[3].

BonmHouac Mo)ke BUKOPHUCTOBYBATHCS JIBa aCTIEKTH MPOTH/IIT: 3 00Ky cy0’eKTa (3IOBMUCHHUKA), 3 OOKY
00’exTa (3axHMCHHMKA) comioimxeHepHoro BIumMBY [2]. Lle#t crmoci® 103BoJIss€ MPOTHAISATH BUKOPHCTAHHIO
coliaNbHOT 1HXKeHepii 3aB/SIKK PO3TIISAaHHIO BIPOT1THUX /il 3 OOKY 3110BMHCHHKA. [IpH 1IbOMY BBa)Ka€ThCs,
10 TOCJTIJOBHICT HOro I BH3HA4Ya€TbCs BUKIIIOYHO 3 OIVIAAY Ha METOJM BHUKOPHCTaHHS COLIAIBHOI
imkeHepii. Takuil cnoci®d J03BOJISIE KOXHIM Jii MPOTUCTABUTH HPOTHIIIO 1, S HACTIIOK, YHEMOXIUBUTH
peaizarii 3arpo3 BUKOPUCTaHHS COLiaJIbHOT 1HXeHepil.

TakuM  9YMHOM,  TPOTHIiS  BHKOPUCTAHHIO  COIIAJbHOI  IHXKEHepii  XapaKTepU3YEThCS
GaratoacniekTHicTiO. [lo-miepie, HalOIIBII PO3MOBCIOKEHNN CIOCIO OpI€EHTOBAHMI HAa AaBTOMATH3YBaHHSI
BUSIBJICHHSI YPa3JMBOCTEH JIIOMMHM TIPH TECTyBaHHI Ha TNPOHHKHEHHA. Toxai sk, MO-Apyre, HE MEHUI
BOXJIMBUM € TIIBUIICHHS PiBHS 00i3HAHOCTI mepcoHay. I, mo-Tpere, BHOKpeMIICHHS Cy0 €KTa Ta 00’€KTa
COIIOIHYKEHEPHOTO BIUTUBY JJISI IPOCTABIEHHS X il OJTUH OTHOMY.

B kiHIieBOMy BHMIAKy 1€ JO3BOJISIE€ BpaxyBaTH THUIOBI CIIOCOOM MPOTHAIl BUKOPUCTAHHIO COLiaTbHOT
IHKeHepii 1, K HacJIiI0K, pO3POOHTH BiAIIOBITHI MOJIETI Ta METO/IM 3 YpaxXyBaHHSM iX IepeBar i HeloJIiKiB.
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HIAXIA 0 MIPOI'HO3YBAHHSA JIEBOCTI JEP2KABHOI'O YIIPABJITHHA 3
BUKOPUCTAHHSM TEXHOJIOI'T OSINT

JlonoHoB O.F.l, Jlanne I[.B.l'z, Hectepenko O.B.Z, Bepesin B.O.!
1IHcmumym npobaem peecmpayiii ingpopmayii HAH Ykpainu

2 . o . o . . . .
Hayionanvuuii mexuiunuii ynieepcumem Yxpainu “KIII im. leops Cikopcwvroco”

1. IlocTanoBka npodJieMu

B nepion npoBeaeHHs pe)opM €BICTH AEPKABHOI'O YIPABIiHHS KpaiHOIO HaOyBae 0COOIUBOTO
3HaueHHs. OJTHUM 3 B&)KJIMBHX E€IIEMEHTIB JIEP)KaBHOTO YIPABIIHHS € e(PEeKTUBHICTh 3aKOHOIMPOEKTIB, LIO0
npuiiMaioTbcsi.  EdexTHBHICTD npuiiMaeMHX 3aKOHONPOEKTIB Ta JEPXKABHOTO YIPABIIHHA B IIOMY
HAXOJIUTh BiNOOpakKeHHS y CYCIUIBbHIN ITyMIIi BITHOCHO 3aKOHOMIPOEKTIB, IIOKA3HUKOM SIKOI MOYKHA BBa)KaTH
KUTBKICTP HOBHHHUX IyOJIKaIlili BigNOBITHOI TeMAaTWKH B iHpopmamiiHOMy mpoctopi. Ha cworomsi,
JlepKaBHE YIIPABIIHHA € OJHICI0 3 BAXIMBHX C(ep 3aCTOCYBaHHS TEXHOJIOTIH aHANI3y BIAKPUTHX IDKEpel
OSINT. I1pu upoMy, IPOTHO3YBAHHS HAJICKHUTH JI0 YKCIIa HEeBix eMHuX ckinanoBux cuctemu OSINT [1,2].

B pmaHiii po6OTi  pO3MIAHYTO ICHYIOYM 3acO0M MPOTHO3YBAaHHS YaCOBHX PSAiB KiTBKOCTI
TEMaTHIHHUX IyOJKaIliil Ta 3alponaHoBaHO MiAXiJ MO MPOTHO3YBAHHS HI€BOCTI JEPKABHOTO YIIPABIiHHS 3
BUKOpHCcTaHHIM TexHouorii OSINT.

2. AHaJIi3 NPOrHO3YBaHH Ai€BOCTi ep:KaBHOI0 YIPABJIiHHSA 3 BUKOPMCTAHHAM iCHYIOUMX 3ac00iB

Cepen icHyrOUHX 3ac0o0iB TPOTHO3YBaHHS YaCOBHX PAIB, SIKi MOXYTh OYTH BHUKOPHCTaHI IUIS
OIIIHKH JI€BOCTI JEpKaBHOTO YIPABIIHHA, PO3TJLAAINCA BIIANOBIAHI 3acO0M CTATHCTHYHHX IMAKETIB,
0610Ti0TeK, MO BXOIATH O CKIAMy CYY4acHHX MOB IPOTpaMyBaHH:I, a TAKOX BIAIOBIIHI OHJIAWH cepBich. 3
LII€I0 METOI0, 33 JIOTIOMOTOI0 CUCTEM MOHITOpUHTY iH(opMaliitHux pecypciB [HTepHeT OyI0 BUKOHAHO 30ip
JIAaHUX 33 TEMATHKOIO HAHOUIBII PE30HAHCHHUX Y CYCIILCTBI 3aKOHOIPOCKTIB Ta 3aKOHIB: PO 3a0C3MCUCHHS
(yHKIIOHYBaHHS YKPaiHCHKOT MOBH SIK I€P’KaBHOI, IPO PO3MUTHEHHS aBTOMOO1IIB Ha 1HO3EeMHIH peecTparii,
npo Bumnuii anTHKOpYNIiHUIN Cy/, Ta AeAKUX 1HIIHNX. [ OTpUMaHNX YacOBUX PSIiB KITBKOCTI MyOiKarii
BITHOCHO PE30HAHCHUX 3aKOHOIPOEKTIB OyJI0 BHKOHAHO IPOTHO3YBAaHHS 3a JOMOMOTOIO BIJIMOBITHHX
010J1i0TEK MOBM MPOrpaMyBaHHs R I CTATUCTHYHHUX 3a1ad Ta 3a JIOMOMOTro0 3acobiB makery EXxcel.

Cepen momyIsipHHX 3aco0iB IPOTHO3YBaHHS YacOBUX DPANIB BigszHaudatoTh Momemi ETS, ARIMA,
naker Prophet ta inmn [3,4], peanizoBaHi B pi3HUX MOBax MPOTrpaMyBaHHS Ta CTATHCTHYHUX Makerax. B
ocHoBi moneneir ETS (Exponential Smoothing) nexuTh eKcOHEHIianbHe 3rNIA[KyBaHHS - METOX
NIPOTHO3YBaHHs, NpPH SKOMY 3HAa4deHHS 3MIHHOI 3a BCl mMoONepeaHi NepioAM BXOIATH B MPOTHO3,
€KCIIOHEHI[IaJJbHO BTPavyaloyM CBOIO Bary 3 4acoM. lle 703Boisie MoJeni 3 JOCTaTHIM CTyNEHEM THYYKO
pearyBaTu Ha HOBITHI 3MiHM B JlaHMX, 30epirarouu npu oMy iH(OpPMALil0 NPO ICTOPUYHY MOBEAIHKY
4acoBOTO PSY.

IopisusiHO HOBHiT TTakeT Prophet (pospo6ka 2017 p.), Ha BiaMiHy Bix paHiiie iCHYOYNX, TOBHHCH
3MEHIIUTH TPYJOEMHICTh HAJAro/PKEHHS IapaMeTpiB IPH MPOBEIEHHI NPOTHO3YBaHHA. B ioro ocHOBI
JIOKUTh TPOLEAypa IiJrOHKA aJUTUBHHMX pPErpeciiHUX Mojelieid 3 HaCTYHHHMH 4YOTHPMa OCHOBHUMH
KOMIOHEHTaMH: TPeH T (MOJIEIIOETHCA 3a IOTIOMOT0I0 KYCOYHOT JTiHIHHOI perpecii abo KyCOYHOT JTOTiCTHIHOL
KPHUBOi 3pOCTaHHA); pidHA CE30HHICTh (MOJEIIOETHCS SIK psaf Dyp'e); THKHEBA CE30HHICTH (MOJETIOETHCS 3
BUKOPUCTAHHSAM IHIUKATOPHHUX 3MiHHUX); 'cBsata" (Hampukiaa, oQimidHI CBSITKOBI Ta BHXIJHI JHI).
OI1iHIOBaHHSI TIApaMETpPiB IMiArOHIEMOI MOJENi BUKOHYETHCS 3 BHKOPHUCTAHHSM IPUHIIMIIB Oal€eciBCHKOI
craructuku. [Taker Prophet peanizoBano jist MoB niporpamyBants R Ta Python.

B sKOCTI BUXIHUX IAHHX JJIs IPOTHO3YBAHHS KIUTBKOCTI MyOJIKAIi MO0 TeMaTHKaM MPUAMAEMUX
3aKOHOIIPOCKTIB Ta 3aKOHIB, BHKOPHCTAHO JIaHI MOHITOPUHTY pecypciB [HTepHET 3 BIAMOBIIHUME 3alTUTAMU
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3a mepion kBiTeHb-BepeceHb 2019 p. (3akoH mpo 3abe3medeHHS (YHKIIOHYBaHHS YKpPaiHCBKOi MOBH SIK
nepkaBHOi ) Ta muctonan 2018 p. — Bepecens 2019 p. (3akoH MpPo PO3MHUTHEHHST aBTOMOOUIIB HA 1HO3EMHIH
peectpartii). Jns 3MeHIICHHs JAUCIIEpCii BUXIMHUX JaHUX OyJ0 BHKOPUCTAaHO jorapupmysBanHs. Jlami, 3a
mporomororo meromiB ETS, Prophet, a takok momeni CopHerre, Ha OCHOBI JaHHX MOHITOPHUHTY OyIIO
OTPUMAaHO TIPOTHO3HI 3HAYEHHS JorapudMy KiTBKOCTI BiamoBinHux myOmikamid. Ha pue. 1 - 3 HaBeneno
BUXITHIA YacOBHH pAI KIIBKOCTI IyOmiKamid BiTHOCHO 3aKOHY Ipo 3abe3rnedeHHs (YHKIIOHYBaHHS
yKpaiHChKOi MOBH sIK JiepkaBHOi. Ha oci abciuc rpadukiB moka3aHo HOMEpH JHIB 4aCOBOTO PSy, a Ha Oci
Op/IMHAT — 3HAYEHHSI JIOrapupMy KiJIbKOCTI IMyOJIiKamii.

Ha mepmni nekinbka JHIB 4acOBOrO psJy NPHXOAMTbCS MK 3HA4YEHHS JOrapu(My KiTbKOCTI
myOJiKanid, MoB’s3aHUN 3 TOJIOCYBAHHSAM 3a NMPUHHATTS 3akoHY (3-H aeHbp 4yacoBoro psny). Cnanaroumit
XapakTep TOJaNbINOl YaCTHHU psijia MOB’sA3aH 13 3MCHIICHHSIM peakilii Ha [ mnojiro. [lepma yacThHa
BuXigiHOro yacooro psny (1 - 134 mHi) BUKOPHCTOBYETHCS Ul HaBUaHHS MOJEJ NPOTHO3YBaHHS, Apyra
yactiHa (135 — 167 nHi, npubmmzno 20% DOBXUHM PAY) AU OMIHKK TOYHOCTI IIPOTHO3YBaHH. OTprMaHui
MIPOTHO3 B il YaCTHHI 9aCOBOTO PSAY IMOPIiBHIOETHCA 3 BUXiMHUMHE qaHuMu (Tabmmms 1).

Ha puc. 1 HaBeneno rpacdik gacoBoro psay morapupmy KiTBKOCTI IMyOmiKamii BiZTHOCHO 3aKOHY
mpo 3abe3meueHHs (DYHKIIOHYBaHHS YKpaiHChKOi MOBH SIK Jep)kKaBHOT Ta rpadik BiAMOBITHOTO
MIPOTHO30BAHOTO YaCcOBOTO Py (IIYHKTHPHA JIiHIs), OTPUMAHOTO 3a JormoMororo meroaa ETS.
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Puc. 1. TIporHo3 norapudmy KijgbKoCTi IyOJiKaiiii BiJHOCHO 3aKOHY Mpo 3a0e3rneueHHst GyHKIIOHYBaHHS
YKpaTHChKOT MOBH SIK JIep>KaBHOI, OTpuMaHuii 3a gornomoroto ¢ynkuii ETS. Ha oci abciuc nokasano
HOMEPH JIHIB 4aCOBOTO PsiAy, @ Ha OCi Op/IMHAT — 3HAYCHHS JIorapuMy KiIbKOCTI Iy OITiKarii.

3. Iligxia 10 NporHo3yBaHHs KiIbKOCTI nyoJikauiii 3a gonomoror mojaesi CopHerre

Cepen mnyOumikaniif, NpUCBSIYEHUX TIepeadadeHHIo (IHAHCOBUX KpH3 Bij3HauatoTh podotu Jl.
Copuerre [5]. Moro Meron 3acHoBaHHil Ha aHANi3i 3aKOHOMIPHOCTi PyXy PHMHKOBHMX I[iH HA TOBapHHX i
(OHIOBUX pHMHKaX mepea KpaxoMm. B poOoti Bin3HayaeThcs, LIO IEpe] KpaxoM IliHA Mae CTEleHEeBe
3pOCTaHHsI, YCKJIAJHEHE JIOTOMEPIOMUIHUMHU KOJIMBAHHAMHU, SIKi CXOAATHCS 0 HECKIHYEHHOCTI B KPUTHYHIH
TOYI, JIe¢ WMOBIPHICTh Kpaxy JOCSATa€ MaKCHMMAJbHOI BeNMYMHHU. J[JIs1 MPOTHO3YBAaHHS MOJMIJIMBOTO Kpaxy
MPOTIOHYEThCS ~ aHANI3YBaTH PHHKOBI JaHi (YacoBi psAAWM) 3 METOI0 BHSABICHHA B HHUX KOJWBaIBHUX
CTEIEHEBUX 3aKOHOMipHOCTel. [nsi BUSIBICHHS Kpaxy Ha (DIHAHCOBHMX PHHKAaX, CTENEHEBa MOJENb, L0
BPAxOBYE JiHINHI JOTONEpioJUyuHI KOJUBAHHS, Ma€ clijgyrounid BUrsig (1).

F(t)=A+B(t,—t)™ [1 +Ccos(w log(tC;t)+qa)] (D)

VY wiit momeni t, — KpuTH4YHMI dac (dac Kpaxy Ha ¢iHaHcOBOMY pHHKY). Koedimientn mozeni
BU3HAYAIOTHCS 33 JONOMOIrOI HpoleAypH miabopy. B poboti [6] po3risHyTo MOXKIMBOCTI mependavyeHHs
KpH3 Ha (JiHaHCOBOMY PHHKY 3a Jroriomoroto merony 1. Copaerre.

3a mormoMororo BHUKOpHCTaHHS Moneni CopHeTTe, Ha OCHOBI JJaHUX MOHITOPHHTY OYylIO OTPHUMAaHO
MIPOTHO3HI 3HAYCHHS JOTapupMy KiTBbKOCTI BIAMOBIAHNX MmyOmikamii. [l Bu3HaueHHs Koe(illieHTiB Moaemi
CopHeTTe BUKOPUCTOBYBAIUCH (QYHKIIT Ta MAKETH IS MiAOOpy pillleHb y CKJIaai MOBH MporpaMyBaHHS R Ta
nmakery Excel (¢ymkmis nls — pospaxoBye mapameTpu HEMiHIHHOI perpeciiHOl Mojeni 3a MeTOIOoM
HalMEHIMX KBaJpaTiB; GyHKIis SOIVEr mys morryky pirreHs HeMiHIHHNX Ta MiHIHHAX 3a71a4 Ta iHmn). Kpim
TOTO, JJIsl BU3HaUeHHs KoedirienTiB mogeni Coprerte 6yii0 BAKOpHUCTaHO mporpaMy Ha Mosi Python [7]. Ha
puc. 2 HaBeJeHO rpadik YacoBOrO psity  Jorapumy KUIBKOCTI IyOJiKamiid BiHOCHO 3aKOHY IIpO
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3a0e3meueHHs] PYHKITIOHYBaHHS YKpaiHChKOi MOBH SIK JAepaBHOI Ta Tpadik BiAMOBITHOTO MPOTrHO30BAHOTO
9acoBOTO psiay (MMyHKTUPHA JIiHIs), OTPUMAHUK 32 TOTIOMOTOI0 BUKOpUCTaHHS Moaeli CopHeTTe.
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Puc. 2. [IporHo3 norapudmy KinbKocTi myOsiKamiii BiTHOCHO 3aKOHY PO 3a0e3rneueHHs (GyHKIIOHYBaHHS
YKpaTHChKOT MOBH SIK JIep>KaBHOT, OTpUMaHUIi 3a 10oMoroo Bukopuctanus moaeni Copuerre. Ha oci
abcIuc moxka3aHo HOMEpH JTHIB 9acOBOTO PSAY, a Ha OC1 OpJMHAT — 3HAUCHHS JIOTapuPMy KUTBKOCTI
myOumiKarii.

PesynbpraTi MPOTHO3YBaHHS KiTbKOCTI MyOJiKamiid 3a JOMOMOTOI0 BHIINE PO3INISIHYTHX MOJEIeH
OIIiHIOBAJTINICH HAa OCHOBI BiZOMOi METPHKH, B SKiii MOPIBHIOIOTHCS BIAMOBIIHI 3HAYEHHS BHXIJTHOTO Ta
MPOTHO30BAHOTO YaCOBHX PSIIB (2).

1 n
x= 2> 00-y©y @
=1

Jlns BUKOPHCTaHHS METPMKM Y BUXIJHHX YacoBHX psinax Oyio BuaiieHo 20% 3Ha4yeHb, siKi
MOPIBHIOBAJIUCH 13 BIJIIOBIIHUMU 3HAUCHHSMH, OTPUMAHUMH LUISIXOM NPOTHO3YBaHHS. Pe3ynbTaTtu OLiHKH
JUIsl pi3HUX 3acO0IB MPOTHO3YBaHHS Ta JBOX HAOOPIB AaHUX Mpo ImyOJikanii HaBeaeHo B Tabmumi 1.

Tabmums 1. OmiHKa TOYHOCTI MPOTHO3YBAaHHS UL PI3HUX 3aC00IB Ta BUXITHUX TaHHX.

3aco0u, BUKOPHCTaHI IS JlaHi MOHITOPUHTY PO MyOIiKAaIii:

MIPOTHO3yBaHHS BiTHOCHO 3aKOHIB IIPO BIJTHOCHO 3aKOHIB TIPO
3a0e3ncueHHs (DYHKIIIOHYBaHHS | PO3SMHUTHECHHS aBTOMOOLIIB Ha
YKpaiHChKO1 MOBH SIK JICpXKAaBHOI | iHO3eMHIH peecTpartii

Oynkuis ETS 0.83 1.39
ITaker Prophet 0.87 1.45
Mopens CopHeTTe 0.78 1.33

Jnst mifBUIIEHHS TOYHOCTI IPOTHO3y 3 BHKOpHCTaHHAM Mojeni CopHeTTe, HpOIOHYETHCS
BPaxOBYBaTH CE30HHICTh aHAN3yeMMX SIBHII. Y BHIAJIKy KUIbKOCTI MyOJiKaiiii BIIHOCHO 3aKOHOIPOEKTIB
JIOLITHHO BPAaXOBYBATH BUXIIHI Ta CBSATKOBI JHi, KOJM aKTHBHICTh IyOJiKaIiil 3HIWKYEThCS. 3 LIEI0 METOIO
OyJI0 pO3paxoOBaHO CIHYCOIMy, aMILTITyJa Ta 3CyB SKO1 MiIOUPATUCS TAKUM YHHOM, MO0 MPU HAKIaAaHHI ii
Ha MOJENb, OTPUMaHy y BiAmoBimHOCTI 3 BupazoMm (1), 3HaueHHs MeTpuku (2) 3MeHIIyBaioch. B
PO3TIITHYTHX BapiaHTax MapaMeTpiB, 3MEHIIEHHS METPUKH (2) CKIAAalio BiJ OJHOTO JO KUTBKOX BiJICOTKIB.
Ha puc. 3 HaBeneHo rpadix gacoBoro psay Jorapudmy KidbKOCTI MyOJiKaIii BiIHOCHO 3aKOHY IPO
3a0e3neucHHs (DYHKIIIOHYBaHHS YKPaiHCHKOT MOBH SIK JIEpXKaBHOI Ta Tpadik BiAMOBIIHOTO MPOTHO30BAHOTO
4acoBOoro psity (MyHKTHpHA IIiHIS), OTPUMaHHWK 3a JONOMOroro  BUKOpHCTaHHS Moxeni CopHerre 3
BpaxyBaHHSIM (DaKTOPY C€30HHOCTI -BUXIIHHUX JHIB.
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Puc. 3. [IporHo3 morapn¢my KiTbKOCTI IMyOIIiKaIliii BiTHOCHO 3aKOHY IO 3a0e3nedeHHs (pyHKIIIOHyBaHHS
YKpaiHChKOT MOBH SIK JIep’KaBHOI, OTPUMAaHHM 3a IONOMOT0I0 BHKOpUCTaHHS Mozeni CopHerTe 3
BpaxyBaHH;IM ce30HHOCTI. Ha oci abcmyc mokazaHo HOMEpH JHIB 4aCOBOTO sy, a Ha OCi OpJHHAT —
3HA4YeHHS JIoTapu(pMy KUTBKOCTI MyOITiKaIiii.

OTprMaHi 3HAYEHHS OLIHKUA TOYHOCTI IMOKa3yIOTh MOXIIMBICTh BIPOBAHKEHHS 3alMpONaHOBAHOTO
MiAXOQy OO MPOTHO3YBAaHHS KUIBKOCTI HOBHHHUX MyOmikamid (Ta BIOMOBIOHO Mi€BOCTI IEpKaBHOTO
yIpaBiiHHs) 32 10moMororo Mojeni COpHETTe B po3poOkax aHamiTuuHUX cucteM juis obmacti OSINT [8].

4. BucHoBKkH

B po0oTi po3riIsiHyTO IPOTHO3YBAaHHS i€BOCTI AEPKaBHOTO YIPABIIHHSI HA OCHOBI OI[IHKH 9aCOBHX
psAiB myOiKamii BiTHOCHO pUiMaeMUX 3aKOHOTIPOCKTIB Ta 3aKOHIB. Ha MaHIX MOHITOPHHTY ITyOJiKaIliil B
nepios MPUUHATTA Ta [ii 3aKOHOIIPOCKTIB MOKAa3aHO MOXIIMBOCTI MIPOTHO3YBaHHS YaCOBHX PAIB IMyOmiKamin
3a JIOTIOMOTO0 iICHYFOUHX MPOTrPaMHUX 3ac00iB. 3amponaHOBaHO MiIXiM 3 BUKOpHUCTaHHAM Mojeii CopHerTe
JUTSL TIPOTHO3YBAHHS YaCOBUX PAIB MyOIiKailiil Ta moka3aHO OCOOIUBOCTI BUKOPUCTaHHS Mojaeii. OTpumMani
pe3yJbTaTH NOKa3yITh MOXIIUBICTh BIPOBAPKEHHS 3aIIPONaHOBAHOTO MiJXOAY O MPOTHO3YBAaHHS AI€BOCTI
JICP’KABHOTO YIPABIIHHS B PO3POOKaX aHANITHIHUX cucTeM st 00macti OSINT.
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