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AHoOTauis. Poseranymo  npobremu  opeaizayii  6e3neuHoco
@yHryionysauna KpumuyHux ingppacmpykmyp. Ilpoananizosano 3azposu,
nioxoou 00 awanizy i OYIHIOBAHHS PU3UKIE Oe3neKu KPUMu4Hux
iH(ppacmpykmyp, ceimosuil 00c6i0 i3 3axucmy 00’€Kmieé KpumuuHux
ingppacmpykmyp (OKI). Ilokazano, wo cknaduicme oyinku Oe3nexu
KPUMUYHOL IHQpAcmpyKkmypu noe si3ana 3 pizHopioHicmio il CKIadosux,
eMepIICeHmHICmIO  IHpacmpyKkmypu, HenoHOMOI0 3HAHbL NPO MOICIUG]
6I0OMOBU [ PUSUKU, HEBUSHAYUEHICMIO OAHUX NPO CMAH MA YHKYIOHYSAHHS
OKI i enache ingpacmpykmypu. Busnaueno ocnosHi ocobaugocmi
aBmMoMamu308aHux CUCMEM OP2aHI3AYILUHO20 ynpaeninna  (COY)
KpumuyHux ingppacmpyxkmyp i @yuxyiii COY y 3abesneuenni cmanrocmi i
beznexu @yHkyionysanHa Kpumuunoi iH@pacmpykmypu 'y pasi
BUHUKHEHHS 308HIWHIX 4y eHympiwnix 3azpo3 Ha OKI, a makoor npu
NOPYUIeHHAX 6 npoyecax YnpaeninHa camux asmomamuszosanux COVY.
TTiosuwenns sicueywocmi asmomamusosarnoi COY, 30kpema ii mexuiunoi
CK1a0080i, 0038015€ 3a0e3neuumu YNpasiiHusa 00 cKkmamu KpUmudnHux
iH(hpacmpykmyp maxum uuHoMm, wob ceocHACHO 6i0peazysamu Ha
3a2po3u KpumuyHin iHgpacmpykmypi, 3anobiemu nepexooy
inghpacmpyxmypu abo ii ckiadogux y nebesneunull CMaH, GUKOHAMU
Hanpaylo8anus BiONOGIOHUX YNPAGIIHCLKUX piuteHb.  3anponoHo8ano
oyinKy arcugyvocmi asmomamuszosanoi COY  ax 30amuocmi cucmemu 00
peanizayii neenoeo KOMNJIEKCY 3a0ay i OO0CACHeHHs CUCMeMHOI yini
¢yHryionysanns.

Kniwowuosi  cnoea: besznexa KpUmuyHux  iHgppacmpykmyp,
aABMoOMamu306aHi cucmemMu Op2aHizayiuHo20 YRPAGIIHHI, HCUBYHICD.

Beryn

TepmiH «kpuTH4Ha IiHGPACTPYKTYpa» HE MaE€  YCTaJICHOTO
TIIyMa4eHHsI, 1 B JOKYMEHTaX KOXKHOT KpaiHH, SIK TPABUIIO, IPUBHOCUTHCS
B HBOTO CBiff 3MicT i cBos cmemm@ika, Ta 3a3BUYAil SK KPUTHYHI
(KpUTHYHO BaXKNMBI, KIIOYOBi) BU3HAYAIOTHCS 1HYPACTPYKTYPH, BiT SIKHX
3aJICKUTh CYCIIUTFHUN MOPSAIOK, CKOHOMIYHA CTA0UIBHICTD i HAI[IOHAIBHA
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O6esmeka. Taki iHQpacTpyKTypu 3a0€3MedyloTh JKHUTTEBO BaKIHMBI
moTpeOM CYCHiIBCTBA 1 BH3HAYAIOTH pIBEHP HOTO PO3BHUTKY U
omaromomygust [1]. Bynp-sixka kputndHa iH(pacTpykTypa sBIsE COOO0IO
BEJMKY CKJAIHy CHCTEMY CTpAaTETidHOTO0 MacmTady, i € CYKYIHICTIO
3HAYHOI KITBKOCTI €JIEMEHTIB Pi3HOTO THITY, IOETHAHNX 3B’ S3KaMH Pi3HOT
MPUPOAM 1 MAalOYUX 3arajlbHy BIACTHUBICT, sIKa BIAPI3HAETBCA BilX
BJIACTHBOCTEH OKpeMHUX eneMeHTiB. DyHKIIOHYBaHHS KPUTHYHHUX
iHppacTpyKTyp 3abe3neuye miATpUMyBaHHS )KUTTEBO BAKINBUX QYHKININ
B CYCHIJILCTBI, 3aXUCT 0a30BHUX MOTPEO HOro wieHiB i popMyBaHHS y HUX
BIZUYTTS OE3MEKH 1 3aXUIIEHOCTI.

Cucremu opranizauiiiHoro ynpasninas (COY) o0’ektaMu KPpUTHYHOT
inppactpykrypu (OKI) 1 Bcieto  iHdpacTpyKTypOro MaroTh
3abe3nedyBaT X HOpManbHe (YHKIIOHYBaHHS JUIS OTPHMAaHHSA
O0a)XaHOTO  KIHLIEBOTO  pe3ylbTaTy y  BH3HAaUCHHX  yMOBAax
(YHKIIOHYBaHHS 1 aJeKBaTHE pearyBaHHS Ha IHOWACHTH OE3IeKH, IO
BuHuKaloTh Ha OKI. COY OKI sBnsroTh cO0OK0 CKIAIHI i€papxidHi
COILIOTEXHIYHI CHCTEMH 3 BEIHKOI KiBKICTIO Pi3HOPITHUX EIICMCHTIB,
o0 MAaloTh IMJIECIPSIMOBaHy IIOBENIHKY 1 TOCTIHO B3a€MOIIIOTH i3
MIHJIUBHAM 30BHIIIHIM cepefoBuiieM. L{i cucTeMu MOBUHHI TapaHTyBaTH
CTajicTh 1 Oe3neky (YHKIIOHYBaHHS KPUTHYHOI iIHPACTPYKTYpH y pasi
BUHHMKHEHHSl 30BHILIHIX Y¥ BHYTpimHix 3arpo3 Ha OKI, a takox mpu
MOPYILIEHHAX B Ipoliecax ynpasiinusg BinacHe COY.

3acobu COY maroTh 3a0e3MeYuTH CBO€9acHe PO3Mi3HaBaHHS 3arpo3u i
MOMEHTY HAacTaHHS KPUTHYHOI (HAI3BUYalHOi, HEUITATHOI) CHTYaIlii,
o0paTd aJeKBaTHUH pIBEHb OMNpAIOBAaHHS, IHIMIFOBATH MPOIECH
MpOTH[Iil, KOMIIEHCAIii YW amanTamii OO CHUTyallii, CTBOPUTH YMOBHU
MIPOJIOBXKEHHs (PYHKIIOHYBAaHHS KPUTHYHOI 1HYPACTPYKTYpPH y HOBHOMY
a0o gacTKOBOMY 00csi3i, y pa3i HEOOXiTHOCTI aKTUBYBATH IMPOLEAYPHU
MIOCTYTIOBOI AeTpafanii uu 0e31MeYHOl 3yNMUHKA (PYHKIIOHYBAHHS.

Icuyroua Tenaenmis o ycknagHenHs OKI sk TeXHOJIOTriYHOrO, Tak 1
eKCIUTyaTallifHOTO ~ XapakTepy MPHU3BOAMUTH JI0 3POCTAaHHS KUTBKOCTI
enementie COVY, 3ajisHMX Yy Ipollecax MOHITOPHHTY 1 YIpaBIIiHHSA,
ypi3HOMaHITHeHHs CTpykTyp B3aemonii B COY, a me mnopolkye
30UTBIICHHS KiNBKOCTiI i PI3HOMAHITHOCTI BH[IB 1 THIIIB PH3HKIB, SKi
MOXYTh BHUKJIMKAaTH TMoOpymeHHd Yy ¢yHkuionyBanai OKI i1 B
iHQpacTpyKTypi B mijgoMy. 3aBIaHHsS BHSBICHHS KIIOYOBUX 00’ €KTIiB
(abo ix cykymHocTi), HeOakaHMH CIPSIMOBAaHMH BIUIMB Ha sIKI MOXe
HalOimbIe 3aIIKOMUTH (DYHKLIOHYBAaHHIO BCi€l 1HQPACTPYKTYpH i
NPU3BECTH 10 TOPYLIEHHS J>KUTTEBO BAKIMBUX MPOLECIB, OLIHIOBaHHS
HACJIJIKIB HETraTMBHUX BIUIMBIB 1 pO3pOOKAa MEXaHI3MIB 3HIKCHHS
PU3MKIB JUIsI KPUTHYHOI iH(QPACTPyKTypH Halle)KaTb CHOTOJHI IO
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MIPiIOPUTETHUX. OmgunM 31 [OUISXIB  IABHIIEHHSA  O€3IEKH
¢yrakmionyBanHs OKI i kpuTuyHEX iHQpacTpyKTyp B LUIOMY MOXE
craru xuBydicte COY OKI, 30kpema TexHiuHOI cki1amoBoi COY.

Iutannsa 6e3nmexkn KPUTHYHUX iHPPACTPYKTYp YKpainu

Po3BuHyTI KpaiHu CBITY BKe J0Ope YCBIIOMIIIOIOTH iCHYIOUi 3arpo3H
st KputnaHAX iHQpacTpyktyp. Y CHIA sx gacTWHa HaIliOHAIBHOTO
nuBiziony kibepOesnekn (NCSD) ¢yHkiioHye crneniansHa mporpaMa
3aXHMCTY CHCTEM YIPaBIiHHSA 1 Mpaloe crelialbHa KOMaHa pearyBaHHs
Ha kibepsarpo3u y mpomucioBux cuctemax (ICS-CERT - Industrial
Control Systems Cyber Emergency Response Team). €Bpormeiicbkoro
KOMICIEI0 PO3pO0JICHO TJI00aJbHY CTpaTerilo 3aXHUCTy  KPUTHYHOL
indpacrpykrypu («The European Programme for Critical Infrastructure
Protection»), sxa mnepeabauae KOMIUIEKC 3aXOMiB 3 MNPO(DITAKTHUKH,
3armo0iranHs 1 pearyBaHHs Ha TEPOPUCTHUHI aTaKd B €BPOITi.

Jnst KpuTHYHUX 1HQpacTpyKTYp YKpaiHu 3arpo3IMBEMH (HaKTOPaMH €
0olioBi mii Ha YKpaiHCBKiH TepuTopii, BHCOKa 3HOIICHICTH OCHOBHHX
¢doHOiB, cepito3Hi mpobmeMu 13 3a0€3MEUCHHSM EKOJIOTIYHOI Ta
TEeXHOTeHHOT Oe3leKH, 3arpo3d BHHHKHCHHS aBapii Ha 00’ekTax
MiBUICHOT HEOE3MEeKH: IIaxTaX, O00’€KTaX CICKTPOCHEPTETHKH,
XIMIYHHX i METaTyprifHUX HIiAPUEMCTBAX i Mepexax
JKUTTe3a0e3MeueHHs, SIK BHACTIIOK iX BHIIAIKOBOIO IMOMIKOMKEHHS a00
BTPaTH KOHTPOJIIO HaJ| TEXHOJOTTYHMMH IMPOLIECaMM, TaK 1 B pe3yjbTari
TEPOPHUCTHYHHUX AKTIB 1 TUBEPCIi.

Y 2015 i 2016 poxax B VKpaiHi Mamd Miclle MOPYIOICHHI Y
(hyHKIIOHYBaHHI KpUTHYHUX iH(pacTpykTyp. Tak, depe3 AecTpyKTHBHI
Iii 3TOBMHCHUKIB Y AESKHX perioHaX KpaiHH NMPUIUHSIOCH HOCTaYyaHHs
SNIEKTPOCHEPril JUIA THCAY CIOKMBAYiB, BUXOIWIH 3 JIaly €JIEKTPOHHI
CUCTeMH  «YKp3aJi3HULi», Oe3mocepeHb0  Iepei  IUIaHyBaHHIM
COLIABHUX BHIUIAT 1 TEHCIH Ha MexXi 3HHUIICHHA OynH maHi
JllepxkasHaueiictBa [2]. MixHaponHa kommaHis y cdepi Oe3mexu
CyberX BusiBuia ciimy mpoBeAEHHS IMHPOKOMACIITAOHOI omeparii 1o
kibepumionaxy (onepauiss BugDrop) B Ykpaini. CyberX BcTaHOBHB, 110
y pamkax omepatii BugDrop mimeHH0 Oyl TakoX 00’€KTH KPUTHIHUX
iHppacTpykTyp. OcobmuBocti omeparnii He mo3Bomwmm CyberX
CTBEPJDKYBATH, 110 aTaka CIHOHCOPYBAJACh SIKOIOCh KPaiHOI 4YM MEBHOO
TPYIIOI0 XaKepiB.

CpOrofiHi 3aXUCT KPUTHYHOI IHYPACTPYKTYPH Ta MiJIBUIIEHHS PiBHS 11
CTIMKOCTI BU3HaHI sIK piopuTeTHi y cdepi Oe3nexn Ykpainn. OCHOBHUM
ninxonom mpuitasatuit all hazards approach - 3abe3nedyeHHs 3aXUCTY Bix
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ycix BumiB 3arpo3. Jma VYkpaiHu BW3HAYalOTh HACTYNHI OCHOBHI
KaTeropii 3arpo3 KpuTH4Hiil iHdpacTpykTypi [1]:

1) aBapii Ta TexHiuHi 3001, 30KpeMa, aBiamiiHI KaTacTpodH, sACpHI
aBapii, MOXexXi, aBapii y cHCTeMax eHepro3ade3ledyeHHs, BUKUAU
HeOe3MeYHNX pPEYOBHH, BIIMOBH CHCTEM, aBapil Ta HaI3BWYAiHI MOAii,
00yMOBIIeHI He0aiCcTIO, OpraHi3aliiHIMU TIOMIIKaMH TOIIIO;

2) HeOe3meuyHi NPUPOMAHI SBHINA, 30KpeMa, HAJA3BHYAITHI MOTOMHI
YMOBH, JIICOBI, CTEHIOBI Ta TOP(’sHI MOXKENKi, CCHCMIYHI SBHUINA, TigeMil
Ta MaHjAeMii, KOCMIUHI sSBHIIA, YparaHd, TOPHAIO, 3EMIICTPYCH, IIyHaMI,
ITOBEHI 1 T. 1H.;

3) 3710BMHCHI Jii, 30KpeMa, 3JI0BMHCHI il Tpyn abo okpeMux ocil,
TaKUX K TCPOPHUCTH, 3JOYHMHIN 1 TUBEPCAHTH, & TaKOX BIACHKOBI Jil B
YMOBaX BiHH.

Jo ocobmmBo HeOe3meyHWX HajekaTh KOMOIHOBaHI 3arpo3W Ta
3arpo3u, peaiizaimis SKAX MOXKE TPHU3BECTH OO0 KaracTpodiuyHmx i
pI3HOMAaHITHHX KacKagHUX eQeKTiB BHACTIIOK B3a€MO3AJICIKHOCTI
€JIEMEHTIB KPUTHIHOI iHPPACTPYKTYpH.

Be3sneka kpuTH4HUX iHQpacTpykTyp i ¢yHKUOii cucrem
opraHizaniifHoOro ynpasJiHHs

CKIQ[HICTP CTBOPEHHS MOIENI OWIHKH O€3NMeKH KPUTHIHOI
iHOPACTPYKTYpH B IUJIOMY TNOB’SA3aHa 3 PI3HOPITHICTIO i1 CKIaOBHX,
EMEpKCHTHICTIO  IHQPACTPYKTYPH, HEIOBHOTOK 3HAHb MPO MOXKIIHBI
BIIMOBH 1 PU3WKH, OTPHMaHHSIM JaHUX MPO CTaH Ta (YHKIIOHYBaHHS
OKI i BnacHe iHPPACTPYKTYpH y Pi3HHX KBAIIMETPHUYHHUX IIKAJaX.

Haituactime s OWIHKA PHU3UKIB Ui KPUTHYHHUX  CHCTEM
3aCTOCOBYIOTh METOAM JeTepMinicTchkoro anamizy DSA (Deterministic
Safety Assesment) Ta imosipHicHoro anamizy PSA (Probabilistic Safety
Analysis) [3].

Hetepminictehkuit anamizs DSA mependavyae MOCHIIOBHUN aHai3
MOBE/IIHKK 1H(OPACTPYKTYpH HA MHOXHHI MPaBIONOJIOHMX ClLeHapiiB
PO3BUTKY aBapiii 3 BHKOPHCTaHHSIM BH3HAUEHHMX IPaBWJI 1 TinoTe3
CTOCOBHO CTaHy IIiJICHCTEM, 1X XapaKTepHUCTHK, Jil omeparopa i T.I. 3
OOMEXEHHSIM TIOJ0 TEXHIYHOI MOXKIMBOCTI HACTaHHS MEBHOI aBapii.
Haxxanp mieit miaxia He 703BOJISIE BpaxXyBaTH BCi iCHYIOYi HEBU3HAYECHOCTI.

ImoBipHicHUi aHanmi3 PSA BUKOPUCTOBYETHCS JUIsl OLIHKY IMOBIPHOCTI
BEJIMKUX aBapil, 30KpeMa Ha aTOMHHUX eJeKTpocTaHUisXx. OCHOBOIO
IMOBIPHICHOTO MiJIXOJy € CHUCTEMHHUIl aHaji3 MOXJIMBHUX CIICHApiiB, a
TAKOXX TOCIIJOBHE JOCHIDKCHHS aBapiif, BKIIOYAIOYU BUXIJHI MOIIl,
IIISXH PO3BUTKY aBapiHUX CHTyallil 3 ypaxyBaHHSM HaKJIaJAeHHS
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BiqMOB cucteM. Crepury BH3HAYaIOTHCS MOCTITOBHOCTI MOMiH, fKi
MOJKYTh MPU3BECTH IO aBapii, a MOTIM BHKOHYETHCS OIIHIOBAHHS CTaHy
KPUTHYHOTO 00’€kTa (HANpHUKIAJ, MLIUTICHICT PEaKTopa) i MOXKIHNBE
PO3IIOBCIOKEHHS HACTIAKIB aBapii (palioakTHBHI BUKHIN B aTMOChepy).
Ha ocramHpOMYy erami 3miHCHIOETBCA  OLIHKAa BIUIMBY  aBapii
(pamioHykmimiB) Ha 370poB’s mogel. OCKIIBKM BEJHKI aBapii € MOCHTH
PIIKICHUMH  TOAISIMH, CTQTHCTHMYHHUX JAHMX  HEJOCTaTHBO IS
3aCTOCYBaHHS KJIACHYHOT'O iIMOBIPHICHOTO MiJIXOLY.

[Ipu 3acrocyBaHHI METOAy aHANi3y BUAY 1 HACHIAKIB KPUTHIHUX
BizmoB FMECA (Failure Modes, Effects and Critical Analysis)
CHUCTEMAaTH4YHO, NUISXOM TIOCIIJOBHOTO pO3IIAY iHPPaCTPyKTYpPHUX
MiJICHCTeM, BU3HAYAIOTHCS BCi MOJJIMBI BHAM BiIMOB, TOIIKOIKCHB,
aBapiiHUX CHUTYyaIliif Ta IX pe3yibTYIOUHMH BIUIMB Ha iHPPACTPYKTYpY i
orouyroue cepenosumme. Cyrp FMECA moimsirae y BU3HAYeHHI BIUIUBY
KO)KHOTO TOTeHHiHHOTO nedekTy (BimMOBH) Ha (YHKIIOHAIBHICT
IHQPACTPYKTYpPH SIK CHCTEMH Y IUIOMY, 1 BIIOPAJKYBaHHS BiIMOB
BIJIIOBITHO IO BEIMYMHH OYiKyBaHOTO 30WMTKy. Lleit meronm mo3Bossie
MPOBECTH JOCUTHh TMOBHUM SKICHWHA aHANI3 NPUYHMH i HACHIOKIB BiIMOB
eIeMeHTIB 1HQPAacTPyKTypH, ajie BiH TPYIOMICTKHH 1 HE BpPaxoOBYe
MoxumBy gerpamamito OKI 1 iHppacTpykTypwn, dYac HacTaHHA i
3JICXKHICTH BiIMOB [4].

IHoni ans aHamizy pU3MKIB 3aCTOCOBYIOTH MOJU(IKALil IIUX OCHOBHHX
METO/IiB, YaCTKOBO MOJAl04M 3a3HaueHi Hexoiiku. Ta ChOrOmHI BCe
YacTille MOYMHAIOTh 3aJIy4aTu AJs aHali3y METOJU ITYYHOTO 1HTENEeKTY,
JIHTBICTHYHI METOMIM, HEYITKI MOJEIi Ui YTOYHCHHS OCHOBHHX BHJIIB
HEBU3HAUCHOCTEH, ypaxyBaHHS 3aJIe)KHOCTI TOMii, 3MIHH KPUTHIHOCTI
BiJ]MOB TIpH HAsSIBHOCTI 3aJICKHOCTI BiTMOB.

MeToau HEUITKOI MaTeMaTHKH, TaKi K HEHMPOHI MepexKi, HediTKa JIoTiKa,
TeHETHYHI aJITOPUTMHU BOYJOBYIOTHCS y TEXHOJIOTII HOBOTO IOKOJIHHS —
«M’sikux  obuucnensy (SOft computing), sxi BHKOPHCTOBYIOTBCS ISt
VIOpaBIiHHS CKJIaJHAMH CUCTeMaMu 3 aedinuToMm ampiopHoi iHbopMarii
B yMOBaX HEBH3HAYCHOCTI 1 JO3BOJISIIOTH 3aCTOCYBATH JOCBIJ SKCIEPTIB,
X 3HAHHS JJIs1 pU3HK-aHAi3y y IpoIieci yrmpaBiiHHs [S].

CKJIagHICTh 1 TPYJAOMICTKICTh METOJIB aHaJi3y PH3HUKIB, CKJIAIHICTh
MaTeMaTHYHUX MOZENeH KPUTHYHHX iH(QPACTPYKTyp, HEMOXKIUBICTH
BpaxyBaHHS IIUPOKOTO CHEKTPY (HaKTOpiB, 30KpeMa HOBUX MOXKJIMBOCTEH
II0JI0 TUCTaHLIHHOTO YypakeHHs 00’€KTiB KPUTHYHOI iH(pacTpyKTypH,
peaizanii 3arpo3 BUHUKHEHHS aBapii 3MyIIYIOTh IIyKaTH HOBI MiIX0/H.

BpaxoBytoun, 1o Oe3nexka KpUTHIHUX 1HOPACTPYKTYp YKpaiHu Ta ix
3axucT, 3rimHo [1], MaroTe 3abe3neuyBaTHCh KOMIUICKCOM 3aXO/IiB,
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pealizoBaHUX y HOPMaTHBHO-TIPABOBHX, OpTaHi3allifHUX, TEXHOJIOTIYHIX
IHCTpyMEHTax, CIpPSIMOBAaHHUX Ha 3a0e3medeHHS K ¢i3ndHOol (pismaHmiA
3axXHCT), eKCIUTyaTaliiiHoi, Tak # omepamiifHOi Oe3meKd Ta CTIHKOCTI
KPUTHYHOI 1H(QpACTPyKTypH, [OLIIBHO CHpPSAMYBAaTH 3yCWIUIS Ha
migsumeHHi skocti COY OKI.

ABTOMATH30BaHI  CHCTEMH  OpraHi3allifHOTO  YOpaBIiHHA €

CKJIQJIOBUMHU Oyb-IKO1 CydacHOT KpuTu4HOI iHdpacTpykrypu [6]. Bonu
SBJISIIOTH  COOOI0 KOMIUIEKCH —anapaTHUX 1 NpPOrpaMHUX 3acoOiB,
iHpopManiiHUX cucTeM 1 iH(pOPMAIIHHO-TEIEKOMYHIKAliHHAX MEpeK,
NpU3HA4YeHi Uil BHPIMIEHHS 3aJad ONEpaTHBHOIO YIPaBIiHHA 1
KOHTPOJIIO 32 PI3HUMHM IIPOLIECAMU Ta TEXHIYHUMH 00’€KTaMH B paMKax
opraHizauii BHpOOHMITBA a0 TEXHOJIOTIYHOrO mporecy 00’ekTa
KPUTHYIHOT iHPPaACTPYKTYpH 1 iHYPACTPYKTYPH B IILITOMY.
AHami3 Cyd4acHMX TEHJICHLIH PpO3BHTKY aBTOMAaTH30BAaHHX CHCTEM
YIPABIIHHA [T03BOJISIE MPHUITYCTUTH, 10 OyA€ 3pOCTaTH OIS BAXKIMBHX
st Oesrmekd  KpUTHYHUX — iHQpacTpyktyp ¢yHKMiH, ski OyxyTs
peamizoByBaTHCh Ha 0a3i KOMI'IOTepHHX cucteM. Ilim Oe3mekoro
KPUTHYHOI iHPpacTpyKTypH y TAKOMY BUIAAKY PO3YMIIOTh HE3aJIEKHICTh
BiJl HENPHUHUHATHOrO pU3UKYy [7], TOOTO 3abe3medyeHHs TaKoro CTaHy
IHOPACTPYKTYpH, y SKOMY pPH3MK HAHECCHHS IIKOAW JIFOJHWHI,
CYCHIJIbCTBY, KpaiHi CKOPOUYETHCS A0 MPUHHATHOTO PiBHS.

Ha COY, sk cknanoBy KpUTHYHOI 1HQPAaCTPYKTYpH, y paMKax
3abe3neueHns Oesnekn OKI i1 BiacHe iH(PACTPYKTYpH NOKIAIAETHCS
BUKOHAHHS HACTYITHUX (YHKIIIH:

e peamizailii TPOLECIB OPraHi3aIliifHOTO YHPaBIiHHA TaKHM
YUHOM, MO0 HE MOIYCTHTH Mepexin iHPpacTpykTypu abo ii
CKJIQJIOBHX Y ITOTCHIIIHO HeOe3NeyHni CTaH;

®  BIIKIIFOYCHHS BiIIMOBITHOTO TEXHIYHOTO 00’€KTa IPH IMOsBI a00
pealizanii 3arpo3u nepexony y HeOe3lmeuHnil (aBapiifHI) CTaH;

e MPOTHO3YBAaHHS, OI[IHFOBAHHS 1 MiHIMI3allis PU3MKIB Oe3merl B
x01i (YHKIIOHYBaHHs 00’€KTa, HAIPAIOBAHHS BIAMOBIIHUX
YIPaBIIHCHKUX PillleHb.

[IpoTsIromM BCHOTO JKUTTEBOTO IUKITY iHGPACTPyKTYpH y pamkax COY
Ma€ BHKOHYBAaTHCh TIIOCTIHHUI aHami3 TpoueciB (yHKIIOHYBaHHS,
MOHITOPUHI CTaHy, OLIIHKa PU3MKY BHHHUKHEHHs 3arpo3, MPOTHO3yBaHHS
HaCNiJKIB peani3auii 3arpo3, po3poOka cTparerii 3a0e3nedeHHs
6e3nexu[8]. Ilig yac Hebaxxanux BIUMBIB 3acobamu COY BHKOHY€EThCS
iHTEpIIpeTaNiss JaHWX IOJO0 CTaHy IHQPACTPYKTypu 1 OKpeMux il
00’€KTiB, JiarHOCTHKa 3 METOI0 BHSIBICHHS 1 PO3Ii3HaBaHHS 3arpos
Oesreri, MOHITOPHMHI Ul BHUSBJICHHS y peaJibHOMYy MacmrTabi yacy
BIIXWJICHHS THX Y iHIIHUX IMapaMeTpiB pyHKIIOHyBaHHS, IPOTHO3YBAaHHS
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HACIIAKIB TIEBHUX MOAINH a00 SBWII, TUIAHYBAHHS AiH U Tpane3qaTHUX
00’€KTiB, 3JaTHUX BHUKOHATH B IIOBHOMY OOCS31 WM YacTKOBO IICBHI
¢yskmii. Y Toit ke wac COY mae miaTpuMyBaTH OAWH i3 BU3HAYCHUX VIS
Hel peXuMiB QYHKIIOHYBaHHS, IIPOBOAUTH KOHTPOIb XOIY 1 pe3yJIbTaTH
BUKOHAHHS YNPAaBIIHCHKHX pillIeHb, 3a0€3MedyBaTH HAINPANIOBaHHSI W
TNPUAHATTA pilleHb BHUKOHAHHSM BiIMNOBITHUX MpOIERyp, HE0OXiTHOIO
iHpopMalli€ero i pecypcamu.

Ouinka xuBydocti COY OKI y pamkax npoOjemu Oe3lexku
(yHKnioHYBaHHA KPUTHYHUX iHGpacTPYKTYp

Bin pimens, mo HampanpsoByoTthest B COY, CyTTEBO 3alexuTh
Oesrmexka  (YHKUIOHYBaHHS O0’€KTIB  KPUTHYHUX iH]pacTpyKTyp,
0COOJMBO y pa3i PO3BUTKY aBapiiiHOI CHUTyallil, TOOTO B yMOBax, KOJH
BIZICYTHSI MOJIMBICT YiTKOTO TIepe0aueHHs Pe3yIbTaTiB YIPABIAIOUNX
BIUBiB. DyHKIiOHANEHA cTadimpHICTE COY y TakoMy BUNIAIKy CTae
(hakTopoM 1 ymMoBor  Oe3mekd 00’€KTIB KPUTHYHHX iH(pacTpyKTyp.
[Moka3ankoM ¢yHKIiIOHANbHOT cTabimpbHOCTI COY MOXe CcIyryBaTH
OLlIHKa OJKMBYYOCTi, IO XapaKTEpU3y€e MOMIIMBOCTI CHCTEMH JIO
30epexkeHHs  CBO€l (PYHKIIOHANBHOCTI y TOCTIHO 3MIHHHX YMOBax
BHYTPIIIHBOT'O 1 30BHIIIHBOTO CEPEOBHIIA.

COVY OKI HanexaTh A0 KJIaCy COI[IOTEXHIYHUX CHUCTEM 1 SIBISIOTH
co0OI0 CKJIaIHI CHUCTEMHI YTBOPEHHS, CKJIAJOBUMH SIKUX € TEXHIKO-
TEXHOJIOTIYHI MiJICKCTEMH, BIJIIOBIJHI CHCTEMH isUILHOCTI (CHCTEMH
poneit 1 ¢yHKIiH 00CIyroByHO4YOro i yHpaBIiHCHKOTO II€PCOHANY) Ta
30BHIIIHE CEPEOBUIIE, AKTHBHO B3a€MOJII0UE 13 MiJICHCTEMaMH. 3HAaHHS
PO COIIOTEXHIYHI CHCTEMH 3aBXIW IPUHIIAIIOBO HE TIOBHI 1 HE MOXYTh
OyTH TIOBHMMH, OCKUIBKM BaXXKO IIOBHICTIO BHM3HAUUTH CTPYKTYPY
3B’S3KIB 1 BiJHOIIECHb, IO BHUHHUKAIOTh NPH (YHKIIOHYBaHHI CHCTEM.
OynkiionyBanHs COY  BimOyBaeTbcss B yMOBaX HEBH3HAYCHOCTI
(hakTOpiB BIUIMBY, MTOCTIHHOI MIHIIMBOCTI CepeAoBHUINa (YHKIIIOHYBaHHS,
HEMOJKJIMBOCTI YITKOTO BpaxyBaHHs HOro peakuii Ha Jnii cucTeMH i
BIAMOBI/II CHCTEMH Ha 30BHIILIHI BIUIMBH, TOOTO B YMOBaX IPOSIBY TaKHX
(yHAaMEHTAIbHUX CHCTEMHHUX BIIACTUBOCTEH, $K JKUBY4icTh. Came
3aBIAKH IMPUTAMaHHIHM il )KUBYYOCTI cHCTeMa MOXe 30epiraTuch sK Iije
y HemependadyBaHuX, 1HOJI €eKCTPEMAIbHUX, YMOBaX, PUCTOCOBYBATHCS
JI0 HUX, 3MIHIOIOYH TIOBEHIHKY, CTPYKTYpy YW 3arajJbHOCHUCTEMHY LiJib
¢ynkiionyBanss [9].

SkicHi OIIHKK Ta KUTBbKiCHI moka3Huku xumBydocti COY OKI e
IHTErpaJbHUMH XapaKTEPUCTHKAMHU CUCTEMH.

V BiAMOBIZHOCTI i3 3aralbHOIO TEOPIEO CUCTEM OYyIb-IKYy CHCTEMY I,
3okpemMa i COY OKI, Mo)Ha BU3HAQUUTH HACTYIIHHUM YHHOM: =
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<G,ER,(I)>, ne G — MHOXHUHA €IEMEHTIB CHUCTEMH; R — CHCTEMA

YMHHWX TpaBWwi, 3a skuMu OQyHKiionye cucrema, @ — npomec
(yHKIIOHYBaHHS, BH3HA4eHWH Ha MHOXHHI G 3TiIHO KOMILIEKCY
npasu ‘R ; BiH Moxe OyTu nofanuii sk G—L 5.

VY 3araJibHOMY BHIIQJIKY >KUBYYICTh CUCTEMH 3aJI€KHTh Bl MHOXXUHH
napaMeTpiB, II0 XapaKTepU3ylOThb CHUCTEMY, 33/1ad, sKi BUPIIIYIOTHCS
HEI0, 30BHIIIHBOTO CEpelOBHUINA Ta THIY, CTYNCHIO 1 JAWHAMIKH iX

~

B3aemozii. Skmio cucrema I y «CTaHI )KHUBYYOCTi», TO 1€ O3HAYaE, L0
CHCTEMOIO JIOCATA€ThCSA LUTh (YHKIIOHYBaHHS, TOOTO BHKOHYETBCS
KomIuteke 3ama4 @ = (@, @, ,...,4,) i3 3amaHOI0 AKICTIO Ta HEOOXIHHOIO
epexTuBHICTIO. HeOaxxaHi BIUIMBH TMOBHHHI KOMIICHCYBATHCS HasSBHIMH
y CcHCTeMi  MeXaHi3MaMH IMATPUMKH JKHBYYOCTi, IO mependadae
PO3B’sI3aHHS, 30KpeMa 3a/1ad MOHITOPHHTY, 1AeHTH]IKAIli], TiarHOCTHKH,
BiTHOBJICHHS TOIO. «CTaH YKUBYJOCTi» XapaKTEPU3YETHCS CTAOUIBHICTIO
i mepenbauyBaHICTIO (OUiKyBaHICTIO  pe3yibTariB) (YHKLIIOHYBaHHS
cucrteMu 3 , T00T0 COY OKI BHKOHYIOTB yCi YIpaBIliHChKI (QYHKIIII.

O1LiHKOIO XMBYUYOCTI CHCTEMH MOXKE CIIyTryBaTH (DyHKILIOHAI, 3a1aHUH
Ha JesKii MHOXHHI IapaMeTpiB, sIKi BIUIMBAIOTh Ha CTaH CUCTEMH <, a
came:

¥ =1f(S,B,[S|,AT,U,QW,A),

S — crpykrypa cucremu J; B — mnoBeminka cucremu; |S| — «cTaH
snatHocTi» cucremu; AT — wacoa HaaMmiphicts; U — ympasminas; Q —

BEKTOP JIOMYCTUMOT SKOCTI BUKOHaHHs (yHKIii; W — MHOXWHA CTaHIB, y
SKi MOJXKE MepeiiTn cucteMa I uepe3 BIUIMBH 30BHILIHBOIO CEPEIOBHUINA;
A — MHOXHHA TmapaMeTpiB, IO BH3HAYAOTH XapakTep, CTYIIiHb,

TOIOJIOTIIO 1 IMHAMIKY BIUIMBY 30BHILIIHEOTO CEPEIOBHUINA HA CHCTEMY <3

~

Skimo cuctemMa 3 TIEPEXOJUTh Y CTaH, KOJU 3a0€3MeUyEThCS PillICHHS

nesikoro Komruiekcy 3anad @ = (4, @, ,...,@,), TO Lle 0O3HAYAE 3HATHICTH
cuctemn I peanisyBath Oymb-fKy 3a1ady @ 3 KOMIUIEKCY 3anadq
$=(4:8,:--4,) y Oym-sixomy 3i crani W; €W , 30kpema, i y cranax

w; € (W, W,,...,W, ), 10 XapaKTepU3yOThCS SK BiIMOBAMM TEXHIUHHX
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3aco0iB  (BiZMOBaMH Yy TEXHIKO-TEXHOJIOTIYHIH CKJIamOBii), Tak i
«XUOHUMH IisIMI» — TOPYIICHHAMH (HaBMHCHUMYK/ HCHaBMUCHHMH) YU
MOMMJIKAMH OOCITyTOBYIOYOTO a00 YIPaBIiHCHKOTO IIEPCOHAIY.
[IpMHIUIOBO PO3PI3HAIOTH TPU TUIH |S|={]S|t},t=l,2,3, y fKi
~

MOJK€ MEPEXOIUTH cucTeMa I, a came [7]:

— cTaH |S|l , TP SIKOMY y CHCTEMi 3a0€3MeUy€ThCsl BUPILIEHHS YChOTO
xomruiekey 3a1a4 @ = (4, ¢,,...,4,) i3 3a1aHOIO AKICTIO Ta HEOOXiAHOO
edektupHicTIO y Gynp-sikomy i3 cranis W; €W ;

— cTaH |S| ,» TIDH SIKOMY y CHCTEMi 3a6e3MedyeThCsi BUPIIICHHS JIHIIe

. * . .
niesikoi miaMHOKuEH ¢ C @y Gymb-sixomy i3 cranis W; e W ;

— cTan |S|3 , TIPH IKOMY Y CHCTEMi 3a0€3Meuy€eThCsl BUPILICHHS JIUIIE
sKoich onmiei i3 3amay kommnekcy @=(@,@,,....4,) y Oyab-axomy i3
cranis W; eW .

Jnsa COY OKI nepexin cTaHU THIIB |S|2Ta |S|3 osHauae, mo B COY

OKI maroTh Miclle TOpYIICHHS y POOOTI TEeXHIYHUX 3ac00iB ab0 «XHOHI
Iii» 3 00Ky IepcoHaITy, TOMY i BilOYBa€ThCsl 3BYXKCHHS MHOXKHHH 3aJad,
110 Peasi3yrThCs CHCTEMOIO.

V 3aranpHOMY BUIIAJKY 30aTHICTh CHCTEMH J0 BUPIILCHHS KOMIUICKCY
sanad @ = (4, ¢,,...,4,) 1 BIANOBIAHO TOCATHEHHS LTI (YHKIIOHYBaHHs
MOYHA JIOCTaTHHO IMOBHO XapaKTEePU3yBaTH HACTYITHOIO MaTPHIIEIO

M(s]) =[m;(sp|. i=1n, j=1d

1 axwo y cucmemi, wo 3naxooumscs y cmani Wi,
m; (‘S‘) = < ICHYE MOIUCIUBICMb GUKOHANHA 3A0aki @, 3 HeOOXIOHOW AKICMIO

0, 6 inwomy gunaoky

Skmo 3amaTé MaTpULIO M(|S|) i po3mominm WMOBIpHOCTEH

3HaXOJUKEHHs cHCTeMH Iy Oy/b-sikoMy 3i cTaniB W, € (W, W, ,..., W),

TO JKMBYYICTh CHCTEMH < Oyle BH3HAUYCHO, i TOMi JJIS CHCTEMH I Yy
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SKOCTI OIIHKK ii KkuBydocti 3amicte ¢yHkuionana ¥ wmoxna
BUKOPHUCTATH MPOCTIIINH, 3aCaHUN Y MAaTPUUHIN popmi:

Y=V xM(S|)xP, (@)

ne V :||v1,v2,...,vn||— BEKTOp Koe(illieHTIB BaKIMBOCTI 3amad 3

BEKTOp IMOBIpHOCTI cramy W,;. KoedimieHT BaxIMBOCTI 3anadi Mae

XapaKTepu3yBaTH BTpaTH y  (GyHKUIOHAJIBHOCTI KPUTHYIHOT
iHppacTpykTypu (BigHOCHI) y Bunaiaky HeBukoHaHHs COY OKI wmiel
3agaui. [lpu ouinui xuBydocti COY OKI 3a (1) HalicknaaHimmMm €
(bopMyBaHHS MaTpHIL M(|S|), eNeMeHTH sIKO1 € OyieBi (yHKINI, 110

3amaHi Ha MHOXWHI TTapaMeTpiB, sKi BIUIMBAIOTh HA CTaH cucTeMu. Ciig
3a3HAYUTH, MO 3 yciei MHOXWHH MoxnuBuxX crtaHiB COY OKI mpu
OIHIII KUBYYOCTi JOITEHO PO3TIISAATH JIHIIE Ti, y AKAX HOTIPIIYIOTHCS
TIOKAa3HHUKH SIKOCTI (DYHKITIOHYBAaHHS CHCTEMH, HAPUKIIAL, Yac peaji3amii
VIOpaBIMiHCBKUAX (YHKIIW, 9X IMOBIPHICTh BHpIMICHHA AEAKOl 3a;adi
HAOJMKAETHCS 10 HYJIS.
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HAIIOHAJIBHA ITIPOT'PAMA IH®OPMATH3ALII SIK
IHCTPYMEHT CTPATETTYHOI'O YIIPABJIIHHS
YKPAIHU

LB. Kunsies, A.I. Cemenuenko, B.M. ®ypaies

OCOOIMBOCTAMH CY4acHOTO CYCIUTBHO-TIONITHYHOTO Ta COLIaIbHO-
€KOHOMIYHOTO PO3BHUTKY € HOTO 3HAYHWH IJHHAMi3M, 0araTOBEKTOPHICTH,
HEBU3HAYCHICTh, TIOOAIBHICTE Ta CYNEPEWIMBICTh, MO 3HAYHO
YCKJIAIHIOE TIPOIECH YIPABIiHHA UM PO3BUTKOM. TpamuiiiiHi migxomm
Ta METOAM ITyOJIYHOTO YUpAaBIiHHA Ta aAMiHICTPYBaHHA BHUSIBHIHCS
HEJIOCTaTHHO CIIPOMOKHUMHU €()EKTHBHO PO3B’SI3yBaTH 3HAYHY KUIBKICThH
Cy4acHMX TpoOyieM, sIKi cTae Bce Baxde NporHosysatu. OjHak,
301IBIIEHHS KUTBKOCTI, MaciTabiB Ta pIBHS 3arpo3 Ta PHU3MKIB IS
TpOMaJisiH, CYCIUIBCTBA Ta ICPIKABH aKTyali3ye HEOOXITHICTh MOCHICHHS
BIUIUBY IHCTHUTYTIB TPOMaJSHCHKOTO CYCHUIBCTBa Ha ()OPMyBaHHS Ta
pearmizaiiiro myOJiYHOT MOJITHKH, SKa JICTITUMI3YEThCS Y BIAMOBIIHUX
CTpaTeTiYHUX aKTax: 30Kkpema, B Crpaterii comiarbHO-€KOHOMIYHOTO
po3BuTKy €Bpomneiickkoro Coro3y Ha mepion mo 2020 poky «EBpoma
2020», a Takok B yKpaiHChbKuX: CTpaTerii cTamoro po3BUTKY «YKpaiHa —
2020», Crparerii peopMyBaHHA Iep>KaBHOTO YIpaBIiHHA YKpaiHH Ha
2016-2020 poxwu, IIporpami mismeHOCTI Kabimety MiHicTpiB YkpaiHu,
Konremnmii po3BUTKY IUQPPOBOi €KOHOMIKH Ta CYCIUIbCTBA YKpaiHH Ha
2018-2020 Ttomo.

Oco6uBe Micrie B (hopMyBaHHI APaJUTMH COLIaIbHO-CKOHOMIYHOTO
PO3BUTKY 3aiiMae HIMPOKE Ta CTPIMKE BIIPOBA/PKEHHS 1H(POpMAIiiHO-
komyHikaniiiaux Texuosnorii (IKT) y Bcix cdepax. Lle Hanae HOBuit 3MicT
npouecaMm  rio0amizanii, sSKOMYy ~NpUTAaMaHHO  YCKJIQJEHHS Ta
Heren0avyBaHiCTh €KOHOMIYHOTO Ta CYCHiIBHO-NOJITUYHOTO PO3BUTKY
TIOCJTITOBHOMY OHOBIICHHIO KOHIICTIIA PO3BUTKY i3 3acTtocyBaHHsM IKT:
iH(pOpMaLiHHOTO CYCIUILCTBA Ta CYCIUIBCTBAa 3HAaHb, NU(pPOBI3amii, a
TakoX TpaHchopMmallis 3-ro TEXHOJOTiYHOro Yykiamy B 4-if (4-a
TEXHOJIOTIYHA PEBOJIOIIST), akTyawmi3amis npobieM iH(opMariitHOl
Oe3rnexu Ta KibepOe3neKu ToIo.

Harmionansna mporpama iagopmarmsanii (HIII) BusHauae crtpaterito
po3BsBaHHA TpoOieMu 3abesnedeHHS iHGOpMamiHHUX TOTped Ta
iHpopMamiiHOi  MATPUMKH  COIIaJIbHO-€KOHOMIYHOi,  €KOJIOTi9HO],
HAyKOBO-TEXHI9HOI, OOOpOHHO{, HamiOHAJTHHO-KYJIBTYPHOI Ta iHIIOL
IisubHOCTI  y  cdepax 3arajJbHOAEP)KAaBHOTO 3HAYEHHS 1 TOMY
OOIPYHTOBAHO BiJHOCHTBCS IO CTPATETiYHUX TOKYMEHTIB. Ii MexaHizm
(¢opMyBaHHS Ta BHUKOHAHHsA Oyio 3ampoBajukeHo 20 pOKIB TOMY Yy
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Burisiai 3akoHiB Ykpaiam «IIpo Konmenmito HarioHampHOI Nporpamu
inpopmarmzanii» ta «[Ipo HamioHampHY mporpamy iH(MopMaTH3amii»,
«[Ipo 3aBmaHHS HamioHANBHOI mporpamu iHpopmaruzanii Ha 1998-2000
POKM» 1 HM3KH II3aKOHHHUX akTiB. BpaxoByroui OaraTopidHuii ZOCBix
peamizamii HIII, akTyanpHOIO € mpoOneMa aHamizy Ta OIUHKH i
OpraHi3allifHO-TIPaBOBHX  MEXaHI3MIB  IIyOJIYHOTO  YIIpaBIiHHS,
BU3HAYCHHS OCHOBHMX (aktopiB BBy Ha HIII Ta dopmyBanHs
MPOTIO3MILIH IO/ X YJOCKOHAJICHHSI.

3aNeKHO Bijl CTYINEHS JOCSHOCTI KiHIICBUX Ta MPOMDKHUX IIiJIcH B
iHpopMaTH3alii BHOKPEMITIOIOTHCS TPH €TaIy ii PO3BUTKY:

1) cTBOpeHHs TMOJITUYHHUX, OpraHi3allifHUX, 3aKOHOIABYHX,
COLaJIbHUX, EKOHOMIYHMX Ta TEXHIYHMX yMOB (OpPMyBaHHS Ta
MOYaTKOBOTO  33/IOBOJICHHSA  iHQOpMAIIfHUX  MOTped  rpomajsH,
CYCHIJIbCTBA Ta JICP)KABH;

2) po3BUTOK iH(pOpMAIiifHOI iHPpaCTPYKTYypH Ta 3a0€3ICUCHHS YMOB
JUTA 11 BKIIFOUCHHSI V CBIiTOBY;

3) nmoBHe Ta sKicHe 3a0e3nedeHHs iHpOpMAiHHNX TOTped TPOMAaISIH,
CYCITUTBCTBA, IEPKABH Ta Oi3HECY .

Ane 3 TOYKM 30py KUIBKOCTI Ta sIKOCTI oTpuMaHux 3a 20 poOKiB
no3uTuBHUX pe3ynbraTiB HIIl He MoxHa BBaxkaTw ycmimHow. Tak,
Maibke He Oymm gocsaruyti num HIII, mio Oynu Bu3HauYeHi sk B ii
KOHIICTITYalbHIA YaCTHHI, TaK 1 B TNepermikax 3aBaaHb. Jleski 3 il
CKJIQJIOBHX, a caMe IporpaMul Ta IPOeKTH iH(pOopMaTH3alil OpraHiB
MICIICBOTO CaMOBpSAyBaHHA TaK 1 He OylIM BIPOBAKCHI, 3HAYHA
KUTBKICTh ~ PEriOHANIFHUX TMPOEKTIB Ta 3aBHaHbh 3 iH(opMaTH3amii
BUKOHYBaJIMCh no3a mexxamu HITI.

OcTaHHI pOKM BH3HAYMJINCH HETAaTHBHI TCHICHII B MeXaHi3Max
(dhopmyBanHs Ta peanizamii HII:

3MEHIIIeHHS 1i KOOPAWHYIOYOTO BIUIMBY 1, IK HACHTIJOK, 3MECHIIICHHS 11
OpraHi3aiiiHoro, KajapoBoro Ta (piHAHCOBOTO 3a0e3MeuUcHHs, BCYIeped
3poctaro4oi quHaMiku BripoBapkeHHs IKT B yci chepu ®uUTTEISIBHOCTI
CYCILJIbCTBA, JIIOJJMHU Ta JIepIKaBH;

3MEHILIEHHS!  BIUIMBY TIPOMAJICHKOCTi, Oi3HeCy Ta HayKu  Ha
dbopmyBanHss Ta BukoHaHHS HIIl (BUKIIIOYEHHS KOHCYJIHTAaTHBHO-
mopamunx opramie HIII, BimmiHa mopiyHOTO 3BiTYBaHHA NP0 CTaH
PO3BUTKY iH(OPMAIIIIHOTO CyCHiIbCTBA Ta iHPOpMaTH3aLii.

Cepen ocHOBHHX HemouikiB icHyrouoi HIII Takok Bim3HA4arOTHCS
HACTYIHI:

CIPSIMOBAHICTh B OCHOBHOMY Ha PO3BHUTOK iH(pacTpyKTypu OpraHiB
MyOJIivHOI BIagM 3 MAJOYMCICHUMH JIOKQJIbHUMHU JOCI/DKEHHSIMHU Ta
po3pobkamu;
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HETHYYKa, HaIMIpHO 3a0I0pOKpaTH30BaHa CTPYKTYpa, HE y3TODKEHA 3
IHIIAMH 1HCTPYMEHTaMH ITyOIiTHOTO YIIPaBIIiHHS,

HE OPi€EHTOBAHICTH Ha KiHIIEBUX CHOXXMBAUiB MYOIYHHUX ITOCIYT;

3HaYHA 3aTPUMKa 3aTBEpDKEHHS MIOPIYHMX 3aBIaHb (TPOEKTIB) Ta
BHUIIIEHHS OF0KETHUX KOIITIB;

«IHepUiHHICTE» y 3ampOBA/DKCHHS HOBUX TIIOOATHHUX IHIIIAaTHB:
PpO3BUTKY LH(POBOI E€KOHOMIKH, €IEKTPOHHOTO Ta BIAKPUTOTO Yypsay,
CJICKTPOHHOT JIEMOKpATii, EeJEeKTPOHHOI KOMepIil TOmo, a TaKOX
MEXaHI3MIB  JEp)KaBHO-NIPUBATHOTO  Ta  JEP)KaBHO-IPOMAJICHKOTO
NapTHEPCTBA;

(akTM4YHA BIACYTHICTH HEOOXiTHOTO HayKoBoro, iHdopmauiiiHo-
AQHAJITUYHOTO, OpraHi3alifHoOTo Ta (hJiHAHCOBOrO 3a0e3MEeYEeHHs, OCTAHHE
po6uts HIII nexmapaTHBHOIO TOIIO.

Ipn npwitHATTI YpsimgoMm pilieHHS IIOI0 MalOyTHHOTO OHOBJIICHHS
3akoHOomaBuoro 3abesneueHas HIII Oymo BpaxoBaHO Taki ii MO3WTHBHI
SKOCTI:

20 pigyHHH TOCBIX 3aCTOCYBaHHS Ta HECOOMEXCHICTh Y Yaci;

HasBHICTb copMOBaHOi 3aKOHOAABYOI TEPMIHOCHCTEMH, IO
JIOCTaTHBbO JJUHAMIYHO OHOBIIIOETHCS,

JOCTaTHbO KOHKPETHHMH, JeTajbHil, INPO30pHiA Ta BIAKPUTHI
MexaHi3M (opmyBaHHs Ta BukoHanHsi HIII, sikiii y nepiiomy necstupivdi
nependavyaB aKkTHBHY Yd4acTh TI'POMAJICHKOCTI, €KCIEpTiB Ta Oi3Hecy y
¢dopmyBaHHI nyOniuHOT moONiTMKM Yy cdepi iHpopMaTHamii Ta i
peairizarii;

3aKOHOJIAaBUO MPOJYMaHy OpraHi3aliiHy CTpyKTypy ymnpasmiaas HIIL,
IO  BKIIOYae: [ eHepanbHOrO  JIep)KaBHOTO  3aMOBHUWKA,  SIKiH
HiNOpSAKOBaHUH Oe31ocepeIHbO IoNIoBl Ypsiay, AepKaBHUX 3aMOBHHKIB
3aBmaHb (mpoekriB), kepiBHMKa HIII Ta KepiBHUKIB Taxy3eBUX
(perioHanmpHUX) MpoOrpaM(IIPOEKTIiB) iHHOPMATH3ALIIT;

CTBOPEHY MEPEKY MiAPO3/LTiB B OpraHax BJajH, 10 BiIMOBIIAIOTH 3a
iHpopMaTu3aio;

ONpalbOBaHi MEXaHi3MHM YIPaBIiHHA CYKYIHICTIO JIep)KaBHHUX,
rajgy3eBUX Ta pErioHajJbHUX IPOrpaM Ta TIPOEKTIB iHpOopMaTHU3allii;
PO3BHHYTY, CUCTEMHY Ta i€papXidHy HOpMaTUBHO-TIpaBoBYy 6a3y HIII;

YCHINIHICTh peamizarnii JIESIKUX perioHaTbHUX nporpam
iHpopmaru3zanii, Hamnpukian, BoamHcbkoi Ta JIHINPONETPOBCHKOI, Ta
BIANIpaIfOBaHHS MEXaHi3My iX B3aemopii 3 mporpamamu iHpopMaTu3anii
OpTaHiB MiCIIEBOTO CaMOBPSTyBaHHSI.

B Toi1 ke wac onHi€l0 3 TOJNOBHUX opraHizauiitnux npobmem HIII
3aJIMIIA€THCS HE KOOPAMHOBAHICTH Ji OpraHiB MyOJiYHOI BIAAX B Iii
chepi, KOIM CTBOPIOIOTbCS JAEp)KaBHI OpraHd 3 JIyOJIIOI0YHMH
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3aBIAHHSIMH Ta (QYHKIOIAMH, PO3POONSIOTBCS Ta  MPHAMAIOTHCS
HEY3rO/DKeHI MDK c0o00I0 TMporpamMHi Ta IUIAHOBI OKYMEHTH,
MOPYIIYIOTBCS 3B’ SI3KH Ta YIPaBIIHCHKA i€papXis Cy0’€KTiB yIpaBIliHHS,
10 TIPHU3BOAMTE O KOHKYPEHII{ OpraHiB BiIaau Mk co00r0 3a OO KeTHI
KOIITH .

Hocsin peamizarnii HIII zemMoHCTpYE, 0 ¥ 6araThoX BUMAgKaX OpraHd
MyOJIYHOTO  YNpPaBIiHHS, «HAIITOBXYIOYHCH» Ha  CKJIAQIHOII 3
iHpopMaTH3ali€lo MeBHOI rajgy3i eKOHOMIKH, OOMEXEHICTIO PECypCHOTO
3a0e3MeueHHs TOIO NparHyTh BUPIIIUTH NPOOJIEMHU raiy3i aBTOHOMHO,
3aIpoBaUBIIM JIOKAJIBHI MeXaHi3MH. Ha Iie TakoX BIJIMBAaE KPUTHYHE
BigHomIeHHs 10 camoi HIII, mparHeHHs OUWIHUTH ii Pe3yJIbTATUBHICTH HA
KOPOTKOMY TIPOMDKKY dacy (IpHUB’si3aHOMY J0 (IHAHCOBOTO pOKY).
[HmM  pakTopoM HETOOIIHKKM HEOOXITHOCTI IIUTICHOTO CTPATETidHOTO
ynpaBmiaHsA cdeporo IKT e «Trck» mobitoBaHHS HOBITHIX MIKHAPOITHUX
KOHIICTIIIiH, SKi YaCTO JMHAMIYHO 3MIHIOIOTH OJHE OJIHY.

HesBaxaroun Ha 1ne Ha cworomui HIII 3amumaerscs €IUHUM
«CHUCTEMHHM IHTErpaTopom», SKHH CTaB CBOEPITHUM «CTPHKHEM»
iHpopMaTu3alii, sKka BKIIOYA€ MMEBHY KUTBKICTH OpraHi3alliifHO-TIpaBOBHX
IHCTPYMEHTIB ITyOJIIYHOTO YIPAaBIiHHS HalliOHAIbHUM pPO3BUTKOM i3
3actocyBanHsaM IKT, 3adikcoBaHMX y cTpaTeriyHMX NOKyMEHTaX IIO0J0:
camoi HauionanbHoi nporpamu iHdopmaruzamii (3 1998); neprkaBHHX
[UIBOBUX MPOTpaM MO0 Tady3eBOl KOMIT FOTepi3allii, 3amnpoBapKCHHS
IKT, ¢dbopmyBaHHs KOMYHIKaUiiHUX cHCTeM Ta Mepex Touo (3 2004);
po3BUTKY  iHpopMamiiiHOoTO  cycmimectBa (3 2007);  po3BHTKY
eneKkTpoHHOTro ypsimyBaHHs (3 2010-2015, 3 2017); po3BUTKY €IEKTPOHHOL
nmemokparii (3 2017); mixHaponHoi iHimiaTuBM «Bimkputuit Ypsm» (3
2012); Crparerii kibepOe3neku Ta Jokrpuan iHpOpMAaIiitHOi Oe3meku (3
2016 Ta 2017 BigmoBimHo); KoHmermnii po3BUTKY HU(YPOBOT EKOHOMIKH Ta
cycminberBa Yipainu Ha 2018- 2020 poku Tomo. PaktiuyHo, B YKpaiHi
JIEMOHCTpYBayacsi NeBHa 3MiHa JIep)KaBHUX KOHIEMIIH BIPOBAKEHHS
IKT. MoskHa BHOKPEMHMTH TII€BHI €Tald 3MiH KOHIEMIH pPO3BUTKY
ykpaincbkoi IKT-chepu: 1.0 «Indopmaruzanis»; 2.0 «lHpopmariiine
cycninbetBo»; 3.0 «E-ypsmyBanHs Ta e-nmemokparis»; 4.0 «udposa
ernoxa (uugpoBi3allisi E€KOHOMIKH, CYCHiJIbCTBA, BIaAH, KpaiHH, MICT
TOIIO), 5Ki OyJI0 3apiKCOBAHO y BiANOBITHUX CTPATETIYHUX HOPMATHBHO-
MPaBOBUX aKTax.

B mmx crpareriyHMX JOKYMEHTaX CTaBIATHCS BIIMIHHI M Ta
3aBIaHHsA, CyO0’€KTaMM YHpaBIiHHS, SK IPaBWIO, BHCTYNAIOTh pi3Hi
JIep>KaBHI OpraHy, a 00’€KTH yNpaBJIiHHSA MaJlo B3a€EMOJIIOTH MiX COOO0I0
Ta JIMIIE YacTKOBO CTOCYIOTHCS TNpobieM iHopMmarusamii, cami akTH
4acTO HE BUXOAATH 32 PAMKHM KOHUEMIH (OKTPHH), MAlOTh NEPEBaYKHO
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IEKIapaTUBHUM XapakTep, He OyIydl MiATpEMaHi OpraHi3amiiHO Ta
pecypcHe.

«lHTerpamiitanity migxing Oyno BH3HAYEHO 3a  pe3yNbTaTaMu
BIATIOBITHUX IAPIaMEHTCHKUX CIyXaHb, A€ PEKOMEHIOBAHO Ypsmy:
«yTBOPHUTH IICHTPAIILHUN OpraH BUKOHABYOI BIIaJH, IO 3a0e3neuyBaTuMe
(opmyBaHHS Ta/abo peamizamiro AepkaBHOI momituku y cdepax IKT ta
3B'A3KYy, PO3BUTKY iHQopMamiiHOro cycmiiscTBa, iH(opMaru3aii,
TeNIeKOMYHIKalild, TmporpamyBaHHs, iH(popMamiiiHOoi Oe3nmekn Ta
KibepOe3neky, BIPOBAKEHHS! TEXHOJIOTIH EJIEKTPOHHOTO YpSIyBaHHS,
€JIEKTPOHHOTO  JIOKYMEHTOOOIry, eJIEKTPOHHOrO MiJNHCYy TOWIO Ta
mepenaTd  3a3HAYEHOMY OpraHy [IOBHOBXXGHHsS IHIIMX OpraHiB
BUKOHABUYOi Blamu, MO CcTocylThes chepu IKT Ta 3B's3Ky, UiTKO
pPO3MEXyBaTH TIOBHOB@KCHHS MDK OpraHaMH BHKOHAaBYOI BIaIW B
3a3HaUYeHUX cdepax BIAMOBITHO IO 3aKOHOJABCTBA E€BPONEHCHKOTO
Coro3y» .

[Hmmit minxin mepenbadae po3poOKy Ta 3aTBEPIKCHHSA 3aMiCTh
3akony VYkpainm «[Ipo Konmemmiro  HaIioOHaNBHOI — IIpOTrpaMu
iHpopMaTH3aIii», TaKk 3BaHUX, «IPIOPUTETHUX HampsMKiB HamioHambHOT
nporpamu  iHQopMaru3zalii», MO BKIOYAIOTH: CTpaTeriyHi  Hiji
iHpopMmaru3zanii, i OCHOBHI NPUHLUIMK, HANPSIMKH, OYiKYBaHI HACHiIKH
peamizanii HIII Ta ¢opMyrOThCS NEHTpajJbHAM OPraHOM BHKOHABUYOI
BJIaJM, KU peallizye Nep)KaBHy MOJITHKY Yy cdepax iHpopmaTH3alii,
€JIEKTPOHHOTO ypsiyBaHHs, (QOpPMYBaHHS 1 BUKOPUCTaHHS HalllOHAJIBHUX
CNIEKTPOHHUX IH(POPMAIHHUX pecypciB, PO3BUTKY iH(OpPMAIHHOTO
CYCIIJIbCTBA, BU3HAYAIOTHLCSI YPSIOBOIO ITOCTAHOBOIO .

BpaxoByroui OcHOBHI TeHJICHIIi pPO3BUTKY cdepr iHGopMaTH3amii,
IKT, mudpoBoi ekoHOMikH, pedopM, IO BiIOyBarOThCI B YKpaiHi,
MPOTIOHYEThCSl YyTOUHNUTH rojoBHy Mery HIII, Bu3HaumBmm mnpiopuTeTHi
HApSIMKK Ta CTpaTerilo peawmi3amii myONi4HOI TONITHKHA Yy cdepi
iHpopMmaru3zanii i3 3abe3nedeHHs 1HQPACTPYKTYPHUX NMOTPEO PO3BHUTKY
iHpopMaliiHOro CycHijbcTBa Ta HU(PPOBOI €KOHOMIKH, (OpMyBaHHS i
BUKOPHCTAHHS HALlIOHAIBHHUX EJIEKTPOHHUX 1H(OpMaLiiiHUX pecypciB,
BnpoBajpkeHHs: cydacHux IKT 'y Bcix cdepax IKUTTERISUIBHOCTI
rpOMa/IsTHIHA, CYCIIJIbCTBA Ta JEPIKABH.

BucHoBkmu:

1. ¥V 1998 poui B YkpaiHi OyJ0 CTBOPEHO MEXaHi3M CTpPaTEriyHOTO
YIPaBIiHHS PO3BUTKOM iH(pOpMaTH3aIlil, SIKHI OXOIMB Maibke BCi chepu
HOJITUYHOTO, COLIaJIbHO-EKOHOMIYHOTO Ta KyJIbTypHOTO XHTTS. OJHaK
BHACIIJIOK CYKYITHOCTI HETraTMBHUX (AaKTOpiB, HacamIlepel] Takux sK
HEJIOCTAaTHs. KOOPIMHALS, PO3MOPOIIEHICTh Ta OOMEXEHICTh pecypcis,
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HIII 3a 20 pokiB mumre YacTKOBO peajli3yBajia IDIAHOBI 3aBJaHHS,
MepEeTBOPHIIACS 3HAYHOIO MIPOIO B ACKIAPATHUBHY, MAJIO JEMOKPATHUHY,
HETHY4YKY OIOpOKpaTHUYHY CTPYKTYypy. B Tol *e gac, He3Ba)karouu Ha BCi
i Hepomikw, HIII 3anumaeTbess €qMHUM peaabHO MII0YMM 1HCTPYMEHTOM
CTpaTeTiYHOTO yIpaBiiHHSA po3BUTKOM Ha ocHOBi IKT, sika B ocraHHI
POKH IEBHOIO MipOIO MiBUIIMIA PE3YIbTaTUBHICTD.

2. AKTyalbHOIO 3aJIMIIAETHCS TpoOieMa 30epesKeHHs TeHepalbHOI
CIPsIMOBAHOCTI PO3BUTKY KpaiHu Ha mpuckopene 3anpoBaxeHHs KT y
BCi chepH CyCIITBHOTO Ta €KOHOMIYHOTO KHTTS, 3a0¢3MCUCHHs CHHEPTIi
JIep)KaBHUX pillleHb MOJ0: iH(POPMAIIHHOTO CYCIIJIbCTBA, BiIKPUTOTO
ypsiy, e-ypsAyBaHHS Ta e-IeMOKpaTii, iHpopMaliiHoi Ta KibepOe3neku
TOLIO.

3. Peamii cy4acHOTO pO3BHUTKY, HAaKOIMYEHUH YKpalHCHKHHA Ta
CBITOBHH [OCBil 3aCTOCYBaHHS pI3HHX IHCTPYMEHTIB ITyOIi4HOTO
ynpasniaasa 3anpoBakeHHAM I[KT mo3BoimB oOrpyHTYBaTH HamaHi
MIPOTIO3UIIIT MO0 HEOOXiTHOCTI MOJAEPHi3amii opraHi3amiifHO-TIPaBOBOTO
MexaHi3My IlporpaMu, OCHOBHI 3MiHM MIOJO CKIAmy ii CyO’€KTiB,
JIepKaBHUX 3aMOBHHKIB, 00’ €KTiB, iX (DYHKIIIH Ta 3aBHaHb, CIIPIMOBAHUX
HAa YCYHCHHsS ICHYIOUMX HEIOJIKIB Ta Ha MiJABHIICHHA pIBHA
JIEMOKPaTUYHOCTI, THYYKOCTi, €(EKTUBHOCTi, pPE3yJbTATUBHOCTI Ta
BiJITIOBITHOCTI MI?KHAPOTHUX MEXaHI3MiB.
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In this article the algorithms of visibility for transforming texts into a
complex network is proposed. Key words and concepts from the set of
documents which describe some subject domain are extracted. Numeric
values are assigned to each word or phrase using GTF-IDF metric,
which was proposed in this article instead ordinary TF-IDF metric, that
is intended to reflect how important a word is to a document in a
collection or corpus. As the result a time series are constructed. A tool in
time series analysis — the visibility graph algorithm is used for
constructing the graph of subject domain. In this article two actual
subject domains (“Information extraction” and “Complex network”) are
considered for example. The corpora of documents, which are related
with actual subject domains, were considered from an open access
repository of electronic preprints — arXiv (https://arxiv.org). The
proposed algorithm is used for the set of documents, which are related
with “Information extraction” and “Complex network”. This article
shows that applying only GTF metric is more expedient compared with
GTF-IDF metric in case when the set of documents describe one subject
domain. Also the results of applying the visibility graph algorithm and
the compactified horizontal visibility graph algorithm are compared. This
article shows, that in some case using the compactified horizontal
visibility graph algorithm gives a network of words with more gquantity of
connections between concepts compared with using the visibility graph
algorithm. An open-source visualization and exploration software for all
kinds of graphs and networks Gephi and an original package of specially
developed Python modules are used for simulation and visualization as
an additional tool. The proposed algorithm can be used for visualization
some subject domain, and also for information support systems, enabling
to reveal key components of the subject domain. Also the results of this
article can be used for building Ul of information retrieval systems,
enabling to make a process of search a relevant information easier.
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1 Introduction

The development of the Internet caused set of problems, which
related, first of all, with the massive quantity of data in the Web-space,
including a needless data.

Today in the Internet there is a huge and dynamical information base
which is an available for research and analysis. It turned out, that many
tasks, which arise during working with the network information space,
have much in common with mathematical sciences. This fact opens wide
opportunities to applying a powerful mathematical tool [1,2]. Taking into
account the problems of the huge dimensionality and the dynamic of
information resources in global networks, the knowledge based on
discrete mathematics (graph theory, networks theory), pattern recognition
(classification, clustering), linguistics, digital signal processing, wavelet
analysis and fractal analysis are applied.

Due to terabytes of textual data, that are distributed in networks and
have been accumulating dynamically, development of new methods and
algorithms for analysis these data is necessary. But also the advantages
and disadvantages of algorithms that exist for information retrieval must
consider.

A modern development of technologies in some case enable to find
relevant information. But the problems of further analytical processing of
this information, selection of necessary factual data, detection of
development trends in selected subject domain, relation between
concepts, events, and forecasting remain unresolved. More of these
problems are actual challenges of a semantic processing of huge
dynamical sets of textual data.

2 Analysis of recent researches and publications

The subject of this study is actual and most commonly found in
various articles of foreign and domestic scientists. For example, in the
works [3,4] the main accent makes on development new methods and
algorithms, which are appointed to analytical processing of huge sets of
textual data. In the works [5,6] authors consider a linguistic processing of
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natural language texts, as one of the central problem of intellectualization
of information technologies.

In particular, in the works [7-10] the visibility graph algorithm is
proposed. Also the method to constructing networks based on the
visibility graph algorithm is presented in works [11-15].

3 Review of some visibility algorithms

In this work network of connections between terms and concepts,
which go into textual data is building. Building networks of words, the
nodes of which are elements of the text, enables to reveal key
components of the text. At the same time, the task of determining, which
of the important structural elements of the text are also informationally
important, is actual.

There are several approach to constructing networks from the
texts (so-called language networks), and different ways to interpreting
nodes and connections. It leads, accordingly, to various kinds of
presenting of such networks. Nodes are connected if corresponding words
are either adjacent in the text [16, 17], or are in a single sentence [18], or
are syntactically [19, 20] or semantically [21, 22] connected.

3.1 Visibility graph algorithm (VG)

In this article a tool in time series analysis — the visibility graph
algorithm [7, 23, 24] is used for constructing the network. This algorithm
maps a time series into a network.

For example, the derived graph of visibility for the time series
{0.125, 0.063, 0.042, 0.104, 00.125, 0.063, 0.042, 0.104, 0.125, 0.063,
0.042, 0.104%} is presented in Fig.. In the graph, every node corresponds,
in the same order, to series data. The visibility rays between the data
define the links connecting nodes in the graph.

There is a connection between nodes if they are in “line of sight” with
each other, i.e., if they can be connected by a line that does not cross any
other histogram bar. More formally, the visibility criteria is describes as
follows: two arbitrary data values (t,y,) and (t,y,) will have visibility,

and consequently will become two connected nodes of the associated
graph, if any other data (t_y.) placed between them fulfills:
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Also in the article [7] is shown that the structure of the time series is
conserved in the graph topology: periodic series convert into regular
graphs, random series into random graphs, and fractal series into scale-
free graphs.

yc < yb + (ya - Yh)

Fig. 1. Example of a time series and the associated graph derived from
the visibility algorithm

3.2 Compactified horizontal visibility graph algorithm (CHVG)

In the works [11, 12, 13, 25-27] another algorithm to constructing
networks of words — the compactified horizontal visibility graph
algorithm (CHVG) is proposed. In general, the process of constructing
the language network using the compactified horizontal visibility graph
algorithm consists of three stages (Fig. 2). At the first stage the set of
nodes, which correspond to the set of words in order of occurrence in the
text, are marked on the horizontal axis. At the second stage the horizontal
visibility graph is built. Two observations made at times t, and t; to be

connected in a horizontal visibility graph (HVG) if and only if
X, <min{x, X}

forall t, with t, <t, <t;.
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At the third stage, the network, that was obtained at the previous
stages, is compactified. As the result, the new network of words — the
compactified horizontal visibility graph is obtained.

AN : /B
A\ “~ |
\ Nof ‘
\ ® \
! // N .\
/N \
’l 7 ~ \,
. P

Fig. 2. The stages of building of the compactified horizontal visibility
graph (CHVG)

In this manner, the compactified horizontal visibility graph algorithm
enables to constructing of network structures based on texts, in which
numeric values are assigned in some manner to each word or phrase.

4 Forming of the time series

In this article TF-IDF numeric metric (TF — Term Frequency, IDF —
Inverse Document Frequency) is used for forming of the time series. It is
an example of function that assigns a number to a word in the text. TF-
IDF is the most frequently applied weighting scheme. Also this a
numerical statistic is intended to estimating how important a word is to a
document in a collection or corpus [28]. The TF-IDF value increases
proportionally to the number of times a word appears in the document
and is offset by the number of documents in the corpus that contain the
word, which helps to adjust for the fact that some words appear more
frequently in general. It is often used as a weighting factor in text mining,
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information searching and retrieval. Also it can be used as one of the
criteria for estimating the relevancy of a document to a search query [29].

TF (term frequency) is a ratio of the number of word occurs in a
document to the total number of words in the document. In this manner,
the weight of a term (word) t that occurs in a document is simply

proportional to the term frequency. The term was proposed by Karen
Spérck Jones [30],

TF

— r.]i
xn’
k
where n, is the number of occurrences of term (word) i in document;
D' n, is a total number of words in the document.
k

IDF (inverse document frequency) is an inverse function of the
number of documents in which a term occurs. It is the logarithmically
scaled inverse fraction of the documents that contain the word, obtained
by dividing the total number of documents by the number of documents
containing the term, and then taking the logarithm of that quotient. Using
IDF reduces the weight of widely used terms (words).

IDF =1 ‘D
@, )’

where |D| is a total number of documents in the corpus;

number of documents contain a term t, (n, =0).

In other words, TF-IDF metric is a product of two members: TF and
IDF.

(d, ot is the

TF — IDF =TF«IDF
A word has high TF-IDF score in a document if it appears in
relatively few documents, but appears in this one, and when it appears in
a document it tends to appear many times.
After representation of corpora of documents in a vector view
(number of words determines the dimension of the vector), the visibility
graph algorithm, which was described above, is used.

4 Presentation of basic material of the research

In this article before using the method to constructing networks from
the texts we propose to removing stop word. It enables to removing the
words, which are informationally unimportant. We use the stop-
dictionary based on various stop-dictionaries, which are available via the
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links: https://code.google.com/archive/p/stop-words/downloads/;
http://www.textfixer.com/tutorials/common-english-words.php.
Also we use global GTF metric, which looks like
n;
on
k

where n, is the number of occurrences of term (word) i in documents of
the corpus; Y n,is a total number of words in the documents of the

corpus. k
Words, which are occurred not often within single document, have a

low TF metric. But if they occur in every documents of corpora, they at
real are informationally important in global context for considered subject
domain. That is why in this article we use global TF metric (GTF).

GTF =

4.1 Example 1

In this article the corpora of 292 documents, which are related with an
actual do-main — “Information extraction”, were considered from an open
access repository of electronic preprints — arXiv (https://arxiv.org) for
period of time 2000-2010.

As the result of applying of a proposed method to constructing
networks from the texts, the network of key words, which are important
structural elements of the subject domain, was obtained (Fig. 3).
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Fig. 3. The network of key words, obtained through the
application of the proposed method
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Table 1. TOP-40 largest-weight nodes of the network of words
constructed from corpora of documents, which describe
“Information extraction” subject domain

Weight Word Weight (GTF) Word
(GTF-

IDF)

0.23 feedback 0.26 guantum
0.23 quantum 0.26 information
0.22 consider 0.25 feedback
0.218 state 0.239 consider
0.214 control 0.237 control
0.211 measurement 0.205 algorithms
0.21 problem 0.203 problem
0.2 states 0.192 measurement
0.18 continuous 0.186 state

0.179 algorithms 0.185 distortions
0.176 estimation 0.185 concepts
0.176 available 0.178 extraction
0.176 distortions 0.171 loss

0.175 concepts 0.168 limited
0.172 theory 0.166 variable
0.165 identify 0.163 estimation
0.163 limited 0.162 analyze
0.162 paradigm 0.159 states
0.155 defined 0.158 properties
0.152 field 0.158 strategy
0.149 questions 0.157 number
0.1489 considered 0.149 available
0.145 properties 0.143 series
0.145 time 0.141 continuous
0.143 content 0.137 theory
0.14 results 0.136 identify
0.135 entanglement 0.113 entanglement
0.132 presented 0.103 temporal
0.128 number 0.101 propose
0.126 rules 0.092 paradigm
0.124 temporal 0.089 field

0.122 propose 0.085 presented
0.101 label 0.084 rules

0.087 discuss 0.082 defined
0.086 process 0.077 associated
0.083 corresponding 0.072 time

0.076 possible 0.071 possible
0.0745 series 0.07 results
0.053 noise 0.067 basis
0.046 evolution 0.055 answers

Based on the results which presented in the Table 1 we can
notice that quantity of key words, which are informationally important, is
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more in case of applying only GTF metric for the set of documents that
describe one subject domain. The key words, such as “information” and
“extraction”, which are informationally important for the considered
subject domain, are missed in case of using GTF-IDF metric (these key
words have a low GTF-IDF). After analyzing the results of research
(Table 1) we can make conclusion that applying only GTF metric is more
expedient compared with GTF-IDF metric in case when the set of
documents describe one subject domain. It can be explained by the fact
that words, which are key for considered subject domain and occur in
every documents of corpora, have a low IDF (as the result a low GTF-
IDF). But in fact these words are informationally important and define
the structure of the text.

4.2 Example 2

For comparison of the results of applying the visibility graph
algorithm and the compactified horizontal visibility graph algorithm, the
corpora of 2901 documents, which are related with an actual subject
domain — “Complex network”, were considered from an open access
repository of electronic preprints — arXiv (https://arxiv.org) for period of
time 2000-2010. As the result of applying of visibility graph algorithms
two different networks of words for considered subject domain, was
obtained (Fig. 4, Fig. 5).

After deriving the associated graphs from the visibility algorithms, all
the terms are sorted descending and weight values of CHVG and VG
corresponding nodes according to a quantity of connections with other
nodes are calculated. As the weight, for example, the authority (or hub)
calculated by HITS algorithm [31] is used. Because of the graph is not
directed, the choice of a form of the weight is not matter.

Comparing the results (Table 2), it may notice, that in the case of
applying the compactified horizontal visibility graph algorithm (Fig. 5)
there are many words, which have more links than in the case of applying
the visibility graph algorithm (Fig. 4). A general quantity of links is 768
in the case of applying the compactified horizontal visibility graph
algorithm, unlike in the case of applying the ordinary visibility graph
algorithm, when a general quantity of links is 703. It should be noted, that
obtained networks are very complex. That is why we plan to continue our
research in this sphere.
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Fig. 5. The network of key words, obtained through the application of the
compactified horizontal visibility graph algorithm
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Table 2. TOP-40 largest-weight nodes of the network of words
constructed from corpora of documents, which describe “Complex
network™ subject domain

Weight Word Weight Word
(VG) (CHVG)

0.17 networks 0.16 selection
0.17 web 0.16 networks
0.17 systems 0.16 removal
0.17 cell 0.16 systems
0.17 key 0.16 nodes

0.17 scale-free 0.16 network
0.17 display 0.16 cell

0.17 error 0.16 ability

0.17 complex 0.16 communicate
0.17 components 0.16 attacks
0.169 nodes 0.16 display
0.169 degree 0.16 rates

0.169 robustness 0.16 robustness
0.168 redundant 0.16 error

0.166 network 0.16 high

0.1645 rates 0.16 unaffected
0.1643 price 0.16 role

0.161 unrealistically 0.16 price

0.16 ability 0.16 connectivity
0.1582 extremely 0.16 extremely
0.158 number 0.158 web

0.1574 high 0.158 degree
0.1573 communicate 0.158 scale-free
0.156 assuring 0.158 wide

0.1547 social 0.158 unrealistically
0.1545 wide 0.157 number
0.1542 internet 0.157 complex
0.1509 unaffected 0.1573 vulnerable
0.1509 class 0.1573 class

0.1505 connectivity 0.1573 internet
0.1504 albert 0.1572 large-scale
0.1502 selection 0.1572 redundant
0.147 attacks 0.1539 social

0.146 removal 0.1539 failure
0.146 vulnerable 0.1534 key

0.145 role 0.1534 name.albert-laszlo
0.138 failure 0.1533 albert

0.135 name.albert-laszlo 0.1533 components
0.1015 large-scale 0.149 assuring
0.1012 organization 0.133 organization
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5 Conclusion

The method to constructing networks from the texts, so-called
language networks, was proposed. Key words and concepts from the set
of documents which describe some subject domain were retrieved.
Numeric values were assigned to each word or phrase using GTF metric,
which was proposed in this article instead ordinary TF metric. After
analyzing the results of research we made conclusion that applying only
GTF metric is more expedient compared with GTF-IDF metric in case
when the set of documents describe one subject domain. As the result a
time series were constructed. A tool in time series analysis — the visibility
graph algorithm was used for constructing the graph of subject domain.
After analyzing the results of research the important structural elements
of the text were found. It should be noted that these elements of the text
also are informationally important and define the structure of the text.
There was discovered, that in some case using the compactified
horizontal visibility graph algorithm gives a network of words with more
quantity of connections between concepts compared with using the
visibility graph algorithm. Cause of complexity of obtained networks we
plan to continue our research in this sphere.

The proposed method can be used for visualization some subject
domain, and also for information support systems, enabling to reveal key
components of the subject domain. Also the results of this article can be
used for building Ul of information retrieval systems, enabling to make a
process of search a relevant information easier.
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METO/] PO3IOILTY TABJMIb PEJSININHOI BA3H
JAHHMX PIBHOI'O OB’€EMY TA PI3HUMH
NMOBIPHOCTSIMHU 3BEPTAHHSI 1O HUX B
THOOPMALINHO-OBYUCJIOBAJIBHIN MEPEXKI ACY

Irop Cy6au, Onexcangp Yaysos
Incmumym cneuianvnozo 36’°a3Ky ma 3axucmy iHgpopmauyii
Hauyionanvnozo mexuiunozo ynieepcumemy Ykpainu “Kuiecoxuii
nonimexniunuii incmumym imeni Izopsa Cikopcokozo”, Ykpaina
igor_subach@ukr.net

Ilposedeno amanis QyHKYIOHYBAHHA CYHACHUX CUCMEM YNPAGIIHHS
bazamu Oanux (CYB/), wo ¢yurkyionyioms 6 ingopmayiiino-
obyucniosanvrux — mepescax — (IOM) — agmomamuzosanux — cucmem
ynpasninna ~ (ACY).  3pobneno  6ucHogok — npo  3anexcHicmb
npooykmusnocmi  @yukyionysanns IOM ACY 6i0 memody po3noodiny
iHGhopmayitinozo pecypcy, KUl 3aCmMoco8yeEmvCsi 8 Hill. Biosnaueno, wo 6
OCHOBY MemOoOdy OOYINbHO NOKIACMU 0A2amopieHesy I€papXiuHy mooeinb
suodinenus ingopmayitinoco pecypcy. Biomiueno, wo eeauxa Kinvkicms
napamempie, ki @nIUBAIOMs HA PO3NOOLT iHGopMayilinoco pecypcy, a
makodc ~ poamaimicmb  NOKA3HUKIE — AKOCMI — npu  GUSHAYEHHI
Xapakmepucmuk po3nooiny I mpyoHowi IX 36e0eHHs 00 EOUHO20
Kpumepito, 00Cums YCKIAOHII0Mb MEMOOU PO36 SI3aHHS 3a0ayi po3nooiLy
inghopmayitinoco pecypcey. Ilpu yvomy cymo yiei  3adaui nonseac y
PayioHansHoMmy posmiwgenti persayitunux maoauys BJ/] no pisnux munax
anapamuo-npocpamuux 3aco6is (AI13). lle oaec moscrusicms ckopomumu
uacogi eumpamu Ha 00OpPoOKY 3anumie, 3 02180y HA Xapakmep
obpobmosanux oanux. Cgopmyrvosano 3adayy po3nodiny MiHImMizayii
uacy docmyny 0o madauysb po3nodirenoi perayitnoi 6asu oanux (PPB/)
00HAKOB020 00’€My MaA PI3HUMU UMOGIDHOCMAMY 36EPMAHHA 00 HUX.
3pobaeno 6ucHo8oK npo HeMONCIUBICMb 1T PO36 SI3AHHSI CMAHOAPIMHUMU
Memooamu  6HACHIOOK —HeNiHIUHoCcmi obmediceHb 6 II  NoCMmaHo8yl.
3anpononosano memoo  piwenns  copmynvosanoi  3adaui,  AKul
6azyemuvcs Ha cneyughiyi oomedicenv 3a0aui ma yinboeoi yuryii. Cymo
3aNpPONOHOBAHO20 MeMOOY NONALAE Y 36YHCEHHI OONYCMUMUX DIUleHb Ha
OCHOBI 8DAXYBAHHA HENIHIIHOCMI 36 ’513KI8 6 00OMedCeHHAX 3a0ayi ma
MEMOOUKU PAHIICYBAHHS OLOKIB, WO 3aNPONOHOBAHA AGMOPAMU.

Knrouogi crnosa: asmomamuszosana cucmema ynpasninisi, ingpopmayiino-
00UUCTIOBANIbHA Mepedica, PO3NnoJiiena penayiina 6a3a OaHuXx.

1 Beryn

AHaiti3 QyHKIIIOHYBaHHS cucTeM ynpaBmiHHA 6a3amu manunx (CYB/I)
iHpopMmaniliHo-oOuncmoBanbHuX Mepexx (IOM)  aBTOMarm3oBaHHMX
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cucrem ympasiiHHI (ACY) [1, 2] mokasye, Mo METOA pO3IOALTY
inpopmamiiHoro  pecypcy IOM  ACY  nmna 3a0e3ncueHHA
(hyHKIIOHYBaHHS CKJIAIOBUX YAaCTHH CUCTEMH Yy 3HA4YHil Mipi BU3HAYae ii
MPOAYKTHBHICTB.

Iling gac opramizanii Ta ¢yskmionyBanHI CYBJ] BHKOPHCTOBYETHCS
OaraTopiBHEBa cucTeMa oOpOOKHM Ta 30epiraHHsA maHuWX. s IOTO IpH
NPOEKTYBaHHI CHCTEeMH abo T MoJepHi3alii CTBOPIOETHCS MOJEIb
iepapXiYHOrO0  BUAUIEHHS iH(GOPMAIMHOTO pecypcy, sKa MOXKe
pO3rIsIaTHCS. JOCHTh ABTOHOMHO Ta HE3alIeXKHO BiA B3aeMomii i3
30BHINIHIMU aboHeHTamMu. Taka MOzenb 3aCTOCOBYETHCS B CHCTEMaX, /i€
Juist OinbIIOCTI (DYHKIIOHYIOUMX TpaH3aKLil iCHYe MOPIBHSIHO BEIMKHI
NPUITYCTUMHUH Yac peakiii Ha 30BHILIHI BIUIMBM i MOTPiOHI Oinpun
00’eMu maM’Ti U1t 30€epiraHHs MAacHBIB JaHUX 1 IIPOTPaM.

KoxHnit HacTymHHH piBeHb MOJETI i€papXidHOrO  BHUIUICHHS
iH(pOPMAaLIHHOTO PecypCcy XapaKTepU3y€eThCs 301TBIICHHSIM Yacy JOCTYITY
Io iHpopMarii Ta 3HIWKEHHSIM BapTOCTI 30epiraHHs ONWHUII JaHUX.

3MiHa XapakTEPHCTHK pecypcy KOKHOTO piBHSI Oe3nocepenHbo
BIUIMBAa€ Ha MPOAYKTHBHICTH i edekrtuBHICTH podotn IOM ACY B
uinomy. J{ns koxxsHoi IOM ACY notpiOHO po3B’si3yBaTH ONTHMI3alliiiHy
3aa4y PO3MOALTY OOMEKEHOro iH(GOPMAIIHOIO pecypcy 3 METOHo
oJiep )KaHHsI MiHIMAJILHOTO 3HAUSHHS y3araJbHEHOTO MTOKa3HHKA.

Benuka KinbkicTh TapaMeTpiB, [0 BIUIMBAIOTh Ha  PO3MOZILI
iHpopMaIiHOTO pecypcy, a TaKoXK po3MaiTiCTh MOKAa3HHUKIB SKOCTI MPH
BU3HAYCHHI XapaKTEPUCTHK PO3MOAUTY 1 TPYAHOIII X ITOETHAHHSA IO
€IMHOTO KPHUTEPIl0, JOCUTHh YCKIIQJHIOIOTh METOJIM PO3B’s3aHHS 3aaadi
posmoxiny iHdopmarmiiiHoro pecypcy. Tomy HOIINBHO pO3TIsAaTH
mpoIiec po3moauTy iH(pOpMAaIiitHOTO pecypey Y BUTIIAAL PSIIy YaCTKOBUX
Mojened, ski Oe3nmocepenHbO MOB’SI3aHI 3 XapaKTEPUCTHKAMH
30epekeHnX JaHuX [5].

Bupinumo psig ocobnuBocteit pyunkuionyBanus CYB/] B IOM ACY:

pIBHOMMOBIpHE 3BEpPTaHHA [0 ACSKUX PENSIHHUX TaONuIb AaHUX
piBHOro 00’eMy BHACIIZIOK TOTO, 110 Yac po3B’sizanHs 3agady IOM ACY i
nepioau 3BepTaHHst 10 30eperkeHoi B b1 indopmariiii, € MpOrHO30BaHUMU;

OJTHOKPATHICTh 3aBIaHHS pPENAMIHHUX TaOJMIb, NPUIOMY BiJOMO
3a3Janeriib, IO CTPYKTypa JaHUX J03BOJSIE MaTdh DAl PesiiHIX
TaOJIHIb OTHAKOBOTO 00’€MY IJIsl OJTHOTO 1€PApXIYHOTO PIiBHS 1AM sITi;

pi3HUIT 00’€M penAmiiHUX Ta0IuIb, TOOTO HASBHICTH PEIAIIHHUX
TabNMIb pizHOTO 00’€MY, aje OJHAKOBOi CTPYKTYpPH. Y IIbOMY BHIIAIKY
MOXJIMBA JEKOMIIO3MIISl PI3HUX 3a 00’€MOM pEISLIMHMX TaOJUIb Ha
piBHI.
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Takmit migxim 3actocoByeThcsi mpu mpoekryBaHHi CYBJl, mo
BIZIPI3HAIOTECS CYBOPOIO NEPIONUYHICTIO 0OpoOKHM iH(popMarlii, ska €
XapaKTepHOIO U JCSKHX l€papXidHUX pPIBHIB IJCHCTEM KOMIUICKCIB
3amad, sKi He OB’ sA3aHi 3 IPOLIECOM YIIPABIIiHHS.

Tomy mim mopmem o po3mozineHoi pemsmiaoi 6asm manux (PPB])
OyzmeMo pO3yMITH MOJENb, IO XapaKTEePHU3YEThCS  PEISIHiHHAMH
TaONMUIIMU PIBHOTO 00’€My, IPUYOMY HMMOBIPHOCTI 3BEpTaHHS O HHUX €
pisaumu. Hassemo npany wmogmens — wmozpens PPBJ] 3 pensumiiiauvu
TaONMUIIMUA PIBHOTO 00’€My Ta PI3HUMH HMOBIPHOCTSIMH 3BEpPTaHHS 10
HHX.

Ipu inTencuBHOMY motoll 3amuTiB g0 CYBJ] dakTuHa MIBUAKOMIS
BukoHanHs 3agad IOM  ACY y 3HauHiii Mipi BHU3HA4Ya€ThCs YacoM
00poOKH KOKHOTO 3anmuTy. Ormeparii mo 00po0Ii 3aMuTiB 10 Pi3HUX THITIB
amapaTHO-TIporpaMHuX 3aco0iB (AII3) MOXyTh 4acTKOBO a0 MOBHICTIO
CIIOJTydaTHCS 32 9acoM, TOOTO (paKTHYHA IIBUAKOMIS ICTOTHO 3aJICXKUThH
BiZ oOpaHOro crocody o0poOku persniianx Tadnunb 6a3u ganux (B/I)
pizaumu tumamu AIl3.

VYV cydacaux PPBJl mpu o0poOui Benmkux iH(GOpPMAIiHHUX MAaCHBIB
HIBUJIKICTH OOPOOKM ICTOTHO 3aJICKUTh BiJl PO3MIIICHHS PESIIHHUX
TaOJIHIIb, [0 OMUCYIOTh OMHOTHUIHI 00’ exTH [1—4]. BignosigHo a0 3amad,
sKi BUKOHYIOThCsI ACY, Ipu NPOEKTYBaHHI CKIAAHUX 3anuTiB 10 PPBJ]
BEJIMKOI iH(pOpMaIiiHOT EMHOCTI, HEOOXITHO BKJIACTHCS B 3a/1aHi 4acoBi
TPaHMIIL.

[pu mpoMy cyTh 3aaa4i po3monity iHGOPMAIIIHHOTO pecypcy IMOIsTrae
Y palioHaTbHOMY pO3MIlIeHH] persanidHux Tabmue b/l mo pisHUX THHax
AII3. lle mae MOXIHBICTb CKOPOTHTH YacOBi BHUTpaTH Ha OOpOOKY
3aIUTIB, 3 OTJISAY HA XapakTep 0OpoOIIOBaHUX JaHUX.

2 IocranoBka 3agaui MiHimizauii yacy mocrymy Ao Tadauub

po3nojijieHoi pessiniinoi 6a3u 1aHux

Hus  3amuty, sakwid  (OpMYyeThcs Ha OCHOBI iH(popMmarii, o
otpumyethest 3 M tabnuis PPBJ] o6cary W, 3 fiMoBipHiCTIO 3BepTaHHS 110

- M

s-i Tabmuni — ps, (S=1,M), > ps =1|, y BUIAAKY MOJENi PO3NOALTY
=1

pemsniitanx Tabmmie BJ] piBHOrO 00’eMy 3 pi3HMUMH HMOBIPHOCTSIMH

3BEpTaHHs J0 HUX [4, 5], cymapHHUi 9ac TOCTYIy 0 PENAMiHHUX TaOIuIh
CKJIaje:
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Je X — OyJaesa 3MiHHa posnoairy tabmuns PPB/:

1, ko i -a TabauIs po3MilyeThcs B K - My 6o,
Xi, = .
Ik 0, siko i -a Tabnuis He BUKOPHUCTOB ye K - i OJI0K.

IIpu oOMekeHHX:
KO)KHA persiiitHa Tabnuis oOpoOIsIeThes TUTBKA B OJHOMY OJIOIN, IIIO
He BIUTMBA€ HA 3arajpHICTh TMOCTAHOBKHM 3adadi, Tomy mio V; > W

Vjel,_N:

Kc
DXk =1 i=1,M; 2
k=1

N
ne K¢ = Z Nj — 3aranbHa KUTBKICTh TOCTYIHHUX OJIOKIB;
j=1
KUTBKICTh 3a/isHUX OJIOKIB THMY | HE TOBUHHA MCPEBHUIIYBATH
MaKCHMaJIbHO MOXIIMBY KUIBKICTh OJIOKIB JJAHOTO THUILY, 10 HEOOXiTHO 3
BH3HAYEHH: 3MiHHHX Vj:

yisn, j=LN; (3)

HaBeleHI cymapHi BHUTpaTH Ha HeoOXimHe uucio OmokiB AIl3 He
NOBHHHI EPEBUIIYBATH MaKCUMAJIBHO MTPUITYyCTUMOTO po3Mipy BuTpar F,
110 3a/1a€ThCST HEPIBHICTIO:

N
v <F; 4
2. fjyj=<F; (4)
=1
3MIiHHI 3a/a4i TOBHMHHI HajJexaTd 3ajaHiii obnacti Ta OyTu
LJIOYHCETbHUMMU:

Xike{O,l},yje{O,l,...,nj}. (5)

BuMmora mnpo JOCTaTHICTH uYwcia OJOKIB THIy | Ui OOpOOKH
pensmiitanx tabmunpe b/l 3anncyeThest HEPiBHICTIO!
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M e(i-D+y;

z ZXikSIj~yj VjEl,_N, (6)
i—1 k=g(j-1)+1
ze l; = [V;/ W] — 4ucno pemsuiiHux TabIuIp, Ki MOXYTh 00pOOIIATHCS B

OJIHOMY GJIoIIi j-TO THITY;
o(j) — dynkuist 3minenss Homepy Ha muoXxuHi {0, ..., N-1} Tumis
00YHCITIOBAIFHUX BY3IIiB!
9(0)=0;

.
o(i-D=Yne, j=2N.
k'=1

%

OyHKUis 3MilIEHHS HOMepa JI03BOJISIE Ul OOYMCIIOBAJIBHOIO By3Jia
THIY | BHU3HAYMTH TOPSIKOBHI HOMep mepumioro 3 OJOKiB, sKi

NPE/ICTaBIICHI IS 3aIUTY k(-l) = o(j-1)+1.

3 ypaxyBaHHSAM IbOTO, YHCJIO PEILIMIHHUX TAOIHIb, MO PO3MIIICHI y
0JI0Kax THILY j, TOPiBHIOE:

M e(-1)+y;
Z ink “J . (8)
i=1 k=¢p(-1)+1

Bumora momo MiHIMI3amil yacy AOCTYIy JO PO3IOAUICHUX TAOIUIb
Bl mpu o06pobui Ta posmimenHi PPBJl mpuBommte mo 3amaui
[UTOYMCENFHOTO HENHIHOTO MporpaMyBaHHS 3 HiJTbOBOIO (PYHKITIETO:

M K¢ .
T=> > piXk 7k —>min 9
i=1 k=1

Ta oomexenusamu (2) — (7).

HasBHicTh 3MiHHOT )j y Mexax cymu obMexkeHHs (6) He n03Bojsge
pO3B’s3aTH 334a4y LIJOYMCENBHOro nporpaMmyBaHHs (9) cTaHIApTHUMH
METOJaMH, OCKIJILKH JJaHEe OOMEXKEHHS HE € JIIHINHUM.

ToMmy g pimeHHS [aHoi 3amadi HEOOXiIHO BHKOPHCTOBYBATH
METO/IH, 110 6a3yI0ThCs Ha crienudini 0OMexeHb Ta MiaboBii GyHKIi [7].

3 Metoa po3nogiay TadauUb PO3MOAiIeHOI peisiniiiHoi 0a3u
manux B IOM ACY

Amnamiz myOmikamid [8—11] moka3ye, mo He3Bakalo4M Ha Te, IO
3aj1a4a UIOYMCETBHOTO MPOrpaMyBaHHs Ma€ 3Ha4Hy CKJIaJIHICTh 0O i1
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BUpIIIEHHS, [UII Hei po3poONIEHO JOCTaTHHO BENHKY KIJIBKICTP
anroputMiB. Jledaki 3 OUX aNropuTMIiB e(pEeKTHBHI ISl OKpEMHX KJaciB
3a7a4 LiJTOYHCENBHOTO MPOrPaMyBaHHS, OAHAK, Y 3arajlbHOMY BHIAIKY
MOXKHa CTBEpDKYBaTH, IO HE ICHY€ 3arajbHOr0 alropuTMy, SKHH On
3HaXOAWB ONTHUMAJIbHE PIIICHHS 3a JOCTAaTHIH 4Yac I 3amad BEJHKHX
PO3MIpHOCTEH.

Tomy nus pimneHHs ontTuMizauiitHoi 3anaui (9) npu oOMexeHHsX (2—7)
MPOTIOHYETHCS BUKOPHCTOBYBAaTH METOJI 3BY)KEHHSI 00JIaCTi AOMYCTUMHX
pimeHs, Mo 0a3yeTbesi Ha ypaxyBaHHI HENIHIMHOTO 3B’SI3Ky 3MIHHUX B
oOMexeHHsX (2—7) Ta MeTomull paHXXyBaHHS OJOKIB, 1o Oyina
3aIpOIIOHOBAaHA aBTOPAMHU.

[Tepinii eranm MpONOHOBAHOI'O METONY MOJATae B PO30OMBLI 00yacTi
JOMTyCTUMUX DIllleHh Ha JBi miaMHOXUHHE X Ta Y, me Y — miJodncenbHa
MHOYXFHA BEKTOPIB PO3IMOILTY OJ0KiB Ta X — MHOKHHA TUTaHIB PO3MOIITY
PEIAiTHIX TaOTUIIb.

KooxHuil eleMEeHT MHOXKUHU JOIMYCTUMHUX pilieHs 3aaaui (2-9) Z = {z
= (X121, weer Xiks ees XMKC v Y1, s Yjr o Yy)} MOXKHA NpPEICTABUTH SK

KOHKATCHAIII0 IJIaHY PO3MOALTY PEJSIIHHUX TaONHIh M0 0J0KaX BY3JIiB

IOM 3 muoxmHEH X = {X = (X1, ..., Xy, )} C gMxKe 1 BEKTOpa

N
posmnofiny 3aaisHux 610kiB 3 MHOKHHA: Y ={y = (Y1, ..., V) } cR :1z=X
y.

Kosken ¢ikcoBaHMil BEKTOP PO3MOIINY Yfix OMHO3HAYHO BU3HAYAE TLIAH
PO3IOIiTY, BUXOAYH 3 00paHOTro crioco0y BIOPSAKYBaHHS OJIOKIB:

Xik=1mmsai =(k-1)-lj+1, .., kdj, i <M;
k=o(G-1)+1,..,0(G-1)+ vy, j=LN; (10
Xik =0 st i =(k-1)l+1, ... ki, i<M;
kzo(-1)+1,..,0(-1)+ Yy j=1N;

Ha ppyromy erami 3 MHOXHHH BEKTOPIiB PO3IMONALTY OJOKIiB BY3IiB
BUAAJSIOTHCS BCI €JIEMEHTH, IO HE 3aJ0BOJIGHAIOTH yMOBi (2). IloTim,
BUKOPUCTOBYIOUM Pi3HI BapiaHTH pPaHXyBaHHS II0 THIIAX BY3JIiB,
KOPETYIOThCSI BEPXHS Ta HIDKHS MeKa PO3OMBKH MHOXHHHU Y IO PiBHSIX
3aqiTHUX OJIOKIB TaKUM YHWHOM, MIO0 B OTpPHMAaHIM IIiIMHOXHHI Y*
MICTHBCS BEKTOP ONTHMAJIbHOrO po3moxiny 6ok Y™ ta card Y <<
card Y.

VYBenemo Ha MHOXHHI Y Oi€KTHBHE BiJOOpa)KeHHS Ha TiAMHOXHUHI
iuXx HeBin' eMHUX N-pO3psIHUX P-X YUCET:
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N
j—1 —
rax, mo y(y)=ry=| > y;-p! ,}Jep—1+rj‘r€116%(nj.
j=1 P
3 oOMmexeHHs (2) Ta OIEKTUBHOCTI BBEJACHOTO OOMEKEHHS MOXHA
3po§1@14 BHCHOBOK, IO TOTYKHICThb MHOXMHH Q, 0oOMexeHa 3BepXy
HEPIBHICTIO:

N
cardQ,, < H(”j +1) (12)
j=1

OueBuaHO, MmO icHye exuHe po3omTTs Q MHOXKMHM Qp, Ha Kc+1
MiIMHOXUH, SIKI HE TEPETHHAIOTHCS Ta B KOXKHOMY 3 SKHX € (hikcoBaHa

cyMa p-19HUX UQp:

KC
Q- Uop, 3
s=0
N _
e Qgs): rpl 2 Yj=55=0,K, (14)
j=1

MPUYOMY HIDKHBOIO MEXKOI0 () € QE)O) , @ BEPXHBOIO — QgKC) .
BinMmitiMo, o cepen eneMeHTiB po30uTTs {2 3HAHAYTHCS TaKi Qfo‘{mi” )

Ta Qggmax)’ 1o:
N
Cmin+Smax €1 Ke i Cmin < ZYj <Cmax-  (15)
=1

. * . . . .
Y pesyibTarti 0 MHOKMHE Q[ NOTPAaIIIiOTh TUIBKK Ti P-iuHi YucIa
u3 Qp, B AKMX cyMa HMQP 3HAXOMUTHCA y MeKaX BiXL Cmin 10 Cmax, Y TOMY
quci i r[(fmm).

. . * . . .
Ha tpetbomy etami 3 miaMHOXUHKE Y TiNEPIUIOMIMHAMHE BiICIKAIOTHCS
eJIEMEHTH, [0 He BIOBOJIbHAIOTH 00MexeHHI0 (3) 3a1a4i Ta BU3HAYAETHCSI
migmuoxuHa Y < Y, mo mictuts YO,

. *
I[J'IH moAaJibmoro 3MEHIICHHSA IMOTY>KHOCTI MHOKWHU Qp BpaxyemMo

cnierudiky oOMexxeHHs (2) 3a1adi, 0 PO3TIIIAETHCS.
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~ - i
Hoxkaxemo, mo 3 j<N,3¢- €0,K; (- < Zyj.
j i =1

. . *
HOCHIZ[OBHO 3HaxXoAd4u BCEPXHIO MEXKY CYMH CJIICMCHTIB Q p

(onm)

. ke .
OTPHMAEMO MIAMHOKHHY Qp , IO MICTHTB YHCIO Iy " . 3aCTOCOBYIOUH

. . - . kel
Orecpaniro 3BOPOTHLOTO BlI[OGpa)KeHHS[ \ ! J0 CICMCHTIB MHOXHHH Qp

MOYHA OTPHMATH ITiIMHOXKHHY BEKTOPIB PO3MOiTy 6710KiB Y
( (Y** Yy e YH), OCKUIBKH z//_l(rF(,o”m)): yormy .,

Onrumansanii mwian Y < Y posmoxiny pensifHAX TaGmuip 110

6nokax By3niB IOM BU3HA4YaeThCs Ha YETBEPTOMY €Talli 3a JOTOMOIO
BBeJ/IeHO1 QyHKIIT 3mitnenHs Homepa (7).

BukopucroByroun (10) BU3HA4Ya€MO IUIAH ONTUMAIBHOTO PO3MOALTY
inopmaiitHoro pecypcy mo 6iokam Bysmie — X°™. Toxi pimennsM

saadi € Bexrop 2" = (X(O"’")) !!( y(anm)) .

3anponoHOBaHM METO[, 110 3aCHOBAaHWU Ha BpaxyBaHHI crenugiku
3MIHHHX Ta 00OMEXEHD OINTHUMI3aIliiHoT 3amaqi MOYJINBO
BUKOPUCTOBYBATH ISl pealizamii OUThII CKIaTHUX MOJENCH pO3IoaiTy
iH(pOpMaLiHOTO pecypcy.
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METPAYHMI MIIXII 10 OLIHKHA PUSUKY
KIBEPATAK HA TVIOBAJIBHY MAPIIPYTH3AIIITIO
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Ooiero 3 macwmabnux npobrem Kibepbesneku € 3anobieanHs
nepexonnieHHlo  Mapwpymie 6  cucmemi  2100a1bHOI
mapwipymusayii  mepexci Inmepuem. Ha ocnoei cyuacnoi
C8IMOB0I NPaKMuKU NOBOONMCEHHA 3 PUSUKAMU NPONOHYIOMbCA
meopemuuni  3acadu  iOenmuikayii ma OYiHKU  PUUKIG
NepexonnenHts Mapupymy yepe3 OOCHIONCEHHA MONONO02ii
38’A3Ki8 MidC A8MOHOMHUMU cucmemamu mepexci Inmepnem
0151 nOOAILUWO20 (POPMYTIO8AHHS 3a0ayi 0OPOOKU PUSUKIE 5K
3a0aui npo Mmononozir.

Knrouosi cnoea: enobanvha mapwpymusayis, nepexonienHs
mapwpymis, oyinKka pusuxis, Kibepbesnexa.

1 AKTyaJbHiCTh

B po6orti [1] mpuropHyTOo yBary mo macmraly 3arpo3, MOB'S3aHHX 3
aTakaMH Ha [HTepHeT-MapIIpyTH3alilo, Ta HEOOXiTHOCTI BCEOIYHOTO
aHaiizy pgaHoi npoOieMHOl o0nacti 3 METOH IOLIYKY METOZIB
3MEHILICHHS BIUIMBY TaKWX aTak, sSKi MaTUMYTh BaXKJIMBE 3HAYCHHS IS
Kibep3axucTy SIK Ha KOPIIOPAaTUBHOMY PiBHI, TaKk i Ha PiBHI KPUTUYHOL
iHQpacTPyKTypH JepKas.

OauvH i3 HanpsMKIB BHU3HAYEHO SK HEOOXIAHICTh 3amobiraHHs
MEPEeXOIUICHHIO  MapIIpyTiB 10 BIAcHUX TpedikciB. Hampsmoxk
JOCIIKEHHS. ¢(QOPMYyITBOBAHO SIK 33/1a4y IMOITYKY HaWOUTBII e(heKTHBHOT
TOTIOJIOTIYHOT OpraHi3alii 3B'sI3KiB Ha PiBHI MI00aIbHOT MapIIPyTH3aIlil B
Mepexi [HTepHeT, mo 3a0e3neYnTh MiHIMI3aIliI0 BTPAT Bif] EPEXOTUICHHS
MapIuIpyTy B MeXax HEeBHOI IbOBOI rpynu By3iiB. MeToto gaHoi poboTH
€ BHM3HAYEHHS 3B’SI3Ky MDXK TOIIOJIOTI€I0 Ta PHU3MKOM II€PEXOIUICHHS

MapupyTy.

2 Pu3uk nepexonsieHHs MapuIpyTy B TepMiHax Ta
BU3HAYEHHAX MiKHAPOJAHUX CTAHAAPTIB

B cyuacHili CBITOBil IPaKTHUIIi TOBOPKEHHS 3 pPU3UKAaMHU iCHYE OCHOBA
€IMHOTO METOAWYHOTO TMiAXOMy JO CIPHUHHATTS TOKYMEHTIB, SIKi
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perTaMeHTyIOTh  pPi3HI  acHeKTH  JisTIbHOCTI. Takoio OCHOBOIO €
HactaHoBH [SO Guide 73:2009 “Risk Management — Vocabulary”, ski
TIIyMadaTh 3MICT BiAMOBIZHUX TepMiHIB [2]. TOMOBHMM € TOHATTA
PU3HKY, SIKe HAJaHO SIK BIUIMB HEBH3HAYCHOCTI Ha MOCATCHHSA I abo
metu. Ilpore, OCKUIBKM Take TMOHSTTS pPH3UKY HEMOXXINBE Yy
3HEOCOOJICHOMY CCHCI, BaXIMBO HAacamIlepel BH3HAYUTH, XTO €
3anikaBiieHo0 ctopoHoro (stakeholder) B oriHioBaHHI pusuky. B naniit
POOOTI TaKOIO CTOPOHOIO € Cy0’eKT rI100aIbHOT MapIIPyTH3allii, OCKIIBKI
B HACJiJOK MOXIIMBOIO IIEPEXOIUICHHS MapIIpyTy caMe BiH OTpUMAE
30UTKH.

Pusuk Moxe wMarepianizyBaTHCh SK HacTaHHS IOTEHLIHHO
MOXIIMBUX MNOAIH Ta (a00) HACHIAKIB IMX NOAIA. 3HA4YCHHS PHU3HKY
MOJKHa BHPA3UTH K MOETHAHHS MOiH (i IXHIX HACTIMKIB) i3 BipOTiTHICTIO
X HacTaHHA. Takor IOMICI0 BBaXAaTHUMEMO CBIZOMiI YW HecBimomi mil
TPETIX CTOPiH, AKi MPHU3BENHN 0 TAKOTO HACIIAKY, K HECAHKIIOHOBaHa
MOSIBa B MEPEXKi aIbTEPHATHBHUX, OUTBII PIOPUTETHUX MapIIPYTiB.

Pusuk Mae aHamizyBaTMCh Yy KOHTEKCTI OTOYEHHS, SKE
MOJUIAEThCA Ha 30BHIIIHE Ta BHYTPIIIHE. J[0 BHYTPIIITHHOTO OTOYCHHS
crpo0yeMO BiJHECTH BHYTPIIIHIO TOJITHKY MapuipyTusamii, a o
30BHILIIHBOTO OTOYEHHS — BECh MpoLec MIo0ambHOI MapupyTH3auii B
LJIOMy, SKMH MOJSrae y BiJHOCHHAX 3alliKaBJICHOI CTOPOHH 3 ycima
iHIUMU  cy0’exTamu  Tio0anpHOi Mapumipyrusamii. L{i  BigHOCHHUM
MaTepiali3yroThCs, 30KpeMa, B 00MiHI MapuipyTaMmu mo nporokoiay BGP-
4 ta B iHTepIIpeTanii (CIPUAHATTI) rI100aTbHOT TAOIUIT MapIIPYTH3ALIIi.

OmiHfOBaHHA pH3WKY TOTpedye, cepel  IHIIOrO, HOro
ineHTudikanii. OCKUIBKH  pH3HK  OOYMOBJICHHH  OCOOIHBOCTSIMH
30BHIIIHBOTO 1 BHYTPIIIHBOTO CEPEIOBHIIA, PO3TIIAIOTHCS BCI MOXKIIHBI
JUKepesla PH3WKy, a TakoXX HasBHa iH(GOpMALis MpPO CIPUHHATTS
PH3HKY (ycBimOMIIEHHS pPH3WKY) IIPUYETHUMH CTOPOHAaMH, SIK
BHYTPILIHIMHY 110 BiHOIICHHIO 10 KOMIIaHil, Tak i 30BHimHIMA. Oco0HBi
BUMOTH BHCYBAIOThCS JI0 SKOCTi iH(opmaii (MakCHMaNbHO MOXKIIHMBUIl
piBCHb MOBHOTH, TOYHOCTI 1 THMYAacOBOi BiIIOBITHOCTI NPH HASBHUX
pecypcax Ha i oTpuMmanHs) Ta 11 Jpkepen. Pesynbrar inentudikarii
MOBUHEH OYyTH CTPYKTYpOBaHMM Ta OXOILUIIOBATH YOTHPH EIEMEHTH —
JUKepesla BUHUKHEHHS; TOJii, 110 BHHUKHYTh; NPUYMHHM LUX MOIN;
Hacmiaky nogmid. Jns imeHTHIiKauii pU3HKY NEpexOIyIeHHs MapIipyTy
3pOOKMO OMKUC LIFOTO PU3NKY HA OCHOBI JOCIIKEHHS BIIOMUX TaKTHK Ta
CTpaTeriii TaKMX aTak MepexOIUIeHHS MapiupyTiB [1] Ta y3arajibHUMO IIfO
iHpopmaniro. OTxe:

— JDKepesJlaMM BHWHHMKHEHHS pPH3HMKY OOOB’S3KOBO € iHIII

cy0’eKTH TI00aIpHOT MapIIpyTH3AILlii;
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— mopail, BUHUKHEHHS SKHX CIOPUYUHIOE  DPU3UK, 1€
HECaHKI[IOHOBaHI 3MIHH B ro0anpHi  TaOIUIl
MapmpyTr3anii un ii iHTepmperamii Ha iHmMAX cy0’e€KTax
riro0anbHOT MapIIPyTH3ALIi;

—  HACHiKaMU [UX MOJIN € HECAHKIIOHOBaHA 3MiHa HAIPSIMKY
TIPOXO/KCHHS MEPEXEBOT0 Tpadiky.

3 3aranbHui MiAXiA 70 OMiHKH PU3UKY NepexXoIIeHHs
MapupyTy

Sk BiZIOMO 3 MPHHIMUINB Opradizamii r100anbHOI MapIpyTH3alii Ta
npotokosry BGP-4, OCHOBHHUM TpaH3UTHBHUM IIapamMeTpoM, IO
XapakTepu3ye NMPUBaOIMBICTh MapUIPYTY, € HoBKUHA IUIAXY (AS PATH)
[3]. Homxuna nusixy — ue Qaxtop, sSKWil J03BOJSIE MaplIpyTam 0
OJTHAKOBHMX NpediKCiB KOHKYpyBaTh. [HTepHET Ha LIbOMY piBHI SBISIE
co00r0 He3BaKeHHUH rpad), BepIIMHAMH SKOTO € aBTOHOMHI cHCTeMHu. B
3arajJbHOMY BHMNAJAKYy Tpad € HOUKIIYHAM Ta OOOB'SI3KOBO 3B'SI3HHM.
MarematnuHo el rTpad MOXKHAa TpeAcTaBHUTH abo KBaJAPATHOIO
MaTpPHUIICI0 CYMDKHOCTI, ab0 KBaJpaTHOIO MATpPHUICIO BiAcTaHEH
po3mipHOcTi N, 1e N — KiTbKicTh By37iB [4].

Sxmo icHye miAMHOXXWHA BY31diB, 00’€JHaHA SKOIOCH CYTHICTIO,
TOIOJIOTIsT L€l MIMHOKHHA MOXE pO3MIIsAaTHCh okpemo. Hazemo 1o
MiZIMHOKMHY LJILOBOIO TPYMNOIO BY31iB. Takowo rpyrnor MOXyTb OyTH
BY3JIM — YYACHUKH OY/b-51KOi Mepexi 0OMiHYy TpadhikoM U BY3JIU-KIIIEHTH
OJTHOTO NpOBaiijiepa noctymny 1o [HTepHer.

SIKIIO 37IOBMHMCHHMK BJAJI0O MPOBIB IEPEXOIUICHHS MapUIPYTy YU
3aXOIUICHHsT mpedikcy, 1€ O3Havae, MO JJIsI MEBHOI IJILOBOI TpyIH
BY3JIiB MapuipyT 10 npedikca XKepTBH 4epe3 BY30J 3JIOBMHUCHHKA CTaB
KOPOTIINM, HiX 1HIII, TIPUPOTHI MApIIPYTH, a OTKE - Oy/Ie MepexoIuIeHo
Tpadik 10 1BOTro Tpedikcy Bi 3ragaHol TPyITH By3JIiB.

Sk BKe 3ragyBanoch, y Cy4acHii mpaktumi s ¢opmaizamii pusuKy
IIHPOKO BHUKOPUCTOBYIOTH MOJIENI, $Ki TOB'S3yIOTh MiX C000F0
HMOBIpHICT> BHHHMKHEHHSI HETaTUBHHMX MOAIH 1 MOXIHMBHX 30WMTKIB Yy
pe3ynbTaTi nux noxii [5]. Busnaunmo pusnk nepexormienss Tpadiky R no
MeBHOTO TipeikCcy K JO0OYTOK WMOBIpPHOCTI P Takoro mepexoruieHHs Ta
30utky C, MOB'S3aHHMX 3 MM MEPEeXOIUICHHAM. 30MTOK € B CBOIO 4epry
CyMOIO 30WTKIB Bif mepexomieHHd TpadiKy Bif KOXXHOTO 3 BY3JiB B
[UTBOBIH TpyIi, TOMY:
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R=P>C - (1)

Skmo posmofin 30UTKIB MDK By3JaMH 3a3[ajerilib HEBIIOMUIA,
BUIIPABIaHUM Oyzae BBaKaTH HOTO OJHAKOBHM Ul KOKHOTO By3ina. Tomi
30MTOK € TMPOMOPLIHHUM A0 KITBKOCTI BY3JiB B LUTHOBIH Tpymi. Tomi
MOJKJIMBO OIIHIOBATH PH3HK SK BEIHUHHY, IPOMOPIIHHY KiTBKOCTI BY3JIiB
N, 10 moTpanwmIK mix BIUTHB ITEPEXOTUICHHS:

R=NC. (2)
4 MeTtpuuHuii DifXix 10 BU3HAYCHHS PU3HKY

[Tpoananizyemo, Bill 4OTO 3aJIS)KUTh HMOBIPHICTB NEepeXOIUIeHHs Tpadiky
P. TlepexormieHHsT O3HAYae, MO0 MapHIPYT OO Tpedikca KEPTBU uepes
By30JI 3JOBMHCHHKA CTaB KOPOTLIMM, HDK ICTHHHMH Mapupyt. IcHye
OOHATTSA MeTpuuHOi posmipHocti rpada (metric dimension) - Ttakoi
MiHIMaJIFHOI KiJTBKOCTI BY3JIiB Tpada, M0 IMOJI0KEHHS iHIINX BY3IIiB MOXKE
OyTH TOYHO OIHCAHO BiICTAHSAMH IO MEPIINX. BincTaHp MiX By3JIaMH 5K
JNOBXMHA HAHKOpPOTIIOro Mapupyty uii Mepexi IHreprer [6] - we
(hyHKIS:
d(v,u):miin(d(v,i)+d(i,u)). ®)

3 NpaKkTUYHOI TOYKM 30py L€ O3Hadae€, IO B pa3i MepexOIuICHHS
MapuipyTy Bigctanb (3) uepe3 QIiKTHBHUI MapIIyT cTaHE MEHIIOI0, HiX
Yyepe3 CIIpaBXkHili MapmpyT. MaHInymoBaTH JOBXHHOIO IUIIXY THM
MPOCTIlIe, YUM IeH NUIAX JOBIIHHA (B JOBIIOMY IUIAXY MOCEPEIUHI iCHY€E
OimpIie BY3JiB, Yepe3 sIKi MOXKHa aHOHCYBaTH (DIKTHBHHH MapIIpyT).
OTxe, WMOBIPHICTE TEPEXOIUICHHS P(V,U) MDK By3Tam#a VU
30UIBIIYETHCS YIS JAJIEKUX BY3JIB Ta 3MEHIIYETHCS JUIsl ONM3bKHX:

P(v,u)~d(v,u). (4)

OTxe, pU3HK OB SI3aHUH 3 KIJIBKICTIO BY3JiB, 10 MOXYTh MOTPAIIUTH
i1 BIUIMB TIEPEXOIUICHHS 1 3 BIJICTAHHIO IO KOXKHOTO 3 IIHX BY3IIIB.

B poboti [6] mpencraBneHo AOCTiIKeHHS [HTEpHETY 3 TOYKH 30py
Teopii CKIAAHMX Mepex Ta Oylo TOKa3aHO 3B’SI30K MK CEpemaHiM
NUIIXOM MepeXki, i1 epeKTHBHICTIO Ta Bpa3nMBICTIO. 11 KOXHOTO

KOHKPETHOTO BYy371a V 3a BiJOMHMH BiJCTAHIMH d(V,I) MOJKHA

BU3HAYMTH CyMY BiJICTaHEH:
V]

D, :Zd(v,i) (5)
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3acrocoByroun (4) 10 MHOXKUHH BY3IiB V, 3 ypaxyBaHHAM (5) MOXHA
OTPHMATH 3aJISKHICTh PU3UKY NEPEXOIUICHHS MapIIPYTiB 0 By37da V BifJ
HOT0 TIOJI0KEeHHS BiTHOCHO iHIIHUX BY3JIB:
|

R, ~ 2 d(v.i)- (6)

5 BucHoBok

3 BUKOPUCTAHHAM METpHYHOI (YHKIIi U1 Mepexi [HTepHeT, ska
TpeJCTaBlIeHa Y BUTIAAL rpada, BCTAHOBICHO 3B 530K MK IMOJIOXKCHHSIM
By3Jla B MEpEki Ta pU3UKOM IIEPEXOIUIEHHsI MapIIpyTiB 10 Hboro. Lle nae
B MOAAJIBIIOMY MOXIIMBICTh C()OPMYJIFOBATH 33]auy KepyBaHHS pU3UKaAMHU
JUTS TIEBHOT'O BY3JIa BiJl IEPEXOIUICHHS MapIIPYTIB SK 33a7a4y MOIIYKY JIJIs

HBOTO HAHOUTBIII €peKTUBHOI TOMOJIOTIi 3B’ SI3KiB.
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METHOD OF FORMING THE RING CODES

Otrokh S.1.Y, Kuzminykh V.0.?, Hryshchenko 0.0.!
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The article considers the method of forming a type of cyclic
code - the ring code. The purpose of creating the ring code was
the compression of information and its protection against
unauthorized access. The article presents the structure of the
forming matrix and the mathematical model for the formation of
the ring code. To identify the ring code the shift indexes vector is
proposed. An algorithm for constructing a shift indexes vector is
given on the example of a specific ring code. The properties of
shift indexes vector, created by summing the number of units
obtained as a result of one of the binary transformations of the
XOR, OR, AND elements of the initial sequence (first line) of the
ring code and successively on each subsequent line, are
investigated. The formulas of calculation of the sum of the decimal
values of the elements of the shift indexes vector are given. This
method can be used to build an effective channel for the
transmission of the future network. The result of the study
determined that the compression of information on the use of the
ring code is 2.7 times compared with the amount of information
transmitted.

1 Introduction

Ring codes are built on the principle of block cyclic codes, the rows of
forming matrices which are interconnected as a condition of cyclicity.
The offset of the elements of the code sequence of the cyclic code is done
from right to left, and, the leftmost symbol is always transferred to the
right at the end of the code sequence. Each line of the forming matrix of a
cyclic code has the same number of elements and the same structure of
combinations of units and zeros, but the number of rows and columns in
the forming matrix can be arbitrary. A ring code is a kind of cyclic code
and, unlike the latter, is always a square matrix of size N x N, in which
the number of rows corresponds to the number of columns. Each line of
the forming matrix of the ring code contains m units and, accordingly, N -
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m zeros. In this case, the rows of the matrix form a ring of a complete
cycle of shift of elements of the code sequence.

2. The algorithm of the ring codes formation

The algorithm for the formation of a ring code is shown in Fig. 1.

Code combinations of units and zéros
of 2 certain structure in length N, the sumber
of code sequences n « |

|
*y
Saving the code sequence

:

The shift of the code sequence is ome symbol
from right to left

No

Fig. 1. The algorithm of the ring code formation

In general, the code sequence of the ring code can be determined as:

Cx)=k-x" 1 4+ k-x?+k-xt+k-x° 1)

where k — coefficient that acquires the value of 1 or 0, and x —2 (the basis
of the binary number system), and 0,1, ... N-1 — is the bit number of the
binary system of the number.

Then the forming matrix of a circular code of size N x N in the
general form is formed so that the number of rows equals the number of
columns, that is, the matrix has a square shape. In this case, the matrix
can be recorded that (2):
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C(N,N) = ' (2)

3 The mathematical model of the ring code formation

The process of forming a ring code possible to describe
mathematically. The binary code sequences of the ring code can be
represented in the decimal system in the form of their decimal values, the
mathematical model for the formation of which takes on this form:

Ci(N'm) :Sl USZ’ (3)

where C;(N,m) — total set of decimal values of code sequences, S; is a

set of a first decimal values of the code sequences of the ring code, S, —a

set of a second code decimal values of the ring code sequences, N — the

number of code sequences of the ring code equal to the number of

elements of the code sequence, m — the number of units in code sequence.
At that

S = {511’512' ---'Sln)}' Sz = {521,822, S21} (4)
where: Sq1 — the decimal value of the first code sequence of the set 1,
S15 — the decimal value of the last code sequence of the set 1, Sy1 — the

decimal value of the first code sequence of the set 2, S5; — the decimal
value of the last code sequence of the set 2.

Common expressions for computing the decimal values of the

elements set S, are as follows:

11 = Nico ke x 2! ®)
where k — coefficient that acquires the value of 1 or 0, N is the number
of elements of the code sequence, and s;, - the least decimal value of the
code sequence.

It should be noted that the decimal value of each subsequent code
sequence is twice the decimal value of the previous code sequence of the
set S;. Therefore:

S12 = 28115 S1n = 2 S1(n-1)» \ (6)

where n — the number of code sequences in a set S;.

The general expressions for computing the decimal values of the set S,
are as follows:

S21 = S1n = Spi Sa2 = 2+ 8215 S = 2 S1-1)- (7)
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Where S, — the difference, the calculation formula of which depends
on the structure of the combinations of one and zero symbols of the code
sequences of the ring code; I - the quantity of code sequences in a set 2.

The ring code is characterized by a vector of shift indices (VSI),
which is formed by summing the number of units obtained as a result of
one of the binary transformations XOR, OR, AND (with N or without it)
of the elements of the initial sequence (first line) of the ring code and
successively each of the next line.

For example, the shift indexes vector of the ring code of 7 x 7, each
line contains 4 units and 3 zeros, and the initial vector consists of a code
sequence [0101011], is {624426}, as shown in table.l. Moreover, the
quantity of symbols in the shift indexes vector per unit is less than the
number of lines of the ring code. It should also be noted that the shift
indexes vector is a group integral index of the whole ring code, rather
than a single line of it.

Thus, in the communication channel, we can transfer 49 binary
information symbols, unless we use the ring code. If we use ring code in
the communication channel, we transmit instead of 49 symbols only 18.
Due to the use of the ring code, avoid redundancy and the gain is 49/18 =
2.7 times.

Table 1. The process of creating the rng code

The matrix of shift The matrix
indexes vector in - y of shift
= x Shift indexes 5 =
Formaton' the binary system indexes  [Shift indexes vector m o
e vector m dectmal : 2
matrix as a result of the ¥y vector in binary system
{ / {(number of units) -
logical operation i1 a binary
XOR systemn
oto1011 | 11110t | 6 110 |
1010110 0000110 2 0oL
0101101 1110001 4 100
1011010 1110001 4 100 110010100100010110
0110101 1000001 2 010
1101010 tirnio 6 110
| 1010101 | I [ 1

The mathematical expressions of the formation of the vector of shift
indices (VSI) by summing up the number of units obtained as a result of
the implementation of the binary transformations XOR, OR and AND,
respectively, become as follows:
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VSlIyop “Bp1(xy XOR X300 T (% XOR x50..U . BN (2, XOR xy; ), (8)
VSIan 2% (X34 OR X200 U D502 OR X30)...U .. T8 (%1 OR Xyy) b
VSIann “Ti 1 (X AND 2,0 U B0 (x1 AND 23000 . EN (x,  AND x5, (10)

where x;;, X4, X34, ..., Xy;  i-th element 1-st, 2-nd, 3-th, N-th lines of the
ring code.

As a result of research of the structure of VSI formed through the
binary transformations XOR, OR, AND, the following patterns were
found:

— the elements of any VSI are placed symmetrically with respect to its
center;

— the sum of the decimal value of the element formed by the binary
XOR transformation, and the decimal value of the element formed
by the binary transformation AND, is equal to the decimal value of
the element, formed by binary OR;

— vectors of the indices of the shift of the ring code can be obtained
both in rows and in the columns of the matrix of the ring code;

— the structure of the XOR vector of shift indices remains unchanged
if the value of the symbols of the code sequence of the ring code
changes to the opposite. The AND and OR vectors of the
displacement indices do not have this property.

The sum of the decimal values of the VSI elements formed by the OR-
transformation consists of the sum of the decimal values of the VSI
elements formed by the XOR transformation and from the sum of the
decimal values of the VSI elements generated by the AND
transformation. At the same time, the analysis of the structure of the
vector of shift indices and their total values allows to note that, regardless
of the number of elements of N and the number of single symbols m in
the code sequence, there is a functional dependence between the sum of
the decimal values of the elements of the shift indexes vector and the
number of zero and single symbols. It represented by the following
formulas:

1) for VSI, created by the XOR-transformation:

S\/SI(XOR) =(N-m)-2m, (12)
where Sy xopy — the sum of decimal values elements of the VSI

generated by the binary XOR-transformation.

In order to determine the number of one and zero symbols in the code
sequence, you can apply the formula for calculating the discriminant and
the roots of the quadratic equation:
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N + ’Nz 74sv5| (XOR)
2 (12)

X2 = 2 )

where X, , - the quantity of one and zero symbols m and (N - m), N - the
length of the code, Sy xor) — the sum of the decimal values of the

elements VSI generated by the binary XOR-transformation.
2) for VSI, created by binary AND-transformation:

SVSI(AND) = (m_l) -m, (13)
where S apy — the sum of the decimal values of the VSI elements
generated by the binary AND-transformation.

In order to determine the number of one and zero symbols in the code
sequence, you can apply the following simple formulas

3) for VSI, created by the binary OR-transformation:

Svsiory = (N—m)-2m+(m—-1)-m=N-2m—-2m? +m’ —m =

=N-2m-m*-m=m-(2N -m-1),
where S o) — the sum of the decimal value VSI elements generated by
the binary OR-transformation.

In Table 2 and on the Fig. 2 shows the dynamics of change in the sum
of the decimal value VSI elements generated by the binary

transformations XOR, OR, AND, depending on the number of single
elements m of the code sequence of ring code.

(14)

Table 2. The dynamics of change in the sum of the decimal values
of the shift indexes vector elements, depending on the number of
elements of N and the number of single symbols of m code sequences

Number The sum of the decimal values of the elements VSI
of units m XOR-VSI | AND- VSI | OR- VSI
The number of items N=7
1 12 0 12
2 20 2 22
3 24 6 30
4 24 12 36
5 20 20 40
6 12 30 42

53



4 Conclusion

The method of the ring code generation was developed and the
mathematical models of forming the ring code families for the
construction of an effective channel for the transmission. The
mathematical models of forming the ring code families were developed
with using the values of code sequences in the decimal system.

The vector of shift indices, created by summing the number of units
obtained as a result of one of the binary transformations of the XOR, OR,
AND elements, was developed. The shift indexes vector is analog of the
ring code, which can be transmitted via a communication channel instead
of code.

| Swsi
A

35

Fig. 2. Dynamics of the change of the sum of the decimal values of the
elements of the VSI, created by the binary transformations XOR, OR,
AND, from the number of single elements m for a 7x7 ring code

Formulas for determining the sum of the decimal values of the e shift
indexes vector elements, obtained by the AND, OR and XOR
transformation, were derived. It was determined that there is a functional
dependence between the sum of the decimal values of the elements of the
shift indexes vector and the number of zero and single symbols in the
code sequence of ring code.

The dynamics of change in the sum of the decimal value VSI elements
generated by the binary transformations XOR, OR, AND, depending on
the number of single elements m of the code sequence of ring code
showed in the article.
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The gain from the use of the ring code using the vector of shift indices
is 2.7 times compared with the amount of information transmitted.
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APPLICATION OF DECISION-MAKING METHODS FOR
EVALUATION OF COMPLEX INFORMATION SYSTEM
FUNCTIONING QUALITY
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This article presents an approach, which allows to evaluate and,
hence, to improve the functioning of complex intellectual systems.
Although most of the intellectual systems have one goal — to create a
trustful and accurate simulation of real-life program or event, that will
allow to make the best tactical and strategic decisions in long or shirt
terms, it’s impossible to design universal scheme for these systems, since
they vary very much, same as real-life practical tasks. Defining the system
quality level gives an expert the opportunity to adequately perceive the
results of the simulation. To solve this problem, some heuristics are
introduced in the article, to link abstract concept of the model with real-
life problems. The proposed method allows to calculate and to compare
risks that appear in every company, like those, connected to lack of
recourses, or inefficient work of its employees. Besides, according to
quality levels, and expert can make decisions about replacing inefficient
links of the system, to transfer responsibilities between different links, or
rank the tasks inside the system according to their importance for the
system as a whole. The proposed method can be used with different
systems and environments, since it gives an expert the possibility to set
necessary coefficients during the preparation stage.

Keywords: Complex Information Systems, Decision-Making, Quality
Evaluation.

1 Introduction

The problem of ensuring the quality of information system
functioning is especially relevant today. This is due to the need of
providing reliable and adequate information right in time to achieve the
main tasks of the system functioning in conditions of strict competition in
all spheres of human life.

Even the seemingly small mistake, made at the modeling and
designing stage, can provide great loss in future. This is especially
important for big companies that can be described as complex systems
with multiply subsystems, which have different connections between each
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other. Loosing one of these connections or subsystems may cause serious
damage for the system as a whole, so the risks must be calculated and the
most important nods stated in advance. The intellectual systems
simulation is the beat way to make a trustworthy model that will react and
change itself same as the real object. And the quality evaluation is same
important as modeling itself.

To explore the systems functioning, theoretically-gaming,
probabilistic, graph and matrix models are traditionally used [1]. To
evaluate the quality of the complex information system functioning, the
methods of collective objects arrangement, which are a wide class of
methods for the simulation of practical problems in various subject areas,
will be used [2]. Among the decision-making problems, the task of
objects organizing is highlighted by a large number of specific real-life
applications and the undoubted topic actuality. The problem of searching
for the resulting objects arrangement by individual object arrangement is
one of the most common problems of linear objects arrangement.

A complex information system contains hundreds of elements that
perform thousands of tasks, and it may have different nature and
specification: for example, a map of organization business processes
algorithms of a certain hierarchical system interaction, etc. As the
companies scale grows rapidly, more and more information is needed to
simulate it’s work [3]. To calculate and evaluate all this information,
different approaches are used, such as neural systems [4] or evolutional
technologies [5]. All this is made to calculate the possible risks and to
avoid them [6], that is impossible using an intellectual system with low
quality.

2 Problem Setteing

Let some resultant (aggregated, collective) arrangement be given as n
problemsR*=(a, ,...a ), i;el={L..,n}, jel, which is built on
logic, that characterizes the processes of some information system
functioning. Arrangement R* is built on the basis of individual ordering
tasks that are performed by k elements of the system R'=(a,,...,a,),
ieJ={1..,k}, where n,ieJ,— the number of tasks in individual
arrangements, that are performed by i-th elements of the system. Let
the A',ieJ, be the subset of tasks, performed by j—th element of the
system.

57



Since R* reflects the logic of solving a collective problem, tasks in
individual ranking can have indices that do not coincide with the natural
series. For example, tasks a, > a, >a, belong to the ranking Rl, but
tasks a > a, > a, = a, belong to the ranking R*. Tasks order indicates

the sequence of tasks implementing during the system operating.
At the same time, the tasks performed by the elements are not

duplicated, ie n= Zni — each task in the system is unique and each task
iel

in the ranking R* occurs only once: A* N A" i i, e J .

Each task from the set of tasks A={a,,...a,} is characterized by two
parameters:

¢’ — the nominal price of the execution or the need for the resources,
iel;

t” — the nominal execution time, i e .

During the performance of i - th task by j—th element of the system,
the following is known:

cij —the real price of the task, iel, jeJ;

t) — the real time of the task execution, iel, jeJ.

Each element of the system in its regular mode executes its tasks and
has limited ability to perform all subset of its tasks. These limits are

> cl=Cl, jed, (1)
a,JeAj
Ztijo, ana Vj,jed. 2
aijeAj

Restriction (1) is the cost of tasks performing by an element of the
system - an employee's salary analogue in the business processes
simulation, and restrictions (2) is the time limitation - analogue to the
monthly norms of the working time duration during the organizations
functioning, although in general, the time constraints may be different.

During the performance of normative tasks, determined by the
nominal tactical and technical characteristics of the system, the
requirements of the system and its elements in resources (1) - (2) are
constant, and the quality of tasks execution by all subsystems and the
system as a whole is 100 percent.

The nominal tactical and technical characteristics of the system are the
resources requirements:

58



n

¢” =C° — system execution budget,
i
n .
Dt =T° — total time requirement to perform the system
i=1
functioning.

Since tasks are not duplicated, there is no need for direct redundancy.
The redundancy is potential, hidden: the functional moves to another
element of the system, when an element, that should perform the task
according to the norm, can not do this. But this is due to the additional
costs of a limited resource.

It is necessary to design a model that will reflect the system's response
to various types of environmental influences and changes in the states of
system elements. In this case, the quality of the system and its elements
functioning should be evaluated, depending on the system elements state.

3 Modeling the Decision-making Situations

In the process of system performance in real conditions, the situation
described in the problem setting, can significantly differ from the
normative one. For example, in the case of a large organization, there are
always employees who are currently on sick leave, on vacation, on
business trips, absent for unknown reasons, formally issued refuses,
dismissed from work for various reasons, violate labour discipline etc.

All these reasons can be estimated, heuristically determine the current
level of performance for each task and evaluate the quality of each task at
the 100 percent scale.

In case of temporary or long-term failure of the system element, all
functions that are performed by this element can not be executed by the
system. For their implementation, it is necessary to make decisions about
the functions redistribution or their replacement. For example, during the
temporary absence of the system element, its tasks can be:

— distributed to perform among other elements of the system;

— passed to perform to one element of the system;

— ignored as such, without which the information system will not
significantly lose its functionality level.

3.1 Model 1. Tasks distribution among the elements of the
system.

It is clear that the tasks distribution can only be done between the
elements that can perform these tasks, according to their qualifications,
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the available certificates, etc. In this case, such heuristics should be taken
into account.

Heuristic H1. While solving tasks that are not normative for the
current system element, the quality of these tasks performance by current
elements that are intended for the temporary execution is clearly reduced.
The level of the tasks performance quality is set individually for each case
and can be, for example, 80%.

Heuristic H2. During the necessity of performing by system element
of additional tasks, the situation of element overload occurs, and therefore
the quality is reduced:

a) performance of its own normative tasks, for example, to the level
of 90-95%;

b) performance if additional tasks based on Heuristics 1.

Heuristic H3. The price of resource type (1) in case of tasks
redistribution due to the lack of one of the system elements, may increase
in the range from 10% to 15% - to increase the motivation of new
elements to perform additional tasks.

After applying heuristics H1-H3 the recount of the resources that are
needed to perform tasks in new circumstances must be made. It is clear
that the new values will differ significantly from the normative ones. At
the same time, the quality of the tasks, and, therefore, and the quality of
the system will vary greatly from the ideal 100%.

3.2 Model 2. Redistribution of the missing element tasks to
another for their execution.

With a significant additional load on the system element, that is
assigned to perform the task of a missing element, the quality of the new
tasks implementation, and also the tasks that it has been normatively
performed, is greatly reduced. In this model the additional heuristic must
be used.

Heuristic H4. With an additional load on the system element, the
quality of its additional tasks implementation significantly decreases, for
example, according to a linear function, the parameters of which can be
assigned separately for each situation of decision-making.

Heuristic H5. The load on the system elements can not exceed some
given value, for example, 2 * T, where T - time constraints established by
the formula (2).

During the application of heuristics H4-H5, the definition of new
quality levels for the tasks performance and the quality of the system as
a whole is made. In addition, there are changes in the requirements of

60



resources that are necessary for the system to perform tasks in the new
environment — taking into account the transfer of all tasks of the missing
element to another element.

3.3 Model 3. Ignoring the tasks that are performed by the
missing element of the system.

If it is known that a system element is temporarily absent, and an
experienced expert, that makes decisions, understands that there is no
urgent need for the task of this element to be performed, a temporary
moratorium to perform the relevant tasks may be made.

Heuristic H6. If the element responsible for performing an
autonomous task is absent, the quality of the task performance drops
gradually, during some time. The regularity of the task quality reduction
can be set separately for each individual case.

Heuristic H7. If a task for which an executor is not absent is not
autonomous, that is, other tasks depend on its implementation, the
function of changing the implementation quality of the dependent tasks is
given separately for each specific decision-making situation.

Decision to ignore tasks, that are temporarily left without an executor,
is very responsible and requires constant monitoring by the expert or
controller appointed by him. At each monitoring iteration, an assessment
of the quality changes must be made according to the heuristics H6-H7.

4 The Results of Information System Functioning Quality
Evaluation

After making decisions about the functions redistribution between
system elements or their replacement, new values of resources for the
system tasks and the level of functioning quality are calculated. This
information is recorded in the system database.

Based on the obtained values, the affiliation of the system functioning
quality levels to the fuzzy set (0,1) is determined. Approaches to the
determination of affiliation functions and algorithms for constructing
affiliation functions on the basis of the values frequency analysis are
given in the monograph [2]. That is, the system functioning quality as a
result of the described procedure application will be characterized by the
function of affiliation to the fuzzy set.

It is also possible to design functions for a priori introduced linguistic
variables with such names as, for example, “critically acceptable quality

61



of functioning”, "risk system operation", "sufficient quality", "excellent
quality", etc.

5 Knowledge Base for the Functioning Quality Evaluation

The practical significance of the proposed models will greatly increase
if the expert has the tools for evaluating various decision options to
ensure that tasks that should be performed by missing elements of the
system are performed. To use the described models for information
system quality evaluation, it is necessary to create a knowledge base with
such indicative content:

— interchangeable elements of the system and the degree of their
interchange ability;

— the restriction related to the ability to perform or delegate the tasks
performance associated with hierarchical links in the system;

— tasks decomposition in system elements and potential assignment of
tasks for critical elements;

— functions of changing the system elements working capacity at non-
normative overloads;

— information about the possibility of some tasks duplication by
individual elements of the system;

— the priority of tasks implication by several elements - whenever
possible and necessary;

— the possibility of a temporary moratorium on some tasks;

— formula for calculating the load for system elements;

— the inclusion of tasks in processes, the criticality of the certain tasks
performance, the estimation of the system quality level loss;

— an evaluation of the decrease in the functioning quality in the
absence of coordination from the elements that control the hierarchical
system;

— taking into account the factors of system quality decreasing: lack of
competence of the element that temporarily performs the task, or
overloading the element with additional tasks.

6 Possibilities of Applying the Different Models Classes to the
Evaluation of the Information System Functioning Quality

In the first stage of modeling, system elements may correspond to a
non-oriented graph - only the presence of tasks is indicated, without a
detailed description of inputs and outputs.
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For systems that perform tasks, where the order of execution is
essential, it is necessary to apply models of strict tasks ranking, described
in this paper.

If the parallel processes of task execution are modeled, models of non-
strict ranking can be applied - for grater detailing.

When there are cycles in the interaction between tasks, it is necessary
to apply individual matrices of the tasks sequence - in such cases, the
resulting matrix of pairwise tasks ranking will be block-diagonal and
substantially sparse.

The metric matrix of pairwise tasks ranking is used in cases where it is
essential to specify the terms between the events occurrence or the tasks
beginning - for example, when describing the Gantt chart using matrices.

If these terms of tasks are not clear, then matrices of pairwise tasks
ranking with elements in the form of affiliation functions can be used to
simulate such systems.

7 Perspective for Improving the Adequacy of Modeling the
System Quiality

For a more complete consideration of the real systems features, it is
necessary to complicate the described mathematical model. In particular,
this can be done by taking into account the following factors:

— ranking system of the elements, definition of subordination between
elements;

— the establishment of hierarchical links between the elements of the
system and the determination of the influence levels of one element to
another or the absence of such influence;

— definition of a priori priority of tasks, regardless of their importance
in terms of cost or execution time;

— taking into account the competence coefficients of system elements;

— increasing the level of detail and the level of adequacy of the model
by describing subtasks;

— description of processes that establish the links between tasks and
subtasks.

An example of a process consisting of tasks and subtasks that are
related to the logic of the system's performance, its organizational and
functional structure as a whole, is the following:
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Process System Tasks Subtasks

Elements

1 1 1112

2 2 21 22 23

Process Name 1 3 1.3
3 4 3.1 3.2
1 5 14 15
8 Further Research Directions

Based on the described approach, new tasks can be developed and
new approaches to increase the adequacy of the modeling can defined:

— a priori assessment of the system reliability;

— evaluation of permissible decrease of the system elements
functioning quality and the level of tasks performance;

— considering the presence or absence of links between tasks: the
impact of the task on the quality of the other tasks functioning;

— solution of optimization problems of forecasting the system
functioning quality, the cost of providing this quality and calculation of
allowable time expenditures;

— restoration of the acceptable quality level in case of several elements
failure: determination of functioning necessary conditions.

9 Conclusions

In the article the problem setting and different models for system
functioning quality evaluation are proposed. Since the real-life problems
may be very different, it’s very important to establish common problem
setting. The variety of proposed models allows an expert to choose one
according to the occurred situation without the necessity to design a new
model as a whole.

For the problem solving different methods of decision-making theory,
including the classic ones, or newly-established approaches, such as
artificial intelligence, may be used. This gives the opportunity to choose
the best method, according to the problem, and the ability to compare
them at the same time. The proposed heuristics display the whole range of
real situations, or at least the main ones.

As the flow of this method, the requirements of long-term
preparations can be stated, such as choosing the priorities, setting the
coefficients or determining the main nodes of the system. At the same
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time, this allows to configure the system according to the real-life
problem, and, as result, more accurate answer may be obtained.

The perspectives for the future development of such problems are
mentioned, same as possible ways of improvements, using new methods,
to enhance models matching with real objects
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At present, the models and computer vision algorithms are
increasingly used in various fields of activity. For example, in
systems of sample analysis in medicine and pharmacology, in
identification of individuals by a fingerprint, iris or face, in video
surveillance security systems and in many other systems and
applications. In connection with the growth of computing power
and the emergence of big databases of images, it became possible
to learn and use deep neural networks for solving the problems of
classification and recognition. As to the image classification
problem, the Convolutional Neural Networks showed themselves
best of all; every year since 2012, they won the prestigious
international contest — the ImageNet Large Scale Visual
Classification Challenge (ILSVRC), in which such giants as
Google and Microsoft participated. Thanks to the revealing of
their capabilities, the convolutional neural networks are
increasingly used for pattern recognition, image classification,
object detection, semantic segmentation, and solving many other
problems. The paper examines the evolution of the most efficient
models and trends in development of architecture of convolutional
neural networks, which are currently used for classification of
images that have been included in the list of winners of this
international competition, ILSVRC. More precisely, the key
features of architecture and its annual variations are revealed on
the background of increasing efficiency of practical application of
these networks. The data of numerous experiments conducted over
the past few years are summarized, classes of applied problems
are analyzed, and estimates are given for an effectiveness of use of
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the considered convolutional neural networks. In fact, these
performance estimates are based on evaluation of probability of
adequate classification of images. On this basis, a generalized
algorithm is formulated, and practical recommendations are
proposed taking into account the problem features.

Keywords:  Convolutional ~ Neural  Network, Image
Classification, Neural Network Architecture, Efficiency.

1 Introduction

Computer vision technologies are becoming increasingly popular.
They are used in data analysis systems in medicine and pharmacology, in
personal identification tasks, by face, by fingerprint, by iris, in security
video surveillance systems, for example, for identifying vehicles by their
license plates and in many other systems and applications [1-3]. In
connection with the growth of computing power and the emergence of
huge image bases, it became possible to train deep neural networks for
solving problems in the field of computer vision, such as classification
and recognition. Convolutional Neural Networks showed themselves best
in the image classification task [4-5], which since 2012 each year won the
competition of the international competition ImageNet Large Scale Visual
Classification Challenge (ILSVRC), in which such giants took part and
Microsoft.

A convolutional neural network is a neural network with a
convolutional layer. Usually in the convolutional neural networks there
are also a sub-sampling layer (pooling layer) and a fully connected layer.
Convolutional neural networks are used for pattern recognition, object
detection, image classification, semantic segmentation, and other tasks. In
convolutional neural networks, layers of convolution and subsampling
consist of several “levels” of neurons, called feature maps, or channels.
Each neuron of this layer is connected to a small section of the previous
layer, called a receptive field. In the case of an image, a feature map is a
two-dimensional array of neurons, or simply a matrix. Other
measurements can be used if another kind of data is taken as input, for
example, audio data (one-dimensional array) or volume data (three-
dimensional array) [6-7].

At the same time, although such networks are used quite successfully,
the question of choosing the optimal architecture and setting the
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parameters of the neural network are remains unresolved. In this regard,
the task of the work is to analyze the available experimental data using
the most efficient convolutional neural networks used to classify images,
in order to develop a general algorithm and practical recommendations on
choosing the best architecture and setting the parameters of the neural
network, according to the specifics of the problem.

2 The effectiveness of the use of the convolutional neural
network for image classification

This section presents the most efficient and widely used architectures
of convolutional neural networks for classifying images that are arranged
in chronological order.

2.1 Convolutional neural network AlexNet

The first neural network that won the ILSVRC image classification

competition was AlexNet, in 2012, reaching a top-5 classification error of
15.31%. For comparison, the method that does not use convolutional
neural networks received a classification error of 26.1%. AlexNet
collected the latest technology at the time to improve the network. The
architecture of this network is shown in Fig. 1.
Training network AlexNet due to the large number of network parameters
occurred on two graphics processors (abbreviated GPU — Graphics
Processing Unit), which reduced training time in comparison with
learning based on the central processor (abbreviated CPU — Central
Processing Unit). It also turned out that using the Rectified Linear Unit
(ReLU) activation function instead of more traditional functions
(sigmoids and hyperbolic tangent) made it possible to reduce the number
of learning epochs by six times. This is due to the fact that the function of
network activation Rectified Linear Unit allows you to overcome the
problem of gradient attenuation inherent in other activation functions.
Graphically, the activation function of the Rectified Linear Unit is shown
in Fig. 2.

Also, a dropout technique (Dropout) was used in AlexNet, which
randomly turns off each neuron on a given layer with a probability p at
each epoch. Then, after learning the network, at the recognition stage, the
weights of the layers to which the dropout was applied should be
multiplied by 1/p. Technology Dropout acts as a regularizer, not allowing
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the network to retrain. To understand the effectiveness of this technique,
there are several interpretations. First, this dropout causes neurons not to
rely on neighboring neurons, but to learn to recognize more persistent
signs. And the second, later, is that learning a network with a dropout is
an approximation of learning a network of ensembles, each of which
represents a network without some neurons. As a result, the probability of
error is reduced, since the final decision is made not by one network, but
by an ensemble, each network of which is trained differently.
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Fig. 1. Architecture of convolutional neural network AlexNet [8].
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Fig. 2. Network activation function Rectified Linear Unit [9].
2.2 Convolutional neural network ZF Net

The convolutional neural network ZF Net is the winner of ILSVRC
2013 with a top-5 classification error of 14.8%. The main achievement of
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this architecture is the creation of a filter visualization technique - a
sweep network (deconvolutional network), consisting of operations, in a
sense, reverse operations of the network. As a result, the network sweep
displays a hidden layer of the network on the original image.

To study the behavior of the filter on a particular image using a trained
neural network, you must first make a network output, then in the layer of
the studied filter zero all weights, except the weights of the filter itself,
and then apply the resulting activation to the network of the sweep
network. The network sweeps consistently used operations Unpooling
ReLU and filtering. The Unpooling operation partially restores the input
of the corresponding sub-sampling layer by remembering the coordinates
that the sub-sampling layer has selected. The ReLU operation is a regular
layer that uses the ReLU function. The filtering layer performs the
convolution operation with the weights of the corresponding convolution
layer, but the weights of each filter are “inverted” vertically and
horizontally. Thus, the initial activation of the filter moves in the opposite
direction until it is displayed in the original image space. The architecture
of the considered network is shown in Fig. 3.

Fig. 3. Network activation function ZF Net [10].
2.3 Convolutional neural network VGG Net

VGG Net is a convolutional neural network model that won the 2014
image classification competition. In this network, they refused to use
filters larger than 3x3. Since the authors proved that the 7x7 filter layer is
equivalent to three layers with 3x3 filters, and in this case 55% less
parameters are used. Similarly, a 5x5 filter layer is equivalent to two
layers with a 3x3 filter, which saves 22% of network parameters.

Features of the architecture and internal organization of this neural
network are shown in Fig. 4.
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ConvNet Configuration
A A-LRN B C D E
1T weight 11 weight 13 weight 16 weight 16 weight 19 weight
layers layers layers _layers layers layers
nput (224 x 224 RGB image)
convi-64 convi-od4 convi-64 convi-64 convi-64 convi-64
LRN conv3i-64 conv3-64 conv3-64 conv3-64
maxpool
COnNVI-128 | convi-128 | convi-128 | convi-128 | convi-128 | convi-128 |
conv3-128 | conv3-128 | conv3-128 | conv3-128
maxpool
conv3-256 | conv3-256 | conv3-256 | conv3-256 | conv3-256 | conv3-256
conv3-256 | conv3-256 | conv3-256 | conv3-256 | conv3-256 | conv3-256
convl-256 | conv3-256 | conv3-256
conv3-256
maxpool
conv3-512 | conv3-512 | conv3-512 | conv3-512 | conv3-512 | conv3-S12
conv3-512 | conv3-512 | conv3-512 | conv3-512 | conv3-512 | conv3-512
convl-512 | conv3-512 | conv3-S512
conv3-512
maxpool
conv3d-512 | conv3-512 | conv3d-S12 | conv3-512 | conv3-512 | conv3-512
conv3-512 | conv3-512 | conv3-512 | conv3-512 | conv3-512 | conv3-S12
convl-512 | conv3-512 | conv3-512
conv3-512
maxpool
FC-4096
FC-4096
FC-1000
soft-max

Number of parameters (in millions).
Network AA-LRN | B C D E
Number of parameters 133 133 | 134 | 138 | 144

Fig. 4. Different variations of the convolutional neural network architecture VGG
Net [11].

24

Convolutional neural network Inception

The Inveption-vl convolution neural network is the winner of the

ILSVRC 2014 competition with a top-5 error of 6.7%, also known as
GoogleNet. The creators of this network, led by Christian Szegedy,
proceeded from the fact that after each layer of the network it is necessary
to make a choice whether the next layer will be a convolution with a 3x3,
5x5, 1x1 filter or a subsampling layer. Each of these layers is useful — a
1x1 filter reveals a correlation between channels, while larger filters
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respond to more global features, and a subsampling layer reduces
dimensionality without large loss of information. Instead of choosing
which layer should be next, it is proposed to use all layers at once,
parallel to each other, and then merge the results into one. To avoid an
increase in the number of parameters, a 1x1 convolution is used in front
of each convolution layer, which reduces the number of feature maps.
Such a block of layers was called an Inception module.

Also, GoogLeNet abandoned the use of a fully connected layer at the
end of the network, using the Average Pooling layer instead, which
drastically reduced the number of parameters in the network. Thus,
GoogLeNet, consisting of more than one hundred basic layers, has almost
12 times fewer parameters than AlexNet (about 7 million parameters
against 138 million).

In the next iteration of the Inception module, called Inception-v2, the
authors, as was done on the VGG network, decomposed the 5x5 layer into
two 3x3 layers. Next, the Batch Normalization technique was used, which
allows to multiply the learning speed by means of normalizing the
distribution of layer outputs within the network.

In the same article [12], the authors proposed Inception-v3. In this
model, they developed the idea of filter decomposition, proposing to
decompose the NxN filter with two successive 1xN and Nx1 filters. Also
in Inception-v3, RMSProp is used instead of the standard gradient descent
and truncated gradients are used to increase the learning stability. An
ensemble of four Inception-v3 received a top-5 error of 3.58% at ILSVRC
2015, losing to ResNet.

2.5 Convolutional neural network ResNet

The winner of the ILSVRC 2015 competition with a top-5 error of
3.57% was an ensemble of six networks of the ResNet (Residual
Network) type, developed at Microsoft Research. The authors of ResNet
have noticed that with the addition of new layers, the quality of the model
grows to a certain limit (see VGG-19), and then begins to fall. This
problem is called the degradation problem, a decrease in accuracy on the
validation set.

The authors were able to find such a topology in which the quality of
the model grows with the addition of new layers. A neural network can
approximate almost any function, for example, some complex function H
(X). Then it is true that such a network will easily learn the residual
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function: F (x) = H (x) — x. Obviously, that our initial objective function
will be H (x) = F (x) + x. If we take a certain network, for example, VGG-
19, and add twenty layers to it, we would like the deep network to behave
at least as good as its shallow analogue.

The problem of degradation implies that a complex nonlinear function
F (x), obtained by adding several layers, must learn the same
transformation, if the previous layers had reached the quality limit. But
this does not happen; it is possible that the optimizer simply cannot cope
with adjusting the weights so that a complex non-linear hierarchical
model does the same transformation. In order to "help" the network, it
was proposed to introduce a missing connection (Shortcut Connections).
The architecture features of this neural network is shown in Fig. 5.

2.6 Convolutional neural networks Inception-v4 and Inception-
ResNet

After the success of applying the ResNet convolutional neural network,
the following versions of the Inception network were introduced:
Inception-v4 and Inception-ResNet. In both cases, the Inception module
was divided into modules A, B, and C for inputs with dimensions of
35x35, 17x17, and 8x8, respectively. Reduction blocks were also
identified, in which the dimensionality decreases and the depth of the data
inside the network increases. In Inception-v4, the main innovations are
the replacement of Max Pooling with Average Pooling in the Inception
modules themselves.

For Inception-ResNet, skipping connections have been added to the
Inception modules. Two versions of the network were designed —
Inception-ResNet-v1, which requires less computation, and Inception-
ResNet-v2.
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2.7 Obtaining of estimates and analysis of effectiveness using of
the considered models of convolutional neural networks

To estimate the convolutional neural network models in addition to the
type of errors usually indicate the number of models in the ensemble and
the number of notches images that were fed to the input of each model.
For example, 10 notches means that four notches are made at the corners
of the image, one notch in the center, and each notch is additionally
horizontally inverted.

According to numerous experiments [10-14], the generalization and
analysis of the obtained results were made.

In the Tab. 1 shown the results of the considered neural networks with
one model and one cutout based on ImageNet images (except ResNet-
152, for which the result for 10 notches is indicated).

Table 1. Network efficiency for a single cut-out model.

Number of

Neural network | Top-1 | Top-5 | Number of layers operations (G-
AlexNet 39,7% | 189 % 8 0M
ZF Net 37,50 % | 14,8 % 8 70 M
VGG Net 25,60 % | 8,10 % 19 155 M
GoogLeNet 29,00 % | 9,20 % 22 10M
Inception-v3 21,20 % | 5,60 % 101 35M
Inception-v4 20,00% | 5% 152 35M
'”CEp“O\r/‘éReSNet' 19,90 % | 4,90 % 467 65M
ResNet-152 19,38 % | 4,49 % 152 65 M

In Tab. 2 shown the results of using ensembles of models with many
cutouts based on ImageNet images.

As can be seen from these tables, for five years, from 2012 to 2016, the
Top-5 error on ImageNet for single models decreased almost four times
(from 17% to 4.49%), and for the ensemble — almost five times ( from
15.40% to 3.10%).
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Analyzing the experimental data (Tab. 1, Tab. 2), we can conclude that
the choice of network architecture is made according to the following
criteria: classification errors, performance, and the complexity of learning
a neural network. For this, the following algorithm is usually used.

Initially, guided by certain requirements, they set a permissible
classification error. For example, it is currently believed that a
classification error when using human vision is in the range from 5% to
10%. If you look at the classification error of the latest convolutional
neural networks, you can see that they are coping with this task as well as
a human. This means that in the classification problems that a person
solved classically, you can choose any network with an error not higher
than the specified one. Based on the analysis of data in Tab. 2, we can
conclude that the last five networks will suit us. But we need one. What
should be done?

Table 2. The effectiveness of the network for ensembles with many notches.

Neural network | Models | Notches | Top-1 | Top-5
AlexNet 7 1 36,70 % | 15,31 %
ZF Net 6 10 36% | 14,70%
VGG Net 2 150 23,70% | 6,80 %
GoogLeNet 7 144 — 6,67 %
Inception-v3 4 144 17,20% | 3,58 %
ResNet-152 6 144 — 3,57 %
Incepti_on-v4 + 3X 4 144 16,50 % | 3,10 %
Inception-ResNet

Next, the selection of an admissible network is made in order to
satisfy the specified restrictions on labor intensity (estimates of labor
intensity are given in Tab. 1), taking into account the available hardware
capacities. This choice is also made taking into account the time
constraints on the network learning process, since with the increase in the
number of layers and network parameters, the training time will also
increase.
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The choice of complexity can also be ambiguous, since at the first
stage five networks were chosen. In such a situation, the most important
criterion is usually identified and the best network is selected by this
criterion.

To improve the quality of the classification results, it is planned to use
specialized frame preprocessing models and algorithms [15-19] in
addition to developing of network ensembles.

3 Conclusion

In the course of considering the most effective models of convolutional
neural networks used in our time for the purposes of image classification,
an analysis of their architectural features was performed. According to
numerous experiments, a generalization and analysis of the results of the
efficiency of using neural networks for image classification (Tab. 1, Tab.
2) was made. On this basis, a generalized algorithm is formulated and
practical recommendations are given regarding the choice of the best
architecture of a neural network, respectively, the specifics of the
problem.
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BUKOPUCTAHHS OHTOJIOT'TH JIJISI AHAJI3Y
METAOIIUCIB Y BIG DATA
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Benuxi oani (Big Data) — nabopu ingopmayii (ix cmpykmyposanor,
mak [ Hecmpykmypoganoi abo ciabocmpyKmypo8aHoi) HACMintbKu
BENIUKUX PO3MIPI8, WO Mpaouyitini cnocodu ma nioxoou (3acHo8aui Ha
piwiennsx kaacy 6i3Hec-aHanimuKky ma CUucmemax Kepyeawus 0Oazamu
Odanux) He Mmoodcymv Oymu 3acmocogani 0o Hux. [nia Big Data
xapaxmephe (eHOMEHANbHE NPUCKOPEHHS HAZPOMAONCEHHsT OQHUX Ma iX
yeknaonennst. J{yoice uacmo nio Big Data y piznux KoHmexcmax maroms
Ha yeasi AK Oaui Geiuxozo 00'emy, max i Habip iHcmMpymenmie ma
Memo0ie obpobku Big Data.

Habopu Big Data cynpogooiicyiombcs mMemaoanumuy, aKi Hecymv y
co0i 6enuky Kinbkicmuv ingopmayii npo Oawmi, ¥y momy uucii i 3HAUHY
ONnuUCco8y mexkcmogy IHpopmayito, po3yMiHHA MAWUHAMY SKOI NPUEeno 00
OMPUMAHHA KpAwux pe3yibmamie GUpIuenHs NnoCmaeneroi 3aoaui Ha
ocHosi 0b6pobnenna Big Data. /[na niosuwenns epexmugnocmi ycix
emanie 0bpooxu Big Data 3 ycnixom nouanu 3acmocogyeamu memoou
wmyuHoeo inmenekmy ma  inmenekmyanvhux Web-mexnonoziti 00
0b6pobxu.  Haubinews  wacmo  maka  inmezpayis — CMOCYEMbC
BUKOPUCMAHHSA MAWUHHO20 HABYaHHA Onid 3000ymms 3uans 3 Big Data
ma OHMONOZIMHO2O AHANI3Y — O 3ACMOCYBAHHS 3HAHL NPEOMEmHOL
obnacmi do ananizy Big Data.

Y pobomi asmopu npedcmasunu memoo auanizy memaoanux Big
Data, saxuti 0038015€ 6i0Oupamu ceped eemepocenHux odicepenr ma
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CX08UWY BeNUKUX OAHUX i OIOKU OAHUX, AKI NPUOAMHI 018 BUPIUEHHS
3a0aui, NOCMABIEHOI 3AMOBHUKOM. 3HAUHY Y6a2y 30CepeddceHO Ha
00pobdYyi mexcmogoi wacmunu memaoanux (aHomayii memaodanux) ma
meKkcmy, AKULl ORUCYE 3A80aHHS, WO nompeOye eupiulents. J{isa ananisy
ma cniecmasneHHs yux npuUpoOHOMOBHUX HECTNPYKMYPOBAHUX ab0 c1abo
CMPYKMYPOBAHUX MEKCMiI8 3anpPONOHOBAHO BUKOPUCIOBYBAMU Memoou
aHanizy npupoOOMOBHUX MEKCMIE 3 uKopucmanusam onmonoeii Big Data,
wo Mmicmumov 3HAHHSA NPO cneyuiky yici npeomemrnoi obracmi ma
003801s€  0bpobasmu enemenmu memaonucy Big Data. Cmeopenns
npomomuny — maxkoi  OHmMoONO2  ma  NOOAHHS — apXimeKmypu
inmenexmyanvHoi cucmemu cnigcmaenenns awomayiti Big Data 3
BUKOPUCIMAHHAM Me3aypycié MaKodiC € CKIa008uMu yici pobomu.

Knrouosi cnoea: Big Data, memaoani, onmonozis npeomemHoi
obnacmi, me3aypyc, npupoOOMOGHULL MeKCM, OMOHIMIA, MYIbMUMEOTliHI
OaHi, cmaHoapm.

Beryn

Tepmin Big Data ("Benuki naui") crocyeTbcs IpyIH TEXHOJIOTIH Ta
METOJIiB, 32 JOMOMOT'OIO SIKMX aHANi3YIOTh Ta 00pOOJISIOTH AaH] BETHKOTO
o0csry, sIKi HE MiIaloThCsA 00pOOI TPamUIiHHUMHU CIOCO0aMH, SK
CTPYKTYPOBAHHUX, TaK 1 HECTPYKTYPOBAHUX, JUIsl OTPUMAaHHS SIKICHO HOBHX
3HaHb.  AKTyampHicTh  1poro  HampsmMky IT  BH3HavaeThcs
SKCIIOHEHIIHHAM 3pOCTaHHSIM OOCSriB JaHHX, LI0 TCHEPYIOTHCS B
CNEKTPOHHIN (opMi Ta 30epirafoTbcs y CXOBUINAX JTaHUX OIS
HOJANBIIOTO BHKOPHCTAaHHSA. AHalmi3 BeNUKHX HAOOpiB JaHUX €
MDKIUCIMIDTIHADHAM  3aBIAHHAM, O[O0 TOEOHYE y coli MaTreMaTHKY,
CTAaTHCTHKY, KOMIT'IOTEpHI HAyKH W CIeliajbHi 3HAaHHS IPEAMETHOI
o0nacri.

Jnst epekTHBHOrO NMpakTHYHOTO BHKOpHcTaHHsi Big Data BuHmkae
notpeda ix aHai3y Ha CEMaHTUYHOMY DiBHI.

1 Busnauenns Big Data

IleBrmii Habip JaHWX JOUUILHO po3misanaTy sk Big Data, sxmo oMy
NpUTaMaHHI O/IHA YM KiJIbKa HACTYIHUX XapaKTePUCTHUK:

* o6cse (volume) — Benmki 0OCATH TOTPEOYIOTH CIEIiali30BaHIX
3ac00iB 00pOOKH;
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* weudkicmo (velocity) — maHi MOXyTb HAKOITMYIYBATHCS 3 BHCOKOFO
MIBUAKICTIO;

e pisnomanimms (variety) — maHi MOXyTe OyTH TIpeACTaBJICHI Y
pizHOMaHITHHX popMaTax i THIIAX TaHUX, IO YCKIAAHIOE IX iHTerpario;

* docmosipnicme  (Veracity) — maHi MOXYTh MICTHTH TOMHIJIKH Ta
IIyM, sIKi He MOKYTh OyTH IIEpETBOPEHi B iH(pOpMAIIIO i, OTXKE, HE MAIOTh
LIHHOCTI.

* yinnicmo (Value) — TiJIbKK YacTHHA TAHUX MOXKe OyTH KOPHUCHOIO.

OcHoBHumu THnamMu Big Data MoxyTh OyTH: CTpyKTypoOBaHi HAaHi
(SQL 6a3u jmanmx); cnabOCTPyKTypoBaHi naHi (IHCTpYKIil 3
inopmariiiiHoi Oe3meku, maHi npodimro KmieHtiB, xypHamu Web-
cepepiB, Web-caiiTu, TeKCTH, NEKTPOHHI JIUCTH  TOWIO) i
HecTpyKTypoBaHi (He pemsmiriai, NOSQL 6a3u nanux) maHi (aymiogaiinm,
Bimeogaiinmm, 300paxkeHHs, iHpopmaniitHi kyom Tomo). Big Data
3a0e3meuyroTh 00’€qHAHHSA (3B’S3YBaHHSI) TCPUTOPIaIbHO PO3IOAUICHUX
HaOOpiB JaHUX, BPAaXOBYIOUM TaKi omepamii SK peruIiKamis Ta IIapIuHT
(po3ourts Ha ¢parmentn). Kpim Toro, mms Big Data xapakrepHO
o0'emHaHHA pI3HOMAHITHUX HE3B'I3aHUX HAOOpiB [MaHUX, OOpoOKa
BEJIMKUX O0CATIB HECTPYKTYPOBAHUX JaHHUX (4acTKa SIKUX y 3arajJbHOMY
00cs3i Big Data e Haif011b111010).

CroronHi JIOACTBO TeHepye yce Ounbmii 00’emu Big Data, ane s
iHpopMallis He Mae I[IHHOCTI 0e3MocepenHbo, a 3A00YBAETCS TUIHKU B
pe3yabTaTi mepepoOKU Ta aHamily naHux. Uepes BelMYe3Hi 00CArd Ta
MIBUJIKICTh HaJIXOKeHHS iH(popMarii Taka 00poOKka MOke BUKOHYBATHCS
TITBKH aBTOMaTH30BaHO. OTpHUMaHi Imicis 00poOKH 3HAHHS, MOXKYTh MaTH
NPaKTUYHY LIHHICTh TAKOTO THILY:

- npaBmiIa, NOOYJOBaHi 3ac00aMH MAIIMHHOTO HABYaHHS;
- pe3ynbTaTH 3acTOCYBaHHS LUX HPaBWI 10 aHANi3y HOBHX
JaHHX.

Jlo mepuioro TUMy BiJHOCSATBCS, HANPHKIAJ, AEPEBO DILIEHb IS
3aJa4yl MeAUYHOI iarHOCTUKHU abo OararoliapoBa HEHPOHHA Mepexa, Ky
HaBYMJIH iZIeHTH(DIKYyBaTH Jro/ei 3a GpoTorpadismMu B colianbHiil Mepexi.

Jlo npyroro Tuiy BIZHOCATBCS, HAIPUKIAJ, MOCTAHOBKA IiarHo3y
KOHKPETHOMY TNAaIli€eHTy Ha OCHOBI JepeBa pilieHp abo po3mi3HaBaHHI
HEUPOHHOIO MEPEeXe O0CO0M, 300paKeHHS SKOI OTPUMaB KOPHCTYBad
colianbHIN Mepexi.

Junst 3100yTTs 1mx 3HaHb 3 Big Data BUKOPHCTOBYIOTh CTaTHCTHYHY
00pobOky Ta mammHHe HaBuauHs (ML) [2]. He posrisgaroun netaabHO
METOM Ta MOXKIMBOCTI ML, cimij BiAMITUTH, [0 MAalIWHHE HAaBYaAHHSI —
1€ y3araJbHEHHS NEBHOTO JIOCBIy CUCTEMH, 30€pEKEHOT0 B €IeKTPOHHIH
¢dopmi, sl MOJATBIIOTO BJIOCKOHAJIEHHS NMOBEIIHKU i€ CHCTEeMHU IS
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6inbir e)eKTHBHOrO BUKOHAHHS CBOIX (yHKIiH. Moro pe3yasrarn MaroTh
HMOBIpHICHHH, CTATUCTUYHHN XapakTep, 1 3HAYHOI MIpOI0 iX SKICTBh
3aJIeKUTh BiJl TOTO, HACKUIBKH JaHi, MO 0OpoOIsIIics, ONM3bKi 10 THX,
IO BUKOPUCTOBYIOTHCS HA IPAKTHULI. TakuM YHMHOM, Iy aKTyaJIbHOIO €
npobieMa 3HaXOIDKCHHS caMe ThX MacuBiB Big Data, mo mepTuHeHTHI
KOHKpETHIM 3agadi KOpUCTyBada (MICTATh HESBHO MOTPiOHI 3HAHHA),
JIOCTOBIpHI, akTyaspHi Ta sikicHi. Li mapamerpu Big Data omiHooThs He
Oe3nocepeHbO, a Yepe3 aHai3 ix MeTalaHuX.

2 Orasa npo6sem B Big Data

Y [3] BW3HaYCHO TOJOBHI MpOOJIEMH, SKi ICHYIOTH CHOTOAHI B
texHoorii Big Data i noTpe0yoTs BUpIICHHS:

1. [Ipobnema iHTeTpamii JaHUX, Ky MOKHA TOJATH SK KOMOIHOBaHY
npobnemy, mo morpedye: (1) BH3HAYCHHsA 3amadvi, SKy HEOOXiTHO
BUpIMHUTH 32 moromoroio Big Data; (2) BusBIeHHs (IOMIYK) BiAIOBITHUX
YaCTHH JIaHMX B CXOBHINIAX Ta Jukepenax Big Data; (3) Bukonanus ETL y
BIMOBIAHUX (opMaTax Ta 30€pekKEHHS NaHUX JJIS MOAAIBIIOI 00pOOKH;
(4) 3HATTS HEOAHO3HAYHOCTI JaHHMX (TPUMipoM, oMoHiMmii); (5) 06pobka
JAHUX JUTS BUPILICHHS 3a/aui.

2. IlpoGnema mojonaHHA TI'€TEPOTEHHOCTI MiX PI3HUMH HaOOpamu
BEJIMKUX AaHuX. CeMaHTHKa MOXKe PO3IIIAATUCS SIK 3aci0 1UIsi CTBOPEHHS
MOCTa MiJK TeTepOTeHHUMH TaHUMHU.

3. Ilpobnema 3B’ s3yBaHHs Bigkputux naHux (Linked Open Data) mns
3a0e3Me4eHHs] XOPOLIOTo 3B sI3yBaHHS IAHHX.

4. IlpoGnemMa BUKOPUCTAHHS CEMAHTHKH JJIS iHTerpamii JaHuX Ta B
po3pobmi  maidoyraix CKBJl. Bimpm Toro, cemaHTHKa MOXe OyTH
BUKOPDHCTaHa B ICHYIOYii CHCTeMi, JJIsi BHSBJICHHS HEBIANOBIJHOCTEH
JIAHUX, TeHepyBaHHS HOBHMX 3HaHb 3a JOIOMOTOK MAalIMHH JIOTIYHOTO
BUBEJICHHSI a00 MPOCTO 3B'I3yBaTH OUIBII TOYHO KOHKPETHI JiaHi, 0 HE
MArOTh BiJTHOIIIEHHS JI0 METOJIB MAIIMHHOTO HaBYaHHSI.

Sk mokasye aHaji3 HayKOBUX IyOJikaiiii [4] chOromHi MUTaHHS MPO
aKTYaJIbHICTh METaJaHNX, BUKOPHCTOBYBAaHMX Yy BEIMKUX JAQHUX €
HaWOUIbII TOCTPUM HDK Oynb-kou. Yce Ounblie i Oinblne opraHizamii
YCBIIOMITIOIOTB, IO Ui TOTO, MO0 IMiJBUINUATH ¢()EeKTUBHICTH Oi3HECY,
BUKOPHCTOBYIOUH I[iHHY iH(pOpMAIil0 Bil AaHMX, HEoOXimHI pobacTHi
(mpane3naTHi) MeramaHi g 3100yTTS HEOOXIMHOTO KOHTEKCTY Ta
MOXOJUKEHHS KJIIOYOBUX AaKTUBIB JaHUX. Y TOH JK€ Yac peryirOBaHHS
ragy3i BHMarae Kpamoi Tpo3opocTi Ta pO3yMiHHA  iH(popMarii
MeTa/IaHHX.
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Xou KepyBaHHS METaJIaHUMH BiOME YK€ AECATKH POKiB, CHOTOMIHI
PO3pOOIIAIOTECS HOBI CTpATeril Ta MiIX0mH:

- IMinTpuMKa MOCTIHHOTO PO3BUTKY CEPEIOBHINA YIIOPSAKYBaHHS
JaHUX;

- [omryk Oimpmm edeKTHBHUX NUIAXiB KepyBaHHSI Oi3HECOM 3a
JOTIOMOTOI0 METAAHHX.

Takum 4YMHOM, HaM TMOTPIOHO BUKOHATHU OIJISAA CTparterii Ta
TEXHOJIOTi pOOOTH 3 METagaHNMH, JTOCTYITHUX IJIsl CydacHOi opraHisauii,
a TaKoX 3'ICyBaTH IHMTAaHHS, SIK TOOYLyBaTH YCIHILIHI CTpATerii CTOCOBHO
NPUHHATTS Ta BAKOPUCTAHHS METaIaHMX.

Opranizamii Ta KOMIaHii 3aliKaBJICHI B JBOX THIIAX BEJIHKUX JaHUX.
1. Iy 0OpoOIeHHS AyKE YacTo 3aCTOCOBYIOTh J[aHi CTBOPCHI JIFOAMHOIO,
AK Taki, OI0 B OCHOBHOMY pO3IOBCIOJUKYIOTECS depe3 3acobm Web
(comiampHi Mepexi, Qaitmm cookie, eNEKTPOHHI JUCTH, OHJIAWH
TenebaueHHs, OHJIaiH MOBIIEHHS Tomlo). 2. IcHye moTtpeba B iHTerparmii
JaHUX, IO TEHEPYIOThCS PI3HUMH JDKEPEIaMH 1 4acTO € IeTepOreHHIMH
3a cBoero mpupomporo. [lpumipom, Texrnomoriit [HTepret mroxeit (Internet
of Human) ta [arepret peueii (Internet of Things) reHepyroTs 3mimmaHmii
Tpadik BETUKHUX JAHUX, SIKHH BUKOPHCTOBYIOTh CyMICHO JISI Iependady
BAILHOTO (MPEJUKAaTHBHOTO) aHami3y JJIsi OTPUMaHHS 3HaHb MIONO
PO3yMiHHS, TUIAaHYBaHHS Ta YIHepeKeHHs Oii s uux cucrem. Ilpum
I[FOMY TOCTPO IOCTA€ MHUTAHHSA CTOCOBHO SKOCTI aaHuX. Hacmpasmi,
OCKIJIbKM BEJIMKI JaHl XapaKTepH3YIOThCSl BEIMKMMHU 00’€MaMH, €
«CHpHUMMI» TI0 CBOTH mpupoxi. ToMy TOTpiOHE BUPIMICHHS i€l MPOOIeMH.

3 ITocraHoBKa 3agaui

HeoOxigHo po3pobutu meron ananmizy meraaaHux Big Data, sikuii
JIO3BOJIIE BiIOMpAaTH Cepell TeTEPOreHHHUX JDKEpeNl Ta CXOBHII BEIMKHX
JaHUX THX OJIOKIB JaHuX, MNPHIATHUX [UIS BHUPIMICHHS 3ajadi,
mocTaryieHoi 3aMoBHIKOM. CJIil BpaXOBYBaTH, IO SIK IIOCTAHOBKA 3a/1a4i,
Tak 1 aHoTarii Big Data — nie npupogHomoBHi (IIM) HecTpykTypoBaHi abo
c1abo CTPYKTYpOBaHI TeKCTH. ToMy i iX CIIBCTaBJICHHS JOIIIBHO
BUKOPUCTOBYBAaTH MeToau aHaizy [IM, aie 3 BUKOPHUCTaHHSAM OHTOJIOTI]
Big Data, mo micTuth 3HaHHS npo crienudiky miei npeaMerHoi odiacTi
(ITpO) 1 mo3BoisiE OOPOOIATH CEMAHTHYHO IHINI €IEMEHTH METAOIHUCY
Big Data (cmiBcTaBIATH MapaMeTpH CTPYKTYPU METAOIHKCY 3 MOHATTIMH
[IpO). CTBOpEHHS MPOTOTHUITY TAKOI OHTOJIOTIi TAKOXK € CKIaJJOBOIO JaHOT
pobotu.
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4 Hanpsimku inTerpaunii intesaexryaabanx Web-TexHoJoriii 3
obpoodkoro Big Data

Amnani3 myOmikaniii CBiTYMTh PO BUCOKHH IHTEpEC O 3aCTOCYBAaHHS
METOJIIB IITYYHOTO IHTENEKTY Ta IHTeNeKTyalbHuX Web-TexHouorii 1o
00pobku Big Data. Hai0imeIm dYacTo Taka iHTErparmist CTOCY€ThCS
BUKOPHCTAHHS MAIIMHHOTO HaBYaHHS I 3400yTTs 3HaHb 3 Big Data Ta
OHTOJIOTIYHOTO aHaNi3y — Ui 3acTOCyBaHHA 3HaHb [IpO mo amamizy Big
Data. HaykoBi mociimkeHHs B Tiif cdepi — po3poOka BigMOBITHHX
MoJesieil 1 MeTOiB Ta OIiHKa iX e(eKTUBHOCTI — € ChOTOAHI OJHHUM 3
MPIOPUTETHUX HATIPSMKIB HAYKOBHUX JOCIiKEHb.

[Mpuknagom iHTEpecy A0 LBOrO HanpsMKy € OHTOJIOTIYHMH CaMMiT
2017 “Al, learning, reasoning and ontologies” [5], Ha sikoMy crmocoou
BukopucTanus wmerohiB Il nns MammMHHOrO HaBYaHHS, JIOTTYHOTO
BUBEJICHHS 1 OHTOJIOTIYHOTO aHaji3y, OPIEHTOBAaHI HA 3aCTOCYBaHHS [0
JIAHUX BEJIMKOT'0 00CSTY, PO3IIIAAINCS B TAKHX HAIPSIMKaX:

- 3actocyBanHss ML s 3100yTTsI 3HaHb 1 TOJIMIIEHHS
OHTOJIOT1H;

- BUKOPHCTaHHS  (OHOBMX  3HaHb JUI1  IIOJIIIICHHS
pe3ynbTatie ML;

- BUKOPHCTAHHS OHTOJOTIH JUIi JIOTIYHOTO BHBEACHHS 1
HaBIIaKH.

OHnTONOTIYHMN aHali3 Ta JIOTiYyHEe BHBEICHHS B 00poOii Big Data
3acobamn ML 3a0e3neuye  BUKOpUCTaHHS (DOHOBMX 3HaHb IS 1
MITOTOBKU JIAaHUX JJIs HaBYaHHS 1 TeCTyBaHHS (CKOPOUEHHS BEIIUKHX,
3alIyMJICHUX  Ha0OpiB  J@aHMX /IO KEpOBaHUX) Ta  YCYHEHHS
Heo/IHO3HauHOCTI TepMiHiB. 11{06 nepeliTu 10 eramy HaBYaHHsI, MOTPIOHO
BU3HAYHTH:

- SIKy 3aJjaqy BUPIIIye KOMIT I0TEpHA CHCTEMA;

- B SKOMY HaNpsIMKy HOTPiOHO BJOCKOHAJIUTH Ii TOBEIIHKY
(mpumipoM,  TIABHIIMTH  TOYHICT  PO3Mi3HABaHHIA,
PO3IIUPUTH  KUTBKICTH  0Ci0, 10  iAeHTHU(IKYIOTHCS,
MIPUIIBHUIIIATH PO3IIi3HABAHH);

- 3BIIKH OTpPUMATH JaHi, B SKHAX MICTAThCSA TOTPIOHI s
aHamizy BiOMOCTi (3 JOCBily B3aeMOjii JaHOI CHUCTEMH 3
KOHKPETHUM KOPUCTYyBa4eM YW 3 YCIEK CIUIBHOTOIO
KOPHUCTYBadJiB, 13 30BHINIHIX JDKEpeN, Bl aHAJIOTIYHUX
CHCTEM TOIIIO);

- AK IHTETpyBaTH OTPHUMAaHi pe3yibTaTH 3 HAOOPOM 3HaHb,
SIKHMH OTIEPY€ CUCTEMA.
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SIKImIo BUSBIAETHCS, MO AOIIFHO 3aCTOCOBYBATH 30BHIMIHIA JOCBI,
mo mnpencraBneHuit y Big Data, To BuHHKae mpoOneMa TOIIyKY
BIJIMOBITHAX JKEPETI.

Jus  mporo HEOOXiMHO BUKOPHCTOBYBATH  METalaHi, SIKIMHA
cympoBoKytoThCs Big Data, Ta aHamizyBatn iX cemMaHTHKy. Ta gacThHa
METaIaHUX, IO TEHEPYETbCS AaBTOMATHYHO, MICTHUTh HEIOCTATHHO
BiZIOMOCTEil PO Te, YM MOXKHA 37100yTH 3 HUX HEOOXi/HI 3HAHHS, i TOMY
BUHHMKa€E Mpo0iieMa CEeMaHTUYHOT0 aHAITi3y aHOTALIM IUX JTaHHX.

Taki aHoTamii, IO CTBOPIOIOTHCA mpu 30epexenH] Big Data vy
BIAMOBITHUX CXOBHILAX, MOXKHA PO3MIISIATH SK HECTPYKTYpOBaHi abo
cimabko  cTpyktypoBani  npupogHomoBHi  (IIM)  tekctm i
BUKOPHCTOBYBATH Ul HUX CTaHIApTHI 3aco0u ananizy [IM, ananmoriuni
10 3aco0iB nomyky B Web. Ha sxains, y 3aranpHOMY BHITIAJIKy Taka 3ajada
aHaJl3y BUPIMIYEThCS HE SPEKTHBHO, 1 TOMY IOIIBHO 3aCTOCOBYBATH
JIOJIATKOBO amnpiopHi 3HaHHA 1010 Big Data.

AHani3 myOJikaIiii moka3as, 110, He3BaXKaI0UH Ha BUCOKUH 1HTEepecC 10
Big Data Ta HasBHICTH pI3HOMAHITHHX TEXHOJIOTIYHMX 3ac00iB IX
30epeKeHH Ta OOpPOOKH, Ha CHOTOJHI BiJACYTHI CTaHIAPTH METAJaHHX,
cenmbiuni  mis  Big Data. Ile moscHIOEThCS —CKIAAHICTIO Ta
pisHoMmaHiTTsiM camux Big Data. HasBui Mmeramani — e TexHiuHa
iHpopMaris, siKka XapakTepu3ye Yac CTBOPEHHS KOHTEHTY, HOro oocsr,
¢dopmari TOIIO, aje HE CTOCYeEThcs 3MicTy Tiel iHpopmalii, ska
MICTUTBCS B LUX AaHux. Lle yHeMoxiuBiroe yHiikOBaHUI omuc iX
ceMaHTHKHU. AJie 3HauHa yacThHa Big Data cynmpoBo/DKyeTbcs NMEBHUMH
aHOTAaIsIMA a00 TOSCHEHHSAMM, MOJAHWMH, SK HPaBHIIO, MPUPOTHOIO
MoBor0. ToMy BHHHMKae nmpo0ieMa aHalli3y TaKUX aHOTAllil Ta BUSHAYECHHS
3a HUMH IEPTHHEHTHOCTI NMeBHHX MacuBiB Big Data Tifi 3amaui, s
BUPIIICHHS KO i JaHi OyAyTh aHAIlI3yBaTHCA.

IHONI MOTpeOu B TaKOMY CITIBCTaBJICHHI HE BUHUKAE — MPHUMIPOM, B
opraHizamii aHamizyroTh Big Data, 1110 HaKOMUYYIOTHCS B Tporeci ii
(hyHKIIIOBaHHS.

AJle TOCHUTh YacTO BHHHUKAE CHTyalis, koiu Big Data mist aHamizy
OTPUMYIOTBCS 3 PI3HHMX 30BHIIIHIX pKepei. HeoOXiaHIiCTh momepeaHboi
¢dinpTpanii KOHTEHTY MOB’sA3aHa 3 THM, IIO 3amadi aHamizy Big Data
0a3yr0ThCsl HA METOJ]aX MAIIMHHOTO HABYAHHS, HIBHIKICTh POOOTH SKHX
3aJIeKNUTh Big o0cariB iHdopmanii, mo oOpodiserses. lpukiax Takoi
3ajadi — aHaji3 MOTOKIB TelleOayeHHs Ta pajgioMoBIieHHSI. B Takomy
BUIIJKYy JOLIJIBHO HE BHUTpayaTH 4ac Ha aHaii3 yciel indopmarmii, a
CMOYaTKy BiNiOpaTH Ty dYacTHHY Iepeliad, L0 CTOCYIOThCS HEBHOL
npobuiemu. J[xepenoM aHOTalLill B TaKOMY BHUIIAJIKy MOXKe OyTH Iporpama
Tenenepenay.
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Iammii npuknan Big Data, mo oTpuMyrOTbCs 3 PI3HUX JDKEpen Ta
aHOTYIOTBCS JIMIIE MPUPOJOMOBHUMH OITUCAMH — iH(pOpMaIliiiHi pecypcu
PO HASBHICTH POOOYMX BaKaHCIH €BpPONEHCHKOI CITyX)OHM 3alHATOCTI
(EURES — European Employment Services), ska 06’eanye 6nusbko 400
«EBPO-PAHMKIB» 3 HAIlIOHAIBHUX CIOY)KO 3alfHATOCTI, acoIliamii
poboTOaaBIIB, TPOQCIIIOK, MICIIEBUX Ta PETiOHAIBHUX OpPTraHiB BIaIH i
BUIIMX HABYAIBHUX 3aKIaiB AKTUBHO BHKOPHCTOBYE KIACHU(IKATOP
ESCO (European  Skills, = Competences,  Qualifications  and
Occupations, 6GaraToMOBHOTO KjacH]ikaropa €BpPOINMECHCHKUX HABUYOK,
yMiHb, KBami¢ikamii Ta mpodeciii.

5 Meranani ans Big Data

Jnst omepkaHHS SIKICHUX pPe3yNbTaTiB OOYMCICHHS BEIUKUX JAHUX
HEOOXITHUH CYIpOBiA OJIOKIB MaHUX MeTagjaHuMHU 1 (i3UYHO BOHH
NPUENHYIOTECA 10 O0mokiB Big Data. MeTtanani HagaroTh iHQOpMaIiito mpo
XapaKTePUCTHKH Ta CTPYKTypy HaOopy Big Data. BinctexxeHns
MEeTalaHiX Ma€ KJII0YOBe 3HA4eHHs npu o0poobui_Big Data, a takox s
iXHBOrO 30epeKeHHsl i aHami3y, OCKUIbKM BOHHM HAJalOTh 1H(OpMaLio
PO MOXO/PKEHHS JaHWX, PO JDKEPENo JaHuX Mix yac odpoOku [6, 7].
Hampukian, MetagaHi MicTaTh y co0i: HailMEeHYBaHHSI; iH(OPMAIIO PO
Jokepeno; XML-rtery, 1110 BKa3yroTh aBTOpa i 1aTy CTBOPEHHS JOKYMEHTa,;
aTpuOyTH, IO BKa3yrOTh PO3Mip i hopMaT, KOHTPOIBHY CYMY; KiJIBKICTh
3amuciB  HAO0OpYy MaHWX; 1 MJO3BUThbHA 3AaTHICTE (Qaitmy mudpoBoi
(hotorpadii; KOPOTKHUI OTHC TaHUX.

Metamani — 1e CTPYKTYpOBaHi, KOJOBaHiI MaHi, SKi OIHCYIOTH
XapaKTepUCTHKH 00'€KTiB-HOCIiB iH(opMarlii, mo crpuse ineHTudikamii,
BUSIBJICHHIO, OIIHIN 1 KEPYBaHHIO MK 00'ekTamu. MeTamani HEOOXiaHi
JUISL OIIMCY 3HAuY€HHs 1 BIACTUBOCTEH iH(pOpMAIl 3 METOI Kpamoro ii
po3yMiHHS, Knacudikanii, kKepyBaHHs i BAKOPUCTAHHS JaHUX.

BractuBocti Merananux, ixHii ckiaj i GpyHKUIT iCTOTHO 3anexarh Bij
TEXHOJIOTIM peanizauii cucTeM, y SKHX BOHH BHKOPUCTOBYIOTHCS,
0CcOOJIMBOCTEH ONUCYBaHMX HHMMH pECypciB, a TakoX Bix o00JacTi
3aCTOCYBaHHS i KOHKPETHUX 3aCTOCYHKIB.

MetasaHuM TIPUCBSIYEHO BEJMYE3HY KUIBKICTh ITyOlikamiii, mpore,
TPaKTyBaHHS TepMiHa "MeraziaHi" yce Iie He c(OpMyBaJIOCh OCTATOYHO.
Mertanani € ocobiauBUM BHIOM iHpOpManiiHUX pecypciB, X CTBOpEHHS
4acTO BMMAara€e 3HA4YHUX 3YCHJIb 1 ICTOTHUX BHUTpPAT, OJJHAK BOHU iCTOTHO
MiABUIIYIOTH HIHHICTH JaHUX, 3a0€3MeUyIOTh OUTBII MUPOKI MOKIHBOCTI
IXHBOIO BUKOPUCTaHHS.
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Ha croromgni icHye ©Oararo Bu3HaueHb MeTagaHWX. Mu BuOpamn
HAMOLTBII iCTOTHI 3 HUX, HAPHUKJIA: METaJaHi — Iie AaHi mpo maHux [8];
MeTafgaHi — e iHdopMmariis, sska poOUTs JaHi KOpUCHUMH [9]; MeTamaHi —
I[e MaITHHHO-00POOITIOBaHI 1aHi, Ki OIMHUCYIOTH JesKi pecypcH, IudpoBi i
He nn¢posi [10]; MeTagaHnMu Ha3WBaOTH iH(OpPMAILiTO, sIKa IPHUITYCKAE ii
KOMIT'IOTepHY OOpOoOKy 1 iHTepIpeTamilo JIOAWHOK Mpo nU(ppoBi Ta
HerudpoBi 00’exkti [11]; MeTagaHMMU HA3UBAETHCS CTPYKTYpOBaHA
iHpopMalis, sika OTHUCYE, MOSCHIOE, BKa3ye MICIIE3HAXO/PKEHHS 1. TAaKUM
YMHOM, IIOJIETIIY€E IOUIYK, BUKOPUCTaHHs iH(opMaliiiHoro pecypcy, a
TakoX KepyBaHHA HuM [12]; y Web — nie cnaboctpykTypoBaHi JaHi, 5K
NpaBWJIO, Y3TO/PKeHI 3 BIANOBIIHUMH MOJIENISIMH, IO 3a0e3nedyroTh
ormeparliiiHy iHTepoIepadeabHICTh B HEOHOPIAHOMY cepenoBui [13].

TaxkuMm 4MHOM, MiACYMYBaBIIN yKa3aHi BUIIEC BU3HAUYCHHS METAIaHMUX,
MOJKHa 3pOOHWTH BHUCHOBOK CTOCOBHO iX poini y Big Data. Metanani
CTIPHSAIOTH MiJBUIICHHIO SKOCTI JaHMX, KA BU3HAYAETHCS HACTYIMHHMH
XapaKTepPUCTUKAMM: TOTOKEHICTIO (UM € TIPEICTaBICHHS JaHHUX
OIHOPIMHUM, YW ICHYIOTh AYONIKATH NaHUX, IO TEPETHHAIOTHCS abo
KOH(IIKTYIOTh); TOBHOTOI (YM BCi NaHI HasABHI); TOYHICTIO (30irom
30epekeHHX 1 (aKTHMYHUX 3HAYEHb); CBOEYACHICTIO (UM € aKTyaJbHUM
30epexeHe 3HaueHHs). Takok MeTajgaHi 3a0e3NnedyroTh IOKpaleHHS
anamizy manux (OLAP, OLTP, Data Mining), 1¢ BOHU HEOOXimHi s
posyminas IIpO Jokepena naHuX Al 3aCTOCYBAaHHS  aJleKBaTHOTO
oOuMcIIeHHST W iHTeprpeTamii pe3ysibpTaTiB. MeTagaHni 3a0e3euyroTh
3aCTOCYBaHHS 3arajbHOI TEPMIHONOTii i MOBH B3a€MOIIi yCepeauHi
KOMIIaHIi YW OpraHi3allii, yCyBarOTh JBO3HAYHICTH 1 3a0e3MedyroTh
MOTOJKEHICTh BUCHOBKIB YCepeINHI KOMITaHii.

OO6pobka Big Data TicHO 3B'si3aHa 3 MeTaJaHHMH, OCOOJNHUBO TIPU
00poO01i CIabOCTPYKTYPOBAaHUX 1 HECTPYKTYPOBAHUX IaHWUX. BaxmBo
BiJJ3HAYUTH, IO KOKHOTO pa3y, KOJM BENHKI JTaHi 3MIHIOIOTh CBii CTaH,
BOHH MOBHHHI iHII[iFOBaTH 30ip iHpOpMALT PO MOXOIKEHHSI, IO BiIpasy
K 3alMCYeThbesl sk Meraaani. Konu JaHi monajnaroTh B aHAITHYHE
CepelloBHUILe, 3alUC IXHHOIO IIOXO/PKEHHS MOXe OYyTH IHiLifoBaTHCS
3amicoM iHQopmanii, mo ¢ikcye KUTTEBUH MK JnaHuxX. Lo
OJlepKaHHsI TIOXO/DKEHHS € MOXJIMBICTh apryMEHTYBaHHS OTPHUMaHHX
AHATITHYHUX PE3yNbTATIB, 3HAIOYM TIOXOJKCHHS JaHUX, 1 aHai3 KPOKiB
YH aJITOPUTMIB, BUKOPHCTOBYBAaHUX ISl OOPOOKH JTaHMX, IO TIPUBEJHN 10
HasBHOTO pe3ynbraTy. I[H(opmamis Npo MOXOKEHHS Mae BaKJIUBE
3HAUCHHS Ul PO3YMIHHS LIHHOCTI aHAJITWYHOTO pe3ynbrary. [lonioHo
HAYKOBUM MIOCII/DKEHHSM, SKIIO PE3yJbTaTH He MOXKHA BUIpaBJIATH i
MOBTOPUTH, BOHH HE 3aCJIyTOBYIOTh JIOBIpH.
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Takum umHoM, st edekrtuBHOI 00poOkm Big Data i omepixanHS
[IHHUX 3HaHb HEOOXigHa THYYKa CTPYKTypa KEpyBaHHSI MpPOIECOM
00poOKH Ha OCHOBI METaIaHUX, SIKi JO3BOJISIOTH CTBOPUTH yHiBEepCaJbHE
cepefoBUIe I 3a0e3MeueHHs iHTepPOIepadeNbHOCTI TeTepPOreHHUX
ONOKIB JMaHWX, CTaHAAPTH3YBAaTH eTamu OOpPOOKM ¥ EeBOIIIOILIOHYBAaTH
wIaThopMu 00pOOKH.

6 CraHaapTu AJs MeTaJaHuX, 3acTOcOBHi A1s Big Data

Ha erami Bimbopy Big Data BHKOHYETBCS CITIBCTABIEHHS iX
METAOIHCIB 13 ONMKCOM 3aadi KOPUCTyBada, TOMY IO Yepe3 HaI3BHUARHO
BEIMKHNA 00CAT Ta cIa0Ky CTPYKTYPOBAaHICTH IOPIiBHIOBATH i3 OIIHCOM
3amadi cam koHTeHT Big Data HemorinsHo.

V crarnpaprax cepii ISO/IEC 11179 meTtanaHi BU3Ha4YeHi SIK JaHi, AKi
BH3HAYAIOTh 1 ONMUCYIOTH iHII naHi. Ile o3Havae, mo MeTanaHi € JaHUMH,
a JaHi CTalOTh MCTAaJaHMMH, KOJIM BOHH BHKOPHCTOBYIOTHCS TaKHM
yuHOoM. lle BiAOyBaeThCs 3a KOHKPETHHX OOCTaBHH, IJISI KOHKPETHHX
IJIeH, 3 BU3HAYCHUMU MIEPCIICKTUBAMHU, 0€3 SKUX JaHi HE € METaJaHUMU.
HaGip o0cTaBuH, 1iie#i Y TEPCHEKTHB, i1 SKUX JCAKI JaHi
BUKOPUCTOBYIOTBCS K MeETalaHi, HA3UBAIOTh KOHWMeEKCmoM. Takum
YHHOM, METaJaHi — II¢ JaHi Mpo JaHi y AeIKOMY KOHTEKCTI.

Mertanani MOXKYTh 30epiratucs B 6asi 1aHuX i OyTH OpraHi30BaHUMHU 3
BUKOPHUCTAHHIM SIKOI-HEOyab Mojeni. Mojelnb, 10 OMUCYE METajaHi,
HA3WBAETHCS METAMOJEIUNI0. [IpUMIpoM, KOHIENTyalbHAa MOJEIb,
npezncrasiena B ISO/IEC 11179-3, e meraMoeIuTO B IIbOMY 3MICTi.

3BakarouM Ha BIICYTHICTH crmenudivaunx ansd Big Data ctanmapTi
JUISL METaJaHuX, JOIUIBHO TIpOaHaTi3yBaTH Ti ICHYIOYI CTaHIApTH
METaJlaHhX, SIKIi BHUKOPHUCTOBYIOTBCS JO iH(pOpMAlii, 110 MOXe MarTu
BJIACTHBOCTI 5V Ta JI03BOJISIIOTH BiIOOpaKaTh CEMaHTUKY KOHTEHTY.

3nayna yactka Big Data — me mysnprumeniiina indopmariris. Icaye
Oarato dopmariB nomaHHs MyJabTHMeniiiHOT iH(opmauii dopmariB
3amucy ¢aiiniB, 10 po3poOlieHI PI3HUMHM BHPOOHUKAMHU TPOTrPaMHHUX
NPOJYKTIB 1 amapaTHUX 3aco0iB, MpPOTE Ha CHOTOJHI HEMAae €JINHOTO
CTaHJApTy, CIUIBHOTO IS BCiX, TOMY IO KOXECH BHUPOOHHUK pO3p00IIsie
CBIill YHIKaIbHHA, 3pyYHHUN TS HOTO BUKOPUCTAHHS IiAXiM, SIKHHA 3r0J0M
MOXE OJepKaTH TIOIIUpeHHs. IcHyroui Qopmartu  30epeKeHHS
MmynbTUMenia B enekrponHiit gopmi (GIF, TIFF, PIC, PCX, JPEG, PNG
TOMIO) BiAPI3HAIOTHECA METOJAMH CTUCHEHHS iH(GOpMAIi, BUIaMHU
KOJyBaHb, IPU3HAYCHHSM.

Excnepraa rpyna Moving Picture Experts Group O06'exnaHoro
Komitery 3i Crammaprusamii 3amporioHyBajla CiMEHCTBO CTaHAApTiB
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nmoxaHHs MyhbTUMeniiHOi iHpopManii MPEG [14]. MPEG-daitnmu
3aiiMarOTh 3HAYHO MEHIIE MiCIs IMOPIBHAHO 3 iH(OpMaIlieo B iHIIHX
nommpennx ¢opmarax. MPEG-1 (ISO/IEC 11172) [15], MPEG-2
(ISO/IEC 13818) [16], MPEG-4 (ISO/IEC 14496) [17] — crammapTtn
CTUCHEHHSI MyJIbTHME i HOT iH(OpMaITii.

MPEG-7 («Multimedia Content Description Interface» “Iatepdeiic
uisi  omucy KoHteHta Myibtumenia”’ ISO/IEC) [18] — cranpapr,
OpIEHTOBaHMII HAa CEMaHTHYHE MOJAHHS MyJbTHMenia. B cBoix ommcax
BiH Npumyckae pi3HHH cryminb geranmizaumii. MPEG-7 wmictute 3acobu
ommucy — DT (Description Tools); moBy onmcy BusHaueHs DDL
(Description Definition Language) Ta cucremni 3acobu. Bin Bu3Hauae
CTaHIAPTHUHA HAOIp MECKPUNTOPIB Ui pIi3HUX TUOIB iH(OpMAIi,
CTaHJapTU3y€e CIOCi0 BH3HAYEHHS CBOIX JCCKPHIITOPIB 1 IXHBOTO
B32€MO3B'13Ky. DT MIicTATH JBI KOMIIOHEHTH: AECKPUNTOPH BH3HAYAIOTH
CHHTAaKCHC 1 CEMaHTHKy KOKHOI BIIACTHBOCTI (€JIE€MEHTa METaIaHUX), a
CXEMH OINCY BCTAHOBJIIOIOTH CTPYKTYPY 1 CEMaHTHKY BiJHOIICHb MiXK X
KOMITOHEHTaMH, III0 MOXYTh OyTH SIK JECKPHIITOpPAaMH, TaK i cXeMaMH
OTIHCY.

OCKIJIbKM  ONHUCOBI MOJIMBOCTI MarOTh OHO3HA4YHO 1 TOBHICTIO
IHTEpIIPEeTYBaTHCSI B KOHTEKCTI 3aCTOCYBaHHsS, TO BOHHM JUIs PI3HHX
JIOMEHIB KOPUCTYBayiB i PI3HUX 3aCTOCYBaHb € DI3HUMH, TOOTO TOU
camuii MaTepiaa Moke OyTH ONMCaHMI uYepe3 Pi3Hi THITM BJIACTUBOCTEH,
10 BiJOBIAIOTH 00JACTI 3aCTOCYBAHHS 1 MOXKJIMBOCTSIM 3aCTOCYBaHHSI.
I[pumipoM, rpadivuHe 300pakeHHS Ha HAWHKYOMY pPiBHI abcTpaximii
Moke OyTH ommcane depe3 GopMy, po3Mip, TEKCTYPY, KOIOPH, MATITPY,
TPAEKTOPII0 PyXy Ta TOJNOKEHHS; a aylio 4yepe3 TOHAJIbHICTh, 3MiHH
TEMITy, ITOJIOKEHHS B 3BYKOBOMY DSII, TOJI SIK HA BEPXHHOMY PiBHI Oyze
nmojaHa ceMaHTH4YHa iHopMmaris «[lle cyena 3 3enenum agmomodinem,
AKull i0e 00po2oio, Wo 3HAXOOUMbCSL IIGOPYY, | TIOOUHOIO 8 OIIOMY, KA
nepexooums 00po2y npagopyy, y CYAposooi (POHOB020 38YKY O00WY».
MoxyTh iCHYBaTH TaKoX IPOMDKHI piBHI abcTpakuii. PiBenb adcTpakiiii
MOB'I3aHKUH 31 criocoOoM 3700yTTs iH(opMarii: 6arato HU3bKOPIBHEBHX
BIACTUBOCTEHl MOXYyTh OyTH BUTATHYTI aBTOMAaTH4YHO, TOIi fK
BHCOKOPIiBHEBI BJIACTUBOCTI BUMAratoTh BTpy4YaHHS JIIOINHU.

Y OGaratpox BHmagKkax OaxaHO BUKOPHCTOBYBATH MJISI OIHCY
MYJIBTUMEAIHHUX pecypciB TekcToBy iH(popmanito. OngHak mnpobiema
nojsArae B TOMY, LIO Ii ONKMCH MAaloThb OyTH SIK MOMHA OijbII
He3aJIe)KHUMH BiJl MOBH, II0 BUKOPUCTOBYEThCS. Lle 0co01MBO BaXXIIMBO
npu oOpoOIi iMeH aBTOpiB, Ha3B, Miclk TOmIO. 3acobu ormmucy MPEG-7
Description Tools 103BOJISIFOTE CTBOPUTH ONUCH KOHTEHTA (TOOTO HaOip
cxeM omucy DS Ta BiamoBimHuUX ageckpuntopiB D), mo MicTATH
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iHpOpMaIif0 TIPO CTBOPEHHS Ta BHKOPUCTAHHS KOHTCHTA; iHCHICTB,
BiToOpakeHy B KOHTEHTI; HaOip 00'€KTiB TOIIIO.

MPEG-21 [19] - crammapr «Multimedia Framework», mio
TPU3HAYCHUH A CTBOPEHHS 1H(PACTPYKTYpPH KEPYBaHHA KOHTCHTOM Y
PO3MOIIIICHOMY CEPEOBHINI JIJII CEMaHTUYHOTO TMOITyKy. BiH BH3Hauae
OCHOBHI CHHTAaKCHC Ta CEMaHTHKY €JIEMEHTIB MYyJbTUMEia, 3aJeKHOCTI
MDK HUMH Ta onepauii, ki BOHH MiATPUMYIOTh. BiH NpU3HAa4YeHUH 1iIs
BCTaHOBJICHHS iHTEeponepadeIbHOCTI MiX MYJIbTUMEIIHHUMHA
iHpopMaLiiHIMU pecypcaMu.

[IpoananizyBaBmm icHy(o4i 3aco0M ToOAaHHS MeTaiH(popMalii Ipo
MynbTUMenilHI Big Data, Mo)kHa CTBep/pKyBaTH, IO iX CEMaHTHUKY
MOXKHA BUPA3UTH TiJIbKH Yy BUMIAAl npupogHomoBHoro (IIM) ommcy-
pestome. Takuii TEKCTOBHI OIMUC CEMaHTHYHOTO HANIOBHEHHS Martepiaiy
Mae BXOAWTH 10 MeTaomnucy Big Data.

RDF (Resource Description Framework) — 1ie inmmii mepcrekTuBHuUi
MiAXi 10 CTBOPEHHS CEMAaHTHYHMX METAamaHUX JJIs pPI3HUX THIIB
iHhopmarii, cTBopeHnit B pamkax Semantic Web. BiH mpu3HavaeTbes
U CTaHAapTH3alii BH3HAYCHHS 1 BUKOPHUCTaHHS METaJlaHUX PECypciB
Web, onHak npunatHuii Takox ast onucy Big Data. RDF BukopucToBye
0a30By MOJIeNb JaHUX «00'ckm — ampubym — 3nauenns». RDF Schema
JI03BOJIsIE BU3HAYATH KOHKPETHUH ciaoBHHK sl nanux RDF 1 BkasyBatu
BUJIM O00'€KTIB, JI0 SIKHX MOXYTh 3aCTOCOBYBAaTHCS ILi aTpHOyTH, TOOTO
Mmexanizam RDF Schema nanae 6a3oBy cuctemy turiB ajist mojeseir RDF.

BaxmBoro ocobmuBicTo cranmapty RDF € posmmproBaHicTh: Ha
RDF wMoxHa 3agaTé CTPYKTYpYy OITUCY JDKepelia, BUKOPHUCTOBYIOUH i
posmupioroun  BOymoBani moHATTS RDF-cxem, Ttaki sk Kiacw,
BJIACTUBOCTI, TUTIH, KOJIeKIii. Momenb cxemu RDF Brirouae cnakyBaHHS
KJIACiB i BITaCTHBOCTEH.

[Io6 cmpocTuTH Ta YHiIPIKyBaTH CTBOPEHHS METAOIHCIB PECYpCiB,
KOpHCTYBayaM MOTPIOHO HajaTH TMeBHI IA0JOHM Ta CTaHAAPTH OIHCY
TUIIOBUX PECypciB. 3 TakuX 3aco0iB HAWOLIBII IPYHTOBHO PO3pPOOJICHO
HaOip enemeHTiB [uisi cTBOpeHHs Merananux "Dublin Core Metadata
Elements" [20].

7 Kurresuii uuk ananizy Big Data

Amnaiiz Big Data Binpi3Hs€TbCS B TPaAHUILIHHOTO aHANI3y JaHUX Y
MepIIy 4epry 4Yepe3 XapaKTePHUCTHKH OOpOOIIOBAHUX NAHHX, TAKHX SK
o0csT, MBHUIKICTh 1 PI3HOMaHITHICTh. {71 3a70BOJICHHS Pi3HAX BUMOT
00 BUKOHAHHS aHamizy Big Data, HeoOXigHa moeramHa METOJI0JIOTis
JUTsL opraHizamii il Ta 3aBJaHb, MOB'I3aHUX 13 MPUAOAHHSAM, 00POOKOIO,
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aHAJI30M 1 TIOBTOPHUM BHUKOPHUCTAHHSAM JaHUX. TpajdIiiitHuN KUTTEBHUA
ki1 aHamitaku Big Data MoXkHa pO3IiIMTH Ha HACTYIIHI  €TaIlH, sK
mokaszaHo Ha puc.l: 1) OuiHroBaHHS 3a7adi, AKa NOTpeOye BHUpIMIEHHS 3a
normoMororo ananisy Big Data; 2) Imentudikamis mamux (BHYTpilmHi,
30BHIIIHI, apecu Micre3HaxomkeHHs); 3) 36ip i ¢unpTpanis maxHux; 4)
Burar pmanmx (OTpUMaHHS, NEpeCIIaHHA, 3alUC Y CXOBHIIE); 5)
IlepeBipka i ouMIIEHHS AaHUX; 6) ATperyBaHHSA W MOJAHHS JAaHUX IS
aHanizy; 7) Ananmiz manux; 8) Bisyamizanis nanux; 9) Buxopucranus
pe3yJIbTaTiB aHalizy.

1. OrniHroBaHHs

3ajaui
9. BukopucraHHs

PE3YJIbTATIB aHAII3Y

2. Inenrudikais
JAHUX

8. Bizyaumizamis
JaHIX

3. 36ip Ta ¢inbTparmis
JQHUX

7. Anamiz
JAHUX

4. 3n00yTTs
JTAHUX

5. IlepeBipka Ta
OYHMILCHHS JaHUX

6. ArperyBaHHs
JTaHHUX

Puc.1 Eramnu xutreBoro nukity anamituku Big Data

Jlis  BUpINICHHS TOCTABJICHOI 3aaa4i MH 3MIHHJIH JCsKi eTanu
KUTTEBOTO MKy anamituke Big Data, momasmm y meBHi eramu
enementn Semantic Web, 30kpeMa, OHTOJIOTIYHOTO MoOjeaoBaHHs. Ha
etani idenmugixayis NaHUX BinOYyBa€ThCS BU3HAYEHHS HAOOPIB JAaHUX,
HEOOXITHUX Ui BHKOHAHHS aHANITHYHUX TMPOCKTIB (ITOCTABICHUX
3aBmaHb) 1 ixHix mkepen. Ockinmpku Big Data Ha koxHOMy iX erami
CYMPOBOJKYIOTh METafaHi, SKi BioOpa)xxaroTh OyIb-sIKi 3MIHH, SKi
BiIOYBAIOTBCS 3 MAKETaMHU JaHUX, a TAKOXK OMUCYIOTh XapaKTCPUCTHKH
UX JaHUX, TO HA I[bOMY €Talli MH BUKOPUCTOBYEMO CEMAaHTHIHHHN MiIXia
U pereBaHTHOTO BHOOpYy Big Data mo mocramieHoi 3anadi. BusiBieHHs
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OUTBII MUPOKOTO CHEKTPY JPKEPEN JaHUX MOXE 30UTHITUTH HMOBIPHICTD
BUSBIICHHS CXOBaHUX 3aKOHOMIpHOCTeH 1 Kkopemsmii y Big Data.
Hampukinan, mo6 gath aHATITUYHHA BUCHOBOK, MOXKE OYTH KOPHUCHUM
BU3HAUCHHS SKHAHOUTbIIE THUMIB 3B'S3aHUX IDKEpeN TaHUX, OCOOIMBO
KOJIM HESCHO, III0 caMe ITOTPiOHO ITyKaTH.

Ha erami 360py i ¢irnempayii Oanux BinOyBaeThCs 3aBepIIaiibHE
¢dopmyBanns nakeris Big Data mns wmined mocrtaBimenoi 3amaui 3
BUKOPHCTAHHSIM CEMAaHTUYHOTO aHAJIi3y TEKCTOBHX aHOTALIll METaAaHuX 1
BiIOOpY pENeBaHTHUX HAOOPIB MAaHMX JUISi BHPILICHHS IOCTaBJICHOL
3aj1a4i.

Jeski nani, mo izeHTH(IKOBaHI K BXiJHI JaHi A aHATi3y, MOXYTh
HAJXOAUTH y (opmarax, HECYMIiCHHX i3 mporpamoro st pobotu 3 Big
Data. OcobnuBo e GBI WMOBIPHO AJsl JaHWX i3 30BHIMIHIX JKEpEIL.
ETtan knTTEBOTO UMKy 6umsAzy Oauux, TPHU3HAYEHUH U1 BUTATY
HETIOPIBHAJIPHUX MaHWX 1 MEPEeTBOPEHHSA IX y ¢opmar, sSKuii Oa3oBa
nporpama g Big Data Mosxe BUKOPHCTOBYBAaTH 3 METOIO aHANI3y JaHHX.

Etan nepesipku il ouuwenns naHWX, NPU3HAYECHUH JUII CTBOPEHHS
CKJIQHUX TIPaBWI TIEPEeBIPKHM I BHAANEHHA OyIb-SIKHX BIIOMHX
HETIPUIYCTUMUX JaHUX (IyOJbOBaHi JaHi, MPOIMYCKH JJaHUX, Ha UIUIIKOBI
JaHi Tomo). [yl nakeTHOI aHAITHKU NepeBipKa JaHUX 1 IXHE OUUILEHHS
MOXYTb OyTH BHKOHaHI 3a jornomorow aBtoHoMHOI onepauii ETL. s
AQHAJTITUKK Yy pealbHOMY dYaci MOTpiOHO Oijblie CKiIajHa cHUcTeMa
BHYTPIIIHBOT aM'ATi I TIEPEBIPKH 1 OYMIICHHS JIaHUX Y MIipy IXHBOTO
HaJIXOJDKEHHS 13 JuKepera.

Etan aepecysanns i nooanns oanux BUKOHYE (YHKIIIO 00'€THaHHS
HaOOpiB MaHUX, AKi MOXYTh OYTH PO3IOIUICHI IO NEKiLTBKOX Habopax
JMAHUX Yepe3 3arajbHi IO, HANpUKIam depe3 aaty abo imeHTudikaTop
(ID). V iHmmx BHMaaKax Ti caMi HOJS JaHUX MOXYTh BioOpakaTHcs B
JEKUTBKOX Habopax HaHWX. Y KOXXHOMY pasi, IOTPiOCH METOH 3TOPTKH
JaHUX abo0 HEeOoOXiAHO BHM3HAYMTU HAOIp MAaHUX, IO MPEICTABIISE
NpaBWIbHE 3HaYCHHs. BUKOHAHHS [[bOTO €TaIly MOXKe YCKJIAIHUTH 4epe3
PO3XO/IKEHHSI B: cmpyKkmypi 0anux - Xo4a popMaTu JaHUX MOXKYTh OyTH
OJTHAKOBHMH, MOJIENIb CTPYKTYPU AaHUX MOXKE BIAPIZHITUCS; CEMaHTHIII -
3HA4YCHH!, BiI3HAYEHE TO-Pi3HOMY Y JBOX Pi3HMX HAbOpax JaHWX, MOXKe
03HAYaTH OJHE W Te caMe, HampuKias "surname (mpi3zBumie)" i "last name
(mpizBumIe)".

Crig BIAMITUTH BaXKJIHMBICTh TEPINUX JBOX €TAIB IBOTO YKHTTEBOTO
LUKy — OCTAaHOBKH 3ajiadi, JUIsl Kol 3/iicHIoeThes aHaiz Big Data, ta
BinOip Habopy Big Data, mepruHeHTHMX w0iid 3amadi. Skmo mi mii
BUKOHAHI HEBJAJIO, TO, HE3BAKAIOUM Ha CKIAJHICTh Ta CS(PEKTUBHICTH
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METOIB aHAJli3y JaHWX, OTPUMaHi pe3yIbTaTH HE 3aIOBUTBHATH NOTPEOH
KOPHCTYyBaya.

8 OmnroJorii Ta Big Data

B imkeHepii 3HaHb IiJ] OHTOJIOTIEID PO3YMIETHCS JIETAIBHHUH OITHC
Jiesikol Ipo06IeMHOi 00J1acTi, MO BUKOPUCTOBYETHCS I (POPMAIBHOTO 1
JCKJIapaTUBHOTO BH3HA4YCHHS 11 KoHmentyamizamii [21]. Yacto
OHTOJIOTIEI0 Ha3MBaIOTh 0a3zy 3HaHb CIELIabHOTO BHIY, 5Ky MOXKHA
PO3IINATH, BiAUYXKyBaTh 1 CaMOCTIHHO BHUKOPHCTOBYBAaTH B paMKax
posristayToi IIpO [22]. Te, mo oHTONOTII € axeKBaTHUM 3acO00M IS
omucy pizHux  IIpO, € Ha chOromHI 3aralbHOBHU3HAHMM (aKTOM, a
MUPOKUKA BUOIp OHTOJOTIH, IOCTYmHHX depe3 Web, miATBepmKye
MOMYJISIPHICTh IIBOTO MIXOAY Cepel PI3HHX TPYI pPO3pOOIIOBadYIB i
KopucTyBauiB Web-3acTocyBaHb, B TOMy 4ncii — i s Big Data.

Ha cporoxHi cTBopeHa BelHKa KiJbKICTh Pi3HOMaHITHHX OHTOJIOTIH,
ONMMCAaHUX 33 JIOIOMOTOK  PI3HMX MOB Ta  IOB’S3aHUX 13
HaiipisHoMmaHiTHiMME [IpO. Ili oHronorii pi3HATBCS 3a OararbMa
BJIACTHBOCTSIMH — OOCSITOM, BUPAa3HHUMHU MOXKJIMBOCTSIMH, NTPU3HAUCHHSM,
cryneHeM ¢opmanizanii 3HaHb Tomo. Came TOMY ICHYIOTH pi3HI BHIH
ki1acudikanii OHTOJIOTIH, SKI PI3HATHCS 3a MapaMmeTpamH, L0 JIeKaTh B
ocHOBI kiacuikarii. B mimoMy Bci Taki kiacugikaiiii OHTONIOTIH MOXKHA
MOJUIATH Ha B TPyNH — CEMaHTHYHI Ta IparMaTU4Hi. Bimbm nerampHa
knacudikamis oHTONOTiH po3ristayTa B [23]. Cemanmuuyni xmacudikarii
TpYyIyIOTH OHTOJIOTII 3a TmapaMeTpaMmiy, IIOB’S3aHMMH 31 3MiCTOM
iHpopMamii: cTymiHe (HOPMANBEHOCTI TPEACTABICHUX 3HAHB;, pPIBCHb
BHPA3HOCTI Ta piBeHb AeTanizalii inpopmarii [24].

Onrodoris [IpO — 1ie Ta yactuHa 3Hanb [IpO, M0 0OMexye 3HAYCHHS
il TepMiHiB, sIKi HEe 3aJIeKaTh BiJ| 1HIIOT (3MIHIOBaHOT) YaCTUHU 3HAHb L€l
IIpO. Taky ownrosorito IIpO MokHA PO3MIAAATH SK HAOIP yroj mpo
npeiMeTHY o0nacth, a iHMmA vacTUHa 3HaHb [IpO € MHOXHHOIO
EMIIPUYHUX 1 IHIIMX 3aKOHIB Ifi€l oOmacTi. TakUM YHMHOM, OHTOJIOTIS
BU3HAYA€ CTYIiHb Y3rO/KEHHS 3Ha4€Hb TEPMiHIB (paxiBLIsIMH MpeAMETHOT
obmacri [25].

Y pi3HHX JOKepenax MpOINOHYIOThCS Pi3HI QopmanbHi  Mozeni
Npe/CTaBICHHS OHTOJIOTIH [IpoTe BCi BOHM MICTSTH MHOXHHY TEpMiHIB
(TOHATH, KOHLENTIB), KA MOXE IMiJPO3IUIATHCA Ha MHOXKHHY KIJAciB i
MHOXXHHY €K3eMIUIAPiB;, MHOXXHHY BIJHOIIECHb MIX IOHATTAMH, Y SKii
MOXYTh SBHO BWIUIATHCS BIJHOIICHHS «KJIAC-TIAKIACY, i€papXidHi
(TaxCOHOMIYHI) BiTHOIIEHHS 1 BiIHONIECHHS CHHOHIMII (1T0/100M), a TaKOX
¢yHKIii — cnemianbHUN BUMAAOK BiIHOIIEHb, JUIS SKUX N-U eleMeHT
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BIHOILIECHHS OJHO3HAYHO BH3HA4Ya€ThCA N-1 IONEpenHIMH €leMEHTaMUu;
akcioMu i QyHKIIT iHTepIpeTarii TOHATH i BiTHOIICHB.

Js moOynoBu oHTOJNOTIYHOI Mogeni Big Data mominpHO po3aiisaTa
MHOXWHY KJIaciB Ta MHOXHHY €K3eMIULIpiB KiaciB. JIOIIBHO TaKOX
PO3IUIATH 00 €KTHI BiIHOMIEHHS — MK €K3eMIULIpaMH pi3HMX KJIaciB Ta
BiTHOIICHHS JaHWX — BITHOIICHHS MK aTpUOyTaMH EK3eMIULIPIB Ta iX
3HauyeHHAMH. [l ormcy oHrtouorii Big Data OynemMo BUKOpUCTOBYBaTH
HacTynHy GopMajbHy MOJIETb

0=(X,R,F,T,M) ),
II0 CKJIAJAETHCS 3 HACTYIHHUX €JICMEHTIB!
- X=X UXjq — MHOXKHHA KOHIIENTIiB OHTONOTIi, e X —
MHOXHHA KnaciB, Xjy — MHOXHHA €K3EMIULApiB KIacis,
Takux, Mo VaeX;gdAeX,,achA;
- R= rier_cl U{ri}u rier_prop u{pj}upier_prop — MHOXHHA
BiHOILIIEHE MI3K €JIEMEHTAMM OHTOJIOTI, /1€

- ler ¢ — l€papXiuHi BiTHONIEHHS MDX KJacaMd OHTOJIOTIT —

L€ CTPYKTYpHM YAacTKOBOTO BIIOPSAKYBaHHS 3 BEPXHIM
eneMeHTOM Thing, IO MOXYTh BCTAHOBJIIOBATHCSA MiX
KJIacaMM  OHTOJIOTII 1  XapakTepU3yeTbCs  TaKUMH
BJIACTHBOCTSIMH, SIK AHTHCUMETPUYHICTH 1 TPaH3UTHBHICTB,
rier_cl : XcI - Xcl ;

- {r} - MHOXHMHa 00'eKTHHX BIACTHBOCTEH, IO
BCTaHOBJIIOIOTh BIJIHOLICHHS MIDK €K3eMIUIIpaMu KJaciB:
(@8eXg)=b,beXig, 11 Xing = Xing ;

. Lo . ,

- Ter _pop —  1€papxiuHi BiIHOWIEHHS MK 00 €KTHHMH
BIIACTHBOCTSIMHU KJIaCiB OHTOJIOTIT |

- {pj} — MHOXMHa BracTHBOCTEH NaHKX, IO BCTAHOBIIOKOTH

BITHOIICHHS MK €K3eMILSIpaMH KJIACiB 1 3HaueHHsMH 3 T:
pl(a,aexmd)=t,t€T, pl Xlnd —)T.,
= Pir_pop — 1€papXiuHi BIIHOUICHHS MK BIIACTHBOCTSAMH

JTAHUX €K3eMIULIPIB KJIaciB OHTOIOTII ;
- F={RyUFyp} — MHOXMHA THX XapaKTepHCTHK, IO

MOJXYTh BUKOPHCTOBYBATHCS JJIsI JIOTIYHOTO BUBEACHHS Hal
OHTOJIOTIEIO;
- T — MHOXWHA THIB JaHWMX (HANPHKIAN, PSAIOK, IIiye),
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3HA4YCHHA 3 SKMX MOXYTh NpPUIMaTH BIACTHBOCTI JAHHX
KJIaciB OHTOJIOTII;
- M — muO)uHa Henoriuaux mpasun [1pO.

Taka ontonoris Big Data MicTUTh KJIac Ta BHIUICHHS THIIOBHX
iHpopManiiHUX 00’€KTiB 3 HabopaMH CEMaHTHYHHX BIIACTUBOCTEH
(Bimeo, aymio, MOTOKOBE BiJIcO, YAaCTKOBO CTPYKTYpPOBaHi JaHi BiX
JIATYHKIB), IO BiAMOBIAAIOTh:

- pi3HUM (opMaTaM IPHUCTPOIB, 110 reHepyIoTh Big Data;
- NPU3HAYCHHIO IUX NPHUCTPOIB;

- reorpa¢iYHOMY pO3TalTyBaHHIO;

- YacoOBi XapaKTEePHUCTHUKH;

- IOCTOBIpHICTP JKepena;

- YMOBH OTPHMaHHS JIOCTYILY;

- 00cCsTH Ta MBUAKICT OHOBJICHHS.

Benuki nmaHi MOXyTh OyTH SIK CTBOPEHHUMH JIIOAMHOIO, Tak i
3reHepOBaHi MallMHAMU 1 MOXYTh HaJIXOIUTH 3 pI3HUX JpKepen i
NPEACTABIATUCS B Pi3HUX (opMaTax ud TUHax. ToMmy oHrojoris Big
Data BinoOpaxae TunoBi mxepena Big Data — Bix misuibHOCTI Joen (K
OKpeMHX 0ci0, Tak 1 opraHizamii) 4epe3 iHpOpMAaIiiHO-KOMYHIKaIliiiHe
obnasiHaHHs (3 COLIaNbHUX MEpek, cMapT(OHiB, KOMII' IOTEPIB, KACOBHX
amapaTiB, OaHKOMATiB TOIIO) Ta BiJ aBTOMATH30BaHUX IPOTPAMHO-
amapaTHUX TPUCTPOIB (DATYMKHU, CEHCOPHI Mepexi, Bimeokamepu, GPS,
npuctpoi Internet of Things, aBromarn3oBaHi BUpOOHUIITBA, APOHH).

B onTonorii MoxyTh (ikcyBatucs i mapamerpu sikocti Big Data —
3alTyMJICHICTh, TOYHICTh, CTYIIHb JOBIpPH JO JDKepena, SKICTh CHUTHAIY,
MIOBHOTA TOLLIO.

OnroJioris  J03BOJIsIE  BiioOpakaTH CEMaHTHKY 3B’SI3KIB  MiX
okpemumu (parmentamu Big Data (wacosi, mpocTopoBi, KoMmyHiKamiitHi
(npumipom, iHpopmarist Big cMapThOHIB, MK SKMMHU OyJIM pO3MOBH), 32
ineHTH(IKaTOpaMH TPHUCTPOIB, 32 TEMAaTHKOIO, INPHU3HAYECHHSIM TOIIO).
Hwxue HaBeneni mpukiagu eneMmeHTiB ontosorii Big Data (puc.2), mio
BIITIOBIZIAIOTh Pi3HUM eJIeMeHTaM 11 oHToIoriuHOT Mozei (1):

- X, ={"Big_Data_resources","standard","type"," format","metadata_ format",...} -
Xind ={XXX103,...,MPEG7,...,JPG,...};
- "metadata _fornat"r,, "format" ;

{r}={"has_type","has_ resource","based _on",...} ;

- {p;}={"annotation","size","date",...}.
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Puc.2 Enementu onronorignoi mozeni Big Data.

3aco0u Bizyamizauii OHTOJIOTIi J/IO3BOJISIIOTH JIETIE aHAI3yBaTH
BITHOIIICHHS MiX Ti eneMeHTamu (puc.3).
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Puc.3 Bizyamnizauist onTosorii Big Data.

EneMeHTH 11i€i OHTOJIOTIT MAlOTh CIIIBCTABJIITUCS 3 OHTOJIOTICIO 3a1a4il
KOpHUCTYyBa4a JJisl MOUIyKy MOoTpiOoHuX Jukepen Big Data.
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10 OmnroJorii Ta Big Data

11106 BHMKOPHCTOBYBATH OHTOJIOTIYHI 3HAHHA ISl CIIIBCTABJICHHS
takux 10, sk aHoTamii — HECTPYKTYpOBaHi MPHUPOJHOMOBHI TEKCTH,
NOTpiOHO 3a0€3NeYnTH MEXaHI3MU 3B’ SI3yBaHHS €JIEMEHTIB iX KOHTEHTY 3
TepMiHaMH OHTOJNOTii. [IpOTMOHYyeThCS B SAKOCTI TaKOr0 MEXaHI3MY
BUKOPHUCTOBYBATH Te3aypycH 3ajadi, SKUH BimoOpakae moTpedn
KOpHCTyBada Ha 0CHOBi oHTOINOTIi [IpO, 00paHOi KOopHUCTyBaUEM.

VY 3arajJbHOMY BHIJKy Te3aypyc — L€ CIOBHHK OCHOBHHX HOHSTbH
MOBH, IO ITO3HAYAIOTHCS OKPEMUMH CIIOBAMH Y CIIOBOCIIONYYCHHSIMH, 3
BU3HAUCHUMH CEMaHTHYHMMHU 3B's3Kamu MK HEMH [26]. Tesaypyc
MOJKHA PO3IJISAAaTH SK OKpeMuil Bumamok ourojorii [27]. Tezaypyc
3a0aqui — 1e MHOXHMHa TepMiHiB [IpO, HEOOXimHMX UIA omHuCy Ta
BUpIIIEHHS 3a/adi, Ui SKOI KOPUCTYBad HaMarae€TbCcs 3a JONOMOTOI0
CCII 3HaiiTn meBHy iH(opmariito. [[id KOXHOTO 3 HHX MOXE OyTH
BU3HAa4YCHA IX Bara, IO J03BOJISIE OXapaKTEpU3yBaTH BaXKJIMBICTh Ta
MEPTUHEHTHICTh TEPMIiHY JUIsS MMOTOYHOI 3a1advi, Ta OHTOJOTIS, 3 SIKOi
iMrmopToBaHo  BimnoBimHWIA Tepmin [28]. Teszaypycn O3BOJSIOTH
BUPIIITyBaTH mpoobIeMu CEMaHTUYHOI  PO3MITKH JOBUTBHIX
npupogHOMOBHUX  TekcTiB  [29]. Ilomibmicte mBOox IIM-TekcriB
OIIHIOEThCS 33 JOMOMOTOI0 (YHKIIi CEeMaHTHYHOI ONHM3BKOCTI MiXK IX
Te3aypycaMH.

Jns 1poro BHKOHYEThCA NOpiBHAHHS Tesaypycy 3amaui Th,, ..,

Th o paui = {< t, Wy >m :L_q} Ta Te3aypyciB aHoTamii Big Data 3
muoxmHM 1, | = {annot(Big_Data_resource j)},j =1n, i JPaxoBY€TLCS

q
koedimient  ixHpoi  OGumspkocti K= f(tm )* w, m=1q, e
m=1

0, t,, # annot(Big_Data _resource;)

R Ta BBAXAETHCA, LII0
1,t,, € annot(Big_ Data _resource;) ’

f“m):
t, €annot(Big_Data _resource;), sxmo B  aHoramii  pecypcy
annot(Big_ Data _resource J—) € (parMeHT TEKCTy, SKUi (BIOMOBIIHO IO
nexcuunoi B3) cmiBBigHOCHTECA 3 TepMiHoM Tesaypycy [ .3maiineni

pecypcH  BIIOPSIKOBYIOTBCSL B 3alekHOCTi Bix 3Hadens K s

j 5
MOAAJBLIOTO aHaJli3y KOpHCTyBad oTpumye Ti ¢pparmentu Big Data, s
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AKUX 3HaUYeHHS (QYHKIII CEeMaHTHYHOi ONM3BKOCTI BUIIE 3a BKa3aHy
OIIiHKY.

11 Bupimenns omonimii y meraonucax Big Data

Yepez HeonHo3HauHicTh [IM  Moke BHHHMKHYTH mpoOsema
HEO/IHO3HAYHOI iHTepIpeTanii CIiB, JOMOMOITH B BHPILICHHS SIKOT Mae
METOJ BUPIULEHHS OMOHIMII.

SIKII0 B NPHUPOAHOMY TEKCTi 3YCTPIUa€ThCS CJIOBO, IO MAa€ KiIbKa
BapiaHTIB CMHCJIOBOIO 3HAYEHHS, TO 3a KOHTEKCTOM Tpeba obOpartu
notpiOumit BapianT (oHTomoris I[IpO) 3 HAKOMWMYEHHSIM MPHUKIIAIIB
posmizHaBaHHA (MHOXXHHH IPENEACHTIB) Ta allOPUTM IX BIIOPSAKYBAHHS
(Tuma Tpaxmykmii) y mepeBa pimeHs. [Ipukimagym oMoHIMIB: TimepOona —
,»CTHIICTHYHA Qirypa, B sAKiil epeOiIbIIeHO IEBHY O3HaKY i rimepooa —

,INIOCKa KpWBa”; KomMa — ,CTaH HENPUTOMHOCTI”, KoMa —
,IIYHKTyaIlifHiii 3HaK” i KOMa — ,ra30Ba TYMaHHICTh OOOJIOHKH sfpa
KOMETH

KpiM OMOHIMIB pO3Mi3HaBaHHS TaKOXX CTOCYEThCS PI3HOBH/IB
JIEKCHYHUX OMOHIMIB: OMO(OHIB (CJIOBa, 0 MAIOTh OJHAKOBE 3BYYaHHS,
ajie pi3He HANWCaHHI: MCHE — MHUHE, 3a€lb — 3a€mb, Hamis — Hamis,
Cenuie — cenuine); omodopM (coBa, 1110 MalOTh OJTHAKOBHUN 3BYKOBHIA
CKJIaJl TUIBKM B TEBHIH rpamMatuuHii ¢opmi: Math (IMEHHUK) — MarTu
(miecmoBo), BapTa (IMEHHUK) — BapTa (TIPUKMETHHK >KIHOYOTO pOIY),
mwo (Bif MUTH) — A0 (BiX mus), TpU (YHCITIBHUK) — TPU (II€CIOBO
HAKa30BOTO crmocoly), omorpadiB (cioBa, MO TPH OJHAKOBOMY
HalMCaHHI MalOTh pi3Hy BHUMOBY, 30KpEMa HAroyioc: 3aMOK — 3aMOK,
Jopora — ropora, opatu — OpaTH, TIAKaTH — IJIaKaTh).

B wmoBi 3acobiB MacoBoi iH(popmalii OMOHIMH BXXHMBAIOThCS B
3aroJioBKax, y TOCTPUX, TIIOJIEMIYHHUX, CATUPUYHHUX, SICKPABO
eKCIpecHBHUX TekcTax. Hampukian, 3aronoBox HOBUH: ['omy6 i1 3aemp
paTyIoTh Tycel (memytatn Onekcannp ['omy6 Ta IBan 3aemnp BHCTynHIH
3a IPUHHSATTS 3aKOHY TPO 3a00POHY BECHSIHOTO HOJIOBAHHS).

xepeno iHdopmauii aist posmizHaBaHHS — ceMaHTH4HI (abo He
cemantnuHi) Wiki-pecypcu, a TakoX CIOBHHKH OMOHIMIB YKpaiHCHKOI
(9u 1HIIOT BiAMOBIAHOT) MPUPOIHOT MOBH.

KonteHT cioBa BH3HAYAE€THCSA SIK TEKCT BiamomimHoi crarri Wiki, 3
SIKOTO 37100YBarOTh TUIBKH IMOCHIAHHS HA 1HII CTATTI.

[Ipouenypa po3mizHaBaHHS OMOHIMIB CKJIaJa€Tbcs 3 HACTYITHHUX
KPOKIB:

1. Ha BXix cXeMH IOCTyIae TeKCT AJIS pO3Mi3HABAHHS.
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2. Bukonyetbes momepenHs oOpoOka TeKCTy (Tpemporecop,
010K TToTIepeTHBO1 00POOKH).
3. BukoHatn HOpMami3amilo TEKCTy — IEPETBOPEHHS CIIiB B
iH(IHITHB, 3MiHa 3aKiHUYEHB TOIIO.
4. Ina cuuonimiB y BJI yxke moBmHHI Oyt chopmoBaHi
€K3EMIULIPH CII0Ba-CHHOHIMA.
5. [Ipuctynury 10 aropuTMy po3Mi3HABaHHS OMOHIMY.

ANTopuTM pO3Mi3HABaHHS OMOHIMIB 0a3yeThcs Ha JEpeBl PIllICHb.
JepeBo pimens (TakoXX Ha3WBalOTh JEpeBOM Kiacudikauwii adbo
perpeciitHiM IepeBOM) — BUKOPHCTOBYETHCS B IHTEICKTYalbHOMY aHami3i
JaHUX JUIsd TPOTHO3HUX Mojenei. CTpyKTypa JepeBa MiICTHTh Taki
EJIEMEHTH: «IHCTs» 1 «rimku». Ha pebpax («rinkax») nepeBa pillleHHs
3amucaHi aTpuOyTH, Bill SKUX 3aJCKUTh LITHOBA (YHKIA, B <JIHCTI»
3anvcaHi 3HaYCHHS IITBOBOI (YHKIII, a B iHIIUX BY3JaX — aTpUOYTH, 3a
SKAMH PO3pi3HAIOThCS Bumankd. [{o6 posmizHaTé (KIacudikyBaTi)
HOBUH BHIIAJOK, Tpeba CHYCTUTHCA IO JepeBy MO JHCTa 1 BHAATH
BiJNIOBiZHE 3HA4YCHHSI. MeTa po3poOKH alropuTMy IOJISATAaE B TOMY, 00
CTBOPHTH MOJEJb, KA NMPOTHO3Ye 3HAYCHHS LITBOBOI 3MiHHOI Ha OCHOBI
JIEKIJIBKOX 3MiHHUX HAa BXOI.

IMpouec, mo iine «3ropu MOHU3Y», IHAYKIiS JepeB pillleHb, €
MPUKIAIOM MOTJIMHAKOUOTO (OKaJAi0HOTO» aJIrOpUTMy, 1 Ha CHOTOMHI €
HaWOUIbII MOLIMPEHOI0 CTPATETi€l0 JIepeB PillieHb IS JaHuX, aje Ie He
enuHa MoxuBa crpateris. B Data Mining, aepeBa pillieHb MOXYTb OyTH
BUKOPUCTAaHI SK MaTeMaTH4YHI Ta OOYHCIIOBAabHI METOIH, MI00
JIOTIOMOTTH OMHCATH, KIacu(iKyBaTH 1 y3araJbHHTH HAOIp NaHUX, SKi
MOXYTb OYTH 3alMCaHi TAKUM YHHOM:

(X,Y)=(X1,X2,Xs. ..Xg, Y) )

3anexxHa 3MiHHA Y € IJIbOBOIO 3MIHHOIO, SKYy HEOOXiIHO
npoaHali3yBaTH, KinacudikyBaTu i y3araabHUTH. BeKTop X ckllaaethest 3
BXIJTHUX 3MIHHHX X1,X2,X3 TOIIO, SIKi BUKOPHCTOBYIOTBCSI JUIsSi BUKOHAHHS
I[bOT'O 3aBJIAHHSL.

Bupimanere npaBmio (Decision Rule) Bumy "sxmio ..., T0...", sike
JTO3BOJISIE YXBAJIUTH PIIICHHS MOJ0 TMPUHAJICKHOCTI 00'ekTa (ClioBa) 110
neBHOro kiacy. OCHOBHE 3aCTOCYBaHHs BHPIIIAJbHUX NPaBHI - JAEpeBa
pimieHb. Y KOXKHOMY HOTO By3Jli MICTUTBCSl BUpIIIAIBHE INPABUIIO, IO
po30uBae Oe3niy MPHUKIAAIB y HHOMY HA HIIIMHOXKWHHM, acolilioBaHi i3
KJTacaMH.

3arampHa cxeMa TOOYZOBM JiepeBa pimIeHb 3a TECTOBHMU
NPUKIaAaMu:

- Bubparu ueprosuii atpudyt Q, nomimaemo Horo B KOpiHb.
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- Jlyist Beix Horo 3HaveHsb i

- 3aMUIIUTH 3 TECTOBUX HPUKIANIB TUIBKH Ti, V SIKHX 3HAYCHHS
atpubyta Q MOpiBHIOE |

- PexypcuBHO OymyBaTH AEpeBO B I[bOMY HAINAAKY

Onmc . . . ~—
sazagi Cucrema Bindopy pecypciB Big Data
Ty
IIpenponecop
Ipenponecop Te3aypycu T
I[IM-onucy 3anadi Big Data y Tesaypycu
y Te3aypyc
< bBrok maril. HaBuaHHs Biok criBcTaBieHHs DT p—
Tesaypycis

-
Omrouorii
IIpo

[[loGymoBa aepeBa pimeHs
- Tlomyk cHHOHIMIB [+
InTepnperanis npaBux

BupieHHs oMOHIMiT

v
OuiHKY CeMaHTHYHOI
6u3bKocTi pecypeis Big Datal
J10 ommcy 3afadi cl,....cn

paBiia
BUPILICHHS
OMOHIMIi

Pecypcu Big Data
Bl,...Bn

Puc. 4 ApXiTeKTypa CHCTEMH CIIBCTABJICHHS aHOTAIlIl

€ pi3HI aNropuT™MH 1HIYKTHBHOTO BHUBEJCHHS VIl BUOOPY YEpProBOTO

aTpubyty [12]:

o

ID3, ne Bubip arpubyTa BiIOyBa€eThCSA HA MiJICTaBl IPHPOCTY
indopmarii (Gain), abo Ha mincrasi koeditieHty JHKuHi.
C4.5 (mominmena Bepcis  ID3), nme Bubip arpubyra
BiMOyBa€ThCS Ha TIIACTaBi HOPMANi30BAHOTO IIPUPOCTY
indopmarii (Gain Ratio).

CART i iforo moaudikauii — INdCART, DB-CART.
ABromarnuHuii getektop B3aemomii Xi-kaapat (CHAID).
Buxonye ©OararopiBHEBMH TOAIT NPH  PO3PAXYHKY
kiacudikamii gepes;

MARS: posmuproe JepeBa pillieHb Ul TOJIIIICHHS
00po0KH IM(POBUX TaHUX.

Po3ni3HaBaHHS OMOHIMY.

Mamunae HaBuaHHs (machine learning) mis moOynoBu
IIpaBuUJIa PO3B’sI3aHHS OMOHIMII.
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Heo0OxigHO 3reHepyBaTH HaBYANBHY BHOIPKY TSI CIOBa-OMOHIMa, SKE
IOCTyIIa€ Ha BXiA IepeBa pilleHb, — HANpPUKIAJ, CIOBO «KOCa» Mae
OMOHIMH. SIKIIIO CIOBO «KOCa» € B TEKCTI 13 CIIOBOM «KOCHTBY, TO CIOBO-
OMOHIM «KOCa» € IHCTPYMEHTOM, JSIKIIO CIIOBO «KOCa» € B TEKCTi i3
CIIOBOM «ITICOK», «MOPEY...., TO CIIOBO-OMOHIM «KOCa» € reorpadigHimM
0o60’extoM. Ha ocHOBI HaByaibHOI BHOIpDKM T'eHEPYETHCS BHpIlIaJIbHE
NpaBWJIO Yy BHIVISII JiepeBa pIMICHb «SKILIO cioBo  {Cy,Cy...Cn}
MOENHYETBCSL B TEKCTi 13 cioBom D, To BUOMpaerscst cioBo D”.
BukonyBaTti 1mi Jil Mae iHTEJCKTyallbHA CHCTEMa CIIBCTABICHHS
aHoTauiit (puc.4).

BucHoBkH

IIpoanamizyBaBmu icHyroui 3acobu aHoTyBaHHA Big Data 3a
JIOTIOMOTOI0 METAOIMCIB, MOJKHA 3pOOWUTH BHCHOBKH IIOJO BiICYTHOCTI
3araJIbHONPUAHATOTO CTAHAAPTY TMOJAHHS TaKUX MeTagaHux. Tomy
3alpONOHOBAaHI METOJM aHaji3y NPUPOJHOMOBHHMX aHOTalil € Ha
CLOIOJHI HAHOINBII afeKBATHUM 3acOo00M CIIIBCTABIICHHS CEMAaHTHKU
(hparMeHTIB BEJIMKHX JaHUX 3 TUMH 3aJa4aMu, JUIsl PIIICHHS SKUX BOHH
MOJXYTh 3aCTOCOBYBATHUCS.
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At present, the information and communication systems and
technologies are developing at a very high rate and are becoming
widely available. At this, with every year there are more and more
programs appear on the market which allows communication
between people at a great distance with the use of network
technologies and the Internet. Many already known programs
provide intercourse for their users with the use of reliable
communication for free or almost free of charge; for example:
Skype, Viber, NetMeeting, Net Speakerphone, Team Speak, and
Discord. All these programs and technologies are called IP-
telephony; it includes a variety of technologies that provide the
transfer of multimedia data (voice, video and various multimedia)
over computer networks and the Internet. They are based on
various real-time streaming protocols. Many companies and users
around the world use IP-telephony services to support remote
communication and video communication between people in real
time. In this regard, the work considers the features of the
functioning of various protocols that are used to transmit visual
information between network users and users of various programs
and subnets. Most of them use the same network protocols, but
have different ways of dealing with network problems, such as
insufficient carrying capacity or network losses, which in one way
or another affect the quality of real time communication, and, as a
result, the quality of the displayed visual information. In
particular, the features of several most widely used multimedia
network real time transfer protocols (video data with sound - video
conferencing) are studied under certain limitations and losses. As
well, the results of experiments, the obtained estimates of protocols
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effectiveness, and the peculiarities in operation of various
protocols under the same test conditions are given.

Keywords: Protocol, Carrying Capacity, Efficiency, Packet
Loss, Frame Frequency, visual information

1 Analysis of efficiency of the key technologies

One of the most important trends in the evolution of modern
telecommunications is the development of IP telephony — a multitude of
new technologies that provide the transmission of multimedia messages
(voice, data, video) over computer networks on the basis of the IP
protocol, including local, corporate, global computer networks and the
Internet. The concept of IP-telephony includes Internet telephony,
allowing organizing telephone communication between subscribers of the
Internet, between subscribers of Public Switched Telephone Network
(PSTN) through the Internet, as well as telephone communication of
subscribers of PSTN and Internet with each other.

IP-telephony has a number of undoubted advantages, ensuring its
rapid development and expansion of the computer telephony market. It is
beneficial to end users who are provided with a telephone connection at a
rather low per-minute payment or for no charge at all. For companies with
remote branches, IP telephony technology allows voice communications
to be organized using existing corporate IP networks. Instead of several
communication networks, one is used. The undoubted advantage of IP
telephony over a regular phone is also the possibility of providing
additional services through the use of a multimedia computer and various
Internet applications. Thus, thanks to IP-telephony, enterprises and
individuals can expand communication capabilities by incorporating
modern video conferencing, application sharing, etc.

In networks that do not provide guaranteed quality of service, packets
may be lost, the order of their arrival may change, data transmitted in
packets may be distorted. Under these conditions, various procedures of
the transport layer are used to ensure reliable delivery of the transmitted
information. When transmitting digital data, the Transmission Control
Protocol (TCP) is used for this purpose. This protocol provides reliable
data delivery and restores the original order of the packets. If an error is
detected in the packet, or the packet is lost, the TCP procedures send a
request for retransmission.

For audio and video conferencing applications, packet delays have a
much greater effect on signal quality than an individual corruption of
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data. Differences in delays can lead to pauses, "lags". For such
applications, a different transport-level protocol is needed, which ensures
the restoration of the original sequence of packets, their delivery with
minimal delay, real-time playback at exactly specified moments,
recognition of traffic type, group or two-way communication. This
protocol is the Real-Time Transport Protocol (RTP) which regulates the
transmission of multimedia data in packets over a computer network at
the transport level and is complemented by the Real-Time Control
Protocol (RTCP). The RTCP protocol, in turn, provides control of
multimedia data delivery, quality of service control, transfer of
information about participants in the current communication session,
management and identification, and is sometimes considered as part of
the RTP protocol [1]. As well, many other protocols are used in IP-
telephony.

UDP (User Datagram Protocol) is one of the key elements of the TCP
/ IP stack. Using UDP, the computer applications can send messages (in
this case called datagrams) to other nodes via the IP network without
having to send a preliminary message to set up special transmission
channels or data paths. UDP uses a simple transmission model, without
any implicit "handshakes" to ensure reliability, ordering, or data integrity.
Thus, UDP provides an unreliable service, and datagrams may come out
of order, be duplicated, or not reach the addressee at all. UDP implies that
error checking and correction are either not needed or must be performed
in an application. And although time-sensitive applications often use
UDP, since it is more preferable to drop some packets than to wait for
delayed packets, in real-time systems this is not allowable. If it is
necessary to correct errors at the network interface level, the application
can use TCP or SCTP designed for this purpose [2].

MPEG-DASH (HLS) (Dynamic Adaptive Streaming over HTTP) is
an adaptive streaming technology that provides the ability to deliver
streaming multimedia content via an IP-based network by the HTTP
protocol. It is the first decision on streaming data transmission with an
adaptive bit rate, which received the status of an international standard.
The technology involves splitting content into a sequence of short
segments, each of which contains a small excerpt of the content. The
content itself can be created in several bit-rate options, and alternative
segments aligned on the same timeline become available to the DASH
client. As the playback goes on, the client selects the next segment to
download and play from the available alternatives automatically,
according to the network operation conditions. The client selects the
segment with the highest bit rate, which can be downloaded and played
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back on time, without lagging and buffering. As it plays, the client
automatically selects the next segment to download and play from the
available alternatives, based on the network conditions. The client selects
the segment with the highest bit rate, which is possible to download and
play on time, without lagging and buffering.

The specification provides a special format for describing the media
stream, MPD (Media Presentation description) which contains
information about the segments (timeline, URL, media characteristics
such as video resolution and bit rate). Segments can contain any media
data, but, in detail, the specification describes two types of containers: an
ISO media file (for example, an MP4 file format) and an MPEG-2
Transport Stream.

The technology does not depend on the used audio- or video-codec.
As a rule, one or several representations of multimedia files are available
(for example, with different resolution or bit rate), and the choice can be
made based on the state of the data network, device capabilities or user
preferences, thus creating conditions for streaming with adaptive bit rate
and best quality. DASH is also independent of the application layer
protocols, so the technology can be used on top of any protocol, e.g. such
as CCN [3].

The Real-Time Streaming Protocol (RTSP) — is the application
protocol which is designed for use in systems which deal with multimedia
data and allows you to remotely control the flow of data from the server,
providing the ability to execute such commands as start , pause and stop
of playback of multimedia content, as well as access to files located on
the server by time. It is developed by the IETF in 1998 and described in
RFC 2326 [4].

The RTSP protocol does not perform compression, nor does it
determine an encapsulation method for multimedia data. Streaming data
transmission is not in itself a part of the RTSP protocol [5].

As a transport protocol is absent, by not relying on UDP or RTP for
transporting, for providing the content as a stream of one-address data it is
possible to use the Real-Time Protocol (RTSP). This is an application
level protocol that was created specifically to control the transfer of real-
time data, such as audio and video content. It is implemented according to
the correction-oriented transport protocol. It supports player control
actions such as stopping, pausing, and expedited forwarding in indexed
Windows Media files. You can use the RTSP protocol to stream content
to computers running Windows Media Player 9 or later or Windows
Media Services 9 or later. RTSP is a control protocol that works with the
RTP data delivery protocol to provide content to clients.
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Windows Media Services implements RTSP via the WMSRTSP
server control protocol plug-in. With a standard installation of Windows
Media Services, this plug-in is enabled and connected to TCP port 554
[6].

The protocols for streaming data have different implementation
principles, strategies for ensuring quality of services and images, as well
as methods for transmitting data over the network. It is precisely because
of these differences that doubts arise as to which particular protocol is
needed and advantageously used for transmitting streaming information.

This study considers a network for testing IP-telephony (video
conferencing) with the aim to estimate the data packet losses, which uses
various real-time streaming protocols, but under the same conditions. The
obtained data are displayed graphically and recorded in the table of
characteristics. On the analysis of the obtained data, the practical
recommendations as to the use of the considered protocols are proposed,
which is typical for studies of this type [7].

2 Design of experiments

It is assumed that the network consists of the following components
(Fig. 1):

— Multimedia server, which houses the video file that simulates video
conferencing in real time;

— Ethernet Commutator with the function of setting bandwidth and
transmission losses;

— a client, which uses a network analyzer to capture traffic and a video
player that uses various real-time protocols to receive multimedia
information from the server.

Query

O£
Commutator - e

Multimedin

Multimedia Network
Client Analyzer Tron

Server

"Response Response

= @ i
Results of
Anulysis

Fig. 1. Simplified presentation of the network [8].
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At the multimedia server a video file is disposed which consists of 4
scenes with a resolution of 768x432 pixels, a refresh rate of 25 frames/s, a
total stream rate of 1000 Kbps (1 Mbit/s) and duration of 40 s. On the
client side, the video file is displayed in the player, while all traffic
between the server and the client is captured into the network analyzer
buffer. The frame rate in the player was also monitored, which varied
depending on the protocol used and various network restrictions. Based
on the data obtained, recommendations on the use of the protocols are
given.

At first, for registration of changes in frames, a 8% network loss limit
was used. Then, a speed limit of 900 Kbps was used. After that,
depending on the change in speed from 2 Mbit/s to 800 Kbit/s, the level
of losses from 0% to 10% was used; the obtained results are displayed
graphically below.

3 The results of the experiment
3.1 Network performance parameters under unchanged
conditions

Monitoring of the frame rate during streaming well reflects the
playback progress and identifies changes in stream quality that are
perceived by a user. In a network in which a packet loss may take place,
or which has an insufficient bandwidth, the player can begin to correct the
playback speed, and even to reduce it. In such cases, the player can
display all the frames included in the video, which increases playback
time. The player can also discard image frames; this is perceived by the
user as periodic breaks. The breaks may be barely noticeable, or they may
be longer periods of freezing frames. They are often caused by a decoder
strategy that cancels a damaged video frame and repeats the previous
frame until the next valid decoded frame is available. All these player
reactions cause changes in the frame rate.

Since the network conditions in the described experiment were
simplified, the player basically responded to frame distortions using TCP-
based streaming protocols. In most cases, the displayed frames were error
free. A user observes the frame errors (reduction in the number of
reproduced frames) as periodic breaks or jerks of the image. With a
8%packet loss ratio, the player reproduces video with each streaming
protocol tested in the test environment (Fig. 2).

Fig. 2 shows examples of frame rate drops when packet loss is set to
8% and, thus, indicates differences in the interaction of protocols with the
FFMPEG player. The first three diagrams (UDP/RTSP, TCP/RTSP, and
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HLS) well illustrate the distortions. With RTMP protocol, the playback
stops once, and the video freezes for a few seconds. The rest of the
sequence is played smoothly. However, in playback with UDP / RTSP,
the displayed frames were also strongly distorted [7]. The bandwidth
limit, which made visible changes to streaming playback, in the test bench
was 900 Kbps for each tested protocol.

Protocol UDP/RTSP Protocol TCP/RTSP
30 - 30
n PPN o 0 I
Q & 10
10 +—+—
0
0o —1— 0 10 20 30
0 10 20 30
a) Time(S) b) Time(S)
Protocol HLS Protocol RTMP
30 30
n 20 NI »n 20
o &
% 10 10
0 ° 0 10 20 30
0 10 20 30
c) Time(S) d) Time(s)

Fig. 2. Falling of frame rate at 8% loss of packets without limiting the rate
for protocols UDP/RTSP (a), TCP/RTSP (b), HLS (c), RTMP (d)

Fig. 3 shows examples of frame rates with a 900 Kbps bandwidth.
This shows how the RTMP protocol manages to maintain the maximal
frame rate. When using the HLS protocol, the playback time increases.

This indicates that the player uses either very short periods of deferral
or reduces the playback speed to cope with insufficient bandwidth. In
these examples, the RTMP protocol displays most frames: 968 out of
1000. HLS protocol displays 953 frames, RTSP protocol - 873 frames
over UDP and 785 frames - over TCP.
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Unevenness in the reproduction often occurred near the change of
scenes. In addition, the observed quality may vary significantly between
scenes. Fig. 4 shows the differences in the scenes during playback. The
data were collected from the same test measurements as in Fig. 3. The
points associated with the dotted line show the time spent on each scene,
compared to the actual duration (40 s), i.e. values greater than 100%
indicate that the video was stretched due to a decrease in playback speed
or correction of damaged frames due to packet loss.

Protocol UDP/RTSP Protocol TCP/RTSP
40 40
(7] (72
0 0
0 10 20 30 0 10 20 30
a) Time(S) b) Time(S)
Protocol HLS Protocol RTMP
30 30
\ wn 20 \
n 20 4 W
£ L
0
0 0 10 20 30
0 10 20 30
d) Time(S
c) Time(S) ) )

Fig. 3. Frame rate with a rate of 900 Kbps is lossless for protocols: UDP /
RTSP (a), TCP / RTSP (b), HLS (c), RTMP (d).

The points associated with the solid line correspond to the displayed
frames, i.e. a drop below 100% means that instead of 25 frames/s, fewer
frames were displayed due to network losses.

If the streaming conditions were sufficient, both values would remain
at 100%. In the RTSP / TCP stream, the third concatenated clip loses
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most frames. The streaming gets better in the final scene, allowing you to
play almost all the frames, but the increased time spent on it indicates an
uneven playback. Listening to the 40-second test sequence took 44
seconds with HLS. With RTMP, the first three scenes were played
perfectly [8-10].

From the obtained results, it can be assumed that the number of
displayed frames for each protocol directly depends on the introduced
network restrictions presented in the following expression

F(t) = V-L-P, ).

where F(t) — is the frame rate (fps); V — data transfer rate; L — is the
share of lost packets (Packet Loss Rate, omitted in the formula when it is
0%); P — coefficient for the studied protocols (calculated for each
protocol): P for UDP/RTSP = 0.00025; P for PTCP/RTSP = 0.00027; P
for HLS = 0.00022; P for RTMP = 0.00024.

Exception: at L = 0%. L is omitted and the coefficient K is entered,
which has its own value for each protocol: K for UDP/RTSP = 0.1; K for
TCP/RTSP = 0.082; K for HLS = 0.107; K for RTMP = 0.11.

In this case the formula takes the form

F(t) = V-K-P. 2)

Based on the analysis of the results obtained, the Tab. 1 is compiled.
According to the data of this table, the final diagram was constructed

(Fig. 5).

Table 1. Results of a comparative evaluation of video transmission
protocols.

Network restrictions Protocol Protocol Protocol | Protocol
UDP/RTSP | TCP/RTSP | HLS RTMP

V = const (1,1 Mbps)

L =8% 22 24 19 21

V =900 kbps

L = const(0%) 22 20 21 24

With a duration of observation interval of 40 s and a frame rate of 25
fps, the total number of frames is 1000. For a confidence probability of
= 0.99 and the number of experiments n = 1000, the half-width of the
confidence interval makes p = 0.005. In other words, with a given number
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of experiments, the obtained value of the frequency of reproduced frames
deviates from the real by no more than + 0.005 with a probability of 0.99
[8, 11]. To improve the quality of the results, it is planned to use
specialized intelligent systems of frame preprocessing [12-16] and
dynamic correction of the transfer process [17].

. Protocol
€ RTSP/UDP
£ 150
o
“_5 100 - o @ BS
(0]
> 50
2

a) Scene

Protocol HLS

120
100
80
60
40
20
0

Displayed frames and
playback time per scene (%)

Y

._.\.\-:

1 2

c) Scene

3

Displayed frames and

Displayed frames and

4

. Protocol RTSP/TCP

e
S 150
(&)
(%]
=100 -
(O]
o ‘\ ,,
1) 9,
E 50
=
4
_“E 0
> 1 2 3 4
o
o
b) Scene
Protocol RTMP

g 120

-®
£ 100 o—o—\
3 80
$ 60
o
o 40
£ 2
-
% 0
3 1 2 3 4
>
o
o

d) Scene

Fig. 4. Differences in scenes during playback at a rate of 900 Kbps
without loss for protocols: UDP / RTSP (a), TCP / RTSP (b), HLS (c),

RTMP (d)
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Fig. 5. The ratio of the number of reproduced frames to packet loss.
3.2 Losses at changeable network operation conditions
3.2.1 Losses at a changeable share (%) of packet losses

Fig. 6 shows the number of displayed frames when packet loss was
increased from 1 to 10% at a bandwidth of 2 Mbps. In Figs. 6 (a) — (d) the
volume of video stream of the player is not limited.

In the RTSP/TCP protocol, the first interference was observed when
the loss was 4%. For HLS the limit was 8%, and for RTMP — 11%. For
these settings, the RTMP was the only one for which the connection was
not interrupted during the streaming, it was able to maintain flawless
playback. According to Fig. 6 in the RTSP/UDP stream, the number of
displayed image frames and packet losses are directly proportional.
However, RTSP / UDP could not cope even with losses of 2% and
displayed highly distorted video images. Obviously, this is caused by not
providing a support for repeated sending of packets by the UDP protocol.

In Figs. 6 (€) — (h) the size of the video stream of the player is limited.
Since the quality of the RTSP / UDP streaming was already poor,
changing the queue size did not have a fundamental impact on the quality.
HLS protocol cannot display all frames with 3% and RTSP / TCP with
4% ahead.
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Fig. 6. The ratio of the number of reproduced frames to packet loss. On
(@) - (d) the volume of video stream of the player is not restricted,
whereas on (e) — (h) — it is limited.
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RTMP again supported perfect quality up to 9%. HLS may lose more
frames, but it manages to maintain the connection and reproduce the
entire sequence with these settings. Since the type of packet lost has a
great influence on the propagation of errors and maintaining the quality of
streaming, there is also some variation in the displayed image frame
metric.

3.2.2 Losses at a changeable rate limit

In order to investigate the response of the player under slow
bandwidth conditions, a larger queue depth (of buffer) was used to
minimize packet loss caused by the emulator. The bandwidth is limited by
the interval of 1.5 to 0.7 Mbps, in descending order. Part of the displayed
frames with both queue sizes of the video is shown in Fig. 7. In tests with
limited bandwidth, the sequence was reproduced with the same
parameters. As in the case of packet loss, frame loss manifested itself as a
jerk and short breaks. With RTSP / UDP, a video corruption occurred.

In fig. 7 (a) — (d) video queue volume is unlimited. The streaming was
hopeless with all protocols up to 1 Mbit/s bandwidth, which was
expected, since the average bit rate of the test sequence was almost the
same. Below 1.1 Mbit/s, the HLS protocol began to reduce the number of
frames, causing gaps (jerks) of the video. During the experiment, the
RTMP protocol lost the connection to the server. The RTSP stream
responded by reducing the frame rate more radically, and also lost the
connection several times. When the RTP packets were transmitted over
UDP, distorted images were also observed at a throughput of 900 Kbps.

In Fig. 7 (e) — (h) the video queue size was limited. With the RTSP /
UDP protocol, the player showed highly distorted video images already at
a rate of 1.2 Mbps. As the bandwidth decreased to around 1 Mbit / s, the
video image was displaying perfectly, with minor jerks. Improving the
quality of transients may indicate that at a higher bandwidth, the queue
(buffer) of the video player is filled and discards the surplus packets.

When the bandwidth was limited to 800 Kbps, the videos pertaining to
the last 10 seconds were distorted. With RTSP / TCPR, resizing the video
queue did not significantly affect the performance of the player. In HLS
streaming, video twitching (gaps) began with greater bandwidth than with
an unlimited queue size (buffer). Similarly, with RTMP streaming, the
connection was lost already at 900 Kbps bandwidth [7].
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4 Conclusions

This study compared various real-time data streaming protocols in a
computer environment for which packet loss and bandwidth limiting were
determined. For these parameters, the boundaries were searched, after
which the quality of the streaming begins to deteriorate. According to the
simulation results, there are clear differences in the quality of the TCP
and UDP streaming protocols. First of all, this is caused by the lack of
application layer retransmission facilities in UDP. This means that each
lost packet causes gaps (jerks) in the video being played, which are
visible to the user, and the number of lost packets can work as an
indicator of the quality of the protocol operation. To improve the
situation, a re-send mechanism is typically used; for this, for example, a
retransmission of lost packets can be used.

In addition to the lack of support for resubmission in the UDP
protocol, the player also defines the different sizes of the video data queue
in the RTSP as compared to the HLS and RTMP as default values. This
was taken into account when modeling. Accordingly, this demonstrates
that players compatible with multiple streaming protocols may have
different quality indicators.

For protocols based on TCP, the frame rate, the ratio of lost /
displayed frames and the monitoring of the playback duration are
reflected on the quality of streaming playback, including video slowdown
(the appearance of gaps in frames or an increase in the duration of the
video due to loss). These indicators can be measured at the application
level, and changes in them can be considered noticeable to the user. In
particular, changes in frame rates reveal the characteristics of streaming
protocols. The ratio of lost / displayed frames shows changes in the frame
rate and / or playback duration. Thus, the number of lost / displayed
image frames is a metric that generalizes information and is more suitable
for assessing the performance of protocols.

In the tests performed, two protocols based on stretching were used.
The HLS protocol was the only one that has not lost the connection when
network conditions deteriorated. On the other hand, when the size of the
video stream (buffer) of the player was reduced, streaming via the HLS
protocol was the first to show changes in quality in terms of both loss and
bandwidth limitation. This may indicate that this protocol consumes more
bandwidth than other TCP-based protocols. The RTMP protocol was
retaining the quality somewhat longer than the others. The HLS protocol
was the most stable, without breaking the connection during the tests. The
RTSP/TCP protocol can cause a greater change in quality in the presence
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of packet loss. On the other hand, when the bandwidth was limited,
reducing the queue size of the player had no effect on the quality. The
RTSP / UDP protocol turned out to be the worst because of the lack of
mechanism of repeated sending in the UDP protocol.
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TEHE3A ITIPABOBOI'O 3ABE3NIEYEHHSA YKPATHCHKOI
IKT-IIOJITHKHA

LB. Kunses, A.I. Cemenuenko, B.M. ®ypames

Merta crarTi: Ha OCHOBI aHaji3y I1HO3EMHOI'O Ta BITYHM3HSHOTO
JIOCBi/ly IIPOBECTH PETPOCHEKTHBHHH aHaJTi3 CTAHOBICHHS Ta PO3BUTKY
npaBoBoi 0a3u ykpaiHcbkoi mnositukn y cdepi IKT Tta mosectu
HEeOoOXiIHICTh (BayKJIUBICTh) KOMIUIEKCHOTO (iHTErpaJIbHOTO) IPaBOBOTO
perymoBanus IKT-cdepu, Oinbln mupoKoro, HiK CHOPMYIHOBAHO Y
BIJMOBITHUX CTPATETiYHUX aKTiB 3 MUTaHb HOPMATHBHOTO PETYIIOBAHHS
okpemux cdep ta Hanpsami IKT-nomitukn.

limoTte3a mocaimxennsi: B YkpaiHi copmoBaHa IeBHA CYKYITHICTB
IKT-momiTiK, KUTBKICTh SKHAX TOCTIHHO 30UTBIIYETHCS, IO CTUMYJIIOE
aKTHBHUH PO3BUTOK iX MPAaBOBOTO 3a0€3MEUCHHS.

Beryn.

OcHOBHUMH TeHIEHIIsIMH KiHIT XX — moyaTky XXI CTOMITS €:

1) mBuaxuit po3surok IKT, 1o npuckoproeTses;

2) IKT-po3BuTOK BHMara€ CTBOPEHHsS BIJIIOBIHOI CHUCTEMH
HAIlIOHAJTLHOTO Ta JIEP’KaBHOTO peryaroBaHHSA IKT-chepu
(aptuxynpoBanux y Burisiai IKT-nomitukm);

3) ¢dopmyBanus cykymHOCTi IKT-momiTHK, KOXKHa 3 SKHX PETYIIIOE
neBHuid cermeHT [KT-chepu;

4) OypXJIMBHH PO3BUTOK IPAaBOBOTO PETYIIOBAHHS (HOBUX «MACHBIBY
HOPMATHBHO-TIPABOBUX AaKTiB) aKTyaJbHHX CYCIJIBHHUX BiIHOCHH,
nmoB’si3aHUX 13 BhpoBakeHHsAM HOBiTHIX IKT, mo € BaxiIuBuM
(BupimmanpHIM) exeMeHTOM KokHOI [KT-momiTikm.

1. 3aBaanHd aHani3y koHuenuii ykpaincbkux IKT-nosiTuk:

Buninutu HamionaneHi / gepxkaui IKT-momituku B Ykpaini —
BU3HAYMBIIH iX CYKYMHICTh (JTanamadr);

. Bu3HayuTH BIAMOBIAHI METOAM Ta €JIEMEHTH aHAII3Y;

. Hocnianti 1uHamMiKy po3BUTKY npaBoBoi 6asu IKT-mouniTuk 3a
<OKUTTEBUM [UKIOM)» Ta BHSBHTH 3aKOHOMIPHOCTI TX pO3BUTKY.

2. EnemenTn anaiizy ykpaincbkoi IKT-nonxitnkn

. OcHosni:

—  Konnenuii (Hanpsimu) ykpaincbkoi IKT-nomituku K;
—  HopwmarusHo-npaBoBi aktu (npaBosa 6a3za) L;

—  ®akrop yacy T;
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. Jlooamkosi:

—  3ampanng (3axomu) P;

—  Pecypcu R;

—  Pesynpratu; (epextn) E.

IIpoBeneHHST  PETPOCIEKTHBHOTO  aHANi3y CHCTEM  [PaBOBOTO
3abe3nmeueHHss CcykymHOCTi ykpaiHcbkmx IKT-momituk mepenbauae
MPOBECHHS KUIBKICHOTO Ta SIKICHOTO aHali3y Ha OCHOBI BHIUICHUX
€JIEMEHTIB 3 (OpPMYBaHHSIM JABOMIPDHHX Ta TPUMIPDHUX MaTpUlb
3aJICKHOCTI IIUX CJICMEHTIB.

VYkpaiHChKE 3aKOHONABCTBO BH3HAUAE «aHATI3 TONITHKHY) SIK
METOAMKY Ta MPAKTUKY IEMOKPATHYHOTO YPSIyBaHHS, IO MOJIATAE Y
BCeOIYHOMY BHBUCHHI CHTYaIlil Ta BU3HAYCHHI MPOOJIEMH y TEBHIl cdepi
(cexTopi) JepKaBHOTO YNpaBIiHHS, aHaTi3l ii NPUYMH, BU3HAYCHHI
aTbTePHATUBHUX IIIAXIB 11 pO3B'I3aHH] Ta BUOOPI ONTUMAIBHUX PIllICHb
Ha OCHOBI OIIIHKM BIUIMBY Ta i3 BpaxyBaHHAM TO3HIIH pi3HUX
3aIiKaBJIEHNX CTOpiHl.

3. AHaJi3 BUSHAYEHHS 3MIiCTY HOHATTS «IOJITUKA» B
YKPaiHCBKOMY 3aKOHOAABCTBI ((popmyTioBaHHs)

3 PO3BUTKOM CYCIIIBHUX Ta €KOHOMIYHHMX BIIHOCHH y MNeBHIH cdepi
HacTae 4Yac IopuandHo (opmanizyBaTu (JieriTuMizyBatH) 1o cdepy,
chopMyBaBIIM €IUHC OaucHHS Ha MOJITHKY. 3a3Ha4YCHE 3a3BHYAif
CTHMYJIIO€ PO3BHUTOK IIPABOBOI 0a3u L€l MOJIITHKH.

B ykpalHCbKOMY 3aKOHOAABCTBI HE ICHYE €IUHOTO CTaHAAPTY
BU3HAYCHHS 3MICTY Ta CKJIAIOBUX IMOHATTS «HOmiTHKa». KoxkHoro pasy
3aKOHOJaBeIlb, KOHCTPYIOIOUM TOHATTS «IOJITHKa» Yy TEBHIH cdepi
CYCHUIBHUX Ta EKOHOMIYHHX BIJHOCHH, BHUXOJUTH i3 MAESKHX CBOIX
ySIBJICHB IIOJIO 11 3MICTY Ta CKJIaJ0BHX.

Jlesiki BUMOTH TIOO0 3MICTy Ta TEXHOJIOTIi (JOPMYBaHHS Ta peatizamii
Jep)KaBHOT TOJNITHKM LEHTPAJbHUMHM OpraHaMH BUKOHABUOi BIaJIU
BCTAHOBJICHO PErJaMEHTOM Ypsiay, 3TiAHO 3 skuM: 1) 3abe3meucHHS
(dhopMyBaHHsS Ta peaizailii Iep)KaBHOI MONITHKUA Y cdepax, BiIHECCHUX
JO KOMIIeTeHLii ypsity, 3IHCHIOETbCS MiHiCTepcTBamMu; 2) Ui
BUDIIICHHS NUTAaHb CYCHUJIBHO-€KOHOMIYHOTO XHTTS, SKi MOTPeOyrOTh
BHU3HAYEHHS KOHIENTYaJIbHUX 3acaj peaji3amii Aep’kaBHOI IOJITHKH,
NPIOPUTETIB Ta CTPATETIYHMX HANPAMIB  COLIAbHO-€KOHOMI9HOTO
PO3BHTKY, TOCIIIOBHOCTI AiH, BHOOPY ONTHMAalbHUX HUISAXIB 1 CIIOCOOIB

! Mopsgox AisSMbHOCTI IPyI aHATI3y MONITHKH y [EHTPATLHHX OPraHax
BUKOHaBYOi BiIay, 3aTBepkennii Hakaszom onoBaepxkcayx06u Ykpainu
Bix 02.04.2010 Ne 91 http://zakon.rada.gov.ua/laws/show/ z0309-10
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PO3B'sI3aHHS MPOOIIEMH, TIPOBEIEHHS pedopM, PO3POOIISIOTHCS O THIHI
MPOTO3UIil [IOJ0 pealizamii IepXKaBHOI TONITHKH; 3) KOHICHIIiS
peamizamii Aep)kaBHOI TOJITHKH Y BiAMOBimHIN cdepi Oa3zyeTscs Ha
ONTUMAIIFHOMY BapiaHTi PO3B'S3aHHSA NPOOIEMH Ta MICTHTH PO3IIJH:
npobnema, ska moOTpeOye pO3B'A3aHHSA; MeTa 1 CTPOKH peaiizamii
KOHIICMIIil; WDIXH 1 cHocoOu po3B's3aHHA TpoOIeMu; OUiKyBaHi
pe3ynbTaTH; 00csAr (iHAHCOBHMX, MaTepialbHO-TEXHIYHUX, TPYIOBUX
pecypcis.
4. Konuenuii (Hanpsimu) ykpaincskux IKT-moaitnk K

[TomroBxom 10 QopmyBanHs ykpaincekoi IKT-momitukn crano
npuiiHiATTs B 1998 porri 3akoHiB Ykpainu npo indopmatuzamiio. B
HACTYMIHOMY, Y 3B’sA3Ky 13 HoBuMH mpoOnemamu B cdepi IKT Ta
apTUKYJIAII€I0  HOBMX  OaueHb  pO3B’S3aHHA  IHMX  HpoOsieM
BiJOKPEMITIOBAIMCh HOBI CerMeHTH — (opmyBaiack cykymHicTh IKT-
momiTuk (momiThKa iHpopMmarmzamii Oyla MepIIoKepesioM  BCiX
HactymHuX IKT-momituk). 3a3HadeHi NOMTHYHI pIiMIeHHS IIOIO
koHmemnmiii  po3Butok IKT-chepm meritumizyBammcyr y  0a30BHX
HOPMAaTHBHO-TIPABOBHX aKTaX, SKI CTBOPIOBAIHM «SIIPO» BiAMOBITHOI
npaBoBoi 6a3u 1ux IKT-nomiTuk.

* Indopmarmsanis (HamionansHa nporpama indopmarusauii, Tpu
3akoHu 1998) — 134 noB’s3aHKX aKTH;

* Tenexomynikauii (3akon 2003) — 1985 axriB;

* Indopmaniiine cycminberBo (3akon 2007; Crpareris 2013) — 76
aKTIB;

* Eunextrponne ypsaayBanus (Konmerii 2010; 2017) — 50 akTis;

* Bigkpurnii Ypsan (Ininiatusa “TlaptHepcTBo «Binkputnii Ypsam»
2012) — 30 axris;

* IKT-6e3meka: 1) ingopmamniiina (Joxkrpuna, 2017) — 7 akris; 2)
KoMI’oTepHa Oe3meka (2001, KOHBEHIS), KA Y HACTYITHOMY
oTpuMaia Ha3By — Ki0epode3neka (Crpareris, 2016; 3akon, 2018)
— 32 akrtu; 3) Ge3meka indgopmauiiinux pecypcis; 4) Gesmexa

? Permament Kabinery MinicTpis Vkpainu, 3aTBepKeHHIl TOCTAHOBOIO
Kabinery = MinictpiB  Ykpainu Bix 18.07.2007  Ne 950 (y
penakuii nocraHoBu KaGinery MinictpiB Ykpainu Bin 09.11.2011 Ne
1156) http://zakon.rada.gov.ua/laws/show/950-2007-n
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KpUTHYHOI indopMauiiiHoi iHndpacTpyKTYpH KepikaBu® (3axucT
iH()OPMAIIHHO-TETICKOMYHIKAIIIHHIX CHUCTEM 00 €KTIB KPUTHUYHOI
1HQPaACTPYKTYpH AepKaBH, 30KpeMa — iHQOPMAIIHHUX TEXHOJIOT1H
Ta TEJIEKOMYHIKamii (eJIeKTPOHHIX KOMyHiKauiP“I)4;

+ Iporpamua npoaykuis (3akon, 2012) — 3 axrtu;

* Hudposa exoHomika Ta cycnmiibeTBo (koHMemis, 2018) — e
BUSIBJICHO ITOB’SI3aHUX aKTiB;

* Ilpiopurern: 1) mnpiopureTHi raxy3i exkoHoMikH (s
IHBECTHLIIMHUX MiJCH) — BIHECCHO «BHPOOHHIITBO HOBHX Ta
IMIIOPTO3aMIIyIOYNX BHJIB KOMII'IOTEpiB, €JEKTPOHHOI Ta
ONTHYHOI MpOAYKUIii, MamuH 1 ycTaTkyBaHHsS» (3akoH 2012;
nocranoBa 2013); 2) HaykoBO-TexHiYHi mpiopuTeTH (3aKoH
2001; mocranoa 2011) + nporpamu; 3) inHoBauiiiHi npiopureTn
(3akor 2011, mepxkaBHi — mocraHoBu 2012, 2017; ramyseBi —
nocraroBa 2017) + nepxaBHi nmporpamu 3 po3Butky IKT;

+ Tamysei Ta perioHanpHi (TepuTopianbHi) momitHky B chepi IKT;

5. Hpuxknax 1: aHami3 poO3BUTKY CHCTEeMHU MPABOBOIO
3a0e3nedyeHHs: BU3HA4YeHOI ykpaiHebkoi IKT-monituku (Ha npukiagi
noiTHKH iHpopMmaTH3awii)

. O0’exT: HarionansHa nporpama indopmatu3artii, 1998
. Tepmin anamizy: 1990-2018 PP.

. MacuB HOpMaTUBHO-TIPaBOBUX akTiB > 3000

. KinpxicHuil aHaii3 IHHAMIKH

«KuTTEBUI HUKID» YKPATHCHKOI MOJITUKY iHdopMaTH3auii

CycminpHa yBara OO IEBHOI JIepKaBHOI / HAI[lOHABHOI ITONITHKU
MPU3BOANTE 10 MOTpeOH (OpPMyBaHHS BIATOBIAHOI ii MPaBOBOI OCHOBH.
Junamika (opMyBaHHS 3a3HAYCHOI MPAaBOBOi 0a3u TakoX (OKPIM IHIIAX
€JIEMEHTIB TIOJIITHKH) JEMOHCTPYE BIAMOBITHUN <OKUTTEBUHA LUK €l
MMOJIITHKH.

% Jlue: Tlopsmox  QopmyBamms — mepemiky  indopmarriiiHo-
TENIEKOMYHIKallilHUX CHUCTEM OO0’€KTIB KPHUTHYHOI 1H(QPACTPYKTYpH
JIep)KaBH, 3aTBepKeHUH moctaHoBoto Kabinety MiHicTpiB Ykpainu Bin
23 cepmnst 2016 p. Ne 563

* [IpuMiTKa: Cy4acHOIO TeHIEHIIEIO Y CerMeHTi 3a0e3meueH s Ge3nexu
IKT-cdepu € ycknaaHeHHs Ta AeTaji3amis 1o OKpeMHUM (OUIbII-MEHII
aBTOHOMHHUM) BuaM IKT-0e3mnexu.
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SlckpaBUM TPHUKIAIOM € 3aKOHOJaBda 0a3a YKpaiHCHKOI MOJITHKH
inpopmaruzanii, sika icHye moHany 20 pokiB. Ha puc. 1 mpencraBiena
HOpPMAaTHBHO-TIpaBOBa 0a3a 3 MUTaHb iH(popMaTu3amii (O6ibmI, HiX 3 THC.
aKTiB, CTPYNOBAaHUX 32 POKOM iX MPUHHATTS), HA SKOMY MOKHA UiTKO
BUAUTUTH 9OTUPH OUKIH 1€l momituku: 1990-1995 pp. — cTraHOBIEHHS;
1996-2003 pp. — cragis pocty, 2004-2010 pp. — 3pimicts, 2011-2018 pp.
CTapiHHS.

T "XutTeBuit umkn" 0 noniTMKK i TM3auii
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Puc. 1. UncenbHiCTh HOPMaTHBHO-TIPABOBUX aKTiB TIOJIITHKH 11O
peryioTh iHGOopMAaTH3aLli0 (3 BUKOPUCTAHHIM TEPMIHY
"inopmaTmzanisn”) y 1990-2018 pp. (3a pokom cxBasienHs). Jxepeno
nmanux: baza marux «3akoHomaBcTBO YKpaiHm» (ctaHoM Ha 18.10.2018)

6. Ilpuxknaxn 2: aHadi3 PpO3BUTKY CHCTEMHU MPABOBOIO
3a0e3neyeHHss BuU3HA4YeHOi eBpomeiicbkoi IKT-moaituku (Ha
npukaagi npuitHarTa aktiB €C 3 indgopmaniiiHoro cycnijibcTBa 4m
Ki0epOe3nexu)

HasBaicth «xkurTeBoro 1ukiay» IKT-nomitiumi nputamManHo —SIK
MOJITUKAM Y KOHKPETHHX cepax eKOHOMIKH (y HaluloMy NpUKIami — y
cdepi IKT), Tax ii 1151 KOHKPETHHX KpaiH.

Ha puc. 2 po3rnsHyTO, SIK 3MiHIOBajdach MpaBoBa 0a3a €BPONEHCHKOI
IKT-monmiTukn momo iHdopmaniiiHOro cycminmbcTBa. B 6a3i  maHumx
eBpomneiicskoro npaBa EUR-Lex cranom Ha 24.10.2018 3adikcoano 510
JOKYMEHTIB 100 iH(popMmaliiiHoro cycminberBa, 3 HHX 403 aktn
eBporieiickkoro mpaBa. MoxkHa 0OaunTH, MO Maibke 2/3 JOKyMEHTIB
€BPOIIEHCHKOT0 MMpaBa II0/I0 PEryJIIoBaHHs iHPOpMaiiHOTO CyCIiIbCTBA
Oyno mpuiiHsaTo mnporsrom 2007-2013 pokiB (Ha craxii 3pinocti
)utTeBoro rukiy miei IKT-nomitukm).
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Puc. 2. KinbKicTh akTiB €BPONEHCHKOTO MpaBa 3 MOJITHKU
indopmariiiinoro cycminsctsa (Information society), 2000-2018 pp.
Jbxepeno nanux: baza nanux «EUR-Lex» (cranoMm Ha 24.10.2018)

[To iHIIOMY BHUIJISa€ PO3BUTOK IMPAaBOBOI 0a3u OLIBII «MOJIOIOT»
eBporeiicekoi IKT-nonmituku kibepbesneku (Cybersecurity). B 6a3i nanux
eBpomnericekoro npaBa EUR-Lex cranom Ha 24.10.2018 3adikcoBano 668
IOKYMEHTIB 3 NHTaHb KiOepOesmeku, 3 HUX 5953 akTu €BpomenchKOro
npaBa. Ha pumc. 3 ™MoxknHa Oauutm, mo0 Maibke 2/3 TOKYMEHTIB
€BPOIECHCHKOTO TIpaBa 3 KibepOesmneku Oyino mpuiHATO mpotsrom 2017-
2018 pokiB (Ha cramii OypximBOro pocty XurTeBoro Iukmy miei IKT-
nomituku). [lpu 1OMY aKTyanbHICTH 11i€i NPOOJIEMU NPUMYLIYE
3aKOHOTBOPIISI BCE IHTCHCHUBHILIE BPETYJIbOBYBaTH CYCHIJIbHI BiIHOCHHHU
y i cdepi.

BucHoBku

1. VYkpaina pocratHbo auHamiuHo opmye IKT-momiTnunmii
nmaagmadT, Horo MpaBoBy 0a3y.

2. Opnak, cywyacHuil maHmmadrt cykymHOCTi ykpaiHcbkmx IKT-
TOJTITHK €:

e  (parmeHTapHUM — TIOJIITUKM HAYacCTyIO AyOJIOIOTH OJHE OIHY,
BUKOPUCTOBYIOTH  BiIMIHHI ~ TEPMiHOCHCTEeMH (HECHCTEMHICTh Ta
aJIUTHBHICTD);

e TakuM, 110 Mae «po3puBu» Mixk IKT-moniTnkamu Ta «po3pHBH»
y JAHITIOXKKY 1X )KUTTEBOTO IMKITY (BiJ CTapTy — CTBOPEHHS 10 (iHimTy —
yTHii3anmii);

®  TakuM, 110 JUHAMIYHO 3MIiHIOETHCS, «BIITOPTAIOYI MTOTIEPETHI»
IKT-nomiTiKM, HAYACTYIO0 — HEBUIIPABIAHO;

° 3MIHHHUM I1iJ] BIDINBOM HOBHMX 1HO3€MHHUX KOHIIEIIIIH Ta 1HILIaTUB
(3ay1e’KHUM Bij pecypciB IOHOPIB);
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e  TpoOJEMHUMH 3 TOYKU 30py PE3YIBTATHBHOCTI / e()EeKTUBHOCTI:
ICHY€ «HEBiIMOBITHICTH aMOimiii amyHImii» (pecypciB, M0 BUAUISIOTHCS
MOCTAaBJICHUM LIJISIM TOJITHKH, BTPaTa JOBIPH JO KOHIEIIIiH MO THKH.

3. DBpakye pmocmikeHP TIPHPOOM HOBHUX TIPABOBHX MAaCHBIB,
noB’si3aHuX 3 mosBor0 HoBHX IKT-momiTik; MexaHi3MiB (GOpMyBaHHA
TaKAX MAacHBIB, X BIUINBY Ha CyCITUIbHI BiTHOCHHH, IPAaBO, HOTO CUCTEMY
Ta CTPYKTYpPY, IPaB0O3aCTOCOBHY MPAKTHKY.
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Puc. 3. KinbKicTh aKTiB €BPONEHCHKOTO MIPaBa 3 MOJITHKH KibepOe3neKkn
(Cybersecurity), 2000-2018 pp. [xepeno nanux: baza nanux «EUR-Lexy»
(cTaroM Ha 24.10.2018)

Hpono3uuii

®  DPO3MISHYTH HEOOXiTHICTh (hopMyBaHHS IHTEerpoBaHol
HauioHaneHOI IKT-nonituku; yHidikyBaru (hopmainizyBaT HiIxonu) 10
3MICTOBHOT yacTHHU pOpMyBaHHS Ta peaitizarii okpemux [KT-nomituk;

° CHUCTEMaTH3yBaTH HOPMATHUBHO-IPABOBI aKTin 1010
perymoBansst IKT-cdepu (ycyHeHHs nyOrOBaHHS Ta CYINEPEYHOCTEH,
(hopMyBaHHS €JIHOT TEPMiIHOCHCTEMH, BiJIMiHA 3aCTAPIINX aKTIiB TOIIO);

e  3a0e3meuuTn BUIICPEIDKAIOUY PO3poOKy MPaBOBOTO

pETyIIOBaHHS CYCIIJIBPHUX BiIHOCHH, IOB’S3aHUX i3 MOSBOIO HOBITHIX Ta
5 . . .

nporHozoanux  IKT>, aKTUBI3yIOUM  IMIUIEMEHTALI0  HOPM

€BPOIIEHCHKOTO TpaBa.

TpamuniiHO Teopis mpaBa BIAHOCUTE 1O cdepd IPaBOBOTO
pEryNIOBaHHS CYCIIJIbHI BITHOCHTH, sIKi: 1) MOXYTb i MOBHHHI OyTH €
BPEryJIbOBAaHUMH; 2) MOXYTh 1 IIOBHHHI OyTH Ta € HEBPEryJbOBAaHHMHU.
udposa emoxa mnoTpedye NPaBOBOrO BPEryJIOBaHHS HOBOi TPy
BIZTHOCHH — sIKi IOBUHHI OyTH, ajieé Ha Cy4acHOMY €Talli He MOXYTb OyTH
BPETyJIbOBaHI TPaBOM.
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SEMANTIC OPTIMIZATION OF WEBSITE CONTENT
BASED ON USER PREFERENCES

Budko Alexandr!, Igor Ruban’, Kyrylo Smelyakov*, Maslovsky
Vladislav'
! Kharkiv National University of Radio Electronics, Nauky Ave. 14, Kharkiv,
61166, Ukraine
oleksandr.budko@nure.ua, ruban_i@ukr.net, kirillsmelyakov@gmail.com,
akmyto@gmail.com

This work deals with the actual problem of semantic optimization of
the content of websites in accordance with the individual preferences of
the user and with respect to the basic concepts of conversion and site
metrics. The main mistakes of web developers are considered which
pertain to developing of web site layouts that affect the conversion
significantly, and reduce noticeably the user activity and the percentage of
their involvement in business processes, services provided, product sales,
which were assumed by website owners for operations of clients with their
products. The effectiveness of the use of key tools for analyzing the
characteristics of web applications has been studied; in particular — on
the basis of analysis and generalization of the results of numerous
experiments related to the manifestation of user activities in various fields
of activity in cyberspace. The general problem of compiling algorithms for
complex semantic optimization of web site content in accordance with the
existing standards and individual preferences of user has been stated and
decomposed. The basic behavioral models are described, as well as the
general patterns and trends in users' behavior depending on their age,
gender, web pages content allocation, amount of information on a page,
presence of graphic elements and many other factors. On the ground of
these studies an algorithm for semantic optimization of web applications
based on user preferences has been developed. The proposed algorithm
has been analyzed with respect to the effectiveness of its application to
finding the problem areas of a web application. It is also described the
scheme of actions which one should follow for an effective application of
the proposed algorithm. As well, a system of practical recommendations
has been proposed which allow a web developer to create applications
with a high level of conversion and a low number of failures.

Keywords: semantic optimization, website, conversion, click heat
map, site map.

128



1 Analysis of the current state of the issue

Modern Internet applications contain constantly updated and diverse
content. It often happens that a user, opening a website for the first time
by using a link in a search service, stumbles upon a not entirely user-
friendly interface. On this site there is information he needs, but it is
usually at the bottom of the page, and for reaching it you need to scroll
for a long time, whereas the information itself is replete with redundant
links. Flickering promotional offers, next to the text, constantly distract
from reading interesting information. To view the comments, you need to
pass registration which is framed in a terribly inconvenient form with a
poorly readable CAPTCHA-like test. Most often it happens that even at a
small hindrance with data entry the user closes the tap already after 5
seconds and mentally places the site on the list of “unfriendly” ones.
Based on this, it can be concluded that the number of visits to such a site
is greatly reduced due to the fact that useful information is presented to
the user in an unstructured and poorly formatted form [1]. These sites
include many blogs, social networks, online auctions, photo and video
hosting. In such a situation, it becomes difficult for users to navigate the
variety of information presented both on one web page and on the whole
website. Imagine that the user's behavior on the site is similar to the
behavior of a laboratory mouse in a maze: the mouse must go through the
maze and find a piece of cheese. From the point of view of the creator of
the site, the task is to create such a labyrinth being convenient for a
mouse, which allows it to find its piece of cheese without fail. So, as the
problem embraces three parts: site search, site usage and site content [2],
it has to be considered in a complex of its aspects.

The main tasks of the work are to summarize and analyze the results
of experimental research in the field of semantic optimization of websites
content in order to develop an appropriate algorithm and formulate
practical recommendations to help a web developer in creating
application layouts and filling it with content so as to best fit the
preferences of the target audience and Increase website conversion rate.

The conversion is understood as the ratio of the number of visitors,
who has performed some goal action, to the total number of visitors. Most
often, conversion is measured in percents (%); for this, the ratio is
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multiplied by 100%. So, the formula for calculating the site conversion is
as follows

Conversion = [N of Goal] / [N of Visitors]* 100%. 1)

Here [N of Goal] is the number of visitors who have achieved the
goal, and [N of Visitors] is the total number of site visitors [3].

It is proposed to search for the solution of the problem with the help
of the algorithm proposed in the work, the idea of which is to apply the
following basic steps.

1. Choice of tools for collecting statistics on user behavior and
evaluating the metrics.

2. Search for places, where visitors actively demonstrate the pattern of
their behavior under normal conditions, for obtaining the most relevant
data (social networks, blogs and some other sources).

3. Analysis of the accumulated experimental data by generating usage
reports and finding patterns of user behavior in various web layouts;
generalization of the results in tabular form; finding ways to correct the
basic errors of web development.

4. Development of a web application semantic optimization algorithm
which is based on user preferences.

5. Formulation of recommendations for increasing the conversion of
web applications and improving the quality of content in accordance with
the user's preference.

2 The effectiveness of modern solutions and tools for semantic
optimization

Today, there are a number of ready-made solutions and tools that can
help in collecting statistics on user actions and analyzing the main
difficulties that he may encounter. In this study, we deal with such tools
as Journey map, Click heat map, and Usability testing [4].

2.1 Journey map (conversion map)

Consider firstly the journey map. A customizable journey map in
general allows us to see the routes that the users use on the site, to assess
the correctness of the site structure and the adequacy of internal links
(Fig. 1). In this, we seek for the answers to the questions: why the users
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are not being registered; what are the most popular routes of passage
through the site, whether they are what were meant.

2.2 Click heat map

Further on, it is required to reveal where the user clicks, after he got to
the page he needs. Visualizing the clicks “as if sitting behind the user's
shoulder” is another way to see the users’ behavior on the site (Fig. 2).
The click heat map helps to understand this. Firstly, it answers the
question — have you successfully arranged the most important parts of the
site material, or not. Also, how your linking works: whether the links are
being clicked, or forgotten?
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Fig. 2. Click heat map of Google Analytics [5].
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2.3 Eye-tracking testing

The third tool is the Usability testing. This technology is very similar
to the click map. The heat map, which is obtained as a result of usability
testing, is different in that it is built not on the basis of mouse clicks, but
on the basis of the movement of the user's eyes, which are recorded by a
special camera (Fig. 3). The so-called eye-tracking testing allows you to
get even more data as to a successfulness of placement of material on the
site; at this, a standard heat map, built in analytics based on mouse clicks,
is often called a cheaper alternative to eye-tracking.

24 Choice of semantic optimization tools

One of the main advantages of maps for a mouse in relation to a map
for eyes is that when you track a mouse, you get data from actual visitors.
Meanwhile, in the case of tracking the eyes, you use a special group of
people who are often extracted from a normal environment, so they can
generate distorted results. On the other hand, the use of eye-tracking may
give you the results with an accuracy up to 100% relative to the
probationer, while the accuracy of mouse analyzer makes about 85-90%
[7]. In order to make the final choice, we have conducted an experiment
in which we studied each of the specified tools, determined the number of
metrics pertaining to the subject, and analyzed the pros and cons of each.
Accordingly, the summary characteristics for various semantic
optimization tools are presented in Tab. 1. We made our choice in favor
of heat maps, since it is important for us that the results obtained should
correspond maximally to the behavior of the average user.
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Fig. 3. A Heat map of Google Analytics eye-tracking [6].
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Based on a comparative analysis of various tools, it is advisable to opt
for two tools — Google Analytics and Yandex Metrics. Google Analytics
has one drawback — the absence of all information about the key queries
from the search traffic that comes from Yandex. This is due to encrypting
of HTTP referrer for all analytics services, except Metrics. Therefore, if in
Yandex Metrics, you will receive data on keywords for 2/3 of search
queries, then in Google Analytics — for 1/3. Therefore, it is quite
expedient to use two services simultaneously, in parallel to each other, in
order to obtain more accurate data. Consider now the key results for the
click heat maps of the selected tools.

Table 1. Comparison of services for visitors’ behavior analysis.

N. of Difficulty of use i The need to
Name metrics Y Price download
Goog!e 12 Above the For free No
Analytics average
Yandex.metrics 10 Above the For free No
average
Clicky.com 8 Low For free, $9.99 a No
month
Piwik 4 L For free, v
iwik.com ow 65 a month es
Wi ; A 78% a month, Yes. Mobil
‘oopra.com verage Demo version es, Mobile app
For free,
Mixpanel.com 6 Average Partnership | Yes, Mobile app
150$% a month
ics. 200% a month, .
KISSMetrics.co 7 Average . Yes, Mobile app
m Demo version
Gosquared.com 6 Low 18$a mon.t h, No
Demo version
Chartbeat.com 5 Average 9958 a mor_1th, Yes, Mobile app
Demo version
Goingup.com 6 Average For free No
I
Ope_n webanalyt 6 Average For free Yes
ics.com
. A h
RIMetrics.com 7 bove the 500$ a month No
average
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3 Obtaining and analyzing the results of experiments based on
click heat maps

31 View page content by segment

As a result of the Nielsen Norman Group experiment (hereinafter
NNG) [8], it was found that users spent about 57% of the time browsing a
page over the bar. The content above the bar receives to date the largest
proportion of the viewing time. About 74% of the time was spent on the
first two areas of content (information above the bar plus the window
immediately below it).

The remaining 26% was spent in small steps further along the length of
the page. The results of the experiment are listed in Tab. 2. It is clear that
not every page has the same length. To determine how people divide their
attention along the page (regardless of its length), the NNG divided the
pages into 20% -segments making one fifth of each page.

According to the Tab. 3, where the data of this experiment are
presented for the general websites, we see that more than 42% of the
viewing time was devoted to the top 20% of the page, and more than 65%
- to the top 40% of the page. On the search results pages that the team
highlighted in the 2010 results, 47% of the viewing time was devoted to
the top 20% of the page (and more than 75% - to the top 40%).
Apparently, these data reflect the desire of users to look only at the top
results.

Table 2. Duration of viewing the page content (in separate areas).

Page segment Percent

First 57%
Second 17%
Third-Ten 7%
Fourth 5%
Fifth 3%
Sixth-Ten 7%
Last 4%
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Table 3. Duration of viewing the page content (in segments).

Page segment Percent Percept
(search system) (Web site)
20% 42% 47%
40% 24% 27%
60% 16% 11%
80% 11% 8%
100% 8% 6%

If people only look at the content above the bar — within the first area
— the information at the top of the screen gets more attention than the
information at the bottom. As you can see from the results given in Tab.
4, more than 65% of the viewing time above the bar was concentrated in
the upper half of the viewing window. On the search results pages, the top
half of the first screen received over 75% of the viewing time over the

bar.

Table 4. Duration of viewing the page content in the first area.

Content segment Percent Percent
(search system) (Website)
20% 42% 47%
40% 24% 27%
60% 16% 1%
80% 11% 5%
100% 5% o

3.2 Blocks that look like ads

In another experiment, the NNG [9], by using a heat map, fixed the
user's attention to blocks that might look as advertisements. As a result, it
was noticed that some participants learned to skip the ad presented at the
top of Google search results, although its visual design is far from the
traditional advertising banner. Ignoring ads is a scientific behavior that,
like many other user behaviors on the Internet; classic examples include
searching for a company logo in the upper left corner of the page or
searching for global navigation at the top of the page.
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This viewing area shows that on the Google search engine results page
(SERP), the user was not looking at the entire first “result,” the
advertisement (Fig. 4). Today’s ads can appear anywhere on a web page,
and users are aware of this fact. Thus, they try not to waste time on
advertising, even when advertising is displayed in content areas. In the
workspace, the embedded ads are relatively easy to ignore because they
are very different from the surrounding page elements. For example, 26
participants of the experiment (Fig. 5) who were trying to learn about the
dance education of Mikhail Baryshnikov, ignored the sentences that
appeared in the text.

Fig. 4. Heat map of Google Analytics views [9]. Here, each red dot is a fixation of
the position of the gaze of one user; the lines connecting them are fast eye
movements or moments during which the user sees nothing.

The main reason they ignored these blocks was because the sentences
looked different than the text and the photo on the site. In particular, the
ad stood out because of several qualities: a small rectangular figure in the
middle of the text, unusual formatting, colored (blue) background on a
white page, text embedded in the image.

Each of these features warned users that the rectangle is an
“advertisement”, so they can safely ignore it.
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Fig. 5. Heat map of clicks Google Analytics [9].

Content placed on the same part of the screen as the advertisement is
often considered an ad, and is also ignored. This simple consequence of
the well-known principles is the law of closeness of the Gestalt: elements
close to each other are considered part of a group and, therefore, are
associated with a function. Because people analyze various items within
the screen area, they form a mental model of the content available there,
based on the informational smell of the items they visit. Thus, if one of
the elements seems completely irrelevant, they often assume that the
whole section is not related to their purpose and stop exploring other
subjects.

The participant in the experiment, who was studying how to remove a
spot, immediately looked at the right-hand block, presumably deciding
that it contains only ads. They actually contained sponsored stories, but it
also contained useful, fun videos that show how to make various
handicrafts, such as crocheting a rug, or creating a magnetic frame. The
user was deceived by an ad located in the same section of the page and
did not view other content in this block.

3.3 Posting full articles and their summaries

The following experiment focuses on [10] how people read the
“official” blogs of companies, government agencies and large non-profit
organizations. As a result, the experiment showed that users are not
inclined to read the full articles on the first page, but prefer to view their
short description. The following heat maps show how users read the first
page of several corporate blogs (Fig. 6).
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The first two examples show blogs with full articles on the first page.
In both cases, users viewed the first article, but did not look further. If
your first article has not interested the users, you would likely lose them
since they had wasted the interest during browsing the first paragraph.
This unproductive interaction with the web page has definitely exhausted
the user's interest in the site.

After spending so much time viewing one article, he said he was
disappointed that the site did not offer a summary for other articles. Since
the user did not want to spend any more time studying full articles, he left
this weblog after the first visit. On the second heat map, the user carefully
read about 4 paragraphs, and then looked up to 3800 pixels at the top of
the page. The following two examples of blogs contain a summary on the
main page.

On the first blog, the user viewed 10 resumes that were shown on this
relatively short page. In the second, the user viewed all 5 resumes on this
even shorter page.

The last example shows a hybrid approach: many publications are
short and shown in full, while more detailed articles are presented in a
short description with reference to the full text. Here the user has viewed
11 messages.

TR R
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Fig. 6. The click heat maps of Google Analytics [10].

The last blog also shows how photo blogs can draw users down the
page: it is easier to scan a long series of photos than read. In a similar
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blog, the user has studied more than 12,000 pixels by allotting 3-4
viewing for each of the many photos, while almost not reading the text.

Based on the results of this experiment, it can be seen that in corporate
blogs, resumes usually dominate in relation to full articles, since they
provide users with a wide range of topics. Offering more topics increases
the likelihood that the user will continue to search and/or find something
that really interests him, and therefore he will click to learn more.

In full-text articles, the initial topic may not be of interest to many
users, and few will scroll down to see subsequent topics that would be of
interest to purchase the products offered. It rarely happens that every
thing a blog tries to demonstrate will be of great interest to all customers.
Probably, a too wide range of products and an abundance of topics with
offers will only interest individual users.

3.4 A brief overview of Additional Experiments

Inspired by Dan Ariely's book “Predictably Irrational,” Robert Stevens
did a test with 60 random people to see how relativity affects daily
decision making. As a result of this test, it was discovered that people do
not make decisions based on complete information about the world. We
make decisions based on the information we have at the time of their
implementation. People have been tested with two different cocktail
menus. In the first case, only the prices of cocktails with discount were
visible. In the second case, indicated the price and discount. And although
the price of discount cocktails remained the same, people were more
satisfied with their purchase when they also knew about the initial price —
2.4 versus 1.7 on the scale of identity.

To find out how users behave after testing a landing page using heat
maps, it was studied the extent to which color contrast affects visitor
behavior. It was found that pricing information on the main page attracted
the most attention because of its color contrast with the surrounding
space, diverting attention from the rest of the page. After a small designer
makeup of the main page, the analysis showed that the site scanning
diagram began to correspond to what the company needs [11].

When testing 257 correspondents in a remote user test, the failure rate
for tasks was 1.9 times higher for people older than 55 than those who
were under 25 years old. Almost twice as many older people failed or
abandoned this task, compared with young people. Older people are also
slower on the Internet. Compared to the youngest participants, the oldest
took 40% more time to complete the task.
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In one of experiments, the subject spent 10% more time, looking only
at photos of the staff, than reading the content that was on most web
pages. The study also showed that the left side of the website received
69% of the viewing time. People spent more than twice as much time
looking at the left side of the page.

4 Web-application semantic optimization algorithm

For the most effective solution of the problem set in the work, it is
advisable to combine individual optimization elements into one algorithm
for semantic optimization of a web application. For this, on the basis of
the conducted research, the following algorithm is proposed.

The first step is to identify the problem area of the application with a
low conversion rate (1), for example, a site that has a small number of
registered users.

The second step is the choice of a semantic optimization tool: by the
specified causes we stopped on Google Analytics heat maps and Yandex
Metrics.

The third step is to collect statistical and visual data. In order to find
the “bottleneck” of our application, it is necessary to evaluate various
metrics for using the website: depth of viewing, visit duration, source of
journey, device type, user’s geographical position, failure rate. Thus,
Tab. 5 and Tab. 6 present the conversion statistics we have collected.

Table 5. The total time of visiting the site in various browsers.

Browser Sessions
Chrome 35.87%
YaBrowser 16.06%
Firefox 14.84.%
Opera 14.34%
Internet Explorer 9.92%
Safari 4.97%

The first of them shows the time users spent on our website using a
specific type of browser. The second table gives the statistics of using the
web application on various types of mobile devices. Based on this data,
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we can determine the browser and mobile device, where, most likely,
there may occur a vulnerability for further testing.

Table 6. Statistics of use of the web application on mobile devices.

Average Failure
Mobile Device Sessions duration, Registration
minutes rate,%
Apple IPad 24.44% 01:30 67.52% 2.64%
Apple IPhone 22.50% 02:22 75.71% 1.16%
Samsung 35.5% 04:61 79.22% 5.19%
Google Nexus 7 0.59% 00:22 79.43% 2.84%
Operas';/'o'”' for 1 o 5706 00:39 7357% 4.41%
Not installed 16.48% 00:58 76.10% 3.38%

The fourth step is to analyze the accumulated data. As you can see, the
most popular browser is Chrome, and the least amount of time users
spend in Safari. The reason for this may be both the low popularity of the
browser and the poor browser support of our markup, so it is necessary to
revise the layout of our page. Perhaps some of the content is not displayed
correctly or does not scale well within this type of browser. Next, analysis
of the following table, derived from Google Analytics statistics, shows
that the smallest number of registrations falls on the Apple IPhone,
although the mean duration of session for this device is close to general
average value. The journey map shows that many people come to the
registration page, but not all are registering; the problem is found in the
form itself: it may be inconvenient, too long, or simply not sent to the
server.

Next helpful instrument is the heat map of clicks. With it, we have
found that the long registration form dumped the fields entered into it
after an incorrectly entered Captcha-like check data. The fifth step is to
change the vulnerable area based on user's preferences. After we have
removed the Captcha-like check and shortened the form by two times, the
number of registrations increased by one third (Fig. 7).

As the result, by grounding on the results of the conducted research,
we propose the following key recommendations which, as the results of
the experiments show, are advisable to be followed in formation of
webpage layouts and their content.
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1. The most important information for the target audience of the
website should be located in the upper part of the page.

2. A visitor skips through the middle part of the page, but his attention
increases again in its lower part. Inserting appealing and informative
content at the end of a web page can increase user interest.

3. Use extensively the visual presentation of information in order to
emphasize the most important. Use this principle so that visitors can
quickly find what they are looking for, or what you want to sell the most.

Fig. 7. Heat map of registration form after our corrections [12].

4. Use photos for capturing the attention and guiding. Use photos of
real people: humans respond well to images of real people.

5. When an element of your website looks like an advertising banner,
it will receive the least attention. A notice should not appear at the top of
the page or in the right block, or otherwise it might be ignored with a high
probability.

6. For Blogs a resume is better than a full article.

7. People read your content in an F-pattern mode. Therefore, in the
first two textual paragraphs of the website, you must specify the most
important information. Use subheadings, markers, and paragraphs to
structure content and make it readable.

8. People spend more time looking at the left side of your page. Use
this side of your website to display the most important information, e.g.
the discounts on services. Place here the logo of your company.

142



9. Displaying a reduced price next to the original one will increase the
satisfaction from the purchase.

10. Use color highlighting of webpage elements to direct visitors to
your preferable business proposals or products you are selling.

For efficient implementation eye-tracking technology and to improve
the quality of data analysis, it is planned to use specialized intelligent
systems of frame processing [13-17].

5 Conclusions

In this study we have analyzed the up-to-date trends in web
application development, investigated the effectiveness of basic tools for
semantic optimization of web applications, collected, analyzed and
generalized the experimental data from various studies of heat maps; on
this basis some generalized models are compiled and the behavioral
preferences of modern users are formulated are formulated, an algorithm
for semantic optimization of low conversion web application is
developed, and a series of practical recommendations to website
developers are proposed.

The novelty of this study is the proposed algorithm for semantic
optimization of web applications. Through in-depth analysis of data of
diverse and numerous experiments on the study of user behavior on the
website, general concepts and rules were derived that are worth to be
followed when building a web application layout; as well, the main stages
of semantic optimization of web vulnerabilities were formulated.

The proposed algorithm allows us to collect structured data using a
broad range of available tools, by extracting statistical data on the use of
the site in order to detect problem areas or to increase the conversion rate.
Using this data, a web developer can easily form a certain behavior model
of an ordinary user of his application; see how he works with it, what he
most often uses or what he does not notice at all. Thus, having collected
such information about its visitors, a web developer can quickly see the
vulnerabilities of his product and modify it in accordance with the
preferences of users within the aim to increase the number of visits or the
profits from sales on the site. The prospect of research is the creation of a
special product that can automatically analyze user behavior during a
session, learn and modify content based on his preferences.
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Self-organizing flying ad-hoc networks are increasingly used to
solve the tasks of recording, storing and transmitting data in
space. In some cases, such networks are implemented on a
hierarchical basis (mesh topology) and are specialized. These
networks are rather volatile since the failure of one of the nodes
can disrupt the entire network, and the time it takes to reconfigure
the network may be too long. The survivability of the network is an
important aspect of the main function (goal achievement)
performance reliability. The network has to perform the main
function throughout the operating time. During and after the
impact of adverse factors, in order to perform the main function,
the network has to restore its functions in a minimum time. A
characteristic property of a natural or techno-productive negative
influence is its low predictability, suddenness, instantaneous
distribution, the chance of damaging network nodes, low
probability of failure of the network nodes outside the scope of the
factor. The goal of survivability is to perform a target function in
the event of a malfunction or network failure and the possibility of
complete timely recovery in the case of a failure. The article is
devoted to the development of a method for ensuring the
survivability of flying ad-hoc network. Effective ways to ensure the
survivability of the network in adverse conditions is the
application of reconfiguration scenarios, redistribution of
functions in the network among nodes, temporary self-isolation of
nodes, etc. The proposed method is based on the use of the
strategy of structural and functional network reconfiguration. This
strategy is based on the aggregate-decomposition approach to
network nodes. Experimental studies show that the probability of
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maintaining the functionality of the network when using the
strategy of structural and functional reconfiguration increases the
probability of performing the main function during the influence of
the negative factor up to 15% and after it - up to 45%. The
analysis of the obtained results shows that additional experimental
research is needed to accumulate statistical information for
modification of the method in the context of the introduction of
self-learning elements.

Key words: survivability, flying ad-hoc  network,
reconfiguration, data transmission.

Introduction

Lately most innovations have been appearing in high-tech areas such
as biomedical engineering, robotics, infocommunication technologies and
artificial intelligence systems. This is quite a logical movement, since
many points of contact of directions generate new vectors in the
development of science and technology, which led to the massive use of
embedded systems, which are the main component of information
systems. This is the result of combining technologies of different
directions [1]. Demand for the embedded systems is steadily increasing,
and together with this, requirements for products on their base are also
growing.

The high complexity and rapid development of the elemental base of
the embedded systems leads to an increase in the level of abstraction, at
which most of design decisions are taken. This requires extensive use of
simulation, methods for mathematical analysis and formal verification of
models of embedded systems.

An example of the above-mentioned systems is a self-organizing
network based on the unmanned aerial vehicle known as a flying ad-hoc
network (FANET). Many works [2-5] are devoted to the subject of
FANETS, which give a detailed description of the basic principles of
design, development and operation of FANETS. Fig. 1 shows one of the
possible options for implementing systems, subsystems, classes, types,
and components. It should be noted that the problem of external negative
influence on the hardware component of the embedded system is
considered in this paper. Problems of software deflection due to existing
information "viruses" are not considered in this paper. The problem
associated with the powerful external influence of microwave radiation on
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the hardware component of the embedded system or radio suppression of
FANET nodes.

System —| Information Systems
Subsystem Natural | | Artifical '—
Physical | —| Technical |-—
Clasges
Biological | | Economical |<—
| Soecial I.._
—b-| Mechamcal |
—-| Electrical |
Type —-{ Electromic I—
—-| Optical |
—>| Quantum |
Components | Electrome Device |<—

Fig. 1 Scheme of the IS structure

The study of FANET operation is directly related to the structural
dynamics of various nature caused by changes in the parameters and state
of nodes (UAVSs) of the network at different stages of their life cycle
under the influence of objective and subjective factors [6]. The natural
hazards (lightning, temperature anomalies) as well as technical and
industrial activities (electromagnetic pollution, damage), which lead to
critical situations and failure of the network in general, represent a
particular danger to the functioning of the FANET. In these conditions,
one of the most important strategic directions for the development of
embedded systems is ensuring the continuity of technological processes
of the FANET and increasing functional resistance to failures in the
network.
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Such an option for managing the structure of objects as a structural
and functional reconfiguration of an existing topology of the FANET has
become widespread in practice when solving the problems of ensuring the
survivability of embedded systems in the theory of structural dynamics
management [7].

The reconfiguration of the FANET topology means the process of
changing its structure in order to preserve and further restore (increase)
the level of network performance or to ensure a minimum reduction in the
network efficiency under degradation of its functions [8]. At the same
time, the survivability of the system means its ability to adapt to new
unforeseen conditions of operation, withstand unwanted external
influences while realizing the main function [9].

This work is devoted to the development of the FANET survivability
ensurance in adverse conditions, which is based on the structural and
functional reconfiguration of the FANET topology.

1 Analysis of known solutions

In the article "Routing protocols in wireless networks" [10], the
authors focus on examples of implementing reactive, proactive, and
hybrid protocols in solving the problem of optimal construction of data
transmission paths between FANET nodes as well as to ensure
survivability of the network as a whole. The problem of influence of the
dynamics in distance change between the nodes during FANET
movement in space (including nodes-participants of the network) on the
reconfiguration of the FANET topology is considered from the
perspective of searching for optimal data transmission routes. It is argued
that in the case of using proactive protocols, there is a need for the regular
transmission of service information between FANET nodes to update
routing tables and to continuously change the role of nodes. The authors
emphasize that in quite dynamic FANETS, there is a problem of buffer
overflow for the parameter of sequence numbers of network topologies,
the time of their search increases. This is critical for a FANET with fast-
changing topology. When using reactive protocols, such as Dynamic
Source Routing (DSR), there may be an unreasonable increase in the size
of data packet for long routes or an increase in a new address format
(IDs), as in IPv6. It is also noted that the general problem of hybrid
protocols and geo-routing protocols lies in the narrow specialization and
complexity of their implementation [11, 12].
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Based on suggestions of the authors on the possibility of a rotary
choice of solutions for improving the survivability of a specialized
FANET, other shortcomings can be distinguished. First, the FANET can
be operated using protocol support within a single protocol family.
Creating a FANET that could use a variety of tools in different protocols
requires the creation of a complex statistical apparatus, the mechanisms of
semantic analysis and the use of self-learning methods [13]. Complication
of the system leads to a significant increase in the reaction time on
factors, the probability of false positives also increases.

Secondly, each of the protocol types has its disadvantages under
conditions of different densities and speeds of nodes. For example,
proactive protocols are characterized by advantages over reactive ones in
time of rerouting in case of a node failure. In proactive protocols, this
process takes place in advance, taking into account prognostic models - it
is only necessary to read the scenario of the route from the table, while
reactive protocols need to send a broadcast request and expect a response
from the recipients. Permanent broadcasting reduces the bandwidth of the
FANET for useful data transmission. In addition, hybrid protocols can
significantly reduce routing efficiency due to network clustering.

Thirdly, there are no algorithms for network operation in the case of
instant degradation or radio suppression of nodes in the FANET in the
epicenter of the negative external influence factor. Since the time of the
negative external factor influence is less than the time necessary for an
adequate response of the FANET to make a decision on the
reorganization of the topology or the change of the functioning protocols
in order to ensure the survivability of the network, the protocols described
in the work, in fact, are meaningless, and achievement of the target
function is in jeopardy.

In the article "Viability of wireless communication networks in
conditions of emergency sutation™ [14], the authors substantiate the thesis
that the most effective way to ensure the functioning of amobile
communication network in the conditions of the adverse factors is to
increase the intensity of service by operating nodes, i.e. searching of
functions of the damaged non-operaring nodes by working nodes;
increasing the number of communication channels in a damaged cluster
of nodes is proposed to be carried out at the expense of redistribution of
the released radio frequency resource; transition to the use of other
frequency channels. In the final part, the authors conclude that the
proposed solution can be used as an additional measure when the FANET
falls into the zone of negative external influence of the damage factors.
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The disadvantage of this method is the emergence of a significant
problem, which consists in solving the problem of eliminating
interference of radio signals.

In the paper "Peer selection algorithm in flying ad hoc networks" [15],
the authors propose a comprehensive solution to ensure the survivability
of the UAV self-organizing network at the expense of: a data transfer
method at the application level of the OSI model; an algorithm for
selective retransmission request at the application level of the OSI model
(AL-ARQ); an algorithm for route selection; an algorithm for choosing an
assistant node using the "greedy" criterion; a criterion based on the
relative speeds of the nodes. The solution is proposed for the use in the
FANET under conditions of radio interference and possible external
factors of node damage.

This solution is effective for highly specialized tasks of guaranteed
data streaming. Multipath redundancy, permanent reconfiguration of the
topology can be realized on the FANET by distributing identical data and
forecasting models, collecting and processing static information in
various ways. The proposed network encoding also makes the entire
process secure. However, the effectiveness of the proposed solution in
case of changing the network environment requires additional studies.

2 Rationale for application of FANET topology structural and
functional reconfiguration

The structural and functional reconfiguration of the FANET is aimed
at changing the network topology and performance characteristics of its
technical and organizational subsystem to eliminate the effects of various
destructive influences and should take into account the possibility of
flexible redistribution of a function, a task and a goal performed by the
FANET among the valid nodes with taking into account admissible
functioning of the FANET with the worst quality indicators within the
allowed limits. During the reconfiguration of topology, the FANET may
be located in one of the states G = {G,, v=1, 2, ..., m}. Changing states
may be caused not only by failures of certain nodes or communication
channels, but also by critical situations when only one node of the
FANET can remain functioning. For a formal description of possible
situations, let us consider some assumptions:

e  The feature of the problem statement of structural and functional
reconfiguration to ensure the survivability of the FANET is connected to
the fact that a set of partial solutions Q(G,) = (Q1(G,), Q:(Gy), ..., On(Gy),
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o ONGY), neN = {1, 2, ... N} of the FANET performance quality of
service in the state of G, can be divided into two groups of indicators
according to the following scheme (Figure 2).

l—(lndicators of network characteristics)—

A 4

Structural and topological) Structural and functional)

(statistical) indicators (dynamic) indicators

A 4 A 4
- structural reliability; - functional endurance;
- structural stability; - productivity;
-structural and topological - effectiveness;
properties; - resource loading;

-etc. - etc.

Fig.2. Schematic diagram of FANET characteristics.

The regularity between groups can be described as ﬁstr U ﬁfun =N

under Q,(G,), n € Ny N, n € Ny, ,© N

e The FANET operation in each of the G, states is determined by the set
of operating and non-operating functional nodes. We will consider
those nodes that are not able to perform operations of storing,
receiving, transmitting, processing and protecting information
resources as non-operating; the nodes performing at least one of these
operations will be considered as partially operating;

o structural and functional reconfiguration of the FANET topology
occurs under the assumption that a critical situation, unlike a failure
(possible or predicted event), is an event that is possible but not
probable or its probability is very small and can not be reasonably
evaluated during the design of FANET. In other words, the reasons for
the emergence of critical situations, as a rule, do not obey probabilistic
statistical laws and have a multi-aspect and multifactorial nature;

e analysis of the structural dynamics of the FANET shows that its
structures do not change continuously under the influence of various
causes, but maintain the stability of the topology at certain time
intervals.
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Obviously, the value of the partial parameters Q,(G,), n = {1, 2, ... N}
as a function of the FANET in each of the G, states depends on the set of
non-operating, partially operating and operating nodes; distribution of
operations of processing, storage, reception and transmission of
information; redistribution of these operations between the FANET
operating or partially operating nodes.

Proceeding from the theory of system survivability, one of the
objectives of managing the structural dynamics of the FANET is to
provide the maximum possible performance level of the network and its
nodes at every moment of time. This goal is achieved by targeted external
influence on the degradation process of the FANET in such a way as to
eliminate or reduce the possibility (probability) of FANET transitions to
the unwanted state, and to manage the processes for updating the FANET.

An important condition for developing a FANET survivability method
is to analyze and evaluate its topology. To do this, the theory of structures
taxonomy can be applied based on such concepts of homogeneity,
equality and monotony [7]. In this approach, it is assumed that the
topology of the network is homogeneous if all the functional nodes
included in it are identical; and heterogeneous if at least one of its node is
different from all others. A FANET structure is considered to be equival
if the loss of one of the nodes results in an equal significant loss of any
other, and vice versa, the structure is unequal if the individual nodes of
the FANET are of great value compared to others. Considering this
property, we must further investigate the criticality of input nodes by their
functional features. Detection of critical elements contributes to the
optimization of the functional policies of other nodes that play the key
role in ensuring the reliability, security and survivability of the FANET.
The criticality of node failure is considered as a complex property, for the
evaluation of which it is expedient to use such partial quality indicators
as: failure probability; severity of failure consequences; stability of a node
to the influence of external adverse factors; reservation ability; cluster
rebuilding; possibility to control node state; duration of failure risk
existence; node self-isolation; ability to localize a failure.

This analysis has shown that the model of the FANET functioning can
be represented by a structural scheme, a fault and event tree, a
connectivity graph, etc. But such a model can describe functioning of a
monotone network only. In monotone models, it is impossible to take into
account conflicting relationships and relationships between functional
nodes: for example, in some configurations, such connections increase the
efficiency of the FANET operation while in others they decrease. Such a
model can not be operated if there are nodes, which simulnataneously
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increase, for example, reliability or security, and the others are the cause
of failures or critical situations, that is, they have the opposite, harmful
effect on the security of the FANET as a whole.

3 Algorithmic support

Figure 3 shows a general view of the algorithm that implements the
above principles. It is important to emphasize that there are a number of
additional steps that are not given in Figure 3. These, in particular, are:
research tasks on monotony, homogeneity, equivality of FANET
structures based on the policy of functional definitions of the basic
configuration; assessment of node failure criticality; parametric synthesis
of the initial structural architecture of the FANET; multicriteria analysis
of node failure criticality; analytical and simulation modeling of the
conditions of structural and functional reconfiguration; constructing
classes of equival structural reconfiguration scenarios and isolating
reference scenarios.

4 Simulation modeling

In the simulation modeling, authors-initiated scenarios for the
operation of a group of mobile objects [6, 16] and known software models
[17] are used, taking into account the developed algorithmic design.

Let one of the FANET nodes B be connected to the control node A, to
which all the collected data are sent. Control node A carries out a control
over the FANET and monitors the state of its nodes. The interaction of
the FANET nodes is based on the mesh principle [18, 19]. The FANET
continuously transmits a data flow. The most stringent requirements for
the quality of service, equipment and parameters of the FANET are
renderd by nonelastic kind of data. Therefore, in order to improve the
efficiency of the FANET, it is advisable to take into account the features
of such data.

The model uses physical 802.11 technology at physical and channel
levels. The Yans software package is applied as a simulator, which uses
the Monte Carlo method. One of the factors that determines the degree to
which the FANET simulation model is based on mobile nodes is the
choice of an adequate model for location of mobile network devices. In
the process of choosing a mobility model, the following points are usually
taken into account: the desire to adequately consider the features of the
movement of nodes from the point of view of their impact on the aspects
of traffic transmission in the network; the need to consider resource
constraints and the impact of the detailed description of the movement on
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the complication of the FANET model in general; the ability to take into
account the requirements for reconfiguring the FANET topology in case
of a failure of the nodes with the help of the chosen system of parameters.
In the framework of this work, the well-known Gaussian-Markov model
of nodes mobility is used [17].

Start

Standard FANET operation mode

v

‘ Waiting At ‘

Is problem Yes

l_N“ identified? T

Construction of reference structural Construction of reference optimistic and
and functional FANET pessimistic scenarios of structural and
reconfiguration under which the functional FANET reconfiguration under
best conditions for basic function destructive influence on critical functional
performance are created nodes
v

Scenario application

Is basic function
accomplished?

Ye!

A,
Waiting 4t

Is basic function
accomplished?

Fig.3. Block diagram of supporting algorithm

This model is the one with memory, that is, the current position of the
node in it takes into account its position in the previous step. The
movement of mobile nodes in a model is limited to the zone of action of
the coordinating node A, where the node changes the direction of its
movement after reaching its boundaries. The advantage of the model is
the formation of movement trajectories smoothed in speeds and
directions, the ability to vary the parameters of movement and the degree
of non-determinism of the model, for example, for optimal accounting the
influence of external factors that cause deviation of the node from the
calculated lanes.
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The ns-3 simulation system has been chosen as the basic tool for
simulation modeling [17]. The total time of FANET simulation is 200 s.
The transfer of useful data and the exchange of official information
between nodes begins in the interval between the 10th and 11th seconds
and lasts until the end of the simulation. Traffic transmission is simulated
by the flow of JUDP datagrams at the data transfer rate of 1024 Mbit/s.
To simulate the flow at the output of the node B, the sequence of packets
of fixed length is set to 1024 bits. When simulating, nodes move
randomly in the area of 500x500 m; the number of nodes is 11 (1 control
node (A), 1 node (B), 3 relay nodes - (C), 6 data logger nodes (D)); node
movement speed - up to 20 m/s; transmitter power - 8 dBm; routing
protocol - AODV. The basic FANET topology is shown in Figure 4. At
the 25th and 100th seconds in the FANET two nodes are lost: the relay
node and the data logger node.

As a result of the experiment, the dependence of the intensity of data
entry on node A on time (Fig. 5) was obtained. Descriptive part of events
in different time intervals is shown in Table. 1

Fig.4. The basic topology of the FANET under study.
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Fig.5. Structural diagram of network characteristics.

Table 3. Events in the FANET during the experiment

Time range Event

Aty 0-10s Deploying the FANET.

At, 11-18s Setting up the basic FANET configuration, constructing
a routing table.

Aty 19-25s Data transmission.

Aty 25-30s Failure of node the C;. FANET assessment of a
situation.

At 30-34 s Reconfiguration of data flows between the nodes D4~
C,.

Aty 35-42's Movement of node the C, to the point of the former
node Cs

At 43-50 s Data transmission under the new configuration.

Atg 51-100 s Reducing the intensity of the flow of service data.

Atg 101-102s  Failure of the node Dg. FANET assessment of a
situation.

Atyq 103-121s Change location of the nodes D, and Ds.

Atyy 122-187 s Data transmission under the new configuration.
Reducing the intensity of the service data flow.

Aty 187-200 s Broadcast message about the return of nodes to the

base.

Structural and functional reconfiguration, according to the algorithmic
description, should take several seconds, however, the abnormal failure
rates of the packet transmission on the curve lasted up to 4 seconds (Ats).
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At node speeds of about 10 m/s, this is explained probably due to the
inability to instantly reach the required position, taking into account the
density and mobility of the nodes, or the long connection when the node-
data logger is released from the zone of direct reach to the relay node.

Based on the graph (Figure 4), we can conclude that the use of
structural and functional reconfiguration, in general, leads to a significant
improvement in the quality of transfer of non-elastic traffic from the
nodes of the FANET.

It should be noted that in this experiment, even with the highest value
of the number of nodes, the percentage of service traffic is less than 5%.
This may be, first of all, due to the fact that the FANET model developed
in this study is rather simplified compared to the actual FANET and does
not consider the presence of “background” data from other nodes as well
as service information that is not related to routing.

5 Conclusions and recommendations

The analysis of the FANET topology reconfiguration to ensure its
survivability is relevant nowadays. Existing formulations of the task of
reconfiguration are characterized by high dimensionality and do not take
into account most of the operations. In order to consider the features of
the FANET management, general and partial requirements for the
development of new principles, models, methods and techniques of
multicriteria assessment, analysis and selection of structural and
functional reconfiguration of the FANET topology are formulated and
substantiated. The analysis of these requirements allowed formulating the
direction of the aggregate-decomposition approach to solving the problem
of structural and functional reconfiguration of the FANET topology.

The simulation results of FANET showed that the developed method
is working and provides data transmission in case of a failure of network
nodes. At the same time, there is a need to refine algorithmic supporting
in order to approximate it from theoretical calculations to the real
FANET. This can be achieved by entering service data from other nodes,
accounting for non-routing service traffic, applying data of Big Data
class, etc [20]. As a mobility model, it is recommended to use a more
organized algorithm for nodes. For example, enter a task for nodes B to
correct the position of nodes D. It is desirable to introduce routing
protocols more adapted to FANETS into the simulation model.

The research is carried out within the framework of the
implementation of the fundamental research work "Creation of Scientific
and Methodological Foundations for Ensuring Survivability of Network
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Information Exchange Systems in Conditions of External Influence of
High-frequency Microwave Radiation" on the basis of the educational and
scientific Laboratory of Reconfigurable and Mobile Systems of the
Department of Electronic Computers in Kharkov National University of
Radio Electronics.
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A HYBRID METHOD OF INFORMATION
AGGREGATION FOR COMMUNITY-LEVEL DECISION-
MAKING
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Sciences of Ukraine, Kyiv, Ukraine
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When it comes to community-level decision making it is appropriate to
utilize expert data based-methods, as the respective subject domains are,
mostly, weakly structured ones. At the same time, during decision-making,
opinion of the target territorial community members should be taken into
consideration alongside expert data. The paper outlines an original
method for formal description of weakly structured community-level
problems, which uses both expert information and opinion of respondents
from among community members. It represents a hybrid approach,
incorporating elements of both traditional expert data-based methods and
social surveys (questionnaires). The main goal (problem) is formulated by
a decision-maker or research organizer. It is then decomposed by experts
into sub-goals or factors that are crucial for its achievement, and these
factors and their weights are estimated by respondents who are ordinary
community members. The method includes the following conceptual steps:
hierarchical decomposition of the problem, direct estimation of
importance of factors that influence the problem, estimation of lowest-
level “non-decomposable” factors by respondents in Likert agreement
scale, and rating of the factors based on respondents’ estimates through
linear convolution (weighted summing). The obtained ratings provide the
basis for defining top-priority activities that should be performed in order
to solve the problem, and for subsequent distribution of limited resources
among these activities. Experimental results, obtained in the process of
actual research of public space quality, illustrate the method’s
application, and confirm its high efficiency. The advantages of the
suggested method are efficiency and, at the same time, ease of use. In
contrast to traditional expert data-based methods, it does not require any
preliminary coaching sessions to be held with the respondents. The
method is intended for decision-making support at the level of territorial
communities (urban, rural, district, neighborhood, and others) in the
spheres, directly related to the interests of community members. Target
users of the method include local self-government bodies, media, public
and volunteer organizations, activists, and other interested parties..

Keywords: information aggregation, decision-making support, weakly
structured subject domain, expert estimate, hierarchic problem
decomposition, Likert agreement scale.
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Introduction: problem relevance and existing approaches

Weakly structured nature is inherent for many fields of human
activity. As we know from numerous sources, the characteristic features
of a weakly structured subject domain are as follows (see, for instance,
[1]): it is problematic to provide a formal description and build analytical
models; there are no benchmarks; all decisions made are unique ones;
decision-making space dimensionality is very large; the domain is
influenced by multiple significant criteria; information on the objects is
incomplete, and human factor plays a considerable role.

At the same time, in order for decisions made in any subject domain (a
weakly-structured one as well) to be efficient, they should be informed
and well-substantiated. Thanks to consideration and systematization of all
available information, the level of trustworthiness of the decision-maker
(DM) increases, while the possibility of erroneous and incompetent
decisions being made is reduced. So, in order to set priorities and plan
respective activities, a DM needs to be able to analyze and formally
describe weakly structured subject domains. Consequently, the problem
of analysis and formal description of these domains retains its high
relevance.

With the listed properties of weakly structured subject domains in
mind, we should acknowledge that expert data-based methods and
technologies are a powerful (and often, the only) mathematical tool for
decision-making support in these domains. Experts (ideally — narrow-
profile specialists) should be engaged, first, to outline a set of factors
which are crucial for a given domain, and identify the nature of
interrelations between these factors, and, second, to provide numeric
(quantitative, cardinal), or at least, ordinal (rank) estimates of the relative
weights of factors and alternative decision variants, from which the DM
will have to select an optimal one.

In the most common case, decision-making means either choosing one
of several alternative decision variants from a given set, or ranking/rating
of these variants. Optimality of a decision variant (alternative) is defined
based on some specific global (aggregate) efficiency criterion, which can
reflect the degree of achievement of a certain main goal. Such general
efficiency criterion is, usually, defined based on the realities of a specific
situation. It provides the “starting point” in the process of formal analysis
and decomposition (break-down) of the subject domain into particular
aspects, as well as expert estimation of decision variants. In a way, the
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global efficiency criterion plays the role of a target function from
mathematical optimization theory [2], or a utility function from utility
theory [3]. However, we should stress that one of the peculiar features of
weakly structured subject domains is the impossibility of analytic
expression of this function. In fact, the experts are involved in order to
define its specific (non-analytic!) look and an optimal decision variant (in
accordance to a given efficiency criterion).

The result of expert decomposition of the main criterion (goal) into
sub-criteria (sub-goals) is a hierarchy of criteria, which characterize the
subject domain.

Expert data-based decision-support methods are listed and described
in multiple publications. We can mention classical works by Kendall [4],
Arrow [5], Kemeny [6], Fishburn [7], Saaty [8] and others. Soviet and
Ukrainian authors (including Mirkin [9], Litvak [10], Totsenko [11],
Gnatiienko and Snytiuk [12], and others) also largely contributed to
development of these methods. World-known multi-criteria decision-
making methods include AHP/ANP [8], TOPSIS [13], ELECTRE [14],
and others. In present-day Ukraine popular decision support methods
include technological forecasting [15], complex target-oriented dynamic
estimation of alternatives (CTDEA) [11, 16], and various interval
estimation methods [12].

Acknowledged multi-criteria expert estimation methods include the
aforementioned AHP, TOPSIS, ELECTRE, CTDEA methods; the most
popular ranking aggregation methods include Borda rule, Condorced rule,
Kemeny’s median, and others; and when it comes to pair-wise
comparisons, the common approaches include, again, AHP/ANP [8],
“line”, “triangle”, “square” methods [11], and combinatorial approach
[17, 18].

Specific applications of expert data-based methods, particularly those
using the hierarchical approach to problem decomposition, are rather
numerous. Dozens of specific applications are described in the
proceedings of the International Symposiums for the Analytic Hierarchy
Process (ISAHP) [19].

In modern-time Ukraine, there are several spheres, calling for expert
data usage in decision-making process. In this context we can, again,
mention the technological forecasting problems [15], socio-economic
development planning [20], environmental protection [21], and other
spheres. Warfare [22, 23] and information security and related decisions
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have gained relevance for Ukraine in recent years. Weakly-structured
nature of these spheres is demonstrated in [24-26].

Another subject domain, which is relevant for Ukraine, is decision-
making at the level of communities (village, raion, urban, territorial, etc).
After launching of decentralization (particularly, budget decentralization),
administrative-territorial organization reform, and formation of unified
territorial communities (see [27, 28]) the role of communities in decision-
making substantially increased. Consequently, there is a need for efficient
yet easy-to-use analytic tools, which would provide an opportunity to
consider the opinion of community representatives during decision-
making. Only when public opinion is taken into account, community-
level decisions will truly reflect the interests of community members.
Specific decisions, immediately concerning community members, are
related to such issues as planning and improvement of transport and road
networks, domestic waste disposal, water supply and disposal,
gentrification and improvement of territories, construction of recreation
zones, reintegration of public usage locations (museums, libraries, parks,
etc) into community life etc.

While the arsenal of available approaches and methods is seemingly
wide, in this particular case we are talking about a specific type of
problems and specific conditions of expert examination. So, the question
is: which of the listed approaches (or their components) should be applied
in community-level decision-making to ensure that community members’
opinion is taken into account?

1 In Description of problem class and solution idea

The key feature of the aforementioned class of problems is their
weakly structured nature. Formal problem statement is possible only
when the goal, which the DM or other interested party is trying to
achieve, is clearly defined. A community often finds it hard even to
formulate a specific problem, not to mention identification of factors,
which could influence its solution.

“What should be done with the waterfront area?”, “how can we
reorganize the park?”, “what is the best way to arrange the system of
water supply and water disposal in the settlement?”, “what should we do
with an old village cultural center (club), museum, library?” etc. Such
typical community-level problem examples have several features in
common. First, as it has been said, they immediately concern the
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representatives of a given community and reflect their interests. Second,
they do not include any recommendations as to how the issue under
consideration can be resolved. That is, the only input data is some
problem to be solved, or some main goal to be achieved (let us denote it

as G, and let us denote the main criterion of efficiency of its
achievementas C,).

In view of weakly structured nature of the problems, it would be
reasonable to hierarchically decompose the problem into specific
components. Relevance and effectiveness of application of hierarchical
approaches are shown, for example, in the works of Saaty ([8]), Totsenko
([11]), Gnatiienko and Snytiuk ([12]), Pankratova and Nedashkovskaya
[29, 30], and others. The hierarchical approach proved to be an effective
instrument in a multitude of applications (see [19]).

So, at the initial phase it is suggested to decompose (break-down) the
main goal or problem into factors, which play decisive roles in its
achievement (solution), as it is done in the listed methods, such as AHP
[8], TOPSIS [13], or CTDEA [11, 186].

We should remember that formulations of criteria should be easy-to-
understand, while criteria hierarchy graph should be balanced and not
overloaded with excessive number of connections (edges) and nodes
(more detailed requirements to the process of hierarchy building are
described in [1, 31]).

Both in AHP and CTDEA, when a hierarchy is built, the weights of
impact factors (criteria) are defined, that is every edge of the hierarchy
graph is assigned a certain weight.

In [1, 31] it was stressed that the scale used for estimation of criteria
had to be understandable for an unprepared expert or respondent. In order
to achieve this, we should choose the scale with grades described by
verbal rather than numeric values. Beside that, the scale should not make
the respondent keep too many values and objects in mind simultaneously.
For example, in a decision support technology, described in [32], the
expert has to select the type of an ordinal pair-wise comparison (“more-
less”), number of scale grades, and a particular grade from the chosen
scale. This process calls for preliminary coaching sessions to be held with
experts.

In order for the opinion of community members to be taken into
account, they should be involved in the process of formal description of a
given weakly structured problem. Moreover, the DM (or analytic research
organizer) should keep in mind that, in the general case, it is impossible to
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organize coaching sessions with all the respondents. So, the process of
hierarchy building, particular look of the graph, specific criterion
formulations, and the scale, in which the importance of criteria is
estimated, should be as easy-to-understand as possible.

Based on these considerations, it is suggested to delegate the hierarchy
building process to the experts in the given subject domain (as it is done
in AHP or CTDEA), while introducing several additional requirements:

1) We should forbid input of cycles (loops, where criteria influence
themselves) into the hierarchy graph. In the ideal case the hierarchy
should represent a tree-type graph, that is, one node should have only one
“ancestor” (hierarchy graphs of this type are addressed, for example, in
[33, 34]).

2) Bottom-level criteria should be formulated not as concepts (for
example, “quality of family leisure in the park, estimated in the scale
from 1 to n”), but as positive statements, with which a respondent (not an
expert, in the general case!) might agree or disagree. For example: “the
park is a good place to spend quality time with a family”; response
variants: “totally agree”, “agree”, “disagree”, “totally disagree”, “don’t
know”. That is, we should provide respondents with an opportunity to
estimate “atomic” bottom-level factors in Likert’s scale [35]. Simplicity
and vividness of this approach, as well as numerous sociological studies,
in which the approach is successfully used, speak in its favor. Besides
that, the choice of Likert’s scale results from the need to consider
opinions of a large quantity of respondents (and not just of a few experts,
as in case of “classical” expert estimation methods).

3) Estimation of relative weights or impacts of factors (criteria) should
be delegated to respondents from among target community members, so
these estimates should be direct ones. In the process of weight estimation,
in order to ensure vividness, the estimates are to be provided in graphic
(and not verbal or numeric) format (this requirement is also based on the
peculiarities of obtaining data from respondents, described in [1, 31]).

Based on the listed requirements, we can suggest the following step-
by-step algorithm of formal description of a weakly structured problem.

2 Step-by-step algorithm of problem solution

1) The DM or expert examination organizer formulates the main problem
or goal G and chooses the experts (at least one expert) in the respective
subject domain.
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2) Experts build a hierarchy of criteria (see Fig. 1 below), which
are crucial for the given problem or goal: {C, :i=0..n}. The bottom-
level criteria (which do not have ancestors in the hierarchy graph)
{C, :k=1.1} are formulated as positive statements, which the

respondents will estimate in Likert’s agreement-disagreement scale.

3) A set of respondents {r; : j =1..m}is chosen from among
the members of the given community.

4) Respondents estimate (directly, in clear, preferably, graphic

format) the weights of impact factors at each hierarchy level. As a result,
we get a set of impact coefficients (or relative weights)

{Wi“) :i=1..n; j =1..m}, provided by every respondent.
Impact w;, of criterion C; upon the main criterion Cis defined as

shown in [11] (case of a hierarchy of “tree” or “network™ type) and [34],
according to formula (1).

N Mp

wo=> T w 1)

S
p= s=1

where n; is the quantity of all possible paths from node C, to node C,in
the criteria hierarchy graph; p is the number of a particular path; n, is
the length of the path number p, leading from C, to C,; S is the

number of the node within the path; wjis the impact of criterion C,
upon its immediate ancestor in the path number p in the hierarchy graph.

We should note that if the hierarchy graph is a tree (every node
(vertex) has no more than one ancestor, as on Fig. 1), the number of
summands in formula (1) equals 1, as there is only one path, leading from

any criterion C; to the main criterion C, .

5) Respondents select the estimates of bottom-level criteria in
Likert’s scale (as shown above). Scales grades are assigned the respective
numeric equivalents for further aggregation, i.e., convolution (for
instance, “6 — totally agree”, “b — agree”, “4 — rather agree than disagree”,
“3 — rather disagree than agree”, “2 — disagree”, “1 — totally disagree”, “0
— don’t know or don’t care”). As a result, we get a certain number of
individual judgments of respondents for criteria from the bottom level of

166



the hierarchy: {qi(kj);k =1.1; j =1..m}, where i, are numbers of the

bottom-level criteria, | is their total number (quantity), and ] is the

respondent’s number.

6) Estimates according to every criterion are aggregated through
weighted summation (convolution) of estimates, provided by all
respondents. As a result, we get the ratings of all bottom-level criteria

Q,;

I !

Q, = ZW.&‘& = @)

where Wl“g is the relative impact of bottom-level criterion Cik upon the

main criterion C,, calculated according to formula (1) based on values of

impacts of all intermediate-level criteria, provided by the respondent
number j .

Based on these ratings, potential and priorities of the problem solution are
identified, while community interests are taken into account. Highest-
rated factors represent the top-priority aspects, which the community is
satisfied with, while lowest-rated factors represent aspects, which do not
satisfy the community, or are insignificant in the eyes of community
members.

7) In order to check the consistency of respondents’ judgments,
we can ask them to write small verbal reviews, in which they should try to
outline (once again, this time, verbally) positive and negative aspects,
characterizing the subject domain.

We should stress that we are talking about inner consistency of
judgments of each respondent: verbal review should be consistent with
estimates, provided in Likert’s scale at previous steps (see step 5). Mutual
incompatibility of the estimates is not a problem, i.e. judgments of
different respondents can differ, and it is quite natural, because in our
case respondents only express their opinions, and do not try to estimate
some objective values.

As judgments are provided in Likert scale, and it is only inner
consistency of the estimates that is verified, traditional consistency
measures (such as Kendall’s rank correlation [4] for ordinal estimates, or
consistency index (Cl) and ration (CR) [8] for pair-wise comparisons,
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spectral consistency coefficient [11], double entropy index [36]) are not
applicable. And that is why it makes sense for respondents to write verbal
reviews.

8) In order to ensure transparency, tag (word) clouds can be
generated (based on verbal reviews), which will also, in a way, represent
the ratings of positive and negative aspects of the issue under
consideration. In order to build tag clouds based on word frequency
analysis of verbal review texts, publicly available online software tools
can be used (such as WordItOut, Worlde, WordArt, WordCloud, TagUl,
Many Eyes, Tagxedo, etc).

The final result of the algorithm is a formal analytic description of the
subject domain. Such a description allows interested parties to clearly
identify the key positive and negative aspects in the given subject domain,
taking public opinion into account, and, thus, define its potential,
prospects, and top-priority problems, at which resources should be
targeted.

2 Example

As an example of application of the suggested weakly structured
subject domain description method, let us consider an actual research,
which took place in summer of 2018, in one of the raion centers of Kyiv
oblast (Ukraine). The main task was to study the quality of a public
location (the territory of the state local history museum) in order to
facilitate its further transformation and improvement. The study
envisioned a set of tasks: 1) ensure communication (productive contact)
between the community and the town management; 2) identify strong and
weak points of the location; 3) identify priorities of the community (i.e.
what was important for the residents); 4) evaluate the extent to which the
location meets the needs and expectations of its users; 5) stimulate new
ideas concerning location improvement; 6) define priorities of location
development.

The focus-group from among the community members included 11
respondents, featuring local residents, museum employees, civil servants,
journalists, artists.

The main goal was to improve the quality of the location; respectively,
the generalized location quality was the main criterion.

Criteria hierarchy was built based on the SpaceShaper [37]
methodology guidelines published by the British Commission for
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Architecture and Built Environment (CABE). SpaceShaper proved to be
an effective, easy-to-use, and affordable instrument of public space
improvement, particularly, in the British Commonwealth countries.
Particular examples of successful application of the methodology for
improvement of various public spaces can be found, for example, in [38—
40]. In Ukraine different public organizations presently make the first
attempts to use SpaceShaper methodology and its separate components
for evaluation of quality and for transformation of public spaces.

The hierarchy of criteria, which influence the quality of the location,
built in “Solon” DSS [10, 39], is shown on Fig. 1.

I

Fig. 1. The look of criteria hierarchy, built in “Solon” DSS
The list of criteria is presented in Table 1.

Table 1. The list of criteria from the hierarchy

Formulation

Location quality

Functionality

Location characteristics

Location value

Accessibility

Use

Interests of residents (community members)
Order

Environment

Design and look (appearance)

10. Community (other people)

11. You (individual respondent)

12. Itis easy to get here

13. The place is easy-to-find

14. Orientation is easy

15. The place is open, whenever | come here
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16. | know what is happening here

17. Here | can do what I want

18. The place has everything | need

19. I can enjoy the nature here

20. Here I can learn a lot about local history, flora, fauna, art, etc

21. The place helps me to keep healthy

22. The place is popular among different people

23. Aot of different activities take place here

24. There are no conflicts between different location users

25. Itis clean here

26. The place is cared for and looked after

27. People, who take care about the location, are always available

28. Here you can hide from bad weather

29. The place is worth visiting any time of the year

30. The place is well-lighted

31. Theairis clean

32. The place is not noisy

33. | feel safe here

34. | am totally satisfied with the location size

35. The place adorns the neighborhood

36. The place is well-equipped

37. You can witness the diversity of plants and animals here

38. The place is inspiring

39. The place is nice

40. The location is an important component of the landscape

41. The locals are involved in location maintenance and organization of events on
its territory

42. Everyone feels at home here

43. Itis a comfortable place for communication

44. The locals are proud of this place

45. The place is well-located

46. The place is attractive for small business

47. | feel well here

48. | can entertain myself here

49. | can relax here

50. The place is good for thinking

51. 1 like being here

52. | come here to hide (escape) from routine

As we can see, the topmost (first) level of the hierarchy consists only
of the main criterion “the overall quality (efficiency) of the location”. Its
immediate sub-criteria (descendants) are functionality (which, in turn,
includes accessibility, ease of use, and interests of residents),
characteristics (including order, environment, and
look/appearance/design), and value of the location (for the community
and an individual respondent respectively). The bottom (fourth) level
features 41 criterion, formulated as positive statements, with which
respondents can agree or disagree (for instance, sub-criteria of
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accessibility are: “it is easy to get here”, “the place is open whenever I
come here” etc).

Every respondent received a questionnaire form, in which (s)he had to
specify his(her) occupation and location usage mode (frequency and
purpose of visits), provide weights of criteria of the second and third
levels of the hierarchy, and estimate the bottom-level criteria in Likert’s
agreement-disagreement scale.

Estimation of weights of intermediate-level criteria was performed
using sector diagrams (pie charts) (see Fig. 2). The choice of this
particular method for weight estimation results, primarily, from simplicity
and transparency considerations. As a result of estimation, every second-
level criterion was assigned an integer-value weight from 0 to 12 (sum of
all second-level criterion weights equals 12), while every third-level
criterion was assigned a weight from 0 to 144 (sum of all third-level
criterion weights equals 144). Weights of these criteria were estimated by
each respondent. It should be stressed, that this particular method of
criterion weight estimation was chosen for the specific study. In the
general case, depending on specific hierarchy structure, and the degree of
process automation, other weight input methods can be used, providing
they are clear and understandable.

Fig. 2. An example of criterion weight input using pie chart

Bottom-level criteria were presented to respondents in the form of
tables (in accordance to SpaceShaper methodology, their weights are
considered equal). Respondents had to express their judgment on each of
the 41 bottom-level criterion in Likert’s scale. An example of the table
from the questionnaire, filled out by every respondent, is shown in Table
2.
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Once the surveys were completed, the respondents were offered to
describe in their own words the strong and weak points of the location, as
well as their vision of the ideal condition of the location (so-called “letter
from the future”). Aggregation of survey data was performed as follows.

Verbal values were replaced by numeric equivalents (as shown in the
previous section): 6 — totally agree”, “5 — agree”, “4 — rather agree than
disagree”, “3 — rather disagree than agree”, “2 — disagree”, “1 — totally
disagree”, “0 — don’t know or don’t care”.

After that rating of every bottom-level criterion was calculated through
weighted summation (convolution) of estimates provided by all
respondents (according to formula (2)).

In general case bottom-level ratings lie within the range between 0 and

R

max *
Rmaxk = mqmameaxk ! (3)

where K is the number of bottom-level criterion; M is the quantity of
respondents; Q. is the maximum value of numeric equivalent of a scale
grade, which can be chosen by a respondent, while w,_. . is a maximum

possible criterion weight value.
In the case of our particular problem the number of respondents is

m=11; the vrange of bottom-level criterion weights s
|

{w, €Zn[0;144]; ZWik =W, =144;1 =41 i, ={12..52}}, i.e. bottom-
k=1

level criteria from Table 1 with numbers 12 to 52 can be re-numbered
from 1 to 41; their weights are expressed by integer values from 0 to 144,
and their sum equals 144. The range of numeric equivalents of Likert
scale grades lies between “0” (“don’t know or don’t care”) and “6”

(“totally agree™), i.e in formula (3) q,,,, = 6. Respectively, bottom-level

criterion ratings will belong to the range from 0 to 9504 (according to (3)
R =11x6x144=9504). If all ratings need to fall within the range

between 0 and 1, they can be normalized.
Table 2 Survey fragment

172



Totally agree
Agree
Rather agree
Rather
disagree
Disagree
Totally
dicanran
IDon’t know
IDon’t care

Accessibility

It is easy to get here

The place is easy-to-find
Orientation is easy

The place is open, whenever
| come here

I know what is happening
here

Use
Here I can do what | want

The place has everything |
need

| can enjoy the nature here

Here | can learn a lot about
local history, flora, fauna,

art etc

The place helps me to keep
healthy

Interests  of  residents
(community)

The place is popular among
different people

A lot of different activities
take place here

There are no conflicts
between different location
users

Bottom-level criterion ratings, obtained through aggregation of
respondents’ estimates, are shown on Fig. 3. For the sake of convenience
these criteria are numbered from 1 to 41 (as described above).

We should note that absolute rating value does not play any significant
role. It is the ratios (or differences) between ratings of different criteria
that matter. Besides that, important information can be obtained from the
ratios of ratings within each sub-group (functionality, characteristics,
value of location). Fig.4 displays the relative ratings of criteria, which
belong to “functionality” subgroup.

Similarly, the respective ratings for each intermediate-level criterion
were calculated. Rating of a criterion which has descendants in the
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hierarchy graph is calculated as the weighted sum of ratings of its
immediate sub-criteria:

Q=27 =2 W, @
j=1 Lkl
where Q; is the rating of criterion C; ; QY is the rating of this criterion

calculated based on estimates provided by respondent number j; M is

the total number of respondents; V is the number of immediate sub-
(1)

i i

criteria of C, in the hierarchy graph; W;"; is the weight of impact of

sub-criterion number i, upon criterion C,;, estimated by respondent
number J; Qi(kj) is the rating of the sub-criterion number i, , calculated
based on estimates provided by respondent number J. For instance, in
the hierarchy on Fig. 1 the sub-criteria of “Functionality” (C,) are

“Accessibility” (C,), “Use (C;), and “Interests of community” (Cy).

So, the rating of “Functionality” is calculated as the sum of ratings of
these sub-criteria.

General estimate

Fig. 3. Relative ratings of 41 bottom-level criteria
Aggregate relative ratings of third-level criteria are shown on Fig. 5,

illustrating respondents’ opinion about location’s compliance with the
parameters listed in the survey. As we can see from the diagram, the
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weakest points of the location are that (according to the respondents) it
does not meet the needs of the community and is rarely used.

Based on textual analysis of verbal reviews and “letters from the
future”, tag clouds were built. It is interesting to note that the drawbacks,
mentioned by respondents in verbal reviews, confirm the ratings, shown
on Fig. 5 (i.e., respondents’ judgments are rather consistent): according to
the respondents, low level of location usage and its inability to serve
community interests, are the main flaws of the location.

R

Fig. 4. Functionality of location: relative ratings of criteria

Functionality estimate
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Fig. 5. Generalized ratings of third-level criteria
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Aggregate survey results allow us to make several important
conclusions.

1. Location has a great potential for further improvement and
development. Community representatives consider themselves capable of
active participation in transformation of the public space.

2. Museum space and adjacent territory are not the focal point of active
community life. With the exception of museum employees, community
residents rarely visit the location.

3. The main advantages of the public space are convenient downtown
location, coziness, presence of greenery, open territory, and esthetic
attractiveness of the historical museum building. The main drawbacks
(and, consequently the main points for location development) include
poor understanding of its designation by the community, lack of cultural
events, activities, entertainment, management initiatives, creativity;
alerting condition of trees on the territory of the museum.

4. While accessibility (convenient location), attractiveness for the
community, and environmental potential are the strong points of the
space, inclusiveness (consideration of interests of all potential user
categories), full-fledged utilization of location’s capacity, design/look,
and infrastructure are the top-priority development aspects.

5. Transformation and sustainable development of the location should
be based on the results of the conducted study, particularly, on aggregate
judgments of the respondents from among community members. Location
development activities and projects, implemented by local authorities,
NGOs, activists, volunteers, based on public opinion, will be successful
and get support from the community.

As of now, public organizations in cooperation with local activists and
authorities have already accomplished several projects along the lines of
the study results.

3 Peculiar features of the approach: place in decision science;
advantages and disadvantages

As we can see, the described approach is a “hybrid” one in a way that
it combines the elements of both decision theory and sociology
(surveying, agreement scale usage).

The following features of the approach are common with the available
decision support methods:
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— usage of hierarchic problem decomposition (as in AHP [8] and
CTDEA [11, 16]);

— heuristic transition from verbal judgments (like “agree/disagree”) to
numeric values (in the example — from “0” to “6”). Such a transition, in
one form or the other, happens, virtually, in all multi-criteria alternative
estimation methods that feature linear convolution (weighted summation)
of ordinal or cardinal values (including Borda, Condorcet, AHP, TOPSIS,
CTDEA, etc), because, as Litvak showed in [10], the necessary and
sufficient condition of existence of an aggregate criterion (convolution
across its sub-criteria) is expression of alternative estimates according to
these sub-criteria in the ratio scale;

— aggregation (generalization, in our case through linear convolution) of
data across multiple criteria, obtained from multiple respondents;

— verification of consistency of judgments (in our case — through
informal analysis of verbal reviews).

Now let us list the main differences of the approach from the existing
methods.

— the key task is only to describe the subject domain, i.e. to form a
system of linked criteria (not to compare alternatives or projects
according to these criteria, as it is done in AHP or CTDEA);

— the way of criterion formulation. “Atomic” bottom-level criteria,
which do not have descendants in the hierarchy graph, are formulated as
positive statements (and not definitions, as in traditional methods), with
which a respondents can agree or disagree;

— as a result, instead of direct estimates or pair-wise comparisons,
Likert’s agreement scale is used;

— ease of problem decomposition: hierarchy graph is a “tree” [33, 34]; a
network-type structure, i.e. a graph, in which any node can have more
than one ancestor, can be too complex to be perceived by respondents;

— no need for coaching sessions with respondents (thanks to simplicity
and transparency of the method).

So, we should stress once more that the key feature of the method is
the combination of expert and sociological mindsets, which ensures, on
the one hand, ease of use, and on the other — high efficiency of the
method.

The results of the method’s work are the ratings of activity scopes,
providing the basis for further prioritization and, potentially, for
allocation of limited resources [21].
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The method’s advantages are ease-0f-use and understandability for a
community member, efficiency and transparency, universality and
flexibility (for each new subject domain a new unique hierarchy can be
built), vividness of subject domain description process and representation
of results.

The method’s key disadvantages are the possibility of manipulations
(experts can formulate criteria in some biased way, however, this is the
issue of ethical principles of these experts and the DM), and of emergence
of “lobbies” among community members (according to profession, age,
mindset, gender, wealth, social status, etc).

A separate problem concerns manual input and processing of data
(when MS Excel is the only software tool used for data aggregation).
Ideally, the process of formal description of subject domain should be
almost fully automated. Certain steps of the above-listed algorithm are
already automated within the existing DSS. Particularly, “Consensus-2”
DSS [42] includes means for registration of experts who are inputting the
hierarchy, and for input of the hierarchy itself. “Solon” DSS [11, 41]
includes tools for hierarchy input, as well as for calculation of relative
impacts of criteria. Thus, the functions, delegated to experts, are already
automated, while functions, delegated to respondents and to the research
organizer (knowledge engineer, who has to aggregate the data and obtain
recommendations for the DM using the DSS tools) still require
automation. In order to simplify the process of surveying and aggregation
of survey data is would be reasonable to automate:

— completion of the surveys (for example, using tablets or similar
gadgets);

— submission of survey data to DSS knowledge base in remote mode;

— calculation of criterion ratings using the mathematical tools of a DSS.
Recognition and frequency analysis of verbal review texts, as well as tag
cloud building are a bit more difficult to automate, however improvement
of this algorithm step is no less relevant than automation of other steps.

4 Conclusions

It has been shown that community-level problems represent an
example of weakly structured subject domains. During their formal
description we should consider both expert data and community
members’ opinion. In view of the need to consider public opinion during
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community-level decision-making, it is unreasonable to apply existing
decision support methods and technologies in their classical form.

An efficient, yet simple, method has been suggested for formal
description and analysis of community-level problems, taking public
opinion into consideration. The method allows a DM, a local authority, an
NGO, community representatives, volunteers, activists, media, or any
other interested parties to get a clear understanding of a specific subject
domain, which will provide the basis for prioritizing of future steps.

Experimental results have been obtained, based on conducted research
of quality of a specific public space. The research confirms both
efficiency and ease-of-use of the suggested approach. Based on the
research results, specific recommendations concerning improvement of
the target public space (location) have been worked out.

The described method should be used for community-level decision-
making — in villages, raions, towns, neighborhoods — in spheres,
immediately concerning the respective community members. Particular
decisions might concern such aspects as planning and improvement of
road and transport networks, domestic waste disposal, water supply and
disposal, planning and improvement of territories, reintegration of public
spaces into active community life, neutralization of negative information
impacts, etc.

The method is an efficient decision support tool, which should be used
by local self-government bodies, civil organizations, volunteers, activists,
and any other interested parties.

Further studies will be dedicated to search for new applications of the
method, and to automation of particular steps of the described procedure
of analysis of weakly structured subject domains.

References

1. Kadenko S.V. Prospects and Potential of Expert Decision-making Support
Techniques Implementation in Information Security Area; in Selected
Papers of the XVIILI International Scientific and Practical Conference on
Information Technologies and Security (ITS 2016) Kyiv 2016/ CEUR
Workshop Proceedings, pp. 8-14 (2016).

2. Boyd S., Vandenberghe L. Convex Optimization. Cambridge University
Press (2004).

3. Keeney R.L., Raiffa H. Decisions with Multiple Objectives: Preferences and
Value Tradeoffs Cambridge University Press. (1993).

179



10.

11.

12

13.

14.

15.

16

17.

18.

19.

20.

Kendall, M. A New Measure of Rank Correlation. Biometrika. 30 (1-2), pp.
81-89 (1938).

Arrow K. J. Social Choice and Individual Values, 2nd ed. New York: Wiley
(1963).

John G. Kemeny. Mathematics without Numbers. Daedalus. Vol. 88, No. 4,
pp. 577-591 (1959).

Fishburn P.C. Utility Theory for Decision Making. Wiley (1970).

Saaty, T.L. Fundamentals of Decision Making and Priority Theory with The
Analytic Hierarchy Process. RWS Publications, Pittsburgh PA (1994).
Mupkus B.I'. TIpo6iema rpymmnosoro Beidopa. M. Hayka (1974).

JlutBak Bb. I'. OkcneprHas nudopmarms. MeToabl MOMyYeHHs W aHaIH3a.
M.: Pazuo u cBisizb (1982).

Touenko B.I'. Meroabl M cuCTeEMbl NOAAEPKKU MPUHATUS PELICHUH.
Anroputmudeckuii acriekt. UTTIPU HAHY. K.: Haykosa gymka (2002).

. I'narienxo I'. M., Cautiok B.€. ExcriepTHI T€XHOIOTii NIPUHHATTSA PillICHb.

K.: TOB “Maknayt” (2008).

Hwang, C. L., Yoon K. Multiple attribute decision making: methods and
applications : a state-of-the-art survey. Berlin; New York : Springer-Verlag
(1981).

Roy, Bernard. Classement et choix en présence de points de vue multiples
(la méthode ELECTRE). La Revue d'Informatique et de Recherche
Opérationelle (RIRO). (8): pp. 57-75 (1968).

M.Z.Zgurovsky, Yu.P.Zaychenko. The Fundamentals of Computational
Intelligence: System Approach. Studies in Computational Intelligence, 652.
Springer. (2005).

. Huranox B. B. VYmockoHameHHS METOAYy WiJIbOBOTO JAHHAMIYHOTO

OIIIHIOBaHHS aJIbTEPHATHB Ta OCOOJMBOCTI HOTO 3acToCcyBaHH:. PeecTpariis,
36epiranns i 06po6. qanux. T. 15, Ne 1. C. 90-99 (2013).

Tsyganok V., Kadenko S., Andriichuk O., Roik P. Combinatorial Method
for Aggregation of Incomplete Group Judgments. IEEE First International
Conference on System Analysis & Intelligent Computing (SAIC), DOI:
10.1109/SAIC.2018.8516768, pp. 25-30 (2018).

Tsyganok V. Investigation of the aggregation effectiveness of expert
estimates obtained by the pairwise comparison method. Mathematical and
Computer Modeling. 52(3-4). pp. 538-544 (2010).

Proceedings of the International symposium for the analytic hierarchy
process (archive). http://www.isahp.org/proceedings/, last accessed
2018/11/15.

TepenteeB O. M., Ilpocsakina-)Kaposa T.I., CasactesHoB B.B.
BukopucranHs 3aco0iB TEKCTOBOI aHAJITHKU SIK IHCTPYMEHTY ONTHMi3awil
MIATPUMKH NPUHHATTS pillleHb y 3agadax po3poOKH IUIaHIB COMLiaJIbHO-
EKOHOMIYHOro pO3BUTKY Ykpainu. Peectpauis, 30epiranHs i 00po0.
nanux.. T. 18, Ne 3. cc. 75-86 (2016).

180



21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

Tsyganok. V., Kadenko S., Andriichuk O., Roik P. Usage of multicriteria
decision-making support arsenal for strategic planning in environmental
protection sphere. Journal of Multi-criteria Decision Analysis. VVol. 24, Issue
5-6, pp. 227-238 (2017).

Yenko Ib., Jlaneukuii B.M., JleontseB O.b., Jlyk’sauyk B.B.
Meroau4HUA MiAXig 10 OOTPYHTYBAaHHS PalliOHAJIBHOTO CIIIBBiIHOIICHHS
00csTiB PO3pOOKH, 3aKyMiBIi Ta PEMOHTY 030pO€HHS 1 BiHCHKOBOT TEXHIKH.
O36poenHs Ta BilicbkoBa TexHika. No 3. C. 9-14 (2014).

Huranok B.B., Kagenko C.B., Angpiituyk O.B., Kaganos I1.T., Poik I1.[.
IHcTpyMeHTapiii MATPUMKHM HPUHHATTS pIlIeHb SK 3aci0 CTpaTeriqHOro
wianyBaHHsA. O30poeHHs Ta BificbkoBa TexHika. Ne 3(7). C. 59-66 (2015).
TopOynin B.I1., Jononos O.I'., Jlaune A.B. Inpopmaniiini omeparii Ta
Oe3meka CyCIUIBCTBA: 3arpo3u, MPOTHIisA, MOAETIOBaHH: MOoHOrpadis. K.,
IaTeprexHomnoris (2009).

Hononos A.l'., Jlaugs [1.B., Upranokx B.B., Anapeituyk O.B., Kazenko
C.B., I'paiiBoponckas A.H. PacrioHaBanme MH()OpPMAIIIOHHBIX OTEparHii.
Kues. (2017).

Kadenko S.V. Defining Relative Weights of Data Sources during
Aggregation of Pair-wise Comparisons. Selected Papers of the XVII
International ~ Scientific and Practical Conference on Information
Technologies and Security (ITS 2017) Kyiv 2017. pp. 47-55 (2017).

3akoH Ykpainu [Ipo noGpoBitbHE 00’€THAHHS TEPUTOPIANTBHHUX TI'poMai
(Bimomocti  BepxoBuoi Pamu  (BBP), 2015, Ne 13, cr.J91).
http://zakon5.rada.gov.ua/laws/show/157-19, last accessed 2018/11/15.
Posnopsmxenns Kabinery MinicTpiB Ykpainu Big 1 kBiTHs 2014 p. Ne 333-
p «IIpo cxBanenns Konuenmii ped)opMyBaHHS MiCIIEBOTO CaMOBPSIyBaHHS
Ta TEPUTOPiaTbHOL oprasizarii BIIaH B YkpaiHi».
http://zakon0.rada.gov.ua/laws/show/333-2014-%D1%80, last accessed
2018/11/15.

Pankratova, N.D. & Nedashkovskaya, N.I. Hybrid Method of Multicriteria
Evaluation of Decision Alternatives. Cybern Syst Anal 50: 701.
https://doi.org/10.1007/s10559-014-9660-2 (2014).

N.D.Pankratova & N.I.Nedashkovskaya. A decision support system for
evaluation of decision alternatives on basis of a network criteria model.
2017 IEEE First Ukraine Conference on Electrical and Computer
Engineering (UKRCON). DOI: 10.1109/UKRCON.2017.8100363 (2017).
Kanenko C.B. ITpoGnemMu TpeACTaBICHHS SKCIEPTHUX JAHUX y CHCTEMax
MiATPUMKA TPUHHATTS pilmneHs. Peectparis, 30epiranas i o0poOka JaHUX.
T. 18 Ne 3, C. 67-74 (2016).

Tsyganok, V.V., Kadenko, S.V., & Andriichuk, O.V. Using Different Pair-
wise Comparison Scales for Developing Industrial Strategies. Int. J.
Management and Decision Making. 14(3), pp 224-250 (2015).

181



33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

Saaty, T.L. The Analytic Hierarchy Process. McGraw-Hill, New York.
(1980).

Kadenko S.V. Determination of Parameters of Criteria of «Tree» Type
Hierarchy on the Basis of Ordinal Estimates. Journal of Information and
Automation Sciences. Vol. 40.1.8. P. 7-15 (2008).

Likert R. A Technique for the Measurement of Attitudes. Archives of
Psychology. # 140. P. 1-55 (1932).

Olenko A., Tsyganok V. Double Entropy Inter-Rater Agreement Indices.
Applied Psychological Measurement 40(1). pp. 37-55 (2016).

SpaceShaper User’s Guide.
https://www.designcouncil.org.uk/resources/guide/ spaceshaper-users-
guide, last accessed 2018/11/15.

St. James Park, Southampton. CABE Spaceshaper Workshop Facilitators
Report. http://ww.westleydesign.co.uk/what-we-
do/Downloads/WestleyDesign-StJamesSpaceshaper.pdf,  last  accessed
2018/11/15.

Camberwell Town Centre  Spaceshaper  Consultation  Report.
https://www.southwark.gov.uk/assets/attach/4070/Camberwell_Town_Centr
e__Spaceshaper_Consultation_Report_December_2011.pdf, last accessed
2018/11/15.

Carawatha Park Spaceshaper Workshops.
http://www.melvillecity.com.au/static/
attachments/2013/April/3383_SpaceShaper_Report.pdf,  last  accessed
2018/11/15.

Tonenko B.I'., Kawanos II.T., Luranox B.B. Kowmm’rorepra mporpama
«Cucrema minTpuMkn npuiHATTS pimeHb «Comon-3» (CIIIIP «ComoH-3»).
CBiOITBO TPO PEECTpAIlil0 aBTOPCHKOTO MpaBa Ha TBip Ne 8669 Bin
31.10.2003 (2003).

uranok B.B., Poik I1.Jl., Auapiituyk O.B., Kagenko C.B. Komm’totepna
nporpama «CucTemMa po3MmoaiieHoro 300py Ta 00poOku iHbopMmaIti mis
CHCTEeM IMATPUMKHA TpuiHATTS pimerps «KoHceHcyc-2»  (CP30I
«Koncencyc-3»). CBiIONTBO MPO PEECTpallilo aBTOPCHKOTO MpaBa Ha TBip
Ne 75023 Big 27.11.2017 (2017).

182



SECURITY ESTIMATION OF THE SIMULATION
POLYGON FOR THE PROTECTION OF CRITICAL
INFORMATION RESOURCES

Bogdan Y. Korniyenko®, Liliya P. Galata?, Lesya R. Ladieva®
! National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”,

Kyiv, Ukraine, e-mail: bogdanko@i.ua
% Taras Shevchenko National University of Kyiv, Kyiv, Ukraine,
e-mail: galataliliya@gmail.com
® National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”,

Kyiv, Ukraine, e-mail: Irynus@yahoo.com

In the article the question of Security estimation of information system
protection through risk analysis is considered. An analysis of information
risks is conducted for testing information security system, which allows to
identify threats to information security. At present, different methods of
analyzing information risks exist and are used, the main difference of
which is in the scale of risk assessment: quantitative or qualitative. Based
on analyzed existing methods of testing and assessing the vulnerabilities
of the automated system, their advantages and disadvantages, for the
possibility of further comparing the spent resources and information
system security, a conclusion is made for the definition of an optimal
method of testing the information security system method in the context of
a constructed simulation polygon for the protection of critical information
resources. The simulation polygon for the protection of critical
information resources was developed and implemented based on the
GNS3 application software. It is also concluded that the assessment of
network security with mixed (complex) methods is not feasible. The
optimal iRisk methodology for testing the information security system
based on the simulation polygon for protection of critical information
resources has been identified, among the considered methods for testing
and analysis of automated system risks. The quantitative method iRisk is
considered for Security estimation of information system protection. The
general risk assessment iRisk is calculated considering the following
parameters: Vulnerability Assessment, Threat Assessment, assessment of
security tools. The methodology contains the general CVSS v3
vulnerability assessment system, which allows you to use constantly
relevant coefficients to calculate vulnerabilities, and also have a list of all
the major vulnerabilities that are associated with all modern software
products that can be used in the automated system. The known
vulnerabilities of used software and hardware are considered and the
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stability of the built simulation polygon for the protection of critical
information resources to specific threats is calculated by iRisk method.

Keywords: Simulation Polygon, Critical Information Resources,
Security, Vulnerability, Threat, Control.

Introduction

Periodic analysis of information risks is conducted for the research of
information security system, it allows to identify threats to information
security and in turn use and implement appropriate measures for their
neutralization [1].

Based on the research and development of the simulation polygon for
the protection of critical information resources by GNS3 application
software, we can conclude that testing and evaluation of the constructed a
secure network should be considered in the context of testing
performance, impacting settings on the automated system security level,
and in the context of used information protection tools [2]. This is due to
the fact that in this case the emphasis is on the technical part, practically
not considering organizational measures related to information security in
the AS. Given that the emphasis is on hardware, software and network
level of information protection, so network security evaluation by mixed
(complex) methods is not appropriate.

Based on the fact that quantitative methods in conducting a risk
analysis at software and technical protection level and if not consider
organizational and technical component, are more effective, it should
choose a quantitative evaluation method of protection [3, 4].

Among the main quantitative methods for analyzing information risks
RiskWatch, Digital Security, ISRAM and iRisk, the iRisk method is more
acceptable. The reason for this is, first of all, that this technique is free,
informative enough, includes another CVSS v3 vulnerability assessment
method, which is actively supported by the National Institute of Standards
and Technology, and contains up-to-date information about the critical
vulnerabilities of software and hardware, which in turn allows for an
effective assessment of the level of network security.

The task that needs to be solved is to research of the simulation
polygon for the protection of critical information resources by iRisk
method for effectively assess the level of network security, considering
the fact that the emphasis is on the hardware-software and network levels
of information security.
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1 iRisk method

The iRisk method is formally one of the simplest estimates of
information security quantitative risks for automated system. In general, it
is calculated by the following equation:

iRisk = (Vulnerability - Threat) —Controls (1)

where Vulnerability - wvulnerability assessment, Threat - threat
assessment, Control - assessment of security tools. This technique uses a
different Common Vulnerability Scoring System v3.0 (CVSS V3)
methodology for vulnerability assessment.

When assessing the threat, the probability of realization of the threat
and the degree of its influence are being assessed. The degree of impact
of the threat is estimated through the indicators of losses. To assess the
probability of implementing a specific threat, there are two indicators:
ARO is the expected number of threats during the year, and the level of
knowledge and the offender’s access level in the AS.

Formally, the calculation is not a complicated equation, but this
methodology contains a general CVSS vulnerability assessment system,
which is supported by market leaders in the field of information security
in practice, that allows you to use constantly relevant coefficients for
calculating vulnerabilities, and also have a list of all the major
vulnerabilities associated with all modern software products that can be
used in an automated system [5].

11 Vulnerability

First of all, we have calculated Vulnerability, by using the standard
CVSS v3. The calculation takes place according to the scheme presented
in Fig. 1. During the calculation, a large number of coefficients are used,
so for convenience we will use the software of the National Institute of
Standards and Technologies, then correct parameters setting will allow to
get the result of calculations in the form of a scale from 1 to 10, where 1
it’s a low level (no vulnerability), and the value 10 it’s the critical
vulnerability that needs to be eliminated. The standard includes three
groups of metrics required for calculation: base, temporal and
environmental.
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Fig. 1. General scheme of vulnerability calculation in CVSS v3

The value of the metric is accepted as a pair of vector (specific values
of individual indicators) and a numerical value, which is calculated basing
on all indicators and using the equation defined in the standard. Fig. 2
shows all the necessary parameters for calculating the environmental
metric of the polygon for the protection of critical information resources.

Environmental Score Metrics
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Fig. 2. The environmental metric of the polygon for the protection of
critical information resources
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1.2 Threat Assessment

According to this standard, the threat is explained as a negative event
that may result of the vulnerability benefits. In order to make the equation
as simple as possible, the iRisk method focuses on two main components:
impact and likelihood. Fig. 3 is presented the scheme of threats estimation
in iRisk method.

Threat

L

Imaact x Likedhood

B

Anruaiived Rate of
Occwrrence (ARO)

Requred

Krewledge Level ty x
Explon

Fig. 3. Scheme for threats estimating in the iRisk method

Impact is the amount of damage that this incident will bring to the
organization. Within the iRisk SecureState equation, today the following
criteria are used to determine the impact. By default, the following values
are assigned, but they can be changed according to the needs of the
evaluated object:

o financial (25) - whether threats destroy the organization financial
flows;

e strategic (15) — whether threats lead to long-term strategic losses;

e operational (25) — whether threats influence on the work

continuity;

e law compliance (25) - whether threats affect the ability to keep

to the standards;

e reputation (10) - whether threats affect the relationship with

customers.
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Likelihood is another major component of the threat. The iRisk
method uses two factors to estimate the probability: the annual expected
number of threat implementations and the attacker’s level of knowledge
and access (correlation table between the level of knowledge/access and
the annual number of threat implementations ARO (annualized rate of
occurrence) [6]).

The threat is calculated by the Eq. (2), where Likelihood (correlation
from table ARO [6]). If the threat is on a scale from 100 to 50 - the level
of risk is high, from 50 to 10 — medium, from 1 to 10 - low.

Threat = Impact - LikeLihood (2)

13 Control (assessment of security tools)

Based on the definition of the ISACA organization, preventive,
detection, correction or deterrence means for security may be used in
iRisk. The structure of the Control parameter (assessment of security
tools) is presented on Fig. 4.

Controls

= Plage OR Becommnecden
Wetghtes Comrut

Tyoe X thectivenes = -

Fig. 4. Structure of the Control parameter of the iRisk method

According to the standard, the tools have the following ratings:
preventive - 5, detection - 4, correction - 3, deterrence -3.
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The next step is to define the Controls (efficiency), it has a five-point
scale by the standard: 5 - if the information security tools in the network
significantly exceed the goal, 4 - exceed the goal, 3 - the implementation
corresponds to the goal, 2 — the implementation is not fully satisfying its
goal, 1 - slightly up to its goal.

Adding indicators by CVSS we will get the following values:

e optimized (801 - 1000) - the tool can’t be developed or
implemented better;

e managed (601 - 800) - the tool continues to improve;

. defined (401 - 600) - the security tools are clearly defined and
reduce the risk to medium;

e initial / Ad-Hoc (1 - 200) — the tool provides only some
protection value.

Thus, the three main components, which appears in the method iRisk,
balance each other. The highest possible score for the threat is 100, which
is multiplied by the maximum vulnerability (10). That is 1000 points
potential, which is compensated by the potentially perfectly implemented
protection, at the end will leave zero risk. In practice, this is almost not
achievable and, in any case, left a part of the residual risk. That is, the risk
varies in values from 0 to 1000, in this case the smaller value means the
more secure automated system.

1.4 Software and hardware vulnerabilities

The designed simulation cybersecurity polygon hasn’t so many
vulnerabilities due to the high-quality equipment, the access control that
divides the network into the demilitarized zone, the internal and external
network, and the network settings, that limit access to the network from
the outside, limit number of half-connections, which reduces the
effectiveness of DdoS attacks, network scan, etc. [2]. And still, the
vulnerabilities remain on the software and hardware level. Next, we will
look at some of them, the calculation of the security of the polygon for the
protection of critical information resources will be done using iRisk [7-
10].

1.5 Cisco 10S Arbitrary Command Execution Vulnerability
(CVE-2012-0384)

The vulnerability occurs due to error in HTTP/HTTPS authorization
that allows an authenticated user to execute any Cisco 10S software
commands configured for user privilege levels.

We will calculate the base metric for Vulnerability calculation, and for
more correctness, according to the security of the cybersecurity polygon
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we will calculate the temporal and environmental metric, as described
above [11-14].

Base Score Metrics {Attack Complexity = Low; Privileges Required =
Low; User Interaction = None; Scope= Unchanged; Confidentiality
Impact = High; Integrity Impact = High; Availability Impact = High}

Temporal Score Metrics Score Metrics {Exploitability = Functional
exploit exist}

Environmental Score Metrics {Base Modifiers {Attack Vector =
Local; Attack Complexity = Low; Privileges Required = Low; User
Interaction = None} {Scope = Unchanged} {Impact Metrics
{Confidentiality Impact = Low; Integrity Impact = Low; Availability
Impact = High}} {Impact Subscore Modifiers {Confidentiality
Requirement = Low; Integrity Requirement = Low; Availability
Requirement = Low}}}

The resulting calculation of the base level Vulnerability assessment
equal 7.8 out of 10, which is shown on Fig. 5.

Considering that the threat should be realized from inside and first of
all is oriented to a normal user without administrator rights and the
expected number of threats is estimated as high, then from the ARO table
[6] we choose the correlation value Impact = 0.9. So, according to the Eq.
(2): Threat = 0.9 - 100 = 90.

Base Scores

7.8
)

1.8
0.0 = = =

Base Impact Exploitability

Fig. 5. The Base CVE-2012-0384 vulnerability metric for the
cybersecurity polygon

As described above, the value Controls is estimated at 650, which will
mean - the tool continues to improve.

That is, the value iRisk = (7.8 - 90) - 650 = 50 for Cisco 10S Arbitrary
Command Execution Vulnerability (CVE-2012-0384).
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1.6 Cisco Access Control Bypass Vulnerability (CVE-2012-1342)

The vulnerability of Cisco routers allows remote attacks to bypass the
Access Control List (ACL) and send network traffic that should be
rejected. Implementation of vulnerability leads to a violation of the
automated system integrity.

In the same way as for the CVE-2012-0384 vulnerability, we will
calculate the iRisk value.

Base Score Metrics {Attack Vector = Network; Attack Complexity =
Low; Privileges Required = None; User Interaction = None; Scope=
Changed; Confidentiality Impact = None; Integrity Impact = Low;
Availability Impact = Impact None}

The value Vulnerability = 5.8, by the CVSS v3.0 calculator (Fig. 6).

The calculation of the value Threat = 1.4 - 0.72 - 100 = 108, so the
value iRisk = (5.8 - 108) - 610 = 16.4, which means that the vulnerability
will be approximately equal to zero, that is we can conclude that this
vulnerability can be exploited by an attacker with little probability.

Base Scores

8.0
6.0
et

3.9
2.0 1

0.0 _ 1.4 _ L

Base Impact Exploitability

Fig. 6. The Base CVE-2012-1342 vulnerability metric for the
cybersecurity polygon

1.7 EternalBlue vulnerability (CVE-2017-0144)

This vulnerability uses the vulnerability in the implementation of the
Server Message Block v1 protocol (SMB). An attacker, having formed
and transmitted to a remote host a specially prepared package, is able to
get remote access to the system and run any code.

Calculate the iRisk value for CVE-2017-0144 EternalBlue
vulnerability.

The base EternalBlue vulnerability metric will have the following
parameters. The result is shown in Fig. 7
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Base Score Metrics {Attack Vector = Network; Attack Complexity =
High; Privileges Required = None; User Interaction = None; Scope=
Unhanged; Confidentiality Impact = High; Integrity Impact = High;
Availability Impact = High}

Since the attack is conducted from the outside and its’ probability is
very high, the attacker should be an hacking expert, according to the iRisk
method in this case, the value Impact = 100, and the value Likelihood =
0.7 and the value Threat =70,

So, you can calculate the iRisk value for CVE-2017-0144, without the
security patch from March 14, 2017: iRisk = (8.1 x 70) - 0 = 567.

Base Scores
10.0
a1

5.9

17

Baze mpact  Exploitability

Fig. 7. The Base CVE-2017-0144 EternalBlue vulnerability metric for the
cybersecurity polygon

1.8 Meltdown vulnerability (CVE-2017-5754)

Vulnerability exploits the effect of out-of-order execution in modern
processors. Attack doesn’t depend on the operating system and doesn’t
exploit software vulnerabilities. Meltdown actually breaks down the
entire security system based on the isolation of the address area, including
the virtual one. Meltdown allows you to read part of the memory of other
processes and virtual machines. The KAISER patch excludes this
vulnerability, but reduces CPU performance.

Calculate the iRisk value for a cybersecurity polygon, without
KAISER patch.

Calculate the base metric for Meltdown vulnerability (CVE-2017-
5754), the result is shown in Fig. 8.

Base Score Metrics {Attack Vector = Local; Attack Complexity =
High; Privileges Required = Low; User Interaction = None; Scope=
Changed; Confidentiality Impact = High; Integrity Impact = None;
Availability Impact = Impact None}

Considering that the attacker can act both from the outside and inside
and the attack can be executed frequently, and the attacker can have just
an advanced level of skills and the attack code is shown in large numbers
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of articles, all of this will give a correlation value of Impact = 0.9, and the
value of Threat will be equal to 100 - 0.9 = 90.

The resulting value of iRisk for Meltdown (CVE-2017-5754) will be
equal to iRisk = (5.6 - 90) -0 = 504, because without the KAISER patch
this Vulnerability doesn’t show itself, and is included in the architecture
of most modern processors.

20
“q

E3se P

Fig. 8. The Base CVE-2017-5754 Meltdown vulnerability metric for the
cybersecurity polygon

1.9 SPECTRE vulnerability (CVE-2017-5753, CVE-2017-5715)

This vulnerability is assigned two identifiers CVE-2017-5753, CVE-
2017-5715. By its nature, it is similar to Meltdown, but with some
differences, in particular, by during a speculative code execution, the
processor can execute instructions that it would not perform under strictly
consistent (non-speculative) calculations, and although in the future the
result of their performance is discarded, its imprint remains in the
processor cache and can be used.

The Specter vulnerability is not easy to implement - however, it can
be implemented, under the condition of attack on a specific software,
known to the attacker and, if possible, available in an open source code in
the same version and on the same system, which provides an attack.

Another way for Specter implementing is to "predict branching" - the
processor has a similar transition prediction block, it predicts the
transition address for the next instruction of the indirect transition
(Meltdown, but here they play a different role).

For simplicity, this unit does not broadcast between virtual and real
addresses, which means it can be trained in the address space of the
attacker on certain actions.

After some time, the real transition address will be deducted, the
processor identifies the error and rejects the results of the speculative
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execution, however, as in all other instances of the use of Meltdown and
Specter, most performance results remain in the cache.

Calculate the iRisk value for the Specter vulnerability. The base
metric in both versions of the vulnerabilities implementation is the same,
the results of the calculation are presented in Fig. 9.

Base Score Metrics {Attack Vector = Local; Attack Complexity =
High; Privileges Required = Low; User Interaction = None; Scope=
Changed; Confidentiality Impact = High; Integrity Impact = None;
Availability Impact = Impact None}

Base Scores

5.6
4.0

0.0 = = - =

Base mpact Exploitability

Fig. 9. The Base Spectre CVE-2017-5753 i CVE-2017-5715 vulnerability metric
for the cybersecurity polygon

In both cases with Spectre, we are concerned with the fact that the
processor learns fast to execute one process by using as an example
another process, thereby actually allowing the second process to control
the progress of the first one. There are no universal patchs to fix Specter,
and ways of protection from CVE-2017-5715 are the permanently
clearing the cache and cleaning the code from the core.

Calculate the iRisk value for CVE-2017-5715, given the complexity
of the exact implementation and the impact only on the information
confidentiality. So the value of Impact = 50 (including financial,
reputational and strategic impact). Given that the vulnerability will be try
to use mainly from the outside and the attacker must have advanced
technical skills, the correlation value Likelihood = 0.64. These parameters
are typical for both CVE-2017-5753 and CVE-2017-5715.

However, the Controls parameters in this case need to be evaluated in
different ways. There are patches for CVE-2017-5715 wvulnerability,
which partially solve this problem only in some cases, so value Controls
can be considered Initial/Ad-Hoc = 100, but it’s provides only some
protection value. As to CVE-2017-5753 vulnerability, value Controls can
be considered as 0, as this problem is not resolved at this time.

So, for CVE-2017-5715 iRisk = (5.6 - 50 - 0.64) - 100 = 79.2.
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For CVE-2017-5753 iRisk = (5.6 - 50 - 0.64) - 0 =179.2
2 Conclusions

The iRisk method was chosen for the research, first of all because this
technique is free, enough informative, includes another CVSS v3
vulnerability assessment method, which is actively supported by the
National Institute of Standards and Technology. Automated system has
been tested for the following wvulnerabilities: Cisco 10S Arbitrary
Command Execution Vulnerability (CVE-2012-0384), Cisco Access
Control Bypass Vulnerability (CVE-2012-1342), EternalBlue (CVE-
2017-0144), Meltdown (CVE-2017-5754), Specter (CVE-2017-5753)
(CVE-2017-5715). Conclusions have been shown about the stability of
the designed network to specific threats by the iRisk method. It uses the
values from 0 to 1000 scope, where 0 corresponds to automated system,
in which it is possible to neglect this vulnerability, whereas at the
maximum value, if it exceeds 100, it is necessary to solve this
vulnerability. The results of calculations are given in Table 1.

Table 1. Table of iRisk values for a builted cybersecurity polygon

Vulnerability Value iRisk
Cisco 10S Arbitrary Command Execution 50
Vulnerability (CVE-2012-0384)
Cisco Access Control Bypass 16.4
Vulnerability (CVE-2012-1342)
EternalBlue (CVE-2017-0144) 567
Meltdown (CVE-2017-5754) 504
Spectre (CVE-2017-5715) 79.2
Spectre (CVE-2017-5753) 179.2

The higher the value iRisk the vulnerability is the more critical and
has a higher priority for automated system protection.
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The paper deals with modern technology for transmitting short
messages over long distances named LoRa, where the transmitted signal
uses linear frequency modulation (chirp). The object of the study to define
lack of transmitters that it has a design on LoRa technology for
assessment their applicable in condition urban city where there are a lot
of radiation sources. The goal of the work is the creation of a method of
assessing the act the interference conditions that based on measurement
bit error rate and signal-noise ratio and via on which to get individual
host vulnerability levels. The processing of these signals is carried out by
means of a time-frequency transformation. The chirp signal is
characterized by 4 parameters: frequencies, time, modulation rate and
amplitude. By analogy with the wavelet transform, the processing of chirp
signals involves a chirplet decomposition. Since the chirp signals are
strongly influenced by mutual interference due to multipath, the article
studies the effectiveness of LoRa technology in conditions of mutual
interference of radiation sources. The developed method utilized chirplet
decomposition and retrieve symbols of a message in the dictionary. The
conducted experiments have confirmed the proposed software operability
and allow recommending it for use in practice for solving the problems
receiving signal. The prospects for further research may include the
creation of parallel methods for calculation of the set of proposed
indicators, the improvement of software, as well as an experimental study
of proposed indicators in real conditions.

Keywords: Chirp,  Time-Frequency  Transform, Chirplet
Decomposition, LoRa Technology, Interference.

Introduction

Currently, LoRa technology is widely used to create a number of
devices for the Internet of things, data collection and transmission
systems, and also portable devices, through which short messages can be
transmitted over long distances (according to some data up to 20 km). An
additional advantage of the technology is the conservation of energy
resources of the user devices (galvanic cells). This technology uses chirp
pulses, the message symbols in which are coded by 4 parameters such as
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amplitude, center frequency, deviation range and the center of the pulse.
Each symbol is assigned a chirp, characterized by these 4 parameters. A
complete set of symbols forms a dictionary of chirplets, named by
analogy with wavelets. The analysis of the message consists of selecting
symbols from the dictionary and finding the best matching of the chirplets
to the symbols of the received message. This analysis, called a chirplet
decomposition, is carried out in the time-frequency domain. In spite of the
fact that chirp signals use the spreading of the spectrum the jamming in
the receiving channel cause some difficulties. Processing of chirp signals
is complicated by mutual interference from similar sources, as a result of
which the received signal has distortions. The main goal of the paper is to
research the effectiveness of the chirplet decomposition under
interference conditions.

1 Review of the Literature

Previous work [1] addressed general issues of network congestion
assessment, without reference to vulnerability. However, solution
providers, operators, and researchers show a natural interest in the latest
network technology LoRa. The most detailed analysis of this technology
is presented in [2]. This paper deals with some open questions related to
LoRa research and development. The innovative mathematical model of
the network LoRaWAN is presented in [3]. This model provides a
determination of the network capacity and reliability of information
transmission. Mathematical simulation of the radio channel for the
LoRaWAN transceiver in various operating states for different
environments covering the urban, suburban and rural areas is given in [4].
The study in [4] has shown that the best suitable model for all registered
levels of the received measurement signal is described by the Nakagami
distribution and, in general, LoRa is a reliable portable wireless
technology. Asynchronous protocol LoRaWAN by type ALOHA for
access to the channel without the limitation of the working cycle is
presented in [6].

However, the processing of LoRa signals is currently not fully
researched. The quality of signal processing is based on the research of
their types and the methods of protection against interference that are
used. It should be noted that the use of frequency analysis alone, in
conjunction with classical digital processing, as it was used in [6], is not
suitable since LoRa uses spread spectrum technology. Measurement of
only the center frequency of the signal is not sufficient to decipher the
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complete message. General information on the modulation used in LoRa
technology is given in [7]. The main technology is the use of signals with
linear frequency modulation. Processing chirp signal based on
decomposition by Gaussian chirplets was an active area of research in
signal processing in the 90s of the last century [8, 9].

The approach to chirplet-decomposition of the received signal is
presented in [10]. However, the expansion of the adopted chirp on the
basis of Gaussian functions turned out to be unsuitable, since Gaussian
chirplets do not form an orthogonal basis. A promising solution was the
scheme of decomposition of signals based on matching. An algorithm for
searching of optimal Gaussian chirplets using a crude dictionary is
presented in [11]. A similar algorithm for estimating the characteristics of
visually evoked potentials (VEP) based on the Chirplet representation is
applied in [12]. In [13, 14] the structure of the Chirp-Binary Orthogonal
Keying (BOK) system is studied on a background of white Gaussian
noise and a frequency filter for eliminating slit-like interference in direct-
spectrum communications (DSC).

The main result of [13] is the estimation of the number of erroneous
bits (BER) in the Chirp-BOK system. The protection of the receiving
channel based on the decomposition of chirplet is presented in [14]. This
paper also shows some chirplet-decomposition possibilities under
interference conditions. The obtained results can be used in many areas
including systems of communications of unmanned aerial vehicles for
monitoring objects of different type [15].

2 Problem Statement

Chirp is a signal that has the form
() = {a(t) cos(2r ft+ ctz)- if |t <7, /2; M
0, otherwise,

where a (t) is the law of amplitude variation (envelope); f is the central
frequency; t is time, and c is the phase modulation coefficient. If ¢ > 0,
the frequency increases, if c<0, the frequency decreases, ¢ = 0
corresponds to a harmonic signal that is not modulated in frequency; 1o is
the pulse duration.

The received signal can be presented as an additive mixture of a useful
signal s(t), a white noise with zero mean n(t) and a signal of re-reflections
w(t)
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y(t) =s(t) +n(t) +w(t) )

The main indicators of information network security are topological
characteristics, one of which is a host’s vulnerability. Host vulnerability is
determined based on known vulnerabilities and the main type of
vulnerability for LoRa system is the interference for receiving set. To
assess the quality of reception, we use the signal-to-noise ratio and bit
error rate and estimate the effectiveness of the LoRa system under
consideration by measuring the signal-to-noise ratio in a densely
populated urban area.

3 Elements of Protection

LoRa technology has a few elements of protection. First of them is a
signal spectrum that it is completely determined by the phase modulation
component and represents the Fourier transform of the signal s (t), i.e.

S(f)= [s(t)e 1>t . (3)
For the signal s(t), representing a rectangular pulse of unit amplitude,
i.e. a(t) = 1 and duration t,, expression (2) can be written in the form
‘L'O /2

S(f)= ] elfe 2yt @)

—‘50/2

The spectrum of the signal tg =10 ps and bandwidth 200 MHz of the
form (1) is shown in Fig. 1.

It should be noted that the width of the spectrum is an indirect
indicator of security since high-density interference is difficult to create in
a wide frequency range.

The next element of protection is encoding a chirp signal. In decoding
used to use chirplet decomposition.
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Fig. 1. Typical spectrum for chirp signal.

Chirplet is a Gaussian function of the form

2

g.(t) = ! exp[— t-t) Jexp(jZﬁfc(t—tc)+yc(t—tc)2), ®)
\/\/;O. 20
where t., f. are parameters of the time and frequency of the function; o is
the variance, which determines the duration of the chirp function; and pc
is the modulation rate. The Gaussian chirplet is a fundamental function.
Therefore, it is desirable to represent the receiving signal during its
processing as a weighted sum of Gaussian chirplet. The form of the
chirplet signal is shown in Fig. 2.

For the parameters t. = 0, o = 1, u. = 0, f, = 0, the function g(t) takes
the form

1 t?

g.(t) = WBXP[— ?J (6)

Expression (6) is called the base function of transformations.
Modification (6) can be used for the identification of parameters of the
Gaussian function for its representation by a harmonic oscillation with
frequency modulation of a given kind.
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Fig. 2. The form of a chirplet
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A set of chirplets can be used for the representation of chirp particles.
For this purpose, in [8] it was suggested to use time convolution,
frequency multiplication together with time and frequency shifts.
Unfortunately, this approach to chirplet transformation does not give a
positive result, because these transformations are interdependent,
therefore such a chirplet cannot be chosen as a basis for orthogonal
functions [10].

Recently, a direction has been developed, related to the development
of the Fourier transform, in particular, a fractional Fourier transform,
which measures the angular distribution of the signal energy in the time-
frequency plane. This operator, given by the Wigner distribution for the
signal s(t)

W(t,co)— j (t——)s( %)e—imm @)

rotates the signal in the time-frequency plane. In formula (7) asterisk for
signal s*(t) means the complex conjugate signal s(t), o is the angular
frequency equal to 2=f. Rotation represents a special combination of chirp
convolution and of multiplication chirp as a result of an orthogonal
transformation of time-frequency coordinates. This property is achieved
by multiplying on the scale factor, using rotation, and by the time and
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frequency shifts that form the four time-frequency atom parameters.
However, it is possible to use the chirplet decomposition to represent the
complex signal in a compact form. The appropriate time-frequency
transform is presented in Fig. 3.
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Fig. 3. Time-frequency transform of a chirplet for signal a=1V, f = 15 Hz,
c =15, tg =20 sec
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Fig. 4. Time-frequency representation for chirp signal in noise, SNR=2
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An effective measure of the quality of the received data packet in an
interfering noise environment is the probability of a transmission error of
the data packet p,, which can be expressed by the relation

pp=1-(-pe)", )
where p. is the bit error probability of the information bit or bit error rate
(BER), N is the number of bits in the packet. Assuming p. small, we get
Pp = PeN. )

To reduce the errors in the transmission of the information packets if
they have equal length of the packet N, we need to decrease the value of
the bit error p, as follows from expression (7).

There are known [15] relations for estimating BER when representing
the transmission channel by the additive Gaussian white noise model.
Therefore, the BER of binary phase-shift keying (BPSK) modulation is

E
p, =0.5erfc f—bJ (20)

In the chirplet expansion, the signal parameters g(y)= g [(I, o, t, ®)]
are determined. The received signal is digitized, resulting in a set of
a(yn)= al(lh, o, th, @p)], N < N. And y, is the set of possible sampled
parameter values form a dictionary D, i.e. y, € D. Any function s(t) can
be represented by a set of atoms g(y). An algorithm that allows searching
a suitable combination of data from a dictionary should provide a
maximum of the search function

x0=§gwm% (31)

The parameters s(t) specifying a maximum (10), will determine the
maximum approximation to the original signal. In this case, the parameter
I, determines the time domain dilatation, and its reciprocal value is the
signal compression in the frequency domain, the ellipse rotation angle o,
corresponds to the linear modulation of the signal center frequency, and
the variables t,, w, are the time and frequency of the central part of the
signal. It becomes necessary to develop an algorithm for searching s(y,).

The peculiarity of the algorithm is that a set of parameters is selected
from the parameter block dictionary. The algorithm is iterative to provide
the best internal signal structure by computing the scalar product of the
functions s(y,),9.,. The received value must satisfy the condition

204



Isgo| = sgp|sgy| (42)
Y

Further, we compute the remainder term, which at the beginning of
the algorithm is equal to the signal itself

R, = s(t) (53)
and carry out the next steps

R =Ry —|Sgo|90 (64)

R, =R _|Sgl|91 =R, _|590|90 —|391|91 (75)

i1
R =R —[s9i]gi =Ry - k§1|59k|gk (16)

i1
Ri =R —[s9i]9i =Ry - k§1|59k|9k (87)

The stopping criterion is the ratio

n
HZ|59|<|9k
=

[Ral

(98)

The higher this ratio value, the worse the chosen decomposition
parameters.
4 Experiments

Consider a typical signal LoRa system that is a linear frequency
modulated pulse signal. This signal can be obtained, for example, with a
voltage-controlled oscillator in the form (1). A useful signal is a packet of
pulses with binary modulation. In this case, the logical signal “1”
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corresponds to the condition ¢ > 0 and the opposite signal, a logical “0”,
is obtained if ¢ < 0.

In the experiment, a LoRa system transceiver is based on the SX1276
chip to transmit a short message at a frequency of 868 MHz. The receiver
is installed on the top floor of the building. The transmitter gradually
moves through the building from the top floor to the basement room,
which creates interference. In addition, interference is created by mobile
communication transmitters, whose antennas are located on the roof of
the building. In addition to the signal-to-noise ratio, the reception quality
was also determined by determining the number of erroneous bits in a
message and measuring the bit error rate (BER). The measurement
scheme is shown in Fig. 5.

Mads b
BT

Kocehwr

!
/

Trawamitin

Fig. 5. The scheme of measurement.

The transmitting antennas of mobile operators and Wi-Fi routers that
located near the building create jamming with reception. The signals of
these devices create an interfering background, which is taken for "white"
noise n(t). Crosstalk w(t) is created by multiple re-reflection raying from
the interior of the building from the reinforced concrete structures. On
each floor of the building, the level of signal and noise is fixed and the
quality of the message is controlled. The panoramic receiver selected as
the benchmark additionally documents the measurement results. A
preliminary analysis of the interference situation presented in Fig. 6.
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Fig. 6. The radiation intensity.

The results of the measured BER and signal error ratio are presented
in Fig. 7.

w4

~ Ber, % —— §NR, dB

Fig. 7. The measurement of BER and SNR.

The obtained results allow us to represent the vulnerability of the host
numerical scale, when the high level of vulnerability corresponds to BER
= 10%, SNR = -10 dB, the average level of vulnerability BER = 5%, SNR
=-5dB, weak level BER = 2%, SNR = 2 1b.

10 Conclusions

Although LoRa technology is relatively new for telecommunication
systems, linear frequency modulation signals are used for data
transmission, which are considered standard in wireless communication
systems over short distances (IEEE 802.15.4a). The complexity of
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processing this type of signals is associated with the need for
simultaneous time-frequency analysis of the received signal.

Moreover, an improvement in the accuracy of time measurement leads
to deterioration in the accuracy of frequency measurement and vice versa,
which is explained by the time-frequency uncertainty principle known in
radar. The output in this situation is the time-frequency decomposition of
the received signal using the matching pursuit algorithm to the message
dictionary. The peculiarity of the study is the most suitable use
environment-a densely populated district in the city. The result of the
study shows that the placement of devices on the surface gives quite good
results. Acceptable results are achieved on the 1st and 2nd floor, where
BER is about 1% and the signal-to-noise ratio is not worse than 1-2 dB.
Future research is planned to focus on the creation of parallel methods for
calculation of the set of proposed indicators, the improvement of
software, as well as an experimental study of proposed indicators in real
conditions.
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IEPETOBPOBKA I AHAJII3 HABOPIB 30BHIIIHIX TAHUX B
EJEKTPOHHOMY JOKYMEHTOOBIT'Y KPUTHYHOI
IHOPACTPYKTYPHU

Ky3bmuuos A.lL
Incmumym npoénem peecmpauii ingpopmauii HAH Ykpainu
Byn. M. Illnaka, 2, 03113 Kuie, Ykpaina

Enexmponnuii O00KyMeHmooobie —  peanvHo ditoua
inghopmayitino-ananimuyna CKAa0086a KpUMu4Hoi
inghpacmpykmypu, — KomMniexkcy i3 pO3GUHEHO20 NPOSPAMHO-
MEexXHIYHO20 iHCmpymenmapiio, Op2ani3ayitinux cucmem
Xapakmepuux Kougicypayiti ma Odcepen 308HIUHIX  OAHUX
pizHOMaHIMHUX hopmamis, wo 3abe3neuye opeanizayiro 63aemMo0ii
iHhopmayitinux nomokie (0OKymMeHmig), (DYHKYIOHYBAHHA mMdA
PO38UMOK 300018 iHOpMayiiHOL 83a€MOOII.

Kntouosi cnosa: enexmpouHuuil OOKyMeHmMooOie, KpumuiHa
ingppacmpykmypa, nepedobpobkra i auaniz, HaAGOPU 306HIUHIX
oanux, dataset, data engineering, data preprocessing and analysis.

Beryn

Bwmict xputnuHOi iHQpacTpykTypu [1] 3Mymrye 3acTocoByBaTH OO il
MOTOYHOTO  ENEKTPOHHOTO  JOKYMEHTOOOIry crnenu(idHi BHMOTH,
3aJ0BOJICHHS SIKUX 3MYLIy€ TPECTaBISITH TPOIEC EIEeKTPOHHOTO
JOKyMeHTo00iry — kputuuHoi iHdpactpykrypu (EJIKI) sk mnpouec
MOTJIMOJICHOTO aHall3y AaHUX (IeHTaMaiHIHry, MallHIHTY Ha0OpIB AaHUX,
[2]), me TmoOCTIIOBHO peai3yrOThCA aBTOMATH30BaHI  MPOIECIYypPH
MIEPETBOPECHb: HA0OpPM HaHWX BEIHKHX PO3MIpiB — iHpopMamis —
3HAHHSI.

Ie#t mpormec — mpeaMeT MDKIUCHUIUTIHAPHOT OOJIACTI TEXHOJIOTIH,
HaBMYOK 1 3HaHb — KOMIT'TOTEPHHUX HAyK, MaTeMaTHKH 1 CTaTUCTHKH,
MITYYHOTO IHTENIEKTY 1 MAIIMHHOTO HAaBYaHHS], [0 Ma€E MpsMe
BiHOMICHHS 110 TIpobieM iHpopMariiHoi 6e3nexu [3].

Ane, sk OyIb-SKHH MOTYXHUH IHCTPYMEHT 4M 3aci0, IX KOPHCHICTbH
3aJIeKUTh B TOTO, y YMiX pyKax BiH 3HaXOAMUTbCA W 3 SIKOIO METOIO
BUKOPHCTOBYETHCSI, 00 3a HOro JONMOMOTrOI MOXKHA BHSBHTH IIyKaHi
BUTOKH HEraTHBY M 3pOOMTH HEOUIKYBaHy cepiio3Hy mkoay. Ha ninnumii
pe3yJIbTaT MOXKHA CIIOJ[IBATUCS 32 YMOBH SIKICHUX ITOYaTKOBHX JIAaHUX, SIKi
OTPUMYIOTH  330BHI 1 TIONMEpeaHbO OOpOOIAIOTE  PO3BHHEHUMH
IHCTpYMEHTAJILHIMH 3aC00aMM Ha MOTY)KHIH onepariifHii miatdopmi.

210



Maiininr ganux B Excel

EJKI — mommpena o6aacth iHGOpMaIiHHO-aHATITHYHOT isSTTHHOCTI Y
pPO3MAITTI KpPUTHYHUX 1HPpPACTPYKTyp: IIe yBech Oi3HEC, HAyKOBO-
JIOCITiTHA 1 MPOEKTHO-KOHCTPYKTOPChKAa pPOOOTa, CIeEIlialbHi CITyXOu,
CUTYyalliliHI IEHTPH, YCTAHOBH JIEP>KAaBHOTO yNPaBIiHHA TOMmO. TYT MitOTH
HaykoeMHi (iHTenekTyasbHi, high-tech) indopmamiiini cucremu (THITY
pO3rany:KeHNX OaHKIBCHKMX YH MOIIYKOBUX CHUCTEM), SIKi, MOTCHIIIHHO,
MiIal0ThCs aTakaM (BTOPIHEHHSM) 330BHI Ta/4dl 3 cepeluHH, 00 MICTAThH
30Cepe/DKEeHl JpKepena JaHuX 4d iH(opMamilo Npo HUX, KOPIOpPATHBHI
«3HaHHA» (HOYy-Xay) i ycro HeoOXimHy iHpopmaniro (y T. 4., BIIKPHUTI
JaHi) it eeKTHBHOI isTbHOCTI. 30KpeMa, pi3HOBHJAMU BTOPTHEHHS 3
cepeauHu 1H(GPACTPYKTYypH - BUTIK iH(OpMAaIii, e IHKEPEIoM NaHHX €
TIePCOHAN, BIACHUN YU OpraHi3aliii-mapTHEepiB, a00 YTBOPSHHS aHOMAii
MEBHOTO KJIACY.

IIs momupeHicTh BH3HAYa€ TOMYJSAPHICTh JOCTYIMHHUX OQiCHUX
MPOrpaMHUX TMPOJYKTIB HOBITHIX BepcCii, Jie, BIANOBiIalOUd Ha 3aIUT
MPAKTHKH, PO3POOHUKH 3aBYACHO MEpeadadyiiiin OTPUMYBAHHS JAHHUX i3
PI3HOMaHITHHX 30BHIITHIX JIKEpEeN VIS IMONANBIIOi OOPOOKH 1 aHANIZYy y
[bOMY K OIepallifiHOMY CEPEIOBHILI.

VY nepury uepry, me poOfsaTh BIAaCHUKH O(ICHHUX MAKETIB, Ta X
KoMITaHig-BiacHuK Microsoft Corp., CTBOPIOIOUH OKPEMUIA MTPOIYKT THITY
MS SQL Server Data Mining 41 Moaudikyrouu iCHYIOYl IporpamHi
NPOJYKTH MacoBoro kopucrtyBauHs. Ocb, ckaximo, mponosuiii Excel
2016 momo JOCTYIHHX JpKepel i popMaTiB 30BHINIHIX TaHHX:

ifane
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Kommanii-mapTHepHu Iy MOMyJIIpHOTo TabJudHoro mporecopa Excel
pO3pOOISIFOTh  3pyuHi TporpaMu-HanOynosu (add-ins) i3 Habopamwu
JIOCHTD MOTYXHHUX aHATITHIHUX IHCTPYMEHTIB.

Och omgna 3 Hux Big kommanii Frontline Inc. (mobGpe Bimomoi
aHamTHKaM HagoynoBoro Excel Solver, ITouck pemenus) — e Haa0ymoBa
XLMiner [4, 5], iHCTpyMEHTH SKOI 3aCTOCOBYIOTh amapaT IMITaIiifHOTo

MOJCJIIOBAHHA Ta MAaTCMAaTUYHOT'O IPpOrpaMyBaHHA:

Tyt, orpuMaBmyn 30BHimHI gaHi (Get Data), MokHa 1X JOCITIIWTH,
NOYUCTUTH 1 moOynyBatu 3 HuUX BuOipku (Explore, Transform), Bukonatu
knacrepusanito (Cluster) ta wnacudikamiro (Classify) s BusBiIcHHS
aHOMaJIii, NMPOBECTH SKICHUH aHali3 YacOBHUX DSJIB, MOMYJISAPHUN B
notouHiii Oi3nec-npaktuili (Time Series), 3pobutu mporuo3 (Predict)
TOIIO, 1 LMX IHCTPYMEHTIB, SIK CBIIYUTh CBITOBa IIPaKTHKa, OyBae
JIOCTaTHBO IS MOMEPEIHBOr0 aHai3y OTPUMAHMX 30BHIIIHIX JaHUX I,
3p03yMiNO0, U AKICHOT HaBYAJFHOI POOOTH W MiABHINCHHS KBaXiQikarii

MIEPCOHAITY.
AJle 1IMM OCHOBHUM [isIM Iepelye BaXXJIMBUH eran nepenoOpoOKu

(preprocessing) ~ OTpUMaHMX  «CHPHX»  JaHUX, Je, 30KpeMma,

3aCTOCOBYIOTHCS MOAM(DIKOBaHI cTaHAapTHI iHCTpyMeHTH Excel:

Tyr s poGOTH 3 JaHUMM BEJIMKHX PO3MIPIB KOPHUCHUMHU €
iHcTpymeHTH: Texcm 3a cmognysmu (nepeTBopeHHs 3 GopmariB .txt, .csv
B popmaru .xlIs, .xlsx), Budarenus nosmopis, Ilepesipka oanux, BUKITAK
Power Pivot npu po6oTi 3 BENTUKHUMH JAaHUMH TOLIIO.

I3 Ha3BHu 1 BMicTy mpomecy i TeXHIKK AeiramaiiHiHTy (260 KOPOTKO,
MaifHiHTY, BHIOOyBaHHS 3HaHb) BHIHO, IIO0 MOBa Iiie TPO HOBITHIO
BEpCil0 3BHYANHOT NMPAaKTUKU YCiX YaciB: JOCIIIHHUK, Marouyd OTPUMaHi
JaHi, OyBae, HENPOCTHMHU 1 HEJEUIEBUMH criocobamu (SIK OT, y Halli JHi,
IpyHT Micsns), HACTYNHUM I1X HOIIMOJICHMM  BHBUYCHHSIM 32
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MOXKJTUBOCTSIMH ICHYIOUMX Ha TOW 4Yac IHCTPYMEHTAJIBHHX 3aCO0iB Mae
3HAWUTH MIOCh XapakTepHe i HeBUANME, insight, «3HAHHMY», a0M 3pO3yMITH
NpUPOY 00'€KTY, TPEACTABICHOMY HASIBHUMH JaHHMHU.

Tak Oyno 3aBXKAW, B Hallli YacW € «BEIHUKI» 1 «CHpi» JaHi, II0
aBTOMATHYHO TeHEPYIOThCSA 1 30epiraloThes y BUTIAAI HAOOPIB JaHHX
HEO30pOTO PO3Mipy, II0 BHUMAarae misi poOOTH 3 HUMH CEpHO3HUX
KOMITTOTEPHUX 3ac00iB — TIpoLEecopiB, mamM’sTi 1 HayKOEMHHX
creLiaJbHAX Iporpam (MaiHepiB).

PsnoBmii kopucryBau 3Hae, mo cropinka Excel mae nmecp 1 MiH.
PAAKIB i 16 THCSY CTOBIIIIB, 4yB, IO SKIIO TpebOa Oijiplie, 3aCTOCOBYIOTh
nporpamMu-Haa0yJOBH JUIs MacUBIB Y KUIbKa MiJIbHOHIB 3alKCIB SIK 0T MS
Power Pivot:

=] N 4 Wwnd - Bl

Sudds  Tovomee | Bomraemis | Poawinm o | Gupnepen | [ | Pagserpman | o | Maytamoes | Aratpte Sob |Dsts Misssg

Aunte, po3movaBImy poOOTY i3 30BHINIHIMHU YM BIIKPUTHMH HaOOpaMu
JIAaHUX, IMIIOPTYBaBIIH (aiin TaOIMYHUX JAHUX 13 JECATKIB UM COTCHB
THCSY 3amKciB, MO’KHa HEOUiKyBaHO 3auByBatucs: Mik IIK, sxuii, MeHi
3/a€ThCS, Ma€ (paHTACTHYHI MapaMeTpH, HaBITh BUKOHYIOUHM HECKJIAIHY
poboty THny (inbTparil 3MyIIye SKUHACh Yac YyeKaTH il 3aBepIIeHHs, 1 e
O3HaYae, NI0 MpodJjeMaTnka MalHIHTY BEJIMKHMX JaHUX MiJ CHIy JIUIIe
MOTY)KHUM arapaTHUM 3aco0am i, 1o TOTo X, HeelIeBOMY copTBEpY.

IIpobnemaTrka aHATITHKY JaHAX BU3HAYMIIA CIICHU(IKY i KaapOBOro
3a0e3mneveHHs i€l MAisUIbHOCTI, SK 3’ACyBajiocs i3 JIOCBily, IOCHTh
TPUBAJIOI0 1 HECTaHJApTHOIO, HAaBiTh KPUTHYHOIO (HANpHKIad, B
COINOJIOTIl, emaeMioiorii YW B aHali3i MEIUYHHX TEKCTIiB) €
nepenoOpoOKa i aHami3 cupux HaOOpiB JaHUX, IS IIHOTO HANIPSMY HaBIiTh
BHOKpPEMIICHO BKpail JedilUTHY CIleIialbHICTh mupokoro npodizro Data
Engineering. 1 me 3posymino, amke 3a BupazoM «lllo mociem, Tte i
MOXKHEI, MaHOYTHIN pe3ynbTaT (BUXi/) MPSIMO 3aJeKHUTh Bijl BXOAY, BiJ
SKOCTI TIOmepeaHboi 0OpoOKH, MEepeBipKH 1 3pO3YMINIOCTI MOYATKOBHUX
JIaHUX, 3ayBaXMMO, HEOXOIUIGHOTo ounMa MacuBy (i, OyBae,
HeunTaOeIbHOTO Y HEOXaiHO 0(OPMIICHOTO), SIK OCh TaKUH (Tpo aBapii
B aBiailii):
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Boke mami «gucTi» maHi y ¢popmarti, CKaxiMo, TaOJIMIHOI 0a3u JaHUX
MePEeNaloThCA IS KIHIIEBOi 1 OCHOBHOI pOOOTH «IIaxTapro» — Ioope
OCBiueHOMY crieriiamicty Byspkoro mpodiaro (Data Scientist) came mist
BUSBJICHHS 1 BHJOOYBaHHS <«3HaHbY», 1€ HAATO BAaXIJIMBA CIIiBIpAIL,
ckaximo, IT-cnenianicTa i3 QaxiBusgMH EBHOT 00J1aCTi JOCIIIKEHB, a0H
KOPEKTHO 3a HAasBHUMH JaHUMH BH3HAYUTH BiIIOBITHY iH(MOpPMAIIiIO.
ToMy # KayTh, IO aHATI3 JaHUX II€ TEXHOJOTis HE MPO YHCIa YU
TEKCTH, a TNpO 3alUTaHHA 1 BiAMOBiAl, adu cdopMyBaTH HeoOXiaHe
PO3YMIHHS CHTyallii i1 HACTYIHOI NEPEBIPKM MPHUMYIICHb II0I0
HIYKAHUX «3HAHbY.

Tok MaeEMO YCBiTOMITIOBATH, 110 B aHaNi3i «OpYJHHX» TaHUX JarTa-
aHaATITHKA MOXE IIKaBUTH caMe «Opya», HapPUKIIAJ, TIPOIYCKH Y1 XHOHI
3HAYCHHS ITEBHHUX MOKA3HUKIB, 3p00JIeHi i3 SKUXO0Ch MpUunH. Came ToMY,
ABTOMATH30BaHa Mepenodpodka CHUPUX JaHUX BEJIHUKOrO pPO3Mipy —
OpeMeT CepHO3HMUX HAYKOBHX Ta MNPUKIAJAHUX JOCHiKeHs [6], e
BU3HAYAIOTh THIH XUOHUX JaHWUX (HEOIHCHI, HEOAHO3HAYHI, BHUKHIH,
OPOMYCKH, TMOMWIKH), abu iX BYAaCHO BHSIBUTH 1 BpaxyBaTH [UIs
HaJlalTyBaHHS MpOrpaM-mMaiHepiB, LI0 MaloTh JUIS LBOrO 3aco0u
CTaTUCTHYHOTO  MOJCIIOBaHHS,  BHOIPKOBOrO  MOCTI/KCHHS  Ta
BizyaJizaii.

Hadopu 30BHINIHIX i BITKPpUTHX JaHUX

YBech mporiec MaiHIHTY JaHWX Oa3yeThcs Ha HabopaxX 30BHINIHIX
JAaHWUX, TOXK HA/JI3BHYANHO BaXKIHMBA KyIbTypa (GOpMYBaHHS IIUX HAOOPIB,
IO BU3HAYAE iX AKICTh ¥ YCIIMIHICTH YCHOTO MPOIIECY.

«lneanpHEMK» HaOOpaMU 30BHINIHIX NAHUX CJiJl BBaXKATH TaKi, sKi
3pa3y K Micis OTpUMaHHsA (IMIOPTY) MOXKHA OOPOOISATH HasIBHUMH
IHCTpyMEHTaMH, HAaNpHUKIAJ, BiIIIyKyBaTH IPOCTI aHOMAIii: IOBTOPH
(myOikaTH) 3aMKCiB YM MPOITYCKH B 3aIHcaXx.

IIpuknan 1. HaGip i3 1359 3anuciB mpo HacesneHHsT YKpaiHu Ha mepioj
1950-2100 pp. y tekcroBomy ¢opmari mpeacrtaBieHo Ha caiiti OOH
data.un.org:
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[icns iMnopty neperBopeHHsIM txt — XISX MOKHa 3pa3y BHKOHATH
COpPTYBaHHs 9M (DUTHTPAIiFO TaOMHII, a MiCIsA 3aMiHHA JECATKOBUX TOYOK B
yucIaxX KOMaMH, MOOyAyBalld TOYKOBY [iarpamy (BHOpaBIIM OIIIiO
Medium):
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Hpuknan 2. Jlani i3 nmocwiaHHsAMH. Maemo Iyl NOPIBHSHHS [Ba
HAOOpH JaHUX 13 TIOCUIIAHHIMH, J1€

(aiin (caiitr OOH) micTuth mocwiaHHs B okpemomy ctosiil (Value
Footnotes), y Ko)KHOMY IOJIi JjaHi OJHOTO THUILy, Tabnu4Ha 0a3a JAaHMX
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i3ompoBana (psakoM 401) 1 gOKyMEHT MOXHA OOpOONATH 3pa3y Micis
iMIopTy:
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®aiin (caiiT Ykpcraty, ukrstat.gov.ua) po3po0OyieHuH, CKopilie 3a Bce,
Jume Jus APYKYy 1 Ui oOpoOKM HE TOTOBHM: MICTUTh TOCHIIAHHS
Oe3mocepelHbO B 3HAYCHHAX MaHuX (KimituHkA D65, D66 Ta iH.), 1o
poOuTh ix XUOHUMH (HE YUCIaMHK), TaOJIUI HE 130Jb0BaHa (psAaku 67 ~+
70 3 IOCHIIAaHHSMH ), TOXK MEepeIo0poOKa HEOOXiTHA!
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OTxe, NOCBiMUEH] MPAKTUKA PEKOMEHIYIOTh CKETITUYHO BiJHOCHTHCS
0 CHUpHX NaHUX, 00 TO IIe «JOpHA CKPUHI» 1 e 3PO3YMilo, TOMY
MepIIUid KPOK — IPOCTO 3PO3YMITH Te, IO MH OTPUMAIH: SK BH3HAYCHI
TOJIsL, AaHI B HUX SKOTO THITY, y SKOMY BHMIpi i ¢opmarti mpencTaBieHi,
amke B Excel e nmmie: ¢popmynu, yucia (BKIIOYAIOIH TATH) W TEKCT.

Opuxmag 3. TIpomyckm 3Ha4eHb, HEBIAMOBIAHICTH 3HAYEHb THILY
3MiHHOT (IT0JTI0).

Croucku nemytatiB BepxoBHoi pamu Ykpainu (caiit BPY) matotsb
CTaTyC BIAKPUTUX JIAHUX, iX (OPMYIOTH y CHELiaIbHOMY JeTapTaMEeHTi B
cTpykTypi BPY 1, ouikyeTbes, 1m0 me 3pa3kud oGOpMIICHHS HaOOpiB
30BHINIHIX JaHUX. AJie 0Ch 0JiuH 3 HUX (ycboro o 500 3amuciB) — CIUCOK
JICMyTaTiB JIII0Y0Tr0 8-r0 CKJIMKaHHS MICTUTh 0arato MpoIycKiB 3HAYCHb
MOJIB, «KOMOIHOBaHMX» 3HAa4eHb TEX Oarato sK OT: UIA [eImyTaTa
KotBimpkoro (psmox 209) y momi ommcy maprii (party text) 4omych
BKa3aHo uie npo ioro y4dacts y IIAT «HBecTop»:

abo: y mom district_text (moBkuHOKW y 123 CHUMBOIM) AL OHHCY
BUOOPUYOro OKpPYry BKa3aHO Ba PI3HUX TEKCTH (OKPYT, MapTist) i 4HCIIO
(11), xouya mnst HEX € crerianpHi mojs: district name, party name Ta
num_in_party:

M

| Ak et

. 'I‘m:n-n».nmn L L L L Ll L B e L L L S L I i

Hamnporryetbcss BUCHOBOK, IO PO3POOHUKH 3aKOPJAOHHUX JDKEPE
30BHIIIHIX 1 BIAKPUTHX ITaHHUX IOCUTH BIITOBIZabHO BiIHOCATHCS IO
(dbopmyBaHHsA HaOOpIB NMaHWX, MyONIKYIOYHM iX HE JIMIIE B TEKCTOBOMY
(dopmari i1 IMIIOPTY Y Pi3HI CepeloBUINA, a i y BUIIIsAL TaOIMYHUX 0a3
JTAaHKUX, TOTOBHX IS IPOBEICHHS MOMEepeIHbOro anaiizy B Excel.

Kaacrepu3zauis

3agaua [7-9]. Hdus oGcayroByBanHs N 00'ekTiB (KiieHTiB) Tpeba
3HaWTH MiCIsl (KOOpIMHATH) ONTHMaJIbHOTO po3MmimeHHs K cepsepiB
(3HauenHss K 3agaHO UM BIAIIYKYETBCS) 3a KPHUTEpiEM MiHCYM
(MiHIMI3amiss cyM BiJgcTaHed MDK KJIIEHTaMH 1 cepBepaMu), rpyma
KJTI€HTIB, 110 OOCIYrOBYETHCS IIEBHHM CEPBEPOM, YTBOPIOE KiacTep,
HalKpalie [e BHIHO Ha TOYKOBIM JiarpamMi, sKIOIO KIEHTIB 3aIaTH
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3BaKeHUMH KoopaumHaTamu (X, ¥, m), K = 5, n = 84 (HaceneHi myHKTH
Kpumy):

e mocuth ckiagHa it Bakka 3ajada HENIHIHHOTO MpoOrpamyBaHHS 3
ueBigomumu (0,1)-THiy, iICHYIOYi IpOrpaMHi 3ac00U TO3BOJISIOTh 3HANTH
JIOKJIHUH ONTUMYM 3-3a HeJiHIHHOT QyHKIIT 0OUMCICHHS BificTaHi MiX
JBoMa 00'eKTaMH, JUIs IBOX TOUOK a(X,, Ya) Ta b(Xp, Yp) 11e:

d(a,b) = (X, = %)7 + (Yo = ¥5)? -

Ili 3acobu peani3yloTh [Ba XapaKTEPHHX THIH OOYHCITIOBAIBHIX
ITOPUTMIB: TOYHI, aje CKJIQJHI TPaJi€HTHOTO THITy, i aJrOpUTMH
€BOJIIOLIITHOTO TIPOrpaMyBaHHs, sIKi JO3BOJISIOTH OTPUMATH HAOIMKEHNH
ONTHMYM IIUISIXOM JIOCHTH TPUBAJIOTO HAIPaBJIEHOro Nepedopy BapiaHTIB.
CkJ1aJHOII 10JIal0THCSl YMOBOIO, III0OM ITyKaHi HEB1IOMi IIpUHMaIT OJ(HE
3 1BOX 3HaueHb, 0 uym 1, 60 Kii€eHT Mae OOCIyroBYBaTHCS OJHHUM
CepBEepOM, ICHYIOTh CEpHO3HI BHMOTH HIOAO PO3MIpiB Mojemi (4ucia
IIyKaHUX HEB1IOMHUX Ta OOMEXEeHb Ha 1X 3HAUCHHS).
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3acobu KITacTepHOTrO aHaJIi3y y CKJIai MaifHepiB JaHUX 3aCTOCOBYIOTh
JUTSI BUSIBIICHHSI aHOMaJTii (TTOMWJIOK, BiJIXWJICHb, BUKIIOYCHD, 3JI0MIB) B
Habopax JaHWX BEJIHKHX pPO3MIpiB, BHKOPHUCTOBYIOTbCA 3acO0M
iMiTamifHOTO MOJENMOBaHHSA (TEHEepaTOpH BHIAJKOBHX YHCEN) Ta
QITOPUTMU  CBOJIIOLIHHOTO  NpOrpaMyBaHHSA: BHUIAAKOBUM  YHHOM
BHU3HAYAIOTHCS CTApPTOBI TMO3HWINI KIIACTEpiB, sKi Hamali B iTepamiiHOMY
MpOLIEC] yTOYHIOIOTHCS PO3PaXxyHKaMH BiJIOBITHUX BiJiCTaHEH.

Pesynpratu (K = 5, n = 84):
[Cluster | x| v |

33739645 4440144380
3413173611 44 49066330
TOUEN 33905773 445070325
TRl 3432341706 4459131204
. 3393541 444189400,
“Tuster
“luster 1 0 0396001869 0200231094 0601126061 0212515264
TTOOE 0396091869 0 0249744961 0220935784 0209018767
TN 0200231004 0249744961 0 0422682758 0,180540761
TPl 0601126061 0220035784 0422682758 0 0420146439

0212515264 0200018767 0,180540761 0420146439 Q
[Cluster _[Size |Average Distance|
16 0,105443474
18 0,050892334
b1 0,06579086
17 00477178092
12 0,064417055

B 0066297315
Record ID
Record 18 1 0044714268 0433751195 0244913534 0642035508 0241430551
cord 24 1 0178332332 0338995347 0298982197 0721466238  0,352340403
Record 40 1 0061672608 0336143688 016205234 0344512012 01515326
1 0062402372 0337393322 0199166731 0570236438  0,160228633
1 0071989908 0340528838 0185653376 053271173 0144788245

o o |8
E|E|&
Y

Record 55

Toukosi anomanii — 3anucu 0a3u JaHUX THIY JTyOJiKaTiB MOPIBHSHO
JIETKO BUSIBIISIIOTBCS HE JIMIIE ICHYIOUMMH MaifHepaMH, a i iIHCTPYMEHTOM

Buoanenns nosmopie Excel:
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Ymosni  (konmexcmyanvni) amomanii BU3HAYAIOTHCS 3HAYCHHIMH
3MiHHUX (aTpuOyTiB) 3amUCiB, CKa)XiMO, KOOPIMHATH OO0'€KTy (LIMPOTA,
JIOBrOTa) MIJTKOM HOPMAaJbHI» 100 TUIY 1 hopMaTy, 3aT¢ aHOMAJIbHI 3a
YMOBHU KOHTEKCTY — 00JIACTI OCTIIKYBAHOTO IPOCTOPY YK TEPUTOPIi.

Konexmueni anomanii yTBOpIO€E rpyna YMOBHUX aHOMAJIiH OTHAKOBUX
BIIACTUBOCTEN.

Busnaueni aHoMallii MOXKYTh YTBOPHTH OKpEMHil KilacTep 4u OyTH
YaCTKOK «HOPMaJIbHOTO» KJIaCTepy, BUHUKAE 3a]ja4a BUSBUTH 1X NEBHUM
yrHOM. {11 00'€KTIB i3 3aJaHUMM KOOpJIMHATAMH MOXKHA Bi3yalli3yBaTH
KJIacTepH, iX HEeHTpH (LIEHTPOin) Ta aHOMaJTil.

Hpuknan 4. [{nst po3misHyTOro BUIE HAOOPY AaHUX mpo Maibke 30
THCSY 3alMCIB MPO HaceneHi MyHKTH Ykpainu B XLMiner chopmoBaHa
ceptudikoBaHa 0e3 mOBTOpeHb BHOipka po3mipom 10 THc. 3amuciB
(3rizHO 0OMexkeHb npobHoi Bepcil), s sikoi iHcTpymeHntom Data Mining
— Cluster — K-Means Clustering, K = 10 (makcumym), BH3HAYESHO
Kaactepu 0e3 Ta 3 aHOMAIISMH 13 BIJNOBIAHUMH TMOKa3HHUKAMMU:
KoopAauHAaTH UeHTpiB 10 KiactepiB, MaTpHls BiJCTaHEH MDK LHUMH
LEHTpaMH Ta BIJCTAHEH KOXHOTO 3alHuCy MO0 KOXHOTO IIEHTPY,
HAJIS)KHICTh KOYKHOTO 3aIUCY BIIMOBIAHOMY KJIacTepy.

B Excel 3a xoopaunatamu 10 THC. HaceJIeHUX MYHKTIB YKpaiHU Ta
TPHOX YMOBHHUX aHOMAJIBHUX (3a X KOOpAWHATAaMM) HACEJICHUX ITyHKTIB
(Manpun, Banencis, Jlicabon), ueHrpiB 10 xiactepiB moOyaoBaHO
TOYKOBI JAiarpamu, Jie sSsBHO BUJHO TPHU YMOBHUX aHOMAJIbHUX IYHKTH y
CKJIa Il KiacTepy S5 (HaceneHi MyHKTH 3axigHol YKpaiHnu):
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10 »2aCcTepe T usyDOWe 10000 HaC. mywstin

Svl Ak 94d neh 0t ot 0cT Bel @0 @KI0 O umvTe

10 knacTepies ueHTpamin 10000 Hac. nyHKTIB

55
53
51
a9
a7
45
43
a1 .
32
37
35

0 5 10 15 20 25 30 35 40 45

@Kl ®K2 #r3 #rd 8RS SKE KT ®KE @RD #K1D @ueHTPH

Haifwacrime mnoOyayBaTd TOYKOBY JiarpaMy HEMOXIIMBO, TOJI
aHai30M TaONHI BiICTaHEH KOXXHOTO OO0'€KTy (3ammcy) BiA IICHTPIB
KJIacTepiB BU3HAYAIOTh YMOBHI aHOMAJIii SIK BUKUAX (y NMPUKIAMl 3aIHCH
1 + 3 s TphOX HEYKPaiHCHKUX MICT HaWBiIaJCHIMII BiJ yCiX HEHTPIB),
SIKI MalOTh TIPUBEPHYTHU yBary aHaJiTHKa JaHUX:

W el T T T tmmas s e S - e -
| #se | et et e e T e I ] ——
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BucHoBoK

3a HaBeJCHHMH LTOCTPATHBHMMH IPUKIAZaMH IIOKa3aHO, IO
IHCTpYMEHTap MalHIHTY JaHUX € TOTYKHHUM 1 e(pEeKTHBHUM 3aCO00M st
y0e3ne4yeHoro €JIEKTPOHHOTO JIOKYyMEHTOO00Iry KPUTHUYHOT
iHppacTpykTypu. st sIKiCHOTO 3AIHCHEHHs HOTO BHY 1H(QOpMAIiiHO-
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AHATIITAYHOI isUTFHOCTI HEOOXITHO 3BEpHYTH YBary Ha BayKJIUBICTh €TAIy
nepenoOpoOKn cHpuX HAOOpPIB 30BHINIHIX ITaHWX, Bil 9OTO 3aJICKUTH
AKICTh BHKOHAaHHS OCHOBHOi POOOTH i3 BHSBJICHHS HECAHKIIOHOBAHIX
BTpy4aHb B iH(opMariifHe cepemoBuimie. Lleii eram MokHA 3miHCHUTH
JMIIe MAIOYM PO3BHHEHUH amapaTHO-IPOrPaMHUA KOMIUIEKC MiITPHUMKH
BKa3aHOTO BHIY MOisUTBHOCTI. Takok TOKa3aHa HEOOXIMHICTh BHCOKOL
KyJIbTypH Ha eTami (OpMyBaHHsS 30BHIIIHIX JaHHUX, SKi MalTbh OYyTH
KOpPHCHOIO 0a3010 NaHuX (yHKLIOHYBaHHS KpUTHYHOI iH(opMmauiiiHol

iHppacTpyKTypH.

Jlitepatypa

1. Ilpo xputmuHy iHpacTpyKTypy Ta ii 3axuct. [IpoekT 3akoHy .YKpaiHu
(2018)/
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INTEGRATED KNOWLEDGE DESCRIPTION MODEL FOR
ANALYTIC ACTIVITIES

Senchenko V.R.
Institute for Information Recording of National Academy of Sciences of
Ukraine, Kyiv, Ukraine

For any intellectual system based on knowledge, the very
construction of its model of knowledge base is the most
complicated and responsible process. Analysis of trends in the
development of analytical systems shows that modern systems need
to combine different methods of describing knowledge, since no
single method can fully provide a description of the model of
knowledge of the real analytical system. Knowledge models has
indirectly related to the type of input date (structured,
unstructured, fictitious, text, hypertext and other types of data) that
form the context for tasks solved in the analytic system. Has
proposed an approach for describing the integrated knowledge
representation model. This approach based on the Semantic Web
paradigm, which provides mechanisms for integrating various
knowledge description models through used metadata describing
different data models and their semantic connectivity based on
graph description of complex dependencies. The proposed
integrated model of description of knowledge for carrying out
analytical activity combines object-oriented approaches with
semantic representations on knowledge of the subject domain. This
allows using different models of knowledge in one analytical
system (ontological, network, relational, production) and data that
can be located in a distributed environment, including WWW
space.

Key words: Knowledge base, knowledge base model, output
logic, analytic activity, ontology, scenario

Introduction

For any intellectual system based on knowledge the very construction
of its knowledge base model is the most complicated and responsible
process. First, it is necessary clearly distinguish the nature of knowledge
about the subject domain (especially if it relates to multi-factor systems),
that is, which model best describes knowledge of the subject domain
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(SD): relational, framing, object-oriented, semantic-network, hypertext,
ontological or other models.

Thus, semantic networks [1, 2] represent an informational model of
the domain, which has the form of a directed graph whose vertices
correspond to the objects of the domain, and the edges define relations
between them. Objects can be concepts, events, properties, processes used
to store information in terms of objects and relations between them.
Knowledge bases of the analytical system should also contain specific
knowledge, which provided in the form of instances objects (classes) and
the links between them or the restrictions given on the values of attributes
of instances of concepts.

Production systems [3] are considered as a means of representing
experts' knowledge in the form of rules of the form "IF — THEN" and
performing logical inference. The process of extraction of new knowledge
is a search by rules based on samples - existing facts, events that
determine the current state of PR and are contained in the knowledge
base.

Frame models [4] represent an object-oriented approach and serve
both for raising the level of knowledge representation, and for ensuring
the possibility of sharing the use of declarative and procedural
knowledge. The first type includes knowledge describing the system of
problems of the SD, including the division of tasks into subtasks and the
relationship of subtasks with the methods of their solution, the second —
knowledge, representing both methods of problem solving, and specific
output algorithms.

For the description of the object-oriented model of knowledge the
basic essence of the SD (concepts and objects) must be determined, as
well as knowledge of how these entities are interconnected [5, 6]. That is,
this model also defines the knowledge of relationships that directly link
the concept of various types of relationships between the notions of SD,
which are described both on the logical and functional levels.

Should be reminded that for many SDs there is often a need to use
knowledge that has inaccurate values of attributes - "fuzzy logic" [7].
Consequently, for such knowledge, it is necessary to use methods and
procedures for describing the fuzzy values. Therefore, an adequate means
of formalizing the ontology can be models based on linguistic variables,
fuzzy sets, fuzzy relations, fuzzy graphs and fuzzy trees, fuzzy
restrictions. That is, in order to represent fuzzy knowledge in the SDs
model, it is necessary to provide mechanisms for installing underexposed
values in the attributes, as well as assigning restrictions to the attribute
values that bind such attributes
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Existing CASE tools like Rational Rose, ERwin, Silverrun, BPwin, S-
Designor, Visible Analyst, Visual, CASEAnalyst and others focuses on
accelerating the process of designing the structure and code of the
software systems. With their help, you can really build business process
models in the form of data flow diagrams, perform conceptual modeling
of data, and relatively quickly create software applications for data
analysis. Some CASE tools (for example, Silverrun) even allow for the
creation of simplified knowledge models for NoSQL databases, but, in
general, with their help, it is impossible to describe an integrated model of
knowledge that most modern analytical systems require.

The research task

The analysis of modern trends shows that when creating applied
analytical systems, it often becomes necessary to combine different
methods of describing knowledge, since no single method can fully
provide a description of the model of knowledge of the real analytical
system. This is because knowledge models also indirectly related to the
type of input data (structured, unstructured, fuzzy, text, hypertext and
other types of data) that form the context for problems solved in the
analytic system.

Therefore, it is desirable that the integrated knowledge model should
take into account not only the methods of representing knowledge of
different models (ontological, network, production, etc.), but also the
means of forming logical rules and processes for the emergence of new
knowledge.

Thereby, there is an objective need to develop an approach for
describing an integrated knowledge model that combines object-oriented
methods for describing data models with their semantic representations
that are sufficient for the interaction of different knowledge models
within the framework of the created analytical system.

The main material

An approach to describing an integrated knowledge model has based
on the Semantic Web paradigm [2]. Semantic Web's paradigm involves
the dissemination of knowledge (metadata) in languages specially
designed to work with different data formats: Framework Description
(RDF), Web Ontology Language (OWL) and Extensible Markup
Language (XML) [7]. HTML describes documents and links between
them. That is, the Semantic Web paradigm provides the necessary
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mechanisms for integrating various knowledge description models using
metadata describing different data models and their semantic connectivity
based on graph description of complex dependencies - RDF graphs and
XML.
Consequently, the integrated knowledge model - InM (KB), based on
the Semantic Web paradigm has described by a mathematical expression:
InM(KB) =< Ont(SD),SNet, FScen, PRul, PCase, PRes >

where Ont(SD) — applied ontology, which describes the main entities
(concepts and relations) of the subject area in the form of classes of
objects, instances of classes, their properties and relations between classes
and properties, including a description of the information resources
necessary for carrying out analytical activity:

SNet — semantic network that describes the properties of SD objects
and information resources, as well as the relationships between
components of the integrated model, using network methods for
describing components in the form of a graph model;

FScen — model of analytical scenarios that describes the analytical
functions and procedures inherent in PR. Based on the components of the
functional network, executive scenarios of analytical activity are formed
for carrying out operations on instances of the classes of applied
ontology. Model scripts analytic activity - takes into account the real
limitations on the values of the attributes of semantic network objects -
SNet;

PRul — production rule model — describes inference rules in terms of
classes and relations for performing operations on instances of applied
ontology classes Ont(SD). The model of production rules based on
axioms that define consistent statements for deduction based on
descriptive logic, or a set of precedents for fuzzy output.

PRes — model of the mechanisms for the output of new knowledge
(software tools for logical inference) and data processing For modern
analytical systems, this model should contain appropriate mechanisms for
both clear conclusions (based on rules and axioms) and output
mechanisms based on fuzzy rules that manipulate linguistic variables

PCase — executive software model of analytical activities, consists of
individual software blocks and components designed to implement
scenarios, a variety of relevant analytical functions, data processing
procedures and the output of new knowledge.
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As a basis for an integrated knowledge model — InM (KB) proposed to
use the model of applied ontology - Ont(SD), which is the main tools of
describing both the subject area and the software that implements it.

Such an ontology defines the main entities (classes of objects,
properties and relations between them), which are then used by other
means of the model. Formally, subject domain ontology represented as a
mathematical expression:

ont(SD) = < €SP, RUM Rp© TED) Ac© Cntr, Rul®S >
where CGP) = {¢(PD | cPM) ) _ 3 ot of classes, a description of the
basic understanding of the subject domain and a software application,
which is a real-life analytical system;

RUM e RUM ¢ ¢GD) x ¢SPV _ strict partial order on the set of
classes CP)| that sets the success rate;

Rb© ne RP© = RbEY, .., Rb™, inturn RCD c ¢GP) x PV
— the finite set of binary relations that are established between two
elements of the set given on the classes of ontology - € ©P);

TGP = { TGPV TEPOY _ types of data that characterize data
processing features for a SD;

Ac© = {a{D, ., alDy — a set of attributes describing the
properties of classes - CP) the subject domain;

Cntr — the rrestriction’s set on class attributes Ac(®) been written
logical expressions of the form:

Cntr(Cnyy, ..., Cny,) e Cny, € Ac®D aGo Cny € TGPY | e,
Cn;, can be either the name of the attribute, or the constant used to
determine the deterministic terms of the knowledge output through the
corresponding programs.

Rul® — subset of rules for logical output for obtaining new
knowledge in SD due to logic output machine - PRes.

Thus, an applied ontology Ont(SD) defines a comprehensive
description of the concepts and relations of both the subject domain and
the software that implements it. This description carried out in the form of
objects and relations classes that encapsulate semantic properties and
limitations on their attributes.

Such a description actually determines the structure of the semantic
network, which describes the information sources, the taxonomy of the
main concepts of subject domain. This description also relates them to the
scenario model and descriptive logic of processing, which also provides
knowledge of the subject domain, as well as knowledge of the functions
that are appropriate to perform in solving concrete analytical tasks.
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Iti also has be emphasized that with the help of an ontological model,
the entities of SD defined, in the terms of which the production rules of
the logical conclusion of new knowledge has described.

The main advantage an ontological model in front of other models of
knowledge is the ability to describe the hierarchy of "general-private"
relationships for any class of ontology — €. This advantage greatly
simplifies the process of describing the PRO by using the inheritance
mechanisms of properties (including attributes, relationships and
constraints) of the higher classes of lower ones.

Thanks to the inclusion to the integrated model of the apparatus of the
linguistic types of data, all the simple types of data included in the set of
data types - TP), have linguistic extensions. This allows you to define
the linguistic values of data in the form of an interval of allowable values
of Cntr and then to operate with them. In particular, set attributes of
objects on tological model certain values that contribute to more accurate
logical output.

In this sense, the functional dependences a; € Ac©  petween the
attributes of entities can be given in the descriptions of classes of objects
and relations in the form of restrictions Cntr; € Cntr, which bind the
values of the attributes of entities (that is, in the descriptions of binary
relations, restrictions are set on the attributes of their arguments.) Such
constraints are the finite set of logical expressions that connect the logical
operations of the value of the attributes of object objects.

To describe the rules for logical derivation, PRul is used as a model of
statements of facts containing the ontology of the subject area, presented
in the form of an axiom, as a model of statements in the form of "IF —
THEN". In both cases, a semantic network of concepts is used which are
defined in terms of the subject area.

Functional or scenario model - FScen occupies a special place in the
integrated model. It consists of typical data and information processing
scenarios presented by different types (structured, unstructured, poorly
structured, textual, Web) for obtaining new knowledge. The scenario
model links the algorithms of the software implementation of the analytic
system — PCase with the model of production rules. If the
implementation of the proposed means is complicated by significant costs
or ineffective, it expected to supplement the model with more effective
data processing methods.

The interconnections of the integrated model of knowledge for
carrying out analytical activity are shown in Figure 1.
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Fig. 1. Interconnections in an integrated model of knowledge for carrying
out analytical activity

The integrated model allows to represent the task of the analytical
system using an ontology model — Ont(SD). Model describes the types of
tasks and methods for their solution in the form of typical scenarios of
analytical activity — FScen. Besides model using the semantic network —
SNet, that divided of tasks into subtasks and the relationship of tasks
with the methods and information resources needed to solve them is
given.

At the same time, the solution methods themselves can be represented
by production rules combined in the script — FScen. To do this, the model
includes the means of the task of production rules «Establish production
rules» and their management — PRul, as well as activation operators of
rules that can be combined with executive controls and executed using
logic output machines — PRes.

To implement the proposed approach, the most effective tool for
developing an ontological model is the Ontology Editor Protégé 5
developed by Stanford University [9]. The editor Protégé 5 relates to
visual editors - Visual methods for designing ontologies help to quickly
and fully understand the domain knowledge structure, which is especially
valuable for researchers working in a new subject area.

229



Protégé 5 allows you to support all phases of the ontology life cycle in
accordance with the requirements of 1SO / IEC 15288: 2002 [10] - from
the development of a semantic network and the creation of a knowledge
base on its basis, to the formation of user requests to these databases for
the purpose of obtaining knowledge.

The proposed integrated model of description of knowledge for
carrying out analytical activity combines object-oriented approaches with
semantic representations on knowledge of the subject domain. This
allows using different models of knowledge in one analytical system
(ontological, network, relational, production) and distributed data,
including WWW.

In this case, to universalize the description of knowledge been used:

* Concepts of SD and software has represented by the classes of
ontology objects that encapsulate semantic properties and limitations on
attributes;

* objects in the semantic network determine the information resources
needed to derive new knowledge based on interaction with the scenario
model and rules of logical output;

e all the necessary processes for the output and processing of
information are implemented by the system of production rules, which is
connected with the semantic network and scenarios for the
implementation of analytical functions and procedures that carry out the
tasks of the analytical system;

* The implementation of scripts for the execution of functions and
carried out procedures through the programming tools and the mechanism
for the output / processing of knowledge and data and specialized
programs (logic machines).
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The paper is devoted to new analytical information technologies for
clients’ preferences prediction. The problem of clients’ preferences
forecasting is now actual for many commercial systems, companies,
banks, insurance companies and e-commerce. Various marketing efforts
are used to increase demand and attract new customers. The main idea
is to understand the customer needs and preferences and to model their
behavior with analytical technologies. Such technologies gives the
possibility of the clients’ data analysis, customer demand evaluation
and prediction of the next purchases. The modern approaches to clients’
preferences prediction were analyzed and collaborative filtering
methods were chosen. The formulation of the task modelling in terms of
clients as subjects and purchases as objects was fulfilled. The method
for incomplete and missing data recovering, which was proposed by the
author, consists of such stages as sample incompleteness evaluation,
analysis if the passes are systemic, analyzing of the passes’ causes and
effects with using Bayesian network, regression modelling for passes
recovering. The method of implicit feedback with the combined method
for incomplete and missed data processing were built in the existing
modern ERP-system and gives the possibility to receive highest
accuracy of clients’ preferences prediction.

Keywords: Implicit feedback, Missed data, Collaborative filtering,
Data Recovering, Clients’ preferences.

Introduction

The economic growth of any country, the further development of the
economy is accompanied by increasing of the incomes and profits for
companies and countries’ residents at the same time. There is also a
significant development of the customer service sphere, increasing
demand of the different products. The client-oriented strategies become
the priority for customer service companies. The corporations are
included in the intensive competition for clients. The key is the
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understanding of customer needs and preferences [1, 2], modeling of
consumer behavior, and therefore, most companies and corporations
invest heavily in developing their own solutions or purchasing existing
ones [3,4]. Such techniques allow them to analyze customer preferences,
their pre-orders and develop models that will include interesting for
customers products, which can be offered to them for the next order.

1 Clients’ preferences analysis

A foreign company specializing in the sale of media products - CDs,
DVDs, as well as elite segment products has developed its own Enterprise
Resources Planning (ERP) system for collecting statistical information
about online store customers, catalogs of goods and knowledge bases on
the previous experience. Knowledge are in form of related products
recommendations and new acquisitions on the basis of the previous goods
purchased in the online store. The company has more than 2 million
unique customers and more than 5 million orders statistic. Various
marketing efforts such as sending emails are used to increase demand
among its users and to attract new customers. The formation of
recommendations for related products is carried out by an analyst who
selects goods by his own algorithm. Such recommendations are not really
precise while people are not able to process such volumes of information.
Analyst uses company's ERP system as an automated workplace. The
analytics recommendations are stored in the knowledge base of the
company, together with information, whether the client used this
recommendation.

The company database includes user information, product
information, and date of purchase. The database contains missed and lost
data. The following simulation tasks are relevant for the company:

e Forecasting: sales estimation, server load or server downtime

forecasting for providing quick user access to the order directory.

¢ Analysis and risk assessment and minimization: selecting the most

promising clients for target e-mailing (the risk of choosing customer
who will not buy goods. The losses are calculated as the amount
spent on such ineffective mailings).

¢ Providing recommendations: identifying products which can be sold

together with the high probability, creating recommendations for
preferences.

e Sequency search: customer choice analysis while making purchases,

forecasting the next possible event.
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e Grouping: dividing customers or events into clusters of related
elements, analyzing and predicting common features.
Modern approaches to analyzing and forecasting the preferences and
behaviors of clients within the framework of the advisory systems are
ideologically divided into the following types [2,5]:

1. Collaborative filtering methods.

2. Knowledge-based filtering.

3. Methods based on content analysis (Content-based filtering).
4. hybrid methods.

Collaborative filtering is the process of filtering information or
samples by sharing multiple technologies, points of review, data sources,
and more. Collaborative filtering is usually associated with very large
data sets and therefore is appropriate for using in financial systems, Such
systems provide financial services, process large amounts of information
and combine a large number of financial data sources. In the narrower
sense, collaborative filtering is one of the methods for forecast
constructing in recommendation systems that uses well-known user group
estimates to predict unknown user ratings [3]. The main assumption of
collaborative filtration is as follow: those who have equally evaluated any
objects in the past tend to give similar assessments of other subjects in the
future.

2 Problem statement

The following problem was solved: to develop the information
technology for automation the process of recommendation providing on
the accompanying products and next products interesting for the clients.

Let there exist a matrix R of size u X o with the subjects (clients),
objects (goods), and some feedback data (previous orders). It is necessary
to find a way of transforming it into one matrix with subjects and their
profiles (hidden preferences) P = (ps,)r|xjy @nd one matrix with objects
and their profiles (hidden preferences that they satisfying) Q =
(qto)irix10)- The P and Q matrices contain scales that determine how each
subject / object relates to each t. The task is to calculate P, Q in such way
that their multiply approximates R as closely as possible: R = P X Q.

In the process of iterative assignment of random values in the matrices
P and Q, using the method of least squares (LS), we must arrive to the
same value of the scales that most closely approximate the matrix R.
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In the LS algorithm consistently, at each iteration, the following states
of the system alternately change:

- P isfixed, then optimizing Q;

- Qs fixed, then P is optimizing.

This operation is continued until approximation to R~P x Q will be
reached.

3 Criteria for quality assessing of the customer preferences’
prediction

Standard criteria for estimating the quality of forecast such as RMSE
or MAE, couldn’t be used to assess the accuracy of the solution to the
problem of analyzing and predicting customer preferences. It is difficult
to estimate if there is a mistake in forecasting model of the clients’
preferences or it is the client's decision not to buy this product here and
now. Maybe in the future, this customer will buy this product later. It
would be advisable to organize the collection of statistical information
about the fact of the reference product review, but this is also an indirect
characteristic, since the client may not have enough time, but the product
is interesting for him, so the recommendation is correct for this client.
Such criteria for quality recommendations evaluation [5] were used:

v" Accuracy: Precision@k = % Q)

where ¢ — the number of recommended objects with which the subject
has an interaction (that is, the number of correctly predicted preferences);
k — number of recommendations. This criterion indicates which rate of
recommendations corresponds to the preferences of the subject.

v' Completeness: Recall@k ==, 2)

Z |

where & — the number of recommended objects with which the subjects
had an interaction, and N — the total number of interactions that was
performed by the subjects.

Recall@k — evaluates which fraction of interactions performed by
clients corresponds to the predicted interactions, i.e. how many of the
forecasted picked goods were interesting to customers.
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It is possible to evaluate these equation in cash equivalents, by setting
the cost of each interaction and fines for lack of interaction.

4 Implicit feedback and of customers preferences’ forecasting

In [6] it was proposed to introduce the following concepts:

1 r,,>0
{0 yo =0

Puo = 1+ ary, —level of confidence.

The confidence level is calculated by using the value r; (feedback,
purchases, etc.), which gives more confidence more often, when more
often subject interacts with the object. The level of confidence increases
due to the linear scaling factor o (which is a "hyperparameter" model). In
the confidence level, the constant 1 is always added, indicating @, >
0,Var,, = 0[6].

Then, the mathematical model of the task loss function is formed as:

— customer preferences:

Xuo

Zu,o (puo(xuo - ptTuqto)Z + A(Zu“ptullz + Zo“qtollz) - minpzuqfo (3)

The component A ullpwll? + Xollaol1?) is needed to regularize the
model in such a way as to prevent retraining. The exact value of the
parameter A depends on the data and is determined by cross-validation.

The loss function contains u x o values. For typical data sets, this
value can be several billions. This enormous amount of values impedes
most direct methods of optimization, such as stochastic gradient descent,
which is widely used for explicit data collection. Therefore, in [6] were
suggested an alternative effective process of optimization. If the entities
and their profiles or objects and their profiles are fixed, then the loss
function becomes quadratic and can be calculated. This statement leads to
the use of the method of alternating least squares [6].

4.1 Predicting client preferences

After calculating the preferences profiles of objects and subjects, one
can recommend to a particular subject u are K available objects with the
highest values of weight x(u); — the predicted preferences of the
customer u of the product o, namely:

x(w), = PQ", (4)
where X, — symbolizes the predicted preferences of the object u of o.
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4.2. The task of finding related products

Search for related products can be reformulated as a search for such
products o that are similar to preferences and which they satisfy to u
customers. Denote the numeric expression as sim_score:

sini_score = QQT, )
5 Preliminary data preparation

A set of inputs is a statistical information about customers who have
purchased certain products. The following characteristics are collected:
the unique client identifier in the system (Kunden_Id), the categorical
variable for clients” gender (Geschlecht Id - contains gaps), the name
(Ort) and index (Plz) of the client's city (incomplete data), the client’
birthdate (Geburtsdatum - contains gaps), the unique product identifier
(Artikelnummer), the price (Produkt Preis) and the date of sale
(Rechnungsdatum) of the product and the quantity of the product
purchased (Anzahl).

That is, there are 4 characteristics with possibly incorrect or missed /
lost data. In order to properly handle them, it is proposed to perform a
deep analysis of the causes of the gaps’ occurrence and to use the
combined method for incomplete and lost data recovering, which is
proposed by the author. Method consists following steps.

1 step. Estimation of the data incompleteness of the sample for each
characteristic by the criterion for estimating the number of passes.

If I (missing) >20% then, the variable-characteristic is excluded

from the simulation and missing values for this characteristic do not make
sense to recover.

2 step. Analysis of variables and systematic appearance of missed
values

2.1. For a categorical variable assigning missed values to a separate
category - filling the spaces with the value:

Vkameeop ="Missing”

2.2. For all numerical variables with gaps we analyze their appearance
(S-systematic):

1 for systemiatic passes, where | j(missing) = 5%

S = :
Tnum =0 — for non— systematic passes, where | j(missing) < 9%
3 step. Analysis of Causes and Effects.
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A Bayesian network is used to establish causal relationships between
variables and analyze the consequences of the missing value occurrence.
Target (predicted) variable for Bayesian Network — effects.

3.1. To analyze the causes and consequences of the occurrence of
passes:

1-random
C; =| 2 —critical
3 —catastrophical
3.2. If for j-th variable Sjum =0 Cj=1, then all i-th missed values

are replaced as:

le
0 Viz | . ..
Vi, = , Where VJ- = — i-th value is missed.
I as mode num
Vj4

3.3. Otherwise, a regression equation is used to predict values.

4 step. Regression modeling.

For linear models the representation in the form of first order
autoregression:

y(k) =ag +ary(k-1)+&(k) , E[e(k)]=0.

Then, the forecast for one step could be calculated:

y(k+1) =ag +agy(k)+e(k+1),

If the coefficients ag,a; are known, then the forecast as a conditional
mathematical expectation is formed as:

Y(k+1,k)=E [y(k +1)]=E[y(k +1)|y(k), y(k =1),...,e(k),e(k =1),..]1=

=ag +ay Ex [y(K)]=ap +a1 y(K) ,
For s-steps the forecast is calculated by the function:

S-1 S-1 |
9(k+s,k)=Es[y(k+s)]=ao[2a1'J+afy(k) =ag Y a;' +a;° y(k)
i=0 i=0

The sequence of forecasts is a convergent process if the condition
o)
1—31 '

|ag|< 1 is fulfilled, that is: lim Ey[y(k +s)]= |ag|< 1
S—
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Extension of the forecasting function in the process of autoregression
AR(p):

p
Jk+s,k)=ag+y a;y(k+s—i),
i=1

where §(k+s—i)=E [y(k+s—i)].

5 steps. Recovered data application for next simulation.

Applying the proposed method to categorical variable Geschlecht_Id
on 2 step, fill it out as "Missing", in this case - 0, and assume that this is
"Gender not specified" category. For variables city and zip code (Ort,
P1z), fill all gaps as "unknown" and delete all characters except numbers.
For the birthdate variable Geburtsdatum, the direct reversals of the gap
due to the regression model forecast are not considered appropriate since
this characteristic is significant and the gaps can be systematic. While the
"age" is usually perceived as the number of full years, it makes sense to
do the following. Fill the gaps with the values that correspond to the first
day of the first month for the current year. Next, we create a new "Age"
variable, which is calculated as the difference between the values of the
year in the Geburtsdatum variable and the value of the year for current
date. This variable will be an integer and will be greater than or equal to
zero. A zero will display a separate case of missed data.

In Fig. 1 the visualization of this data set is presented.

Charts of dependencies between characteristics show that:

- in the customer database is almost equal quantity of women and
men, with a minority of women;

- the distribution of orders among cities is close to uniform;

- the distribution of age values for clients has an average value of 61
years old.

A set of attributes for the implementation of collaborative filtering is
the following: Kunden_ld, Artikelnummer, Anzahl. It is important to note
that quality testing of recommendations will be completed in 2 stages:

- expert of the company sets different user IDs and subjectively
analyzes the issuance of recommendations;

- if the first stage is successful, the next stage is performed, namely,
the analysis of the accuracy of the model through the Precision@k and
MeanAveragePrecision@k
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Fig.1 Dependence charts of the characteristics

6 Results of Collaborative Filtration Model Based on
Alternating Least Squares (ALS)

Cross-validation, sometimes called cross-check, is a technique of
verifying how successfully the statistical analysis by the model is able to
work on an independent dataset. Usually, cross-validation is used when
the purpose is foresight, and it is important to assess how prognostic
model is capable for practice. Cross validation is a way to evaluate the
ability of the model to work on a hypothetical test set when it is
impossible to obtain such a set explicitly [7].

The model proposed in this paper has hyper parameters:
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e Number of iterations - i;
o Number of hidden factors - t;
e The value of the regularization factor is A;

In all experiments, the quality function will be Precision@k. A "grid"
of parameter values is formed as: i - moves from 5 to 50 with a step of 5; t
=50; A = 0.01.

After performing of 10 iterations, changing the value of the number of
iterations, the Precision@k dependency graph is built in dependence from
the wvalue of the ALS count iteration indicator and the
MeanAveragePrecision@k dependency graph from the ALS count value.
By obtaining the first approximation of the optimal iterations number, it is
fixed and the optimal value of the regularization coefficient is found. The
next "grid" of the parameter values is: i = 10; t = 50; A - moves from 0.01
to 1 with the step 0.01.

After performing 10 iterations, by changing the value of the
regularization factor index, a plot of the dependence of the Precision@k
indicator on the value of the indicator A is built. By changing the value of
the indicator, the coefficient of regularization, the dependence of the
MAP@k parameter on the value of the indicator A was constructed. By
obtaining the first approximation to the optimal number of iterations and
the value of the regularization coefficient, they are fixed and the optimal
value of the number of hidden factors is found. The next "net" of the
parameter values is formed: i = 10; t - moves from 100 to 1600 in
increments of 100; A = 0.09.

By completing 10 iterations, changing the value of the indicator, the
coefficient of the number of hidden factors, we obtained a graph
dependence of the Precision@k indicator from the value of t (Fig. 2).

Similarly, by performing 10 iterations, changing the value of the
indicator, the coefficient of the number of hidden factors, the plot of the
dependence of the indicator MAP@k on the value of the indicator t (Fig.
3) is constructed.
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Fig. 3 The dependence of MeanAveragePrecision@k on the amount of
latent factors

Analysis of the results

7
Both accuracy functions have a declining character, which is
expected, since, with the increase in the number of optimization iterations

for each of the model components, the model retraining takes place. For

Precision@k, the optimal number of iterations is 15, for the statistic

MeanAveragePrecision@k the number of iterations in the value of 10 is
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optimal. Therefore, the least of these values was selected. The optimal
value for the regularization factor is 0.09 and the values of the received
accuracy indicators correlate with each other.

The optimal value of the number of latent factors is 900 (Fig. 2 and 3).
The dependency function is increasing to a certain level and after that the
level is almost in the same range. This indicates that an optimal number
of hidden factors for the given set of data was determined. The number of
latent factors is the most important indicator of this system. This is
confirmed by the increase in the quality predictions from 67% to 83%. It
should be noted that all values of the hyperparameters of the model are
relevant only for the set of data that was investigated during the
experiment. For new samples, the process of analyzing data on other sets
should start again from the beginning according to the algorithm
described above.

Conclusions

Ensuring customer loyalty to the company is now a key priority in
shaping the relationship between the company and its customers,
providing them with high quality products and services which they need.
Determining the users’ needs and making recommendations when
customer is choosing the product it is the main factor in the formation of
business models for many companies. Development and using of
recommendation systems in the e-commerce market is currently very
relevant [9, 10]. The advices of such systems allow companies to use
collaborative filtering levers and feature-based recommendations to better
serve their customers and increase sales.

Many approaches and methods for recommendation systems
constructing have been developed. Most techniques are limited by the fact
that they are not able to work on such data as statistics of goods sales, etc.
It is necessary to analyze the behavior of users, and for this to determine
the key factors of their behavior. Since the entry into force of the
"General Data Protection Regulation" Act (GDPR, the European Union),
as of May 25, 2016 [8], the personal users’ data should not be used
without the consent of clients, and therefore such customers should be
"forgotten.” It turned out to be difficult to work on advisory systems for
specific clients. The way of solving this problem is to reclassify clients as
1/0 (old / new client) and extract information from "implicit feedback on
binary data", such as, for example, de-personalized statistics on the sale of
goods, becoming relevant again. Commercial companies have statistics,
therefore, even without the influence of GDPR, the task is relevant.

243



The methods of searching hidden factors allow solving the problem of

analyzing and predicting customer preferences, so are recommended for
using in modern business solutions [2, 11].
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Studies of resent years in the field of artificial intelligent led to a
number of major achievements. The most significant of these was the
development of powerful computer systems, known as systems based on
knowledge. They are based on the program, designed to represent and
apply actual knowledge from subject domain to problem solving.
Diagnostic belongs to weakly structured domains, so that the essential
(sometimes only) source of information in this domain is experts.

In this paper the possibility of computerized construction of diagnostic
expert systems’ knowledge bases is described on the basis of solving the
problem of expert classification. The described in the work approach
provides a complete build of consistent knowledge bases of diagnostic
expert systems.

Keywords: knowledge base, artificial intelligent, problem solving,
expert system, decision-making, possibility.

Introduction

Studies of resent years in the field of artificial intelligent led to a
number of major achievements. The most significant of these was the
development of powerful computer systems, known as systems based on
knowledge. They are based on the program, designed to represent and
apply actual knowledge from subject domain to problem solving. A
general overview of intelligent computer systems is translated into [3].
Example of development in recent years in [2] the possibility of using
expert system (ES) is considered for teaching students using a computer,
an expert rating system in commercial banks is considered. In [4] the
principles of constructing expert systems of real time and for the problem
of diagnostics are considered and management and environmental
monitoring.
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Diagnostic decisions are influenced by numerous quantitative and
qualitative criteria, factors, and parameters. It is problematic to provide a
formal mathematical (analytic) description of these factors. This leads to
the fact that diagnostic belongs to weakly structured domains [5, 6].

1 Features of Weakly Structured Subject Domains

As shown in Fig. 1, there are following properties of weakly
structured subject domains: absence of functioning goal which could be
formalized, absence of optimality criterion, uniqueness, dynamics,
incomplete description, presence of subjective human factor,
impossibility of analytical model building, lack of benchmarks, high
dimensionalities.

Impossible to Impossible to build
formalizo functioning . an analytical model
goal No
benchmarks
Unigue
decisions
Expert Weakly
estimation 7\ structured
subject domain Dynamic data and
knowledge
Incomplete i
description of | "
OM.C" ;.‘.7( sOchons

Influence of human factor
Large dimensionality
of decision space

Fig. 1. Features of weakly structured subject domains

Let's consider in more details the characteristics of mentioned above
weakly structured subject domains. Objects in such domains are unique.
In fact, management systems for these areas are created once, in order to
solve real problems; the transfer of such models to other objects is costly
or simply impossible.

246



In systems that are not created by a human (such as biological), there
is no goal of functioning that can be formalized. The purpose of the
functioning of such systems is their efficiency in general, the support of
some parameters in the specified limits, but it is usually impossible to
formalize such a goal in the form of a certain criterion. For instance, in
the biological system, all factors affecting its functioning are so numerous
and the connections between them are so complex and not obvious that it
is impossible to set a certain function to describe the purpose of its
functioning.

Due to the lack of a functioning goal that is subject to formalization, it
is impossible to construct a function whose optimization would provide
the best mode of operation of the object. Objective optimization function
does not exist, you can specify only some of the factors that can be
optimized. However, it is impossible to optimize each of these factors
separately, since they are closely interconnected, and their connections
will be disturbed during the process of optimization. This can lead to a
violation of the process that regulates or maintains the system in a stable
condition relative to the changing environment in which the system
operates, and may lead to catastrophic events and irreversible changes in
the system.

Since in the weakly structured subject domains there is no goal of
functioning that can be formalized, and it is impossible to construct a
function whose optimization will provide the best mode of operation of
the object, then it is impossible to construct an analytical model of this
subject domain.

Dynamism is due to the fact that the structure and functioning of the
object change over time, that is, the object evolves. Management of such
systems should be adaptive, able to change when the object changes.

The incompleteness of the description is due to inaccuracy,
incompleteness, falsity, ambiguity, contradictoriness, uncertainty, and
unreliability of the data describing the object.

Characteristics of objects is problematic to describe quantitatively,
therefore in weakly structured subject domains it is inappropriate to speak
of the existence of benchmarks of these characteristics.

The large dimension of the decision space is due to the large number
and heterogeneity of the criteria that characterize the subject domain.

The objects of management can be people who have free will. It is
often impossible to predict human behavior as an object of control or a
component of a system. A person operates in the system, taking into
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account his personal goals and interests. Therefore, when modeling the
object of human behavior management is difficult to consider.

Described above properties of the weakly structured subject domains
lead to the fact that the essential (sometimes only) source of information
in them is experts.

2 Problem Statement

A fairly compute analysis of the problems organization — related
receipt and the interpretation of expert information when creating an
expert system is contained in the work [7].

Wide class of task, for which expert systems are development, design
diagnostic tasks. Diagnostic expert systems are essentially designed to
solve the classification problem: each object (situation). From the subject
area a sings his diagnosis. Properties, course of action large role in the
experts work of their knowledge is plays with the manual of the
organization of expert inquiry. Success in creating an information system
became possible due to the fact that a certain expert apparatus was
developed, allowing to largely overcome the above problems. The
essence of this approach is use of data on the structure of the problem to
be solved, about the relaxation between its other elements. Such
information makes it possible to draw certain conclusions on the possible
limits changes of a number of estimates and thus reduces the number of
questions to the expert, control the consistency of information. Identify
and eliminate appearing in it mistakes [8, 9].

Diagnosis of the object on the basis of its description is possible only
if the different values of the signs have different degrees of characteristics
and for diagnosed properties. In connection with these, when structuring
the task of expert classification, hypnosis is used about the varying
degrees of the characteristics of the individual values of each
characteristics and for each property (or what is the same class). It is also
assumed that, for each feature, the expert may order its value by their
characters and for the corresponding class and this order doesn’t depend
on the value of other characteristics. The experiment of solving the
problem of expert classification suggests that the assumption of ordering
the meaning of the attribute is also valid for many practical problems, and
accordingly, the considered formulation covers a wide class of the
problem of expert classification, the possibility of obtaining valuable
information about the objects membership class makes it possible to
construct a rational procedure for expert demand in order to minimize the
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number appeal to him. In addition, detailed information allows you to
identify possible errors in the expert’s answers [10, 11].

3 The solution of Problems

The formulation of the classification problems is as follows:

Given a set P = {P,, P,, ..., P;} independent properties which can have
the object of research; M signs, characterizing from different sides the
objects of research; set Q,, = {Gm1, Gmz> - » Gmn} POSSible m-th value of
the m-th characteristics and n,, — the number of these values A = Q; X
Q, X ..%x Q,, - set of all hypothetical possible states of the object of
investigation, in this state a; € A is characterized by a vector a; =
(ai1,Qiz) -, Ay )Where a;, € Q,, m =1,M. Formally hypotheses a
specifically can be described as follows, ordering characteristics values
Q,,, by their character for the property p; allows to add to Q,, transitive
and antifriction binary relations (linear order) (Qms, Qmi) € rm, if gms More
characteristics for this property than g.,.. on this basis of these relation it is
possible to construct a binary relation of dominance by characteristic for
each property on the set of the state on the object of investigation which
are described as follows:

R ={(as,a;) EAX Al m=1m, (aj, ;) €7} and me M:1 <
9 < m, such that a, ayy, a;g, azy € 1y have a reflexive transitive relation
of strict dominance.

Required based on expert knowledge for each state from A identify
the presence of relevant and properties from the set P and thus build a
classification of the set A = UX_, k; such that, the state a; € Abelongs to
the class K; , if the object in this state has the experts opinion and
properties P;. To class K,, in this case, there are such states in which the
object doesn’t possess, in the experts opinion, not one consideration. It is
customary to call this problem the main task of classification [12,13,14].

The procedure for constructing the classification is described as
follows: we put in correspondence to each state a; € A to sets C;" — set of
the numbers of classes belong to the state a; and C; — set of class
numbers, to which the state a; cannot belong. Let K ={0,1,..,L} —
multiple numbers of generated classes. Status will be considered
classified, if C;F N C7 =@ and C; U C; = K, denote by A° € A a subset
of all classified state. Before the beginning of the expert survey v, € A
suppose C;f = C;7 = A° = 0. The procedure for an expert survey and
when A° = A. In the course of the survey the next required expert advisor
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is selected a; € A\A°. The expert makes conclusion on this condition in
the form of the list of classes belonging (object properties, is in this state).
Thus for this state a; the set is defined explicitly C;" and an implicit set
C = K\C;. After this condition a; is classified and A° = A° U q;.
Information received regarding the state a;, allows reducing uncertainly
for a number of other states [15 - 20].

Along with the main task of expert classification on solving practical
problem, there may be a need to clarify the severity of the diagnosable
properties, which can be sensible ordered. With this definition of groups
the state of the objects, in which he has the same degree of severity and
diagnosable properties, means the spitting of the state of an object into a
set of defined classes. It is customary to call this task the expert
classification of the problem of order to classification.

The problem of the order of expert classification for a certain property
can be defined as follows: there are many P = (P, P,, ..., B,) independent
of properties, which may have the object of study. For some properties of
P determine the set of its values {P;, P,, ..., P,}. on this set the ration of
linear order is determined Rsuch that (P, ;) € R, if i < (i.e. value set
are ordered from larger than the degree of expression of this property).

Let Q = {Q4,Q,, ..., @, } — set of symptom, describing the state of the
object of study. On the scale of each feature Q,, (m = 1,M). A certain
ratio of linear order (g, Gmt) € Tin, if qms More characteristic for this
property, than g, A = Q1 X Q, X ... X @, the set of all possible states
of the object of investigation. On this set a certain relation of strict
domination R (similar to the considered above).

Required based on expert knowledge. Determine the severity of this
device for Va; € A and thus to construct a partition of the set A =
UN_ Y, (Y,NY; =9, i#j, i,j =1,n) such that a; € A belong to the
class Y, (1 <n < N) if the objects in this state have this property of
degree P,.

The procedure for experts can be described as follows: let G; — a set of
class numbers Yg, which correspond to the state a; € A. Before the survey
for v, G; = 1. N, the classification can be considered complete, when
V4Gl = 1. Let the expert determined, what the condition is a; € 4
corresponds to the value P,(1 < n < N) by the degree of expression of
the property under consideration, i.e. a; € Yz. Consequently, in this case,
the state described by a set of characteristics is no les
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--------------- s characteristics for this property, it cannot have a lesser
degree of its expression that is, if a; € A and (a;,a;) € R, then a; € Y,
k > n. Similar condition, described by a set of characteristics value of the
characteristics most characteristics for this properties, no  more
characteristics of this property can have a greater degree of its expression,
that is, if a; € Aand (a;, a;) €R, thena; €Y, k <n.

There are various ways to determine the in formativeness of the object
to the expert. It is also possible to estimate the informative state is the
number of indirectly classified states based on the characteristics
relationship. For each state, you can find this number with every possible
expert answer and calculate in the middle value or the minimum of them.

Using these indicators it is possible to compare all unknown states of
an object by informative their presentation to the expert and choose the
most informative. When presentation the most informative status to the
expert, we will receive on average the largest amount of information with
any expert answers.

Whenever any procedure for interviewing experts should consider the
possibility of errors in the answer. These errors can be detected by
inattentive, expert fatigue, and also the complexity of the problem being
solved. Since the knowledge base must be non-selective, information
analysis needed, obtained from an expert, controversy detection. The
possibility of indirectly defining the classes of accessories of the state
allows you to check the consistency to expert assessments. If there is
discrepancy in the indirect and direct evaluation of the status this
indicates that there are errors in his answer. It is necessary to present
contradictory answers of experts for their comprehension and choosing
the right way to assess the series condition.

Possible two strategies for removing the contradiction when building a
knowledge base. One of this to continuously compare information,
receive from the expert, from the received early and check for
inconsistency. If there is contradiction between the last expert answer and
the previous information, this contradiction is presented to the expert for
analysis and choice of the contradiction of politics. Another strategy is to
obtain from the expert or a part, either all the necessary information, and
only then the implementation and in it of the search for contradictions and
their removal.

In this way. The procedure developed by the expert survey should, on
the hand, minimize the work of the expert and on the other hand, allow
him to analyze the information received from him, from the point of view
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of its consistency. If the traditional way of building a knowledge base for
diagnostics systems, an expert has to solve the problem of synthesizing of
their knowledge, then the proposed method corresponds to its usual task
of analysis specific situations. So, he unconsciously uses many of his
skills and techniques, which is difficult for him to formulate in an explicit
form.

The methods for solving the problem of expert classification have
natural limitations, due to their dimensionality. In problems of large
dimension (dozens of the signs with a large number of possible
boundaries and a large number of diagnosed properties) the laboriousness
of the experts work also sharply increases and the computational
complexity of the procedure increases the solution of the problem of
expert classification, which makes it difficult to use them directly. In
practical problems of classification, it is often possible to distinguish
separate groups of attributes according to their semantic content in such a
way that the characteristics to one group reflect on of the sides of the
object under consideration. In these cases one of the possible ways of
constructing the coverage of the initial state set is to decompose the
original problem into subtasks less than the size, the used classification
procedure will consist of several stages.

Let all sets of attributes Q broken into T groups: S;,Ss,...,S7
U, =Q,5;nS;=@. Each group of signs to a certain extent
characteristics the presence of the object to be diagnosed to properties.
Therefore, according to the values of the i-th group of characteristics
(i =1,T) the expert can make a preliminary conclusion about the
possible classes of states, the characteristics described by these values.

Each group of characteristics gives incomplete, only a partial
description of the state of the object of investigation. Accordingly, the
evaluation of the expert, it is based only on the part of the object
description, can has a probabilistic character and reflects the varying
degree of the experts confidence in the availability or the absence of the
object in the given state of the diagnosed properties. Consequently, at the
first stage of solving the problem, the expert decides its main, and order
any classification tasks within each group of characteristics, which allows
to build an orderly classification, and for each properties for each group
of each characteristics. This give opportunity for each state a; =
(as1, a4, ..., a;y) and for each property P; define a vector (T;, T, ..., Ts),
where Ts — degree of suspicion of i-th property in the state a; by j-th
group of attributes.
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The next stage of the solution consists in construction generalized
classification for each property based on the other of their classification
by separate groups of characteristics. In this case, the signs of the second
level are also the degree of the experts confidence in the availability of
the i-th property for each of the T group of initial signs. It is necessary for
each property P; (i = 1,1) on the basis of the value of the attributes of
second level, construct an order classification, determine whether or the
absence of each of the property under consideration and its degree of
serenity.

If the expert cannot make a diagnostic conclusion for a certain group
of signs. Not having information about the result, received for another
group of characteristics, the survey is conducted as follows: if the
diagnosis is on i-th group, the expert must build L order of classification
for i-th group of characteristics with the addition of the result for property
p; by j-th group of characteristics, number of hierarchy levels (as the
decomposition levels) can vary in different tasks. It is determined the
classification problem.

Conclusion

In this paper the possibility of computerized construction of diagnostic
expert systems’ knowledge bases is described on the basis of solving the
problem of expert classification. The described in the work approach
provides a complete build of consistent knowledge bases of diagnostic
expert systems.
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CHINESE LEGAL INFORMATION AUTOMATIC
SUMMARIZATION
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Kyiv, Ukraine
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Article is devoted to a method for automatic text summarization of
the legal information provided in Chinese. The structure of the
summary and the model of its formation is considered. Two
approaches are offered. First one is determination of weight of
separate hieroglyphs instead of words in the texts of documents
and summaries for sentences importance level determination
process. Second approach is to consider a model of document as a
network of sentences for detection of the most important sentences
by parameters of this network. Various methods of automatic text
summarization are performed and tested. A cosine measure and
Jensen-Shannon’s divergence are applied as two estimates of
summaries quality without participation of experts. Compared to
other summarizing methods, given one on the basis of the offered
network model of the document was the best by criteria of a cosine
measure and Jensen-Shannon's distances for summaries which
volume exceeds 2 sentences. The offered approach, with minimal
modifications, can be applied to texts on any subject of scientific,
technical or news information.

Keywords: Automatic text summarization, Legal information,
Chinese language, Cosine measure, Jensen-Shannon’s divergence

Introduction

Processing of natural languages practically began with statement of

problems of the artificial translation and automatic text summarization.
The first fundamental works on automatic text summarization appeared in

the middle of the last century [15].
The task is connected with the solution of the most important problem

— reduction of the volumes of information consumed by the person, fight
against information noise. This task is very relevant today due to the
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constant growth of the information space. Automatic text summarization
is known to all users of network search engines - in response to the
request they receive not only the title of documents, but also their short
automatically created descriptions (snippets). Mobile users want to see a
brief description of the articles before they go on to read more. Persons
taking important management decisions should acquainted with thousands
of documents a day, deliberately dismissing information noise.

Now there are hundreds of industrial systems of automatic text
summarization, for example, such packages as Office Word
AutoSummarize, Mac OS X Summarize, IBM Tivoli Monitoring
Summarization and Pruning Agent, Oracle Text, plug-ins for browsers
Chrome, Mozilla.

Numerous approaches to automatic text summarization are known,
recently, neural network technologies, deep learning are applied more and
more widely. There are also numerous linguistic approaches associated
with automatic parsing of sentences submitted in different languages.
Traditional type of systems of automatic text summarization — extractive
(quasisummarizing) at which the summary consists from of the separate,
sometimes weakly connected among themselves sentences of the initial
document. He is succeeded by abstractive type of text summarizing at
which the systems close to the systems of artificial intelligence in a short
form retell contents of the initial document "by the own words".

However it should be noted that today still practically all industrial
systems of automatic text summarization belong to extractive systems.

It would seem, the subject of automatic text summarization of texts is
already rather studied, the main results are received. However and in this
article it is about creation of system of automatic text summarization.

There are several reasons for development of the new automatic text
summarization system of automatic text summarization. First the problem
of automatic text summarization of legal information is solved. And it is
texts which can't fully be considered free, unstructured. There is a
structure of separate types of documents and use of the best universal
systems of summarizing doesn't yield satisfactory results. Secondly, the
authors deal with the texts of documents presented in Chinese, which
significantly narrows the range of possible ready-to-use systems. For
processing Chinese texts, as a rule, segmentation of words is required — in
the Chinese language words are often not separated by separators.

Thirdly, the program capable in corporate system to process big data
flows with an acceptable productivity and quality, built in the existing
system of document flow has to be developed.
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Besides, retelling of documents in this case is unacceptable. Any
"imaginations”, liberties of retelling by the computer of legal acts it is
inadmissible. Exit one — to develop some hybrid algorithm and,
respectively, the program of extractive type capable to consider features
of legal acts of the People's Republic of China. At the same time the
program has to be capable to process separate documents which unite to
big documentary arrays. This program has to be capable to allocate
obviously set objects in the parts of documents marked with semantic
markers, to reveal the most important parts of documents (including by
statistical criteria), to form networks of sentences and to remove the
necessary volume of target information in the summary.

The offered approach

In addressing the problem, two approaches were proposed that could
be considered new in this area. To solve the problem of determining the
level of importance of individual parts of documents (in our case,
sentences) it was suggested to move to the definition of weight values of
separate hieroglyphs, not words in the text of documents and summaries.
It was also suggested that the document model should be considered as a
network of sentences to identify the most important sentences for the
parameters of the network. The weight of the links of the two sentences in
this network is determined by the weight of the common hieroglyphs
included in them.

Within the traditional statistical approach to the processing of natural
languages, the weight of sentences is usually calculated on the basis of the
estimated weights of lexical units (words, phrases) included in these
sentences [20], [16], [2], [4]. In this work it is proposed as such elements
for the Chinese language to use separate hieroglyphs.

The transition from the words considered in the classical model to
hieroglyphs allows avoiding the relatively complex procedure of words
segmentation the text, which is inevitable with all other meaningful
methods of Chinese texts automatic analysis. Of course, this approach is
not applicable to European languages, where the number of different
letters does not exceed several dozens. However, for the purpose of
automatic text summarization of Chinese texts, the proposed approach
provides acceptable results, which will be shown below.

It is known, that in the Chinese language there are more than 40
thousand hieroglyphs, therefore each of them (though not always, fully
reflecting a semantic unit) it is possible to attribute a weight value
calculated on the known formulas, for example, TF - IDF [17].
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TF-IDF (TF — term frequency, IDF — inverse document
frequency) is a statistical measure used to evaluate the importance of a
word (in this case, not a word, but a hieroglyph) in the context of a
document that is part of an array of documents. The weight of some
hieroglyph is proportional to the number of its use in the document, and is
inversely proportional to the frequency of occurrence of this character in
all documents of array.

Thus, the measure TF - IDF depends on the word t (hieroglyph), the
document d, the whole array of documents D, and is a product of two
factors:

TF-IDF (t,d, D) =tf (t,d)xidf (t,D).
Here the expression tf (t, d) is the ratio of the number of occurrences

of some hieroglyph to the total number of characters in the document (to
the length of the document, actually). Thus, the frequency of the
hieroglyph within a single document is estimated.

The second factor, idf (t,D) (inverse document frequency — the

reverse frequency of the document) is the inversion of the frequency with
which some hieroglyph occurs in the documents of array D.

IDF accounting allows you to reduce the weight of hieroglyphs that
occur very often. There is only one IDF value for each t within the entire
array of the documents D:
idf (t,D) = IogL.
|{d eD|te D}|

In addition, unlike classical approaches to the definition of weight
values of sentences, a new, network model is proposed. Under this model,
a non-directional network is considered, with nodes appearing as separate
sentences in the document, between which the links are established if they
have common hieroglyphs. The weight of the relationship between the
two sentences is defined as the sum of the weights common to these
sentences. For this network, the weight of each offer is calculated as the
sum of the weights of the links of all links that emanate from the node..
Naturally, the weight of the proposals is then normalized, since long
sentences without this procedure will on average have a deliberately
greater weight. Practice has shown that a good normalization is the
division by the logarithm of the length of the corresponding sentence
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Automatic text summarization of legal information

Procedures of automatic text summarization of an extractive class are
based on determination of weight values (importance degree) of separate
sentences which, in turn, depend on scales of words. In work as weight
word meanings the classical criterion TF - IDF was used though it is not
only are possible for the solution of a problem of summarizing approach
[11]. Traditionally for definition of weight word meanings two known
algorithms were used — in the first case the weight of the sentence was
considered as the sum of weights, rated on length of this sentence, of the
words entering it, and in the second case was used, so-called, an
symmetric summarizing algorithm [19]. In this case the weight of the
sentence r was defined as the sum of weights of its links with the previous
and subsequent sentence.

In addition, this paper proposes a network algorithm, which, unlike
the second case, calculates the relationship not only between adjacent
sentences, but also between all the sentences in the text. This approach, of
course, is computationally more complex than the first two, but, as
practice has shown, leads to better results. At the same time, the
complexity of the algorithm, in the case of the considered approach of
texts summarization in Chinese, is compensated by the fact that instead of
words (segmentation of which in this case is not required) are considered
only separate characters.

So let's present the basic steps of three considered algorithms of
definition of weight values of offers:

Step 1. For each hieroglyph t; the value DF =df (t,, D) is calculated
as the number of documents d; from the documentary array D that
contain this hieroglyph, that is
DF = [{d; e D:t, d,}|

Step 2. For each hieroglyph t and document d the value as

frequencies TF =tf (ti,d) of emergence of this term in the document is
calculated:
#it. ed
AL
d
Then hieroglyph weight is calculated

D

w, =TF - IDF =TF~Iogu.
DF
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Step 3. Segmentation of sentences, i.e. the text of the document is
divided into separate sentences p, and then the definition of their weight
values wp, . Let's introduce notation: let the sentence p, of the set of
sentences P (p; € P) consists of hieroglyphs t, with weight w; , . Let's
write in a brief form the essence of three different algorithms.

Step 4 a) Algorithm of the sum of hieroglyphs weights (th -idf ):

l ‘pl‘
WP =17— 2 Wi
|pi| k=1

Step 4 b) Symmetrical algorithm for calculating the power of
connection of the sentence p, with the nearest sentences (Nearest):

u

Iog|p,|2( |kW—1k +W W|+1k)

where T is the general composition of the hieroglyphs of the array. If the
character is not present in the document, its weight in it is equal to zero.
Step 4 c) Network algorithm of calculation of force of link of the

sentence (Network)'
Pl 7|
Zz ik Jk'

Iog|p|]1kl

j=i

Step 5. The weight of the sentence is corrected depending on its
location in the document. Weight values of initial and last sentences of
the document artificially increase.

It should be noted that the specifics of legal information, requirements
to the structure and volume of the summary, allowed to use the above-
mentioned universal approaches to the solution of a private special task.

The structure and volume of the summary of the legal document
(examples of such documents can be found on the website
http://www.gov.cn/in the section /zhengce) are put forward requirements
that have found their programmatic implementation:

1. Summary start with the title of the document, given almost without
changes.

2. The summary notes the type of document (announcement "i&&",
report “HF, results of work " TE%F", provisions "BER" etc.).

3. If the document indicates its purpose (" HF, "SI, "EEGEHY

"EEEAREEN, etc.), it is also reflected in the summary.

4. If the first or second sentence of the document identifies the subjects
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of appointment of documents (which is also visible by special
markers), such a proposal is also included in the summary.

5. If in the title of the document or in the designation of its purpose
explicitly there are objects from the number of the previously known
(included in the base objects table), these objects should be
highlighted in the summary.

6. EIf the document belongs to the type not subject to further processing
(awards "F%2', announcements of bids "#3f7', letters "' etc.), the
summary is considered prepared..

7. All sentences containing the objects selected from the title and
purpose are selected from the text of the document. If such proposals
are less than the required number (given in advance or calculated on
the basis of the volume of the document), they are presented in the
summary in the same sequence as in the primary document. The
summary is considered prepared.

8. If the sentences are more than the required number, they are weighed
according to the above algorithm (based on the results of testing the
network algorithm is selected). After that the sentences ranked by
weight and are presented in the summary in the same sequence as in
the primary document. The summary is considered prepared.

According to the submitted requirements the program of automatic
text summarization of the legal information provided in Chinese was
developed.

Adjacent tasks

Automatic text summarization of texts is one of important problems
of technologies of the deep analysis of texts which includes some more
directions, such as extraction of entities (Information extraction), creation
of networks of words (Language Networks) reflecting features of subject
domains, a clustering (Cluster Analysis).

The algorithm offered for summarizing leans on some set of in
advance prepared words reflecting the main objects presented in legal
documents (for example, " AIT" — the population, "/l[}' — the industry,
" JLE" — children, etc.).

At the same time, if you apply the algorithm of words segmentation,
and then rank them, it is easy to identify the most common "extensions"
of starting objects, for example, the concept of "organization" (2H2F) to
expand to the concept of "international organization" ( [E72EH), "public
organization" (1245, and the concept of "defense” (Zfll) to the concept
of "people’s air defense” (ANEF/ZZHll). As a result, the documents of the
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array of legal information have been put in line with the basic concepts
that can act as "keywords", descriptors, basis for the construction of
domain models (Subject domain).

As one of the types of domain models can be considered a words
network, the nodes of which correspond to separate concepts. There were
proposed and implemented such simple rules of building this network, i.e.
rules of communication between nodes:

1. All objects from the base, pre-prepared list, included in one
document are linked by links.

2. If two objects are in N different documents, the force of link
between them equals N.

3. Concepts that are extensions of concepts from the starter kit are
linked with the corresponding basic concepts.

With the help of the program Gephi (http://gephi.org) [3] the built
network has been visualized (Figure 1) and received such parameters of
the built network: number of nodes: 3364 (number of objects from the
starting set — 220); - number of links: 10167; network density: 0.001;
number of connected components: 6; average path length: 3,013; average
clustering factor: 0859.

The topology features of the built network include a very large
average clustering factor. This is due to the ode of a large number of
concepts related only to the natal of their concept (the absence of other
neighbors), and on the other hand the strong cohesion of objects from the
start list. The small average length of the path indicates that the network
is a Small World [8].

With the help of the program Gephi also received lists of the most
important nodes in accordance with the criterion of PageRank and the
greatest hubs by the criterion of HITS [12] (Figure 2).

The general view of network of words given on the Figure 1 clearly
demonstrates a further possibility of a clustering of network, the choice of
subsets — clusters from words (concepts). This procedure allows to
allocate thematic subsets within the considered subject domain.

Methods for results evaluation

To evaluate the results, two assessments of the quality of the summary
are applied without experts — the cosine measure and the divergence of
Jensen-Shannon (Jensen — Shannon), the justification of which is
substantiated in the work [14].
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Figure 1. A subject domain words network
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Figure 2. Most rating words in the criteria of PageRank and HITS
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Let us explain the possibilities of using these approaches. The
document's d hieroglyphic dictionary is supposed to consist of N

elements {tl,tz,...,tN}. Each hieroglyph corresponds to its weight,
calculated according to the rule TF - IDF . An array of these weights can
be represented as a vector: d =(w,W,,..,w,). Accordingly, the
hieroglyphic dictionary of the summary r consists of a subset of the
dictionary of the document and the summary can also be put in line with
the vector of weight values: F =(W,W,,...,W, ). In this case, we give a
natural definition:

{wi, if ter;

0, if ter.

It is known that the scalar product of two nonzero vectors in Euclidean
space A and B is defined by a formula:

A8 =] [Beoso

Here 6 — a corner between the considered vectors. It is natural if the
direction of vectors coincides, the value & becomes equal to zero
(respectively, cos@=1). l.e. than closer cosé to unit, the direction of
vectors is closer to those that is easily substantially interpreted for a case
of the document and its summary (the short summary). It is accepted
function of proximity between vectors A and B to designate as

sim(A,B) (from word Similarity). In case of studying of a cosine
measure of proximity we have:

ZABi
Z N JZ g’

where A and B, — components of vectors A and B, respectively.

According to definition of a cosine measure for calculation of

proximity of the document and the paper it is possible to use a formula:
N

>

Sim(d,r) = =

Sim(ﬂ, B)=cos0 =

AB _
[AllE]
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N N
Proceeding from the fact that > w\W, = > W, we receive a formula
i=1 i

which in is used at practical calculations:

Another used criterion for formal identification of the degree of
closeness — Jensen-Shannon divergence, which is based on the formalism
of information theory and mathematical statistics, in particular, on the
relative entropy of Kullback-Leibler [9], [10].

The Kulbak-Leibler entropy is generally defined as a non-negative
functional, which is an asymmetric measure of the distance between two
probability distributions defined on a common space of elementary
events.

The divergence distribution Q relatively P is designated D(P|Q).

Distribution Q often serves as distribution P approach. This measure of

distance in the theory of information is also interpreted as the size of
losses of information when replacing true distribution P to distribution
Q . The functional value can be understood as the number of unaccounted

information of distribution Q if it was used for approach the distribution
P.
For discrete  probability distributions P {py, p,,.... p,} and

Sim(d,r)=

Q {ql,qz,...,qn} the Kulbak-Leibler’s entropy is defined as follows:

n p
D(PIQ)=2log- .
i=1 i
Kulbak-Leibler’s entropy, substantially close to the concept of
distance, could be called a metric in the space of probability distributions,
but this would be incorrect, since it is not symmetrical

D(P|Q)= D(Q]P) and does not satisfy the inequality of the triangle. In
the future, we will use Jensen-Shannon divergence (JSD), which is based
on Kulbak- Leibler’s entropy, but is a metric [18], [5], so it is also called

"Jensen-Shannon’s distance" [6], [7], [13].
Jensen-Shannon's divergence is defined as follows:
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JSD(P|Q) :%(D(P||M)+ DQ[M)).

where M =%(P+Q).

In case of application of Jensen-Shannon’s distance to a problem of
assessment of quality of summaries s the number of the lost information
in the summary in comparison with the initial document is estimated. As
well as in a cosine measure, it is supposed that to the document d there

corresponds the vector of the hieroglyphs weights d = (w,,w,,...,w, ),

and to the summary r — a vector of weight values: ¥ =(W,,W,,..., W, ).

The "average™ vector used in Jensen-Shannon's method is presented in the
following form:

_ 1,- _
M =E(d +r).
Respectively,
1/ =1 SRS i
JSD:E(D(d||M)+D(r||M)):E iZl]og %
2

(W, + W)

E(Wi"_wi)

Let's consider the given sums on two areas of index values: the 1st
area where hieroglyphs of the document and the summary coincide and
2nd, where do not coincide, i.e. where W, =0:

JSD =JSD, +JSD, .
In the first area, obviously,

N N
JSDl:%ZIog # vvi+%ZIog 1L w, =0.
=1 E(Wi+vvi) = E(W. +W,)

In the second area, respectively,

N N ~ N
JSD1=12Iog W Wi+lZIog Y|, —>£Zw..
2 i=1 1 2 i=1 l 2 i=1
oV E(Wi)

Strictly speaking, the second summand in the latter formula is not
correct (you can consider the limit of expressions under the sign of the
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sum of when W, — 0), but at the same time, we can make a fairly obvious

conclusion that the Jensen-Shannon measure corresponds to the loss of
information when summarizing and proportional to the total weight of the
words (in our case — characters) included in the document, but missing in
the summary.

Comparison of methods

When summarizing the new idea of determination of weight values of
sentences on the basis of weights of separate hieroglyphs, but not words
as it is standard was realized. Therefore the quality of summarizing is
checked not only proceeding from accounting of scales of separate
hieroglyphs, but also taking into account scales of the whole words
included in the documents and summaries to be convinced that the offered
approach is satisfactory also by criteria of traditional systems of
summarizing. Naturally, this had to perform resource-intensive procedure
of segmentation of words [1]. It should be noted that this procedure was
performed only for quality check of algorithms of summarizing and is not
a part of these algorithms.

The tests were conducted on a real array of legal information of the
People’s Republic of China in the amount of 10 thousand documents.

In Fig. 3-6 the results of the conducted tests are shown. In Fig. 3 and 5
are the results, when the models of documents and
summariescorresponded to vectors, elements of which - weights of
individual hieroglyphs from the text of the document by TF-IDF . In
Fig. 4 and 6 — results, when elements of vectors correspond to weight
values of words, segmented from texts of documents and summaries. In
Fig. 4 and 6 the results are given in accordance with the cosine measure
of the proximity of the document and the summaries, and in Fig. 5 and 7,
according to the Jensen-Shannon’s distance.

On the horizontal axis on all figures the number of offers included in
the summary is marked. The vertical axis shows the values of the
corresponding criteria, which are averaged throughout the document
array. It should be noted that in all examples, as the first sentence of the
summary includes the title of the document, so the values with argument

1 for all four types of algorithms (th -idf , Nearest, Network, Random)

are the same.

The test results allow to summarize:

1. The proposed approaches lead to results, with quality is not lower
then presented at the well-known conference on the analysis of texts
TAC [Lois, 2008].

2. If the criterion of cosine measure of the proximity of the document
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and the summary when taking into account the weight values of the
individual hieroglyphs, the best results showed the method th -idf

(which, of course, on the sum TF -IDF determined the weight of
proposals, with the most significant included in the summary), then
by the same criteria, the proposed network method was the best way
to take into account separate words of natural language.

Figure 3. A cosine measure of proximity of the text and summary —
accounting of the weight values of separate hieroglyphs

Network
Newrost
Kasdom

Figure 4. Jensen-Shannon's divergence of loss of information when
summarizing — accounting of weight of separate hieroglyphs
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Figure 5. A cosine measure of proximity of the text and abstract —
accounting of the weight values of separate words

| N ] ] : & ’ ' ' |

Figure 6. Jensen-Shannon's divergence of loss of information when
summarizing — accounting of weight values of separate words

Conclusions

1. We introduce a new hybrid method for automatic text summarization,
covering statistical and marker methods, as well as taking into
account the location of sentences in the text of the document. The
offered model of the paper summaryt reflects information need of
customers during the work with legal information.

2. We brought the approach to determination of weights of separate
hieroglyphs instead of segmented words in the text of documents.

269



This technique avoids the expensive procedure of words
segmentation required for other semantic methods of Chinese
language processing.

Various methods of automatic text summarization are implemented
and tested. Summarizing on the basis of the offered network model of
the document was the best by criteria of a cosine measure and Jensen-
Shannon's distances for papers which volume exceeds 2 sentences.
The offered approach, with minimal modifications, can be applied to
texts on any subject of scientific, technical or news information.

References

10.

Berezin, Boris A.; Lande, Dmitry V.; Pavlenko, Oleh Y. (2017).
Development, Evaluation and Usage of Word Segmentation Algorithm for
National Internet Resources Monitoring Systems. CEUR Workshop
Proceedings. Selected Papers of the XVII International Scientific and
Practical Conference on Information Technologies and Security (ITS 2017).
2067:16-22.

Bharti, Santosh Kumar; Babu, Korra Sathya; Pradhan, Anima (2017).
“Automatic Keyword Extraction for Text Summarization in Multi-document
e-Newspapers Articles”. European Journal of Advances in Engineering and
Technology, 4 (6): 410-427.

Cherven, Ken (2013). “Network Graph Analysis and Visualization with
Gephi”. Packt Publishing. ISBN: 9781783280131

Chien, L.-F. (1997). “Pat-tree-based keyword extraction for Chinese
information retrieval”. ACM SIGIR Forum. 31, ACM, pp. 50-58.

Dagan, Ido; Lillian Lee; Fernando Pereira (1997). "Similarity-Based
Methods For Word Sense Disambiguation". Proceedings of the Thirty-Fifth
Annual Meeting of the Association for Computational Linguistics and
Eighth Conference of the European Chapter of the Association for
Computational  Linguistics: 56-63.  ArXiv:cmp-1g/9708010. DOI:
10.3115/979617.979625.

Endres, D. M.; J. E. Schindelin (2003). "A new metric for probability
distributions". IEEE Trans. Inf. Theory. 49 (7): 1858-1860. DOI:
10.1109/TIT.2003.813506.

Fuglede, Bent; Topsoe, Flemming (2004). "Jensen-Shannon divergence and
Hilbert space embedding”. Proceedings of International Symposium on
Information Theory, ISIT 2004, p. 31.

Kleinberg, J. (2000). “Navigation in a small world”. Nature, 406 (6798):
845. DOI: 10.1038/35022643

Kullback, S. (1959), Information Theory and Statistics, John Wiley & Sons.
Republished by Dover Publications in 1968; reprinted in 1978: ISBN 0-
8446-5625-9.

Kullback, S.; Leibler, R.A. (1951). "On information and sufficiency". Annals
of Mathematical Statistics, 22 (1): 79-86. DOI: 10.1214/aoms/1177729694.

270


https://en.wikipedia.org/wiki/Special:BookSources/0-8446-5625-9
https://en.wikipedia.org/wiki/Special:BookSources/0-8446-5625-9
https://en.wikipedia.org/wiki/Richard_Leibler
https://en.wikipedia.org/wiki/Annals_of_Mathematical_Statistics
https://en.wikipedia.org/wiki/Annals_of_Mathematical_Statistics

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Lande, D.V.; Snarskii, A. A; . Yagunova, ; Pronoza E. V. (2013). “The Use
of Horizontal Visibility Graphs to Identify the Words that Define the
Informational Structure of a Text”. 12" Mexican International Conference
on Artificial Intelligence. pp. 209-215. DOI: 10.1109/MICAI.2013.33
Langville, Amy N.; Meyer, Carl D. (2011). “Google's PageRank and
beyond: the science of search engine rankings”. Princeton university press.
ISBN: 9780691152660

Lin, J. (1991). "Divergence measures based on the shannon entropy". IEEE
Transactions on Information Theory, 37 (1): 145-151. DOI:
10.1109/18.61115.

Louis, Annie; Nenkova, Ani (2008). “Automatic Summary Evaluation
without Human Models”. In First Text Analysis Conference (TAC'08),
Gaithersburg, MD, Etats-Unis, 17-19 November 2008.

Luhn, Hans Peter (1958). “The automatic creation of literature abstracts”.
IBM Journal of research and development, 2:159-165.

Ramos, J. (2003). “Using tf-idf to determine word relevance in document
queries”. Proceedings of the first instructional conference on machine
learning, pp. 1-4.

Salton, G.; Buckley, C. (1988). “Term-weighting approaches in automatic
text retrieval”. Information Processing & Management, 24(5): 513—523.
Schiitze, Hinrich; Manning, Christopher D. (1999). Foundations of
Statistical Natural Language Processing. Cambridge, Mass: MIT Press.
p. 304. ISBN 0-262-13360-1.

Yatsko, V.A. (2002). “Symmetric Summarization: Thematic Foundations and
Methods”. Nauchno-Tekh. Inf., Ser. 2. — N. 5: 18-28.

Zhang, C. (2008). “Automatic Keyword Extraction from Documents using
Conditional Random Fields”. Journal of Computationa

271



HARDWARE DATA ENCRYPTION COMPLEX BASED ON
PROGRAMMABLE MICROCONTROLLERS

Tmienova Nataliia' and Sus' Bogdan B.?
'Faculty of Information Technology
Taras Shevchenko National University of Kyiv, Ukraine
?Institute of High Technologies
Taras Shevchenko National University of Kyiv, Ukraine
tmyenovox@gmail.com,bnsuse@gmail.com

The growing danger of computer crime puts forward a new set
of urgent tasks. At the same time, the development of hardware
encryption systems can be effective in the solving some of them. To
study the hardware possibilities of reducing the probability of
unauthorized access to information, an available complex for
demonstrating data encryption based on programmable
microcontrollers is proposed. The article provides a diagram of
the corresponding demonstration complex with a description of its
work.

The algorithms and methods of information protection between
devices using combined communication channels and embedded
systems are offered. The software-hardware complex, which uses a
combination of engineering and software solutions, provides the
possibility to conduct spectral analysis of data streams and
research noise and signals that may occur in optical
communication lines and radio channels.

In addition, this complex can be used for laboratory work on
cryptography and data protection in communication lines.

Keywords: cryptography, hardware encryption systems,
programmable microcontrollers, STM32, security, privacy,
forensics analysis. embedded systems.

Introduction

Currently, a growing trend of data security disturbance is being

observed. Information leaks often occur as a result of poor security
management or as a result of using outdated or improperly implemented
security procedures and technologies. Data encryption using appropriate

key management schemes can significantly reduce data leakage.
However, when we use the key methodology, the following main

problems arise: the generation and safe transfer of keys to interaction
participants; setting of a secure information transmission channel between
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the interaction participants before the transfer of keys; authentication.
There are two key methodologies: symmetric (with a secret key) and
asymmetric (with a public key). Each methodology uses its own
procedures, its own key distribution methods, key types, as well as key
encryption and decryption algorithms [1].

Although cryptography with well-known standards, modern
algorithms and libraries is quite effective, the development of hardware
encryption systems is still an urgent task [2, 3]. Information security
software tools are potentially vulnerable, since the entire process of
encoding (encrypting/decrypting) data is performed in the internal
computer memory, which can be accessed by any application running on
the computer.

This means that it is possible to conduct multi-level attacks on any
software, including the one aimed at ensuring the security of the
information. Thus, it is practically impossible to build a high-level
protection by software tools only [4]. To restrict access to means
performing cryptographic transformations, it is necessary to transfer them
from a computer to a closed hardware subsystem.

As a result, the attacker will not be able to access directly the
encoding processes (encryption/decryption). Firstly, the hardware
implementation of the encryption algorithm guarantees the invariance of
the algorithm itself, whereas the software algorithm can be intentionally
modified. In addition, the hardware encoder eliminates any interference in
the encoding process.

Another advantage is the use of a hardware random number generator,
which guarantees absolute randomness of the generation of encryption
keys and improves the quality of the implementation of various
cryptographic algorithms. In addition, the hardware encoder allows you to
load directly encryption keys into the encryption processor, bypassing the
computer’s RAM, while in the software encoder the keys are in memory
even during the operation of the encoder. It is important that it is possible
to create various systems for distinguishing and restriction of access to
computer on the base of the hardware encoder. Also, the use of hardware
systems makes it difficult to conceal evidence of interference in the
communication channel [4].

In this paper, to investigate the hardware capabilities of reducing the
probability of unauthorized access to information, an accessible data
encryption complex based on programmable microcontrollers is
proposed. This embedded system allows the combined use of optical and
wireless communication channels.
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Optic-fiber communication lines allow the information transfer over
long distances with minimal distortion, which allows improving the
protection technology of information transmission in optical
communication lines from the harmful effects of intruders due to
unauthorized connection.

The use of polarization modulation of light in the hardware complex
causes the additional interest. With the help of optical information of
processing devices, the decomposition of optical signals is performed by a
given system of functions. The work of such devices is based on the
application of electronically controlled anisotropic environment that
change the polarization of the light beam. This allows to process signals.

This complex can also be used to successfully students' study of
technologies, algorithms and physical methods of encryption and secure
transmission of signals in communication channels, hardware capabilities
of reducing the probability of unauthorized access to information upon
data leakage during laboratory work.

1 Complex description

To evaluate the effectiveness of data encryption algorithms in optic-
fiber systems, a number of practical solutions that include software codes
and hardware implementation based on embedded systems have been
developed. Optical fiber, preferably, does not have protection from third-
party connections and listening. At present, a large amount of critical
information is transmitted through the optical channel, and there is the
risk that it may get to the intruders who has the necessary resources and
equipment. Connection to optic fiber is a process in which the security of
an optical channel is disturbed by the flow or leakage of light information.
Therefore, a combination of standard optical channels with the radio
channels, which are switched by a special algorithm, is offered. This
complicates the information leak when connecting of intermediate device.

Nowadays, there is a need for new effective ways of encryption keys
forming. Additionally, the access key can be transmitted using RFID
cards. The possibility of using a hardware random number sensor, which
produces a statically random and unpredictable signal that is converted
then into a digital form, guarantees the chance of encryption keys
generating and improves the quality of the various cryptographic
algorithms implementation.

The proposed encryption does not eliminate the possibility of data
intercepting through the optical channel, but renders stolen information
inappropriate for intruders. There are high requirements to RFID systems,
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since these systems are very tiny with power from the electromagnetic
field.

The complex is based on the high-performance microcontroller
STM32 [5, 6]. To connect the transmitters, receivers and the computer,
the device interface is used. The information encryption complex has the
following basic functions:

e transmission and reception of signals by separate optical
channels;

e transmission and reception of signals over a common optical
channel with the use of spectral multiplexing;

e transmission of signals or encryption key via radio channel
with the use of digital noise filtering algorithms;

o the possibility of synchronous switching of communication
channels.

The diagram of the demonstration complex is shown in Figure 1.

A modified VirtualWire open source library for STM32CubeMX [7]
is used for radio modules functioning. For encoding signals, STM32
library for AES Encryption and x-cube-cryptolib libraries are
implemented, which support such encryption algorithms as AES-128,
AES-192, AES-256, ECB (Electronic Codebook Mode), CBC (Cipher-
Block Chaining), CTR (Counter Mode) CFB (Cipher Feedback), OFB
(Output Feedback), CCM (CBC-MAC), GCM (Galois Counter Mode),
CMAC, KEYWRAP, XTS); hash functions supported by HMAC (SHA-
1, SHA-224, SHA-256, SHA-384, SHA-512) [8, 9].

The devices transmit a message, which can be additionally encrypted
by the software and hardware means. When software encryption is used,
all types of information are splitted into small fixed-length packages
containing special headers (so-called cells). At the next step, the spectral
multiplexing in the digital channel is implemented. In this case, the cells
may have different priorities.

The message is entered into the terminal program window of the
STM32 module that is used as the transmitter. For the evidence in the
case of demonstration mode of transmitting information through an
optical channel, red, green, and blue LEDs can be used. Each color of the
LED symbolizes a separate data transmission channel.
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Fig.6. Diagram of the demonstration complex.
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For transmission of data, the radio channel on available modules MX-
FO1 and MX-RM-5V is used. The module can be implemented to RC-
control of models, security and automation projects, and wireless sensors
systems construction up to 150 m [10]. The connection between the radio
modules and the microcontroller is organized through the peripheral
interface of the USART (Universal Synchronous/Asynchronous Receiver-
Transmitter) in UART5 mode operation. The transmitting module is
connected to a PC12 pin configured to data transmission via the USART,
and the PD2 output configured as receiver.

The number of LEDs and radio modules can be scaled according to
the number of data channels. Additionally, it is possible to use RFID
labels to change configuration settings and encryption key. During
transmission of encrypted message, synchronous switching of channels is
implemented (switching of transmitters and receivers according to a
certain encryption algorithm) (Fig. 2). The reception efficiency varies
depending on the transmission speed and the delay between the packets.
In this demonstration device, a combination of optical channels with
spectral multiplexing of signals, combining multiple channels into one
stream, use of delays, transmission of redundant information, noise
overlays and a hopping code algorithm can be also used.

In the radio channel, the function of the transformation in the
frequency band is also possible. With the change of carrier frequency for
different signals, each of them can be transferred to another frequency
band using a cyclic inversion.

| Intruder —l
[ [ Channel |
Transmitter _x 4 E.I : >| Channel m Receiver I
' i
Keys

-

Fig.2. Switching of receiver and transmitter (x - data packets, y - encrypted data,
Ez -encryption algorithms).

As the use of radio transmitters and receivers with digital frequency
synthesis, the implementation of the hopping frequency tuning is possible.
As an optical fiber, an OD AV Optical Fiber Cable of type Toslink can be
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used. The decrypted message is displayed in the serial port terminal
program window that receives data from the STM32 controller, which
operates in receiver mode. This encoding is especially effective for the
transmission of short data packets.

Additional encryption of information in the optical channel is possible
by changing the polarization. The use of polarized light allows to realize
the optical representation of alternating functions or matrices and to carry
out both direct and reverse transformations in one cycle, simultaneously
obtaining in the initial plane of the corresponding combination of light
fields by polarization and intensity. The use of polarization cells on liquid
crystals and analyzers varies according to encryption algorithm. The low
speed of information transmission in this mode is limited with the use of
low-cost electromechanical systems for polarizer and analyzer devices.
The polarization modulation provides the optical realization of direct and
reverse transformations in the communication line, as well as the
separation of channels in the digital transmission of data. The software
solution can be easily adapted for 32- and 64-bit microcontrollers with
architecture ARM7 and ARMO9.

2 Use of the complex in the “Internet of things”

The complex is designed to select the optimal multi-channel
technology for data encryption in microcontroller systems with limited
memory. Currently, computer systems, including intelligent systems,
automated and telecommunication systems for managing things consist of
a wide range of embedded devices. Especially it concerns the so-called
"Internet of Things," which is a wireless network that is self-configurable
between objects of different classes.

The wide implementation of embedded systems requires an integrated
combination of software and hardware solutions for the protection of
information both in the computing systems and in communication
channels. Such devices can often store some amount of indirect
information about the behavior of their owners. Information can be
obtained from the analysis of various received signals, even in analog
form, from the objects of monitoring and from signals of control to these
objects.

For example, indirect information can be obtained from the analysis of
intercepted signals from monitoring objects and sensors, usually in analog
form.

The outgoing control of these objects in the form of discrete and
continuous signals, as well as the transformation of analog signals in
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digital and vice versa during the digital transmission of data through
standard interfaces can be also intercepted.

In “Smart Home” systems, for instance, most of devices are
electronically controlled. Any controlling device or computing device can
potentially be used for criminal activity, so it is highly desirable to split
this information into parts and apply the encryption. (For example, the
stream of video data from CCTV cameras or videoregistrators, it is
desirable to split into separate encrypted channels and transmit through
the combined lines of communication in order to reduce the probability of
interception or falsification of data). But the most important task on the
“Internet of things” is to ensure the security of the main and additional
communication channels. Implementation of optical and wireless
interfaces for connecting the main embedded devices to "Smart Home"
systems and the use of combined communication channels will greatly
increase the security of data transmission. The intruder must have
physical access to all memory chips and use reverse engineering
technology to obtain low-level information from the flash memory to get
some data only about the encryption algorithm. Due to the
implementation of the multichannel data transmission circuit, the CPU
load is also reduced. The complex provides an opportunity to carry out
modeling in the engineering design of prototypes of a secure system for
the Internet of things and to investigate the technical characteristics of the
expected equipment. It is possible to conduct a comparative testing of the
security of data of various devices, depending on the used channel, the
algorithm and the key of encryption and communications. Since the
encryption key can be transmitted over a channel that is randomly
selected and can be split into parts by the special algorithm, this
significantly complicates the access of potential intruder and analysis of
the encrypted information. Another advantage of the proposed system is
the possibility of scaling the number of communication channels without
significant increase of the costs and the ability to support various
encryption protocols without major reconfiguration of the system.

3 Conclusions

The growing danger of computer crime poses a set of new topical
issues. At the same time, the development of hardware encryption
complexes can be effective on the way to overcome some of them.

The discussed demonstration complex allows us to assess the
efficiency of encrypting data streams in channels, compare packets
received from the transmitter with the number of sent packets, analyze the
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spectrum of the encrypted signal and the radio channel noise by the
means of computer graphics techniques.

This complex can be successfully implemented in the following areas:
banking, military and medical industries, telephony. The main advantages
include the reliability of transmission, the simplicity of implementation,
the flexibility of the functionality and the possibilities of application and
modernization.

We also note that the demonstration complex can be used for
conducting laboratory classes for the development of protocols for the
transmission of information and digital signal processing filters analysis.

The complex makes it possible to conduct physical experiments to
monitor signals in an optical fiber and a radio channels for the choice of
an optimal algorithm for encryption stability and simulation for coherent
and incoherent optical processors. The proposed approaches can be used
to modify data transmission equipment and evaluate the reliability of
encryption. It can be also used for the reverse engineering
demonstrations.
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AHAJII3 MPOOEAYPU OLOIHIOBAHHS CTAHY
KIBEPBPA3JINBOCTI CUCTEM EJIEKTPOIIOCTAYAHHS

Irop SIkosis’, Birauiii uranox?

Y Incmumym cneuiansnozo 36’a3ky ma saxucmy ingpopmauii HTYY
"KIII imeni Izopa Cikopcokozo' , Kuie, Ykpaina,
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3pocmaiome  iHmMeEHCUBHICMb 3ACMOCYBAHHS, DISHOMAHIMHICMb — Mad
Ppe3yIbmamueHicms  CKIAOHUX Kibepamax Ha HAYIOHANbHI  cucmemu
enekmponocmauanus. Lvomy npoyecy cnpuse nocmiiine po3ulupeHHs
3HAHb  308MUCHUKIE NP0  6pA3IUBOCMI KOMN IOMEPHUX Ccucmem U
600CKOHANICHHA ~MEXHONo2il empyuanHua. Icuyroui Komyenyii w000
OYIHIOBAHHsL cmany Oesneku cucmem IHOOPMAYIUHUX MEXHON02I He
OpIEHMOBAHI HA OnepamuéHe 6PAXYEAHHS 3MIH  (akmopis, wo
obymosnioroms pezynomamuenicme 3axucmy. Kibepnemuunuii ceemenm
cucmem eneKmponocmayants Mae ceoi 0CoOMUBOCMI, 8PAXYBAHHA AKUX
Modice niosuwumu egheKmuHicms OYiHIOBAHHS.

Ilpononyemvca nioxio 0o eupiwenna 3adaui po3pobKu npoyeoypu

ONnepamuHo2o OYIHIOBAHHS cmawny KibepbOe3nexu cucmem
€IeKMPONOCMAYaHHs, AKULL OCHOBYEMbCA HA 3HAHHAX NpPO  PigeHd
aKmyanvHux —3aepo3 I 0cobnugocmi  npoyecié  YNPAGNIHHA  YuMu

cucmemamu. Y pobomi npedcmasgieHi pe3yibmamu aHaiizy KOMHOHEHMIE
makoi cucmemu  OYIHIOBAHHS,  GU3HAYEHI OCHOGHI NpUHYUNU  ii
PYHKYIOHY8AHHS.

Knwwuoei  cnosa:  Kibepbesnexka, «kibepspaznueocmi,  excnepmme

OYIHIOBAHHS, niompumxa NpULHAMMS piuienn, cucmemu
€/1eKMpPOnOCMaAYaHHs.
Beryn

Cepiss  kibepatak Ha CHCTeMH yHpaBiiHHsA iH(pacTpyKTypH
eleKkTponocTadaHHs Ykpainu Oyna 3adikcoBana y 2015-2016 poxax.
Binkmouenns 23  rpymas 2015 poky 225000 «kmientiB  [TAT
“IIpukaprnaTTso0ieHepro” CTajo MEpIIo0 Yy CBITI 3apeecTpOBAaHOIO
YCIIIIHOIO KiOepaTakoro Ha €HEepPreTHYHy CHCTEMY 3 BHBEJICHHAM ii i3
naxy. CHCTeMH eJeKTpONOCTayaHHS € BAXIMBOIO KOMIOHEHTOIO
HAIlOHANPHOI KpUTUYHOI iH(pacTpykTypu. Ilicms nux momid uist
Garatbox (haxiBmiB y cdepi HamioHamBHOI O€3MeKW pi3HUX KpaiH
BOXJIMBUM CTAa€ THTAHHS IPO MOXIIMBICTH [OBTOPEHHSI AHAJIOTIYHOTO
CIIeHapil0 y CBOiK KpaiHi. B koMIuiekci 3axofiB 3aXHCTy Bix Kibepatak
1HPPACTPYKTYPH €IEKTPOTIOCTaYaHH KIIIOYOBE MicCIle 3aliMae Ipoueaypa
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OIIIHIOBaHHS aKTyaJlbHOTO CTaHy KibepOesneku (mani — OrmiHiOBaHHA). 3a

pe3ysbraTaMu IIi€l mponeaypu (axiBifo 3a3BH4Yail OTPIOHO OTPUMATH

iH(opMmaIiro (OIHKY), KA JO3BOJISIE HOMY BiAMOBICTH Ha TIUTAHHS:

— Uu BiamoBizae (He BIINOBIAAE) CTaH 3aXHCTY PIBHIO aKTyalbHUX
kibep3arpo3s ?

— B sikiii mipi craH KibepOe3neky He BiANOBiAae HEOOXiTHOMY CTaHy?

— SIki 3axou MOTPiOHO BUKOHATH /IS TOCATHEHHS HEOOXiTHOTO cTany?

Y cBoto uepry, mpoueaypy OIHIOBaHHS MOJJIMBO HPEACTaBUTH

HACTYITHUMHU OB’ I3aHUMH ITPOLIETYPaAMH:

— oTpuMaHHs iH(OpPMAIlI MPO TOTOYHHUA CTaH OO €KTY OIIIHIOBaHHS
(00);

— HOpMYBaHHs oOTpuMaHoi iH(opmauii BIAMOBITHO A0  IIKaIH
ouintoBanHs (1110);

— (opMyBaHHs OLIHKM Ha OCHOBI THODIBHSHHS 13 KpuTepieM (-sIMH)
OIIiHIOBAaHHSI.

B yMoBax 3pocTarodoi iHTEHCHBHOCTI 3aCTOCYBaHHSI HOBHX CKJIaJJHHX
Kibeparak Ha KpUTHYHY iHQPACTPYKTYpY, IO 0a3ylOThCs HA MOCTIHHOMY
PO3LIMPEHHI 3HaHb 3JIOBMHUCHHUKIB TPO  BPa3MBOCTI KOMII IOTEPHHX
CHCTEM, AaKTyaJbHOI CTa€ 3ajada pPO3pOOKH OIEPATHBHHUX METOXIB
OLIIHIOBAHHS CTaHy KiOepOe3neKH CHCTEM eNeKTPOIIOCTaYaHHS.

Jnst momanbIioro HamoOBHEHHS KOHKPETHUM 3MicToM OLiHFOBaHHS,
HEOOXiHO YTOYHUTH HACTYITHI aCTICKTH:

— 110 npeacTaBisie co00r0 00’ ekt oninoBanHsg (00);

— SIKi Cy4acHI MPUHIMITHN 3a0e3nedeHHs KibepOe3eKn 3aCTOCOBYIOThCS;

— SIKMM 4YHHOM MOJJIMBE BHKOPHCTOBYBaHHs ICHYIOUMX MIiJIXOJIB
oliHIOBaHHS Oe3neku cucteM iHpopmauiiiHux TtexHomoriit (IT-
systems) 10  OLiHIOBaHHS  cTaHy  KiOepOe3neku  cucTeM
eNIEeKTPOIIOCTAYaHHSL.

Mera fgociizkeHb: BH3HAuUSHHs, aHaii3 1 ¢opmamizamis (axTopis,
o BIUIMBAIOTH Ha CUCTEMY OICPAaTUBHOI'O OHiHIOBaHHH CTany
KibepOe3neKu CUCTEM eNeKTPOTIOCTaYaHHs.

1 AHani3 00’€KTy OLliIHIOBAHHS

CyuacHi eJleKTpOeHEePreTHYHI CUCTeMH (aHTI. - power grids) MaioTh
JIBl OCHOBHI CKJIaJIOBI:
— GHEpreTMYHa KOMIIOHEHTa (TeHepallisl eJeKTPOCHePTii, PO3MOIi,
JIOCTaBKa, 3a0e3MeueHHs KIEHTIB);
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— KibepHeTH4Ha (xoMm’r0TEepHA) KOMIIOHEHTa (MOHITOPHHT
€HEepPTeTUYHUX IPOIIECiB 1 KEpyBaHHS X CTAHOM).

Jo cxiany eHepreTHIHOi KOMIIOHEHTH BiTHOCATHCS:

— eNIeKTPOCTaHIIi1 (TeHepyodi 00’ eKTH),

— eNeKTPHYHI MiACTaHI] (IepETBOPECHHS €NEKTPOCHEPTii 32 JOTIOMOTOI0
TpaHc(OPMATOPIB Ta IHIIUX MPUCTPOIB; PO3MOIINI EIEKTPOIIOTOKIB 32
JOIIOMOTOI0 ~ KOMYTYIOUMX HPHCTPOiB; KOHTPOJIb 3a CTaHOM
CJIEKTPOTIIOTOKIB 32  JIOTIOMOTOI0  Pi3HOMAaHITHHX  CEHCOpiB i
aKTyaToOpiB);

— MepexXi eNeKTPONOCTadaHHs, IO MOEAHYIOTh EJIEeKTPOCTAaHMIl i3
MIICTAHIISIMY 1 KITIEHTaMU (CITOKHBaYaMHu);

— abOHEHTCHKI IPUCTPOT KIIIEHTIB.

KibepHeTHYHY KOMIIOHEHTY HNPHUHHATO Ha3MBaTH IHOYCHPIANbHOIO
cucmemoio ynpasninnsa (Industrial Control System, ICS). B cBoro uepry B
3aJIeXKHOCTI BiJl MacIuTaOiB i 3aBaaHb ynpasiinHs [CS nmoainstorees Ha:

— CHCTEMH JUCIETYEPCHKOTO YIpaBIiHHA Ta 300py naHux (Supervisory

Control and Data Acquisition (SCADA) systems);

— posnoxineni cuctemu ympasiaiaasa (Distributed Control Systems,

DCS);

— mporpamMoBaHi Joridti kouTposepu (Programmable Logic Controllers,

PLC).

PLC wmoxytp Bxogutu a0 ckmanxy DCS. V cBowo uepry, DCS
MOXYTb BXOAUTH 110 cki1axy SCADA cucrem.

s ynpaBiiHHS Oi3HEC-TIpollecaMH OIepaTopa eJICKTPONOCTaYaAHHS
BUKOPHCTOBYIOThCS OKpeMi cucteMu iH(opMmaniiHuX TexHOJIOTIH (nadi,
IT-system of management, ITSoM). 3 MipkyBaHb KibepOe3neku Taki
cuctemu noBuHHI OyTH Bimokpemuieni Big ICS [1], ane Ha mpakTHii 1€
4acTo MopymyeThest. BimoMi kibepaTtaku Ha CHCTEMH €JIEKTPOIIOCTAYaHHS
VYkpaiuu Oyio 3aificaeno uepe3 ITSoM. ¥V mopasipmioMy mpu BH3HAUYCHI
CYTHOCTI  OIIIHIOBAaHHS CTaHy KiOepBpa3JMBOCTI 1ie  HEOOXiIHO
BpaxoByBaTH. Hampukian, mpu yTOYHEHI CKJaxy O00’€KTy OIiHIOBAaHHS
MOTPIOHO TMOMAUIATH CHUTYyallii BXOJKeHHs/He BXomkeHHs I[TSoM mo
KibepHeTHYHOI KOMIOHeHTH power grid. JlomimpHO Ha meprioMy erami
MPOBOAWTH  OIIIHIOBAHHS JUIsl CHUTYyallii “kiOepHeTHYHAa KOMIIOHEHTa -
timeku ICS 7, a Ha gpyromy - “kibepHermunHa kommoHeHTa - ICS i
ITSoM”.
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2 AHaJji3 akTyaJbHUX NPUHIMNIB 3a0e3neyeHHs KidepOe3neku

AHani3 HasBHHUX NPAKTUK 3aXUCTy KOPIOPATUBHHX 1H(QOpPMAIiHHO-
tenexkomyHikaniiHux cucreM (ITC) nmo3Bosisie BUIUIMTH NBI aKTyanbHI
cTparerii mpoTuzii kideparakam: pPEaKTHBHHH 3aXUCT 1 HPOAaKTHBHUI
(IpeBeHTHBHUI) 3aXHUCT. 3arajlbHOI0 OCHOBOIO JUIs IIMX CTpaTerii €
IPOLECH:

1. cnocrepexeHHs B peanbHOMY uaci (in real time) 3a momisMu B
MMO3HAYCHOMY CETMEHTI KiOepIpoCcTopy;

2. QopMmyBaHHsS 3a JIONOMOIOI0 CEHCOpiB, 30ip 1 HOPMYBaHHs
iHpopMmanii npo mnoxii Oe3neku B €AMHOMY IIEHTPI OIEPaTHBHOL
00po0OKwy;

3. aHaui3 noAid 1 NpUIHATTA PillIeHHs PO HAsBHICTh KidepaTaky;
4. TpUHHATTA pIlIEHHS NPO NPOTUAIIO arami 1 peaizalis IbOTo
pIlLICHHS 32 JOIOMOTI'OI0 aKTyaTopiB Oe3neku (BUKOHAaBYMX MPUCTPOIB
Oe3meKn).

Jnst peakTHBHOT cTpaTerii MPUIHATTS PIlCHHS PO BUSABICHHS aTakH
BinOyBaeThCs Mmicid 11 3aKiHUEHHs. 3aXOAW MPOTHUIIl MOXKYThH 3amOOIirTH
JUIIe Takii ke caMid  HacTymHid atami. IS TpOaKTHBHOTO
(TIpeBEHTUBHOTO) 3aXWCTy BUSABJICHHS aTakd Mae BimOyTHCA IIe 10 ii
3aBEpLICHHA. Y TaKOMYy BHIAQIKy 3alHMIIAEThCA Yac Ha peai3awilo
3axOJiB IEPEepPUBAHHS ITi€1 aTaKM.

Kiro4oBoro  4acTHHOMO CyJ4acHHX  CHCTeM  Kibep3axucry
koprmopatuBHuX ITC € T1eHTpm omepamiii  kibepOesmeku  (the
CyberSecurity Operations Center, CSOC a6o SOC). Taki meHTpu 3a
JIOTIOMOTOI0  oTiepaTopiB i/abo 3aco0iB  ympaBiiHHA iHpOpMaIi€e i
momissmu  Oesnexu (Security of Information and Event Management,
SIEM) 3 pi3HEM CTyICHEM aBTOMATH3allii peali3yloTh IepepaxoBaHi
BuIIe nporecu 1-4. BiT4n3HAHI HOPMAaTUBHO-TIPAaBOBI TIOKYMEHTH B c(epi
3aXHCTy 1HQOPMAIITHO-TEICKOMYHIKAIIHHAX CHCTEM B SBHOMY BHTJISI
HE BH3HAYAIOTh 1 HE PErIaMEHTYIOTh MPOLECH 3aXUCTYy B PEKHMI
peanbHOro 4acy. Sk mpaBwiio, peamizaliisi B pamMKax KOMIUICKCHOI
cucremn 3axucty iHdopmanii (KC3I) 3axomiB 3axucry  Bif
HecaHknioHoBanux gii (HCJl) 3mificHIOEThCS Ha OCHOBI  cTparerii
peaktuBHOro 3axucry. IHdopmanis mpo mnoxii Oesmekn QopmyeThes
KOMIUIeKcoM 3aco0iB 3axucry (K33) Bin HecaHKLIIOHOBaHMX M Ha
OCHOBI KpUTepiiB (03HaK), sIKi 3aKJIaJICHI 1Ie Ha eTarli IIPOEKTyBaHHSI.
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Peaxuist (BiINOBi/AB) HA IHIUAEHTH O€3MEKH, SIK MPABUIIO, (POPMYETHCS
TiCJIs 3aBEPLICHHS iIHIIMACHTY.

Ha pucynky 1. mpencraBieHa CTpyKTypa 1 OCHOBHI iH(popMamiiiHi
MPOLIECH CHCTEMH ONEPaTHBHOTO KiOEep3axucTy.

SOC
database > CTI
vulnera-
bilities v
(attacks)
Operators
|2 ? 3
SIEM
A I
L
security security
information command 4
Security sensors [  Security actuators
IT-system

Puc. 1. SIEM — ynpasninas inpopmartieto i moxissmu 6e3mexn; CTI — po3Biaka
kibep3arpos. [Iponecn: 1 — MoHiTOpHHT HoAil Oe3nexw; 2 — 30ip i aHami3; 3 —
pilIeHHs po aTaKky: 4 — pilleHHs Ipo BIATOBIAE 1 HOTO peai3allis

[ocnizoBHE BUKOHAHHS TMPOIIECiB Kibep3aXxucTy 1-4 CTaHOBHUTH LUK,
SIKMH TIOCTIHHO TOBTOPIOETHCSA. Ha mouaTky IMKITy CEHCOpH Oe3MeKH
(Security sensors) Ha OCHOBI iHgMKaropiB Oe3neku (IHIUKATOPH
kommpomerauii, Indicators Of Compromise, IOCs) BifciaiIKOBYIOTb MOIT
6e3nexu (komrpomertaii). B pasi BuzHauenns noaii inopmais 6e3nexu
(security information) wnampaBmsietbess g0 SOC, e omepatopu 3a
JIOTTIOMOT 00 TIporpaMHux 3aco0iB SIEM aHamizyroTh ii Ha BiIMOBITHICTH
nomitumi - Oesmeku. Y BHNAIKY BUSIBJICHHST ~ KiOepartaku abo
KiOEpIHIUICHTY NPUHAMAETHCS DIlIEHHS IPO IIJArOTOBKY Biamosimi. B
KiHIIl UIMKIy akTtyaropu Oesnmekn  (Security actuators) Ha OCHOBI
OTpUMaHUX KOMaHJ Oe3mekn (security commands) BHKOHYIOTH Iie
pimeHHss. OCHOBOIO MOHITOPHHTY O€3NEKH 3a JIOTIOMOTOI0 CEHCOpIB €
I0Cs, mo Bm3HauawTbC po3Biakor Kkidep3arpo3 (Cyber Threat
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Intelligence, CTI). Ixeperamu IOCs MOXyTh OyTH 30BHIIIHI 0a3u JaHUX
3arpos/atak (DataBase Vulnerabilities/Attacks, DBV/A), abo cnenianbHi
MeToau 30BHIIHKOI/BHYTpimHBOI CTI opranizamii.

[InpoxkomacmTabHe 3aCTOCYBaHHS IPOTH HAI[IOHAJIBHOI KPUTHYHOI
iHppacTpykTypu ckimagHux kioeparak tuiry APT (Advanced Persistent
Threat, BOOCKOHaJCHa/pO3BHHEHA CTalla 3arpo3a) CTajJO MOTYKHUM
CTHMYJIOM JIJIsl PO3BUTKY METO/IIB IPOAKTUBHOTO 3aXUCTy Ha ocHOBI SOC.

Xapaxrepaum a1t APTs e:

— aTaka IpEeACTaBise€ CKIATHUK Habip B3a€MONOB’SA3aHMX 3a YacoM i
MIPOCTOPOM Iiif 310BMUCHHKA. OKpeMo i Aii MOXYTh HE BHUKIHKATH
mia03p;

— IUTbOBA aKIIis aTaKH B KibepcerMeHTi 00’ €KTa TOTYEThCS TPUBAIHN Yac
(Bix AEKITBKOX MICSIIB IO POKY i OinbIIe);

— CYKYIHICTh il 370BMHCHHKAa — II€ JIAHIFO’)KOK TAKTHUK, BUKOHAHHS
SIKHX JJO3BOJISIE JIOCSTTH METH aTakd. He3Bakarouu Ha pi3HOMaHITHICT
3ac00iB, M0 BUKOPHCTOBYIOTHCS B APTS, HaOip OLNBIIOCTI TaKTHK i iX
CYTHICTP 3aJTUIIAIOTHCS TOCTIHHIMH.

Yei mi  ¢akTOpW CHPHUSAIOTH PO3BUTKY KOHCTPYKTHBHHX METOJIB

MPOAaKTUBHOTO Kibep3axucty Big APTs.

3 Mogenb npoueaypH OliHIOBAHHS CTAHY Ki0epOe3nexku
CHCTeMH eJIEKTPONOCTAYAHHS

IIpoBenenuit Buile aHami3 00’€KTY OI[IHIOBAHHS O3BOJISIE TPOBECTH
nojaneiny  opmarizamiro. s mbOro  MPEACTaBUMO  MPOIECIYPY
OLIIHIOBAaHHS SK CUCTeMY Y BUDIANl iH(pOpMAaILiitHO-(yHKIIOHAIBHOT
CTPYKTYpH (pHc.2).

Taka crTpykTypa € mnepuwiiM piBHeM dopmaiizanii npouexypu
OLIIHIOBaHHS. BoHa [103BOJIsSIE KOHKPETH3YBAaTH 33jady OLHIOBAHHS
HIISIXOM JISKOMIIO3UIIIT Ha Pi3Hi CHTYyaIlil 3a IEBHUMH O3HAKAMHU.

Hampukian, 3a o3HaKow “‘ckial KiOEpPHETHYHOI KOMIIOHEHTH
MOXIIMBO OTPUMATH HACTYIHMW TMepesik cuTyauid (mami - mkaua
cuTyauiit ckinany kibepHetnuHoi komnoHeHnTH, mkana CCKK, tabum.1).
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Power grid
(00 KT OHIIORAHKA )

KiGepuerina
koMmonenTa (KK)

—————— |
1SOC 24 7!

Looars)

Exeprerimna
KOMIOHCHEA

Hopy.

?

?

'.’ ing2 J

lah3 J ?

Iag!
[ad2 - mxana oW HIOBAKHA
[ud3 — KprTepil OIHIOBAHHS
S — CCHCOMI YIPARTIHAR, A
YIPABRTIHAR

THPOPMAIIE NPo KIGCPEKOMITOHEHTY

AKTYaTOpR

S8 — cencoprBeanexn, SA — axryaropu Gernexi
[CS — 1IyCTpiauIbHA CHCTEMA YIPARITIHHR
SOC — uestp onepauiii xibepdeznexit

: b  Oninxa l

Puc. 2. CtpykTypa OIiHIOBaHHS CTaHy KiOepOe3IeKH CUCTEMU

CJICKTPOIIOCTaYaHHA
Taoauus 4.
IlIxama CCKK
KK-1 KK-2 KK-3 KK-4
ICS + + +
ITS + - +
SOC 2417 - + +

Hus curyanii KK-2 B indopmanii npo norounuii cran KK (Iad1)
Tpeba BimoOpaxaTu Oinbiue napamerpiB Hix gt KK-1 (NKK-2 > NKK-
1, ne N — xinekictp napamerpiB). [ms KK-3 — NKK-3 > NKK-2.
OrmuintoBanns s cutyamii KK-4 Oyne HalGinpIl CKIIaJHUM 3a IIKAJIOK0
CCKK. B acmekti mi€i mkaau TakKoXX IIOCTa€ MUTAHHSA aKTyaJIbHOCTI
inpopmanii [Hdp 1. CTpiMkuit mOCTiiHUN PO3BUTOK TEXHOJIOTIH BTPyYaHHS
B KiOepHETHYHY KOMIOHEHTY CTaBUTh NMUTAHHA MPO 301IBIICHHS YaCTOTH
OIIiHIOBAaHHS, SIKY MOKJIMBO TPEACTABUTH y BUIJIAII NEPiOLy OI[IHIOBAaHHS
TOL. Curyanii TOLL = 2 pasu/pik, TOL| = 2 pazu/micsaup i TOL = 2
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pa3w/ToAMHYy 3HAa4YyHO BIJIPI3HSAIOTHCS, IO BIUIMBAE 1 HAa METOIU
(opmyBaHHS OIHKH. B mepimmx qBOX BHUIIAAKaxX € 4ac ISl 3aCTOCYBaHHS
METOJIIB eKCIepTHOI ouiHKY 11 popmyBanHs [HP1 (ToOTO hopmyBaHHS
iHpopMauii Ha OCHOBI 3HaHb PO aKTyallbHY CUTYalilo, 0 chopMOBaHi y
KOMIIETEHTHUX CIIEIaicTiB — eKCHepTiB y raiys3i kibepzaxucry). B
OCTaHHbOMY BHIAJKy 4Yac Ha BHUKOPHCTaHHS  EKCIIEPTHHUX MiIXOJIB

BiJICYTHII.
Ha mopanemomy piBHI (opmaiizauii mpoueaypu OIIHIOBaHHS CTa€
NUTaHHA  BU3HAYCHHS ceHCcy (cemanTHkM) iH(poOpMauii, IO

3actocoByeTbest (IHd 1, IHD2, Tnd3 -?). ko posrnsaaTu iHpopmarito sIK
BJIaCTHBICTh (-BOCTi) 00’€KTy, IO BiZoOpaxkeHi y IHIIOMY O00’€KTi
(aTpuOyTHUBHO-TpaHCEPTHUHA MiIXiJ OO0 CYTHOCTI iHpopmarii, [2]), To
cemantukoro  iHdopmauii IH}2 (wkana ouiHoBaHHA) Oyne HaOIp
napameTpiB Oe3meku, mo xapaktepHi st gaHoi ICS 1 Oynau BU3HAYCHI
3a3Jaleriib Ha OCHOBI NOMITHKH KibepOe3neku. CeMaHTHKOIO iH(pOopMarlil
Iud3 (xpurepii ouiHtoBaHHs) OyJe HaOip 3Ha4YCHb MapaMmeTpiB Oe3reky,
IO 3a3jaJierifb BHM3HA4YeHI NojiTHKolo Oesmexu ans paHol ICS. 3a
JIOTIKOI0 CTPYKTYPH OIIHIOBAaHHS, M0 pO3IIIAAAETHCSI, CEMAHTHKOIO
inpopmauii Tudl (morouna indopmauis mpo KK) mms curyamii KK1
OyZyTh TIOTOYHI 3HA4YeHHS IapaMmeTpiB, M0  BIACTIIKOBYIOTBCS
BiAmoBigHO 1o mikaiau ouiHoBaHHSA (IH(2). Ilicns HopMyBaHHS 1
MOTOYHI 3HAYEHHS MOPIBHIOIOTHCS 13 KPUTEpisMH KiDepOe3rneku st
nmanoi ICS. 3a pesympraTamum 1b0ro (OPMYEThCS OLIHKA CTaHy
KibepOe3neKxH.

JlonaTkoBO TOTPIOHO BiJA3HAYMTH 1€ 1 OpO IHIIY HEOOXigHY
iHpopMalito, 1o He BimoOpaxkeHa Yy CTpyKTypi, ane ii moTpiGHO
BpPaxOBYBaTH y MpOIeAypl OIiHIOBaHHSA mpu (GopmysBanHi. lle mepernik
MOXIIMBHX MapamMeTpiB Oe3leKku, 3a JOMOMOIO SKHX MOXIJIHBO
¢dopmyBaru mikanu ouintoBanHs s ICS pisHoi koHdirypaii. Hazsemo
Taky iHpopmariiro “aderkoro mapamerpis 6esneku 1CS”, Tuh4.

AJIeKBaTHICTh 3alpONOHOBaHOI Mopeni (CTPYKTYpH) OIIHIOBaHHS
MOXIIMBO BHU3HAYMTH TIPH IOPIBHAHHI 13 ICHYIOYOIO CHCTEMOIO
OIIIHIOBAaHHS CTaHy Oe3meku iH(pOopMaIliitHO-TeIeKOMYHIKaliHHUX CHCTEM
(Ha3Ba, 110 3aCTOCOBYETHCS B HAI[IOHATBHUX HOPMAaTHBHHUX JOKYMEHTAaX i
aHaJyorigHa 3a cyTTio Ha3Bi “IT-system”). [Ipomnexypa omiHIOBaHHS CTaHy
3aXUIICHOCTI iHpOpMaIliiHO-TeneKoMyHiKamiitHux cuctem (mam — ITC)
BiJl HECAHKI[IOHOBaHMX Jiif perymoerbest pokymentamu HJI T3I 2.5-004-
99 1 HJ T3I 2.5-005-99 [3, 4]. CyrHicTh ICHYIOYOi mpOLEAYPH
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ouinroBaHHs [TC MOXJINBO KOPOTKO NMPEACTaBUTH HACTYIIHUMU YHUHOM
[5]:

a) ICHye CTpYKTypOBaHMi 3aransHuil HaOip mocmyr 3axucty (HII3).
Koxna mocmyra Bignosimae Bimomiit 3arposi. I[lociyru peanizyroTbes
BIAMOBITHUMH 3aco0amu 3axucTy. Bei mocimyru 3aXucty CTpyKTypoBaHi
Ha 4 rpynnm 3a TUOaMH OCHOBHHX 3arpo3: 1) TOpyIICHHS
koHpinenuiHocti inpopmarnii (K); 2) mopymenns uimicHocti (II); 3)
nopymenHs pocrynsocti ([1); 4) nopymenns crioctepexiuBocTi (C);

b) Ha ocnoBi 3arambHOro Habopy mocayr HII3 Ta o6paHoi mOmiTHKA
Oesnexu (opMyeThcs (QYHKIIOHATBHUA HaOIp MOCIYr Uil KOHKPETHOI
ITC (manmi - ¢ynkuionansHuit npodins 3axuieHocti, ®I13) ITC, mo
BIINOBiJa€ OCHOBHUM 3aBJIaHHSIM 3aXHCTY;

) BigmoBimHo 10 ®II3 pPO3pOOHHK CHCTEMH 3aXKCTy BH3HAYA€ i
BcTanoBmoe B ITC cepTrdikoBaHi 3aCO0H 3aXHCTY;

d) ominka crany O6e3mekd (GOPMYeETbCS B paMKax JepiKaBHOI
CKCIICPTH3M Ha OCHOBI IEPEBIPKH BiIIOBITHOCTI PO3pPOOJICHOI CHCTEMH
3axMCTy paHiuie oopanomy OII3.

B tabnuui 2 npeacTaBieHi pe3ybTaTu MOPIBHSHHS 3alPOINIOHOBAHOT
MO/IeJi OLIHIOBaHHS Ta iCHYI04YOI poueaypH ouiHoBanHs 6e3neku [TC.

Ta0auus 2.
IMpoueaypa ouiHIOBaHHS Mojeib O1[iHIOBAHHSI
oe3nexu ITC ki0epOe3nexu cucreMu
€JIeKTPONOCTaYaHHS]
1 | CrpykTypoBaHUii 3araabHUI AGeTka mapamMeTpiB
HaOip nocuyr 3axucty (HII3) kibep6esneku ICS, (Ind4)
2 | dyHKUioHATBEHUHN MPOQiIL [kana ouintoBauus (IH)2)
3axuiieHocTi, OI13
3 | Koxna nocnyra i3 HIT3 Kpurepii orminroBanss (Iud3)

MOBUHHA OyTH peaiizoBaHa B
cucreMi 3axucty ITC

4 | HasBHICTh IMOCITYTH 3aXUCTY B [Morouna iHdopMamis mpo cTaH
cucremi 3axucry (iHdopmanis ICS (Imd1).

BU3HAYAETHCA B paMKax
JIep’KaBHOT eKCIEPTH3H)

Koxnomy Bunmy iHdopmamii, mo BU3HAUY€HAa B  PaMKax
3anporioHoBaHoi Mozeni (iHdopmaniitHO-QyHKIIOHAIEHOI CTPYKTYPH)
OLIHIOBaHHS CTaHy KiOepOe3neKHn CHCTEeMH  EJIeKTPONOCTaYaHHs
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BiAnoBigae iHopmaniiHuii 00’€KT i3 iCHYIOYOI NPOLETYyPH OLIHIOBAHHS
crany Oesneku ITC. BigmiHHICTH mpolieyp HOBHHHA OyTH BCTaHOBJICHA
B paMKax JJOAATKOBUX JOCIIJKEHb 13 BpaXyBaHHIM:

- ocobnuBocter cTpyktyp eneprernunoi (EK) 1 xibepHernunoi
komnoHeHT (KK);

- ocobmuBocti B3aemozii EK i KK;

- BUMOT JI0 OIIEPaTHUBHOCTI Mporeaypy onintoBaHHs st 1CS.

Oco0muBicte B3aemonii EK i KK MoxiuBo posrisiatd Ha OCHOBI
MoJeni iHpopManiiHUX MpoLeciB KiOEpHETHYHOT CHCTEMHU 1 KpHUTEpiiB X
oesneku [6]. [Ipu 11bOMY HEOOXIJHO TaKOX BpPAaXOBYBATH MiJXOIU IO
(hopmaiizoBaHOrO NpeICTaBICHHs KibeprnpocTopy 1 KibepoOesneku [7].

4 3acrocyBaHHs TEXHOJIOTII TPyNOBOI IeKOMIIO3MILii Ta
€KCIePTHOr0 OL[iHIOBAHHS

VY Bumaakax, KOJM MepioJUYHICTh 3MIHM iH(popMamii Jomyckae
MOJKJIMBICTh TMOTEPEIHBOIO aHami3y (He B YMOBax peajbHOTO dYacy),
JIOLUILHUM € 3aCTOCYBaHHSI TEXHOJOTIi, 110 JI03BOJISIE 3aJy4aTH 3HAHHS
eKCIIEPTiB Ta 1H)KEHEPIiB MO 3HAHHAX IS OOYI0BH MOAENI MPEAMETHOT
obnacti. Taka Mozens MoXe SBISTH CO00K0 MOOYIOBaHy IUIIXOM
JNeKOMMO3uIii iepapxito kpurepii [8], Ha OCHOBI SKOi MOKIHBO
NPOBOJWTH  OLIHIOBaHHSA  CTaHy  KiOepBpa3iIMBOCTI  KPUTHYHHX
iHppacTpyKTyp.

41 CyTHicTh TexHOJIOTii

TexHomnoriro  po3poOieHO AN 3aCTOCYBaHHI Yy  CJaOKo
CTPYKTYpPOBaHUX oOOJIacTsAX, KoJM iH(opMauii aius oOIrpyHTOBAHOTO
NPUAHSATTSA pillieHh € HEeIOCTATHbO 1 3HAHHSA B OOJIACTI 3aCTOCYBAHHSI
CyTTe€BO oOMexeHi, HedopMmaltizoBaHi 1 34e0LIbIIOr0 PO3MOALIEH] cepel
BYy3bKOCIICIIaII30BaHUX  ClielianicTiB-ekcnepTiB. Hapasi  TexHooris
peaitizoBaHa y BHUIJISIAI BeO-OpPIEHTOBAHOT PO3MOALICHOT KOMIT FOTEPHOT
cucreMu [9], 1m0 103BOJIsiE iHXKEHEpaM IO 3HAaHHAX (OpraHizaTopam
eKCIIepTH3) Ta eKCIepTaM He 30MpaThCh JUIS CIIBHOT pOOOTH Y IEBHOMY
MiCIli, a TpaImoBaTH BiIJAJICHO, HAJAIOYM 3HAHHS, HEOOXimHI ISt
moOyI0BY aJeKBATHOT MOEITI.

TexHomorist nepegdavyae HACTYITHI €TamH.

— @opMyIIOBaHHS OPTraHi3aTOPOM EKCIEPTH3H TOJOBHOTO KPUTEPIIO JUIs

OIL[IHIOBAHHS,

— dopmyBaHHS TPYNH KOMIIETEHTHHX CIICLIANICTIB AJISl TPOBEICHHS
eKCTIEPTH3H;
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— IIpoBesieHHS  KOJIEKTMBOM  €KCIIEPTIB  JICKOMITO3MLIi T'OJIOBHOTO
kpurepito. Lleif eran moinseTsCcs HAa HACTYITHI TiAETAIN :

e DopMyITIOBaHHS KOXXHAM OKDEMHM WICHOM TPYIH MHOXUHH
¢axropiB, o Ha ¥Horo/ii ;ymMKy 3HauHO (He MeHuIe Hix Ha 10% Bix
yCiX BIUIMBIB) BIUIMBAIOTh HAa ()OPMYBaHHS OLIHKH 33 KPUTEPIEM;

e Komn KoXeH 3 eKCHepTiB, M0 NPHUMAIOTh Y4acTh y EKCHepTH3i
c(hopMyBaB MHOXXHHY CKJIaJIOBUX KPUTEpit0 (HaWOUIbII CYTTEBHX 3
Horo/ii Touku 30py), TOAI MPOBOAUTHCS TPYIYBaHHS yCiX HaJaHHUX
eKcriepraMy GOpMYJIFOBaHb Y TPYIU 338 OJJHAKOBUM 3MICTOM;

o [IpoBomuThcs TPYMOBHA BUOip Kpamoro (GOpMyITIOBaHHS y KOXKHIN
IpyIi OJJHAKOBHX 32 3MICTOM (POPMYIIIOBaHb IUITXOM T'OJIOCYBaHHSI.
lonocyBanHs mependayae MOXKIMBICTH BiJJIaTH TOJIOC 32 OJHE i3
(dbopMmyroBaHb, a00 BIIMITUTH CBOE Oa)KaHHS HE BKJIFOYATH YKOJHE 3
¢dbopMytoBaHb Ipynu (HAOPUKIAJA, 4epe3 He JIOCTaTHbO 3HAUYHHN
BIUIUB LILOTO (haKTOpa Ha KPUTEPiH, 110 JEKOMIIO3YETHCS).

VY pe3yibpTari LBOro €Talry rpynol eKCIepTiB B yMOBaX KOHCEHCYCY
(hopMyeThbcsI MHOXXKMHA HaWBaroMimmx (akTopiB, MO0 BIUIMBAIOTH Ha
neBHuit kputepiii. Ha mnowatky — ue rosnoBHHH cHOpMYIbOBaHUI
KPHUTEPIi, a y XOJIi MOJANBIIOT JEKOMITO3HIIIT — [1¢ MOXKE OyTH OyIb-SIKUii
KpHUTEpill, SKMHA JOIUIBHO PO3JUIMTH Ha CKJIAAOBL. TakuM YHUHOM
(OopMyIOTBCSL  B3a€EMOIIOB’sI3aHI ~ KOMIIOHEHTH,  SIKi  (OPMYIOThH
y3arajgbHEHUI KPUTEPIil IS OIIHIOBAHHS.

JlekoMIIo3H1lisi TOJIOBHOTO KPHUTEPI0 MPOBOAUTBHCS Y pE3yJbTaTi
MOBTOPIOBAHOTO  ITEpAliHHOTO  MPOILECY, SKHH  KOHTPOJIIOETHCS
oprasizaropoM excrieptusu. Lls 0co0a, sk iHKeHep M0 3HAHHSX, TPUAMAE
pillIeHHs] PO HEOOXiIHICTh MOJNANIBIIOI JEKOMIIO3MIIT KPHUTEpIiB, IO
CKJIQJIAl0Th MHOXKHHY KOMIIOHEHTIB CHUCTEMHM OLHIOBaHHS. J[ns koxHOT
TaKoi JEKOMIIO3MLII Moke (OpPMYyBaTHCh OKpeMa Tpyla eKCIIepTiB,
HaHOLIBII KOMIIETEHTHHUX Y MMOTOYHOMY MUTaHHI, 1110 po3risaaerses [10].
PileHHs npo NpUIMHEHHS MOJajbLIOro MPoLeCy AEKOMIIO3HIIT TOTro, Yu
IHILIOTO KPUTEPIIO MPUHMAETHCS IHKEHEPOM I10 3HAHHSIX Yy TOMY BUIAJIKY,
SKIIO 33 IUM KPUTEPIEM MOXIJIMBO OTPUMATH JIETKO-BUMIPIOBAaHUIA,
OakaHoO, KITbKiCHUI ITOKa3HUK, [0 XapaKTEPHU3YE CUCTEMY.

— TIpoBesieHHs TPYNOBOTO EKCIIEPTHOTO OI[IHIOBaHHS B32€MOBILIMBIB
KpPHUTEpiiB y CHCTEMi OILIHIOBaHHSI. Y pe3ynbTaTi LBOr0 eTamy 3
3aCTOCYBaHHSIM METOAIB TPYNOBOTO  €KCHEPTHOT'O  OLIHIOBAHHS
CKJIaaMH TpPyIl eKCHEepTiB, IO MPOBOJAMIM CaMe€ BH3HA4YCHY
JIEKOMITO3HIIIIO, BU3HAYAIOTHCS BIHOCHI KoeQiIlieHTH
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Oe3rocepeIHbOTO BIUIMBY KPUTEPIiB Ha KPUTEPii BULIOTrO piBHA B I
iepapxie moaiOHIN CTPYKTYPI.

[licns BHKOHaHHS IIHOTO OCTaHHBOTO €TAlly MOJENb CHCTEMH
OIIIHIOBaHHS MOXXE€ BBa)KaTHUCh MMOOYIOBAaHOIO, i Terep Ha OCHOBI INi€l
MOJIeNi, IO SIBIISIE COOOI0 CTPYKTYPY B3aEMOIOB’SI3aHUX Pi3HO-3HAYNMHUX
(hakTOpiB MOXKIMBO BU3HAYHTH BiHOCHE 3HAYCHHS OIIIHKH 33 TOJOBHHM
KpHUTEpieM.

4.2 Mo:x1uBHUi NPUKJIa] ONIHIOBAHHA CTAHY Ki0epBpa3nuBocTi
CHCTeM eJIEKTPONOCTAYAHHSA

Ha rimoTeTHYHOMY NpPHKIaAi PO3IIITHEMO 3aCTOCYBAaHHS TEXHOJIOTii
Ta poGOTY CHCTEMH.

Hexaii imkeHep 1O 3HAHHAX — 3apEECTPOBAHUA B  CHUCTEMIi
«KoHceHcyc-2» KOpUCTYBad 3 HAIaHUMH NOBHOBa)XEHHSAMH OpraHi3aTtopa
SKCIIepTU3H C(HOPMYIIOBAB TONOBHUH KPHTEPIH OLIHIOBAaHHSA CTaHY
KiOepBpa3IMBOCTI CHCTEM €IIEKTPOIOCTaYaHHs, Hampukiajd, «PiBeHb
3aXUIICHOCTI KiOEPHETUYHO! KOMIIOHEHTH CHCTEM EJIEKTPOIOCTadaHHI».
Maroun BiAIOBiJHI TOBHOBaXXCHHS Y CHCTEMi, OpPTaHi3aTOp €KCIIEPTU3U
HaJla€ TOBHOBAXGHHS [UIA POOOTH y SAKOCTI eKCHEpTiB Tpymi
KOPHCTYBaYiB.

[Ticns BiamoBigHOT aBTeHTH(IKAIIT KOXKEH 13 €KCIIEPTiB BIAMOBIIHO 13
CcBOIM piBHEM O00i3HAHOCTI cHOpPMYIIOBAB TEpeNiK HAWOULIBII BaroMuX
(hakTOpiB, MmO BIUIMBAIOTH HA PIiBeHb 3aXHIICHOCTI KiOEpHETHYHOL
KOMIIOHEHTH CHCTEM eJIeKTporocTadanHs. [1icsi B3a€EMHOTO y3roJKEHHS
i y3araJbHEHHs 3HaHb, HAJaHUX EKCIEPTaMH BHSBHIMCh HaHOLTbII
BIATUMH HACTYIHI (OpMYITIOBaHHS KpPUTEPiiB-KOMIIOHEHTIB CHCTEMH
OIIHIOBAaHHA: «30epekeHHSA MLUTICHOCTI iHpopMamii», «30epexeHHs
KOH(]1IEeHIIITHOCTI iH(opMarIii», «3a0e31eue s JIOCTYITHOCTI
iHpopmamii». Ha maHomy erarmi, iHkeHep MO 3HAHHAX MaB MOMJIUBICTD i
0e3 3amy4eHHs eKCIIePTHUX JYMOK BH3HAUUTH Li KOMIIOHCHTH CHCTEMH,
OCKINTBKM Taka ICKOMIIO3WIlis MependadeHa B KEpiBHUX JOKYMEHTaX
1010 opraHizaii kibepsaxucty [1].

Jaii, koxeH i3 KpUTepiiB, 0 YBIWIIIM O 3raJjaHOr0 BUIIE HEPETKY,
JIEKOMITO3YETHCSI OKPEMO TIPU3HAYEHOIO TPYIIOI0 EKCIIEpPTiB. Y pe3yJbTaTi
OTpPHUMaHO AEKOMIIO3HMILIO, siIka y rpadiyHoMy iHTepdeiici opraHizaropa
EKCIIePTU3M MOXE BUIIIAJATH TaK, K IOKa3aHo Ha Puc.3.
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] e
DiHanuan 1pad). CryTe JAXHMUMHOCT] KOMN WOTSPHUT CHCToMI

Puc. 3. Harnsane npezcraBiieHHs] CTBOPEHOI MOZIENI CUCTEMHU
OIIIHIOBAaHHS Y paMKax cucteMu «KoHceHcyc-2»

[Micns 3BaxxyBaHHS OyT Tpada 3HAYCHHSIMH BITHOCHHX KOEQIIlieHTIB
BIUIMBY, SIKi BH3HAYAIOTBCSI Yy PpE3YIbTaTi MPOBEACHUX TI'PYNOBUX
eKCIePTHUX OIIHIOBaHb, MAa€MO I€papXil0 KpUTEpiiB — MOIENb It
OLIIHIOBaHH: KiOEPBPa3INBOCTEH CHCTEM eNICKTPONIOCTaYaHHSI.

Ha mmwxHIX piBHAX ie€papXii KpuTepiiB MaeMo 00’€KTHBHI MOKa3HHUKU
CUCTEMH, sIKi TPYIH CIEUIANiCTIB BUAUIIIN, K BU3HAYAIBHI U JaHOTO
OLHIOBaHH:. Marouy Taki MOKa3HHUKHU JUIsl HasBHUX CHCTEM, y PE3yJIbTaTi
po3paxyHKiB 3a Meroaukamu [11] oTpumaeMo BiTHOCHI iHIEKCH CTaHy
KiOepBpa3IMBOCTEl KOHKPETHHX CHCTEM eNeKTpornoctadanHs. Jlis
BUMAJKY, KOJM MAaeMO [ OLIHIOBaHHA OJHY €IHHY CHCTEMY
eJIEKTPONIOCTaYaHHs, TO OLIHIOBAHHS IIPOBOIUTHCA y TMOPIBHSIHHI 3i
CTBOPEHHUM €TaJIOHOM — TiIIOTETUYHOT iZIealTbHO 3aXUIIEHOT CHCTEMH.

Ha ocHOBiI Takux iepapXiuHO-MEpPEeKEBUX MOIEICH MONIUBO HE
TIUTBKY BUKOHYBATH MOPIBHAIBHE OIIHIOBAHHS CTaHY KiOEpBPa3IUBOCTEH
CHCTEM EJICKTPOIIOCTAYaHHs, ajie i BUKOHYBaTH ONTHMAIIBHUI PO3MOILN
pecypciB Ui BUKOHAHHS 3aXO[iB IIOJO0 MONIMIICHHS KiOep3axHuIIeHOCTi
cucreM, OynyBaTH [OBrOTEPMIHOBI IUIAaHM Oprasizamii kibep3zaxucry
KPUTHYHUX iHppacTpykTyp [12, 13].

BucHoBku
VY naniii poboTi 3ampONOHOBAHO MiAXig IO pO3pOoOKH mpolexypu

OIIHIOBAaHHSI CTaHy KiOepOe3lmeKkn CHUCTeM eJeKTPOIOCTadYaHHs, SKUH
0a3yeTbCs Ha 3HAHHSAX MPO PiBEHb AKTyallbHUX 3arpo3 i 0coOIMBOCTI
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NPOLIECIB YNPaBIiHHA IUMHU CHCTEMaMH. [IpelncTaBiIeHO MOXKIIHMBICTbH
3aCTOCYBaHHSI TEXHOJIOTII TpYyNoBOi JEKOMIIO3WII, peai3oBaHOl Yy
paMKax po3MOALICHOI CHCTEMH MIATPUMKH MPUIHATTS PillICHb.
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Modern information systems, especially high-risk systems which work
with important data lack proper security models. Decision support
systems and recommendations they produce are extremely dependent on
the data they produce recommendations on, hence they require the most
secure data platform and transparent history of data input and changes.
Many of such systems are centralized and are stored in a single place, like
a data center or even a single machine, where important data can be lost
easily. Most importantly, it can be tampered without many complications,
as for the typical setup there are people who always have access to the
system and its data, including people who know for sure how the system is
made and who can act unnoticed, being bad actors. Through all of this
can be solved by introducing proper monitoring mechanics and
implementing best security practices like using secure protocols and
encryption, this article describes methods which completely exclude data
tampering possibility and add more important properties like data
immutability, decentralization and fault tolerance on a platform level.

Keywords: security, decentralized platforms, distributed systems,
decision support system, knowledge base, data immutability.

1 The Problem of Data Security of Decision Support Systems

Decision support systems (DSS) are systems that take facts and
produce recommendations for decision-makers based on numerous
factors. This recommendations is typically used for informational
purposes only, however, the system’s output might be considered as the
primary conclusion for many complex operations that people usually
cannot handle on their own (examples: social groups behavior research, a
complexnetwork of facts and relationships, others) [1, 2]. The ongoing
increasing of subject domains’ models complexity requires an adequate
and detailed representation of sets of factors and their interactions in the
DSS knowledge base. Significant level of detail of knowledge base leads
to redundancy, ambiguity, contradictions’ presence in the base and, thus,
to the deterioration of the adequacy of subject domains’ models.

A structure of DSS knowledge base is shown in Fig. 1. The main
elements of knowledge base are objects and connections between them.
Knowledge base objects can be one of two types: target or project. Each
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knowledge base object has a name in short wording form. Semantic
meaning of the object is specified by a keyword tuple with corresponding
weights. This object can be quantitative or qualitative, threshold or quasi-
linear. Projects have specific parameters: runtime and resources required.
A connection between knowledge base objects can be positive or
negative, it can have a time delay, compatibility groups. It is also
characterized by a relative impact factor.

l Knowledge base

L _l |

Objects of knowledge base l Relations between objects
. Coanctedsties:  Chamcterstis:
Type: goal/project Positive/negative
Brief formulation of the name of the Time delay
object Groups of compatible objects that
Keyword tuple have a common influence
Quantitative/qualitative Partial factors influence

Threshold/quasilinear
List of Experts
Project’s Duration
Project’s Resources

Fig. 1. Structure of DSS Knowledge Base

Because the recommendations of these systems depends on a data so
much, a proper security model standard must be applied in order to
prevent unauthorized or unexpected changes in the data, which may
change the decision made by decision support system. There are several
concepts related to security that should be reviewed.

1.1 The Need to Trust Entire System and Rely on People

In order to trust the recommendations of decision support system, one
should trust the developers of this system, algorithms behind the system,
people that control and maintain the system and those who interact with it
and input information [2]. Furthermore, produced recommendations can
be incomprehensible or undesirable, which raise more questions rather
than answers regarding system operation [3]. As the result, there are a
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plenty of cases in which each party have to trust the system in order to
accept produced decision.

Having the decision support system that is fully under the control of
one party, or even multiple parties enable them to make decisions
regarding the data they own:

1. Which data to input and how to organize an input process.
Which data to filter from the input and which to keep.
How to organize a decision support process.

How to tune the system for a specific case.

How to properly present and explain the recommendations.

akrown

All of these processes rely on people who work with the system, not to
mention those who input data and the system itself. In such a scheme
there are too many points of failure, the main of which are people
themselves. In case of undesirable results, a group of people can decide to
slightly change the input data achieving the result they desire on their
own. Having a system in which much of the trust relies on people is not
desirable, as people never can be a source of genuine and logical
decisions by their nature [1].

Instead, it is much desirable to have a system which does not require
the trust to its operators and is trusted on a global level. This eliminates
any human errors, as well as intentional attempts to change something in
the system, leaving this change unnoticed.

1.2 Data Tampering Risks

Decision support systems are extremely sensitive to any data they
store and, most importantly, take as an input, as even a slight modification
in this data could drastically change the result. People who input data to
the system can do errors, both accidentally or intentionally, and there is
always a chance for them to play a bad role and intentionally harm the
output of the system by giving an invalid or ambiguous input. Different
methods can be used to reduce the input error, however, they cannot
eliminate it [3].

Moreover, the input data can always be reviewed and validated by
other people. Hence the only thing bad actors can perform in order to
change resulting decisions is to tamper with data and hide any evidence of
it.

Traditional system security models feature many ways to protect data
authenticity, including encryption, data mirroring, backups, monitoring,
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and logging, but even if the system is set up properly and is well-
maintained, there is always a risk that something can go wrong or is
missing, and more importantly there is no way to ensure that the data
wasn’t changed from the moment of its entry [4].

Decentralized data platforms solve this problem by introducing
immutable public or permissioned ledger maintained by multiple parties
that participate in a process of validating this ledger. Hence, a single entry
must be trusted by all or the majority of network participants in order to
be recorded on a ledger. Data is also recorded in a cryptographically
secure way, excluding the possibility of previous records modification

[5].
1.3 Reliability of data storage and knowledge

In traditional storage systems, there is a central database which stores
all the records. To prevent possible data losses in case of emergency,
these systems can be set to do regular backups. However, a special care
needs to be taken in order to ensure that no data was lost, damaged or
tampered. Usually, the systems which guarantee all these properties are
very expensive to afford and maintain.

In comparison, decentralized data platforms offer storage redundancy,
but eliminate all security and maintenance risks. Additionally, the
decentralized system can be configured in order to consume less storage if
required [5].

14 Ownership of information

While in traditional data platforms data is typically owned by one
party, decentralized platforms are highly focused on the problem of
information ownership. Unlike traditional data platforms, they are
designed to not to concentrate all stored information, as well as
computing power on a single party or even in hands of some group.

But this doesn’t mean that the information is not accessible nor is
accessible to all parties. If we take blockchain as an example, every
network participant in a decentralized system can obtain a copy of all
information available, but the information itself can be both open or
encrypted. However, in a properly set up decentralized system, one can be
sure that the information recorded to the decentralized storage is
permanent, and all data that belong to one party won’t change its hands to
another, which is guaranteed by data immutability property of such
systems [6].
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2 Decentralized Security Approaches

In order to protect a typical centralized computer system from all
possible intrusions and attacks, which also applies to decision support
systems, a lot of work must be performed. This, in turn, does not exclude
the possibility of a hack and cannot guarantee that the system is fully
protected. In other words, no matter how the system is protected, there is
always a practical way to attack it.

Decentralized platforms, with blockchain technology as a primary
example, offer a solution to above problems: they eliminate risks of
tampering with the system and provide a data platform with a strictly
determined way of how different parties can interact with the platform
and rules of any possible data manipulations within the platform. Also,
they offer a highly failure-resistant system, which means that even if half
of all network nodes will crash, the system will still continue to operate
normally [5].

Decentralized data platforms like blockchain guarantee by design that
no single party can interrupt the normal, predictable functioning of the
platform, as well as no data can be changed in an undefined way. In other
words, there is no practical way to make a decentralized program produce
a different result from expected, as well as tamper with any historical data

[6].

2.1 Existing Decentralized Data Platforms

The first successful application of a public decentralized platform was
released in 2008 by Satoshi Nakamoto, the name used by the unknown
person or a group of people who originally developed Bitcoin — a peer-to-
peer electronic cash system, which is still under a high demand today [9].
At that time it was barely possible to call Bitcoin a “decentralized
platform”, as the only functionality it served is virtual value transfers
between parties. The term “decentralized platform” became well-
recognized almost 7 years later, in 2015, with the release of Ethereum —
world’s first practically successful decentralized applications platform,
which allowed people not only to transfer value over the internet but also
to run any programs and computations which cannot be tampered with
[10].

However, there are other emerging technologies that try to address
many blockchain issues. We will briefly describe them below.
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Blockchain. Bitcoin and Ethereum, as the most widely adopted
decentralized platforms, are running using blockchain technology, which
is one that is practically proven to be secure and stable. Blockchain’s
main disadvantage is its scalability issues, which other decentralized data
platforms try to address. However, blockchain sharding, as the most
recently introduced way to scale traditional blockchain platforms, offers a
way to increase blockchain throughput without compromising security
[8].

The name “Blockchain” appeared directly from an underlying
algorithm meaning — the chain of blocks. Transactions in a blockchain are
organized in blocks, and blocks reference each other. This structure with
cryptographically secured references between blocks is called blockchain

18] (Fig. 2).

Block Block
—» Prov Hash | Nonce » Prev Hash | Nonce | —
Tx Tx Tx T |

Fig. 2. Blockchain data structure

In blockchain, each next block must reference its previous block in
order for the whole structure to be valid. This reference isn’t just a link —
it’s a hash of a previous block. If a previous block’s contents changes, its
hash changes, and thus the reference to modified block becomes invalid.
Because the whole network in blockchain validates blocks, every invalid
block is just ignored, leaving no chances to someone to tamper with data
and being unnoticed.

The block size in blockchain is intentionally limited, which leads to
scalability issues [11]. If the block size wasn’t limited, then fewer
network participants could participate in forming a consensus because of
hardware and network throughput limitations.

Hashgraph. Unlike blockchain, hashgraph does not pack transactions
into blocks. Instead, transactions have cryptographic references to each
other, forming a data structure which is also called hashgraph [12]. For
example, in IOTA project, which is an early adopter of this approach, the
global ledger forms a data structure called Tangle, which is a direct
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acyclic graph in which each next transaction reference two previous [13].
The example of the hashgraph structure is depicted in figure 3.

\ hey .*\;“f/

Fig. 3. Hashgraph (direct acyclic graph) structure

Hashgraph uses a probabilistic-based consensus algorithm, as an
opposite to blockchain’s deterministic consensus algorithms. For instance,
to ensure that the particular transaction happened in hashgraph, a network
participant uses a gossip protocol; it asks some of its peers about whether
or not they have the same transaction recorded, and the transaction is
considered valid when, for example, 2/3 of the peers respond positively.

Unlike blockchain, hashgraph doesn’t have a limit of transactions. Its
tangle can theoretically become very big and still be able to handle all
incoming transactions. But, on the other side, hashgraph is less resistant
to attacks. By having enough power, the continuous attack on a hashgraph
ledger can create a “parasitic® hashgraph, which can prevent new
transactions from happening as they might be considered invalid by more
than 1/3 of the network, for example.

There are many examples where Ethereum and other similar
technologies were adopted by businesses, government and healthcare, as
well as many other fields of study. However, these platforms didn’t get
massively adopted yet, as they all suffer from scalability or security
issues. There are many different higher-level solutions were introduced
like sharding, lightning network, plasma, and others, but still, they are all
vulnerable in case of weak algorithms used.

2.2 Existing Consensus Algorithms

A consensus algorithm in a decentralized network is a process used to
achieve agreement on a single data value or a network state among
distributed network participants. In Blockchain, a consensus algorithm is
used to agree on the latest state of a ledger, which is supported by all
network participants [14].
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There are many consensus algorithms in existence, but there are just a
few which are practically proven to work and are widely used as of 2018:
Proof of Work, Proof of Stake and Delegated Proof of Stake. We will
briefly introduce the main idea behind these algorithms and compare
them to each other.

Proof of Work. In a Proof of Work consensus algorithm, the
blockchain network agrees on a rule to accept the valid chain with the
highest total complexity [15]. Everyone in a network can try to increase
the total chain complexity, by adding new blocks with transactions.
Network participants are economically incentivized to add transactions of
other network participants to blocks they produce, as after forging a valid
block they collect all transaction fees plus a block finding reward.

Adding each new block to a chain requires finding such a hash of a
block that maps to a number which is below the given threshold called
complexity. Finding this hash is not a trivial task; this task doesn’t have a
known solution due to the pre-image resistance property of a hash
function used. Thus, the only way to find a valid hash of the block is to
try all possible values of a random number nonce which is used in
hashing.

The first network participant called “miner” who generates a valid
hash from a block broadcasts it to a network, while all other network
participants accept this block because its hash is below the given
complexity for a block. The next block’s complexity is deterministically
computed from the complexity of previous blocks and time required for
its mining so that no matter how powerful computers in the network are,
there is always a stable approximate time between new blocks added to
the network (15 seconds for Ethereum).

Because finding a right hash for a block is time and computational
resources consuming task, network attracts more and more incentivized
parties that try to find a right hash, making network complexity
enormously big, which, in turn, makes any possible attacks to this
network impractical.

Proof of Stake. Proof of Work algorithm requires a lot of energy for
mining [14, 16], and this creates two problems:

e A lot of energy is consumed for a very little amount of useful work
(performing transaction in a blockchain).

e A risk that parties which have supercomputers and computational data
centers can break the network by addressing all their computational
capabilities to it.
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Proof of stake algorithm solves this problem by introducing virtual
mining — a pseudo-random deterministic way of identifying which party
can produce the next block, based on numerous factors. The primary
factor which Proof of Stake takes into account is the party’s stake — the
number of virtual currency the party owns. In Ethereum, for example, this
currency is Ether. This means the more currency the party has, the more
blocks it can produce [17].

Proof of Stake doesn’t solve the problem of one party owning almost
all currency, as well as Proof of Work doesn’t solve the problem of one
party owning all computational powers. However, it is more efficient as it
requires a very few computing resources when compared to Proof of
Work.

Delegated Proof of Stake is one of the most complex consensus
algorithms widely used today. It works similar to Proof of Stake with the
difference in the next block producer selection algorithm. Delegated
Proof of Stake block producer mechanism works more like an election,
where all network participants can vote for block producers using their in-
network currency, thus, increasing their chances to become actual block
producers [18].

Unlike Proof of Stake, there isa limited number of block producer
involved, which allows higher scalability comparing to Proof of Work
and Proof of Stake, as only a limited number of network participants do
actual computations, while others just consume them as is.

2.3 Typical Access Control Models

Because there are tasks that one particular decentralized data platform
cannot handle, such as heavy computations or high throughput and
reliability at the same time, there are several different approaches of how
the decentralized network can be set up in order to fit the needs [5].

Public Decentralized Data Platforms. Public decentralized data
platform is a decentralized data platform intended for a public use,
meaning that any party can transact in its network. Just like the internet,
but immutable, predictable and censorship-resistant. Because the network
of a decentralized data platform is public, any network participant can
transparently see and verify each transaction in it, ensuring that the data
was not corrupted or changed [19, 20].

Ethereum is one of the most well-known public decentralized data
platforms, which is able to handle a maximum of 15 transactions per
second. Handling more transactions per second makes the system more
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centralized, as more resourced is required to support the network, while
not every network participant can afford to have this resources available.

Public decentralized data platforms like Ethereum allow providing a
maximal trust to a software solution based on them. However, sometimes,
these platforms are not scalable enough, and for some cases, there is a
point in using private or permissioned platforms.

Private Decentralized Data Platforms. Because public decentralized
data platforms cannot afford big throughput due to security reasons, there
is an option to launch a private network, which will be only accessible to
a particular number of parties [20]. Making the decentralized network
private means that it eventually loses one of its properties —
decentralization, because it is being controlled by one party which keeps
it private. However, several approaches could help to preserve trust in the
system:

e Occasionally publishing a network state on a regular basis to another
decentralized public ledger, which can be used to validate the state of a
private network in the future.

e Allowing external provisioners to validate the network state on-
demand, by introducing a public registry of backups made by a system
regularly.

While private networks are closer to traditional centralized platforms,
they borrow some useful properties from decentralized ones, like
immutable network history and fault tolerance.

Permissioned Decentralized Data Platforms combine the properties
of public and private decentralized data platforms, finding the golden
mean between two. These platforms are often referenced as consortium
platforms (for example, consortium blockchain). They function just like
public platforms but have more restrictions on who can access the
platform and, more importantly, who can perform which transactions [19,
20].

Speaking of the blockchain technology, in a permissioned
decentralized system there may be a pre-defined set of parties who can
assemble blocks. For instance, in a bank system where more than 10
banks are involved, each bank as a network participant can have an equal
weight, leading to everyone have the same influence on the network. The
rules are strictly defined in a system, and once one instance does not
follow these rules it exists to the chain which is considered invalid by all
other parties, thus leaving the network.
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The biggest example of permissioned blockchain today is Hyperledger
Fabric, providing a flexible blockchain-based platform that can be set up
for almost any needs. While it is highly configurable, there is still no
possible configuration in which the blockchain will be scalable, highly
available and secure at the same time.

3 Security Model for High-Risk Systems

Decentralized data platform application can bring the following
properties to the high-risk systems:

1. Data security and integrity.

Data immutability and transparent history of changes.
Reliable and fault-resistant storage.

Reliable and predictable data processing.

AW

Regarding decision support systems, there are several possible
applications. We describe 2 of them, based on a fully public access
control model and semi-public permissioned model.

Private and consortium security models of decentralized data
platforms are quite challenging to set up properly, so we do not
recommend setting them up for individual organizations, rather than
joining to already existing private or consortium decentralized data
platforms.

3.1 System Security Model Based on Public Decentralized Data
Platforms

One of the main applications is to build a system fully on top of a
decentralized platform. This is always the most desirable scenario,
however, it has two disadvantages:

1. It requires developing a solution which doesn’t have functional bugs
or special method development which allows updating the solution
without further centralization risks.

2. The reliable public decentralized platform which solves a scalability
problem does not exist yet, which limits the number of operations that
can be performed in a decentralized ledger.

In a case of the full decentralization, regarding decision support
system, experts are using the client which is connected to a decentralized
data platform directly, making the direct contributions to a global public
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ledger of a decentralized data platform. The entered data becomes
immutable immediately after the entry, and all its possible future changes
are practically excluded. The diagram demonstrating the process of
information entry, processing and verifying is depicted in figure 4.

2. Vakdates and processes
L. Inputs information entered information
>

Expens Permissioned
decentrabzed
data platform

The System

. —4. Produces result
5. The produced resull s validaled aganst the inpul cala R “

by third party receiving the resul

Fig. 4. System security model where experts directly submit
information to a permissioned decentralized system.

The client used for the data entry by experts uses the decentralized
identity — an account in terms of the decentralized data platform. These
accounts are registered before the data entry

Thus, after the result is processed by the decision support system, each
recommendation given by the system is compared and verified against
input data, which is 100% legit. Moreover, in case of decentralized data
platform can handle the load and computing resources required to process
the input data and produce a decision, the whole decision support system
can be built on top of the decentralized data platform.

3.2 System Security Model Based on Unscalable Public
Decentralized Data Platforms

Taking into account that the public security model currently does not
fit all the needs of a scalable and, as a result, reliable system, we suggest
another approach to creating a reliable and secure trustless system for
high-risk decision support systems based on permissioned decentralized
data platforms.

This security model decreases the required space of stored data within
the decentralized platform, making it cheaper to use. For example, it can
reduce the cost of each complete decision support process to $0.03 in
equivalent, when using Ethereum decentralized platform usage (the
average cost of one transaction in the main Ethereum network, as of
11/8/2018).
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In this security model, the data is entered into the system using a
regular centralized database. After the data is entered by all experts, this
data is cryptographically hashed with a strong hashing algorithm and is
published to a public decentralized data platform as a proof of the data
state. Later, the input information is disclosed and experts confirm that
the resulting hash corresponds to an input data indeed. This data can be
confirmed by any provisioning expert and saved for further proof that the
output was produced from the legit input. This procedure is somehow
similar to obtaining a digital signature for every information entered to
the system, but without a practical way to change the signature itself.

Figure 5 demonstrates this approach. The only information that goes
to a decentralized secure ledger is a hashed information, which stands as a
proof of legit input data that is compared to the original input after the
decision support process is finished.

H =
1. Input information to a private database .
- \
Experts Private et~ \ |
2. Upload signed hash of an input information Database ps

3. Vakdates and processes
entered information

The Sr.\.!em

4. Produces result

To a publc decentralzed ledger ‘
4 =1
5. The produced result is compared with the input data ﬂ

Fig. 5. System security model example where only hashed information is
submitted to a decentralized data platform, making it cheaper to operate

In this scenario it is important to mention that the original data can be
lost, resulting in having a hash that does not correspond to any data. But
at least, for the consumer, this will mean that the process of decision
support was not organized properly and the produced decision can be
forged.

Conclusion

High-risk systems, including decision support systems, require the most
secure program and infrastructure environment to function. Decentralized
data platforms, which is an emerging technology nowadays, is the only
way for systems and applications to practically exclude any tampering
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risks and intrusion possibility. By utilizing the decentralized security
model proposed in this article high-risk systems can expect their data and
processing to be safe and predictable regardless of how the internal
system is developed and maintained.
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BU3HAYEHHS EKCIEPTHUX I'PYII 1JIs1 HAYKOBOI
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Ha cvo200Hi He icnye yHigikosanoi moodeni ois eubopy excnepmis abo
Gaxisyie 3a dopmanrvHuMU O3HAKAMU, MOMY 6 OAHOMY NPOeKni
3anponoHo8aHo nioxio 00 po36'A3anHA 3a0aui NOWYKY eKcnepmieé Ha
OCHOGI Mepedic cnieasmopie. 3anponoHO8aHO MeEmooO NOULYKY HAYKOGUX
KOJeKmueis, wo 003608€ 3a 3A0AHUMU MEPMIHAMU NeGHOI npeomemHol
obnacmi Ha OCHOBL Mepedc MEPMIHIE 3HAXOOUMU 2ZPYNU  GYEHUX,
OisbHiCmb SIKUX 8I0nogioae memamuyi. Pobomy ancopummy peanizosaro
Ha ocHogi inghopmayii 3 Web of science, npoeedeno nopiensuHs pobomu
aneopummy i3 cucmemoro Aminer. 3anpononoganuii memoo 003801€
npogooumu  nowyk 3a  Ginbw  eHyukumu  3anumamy.  JJoyinoHo
sukopucmogyeamu 643 OAHUX AGMOPIE RNiOYAC NOWYKY HAYKOGUX
KONeKmMugig Ol  GUKIIOYEHHSI OOHAKOGUX NPI3GUW, MA  OMPUMAHHSL
demanvHol inpopmayii.

Keywords: wmepeoci cnisasmopie, mepedici mepminie, excnepmu,
HAyKoGI 6azu 0aHux, HayKoei nyoniKayii.

Beryn

Ha cporoani He icHye yHidikoBanoi Mojeni [uisi BUOOpY €KCIEpTiB
abo ¢axiBuiB 3a (opmManbHUMH O3HaKaMH, TOMY B JaHOMY IIPOEKTI
3alpONOHOBAHO IMAXiN A0 pPO3B'SI3aHHS 3a/adi MOUIYKY EKCIEpTiB Ha
OCHOBI MepeX CHiBaBTOpiB. AKTyaJbHUM 3aBIaHHAM € Mia0ip
KOMIIETEHTHUX €KCIEpTiB, 3aly4eHHS HAyKOBI[B JIO BHpILICHHS
BOXIUBUX JEpKaBHUX 3aBHaHb. KpiM Toro, sKicHa eKclepTu3a
HeoOXimHa 1 mma  pedopMyBaHHS caMoi HAyKW, IO PO3MOYATO
KEepiBHHUIITBOM JIep)KaBH 3 MPUHHATTAM 3aK0oHY YKpainu "I[Ipo HaykoBy Ta
HAayKOBO-TEXHIYHY [istibHICTE" Big 26 rpymus 2015 poxy [1].
AKTyanpHICTP TIOIIYKYy Ta (OPMYBaHHS EKCIIEPTHHUX KOJIEKTHBIB
MOB'I3aHO TaKOX 3 ydacTio Ykpainu B mporpami "T'opu3ont-2020" Ta
YKpaiHCBKHUX HAyKOBIIB B SKOCTI €KCIIEPTiB KOHKYPCHHX HPOEKTiB [2].
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Bu3HaueHHs1 TPIOPUTETHUX HANPsMIB, 32 SKMMH YKpaiHa 3MOXeE T'iJTHO
NPE/ICTABUTH HAYKOBI PO3pPOOKM CBITOBIH CHUIBHOTI Ta IOCICTH TiJgHi
Micusl 3a pe3yjbTaTaMH €KCHEPTHOI OLIHKM IPOEKTIB, Ha CHOTOAHI €
OJTHUM 3 TIPIOPUTETHHX 3aBIaHb AepkaBH. POpPMyBaHHsS EKCIIEPTHHX
KOJIEKTUBIB € HEOOXiAHUM JUIi BHUKOHAaHHS I[bOTO  3aBJAHHS.
3anpornoHOBaHUH METO/ MOXKE BUCTYNUTH BAXKJIUBUM IHCTPYMEHTOM IS
00’€KTMBHOTO TPUHHATTA pimeHHs 1npu  QopMyBaHHI NOAIOHHX
KOJICKTUBIB. BUKOpPHCTaHHS 3alpoONOHOBAaHOTO METOAY JO03BOJHTH
NPOBOAUTH OO'€KTUBHHMN MOIIYK MIKHAPOJHUX EKCIIEPTIB IJIs 3aBAaHb
OIIHKK Ta pedOpMYyBaHHS OKPEMHUX Taly3edl B JepKaBi Ha OCHOBI
BIJMOBITHMX HAYKOBUX Tmpamb. PO3B’A30K 3amavi IIBHUAKOTO i
KBaNi(DikOBAHOI'O ~ BHM3HAYEHHS  CKCIEPTHHX TPyl  CIPUSATHME
e(eKTUBHOMY BHKOHaHHIO 3akoHy Ykpainu «[Ipo HaykoBy i HayKoOBO-
TEXHIUYHY €KCIepTU3y» Ta 3akoHy VYKpaiHM «IIpo IHHOBaLifHY
JTSUTBHICTE [3].

Merta mocnimkeHHs MoOJsATae y po3poOIi MeToAy Ta ¥oro ampobarii
U1 KBaJi(pikOBaHOTO i 00’€KTHBHOTO BH3HAYCHHS CKCHEPTHHX TPYI
(axiBImiB 32 O3HAKAMH BOJIOAIHHSA CHCUiaTbHUMH 3HAHHIMH JUIS
3I1HCHEHHS] HAYKOBOI UM HAYKOBO-TEXHIYHOI ~ eKCIIEPTHU3H.

1 IcHyroui migxoau noumykKy KoJeKTUBIB eKCIIepTiB

Ha Oaratbox yKpalHChKHX 1 3aKOpIOHHHMX Be0-caiiTaXx HayKOBHX,
KYJIbTYPHHX Ta IHIIMX MOYXHA 3HAHTH OTOJIOIICHHS 13 MOIIYKY SKCIEPTiB.
Ie MeTox aHKETYBaHHS, HOTO MPOBOAATH B OUHIi a00 3a0uHiit Gopmi [4].
JIyist KaHIUIATIB BUCYBAIOTHCS MEBHI BUMOTH 3 IOCBiy, HABUUOK POOOTH
Ta TOCaaW AJIs1 BUKOHAHHS CKCIEPTH3W B Till UM iHIOIN Tamysi. Jaxuit
METOJ TIOIIYKY €KCIIEPTIiB € Ha JaHU MOMCHT HAHIIOMIMPEHIIIAM Y CBITI.
I[Ipore He s BCiX BHIIB POOIT MOXKHA OTOJOIIYBATH TPUBAIUN
BIIKPUTHI KOHKYpC POOIT Ta HE B KOXXHOMY BHIIAJKy CIIEIalIiCT 3BepHE
yBary Ha OroJIOmeHHs. TOMy TOIIYK eKCHEepTiB IUITXOM aHKETYBaHHS Ta
MPOBEICHH KOHKYPCIB HE € HAHOUTBII €(hEKTHBHIM.

Jpyrum criocoboM MOILIYKY €KCIEpTiB € BUKOPHCTAHHS COLIAIbHUX
Mepex 3 mpodimamMm  cremiamicTiB  Takux Ak ResearchGate
(https://lwww.researchgate.net/), LinkedIn (https://www.linkedin.com/)
[5]. MHammit wmetom momiOHO [0 TOIIYKY eKCIEPTIB METOJaMHU
AQHKETYBaHHS JI03BOJIIE BUBYHUTH 1H(OPMAIIIIO PO CTIeliaicTa Ha OCHOBI
BIATIOBITHOTO MPOQIIIO, IPOTE B TaHOMY BHIIAJIKy HE BHUTPAYA€THCS Yac
Ha TIPOBEIEHHS KOHKYPCY, @ TaKoX ICHYE MOXKJIMBICTh PO3IJISIHYTH
KaHUIaTypy EKCHEPTiB He3aJeXHO Bi KpaiHW NMPOXHMBAHHSA Ta BJIACHOL
3aIliKaBJICHOCTI.
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Jlns HayKoOBOI EKCIIEPTU3H MPOBEICHHS MONIYKY €KCIEPTIB MOKIIUBE
Ha OCHOBI HAYKOMETPUYHHX 0a3 TaHMX, IO MIiCTATh Ipodisli HAYKOBIIB 3
iHpopmamiero mpo myOuiKalii, MUTYBaHHA Ta IHII HAYKO METPHYHI
noka3Huku. HaykoBi mpogini moxna 3HaliTH B Google scholar, Scopus,
Web of science Ta inmmx 0a3zax maHuX. TakoXX iCHYIOTB PecypcHl LI
00’enHaHHs 1H(MOpMaLil PO HAYKOBIIB 3 Pi3HUX 0a3 AaHUX, cepell HUX:
ORCID(https://orcid.org/),  «bibmiomeTprka  YKpaiHCBKOI  HAayKI»
(' http://www.nbuviap.gov.ua/bpnu/), «HaykoBui Ykpaiau( http://irbis-
nbuv.gov.ua), AMiner (https://aminer.org/) ta iumi. ORCID — BcecBiTHBO
BIJOMHUIl cepBic, MO 3a0e3lmedye MOXJIMBICTH 00 €IHATH Ta OIIHUTH
nyOmiKamidHy aKTHUBHICTh HAYKOBIII Ta BH3HAYUTH OCOOMCTICTH
BIONOBITHO 10 imeHTHQiKaTOpy. «bibmiomerpuka yKpaiHCHKOI HAyKW»,
«HayxoBui YkpaiHm» CTBOPEHI HaIllOHAIEHOKO 010Ti0TeKO0 YKpaiHH iM.
B.I. Bepraacekoro o0’eqHaHHS iHpOpMamii y IEpmIOMy BHIIAIKy
HAYKOBUX MPOQINiB i3 CBITOBHX HAYyKOMETPUYHUX PECYPCiB, Y APYTOM —
inpopmamii i3 aBTOpedepariB amcepramiif. AMiner — 0a3a IDaHHUX
HAYKOBIIIB i3 IITYYHOTO IHTENEKTY, Mo MicTuTh 130614292 maykoBmiB
crBopena y Kuralicbkiit HapoHiii pecrryOuini. AMiner MiCTUTB JA€TalbHY
iHpopMaIlif0 TPO aBTOpa: PO3MOALT MyOJiKaliii 3a TeMaTHKaMH,
uuTyBaHHs, iHIeKc ['ipia, g-iHAeKe, Mepexy CIiBaBTOPIB, Miclie poOOTH,
OCHOBHI HaBMYKHM Ta BU3HAYa€ PaHT aBTOpa CEpel IHIIMX BiIIOBIAHO 10
OJTHOTO i3 KpHTepiiB 3a NEBHUM HAyKOBMM HamnpsiMmoM. B AMiner
MPOBOIUTH COPTYBaHHSI MOHA BiJIOBITHO JI0 KpaiHW, MOBH ITyOJIiKaIlii,
CTaTi, pecypciB Ipo aBTOPIB, iHAeKcy ['ipma Ta mo aeTaapbHUM PyOpHKaMm,
a TaKkoX 3a BU3HAYCHUM KOHIENTOM [6]. OCHOBHHUM HEJOJIKOM TaKHX
CalfTiB € 0OMEXEHICTh IOITYKY BiJMOBIIHO J0 BU3HAYCHUX TEMaTHUYHUX
pyOpHK.

B pobGori [7] mpoBemeHWii MOpIBHSIBHWH aHaNi3 METOMIB
ABTOMAaTHYHOTO TMOUIYKY €KCIepTiB. ABTOpaMH MOJENi IOLIYKY
eKCIepTiB TOAUIeHI Ha IMOBIpHICHI (pO3paXxyHOK /s aBTOpiB abo
TeMaTHK), pamkyBaHHs Ta mepexesi (PageRank, HITS). Bubip merony
3aJIeKHUTh BiJl METH IIOLIYKY €KCIEepTiB Ta Jukepena aaHux. Came BXiaHI
JlaHl B HAMO1MBIIiM Mipi BU3HAYAIOTH Pe3yJIbTaT, TOMY Ha MEPIIOMY eTami
aHaJIi3y HaHOIIBII BaXKIIMBO 00paTH 0a3y AaHMX ITyOmiKamii.

2 Mertoxa NomYyKy KOJIEeKTHBIB eKCIepTiB

Jis monryKy excrepTiB BHpILIEHHS AEp’KaBHHUX 3aBAaHb JOLIHHO
NPOBOJUTH TMOMIYK Cepell HAayKOBHX KOJEKTHBIB, IO CQOpPMOBaHI B
MeKaxX NEBHHX HAYKOBHX IIKLJI Ta OOMpaTH CHEUialicTiB 3 pi3HUX
KOJIEKTUBIB. JIkepenoM Juis BU3HAYEHHS EKCHEPTIB MaloTh OyTH
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AaBTOPHUTETHI HayKoBi 0a3W [aHWX, OO MICTATH iH(OpPMAIIO TIPO
HAYKOBIIB i3 YKpaiHu. 3allpoOHOBAaHO BHKOPHUCTOBYBATH aHAJ3 MEPEK
CHiBaBTOPiB, 30KpeMa JJIsi BH3HAYCHHS HAYKOBHX KOJEKTHBIB —
AITOPUTMH HA OCHOBI MOAYISIPHOCTi, IO peani3oBaHi B OuIBIIOCTI
AaBTOMATH30BaHUX IMAKETIB AN OOpOOKHM CKIAJHUX MEpEX Ta TOBEIH
CBOIO €(DEKTHBHICTh Ha OaraThox mpukianax [8]. it mobymoBu mMepex
TEpMIHIB 3aIIPOIIOHOBAHO BHKOPHCTOBYBATH METOAM, IPEICTABICHUH Yy
[9].

TakuM 4MHOM 3aIpPOTIOHOBAHO METOJ MOUIYKY €KCIEpPTiB, 10 MiCTUTh
HACTYITHI eTaIu:

1.BusHavaeTbesl ranysb, B SIKiH IPOBOAMTHCS MOIIYK Ta BiIMOBIIHI
KOHIIETITH.

2.DinbTPYIOTHCA JaHi i3 HAYKOBOi 0a3M JaHUX.

3. DbByayerscs Mepexka CIIBaBTOPiB, OOYHCIIOIOTHCS  OCHOBHI
XapaKTEePUCTUKN MEPEXkKi, MPOBOAUTHCS PO3OUTTS MEpEXi Ha KOJICKTHBU
Ha OCHOBI MOJYJISIPHOCTI.

4. BynyroTbcs Mepexi TepMiHIB IJIs1 KOKHOTO KOJICKTHBY CITiBaBTOPIB.

5. DBynyroTrecsi OKpemi TETEpOreHHI Mepexi, M0 IOE€JHYIOTh
CIIBaBTOPIB Ta TEPMIHHU BIAMOBIAHO 10 CHOPMOBAHHUX Y 3 KJIacTEPiB.

6. BusHauaroTbcss Mepexi i3 HaAHOLIBIIOI KUIBKICTIO BiIMOBITHHX
KOHLIETITIB.

7.IlpoBoAMTBCS  paHXKyBaHHS HAyKOBI[B B MEXax OKPEMHX
KOJICKTHBIB 3a MOKa3HUKAaMH [IEHTPAILHOCTI BiamoBiauo 10 [10].

8. ®opMyeThCSI CITUCOK EKCIIEPTIB BiAIOBITHO.

Jist MOXKIMBOCTI TOPIBHSATH Pe3yJIbTaTH BH3HAYEHI 3 JONOMOTOIO
3aIpOIIOHOBAHOTO METOAY 13 pe3ynbraramMu 0Oa3W JaHuUX Aminer
MPOBEICHO aHami3 MacuBy 0a3sm manmx Web of science B ramysi
MITYYHOTO iHTENEKTy 3a KoHmenToM link prediction s HayKoBIiB, IO
npaioloTe KuTaiickkiii HapoaHiH pecmyOuini. Y BuOipmi orpuMano 674
HayKoBILi. Mepexxa criBaBTOpiB NpejcTaBieHa Ha puc.l (3a J0MoMOroro
VOSviewer)

B pesysnbrari OoTpMMaHO BChOTO I’SITh HAyKOBUX KOJIEKTHBIB, IO
NpaloTh HaJl 33/1aHOI0 TeMaTHKo0. B 6a3i manux Aminer 3HaiiieHo 66
npodiniB 3a BiNNMOBIAHMM KOHIEITOM. B KoXHOMY mpodimi aBTopa
BKa3aHO BiJICOTOK TIpaIlb i3 MEBHOI TEMATHKH, IPOTE HEMAE MOKIMBOCTI
NPOCTEKUTH  BXMBaHHA B  pobOTax OKpeMHX KoHuentiB. B
3aIpOIIOHOBAHOMY METOAlI Ha HACTYHHOMY eTamri OyIyloThcs Mepexi
TepMiHiB (puc.2). TloenrHaHHS Mepex CIiBaBTOPIB Ta MEPEXK TEPMIHIB A€
MOXJIMBICTh BHU3HAYUTH KOJIEKTHBH, IO HAiOUIbIIE IpaIloOloTh 3a
33JaHOI0 TeMaTWkoro. Ha HacTynmHOMy erami MOXXHa IPOBECTH
paHXyBaHHS Ta BMIUIMTH JIiAEPIB HAyKOBHUX HampsMiB. basu maHuMx
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HAYKOBIIIB 000B’SI3KOBO HEOOXiTHO BHKOPHCTOBYBATH MICIs OTPUMAHUX
Ha OCHOBI MepeX CHiBaBTOpiB Ta TepMiHiB. Taki 0a3u HaHWX HOArOThH
MOJKJIMBICTh BU3HAYHUTH JOCBiA TOPOOOK aBTOPIB, BITOKPEMHUTH aBTOPIB 3
OJJHAKOBMMH IIpi3BHINAMU. I[IpexcTaBieHnii MeTO] IMOLIYKY EKCIIEpTiB
rmotpeOye OLTBII AeTanbpHOI ampoOarii s yKpaiHCPKMX HAayKOBIIB Ha
OCHOBI 0a3 TaHUX HAYKOBHUX ITyOJiKaIliii.
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3anpoNIOHOBaHO METOJ] MOUIYKY HAYKOBHX KOJICKTHBIB, IO JO3BOJIIE
3a 3aJaHUMHU TEpMiHAMH TEBHOI NPeIMETHOI 00JacTi Ha OCHOBI Mepex
TEPMIiHIB 3HaXONWUTH TPYNH BUEHHUX, [iSUIBHICTh SAKHX BiINOBiTae
tematui. [Toka3aHo, IO 3aIPONOHOBAHHN METOA JO3BOJISE MPOBOIUTH
MOMIYK 3a OUTPII THYYKAMH 3alliTaMHd B TOPIBHSHHI 13 iCHYIOUHMH
0a3zaMu maHWX eKclepTiB. JlOIIPHO BHUKOPUCTOBYBATH 0a3W IaHUX
HAyKOBLIB IliJ]Yac TOIIYKY HAyKOBHX KOJIEKTHBIB MJIsI BHUKIIOYECHHS
OJTHAKOBHX ITPi3BHII Ta OTPUMaHHS JIeTalbHOI iH(opMaii mpo ekcrepra.

[IyOmikamist MICTHTB pe3yabTaTH IOCTIMKCHb, IIPOBEICHHUX 32
rpanToM [IpesunenTa Ykpainu 3a KOHKypcHUM mpoektom ©75/173-2018
HepxaBaoro hoHIY HyHIAMEHTATBHUX JOCIHIHKEHb.
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MATHEMATICAL MODELS OF CLOUD COMPUTING WITH
ABSOLUTE - RELATIVE PRIORITIES OF PROVIDING
COMPUTER RESOURCES TO USERS IN CONDITIONS OF
FUNCTIONING FEATURES AND FAILURES

Matov A.Y.
Institute for information recording of NAS of Ukraine, Kyiv,Ukraine

Analytical models of cloud systems (CS) are developed as
queuing systems with a mixed discipline of resource allocation.
The models take into account failures and various functioning
features and have arbitrary distribution laws for many stochastic
processes. Such models for the CS are used for the first time. One
of the main indicators of the effectiveness of the CS are indicators
based on the evaluation of the time characteristics of these
systems. Violation of the permissible time constraints, for example,
the response time of the cloud system, adversely affects the
efficiency of solving the target tasks of the user. This is
particularly important for real-time systems and, first of all, for
specific information systems built using private cloud systems.

General description of the models is as follows. The input of
the cloud system, which implements a mixed service discipline
(with relative and absolute priorities), receives N Poisson flows of
requests for resources with corresponding N priorities. The
duration of application processing of various flows have their own
arbitrary distribution laws. An application with relative priority
interrupted by applications with absolute priority, returns to the
queue. Two disciplines of the resumption of service A and B are
considered. Within the same priority, applications are processed
on a first-come, first-served basis.

The CS fails according to the Poisson law, and is restored
under an arbitrary law. During the recovery period, elements of
adaptation to failures are used: applications of some flows to the
queue are accepted and accumulated, while others are not
accepted (the discipline of the queue replenishment, 1 and I,
respectively,). The denial of service device can occur both during
its free state and during the application processing. Two
disciplines of resumption of service after restoration C and D are
considered. An interrupted application is processed from the point
of its interruption. The combination of disciplines - resumption of
service and queue replenishment - allows us to consider
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independent models of various types of systems that have the
respective designation.

Various functioning features include various combinations of
disciplines A, B, C, D, I and II.

Keywords: cloud computing, discipline of providing computing
resources, adaptation and optimization of service disciplines,
efficiency of adaptation, mixed service discipline, mathematical
model.

Introduction

The development of mathematical models of cloud computing or
information systems created using clouds is an important area for
identifying and improving their characteristics [1,3,10...12]. Cloud
computing (CC) is an object with a high level of uncertainty in the
functioning process, the main factors of which are [1,3]:

-problem of the flow of requests for computing resources (CR);

-presence of the required CR and the accidental time of their use by
customers;

-accidently failure of the infrastructure of the CC and the time of their
elimination;

-necessity to provide certain time characteristics for a number of
clients, for example, the response time of the CC;

-necessity of optimal use of PR depending on the cost of time delay of
customers ordered results of calculations and operating conditions;

-necessity of introduction of adaptation in the process of functioning
CC in order to provide certain time characteristics for a number of clients
and optimal use OP.

One of the main indicators of the effectiveness of CC is the indicators
based on the assessment of the time characteristics of these systems.
Violation of permissible time constraints, for example, the response time
of the CR, affects the effectiveness of the solution of user targets, which
is of particular importance for real-time systems. First of all it concerns
special information systems, which are built using private CC.

The stochastic nature of the main factors and the necessity of
quantification of mass processes on the basis of the theory of probability
determines the use of the theory of mass service. Then it is possible and
appropriate to use the technology of the dynamic adaptive mixed
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discipline of providing CR (maintenance) to users of the CC [1] as
mechanisms of adaptation of the CS.

Analytical models for calculation of time characteristics are offered in
the conditions of the features of the functioning of the CC using a mixed
discipline of service with absolutely relative priorities and taking into
account failures. Models are based on works [2,4 7, 9].

Description of the model of cloud infrastructure operation with
mixed service discipline and adaptation to failures

Let the input of the CC system, in which the discipline of service with
a relatively absolute priority is implemented, arrive N Poisson flows of
applications of intensity A(m,n) (M=LM, n=1LN,). These flows
are aligned with N priorities [2].

The duration of the maintenance of applications of priority (m, n) is a
random variable with a distribution function B (t), the first b (m, n)
and the second b® (m,n) start point.

An application of priority (m, n) whose service is interrupted by
applications from groups with 1, m—1, numbers is returned to the queue.

Updating its service is possible either after servicing all interrupted
applications (maintenance discipline A), or after servicing all interrupted
applications and all applications for accumulated flows, the m group with

(m,1), (m,n—1) numbers (discipline of service upgrade B) .
The serving device (CC) fails in accordance with the Poisson law with
the /”LO parameter. The period of recovery of the device is a random

variable that has an arbitrary distribution law B,(t) with the first bO and

second b02 initial moments.

During the restoration of the service device, requests of some streams
in the queue are accepted, while others are not accepted. This condition is

given by the matrix-row of coefficients n, i=1,_N, , and in the case if
requests of the n, =1 stream are accepted in the queue, and if requests
n, =0 are denied.

Adaptation to bounce will be that in the period of recovery device
incoming applications can either accumulate in the queue (discipline
replenishment queue 1), or receive a refusal and leave the system
(discipline replenishment queue II).
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Failure of the servicing device can occur both during its free state and
during service of the application. In the latter case, the renewal of the
service is carried out either from the interrupted application, if there are
no applications interrupting its service, (the discipline of the renewal of
service C), or from applications of the senior relative priority of the
corresponding group, if any (discipline of renewal of service D).

In case of repeated receipt of the servicing device, the interrupted
application shall be maintained from the place where it was interrupted.
Within one priority, applications are served in the order of receipt.

The combination of service updating disciplines and queue
replenishment allows you to consider independent models of different
types of systems that have the proper designation. Different features of
functioning consist of various combinations of disciplines A, B, C, D, |
and I1.

Let CC be in stationary mode, which R, <K, condition is for

systems of type I, and for systems of type Il -R, <1. Here

M N
Ry =2.> p(mn) - total loading of the device applications (

m=1 n=1
(o(m,n) = A(m,n)b(m,n) - loading of the device (m, n) -
applications), and K, =1/(1+ p,) - the system readiness coefficient (
(o, = A b, - loading the device with refusals).

It is necessary to determine the average V(IM, N) time spent in the

system of applications of each (m, n) -priority, ie, the response time of the
system CC.

Definition of time characteristics of a model of a system of type
AS-1.

To determine the average time of applications in the system (time
response systems) type AS-I use the known direct method [2].

Let some application (j, k) be a priority in the system. The average
duration of this application in the system v (j, k) consists of the average
waiting time in the queue w (j, k) and the average service time b (j, k):

v(J, k) =w(j, k) +b(j, k) 1)

The average waiting time in the queue w (j, k) consists of the average
waiting time before service and the average standby time in the
interrupted state u (j, k):
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w(j, k) =w,, (5, k) +u(j, k). @

The last term in this formula is due to the interruptions in the
maintenance of the application (j, k) -priority of applications from groups

1, ] —1 and denials, that is:
u(j, k) =u;(j, k) +u,(j, k). 3)

Average time from the beginning of service (j, k) - application to
completion is the average full time of service:

O(j, k) =b(j, k) +u(j,k) - 4)

Let's start with the calculation u (j, k), for which we apply the
approach described in [2].
During the service (j, k) -supply on average will occur b(j,k)A,
i1 Ny
interruptions where A, = > > A(m,n) the intensity of the total flow of

m=1 n=1
interrupted applications.

As a result of these interruptions (j, k), the application returns to the
queue and waits for the termination of service interruptions that will
continue in b( j, k)R, average units of time

jil Nm

where R;; => > A(m,n)b(m,n). (5)

m=1 n=1
During this time, applications from groups 1, j—1 will be received,
which will lead to an increase in waiting time (j, k) - applications for
value b(j,k)Rjz_l. In addition, the service of these applications will be

accompanied by additional accumulation of applications of the same
priorities, requiring service before (j, k) -payment. This process is endless,
with supplements to the waiting time (j, k) -positions form a declining
geometric progression with a denominator R, , <1. The sum of members

of such geometric progression is the mean time of all service interruptions
(j, k) -request:

R.
TO =p(j k) —2—. 6
(Jj )l—RH (6)

In the mean time 7", the device will fail 7® 4, , resulting in it will
be restored within 74,5, = T® p, units of time. Since in the system type
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AS-I during the period of recovery the device again receives applications
that continue to accumulate in the queue, then after the device is restored,
the average waiting time (j, k) -supply in the interrupted state will

increase by
2

R. R:
TO =T py ——=b(j.K)py —2—7 - ()
’ 1- Rj—l ’ (1_ Rj_l)2

During this time there may be a refusal of the device, the restoration
of which will be accompanied by the accumulation of new applications
served before (j, k) -payments, etc.

The total time of all applications service interruptions (j, k) -priority of

1, j-1 application groups, taking into account device refusals

u,(j,k)=T% +7@ +.. .+ 7™ . This expression represents the sum of

two infinitely decreasing geometric progressions. After calculating the
sum of the members of each of them and compiling the results, we get:

U, (§.K) = b(j. k) —L ©®
3 K, —R._,

r J
Similarly, the average waiting time (j, k) is determined in the
interrupted state due to device refusals u,(j,k). The only difference is

the beginning of reasoning. During the service (j, k) -supply, the device
will fail on b(j,k)A,average, which will result in its restoration within

b(j,k)p, units of time. Taking into account the possibility of
accumulation in the period of device renewal and priority service of
applications with absolute priority from 1, j—1 group, the average
waiting time (j, k) -payments will increase by

b(j. k)00 — L
1-R,,

During this time, the device can again be denied, which additionally
R.
i

1-R,,

increases the waiting time (j, k) - request for value b(j,k)p; etc.

In the final analysis, we get:

i . K
Uy (3, k) =b(j.k) o ©
r j—1
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Then the total average waiting time (j, k) -request in the interrupted
state:
R_,+K, p
u(j,k)=b(j,k)—-=L——"9 10
(J,k) =b(j, k) K.—R,, (10)

and the total average service time (j, k) -request:

@(j,k)zb(j,k)ﬁ. (11)

r j—1

Now calculate w,, (j,k). Before (j, k) -request entered the system for

the first time, the following should be done:
1) the device is restored

2) an application has been served from 1_1 or groups of submissions
of the served application from the m groups;

3) service requests from 2_j groups interrupted by applications from
1,j_—1 groups;

4) service requests from Zﬂ groups interrupted by denials of the
device;

5) existing requests for streams with numbers (1,1),(j,k) are served;

6) service requests flowed with numbers (1,1),(j,k—1) received
during the waiting time (j, k) -request, taking into account device refusals.

For the average duration of these events, we write the equation:
W, (J.k) =04 +o (5, K)+7r(j. k) +77,(j. k) +
j—1 N, k
+> > W, (mn)p(mn)+> w, (j,n)e(,n)+ . (12)
n=1

m=1 n=1
- Rk . K. 20
+Hoy +ZH(J1k)]|<r_—Rj,k—l+ZH(J,k)I<r_—Rj,k—l
Here
o, =K, p,A, - average time for updating the device in the presence
(i, k)-position: K, p, - probability of recovery of the device [2],
A, =b? 1 2Db,;
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PNy
a(j,k)=Y_>" p(m,n)A(m,n) —average time for the maintenance of

m=1n+1

the application by the device in the presence (j, k)-request:
A(m,n) =b® (m n)/2b(m n);

n(j,k) = ZZ p(mn)A(m,n) - average time to receive

m=2 n_l m-1

applications from 2, ] groups interrupted by applications from groups

— K
1, —1'Wp(m ,n) - probability of staying in queue (m, n) -
applications, interrupted by applications from 1,m-1 groups. This
probability is determined by the formula (8), taking into account the
intensity A(m, n) of the flow (m, n) -payments;

17,(J, k) = ZZ < p(mn)A(m,n) — average time of
m=1n=1 Ros
subscription of applications from l_j groups interrupted by device
refusals;
K. P

Kr - Rm—l
applications, interrupted by the denial of the device. This probability is
determined on the basis of (9) with account A(m,n);

z,,(J,k) - average waiting time (j, k) — application, equal to the sum

of the considered components without accounting o, ;
j-1 Ny,
=3 p(m, n)+2p(1 n).
m=1 n=1
Note that in each queue there can be no more than one application
interrupted by applications with absolute priority or denial.
After simple transformations from equation (12) we obtain the
following recurrence relation:

p(m,n)— the probability that the queue has (m, n)-
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W (1K) = {K o+ 23 e
xp(m,n)A(m,n)+JZ:meH(m,n)p(m,n)+ . (13)

+Sow, (mp(im]

j—1 Ny

Where R;, =Y > p(m, n)+2p(1 n.

m=1 n=1
To obtain a formula for epr|C|t determlnatlon, we analyze the relation
(23) for "pure" service disciplines with a relative and absolute priority.
For the discipline of service with a relative priority we receive:

Ny
Kippho + . pL )AL )
- for the first flow w, (1,1) = n-1 7
K [K, = p@1)]

- for the second flow.

K7 ooy + ip(l, nA(Ln)
M) = e UK, o@D p@2]

These formulas allow us to assume a general solution in the form:

K? oo + ip(l- n)A(L n)
w,, (1, k) = ot ; (14)
(K =R )K= Ry,

k-1 K
Where R, , = Zp(l, n), Ry = Zp(l,n).
n=1 n=1

For the discipline of service with absolute priority
(M=N, N_,=1forall m :1,_M) of the expression (13) we obtain:

» for the flow of the first group
Krapvo +p(LDART)

K,[K, - p(1D)]
« for the flow of the second group

Wy (11 1) =
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K2 pohy + pLDALD) + p(2DA(2,1)

[K, = p@LDIIK, - p(11) - p(2.1)]
Then on the basis of these equalities we get the general expression:

J
Koo, + 2> p(M,1DA(M,1)
m=1

(Kr - Rj—l,l)(Kr - Rj,l)

Wy (211) =

w, (j,1) = (15)

Where
= i

Rj—l,l :Zp(mil)l Rj‘l =Zp(m,1) .
m=1 m=1

Analyzing the expression (14) and (15), it is easy to assume the
general form of the formula for determining W, (],K) for a mixed
discipline of service:

i Nm
K? oA, + ZZp(m, n)A(m, n)
W " k — m=1 n=1 . 16

1 (1, K) (K. —R, . (K, R ) (16)

Substituting formula (16) in (13) and making simple transformations,
we can verify the validity of this assumption.

By expressions (11) and (16) we calculate the required average time
of stay (j, k) -request v (j, k) in the AS-I system

Similarly, as for the system type AC-I, formulas can be derived for
determining the temporal characteristics for the remaining systems type
AC-I11, BD-I, BD-II.

The models take into account the physical properties of the CC, such
as instantaneous elasticity (dynamic allocation and release of resources
for fast scaling according to needs) and measuring service (management
and optimization of resources with the help of measuring instruments).
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FUZZY SET OBJECTS CLUSTERING METHOD USING
EVOLUTION TECHNOLOGIES

Hnatiienko Hryhorii Mykolaiovych® and Suprun Oleh Oleksiiovych?
Intellectual and Information Systems Department, Taras Shevchenko National
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Presented in the article method allows an expert, or person, who
makes decisions, to effectively evaluate, calculate and make the best
decision on the large set of opinions. The biggest problem while
performing the trustful quality assessment is to build an adequate
comparison matrix, based on human opinions, since reviews may vary
greatly, and it’s impossible to appreciate them all, when dealing with big
data. Thus, a method to rank and cluster these results is required.
Analyzing the fuzzy set objects, most of classic algorithms can not be used,
since it’s impossible or hard to design a proper target function, so the
evolution technology method is used. It allows not only to build a proper
clusters around the given centers, but also to find these centers, to
evaluate the best radius and the most important attributes. Besides that,
large amount of parameters allows an expert to choose the most important
aspects or vary the time, used to solve the problem. The algorithm and
required preparations are described in the article.

Keywords: Complex Information Systems, Fuzzy Sets, Evolution
Technologies, Objects Clustering.

Introduction

In the modern information society, more and more information require
evaluating, investigating and ranking every day. It can be seen in every
day life, when planning the day or the nearest future, choosing different
products in the shop, or looking for the best options of summer vocation.
In all these situations the human has to overview large amounts of
information and responds to make right decision, in most cases it is done
subconsciously.

The same problem, but in much greater scale, appears while planning
the future steps of big companies, or even countries, choosing the best
products to improve and simulating the economical and financial models.
The consequences are very important, affect the future of many people.
But, to make right decisions, it’s necessary to take into account the
thoughts of many experts, their opinions and advises, the number of such
experts in big companies may vary from dozens to hundreds.
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Besides the great number of opinions, very often they differ not only
by their content, but also the form, and a lot of time is required to build a
normalized table of opinions. To handle this automatically the fuzzy set
principles are used. But, at the same time, most algorithms of data
mining are made to evaluate strict statistical data, that has the same form
and ranged values, that can’t be done with expert opinions. So, the non-
classic method is required to simulate the work of a team that ranks and
makes basic conclusions, based on large number of opinions.

1 Clustering the Fuzzy Set Objects

Cluster analysis is a method of grouping experimental data into
classes. Performing this method, the following condition must be
fulfilled: the experimental values or data that are gathered into one class
or group are closer to each other than to values from other classes,
according to a certain parameter or attribute. The number of clusters can
be arbitrary or constant. The main purpose of data clustering methods is
to ensure that the similarity of the data that is combined into one cluster is
maximal. As a result of solving the clusterization problem, the values
ranking in relatively similar groups is performed. The cluster analysis
application is very diverse and common in many subject areas.

Clustering methods can be used to construct a fuzzy set membership
function. By definition, membership function x,(x) quantitatively

calibrates the membership of the fundamental set elements of the
considerations space x e X to the fuzzy set A. The value U (x)=0
means that the fuzzy set does not include an element x. The value
1, (X) =1means the full membership of an element to a fuzzy set. The

values of the membership function from the interval (0,1) numerically

characterize fuzzy elements.

The designing of membership functions (belonging function, F-
functions) is one of the most important stages in solving decision-making
problems in the fuzzy statement. The uncertainty of measuring the
attribute intensity of an object can consist of the complexity of
measurement, inaccurate intensity measurement, different perception of
the objects properties by experts, etc. The membership function must
fulfil the following requirements:

e continuity, that is a formalization of the following intuitive
statement: when two solutions of the set X do not differ much from
each other, the values of membership functions for these solutions
are also closeto each other;
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e consistency with the ratio of advantages, i.e. £, (%)= #,(x,) then
and only when x > x,.
Let a series of empirical data in a range (0,1), obtained as a result of

measuring a certain value X is given. According to the data analysis
results, it is necessary to formulate a conclusion acceptable to the
researcher, what values the indicated variable acquires. One-dimensional
analysis suggests describing the distribution of one variable, including its
central trend (including average values, median and mode), and
dispersion (including the range and quintile of the data set, and
dissemination measures such as variance and standard deviation). Since
for many practical tasks the determination of the mode, the median, or the
average mean of a given series is insufficient, a cluster analysis can be
applied to the specified series. It is necessary to define clusters that can be
used to build an membership function for the value X', which best classify
the results of measuring the value X and allow to design an membership
function for the value xin the interval (0,1).

The membership function of a fuzzy set is a generalization of the
indicator function of the classical set. In fuzzy logic, it is a degree of
truthfulness. The degrees of truth are sometimes confused with
probability, but they are fundamentally different, since truth indicates that
the value belongs to a given set that is not similar to any phenomenon or
condition. Algorithms for determining the membership function by
analyzing the frequency of values were considered in [1, 2].

Fuzziness appears when the expert tries to quantify the subject area.
Obtaining fuzzy knowledge is an extremely difficult task, such as experts,
as a rule, are not able to adequately design a membership function.
Therefore, so-called standard membership functions, which have a given
form and are described by well-known analytic functions, are often used.
Standard membership function features are easy to apply to many
practical tasks.

2 Clusterization Algorithm

When solving multicriteria optimization problems, the problem of
determining the Pareto domain is strictly objective and solved without the
use of any heuristics. Narrowing the area of effective objects requires the
use of additional information from experts, since effective set of
parameters can not be compared formally with each other. As a rule, three
heuristics are used to determine a single solution to a multicriteria
problem:

332



o one of the allowed transformations is used to transform all values of
object parameters to dimensionless form in a given value range;

o the vector of the criteria relative importance is determined,;

e it is assumed that the multicriteria problem solution is the point of
intersection of the normalized weight coefficients of criteria relative
importance beam with the field of effective alternatives to the
problem.

It is known that designing a structured table of benefits in a formalized
form is a complex task for a human. Research in the field of expert
evaluation tasks and the practice of building decision support systems
show that far not always experts and decision makers have a clear idea of
the structure of preferences for a plurality of objects. In most cases, a
person can not adequately determine the weight factors, or allocate in the
obvious case the heuristics that are used in a decision-making situation.

A common method of presenting the weight coefficients values for N

objects with index i, iel={1..,n} are valid numbers taking into
account the condition of normalization:

> p=1p>0 el

iel

Let as the result of a calculation series the weight coefficients set is
formed:

o) e{pil,...,piL},i el,

where Lis the number of values indexes of normalized weighting
coefficients obtained as a computations result. Based on the obtained
values, the membership functions of the weight coefficients values in the
fuzzy set (0,1) are determined. Approaches to the determination of
membership functions and algorithms for constructing membership
functions based on the analysis of the values frequency are given in [2].

3 Evolution Technologies Implementing

Using the elements of evolutionary technologies for clustering fuzzy
sets objects is logical and can give practically useful results, since they
allow to avoid most problems, that the classic methods meat. For
example, in most cases the target function is undifferentiated, it may not
have a certain interpretation, since it’s built upon the human opinions, that
are rather hard to normalize.
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The most common situation while evaluating the expert’s conclusions
is the need to analyse their thoughts on the set of objects according to
more then one attribute. Thus, the clusterization problem can be stated as
follows: to split the set Q, that consists of n objects into m clusters

Q={S,,S,,...S,}. Every object S, has the set of characteristics,
i, iel= {ln} . The objects data are presented in the "object-attribute"
type table:

TABLE I. OBJECTS DATA

Xy X, e X
S
Sy Pu Pr2 .- Pk
S, P2 P22 .- P
S, Pm Pra Pri

Let the set C* ={Cf,C;,...,C;} be the solution of the clustering

problem. Considering that the objects are points located inside a Kk -
dimensional hyperparallelepiped, the following can be obtained:

C"=argminF(c) = argmln m|n Zn:i {S eR} (Si,Cj),

Ceb €1.C;-Cn) i=1 j=1

with restriction that all potential cluster centers lie inside the
hyperparallelepiped, C =(C,,C,,...,.C,,).

To find the problem solution, genetic algorithm can be used, since it is
one of the most flexible evolution method. The solution search can be
presented as a sequence of the following steps:

Step 1. Generate ( sets, that consist of m elements

o} =(C;,C;,...,Cfn),i =1, and, as usual, q is a number from the set
{20,21,...,50}. The values C! are uniformly distributed in the
hypercube, izl,_q, j =1m,

Step 2. Calculate the distance from each object to each cluster center:
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6, =9(5,0)=( Sl ) |

1=1

where izl_q jzl_n p—l_m
In order to determine which cluster the objects belong to, the search
problem must be solved: for Vi = 1q q,Vj= 1,n find

argmind(s;,C;).
P

Table 2 is obtained, where p; is a cluster number, which the object

Sj belongs to, for i -th potential problem solution.

TABLE II. OBJECT-CLASTER ATTACHMENT
i S, s, .. S,
S
1 pll p12 e pln
2 p21 p22 e p2n
q Pa Py o Pon

Step 3. Calculate the distance form every object to the center of
appropriate cluster that is the potential problem solution:

d, =>d(S,,Cy ), Vi =1q.
j=1

Step 4. If the Genetic Algorithm is chosen to solve the problem, then,
considering the value d, , the following operations are made with the set

C': crossover operation, mutation, and elite selection into the new
population of potential solutions is made.

If the Evolution Strategy method is used, the new potential population
is generated, where every new solution is obtained from “parent”
solution, by adding a normally distributed random displacement
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Xoew = X paremt T (N (0,5%)) . The amount of new potential solutions, as

usual, is 7 times bigger, than the amount of “parent” solutions [1, 2]. The
best solutions from the “parent” and intermediate populations are selected
to the new population.

Step 5. Steps 3-5 steps 3-5 are repeated until the criteria for iterative
process stop are not achieved. Such criteria may be:

— the priori number of iterations;

—foragiven ¢:

‘max d® _ max d(?
1 1

<eg,
or

avgd® —avgd"P|< ¢,
i

or
maxd(Ci(it) Ci(it+1))<8
i 1

where it is iteration number.
Step 6. The clustering problem solutions, after the criteria for iterative
process stop are achieved, are the following:

argmind™ .
citi

The proposed clustering method is a parametric method and it’s
efficiency depends on researcher’s qualification and efficiency of
parameters setting for each specific problem. These parameters are the
following:

e The iteration process stop criteria;

e The crossover and mutation type;

e The type of parents selection and population of the next generation
formation, if the Genetic Algorithm is chosen as optimization
method,;

e The parent-solutions and offspring-solution number;

o Constant or variable value standard deviation;

e Positive or negative dynamics of standard deviation for the
Evolution Strategy.

It is known that the convergence in probability holds for a genetic

algorithm with an elite selection to a new solutions population, and for
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(A + w) — Evolution Strategy, where A - parent-solution number, and
— offspring-solution number with iterations number tending to infinity.

Conclusions

Working with big data is one of many aspects, connected with modern
information society, and nowadays a lot of ranking and clustering
methods are designed and improved. They are required to evaluate and
compute large amount of statistical data, like economical or financial
reports and other. But the main flaw of most of them is that these methods
can be used only with the same systematic data.

At the same time, for large companies it is necessary to combine, or at
least rank the reviews and opinions of many experts, that is impossible
using the classic methods.

To solve this problem the fuzzy sets are used, They allow to
formalize and combine different opinions and to make some conclusions,
based on them. The main principles of performing the fuzzy set objects,
so that the proper results can be obtained, and the main heuristics, are
described in the article. This allows to normalize the results, so that more
complicated algorithm can be implemented.

Clustering different objects can be mat in different fields of science,
but it’s rather new for the fuzzy sets. The target function may differ very
much, it can be undifferentiated and discontinuous, and thus the classic
methods can’t be used. The evolution algorithm performance is presented,
that allows to conduct the clustering process in permissible time period.

As for the future investigations, the possibility of genetic algorithm
improvement must be considered. For example, the usage of evolution
strategy, or implementing the penalty method to improve the
clusterization results.
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CEMAHTHUYECKHUE MOJIEJIN B 3AJAYE MOHUTOPHUHTI A
OBIMECTBEHHOI'O MHEHUS

Hononos A.I., Jlannd /I.B., bepe3sun B.A.
Hucmumym npoonem pezucmpayuu ungpopmayuu HAH Ykpaunoi,
Kuee, Ykpauna

Ilpeonosicen  memoOd  nocmpoenus U UCHOTL30BAHUSA
cemanmuueckux moodeneti (CM) ¢ yenvio HenpepvieHO20 60
6peMeHU  MOHUmMopuHea obwecmeennozo muenusi (MOM).
Cemanmuueckue  MOOeU  NO3GOAAIOM  UCNOAL308AMb  NpU
MoHumopumze 006Wecmeennozo MHeHUsA pe3ynrbmamsi
JQuHe8OCMamucmuyecko2o  ananuza mekcmos (Text Mining),
npumenenuss memooos usenedenus ungopmayuu (Information
Extraction), oyenmxu  monanvnocmu  (sentiment  Analysis).
Ipeonoacennas npoyedypa MOM  exnouaem mpu O0CHOBHble
amana: nocmpoerue u kiacmepusayuro CM; ombop 0okymenmos
U onpedenienue UX MOHATLHOCMU, SU3YANUZAYUIO De3VIbMAMO8.
Ipeonosceno nocmpoenue CM ¢ nomowpwio ancopumma
KOMARAKMUPUYUPOBAHHO20 2pagda 20pU30HMANLHOU BUOUMOCTHU
(CHVG), npumenenue memoooe KiacmepHo20 auawuza Os
onpeoenenusi aKmydaIbHblX —MeMAamuK, OyeHusanue 0oau U
MOHANLHOCMU  OMOENbHBIX — K1ACcmepog 6 cocmase obujezo
memamuyeckozo nomoka ungopmayuu. Paccmompenvr mooenu
omoenbHblx npeomemuvix obnracmeu. Pesynomamul  ananusa
nOOMBEPAHCOAIOM B03MONCHOCHIL UCHONLIOBAHUS NPEOLOACEHHO2O0
Memooa  MOHUMOPUH2A 00WEeCMBEHHO20 MHEHUs 6 PA3IUYHBIX
npeoMemHbIX 001ACMAX.

Knrwueevte cnosa:  modenv  npeomemuou  obaacmu,
ceManmuyeckas, — MoOeib,  KIACMEPHblll — AHAIU3,  AHAIU3
MOHAILHOCMUL, KOHMEHM-MOHUMOPUHL, MOHUMOPUHZ
00WecmeenHo20 MHeHUs

1 IHocTaHoBKa MpoOJIeMbI

Ilox cemantnueckoit momensio (CM) B paMmkax JaHHOH pPabOTHI
OyneM TIOHMMAaTh MO MPEAMETHON 001acTH, HWMEIONIYI0 BHUJ
OpHUEHTHUPOBaHHOTO Tpada, BEPIIMHBI KOTOPOTO  COOTBETCTBYIOT
KOHIIENITaM TPEAMETHOH 00JacTH, a Myrd 3aJal0T OTHOIICHHS MEXITY
Humu. Takas cemaHTHYecKas MOJETb MOXKET TPaKTOBaThCS Kak
CEMaHTHYECKash KapTa MpeaMeTHOW oOmactn. CeMaHTHYECKHE MOJCIH
MO3BOJISIFOT HCIOJB30BATh MPH MOHHUTOPHHIE OOIECTBEHHOTO MHEHUS
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pe3yabTaThl JINHIBOCTATHCTHYECKOTO aHaim3a TekctoB (Text Mining),
NpUMEHEHHST ~ MeTOMOB  m3BiedeHuss — wHopmarmu  (Information
Extraction), comepxarmeiicst B TekcTax u3 cetd UuTepHeT. B TO Bpems,
KaK CYIIECTBYIOIINE MPOEKTHl aHAIN3a OOIIECTBEHHOTO MHEHHUS OOJbIIe
OpPHEHTHPOBAHBI HAa Pa30BbIC (CTATUYHBIC) HCCICIOBAHUS OOIIECTBCHHOTO
MHEHHUSI OTHOCHTEIIPHO OOBEKTOB W SABICHUH, B JaHHOH pabore
npejaiaraeTcs ~ METOJ  aBTOMAaTW3UPOBAHHOTO  IIOCTPOEHHS U
ucnonb3oBaHuss CM Ha OCHOBE HENPEPHIBHOTO BO BpEMEHU MOHUTOPUHTA
obmecTBeHHOro MHeHust B cetu VHteprer. [Ipeanaraercst mpoBeneHue
aHanM3a OOIECTBEHHOTO MHEHUsT Ha OCHOBE METOMOB 00pabOTKH
ecrectBennoro s3pika (Natural Language Processing). Takoit ananu3
HampaBjeH Ha OIpEJeNieHHe OTHOIIEHHS CyObeKTa MOHUTOpPUHTA
00IIECTBEHHOTO MHEHHMS K BBIOpaHHON Teme. OnHON N3 OCHOBHBIX 33134
aHanM3a  OOIIECTBEHHOIO  MHEHMS  SIBIISIETCS  KJIACCHU(HMKALUS
SMOIMOHAIBHON OKPACKU TEKCTa (IIOJIOKUTENBHOH, OTPHLATEIEHON HITH
HEUTpaTBHON).

B 0030pHBIX paboTax, MOCBAIICHHBIX aHATN3Y, N3BICYCHUIO MHEHHH,
Hactpoenmii (Sentiment Analysis — SA, Opinion Mining — OM)
OTMEYAETCsl, YTO 3TO KOMIBIOTEPHOE H3yYCHHWE MHEHHH, OTHOLICHUS
TN K 00BEKTY, KOHIENTY, KOTOpas MOXKET MPEJCTaBJIsATh JIMYHOCTH,
coObITus min temsl [1,2]. B aTux paborax BBLAEISAIOTCS YPOBHH aHAU3a
MHEHUI: YpOBEHb JOKYMEHTa, YPOBEHb IpPEIJIOKEHUsI M acCIeKTHBIH
YpOBEHb, KOTJIa paccMaTpUBAaeTCs MHEHHE B OTHOLICHHH HEKOTOPOTO
KoHrenTa. B [3] aHanmmsmpyercst oOmiecTBEHHOE MHEHHE O BBIOOpax
npesupenta CIIIA B 2012 r. Ha OCHOBE HOBOCTHBIX CTaTeH,
ormyOsimkoBaHHEIX B HTepHeT. Ha ocHOBe 3THX pecypcoB M3 ceTH
WHTepHEeT OBUIM BBIACNCHBI TPHUIDICTHl ‘CyOBEKT-TIAroi-o0beKT” H C
MOMOIIBIO0 MX TOCTPOEHBI ceMaHTHuYeckue rpadsl. PesynbTarsl aHanmsa
M30MpaTeNbHOM KaMNaHWKM OBUIM TIOJydEHBI IIyTEM HCCIIETOBAHUS
XapaKTEePUCTUK CEMAaHTUUECKHUX I'padoB.

2 MeTon mNOCTPOEHUS] W HMCHOJL30BAHUS CEMAHTUYECKHX
Mojeeit

B nmanHO# paGoTe mpemIokeH METOJ] MOCTPOCHUS U HCIOJIb30BAHUS
CM pis 3anad MOM B cetn IHTEpHET, IpenycMaTpUBAIOIINI TPH dTama:
— mocTpoeHue u kinacrepusanusi CM;
— 0oT0Op JOKYMEHTOB U OINpe/IeNICHHE TOHAILHOCTH TEMATHK;
— BH3yaJu3auus pe3yJbTaToB.
Ha nepBom sTane npousBoauTCs:
— BBIOOpKA MacCHBa JOKYMEHTOB I mocTpoeHust CM;
— HaxoXJEHHE KOHIIENTOB; ompeaeneHue cBszeil CM myrem
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TTOCTPOCHHUS KOMIAaKTH(QUITUPOBAHHOTO rpaga
TOPHU30HTAIHHON BUAUMOCTH [4];

— xiIactepuzays rpada;

— (opMHpOBaHHE 3aMPOCOB, COOTBETCTBYIOIINX KiacTepaMm (Ha
OCHOBE HAMICHHBIX KJIACTEPOB OJKCIEPTAMH BBLACIAIOTCS
TeMaTHKH W  (QOpMyTHpYIOTCS  3ampochl Ui oTOopa
COOTBETCTBYIOIINX JOKYMEHTOB).

Ha BTOpoMm »Tane npounsBoauTcs:

— 0oTOOp JJOKyMEHTOB, COOTBETCTBYIOIINX TEMATHKaM (IIOATEMBI),
n3 001ero HHPOPMAIIOHHOTO TIOTOKA C IIOMOILBIO 3aIIPOCOB;

— OmpenensieTcst UX J0Js B 00IIEeM ITOTOKE JOKYMEHTOB;

— Onpenensiercsi TOHAIBHOCTh JOKYMEHTOB COOTBETCTBYFOLIMX
TEeMaTHK.

Ha TpetpeM sTamne TeMaTHKH C TOHAIBHOCTSIMU:

— BUSYQJIM3HPYIOTCS Ha KapTe;

— 3ammChIBalOTCA cocTosHHMA B 0azy naHHbIX (B/l) cuctembl
MOHHTOPUHTA MU MOCICOYIOIIEro IOJNYYeHHs JUHAMHKA
U3MCHCHHA PE3YJILTATOB BO BPEMCHMU.

Huxe PacCMOTPEHBI OCHOBHBIC OIICpAllK, BBIIIOJIHACMBIC B COCTAaBE
9THX TpPeX JTAIlOB.

3 JTan nocrpoeHns u kaacrepusanun CM

DTam npeaycMaTpuBaeT 0TOOp MacCHBa JOKYMEHTOB JJIsI TIOCTPOEHUS
ceMaHTHueckoi Moxaenu. Ha ocHoBe 3alaHHOTO O0OBEKTa MOHHUTOPHHIA
(opmynupyeTcs 3apoc Ha BEIOOPKY MAacCHBa JJOKYMEHTOB.

Haxooicoenue xonyenmos. Bxongmue B MaccuB JIOKYMEHTBI
NPOXOAAT  TPEABAPHUTENbHYI0 00paboTKy, yHaleHue CiryxeOHO
uH(OpMAaLMK, a TAKXKE CTOMN-CIOB, HE HECYIIMX CMBICIIOBOI Harpys3ku.
Taxoke TPOBOIUTCS CTEMMHHT (TIPHUBE/ICHHUE CJIOB K OCHOBE). 3aTeM, Ha
OCHOBE yueTa u3BeCTHhIX MeTpuk (Hanpumep, |FIDF) wus cnos
MaccuBa JIOKYMEHTOB OTOMpalOTCs HauOojiee Ba)KHbIC, HMEIOIIUE
HanOOJBIINI BEC MOHATHSL.

Onpedenenue  ceaseu  CM  nymem  nocmpoenus — epaga
20pU30OHMANbHOU  guoumocmu. Jlisi  ompeneneHust CBs3ed  MEeXIy
KOHLIENTAMH M TOCTPOGHUS  CEMAHTHUYECKOW MOJAEIH HCIONb3yeTcs
ITOPUTM KOMIAKTU(QHUIIMPOBAHHOTO Tpada ropu30HTAIBHON BUIUMOCTH
(KI'TB) [7].

Ocobennocts ucnone3oBanust anroputma KITB B manHoit padote
COCTOWT B TOM, YTO €r0O IEpPBBIC /IBa IIara BBIIOIHSIOTCS OTIEIBHO JUISA
KaXI0ro mpemiokeHus anammsupyemoro tekcra. OBORB mpomecce
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pa3pabOTKM MPEANIOKEHHOTO METOJa, MPOBOIIIOCH HCCIECIOBaHNE
noctpoernss CM 1t TOKyMeHTOB, cobupaembIM 1o temam 1llenkoBoro
nytd («One Belt, One Road» — OBOR), Hopax Crpum-2, TMO wu
HEKOTOpBIM ApyruM. @parmMeHT Tpada CEeMaHTHYECKOH MoJenH,
noctpoerHor g 28 koHmenToB TeMbl OBOR ¢ momormpio onrMcanHoro
ajroputMma npuseneH Ha Puc. 1.

japapese abe trade
' e
o werd

Japan mingster

summit
region I v
profects i = =y, % ,m i rugsia
c”c ‘/ o = - "ﬂm < :
~-chinese

invegiment billion.  COOPEFation seclirity - 4§ in@ia paKistan

Puc. 1. ®parmenT rpada ceMaHTHUSCKONH MOAETH ISt 28 KOHICTITOB
TemMsl OBOR

Knacmepuszayus epagpa CM. YduTbiBas aKTyalbHOCTb AaCHEKTHOTO
YPOBHSI aHa/M3a MHEHUH, MOCJIE MOCTPOCHUS CEMaHTHUYSCKOW MOJCITH
aHATM3UPYETCS €€ CeTeBas CTPYKTypa C T[OMOIIBI0 aJIrOPHUTMOB
Kiactepusaiuu rpadoB — BeisiBieHHs coobmects (clastering graph,
community detection). CooGiecTBo ompenensiercss Kak — IUIOTHO
CBsI3aHHAsI TPYIIA Y3JIOB, KOTOpasi C1abo CBsA3aHa C OCTAJIbHOW YaCThIO
ceru. B [5] paccmoTpeHo Oosiee JecaTKa aNropuTMOB KJIACTEPU3AIMHI JIIsT
BBIBJICHUS €co001LEeCTB Kak HeTepeceKaonmnxcs, TaK u
MepeKPHIBAIOIINXCS (M co00ImIecT obonx THIOB). /I KiacTepu3amu
rpagoB CM paccMaTpuUBaIOCh MNPUMCHEHHE PA3IMYHBIX HM3BECTHBIX
anroputMoB. Cpein N3BECTHBIX aITOPUTMOB TIOMCKa COOOIIECTB B Tpade
MOYXHO BBIIENIUTh ajiroput™ LOUVAIN, B COOTBETCTBHH C KOTOPHIM B
Havaje aIfOPUTMa KaKaasi BEpPIIHHA 00pa3yeT OTASIbHOE COOOIIECTRO.

Dopmuposanue 3anpocos, COOMEEMCMEYIOWUX Kiacmepam. B
pesyabrare Kiactepusamud rpada CeMaHTHYECKOH MOomaenud ObLIH
HaliJiecHbl  MHOXKECTBa  Haumboyiee  CBS3aHHBIX  BepmUH  rpada,
COOTBETCTBYIOIINX BBISABICHHBIM KIIACTEPaM, T.C. MHOXECTBA OJH3KUX
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noHATHH. Ha ocHOBe STHX MOHATHI B 00mEM IOTOKE IOKYMEHTOB,
XapaKTepU3YIOIMNX aHATU3UPYEMYIO IIPEIMETHYIO 00JIacTh, BBIICISIOTCS
TEMATHUKH, aCMEeKTHl. DKCIEPTHl B JaHHOW NpeIMETHON 00JacTH TaroT
Ha3BaHUI OJTUM TeMaTWKaM ®  (QOPMYIUPYIOT  3ampochl  UIA
mocJeayomero orbopa ¢ MOMOIIBI0  HH(OPMAIIMOHHO-TIOMCKOBO
CUCTEMBI JOKYMEHTOB, COOTBETCTBYIOLINX TEMAaTHKaM, U3 OOIIEro IMOTOKa
JIOKYMECHTOB, XapaKTEPU3YIOIIUX OOIIYIO MPEAMETHYIO 00JIaCTh.

Hnst  paccmatpuBaemoit Templ OBOR, Ha ocHOBe HailIeHHBIX
KJIACTEPOB, 3KCIEPTaMU OBUTH CPOPMYIHUPOBAHBI YETHIPE TEMATHKH H
COOTBETCTBYIOIIIME MM 3ampochkl, HpuBencHHble B Tabm. 1. Ha aTowm,
MICPUOJTUYCCKU TOBTOPSIEMBIH 3Tal OOYYCHUS CHCTEMbl MOHUTOPHHTA
(mepros MOBTOPEHUS OT HECKOJIBKUX YacCOB JI0 CYTOK), peaJnu3yeMblil IpH
MIOMOIIK aJITOPUTMa TIOCTPOCHUS U Kiactepmuzanun CM, 3akaHUINBaCTCA.

Oman omébopa 00Kymenmoe u onpeodenenus MOHANLHOCHMU
memamuk. OTO0p TOKYMEHTOB TEMaTHK M3 00IIET0 WH(POPMAIIHOHHOTO
MOTOKA C TIOMOMIBI0 3ampocoB. I3 o00mero mnoToka JOKYMEHTOB,
(opMupyeMoro mo  IMOWCKOBOMY  3amlpocy,  XapaKTepHU3YIOIIEMY
MpeIMETHYI0 007acTh, OTOMPAIOTCS JOKYMEHTHl TEMAaTHK C ITOMOIIBIO
MOUCKOBBIX 3alpOCOB, C(HOPMYJIHMPOBAHHBIX OSKCIIEPTAMH Ha OCHOBE
BBISIBJICHHBIX B CEMaHTHMUYECKOM Monenu kimactepoB. [[ns oToOpaHHBIX
JIOKYMCHTOB Ka)KJI0H M3 TEMATHK ONPEACISCTCS UX A0S B 00IIEM MOTOKE
JIOKyMEHTOB.

s moToKa JOKYMEHTOB, (DOPMUPYEMOT'O IO MOMCKOBOMY 3aIpocCy K
CHCTEeME  KOHTEHT-MOHHTOPHHIA InfoStream (one-road)&(one-
belt)&china, xapaxrepusytomero temy OBOR, Ha3BaHus TeMaTHK u
COOTBETCTBYIOIINE 3aPOCH MpuBeneHbl B Tadmuie 1. JJomu 1oKkyMeHTOB
TEMaTHUK, OTOOPAaHHBIX C IMOMOIIBI0 C(HOPMYIHPOBAHHBIX 3alpPOCOB W3
00I11ero MOTOKA, IPUBEICHBI B TA0OIHIIE 3.

Onpedenenue  moHanvHocmu  OOKymewmos  memamukx.  Jns
JIOKYMEHTOB  KaXXJOW W3  BBIABIEHHBIX TEMAaTHK  OIPEACISETCs
TOHAJILHOCTh — TIO3UTHBHAS, HETaTHBHAs, HEWTpalibHas Ha OCHOBE
aHaJM3a CJIOB, BXOJSIINX B COCTAaB JOKYMEHTOB, OTHOCSIIMXCS K TEMaM.
IToa TOHaTBHOCTHIO TEKCTa B JAHHOM Cllydae MOHWMAEeTCsl MO3UTHUBHAS,
HETaTWBHAs WM HEWUTpalnbHas 5SMOIIMOHANbHAS OKpacka KaK BCEro
TEKCTOBOTO JOKYMEHTa, TaK W OTAEIbHBIX €ro 4YacTel, HMEIOIINX
OTHOLIEHHUS K ONpPENEJICHHBIM MOHITHSIM, TaKUM KaK [EPCOHBI,
opraHu3anuu, OpeHAsl M T. I. B 3amaue ompeneneHus TOHATBHOCTH
MpoBepsieTCsl KaK MUHUMYM TPH IOKa3aTelsi SMOLMOHAIBHON OKPAaCKH:
MO3WTHBHAS, HETaTUBHAs, HEHTpaibHAas W, 3a49acTyl, CYIICCTBYET
NOTPEOHOCTh TAaKXKE B IMPOBEPKE KOMOMHAIIMH STUX THIIOTE3 (HAIpPUMED,
JUI  BBISBJICHUS YPOBHS <OKCIPECCHBHOCTH» TEKCTa). TOHAIBHOCTH
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JOKYMEHTOB TEMaTHK, OTOOPAHHBIX U3 OOIIET0 MOTOKA JOKYMEHTOB TEMEI
OBOR npuseznens: B Tabmute 2.

Tabnmma 1. TemaTHKy 1 3aTPOCHI,
copMyIHpOBaHHbEIE HA OCHOBE HalICHHBIX
KJIacTepoB

Homep | Kunrouesblie cnoBa | Ha3Banue TemaTtuku

I Xi

2 | India Pakistan US

projects
investment

TEMATHUKH, 3alIpOC

IIpencenarens KHP  (mpesunent) Cu
1[3uHBENMH 00 MHBECTUIIMOHHBIX MPOEKTaX B
COCTaBe UHUIMATUBEI bri

Ornowmenue Unauu, [Makucrana, CUIA u ap
CTpaH K UHHUIATHBE

3 |south region

development

OTHOIIEHHEe CTPaH K Pa3sBUTHIO  IOXKHOTO
pErroHa B paMKaxX HHUIIMATHUBBI

4 | Japan minister Abe TIpembep MunucTp Snouuu A6 06

HWHUIIUATHBC

Tabnuua 2. Jlonst TOKyMEHTOB
chOpMYITHPOBAaHHBIX TEMATHK B OOIIIEM MTOTOKE
TeMbl «OBOR» 1 uX TOHAIBLHOCTE

Temaruka Jons HeraruBnass | HelitpansHas | [lo3utuBHas
Xi projects 10.1% 2% (2) 0 98% (99)
investment (101)

Japan 9.2%(92) 1% (1) 0 99% (91)
minister Abe

India Pakistan 8% (80) 5% (4) 0 95% (76)
us

south region 15.3% 5% (8) 1% (1) 94% (144)
development (153)

Dman eusyanuzayuu pesynromamos. Ha 1aHHOM 3Tare BBIIONHSIETCS
BU3yaJu3alysl HaNWJACHHBIX TEMaTUK C TOHAIBHOCTSIMU Ha KapTe.
PesynpTaThl MOHMTOPHHIA BU3YAJIU3UPYIOTCS B PEXHUME PEAIBHOTO
BPEMEHH Ha reorpaduveckoil Kapre C MpPHUBSI3KOW K KOHKPETHBIM
oOpexTaM. [lo Kaxmoi BBIIBICHHOM B OOIEM NOTOKE IOKYMEHTOB
TEeMaTHKe OTOOpaskaeTcsl JuarpaMMa ¢ yKa3aHHeM Ha3BaHUSI TEMaTHKH U
JIOJNN TOKyMEHTOB OOILEro IOTOKa, MPUXOAIIEiics Ha 3Ty TEMaTHKY, a
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TAKKE C OTOOpPa)XCHHEM JOJH  JOKYMEHTOB  IOJIOKHTEIbHOIM,
OTpULATENILHON UM HEUTpaJbHOM TOHAIBHOCTM BHYTpU TemaTuk. Ha
reorpapuueckoil KapTe MOKa3bIBAIOTCS: TEMATHKH, BEUSIBICHHBIC B IOTOKE
BXOAHBIX JIOKYMEHTOB; OIS HOKYMEHTOB II0 Ka)KIOW TEMAaTHKE;
TOHAJIBHOCTH JOKYMEHTOB II0 TEMATHKaM, a TAK)Ke ANHAMHUKA H3MCHCHHS
pe3ynsraTroB  BO BpeMmeHH. HaiineHHble B mpoliecce MOHHTOPHHIA
COCTOSIHHSI 3amuchiBaoTcs B B/l MOHHMTOpHHIa [UIsi MOCIEIYIOIIETO
HOJTyYeHHs] THUHAMUKH U3MEHEHHsT PE3yJbTaTOB BO BPEMEHH.

Omepauuu, BBINONHSEMBIE B COCTaBE  TPEX  ITAloOB
PAacCMOTPEHHOTO  METOJA  PCANH30BaHBl C  IIOMOIIBIO  CPEACTB
nporpammuoro makera Gephi (http://gephi.org), a taxxke ¢ MOMOIIBIO
OpPOTPAMMHBIX CPEICTB, pa3pabOTaHHBIX Ha SI3BIKE MPOrPAMMUPOBAHHUS
IUIE  CTAaTUCTHYECKUX pacuetoB R. Pe3ynbratel  HMCMONB30BaHHA
HPEIIOKEHHOTO METO/1a IIPUBEACHBI HIIKE.

4 Tlosy4yeHHbIe pe3yJbTAThI

Bo3MoxHOCTH NpUMEHEHUST NPEIOKEHHOTO METoJa MOCTPOEHMS U
ucrionszoBaauss CM i1 MOHHTOpPHHTa OOIIECTBEHHOTO MHEHHSA
AHAIM3UPOBAINCh HAa OCHOBE pE3yAbTaTOB MoOHMUTOpUHra WMHTEepHeT-
PECypCOB 110 HECKOJIBKHM TeMaM:

— One Belt, One Road (OBOR) - unwmimatuBa Kwuraiickoit
Haponnoit Pecmy0Onuku Mo OOBEAMHEHHBIM MPOCKTAM
«OxoHoMuYeckoro mosica IllémkoBoro mytu» u «MOpPCKOTO
[IIénkoBoro mytu XXI Bekay.

— Nord Stream — mpoekr rasonposoaa u3 Poccuu B I'epmanuro
yepe3 banruiickoe mope.

-~ GMO - renernueckn MOAM(HUIHPOBAHHBIE OPTaHU3MBI H
HEKOTOpbIe Apyrue Tembl. [lJii MOHMTOpPHHTA OOIIECTBEHHOTO
mHeHuss mo teme OBOR anammsuposancs maccuB w3 1000
aHITIOSN3BIYHBIX  JOKyMeHTOB (mepuox ¢ 30.11.2018 mo
25.07.2018) cobpanHbix mpu mnomomM 3ampoca  (One-
road)&(one-belt)&china ¢ wucnonbp3oBaHWEM — CHCTEMBI
InfoStream.

Ha mepBoM »sTame, mocie BBIOOpDKHM MaccuBa JOKYMEHTOB M €ro
HpeiBapUTEIbHON 00paOOTKH, HAaXOXIEHHS KOHLENTOB (HA OCHOBE
YacTOTHl HCIIONb30BaHMS TEPMHHOB, a TaKKe Ha OCHOBE IIOKa3arels
TFIDF) 6pumn moctpoensl cootBetTcTBytonme CM (Puc. 1).

Ha Bropom »Tame, 1nonM MJOKYMEHTOB TEMAaTHK, OTOOPaHHBIX C
MOMOILBIO C(OPMYITUPOBAHHBIX 3AIPOCOB U3 OOIIEro MOTOKA, TPUBEICHBI
B Tabmuue 2. Tam ke mnpuBeieHbl TOHAJIBHOCTH JIOKYMEHTOB

344



c(hOpMYTHPOBAHHBIX ~TEMAaTHK, OTOOpPAaHHBIX W3 OOIIEr0 ITOTOKA
nmokymeHnToB Temsl OBOR.

Ha rtperbeM orame BBINOJHACTCS BH3YalM3alMs MOJYYECHHBIX
pe3ynbrartoB. JIMHAMHKAa W3MEHEHHs IOJMH JOKYMEHTOB M TOHAJIBHOCTH
c(hOpMYITUPOBAaHHBIX TEMAaTHK B cocTaBe HoKyMeHTOB TeMbl OBOR mo
HeEsIM IToKa3aHa Ha Puc. 2.

90

80

70

= 60
E 50 == Tema
S 40 = T-Kka 1
€ T-ka 2
= 20 =t T-ka 3
P T-Ka 4

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

HEOENN

Puc. 2. I3mMeHeHue 1011 JOKYMEHTOB C(hOPMYJIUPOBAHHBIX TEMaTHK
(Tematuka 1 — Temaruka 4, yeTblpe HIXKHUX Tpaduka) B cocTaBe
nokymeHToB TeMbl OBOR (Tema, BepxHwmii TpaduK) Mo HEASTSIM

Kpome  T1empr  OBOR, paccMaTpUBaoCh HCI0JIb30BaHUE
MPE/I0KEHHOTO0 METO/Ja MOHUTOPHHIA OOIIIECTBEHHOTO MHEHUS [UISl TEM
Nord Stream, GMO wu apyrux. Hampumep, mist temsr Nord Stream, Ha
ocHOBe MaccuBa m3 1000 aHTIOSI3BIYHBIX TOKYMEHTOB, (COOpaHHBIX B
nepuon ¢ 02.11.2018 mo 18.08.2018) Opi1a MOCTpOCHA COOTBETCTBYIOMIAS
CM, wnaiinens! kiactepsl U copmyaupoBanbl Tematukn: Mmerkel putin
meeting (o Bcrpeue Mepkens u Ilytmna); gas transit ukraine (o
TPaHCIIOPTHPOBKE Ta3a uepe3 YKpaumHy); european security energy
market (0 6e30macHOCTH eBPOMEHCKOT0 SHEPTETUIECKOTO PhIHKa), poland
united states (06 orHomenun [Tompmm u CIIA & npoexty Nord Stream).

BoiBoabI

Hpe}moxceﬂ METOA4 TOCTPOCHUA W  HCIOJb30BaHUA CM JJIA
MOHHTOpPHUHTA 06IIICCTBCHHOFO MHCHHUA, BKHIO‘laIOHII/Iﬁ TpU OJTamna:
IMOCTPOCHUEC U KIIACTCPU3ALHNIO CM, 0T60p JOKYMCHTOB U ONpCACJICHUC
TOHAJIBHOCTHU TEMATUK; BU3yaJIU3alIUI0 PE3YJIbTATOB.
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IToka3zano IIOCTPOEHHE CM c IIOMOLIBIO aNropuTMa
KOMIIAKTH(QUIIMPOBAHHOTO  rpad)a  TOPH3OHTAIHHOH  BHUAWMOCTH,
NpUMEHEHHE METOJOB KJIACTEPHOTO aHaji|3a [UIi  OIpeIeNICHHS
aKTyaJbHBIX TEMAaTHK, OIICHWBAHWE IONH W TOHAJIHHOCTH OTHCIHHBIX
TIOJTEM B COCTaBe OOIIEro TeMaTHYECKOTO MOTOKAa HH(POPMAIIHH.

[omyuennsie pe3yabTaThl TOATBEPIKIAIOT BO3MOKHOCTH
UCIIOJIb30BaHUsI MPEIJIOKEHHOTO METOJla MOHHMTOPUHra OOIIECTBCHHOTO
MHCHHUS B Pa3THYHBIX MPEIMETHBIX 00IaCTAX.
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OBIPYHTYBAHHS BUGOPY HEITEPEPBHUX KAPT AT
MPEJICTABJEHHS OIIHOK PU3UKIB TH®OPMAIIMHOL
BE3IEKHN

BoJsiogumup Moxopl, Ounexcanap BakanuuchKuii’, Bacuin Ilyplcaﬂ3

1IHcmumym npoonem mooenrosanns ¢ enepzemuui in. I.€. Ilyxosa
Hauionanvnoi akademii nayk Yxpainu, Kuis, Ykpaina
2 Jenapmamenm ghopmysanusa ma peanizayii 0epicasnoi noaimuku y
cghepi kivepzaxucmy /leparcagnoi cnyryncou cneyianvrnozo 36’a3Ky ma
3axucmy ingopmauii Yxpainu, Kuis, Ykpaina
s Incmumym cneuyianvnozo 36’°a3Ky ma 3axucmy ingopmauii
Hauyionanvnozo mexniunozo ynieepcumemy Yrkpainu “Kuiscokuit
nonimexniunuit incmumym imeni Ieopa Cikopcvkozo”, Kuis, Yxkpaina
v.mokhor@gmail.com, baov@meta.ua, v.v.tsurkan@gmail.com

Posensanymo npedcmasnenna oyinox pusuxie iHgpopmayiinoi besnexu
xapmoro. Ilpudineno yeazy ocobausocmam maxo2o npeocmagieHtsi.
Bcmanosneno obmedicenna Oouckpemuocmi ma Hepi6HOMIPHOCMI KPOKY
3MiHU 3HAYeHb GenuuUHU Ppusuxky. s noOonamHs  BCMAHOGIEHUX
00MedHceHb 3anponoHOBAHO BUKOPUCMAHHA HeNnepepeHUx Kapm DU3uKis.
Ille obymosneno HaoxoOdcenHaM noodil  iHopmayitinoi  Gesneku
HenepepeHUM MNOMOKOM 3 02180y HA aHAN02II0 Cucmemu YnpasiiHius
iHGhopmayitinoio Oe3neKor 3 CUCeMOI Maco8020 0bCay2o8y8anHs. Tomy
OOIPYHMYBAHHA HENEPePEHUX KApPm 36€0eHO 00 OYIHIOBAHHA IMOGIDHOCMI
noseu nooitl 3 NPUUHAMHUM PUSUKOM. [Ist Yyb020 GUKOPUCAHO NOHAMMSL
ma memoou 2eoMempuuHoi iMogipHOCMI. 3a80SKU YbOMY OMPUMAHO
“00unuunull Keadpam” K GI00OPANCEHHS 2e0MEeMPUUHO20 MICYsl MOYOK,
wo  iON0BIOaIOMb  3HAYEHHAM  HOPMOBAMOI  GeNUHUHU — PUBUKY
iHgopmayitinoi  besnexu.  Meocy — npuliHAMHOCMI  NPeOCMABIeHo
einepbonor. 3 02120y Ha ye 0OTPYHMOBAHO BUKOPUCHAHHS HENEPEePEHUX
Kapm pu3uKie.

Kniouosi cnosa: ingpopmayiiina 6esnexa, pusux, oyiHO8AHHA PUSUKY,
HenepepeHa Kapma pusuKis.

Beryn

CucremMHe, HaOYHE NPEJCTABICHHS OLIHOK PU3UKIB iH(pOpMAaiiHOT
0e3neKy 37IHCHIOEThCS NIUISIXOM BHKOpPHCTaHHS KapT. TpanuuiiiHo BOHM
BiZ0OpaXaloThCs KOOPAMHATHOIO IUIOMIMHOIO, OCSMH SIKOi € IapaMmeTpu
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pu3KKy. 37e01IbIIOro, TAKUMH TapaMeTpaMu € IMOBIPHICTH peamizamil
3arpo3u Ta BeauunHa Brpat [1] - [4].

OpHak, Ha TPaKTHIl BHUKOPHCTaHHA KapT OOMEXyeTbca iX
JIUCKPETHICTIO 1 HEPIBHOMIPHICTIO KpPOKY 3MIHH 3HAU€Hb BEIUYNHHU
pusuky [2], [3].

OCHOBHA YacTHHA

Jns nmomonaHHsT 0OMEXEHb JWUCKPETHOCTI 1 HEPIBHOMIPHOCTI 3MiHH
3Ha4YeHb BEJIMYHMHH PHU3MKY NPONOHYETHCS BUKOPHCTaHHS HENEPEPBHHUX
kapT [2]. BoHHM OTPUMYIOTbCSA YHACTIJOK 3O0iMBLICHHS KpPATHOCTI
JMCKPETHHUX KapT pU3MKiB. Takuii nepexisx 0OyMOBICHUH HAIXOPKCHHAM
nozii iHdopmauiiiHol Oe3nekH HelepepBHUM IIOTOKOM 3 OISy Ha
AHAJIOTII0 CHCTEMHU YIPABIIHHS iH(QOPMAIITHOIO OE3MEeKO0 3 CHCTEMOIO
MacoBoro  obOciyroByBaHHS. ToMy 1ed  mpouec — Haifkpamie
BiOOpakaeThbCcsl HEMEPEpBHUMH KapTaMu pm3mKiB. Tomi sk  iX
PE3yJBTATUBHICTh IMIATBEP/UKYETbCS MNPUKIAAAMH  3aCTOCYBaHHI Y
meauii [2], [4].

OOrpyHTYBaHHS HENEPEPBHUX KapT 3BOAUTHCS OO OIIHIOBAHHS
IMOBIPHOCTI MOSIBM TOAIH 3 MNPUHHATHUM pu3ukoM. [l 1boro
BUKOPHCTOBYIOTbCSI MOHSTTS Ta METONU TEOMETPUYHOI IMOBIPHOCTI.
BBomuthcs 1BOMipHa A€KapTOBa CHCTEMa KOOPJHHAT 110 TOPU30HTANIBHIH
oci sAKOI BIAKIANECHO 3HAYEHHS IMOBIPHOCTI peamizaiii 3arposw,
BEPTHKAJbHIH — 3HAUSHHS BEJIMYUHU BTPAT. Y3TOPKEHICTh 3MIHU
3HA4YeHHA 000X J[iara3oHIB J0CATAETHCS HOPMYBAHHSAM BEIMYMHHU BTpAT.
3aBIsSKM 1bOMY B JEKAapTOBIH CHCTEMi KOOPAWMHAT OTPUMYETHCS
“omuanyHmMi kBagpar’. Lliero ¢iryporo BimoOpa)kaeThCs T€OMETPHYHE
MICIIE TOYOK, IO BIANOBIZAOTH BIPOTiTHHUM 3HAYCHHSIM HOPMOBAHOI
BeIMYMHA PH3UKY iHQopMarmiiiHoi Oesmeku. [lnsxom 3amaHHA
NPUHHATHOTO i 3HAYEHHS 3IIHCHIOETHCS TMOJIT MHOXHHH PH3HMKIB Ha
MIIMHOXKMHM TPUHHATHUX 1 HENPUHHATHUX. Mexa NPUHHITHOCTI
NPECTABISIETHCS (PYHKIIIOHATIBHOIO 3aJICXKHICTIO y (opMi rimepbosu. 3
OMISIy Ha 1€, OOTPYHTOBYETHCSI BUKOPHCTAHHS HENEPEePBHUX KapT IJIst
Npe/ICTaBJICHHs OLIHOK PU3HUKIB iH(opMalliiiHOT Oe3rneku.

BucHoBok

OOrpyHTYBaHHS BHKOPHCTOBYBAHOCTI HETEPEPBHUX KapT OLIHOK
pu3uKiB iHpOpMamiHHOI 3MIHCHEHO HA OCHOBI, IO-TIepINe, AaHAaJOTii
CHCTEMH YIpaBIiHHA iH(QOpMaliiiHOI0 Oe3MeKOo0 3 CHCTEMOI0 MacoOBOTO
oOCIyroByBaHHs; HO-Ipyre, TMOHATTS 1 METOMIB T€OMETPHYHOT
iMoBipHOCTi. Ile 1J03BONsE TOMOJNIATH  BCTAHOBJICHI  OOMEXKEHHS
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JIMCKPETHOCT] Ta HEPIBHOMIPHOCTI 3MiHM 3HaU€Hb BEITHYMHH PU3HKY IS
KapT.

CrnucoK BUKOPHCTAHOI JJiTepaTypu
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PI3BHOBUIN MAHIIYJIAATUBHUX ®OPM BUKOPUCTAHHSI
COHIAJIBHOI IH’KEHEPII Y KIBEPITPOCTOPI

Oxkcana lypkan, Poctucias I'epacumon

Y Incmumym npoénem moodenrosanna ¢ enepzemuui in. I'.€. Iyxosa
Hauionanonoi akademii nayk Yxpainu, Kuise-164, Yxpaina
o.tsurkan24@gmail.com, gerasimov.rostislav@gmail.com

Posensanymo ocobrueocmi euxopucmanna coyianvhoi iHoceHepii 8
Kibepnpocmopi.  Bcmauoeneno — Mauinyasmueuicmes i 6naugy  Ha
cgioomicms  (nioceioomicmy) moounu. Jlna yvoco 3acmoco8yiomuves
eracmugi il crabxocmi, nompebu, Mmauii (npucmpacmi), 3aXONIEHHA.
Mamninyniosanns HUMU 00360156 OmMpumMamu “‘CaHKYiOHO8aHUll” 00Cmyn
00 iHgopmayii 6e3 pyliHYEaHHI Ma NEPEKPYYY8aAHHS 20106HUX OJisL TIOOUHU
cucmemoymeopiorouux sxocmeil. Ilpu yvomy eudineno maxi pizHoO8UOU
MAHInYIsAMusHuUx @Qopm 5K waxpaicmeo, obmaw, agepa, inmpuea,
micmucpirayia, npogokayis. Obman K MAHInyIaAmMUeHa Gopma 0036014€
ompumamu “‘cankyionosanuil” docmyny 00 KoHgQiOeHyilinoi ingopmayii
WIAXOM YMUCHO20 86€0eHHsl 8 OomaHy mtoounu. OcHoeHumMU 3acobamu
obmamny po3enadarmuvcs OpexHsa, Hanienpagda, 3amoeuysanus. Kpim
Yb02o, po3eNAHYMO agepy ma npOBOKAYIIO AK MAHINYIAMUBHI hopmu
ompumants “‘cankyionoéanoeo”’ docmyny 00 KOHQIOeHyiliHol inpopmayii
3a 3a30a1e2i0b GU3HAYEHUM CYEHAPIEM md NPOGEOEHHs CHOHYKAIUU
cnaanosanux O, y opyeomy. Hasedeno npuxiaou euxopucmamms
MAaHInyIAMueHUx hopm y Kibepnpocmopi.

Knruoei cnoea: Kibepnpocmip, coyianvHa iHOICeHepis,
Mawuinynamuena — ¢gopma,  ¢iwune,  apmine,  cmiwine,  6iwline,
npimexkcmine.

Beryn

BukopucranHs colianbHOl IHXEHepil B KiOepmpocTopi mossrae B
MaHIMyJIATUBHOMY BIUTMBOBI Ha CBiZOMiCTh (MiJICBIZOMICTB) JFOIUHH
yepe3 BiacTuBi iff BpasmuBocti [1]. 3okpema, ii cmabkocti, moTpeodwH,
MaHii (mpucTpacTi), 3axoIUIeHHS. MaHIMyNOBaHHA HUMH JIO3BOJISE
OTPHMATH HECAHKIIOHOBAHWIA JOCTYI A0 iHpopMarii 6e3 pyiHyBaHHS Ta
HepeKpydyBaHHS TOJIOBHUX IS JIIOJMHU CHCTEMOYTBOPIOIOUMX SIKOCTEH
[2].

MaHinymoBaHHS BPas3IMBOCTSAMH JIIOJWHU BHPAXAETHCS B TaKHX
¢dopmax sk, Hampukian [3], maxpaiicTBo, oOmaH, adepa, iHTpHra,
MicTH(iKalis, TPOBOKAILis.
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OCHOBHA YacTHHA

O6bman —  OTpuUMaHHS  ‘CaHKIIIOHOBAaHOTO”’  JNOCTyIy IO
KoH(}imeHMiHOT iH(pOpMamii MUIIXOM YMHCHOTO BBEICHHS B OMaHY
monuau. OCHOBHMMH 3acob0amMu oOMaHy € OpexHs, HaIiBIIpaB[a,
3amoBuyBaHHA. Hampuxmazn [4], [5], MacoBe po3criIaHHS €JICKTPOHHOL
MOMTH BeNHWKiM rpym axpecatiB (¢imiary). O3HailOMICHHA 3
CJICKTPOHHUMH JIUCTaMU CIHOHYKa€ iX [0, HampuKiIaj, BiAKPUTTS
BKJIQJICHHS JI0 JIMCTa, IEPEeXOoAy 3a IMOCHJIAaHHSAM Ha BeO-CTOpPIHKY;
NepeHanpaBIIeHHs] KOPUCTYBadiB Ha MIaXpaiChKi CaiiTh JUIst OTpUMaHHS 1X
jgoriny Tta mapomo  (cdapwminry). Ile  pocsraeteest  3aBISIKH
PO3IOBCIOKEHHIO €JIEKTPOHHOI MOLITH Cepel] KOPUCTYBaUiB, HANPUKIIAL,
COLaJIbHAX  MEpeX, OHJIAaWH-OaHKIHTy, IIOIITOBUX BeO-CEPBICIB;
oTpuMaHHs iHQopmarii mUIIXOM MacoBoro poscwiaHHi  SMS
MOBIIOMJICHP 3 TIOCHJIAHHAM Ha BeO-pecypcum abo 3 peKBi3HTaMHU
opradizarniii (cMimmiar). BHacHigok mporo 3miCHIOIOTHCS BIATIOBIAHI Ail,
HalpHKIang, JA3BIHOK 10 OaHKy Ui NEpeBIpKH CTaHy paxyHKy 3
3a3HAYCHHAM KOH(IACHIIHUX NaHUX: HOMEpY KapTKH, TepMiHY ii;
OTpUMaHHS iHPOpMALii IUITXOM BXOIKSHHS B JOBIPY MiJ Yac pO3MOBH
yepe3 ip-TesiedoH (BilliHT).

Adepa —  oTpuMaHHsA  “CaHKUIOHOBAaHOTO”  JOCTYHy [0
KoH(ineHIHHOT iH(popManii 3a 3a3Jajeriis BU3HAYCHUM CLEHApieM.
[TpoBokamiss — TPOBEIEHHS CIIOHYKAIOYMX CIUIAHOBAaHUX JiH, IO

NpU3BOJATH  JIO  OTPUMAaHHSA  “‘CaHKI[IOHOBAaHOro”  JOCTyImy  J0
KoH}ineHMiHOT iHGopMmarii. Hanpuknan [4], [5], oTpumanHs iHpOpMarIii
abo CIOHyKaHHS [0 BYMHCHHS TIEBHUX [iii OOMaHOM Ha OCHOBI
3a3[JaNIeTilb CKJIAIEHOTO CIleHapilo abo CTBOpeHHs (DiKTHBHOI cHTyarii
(TIpiTeKCTiHT). 3aCTOCOBYETHCS 4epe3 TelaedoH Ta moTpedye MpOBEICHHS
TIOTIEPEHIX JOCIIKEHbD [T BXOIKEHHS B JOBIpPY.

BucHoBok

Pi3HOBHAM MaHINyJISTUBHUX (GOPM TNPHU3BOAATH JIO BIUIMBY Ha
CBIZIOMICTh 200 IMiCBIZOMICTh JIFOJAWHHU MPOTH BOJI, ajie 3a 11 3roxow. B
KIiHIIEBOMY BHIIQJIKY L€ CIIOHYKA€E JI0 HOBOI MOJIEJi MOBEAIHKH JIFOJAUHH Ta
CTBOPEHHSI CIPHUATIMBIX 00CTaBHH BHKOPUCTAHHS COLIAJBbHOI iHXKEHEpil
B KibeprpocTopi.

Tak, oOMaH B35TO 32 OCHOBY (iIIMHTY, (hapMiHTY, CMIIIIHTY, BIIIIHTY.
Toni sk cTBOpeHHS (QPIKTUBHUX CUTYalill IPU NPITEKCTIHTY 31HCHIOETHCS
3aBAgKM adepi Ta mpoBoKarii.
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TEOPETHUKO-TPA®OBUI MIIAXIJI 1O MOJAEJTIOBAHHA
ATAK KOMIP'IOTEPHUX MEPEXK

Boaopumup bynanxkos

Komnanin “CMK?”, Kuis-2, Yxpaina
vladimir.univer@gmail.com

Posensinymo nioxoou 00 MOOeno8ants amax KOMR FIOMePHUX MepPediC.
Ceped  Hux  6uokpemieno  meopemuxo-epagosuti  nioxio. Hoeo
BUKOPUCAHHA  3600UMbCAL 00 MOOENI08AHHA CNoco0i8 NOEOHAHHS
ypaznusocmeli 015t GUKOHAHHSL amaxu Komn tomepHoi mepedici. Ilpu yoomy
BUKOPUCMOBYIOMbCL  HAOOPU, NOG SI3AHUX 3I 3AXUCMOM neped- md
nicissymos.  3a60aKu  YbOMy — OMPUMYEMbCS — 2pag —amax,  AKuM
81000padicaromuvcs IPOSIOHI CYeHapii amak 3106MUCHUKA DO WKIONUBO20
npoecpamuoeo 3abesneuenns. Ha ocnosei eipocionux cyewnapiie amax
BUBHAYAIOMbCST HAUOLIbW Hebe3neuni 8pa3niueocmi, amaku ma 3acobu
yeynenns  ypasaueocmen. Ipag) amax  sidobpadiceno manpaeienum
epagom 3 MHONCUHAMU YPAZAUSOCHEN | CIMAHIE KOMN TOMepHOT Mepedici 3
ypaxysauwHuam nepeo- i niciaymos. 3 0ena0y Ha ye GUIHAYEHO 08a
PI3HO8UOU BIOHOWIEHb. KOH TOHKMUGHE (01 UKOPUCIAHHA YPA3IUBOCI
HeOOXIOHI 6Ci cmanu AK nepeoymosu), Ou3 roHKmugHe (018 OMpUMAaHHS
BUBHAYEHO20 CMAHY NICAAYMOSU OOCMAMHbLO SUKOPUCMAHHA 0YOb-AKOI
ypaznusocmi). Y Kinyeeomy eunaoky — popmyiomeci  HACMAHOBU
3ano6icanHs GIPOIOHUM AMAKAM KOMN TOMEPHUX MEPEiC.

Knrouosi cnosa: xomn’romepna mepedica, 0awi, ypaziugicms, amaka,
3axucm OaHux, MOOeTO8AHHA AMaK, epag amax, meopemuxo-epaghosuil
nioxio.

Beryn

OmHUAM 3 KITFOYOBHX KOMITOHEHTIB iHQpaACTPyKTypu iH(pOpMAIiHHIX
TEXHOJIOTiH € KOMIT'T0TepHi Mepexi. ToMy 3axucT JaHUX MEpex BiJ aTak
Ma€ BEJIMKE 3HAYCHHS SIK JUIS OKPEMHX OpraHi3amii, Tak i Jep>kaBH B
nitomy [1].  TlopymeHHS 3aXWIIEHOCTI KOMITIOTEPHHUX  MEPEK
BUKIIMKAEThCS PI3HOMaHITHUMH INpHYMHaMH, Hampukmax [2] - [5],
HasBHICTIO Bpa3IMBOCTEH Yy NPOTrpaMHHUX 3aCTOCYHKaX; ITOMHIIOK
HaJalITYBaHHS anapaTHOro0 Ta MPOrPaMHOI0 3a0e3MeUeHHs; IIKIITHBHX
MPOTPAMHHUX 3aCTOCYHKIB.

OnHuM 13 HaWOIIBII PO3MOBCIOKCHUX IMIIXOIB A0 MOJETIOBAHHS
YPasIMBOCTEN KOMIT FOTEPHUX MEPEK € TeopeTruko-rpadosmii [1] - [5].
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OCHOBHA YacTHHA

[ToGynoBa rpadiB aTak 103BOJISIE MOAEIIOBATH CHOCOOW TOETHAHHS
ypas3JMBOCTEH Il BUKOHAHHS aTaku KOMI t0TepHoi Mepexi. [Ipu npomy
BUKOPHCTOBYIOThCS HaOOpH, MOB’SI3aHUX 31 3aXUCTOM, YMOB, HaIllpUKIIaL
[1], nHasBHiCTH ypa3nmMBOCTI y BH3HAYCHOMY By37i abo MiX By3JIaMu
KOMIT FOTEpHOi Mepexi. 3 Orjsiry Ha Iie, BUKOPHCTaHHS TEOPETHUKO-
rpadoBOro MmiAXoay MO3BOJSIE BiJOOpa3sHTH BIpOTiAHI CLEHapii arak
3JI0BMHCHHKa a00 LIKIJUIMBOrO mporpamMHoro 3abesnedeHHs. lllmsxom
aHANI3yBaHHS OTPUMAHHX CIICHAPIiiB BU3HAYAIOTHCS, Hampukian [1]:

—  Tepelnik HalOiIbpII HeOe3NeUHNX ypa3IHnBOCTEH;
—  TepeliK aTak;
—  Tepetik 3aco0iB YCYHEHHS Ypa3IuBOCTEI;

I'pad arak mpencraBnsieThest Hampasienum Tpapom G (V US,

require w provides), e VuSs - MHOYKHHA BEpIIIHH;

require U provides — mMHOXxHHa ayr; V — MHOXKHHA ypa3JIUBOCTE; S —
MHOXKMHA CTaHIB KOMIT'IOTEpHOI Mepexi (mepex- 1 MicisyMoB);
requirecV xS — KOH’IOHKTHBHE BIiMHOIICHHS (A1 BHKOPUCTAHHSI

ypa3nuBOCTI HEOOXiIHI BCl CTaHM SIK MEepeayMoBH); requirec SxV -

Q3 FOHKTHBHE BIJHOIICHHS (AJs1 OTPUMAaHHS BH3HAYEHOTO CTaHy
MICIITyMOBH TOCTATHHO BUKOPHUCTAHHS OYIb-IKO1 YPa3JIMBOCTI).

3aB/sIKM MOJICTIOBAHHIO aTaK KOMIT'IOTEPHHUX MEPEk 3a TEOPETHKO-
rpadoBUM MiaAX00M (HOPMYIOTHCS HACTAHOBU 3arOOITaHHS BIPOTiTHHUM
arakam [1], [5]. Lli HacraHOBHM Opi€HTOBaHI SK Ha 3MiHY apXiTEKTypH
KOMIT FOTEPHOI Mepexi, TaK 1 Ha BCTAHOBJICHHSI OHOBJIEHb ITPOTPAMHOTO
3a0e3neueHHs.

BucHoBok

MonemoBaHHST aTaKk KOMIT'IOTEPHUX MEPEXK 32 TEOPETUKO-TpadoBHM
MiXO0M J[O3BOJISIE, IMO-TIEpPIe, BU3HAYUTH 1X BIPOTIiAHI ClieHApii; mo-
JIpyre, o0patd 3aco0HM YCYHEHHS BpA3IMBOCTEH; IO-TPETE, 3ICTABUTHU
obOpaHi 3aco0u 3 BIpOTiIHUMH CIIEHApisIMH aTak i, SK HACTiJIOK, IO-
yeTBepTe, CHOPMYBATH HACTAHOBU 3arOOIraHHS aTakaM KOMIT IOTEPHUX
MEPEXK.

CnucoK BUKOPHCTAHOI JiTepaTypu

1. BynmwkoB, B.: DOnexTporexHmueckne aHaIOTM B OIEHKE PHCKOB
MH()OPMAIMOHHOM 6e30macHOCTH, DIEKTPOHHOE MOJIEIMPOBaHe, T. 34, Ne 6,
1-6 (2012).
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