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Beryn. [IpobGiema ynpaBimiHHS MHOKHHOI MOOUIBHUX TEXHIYHHX
00’€KTIB, SIKI MAIOTh CIIJIBHO BUKOHATH IIEBHE 3aBJIaHHS, € aKTyaJIbHOIO
y Oaratbox cdepax cydacHOro >UTTs. Tak, Ll MpoOiieMa BHHUKAE y
MPaKTHI JOCIIKSHHS BEJIUKUX OO0’ €KTIB, TEPUTOPiH, poOOTOTEXHili
Tomo. Y TexHiuHiil cdepi Oymp-ska cuUcTeMa, sfKa CKIAJa€ThCs 3
OKpEeMHUX BY3JiB (HANPUKIAI, TPyIa MPOIECOpiB y 0araTomponecopHii
O0YHCITIOBANIBHIN CHCTEMi) MOXE PO3TILIIATHCH AK 00’€KT TPYIIOBOTO
YIpaBITiHHSA (YIPaBITiHHS KOJICKTHBOM).

3p0o3yMiNio, IO  YNPaBINiHHA  KOJCKTHBOM  IHTEJICKTyalbHHX
TEXHIYHUX O00’€KTiB 3 METOK BHKOHAHHS HHMH IIEBHOTO 3aBIAHHSI, 3
OJHOTO 0OKy, MOTpeOye PO3POOKH METOMIB i aJrOPUTMIB YIPABIiHHS
B3a€EMOJIIEI0 OKPEMHUX IHTEJCKTyallbHUX 3acO0iB Ui JIOCSTHCHHS
3arajbpHOl Il «KOJEKTUBY», a 3 IHIIOrO0 OOKY — PO3pOOKH METOMIB i
3aco0iB peamizalii WX B3a€MOJi 3ac00aMH KOJIEKTHUBY y PEaIbHOMY
yaci 1 3 ypaxyBaHHSIM 3MiH, WIO BiJOyBalOTbCA y CEpPENOBHINI iX
(hyHKIIOHYBaHHS.

Haxxanp Hemae JOCTaTHbO Yy3arajdbHEHHMX MiIXOIiB 1 METOIHK
pO3B’s3aHHS  3aJad  YNOpPAaBIiHHSA  KOJEKTHBOM  IHTEJICKTyalbHHX
TEXHIYHHUX 3aCc00IB 3 aBTOHOMHOIO CHCTEMOIO IIepeCyBaHHS I HaBiraii,
SAKi OCHAI[EHI «OpraHamm» Ui peami3amii KOHKPETHHX 3aBJaHb,
(HhyHKIIOHYIOTH B HeTepe10aayBaHOMY HEJIeTepMiHOBAaHOMY
CepelloBHIL, 30KpeMa B yMOBaX KOPOTKOYACHUX YPaXKyFOUUX BILIHBIB.

Oco0.1MBOCTi KOJEKTHBHOrO ynpaBiiHHsl. [IpakTuka BHpilICHH:
3a/a4 yIpaBIiHHS MHOKHHOK TEXHIYHUX 00’ €KTIB CBIYUTH, IO Y pasi
YOPaBIIiHHSL PyXOM TPYIHU PyX OKPEMOTO 00’€KTa TpyNu HEBAKIMBUH,
HEOOXiTHO BH3HAUWTH XapPaKTEPUCTUKH PYyXy Yycie€i CyKymHOCTI
00’€KTIB, 110 YTBOPIOIOTH CKJIQJHY HPOCTOPOBO-4ACOBY CTPYKTYpy. Y
pasi K ynpaBJIiHHA pyXoM 00’€KTa y CKJIaJli TPyNHU CTalOTh BaXKJIMBUMHU
XapaKTEPUCTHKH PYXy OKpeMOro o0’e€KTa i HOro MOBEIIHKH 1 B3aEMOIl
i3 IHIUMH OO0’€KTaMH Tpynu. YOpaBliHHA CHpsIMOBaHE Ha
3a0e3reueHHsT BUKOHAHHS  3araJIbHOCHCTEMHOI Il MHOXXHHOIO
TEXHIYHHUX 00’ €KTIB.



I'pyma TexHIYHUX 00’€KTIB 3 KOJIEKTUBHUM YIPABIIHHAM MOXe OyTH
HpecTaBiIeHa K CUCTeMa

Q={0,E,G},

nme O— wmHOXWHA (Tpyma) TEXHIYHMX OO0’€KTiB, IO YTBOPIOIOTH
BIAMOBIHY MPOCTOPOBO-4AaCOBY CTPYKTYypy MpH (yHKUIiIOHYBaHHI
CHCTEMH,

E — cuctema xaHainiB oOMiHy iH(pOpMAaLIi€To,

G —3arampHOCHCTEMHA LI (QYHKIIIOHYBaHHS.

VY HaiiOLIBII 3araJbHOMY BHTJISII OKpEMUIl TEXHIYHUH 00’ €KT rpynu
MoOXe OyTH IOJJaHHH:

O :<Eiiji!AivCivBi>!
me Ej— matpuus, mwo omnucye 38’A3ku 00’€KTa 3 iHIIMMH 00’€KTaMu

rpyIm,
G; — MHOXMHa 11inel 00’€KTa,

A — MHOXHHA XapaKTEepUCTHK aBTOHOMHOCTI, caMOOpraHizarii

00’€eKTa,
C; — MHOXMHA CTpaTerii OBEAIHKH,

B, —6a3a 3HaHb i-TO 06 €KTa.

3aralbHOCUCTEMHY IIiJIb, ¥ OUTBIIOCTI MPUKIATHUX 3a/1a4, BU3HAYAE
neBHUil 00’ekT (CTpyKTypa) Oinbil BUcOKOro piBHsS. Okpemuil 00’eKT
TPyl  MOXE IepecyBaTMCh Yy IPOCTOpi, BHUKOHYBaTH OOMiH
iHpopMalli€ero 3 IHIUMH 00’ €KTaMU IPYIH 11010 (OPMYBaHHS LI, 3MiH
B yMoBax (QyHKIOHyBaHHS 1 mnoBeniHui. HenependauyBaHicTb
cepezioBuia (YHKI[IOHYBaHHS 1 HAsSBHICTh YPaXKyIOUHMX BIUIUBIB
notpedye HasBHOCTI Y OKPEeMHX OO0’ €KTIB 3 Tpymu (B 3aJICKHOCTI Bij
CTYIICHIO IHTENEKTYaJbHOCTi) 3MOTH CaMOCTIiifHO (opMyBaTH IIiyi Ha
OCHOBI HasBHOi 0a3W 3HAHb OKPEMOTO 00’€KTa 1 aHaNi3y HUM MOTOYHOI
iH(popMarii BiJ] iHITIX 00’ €KTIB TPYITH 1 3 CepeIOBHUIIA.

[IprHanexxHicTh 10 TPyNU BUMArae 3JaTHOCTI JIO Y3TOKEHHS CBOET
MOBEJIHKU 3 TOBEAIHKOI IHIIMX OO0’€KTIB TPYHH 3aBISKH OOMIHY
iHpopMalli€ero 3 IHIIUMH 00’ €KTaMH TPYIH, 30KpeMa, 11010 BU3HAUEHHS
MMOBHOBAa)KEHB, OMOBIIMICHHS MPO MOXJIMBOCTI i, CTaH CepeIoBHUIIA,
MOTOYHWHM CTaH IHMUX O00’€KTiB 3 TpymH, iHPOPMYBaHHS IIPO
BUKOHAHHS YU HEMOXJIMBICTh BUKOHAHHS CBOTO 3aBJIaHHS TOILIO.

Y pa3i KOJNEKTHBHOTO YIPABIiHHS SKICTh B3a€MOAii Ta OOMIHY
iHpOpMAII€I0  XapaKTEPU3YETHCSI OPIEHTOBAHICTIO, CEIEKTUBHICTIO,
IHTEHCHUBHICTIO, IMHAMIYHICTIO, I1H(QOPMATUBHICTIO Ta CTIHKICTIO
B3a€EMO/Iii 00 €KTIB TPYIH.



Crparterii KoOJEeKTUBHOro ympaBJiHHA. Po3pi3msiors Tpu
NPUHIUIIOBUX TIIXOAM JO BHOYJOBH CTpaTerii KOJEKTUBHOTO
ynpaBmiHHSA. [lepwiuii nioxio nepexdadae MeHTpali3oBaHe GOPMyBaHHS
cTpaterii —  yIOpaBIiHHA  BUKOHYETHCA  HESKHUM  IIEHTPOM)
(cramioHapHUM YH MOOLTBHHM), IO OTPHUMYE 1 OIPANBOBYE BCIO
HEOoOXiHY 1H(OpMAIIiTO.

Jlpyeuit nioxi0 — Tpolec NPUHHATTS PpIlICHHS W YHOpaBIiHHS
MEPEeHOCUTHCSL BCEPEAMHY T'PYNH 1 MOKJIagaeTbcs Ha cami 00’€KTH —
KOJIeKTHBHE (opMyBaHHs cTparerii. MiK 00’€KTaMH yHpaBIiHHS
BiZI0YBA€THCS aKTHBHUH OOMIH MOTOYHOIO 1H(OPMALIIEIO Ta 3HAHHIMH 3
0a3 maHKMX 00’€KTiB, a TAaKOX pe3yJIbTaTaMH aHaNi3y CHTYyallil 3acobamu
H anropuTMamu, MmO 3afigHI B OKpemux o00’ektax. CKIagHICTH
peamizamii bOTO MiAXOIY IOB’s3aHA 3 00 €KTHBHUMHU KOH(DIIKTHIMH
CUTyallisiMH, IO OE3yMOBHO IOBHHHI BHMHHKATH 1 BHHHKAIOTH IIPH
KOJICKTUBHOMY TIPUUAHSATTI PillICHb.

OCHOBOIO pO3B’s3aHHA 00 €KTUBHUX KOH(DIIKTHUX CHUTYalliil NP
KOJIGKTUBHOMY YIPaBJIiHHI MOXKE CTAaTH €IMHA IUIaT(GopMa 3HaHb y BCiX
00’€KTiB TpylH, TapaHTYOUH, 0 BCI pOOJATH OJHAKOBI JIOTIYHI
BUCHOBKH 13 CXOXHX MEPEIYMOB.

Tpemiti nioxio — KoxeH OO’eKT Tpymu NpHUiMae pilleHHs
caMocCTiiiHO, OOMiHIOIOUMCh iH(]OpMaliero 3 IHIIMMU 3 TpYIH,
CIMPAIOYHCh Ha BJIACHHUN JOCBiJ (TIepeBaru) — caMocTiiiHe (opMyBaHHs
ctpaterii. Lle#t migxin peamizyeTbes y pasi, KO KOKEH 00 €KT TpyIH
BUKOHY€ BJIACHY 3aJ1a4y 1 THM BHOCHTH OCOOHMCTHH BKJIaJA y pilIeHHS
3arajlbHO CHUCTEMHOI 3ajaui rpynd. 3amada okpeMoro o0’ekra Oyxe
MOPIBHAHO HECKIAIHOIO, OCKUIBKH BiH BHUINIyE 3amady ONTHAMI3amil
JIIIE CBOIX Hil y CKIai TPYITH, HEe ONTHUMIi3YIOUH il BCi€i TpyIu.

BaxumBow mnepeBaroro CHEHTPaTi30BaHUX CTpaTerii rpynoBOro
VIOPaBJiHHSA € MAHATTA B LUIOMY MBYYoCTi rpynu. OCKinbKH yci
TeXHIYHI 00’€KTH PIBHO3HAYHI y IpyIi, TO BTpara 4M MOLIKOJKECHHS
Oynp-sIKOr0 3 HHMX HE NPU3BOJWUTH JO BTPATH Ipale3faTHOCTi Beiel
rpynu. | HigBHUIIEHHS HUBYYOCTI IPYNH AOCATaeThesi 0€3 10JaTKOBHX
BUTpAT, a JMIIC 3a PaXyHOK CaMmoOi JCHEHTPaTi30BaHOI Opraxizarii
rpyroBoro ynpasminas [1].

Haxane crparerii AeleHTpani3oBaHOTO TPYHNOBOTO  YIPABIiHHS
CKJIQJIHO aITOPUTMI3yBaTh 1 JO TOrO K, BOHH HE TapaHTYIOTh
ONTHMAJIBHICTD pillleHHs IpynoBoi 3axadi. Ta y pasi miABHUIIEHNX BUMOT
JO OKMBYYOCTI IpPyIM  TEXHIYHHX OO0’€KTiB  cii  obuparu
JIeIEHTPAII30BaHi CTpaTerii ynpasiHHS TPYHOIO0.



3agaya BUKOPHCTAHHS FPYNH TeXHiYHMX 00’€KTiB. Y mpakTuii,
HANpHUKIa] MpH 0O0CTEXKEHHI Ta KapTorpadyBaHHI BEIHKHUX TEPUTOPIMH,
BUHHUKA€E 3ajada TPYIOBOTO 3aCTOCYBAaHHA TEXHIYHHX OO €KTiB, sKa
MOJSITae 'y TOMYy, MO0 ompamfoBatd iHQOpMAIilo 3 TepUTopii 3
MiHIMaJTBHAM TIEPEKPUTTAM OOIACTEH, IO OIMPaBOBYIOTHCSI OKPEMHM
TEXHIYHUM OO0’€KTOM TpyHmH 1 3 MiHIMAIGHAMH BHTpaTaMd Ha
nepeMilieHHs 00 €KTIB.

I'pyna siBisie co00I0 MHOXKMHY TE€XHIYHHX 00’€KTiB, sKi BUKOHYIOTh
peecTpailito, nepeaauy, 30epexeHHs i 00poOKy JaHUX PI3HUX THUIIB, a
TaKOX B3a€EMOMIIOTH OAMH 3 OJHHUM uepe3 3aXWILEeHi KaHallM 3B’s3KY,
YTBOPIOKOUM  TEBHY  IUIICHICTh 1  €QHICTh JUIS  JOCSTHCHHS
3araJbHOCUCTEMHOT LTI,

Ipunyctumo, y cepenosuii ¢pynxuionye rpyna O 3 N o6’exriB O;,
sIKa MOJKE OIPAIIOBATH JCSIKY TepuTopito miomiero S. OkpeMuit 00’ekT
O, €O moxe omnpaitoBaTy ILIOILY S; = 7l? , ne | — paniyc obnacri,
AKy onpansoBye O, .

Jnst Toro, mo0 mioma MOKPHTTH, Ky OIpAalbOBYE rpyma, Oyia

N N
MaKCHMaJIbHO0, HEOOXiIHO, 00 BennunHa R = Z Z F(T;,T;) 6yna

i Q=i+l
MiHiManbHOIO. T; € S 1€ Toukoro, e 00’ext O; 3HIMae iHdopMmaniro. Lle
€ uinboBa Touka 06’exra O; (i=LN ).

Oynkuin  F=(T;,T;) Bu3Hauae, $SK NEPETHHAIOTbCS 30HHM

ONpAIIOBaHHS i-TO Ta j-ro 00’eKkTiB rpymy, skmo o6’ekt O; 3HiMae

inpopmaito 3 Toukn T; €S, a 06’exr O;

R Bu3Hauae 3arajpHy IUIONLY IIEPETHHY 30H OIPAIFOBaHHS iH(opMarIii
BciMa 00’€KTaMH, TOMY, YAM MEHIIEe Oyxe TMEepeTHHIB MK 30HAMH
OTpalOBaHHSA, THM BIONOBITHO OyAe OUIBIIO 3arajgbHa IDIOMIA
ompamoBaHHsA iH(popMarii BciMa 00’€kTamu. 3pO3yMiNIO, IO Mae
BHUKOHYBAaTHCh YMOBA BiJICYTHOCTI IIPOITYCKIB Ha ILIONI MOKPHUTTS TOYOK
oTpanroBaHHs iHpOpMAIIi.

V [2] noBexeHo, w0 (QYHKINS MEPETHHY 30H OMPAIFOBAHHS I-TO Ta
J-T0 06’€KTIiB rpyITH

F=(T.T) -

— 3 TOYKH TJ- e S . Beinuuna

0, AKUO Li'j > 21,

gD(AI’J),ﬂKWO Ll,] <2[,



me Ajj=21-L;,a Lj; —sincraub mix Toukamu T; Ta T; . Takox B

[2] BusHaueHi HEOOXimHI YMOBH, aje, HaKallb, He JOCTAaTHi, BiJICyTHOCTI
MIPOTIYCKiB Ha IUIOMIKHI IIOKPHUTTS TOYOK OMpAIfOBaHHS iH(QOpMAIIii.

VYV [2,3] oOrpyHTOBaHO, IO DIMICHHS 3a1adi MOKPHUTTS IDIOMIMHU
TOYOK OTIpamfoBaHHA iH(opMmarii 6e3 mpomyckiB rpymoro y ckiami N
TEXHIYHUX 00 €KTIB 3aJIC)KUTH B «tepmoi obmacTi», Ky odbepe Oymb-
SKAA TeXHIYHUH 00’€KT, 1 MOKa3aHO, M0 AOIUIBHO y SKOCTi «IIepIIOi
obxacti» obupartu Ty, MO HaWOIIDKYE 10 HEHTPY IUIOMINHY, Ky MalOTh
ompantoBaty TexHidHi 00’exktu O; €O .

3a1a4y NOKPHUTTS IUIOIIMHM TOYOK OIpPALIOBaHHS iH(popMarii
rpynoro y ckinagi N TexHiUYHHX 00’€KTiB, sIK MOKa3zaHo B [2], MOxHa
3BECTH JI0 KJIACHYHOI 3a/1a4i PO NPH3HAYCHHS.

B ymoBax HasBHOCTI OpraHi3oBaHMX  ypaKylO4YM BIUIMBIB Yy
cepe/loBUINI  (YHKIIOHYBAHHS TPYNH TEXHIYHMX OO €KTIB 3ajmaua
IPYNOBOTO YNPABIiHHS CTA€ CKJIAIHOI 1 QIrOpUTMHU 11 pillleHHA
HaJle)KaTh JI0 KJacy ajJrOpUTMIB 13 CIIaOKUM ampiopHUM 1 ClIa0KUM
anoCcTepiOpHUM iHPOPMALIHHUM 3203 IICUCHHSIM.

BucHoBok. YTBOpeHHS Ipynu 00’€KTiB 3 OpraHi3amic€lo rpymoBOro
yIpaBiiHHA (KOJEKTHBHOIO IIOBEIIHKOIO) JI03BOJISIE  3a0€3MEUUTH
CHiIbHE PO3B’SI3aHHSA CYKYITHOCTI 3a/1a4, SKi HEMOJXIIWBO BHPIIIUTH Y
pa3i  HEKONEKTWBHOI TMoOBemiHKK. JlemeHTpami3oBaHa  CTpaTeris
VIOpaBIiHHSA TPYNOI IIBUINYE eQEKTHBHICTE (YHKIIOHYBaHHS i
HMOBIpHICTh JTOCATHEHHS 3arallbHOCHCTEMHOI IIiNli, TaKOK BHUKOHAHHS
3a/1a4i OKpeMUM 00’ EKTOM.

[Ty6nikamiss MICTUTB PE3yJIbTaTH JOCHIIKEHb, SIKI MPOBOJSTHCS 3a
rpanToBoi  mixtpumku  JlepxkaBHoro  QGoHmy  (GyHAaMEHTAIbHUX
JIOCITIDKeHb 32 KOHKYpcHUM mpoektom D76/109-2017/1.
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AHAJI3 NYBJIKAIIAHOI AKTUBHOCTI 3A HATIPSIMKOM
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Ha cvoeooni numaunns  ingopmayiiinoi Oesneku € uyu  He
HAt2ONOGHIWUM | 2100ANbHUM NUMAHHAM Ol 6CIX Kpain ceimy.
Humanns naykoeoi ingpopmayii ma it docmynHocmi 3 Yb020 NUMAHHS €
npomupiunueum. B pobomi 6yno npoananizogano macug pegpepamugnoi
ma noeHOMeKcmogoi  iHgopmayii  3a  OAHUM  HANPAMKOM, WO
npeocmasieno 8 ceimosux Haykomempuunux pecypcax. Ilpeocmasneno
pe3yrbmamu wooo XpoHOL02ii ma po3noodiny nyonikayit 3a HaAyKosumu
HANpAMKAMY, NYONIKAYIIHOK aKMUSHICMIO Kpain ma inmepecy mux uu
iHwux eudauv 00 yici npobremamuku. Takooc npedcmasieHo macus
nyonikayiui 3 Yepainu ma ix kopomkuil ananis.

Beryn
IHdopmarriiini TeXHOIOTIi ChOTOMIHI € HEeBiJ €MHOI YaCTHHOIO BCIX
chep ICHYBaHHS JIIOJCTBA — IIOBCAKACGHHA KOMYHIKaLis, OyJb-siKa

ISUTBHICTH, POOOTa JepKaBHUX 1 HEJlEp)KaBHUX YCTAHOB, IMiIIPUEMCTB,
odiciB, 3aKiamiB MEAWIUHU Ta OCBITH. 3 KOXXHHM IIHEM iH(pOpMaIis
HaOyBae iHmOro Qopmary mpeAcTaBiIeHHs i 30epiraHHs. JIroncTBO
MOCTYIIOBO  BiAMOBISIETBCS  BiJ] TamepoBUX HOCIIB 3a paxyHOK
BUKOPHCTAHHS €JICKTPOHHUX MPUCTPOIB — 1€ HE TUIBKM ONTHMI3alis Ta
MPUCKOpEHHS OOMiHy, Bi3yami3amii Ta mepemadi iHdopmarii, ame i
€KOHOMIsI TPUPOJHUX PECYPCIB, IO € aKTyaJbHUM i NPIOPUTETHUM B
YCbOMY CBITI TUTaHHSIM.

Indopmaniitna Oe3neka — € TEPUIOYEPrOBUM ACIEKTOM IS
NOCTIHHOT Ta HemepepBHOI pPOOOTHM THUX YW IHIIMX YCTAHOB 1
3a0e3mneueHHs] CTaOUTBHOCTI TMPOLECIB — apke Ha CHOTOJAHI CBIT
TIOBHICTIO 3aJI€XHUTh BiJ iH(GOPMAIIfHUX TEXHONOTIH Ta iX CTpPIMKOro
PO3BHUTKY.

Tinmeku mpotsirom 2017 poky Oyno 3adikcoBano 7 riio0aabHUX
kibeparak (1), mo OynM crnpsiMOBaHI Ha TIIOIIKO/DKEHHS HE TUIBKH
IpOrpaMHUX 3ac00iB, aje i BUXiJ 31 CTPOIO anmapaTHUX 3aco0iB, 301t Ta
3YMUHKY pOOOTH BEJHMKHX KOPHOpAILiid, MiANPHEMCTB, Iep>KaBHUX
YCTaHOB B YyChOMY CBiTi, caboTak BHOOpIB, a TaKOX BHUTIK



KoH}imeHmiHO1 iH(opMmarii. Cepen TakuMxX arak, IO ONHHUIHCS
CepI03HOI0 3arpo3010 JUTSt VYkpaiau 2) €
Petya/NotPetya/Nyetya/Goldeneye — rnobampHa kiGeparaka, 10
BinOymacs 3a micsup micns ymapy WannaCry, mo nopymus podoTy B
Hepuly 4Yepry MeIWYHHX 3aKIajiB i CIPUYMHUB 3aTPHUMKY HaTaHHSI
MEIWYHOI NTOTIOMOTH TamieHTaM KiiHiK Bemmkoi Bpuranii Ta BTpaTy
3HAYHO] CyMH KOILTIB y KPHIITOBAITIOTI. ATaka
Petya/NotPetya/Nyetya/Goldeneye mnopymina po6GoTy 1 BeluKux
YKpalHChKUX MiANPUEMCTB, KOMNaHiil Ta OaHKiB, cepen IkuX JlepkaBHe
MiANPUEMCTBO  «AHTOHOB», MixHaponuuii  aeponopr  «KwuiBy,
Omanbank, IlpominBectOank, YkpcibOaHk, kommanii — Kwuisctap,
Bonadon, Tenesiziitni kananu — CTh, ICTV, ATP Ta iHmmux.

IMutanHs KiOepOe3MEeKH CHOTOMHI € ONHHM i3 TMPIOPUTETHHX HE
TITBKH B YKpaiHi, ane i y cBiti. [loxii moTo4HOr0 pPOKY HOBENH, IO
HeMae KpaiHu MOBHICTIO 3aXUIIEHOI Bi KibepaTak.

IIpobaemaTuka 10oc/aigKeHHA

HaykoBi poGotu 3 iHpopmamiiiHOI Oe3meku po3MimieHi y
Crieliayi3oBaHUX BHJAHHAX Ta Ha pecypcax, L0 € NOCTYIHUMHU TUIbKH
BY3bKOMY KOJIy YHTauiB/KOPHCTYBaYiB.

3 TOukM 30py HAYKOBOI poOOTH, MyOmikaiii 30KpeMa, BaKIHBO
BIIMITUTH T€, 0 MHUTAHHS KiOepOE3MEeKH € MOHATTAM, IO MPUTAMaHHE
HE TIIBKH OKPEMHM Tajy3sM, a MOXKE OYTH €JIEMEHTOM JOCIIiIKCHHS
IIMPOKOTO KOJIA HANPSIMKIB.

OcHOBHa 3ajada JOCTI/DKCHHS TMOJATa€ Yy  BHOKPEMIICHHI
myOmikamid, [0 TOB’sA3aHi i3 TepMiHOM —  «kiOepOesmeka
(«cybersecurity»), BU3Ha4€HHI XPOHOJIOTT — BIAMOBIHO 301bIICHHS YU
3MEHIIEHHS KUTPKOCTI MyOTiKaliii 3a ocTanHi 15 poKiB, KoJla HAYKOBUX
HaNpsIMKiB, HAYKOBHX BHJaHb, KpaiH, MpEICTaBICHHS iH(popMamii 3
[bOT'O MUTAHHS Y )XypHAJIbHUX MyOIiKalifx, Te3ax KoH(pepeHIii, Tomo.
Bci pgani Oyno oTpuMaHO 3a paxyHOK 00poOku iH(opMariii, mo
MICTHTBCS y JIBOX MPOBIIHMX HAyKOMeTpHUHHX pecypcax — Web Of
Science (Clarivate Analytics) Ta Scopus (Elsevier). Ili cuctemu Gyio
0o0paHo Ul BUKOHAHHS JIOCIIIDKEHHS 4epe3 X aBropuTeTHICTh. [laHi
cHCTeM mependavyaloTb HHU3KY CYBOPHX BHMOT JO BHIaHb, SKi
IHIEKCYIOTbCS IIMMH pecypcaMd 1 BIANOBIJHO MOBa ine IIpo
KOMITIETEHTHICTb 1 JOCTOBIPHICTh IH(OPMAIlii, 10 € IPEJICTABICHHS Y
BIAMOBITHMX BuAaHHAX. lle 103BoNsie BIEBHEHO TOBOPUTH IIPO
HayKoBicTh iH(popmanii, Ha 06a3i sKkoi chopMOBaHO aHANITHYHI
pe3yJIbTaTH.


https://www.wired.com/story/petya-ransomware-ukraine/
https://www.wired.com/story/petya-ransomware-ukraine/

AHani3 myOaikanii 3a JaHUMH HayKOMeTPUYHOI 0a3Mm JaHHX
Web of Science
B mexax pecypcy Web Of Science 6ymo Buzineno 1454 3ammcu 3a
terom  «cybersecurity».  IlyGmikarii  BiAMOBiZaOTH  TeMaTHII
KOMI'IOTePHHX HAyK, TEXHIYHMX HayK, OIi3HEC eKOHOMIli, IIo
Bimmosimae kareropism Web of science: Engineering electrical
electronic, computer science theory methods, computer science
information systems, computer science software engineering, computer
science hardware architecture. HaiiGinpiny KinbKicTh myOnmikamid B
JaHii TeMaTuui onmyOJiKoBaHO cHiBpoOiTHUKaMu oprauizauii i3 CLLIA
United states department of energy DOE, United states department of
defence, University system of Maryland Ta iH.
TemaTtnka HaHOUTBII IIUTOBAHUX HAYKOBUX MpaIb y BiIMOBITHOCTI
1o posmnoxiny Web Of Science:
- Reliability assessment of photovoltaic power systems;
- Review of current status and future perspectives;
Cyber-Physical System Security for the Electric Power

- A Reliability Perspective of the Smart Grid.

Pucynokl — Mepeska TepMiHiB 3a Terom Cybersecurity

BignoBimHO 1m0 nMTyBaHHS PpOOIT, aKTYyaJbHICTh PO3MIISTHYTOI
TEMaTHKH 0COOJIMBO 3pOcia B OCTaHHI POKH (puc. 2)
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Pucynok 2 — LluryBanas myOumikamiif, 0o po3MillieH Y BUAAHHAIX, SIKi
iHIeKCy0Thes HayKoMeTpuaHuM pecypcom Web of Science

ABropamu i3 YkpaiHH 3a TeroM omyOiikoBaHo 4 poOOTH, pOKH
myOmikanid 2015-2017. Tepminu, BumiieHi B poOoTax YKpaiHCBKUX
aBropiB: cybersecurity, cyberthreat, intelligent technique, differential
transformation, mathematical model, cyberspace, information
protection, security incident, critical aviation information, civil aviation,
security control, criticality. Hesnauna ximpkicTh poGiT yKpalHCBKHX
aBTOPIB HE JI03BOJISIE BU3HAYUTH €KCIIEPTIB y JaHii ranysi Ta HaiOuIbII
PO3BHHYTI HAOpsSMH JOCHKCHb B YKpaini. [Ilpore mnuTaHHI
KiOepOe3neKn He Bipi3HIIOTHCS B Pi3HUX KpaiHax. ToMy CIliJ 3BEpHYTH
yBary Ha axkTyaJlbHI HalpsSMH, BU3HAUCHI Ha OCHOBI MEpeki TepMiHIB
(puc.1): big data, machine learning, internet of things, information
secutity, cyber-physical systems and others.

AHayiz nyOJikanii 3a JaHUMH HAYKOMETPMYHOI 0a3u JaHUX
Scopus

B HaykoMepuyHOMY pecypci SCOpPUS 3a ocranHi 15 pokiB
npezacraBiaeHo 2848 my6Omikauwid. Ha puc. 3 mokasaHo AWHaMiKy
KIJIBKOCTI IyOJTiKaliil MpOTAroM 3a3Ha4eHoro Mnepiosy.

XapakTepHuid 3piCT yBard HAyKOBIIB 1O IIi€i NpoOIeMaTHKH
nomitHMIA 3 2011 poky. Came octanHHI ~10 pOKiB BBOXKAIOTHCS HAOIIBII
aKTyaJbHUM Uil PO3TIIAY dYepe3 MimBuIIeHHS Kibepsarpo3 (3). Ilik
myOmikanidHOi akTWBHOCTI mpumagae Ha 2016 pik — piKk CTPIMKOTO
3pOCTy KUIBKOCTI Ta 4acTOTH KibepaTak, i TOMy 3yMOBIICHUI HaraJlbHUM
IHTEpPeCOM JI0 LBOr0 NWTaHHA. 3a aHAITHYHUMH JaHuMH (4) came y
2016 poui 6inbie 4000 manTaxk-aTak BigOynocs 3 noyatky 2016 poxy.
TMopsim 3 mum y 2016 pomi 3HA4YHO 3pic pUHOK KibepOesmeku —
3araJlbHOCCBITOBI BUTpPATH KpaiH Ha NMHUTaHHA iHpOpMamiiHOi Oe3mexn

).
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Pucynok 3 — JluHamika KibKOCTI IyOImikaiit 3a Terom «cybersecurity»
3a mepiox 2003-2017 poku

Takok Jyke BaXIMBUM € pO3MOAUI MacuBy myOnKamii B
IHIEKCOBAaHHUX PecypcoM SCOPUS XKypHaIIiB 32 HAYKOBUMH HarpsMKaMH
(puc.4). Taxwii po3momin MoOKa3ye 3HAYHY KIIBKICTh — 26 HayKOBHX
cupsMyBaHb (3a Kiacu(ikmiero SCOPUS), HAYKOBHH I1HTEpeC BYCHUX
SIKMX TIOB'SI3aHUH 13 MOHSTTAM KibepOe3mekn.
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PucyHoxk 4 — Posmnofin kinbkocTi myOuikaiii SCOpUS 3a Terom
«cybersecurity» 3a HAyKOBHMH HaTIPSIMaMH.
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3 pUCYHKY BHJHO, IO CHEKTp HAayKOBHX HAIpPSMIB € JOCTaTHHO
IIMPOKUH, aie OCHOBHUH HAyKOBUH iHTEpeC MPUTAMaHHUN 3 HayKOBHM
Hanpsimam — Computer Science — cmpsMoBaHi Ha BHCBITICHHS
AHATITHYHUX JaHUX KyOep3arpo3, moOyIoBY IPOTPaMHIX Ta allapaTHUX
3aco6iB mpotuzaii kibepHammagam, Engineering — 3acoGu BUPOOHHUIITB IS
3axucty Ta Social Sciences — aHani3 MOBEIIHKOBOI Ta IICHXOJIOTIYHOT
CKJIaJI0BOT, JIFOJICBKOTO (pakTOpy B MeKax JIaHOTO SIBUILA.

BaxniBoro i B TOH ke uac NPOTUPIWIMBOIO I0CTa€ KapTHHA
PO3MOiTy KUTBKOCTI MyOJiKaIiii Ha kpaiHaMu. 3 OJHOTO OOKY I[JTKOM
3aKOHOMIpHUM € mpiopureT Crionydenux llItaTiB AMepuKH 3 OrjsiLy Ha
MIBUIIEHY yBary 0 NpoOjeMaTuku KiOepOes3NeKkn He TUIbKH 3 TOYKH
30py 3aXHCTy Ta Oe3neku iHdopmalii, a i cTapTeriYyHuX MipKyBaHb. B
TOH ke uyac BenukoOpuTaHis, SK OCHOBHA MNOCTpakhana KpaiHa Bix
kibepataxu WannaCry. Tpete micue nocigae Kuraii (puc. 5).
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Pucynok 5 — Po3moin kinbkocTi myOsmikaiii SCOpUS 3a Terom
«cybersecurity» mix kpaiHamu cBiTy

Cepen BUIaHb, 10 MIiCTATh HAWOUIBITY KUIBKICTH ITyOJIiKaIii 3a
3a1aHOI0 TEMATHKOIO TaKi:
1. IEEE Security And Privacy — 97 nyGuikariii.
2. Computer — 49 ny0Oumixariii.
3. IT Professional — 25 ny0mikariii.
4 Intech — 20 my6mikarriii.
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Pipeline And Gas Journal — 15 my6ikarrifi.
IEEE Internet Computing — 12 myGurikariii.
IEEE Transactions On Smart Grid —
8.  Aviation Week And Space Technology New York —
11 myGmikariii.
9.  ACM Inroads — 10 myGuikarriii.
10. Computers And Security — 10 my6Gmikarriii.

Cepen 3araipHOr0 MacuBy BHOKpemuieHo 11 myGuikaniit 3 Ykpainu.
Takuii TOKa3sHMK HE € UIFOCTPaTHMBHUM. MOXKHAa 3a3HA4YMTH KiJIbKa
0oOTpyHTYBaHb HHM3bKOI MyOJIiKalifHOT aKTHMBHOCTI 3a HalpsIMKOM (3a
JaHUMH SCOpUS) dYepe3 Majly KiJIbKICTh BUAAHb 3 YKpaiHH, IO
IHICKCYIOThCS HAYKOMETPUYHOK 0a3010 SCOPUS Ta adimiatiero (haxiBiiiB
3 YKkpaiau opraHi3amisiMu iHIIHX KpaiH.

B Tabmumi 1 3a3HaueHo iHdopMarito moxo myOumikamiit 3 Ykpainw,
BKa3aHO Ha3By pOOOTH, Ha3By BHUIAHHSI Ta THN IIyOJiKaIii, Ha3BY
opraHizalii, IKy IpeACTaBIAIOTh aBTOPH Ty OITiKaIii.

No o

Tabmmms 1. [Ty6mikarii 3 Ykpainu B HAyKOMETpHYHIH 0a3i naHMX
Scopus 3a Terom «cybersecurity

.r]:(fn Ha3pa nyoaikauii Ha3Ba Buganns Opranuizanis Tun ny6aikanii
1. Cybersecurity of distributed 2nd International Conference Sumy State Marepianu
information systems. The on Advanced Information and University, koHpepenwii
minimization of damage caused Communication Technologies, Sumy
by errors of operators during AICT 2017 - Proceedings Sumy National
group activity 29 August 2017, Article Agrarian
number 8020071, Pages 83-87 University
2. A Mathematical Cybersecurity Cybernetics and Systems State Economic- Crarrs B
Model of a Computer Network for | Analysis Technological HayKOBOMY
the Control of Power Supply of Volume 53, Issue 3, 1 May University of BHIaHHI
Traction Substations 2017, Pages 476-484 Transport
S. P. Korolyov
Zhytomyr
Military Institute
3. Applying the functional Journal of Theoretical and Faculty of Crarrs B
effectiveness information index Applied Information Information HayKOBOMY
in cybersecurity adaptive expert Technology Technology, BHIaHHI
system of information and Volume 95, Issue 8, March Taras
communication transport systems 2017, Pages 1705-1714 Shevchenko
Open Access National
University of
Kyiv
Economics
Information
Systems
Department,
SHEE “Kyiv
National
Economic
University
named after
Vadym Hetman”
4. Method for Journal of Automation and State Economy Crarrts B
assessing cybersecurity of Information Sciences and Technology HayKOBOMY
distributed computer networks for Volume 49, Issue 7, 2017, University of BHIAHHI
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https://www.scopus.com/sourceid/12933?origin=recordpage
https://www.scopus.com/sourceid/12933?origin=recordpage
https://www.scopus.com/sourceid/19700182903?origin=recordpage
https://www.scopus.com/sourceid/19700182903?origin=recordpage
https://www.scopus.com/sourceid/19700182903?origin=recordpage
https://www.scopus.com/sourceid/25497?origin=recordpage
https://www.scopus.com/sourceid/25497?origin=recordpage

control of electricity consumption
of power supply distances

Pages 48-57

Transport

Designing a decision support EasternEuropean Journal of Department of Crarrs B
system for the weakly formalized Enterprise Technologies Computer HayKOBOMY
problems in the provision Volume 1, Issue 2-85, 2017, Engineering BHJIaHH]
of cybersecurity Pages 4-15 International,
Open Access Kazakh-Turkish
University
named after H.
A. Yesevi B.
Department of
Managing
Information
Security,
European
University
Department of
Information
Technology
Security,
National
Aviation
University,
Management of information EasternEuropean Journal of Department of Crarrts B
protection based on the integrated Enterprise Technologies Managing HayKOBOMY
implementation of decision Volume 5, Issue 9-89, 2017, Information BHIaHH]
support systems Pages 36-42 Security,
Open Access European
University
Department of
Technical
Information
Security Tools
Department of
Information
Technology
Security,
National
Aviation
University
Critical aviation information Meeting Security Challenges IT-Security Marepiann
systems cybersecurity Through Data Analytics and Academic koHdepenwii
Decision Support2016, Pages Department,
308-316NATO Advanced National
Research Workshop on Auviation
Meeting Security Challenges University
Through Data Analytics and
Decision Support, ARW 2015;
Aghveran; Armenia;
1 June 2015 through 5 June
2015; Code 125134
Cybersecurity case for FPGA- International Conference on National Marepianu
based NPP instrumentation and Nuclear Engineering, Aerospace KoH(epeHmii
control systems Proceedings, ICONEVolume University
5, 2016, Article KhAl, Computer
number V005T15A0272016 Systems and
24th International Conference Networks
on Nuclear Engineering, Department
ICONE 2016; Charlotte; Center for
United States; 26 June 2016 - Safety
30 June 2016; Code 124474 Infrastructure-
Oriented
Research and
Analysis, RPC
Radiy,
Kirovograd
The study of participants' EasternEuropean Journal of Department Crarrs B
values convergence on the Enterprise Technologies of Information HayKOBOMY
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https://www.scopus.com/sourceid/21100450083?origin=recordpage
https://www.scopus.com/sourceid/21100450083?origin=recordpage
https://www.scopus.com/sourceid/21100450083?origin=recordpage
https://www.scopus.com/sourceid/21100450083?origin=recordpage
https://www.scopus.com/record/display.uri?eid=2-s2.0-85020181870&origin=resultslist&sort=plf-f&src=s&st1=cybersecurity&nlo=&nlr=&nls=&sid=ffc23d94f8287e8d1d8599a9aa102554&sot=b&sdt=cl&cluster=scoaffilctry%2c%22Ukraine%22%2ct&sl=28&s=TITLE-ABS-KEY%28cybersecurity%29&relpos=6&citeCnt=0&searchTerm=
https://www.scopus.com/record/display.uri?eid=2-s2.0-85020181870&origin=resultslist&sort=plf-f&src=s&st1=cybersecurity&nlo=&nlr=&nls=&sid=ffc23d94f8287e8d1d8599a9aa102554&sot=b&sdt=cl&cluster=scoaffilctry%2c%22Ukraine%22%2ct&sl=28&s=TITLE-ABS-KEY%28cybersecurity%29&relpos=6&citeCnt=0&searchTerm=
https://www.scopus.com/sourceid/21100450083?origin=recordpage
https://www.scopus.com/sourceid/21100450083?origin=recordpage

example of international scientific Volume 6, Issue 3-84, Technology and BUIaHHI]
project on cyber security 2016, Pages 4-11 Software
Open Access Engineering,
Chernihiv
National
University of
Technology
Department
of Public
Administration
and
Management
organization,
Chernihiv
National
University of
Technology
10. The control technology of CEUR Workshop Odessa Marepiann
integrity and legitimacy of LUT- ProceedingsVolume 1356, National koHpepenii
oriented information object usage 2015, Pages 486-49711th Polytechnic
by self-recovering digital International Conference on University
watermark ICT in Education, Research
and Industrial Applications:
Integration, Harmonization
and Knowledge Transfer,
ICTERI 2015; Lviv; Ukraine;
14 May 2015 - 16 May 2015;
Code 112160
11. Bilevel programming and Mathematical Problems in Departamento Ormsin

applications

Engineering
Volume 2015, 2015,
Article number 310301
Open Access

de Ingenieria
Industrial y de
Sistemas,
Mexico
Department
of Social
Modeling,
Central
Economics and
Mathematics
Institute
(CEMI), Russian
Academy of
Sciences (RAS)
Department
of Electronics
and Computing,
Sumy State
University

BaxniBo BiIMITUTH, IO cepej MyOuiKkalii € 1 cTaTTi y HayKOBHX

BUJIAHHSX 1 MaTepiany koHdepeniii. Takox 5 i3 3a3HaueHux myourikaii
€ PO3MIMICHH] ¥ BiIKPUTOMY JOCTYII i JOCTYIHI CBITOBOMY HAyKOBOMY
3arainy.

BucHoBKkH
OOpana mpoOiieMaTHKa Ta KOHIECMIS TOCTIIKCHHS JI03BOJISE 3a

paxyHOK aHaji3y JaHUX aBTOPUTETHUX HayKOMETPUYHHUX PECYpCiB, L0
MICTATh pedeparnBHY iH(OpMAIii0 MOA0 MyONMKaliii 3a HANPsIMKOM

kibepbesnexa,
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https://www.scopus.com/sourceid/21100218356?origin=recordpage
https://www.scopus.com/sourceid/21100218356?origin=recordpage
https://www.scopus.com/sourceid/13082?origin=recordpage
https://www.scopus.com/sourceid/13082?origin=recordpage

npoOJeMH Ta BHECOK YKPAaiHCBKUX BYEHHX IO PO3B'A3KY IHTaHb
KOMIT'FOTEpHO1 Oe3MeKu.

3armoyaTKOBaHi JOCIHIIKEHHS BHMAraloTh OUIBII TIMOOKO aHai3y
CHemiaicTiB He TIIPKU B raly3i iHOpMamiHHUX TEXHOJIOTiH,a ¥ iHINX
rajxysed 3HaHb 1 MOXE CTaTH MIATPYHTAM JUIL  PO3BHTKY Ta
BJOCKOHAJICHHS NIOJITHKH iHpOpMamiiHOi 6e3mexkn YKpaiHu.

Ha croronmHi nmuranHs Oe3nek B yCiX rajy3sX 3HaHb € HE TIJIbKH
NPIOPUTETOM HAYKOBHX pPO3pOOOK, aje W OJHMM 13 TPHOPUTETHHUX
HanpsMKiB TPOrpaMu TPaHTOBOI HiATpUMKH E€Bporeiicbkoro Coro3y
«opuzonT 2020». CTBOpEHHS KOHCOPLIYMIB, 3aJIy4eHHS CHELIaIiCTiB
PI3HUX HAYKOBUX HANPSIMKIB € YPETOBOIO CXOJHKOIO JI0 MOLITYKY HOBHX
nUIsixie  0oporeOu i3 kibep3arpo3amu. IlpoBemenmit aHamiz i3
HOJANBIIAM PO3BHTKOM MOXE CTATH aKTyaJbHUM IHCTPYMEHTOM JUIS
o0paTTs TEMaTUKHA TMPOEKTIB, MOIIYKY eKCIEpTiB Ta (OPMKBAHHS
Koyrabopariit ans peanizamii pe3ylIbTaTHBHAX JOCIIIKEHb, IO 3MOXKYTh
MPOAYKYBAaTH HOBI HAYKOBI 3HAHHS Ha OJ1aro OE3MeKH CBiTy.

[epenix mocunanp:

1. The Biggest Cybersecurity Disasters of 2017, URL:
https://www.wired.com/story/2017-biggest-hacks-so-far/ (nara 3Bepuenus
2 mucronana 2017 poky)

2. 2017 Cyberattacks on Ukraine, URL:
https://en.wikipedia.org/wiki/2017_cyberattacks_on_Ukraine

3. https://news.sap.com/pwc-study-biggest-increase-in-cyberattacks-in-over-
10-years/ (nata 3Bepuenns 30 sxoBTHS 2017 poky)

4. 6 Must-Know Cybersecurity Statistics For 2017/ Barkly Blog, URL:
https://blog.barkly.com/cyber-security-statistics-2017 (mara 3Bepuensst 1
mcronaza 2017 poky)

5. Cybersecurity Market Reaches $75 Billion In 2015; Expected To Reach
$170 Billion By 2020, URL.:
https://www.forbes.com/sites/stevemorgan/2015/12/20/cybersecurity-
market-reaches-75-billion-in-2015-expected-to-reach-170-billion-by-2020
(mara 3Bepuenus 3 mucronana 2017 poxy)
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THTEPHET PEYEM (IOT): IHTETPAJIbHA BE3IIEKA

O.A. Bapanos
Hayko6o-0ocnionmuit incmumym ingpopmamuxu i npasa
Hauionanvnoi akademii npasoeux nayk Yxpainu, m. Kuie, Yxpaina

®enomeH [HTEpHETY pedeit (ckopoueHo - IP abo Internet of Things -
aHri., ckopoyeHo - 1oT), sxwif oTprMaB TaKky Ha3By HOHAA 15 pOKiB
TOMY, TOTY)XHO YBIHIIOB B JKUTTS Cy4YacHOTO CYCIIIBCTBA,
JEMOHCTPYIOUH Bpakaroyl pe3yilbTaTH B yce HOBHX i HOBHX cdepax
JIOJCHKOT  misIbHOCTI. B mepenoBux KpaiHax CBITY aKTHUBHO iije
BIPOBAKEHHSI TEXHOJOTiH IHTepHeTy peueil. 3a nmaHmmu 0aratbox
excneptiB: 1o 2025 poky mo 100 MminesapmaiB mpucCTpoiB OyayTh
migKIToYeHi 10 Mepexi Iurepuer, a puHok IP 6yne ckmagatu § 7-19
TpwibiioHiB. Y 2016 poui Kurait npuitaas m’stupiuny JlepxaBHY
nporpamy 3 3aransHuM (¢iHancyBauusm $ 127,5 mupa. Himeuuuna y
2016 pori, six i 6arato po3BUHEHUX KpaiH, cTala BUKOHYBAaTH IPOTPaMy
«lamyctpis 4.0» — GaraTopiduHy CTpaTeTivYHY iHIMIaTHBY IJIs CTBOPCHHS
BCEOCSDKHOTO OadeHHS i Tutany Aiif moxo [P B mpommciioBoMy cekTopi.

[puxmaan y cdepi 6e3MiIOTHAX aBTOMOO1ITIB O€3CYMHIBHO CBiT4aTh
NpO HEBIIBOPOTHICTh HACTAaHHA epu IHTepHeTy peueil: Intel BuTpaTuTh
15,3 minbsipna $ Ha mokymky Mobileye (BHpoOHHKa KOMIIOHEHTIB IS
OesmioTHuX aBTo); Qualcomm mnpundana 3a 47 mipn. $§ NXP,
HAMOLTBIIOrO mMOcTaYadbHUKa aBTOMOOUTBHMX uimiB; Google, Uber,
Ford, Tesla, Nvidia MatoTh BiacHi nporpamu 100 CTBOPEHHS BIaCHUX
6e3MiIOTHUX aBTOMOOIIIB.

Ha ocHOBI poBeieHOTO aHai3y HAYKOBUX IOPHIUYHUX 1 TEXHIYHIX
JDKepell, BHSBICHHX XapakTepHuX BiactuBocted IP Ta pesynbraTiB
pobotu [1] 3ampormoHyeMo HACTyHHY IediHimiro TepMiHy: «lHTepHET
pedeid» — me ¢ CYKYIHICTh TEXHOJIOTiH, IO TOEJHYIOTH METOJH,
criocoOn 1 mporecH, a TakoX B3aEMOJIIOYMX TEXHIYHHUX CHCTEM i
KOMIUIEKCIB, sIKI CKJIQJIAIOThCS 3  MIKPOIPOLECOPIB, CEHCOPIB,
BUKOHABYUX INPHCTPOIB, CHCTEM Mepenadi JaHHUX, JOKAIBHUX Ta/abo
PO3MOJINIEHNX OOYHMCIIOBAJIBHUX PECYpCiB 1 MpOrpaMHUX 3acoOiB,
MPU3HAYCHUX ISl 3[MIHCHEHHS CYCIIJBHUX BiIHOCHH, B TOMY YHCII,
MOB'A3aHMX 3 HAJaHHSIM TOCIYr abo MpOBEeNEHHSIM poOIT, Ha OCHOBI
BUKOPUCTAHHS Oe€3idi pi3HOMaHITHHX HaHUX 1 Mepexi [HrepHeT mpwm
Oe3mocepenHii ydacti abo 0e3 ywacTi Cy0'eKTiB LHX BIJHOCHH
(ropunmuHEX 260 (iznyHMX 0cib).

3a 20-25 pokiB craH pedyed 3 TEXHOJIOTISIMH IP Oyne
XapaKTepu3yBaTHCh HACTYITHUM: MomupeHicTio — [P 6yne nponusyBatn
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BCi cepH JOACHKOI MiSUTBHOCTI; 1HTENEKTYyalbHICTIO — IPAKTHYHO BCi
kommuiekcu IP OymyTe QyHKIioHyBaTH Ha 0a3i IITYYHOTO iHTENEKTY;
CaMOOpPTaHi3aIli€0, AWHAMIYHICTIO 1 TETEPOTCHHICTI0O — PI3HOPIiIHI
kommiekcn [P Oymyte camocTiitHO 00'emHyBaTHCH 3 IHIINMH
koMIutekcamu IP; Benmkumu maHuMu — OyJe MaTé Micue KoJocaibHa
KOHIICHTpAIliSl PI3HOMAHITHUX NaHWX; CTPIMKHAM PO3BHTKOM Mepexi
InTepHeT — BinOyHmeTbCS KoJIOCAJbHE 3pOCTaHHS Tpadiky HHPPOBHX
JIaHUX.

Takum 4YuHOM, 3 OIJIITYy Ha Te, IO KOMIUIEKCI Ta cuctemu IP
OynyTh Oe3nepepBHO 3a0e31eUyBaTH JIIOACHKY ISUIBHICTh Y Oy/Ib-SIKHUH
cdepi, 6a3yrounuch Ha BUKOPUCTAHHI KOMIT'TOTEPHUX CHCTEM Ta MEpexi
IHTepHeT, MOXXHa IiHTH BUCHOBKY, IO OO'€KTH 3 KOMIUIEKCAaMH 1
cucrteMamu [P 3a BU3HaueHHSAM Iie 00'€KTH KPUTHYHOI iHYPACTPYKTYpH
UL OyIb-KOT MisUTBHOCTI 3a YYacTIO JIIOJUHK abo0 Oe3 1 yJacTi.

PosButky Ta BmpoBamkeHHIO TexHonoriii IP Ha cyuacHomy erami
NMpUTAMaHHI Taki OCHOBHI 30HM pHU3WKIB Ta Oap'epiB: TEXHIKO-
TEXHOJIOT14HI; Oe3IeKH; KOH(]1IeHIIIHOCTI; CYMICHOCTI;
CTaH/apTH3allii; IPaBOBOTO PETYITIOBAHHS.

Lle oOymoBmioeThCSI HU3KOIO TeBHHMX (akropiB. Hampuknan, mis
TEXHIKO-TEXHOJIOTTYHOI ~ cdeprt Oyne XapakTepHHUM JOTPUMAaHHS
HACTYITHOTO IPHHIMITY, IO CTBOPIOE YMOBH s 3a0e3nedeHHs
MOCTIHHOTO PO3BUTKY: BCl TEXHOJIOTII, SIKi JO3BOJATH HANATH MOCIYTY
abo 3mificHuTH poOOTH KOMQOPTHIIIE, JCHICBINE, IMBUAIIC, SKICHIIIEC,
Oesmeunime OyayTh iMIoieMeHToBaHI B TexHoiorii IP. 3a3HaueHe
npu3Bese 10 Toro, mo cdepa IP Oyne xapakrepu3yBaTHCh HACTYITHHUM:
apxitekrypa [P — GaraTto3B's3Ha, OaraToBUMipHa, CKJIaJHAa, aJIalTHBHA,
OaraToyHKIIOHANBbHA; ideHTH(IKAIlII — BCI CKJIAZOBI EIEMEHTH
KOMILIEKCIB Ta cucteM [P, 00'ekTH, sSIKiM HaJalOTHCS MOCIYTH abo Ui
SKHX BUKOHYIOTBCS POOOTH MAarOTh OYyTH ieHTH(DIKOBaHI; OE3MIOBHOO
pOOOTOI0 TEXHOJIOTIH Tepeaayi AaHUX; MAKCUMAIbHOK e()EeKTUBHICTIO
KOPHUCTYBaHHS panioyacToTHUM pecypcom; eKOHOMHUM
€HEeprocroXMBaHHAM 1  30iNblIEHHAM  4Yacy  aBTOHOMHOCTI;
TPaHCKOPJIOHHUM XapaKTepOM B3a€MOIIi; MiIBUIIEHUMH BUMOTaMH 0
HaiIHOCTI 1 CTIAKOCTI.

YV Benukii KiTbKOCTI AOCTIIHUX POOIT i CTATTSIX OOTOBOPIOIOTHCS
nutanHs O6esnekn IP. OpHak, sk i B cuTyalii 3 BU3HAUEHHSM TEPMIiHY
«IHTEpHET peyeii», KOHCOIIAOBAHOTO MiX0My 0 BU3HAYCHHS JNeQiHimii
TEepMiHy O€3IEKH IHTEpPHETY peded me He BiIOysoch, M0 MPHU3BOIUTH
JI0 JICIIO XaOTHYHOTO, OE3CHCTEMHOrO YSBICHHS CYTHOCTI Oe3nexu
IHTEpHETY peded Ta QopMyBaHHA MEpeNiKy Ta 3MicTy Ipodiem,
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MOB'A3aHMAX 3 OE3MEeKOI0, MONIYKY NIIAXiB BHpIMIEHHS IHX IpobieM
TOILIO.

Y 2015 poui ®enepanpaa toprosa mamata (CIIIA) omyGmikyBana
3BiT, B SKOMY IIJIKPECTIOETECSA HASBHICTh IIUIOMY pO3YMiHHA
BaXJIMBOCTI TOTO, IO TPH BHUKOPHCTAaHHI TEXHOJIOTIH IHTEPHETY peden
TIOBHHHA 3a0e3MeuyBaThcs po3yMHa (IpUHATHA) Oe3reka, 3MICT SKoi i
BUMOTH 10 SIKOI I TUIBKM HAJEXUTh BU3HAUUTH HAa OCHOBI Kpallux
NpakTUK KommaHid [2]. 3 1pOro 3BITYy BHUIUIMBAE, IO B JIHCHOCTI
npobiiema Oe3leku IHTEpHETy pedel IOKM Ie HE YCBIOMIIEHAa B
MOBHOMY i1 MaciuTali i 3HaYeHHI, a HaJlisl Ha Kpallli IPaKTHKH KOMIIaHii
€ JlaieKo He HaWKpallom Jep)KaBHOIO MOJIITHKOI 3a0e3ledeHHs
Oe3rexu.

3i 3micTy TexHonorii IP, nmocBimy iX BIpoOBa/KeHHS, BXKE HAsSBHHUX
pe3yNbTaTiB BHKOPHCTaHHsA TexHouorid IP, BHcOkoi AuMHaMiKHM IHMX
MPOIIECIB CTAE 3PO3YMLUINM, IO B CAMOMY HAHONMIMKIOMY MalOyTHEOMY
YnMaja YacTHHA JIIOJICHKOI HisNMBHOCTI Oyae MOBHICTIO Oa3yBaTHCs Ha
texHomorisix IP, a 3Hayna dacTka iHTepeciB 1 moTpe® mMOOWMHU i
cycmiibcTBa  OyOyTh  3aJOBOJBHATHCS  BHKIIOYHO  3aBISKH
(YHKIIOHYBaHHIO MEBHHX cucTeM 1 KomiuiekciB IP, sxi Oyayts
BUKOHYBaTH PI3HOMaHITHI poOOTM 1 HaJaBaTH MOCIYrd B IHTepecax
JroJIei, 1HOII HaBiTh 0e3 iX y4acTi.

IMpu posrnsai npoGiiem Oe3rnexkn OyaeMO BHUXOIUTH 3 HACTYMHOL
XapaKTEePUCTUKH:

— IP, sk rmobanpHa cucTeMa, Oyjie CKIQJATHUCh 3 BEIUYE3HOL
KUTbKOCTI (3 JECATKIB 1 COTEHb MUIBHOHIB) OKPEMHX CHCTEM |1
komiiekcis IP;

— apxitektypa IP Oyzme sBIATH CcO0OK  CyHEepCKIamHY,
TeTepOreHHy, TiOpuaHy, Oarato3B’s3Hy Ta OaraToQyHKIIOHATBEHY
rio0ansHy rinepcucremy IP;

—  KoHbirypauis  OKpeMHX 4YacTHH (pi3HOI  PO3MIpHOCTI)
rinepcucremu [P Moxke amanTHBHO, 3a37ajerinp He nependadyBaHUM
YHUHOM, 3MIHIOBATHUCSI BIIITOBITHO 10 3aBJaHb, SIKi OyIyTh BUPIIIYBAaTUCh
cucTeMaMu Ta KomIuiekcamu [P;

— sl BUKOHAHHS SIKMXOCh POOIT ab0 HajaHHs IOCIYT MEBHOIO
cucTeMor0 abo KoMiulekcoM [P Moxke 3HamoOuTHCS 3a3jajerigb
Herepen0adyBaHa, TOOTO BHITAJKOBAa B3aEMOJiS 3 OyAb-KUM IHIIUM
€JIEMEHTOM, CHCTEMOI0 a00 KOMIUIEKCOM rinepcucremu IP;

—  Oesmeka Oyab-sKOi AiSUTBHOCTI JIFOJMHH, CYCITUILCTBA 1 JIepKaBU
CTae 3aJIe)KHOK Bix OesmevHoro ¢yHKmioHyBaHHs I[P, Ha skii ns
TUSUTBHICTD 0a3y€eThCS.
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OTxe, OCHOBHA MeTa 3abe3mnedueHHs Oe3neku rinepcucremu IP i/abo
11 cKkmafgoBUX — 1€ 3a0e3nedeHHs HaAIIMHOCTI, CTIMKOCTI 1 SIKOCTI
3MiHCHEHHS Ti€l 94X iHIO{ OisSUTBHOCTI, IO 0a3yI0ThCSI HA BUKOPHCTaHHI
TexHomnorii IP.

3 orisiay Ha HaJaHy BUIIE XapaKTEPHCTHKY Ta 32 YMOBH LIHPOKOTO
BUKOPUCTAaHHS KOMIUIEKCIB Ta cucrteM I[P moTpiOHO BHM3Hawatu Ta
OJTHOUacCHO 3a0e3leuyBaTH HacTymHe: I1H(PAacTpyKTypHY Oe3neky
(HamiliHICTB, CTIHKICTB, pE3epBYBaHHs); TEXHOJIOTIUHY Oe3rmeKy;
iHpopMmaniiiHy ©Oe3neky; KibepHeTnuHy Oe3meky; OaraTopiBHEBY
cucteMy Oe3meku; OC3MEPEPBHICTh BCIX  CKJIAIOBUX  OC3IMCKH;
IHTErpauilo Ta B3a€EMOJIII0 PI3HOMaHITHUX CUCTEM Oe3IeKn

Takum uymHOM, Oe3meka rinepcuctemMu [P € iHTerpanbHOMO, IO
CKJIAAa€ThCS 3 HACTYIHHUX BUAIB Oe3IeKu: iHPPaCTPYKTYpHOI Oe3meKu;
TeXHOJIOTIYHOi Oe3mekw; iHpopMmamiitHOi Oe3mekn; KiOepHETHIHOT
Oe3meK.

3 ormmgy Ha 3a3HayeHe, YOPaBIiHHA CHCTEMOIO Oe3leKH
rinepcucremun [P i/abo i ckmamoBux moTpedye po3poOICHHS
TCOPETUYHMX Ta NPAKTHYHUX 3acaj CTBOPCHHS Ta (YHKLUIOHYBaHHS
CHeLiaIbHOr0 MEHEKMEHTY 1HTerpaJIbHOT O€3MeKH.

B po6oTi HamaeThcsl XapaKTePUCTHKA BCIX CKIAMOBHX IHTETPaIbHOT
6e3nexu IP.
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PA3PABOTKA, OHEHKA U NCITIOJIb30BAHHUE
AJITOPUTMA CEITMEHTAIINU CJIOB 1JIs1 CHCTEM
MOHHUTOPHUHI'A HAIUOHAJIBHBIX MHTEPHET-
PECYPCOB

bepe3nn B.l, Jlanm I[.l, Masuenxo O.2
1I/IHcmumym npoonem pezucmpayuu ungopmayuu HAH Ykpaunwi,
2. Kuee, Yxpauna
2Y)Ltueepcumem "Vkpauna', 2. Kues, Yxkpauna

AKTyalbHOCTh W aHANU3 nyOJaukammid. Pacrymee kosimdecTBo
MH()OPMALMOHHBIX PECYpPCOB, IPEICTABICHHBIX B MHTepHETe, BemeT K
HEOOXONMOCTHU Pa3BUTHS TIOMCKOBBIX CHCTEM JJISl JOCTYNa K HUM. B TO
K€  BpeMs, pacTeT OoJIi M BaKHOCTh MHPOBBIX BeO-pecypcos,
MPE/ICTABICHHBIX HAa S3BIKAX, TIOMCK B KOTOPBIX TpPeOyeT ompeneseHus
TpaHUI] CJIOB (KUTAWCKUH, SAMOHCKUW, TAaHCKWA W 1p.), B TEKCTaX
KOTOPBIX HE TPHUHATO pasielieHue cioB mpobermamu. B paborax [1,2]
OTMEYAIOTCsl TaKHe 0COOCHHOCTH KHTaickoro VHTepHeT-npocTpaHcTBa
KaK BBICOKHE TEMIIbI POCTa BeO-pecypcoB M 4YHCIa T0JIb30BaTeNeH;
HaJIn4ue COOCTBEHHBIX COIMAJBHBIX CETeH M IOMCKOBOH CHCTEMBI
Baidu, opuenTHpoBaHHOW Ha KHTaiickuil s3bIK (CYIIECTBEHHOM
npo6eMoil sABIgeTCs NPUMEHEHUE JJATHHULBI U KUPIIUTHYECKUX KOIOB)
M TIOKPHIBAIOLIEH 3HAYMTEIBbHYIO YacTh BeO-PeCypcoB KHTAHCKOTO
cermeHTa VHTepHer. B 3Tmx paboTax Takke MOKa3aHbl IMOIXOMIBI K
MOCTPOCHHIO ~ CHCTEeM MOHMTOpWHra HalMOHAJIbHBIX HTepHeT-
pecypcoB, TI€ aKTyaJdbHOW SBISETCS CETMEHTalusl CIOB IIpH
(hopMHpOBaHUS NHJIEKCA TOUCKOBON CHCTEMBI.

B panmneit pabore [3], paccMaTpuBaeTCs MOPTHPOBAHHE CHCTEM
MOWCKAa ¥  W3BJICYEHUS HMHGOPMAIMM B  CETMEHT  PECYpCOB,
MPEJCTAaBICHHBIX Ha KHUTAWCKOM M SIMOHCKOM s3bIkax. OTmeuaercs
BaXHOCTb HHAEKCHPOBAaHUS  KUTAWCKUX CHMBOJIOB U TIPOOJIEMBI
ABTOMATHYECKOW cerMeHTauuu. B [4] oTmeuaeTcs, 4TO IS pelICHHS
npoOJIeMbl  CerMEHTallMM KHUTaMCKOTO TEKCTa  HCHOJB3YIOTCA TPH
OCHOBHBIX CIIOCO0a: CIOBapHBIA (OOBIYHO C NMPUMEHEHHEM aJrOpUTMa
MaKCHMaJIbHOTO COOTBETCTBUS), CTATUCTHYECKUI 1 KOMOMHUPOBAHHBIH,
coveraronii B cebe oda npenpiaymux. [Ipn sTom, yaaéres npaBuibHO
CEeTMEHTHPOBaTh TEKCT Ooiiee yem Ha 90%. Pabota [5] paccmaTpuBaer
CEeTMEHTALMI0 CJIOB A3bIKA YypAy (KOTOpPBIM TakXke HE HCIOJb3yeT
paszenuTeneldl MeXJy CIOBaMH) KakK Ba)XXHYIO NPOOJIeMy NPHIOKEHUH
obpabotkn  ecrectBeHHbIX  s3pIkOB  (NLP).  PaccmarpuBarorcs
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TEXHOJIOTHUSI COBMAJeHUsI ¢ Haubojee [UIMHHBIMU CIIOBAMHU U3 CJIOBaps
(longest  matching); TexHomOrMs  MaKCHMaJbHOIO  COBIAIEHHS
(maximum matching) u MeTOIbI CTATHCTHYECKOM CErMEHTALIUH.

Hannass paboTa TOCBSIICHA pealu3alMd MOJCIH alropuTMa
cermentanmu cinoB (ACC) mis GopMupoBaHHS HWHIEKCA ITOMCKOBOM
cuctemsl. [lokazansl BapuaHTel ACC, mpemIokeHa pearn3amus
MOJIeJiel  aAropuT™Ma CErMEHTAllMH, IIOJydeHa OIleHKa KadecTBa
cermeHtanuu. PeammzoBanHbie ACC HCHONB3YIOTCS aBTOpAMH  UIS
co3manus OOOOIICHHONW MoOJEnH MNpeAMETHONH oOmactd Ha 0ase
MOHHUTOPHHIA PECYPCOB KHTAHCKOTO cerMeHTa MHTepHEeT.

Oco0eHHOCTH MoOJe/ell aJaropuTMa CerMeHTaluu cjaoB. B
paboTax, HOCBSIIECHHBIX CETMEHTAIIUH CIIOB, BBIIEISIOTCS IBE OCHOBHBIC
MOJIEI — CTATHCTHYECKHE M HCIOJb3YIOIUE CIIOBaph (MpaBuia,
crucky cioB). OleHKa STHX BYX [OJX0JI0B K CErMEHTAIIMH BbIOJIHEHA
B paborte [6]. Ims Mozeneit Ha OCHOBE CIOBaps MOJDKEH OBITh TOCTYIICH
npeonpeeNieHHbIl  croBaps. [lpy  3TOM  OTMedYaeTcsi BapHaHT
aNropuTMa ¢ MaKCHMAaJbHBEIM COBIaJeHHeM (maximal matching), mis
kotoporo ectb Moaudukanuu - forward maximal matching (FMM) u
backward maximal matching (BMM), B 3aBUCHMOCTH OT HarpaBJieHHs
00paboTKu TekcTa. BTOpoil BapuaHT Al aaropuTMa Co CIOBapeM - 3TO
AJITOPUTM, KOTOprﬁ HaxoauT CErMCcHTAal U0 C MHWHHMAJIbHBIM
KOJIM4ecTBOM ciioB shortest path (SP).

Jlns Mozieniet Ha OCHOBE CJIOBapsl MPEAIOoJIaraeTcsl Hajludue CIHCKa
CJIOB, Ka)XJI0€ M3 KOTOPBIX CBSI3aHO C OLIEHKOH BEPOSTHOCTH TOTO, YTO
OHO SIBJIIETCS. HICTHHHBIM c10BOM. [ycTh

W= {{w;,g(wi)}iz1. n}
Oyzmer TakuMm chouckoM, rae Ui  sBIseTcs KaHIMAATOM HA CIOBO, 4
rakke (Wi} ero (GyHKOHSA KadecTBa. AJTOPUTM  MPSMOTO
MaKCUMalbHOTO cooTBeTcTBUS FMM oOpabateiBaet Tekcr T mis
* *
BBIBOJIa JIYYINErO TeKylero ciosa ' MHorokpatHo c¢ T=t s
KaXXJI0T0 IIUKJIa, TAKUM 00pazom
{w*, t*} = argmax g(w)
wt =T
C KaXKIbIM fw, glw)}t € W.

ANTOPUTM CeTrMEHTAllMM Ha OCHOBE Kpardaimero myTta [6,7]
HCIIONIB3YET TMPEAIOIOKCHHE O TOM, YTO TPaBHIbHAS CErMCHTAI[HS
JIOJDKHA MaKCHMH3HMPOBATh JUIMHBI BCEX CJIOB WM MHHUMH3UPOBAThH
oOmiee kommdecTBO cioB. [l mpemioxkeHus S W3 M CHMBOIIOB
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{e1.¢2.. ... Em} nyamee cermentnposanmoe mpemnoxerme S° 13

. {wl, w3, ..., wrs }
N cios
S* = argmin = 7n.

W ety e Wy = 1

Ota 3amada ONTHMHU3AIMH  IIpeoOpasyeTcs B 3a1ady HAXOXKICHUS
KpaT4aimero mMyTH AJS HAIPABICHHOTO HEIMKIMYECKOTo Tpada.

Pa3paGoTka anropurma cermenranuu. (g anammza ACC  Obutn
pacCMOTpPEHBI pPa3IWYHBIC peanu3anuu Mojened cermeHratopa. C
HOMOIIBI0  si3biKa  Perl Ha OCHOBe anropurMa MakCHMAaibHOTO
coorBerctBMs FMM  Obuto  pa3paboTaHO  COOTBETCTBYIOILIEE
mporpaMMHoe obecriedeHue. Taxoke paccMaTpHBanach NpeioskeHHas B
[8] peanuzamust cermMeHTaTopa Ha OCHOBE JITOPUTMa MaKCHMMalbHOTO
cooTtBeTcTBUs. IIpu moucke CIOB OH MBITAeTCS HCIONb30BaTh CaMoe
JUIMHHOE BO3MOXKHE CJIOBO. JTOT MPOCTOH aJrOPUTM JIOCTaTOYHO
a¢¢dextuBeH mpu OoabIIoOM cioBape. OCOOCHHOCTBHIO — aNrOpUTMa
ABJSIIOTCSL  BJIEMEHTBl  CPEJACTB HMIACHTH(HMKAMM W  H3BICUCHUS
KUTACKUX MIMCHOBAaHHBIX 00beKTOB. B peamusanuu anroput™a Ha Perl
omrcaHbl Takue 00BeKThI, Kak uncia, ASCII xomsl, kutalickue Gpammin
U T.N. W TPETyCMOTPEHBI MNpOLERYpHl UId MX H3BIedYeHHs. boiee
MOAPOOHO CHCTEMa H3BICUCHUS KHTAaHCKHX HMMEHOBAHHBIX OOBEKTOB
paccmoTpeHa B [9], rae MpHUBOASATCS HECKOJIBKO BHJIOB MPaBWI IS
OTHECEHHS CJIOB K IMEHOBaHHBIM 00bekTaM. Peanmsanus cermeHTaropa
[8] ObuTa ajanTHpOBaHA M MCIOJB30BaHA JUIsi (OPMUPOBAHHS MHIEKCA
MOUCKOBOH  CHCTeMbI Hpu paboTe ¢ HOBOCTHBIMH, Hay4HO-
TEXHUYECKUMH U Ap. BeO-pecypcaMu KUTaHCKoro cerMmeHTa MHTepHeT.

B nannoit pabote, Iisi aHanM3a M YCOBEPIICHCTBOBAHUS MOJETHU
ACC mnpemnoxeH W pa3padOTaH aJrOPUTM C MOMCKOM KpaTdauIero
nytu B rpade [10]. Ero peamusaunmsi BbimonHeHa Ha s3bike Perl.
[IpennoxeHHbIH aXrOpUTM CETMEHTAIlMM COCTOMT M3 TPeX dacTeil:
®opmupoBanue Tabmunel CrnoB, @opmupoBanme Tabimmer [llar-
[No3umust, @opmMupoBaHre MacCHBA CETMEHTHPOBAHHBIX CIIOB U BBIBOJI B
¢aiin. B nmepBoit yacTi mporpaMMbl CO3/1a€TCSI MACCHB, KaXK/1asi CTPOKa
KOTOpPOI'0 COOTBETCTBYET CUMBOJY BXOJHOM CTpoku. Ilpu HaxoxneHun
MHOXECTBA CJIOB, Ha KOTOPBIE MOXET OBITh pPa30uTa BXOIHAs CTPOKA,
JUTA KaXIOH BXOJHON OYKBBI aHATM3UPYIOTCS BO3MOXKHBIE ITOACTPOKH,
HAYWHAIOIINECS C JaHHOM OYKBBI, IMHOHN oT 1 10 N. (N — MakCUMAaIbHO
BO3MOXHas JJIMHA CJIOBAa, 3aBUCHUT OT s3blka. s kuTaiickoro, B
CJIOBape MOYKHO HAaWTH cioBa 10 5-6 mepornudos, it pycckoro no 18-
20 O6ykB u T.4.). Ecnmum nnsg aHanusmpyeMol MOJACTPOKH HaXOAMTCS
COOTBETCTBYIOILIEE CIIOBO B CJIOBAape, TO TaKOE CJIOBO HCIOJIB3YETCS B
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pa3ouennn. IlocTtpoeHHas TakuM o00pa3oM TabIHMIa CONEPKHUT
MHO)KECTBO CJIOB, HA KOTOpPBIE MOXXET OBITH pa3OWTa BXOIHAS CTPOKa
mpH JaHHOM o0beme cioBaps. B Tabmume | mokasaHo pa3bueHme,
MOTy4CHHOE JUIs BXOJIHOM CTPOKH
IWORKATTHERESEARCHINSTITUTE (B cnoBape HaiifeHsI ClioBa U
YacTO MCHONB3YEMbIE COKPAIICHHNS).

MHOXECTBO CJIOB, Ha KOTOpble pa30MBacTCs BXOJHas CTPOKa,
MOXeT OBITh NPECTABICHO HalpaBieHHBIM Irpadom. BykBbl BXOJHOM
CTPOKHU SIBIIIIOTCS BEpIIMHAMU Takoro rpada, a cioBa pa3OueHus,
MOJTydaeMble JUIsl KaXKJI0i OyKBBI, TIPEJCTABISIOT pedpa, UCXOAAIINE U3
COOTBeTCTBYyOIMX BepmuH. Ha puc. 1 mpuBeseHo mnpexncraBieHue
pa3oueHus BxogHoi ctpoku IWORKATTHERESEARCHINSTITUTE
Ha cioBa B Buzae rpada. [Ipm Takom mnpexacTaBiIeHHH, BHIOOP CIIOB
MPaBHIBHOTO pa30MEHNS BXOIHOH CTPOKH MOXKET pacCMaTpPUBATHCS Kak
MOMCK MHHUMAJIBHOTO ITyTH B Tpade. PaznudHble BapuaHTHI BOJIHOBOTO
ITOPUTMA, HapsILy C APYTHMMHU METOJAMH HAaXOXKICHUS MHHUMAaJIBHOTO
MyTH B rpade, MOTYT UCTIONB30BATHCS JUIS PEIICHHS 3TOH 3a1auH.

Bo BToOpo#i wacTHm TpoOrpaMMbl, B COOTBETCTBHH C BOJIHOBBIM
ITOPUTMOM, C MOMOINBI0 Tabmuibl CioB dopMmupyercs Tabiua
ITarITo3unusi, ¢ MOMOILBIO KOTOPOU BBINOIHIETCS pPa3METKa BEPIIUH
rpada, omnpezenseTrcss UX paccTosHHE (COOTBETCTBYIOLIME KOJIHMYECTBY
pebep B ciydae HEB3BEIIEHHOrO rpada) OT HayaJbHOH BEpIUUHEI
(mepBoit OYKBBI BXOJHOM CTpokH). J{J1s 3TOT0, Ha Ka)KA0M Iare (BOJIHE)
QITOPUTMA OIPEIEISIeTCsT MHOXKECTBO COCEAHMX, JOCTHKUMBIX B
MaHHBIA MOMeHT BepmuH. T.e., Tabmmma larllo3mmms comepkut
MHOXXECTBO BEpIIMH Tpada, KOTOPbIE JOCTHXHMBI IIPH aHaJIH3e
TEKYIIEro BXOJHOTO CHMBOJIa (Tekylleil ctpoku Tabmumpl Cros). A
TaKKe COJNEPXKUT IMO3WIMHM Hadajla CJIOB, Ha KOTOpbIE pa30MBaeTcs
BXOJHas CTpPOKa MpW CerMEHTalMu. B memoM, mporpamma MOXXeT
paccMarpuBaThCsl Kak MOJU(UIMPOBAHHBIM BOJHOBOH  aJrOpUTM
HaXO0’KICHNS MHHUMAJIBHOTO ITyTH B rpade.

Tabnuma 1.
Bxoanasn .
crpoka HaiinenHble B cjioBape cJIOBa pa30ueHUs!
i i
w work
0 or
r
k

25




L/

R (K
or
o _/‘
WORK AT
1

f

INSTITUTE

in

a a at
t
t th the there theres
h he her here
e ere
r re res research
e es
S se sea sear search
e ear
a a ar arc arch
r
c ch chi chin chins
h hi
i i in ins inst institute
n ns
S st
t ti tit
i i it
t tu tut
u ut
t
e e
—_— T~ —_res

Pucynox 1 — [IpencraBnenne pa30ueHUsI BXOAHON CTPOKH
IWORKATTHERESEARCHINSTITUTE Ha cnoBa B Buze rpada.
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Ha tpersem aTame anroputMa, HadMHAs C MOCIEIHEH BEPIIUHBI, HA
OCHOBE pACCTOSHUH [0 NPEIIIECTBYIOMNX BEPIINH, MPOU3IBOIUTCS
BEIOOp pedep B rpade, COCTABIAIOMNX MUHIUMAJIBHBIN IyTh, T.€. BEIOOP
MUHIMAaJIBHOTO KOJHMYECTBA CJOB, HA KOTOPBIE MOXET OBITH pa3omuTa,
CEeTMEHTHPOBaHa BXOJHAs CTpoka. Ha sToM 3Tame, mpu BBHIOOpE CIIOB,
UL yIUy4IIeHUs] KauecTBa CErMEHTAllH, KPOME PAacCTOSHUN MOTYT
TaK)X€ YUYUTBIBATHCS APYrue O0COOCHHOCTH SI3BIKOB, HAIPpUMEP 4acTOTa
WCIIOJIb30BaHUsI CIIOB B TEKCTaX Ha Pa3HBIX s3bIKax M T.m. T.e., B 3TOU
YacTd mporpamMmbl, Ha ocHoBe Tabmuipl [llarllosumus ¥ BXOmHOM
CTPOKH CHMBOJIOB 3amojiHsieTcsi maccuB CerMeHTUpoBaHHBIX CIlOB.
3arem cioBa u3 chopmupoBaHHOTO MaccuBa CeMeHTHpoBaHHBIX CIIOB
BBIBOJISITCSL B BBIXOHO# (haiiyl mporpaMMel.

Onenka M HCHOJb30BaHHE MojeJeld cerMeHTanuu. 1 OIEHKH
KadyecTBa CETMEHTALINU u BO3MOKHOCTH HCTIOJTb30BaHUS
peamm3oBaHHBIX  BapHaHTOB ACC  TpOBOOWIOCE  TECTHPOBAHUE
ANrOpUTMa MAaKCHUMaJdbHOTO cooTBercTBus FMM wu amroputma c
MOWCKOM  KpaTdaifmero myTd B Trpade, a TakkKe PYTHX,
SKCIUTYaTHPYeMBIX B CceTH VIHTEpHET CerMEHTAaTOpOB. AHAIIOTUYHO
paboram [11,12], 1 OIICHKM CETMEHTAaTOPOB  HCIOJIB30BAJICS
MHCTPYMEHTAIBHBII HA0Op Ul OLIEHKH CErMEHTAIlMU KUTalCKUX CIIOB
https://web.archive.org/web/20100702191858fw_/
http://projectile.sv.cmu.edu
[research/public/tools/segmentation/eval/index.htm. B cocrtas naGopa
BXOZSIT TPOTPAMMHEIC CPEICTBA M TECTOBBIA Koprmyc. Ilpu omeHke
CETMEHTAaTOPOB HCTIOJIB30BAaJICS TECTOBBIH KOpITyC u3
WHCTPYMEHTAJIBHOTO Ha0Opa HAa OCHOBE KUTAHCKUX HOBOCTHBIX TEKCTOB
(mannble npoekra the Chinese Treebank, ¢ kuTaliCKUMH TEKCTAMH W3
Xinhua news, Sinorama news magazine, and Hong Kong News [11]).
Kpome Toro, B maHHO#H paboTe OBUT MOATOTOBICH TECTOBBIH KOPITYC
o6beMoM 10 ThICSY CIIOB HA OCHOBE YaCTOTHOTO KMUTAWCKOTO CIOBaps.

Meron OUEHKHM, KOTOPBIA HCHOJB30BAICA JUISI TECTUPOBAHUS
cermenraropoB, HaseiBaercst Edit Distance of the Word Separator
(paccrostHuEe TP peAaKTUPOBAHUH pasnienenus cioB, EDWS).

Hyers  C1C5....CiCj41.-Cp.  mpenctaBnsier mpeioxkenne 6e3

cerMeHTanuu. CerMeHTaTop pasjenseT 3TO MpeUIoKEeHUEe Ha
MOCJIC/IOBATENILHOCTE CJIOB IIyTEM BCTaBKM pas3fieNuTeNst S MeExXay
CHMBOJAMH, B pe3yJbTaTe NPEAJIOKEHHE MOXET HMMETh, HalpHuMep,
TaKoH BU/: ClC25C3C4C55C6C7C8C93C103....CiCi+1...SCn. Pasnrbie
IpOrpaMMbl CErMEHTAllMd MOTYT pa3MellaTh pasfeluTeldd B pa3HbIX
HO3ULHUAX OAHOTO M TOrOo K€ NpeanoxkeHusa. PaccrosHue mpu
penaktupoBanun pasznenenus cinoB (EDWS) onpenensier, ckonbko
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omepanuii PENAKTUPOBAaHHWA (BCTaBKM, YIAJICHUS U COBIAJCHUS)
HEoOXomuMbl Ui MOAM(pHUKAINU aBTOMAaTHUYECKH IOTY4YCHHOH
CETMEHTALMH TEKCTa [0 CTAHAAPTHOW CETMEHTAllMH TOTO )K€ TEKCTa,
MOJYYeHHOW BPYYHYIO, dKcIepTaMiu. TOYHOCTH (precision) M IONHOTa
(recall) sBIsIFOTCS TIOKA3aTENSIMHU, KOTOPBIE UCIOIB3YIOTCS MPU OIICHKE
OoupIell YacTW anrOpUTMOB H3BJICUEHHS MH(popMaruu. [l omeHKH
CErMEHTALMH AT TT0Ka3aTesId MOTYT OBITh ONPEECICHBI TaK:
Precision= (uucno cosnaoenuit) / (uucno pazderumeneii 6
nosyuennom mexcme) (1)
Recall=(uucno cosnaoenuinr) / (uucno pazoerumeneii ¢ cmanoapmuom
mexcme) (2)
F=2*Precision*Recall / (Precision+Recall) (3)

B tabnuue 2 B cronbme 1 moka3zaHbI BHIBI CETMEHTATOPOB, IS
KOTOPBIX TPOBOJMIIOCH TECTHPOBaHME. B cTonbme 2 — Tum Kopiyca
(HOBOCTHOH, M3 HWHCTPYMEHTAJIFHOTO HaOOpa, WIM CIOBapHBIH,
OTOOpaHHBIA U3 CIIOBApsl), UCIOIB30BaHHBIN MPH TECTHPOBaHWHU. B 3-5
cTosOnax TabNuIBl IPUBEICHBI KOJINYECTBA ONEPail PEAaKTHPOBAHH
(coBmameHus, BCTAaBKH, YIAJCHHUA), KOTOpble HEOOXomUMO OBLIO
BBINIOJHUTH sl MOAMGUKALMM TEKCTa IOCie CerMeHTaTopa B
CTaHIApTHBI TekcT. B mocnmennHmx, 6-8 crombuax mpencTaBICHB
3HaYeHMs NoKa3aTesnel, paccuutanHele mo ¢opmynam (1) - (3) mpu
MpOBEJCHUU TecTupoBaHusA. [lnsg anroputMa E. Ilerepcona
TECTUpOBaHKHE OBbLJIO IMPOBEJEHO C HCIIOJIb30BAaHHEM CIIOBaped IBYX
pa3mepoB - 348982 cnoB (omuH u3 cioBapeil cermeHratopa Jieba) u
119804 cnos (cnoBaps WordList).

Tabmmma 2 — Pe3yneTaThl TECTHPOBAHUS.

Bun TecToBbIi Cos. Ber. VYna. | Precision | Recall F-1

cerMeHTa- | Kopmyc

TOpa

1 2 3 4 5 6 7 8

Jieba HoBocTHOM | 19581 2567 1233 | 94.08% 88.41% 091
cioBapublii | 9966 33 365 96.47% 99.67% 0.98

Online HOBOCTHOI | 21334 814 1911 | 91.78% 96.32% 0.94
cioBapublii | 9686 313 3508 | 73.41% 96.87% 0.84

Aaroputm | HoBocTHO# | 19313 2835 1699 | 91.91% 87.20% 0.89
€ MOHCKOM
KpaTJaii-

LIero nyTH | cjosapHbrii | 9988 11 464 95.56% 99.89% 0.98
B rpage
(coBapn
348982
CJIOB)
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Anroputr™m | HoBocTHOi | 20673 1475 1073 | 95.07% 93.34% 0.94
IleTepcona

(cnopapy, | cuoBapubiii | 9882 | 117 2940 | 77.01% | 98.83% | 0.87

348982
CJIOB)

Aaroput™ | HoBocTHO# | 20524 1624 1452 | 93.39% 92.67% 0.93

Merepcona [ cpopapnprii | 9696 303 4850 | 66.66% 96.97% 0.79
(cs10Bapn

119804
CJIOB)

Ir- HOBOCTHOI | 21345 803 3145 | 87.16% 96.37% 0.92
Segmenter

KpoMme TecTHpoBaHHMs aNrOpUTMOB CErMEHTAlMM HAa OCHOBE
KATallCKMX TEKCTOB, JI1 alrOpUTMa MAaKCHMAJBHOTO COOTBETCTBHS
FMM wu anroputMma C IIOMCKOM KpaT4yauIllero myTd B rpade Juis OLeHKH
pa3OueHus] NPOBOAMIOCH TaKXKe TECTUPOBAHHE C HCIOJIb30BAHHEM
PYCCKHX M aHITIHMHMCKUX TEKCTOB M cioBapei. OIeHHBajCi MNPOLEHT
CJIOB, CETMEHTHPOBAHHBIX C OIIMOKaMU MJIsl MacCHBOB JIaHHBIX W3
pa3NUYHBIX BUAOB HWH()OPMALMOHHBIX PECYpCOB -  HOBOCTHBIX
COOOIIEHNH, TEXHHMYECKUX W XYI0)KECTBEHHBIX TEKCTOB. [lpu sTOM
UCTIONB30BAINCh JIBA BHJA CIOBaped - CIOBapb PYCCKOTO f3bIKa H
CIIOBapb,  COPMUPOBAHHBIM  ITyTeM  HAKOIUIEHHMS  HOBOCTHBIX
COOOIIEHNIA.

PeammzoBanaele u amantupoBaHHble ACC  HCHOIB30BANCh IS
MOHHUTOPHHIa KNTalckux MHTepHET-pecypcoB. MHTepdeiic n pe3yabTaTsl
OTpaboOTKH 3ampoca Ha MOHUTOPHUHI IPH UCIIOJBb30BAaHMU CErMEHTaTopa
Ha OCHOBe ajanTupoBaHHoro anropurma E. Ilerepcona [8] B kuraiickoii
counanpHoii cetm Weibo mokasanel Ha puc. 2. Kpome toro, B
paccMaTpuBaeMoOi MOJIETIH PEaln30BaHbl CPEICTBA OUCKA JIOKYMEHTOB B
MOJy9aeMBIX pe3yJIbTaTaX MOHUTOPHHTA.

)

A | Select Weibo Query: EEomR ™ @€ & ODcbhug
%

L~

biivid

iR RMIME  [EAEE! REEAN -ER-TOYSZE] SX, FE SRE NS —PE A BT NEAE FiE
B EVBTITH, JIABAEERARARIREIAEFRES AR, CANTERRN-TOTS, —BRE. 1 (RINEEY
Weibo: 2016.11.30 22:14

http://weibo.com/2656274875/EjXqTFLkL?refer flag=1001030103
kK%

Pucynoxk 2 — OtpaboTka 3anpoca Ha MOHUTOPHHT B KHTaHCKOH
coumanbHoi cetn Weibo
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BoiBoabl. [IokazaHa akTyadbHOCTh 33/1a4l CETMEHTAIMHU CJIOB ITIPH
(opMHpOBaHMM WHIEKCA IIOMCKOBBIX CHCTEM B CBSI3H C POCTOM
pecypcoB kuTaiickoro u Jnp. cermeHToB MHTepHer. IlpuBeneHbl
BapHaHTHI ACC, xoropele MOTyT OBITH WCIIOJNB30BaHBI  IUIS
(hopmupoBaHUs MHJIEKCa MIOMCKOBOH CHCTEMBI, MOKa3zaHa
NPUMEHIMOCTb MOJIENICH Ha OCHOBE CIIOBapsl.

- Paccmotpensr momenu peanmsaimun FMM ACC Ha ocHoBe
cioBaps. [IpeanoxeH anropuTM cerMeHTalMu ¢ MOUCKOM KpaT4aiIinero
nyTH B rpade U pa3paboTaHo MporpaMMHoe o0OecrieueHue.

- IlomyyeHbl OIEHKHM KayecTBa CEIMEHTAllMM W Pe3YJbTaThl
ucronp3oBanuss  mojenn  ACC mpu  QopMHpOBaHMM HHJIEKCA
MOMCKOBOW CHCTEMBI JIsI MOHHUTOPUHra BeO-pecCypcoB KHTAHCKOTO
cerMeHTa  VIHTepHET,  KOTOpble  IIOKa3bIBAIOT  BO3MOXKHOCTb
HCTIONIb30BaHMS allTOPUTMa IIPH TOCTATOYHOM 00BEME CIIOBapsL.

1. Jlarms JI.B. O030p ocobeHHOCTEH W BO3MOXKHOCTH KOHTEHT-
MOHHTOPHHTA HAITMOHAJIEHOTO cermMeHTa cetu WaTepHeT / [.B. Jlanmy,
B.A. bepesun, B.A. JlomonoB // Peectpamis, 30epiranas i oOpoOka
nmanux, - 2016. - T. 18, - N 3. - C. 20-38.

2Jlanmy M., bepesun b., IlaBnenxko O. Iloctpoenue wmomenu
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Marepuanst XVI MexnyHapoaHoi HAay4HO-IIPaKTHYECKOM
koHpepernuu UTH-2016. - K.: UTIPU HAH VYkpaunsr, 2017. - C. 48-
57.
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5.Durrani, N., Hussain, S. Urdu word segmentation // Human
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6. Zhao H., Utiyama M., Sumita E., Lu B. L. An empirical study on
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Conference on Intelligent Text Processing and Computational
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TH®OPMAIIHA TEXHOJIOT'ISI CHEHAPHOT'O AHAJII3Y
HA BA3I IOCJIJUKEHHS] MOJEJIE# TPEMETHHX
OBJIACTEN

Boiivenko A.B.
Incmumym npoonem peccmpauii ingpopmauii HAH Ykpainu,
Kuie, Ykpaina

Hocniooceno  ancopummu  GuOineHHss  KIIOYOBUX NOHAMb  Md
3anponoHO8aHO NiOXi0 00 NOOYO0B8U MepexCi NOHAMb 3 BUKOPUCMAHHAM
mexHonozii cyeHapiie poszsumky cumyayii. Pospobrena mexuonocis
OHMOI02IYHO20 00CNIONCeHHs 2pagha iHopmayiino2o cepedosuwa Ha
OCHO8I  CYeHapHoeo nioxody Oas onucy, Mmooerei i CMpPYKMYpHO-
aneopummiynoi opeawnizayii inpopmayitinoi 6azu  Ons DI3HUX
iepapxiunux pienis ix nooamHs.

Po3pobnena TexHOJOTISI pPO3POOKH Ta JOCIIIKCHHS CICHApPIIB
PO3BHUTKY CHTYyallii, 3aCHOBaHa HAa OHTOJIOTISIX, OTPUMAHHUX 13 MAacHUBY
JOKYMEHTIB, SIKi OIHCYIOTh IIEBHY TEMaTH4Hy 00JNacTb. 3a OCHOBY JJIs
noOy/ZOBH  OHTOJIOTIMf  NIPONOHYETHCSI BHKOPHUCTOBYBAaTH  MEPEXi
NPUPOAHBOI iepapxii TepMmiHiB, AKki 0Oa3zyloThcs Ha iH(oOpMaIliifHO-
3HAYNMHUX EJIEMEHTaX TEeKCTY.

IMocnmimoBHICTE 3aBHaHp I peanizalii MPOIOHOBAHOTO ITiIXOAY
Moke OyTH BH3HaYCHA TAKUM YHHOM [ 1,2]:

1) BusiBnenHs  6a30Bux  IfiJiei, [0  XapaKTEPHU3YIOTh
JIOCITIKYBaHHH mporiec abo cHCTeMY;

2) BusBIeHHS KIFOYOBHX EIEMEHTIB Mpoliecy abo CHCTeMH;

3) BusBieHHS B3a€EMOBIUTHBIB (PaKTOPIB;

4) TloGyaoBa KOTHITHBHOI MOJIENI;

5) TloGymoBa MOXITMBHX CIICHAPIIB PO3BUTKY;

6) BusHaueHHs KPUTEPIiB OIIHKH CIICHAPIiB;

7) Ouinka creHapiiB i BHUSBJICHHS HaWKpAaIIOro 3 TOYKH 30py
00paHUX KPHUTEPIiB.

Ha BXig Mozeno040ro KOMILIEKCY HAaAXOIUTh TEKCT Y BUXITHOMY
¢dopmari, ToOTo B momynsipHux ¢opmartax nokymeHtiB DOC, OAT,
RTF, PDF, HTML. Taki 1OKyMeHTH KpiM CaMOT0 TEKCTY MIiCTATh TAaKOX
(opmaTyBaHHs, BUHOCKH, «3aHBi» IUISTHKU TEKCTY (peKiama).

Jnst  oTpuMaHHS TEKCTYy 3 JOKYMEHTIB, MOJaHUX Ha BXiJ
BUKOPHCTOBYIOTBCS iCHYIOUI IporpamHi 0ibmiorekn Ha MoBi Perl: LWP,
HTML::Extract, HTML::Parse, HTML::FormatText,
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Lingua::EN::Bigram, Lingua::StopWords. Jlami BU3HA4arOThCS MEXi
CIiB, pedeHb, ab3aiiB, BUAAIIIOTHCA YHCIA, PO3IUIOBI 3HAKM Ta iHIII
CHUMBOJIH 1 TIOCITITOBHOCTiI CHMBOJIIB, 5IKi € CIIOBaMH, alle SKi BiIirparoTh
BaXXIIUBY pONb y pedeHHi. CKIaJHICTh AAHOTO €TaIly IOJIATaE B TOMY,
0 JesAKi TMOCTITOBHOCTI CHMBOJIB dacTo OyBae HEMOXKIHBO
iIeHTU(IKYBaTH Ha IOMY €Talll aHaTi3Yy.

catalanpresident

spanish_pritfie_minister spanish_government spanish_poli
catalan_government independefice_referendum
constitutional_court ) oci@her
president_carles prime_minist

carles_puigdemont

s
) feferendum
catalan_independence_refergndum |
! X news primé_minister_mafiano
national=pelice
leaderxcarles_puigdemont
'spanish_national_palice

catalan, president \carles,

police government
- harcglona
cafaﬁ:)ia catalan_independence
\ote
riot_golice y 4
indep/éndence spanish_Fiot_police
catalansreferendum
polling_stations
catalan, leader

_ P SpainConstitutional_court
spanish catalan

= - -

retrieved: october polingbstation people Catalan_leader_carl
sb;i[u president”Carles-puigdemont
minister_mariano_rajoy

julia_de_ramis mariane_rajoy

Pucynok 1 — [puknan orpuMaHoro rpady

Jlis BU3HAUEHHS WIHHOCTI CIEHapiiB MPONOHYEThCS BUKOPUCTATH
MypamiHuii anroput™ (anri. ant colony optimization, ACO) — ouH 3
e(heKTUBHUX  TIOJMIHOMIAbHUX  alNTOPUTMIB  JJISI  3HAXOJDKCHHS
HaOIIDKEHNX pO3B'SI3KiB 3aBJIaHb MMOIIYKY MapIIPYTiB Ha rpadax.

3anponoHOBaHA TEXHOJIOTIS TO3BOJISIE B @BTOMAaTH30BAHOMY PEXNMI
Ha 0a3l aHaji3y BXiZHOTO NAaKETy JOKYMEHTIB BHpILIyBaTh 3ajady
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PO3pOOKHK Ta JOCITiIKEHHS CIIeHapiiB 3/MiHCHEHHS BIUIMBIB Ha 00’ €KTH,
AKi BiIIOBITAIOTh BUOPAHNM KIIFOYOBUM ITOHSTTSIM.

Jlitepatypa

1 Jlammp» A.B.CHapckuit A.A. Tlomxom K  CO3IaHHIO
TEPMUHOJIOTHYECKIX OHTOJOTHH // OHTONOTHS TpoekTupoBanms, 2014.
- N 2(12). - C. 83-91.

2 Jlanne /I.B., boituenko A.B. Bukopucrtanusa Moaeneil npeaAMeTHUX
obyacteil y 3amadax cueHapHOro aHanizy // MixHaponHa HayKOBO-
npakTHYHa KoH(pepeHUis "IHTelaeKTyanbHi TEXHOJIOTII JIIHTBICTHYHOTO
anamizy": Te3u qomosineii.
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RESEARCH OF THE SIMULATION POLYGON FOR THE
PROTECTION OF CRITICAL INFORMATION RESOURCES

Liliia Galata, Bogdan Korniyenko, Alexander Yudin
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The article devises and implements a simulation polygon for
protecting critical information resources based on the
application software GNS3. The main element of computer
network security is the Cisco ASA 5520 firewall, which divides
the company's network into a demilitarized zone, an internal
and an external network. In the demilitarized zone are Web-
server and FTP-server configured. To test a simulation
polygon for protecting critical information resources, a
network scan was performed using the Zenmap utility. Using
the hping3 utility, a stress-test of the network was implemented.
Realized counteraction to these attacks.

1. Introduction

The main problem that needs to be solved while constructing a
cybersecurity polygon which consists of real hardware is the high price
of components for building a secure network. Sometimes, even if the
company has all necessary equipment, it will be used in its own network
and will not be provided for testing, network interconnection, and so on.
For small companies, building of network for training purposes, for
testing various network equipment, flexible configuration or testing
various security policies are almost impossible, because it requires a lot
of costs [1-4].

Therefore, it was decided to build a secure computer network based
on a special emulator platform, which allows you to virtualize various
network equipment and create a real virtual network on their base. So, as
a platform for building a secure network, you need to use a full-fledged
emulator that allows you to run a complete model of the network device
and run the original software. The emulator runs the real Cisco 10S
operation system, so it allows to run full-featured network device,
whether it's a router or a switch, or a firewall. It means that, this network
equipment will have all the features that are available on real equipment.
There is also the possibility of launching a multivendor heterogeneous
network, which allows you to use not only Cisco network devices, but
also Juniper, Microtik, Check Point. Also, in order to build a fully
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secured virtual computer network, it is necessary to have the ability to
add workstations and servers to the network [5].

2. Emulator platforms

To build a secure virtual network, you can now use one of two most
suitable platforms:

UNetLab (Unified Networking Lab, UNL) or GNS3 (Graphical
Network Simulator-3). Firstly, both emulators are completely free,
unlike the same VIRL or Boson NetSim, and secondly, have a similar
functionality with certain features. The main disadvantage of such
emulators is the impossibility of using them in the topology of wireless
network devices, so you can't build and test wireless networks.

GNS3 (Graphical Network Simulator).

GNS3 is a graphical network emulator that allows you to simulate a
virtual network of network equipment from more than 20 different
companies on a local computer, connect a virtual network to the real
one, add a computer to the network, support other software for network
packets analyzing, for example Wireshark. It also supports the
SolarWinds Response Time Viewer utility, which accepts traffic logs
and analyzes the network callback time and data volumes. Depending on
the hardware platform for GNS3, it is possible to build complex projects
consisting of Cisco, Cisco ASA, Juniper routers, and servers with
network operation systems. For ease of testing, it supports virtualization
software, which allows you to add a virtual machine to the network and
make appropriate network tests, including VMware and VirtualBox.
GNS3 is a graphics shell for Dynamips, it also has full support for
QEMU and Cisco 10U, with all advantages and disadvantages of each
technology [6-9].

Dynamips works on most Linux systems, Mac OS X and Windows,
that allows the emulation of the routers’s hardware part by downloading
and interacting with real Cisco 10S images. The main purpose is to test
and experiment with different versions of Cisco 10S, checking the
configuration before using it on real hardware, and to use as a training
laboratory.

Main benefits of Dynamips:

- A real 10S image is used for work, not partial emulation
of some of its capabilities.

- Ability to work in hypervisor mode, for load balancing
between multiple computers.

- Capture traffic on interfaces using the PCAP library (for
example, using Wireshark).
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- Connect the emulated network equipment to a real
network.

Main drawbacks are:

- High system requirements, as a real 10S image is
downloaded into memory.

- Impossibility to emulate Catalyst switches and some router
models due to the large number of ASICs in them.

QEMU - free open source software for emulating various platforms
hardware. UNetLab as GNS3 uses QEMU to emulate ASA, ASAv, IPS
firewalls, and L2-switches, that are not emulated by Dynamips. The
advantage of using QEMU in UNetLab is no RAM limitations and the
number of connections for QEMU, compared to GNS3, which has a 2
GB RAM limit and 16 connections for various emulated devices.

Cisco 10U (Cisco 10S for UNIX) - Cisco emulator for internal use.
It installs over UNIX, may work under Linux (IOS on Linux). The
emulator has complete support for L3, L2 devices, with low CPU
resources requirements (RAM is required a lot). There are no restrictions
on the boards and interfaces. In the settings, you simply specify how
much and what you need. It supports both GNS3 and UNetLab.

Emulator UNetLab (Unified Networking Lab, UNL).

UNenLab (Networking Lab Unified, UNL) is a multivendor and
multi-user environment for creating and modeling various laboratories
that allows you to simulate a virtual network with routers, switches,
security devices and connect them to a real network, connect a virtual
machine with any operation system or real computer. It allows you to
use both Cisco images (Dynamips emulator) and Juniper or QEMU
components. In addition, since UNetLab 0.9.54 release, it contains a
multi-user functionality. By using the same virtual machine, each
authorized user can create their stands independently of each other, and
collaborate with a common stand that shares several users at one time. In
this case, users have the opportunity to launch a common stand
independently of each other.

Main features:

- Itis a completely free product.

- It has web interface. So, there is no need to install a custom user
client.

- Allows you to simulate virtual networks with switches, routers,
security devices, and more. Capabilities are limited only by resources of
the computer or the server.

- Almost full support for L2 level switches.
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- Can be installed on both physical server and virtual machines
VMware Player, VMware Workstation, VMware ESXi with Vsphere
vClient, etc.

- The multi-user functionality allows UNetLab to be used as a
network laboratory in educational institutions without any restrictions.

Built-in characteristics of platform functionality for emulation of
computer networks.

Today, there are three Cisco VIRL, GNS3 and UNetLab emulators,
which can be used for building and quality testing a secure computer
network. The comparison of the disadvantages and advantages of each
of them is given in Table 1. The main disadvantage of these emulators
are the impossibility of emulating wireless network devices, as a result,
the impossibility of including them in the network topology, which
greatly reduces the functionality of the cybersecurity polygon.

Table 1.Comparative characteristics of the emulator’s
functionality

Characteristics \C/ZI';CE GNS3 | UNetLab

Serial Interfaces support ) + +
Advanced Cisco Network

. + + +
Equipment support
Other vendors support - + +
Out-of-Band management + - +
Multiuser platform + - +
Easy to deploy + + -
Network connections limitations - + +
User support + + -
Price - + +
Emulation of wireless network
devices i i i

3. Setting of the network equipment

Cisco ASA Firewall Configuration

Cisco ASA is a hardware firewall with stateful session’s inspection.
ASA is able to work in two modes: routed (router mode, by default) and
transparent (transparent firewall when ASA works as a filtration bridge)
[10].

In routed mode, each ASA interface configures the IP address, mask,
security level, interface name, and also the interface must be forced to
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"up", because by default all interfaces are in the "disabled by
administrator" mode.

The security level parameter is a number from 0 to 100, which
allows you to compare 2 interfaces and determine which of them are
more "secure”. The parameter is used qualitatively, not quantitatively,
that is important only "more or less." By default, the traffic that goes
"outside”, from the interface with a high level of security to the interface
with a lower level of security, is skipped, the session is remembered and
back passes only the answers to these sessions. Traffic going "inside" by
default is forbidden.

So, firewall occurs between the logical vlan interfaces. As a rule, the
level of security of interfaces is selected for the maximum match to the
logical topology of the network. The topology represents a security zone
and the rules of interaction between them. A classical model has various
interfaces with different levels of security. There are no prohibitions
about the same level of security for different interfaces, but by default
exchange of traffic between such interfaces is forbidden. The "name of
the interface” parameter (nameif) allows you to use in the settings not
the physical name of the interface, this name can be chosen to mean its
purpose (inside, outside, dmz, partner).

Between interfaces with the same level of security there is no
firewall, but only routing. Therefore, this approach applies to interfaces
that relate to the same logical security zone.

As any router (ASA also uses a routing table for package transfer),
the configured interfaces automatically fall into the routing table with
the tag "attached" (connected), for only «up» interfaces. Package routing
between these networks is automatic.

The networks that for ASA not known should be described
additionally. It is necessary to specify the interface for "next-hop",
because ASA does not make such search (as opposed to the usual cisco
router).

The routing table only gets one route to the destination network, as
opposed to classical routers, where up to 16 parallel paths can be used.
The default route is specified by hand additionally. If the ASA does not
have a record in the routing table about destination network for some
package, it will discard the package.

ASA, like most cisco devices, provides several ways to remote
control. The telnet is easiest and no most dangerous way. More secure
command line access is provided by the SSH protocol. However, when
you use SSH, you should specify which hosts you can use to manage,
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and you must also specify the RSA keys that are required to encrypt user
data.

Cisco Routers Configuration.

First of all, the physical connection should be configured and the
parameters of the interfaces should be set up. This phase includes the
configuration of the physical interfaces - port speed, duplex, flow
control, EtherChannel creation, 802.1Q sub-interfaces for using VLANs
in the network.

Then you should configure the router’s IP-address, the local and
global interfaces.

The next step is to configure routing functions:

- routing settings, including static and dynamic routing;

- setting of automation issuing for DHCP addresses, including
creation dynamic pools, static bindings;

- NAT Address Conversion Settings - dynamic and static rules for
port wrap;

- secure access configuration, including a access list of physical
interfaces and a list for virtual ports;

- users, authorization, privileged mode;

- setting up access control list (ACL);

Access Control List (ACL) is a consistent list of permission or
prohibition rules that apply to higher-level addresses or protocols. ACLs
allow you to effectively monitor incoming and outgoing network traffic.
ACLs can also be configured for all network routing protocols.

ACL is an array of 10S commands that defines, if router sends
package or resets them, based on the information in the package header.
ACLs do such tasks of limit network traffic to improve network
performance. Access control lists provide the basic security level of
access to the network. ACLs can open access to a part of the network of
one node and close it to other nodes.

ACLs filter traffic based on the type of traffic.

Access control lists sort nodes to determine if network services
access is required. Using ACLs, you can allow or deny access to certain
types of files, such as FTP or HTTP.

4.  Testing software

Hping3

Hping3 is a free package generator and analyzer for TCP/IP
protocol. Hping is one of the mandatory tools for auditing security and
testing of firewalls and networks. Like most tools used in computer
security, hping3 is useful for security experts, and is used to:
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- Traceroute/ping/probe hosts;

- test firewall rules;

- testing of IDS (intrusion detection systems);

- Network research;

- Stress tests of the network;

- study TCP/IP (Hping was used in AFAIK network courses);

- writing real programs related to TCP/IP testing and security;

- automate tests for traffic filtering;

- create a working model of exploits;

- Network and security intelligence studies when emulating the
complex TCP/IP behavior;

Zenmap

Zenmap is the official GUI for Nmap Security Scanner. Zenmap is
an open source utility for network research and security testing. It was
designed to quickly scan large networks, although it works well for
single purposes. Zenmap uses IP-packages in its original ways to
determine which hosts are available on the network, which services
(program name and version) they offer, which operation systems (and
OS versions) they use, which types of package filters/ firewalls are used
and other features. Zenmap is commonly used for security testing, but
many network and system administrators find it useful for common
tasks such as network structure control, service scheduling management,
and host/service time tracking.

Nmap Output is a list of scanned targets with additional information
for each one. The main information is the "important ports table™. This
table contains the port number, protocol, service name, and state. The
state may be “open”, “filter”, “close”, or “unfilter”. “Open” state means
that the application on the target machine is ready for connection/
accepting of package to this port. “Filter” state means that the firewall or
some network filter in the network blocks the port, and Nmap can't say
if the port open or closed. “Close” ports are not associated with any
application, so they can be opened at any time.

Wireshark

Wireshark is a network traffic analyzer. Its task is to intercept
network traffic and detail display it. Wireshark can intercept the traffic
of various network devices, displaying its name (including wireless
devices). Supporting of any device depends on many factors, such as the
operation system, and has many protocol decoders (TELNET, FTP,
POP, RLOGIN, ICQ, SMB, MySQL, HTTP, NNTP, X11, NAPSTER,
IRC, RIP, BGP, SOCKS5, IMAP4, VNC, LDAP, NFS, SNMP, MSN,
YMSG and others). Wireshark allows you to save and open previously
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saved network traffic. System administrators use it to solve network
problems, developers’ use it to debug network applications, and ordinary
users use it to study the network protocols.

5. Practical implementation of the cyber security polygon on
the GNS3 applicable software

For the construction of a cybersecurity polygon based on the GNS3
applicable software, a distributed simplified network topology for small
enterprises has been selected. This network topology uses one Cisco
ASA 5520 firewall, which divides the company's network into a
demilitarized zone, an internal and an external network. The zonal
model is fairly flexible, interfaces are assigned to zones, and the
checking policy is assigned to the traffic that is transmitted between
zones. The network topology built with GNS3 is shown on Fig. 1.

Internet

_____________________________ / \
P demilitarized zone T~ ~ ,"I = B \‘.
‘// 10.10.10.0/30 s Firewall \‘\) :\ i C ,"
R S T il \‘\ /’/

192.168.1.0/24

Manager Substitute Worker_1 Worker_2 Worker_3

Fig. 1. Network topology in GNS3

The virtual network routing table is shown below in Table2.
Our topology of the network is divided on the subnet, all network
devices have their interfaces for connecting with IP address, subnet
mask and default gateway.

Description of network devices

In this topology, for the construction of a cyber security polygon, the
following network devices are used: the Cisco ASA 5520 firewall
(hostname: Firewall), the Cisco 3745 router (hostname: R1), network
switches (SW1, SW2, SW3, SW4). The loopback interface (Internet) is
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used to access to the Internet. Also there are two virtual machines with
the operation system Windows XP SP3 (Manager PC, Worker_1-PC) to
simulate real computers in the network. Virtual PC Simulator (VPCS) is
used to simulate other PCs in the network (Worker_2-PC, Worker_3-PC
and Substitute-PC). VPCS uses insignificant PC resources. VCPS
creates virtual interfaces for its work and uses only 2 UDP ports - one
for transmitting information, another for reading. VCPS has quite
limited functionality, but it can save PC resources.

Table 2. Virtual network routing table

Device Interface IP-address Subnet mask Default
gateway
. 192.168.125.1
Gigo 192.168.125.130 255.255.255.0/24
Firewall _
Gigl 20.20.20.1 255.255.255.252/30 -
Gig2 10.10.10.1 255.255.255.252/30 10.10.10.2
Fa0/0 20.20.20.2 255.255.255.252/30 20.20.20.1
R1 Fal/0 192.168.2.1 255.255.255.0/24 -
Fa2/0 192.168.1.1 255.255.255.0/24 -
Internet 192.168.158.1 255.255.255.0/24 -
Manager- | Net. 192.168.2.10 255255255, 0/24 | 19216821
PC adapter
Substitute- Net. 192.168.2.11 255,255 955.0/24 192.168.2.1
PC adapter
Worker_1- Net. 192.168.1.1
PC adapter 192.168.1.10 255.255.255.0/24
Worker_2- | Net 192.168.1.11 255255255, 0/24 | 19216811
PC adapter
Worker_3- | Net 192.168.1.12 255255255, 0/24 | 19216811
PC adapter
Server Net. 10.10.102 255.255.255.252/30 | 10-10-10-1
adapter

Description of network topology and network device tasks.

The managers’ network and workers network is located on the
firewall interface Gigl. The router R1 routes traffic between them.
Cisco ASA configures NAT to prevent and limit external requests to
internal hosts. Firewall is configured to connect to the ASDM via
HTTPS, for more management and monitoring. Access to Cisco ASDM
is done directly through a Web browser from any Java-based network
computer, thus allow security administrators quickly and securely to
access Cisco ASA security devices and have a similar functionality as
the console connection. For safe remote connection to the R1 router, it is
configured with SSH version 2, and all other non-SSH connections are
forbidden. In the demilitarized zone there is a server that acts as a Web
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server and an FTP server. The web server is accessible for Managers and
Workers, and from the Internet. Users have access to the Internet only
through the 80th port and FTP. Other ports are closed. From the Internet
the access is open only to the Web site and only to the 80th port.

Cisco ASA 5520 specifications.

The Cisco ASA 5500 is the latest multifunction device that uses the
most advanced information security technologies, by combining proven
products from Cisco: firewall, network intrusion prevention, network
anti-virus and VPN services. The Cisco ASA 5520 can enhance the
security of applications by blocking network worms, by using AIP SSM
- a high-performance intrusion prevention system, by using CSC SSM -
a full-featured anti-malware service.

The Cisco ASA 5520 has the following specifications:

- Bandwidth: 225 Mbps

- Simultaneous VPN session: 750

- Simultaneous SSL VPN Scripts: 750

- Interfaces: Four 10/100/1000 Ethernet ports, control port, two USB
ports

Cisco 3745 specifications.

The Cisco 3745, is a high-performance router with modular
architecture, allows you to implement integrated data, voice, and fax
transmissions over TCP/IP networks. It has the following technical
characteristics:

- Bins for network modules: 4 pcs.

- Bins for WAN Interface Cards (WIC): 3 pcs.

- Embedded Local Area Network (LAN) ports: 2 10/100 Ethernet
ports

- It is possible to use a backup power supply

- Performance - 225.000 packs/second.

Possible modules for Cisco 3700 series routers: LAN modules,
WANSs, combined network modules, voice and service modules.

6. Network scan and testing

The Zenmap program is the official GUI (Graphical user interface)
for Nmap Security Scanner, network exploration utility and port
scanner. Ranges of IP-addresses are selected for save time of scanning
process. We was got the information about the network from global
network, as a result of the NAT setting, only the configured Cisco ASA
interface is displayed, as shown in Figure2.
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Zenmap - NN -]
Scan Tools Profile Help

Target:  192.168.125.0/24 v | Profile: Intense scan . Scan
Command: nmap -T4 -A -v 192.168.125.0/24
Hosts  Services Nmap Output Ports / Hosts Topology Host Details Scans

os Host v Hosts Viewer Fisheye Controls Save Graphic

I 192.168.125.]

1921681252

@192.168.125.128
.El$2‘168.125‘1

calhost
[l192.168.125.130

‘Elgz 168.125.254
Fig. 2 Local network scan from the external network

If an attacker has access to the network from within, then he
will be able to scan the topology of the network and find possible
vulnerabilities. The utility allows you to determine which hosts are
available in the network (scanned network topology is shown in Figure
3), the version of the operation system, running services, the names of
running applications and ports number and ports state, for example, if
you do not disable the standard connection to the router through Telnet
protocol, then Zenmap will detect it, the result is shown in Figure 4.

Zenmap

Scan Tools Profile Help
Target: 192.168.2.0/24 v | Profile: v | IS¢

Command:  nmap 192.168.2.0/24

Hosts  Services Nmap Output Ports / Hosts Topology Host Details Scans

OS  Host v Hosts Viewer 'Fisheye Controls S
® 2020201
) 20.20.20.2

w 192.168.1.1 192.168.1.11
20.20.20. .
] 192.168.1.10 ’ 192.168.2,1
192. lGB 1.1
W 192168111 @1921681.10

W 192168112 .erzcz&f calhost 0192 168.2.10

W 192.168.1.25 T @R192.168.1.254

W 19216821 -
T  192.168.2.10 192.168.2.11

® 192168.211

Fisheye onring ' 1.00 with interest factor |2.00 .| and spread factor

Filter Hosts

Fig. 3 Local network scan from the inside
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Zenmap o000
Scan Tools Profile Help

Target: 20.20.20.1/24 v | Profile: Intense scan v Scan
Command:  nmap -T4 -A -v 20.20.20.1/24

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

os |Hosk W Port  Protocol State  Service  Version

#  20.20.20.1

Fig. 4 Scan of Cisco 3745 Router with enabled Telnet

Q 23 tcp open telnet Cisco router telnetd (password required

In general, after a detailed scan of the network device, we will
have the next result; the Cisco 3745 utility with enabled Telnet, the
operation system, open port, network address, as shown in Figure 5.

Zenmap (- oM -]
Scan Tools Profile Help

Target: 20.20.20.1/24 v | Profile: Intense scan v Scan

Command: nmap -T4 -A -v 20.20.20.1/24
Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans
os Host W State: up
W 2020201 Opsnpotss 4 D
Filtered ports: 0
¥ 2020202
Closed ports: 999
Scanned ports: 1000

Up time: Not available &

Last boot: Not available

Addresses
IPv4:  20.20.20.2
IPv6:  Not available
MAC: Not available

Operating System
Name: Cisco 820, 1721, 1750, 1751, or 2514 router (IOS 12.3)

Filter Hosts

Fig. 5 Zenmap detailed information about scanned host

Cisco ASA has a scanning protection function, so if the messages
contain the same source address, this message may be about gathering
basic information or about trying to scan ports. Such IP package is
rejected by the ACL, as shown in Figure 6.
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Possible Scan and SYN Attack Rates
800
800

400

Dh-m------ - PR
01:02 01:03 01:04 01:05 01:08

| M Scanning Attacks: 853 Il Syn Attacks: 0

Fig. 6 Cisco ASA rejected package statistics

Network Stress-Test

In computer terminology, denial-of-service attack (DoS) or
distributed denial-of-service attack (DDoS) is an attempt to make the
machine’s resources inaccessible to users. However goals of the DoS
can be different, its main purpose is to suspend the services of the
Internet-connected host for some period of time.

One of the common methods of attack is the saturation of the
target machine with external connection requests, so it can not respond
to legitimate traffic or corresponds so slowly that it is seams
unavailable.

Syn-Flood Attack is an attack where an initiator puts a fake
Source IP-address in the SYN package or ignores replies from the server
- Syn + Ack. When you open thousands of such half-hearted sessions,
the resources of the server are consumed, server is forced to memorize
the parameters of such session and as a result may refuse.

For DoS attack, we have used the Hping3 tool (Kali Linux
tool), by using the random IP address for DoS source. This program has
no graphical interface. The following commands are selected for the
Syn-Flood Attack, it is shown in Fig. 7:

-hping3 - the name of the application.

- 10000 - the number of packages to send.

-d 120 - the size of each package that will be sent to the target
machine.

-S - send only SYN packets.

-w 64 - the size of the TCP window.

-p 80 - destination port, you can use any port.

-flood - send package as fast as possible without taking care of
displaying incoming package (Syn-Flood Attack).

-rand-source - use of random source IP addresses. You can also
use -a or -spoof to hide hostname

-192.168.125.130 - IP address of the target machine. You can also
use the site's address.
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:~# hping3 -c 10000 -d 120 -S -w 64 -p 80 --flood --rand-source 192.168

Qé?;élf82.168.125.130 (eth® 192.168.125.130) : S set, 40 headers + 120 data bytes
hping in flood mode, no replies will be shown
Fig. 7 DoS attack with Hping3

Cisco ASA automatically transmits packages that arrives on the
server by port 80, and in case of Dos attack the server is under additional
load, which means a denial of access to ordinary users.

We have pinged the network without loading and the network under
load. We have also used the Wireshark program to analyze Ethernet
network packages or other networks (sniffer). We can analyze a DoS
attack by using the Wireshark. After filtering traffic between an attacker
and Cisco ASA by ICMP criterion, it can be seen that due to a DoS
attack, the Cisco ASA becomes under the load, so processing requests
queues are created and responses come with a certain delay or response
absolutely absent, as shown in Figure 8.

[ “Standard input [Wireshark 1.124 (v1.124-0-gb4861da from master-1.12)] |1
Ble Edt View Go Copture Anabze Statitics Telephony Tools ntemals Help
coam St 3 IS 272 [@Ee aaan avm % B

Fiter  icmp. | Expression. Clear Save

Destination Protocol _Length _info
92.168.12 cho

126 . 37167

ICMP 74 Echo (ping) reply
TCMp 74 Echo (ping) request
1 ping) request ide
TcMP 74 Echo (ping) reply 1

cMp 74 Echo (ping) 40883)
oMp 74 Echo (ping) repl tel=255 (request in 440613)
2.168.125.130  TCMP 74 Echo (ping) request tt1=128 (no response found!)
192.168.125.130  Icwp 74 £cho (ping) request 1d=0xC tt1=128 (reply in 500055)

192.168.125.1 cMP 74 Echo (ping) reply  1d=0x0001, Seqm213/54528, ttl=255 (request in 499862)

rep
, tt1=255 (request
. tt1=128 (reply |

ues
y

© Frame 371034: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
# Ethernet II, Src: Vmware_c0:00:01 (00:50:56:€0:00:01), Dst: LogicMod_92:4e:00 (00:00:ab:92:4e:00)

# Internet Protocol Version 4, Src: 192.168.125.1 (192.168.125.1), Dst: 192.168.125.130 (192.168.125.130)
® Internet Control Message Protocol

Fig. 8 Filtered ICMP traffic during a DoS attack

To solve this problem, ASA uses TCP SYN Cookies: ASA protects
the server and does not broadcast all connections to it. Instead of
remembering all these half-sessions, the ASA responds to each of them,
but the actual connection to the server only occurs after receiving Ack's
3rd response. Embryonic-conn-max 5 means that the maximum
resolution is up to 5 half-connections. You need to set the following
settings:

access-list outside_mpc line 1 extended access tcp for any object
dmz-server real

class-map no-syn-flood-class

match access-list outside_mpc

policy-map NO-SYN-FLOOD

class no-syn-flood-class

set connection conn-max 0 embryonic-conn-max 5 per-client-max 0
per-client-embryonic-conn-max 0 random-sequence-number enable

service-policy NO-SYN-FLOOD interface outside
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Without additional settings for Syn-Flood attack, we have 1625
active connections to the server, so as a result we have a denial of
service, as shown in Figure 9.

With such protection settings, the ASA will create a separate queue
for half-sessions, it will not be able to affect the server, and as a result
we get only 5 half-connections, as shown in Fig. 10. It indicates the
protection efficiency from shown attack type with the correct setting of
the firewall.

1625 in use. 4217 most used

TCP outside 192.168. 13! 8 dmz 10.10.10.2, idle 0:00:03, bytes 0, flags aB

TCP outside 192.168.125. 4 )\) dmz 10.10.10.2, > 0 , bytes 0, flags aB

Tcp side 192.168. £ 4 0.10.1 . > bytes 0, flags aB

TCP ide 192. l(\\. ” p. N 0. 2, e 2 I)ylrx 0, flags il
<

TCP : 2 2 .130 3425 0. 2. > = , flags
TCP > 3 30 3 dmz 10.10.10. » 0:00:03, > , flags
TCP > S 3 ’ dmz 10 % > 0:00:03, by , flags
TCP outsi 1418 dmz 10. i > 0: . 13 , fFlags ¢
TCP o“(\)d¢ 10* 168.125. : 25845 2, idle 0:00: U,, bytes 0, flags aB

~--- MOre —---:

Fig. 9 SYN-flood attack active sessions without protection settings

ASA(config)# | Create a policy map that says:

ASA(config)# ! "if traffic matches the class-map,
ASA(config)# | th set the 1/2 formed TCP
ASA(config)# ! on limit to 5"

ASA(config)# policy-map global_policy
ASA(config-pmap)# class Traffic-to-dmz-server
ASA(config-pmap-c)# set connection embryonic-conn-max 5
ASA(config-pmap-c)# exit

ASA(config-pmap)# exit

ASA(config)#

'\\/\((0|1f1q)#

ASA(config)# show conn

5 in use, 8436 most used

TCP outside 192.168.125.130:63425 dmz 10.10.10.2, , bytes 0, flags aB
TCP outside 192. 125. 44708 dmz 10.1( 1 (: U)‘, bytes 0, flags aB
TCP outside 192. 26459 dmz 10 . , bytes 0, flags aB
TCP outside 192. : 1415 dmz 10. , bytes 0, flags aB
TCP outside 192.168. 125 l;U 25849 dmz 10.10. . 0: , bytes 0, flags aB

Fig. 10 SYN-flood attacks active sessions Wlth protection
settings

7. Conclusions

The ways of constructing a virtual cybersecurity polygon on
different platforms have been described, and received conclusions for
each of the emulators based on the advantages and disadvantages each
of them.

The topology of the cybersecurity polygon have been developed and
implemented on the basis of the GNS3 application software. The
topology of a computer network consists of a Cisco ASA 5520 firewall
that divides the company's network into a demilitarized zone, an internal
and an external network. The router Cisco 3745 has been configured
routing traffic between Workers and Management networks and remote
connection through secure protocol SSH version 2. In a demilitarized

49



zone, a Web server have been configured to access both from the
external network (Cisco ASA automatically transmits packages to the
server by 80 port) and from the internal network. Also the FTP server is
been configured for only internal network access. Cisco ASA has
configured static NAT, for Internet access to the local server, and for
external forbidden access to the internal network and also has the Cisco
ASDM graphical interface. The network settings have been corrected.

The cybersecurity polygon have been tested by network scanning
and network devices ports scanning with Zenmap utility. As a result of
the ASA and NAT settings, the external scanning gave only information
about IP address of the ASA interface, and the internal scanning
presented all information about an internal network including an internal
Cisco ASA interface.

The Hping3 utility has been used for a network stress-test. The Syn-
Flood Attack has been implemented and shown counteraction ways to
this attack.

References

1. Korniyenko, B. (2012) Model of Open Systems Interconnection terms of
information security. Science intensive technology, Ne 3 (15), pp. 83 — 89.,
doi.org/10.18372/2310-5461.15.5120 (ukr).

2. Korniyenko, B., Yudin, O., Novizki,j E. (2013) Open systems
interconnection model investigation from the viewpoint of information
security. The Advanced Science Journal, issue 8, pp. 53 — 56.

3. Korniyenko, B., Yudin, O. (2013) Implementation of information security a
model of open systems interconnection. Abstracts of the VI International
Scientific Conference "Computer systems and network technologies»
(CSNT-2013), p. 73.

4. Korniyenko, B. (2016) Information security and computer network
technologies: monograph. 1ISBN 978-3-330-02028-3, LAMBERT Academic
Publishing, Saarbrucken, Deutschland, 102 p.

5. Korniyenko, B., Galata, L., Kozuberda, O. (2016) Modeling of security and
risk assessment in information and communication system. Sciences of
Europe, V. 2., No 2 (2), pp. 61 -63.

6. Korniyenko, B. (2016) The classification of information technologies and
control systems. International scientific journal, Ne 2, pp. 78 - 81.

7. Korniyenko, B., Yudin, O. Galata, L. (2016) Risk estimation of information
system. Wschodnioeuropejskie Czasopismo Naukowe, Ne 5, pp. 35 - 40.

8. Korniyenko, B., Galata, L., Udowenko, B. (2016) Simulation of information
security of computer networks. Intellectual decision making systems and
computing intelligence problems (ISDMCI'2016): Collection of scientific
papers of the international scientific conference, Kherson, Ukraine, pp. 77 -
79.

50



9. Korniyenko, B. (2017) Cyber security - operating systems and protocols.
ISBN 978-3-330-08397-4, LAMBERT Academic Publishing, Saarbrucken,
Deutschland, 122 p.

10. Korniyenko, B., Galata, L. (2017) Design and research of mathematical
model for information security system in computer network. Science
intensive technology, Ne 2 (34), pp. 114 - 118.

51



TIPABOBI IUTAHHS 3ABE3INNEYEHHS IHOOPMAIIIHOI 1
KIBEPHETUYHOI BE3IEKH IVIATEXIB

I'yocska J1.0.
Axaodemin Adsoxkamypu Ykpainu, Kuie, Yxpaina

Y cmammi posensoaromvcs nomounuii cman  3a6e3neyenns
iHhopmayitinoi ma  xibepuemuyHol Oe3neku nIAMeNCi8 Ha
OCHO8I  anaunizy npasosux 3acobie ma npoyeodyp, Wo
3aCMOCO8YIOMbC.  NOCMAYANLHUKAMU — MA  KOPUCHY8AUAMU
NIAMIICHUX — NOCHye,  NPOAHANI308AHO  OKpeMi  acnekmu
opeanizayii 00cy008020 Po3CNiOY8AHHS 3N0UUHIE, WO NOCA2AIOMb
Ha OXOPOHIBAHI 3AKOHOM CYCRIIbHI BIOHOCUHU V chepi nepexazy
KOWMIB, (YYHKYIOHYBAHHA NIAMINCHUX CUCHIEM A eIeKMPOHHUX
3acobie naameocy, ikcayii ma 360py ereKmMpOHHUX O0O0KA3Is,
NPOGeOeHHsT  He2laCHUX (cniouux) — poswykosux — Oil,
AKYeHmMyemvcs y8aza Ha nompeodi 3anposadtceHHs MexXHON02I
biomempuunoi ioenmuixayii, Ak 3 mMemoo MiHIMI3ayii pusuxie
Komnpomemayii KOH@IOeHYItIHUX NIAMINCHUX oanux
Kopucmyeauie, maxk i 3 Memolo YMONCIUGNEHHS 6CHAHOBNEeHH S
0cobu  3104uUHYI6  opeaHamu  00CY008020  PO3CAIOYBAHHS,
npumsieHeHuss ix 00 KpUMIHANLHOI  8i0N0GI0ANbHOCMI mMa
BIOHOBIEHHS NOPYUEHUX NPA8 NOMEPNITUX.

[IBuakwii pPO3BUTOK pPHHKY IUIATDKHUX CHCTEM B  YKpaiHi
CYNPOBOJUKYETHCST  YIPOBA/DKCHHSIM HOBITHIX IUIATDKHUX MOCHYT Ta
oreparii, Mo OCTaHHIMHM POKaMH BXXE€ € IOCTaTHHO MOUIMPEHUMH Ha
wiaTbkHoMy puHKY €C y 3B’S3Ky 3 IMIUIEMCHTAIIEI0 B HAI[iOHANBHI
3aKOHO/IaBCTBA KpaiH €BPOCOI03y MTPOTPECHBHUX MOJ0KEHb JIMpEeKTHBU
2015/2366/€C «IIpo miatiHi MOCIYTd Ha BHYTPIIIHBOMY PHHKY». [1]

Craructuka Oe3roTiBKOBUX po3paxyHKiB HaiioHanbHOro OaHKy
VYkpaiuu miarBepmxye, mo Brapomosx 2016-2017 poky i B Ykpaiui
3pOCTa€E YacTKa pO3PAXYHKIB, sKi 3/IHCHIOIOTBCS Yepe3 MEpPEeKy
IHTEepHET 3 BUKOPUCTAHHSM IUIATKHUX KapPTOK Ta IHIIUX €JIEKTPOHHUX
3aco0iB Turatexy. 3a 2016 pik 30inbmmIacs 3arajgbHa KiTbKICTh:

* aKTUBHMX IUIaTDKHUX KapTok — Ha 1,55 muH mt. (5%) 1 craHoBHIIa
32,4 MH 1mT.;

* OE3KOHTaKTHUX IUIATDKHUX KapTok — Ha 0,54 mun wT. (37,4%) i
cranoBuna 1,99 miH mr.;

* IJIATDKHUX KapToK 3 (yHKII€I0 eEKTPOHHUX IpolIed — y 6 pasiB i
cragoBuna 54 twc. mr. IlosuTuBHa IMHAMiKa  30LIbIICHHS
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0e3roTiBKOBHX PO3PaXyHKIB i3 BUKOPHUCTAHHAM IUIATDKHUX KApPTOK K 3a
CYMOIO, TaK i 3a KUIBKICTIO CBITYHTH MPO Te, M0 TAaKUU IDIATHKHHUNA
IHCTpYMEHT, SK IUIaTDKHA KapTKa, HaOyBae Bce OUTBIIOTO TMOIIHMPEHHS
cepel] TPOMaJsTH caMe SK IHCTPYMEHT JUII Oe3rOTiBKOBHX PO3PaXyHKIB, a
HEOTpUMaHHA  TOTIBKOBHX  KomrTiB.  Ympomomk 2016  poky
crocTepiranocs 301IbIIEHHS KUTbKOCTI aKTHBHUX IUIATDKHUAX KapTOK Ta
o0csriB Oe3roTiBkoBUX IuiarexiB. Ha mouatok 2017 poky B Ykpaini
npamoBaio 45 IUIATDKHUX cUcTeM Ta 39 cucTeM mepekasy KOIITIB,
e(eKTUBHA AISUIBHICTH SKMX Oe3IocepeHbO BIUIMBAE Ha CTAOIIBHICTD
(hiHaHCOBOI cHCTEMHU KpaiHH.

IHTepHeT-IIaTeXi AOCATIM To3Haykd 61% Bix 3aralbHOI CyMH
0e3roTiBKOBUX oOrlepamidi 3 BUKOPUCTAHHSIM IUIATDKHUX KapToOK 1
cranoBm 346 wmupn tpH. Y 2016 pomi cmocrepiramocs TaKOX
po3mupeHHs ImIaTikHOI 1H(pacTpykTypu. 3a 2016 pik KiIBKICTH
MiATIPHEMCTB TOPTiBIi Ta cdepu MOCIyr, MO HAZAIOTh MOXKIHUBICTH
CBOIM KIIi€HTaM 3[iHCHIOBaTH OE3TOTIBKOBI PO3paxyHKH, 3pociia Ha
noHan 11% (ma 14 674 opn.) i cranoBuna 145 938 ox. IndpacTpykrypa
BUKOPHCTAHHS IUIATDKHUX 1HCTPYMEHTIB TaKOX 3pOCTaja Ta CTAaHOM Ha
01.01.2017 naniuyBana maiibxe 33,8 tuc. 3a mincymxamu 2016 poky mu
BiZI3HAYa€EMO 3pOCTAaHHs YacTKHU 0e3roTiBKOBHX ILIaTexkiB 10 35,5% (Ha
novatok 2016 poky — 31%) Ta 3HWKEHHS PiBHS TOTIBKH B €KOHOMIIII /10
13,8% (ua mouarok 2016 poky — 14,3%). [2,c. 99-101] [3].

30UIbIIy€EThCSL  3AI[IKABICHICTh KOPUCTYBAa4iB y pPO3paxyHKax
CJICKTPOHHUMH TaMaHIIMH Ta €JIEKTPOHHUMH TpOIIMMa. AKTHBHO
PO3BHBAIOTHCSl TUIATDKHI CHCTEMH, SIKi 3a0e3euyloTh IPOBEIECHHS
IUIATEXKIB Ta pPO3paxyHKiB B Mepexi IHTepHer (Taki, sk, ApplePay,
GoogleWallet, AnroidPay,PayPal Tomo) 3 BHKOpHCTaHHIM IUIATIKHUX
KapTOK Ta eJIeKTPOHHUX Tporeii. [lepeBaramMu Takux cucreM €, 30Kpema
MPOCTOTa, 3PYYHICTh, IIBHAKICTH PO3PAXYHKIB Ta MOXKIIHMBICTH
31iICHeHHS MHUTTEBUX TPaHCKOPJOHHUX nepexasis.
YkpaiHCbKi TPOMaJsIHM 3alliKaBlieHi Y KOPUCTYBaHHI elEeKTPOHHUMH
IHBOWCAMH, CJICKTPOHHUMH TaMaHI[SIMH, MOOITbHAM OaHKIHrOM Ta
MOCIYTraMH  yKpPaiHCBKUX (inaHCOBO-TeXHONOTIUHNX  ((iHTEX)
KOMITaHil Ta MDDXHAPOJHUX CUCTEM IHTEPHET-PO3PaXyHKIB.

3akon Ykpainu «[Ipo miaTikHi CHUCTEMH Ta TepeKa3 KOIITIiB B
VYKpaiHi» € OCHOBHHMM CIICIialbHUM HOPMaTHBHO-TIPABOBHM aKTOM B
CHCTEMI 3aKOHO/ABCTBA YKpAiHM, IO PETJIAMEHTYE IPAaBOBIHOCHHHU y
O3HaveHi cdepi Ta TepMmiHONOTiYHMH  amapar.  [lramidcnuil
incmpymenm — 1ie 3aci® meBHOI pOpMH Ha TaNepoBOMY, €IEKTPOHHOMY
4M iHIIOMY HOCIT iH(opMallii, SKuii BUKOPHCTOBYEThCS AUl 1HII[IFOBaHHS
nepekasiB. J[o IIaTiXHUX IHCTPYMEHTIB  HajeXaTb JIOKYMEHTH Ha
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mepeKas Ta eNEeKTPOHHI IUTaTiXHI 3aCO0H. Y CBOIO Uepry, eleKmpOHHUU
naamigxcHull 3aci6 - 1e IUTaTDKHUR 1HCTPYMEHT, SKWH Hagae Horo
JIepXKaTeII0 MOJMJIMBICTH 33 JONOMOTOI0 IUIATKHOTO —IPUCTPOIO
OTpUMAaTH iH(OPMAIIIO PO HAIEKHI AeP KaTENI0 KOWITH Ta iHIIIIOBaTH
ix mepeka3. 3akoH He o0OMexye (QYHKIIOHYBaHHSA IUIATHKHOTO
IHCTpYMEHTY a00 eNeKTPOHHOTO IUIATIKHOTO 3ac00y IEBHOIO OIHI€I0
dbopMoro, mependavyaroum, MO0 HUM € 1 IJaTiKHA Kapmka (TUTaCTHKOBA
a0o BipTyalbHA), 1 MOOLIbHUL NIAMINCHUL IHCMPYMeHm - SIeKTPOHHUMA
TUTATDKHUT 3acio, pearizoBaHUi B amnapaTHO-MPOTrpaMHOMY
cepenoBuili MoOUTEHOTO TenedoHy abo iHImIOro ©Oe3apOTOBOrO
NPUCTPOIO KOpUCTyBa4a (MIEPCOHAIBLHOTO KOMIT FOTEpa, IUIAHIIETY
tomno). Tak, y crarti 15 3akoHy 3a3HAYAETHCS, 1O €IEKMPOHHI PO -
OIMHMIII BapTOCTi, SKi 30epiraloThCs HAa EIEKTPOHHOMY MPHUCTPOI,
NpUAMAIOTECA AK 3aci0 mmaTexy iHIMUMH ocobaMu, HIXK ocoba, sKka
iX BUITyCKa€, i € TPOIIOBUM 3000B'sI3aHHAM i€l 0COOH, IO BUKOHYETHCS
B TOTiBKOBii abo OesroTiBkoBiii Qopmi. Crarts 15 3akoHy Takox
BHU3HAYa€ OCOOIHMBOCTI eMicii eJIeKTPOHHUX TpoIIedl Ta 0coOIHMBOCTI
MPaBOBOTO CTATyCy cy0’€KTiB MPaBOBIMHOCHH, III0 BUHUKAIOTD y 3B SI3KY
3 00iroM Ta BUKOPHCTaHHSIM €JEKTPOHHUX Tpomiell (KopucTyBadi
EJIEKTPOHHHX IpOLIEH, Cy0’€KTH rOCIOJapIOBaHHS, KOMEPLIiHHI areHTH).
.[4, 137] JletanpHa x perjaMeHTallis [IUX MPaBOBIIHOCKH 31IiHCHEHA Ha
piBHI MiI3aKOHHUX HOpMaTHBHUX akTiB [loctaHoB [IpaBninns HBY.

VY 2016 pori HamionansHuii 0aHk YKpaiHu 3aTBEpUB KOHIICTIIIO 3
PO3BUTKY aKILENTOPHOTO IUIATDKHOTO MJOPYYEHHS Ta TIpamioe Ham
3aKOHOJABUMM  YPEryJIIOBaHHSAM  [bOTO  IIMTAHHA, a  camMe
BIPOBAKEHHSIM €IMHHMX CTaHAAPTIB KBUTAHIII Ta ii ¢GopMyBaHHS B
CJICKTPOHHOMY BUIVIAAI BCiMa IOCTA4YaJIbHUKaMH Tociayr (T.3B. €-
invoicing). Moro Brinenns CIIPHUATUME TIiIBUIIICHHIO KOHTPOJIBLOBAHOCTI
1 TPO30pOCTi TPOIIOBHUX TOTOKIB, CKOPOYEHHIO TIHBOBOTO CEKTOPY
€KOHOMIKH, JI0JJATKOBOMY 3aJIy4eHHIO KOILITIB Y OaHKIBCbKY CUCTEMY Ta
BIJMIOBITHO  301JbIICHHIO IHBECTHINIA B EKOHOMIKY JIEpXKaBH,
MOMTOBHEHHIO OO/DKETY 3a PaxyHOK OUIBII MOBHOTO OMOJATKYBaHHS,
3MEHILIEHHIO 00CSTIB PO3paxyHKiB TOTiBKOIO Ta 3pocranHio BBII. Okpim
bOT0, PETYJATOpP MPOJOBXKYE IPALOBATH HAJ PO3BUTKOM CHUCTEMH
JUCTaHIIMHOI ineHTHdiKamii rpoMaasH Ta puandHux ocid BankID,
3aMpoBa/PKCHHSIM ~ MDKHAPOIHHMX  cTaHmapriB  1uiatexiB  [BAN,
PO3BHUTKOM 0€3roTiBKOBOTO 00CIyrOBYBaHHS B TOPIOBEJILHUX MEPEXaX.
HamionanbHuii 6aHK BCUISKO MiATPUMYE PO3BHTOK Ta 3aIlPOBaKCHHS
IHHOBAI[ITHUX TEXHOJIOTIH Ta albTEPHATUBHHUX CIOCO0IB 0E3roTIBKOBUX
IUIAaTeXiB (TaKMX SIK BIPOBAIPKEHHS MOOUIBHHMX PO3paxyHKIB Ta OIUIAT
3a gonomoror QR-koxiB To1m10).[2,95]
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Bonnodac y umHHIl craHoM Ha 12.11.17 penakuii 3akoHy Ykpainu
“IIpo miaTiXHI CHCTEMHU Ta Tepeka3 KOIITiB B YKpaiHi” HE IO KiHIA
BH3HAYEHI 0COOIMBOCTI pOOOTH TpoBaiiiepiB TaKUX MOCIYT Ta IIPaBOBI
YMOBHU JJIsl BUKOPHCTaHHA KOPHCTYBAa4aMH, Y TOMY YHCHI (Pi3sHaHIMH
ocobaMu, eIeKTPOHHUX IHBOMCIB, €IEKTPOHHUX T'aMaHIB Ta TpOIIeH,
IUTA 3MiACHEHHS OEe3rOTiBKOBHX IEpeKa3iB Ta pO3paxyHKIB 3a TOBapH
(poboTH, mocnyru) B peXumi OH-TailH Ha TepuTopil YkpaiHu Ta ams
TPaHCKOPJIOHHUX TepeKa3iB Ha paxyHKM TIPOMaJIsiH, BIJIKPHUTI
YKpaiHCbKUMH OaHKaMH Ta IIaTHKHUMH YCTaHOBAMHU.

Honoxenns dupextusu 2015/2366/€C «[Ipo mnaTi>kHi MOCIyrd Ha
BHYTPIIIHBOMY PHHKY», IOpSAA 3 KIaCHYHUMH (OpMaMH IepeKasy
KOIUTIB, YHOPMOBYIOTh TaKOX TakKi BWAM IUIATDKHUX orepauiil (abo
orrepaii, o MoB’sA3aHi 13 IIATeKEM):

- BUKOHAHHS IIAaTDKHUX OTEpallil y BUIIAJKY, KOJIM 3r0/ia IUIaTHUKA
Ha BUKOHAaHHS IUIATIKHOI omepanii BUpaXkeHa 3a JIONMOMOT0I0 OyIb-sIKHX
MPUCTPOIB ENEKTPOHHOI KOMYHiKamii, mudpoBux ado iHpopMaIiiHuX
MPUCTPOIB, TATLKHUX NpUcTpoiB, [ITKC, y ToMy dmcii 3a JOMOMOT0r0
TEpMIHANIB 3 OIUIATH TOTIBKOIO (TepMiHaimu «cash-in»), 1y BHOAKy,
KOJIM IUIATIX 3IIMCHIOEThCS orepaTopoM cuctemu abo iHdopmauiiinol
Mepexxi abo Mepexi eJIeKTpOHHOI KOMyHikamii, SIKi BHCTYNaloTb
BUHATKOBO B SIKOCTI TIOCEPEJHMKAa MK KOPHUCTYBayeM IUIATDKHHX
MOCITYT 1 HOCTa4aJIbHUKOM TOBAPIB 1 OCIYT;

- HaJaHHA KOHCONigoBaHOi iH(OpPMAIl MpPO CTaH pPaxyHKY
(paxyHKiB), Yy BHIAagKy, KOJM 3rofia IUIATHHKA Ha OTPUMAaHHSI
Ta HaJaHHA iHQOpMAIlil BUpaXKeHa 3a JOTIOMOTOI0 OYIb-SIKHX MPUCTPOIB
eJIIeKTPOHHOI KOMYHiKaIil, nudpoBux abo iHPOpPMALIHHIX TPUCTPOIB,
wiaTbkHAX npuctpois, [ITKC, y Tomy dncii 3a TOIIOMOTO0 TepMiHATIB
3 OIUIATH TOTIBKOKO (TepMiHaiy «cash-iny), 1 y BUITAAKy, KOJU HaJaHHSI
iHpopMarii 3IIHCHIOETBCS OIEepPaTopoM CHUCTeMH abo iH(popMamiiHOi
Mepexi ab0 Mepexi eNeKTPOHHMX KOMYHiKallii, sSKi BHCTYNalTb
BUHATKOBO B SKOCTI TIOCEPEIHHMKAa MK KOPHUCTyBaueM IUIATDKHHX
MOCJIYT 1 HOCTa4aJbHUKOM TOBAPIB 1 OCIYT;

- OCJIyTa iHIIFOBAHHSI [IATEKY.

Hupextusoro 2015/2366/€C Bu3HAYEHO TAKOX HAIBAXKJIHMBI 3 TOUKH
30py 3abesmedeHHs iH(opmariitHoi Ta KiOepHeTHUHOI Oe3meKku
IUIATeXIB TOHATTA «ayTeHTH(IKallis», «IepcoHali30BaHi 3aco0u
Oe3nekn», «kOH(DIICHIIHHI MIATHKHI JaHi»:

ayrenTH(dikamis - npoueaypa, 3a JOIOMOIOI0 SKOi ITOCTa4aJIbHUK
IUIATDKHUX IIOCIYT MOXKE NEpEeBIPUTH BHUKOPUCTAHHS BU3HAYECHOTO
IUIATDKHOTO IHCTPYMEHTA, BKJIIOYAI0UN HOTo NepCOHATI30BaHi €JIEMEHTH
Oe3IeKy;
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KoH(pigeHniiHi JIATiIKHL nani - naHi, BKJIFOYAIOYH
MIepCOHANI30BaHI 3acobn Oe3rmeku , sIKi MOXYTh OyTH BHKOPHCTaHI 3
METOI0 MPOTHIPAaBHUX Mid. s Iimedt AisUTBHOCTI MOCTadalbHUKIB
MOCTYT iHINIIOBaHHS IUIATEXXy 1 IOCTAYaIFHUKIB MOCIYT HaJaHHS
iHpopMaii mpo CTaH paxyHKy, KOH(IAEHIIIHHIMH TUTATHKHAME TaHAMHA
HE MOJ)KE BB)KaTUCS iM's BIaCHHKA 1 HOMEp PaxyHKY.

nepcoHaJIi3oBaHi 3aco0M Oe3MeKH - IEpCOHAI30BaHI €JIEMEHTH,
HaJaHi IMOCTa4YaJbHUKOM KOPUCTYBa4eBi IUIATDKHUX IOCIYT B LUIAX
ayTeHTH]IKaii;

cTpora ayTeHTHpiKkanis— ayreHTH]iKaris, 3aCHOBaHA
Ha BUKOPHCTaHHI JBOX a00 OLIBIIOI KITBKOCTI €JIEMEHTIB, BiTHCCEHUX
J0 Kareropii BioMux (BiIOMHX TUIBKM KOPHUCTYBaueBi), HasBHHUX
Y pO3IOpPSHKEHH] (TimpKH Y pO3HOPSIIKEeHH] KOpHCTyBaya)
i HeBi®’eMHMX (BiTHOCHO KoOpHCTYBada), sKi € HE3aJICKHHIMHU,
MOPYWIEHHS OJHOTO 3 SKWX HE BIUIMBAE HA HAMIWHICTD  IHIIMX,
1 po3po0NICHHX 3 METOK  3aXUCTy  KOH(QIOEHIIHHOCTI  JaHUX
ayTeHTH(DIKAIIi.

Jesxi Hopmu [JypeKTHBY BXKe 3HAUILTH BTiUTeHHS Y [IpoekTi 3akoHy
PO BHECEHHs 3MIH JI0 NESKMX 3aKOHOJABYMX aKTiB YKpaiHH IOJ0
peryiioBaHHs — Tepekasy  komrTiB, 4 gucromama 2016 poky
3apeectpoBanoro mig Ne 5361. [5]. 9 nmcromama 2017 poky mpoexT
3akoHy MepPepeECTPOBAHO iz No 7270 [6].
3anponoHOBaHi 3aKOHOIPOEKTOM 3MIHM MalOTh 32 METY yIOCKOHAIUTH
pETyNIOBaHHS IUIATDKHUX CHCTEM Ta KOHTPOJb 3a OlepaunifHuMHU
PHU3HMKaMHU 1X YYaCHHKIB, yIOPSIKYBAaTH AiSUIBHICT IJIATDKHUX YCTaHOB
Ha PHUHKY MOCIYr 3 TepeKasy KOIITIB, HaJaTh MpaBO ILIATIHKHUM
yCTaHOBaM BIJIKpWUBATH KJI€HTAM pPaxyHKH ¥ eJNEeKTPOHHI TaMaHII,
BUIMYCKAaTH IDIATIKHI KapTH ¥ EJNEeKTPOHHI Tpoml, a TaKokX IX
00CIIyroBYBaTH, JJEMOHOIIOJI3yBaTH OIJIATy KOMYHAJIbHUX Ta MOIIOHMX
MOCHYyr 32 PaxyHOK BHKODUCTAHHS  €JIEKTPOHHHMX  IHBOMCIB,
YIIOCKOHAJIIUTH TOPSJOK 3AIMCHEHHS OBEpPCANTy IIATIKHUX CHCTEM,
NPUBECTH HAlliOHAJbHE KpHMiHalbHE 3aKOHOJABCTBO JIO BHUMOT
€BPOIIEHCHKOT0 3aKOHO/IABCTBA.

VY Toii ke Yac, HAYKOBUM Ta MPAKTHYHHUI IHTEpeC, 3 TOYKH 30PY
BaXXJIMBOCTI 3a0e3neueHHsa iH(opMaliitHoi Ta KibepHeTHIHOI Oe3mekn
IUIATEXIB,  CTAHOBJIATh,  30KpeMa,  MNUTaHHA,  NOB’s3aHi 3
aBTeHTH(QIKaIi€l0, TOOTO TMPOLENYPOI0 BCTAHOBJECHHS HAJIEKHOCTI
KOpHCTyBaueBi  iHpopMamii B  CcHCTeMi  MpEeI'sBICHOTO  HHUM
ineHTH(ikaTopa. 3 mo3uuii iHpopmaiitHoi Oe3nekn, aBTeHTU]IKALis €
YaCTHHOIO MPOLEAYPH HaJaHHS JOCTYITy Al poOoTH B iH(opManiiiHii
CHCTEeMI, HACTYITHOIO Ticis ineHTHdIKaii i nepeaye aBTopu3artii.
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https://uk.wikipedia.org/wiki/%D0%90%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D1%96%D1%8F

Uu € nmami oOmikoBHX 3ammciB (JIOTiIHH, TAPONiI KOPHUCTYBAdiB)
CEepBiCiB, IO HE € CyTO IUIATDKHUMH 3a TPHU3HAYCHHSM, ajie IpH
MiAKITFOYCHH] TUIATDKHAX IHCTPYMEHTIB, 10 cyTi cTafoTh HUMHU (Google
Wallet, Android Pay, Apple Pay), xoHGigeHmiHHUMH IDIATOKHAMHA
maanMu? besymoBHO, Tak. Ti 3 HHX, SKi HaJaHI MOCTAYaIbHUKOM
KOPHCTYBa4eBi IUIATDKHAX TOCIYr B IIUIIX aBTeHTHQIKAIii €
MEPCOHANI30BaHUMH 3acobamu Oe3meku. Y SKOCTI MBOX abo OuIbIIOi
KUTbKOCTI  €JIEMEHTIB, BiHECEHUX IO KaTeropii BiJOMUX TUIBKH
KOPHCTYBaueBi, HAasBHUX TUIbKH Y PO3MOPSKEHHI KOpUCTyBaya, y
pi3HMX KOMOIHALisAX BUCTYNAIOTh, SK MPaBHIO, HOMEpP MOOUIBHOTO
TenedoHy, EJNEeKTPOHHA ajpeca, M[apojib,  BCTAHOBICHUI CaMuM
KOPHCTYBau€M, CMC-TIapoiib, €JIEKTPOHHUI TMIINHC, EJEKTPOHHO-
UQPOBHIA MIAKC TOIIO.

Tpagunifiny aBTeHTH(DIKAIIIO 32 JOMOMOTOI0 HapoJisl HA3UBAIOTh IIIE
omHO (pakTopHOIO abo ciabkoro. OCKIIBKM 3a HAsSBHOCTI ITEBHUX
pecypciB mepexoruieHHs abo migbip mapoist € crpaBoko dacy. He
OCTaHHIO POJIb B I[OMY I'Pa€ JIIOACHKUI YMHHUK— YUM CTIHKIIIMM 0
B3JIOMY METOJOM MHiIOOpy € Maposib, THM BaKde HOro 3amam'sTaTd
JIFOJIUHI 1 TUM BHUIE HMOBIPHICTB 110 BiH Oy/e JOJATKOBO 3allMCaHHH,
IO TMiJBHUIIYE HWMOBIPHICTh HOTO MepexXoIUleHHs abo BHKpaaeHHs. |
HaBNAaKW— JIETKI /IS 3amaM'sTOBYBaHHs Mapojii B IUIaHI CTIHKOCTI 110
3JIOMY € JIy’Ke€ HE BAAIMMH. YTIM, HEPIJKO HaBiTh NP BUKOPHCTAaHHI y
SKOCTI JBOX (paKTOPIB OJJHOPA30Bi CMC-TapoJii y KOMOiHalii 3 HOMepoM
MoOLTEHOTO TeneoHy abo eNeKTPOHHOI aapecH, 3a BiJCYTHOCTI
YMHCITY/HEOOEPEIKHOCTI  CaMOr0  KOPHCTYBada, HECAHKIIOHOBAHHMA
JOCTYII 10 IIUX JaHWX MOXKYTh OTPHMAaTH CTOPOHHI 0COOM (HampuKiaz,
3aCTOCOBYIOYHM IIKIJUTMBI NMPOTpamMy, IIO JAlOTh 3JIOBMHCHHKAM 3MOTY
MEPEXOILTIOBATH UYyXKi TOBIOMJICHHS Ta 13BiHKH). [lonmmBanrok B.JI.
BUALISAE 4 TpynH crioco0iB TePEXOIUICHHS TaKoi iHpOopMaIIii:

1. Tlepexomienns inpopmMariii: Oe3mocepenHe MEPEXOIUICHHS, 1
€JIeKTPOMAarHiTHE NepexXOIICHHS.

2. HecankuioHoBaHuii noctyn no iHpopmauil: "KOMIT'TOTEpHHil
aboppax", "micrudikauisn", "mMackyBaHHsa", "HemocTiiiHui BHOIp", "3a
xBicT", "aBapiitauii", "3a mypHem", "mposom", "mok", "ckian 6e3 cTin",
"cucTeMHi po33aBu’.

3. Maninynsnii 3 iHopMani€ero: "TpoSHCHKHH KiHb B JaHIorax',
"TpOsSIHChKa MaTphOIIKA", MigMiHA JaHUX, MiIMiHA KOIy, KOMITIOTEpPHI
Bipycw, "camami", "doriuma Oom0a", "acmHXpoHHa  araka'",
MOJICITIOBaHHS, "MOBITPSHUH 3Mii", "macTka Ha KUBIA'".

4. OrpumanHs i BUKOpUCTaHHs iH(opManii i3 3JI04MHHOI0 METOIO:
KpaJikKKka MHpOTpaMHOro 3a0e3ledeHHs, KpaaiKKa YCTaTKyBaHHS 3a
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JIOTIOMOTOI0 KOMITFOTEPHHUX OTIepamiid, KpaaikKa rpoIeii 3a JOIOMOTO0
OTPUMAaHHS  CEKPEeTHHX  KOMiB, KpaADKKa Tpomel  IUIIXOM
KOMIT FOTEPHOTO TIEPECHIIaHHA, KPaaiKKa TPOIIeH MIJIIXOM MaHIITyJIAI i
3 KOMII'IOTEPOM, BHECEHHSI 3MiH B Tiporpamy. [7]

[Ipu mopymreHHs KPUMiHAIBHOI CIIPaBHU, y OUIBIIOCTI BUIIAJKIB Take
BTPYYaHHS TIpH TPOBENEHHI KOMIT IOTEPHO-TEXHIYHOI EKCIIePTH3H
BiamoBigHo 1m0 1. 1.2.2 IHCTpykmii mpo mOpsIoK NpHU3HAYCHHS Ta
MPOBEICHHS CYOBHUX EKCIEPTH3 Ta EKCIEPTHHUX JOCIIJUKEHb, (ikcauii
JOCTAaTHIX Ta HAJEXHUX EJNeKTPOHHUX JOKa3iB B  TOPSAKY
nepeabaueHomy ct. cr. 84, 85 KIIKY [11,88], MoxHa goBecTH Ta
BcraHoBUTH |P-anpecu, IMEl-komum npuctpoiB, 3 SKUX BYHMHSUIUCS
nporunpaBHi Aii. OJHak, HaBITh BCTAHOBJEHHsS IPUCTPOIB, 3 SKUX
BUYMHSJIN TPOTHIPaBHI CYCIJIFHO HeOE3MeYHI KPUMIiHAIBHO KapaHi Aii
3JI0BMUCHUKH, TTOKH 1[0 HE 3aBXKIM Ja€ 3MOTY BCTAHOBHUTH 0cO0y IHX
3IIOYUHINB Ta TPUTSATHYTH iX IO KPUMIHAJIHHOI BiNMOBINAIBHICTIO 32
ct.ct. 200, 190, 185, 361, 361-1, 231 KKV (3anexHO Bin (hakKTHIHOTO
ckiany 3nounny) [10, 131].

3mouynH, KpUMiHaIbHA BiAIOBIJANBHICT 3a SKWA NepeadadeHa CT.
361 KKY, BBakaeThcsl 3aKiHUCHHM 3 MOMEHTY HACTaHHS OIHOTO abo
JEKUTbKOX 13 3a3HaYCHUX y CTarTi HacmiakiB: 1) BUTOK iH(opMmaii; 2)
BTpara iHgopmanii; 3) migpoOka iHdopmauii; 4) OJIOKyBaHHS
iHpopmauii; 5) crnoTBopeHHs mporecy oOpoOku iHdopMmalii; 6)
MOPYILIEHHS] BCTAHOBJICHOT'O TMOPSAKY MapupyTu3auii inpopmarii. dakr
neperiaay iHpopmanii 3a pe3yJbTaTOM HECaHKIIOHOBAHOTO IOCTYITY
MOKHa KBami(ikyBaTw 3a cT. 361 y pa3i HacTaHHS HACTIKY — BHTOKY
iHpopmamii 3 oOMexeHUM noctyrmoM. OnepikaHHS HECaHKI[IOHOBAHOTO
JOCTYIly  TPAaBOMOPYIIHWKOM, Yy OUTBIIOCTI BHIAJAKIB, OIOKye
iHpopmamiro (abo iHPOpMaLIHHY TOCIYTY) IpU3HAYCHY IS 3aKOHHOTO
KOpHCTyBaya (HalpHKIIaJ], HECAHKIIIOHOBAHMI JOCTYH 3 BUKOPUCTAHHAM
yyxux mnapoisiB). [8,20]. SIkmo  HecaHKIIOHOBaHE BTPY4YaHHS
MPU3BEIIO JI0 BUTOKY iH(opManii npo koH(iAeHIiHHI TaTixHI AaHi abo
MepCoHaNi30BaHi 3aco0u Oe3MeKn KOpPHCTyBaya, Ta MOAAJIBIIOTO
nepekasy Ha iHIII paxyHKH, TOOTO ()aKTMYHO BHMKPAJCHHS TPOIIOBUX
KOIUTIB, 3a3Ha4YeHe cJIij KBajidikyBaru 3a cykymHictio 3i c1. 200 KKV,
a imkoud # 31 ct. 185, 190 KKYV. [10, 131].

3a Wikipedia, enemenTamu, abo (akropamu cTporoi aBTeHTH IKawii
€ 0JIHOYACHE BUKOPUCTAHHS JAEKIJIbKOX €JIEMEHTIB:

® BJIACTUBOCTI, SIKOIO BOJIOJII€ KOPUCTYBaY;
e 3HaHHAMHU — iH(OpPMAaIli€lo, IKYy 3HA€ KOPUCTYBaY;
® BOJIOJIHHSA — Piy, KOO BOJIOJII€ KOPUCTYBaY.
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SIknii ke eneMeHT Oe3IeKH € HEBIAAUILHUM, HEBII €MHUM BiTHOCHO
KOPHCTYBa4a € TaKuM, SKHH HEMOJXIIHWBO IMiAPOOUTH/TIEPEXOMUTH 1 €
fioro HesminHOO BnactuBicTio? biometpis (biometrics) -texHosmoris
ineHTHUdiKaii oco0H, sSka BUKOPHCTOBYE (i3ioNoriuyHi mHapamerpu
cy6’exta (xkox JAHK, BinOuTku manpmiB, palgyXHy OOONOHKY OKa,
300pakeHHsT 00IYUst, TeMOp rosocy). [9]

Omxe, mnepexiJ MOCTa4YaJbHUKIB IUIATDKHUX MOCIYT, CHCTEM
IHTEpPHET-PO3paxyHKiB [0 CTPOroi aBTeHTH(IKalii KOpPHCTyBauiB 3
BUKOPDHCTaHHsIM OioMeTpii B SKOCTI eJleMeHTy ineHTHUdikauii Ta
MePCOHAIBHUX 3ac00iB Oe3NeKH, 3 0JHOr0 OOKY CYTTEBO O MMiJIBUIHIO
piBeHb 3axXHMIIEHOCTI MOOUIBPHMX IUIATEeXiB, [HTepHET IIaTexiB,
matexiB B cepemoBuiui card-not-present ta MiHIMi3yBaJo KiIbKiCTb
3JI0YMHIB 3 BUKOPHCTAHHIM €JIEKTPOHHUX IUIATDKHUX 3ac00iB. 3 oy
Ha 16, JOLUIPHMM BOAQYa€eThCs CKOHOMIYHE CTHMYJIIOBAHHSI Ta
3aKOHO/IaBUE 3aKPIIUICHHS 00OB’I3KOBOCTI 3a0€3MEUEHHs IUIATIKHUMHU
cepBicaMu GioMeTpudHO] imeHTH(IKAIliT KOPUCTYBAUiB.

Y pasi XK BUMHEHHA 3J0YMHY Ta BIIAKPUTTS KpPHUMiHAJIBHOTO
MPOBAPKEHHS, SKIIO BIZOMOCTI NpO 3JI04YMH Ta 0co0y, fKa Horo
BUYMHMJIA, HEMOXKJIMBO OTPUMATH B IHIIMH CIOCIO, CITIJYUM JOBOAUTHCS
BIAaBaTHCSl JIO THMYacOBOTO OOMEKEHHS KOHCTUTYLIWHHX IpaB
MiI03pIOBaHUX OCIO Ta NMPOBOJWTH HErJIACHI CIIA4i PO3IIyKOBI Aii 3
BpaxyBaHHSM CT. 246, 252, 253, 254, 265 KIIK Ykpainu, ans toro, mo0
3i0paTu Ta OIIHUTH HAJIC)KHICTh Ta JOCTATHICTh CIICKTPOHHHX JOKa3iB
Amnauri3 crigyoi nmpaktuku 3a 2012 - 2017 pp., o KaTeropisM crpas, 1o
MOB’sI3aHi 13 BYMHEHHSAM 3JI0YMHIB 3 BHKOPUCTAHHSAM €JIEKTPOHHMX
TUIATDKHAX 3aco0iB Ta/abo MOCSITaHHAM Ha
iHpopMamniliHy/KiOepHeTHUHY Oe3meKy, BKa3ye Ha Te, IO IpH
MPOBEICHHI HETJIACHUX CIITYUX PO3MIYKOBHUX MHii, MependadeHnx
cT.263, 264 KIIK Vkpaigm, m. 1.11.5. ta m 1.11.6 Iactpykmii mpo
OpraHi3allilo MpPOBEJCHHS HErJIACHUX CIiIUuX (pO3IIYKOBHUX) il Ta
BUKOPHCTAHHSI iX Pe3yJIbTaTIB Y KpUMiHAIILHOMY ITPOBADKEHHI, a came:

1.11.5.1. 3uarrsa indopmanii 3 TPAaHCHOPTHUX TEJIEKOMYHIKaIliHUX
MEpEex, M0 MOAIISIETHCS Ha:

- KOHTPOJIb 32 TeNe()OHHUMHU PO3MOBAMH, IIO MOJISITA€ B HEMTIACHOMY
MPOBE/IEHH] 13 3aCTOCYBAaHHSAM BiIMOBIIHUX TEXHIYHUX 3aC00IB, y TOMY
YHCII BCTAHOBJIGHMX HA TPAHCIIOPTHHX TEJIEKOMYHIKalliHHUX Mepeskax,
CIIOCTEpEeXXEHHs, BifOOpy Ta ¢ikcamii 3MicTy TeneOHHHX PO3MOB,
iHmoi ingopmanii ta curHanis (SMS, MMS, dakcuMiIbHHN 3B'S30K,
MOJIEMHHMI{ 3B'SI30K TOIIO), SIKI IepelaloThesl TelaeOHHUM KaHaJIoM
3B'SI3KY, 1110 KOHTPOJIIOETHCS;
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- 3HATTA iH(OpMaIii 3 KaHATIB 3B'A3KY, IO MOJATAE B HETIACHOMY
OIlepXKaHHI, TEPeTBOpPEeHHI 1 ¢ikcamii i3 3aCTOCYBaHHAM TEXHIYHUX
3aco0iB, y TOMYy UHCIi BCTaHOBJICHHX Ha  TPAHCHOPTHUX
TEJIEKOMYHIKAI[ifHUX MepekaX, y BIAMOBiOHIA (opMi pi3HUX BHUIB
CUTHAJIIB, SIKi TIEPEeJaroThCs KaHAJlaMH 3B'A3Ky Mepexi [HTepHeT, iHmux
MEPEX Mepeaadi JaHUX, 10 KOHTPOIFOIOTHCS.

1.11.6. 3usrTst iHdopManil 3 €JIeKTPOHHUX IHPOPMAIIWHUX CHCTEM
0e3 BimoMa ii BJacHHWKa, BOJOJUIbLS abo yTpUMyBada IOJATae B
olepkaHHi iH(opMaIli, y TOMy YHCIi i3 3aCTOCYBaHHSIM TEXHIYHOTO
o0JiaiHaHHS, SIKa MICTUTBCS B €JIEKTPOHHO-O0YHCITIOBAIEHIX MallnHaX
(komm'toTep), aBTOMAaTUYHUX CHCTEMaXx, KOMI'FOTePHIH
Mepexi;[11,88;12]

- MOXKYTh OyTH TMOpYIIICHI KOHCTUTYLINHHI IpaBa Ta 3aKOHHI iHTepecH
HE BUHHHX O0Ci0, IO BHU3HAHI TiJO3PIOBAHUMH Yy KOHKPETHOMY
KPUMIHAJbHOMY NPOB3PKCHHI, NP IbOMY BTAHOBJIEHHS OCOOH
3IIOYUHIS Ta TPHUTATHEHHS HOTrO 10 KPUMIHANBHOI BiATIOBiTAaIHHOCTI
MOJKE TaK i He BigOyTHCs.

- v KIIKY Ta [HCTpyKIii HEAOCTATHRO MPOMpPAIbOBAHUH MEXaHi3M
odopmiienHHst Ta noeranHocti nposeaenHs H(C)P /L.

lono He 30BciM BUBaXkeHUX minxoniB HopmorBopuiB KIIK Ta
BIZIOMYMX JTOKYMEHTIB y CBOiX HayKoBUX mpausx nucanu M. lllymuno,
O. Kumxenko, C. Kyninos. M. Cramak, B. YBapos, C. Casunpka, JI.
Hukndopuyk Takok MOCHIIKyBald OKpeMi TPOOJIEMHI MUTaHHS,
OB’ s13aHi 3 TIPOBECHHSAM HETJIACHUX CIIAYUX (PO3IIYKOBHX) HiM.

3acTocyBaHHS X TEXHOJIOTIH OioMeTpW9HOI imeHTH(IKAMii B IIIX
JIOCYZOBOT'O PO3CITIYBaHHS JI03BOJIMIIO O HE JIMIIE 3HAXOAUTH MPUCTPOT,
3 SKUX 3JIIHCHIOBAIOCS HECAHKIIOHOBAaHE BTPYYaHHS, a U Tmpu
NPOBEICHHI KOMIT IOTEPHO-TEXHIYHOI, JaKTHIOCKOMIYHOI EKCIePTH3H
BCTaHOBJIIOBATH KOHKPETHUX BHHHUX OCI0 Ta MPHUYMHHO-HACIIIKOBUI
3B'A30K MIX IXHIMM TNPOTHIIPaBHUMH [isIMH y KiOEpIpOCTOpi, IO
BUMHSITUCS 3 IIUX MPUCTPOIB, 30KpeMa i 3 BUKOPUCTAHHSM €JIEKTPOHHHUX
3acob0iB  IUIATEXKY, Ta TOPUTATYBAaTH iX 0  KPUMIiHaJbHOL
BiAIIOBIAJIBHOCTI

Cnucok aiteparypu

1. JwupextuBa 2015/2366/€C «IIpo mnaTi>kHi TOCIYTH HA
BHYTpIIIHBOMY pHHKY»/ Beb-caiit €Bpokowmicii. Pexum
nocrymy:  https://ec.europa.eu/info/law/payment-services-
psd-2-directive-eu-2015-2366_en
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STRUCTURAL MODEL OF ROBOT-MANIPULATOR FOR
CAPTURE OF NO-COOPERATION CLIENT SPACECRAFT

Humennyi D.*?, Khlaponin Yu?, Parkhomey 1.2, Rudnitska O.2
! _ National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine
2 - Kyiv National University of Construction and Architecture, Kyiv,
Ukraine

In this work is represented conceptual model of robot-manipulator
for capture and holding no-cooperation client spacecraft, which has
Payload Adapter interface PAS 1666 S, PAS 1194 C, PAS 1666
MVS, PAS 1184 VS, when there are dynamic errors of linear and
angular position of client spacecraft in the interval +/-5 per minute
and +/-0.1 meters per minute respectively.

1. Introduction

Today on the geostationary Earth orbit (GEO) there are about 1500
satellites, 750 of which require reorientation, motion or another service
operation [5]. Mostly all spacecrafts (SC) with weights more than 500
kg were placed into GEO by medium-lift and heavy-lift launch vehicle
and were equipped by Payload Adapter, which is compatible with PAS
PAS1666 S, 1194 C, PAS 1666 MVS, PAS 1184 VS. In most cases
such design of SC and its control system did not provide docking and
orbital motion in GEO after initial adjustment. Therefore such vehicles
are not equipped by automatic docking means (IDBS) and need special
methods, instrumentality and scripts for this operations.

The analysis of next reports: Department of Mechanical Engineering
Massachusetts Institute of Technology [7], International Astronautical
Congress [8], University of Nebraska - Lincoln U.S. Air Force Research
U.S. Department of Defense [9] and publications [4], [5], [6] showed
that at the moment there are no docking means for service spacecraft
(SSC) with no-cooperation spacecraft (NCSC) in automated or
automatic modes. Reasons for this are complexity of such operations,
their cost, lack of hardware-technical solutions, single standards of
interfaces and functioning protocols of equipment in situations, which
arise during process of approach, berthing, docking, undocking,
unberthing and projection of SC. [6]. Docking with NCSC in manual
mode is considered in works [4], [5]. However, duration of this
operation is longer than five hours and needs both presence of
cosmonaut (astronaut) and complex equipment on SSC.
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Thereby, it is obvious that with further evolution of Astronautics
execution of docking operations with NCSC will appear more often and
involvement of human as an object, which controls docking process,
will not have economical, social or scientific sense.

2. Problem formulation

Process of docking NCSC with SSC is performed by using a script,
which is presented in table 1. This script includes nine stages. Five of
them are essential for orbital docking of SC [4] and must be fulfilled
automatically.

Stages 1, 2 have turn-key solution [12], [13], and stages 3, 4 were
carried out within Space Orbiter programs and described in publications
[12], [13], [14], [15]. Stages 6-8, which provide process of “soft”
docking, are performed only in manual mode. Process of their

automation needs development of new control means and systems.
Table 1. Sequence of operations, which are held during docking with

NCSC

Ne Stage name Stage description

1 NCSC Determination  of the  positional
position relationship of NCSC and SSC with GPS
determination navigation and radio-location tools.

2 Approach of Approaching SSC to a distance of the
NCSC and SSC | first suspension for the preparation of
to a distance | docking equipment
200 m.

3 Approach of Approaching SC to a distance of a
NCSC and SSC | second suspension for testing docking and
to a distance 20 | fixing equipment of apparatus' continuation.
m.

4 Search  for SSC flight-around NCSC for searching
the docking | of the docking plane. Determination of the
plane on NCSC | position of docking port. Comparison of

apparatuses dynamic behaviors.

5 Berthing Approaching SSC to NCSC on the
SSC to NCSC | service distance with further approach.
on a 2 meters | Positional relationship and orientation of
distance apparatuses are coordinated.

6 Determinati Optical, analytic and radio-locating
on the position | determination of docking port on NCSC's
of docking point | docking plane. Estimate of entering cone.

7 Capture and Jogless containment of NCSC with
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retention of | mechanical tools of SSC and further fixation
NCSC by SSC | of linear and angular displacement of
tools NCSC.

Matching of Matching of rotation angles in relative
electric and | planes electric level 0 V and digital
mechanic interfaces.
parameters  of
apparatuses

Unberthing Unberthing of SSC on a distance of 20 m
of SSC from | with further return to the previously
NCSC specified orbital position.

3. Conceptual design of robot-manipulator

Suitable Docking port (DP) in modern SC is nozzle of apogeum
motor (fig. 1) and SpaceCraft adapter ring (S/C) Payload Adapter (fig.
2). Specification on them can be found accordingly in service
instructions [1], [2], [3]. This nodes are characterized by high rigidity
and coaxiality axis of apparatuses' mass, what allows to motion NCSC
with mechanic tools which are located in SSC. [1], [2], [3].

Fig. 1. Spacecraft “Cassini-Huygens” with available S/C adapter ring
and nozzle of apogeum motor in process of connecting to PAS: 1 -
system block of SC; 2 - nozzle of apogeum motor; 3 - S/C adapter ring;
4 — PAS (photo is used with permission of European Space Agency,
Communication Department)
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Fig. 2. Connection of SC with Payload adapter PAS 1194 C with means
of S/C adapter ring: 1 - system module; SC; 2 — contact plane of SC
with PAS by S/C adapter ring means; 3 - Payload adapter (photo is used
with permission of European Space Agency, Communication
Department)

Capture and holding of NCSC by the listed above ports needs
compensation of error relatively to the positional relationship, which is
caused by means of radar sensor system. This system is defined by low
resolution on the distance of 20 meters [11], and has stationary character
and is set by six degrees of freedom (DOF).

Typical design of S/C Adapter, which remains on SC after its
unberthing from the NCSC's launch vehicle (fig. 3) has mounting
hardware (keys) to Payload Adapter. Keys provides “unberthing” of SC
from launch vehicle through pyrotechnic fasteners. After unberthing
from launch vehicle S/C Adapter stays on SC and in not in use again for
period of active existence of satellite in GEO. Mechanical
characteristics of pyrotechnic fasteners' mounting hardware allow
holding on NCSC to the S/C Adapter 's mounting hardware in case of
uncoordinated docking with further coordination of dynamical and
mechanical parameters of butt-jointed apparatuses.

In such a way, for providing automatic capture of SC for S/C
Adapter's elements it is necessary to set specification of capture adapter
with range of diameters 800-1400 mm, and at the same time save the
coaxiality of console, final effector, NCSC and SSC. It is important to
note necessity of jogless capture in the conditions of dynamic
positioning error of apparatuses. In works [10], [16] the possibility of
such a capture is considered however coaxiality of SC is not provided.
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Fig. 3.Typical design of S/C Adapter

Structure of effector has to provide the opportunity of capturing
NCSC with consideration of all such factors: the presence of linear and
angular error of locating; limited time of being on the distance of
berthing of NCSC and SSC; huge amount of S/C Adapter's standards,
that differs by sizes and design; the lack of standard markers on NCSC
adapter; the lack of friction force between NCSC and environment.

Then, with taking to the account the above, capture of NCSC by RM
has to meet the requirements, specified in table 2 and described in [4].

Table 2. Conditions to th opportunities of RM for

capture of NCSC
Ne Description Value
1 Distance between the base 1.5-3m
2 Mutual orientation Quiasispherical
3 Relative angular speed of to 10° per 1 min
4 Relative linear speed of to 0.1m per 1
5 Zone of positional to 0.1m
6 Permissible dimensions of 0.6-3m
7 Permissible mass to 5000 kg

characteristics of SC

Conditions for SSC, which are listed in table 2 (it. 1 and 2) are
caused by specifications of NCSC, in particular by generalized length of
satellite's solar batteries, location of antennas, radius of SC's entering
cone, linear and angular errors of positional relationship of SSC and
NCSC. In such conditions, delivery of RM's effector to S/C Adapter is
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available by using telescopic console, which is equipped by two corner
hinges: double-axis hinge 1 and triple-axis hinge 2, which are located in
places of console fastening to NCSC (p. A) and final effector (p. B) in
accordance, which kinematic structure is shown on fig 4.

Double-axis hinge 1 and telescopic link of robotic console 3
provides work of final effector in polar coordinate system. Triple-axis
hinge 2 provides cardan joint of final effector. That allows to
compensate errors of its locating. Such kinematic structure of robotic
console prevents the emergence of link's singularity, however does not
provide problem of final effector locating in S/C Adapter area for
committing the jogless NCSC capture. Solution of this problem is
possible only by equipping the effector by sensor means, which are
suitable for cooperation and relative position of final SSC effector and
NCSC S/C Adapter.

Considering available linear and angular errors of apparatuses
positional relationship, guaranteed effector positioning for its further
girth and capture of S/C Adapter is possible in segment of work zone
(fig. 5 it. 1). Opportunity of capturing NCSC with deviation close to
zero although possible in areas, which are shown on fig. 5 (it. 2 and 10).
Another zones, which are shown on fig. 5 are assigned for equipping SC
or used as a part of technical operations of apparatus work.

Zone of insensibility (table. 2, it. 5) and odd of S/C Adapter's radii
(table. 2, p. 6) impose restrictions on the choice of the effectore's design
and set of sensor system means. “Zone of insensibility” implies
impossibility of sensor system means, which are located within the SSC
control system (CS), give accurate coordinates of distance and
orientation of NCSC. Error with per minute can cause a collision of
effector with S/C Adapter and give it relative acceleration.

It is possible to compensate error on account of effector's physical
influence on S/C Adapter after its girth. Adaptation to the diameter of
PAS is reached by usage of effector with collet principle of a squeeze.
Kinematic structure of such effector is shown on fig. 6. Contact area of
effector has unchangeable form because of unification of key design in
PAS S/C Adapter. Form of the adapter's key is shown on fig. 7.

Jogless capture of PAS S/C Adapter is achieved by compensation of
force, which effector has applied, and opposite jet force, which adaptor
has applied to effector. This effect is reached due to limitations that are
imposed by effector's links, after effector girth adaptor until the
approach of capture. Boundary values of the squeeze of S/C Adapter are
determinate by the selected algorithm of capture, force sensors, which
are integrated in the composition of effector's actuators and sensors of
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optical interruption of the ray (fig. 6, s2), which goes off when the ray
crosses elements of S/C Adapter. Prevention of not full capture (fig 6,
S/C1) is provided by coordinated action of SSC's vision means.

Description
Jpoinf of fixaton consale fo SC
i pant of fixafon effector fo console
1 duble-axs finge
V/ friple-uys finge
i linear conection of felescopic pare of links

Figure 4. Kinematic structure of telescopic console
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Figure 5. Operating area of RM's effector in the pale of longitudinal
section
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Figure 6. Kinematic structure and main node of such collet effector

Residual fixation during capture is due to reduction of the free
movement zone of adapter within the board lines of effector's zone (fig
6, CapZ), what comes as the result of translation motion in the matching
hinge (fig. 6, k7, k9).

Process of S/C Adapter's fixation is accompanied by mutually
rotation of effector, that prevents angular momentum between effector
and adapter. Such rotation is provided by hinges, which are shown on
fig. 6, (k2, k3, k4).

4. Docking program of SC

In docking program of SCs, that provides joint movement of
apparatuses, prerequisite is prior alignment of their axes. At the same
time, design of apparatuses provides axial of mass center point (MCP),
that provides positional relationship of shared MCP on a thrust vector of
the main SC's engine. For the convenience, process of berthing is
divided into two phases:

berthing with capture;

orientation of SC by one shared axis.
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Figure 7. Design of key in composition of adapter PAS C/S Adapter: 1
— groove of a key

During the first phase RM CS initiate execution of effector
preparation operations for capture. Occurs adjustment of effector's and
S/C Adapter axes.

Berthing SSC to NCSC, their positional relationship is set by service
spacecraft CS, however CS sets positional error, which can call
invariant of SC position. In this case there is a need for error
compensation through mains of console and effectore, which are part of
the robot-manipulator.

Through pair of hinges, which are placed on the base and on the end
of the RM's console and thanks to the telescopic pair of links, final
effector can be positioned in the plane of S/C Adapter. Control of
effector positioning is possible due vision means. Process of
compensation of linear and angular errors within the plain is shown on
fig. 8.

It is significant to note that on the stage of berthing robot's effector
does not interact with NCSC, which leads to preservation of the
Newton's first law.

Capture procedure provides cooperation of SSC and NCSC mass
center points (MCP) without their displacement through forces, which
are applied by effector and are equal by value and opposite by direction.
During the berthing RM can act on NCSC with essential force, which in
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the case of inaccurate capture, will give NCSC uncontrolled movement.
For the capture of NCSC without increase acceleration to it, effector of
RM has to cover structural components of S/C Adapter without
contacting them. This procedure is shown on fig. 9.
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Figure 9.‘Capture procedure S/C Adapte} of NCSC by effector of RM

First step is held on the “decision-making” distance (20 meters
between NCSC and SSC). On this step initialization operations of
sensor system, executive devices and RM CS are performed. On the
distance p=20 meters effector of RM insert into the manipulation work
zone. According to data from RM CS, vision, sensors of links
orientation and position concordance of effector's position by three
coordinates is carried out. At the same time, angular orientation of
effector is remains random. (fig. 9, el).

On the second step effector places in parallel with plane of S/C
Adapter. Second step is carried on the distance of “berthing” (about two
meters between NCSC and SSC). On this step takes place calibration of
vision according to sensors of orientation and position of RM's links.
The S/C Adapter is classified. Algorithm of berthing and capture is
determinate (fig. 9, e2).

On the third, forth and fifth steps (fig. 9, €3 e5) operations of girth
and capture of structural part of S/C Adapter are carried by effector.
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Taking into consideration huge number of S/C Adapter versions,
effector can change zone of girth and capture in dependence of
determinate algorithm, which was chosen of the second step.

During the second phase CS of RM initiate coordination of SSC and
NCSC axes. For this angle (fig. 8) leads to zero. After coordination of
axes hinge joint of SSC, RM, NCSC design is fixed, what confine
relative displacement. This gives new position of MCP of all the design.
Position of MCP coincide with axis of apparatuses (which goes through
their apogeum motors). This orientation of the apparatuses allows to use
apogeum motor of SSC as the motor of whole construction.

5. Conclusion

Researches, that were held in this work, showed, that procedure of
no-cooperated capture and docking operations is economically and
scientifically actual engineering problem, and development of space
industry of the human menage needs technologies for satellites
extirpation, their recycling, execution of mechanical operations etc.

The proposed principle and design conception of service of the
spacecraft robot-manipulator allows to carry out capture procedure of
spacecraft with wights up to 5000 kilos in conditions of incomplete
definition of their spatial position and suggested adapter design, which
works on the principle of collet. This conception allows to make girth,
capture and holding of SC which is equipped by PAS 1666 S, PAS 1194
C, PAS 1666 MVS, PAS 1184 VS with positional error 10° per minute
and

The proposed solutions needs further development and solving of
such actual problems:

a) development of kinematic structure of robotic console and
effector, which have to consider features of fastening console
to basic structure of SSC, and principle approaches to provide
linear and angular motion of the links;

b) calculation of angular and linear position of the links and
effector, determination of speeds and accelerations of links,
calculating moments and determination of work zone and
singularity zone;

c) selection of the engines and actuators types, which allows
effectively provide linear and angular motion of the colsole’s
and effectore's links in terms of space. In particular, chosen
engines must be characterized by low wight, huge moment,
low consumption, working voltage range less that 20 Volt,
minimum requirements to climatic conditions and possibility of
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d)

€)

f)
9)

h)
i)

)
k)

1)

m)

accurate refining of angles and rotation speeds. Furthermore,
actuators have to provide translational motion of the links in
space conditions as well as angular motion of the links in two
or three planes;

choice of the materials for console's and effector's links has to
provide minimal weight with high rigidity. Important is
appropriateness of chosen materials in application conditions
and with minimal level of capacity, permeance and radio-wave
absorption;

development of action script of the robot-manipulator system,
which contains control algorithm of RM and process of its co-
operation with SSC CS ;

development of technical equipment and script of output from
transfer position;

development of mathematical and computer methods of
simulation RM actions and control.

development of methods and means of vision for RM;
development of interaction protocols between RM CS and SSC
CS;

development of hardware for RM CS, sensor system and power
supply means;

development of ground part of diagnostic, arrangement and
management equipment as well as equipping of auxiliary
service;

development of marking standards of S/C Adapter and
improvement systems for burial of SC;

determination of spacecraft's orientation engine location for
cases of variable position of MCP.
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BU3HAYEHHS MMYBJIKAIIAHOI AKTUBHOCTI B
HAYKOBHUX HATIPSIMKAX, AKI CITPUAIOTD
OBOPOHO3JATHOCTI KPATHHA (BAXHUCT TH®OPMAIIII,
KOMIT'IOTEPHA BE3IIEKA)

Jdodposcbka C.B.
Incmumym npoonem peecmpauii inghopmauii HAH Ykpainu, m. Kuie

Ilposedeno poswupenuti nowyk y pegepamusniti B[ “Vkpainixa
Haykosa” Macusy 3anucié 3 HAnpAmMKy «3axucm in@opmayiiy.
Jlocniooceno  3pocmanusi  nyonikayitinoi  akmueHocmi  yiel
memamuxu. Ilobyoosano  diaepamy  OuHamiku  nyORKAYiuHOT
akmuseHocmi 6 6asi Oanux ‘“‘Ykpainika Hayxosa” 3 memamuxu

«3axucm  inpopmayiiy. 3pobreno amaniz HCypHanie, 6 AKUX

Haubitbwe nyoniKyemscs cmameu 3d  HARPAMOM «3axucm

iHghopmayiiy.

Croronni iHpopMmariitna 60poThba cTae OIHIEIO 3 OCHOBHUX (OPM
BUPIIICHHS CYNEpEeYHOCTEH MK nepkaBamu. CTPIMKO 3pocTae piBeHb
Ta 3HAYHO PO3LIMPIOETHCS CIEKTP iH(GOPMaIiHHUX 3arpo3. Matouu
CHCTEeMHHUH 1 wLiJecHpsMOBaHUI XapakTep, 30BHILIHIA HEraTMBHHMA
iHpOopMaIiiHUI BIUIMB TPU3BOAWUTH 0 IOSABU 3arpo3 HalliOHAJbHIN
Oesmeri Ykpainm B iHpopMmauiiiHii cdepi, sSKi 3aBAAOTh JAepiKaBi
BIAYYTHHUX 30MTKIB. BakJIMBiCTh HAayKOBO-NPAKTUYHHUX IOCIIKEHb 3
HaNpsIMKY 3axHcTy iH(opMaIlii IpYHTYETbCS Ha TOMy, IO Oe3reka
iHpOpPMALiHHOTO TPOCTOPY € BH3HAYHUM YHHHUKOM BiHCBKOBO-
MONITHYHOI Ta EKOHOMIYHOI CTaOUTRHOCTI JEp)KaBH, a TaKOX
3aXWIICHOCTI  HAIIOHANBHUX  IHTEpeCiB Yy  pI3HHX  cdepax
JKUTTEMISIIBHOCTI.

BinmoBimHO Mo 3akoHOmaBCTBa YKpaiHU MOHATTS "iH(popMariiiHa
Oe3mexa" Mae Take BU3HAYCHHS: "CTaH 3aXMIIEHOCTI KHUTTEBO BAXIIMBUX
IHTEpECIB JIIOJJMHH, CYCIIILCTBA 1 JIepXKaBU, IPH SIKOMY 3aro0iracThes
HAHECEHHS IIKOJM 4epe3: HEMOBHOTY, HEBYACHICTh Ta HEBIPOTIAHICTH
iHpopMmalii, 110 BHKOPUCTOBYEThCS; HETaTMBHUH 1H(GOpPMAaiHHMIA
BIUIMB; HETaTUBHI HACJIJIKM 3aCTOCYBaHHS iHQOPMAIiHHIX TEXHOJIOTIH;
HECAaHKI[IOHOBaHE IOIIMPEHHS, BUKOPHUCTaHHS, MOPYIIECHHS IIUTICHOCTI,
KOH(]iIeHIIIHOCTI Ta qocTymHocTi iHpopmarii." [1]

PepeparuBna 6a3a pammx (BZl) “Ykpainika HaykoBa”, sKa
CTBOPIOETBCS  [HCTHTYTOM TIpobneM  peectpauii  iHdopmamii  Ta
HamionansHoro 6i0mioTexoro Ykpainu imeHi B. 1. Bepnajacekoro, Ha
ChOTO/IHI € JlizepoM B YKpaiHi 3a oOcsiroM BiacHMX iH(popMauiifHHuX
pecypciB, IO Ja€ 3MOTY MPOBEJCHHS aHATITHYHHMX JOCIIJUKEHb
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MOTOYHOTO CTaHy B Haylli, TEXHIilli Ta TEXHOJOTisAX. BoHa Kymymroe
HayKOBY iHQoOpMamito 3 yciX ramy3eil 3HaHB, 3a0e3medye BUTHHHIA
JOCTYTI Ta MOIIYK iH(opMaIiii, a Takox apxiBHe 30epexenHs pormy b1
Ha KOMITaKT-IUCKaX.

Benmmka perpocrektBa Ta 00’€M TaHWX HAJAlOTh MOJKJIHMBICTH
3aCTOCYBaHHS METOIY IiApaxyHKy KiIbKocTi myOmikamii. Lleit meron
0azyeTbcsl Ha IHAWKATOpPI «KUIBKICTH HAYKOBOTO IPOIYKTY» (TOOTO
cTateif, kHHMr, MoHorpadiii). Moro 3acTocoBylOTh K IS OUIHKH
pe3yJbTaTiB HAyKOBOI MisIIBHOCTI OKPEMOTO BYCHOTO, YCTAHOBH i
Jep)KaBd B IIUIOMY, TaK i Ul aHall3y IMOTOKIB HAayKOBO-TEXHIYHOI
iHpopMallii 3 METO BU3HAYCHHS TEHICHI[H PO3BUTKY. MeTOJ] MiCTHTh
eTanmy: BHOKPEMJICHHS JIOKaJbHAX TPYH KOHKPETHHX IIOTOKIB
iHpopMarii; BU3HAYCHHS Ha Pi3HUX YaCOBUX BiApi3KaxX IHTEHCHBHOCTI
Ta HaNpsAMKY HOTOKY, MOOyZ0Ba MepeX (PaKTHIHOTO B3aEMOBIUIMBY 3a
JOTIOMOT0I0 SIKICHOTO aHalli3y; OTPUMAaHHsS BHCHOBKIB IOJ0 PEAIbHUX
TEHJICHIIIA MpoIecy po3BUTKY IEBHOI ramy3i Hayku. Lled TpamwmiiHmi
METOJl 3aCTOCOBYEThCS BXKE MHOBTMH dYac. AKTHUBHI INPUXWIBHUKH
3aCTOCYBaHHS IMyOMiKalifHOT aKTUBHOCTI SIK KPUTEPIiO OMIHKH HAYKOBO-
JOCIIAHOT AISUTBHOCTI HE BIAKHUOAIOTh MOIr0 HEMOJIKIB, ajieé BBAXKAalOTh,
10 BOHH HE MEpeKpuBaroTh Horo mepesard [2]. TIoka3sHUK «KUIBKICTh
nyOJiKaniiy» He J1a€ HOBHOTO MIPEACTABIICHHS PO 3HAYYILICTh HAYKOBOT
OpOAYKII, ame ToW (hakT, 10 MmyOmiKailis BBOJUTh B HAYKOBHIl 0OIr
neBHy iH(poOpMaliio, He MigmaeTbes cyMHIBYy. KinmbkicTe myOmikaniii €
B)KJIMBUM IIOKa3HUKOM JJIsI BH3HAHHS BYEHOTO, HOTO BHECKY B HAyKy.
Benmka kinmekicTh MOHOTpadiii Ta crateid B INEBHIH HayKOBIH Tamy3i
CBiMUMTH TIpO i TMHAMIYHMHA PO3BUTOK, a IIBUAKICTh 3POCTAHHS — IIPO
AKTyalbHICTh.

Ilotounuii cran 3amuciB y B/l Ha muctomax 2017 poky ckiamae
650 109 3ammciB. [locmiKeHO TIOTIK HAyKOBUX IIyONiKamiii vy
pedeparuBHiii 6a3i manux “YkpaiHika HaykoBa” 3 iH{opmauiiHOT
oesmeku (3axucty iH(opmarii). HaykoBuii HanpsmMok «3axuct
inpopmarlii» BXOAWTH 1O TEMaTHYHOro po3aity  «EjekTpoHika.
Oo6uncmoBansHa TexHikay cepii 2 «Texnika. [IpomuciioBicts. Cinbchbke
rOCIIOJIapCTBO» YKPaiHCBKOTO pedepaTHBHOrO XypHaity «xepesno» Ta
pedeparuBHOi 6a3u MaHUX «YKpaiHika HAyKOBay.

3a HanpsMoMm «3axucT iH(opMmamlii» NPOBEAEHO PO3LMIMPEHUH
nomyk y pedeparuBHid B/l “Ykpainika HaykoBa” 3a KUIBKICTIO
npopedepoBaHUX 3alKCiB, 30KpEMa, CTaTeH B MEPIOANYHIX BUIAHHAX B
2005 — 2016 pp. Ta 3a meBHUM iHIeKcoM pyOpukaropa HBYB. [3]
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3a pyopukatopom HBYB B B/l “VYkpainmika HaykoBa”
“Indopmariiitna Ta obumcIOBaNbHA TexHiKa” Mae iHgekc 397. MaHi 3
3axucTy iH(popMarlii mrykaemo 3a ingexcom pyoprkatopa 3970.40. [3]

3arampHa KiJBKICTh 3amlHCiB B 0a3i mJaHWX «YKpaiHika HayKoBay 3
tematukn “3axuct iHMopMmarii® 1531. ILle HeBHCOKHII TOKa3HUK
HamOBHEHHA 0a3n naHmx 3 By3bkoi Tematuku (0,24 %). Kumkkosi
BUJIAaHHS HaNiYyloTh 941, s)xypHaiu Ta IpoJOBXKyBaHi BHAaHHS — 531,
aBTopedeparu — 51, HaykoBa niepioauka Ykpaiau — 7.

Jani 1mono KigbKoCcTi  myOunikamii i3 TeMaTHKH — “3aXHCT
inpopmarii” B pepeparusHiii BJl «Ykpainika HaykoBa» [3] 3a pokamu
2005 - 2016 3BeneHo B Tabaumio 1.

Tabmuus 1 Kinekicts 3anuciB B PBJ] «YkpaiHnika HaykoBa» 3
3axHCTy iH(popmarii

Pix R005 006 2007 2008 2009 010 P01l PO12 013 2014 [2015 R016

Kinekict 82 66 140 (134 [168 [197 P24 [162 [140 |69 26 22
b
crarei

Kymyns- (183 P49 (389 (23 691 (888 1112 1274 [1414 1483 [1509 (1531
TUBHA
KII

[loOynoBano niarpamy IuHaMiky myOunikaiiiiHol akTHBHOCTI 3
HarpsMky “3axuct iHpopmauii” (qus. puc. 1).

AuHamika nybnikauimHOi aKTUBHOCTI 3
TeMaATUKK «3axmcT iHpopmauii»
250

200

KinbKicTb
cratei

50| |
o | I

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016
PoKu

Puc. 1. /luramika myOiikamiifHOi aKkTHBHOCTI 3 TEMAaTHKN
«3axuct inpopmarii»
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Haouno BunHO HepiBHOMipHEe HamoBHeHHS BJ] xoxkHOTO poKy. [Tk
npuxogutbes Ha 2011 p. Tak, y 2011 p. kinxpkicTh cTareit y 6a3i qannx
30iIpmMace y 4,3 pasu y nopiasHHI 3 2003 p. Ane y 2012 — 2015 pp.
BinOy/OoCh IOCTYIOBE 3MEHIICHHA CTaTed 3 TEMaTHKH “‘3axucT
inpopmamii’. 3a 2016 p. 6a3a manmx «YKpaiHika HayKOBa» 3 IHOTO
HaIpsMKY I1I€ TIOTIOBHIOETHCS.

Taxox moOynoBaHo Jiarpamy KyMYJISITUBHOI KiTBKOCTI IyOumiKarii
(KII) 3 remaruku “3axuct indopmanii” (auB. puc. 2).

[nHamiKa nybniKaLiMHOI aKTUBHOCTI 3
TEMATUKMU «3axncT iHpopmau,iin

2000
1500

1000

500 | ‘
O|I|

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

KymyaarueHa K

Poun

Puc 2. KymyssTuBHA KUIBKICTh IyOJTiKalliii 32 pOKaMH 3 TEMaTHKH
«3axuct iHpopmariin

3pobieHo aHami3 JKypHANIiB, B SKHX HaHOUIbIIE IMyOIiKyeThCS
cTarelt 3a HampssMoM  “3axmcer iHGopMamii®. HaiOinema KidbKICTH
3amuciB 32 2005 — 2016 pp. omyOnikoBaHa B MPOBIAHUX JKypHAJIAX
(muB. Tabm. 2).

Ta6mug 2 — IIpoBigni GpaxoBi BUAaHHS 3 TEMATUKH “3aXUCT

iHpopmaii”
Kypranu Bun Pix 3acHyBaHHS
Bichuk HamnioHansHOTro yHiBepCcUTETY 30ipH 1964
“JIpBiBCHKA MOJIITEXHIKA”
BocTouno-EBpomneiickuii sxypHan KYpH 2002
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NepeIOBbIX TEXHOJIOT Uil

3axuct inpopmartii KYPH 1999
VIcKycCTBEHHBIH HHTEIUICKT KYPH 1995
KunbepHeTHKa 1 CHCTEMHBIN aHAN3 KYPH 1965
[IpaBoBe, HOpMAaTHBHE Ta 30ipH 2000
METpOJIOTiUHE 32a0€3MeYeHHS CHCTEMH

3axucTy iHpopmaii B YkpaiHi

[Ipob6nems! ynpaBieHUs H KypH 1956
WHPOPMATHKH

Pagioenexrponika. [Hpopmaruka. KypH 1999
YnpaiiaHES

PagioenexkTpoHHi i KOMIT IOTepHi KypH 2003
CHCTEMH

Peectparis, 30epiranss i 00poOka KypH 1999
JaHHUX

Cuctemu 00poOku iHpopMaii 30ipH 1996
CucteMu yrpaBIiHHS, HaBirarii Ta 30ipH 2007
3B’SA3KY

Ynpasisronue CUCTEMbI U MalllMHbI KYpH 1972

Haiibinpma kinpkicTh 3amuciB y BJl cepen mpoBiAHUX KypHAIIB 3
TeMaThku “3axuct iHpopmanii” npunanae Ha 3 xypHamu: “IIpaBose,
HOpPMaTHBHE Ta METPOJIOTiYHEe 3a0€3MEeYCHHS] CHCTEMH 3aXUCTy
iHpopmauii B Ykpaiuni”, “3axuct iHdopmauii” ta “CucremMun 00poOKu
iapopmaii”. [Tepmi 2 Bunatotecs B Kuesi, 3-i B XapkoBi. [4]

BucHoBok. Bukopuctanns pedeparuBroi BJ] «YkpaiHika HaykoBa»
JIO3BOJISIE TIPOBE/ICHHA HAYKOMETPUYHHUX JOCITI/PKEHb, SKi HaIaloTh
MOXJIMBICTh CIPOTHO3YBaTH TEH/EHIIi PO3BUTKY HAYKOBOTO 3HAHHS 3
TeMaTHKH «3axucT iHpopmamii» B Ykpaini. B pesymprari gocmimkeHHS
myOTiKaifHOI aKTUBHOCTI BUCHUX 1 CHEHiaNicTiB YKpaiHH 3 TEMaTHKH
“3axuct iHpopmarii” 3’scoano, mo nporsarom 2003 — 2011 pp.
CIIOCTEPIraeThecsl 3POCTAHHS KUIBKOCTI MyOJIiKaIiil 3 I[OT0 HAINpPSMKY,
SKe BIJI3HAYAE€ThCS CTPIMKUM po3BuTkoM 3a 2010 — 2011 pp., ane
noTtiM — craa. J{ocaiKeHHs MOTOKY HAyKOBHX IMyOiKailiid MOKa3asw,
mo «3axuct iHpopMamii» € TepCIeKTUBHUM, a TaKOX HAayKOBUM
HAIPSIMKOM, III0 PO3BHBAETHCS B YKpaiHi.

Jlitepatypa

1. 3akon Ykpainu «IIpo OcHOBHI 3acagyu po3BUTKY iH(OpMALIHOTO
cycnisberBa B Ykpaini Ha 2007-2015 poxu»
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Marepuansl MexayHapoIHOH Hay4yHO# KoH(pepeHunu MTh-2014. —
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AHAJII3 TEXHOJIOTTi IHOOPMALIAHO-NICUXOJIOTTYHUX
BIAiH TA IHOOPMALIHO-IICUXOJIOTTYHOI 3BPOI
POCIMCBKOI ®EIEPAIIIT

Josromnoauii A., Bito6oponos O.
Llenmpanvnuii HayKo60-00caiOHUil iHCMuUmMym 030pocHna ma
gilicbko60i mexniku 3opoiunux Cun Yxpainu, m. Kuis, Yxkpaina

KnacuuHi BifiHM, TpoKci BiMHUW, TIOpUAHI, MEpPEXKEBi, Mepexe-
LEHTPUYHI Ta MMPUBATU30BaHI BIHHU € peanisMU ChOTOJCHHS. Y Hall 4ac
€KOHOMiYHi, (hiHaHCOBI Ta iH(pOPMaLiiHI IHCTPYMEHTH MalOTh PYILiHHY
CHILy CyMipHY, 200 HaBiTh OLIBLIY BiJl 3aCTOCYBaHHS TPaJULIHHOT CHIIH.

Bueni ta nonituku PO mpoTsirom ocranHix 30 poKiB MpHUKIANK 3HAYHI
3yCWIUISL [UIA PO3pOOKM 3acam i Teopii iH(OpMAIiHO-TICHXONIOTIYHOT
Bitiau (I[1cB) ta cTBOpenHs iH(popMmatiitHO-TIcuxonoriqaoi 30poi (II1c3)
[1; 2]. Omur 3 po3pobHuKiB HdokTpuHu iHpOpManiiiHOi Oesmexku PO
Bu3HauWB, mo I[IcB Moke BH3HAYaTHCh SIK MacHITaOHE 3aCTOCYBaHHS
3aco0iB 1 MeromiB  iH(QOPMAIIITHO-TICHXOJIOTIYHOTO  BIUIMBY  IIO
BIZIHOLICHHIO /0 HACeJIeHHs KpaiHW, OKPEMHUX COLIAJIbHUX TPyH YU
OCOOMCTOCTEH, Ta 3aXUCT BiJ aHAIOTIYHMX i B CBOIO ajpecy,
peai3oBaHHUM JIEpKaBOIO UM 1HIIMM aKTOPOM MIKHAPOAHOT MONITHKH JJIs
3a0e3mneueHHs peaizallii cBoix iHTepecis [3].

Mertol0 JIONOBIiZl € TpeNCTaBICHHs pe3yJbTaTiB aHali3y TEeXHOJIOTIH
iH(pOPMAaLiHHO-TICHXOJOTIYHOTO BIUIMBY HA IICHXIKy JIIOJUHH Ta
CYCIUTBHY CBIOMICTh, aHali3 iH(pOPMAaiHHO-TICUXOJIOTIYHOI 30poi, sSKa
Moxke OyTu 3actocoBaHa P® mpotu Ykpainm.

1. lMornsaay Ha METOIWYHI Ta OpraHi3alliifHi ocHoBH BeneHHs IT1cB.

Ocwnogni mii IT1cB 3a3Buuaii € [3; 4]:

- 3a0e3neueHHs NMPUIHATTS PillieHb | CIIOHYKAaHHS 0 BUKOHAHHS Jii
BJIaJIU KpaiHU-)KEPTBH, Ki O 3a10BOJIBHSIN TOTPEOH KpaiHH-arpecopa;

- MiOPUB  JICTITUMHOCTI MOJITHYHOI BJagd Ta MIXHAPOIHOTO
ABTOPUTETY KpaiHU-)KEPTBU;

- necrabimizanist  cuTyauii y  KpaiHi-)KepTBI,  ITPOBOKYBaHHs
MOJITUYHUX TPOTECTIB, COIiaJIbHUX KOH(QIIIKTIB, MiIPUB MOPAITBHO-
TICHXOJIOTIYHOTO CTaHy HaceJIEHHS KpaiHU-KePTBH;

- miApuB  0OOpPOHO3JATHOCTI KpaiHM-KepTBM Ta 0Ooe3maTtHOCTI i
30pOIHHX CHIT;

- MiATpUMKA Jif BHYTPIIIHIX CHWJI, HANPaBJICHUX Ha 3HHUIICHHS YH
3aBIaHHs LIKOJM CBOIH AepiKaBi, Y TOMY YHCII IUIIXOM KOPYMITyBaHHS
BJIAJU i HOJITUYHOI EIITH;



- 3aMiHa COMIANbHO-KYJIBTYPHOI iI€HTHYHOCTI BCHOTO HAaceJeHHs abo
HOro YacTHHU y KpaiHi-KepTBi, 3MiHA HAIllOHAIBHUX IIHHOCTEH Ta 3acaj
JICPIKAaBOTBOPEHHSL.

B sikocTi ocHOBHUX 00’€KTiB iH(GOpMaNifHO-TICHXOIOTIYHOTO BIUIUBY
y KpaiHi-KepTBi €:

MOJIITHYHA €JTiTa;

HaceJICHHS KpaiHH Y IIJIOMY;

OKpeMi COIiaJIbHI IPYyIH, HAIPHUKIA]], 32 HalllOHAIBHOIO, PENiriiHoI0,
npodeciifHO a00 THITUMU 03HAKAMH,

OKpeMi BHCOKOIIOCAJIOBIll, HANPHKIJIAJA, OYUIBHUK KpaiHH-KEPTBH,
MIHICTPH, BiiChKOBI BUCOKOITOCAIOBIII, MTOJIITUYHI OMO3UIIIOHEPH Ta 1HIIII.

Astopu po0it [3; 5] 1o uncna ocHOBHUX opraHizamiiaux ¢opwm II1cB
BITHOCSITE:

TICHXOJIOTIUHI omeparii mpoTH BHUINOTO KEPiBHUIITBA, HACEICHHS Ta
BIMCBbK KpaiHU-)KEePTBY;

myONiYHy IUIUIOMATIIO, sIKa € OCHOBHUM crocoOoM peaiizamii Tak
3BaHOl “M’sikoi cmm” [5] 1 CKIamaeThCcs 13 30BHIIIHBOIOJIITHYHOTO
iHpOpMyBaHH:, HAYKOBUX Ta OCBITHHUIIPKUX OOMiHIB, IpOTrpaM B OOJIACTi
KyJIbTYpH Ta iHIII (OPMHU I'YMaHITAPHOT'O CIiBPOOITHHUIITBA;

30BHILIHBONOJITUYHY TMpONaraHay, HalijJeHy Ha PO3MOBCIOIKCHHS
NOTJBINIB, imedl 1 Teopid anst (QopMyBaHHS Yy TpOMAIsSH 3aaHOTO
KepiBHULITBOM P® cBiTOrNIsAy, MOHATH, SKi BiOOpakaloTh IHTEpECH
cy0’ekta mpomaraHau — P® Ta CTUMYNIOIOTH 0 BIAMOBIIHUX
NpaKTUIHUX i [6];

cremniajJbHI TA€EMHI ICHXOJIOTIYHI OTeparlii, ki BHOCATH MOJITHYHY Ta
CcoliaNbHY JecTadii3amio B KpaiHi-)KepTBi.

2. [ornsamm Ha TexHoJIOTIT jecTabimi3amii Ta METOMW pyHHAIIT
JICTITUMHOT BIIaIN KPaiHU-)KEPTBH.

Y3aranpHEeHHsSI CBITOBOI'O JIOCBiAy, HampuKiaj, ‘“apabcbkoi BecHH”,
KOJIbOPOBHX PEBOJIIOLINA Ta BIACHI HAMPAIIOBaHHS BYCHUX PO
JIO3BOJISIFOTh BUKOPUCTOBYBATH TEXHOJIOTIT BIUIUBY Ha MacoOBY CBiZIOMiCTh
Juisl iectabiiizanii CycHiiibcTBa Ta HiIPUBY JIETITUMHOI BIIaIU KpaiHH-
KEPTBH.

IIpomaranaucTchke  OaueHHST  CBITY, JKOPCTKICTh  MacMmesia,
MEepEeTBOPEHHSI iX B MCHXOJIOTIYHY 30pOl0 MOTPeOyIOTh PO3YMiHHS
MeXaHi3MiB BIUIMBY Ha OCOOUCTICTb, BEJMKI IPYITH JIOJEH Ta i1l HAPOJIH.

3ycHUIsIMHA  TICUXOJIOTiB-KOTHITUBICTIB [7; 8] 3’sdcoBaHO 4OMy
JIOJICbKAa IICMXiKa CIPUHAMAae IIpolaraHay 1 YoMy JIIOAW  3aBXKIU
HOoNaj aroTh y MacTKU Meaiamasimynsropis. [Ipuposa nronuHM Taka, 110
CrpoOM SIBHOTO 1 OYEBHIHOTO BIUIMBY BHKJIHMKAIOTh CIIPOTHB TaKOMY
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BIUINBY, TOMY IO JIIOAMHA OayWTh 3aMaxX Ha BJIACHY IJCHTUYHICTb.
BigmoBimao no Teopemm Tomaca [8] “mob crmpoBoKyBaTH HEOOXimHY
nmoBeIiHKy abo HacTpiil mromel, HEOOXiTHO CTBOPUTH PEAIBHICTH, SKa
Oyzne yABISATHCH JIIOISAM ICTHHHOIO”. MacmrabHy peajbHICTh IUIS Mac
Jmofelt MOXyTh cTBopuTH MacMmenia. ChaOpHKoBaHy peanbHICTh JIFOIH
TIOBUHHI TPUHHATH TOOPOBUTFHO Ta OyTH BIEBHEHHMH, IO Ie i € iX
MOTJISIIA Ha CBITOYCTPiH. SIKIIO JIOAMHA PO3yMI€, 1110 HEIO MaHIMyJIIOI0Th,
TO MaHIMyJIALIS BTPavyae CUITY.

MeniamaninymtoBanHs. [Ipy BCix BIAMIHHOCTSX MeJiaMalinH 3axX0.y,
P® rta iHmmx gepxaB HaOip Liledl MaHINMyJIIOBaHHS 4YacTO OJHAKOBHH.
BigminHOCTI mojsirarote 'y ToMy, o 3aximHi 3MI ocHoBani Ha
TUTIOpaTi3Mi TOTJIAIB 1 AyMOK. BiacHukm 3aco0iB macoBoi iH(popmarii
CTBOPIOIOTH, OOPOOIIAIOTH, CIIPUTHO OMEPYIOTH 1 MIIKOM KOHTPOIIOIOTH
noIIMpeHHs iHdopmallii, sika BUSHAYA€ ysBICHHS JIFOJCH, IX YCTAaHOBKH, a
B KIHIIEBOMY paxyHKy, 1 TOBemiHKy. HaBmucHO Qabpukyroun
TIOBITOMJICHHS, SIKi CIIOTBOPIOIOTH PEalibHY COMLIaNbHY MiHCHICTH, BOHHU
MIEPETBOPIOIOTHCS B MAHIITYJISATOPIB CBIIOMICTIO.

Buxonsun 3 y3aranbHeHb pPOCificbKHX nocmigHukiB, 3MI moBuHHI
JOTPUMYBATUCh JISSIKUX TIIOCTYJIATIiB MAaHIMyJIsLid, OCHOBHI 3 SKHX
HACTYIIHI:

MOCJIaHHSI JI0 CYCIHIJIBbCTBA HE TOBHMHHO PO3XOIUTHUCH 3 MAaCOBHUMH
I[IHHOCTSIMH 1 CBITOTJISIZIOM LILOTO CYCITiIbCTBA,;

MaHIMyJIAii MOYMHAIOTHCA 3 MIATOTOBKM IH(poOpMamiiHOro (oHy
MeIiaCIeKTaKIIo 1 OIIHKU peaKIii CyCIiIbCTBa Ha MaHITyJISIIT;

Ko (OH MemiaCIeKTaKIl0 He BHUKJINKAE€ CYMHIBIB, TOMI BiH
BIJITIOBiZla€ CBITOTISAAY CYCHUIBCTBA Ta HOTO YIEPEIHKCHAM JTYMKaM.
VYrepemkeHi JyMKH — Iie Te, 10 € B JIOJHMHI J0 TOTO, SK BKIKOYAETHCS
KPUTHYHE MHCIICHHSL.

[Ipu MexiaMaHIyTFOBaHHI BUKOPUCTOBYIOTHCS (PAKTOPH:

KOPOTKOI IaM’sITi JIFOAMHHU;

JUIs JIIOJiel HeMae 00’ €KTHBHOCTI, SIKIIO BOHU BTATHYTI Y KOHQUIIKT,
SKUH 3arpoxye iX iHTepecaM 1 HiHHOCTSIM;

JIFOJIVHI JJIs1 OCMUCIICHHS SIBUIIIa HEOOXIZIHO MaTH Ha3BY LIbOTO SIBMIIIA,
a Ha3Ba y NPUXOBAaHOMY BHIISI IOSCHIOE 1 TPOrpaMye peakiiiio Ha
HBOTO. Yepes cltoBa i HOHATTSA CTBOPIOETHCS KApTHHA CBITY.

Jns 3abe3nedeHHss MeniaMaHIIyJIOBaHHS OCHOBHHMH METOIAaMH
nommpeHHs iHdopmanii € ¢parmenranis Ta HeraiHicth. dparmeHTaris
(mpobneHHs, JloKai3awis) — TOMIHYIOUNI METO IOIIUPEHHs iH(opMarii.
Heraitnicts — penoprax 6e3rnocepeaHso 3 Micus 1Mol — Ha JaHUi Yac €
OJTHMM i3 TOJIOBHHMX IpPHUHIMINB KypHaTicTHKH. [ToMuMiIKOBE BiguyTTs
TEpMIHOBOCTI NPU3BOJUTH JO BTPAaTH 3JaTHOCTI PO3MEXOBYBATH
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iH(pOpMaIio 3a CTylleHeM Ba)KIMBOCTi. PO3yMoBwHii mIpoIiec copTyBaHHH,
SAKAH y 3BUYaHUX YMOBAxX CIIPHA€ OCMHCICHHIO iHpoOpMarii, He B 3MO03i
BUKOHYyBaTH If0 ¢yHKIifo. KoHmeHTparis yBarm Ha TMOXIAX, IO
BinOyBarOTbCS B [aHy XBIUIMHY, PYHHYIOTh HEOOXiZHHH 3B’S30K 3
MUHYJIFM.

Ponr TeneGayenHs y MemiaMaHIyIIOBAaHHI BHMXOIWTH 3 TOIO, IO
cioBa B 0araTo pas3iB MEpPEeKOHJIMBIIN, SKIIO BOHU IiJKpiIUICHI
KapTHHKOI0 a00 CHHXPOHI30BaHi 3 BimeopsaoM. J[MBISUMCH TeneBi3op,
JIFOJTY HECBIJIOMO CIIPUHMAIOTH MO0 SIK TaKy, IO BiIOYBA€ThCS y HUX Ha
oyax 1 BoHU € cBigkamu nofii. CdaOpHKoBaHi TENECIOKETH, BUTOHYEHA
CyMIIIl TIpaBI¥, HAIBIpaBAM Ta IHCIEHYBaHHs, BCE Iie AJS IUISIA4iB €
“ImocToBipHOIO” peanbHicTIO [8].

Juis momaugi “3amporpaMoBaHUX’ MaTepialiiB CTBOPIOIOTHCS Tepenadi,
AK1 3pO3yMLJIi 32 3MICTOM Ta HE MOTPeOYIOTh iHTENEKTyalbHOI HATIPYTH, Y
TOH ke gac Oymopakats emounii. [lepeBakaHHS eMOLiK HaJl pO3yMOM — 1€
ocoOmmBiCTh TOBemiHKH JronuHH. Lli mporpamMm TOBHHHI  OyTH
3po3yMimamMu 13-14 mitHIM migpriTkam [§].

Taxum ynHOM, Th 3 HOoro MBUAKO3MIHHUMH KapTHHKAMH HE 3aJIMIIAE
IaHCY OCMHUCIIMTH 1obaueHe it mouyTe.

Mo:xxnusocti iHTepHer-TexHoJoriii B IIlcB. InTeprer — nie HoBUi
IHCTPYMEHT COLIaJIbHOT IH)KeHepii 3 HEeBIIOMUMH paHillle MOJEISIMH
NPUHHATTS PillIeHb, IKUI 3MiHIOE MI3HABAIBHUI 0a31C Cy4acHOT JIIO/IMHHY,
BiH BH3Ha4yae 3MICT iHpoOpMaii, sKa AOXOAUTH O JIFOJACH MO BCHOMY
CBITY.

[HTEepHET MOXKE BHKOPHUCTOBYBATHUCH Yy BHYTPIIIHIA IONITHIHIN
00poTh0i Ta 3OBHIMIHIMH JECTPYKTUBHUMH CHJIAMH IS 30ypeHHS
cycmiyberBa. KpiM TOro, iHTEpHET MOXXE€ BHKOPHCTOBYBATHCH IS
AHTHICPKABHOT MISUTBHOCTI areHTaMH 1HO3EMHOI'O BIUIMBY. TexHOIOTii
HiIpUBY JIETITUMHOCTI BJagM B IHTEPHET NPOCTOPI  MOCTiiHO
TEHEPYIOThCSI 1 BJIOCKOHAIIOIOTHCS, IO CTBOPIOE MpoOIeMH  JUIA
CHCTEMHOrO TNpOTHOOpcTBA MONiOHIM miapuBHIA  misubHOCTI. Ll
TEXHOJOTI1 1e(OPMYIOTH MacoBY CBIJIOMICTh HACEJICHHS! KpaiHU-KEPTBH 1
BUKJIMKAIOTh HEJIOBIPY, PE3UPCTBO i HEHABUCTB JI0 JFOYOI BIIAIH.

He nuBnsuuch Ha Te, MO B IHTEPHETI € CHCTEMHI IIEHTPH TeHeparlii
KOHTEHTY, KOPUCTYBayl IHTEPHETY 1 COLIaJIbHUX MEPEK BBAXKAIOTH, IO
KOHTEHT CTBOPIOETHCSI TAKUMH K PSIOBUMH KOPUCTYyBadaMH, sIK 1 BOHH,
TOMY JIOBIpSIIOTH ILIbOMY KOHTEHTY 1 HE CXWIBHI J0 IepeBipKu
JIOCTOBIpHOCTI HOBHMH 1 (aKTiB, HaJaHuMX y Mepexax. MoonikHa
ayAMTOPIis BENUKY YacTKy iHpopMawii i iHTepnpeTarito moxii 3HaxXoAuTh
B iHTepHeri. “ByHrapceka icrepis” Momomi Moxe  e(eKTHBHO
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BHUKOPHCTOBYBaTUCh JUI1 pYyHHYBaHHSA HAIiOHAIBHOI JepXaBH 3a
KOPOTKHI TepMiH.

[onmiTHYHA aKTHUBHICTH COINANBHUX TPYI TOCTYIOBO 3MIIYyETHCA Y
comianbHi Mepexi. [HCTpyMeHTH iHTEepHETYy Ta COI[albHUX Mepex 3
JIOTIOMOTO0I0 MOOUTPHHX KOMIT IOTEPIB Ta 3aco0iB 3B’S3KY TO3BOJISIOTH
MIBUIKO MOOITI3yBaTUCH BENUKAM MacaM JIO/IeH, OTpUMYBaTH 1HCTPYKIIii
1 TiATH CUHXPOHHO.

ITcuxomerpis Ta Big Data. [lo novarky xibepHeTu3auii cycrinbcTBa
y CBITOBIMl MpaKTHI Ui BU3HAYCHHS IICHXOJOTIYHHX MOXITUBOCTEH
JIOJMHA BUKOPHUCTOBYBAJIM PE3YJIbTAaTH ICUXOMETPUYHHX JIOCIIHKEHb,
NPOBEICHUX LUIIXOM aHKeTyBaHHS. [licist JOCHiJDKEHb CKIJIAJaBCs
TICUXOMETPUYHAN TOopTpeT (mpodins) IIOAWHW, HAa OCHOBI SKOTO
MPOTHO3YBalach IIOBEAIHKA JIIOAWHH B CKCTPEMalbHHX YMOBAX, Y
KOJIEKTHBI, TPOTHO3YBAJIOCH Kap’epHe 3pocTaHHs Ta iHme. [Ieuxomoru [9;
10] moBenu, 1m0 KOXKHA prca XapakTepy JIIOAWHU MOXKE BUMIPIOBATHCH 3a
JIOTIOMOT'OI0 HAaCTYITHHX IT°SITH BUMIpIB!

- BIIKPHUTICTh (HACKUIBKY JTFOIWHA TOTOBA JIO0 CIIPUIHATTS HOBOTO);

- JOOPONOPAIHICTD (HACKIIBKY JIIOANHA € IepPEKIIOHICTOM);

- eKCTpaBepcis (K JII0JMHA BITHOCUTHCS JIO COLIIYMY);

- IPY>KEMFOOHICTh Ta TOTOBHICTD JIFOJJUHHU 10 CIiBPOOITHUIITRA,

- HEMpPOTH3M (HACKIIBKH JIETKO JIIOJIMHA BUXOJUTH 3 ce0e).

[Ncuxonoriunuii npodinb JO3BOJISIE BUBYUTH BCI IPIOPUTETH JIIOHHHU.
AxTHBHa (pa3a BIUIMBY Ha JIIOJMHY IOJSITa€ y MiATOTOBII aJPECHOTO
3BepHEHHS 3 iH(OpMaIli€ro, Ky y CBOIX OyMKax OYIKYe JIOAWHA, TOMY
MOXIIBO OYiKyBaTH IIPOTHO30BAHY PEAKIIiio.

Po3BuTOK iHTEpHETY, KOMII'IOTEPHHX 0a3 [aHMX Ta COLIAIBHHUX
Mepex Halu JOCTYHn 1o iHdopmamnii mpo moauHy 6e3 ii srogm. Sk
nmokazano y poborax [10-13] xomrurekcHuil aHamiz iH(opmamii mpo
JIOJUHY 3 COLIaJbHUX MEpEeX, IHTEpPHEeTy, MarepialiB 3 I0JaTKOBOT
ciyxOu, iHpopmarii 31 cMapTdoHIB Ta IHIIMX JKEpeN JI03BOJISIE
MPOBOIUTH IUILOBUU TICHUXOJIOTIYHUN aHali3 TOBEIAIHKH JIIOJUHH 0e3
aHkeryBaHHi. Hanpuknan, xoHcanTuHroBa kowmmaniss Cambridge
Analytics po3poOmia MoOeb, siKa J03BOJSE OIIHHUTA 33 I[EBHUMH
napaMeTpamMu 0COOUCTICTh KOXKHOTO MOBHOMITHROTO TpomansauHa CIIIA,
a TAKOX 3/iIICHIOBAaTH BILIMB Ha NMOBEIIHKY JIIOJEH.

IIpn Bukopucranni TexHoiorid Cambridge Analytics y BuOGOpuiii
xomranii JI. Tpamna (cranom Ha kinenp 2017 poky — npesunent CIIIA)
HaceJleHHs KpaiHu Oyino poszaineno Ha 32 Tunu ocobucrocted. Jlis
KOKHOTO THITy OCOOMCTOCTI OynM MiATrOTOBJIEHI IepCOHai30BaHi
MOCJIAHHS 1, BUXO/AS4M 3 aHamidy daxisuiB [12], ms TexHousoris 3irpana
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OIHY 3 BHpIIIANBHUX pOJIeH y pe3yibTaTaXx TOJOCYBaHHA. AHAIOTIYHI
MiAXOOM BUKOPUCTAHI TPH TOJOCYBaHHI 3a Buxiny Bemmkoi Bpwuranii 3
€pocoro3y (Brexit) [11] Ta y mepemBubopuiit kommanii [Ipesmmenta
OpaHrii.

Ha ocHOBI BHKOpHCTaHHS TMOMIOHMX TEXHOJOTIH, 3 ypaXyBaHHSIM
JIOCBiZly 3aCTOCYBaHHS MPOTPaMHUX 3aco0iB aHamizy, B PO y 2014 pomi
Oyna crBopena xommanis Social Data Hub. Social Data Hub npononye
CBOi  pINIEHHS pEKJIAMHUM areHTCTBaM, aHaJliTHKaM, OaHKawm,
crieliayictaM 3 MapKeTHHTY Y COILIaJbHUX Mepekax, IOJITHKaM Ta
iHmuM npodecionanam. Inma xomnanis — Fubutech (Toro > 3acHoBHHKa)
“roroMarae YMHOBHUKAM IyKAaTH AMCUICHTIB, CHIBIPALIOE 3 KPYIHUMH
Kopropartismu” [14].

TakuMm 4MHOM, TEXHOJIOTii MemiamaHimyiroBaHHS Ha Th, BIiMB Ha
MOBEIIHKY  JIIOAeH  dYepe3  CONIaNbHI  MepexXi, BHKOPHCTaHHA
TICHXOJIOTIYHOTO TPO(IUTI0 IIOAMHA Y pe3ylbTaTi ICHXOaHAIi3y 3a
inpopmamiero Big Data s ynpaBimiHHS MOBEIIHKOIO JIOAWHH 1 € OTHUM
3 BUAIB iH(pOpMAIiITHO-TICHX0JIOTiYHOT 30pOi.

3. HeiponiHrBicTHYHE  IpOrpaMyBaHHS,  NCHXOMIATHOCTHKA __ Ta
ICHUXOKOPEKILis JIIOINHH.

KI'b CPCP, a cporoani crenciyx6u Ta BilicbkoBi P® pasom 3
BUYEHHMH Ta IIOJIITOJIOTAMH PO3POOIISUIM H PO3POOIISIOTH METOIU 3MiHU
MOBE/IIHKK JIIOJAWHM LUIIXOM  (OpPMyBaHHS 3aJaHUX IHporpam y
3aMackoBaHiid BepOanbHill (crmoBecHiil) ¢opmi. HJIII — ne BmimB Ha
JTYMKH JIFOJUHA Ha CBIJIOMOMY Ta MiJCBIIOMOMY PIiBHSIX, HAIUICHHH Ha
3MiHY TIOBEIiHKM NUIIXOM (DOpPMyBaHHS Hamepes 3aJaHuX Iporpam
TIOBEJIHKY y ‘3aMacKOBaHii” CJIOBECHIN Ta MOBHIH (opMax, BKIIOUAIOUYH
TEXHIKH TilHO3Y Ta TEXHI4HI 3ac00H iH)OPMAIIIITHOTO BILIHBY.

Takum uwmHOM, HIIII Moxke OyTH TOTYXHOIO iH(pOpPMAIiIHHO-
MICHXOJIOTIYHOIO 30pO€r0, B OCHOBY SIKOi TOKJIaZeHa HeHpoJoris,
nicuxodizionoris, JIHrBICTHKA, KIOEPHETHKA 1 TEOPiss KOMYHIKaIIiH.

IIcuxoTexHomaorii IICUXO030HIYBaHHSI (IICUXOIIarHOCTUKA) i
ICHXOKOPEKILisl — IPUHIMIIOBO HOBUI HANPSIMOK y HayIli, SIKUH J103BOJISIE
HEMEJIMKaMEHTO3HUM  LUIIXOM  JIIarHOCTYBaTH 1 KOperyBaTu
ncUX0(i310NOriYHUI CTaH JIIOJUHU HULIXOM JOCTYIY J0 CEeMaHTHYHOL
nam’sTi (migceBigomocTi). Pociiicekuii BueHmin akagemik [.B. CmipHOB
po3poOuB criocoOM i METOJM BIUIMBY Ha IICUXIKY (OCHOBHY (YHKIIIO
TOJIOBHOTO MO3KY), SIKi JO3BOJSIOTH YHPABISITH ICHXO(i310J0TTYHIM
ctanoM mroauHu [15-17]. Ilcuxo30HAyBaHHS BHABISE MNPUXOBaHY Y
MiICBIIOMOCTI iH(pOpMAIi0, KA € MPUIHHOK MOBEIIHKHA Ta MOCTYIIKIB
monuHu. [lcuxokopekuis axkTHBi3ye NcuxidHi 1 (i3M4HI MOXKIMBOCTI
OpraHi3My JIIOJMHH, SIKi BOHA HE BUKOPHCTOBYE Y CBOEMY 3BHUYAHOMY
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ctaHi. [IcMXOKOpeKIisi — 1e KOperyBaHHS BHYTPIITHBOI KAPTHHU CBITY
JIOAWHY, iHIMIAIA y JIOJMHHU CTaHy i MOBENIHKH, aJeKBATHHUX 3alaHiil
nporpami. [IcMXokopekmis 3acHOBaHa Ha  HEWPONIHTBICTHINI  —
MpOTpaMyBaHHS 3a JIOIOMOTOI CHEHiaJbHO ITATOTOBICHUX MOBHHX
KOHCTPYKLiH — cyrecTuBHUX (adyl, TOMy IIi TEXHOJOTii MalOTh HA3BH
“ICHUXONIHrBICTHKA” Ta “IICHXOCEMAaHTHKA .

MOXJIMBO JIOIyCTUTH BUKOPHUCTAHHS I'PYIIOBOI NCHXOKOPEKLii yepes
TH Ta pagio 4u mpu MacoBHX 3axXojax, JJS YOro, SIK 1 IPH METOIHMKax
Cambridge Analytics Ta Social Data Hub, ¢opmyroTrbest BinmosimHi
(habynu s rpym JIFoAeH 3 OJJHAKOBUMHU IICUXOJIOTIYHUMU MPOPIIIMH.

4. KoncuieHTanbpHa BifiHa.

Po3BUTOK METONIB BIUIMBY Ha CBIJIOMICTh JIOAMHU Ta CYCHIJIbHY
CBIZIOMICTh TIpW3BIB MO0 ()OpMYBaHHS IIe OLNBII BHTOHYCHHX TEOpiH i
texHoJorii ITIcB, ki € 0OCHOBOIO Tak 3BaHOI “KOHCILI€HTAJIbHOI BIMHHK.
BigmoBimHo mo poGotu [18] “koHcIieHTanpHa BiiffHa — BilfHa Ha
pyiiHamiro cBimomocti. B ocHOBI Takoi pyHHamii JEXHTh 3HUIICHHS
3Mi0HOCTI JIIOAWHU 10 BUTBHOI ieHTU(IKAIIT, KIM JFOWHA X04Ye CTATH i B
MeKax SKoi KyTbTypHO-icTopudHOi Tpaauiii”. ToMy cBiTy i rpomMansHaM
VYkpaiHy, y TOMY 4YHCHIi, HaB’S3YIOTh “PYCBKHH Mip” 1 TpaauLiiHi
peniriitai koHpecii. KoHciienTanpHa BiifHa, Ha BIAMIHY BiJ BiABEPTHX
BIMCHKOBHX JIili, Ma€ I[IJLTIO HE 3aXOIUICHHS UYyKUX TCPUTOPIH, a HalliJICHa
Ha 3aXOIUICHHS CBIJJOMOCTI JIOIEH, SIKi IPOKUBAIOTH HAa IIUX TEPUTOPISX.
TakuM 4YMHOM, TOJIOBHA IiJIb arpecopa y KOHCIIE€HTaJbHINH BiiiHI —
VIpaBITiHHS CBIIOMICTIO JIFOJICH.

BuchHosku:

Bueni, momitTrexHoNOrHm Ta BilicbkOoBi P® cTBOpHIM HayKOBHH
(hyHIAMEHT Ta TEXHOJIOTII BeJCHHS iH()OPMAIIIITHO-TICHXOJIOTIYHOT BifHH.
YacTnHa nMX HaNpamioBaHb BHKOPUCTOBYETHCS NPOTH YKpaiHU 1 €
peambHOI0 3arpo30l0 HAIIOHANBHIN Oe3rery, a iHImIa 4YacTHHa Hece
MOTEHIHHI 3aTPO3H.

Y minoMy TEXHOJIOTisl BIUIMBY Ha TMOBEAIHKY SBJISIE CO0OIO
iHpOpMaLiHHO-TICUXOJIOTIYHOI0 30pOI0, sIKa, Ha BIAMIHY BiJl 3BHYaiiHOT
30p0i BUKOPUCTOBYE:

- TEXHOJIOTIT MeliaMaHiMyJII0BaHHs y 3ac00ax MacoBoi iH(popMallii;

- BIUTMB Ha JIIOJIeH Yepe3 COIiallbHI MEPExKi;

- YIpaBIiHHSA TTOBEIHKOIO JIIOIUHH 3 BHUKOPHCTaHHSIM
TICHXOJIOTIYHOTO MPOQIITIO JIFOANHH;

- HEHpONIHTBICTUYHE IIPOTrpaMyBaHHS Ha OCHOBI  HeWpoorii,
ncuxoQi3ionorii, JIHrBICTUKH, KIOEPHETHKH 1 TeOpii KOMYHIKaIIii;

- ICUXO/1arHOCTHKY Ta IICUXOKOPEKIII0 HA OCHOBI IICHXOJIIHIBICTHKH,
TICUXOCEMaHTHKH Ta Cy4acHHUX 1H(OPMAIiTHUX TEXHOJIOTiH;
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- TEXHOJIOTii poOOTH i3 CBiZOMICTIO JIOIWHH, IIO CIPSAMOBaHI Ha
Topas3Ky i 3HUIICHHS BU3HAUYCHUX (POPM 1 CTPYKTYp CBIZOMOCTI, a TAaKOX
JESIKUX PeXHMIB ii (yHKIIOHYBaHHS (KOHCIIEHTAIbHA 30pOst).

3acrocyBaHHsA iH(popMariitHO-TIcuxonoriyHoi 30poi TpaHchopmye
maM’sATh 1HAWBIiZAa, CTBOPIOIOYM OCOOWCTICTH 3 Hamepel 3aJaHuMH
napaMeTpaMH, SIKi 33JJ0BOJBHAIOTH arpecopa, poOisITh HETpane3gaTHOI
CHCTEMY YNpaBJiHHS AEP)KaBOIO NPOTHBHUKA Ta HOro 30pOiHI CHIIH.
3a3HaueHi 00cTaBUHU NOTPEOYIOTh YJOCKOHAJICHHS TEXHOJIOTIH 1 3ac00iB
HPOTHUT, IO € HAPSMOM IOJATIBIIUX JIOCITIPKEHb.

Ilepenik mocunansp:

1. Onepaunu MHGOPMALMOHHO-TICUXOJIOTUYECKOH BOWHBI: KPaTKUH
SHIMKIIONICIMYCCKUM cloBapb-ciipaBounuk / B. b. Bempunnes, A. B.
Mamnoitno, A. U. Ilerpenko, . b. ®ponos; nox pea. A. Y. Ilerpenko. —
M.: T'opstuas nmunusa — Tenexom, 2005. — 495 c.

2. BonkoronoB [I. A. [Ilcuxomormueckass BoiHa: [lompeIBHBIC
JEeHWCTBHS MMIIEpHaI3Ma B 00JacTH OOIIECTBEHHOTO CO3HAHMsA. MOCKBa :
Boenmnsgar. 1983. 288 c.

3. CmuproB A. A. HHbopMammoHHO-TICHXOJOTHYeckas BoWHa //
CBob6ozanas Mbicib. 2013, Ne6 (1642). C. 81-96.

4. Tlouenmos I'. I'. [Ilcuxonoruueckue BoiHbl. Mocksa : Pedu-0yk; K.
: Bakyep. 2002. 528 c.

5. MyxametoB P. C. Ponb ny0au4Hoii munnomatuu B GOpMHUPOBAHUH
MexayHaponHoro umumka Poccum // CoBpemennass Poccus u mump:
anpTepHaTHBEI pazBuThs (Poccus m 3anannas EBpona: BimsiHne o6pa3os
CTpaH Ha JBYCTOPOHHHE OTHOLICHUS) : MaTepHalibl MEXITyHapOJHOMH
HAyYHO-TIpaKTHYeCKOW KoH(epeHmmu. baprHaym: M3m-Bo AnT. yH-Ta.
2010. C. 111-116.

6.3opura  E. TI. Texwojmormm  moApbIBA  JICTUTHMHOCTH
TOCYAAapCTBEHHON BJIACTH, UCIIOJB3yeMble B WHTEPHET-NPOCTpaHCTBE //
Wudopmaunonnsie Boiinbl. 2016. Nel (37). C. 78-80.

7. Kapsixua B. B. Ctparerun HenmpsMbIX JeHCTBUH, “MATKOM CHIIBI” 1
TEXHOJIOTUHU “ympaBisieMoro xaoca” KaK UHCTPYMEHTHI
nepedopMaTupoBaHusl MOJUTHIECKUX NpocTpaHcTB // NHpopMannoHHbIe
BoiHeL. 2014. Ne 3 (31). C. 29-38.

8. Aporcon D., Ilparkanuc 3. Dmoxa mnpomaranipl: MeXaHH3MbI
yOexaeHusl, MOBCEHEBHOE HCIIONIb30BaHKUEe U 3noynoTpebnenue. CIIO. :
npaiim — EBPO3HAK. 2003. 384 c.

9. I'mymxo A. H. OcHoBsl nicuxomerpun. Mocksa : [BMY MO P®.
1994. 100 c.

10. Kosinski M. Publications. URL : http://www.michalkosinski.com/
home/publications (nara 3sepuennsi: 02.08.2017).

90



11. The Insider. PaccenoBanme Das Magazin: xak Big Data u mapa
yaeHbIX obOecrieumm mobexy Tpammy m Brexit. 06.12.2016. URL :
http://theins.ru/politika/38490 (narta 3Bepuenns: 08.08.2017).

12. Madanapalle A. Big data and psychographic profiling helped
Donald Trump with the US presidential election. URL :
http://www.firstpost.com/tech/news-analysis/big-data-and-psychographic-
profiling-helped-donald-trump-win-the-us-presidential-election-

3696847 .html (nara 3Bepuenns: 02.08.2017).

13. Did Michal Kosinski’s methods facilitate Donald Trump’s
victory? Big Data & Business Intelligence. Interview with Michal
Kosinski. 18 Jan. 2017. URL: http://www.cebit.de/en/
news/article/michal-kosinski-38402.xhtml (zata 3Bepuenns: 02.08.2017).

14. Tucapes A. SocialDataHub: Kak skc-pexiaMImuk caenan OusHec
Ha Big Data m mpomaer yciyrn ObIBIIMM KoiuieraMm (M YHHOBHHKAM).
10.02.2017. URL: http://incrussia.ru/fly/socialdatahub-kak-eks-
reklamshchik-sdelal-biznes-na-big-data-i-prodaet-uslugi-byvshim-
kollegam-i-chi (mara 3Bepuenns: 15.08.2017).

15. CmuproB M. B. Besnociok E. B. Mertogsl Heoco3HaBaeMoit
MICUXOTEPAINH, TNCUXOKOPPEKIMH M ICHXOCEMaHTHYEeCKOI'0 aHalh3a C
cybcencopubiM BBemeHueMm uH(popmaimu // IlcuxortepaneBr Poccuu.
Mocksa : Menuiinna. 1994. Ne 3.

16. be3Hocrox E.B,, CmupHOB U.B. [cuxokoppexiys,
ncuxonpouiIakTuka, ncuxorepanus // METUIMHCKAs TCHUXOJIOTHS |
ncuxoruruena. 1990. C. 53.

17. Axagemuk  Hropp  CMHUpHOB:  INICHXOTPOHHOE  OpPYXKHE,
ncuxozoHaupoBanue — penopraxx Ha PEH-TB. 17.08.2013. URL:
https://youtube.com/watch?v=3YiLqtnRi68 (mata 3BEpHCHHS:
16.07.2017).

18. I'pomeixo H. B. Mcrmons3oBanne MHPOPMAITHOHHBIX TEXHOJIOTHI B
Ka4yecTBe KOHCIMEHTAIBLHOTo opyxus / Anbmanax “Boctok”. 2005. No 7-

8 (31-32).

91



PO3IIBHAHHSI AHOMAJIBHUX CTAHIB B
TH®OPMANINHO-TEJEKOMYHIKAIIIMHUX CUCTEMAX
IPY HEYITKOMY OIIMACI MO

3yook B. IO., 3axapuenko O.I., bexanos 10.0.
Incmumym cneuianvhnozo 36'a3ky ma 3axucmy ingpopmauit HTYY
"Kuiecokuit nonimexuiunuit incmumym imeni Izopsa Cikopcvkozo",

Ykpaina, m. Kuie

Cucmemu MOHIMOpUH2Y MAIOMb  WUPOKE BUKOPUCMAHHA 6
ingopmayiino-menekomynixayiunux — ucmemax  (ITC)  ons
KOHMPONIO Npaye30amuocmi WIAXOM GI0CMeN CeHH KPUMUYHUX
Xapaxmepucmuk Mepesici 8 pedcuMi peaibHo2o 4acy abo 3 negHol0
nepioouyHicmioo, ma CUCHANI3Y8AHHS NPO Nepexio HUCIO8UX
Xapakmepucmuk uepe3 NneeHi 6cmanosieHi pieHi. B mou uac, sk
icHyroui  cucmemu  6uAsleHHA — Kibepamaxk — 30e0inbuioco
CRUpAIOMbCsi  HA  MAKPOORUcU  (Cichamypu — mowo), o
npeocmasiaoms NonepeoHbo i0eHmugikogani idomi 3azposu
besneyi, awaniz OAHUX, OMHUMAHUX 6I0 CUCMEM MOHIMOPUHSY
npaye30amHocmi - 0ae  MOJICTUBICIb — BUABNEHHA  WKIONUBO20
308HIUHLO20 BHIUGY NPU BIOCYMHOCI YIMKUX XAPAKMEPUCMUK
makozo 6naugy ma 6e3 NONepeoHbLO2O ONUCY NPUMAMAHHUX
Mmakomy 8naueo8i nooii.

MocranoBka 3amayi. [IpoTsIromM oCTaHHROTO YacCy 3pOCTa€ KIIBKIiCTh
Ta CKJIaJHICTh KibepaTak Ha MPOMUCIIOBI IiIPHUEMCTBA, OPTaHH BIAIU Ta
JIepKaBHI YCTaHOBH. ATaKH BUKOHYIOTHCSI IUITXOM BIUTUBY Ha BeO-caiTH,
1HIII MepeXKeBi CITyX0H, TeleKoMyHiKaIliiiHe 00aHaHHs, CIPSIMOBaHI Ha
3arpo3y KOH(QIACHIIHHOCTI, MITICHOCTI, JOCTYITHOCTI JaHWX, & TAKOX Ha
MOCTA0JIEHHS.  CIIOCTEPEPEHKHOCTI 1 KEPOBAHOCTI  CHCTEMaMH, €
nepeaaeThest, 00poOIOETHCS, 30epiraeThes iHdopmarris [1,2,3].
3a3Buyail BBaXKaeTbCsA, WIO BHUSABIEHHS aTak € (QyHKIi€eo
OKpeMHX CIeLiali30BaHMX Ta KOWITOBHUX IPOrpaMHO-alapaTHHX
KOMIUIEKCIB. B To# e uac y ckiani Oynp-sxoi ITC npucyTHi cuctemu
MOHITOPUHTY (KOHTPOJIO Tpare3aatHocTti). I[Iporpamue 3abe3nedeHHst
MOHITOPUHTY UYHCIICHHUX IapaMeTpiB Mepeki a TakoX CcTaHy i
Npane3JaTHOCTI  CepBepiB  BHUKOPHCTOBYE  THYYKMH  MeXaHi3M
HOBIZIOMJIEHB, IO JI03BOJISIE KOPUCTYBayaM HAJIAIITOBYBATH OIOBIIIIEHHS
MO TIOWITI MPAKTUYHO JUIA OyIb-aKoi noxii. e mae MOXIHBICTH MIBHIKO
3pearyBaTu Ha npoOiemu 3 cepBepoM. Take mporpamHe 3a0e3nedeHHs
NPOTIOHYE INUPOKI MOMJIMBOCTI 3BITHOCTI 1 Bi3yami3amii JaHUX,
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0a3yrounch Ha 310paHUX MaHWX. [HCTpYMEHTH MOHITOPHHTY HaidacTirie
YyZI0BO T ATA0THCS TOPU30HTAIBHOMY i BEPTUKAILHOMY
MacmTaOyBaHHIO i MOXYTh OYTH BHKOPHCTaHI UIS BUSBJICHHSA (aKTy
3MiHM CTaHy CHCTEMH IIiJl BILTMBOM KiOepaTaKw.

OTxe, MOoHITOpUHT cTany mifacucteM [TC € pyTHHHOIO TPOLEaypOIO.
HaxonmyeHHs Ta aHami3 JaHWX BiJ TaKUX ITACUCTEM HO3BOJISAE BECTH
CIIOCTEPE)KEHHSI 32 I'PYNOBUMH BiAXHJICHHSMH BijJl 3BUYAIHOTO CTaHy B
komroHeHTiB ITC. Taki BigXuieHHS, B CBOIO Yepry, MOXYTb OyTH
HacJiIKaMM MPUXOBAHOTO IIKIJIMBOIO 30BHIIIHHOTO BIUIMBY YU
Bukopuctanss ITC mist peanizanii kibeparax. bynb-sixa araka, B
3aJIeXKHOCTI BiJl MEXaHI3My, 3aJIMIIA€ CIiJl Y BUIVISAII 3MIHU KUIBKICHUX 1
SAKICHUX XapaKTepUCTHK Oarathox mapamertpiB. Hampuknan, sikimo DDoS
MOPIBHAHO JIETKO iIeHTH(]IKY€eThCS 3 OOKY JKEPTBH, TO 3 OOKY ypakeHOTO
KOMIT'foTepa-00Ta araky BHSBHTH CKiagHo. IIpore, HasBHICTH B
MiAKOHTPONBHIM Mepeki JeKUTBKOX KOMITIOTEpiB, IO OJHOYACHO
BUKOHYIOTh OJJHAKOBI MEpEKEBI OIeparlii, BHABUTH Ha0araTo JIETTIe.

IcHyro4i cucTemMu BUSBIICHHS KibepaTak 37e0OiIbIIOr0 CIIUPAIOTHCS Ha
MaKpOONHCH (CITHATYpH TOIIO), IO TNPEICTABISAIOTh IONEPEIHBO
ineHTH(ikoBaHi Bimomi 3arpo3u Oesmeni. Cucremu MmoniTopunry ITC
BIZICTE)KYIOTh KPUTHYHI XapaKTEPUCTHKH MEPEXi B PEXHUMI PealbHOTO
yacy ab0 3 IMEBHOIO IMEpiOJMYHICTIO, Ta CHUTHAI3YIOTH IPO Mepexis
YHCIIOBUX XapaKTEPUCTUK 4Yepe3 IMEeBHI BCTAHOBJIEHI piBHI. AHal3 IUX
JIAHUX MOJKE HaJaTH MOXKJIHMBICTH BHSBJICHHS ILIKIJJIMBOIO 30BHIIIHBOTO
BIUIUBY TIPH BiJICYTHOCTI YITKMX XapaKTEPHUCTHK TAaKOro BIUIMBY Ta 0e3
MONEPETHHOTO ONUCY MPUTAMAaHHNUX TAKOMY BIIJIMBOBI MOMIM.

CyyacHuii cran mpodaemu. [lompu pi3HOMAHITTS Cy4acHHX
KibepaTak, HalOUTBII HeOe3rmeuHi [4] MarOTh MpHUHANMHI OBi pa3u: dasy
iH}IKyBaHHS Ta aKTUBHY (a3y. Y Bumaaxy arak xiacy DDoS indikoBani
€JIEMEHTH OJHI€T miaMeperki (Tak 3BaHi OOTH) YacTO BUKOPHCTOBYIOTBCS
JUTSL aTaK Ha 1HITY Mepexxy. Y BHUIAJKy aTak kiacy Ransomware aktuBHa
(daza araku cOpsMoBaHa O€3MOCEPEIHHO HA KOPUCTYBAYiB BIIACHOL
mepexi. [loxmii ocraHHIX pOKIB JoBenu CilabKy eQeKTUBHICTh
KOPIIOPAaTMBHUX CHCTEM 3aXHCTy CYNpPOTHB aTak kiacy Ransomware.
OnHiero 3 MPUYMH € Te, M0 BUSIBJICHHS NMAaCUBHUX OOTIB CHUCTEMaMH
AQHTUBIPYCHOI  NEPEBIPKM  Jefayli  CKJIaJHIlIae dYepe3 3MiHHICTb
OpPOrpaMHOro KOAy, MOBEAIHKY OOTiB, iXHIO pi3HOMaHiTHicTh [5]. Taka
cama npoOiiema 1 3 6oTamu, 110 NpUKHMarOTh y4acTh B arakax DDo0S. Ane
y 3B’SI3Ky 3 IHIIOIO apXiTEKTYpolO aKkTHBHOI (a3n TakMX aTak, BIACHHUK
iHQIKOBaHMX NPHCTPOIB MOXKE HE 3a3HATH >KOJHHUX BTpaT 1 HaBiTh He
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Ii3HATHCH MIPO y4acThb B aTalli, a OTKe — i PO HasABHICTH OOTIB y BIacHIH
ITC.

OTxe, HEOOXiTHI HOBI METOAM Ta IHCTPYMEHTH BHUSABICHHS OOTIB, SKi
0 30UMPIIMIM  BipOTIAHICTH BHABJICHHSA IIEPIIOTO €Tally AaTaK|
(indixyBaHHS), Ta sSKOMOra IIBHAImE imeHTH(]iKyBaam OOTIB B TOMH
MOMEHT, KOJM BOHHM BCTYIAIOTh B aKTHBHY (a3y araku. Taki meronu
MOXYTb IOJISITaTH B JOCIIPKEHHI TPYNOBUX BiJXWJIEHb BiJl 3BUYANHOTO
cTaHy poOoTH pi3HOMaHiTHUX mifcuctem [TC.

AHOMaii MOXYTb JOCIIIKYBATHCh:

— B 3aranbHOMY Tpadiky Ta B Tpadiky okpemux eiemenriB ITC
(3arampHME  00CAT, KUNBKICTH CeCii, TpyIyBaHHS IO ajpeci
JoKepena, aipeci IpU3HavYeHHs, IPOTOKOJIaX TOIIO);

— B axkTuBHHX eneMenrax ITC, Hacammepen B cepBepax, a TaKOXK B
OKpPEeMHX MpOrpaMHHX mpouecax (KiIbKICTh, 4Yac BHKOHAHHS,
TPYIIyBaHHS IO 3alTUTaX, BiIIOBIIIX TOIIO).

Jns BU3HAUCHHS aTakW 3a XapakTepoM Tpadiky, cMcTeMa MMOBHHHA
HABYATHCh BH3HABATH HOPMAJbHY aKTHBHICTH cucTeMH. 11 1BOro
noTpiOHi ABI (a3u: TpeHyBaHHs, Jae Oynyerbcs npodinb 3BUYAKHOT
MOBE/IIHKH, Ta TECTyBaHHs, Jle¢ NOTOYHWHA Tpadik UM KapTUHA MOJii
MOPIBHIOETHCS 3 Mpo(ijeM, CTBOPEHHM Ha eTami HaBYaHHsA. AHOMAail
BUSIBIISIIOTBCSL  KUJIBKOMa CIOCO0aMH, HaiuacTillie 3 BHKOPHCTaHHSIM
METOIIB LITy4yHOro iHTenekTy. Bixke moHan 10 poOKiB AOCHIKYETHCS
MOJKJIMBICTh TIOBHICTIO aBTOMAaTUYHOTO MOBEIIHKOBOIO aHaIi3y Tpadiky 3
METOIO BUSIBIICHHS aTak.

B poGorti [6] BUKOPUCTOBYEThCS HABYaHHS JETEKTOPA «THIIOBOMY)
npodimo Tpadiky Ta BHSBICHHS AaHOMAallii Ha OCOHOBI BIiJICTaHi
Maranonobica. B poOoti [7] HpOMOHYIOTBCS METOAHM BUSIBICHHSI
BTOPTHEHb IUIIXOM CKJIAAAHHS MPOQLTIO JIETITHMHIX KOPUCTYBAYiB.

BaxMBUM HalpsIMKOM 3aXHCTY € BHSBJICHHS aHOMaJiid B MOBEIiHII
KOPHUCTYBayiB LIJIIXOM aHaJli3y IPOTOKOJIB PiBHS 3aCTOCYBaHb. B poOoTi
[8] 3ampomonoBaHO poO3MIMPEHY HAMIBMApKIBCbKY MOJENb JUIS OIHKCY
MOBEIiHKU BeO-kopuctyBadiB. [1[00 3MeHIMTH O00CAT OOYHCIICHB,
NOB’sI3aHy 3 MPOCTOPOBOIO  CKJIQJIHICTIO MOJIEN, 3alpoloHOBAHO
MOJIU(DIKOBaHUH  anropuT™M. Y  SIKOCTI  KPHUTEpI0  BUMIpPIOBaHHS
HOPMAaJIbHOCTI KOPHCTyBada BHKOPHCTOBYEThCSA eHTpomis woro HTTP-
3anuTiB. Beb-caliT, SKM € TOTEHIIHHO aTaKkOBaHWM, OITUCYEThCS 3a
JIONIOMOT010 MapKiBCHKOTO IIPOCTOPY CTaHiB.

IcHye OaraTo BIaiMx Ta IIMPOKO BXXKMBAHUX PILIEHb 3 aBTOMAaTH3aLlil
TaKOro MOHITOPHMHTY, 30KpeMma, Ui cepBepiB Ha 0a3i UNIX-monibnux
orepaniiHuX cucteM. 30ip, HAKOMUYCHHsS Ta 30€peKCHHS TaHUX JUIS
TAaKOro  aHalidy MOXYTb BUKOHYBAaTH  CHCTEMH  MOHITOPHHIY
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npare3aTHocCTi, Hanpukiaa Nagios, Cacti, Zabbix. Bonu Takox MOKyTh
BUKOPHUCTOBYBATUCh TSI CHTHAJI3yBaHHSA TIPO 3MiHYy IIOBEHiHKH
€JIEMEHTIB CHCTEMH B pa3i po3pOOKH 1 MiIKIFOUSHHS MOIYIA U aHAII3Y,
SKAA MOXKHA Ha3BaTH aHai30M moBemiHkW. Hactymuuii Habip QyHKIi
U CHCTEMH BHUSBJICHHS aHOMANii MO3BONMUTH iii (YHKIIOHYBaTH Ta
PO3BHBATHUCE:

1) 306ip nanux;

2) HaBUYAHHSI: BU3HAYCHHS XapaKTEPUCTUK HOPMAJILHOTO CTaHY;

3) MOHITOPHHT;

4) BUSBIICHHS BiIXWUJICHB,

5) oTpuMaHHS HEraTHBHOTO 3BOPOTHOTO 3B’S3KY;

6) KOpWryBaHHS  MOPOTOBUX  3HAYECHb  [UISI  XapaKTEPHCTHK

HOPMAJIGHOTO CTaHy.

HeratuBHmit 3BOpOTHUIA 3B’SI130K HEOOXiTHUIA JIsI HABYAHHS CHCTEMH.
I3 mmrHOM "acy xapakTepuUCTHKH HopManbHOro craHy ITC 3MiHIOIOThCH,
OTXKE IJIsI KOPUTYBaHHSA ITOPOTOBHX 3HAUCHb HEOOXITHO mependavyuTH
MOJKJIABICTh aBTOKOPEKIIi.

BucHoBkH. 3HaHHS MPUHIKIIB 1 MEXaHI3MIB peaizailll kibeparak aae
MOXIIMBICTh C(HOPMYIIOBATH KPUTEPIl 3MIHU CTaHy CUCTEMH i/l BILTHBOM
kibeparaku. Jlis BHSBIEHHS TakMX 3MiH CTaHy MOXYTh OyTH
BUKODHCTaHI  3BHYaiiHi ~ CHCTEMH  KOHTPOJIIO  Mpare3JaTHOCTI
(moniTopuary) ITC. bararoBekTopHUWI aHami3 JaHUX, 310paHUX IUMH
CHUCTEMaMH, JO3BOJIUTh BHSABISTH aHOMANii BiJ MOMiH, YITKOTO OIHCY
SKHX IIe He icHye. Lle BigkprBae NepHEKTHBY MiABUIICHHS €()EKTHBHOCTI
BUsBJICHHS iH]iKoBaHUX 00’ekTiB B ITC.
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DEFINING RELATIVE WEIGHTS OF DATA SOURCES DURING
AGGREGATION OF PAIR-WISE COMPARISONS

S.V. Kadenko,
Institute for Information Recording of the National Academy of
Sciences of Ukraine, Kyiv, Ukraine

A method for defining the relative data source weights in the process
of aggregation of pair-wise comparisons is suggested. It is shown that in
order to define the relative weights of data sources, providing data in the
form of pair-wise comparison matrices, it is not enough to consider just a-
priori weight estimate, or the so-called objective component of the
indicator. It is reasonable to assume that data sources, providing more
consistent, compete, and detailed information, should be assigned larger
weights when data from several sources is aggregated. The suggested
approach allows us to consider consistency, compatibility and
completeness of pair-wise comparisons as well as the level of detail of
pair-wise comparison scales (in addition to the objective component)
while calculating the relative data source weights.

Four conceptual levels of data source weight definition are described
(from top to bottom): subject domain, specific problem, specific pair-wise
comparison matrix, and specific pair-wise comparison. On the subject
domain and the problem levels it is suggested to use any of the
previously-developed approaches, including pair-wise comparison-based
methods. On the level of a specific pair-wise matrix, provided by a data
source, it is suggested to assign it a rating, reflecting its inner consistency
and compatibility with pair-wise comparison matrices, provided by other
sources. Finally, on the level of each pair-wise comparison, it is suggested
assign it a weight, depending on the number of grades in the scale, in
which it has been provided.

The suggested approach allows us to improve the pair-wise
comparison aggregation methods, particularly, combinatorial method
(sometimes called enumeration of all spanning trees). Obtained
experimental results confirm that all different aspects of data source
credibility should be taken into consideration during content-analysis-
based research and expert examinations, particularly when completeness,
consistency and compatibility levels of estimates vary across data
sources, and scales with different numbers of grades are used. On the
whole, obtained results allow us to improve the existing pair-wise
comparison aggregation methods and increase the credibility of results of
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content-analysis-based research and group expert examinations, using
pair-wise comparisons.

1 Introduction: why pair-wise comparisons?

Information space is characterized by a multitude of factors, both
tangible and intangible. In [1] it is stated that information operations are
influenced by many solely qualitative (for instance, socio-psychological)
criteria, factors, and parameters. Their formal mathematical and analytical
description is a challenging task. Authors also stress the impossibility of
development and implementation of some universal methodology for
modeling of information operations, first of all, because of weak
formalization of related factors and concepts.

In [2] it is shown that information security in general and information
operations in particular represent a weakly structured subject domain.
Decision-making support technologies prove to be an effective analytical
tool in other weakly-structured domains, so they, definitely, should be
among the technological means for analysis and modeling of information
operations. Beside that, in [1] it is stressed that information security
strategy is an important component of the national security strategy.
Tsyganok et al. in [3] show that decision support technologies are a
powerful instrument of strategic planning, especially, in weakly
structured domains, where other approaches are not as effective.

In any weakly-structured domain, that has to be analytically described,
we often come to the point when a set of objects or factors has to be
measured or compared. Pair-wise comparisons are a flexible way of
representation of data on a set of objects that cannot be measured or
described by absolute quantitative values. Any measurement, by the way,
is a pair-wise comparison, in a sense, because the measured object is
actually compared to some benchmark value (meter, pound, second, byte,
etc.). However, if there are no benchmarks to compare the objects with,
the only way to obtain at least some quantifiable data on these objects is
to compare them among themselves.

In the contexts of information security, information policy, and
information operations, the necessity to deal with pair-wise comparisons
might arise in several situations.

1) Strategic planning (more general case). As information security,
informational policy, and information operations represent weakly
structured domains, decision-making support technologies prove useful as
strategic planning tools in these areas. Strategic planning process using
expert data is described in [3] and includes such steps as: formulation of
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the main strategic goal by the decision-maker (DM), selection of experts,
decomposition (by experts) of the main goal into sub-goals (criteria,
factors) down to the level of projects, that can be directly influenced by
the DM (building of a hierarchy of criteria), evaluation of relative impacts
of criteria by experts, definition of the strategy as the most rational
distribution of resources among projects. Under such a scenario, most of
the data comes from experts, so they are the primary information source.
Pair-wise comparisons come into play when experts evaluate relative
impacts of criteria (factors) in the hierarchy.

2) Building some rating or ranking of a set of objects (or factors)
based on comparing them among themselves (concepts, topics, product
brands, political parties, candidates etc) during some informational-
analytical research (more particular case). Just like in the previous case,
the data may come from experts, however, it may also come from
analysts, that monitor information sources (online publications, meta-
search results, blogs, or even comments in social networks). For example,
if an online publication says something like “Brand A has much stronger
standing at the market than Brand B” or “Candidate X is following close
behind Candidate Y, according to the polls”, such statements do provide
the basis for pair-wise comparisons in some scale. Ordinal pair-wise
comparison scales include only two values (such as “better” or “worse”,
“more” or “less” etc). Cardinal pair-wise comparison scales include
particular quantitative values. For instance, a popular scale used by Saaty
[4] includes the following values: 1 — no preference, 2 — weak preference,
3 — moderate preference, 4 — moderate plus, 5 — strong preference, 6 —
strong plus, 7 — very strong preference, 8 — strong plus, 9 — extreme, as
well as reciprocal values. The result of a session of pair-wise comparisons
is a pair-wise comparison matrix (PCM), where each element shows
ordinal or/and cardinal relation between the two respective objects.

Besides, pair-wise comparisons can be also derived from the
frequencies, with which compared objects (again, product brands,
political parties, electoral candidates etc) are mentioned in data sources.

If we need to build a unified rating or ranking of a set of objects or
factors (that is a common task in both above-mentioned cases) and the
data on these objects comes from several data sources, this data needs to
be aggregated. However, before aggregation it is necessary to define the
relative importance of these data sources, i.e., which of them should be
assigned larger weights. Some weights can be assigned to the data sources
by experts or analysts a priori, but there are also other important
components of relative weights of data sources. It would be reasonable to
assume, that the more complete, consistent, and detailed the data is, the

99



more credible the data source is and the greater weight should be assigned
to it. In this paper we are going to address all the listed components of
data source weight in greater detail.

2 Literature overview; existing approaches

When it comes to decision-making based on pair-wise comparisons
(coming from several data sources), Tom Saaty (author of analytic
hierarchy/network process (AHP/ANP) [4]) and his followers can, in a
way, be called monopolists. During the last few decades this scientific
school suggested a set of approaches to definition of expert competence
indicators that can and should be used during aggregation pair-wise
comparisons coming from several different sources. In [4] Saaty suggests
building a hierarchy of such factors as “skills”, “experience”,
“accomplishments”, “persuasion”, “efforts” etc and calculate expert
competence as an aggregate estimate of the expert according to these
criteria (again, based on eigenvectors of PCM, as prescribed by AHP
method). If the DM is unable to evaluate experts according to these
criteria, then the tasks of self-evaluation and mutual evaluation can be
delegated to the experts themselves. At this phase Saaty considers data
sources to be equally competent. Ramanathan and Ganesh [5] instead
suggest compiling a matrix of alternative weights, obtained as
eigenvectors of individual PCM W = (W,,..., W, ) (where m is the number

of experts) and calculate relative weights of experts based on the equation
AX =WX. Another approach is suggested by Yang et. al in [6]. The
authors use a kind of combination of two methods, AHP and TOPSIS
(described, for instance, by Hwang and Yoon in [7]), and propose to
calculate weights of expert judgments based on their distance from the
best ones and the worst ones in the set (“ideal alternatives”). These
approaches can be relatively easily extrapolated to the cases when data
sources are not experts. Online or printed data sources, for instance, can
be similarly evaluated by a set of criteria, and assigned respective relative
weights.

Speaking of Ukrainian academic schools, we can mention Totsenko
[8] who, in a way, summarized the earlier achievements of soviet
researchers. Totsenko suggested calculating relative competence of
experts as product of self-estimate and the weighted sum of mutual
estimate and objective estimate (see formula (1) below). Gnatienko and
Snytiuk [9] set forth two approaches for defining the expert’s
competence: 1) based on the questionnaire with questions of different
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types; 2) based on PCMs, provided by the experts themselves. PCM is
approximated by a “polyhedron” of weight coefficients. The more its
volume is, the less consistent the PCM is, and the lesser weight should be
assigned to the respective expert. In the case, when data sources are not
experts, we cannot apply the concept of self-estimate (and mutual
estimate as well) or talk about completion of questionnaires. In other
aspects, the approaches specified in this passage can be extrapolated to
the case when experts are not the primary data source. Rather promising
attempts to apply decision support methods for processing of data that
does not come from experts, but is derived from content-monitoring
results have been made by Andriichuk in [10???7?].

The brief literature overview, provided above, indicates, that every
existing approach to calculation of weights of data sources takes into
account just one particular aspect of data source weight: objective
estimate ([4,9]), mutual or self-estimate ([5]), mutual agreement
(compatibility) ([6]), or inner agreement (consistency) ([9]) of data.
Consequently, there is a need to develop a method for calculation of data
source weights, that would take all the listed aspects into consideration:
self-estimate (if applicable), mutual estimate (if applicable), objective a
priori estimate of the weights, as well as consistency and compatibility of
data. Beside that, it would be reasonable to assume, that the data source
weight should depend on the degree of detail, with which the data is
presented (the more detailed the data is the greater weight should be
assigned to its source). In other words, the data source weight should
reflect both a priori estimate and a posteriori estimate (the latter
depending on the quality of information, coming from the source).
Further we will try to take all the listed aspects into consideration.

3 Problem statement and solution idea

Data source weight calculation problem can be formulated as follows.
Let us assume, that at some phase of strategic planning procedure,
described in [3], or in the course of some independent content research
M data sources are used to compile a rating of N objects. The data from
these sources is represented in the form of M PCMs:

() — oK1 mei i — . .
{A™ k=1.m}={g; :k =1..m;i, j =1..n}. We should find the relative

weights of data sources that would most thoroughly reflect the quality of
quality of information coming from these sources (in view of aspects
listed in previous sections of this paper). These weights are to be further
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used for aggregation of data, coming from all the sources: ¢, : 1 =[1..m]:

ic, =1

1=1

Solution idea. Until recently the author of this paper (being the
advocate of expert data-based decision support methods) would have
preferred to use the approaches suggested by Totsenko [8] to define data

source weights. In an expert group the key components of | -th member’s
competence C, are (as we mentioned above) self-estimate, mutual

estimate, and objective component (¢, ., G obj- respectively):

Cl,mutual’

C =G e (chl,obj +X,C) mutuat) 1)

In (1) X, X, are the relative weights of objective and mutual estimates.

In the case when data sources are not experts, only the objective
component applies.

The results of recent research (such as improvement of combinatorial
pair-wise comparison aggregation method [11] and development of a
multi-scale approach to data representation [3]) of the academic school
the author belongs to call for revision of existing approaches to definition
of data source weights based on the requirements, specified in the
previous section of this paper.

If in the course of some analytic research data from several sources is
used and represented in the form of PCM, then the weights of these
sources can be considered at several conceptual or contextual levels (from
more general to more specific): 1) level of overall credibility of the data
source within the subject domain in general; 2) level of the specific
analytic research; 3) level of a specific series of pair-wise comparisons
(resulting in completion of one PCM); 4) level of a specific pair-wise
comparison, presented in some selected scale. Let us address each of the
levels in particular.

1) Data source weight at the level of the subject domain in general is
reflected by the components, presented in formula (1): self-estimate,
mutual estimate, and objective estimate. In the case when the data source
is a member of an expert group, all three components apply, if the data
source is not an expert, just the objective component remains. It can be set
a priori by the analyst (knowledge engineer) who conducts monitoring
and research of online or printed data sources.
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2) Data source weight in the context of specific analytic research or
examination can be defined based in keywords, describing the main goal
of the research. The principles of calculation of data source weights in
terms of basic keywords (BKW) (again, based on the three listed
components) were set forth by Totsenko in [8]. Totsenko (similarly to
Saaty) suggested building a hierarchy of keywords. The non-normalized
weight of the j-th data source with respect to h-th keyword, located at i-th

level of the hierarchy k;h should be calculated as follows.
Kiin = Vjin (%05 + X, Wjiy ) (2

In (2) X, X, — are, respectively, the relative weights of objective and
mutual estimates of expert group members’ competences (if data comes
from experts), while Vv, 05, Wj;, are, respectively, self-estimate,

objective, and mutual estimates of experts’ competence according to the
given keyword. If experts are not involved and data comes from online or
printed sources, then only the objective component remains. If experts are
involved then self-estimates, mutual estimates and objective estimates of
individual experts’ competences, as well as relative weights of

components X;, X, can be defined using the methods, listed in the

introductory section of this paper.

3) Relative weight of a data source, providing the basis for a specific
PCM can be defined using the approach described in [12]. According to
the approach, the data source should be considered more credible, if the
PCM is more consistent within itself and, at the same time, compatible
with the respective PCM, based on data from other sources.

At this point we should remind that weights are assigned to data
sources in order to ensure more “balanced” procedure of aggregation of
PCMs, provided by different sources. Combinatorial method of PCM
aggregation ([11, 13]) (sometimes called enumeration of all spanning
trees) proves to be one of the most effective data aggregation methods.
Within this method, in order to exploit the redundancy of information
most thoroughly, we decompose PCM, provided by each given data
source, into basic pair-wise comparison sets (that can be represented by
connected graphs called spanning trees). Each spanning tree is used to
build (reconstruct) an ideally consistent PCM (ICPCM) [11, 12]. Each of
these ICPCM is assigned a rating, reflecting the weigh of the data source

jihr Yjino
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at the level of the respective basic (informatively meaningful) set of pair-
wise comparisons of objects [12].

Weight or “rating” of a certain ICPCM depends on its proximity to
original PCM, provided by data sources. It is reasonable to assume, that
the more distant from original PCM the ICPCM is, the lower its rating
should be (because this “distance” or “difference” is the indicator of
inconsistency and incompatibility of the PCM). In [12] it is suggested to
calculate ICPCM rating as shown in formulas (3) and (3a).

C,C
R = kA 3)
[l - ay |+ e)

Cc.C
R, = k1 (32)
“'log, (X fal -4l +2)

In formulas (3) and (3a) Ry, is the rating (weight) of the ICPCM,
“reconstructed” from the ( -th informatively-significant set of pair-wise
comparisons, taken from original PCM, provided by K -th data source,
that is compared to the original PCM, provided by the | -th data source;
ae and al'Jv are the respective elements of -th ICPCM from K -th

uv
source and the original PCM from the | -th source; C,,C, are a priori

estimates of data source weights (representing the first two of the above-
mentioned conceptual levels). Logarithm operator is used to avoid large
differences between PCM ratings and ensure that the rating fall within the
same order of magnitude.

In [12] only the case of additive pair-wise comparisons is addressed.
That is, the transitivity  condition is  formulated as

Vi, j =l.nia; =W —w, = (W, — W, )+ (W, —wj) =a +3ay,
where N is the general number of compared objects, W, W; are the

relative weights of objects with the respective numbers. For multiplicative
pair-wise comparisons (when the transitivity (consistency) condition of

104



PCM is formulated as Vi, j=1.n: a; = Wi _ ﬂxﬂ =y X 8 ) we
i W W

can suggest alternative formulas for calculation of ICPCM ratings, where

sum operation is replaced by product operation:

Rt = GG €)
L
In(l:v[max(atlw,aﬁshe—l)
R = 2 kq all, (42)
IOgZ(l;[maX(al',t;afé)H)

The denominators in relations (3), (3a), (4), (4a) reflect the differences
between the respective PCMs. The greater the difference, the less
consistent (and compatible) the data source is. ICPCM, based on data
from the given source are compared to original PCM, provided by both

this same source and other sources (K, =1..m). This allows us to

consider both consistency and compatibility of the estimates. Based on
the look of formulas (3), (3a), (4), (4a), we can make the following
conclusion. If the DM (research organizer) needs the results of analytic
research to reflect the differences in the data source weights most
thoroughly, then (s)he should choose the multiplicative “version” of the
formula to calculate the PCM rating, and set smaller logarithm base.

4) At the level of a specific pair-wise comparison the weight of the
data source should depend on the degree of detail of the scale, in which
the comparison is provided. The data source, providing the comparison
value in the more detailed scale, should be considered more credible in
regard to the respective pair of compared objects. In order to take this
component of data source weight into account, the authors of [3] suggest
assigning to every pair-wise comparison, provided in some given scale, a
coefficient, proportional to the amount of information, “contained” by the
scale. The amount of information in the scale of N grades is calculated

based on Hartley’s formula ([14]): S, =1 =log, N .

Consequently, the rating (or weight) of a basic set of pair-wise
comparisons of N objects (described above) can be calculated as the
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geometric mean of ratings of its elements. Thus, the average non-
normalized weight of (-th basic pair-wise comparison set, based on

PCM, provided by K -th data source, will amount to:

1

n-1
' = ([ Jlog, NJ¥)n )
u=1

According to Caley’s theorem on trees ([15]), the total number of
basic pair-wise comparison sets, derived from a complete PCM of n

objects is N""2. If the matrix is incomplete (comparisons of some objects
are not provided by the data source), then the number of such basic sets

(spanning trees) is T €(0,..,n"?). In formula (5) the range of qis
{g =1.T}. Consequently, when it comes to the whole PCM, provided

by data source number K, its rating (or weight) in terms of the degree of
detail or scales, the matrix elements are provided in, can be calculated as

follows.
2

s* = (] [log, N&)"" ©

u,v=1
v>u

By definition, the matrix is reciprocally symmetrical, so we can
consider only the elements lying above the principal diagonal of the
matrix (V> U).

All the listed components of relative weights of data sources should be
taken into consideration during aggregation of pair-wise comparisons,
coming from these sources. So far we have addressed only separate
conceptual aspects of the problem solution. In the next section we are
going to complete the problem solution process and present a method for
data source weight calculation that should be used for aggregation of data
from different sources.

4 Application of the approach for improvement of combinatorial
method of pair-wise comparison aggregation

Based on considerations, set forth in the previous sections, we can
introduce certain improvements into combinatorial method of pair-wise
comparison aggregation, described in [11, 12], which will allow us to
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make the results of its application more compliant with the actual level of
data sources’ credibility levels.

Combinatorial method is used in the process of strategic planning ([3])
when experts are estimating the relative impacts of factors that influence
the main goal of the strategic plan. Beside that, it can be used to compile a
rating of a set of objects based on data from several sources, expressed in
the form of complete or incomplete PCMs. We have chosen
combinatorial approach from among various pair-wise comparison
aggregation methods, because it allows us to use redundant data from
different sources most thoroughly, and because of advantages of the
approach (such as stability and others), demonstrated in [13].

We should remind that in combinatorial method basic pair-wise
comparison sets (so-called spanning trees) are selected from PCMs,
provided by each data source. Normalized weights (in Saaty’s terms,
priorities) of compared objects can be calculated based on each of these

sets: {w]; j=1..n;q=1.T}. If we neglect the differences in the relative
credibility of data sources and calculate aggregate values of weights of n

objects (Wj?‘ggrega“", j=1.n) based on PCMs, provided by m sources

using the geometric mean formula, we will get the following expression.

1

.
wiooresse— (T W?)T D j=1.mT €[l.mn"?] (7)
g-1

]

In order to consider consistency and compatibility of PCMs during
aggregation of object weight values, it is reasonable to assign each
ICPCM (and the respective weight vector), derived from the individual
PCM, provided by a specific data source, a rating (as explained in the
previous section). In order to introduce a rating, reflecting both
consistency of an individual PCM and compatibility of PCMs, provided
by different sources, it is suggested to produce m copies of every ICPCM.

As a result, we will get T*=mT ICPCMs (m<T"~ <m?n"?). Beside the
level of agreement of estimates, the rating should depend on the weights
of scales pair-wise comparisons are provided in. (4-th conceptual level in
section 3 of this paper) and a priori estimate of relative weight of the data
source (levels 1 and 2). In view of these considerations, we suggest the
following formula for calculation of the rating of each single ICPCM (and
the respective priority vector) from among all T*=mT ICPCMs.
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c,C,s's' ®)

qul =
In>_lali —al,|+e)
kgl
c.c,sks
Rt = k a:fq 2 (8a)
In(l:v[max( aﬂz;aﬁéhe_l)

In formulas (8) and (8a) K,l are the numbers of data sources

(k,1 =1.m ) that provide PCMs being compared; C,,C, are weight
coefficients, representing the levels of subject domain and particular
analytic research; again, we should stress that K and | can be equal or
different, i.e. ICPCM, based on original PCM, provided by data source
number K, can be compared with original PCM, provided by this source
(inner agreement or consistency), and with PCMs, provided by other
sources (mutual agreement or compatibility);  is the number of ICPCM

“copy” (q=1..mT,); s s the average relative weight of scales, in
which pair-wise comparisons from the given spanning tree were provided

(formula (5)); s'is the average weight of scales, in which the respective
PCM by data source number | was provided (formula (6)). If we
incorporate ICPCM ratings into formula (7), we get the following
expression for aggregated object weights.

qukl
m Tk zRupv
W?ggregate: H(H (Wﬁqu”)u,p,v ), J =1.n (9)
k,I1=1 qk=]_

5 Experimental research and numeric results

The modified combinatorial method of pair-wise comparison
aggregation was tested on multiple numeric examples, using the prototype
application in MS Excel. The experiment indicated that aggregation
results, that incorporated the weights of data sources, significantly
differed from results that did not incorporate these weights, although the
same PCMs were used. This fact confirms the necessity to take into
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consideration all the aspects of relative importance of data sources when
aggregating pair-wise comparisons, because in this case the final result
reflects the credibility of these sources more adequately.

Naturally, if all data sources provide data in the same scale, and all
comparisons are ideally consistent, then the respective conceptual levels
will never come into play (as we can see from the previous sections of
this paper). However, in the real world the situation is, usually, quite the
opposite.

In this section we are going to consider a numeric example, which
illustrates the differences between priority values, derived from pair-wise
comparisons, respectively, with and without taking of data source weights
into consideration. Let us say, 3 experts (E,E, E,) compare 4

alternatives ( A, A,, A,, A, ), and use integer scales with numbers of grades

from 2 to 9 for pair-wise comparisons. In order to make the example more
illustrative, let us assume that a priori estimates of experts’ relative

competence levels are equal (C, =C,=C,=1, if normalized —
C,=C, =C, =1/3). In this example we will use additive PCM rating

function (formula (8)).

Ordinal PCMs are shown in Table 1. Let ordinal estimates be perfectly
consistent, i.e. alternatives can be sorted in such a way, that all pair-wise
comparisons above the principal diagonal of every PCM exceed 1. Let us
assume the 1% expert is unable to compare the 1% alternative with the 3™
one. This means that the respective PCM is incomplete, while all
spanning trees, including the respective element from the 1% expert’s
PCM, are informatively insignificant, and, consequently, the respective
multipliers in formula (9) equal 1.

Table 1 Ordinal pair-wise comparison matrices, provided by three experts
El E2 E3
Al A2 A3 A4 Al A2 A3 A4 Al A2 A3 A4
Al [>|* > |1 |>|>|>1|1]|>]|>|>
A, 1 (> > 1 |> > 1 (> >
Az 1 > 1 > 1 >
A, 1 1 1

Table 2 features the total numbers of grades in the scales, selected by
the 3 experts for input of pair-wise comparisons. Table 3 contains the
numbers of specific grades in the respective scales. Table 4 contains
PCMs of the 3 experts, brought to the most detailed scale with 9 grades
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(see section 1 of this paper) according to the rules, proposed in [3]. The
unified value (brought to the more detailed scale from the less detailed
one) does not always coincide with exact grade value. Pair-wise
comparisons, skipped by the expert, are replaced by 1 («no preference).

comparisons

El E2 E3
Al A2 A3 A4 Al Az A3 A4 Al A2 A3 A4
A1 ]9 *|7|1|3/4|]5]1]9]9]8
A, 11615 1167 113]9
A 1| 4 18 1|7
A, 1 1 1

Table 3 Numbers of specif

ic grades in the scales, selected by experts

Table 2 Number of grades in scales, selected by experts for input of

El E2 E3
Al Az A3 A4 Al A2 A3 A4 Al A2 A3 A4
Al (2 |* |7 |1 |3 |4 |5 |1 |2 |4 |8
A, 113 |4 112 |4 112 |4
A 1|2 1 ]2 1 (3
A, 1 1 1
Table 4 Pair-wise comparison values, brought to the most detailed scale
El E2 E3
Al A2 A3 A4 Al A2 A3 A4 Al A2 A3 A4
A |1 2 1 8 1 7 8 8 1 2 4 9
5/6 1/2 | 1/6 | 1/2
A | 1211 3 6 171 2 4 12 |1 3 4
8/9 | 1/2 2/7 | 5/6 1/2
A |1 1/4 )1 2 1/8|3/7 |1 2 /41207 |1 3
5/6 1/2
A, | 1/8]1/6)|1/3]|1 1815|121 19|14 127 |1
Based on matrices from table 4, 48 ICPCM are built

(mn"2 =3x4? =48). In order to compare each of these ICPCMs with
original PCMs, 3 copies of eeach ICPCM are made (according to the
number of experts). That is, the general number of ICPCMs being
processed (and, respectively, the number of multipliers in formula (9)) is
T =m’n"?=144. Ratings of 144 matrices are calculated according to
formula (8) (if the spanning tree lacks the pair-wise comparison, skipped
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by the 1% expert, then the rating of the respective matrix equals 0). After
that, the ratings are normalized by their sum (see power index in formula
(9)). At the same time, alternative weight vectors (priorities) are
calculated based on every ICPCM. Any basic set of pair-wise
comparisons (for instance, the last row of an ICPCM) can be used as non-
normalized weight vector. Finally, non-normalized aggregate priorities
are calculated according to formula (9) and normalized.

Normalized priority values, calculated according to formula (9) and
according to formula (7) (i.e. not taking expert competence into
consideration) are shown in table 5.

Table 5 Priority vectors, incorporating and not incorporating expert
competence values

Wl W2 W3 W4

Competence taken into consideration | 0.533 | 0.264 | 0.133 | 0.071
(formula (9))

Competence not taken into consideration | 0.547 | 0.269 | 0.129 | 0.054
(formula (7))

Difference (%) 2.6 1.9 3.0 23.9

As we can see, in spite of perfect ordinal and fairly high cardinal
agreement of original data, and in spite of usage of additive (and not
multiplicative) expression for ICPCM rating calculation, the results
obtained using simple and weighted average mean are different. The
greatest difference is witnessed between the smallest priority values.

The example confirms that if the level of agreement, completeness,
and detail of initial data from a given source is low, then the final
aggregation results will be significantly influenced by the source’s
relative weight. We should also stress, that if data sources are experts,
then feedback can be organized to improve completeness, consistency,
and compatibility of the data. However, if data sources are not experts
(humans), then feedback cannot be organized, and data source weight
components, reflecting the listed aspects, will play far greater role than in
the cases when experts are involved.

6 Conclusions

It has been shown that during aggregation of data from different
sources it is necessary to take their relative weights into account.
Moreover, in order to calculate the relative weight of a data source it is
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not enough to just estimate it a priori. The weight of a data source should
incorporate completeness, agreement, and degree of detail of information,
provided by the source. A method for calculating the relative weights of
data sources has been suggested. Beside a priori estimates, the data source
coefficient incorporates the degree of detail of scales, in which the data is
provided, as well as consistency and compatibility of the data. The
method has been tested on a large number of numeric examples, where
initial data was input in the form of individual PCMs and aggregated.
Obtained experimental results illustrate significant differences between
aggregate priority values, respectively, incorporating and not
incorporating data source weights. The method’s key advantage is its
universal nature: it allows us to take all the above-mentioned aspects of
data source credibility into account, not just some single aspect. The
original data source weight calculation mechanism provides the basis for
improvement of pair-wise comparison aggregation methods and for
increasing the credibility of results of their application.

This paper is prepared as part of project #F73/23558 “Development of
Decision-making Support Methods and Means for Detection of
Information Operations”. The project won the contest #F73 for grant
support of scientific research projects held by The State Fund for
Fundamental Research of Ukraine and Belarusian Republican Foundation
for Fundamental Research.
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TH®OPMAIIAHI TEXHOJIOT'TI AHAJII3Y
KJIEHTCHKOI A3 ABOHEHTIB TA ITIPOTHO3YBAHHSA iX
HOBEAIHKH

Ky3nenosa H.B.
Incmumym npuknaonozo cucmemnozo ananizy Hayionansnozo
mexniuno20 ynigepcumemy Ykpainu «Kuiecokuii nonimexniunui
incmumym imeni lIzopsa Cikopcvkozon, m. Kuie

Beryn

Cy4acHUWil CBIT HEMOXIHMBO YSBUTH 0€3 MOOUIBHUX HPHUCTPOIB,
InTepHery, muaHmeriB Ta KoMmm'toTepiB. ChOTOJHI KIEHT, SKHHA He
KOPHCTYETHCS MOCIyraMi MOOITBHOTO 3B 513Ky UM [HTEpHETY, cTae Maiixke
BUKITIOUEHHAM. lle ckopilm 3a Bce KIIEHTH, SAKi 3MIHIOIOTH OIepaTopa
3B 3Ky a00 mepeOyBaroTh B YKpaiHi JOCHTH KOPOTKHIA Yac i MOTpeOyroTh
TUMYacoBoro TtapuHOro makery. TeleKOMyHIKamidHI  KOMIIaHii
30CePeKYIOTh CBOi 3yCHIUIL Ha po3poOmi iHPOpMAaLifHIX TEXHOJOTIH,
II0 BHKOPUCTOBYIOTH Cy9acHI METOZOJIOTI] iHTENEKTYalbHOTO aHali3y
JAHUX Ta MOJCIIOIOTh TMOBEAIHKY KIIE€HTIB-KOPUCTYBAYiB MMOCIYT
TEJICKOMYHIKAI[ifHUX ~KoMmnaHid. (OCHOBHOIO METOK € BHSIBIICHHS
ynono0aHp KII€HTIB Ta YTPUMaHHS iX SK aOOHEHTIB, PO3pOOJIsIOYM Ta
MPOTOHYIOYH IM HOBI IIOCIYTH Ta Tapu(Hi MakeTH 3rigHo 1X morpedam.

ITocranoBka 3agaui

CraHmapTHi TiOXOAM Ta METOAM  JO3BOJSIIOTH  MMOOYIyBaTH
MaTeMaTHYHI MOJIeNi, Ki OyAyTh IPOTHO3YBATH OE3MOCEPEIHBO MOMII0 —
MOJIMBHM BIATOK KIIIE€HTIB. METOI0 [JaHOrO JOCHIIDKEHHS CTallo
po3po0IeHHS MaTeMaTHYHHX MOJENeld aHami3y KIIEHTChKOI 0a3um Ta
KOPOTKOCTPOKOBE Ta JJOBIOCTPOKOBE IPOTHO3YBAHHSI MOBEIIHKH KIII€HTIB
3a paxyHOK BHSIBJICHHSI YacOBOTO NPOMIDKKY Ta Irpynu abOHEHTIB 3 yciel
0a3u KJIEHTIB, SIKI 3aMUCITIOIOTHCST HAROMIOKIMM YacoM (Bix 1 micsirs 10
3 micswiB) y 3MiHi onepaTopa.

3aranbHi npunyuieHHs Teopii aHaJai3y BUKHBaAHHS

Jis aHamily AaHWX BUKOPHUCTOBYETHCS BHOIpKa (MOMyIALis), ska
XapaKTepU3y€eThCsl NMEBHUMH O3HAKaMH: 110 KOXHOMY 00 €KTY BimoMuit
pe3ynpTar momii (3aruOenb 4w BWKHUBaHHI). /IS IBOTO 3IIHCHIOETHCS
OJIVH 3 BHUJIB IIeH3ypyBaHHS (BiacikaHHs). CriocTepe)XeHHSI HA3UBAIOTHCS
[IEH3YPOBAaHNMH, SIKIIO CIOCTEPE)KYBaHA 3aJieKHAa 3MiHHA IIPEICTaBIISIE
MOMEHT HACTaHHS TEPMiHAJIBHOI TOMil, a TPHUBAIICTh JOCIIIKCHHS
obMexeHa 3a 4yacoM. MOXJIMBI MeXaHI3MHM LEH3YpyBaHHS 3MiHHHX:
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(hikcoBaHe IICH3YpYBaHHS (CIIOCTEPEKCHHS BiIOYBA€TBCS IPOTIATOM
(hikcoBaHOTO ~ TPOMIKKY dYacy) Ta  BHIIAAKOBE IICH3YpYBaHHA
(ciocTepekeHHS BiTOYBA€THCS MPOTATOM IPOMIKKY Yacy, SKHH HacTae
TiCIISE TOTO Yacy, KOIM eJIEMEHTH BHOIPKH MepeXMId MeBHy moiro) [1-3].

IIpu po3pobui MaTeMaTHYHHX MOJEJIEH BPaxOBYBAIUCHh KOBapiaHTH,
TOOTO MapaMeTpu, M0 XapaKTePU3YIOTh MOBENIHKY KIII€HTIB, K CTAaTHYHI
napaMeTpH — XapaKTEepPUCTHUKHU KJII€HTa, TaK 1 IMHAMI4HI mapaMmeTpH Horo
noBeiHKY (00csr Tpadiky, KUIBKICTh XBWJIMH A3BIHKIB TOIIO).

Oynkuis BwkHBaHHS Bu3Hauaetbes sk S(t) =P(T >t), a ¢dynkuis

ds(t)
P(t<T <t+A|T >t -
pusy (e = tim “ET AT g ot

Haiinpocrima (yHKIis, sfKa BU3HAYAE, IO PU3HK € KOHCTAHTOIO B
gaci: h(t) =4, abo mo exsiBanenrHo logh(t) = s.

t
Ockinbku S(t):exp[—j h(u)du], To micns migcTaHOBKM Ta
0

interpyBanus otpumyemo: S(t)=e ™, a f(t)=Ae ™. Le dymxuis
MIITBHOCTI KMOBIPHOCTI 3 10Ope BiIOMUM E€KCIIOHEHIIIMHIM PO3HOALIOM 3
napamerpoM A. TakuM 4YHHOM, CTanmumii pH3HK Iependadae
eKCIIOHEHIIIMHUI PO3MOJLT 1JIsl Yacy, HOKM He HACTYMHTh nois (abo uac
Mik mogismu) [4-5].

Mopenb BWKHUBaHHS MOXe OyJyBaTuCh 3 TOPU30OHTOM dHacy i
HMOBIpHICTB BIITOKY KJIi€HTa B HACTYIHUI Nepioa Moxke OyTH o0UHCcIeHa
TaKuM YHHOM [2]:

PO(t|X) = P(t<T<t+b[T>t,X =X) =
P(T<t+bX =x) — P(T <tjX=X) _

P(T>tX =x) | .
B F(t+b|x)—F(t|x)_1_S(t+b|x)
1-F(t|%) T S(t]x)

Jie t — 4ac CroCTepexeHHs 00CIyroByBaHHs KIIEHTY, a X - 3HaYCHHs
KoBapiarfiitHoro Bektopy X Ui IbOTO KJIi€HTa, TOOTO MapaMeTpu caMoro
KJIieHTa, Horo Tapru(HOTO IIaHy Ta HOro MOBEIIHKH.

Jis po3nominy dacy SKHTTS MOKHA NMPHUHHSATH y3arajlbHEeHy JiHIHHY
Moxens [7]:

P(T<t|X=X)=F,(t|x)=9(8, + Ot +0"x),
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ne 0:(492,493,...,l9p+1)T P-BUMIpHHUI BEKTOp, ( - BigoMa (QyHKIis

3B’SI3Ky, Taka SK JIOTICTHYHA 4M MpoOiT-QyHkuis. Takum dmHOM, LS
MOJIETIb  XapakTepU3ye YMOBHHMH pO3MOJUI dacy 0OCIyroByBaHHS
a0OHEHTY TEJICKOMYHIKAIIMHOI0 KOMITaHi€l0 T B TepMiHaxX HEBITOMHX
mapameTpiB. Sk TUTBKO Wi mapaMeTpH OyIyTh OIIHEHi, OTPAMAEMO OIIHKY

(yHKIIT YMOBHOTO pO3IMOILTY, F 9

outlet) moxe OyTu oOuYMCIIEHA NUIAXOM BKJIIOYEHHS I[i€i OI[HKHA Y

piBusHH# (1), TO6TO

F,(t+b[x)—F,(t|x) _1- S;(t+b[x)
1-F,(t[x) S;(t]x)

i, Hapemrri, ouinka PO (probability of

PDC (t]x) =

N _ HGML . . . .
ne 60=46 € OIIHKOI MaKCHMAaJbHOI MPaBIONOMIOHOCTI BEKTOPY
napameTpis.
PosrisiHeMO ofHOBUMipHHiT BHnagok. Y Takomy Bunagky 6 =6, i
yMoBHHil posnoain 3aaetsest Mogewto F(t|X) = g(6, + 6t +6,X),
31 winsnictio T (t|X) =6,9'(6, + 6t +6,X). Ockinbku 3a3Buyaii

3amaHa BUIAIKOBa I[EH3ypOBaHA CIpaBa BHOIpKa, TO YMOBHa (YHKIIis
MPaBIOMOAIOHOCTI TIpeACTaBIsIe€ cO00I0 MOOYTOK WICHIB, IO BKIIOYAIOTH
YMOBHY WIUTBHICTD, IJI1 HEICH3YPOBAaHWX IaHUX Ta YMOBHOI (yHKIIT
BIDKMBAHHS JUISl ICH3YPOBAHUX JTaHHX:

L(Y. X, 0) =H PO X (A= FOY X)),

e Y,— CTpoK oOCIyroByBaHHS i-TO KI€HTy B TeleKOMYyHiKaliifHii

KOMIIaHii i &' € iHAMKaTopoM BiATOKY [ i-TO KIIIEHTY.
Takum  uyuHOM, JorapupmiuHa  GYHKIISE — [PaBAONONIOHOCTI
BU3HAYa€eThes [2]:

1(6) = In(L(Y X, 0)) = Y06 In(F (Y, X)) + L 8)In(@—F(Y, | X,))] =

i=1

= Zn‘,[@ In(6,9'(6 +6Y, +6,X,)) +(1-35)In(L-9g(& +6Y, +6,X,))] =

= Zn:@ [In(6) +1In(g'(6, + &Y; + 6,X,))] +Zn:(1—5i) In(l—9(& + &Y, +6,X,))

i=1 i=1

I, mapemrti, OIlIHKa 3HAXOAUTHCS K MaKCHMi3amis (YHKIIT
JorapuMivHOI MPaBIONOAIOHOCTI:
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M = argmax1(6).
0

Mopeai nponopuifinux pusukis Kokca

Binoma momens Kokca, 3ampomoHoBaHa B 1972 pomi, iHTEHCHBHO
BUKOPHCTOBYETHCSI B CaMHX PI3HHX 00JACTSIX, OCOOJIMBO B MEIUIMHI 1
CTpaxyBaHHs, IS OLIIHKA YMOBHOTO PU3UKY 3aXBOPIOBAaHHS IIPU 33/1aHUX
3HAUYeHHAX BHXigHMX o3HaK [1-3]. Momens Kokca 3acHoBaHa Ha
NPUMYIOICHHI, [0 (QYHKIII0 PH3UKY MOXHa (QaKTOPH3YBaTH, TOOTO
MPEICTaBUTH Y BUTIIIAI TOOYTKY BOX (DYHKIIIH:

hi (t) = ho (1) - w(Xjg,.-, Xik) .
ne h,(t) — 6asoBa QyHKIid IHTEHCHBHOCTI, 10 BKIOYae (akTop dyacy,
ane He Bkirouae kosapiantd, a Y(Xjq,...Xjk)— 7iniiiHa QyHKuis

JIOCITIJDKYBAaHHMX O3HAK, sika He BKJIIOYae (akTop yacy.
Jlocute yacTo MOZENb 3aKUCYIOTh Y HACTYITHOMY BHUIJISIAL :

hi (t)= ho(t) .e{lei1+...+kaik},
In hi (t) =In hO(t)+leil +"'+kaik!

e ﬁl,...Bk — HEBiZOMI TapaMeTpH.

AHAJII3 NOBEIIHKH KJIICHTIB 32 10mMoMOror SAS-TrexHoJioriii

Jns  mocraBieHoi  3aJadyi  MOJCIIOBAHHS  BHKOPHCTOBYBAJIU
CTaTUCTHYHI JaHi KIIEHTCHKOI 0a3u TeJIEKOMYHIKAI[iiiHOT KOMMaHii 3a
2014-2016 poxu [6]. I'pynu aGOHEHTIB PO3IUISIUCH HA KOPIOPATUBHHUX
Ta IHAMBIAyaJbHUX KIIEHTIB (BpaXxOByBaJlaCh TaKOX CTaTh KJIEHTIB).
MozenoBaauch OKpPEMO KII€HTH KOXHOI TIpymH Ui TPOTHO3YBaHHS
MOXIIMBOTO BIITOKY KIIIEHTI Ta Mepioy, B AKUil 1ie MOXKE BiOYTHCH.

Bynmu BukopucTaHI MOXIHMBOCTI iH(pOpMAmiHHUX TeXHONOTIH SAS
Enterprise Miner mnst moOya0BH 1 OLIHIOBaHHS TAPAMEHTPIB Ta SKOCTI
y3arajgbpHEHOI JiHIfHOI MoJei, HamrcaHi BiIacHi koan Ha SAS Base ms
noOyJOBA MoJieNiell BIKMBAaHHS 3 BIAMOBITHUMH pPO3MOILUTaMU (MOJENi
nponopuiiHuX pu3ukiB Kokca Ta HamiBmapaMmeTpwdHOi mozeni). Bymm
OTpHMaHI HACTYITHI Koe(ilieHTH y3arainbpHEHOI JTiHIHHOT MOJei:

Source DF Type |l SS| Mean Square| F Value Pr=F
ONNET_MINS 1| 2668403703 2668.403703| 18684.3 <.0001
OMO_MINS 1| 250054005  250.054005| 1750.89 <.0001
PSTN_MINS 1 20.909361 20.909361 146.41 <.0001
INTERN_MINS 1 59.120719 59120719 413.97 «<.0001
GPRS_USG_MB 1| 460615988  460.615988| 3225.26 <.0001
SUBSCRIPTION_TYPE_CO | 2| 25.330932 12.665466  88.68 <.0001
time 1| 6285412857 6285.412857| 44010.8 <.0001
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[Ticnsa mporo momens Oyna oumineHa Ha ocHOBI ROC-kpuBoi Ta iHAEKCY
GINI (puc.1).

ROC Curve for Model
Area Underthe Curve = 0.8246

1.00 p

0.75 -

Sensitivity
[=]
o
[=1

0.00

0.00 0.25 0.50 075 1.00
1- Specificity

Pucynok 1 — ROC-kpuBa s y3araibHeHOT JiHIHHOT Moei

3a mromero mix ROC-kpuBoro (AUC=0,8246) oO6paxoByeMo 3HaYCHHS
ingekcy GINI:  GINI =2x AUC—-1=0,6492. 1Ile roBoputh Ipo
NPUHHATHI NPEANKATHBHI SIKOCTI MOJIEN, TOOTO JIO3BOJISIE CIIPOTHO3YBATH
caMy MOJI0 BiATOKY KiieHTY (uu Oye BiATOK, uu Hi). OqHAK 151 MOIEINb
He Moke OyTH BHKOpDHCTaHa MJisi MPOTHO3YBaHHS CaMoro mnepiogy
MOXIIMBOTO BiTOKY. J{J1st IbOro Oynu 1moOynoBaHI MOAENi BUKHUBAHHS Ta
¢byxuis BTpat (36utkoBocri) s momerni Kokca (puc. 2 ta puc 3.) [6,7].
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Product-Limit Survival Estimates
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Pucynok 2 — I'padiku GyHKIIH BI>KUBAHHS JUIsl 3TPYIIOBAHUX JaHUX

Cumulative Hazard for Reference Setting
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Pucynok 3 — I'padik Gpynkuii Brpar st mogeni Kokca
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3a OUMH MOZENISIMH MH MOXKEMO BH3HAYMTH HPHUHHATHHI CTYIIiHB
PH3UKY Ta 4ac, B SKUH MOMEHT PH3HK IIEPEXOIUTh B KaTacTpoQiuHuii, a
TaKOXX PiBEHb BTPAT, AKi B e MOMEHT OyJie HeCTH TelIeKOMYHiKailiHa
KOMITaHisl 3 TOYKH 30py HETOOTPHMAHHS ITOXOIy Yepe3 BIATOK KIIIE€HTIB
(aOOHEHTTIB).

BucnoBxku

[IpoBeneHe MoOJENMIOBaHHS MIATBEPIWIO JOIUIBHICTh BUKOPUCTAHHS
METOMIB 3 Teopil BIKWUBaHH], OCKUIBKM BPaXOBYHOTHCS HAaBITh
CIIOCTCPE)KEHHS 3 HEBIIOMHM pPE3YyJbTaTOM, TOOTO Ti, MO SKUX HE
BCTAHOBJICHHUH ()akT BIATOKY i BOHHU JIOCI OOCIYTrOBYIOTbCS ONEPAaTOPOM,
IO 3HAYHO PO3IIUPIOE 1 HAOJIMKAE BUOIPKY IO PEaTbHUX CTATHCTUYHUX
nmaanx. OKpiM IOTO, MOOYIOBaHI MOJIEINI JTO3BOJIAIOTh BKJIFOYATH HABITH
MPOTHO3M ONHCAaHUX (aKTOpiB, MUHAMIKY TOBEHIHKH, IO O3BOJISIE
OymyBaTm  nOWHaMiyHI  Mojenmi, SKi € OUIbII TOYHUMH  Ta
¢yakmioHanpHUMA. [, HapemTi, mOOyAOBaHI MOJENI JO3BOJSIOTH
3MIHCHIOBATH TPOTHO3YBaHHS (paKTOpy PHBHKY Ta MOJIMBHX BTpaT 3
ypaxyBaHHSIM 9acy, TOOTO Ha IEBHUN TEepio]] BIIEPE.
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METHOD OF MACHINE LEARNING BASED ON STOCHASTIC
AUTOMATA IN PROBLEMS OF DATA CONSOLIDATION
FROM OPEN SOURCES

Kuzminykh V.A., Koval A.V., Osipenko M.V.
NTUU Igor Sikorsky Kyiv Polytekhnik Institute
Kyiv, Ukraine

Data consolidation is considered as the complex of methods and
procedures directed to the extraction of data from diverse sources,
transformation to a uniform format, in which they can be loaded in the
storage facility of given or analytical system. Usually,
consolidation described a process of search, selection, analysis,
structuring, transformation, storage, cataloging and granting to the
consumer of the information on given topics is understood. The task of
the information consolidation is one of the urgent tasks of processing of
big volumes of data [1].

In the base of consolidation procedure process of the collection and
the organization of data storage as, convenient from the standpoint of
their processing on particular platform lies. An important feature of data
acquisition on the basis of unsealed sources is instability of information
fullness of these sources, the absence of reliable a priori information
about their content and his relevance, low accuracy, and efficiency of
expert evaluations of their condition and conformity of these sources to
the topics and inquiries parameters [2].

Therefore, for data processing from unsealed sources of the
information it is the necessary execution of effective consolidation of data
with use of specialized software supplying:

1. adaptive choice of the sources of the information the most
relevant for request conformity;

2. accumulation of the information of the condition of the
sources during the performance of the request;

3. the account of the opportunity for a change of condition of
the sources at repeat request;

4. analysis of perspective from the standpoint of sources
relevance;

5. construction of information evaluation of sources promising

from the standpoint of relevance.

At the development of the model and algorithm of consolidation of the
information from diverse sources with plenty of documents, it is set the
task of choice of maximum quantity of documents relevant to the request
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at a minimum quantity of processed (checked to relevance to the request)
documents. It has been made possible through the expense of revealing
the sources of the information the most appropriate to the request and
their further use at further choice.

There is a range of information resources presenting information
retrieval objects:

— mass media are various sort news sites (RSS channels) and
semantic sites (or electronic mass media versions).

—  electronic libraries are distributed information system enabling to
preserve reliably and effectively to use electronic documents through
global networks.

— databases are the set of files organized by special image,
documents grouped on topics and with spreadsheets which are united to
groups.

—  sites are Internet-resources devoted some organization, company,
enterprise, particular problem or person. They differ by the completeness
of the information, from pure fact-finding, surface to highly professional,
which lights all parties of activity.

— information portals are the groups of sites to which it is possible
to take advantage of various service services. They can contain a various
scientific, political, economic and other information, as well as electronic
letter boxes, catalogs, dictionaries, directories, weather forecast, TV-
program, exchange etc. As a rule, their updating of which takes place in a
real of the time.

There are numerous models of information retrieval, on the basis of
which modern information-analytical and information retrieval systems
are built.

Among them it is possible to allocate following the most common
types of the models of information retrieval [3]:

1. Boolean model,

2. The model of indistinct plenty,

3. Vector model,

4.  Latent-semantic model,

5. Probability model.

Boolean the model uses the apparatus of mathematical logic and the
theory of plenty [4]. Advantages of the model are the simplicity of the
model and her realization. Model deficiencies - the complexity of
construction of inquiries without knowledge by Boolean algebra, is
impossible to rank automatically documents and to scale search.

The traditional model of indistinct plenty is based on the theory of
indistinct plenty and admits a partial element accessory to plenty [5]. In
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such model, all document file is described as the set of indistinct plenty of
terms. The advantage of the model - opportunity to rank results, the
simplicity of realization, is unnecessary big memory size. Model
deficiencies are big computational expenditures, then in the Boolean
model, and smaller accuracy.

In vector model [6] documents and users' inquiries are presented as n-
dimensional vectors in -dimensional vector space. At the same time space
dimension corresponds total of wvarious terms in all documents.
Advantages of the model are the simplicity of construction and
opportunity of results ranking. Model deficiencies - it is required big
volumes of data processing it is necessarily accurate of coincidence with
request parameters.

Latent-semantic model [7] is constructed on the basis of latent-
semantic analysis (Latent Semantic Analysis - LSA). This method of
extraction and representation of the values of words dependent on context
with the aid of statistical processing of big volumes of textual documents.
The advantage of the model - less space dimension, than vector model, is
not provided with an accurate coincidence of request parameters, is not
required difficult set-up. To the model deficiencies it is possible to
attribute - plenty of calculations and absence of the rules of choice of
dimension, from which results efficiency depends.

The specific place is taken by probability models. These models of the
search are based on the application of methods of the theory of
probability and use statistics which define the probability of the document
relevance to search request [8]. In the base of these models, the principle
of probability ranking on the decrease of the probability of their relevance
to the user's request lies. These models it differs considerably from each
other by computational procedures. Advantages of the model are the
opportunity of adaptation of the model of use, the absence of dependence
of volume of calculations from a number of inquiries parameters, high
efficiency at work with the sources of the information which are
constantly updated. Model deficiencies are the necessity of constant
training of the system during work of the model and regarding low
efficiency on initial stages of work.

To date there are no models which would have obvious quantitative
and qualitative advantages of some above others [3,9], however the
largest interest is presented by the decision constructed on the basis of
stochastic approaches which allow successfully to realize the principles of
machine training, successfully to be adapted to varied conditions, is
simple in construction and realization.
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To meet the challenges of search and consolidation of the information
from unsealed sources the most promising is the use of methods of
machine training based on operational analysis of the condition of the
sources of the information during consolidation problem solving.

Machine training is considered usually as a separate section of the
theory of artificial intellect studying methods of construction of
algorithms, capable to be adapted and to learn. Machine training is on the
joint of mathematical statistics, methods of optimization and classical
mathematical disciplines, but has as well its own specific features
connected with the problems of computational efficiency, adaptation, and
conversion training. Almost none research in machine training does not
dispense with an experiment on the model or real data verifying practical
serviceability of method which is developed [3].

Use of stochastic model allows effectively to realize a machine
training in two ways [10]:

1. Training with reinforcement (reinforcement learning). At the
same time, the role of objects is played by the “situation and accepted
decision”. Results are the value of functional quality characterizing
correctness of accepted decisions (reaction of the environment), that is,
averaged evaluation of relevance. Here essential role is played by the time
factor. The examples of applied tasks: choice of documents from
bibliographic and abstract bases, information retrieval in open
information resources, for example, scientific RSS-channels, self-learning
of robotized systems, etc.

2. Dynamic training (online learning). Specific features that
precedents arrive with the flow. It is required to make a decision
immediately on each precedent and simultaneously re-training the model
of dependence in view of new precedents. Here essential role is played by
the time factor that assumes opportunity of constant adaptation of the
model of choice to changes of the environment during work of the
system.

The structure of interaction during consolidation contains following
basic elements — the sources of the information, parameters of the content
of the request, documents packs.

The sources of the information — it information resources, important
and are considered in the construction of particular information system, is
considered in the determined case of the search of the information.

Parameters of the content of the request in most instances are difficult
terms simple both, parameters determining various signs of the time,
places (occurrences, edition, storage etc.), and many other specifications
determining features of determined request.
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Documents packs are particular sets of information units (articles,
records, tables, reports, newspapers, journals, books, the theses of reports,
news, reviews and other electronic data).

We will consider basic specifications of the description of
consolidation of the information pursuant to the stochastic model of
choice of the sources of the information on the basis of the theory of
stochastic automatic devices [11,12]. For the evaluation of the relevance
of the sources of the information to the inquiries, model is used on the
basis of the theory of indistinct plenty [5], which takes into account
communications of parameters of the request and the sources of the
information.

Such model admits partial conformity between request and the source
of the information. This conformity is evaluated by the value within the
range of [0,1]. It is formed on the basis of the definition of coincidence
between request parameters and specifications of information units
entering the particular source of the information.

After execution of sample and the evaluations of a few units of the
information from determined source information average pursuant to the
amount of chosen documents units.

The evaluation of conformity i-th source of the information j-th
parameter of the request defines his partial conformity, she corresponds
range [0,1] and can be determined as

1 \Y
kij = _Zqijl 1)
Vi3
where @, - quantitative evaluation of conformity ¢, I-th document (for |
= 1,.., V) with i-th source of the information j-th parameter of the

request at one sample for the evaluation relevance of the source ;
o =0-when the j-th parameter isn’t present in I-th document i-

th source of the information;

i =1- when j-th parameter is present in I-th document i-th source
of the information.

V - the volume of one sample from one source of documents should
correspond following limitations:

VS mi=1,..,n )

where Si - a number of information units (documents) in each of n-th

the sources of the information, are considered for given request.

Then the evaluation of relevance i-th source of the information will be
defined as
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R, :_ZKUVJ ©)

where O<v, <1

v; - weight coefficient j-th parameter of the topic of the request, is
defined on expert evaluations or on the basis of priorities, can define
independently the customer of the query.

At such consideration, the evaluation of relevance i-th source to the
determined request will be defined in the interval [0,1].

For the organization of procedures of an effective choice of
information sources of relevant pursuant to inquiries algorithms
constructed on the basis of the theory of stochastic automatic devices can
be used. Such by the stochastic automatic device is stochastic automaton
Moore type [12]. It is automatic device, for which it satisfies following
conditions for conventional density of probability

p(u’,y/u,x)=p(u7u,x)p(y/u) 4)
Considering type automatic device Moore, as automatic device with
discrete time (discrete stochastic automatic device), where the moments
of transition are defined as the number of iterations of process of
information retrieval at ultimate the amount of iterations, can be recorded
that
p(u(t+1), y(t)/u(t), x(t)) = p(u(t+1)/u(t), x(t)) p(y(t) /u(t)) ()
For greater presentation stochastic type automatic device Moore can
be described in canonical kind
u(t+1) = F(u(t), x(t+1)) (6)

y(t) = f(u(t)) (7
where t is the variable which defines time, that is the moments of
operation of the automatic device. This time is defined as integer
parameter, that is, t = 1,.., N, where N - given a number of iterations of
information retrieval, on each of which is executed choice V documents
from one of the sources of the information elected on this iteration (D1,...,
Dn).

From the standpoint of the system of information retrieval constructed
on above-described rules, these values can be defined so:
u(t) - the condition of the system on current iteration which defines

probabilities of choice of the sources of the information (D1,..., Dn) on
this iteration.
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u(t+1) - the condition of the system on the following iteration

which defines probabilities of choice of the sources of the information
(D1,..., Dn) on the following iteration.

X(t) - the input data of the system on current iteration determining

results of the evaluation of a sample of size V from elected on current
iteration the sources of the information,

y(t) - the output data of the system on current iteration determining

the selected source of the information (D1,..., Dn).

Realization of such automatic device can be constructed in such a
manner that change of condition of u(t + 1) automatic device is defined
as regular dependence, and his exit y(t) is defined in the kind of
stochastic process.

The algorithm of the information consolidation constructed on the
basis of the use of such automatic device consists of following steps:

1. Initial state of stochastic u(t) automatic device for t =1 as
probabilities vector is installed (with equal probabilities or on the grounds
of the previous sessions of information retrieval)

P(t) ={P(1). Py (), Ps(B)s Py (1), By 2 (D), P (D} (®)
> P -1 9

2. Evenly distributed random variable w on the interval [0,1] is
generated.

3. Depending on value random variable w is a defined interval, the
appropriate to one of n the sources of the information.

At the same time, if

zp (t)<w<ip(t) (10)

that realization of the automatic device will correspond the source of
the information with number z.

4. Sample and processing V the units of documents from the source of
the information on number z are executed.

5. The evaluation Ri (3) is led of relevance for V documents from the

source of the information on number z.

6. On given algorithm recalculation of the values of probabilities is
produced. Development of such algorithm is a separate investigation
phase. At present, a few algorithms with one, two and three level
adaptations are developed. For simplification of account as an algorithm,
recalculation table is presented.
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Table 1. Table of recalculation of the vector

R <0.2 <0.4 <0.6 <0.8 <1.0
1
Kq 0.5 0.75 1 15 2
then
pz (t +1) = pz (t)kR (11)
A calculation for the vector p(t + 1) in such a manner that
D(t) =1-p,(t) (12)
D(t+1)=1-p,(t+1) (13)
st = PO il mprizz  (14)

D(t)

7. We go to the step 2 for a further sample of documents from the
sources of the information or we finish the process of choice in the case
of performance of the conditions of his ending.

In the case of repeat information retrieval on the same request, it is
possible to use already present probability model of choice of the most
relevant sources of the information that considerably reduces the time of
the search. At the same time and occurrence of other sources more
appropriate to the request is not excluded opportunity of a change of the
situation in due course. Selection of parameters, methods, and
optimization of their specifications with the use of real-life sources of the
information practically is impossible, as access to real sources of the
information containing necessary documents, for example, scientific
articles, is limited to a considerable extent both on a number of inquiries,
and at their cost. Therefore, was developed test program environment on
Python (Anaconda), which allows conducting research of models for the
definition of parameters of adaptive stochastic models and comparisons of
their efficiency with other models.

During the performance of the program, virtual sources of data are
created in which preset percent of valid models of documents are located.
These values and distinction for all sources are specified before the
beginning of the generation. Valid model of the document is formed from
beforehand present request copy. Those parameters are used which can be
specified by the user as a part of search request, for example, the
keywords, the name of the author, the date of publication. Not valid
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documents are formed by the way of exception from the initial documents
of part of parameters, the appropriate to the request.

Use of test environment enables to obtain the appropriate data for
definition of the most effective method of choice of the sources of the
information, definition, and set-up of his parameters for maximization of
the amount of choice of relevant documents at the limited amount of
inquiries to the sources of the information. Test environment can be used
and for the set-up of parameters of any other annexes requiring analysis
of plenty of inquiries to diverse sources having probabilities of the
specification.

Table 2. Results of comparison of the models on the test environment.

A number of Boolean | Vector model Stochastic
processed documents model model
200 7 10 14
400 15 16 33
600 19 22 51
800 26 31 72
1000 38 43 98

The example of testing of the algorithm in a test environment is
presented consisting of ten sources of the information generated pursuant
to request each of which contains one thousand generated documents. In
each of the sources, they were located from 1% to 10% of relevant
documents, enables the evaluation of finding of the determined amount of
relevant documents with the use of various search algorithms. The
example of results of testing they are listed in the table 2. The described
stochastic algorithm at processing of plenty of documents (up to 1000)
gave the twice best ratings on amount chosen relevant documents than
algorithms of direct search constructed on the basis of Boolean and vector
model.

The presented approach in the development of algorithms with use of
the stochastic automatic device for data consolidation allows creating the
complex of software for the decision of tasks of consolidation of data for
various systems. One of the promising directions of use of the algorithm
of consolidation based on the use of stochastic automatic devices is being
used for their opportunities for construction of the systems of the search
of scientific and technical information from various scientific
bibliographic and abstract bases and other unsealed sources. One of the
modifications of the described algorithm was tested during the
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development of a pilot project of a geocoding system on request and
showed positive results [13].
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AHAJII3 BIIKPUTUX HABOPIB JAHUX HA ITPHKJIAATL
OLIHIOBAHHJ CBITOBOI EKOJIOT'TYHOI ITPOBJIEMMH 13
KPUTHUYHHUM PIBHEM CO, B ATMOC®EPI

Ky3pmuuos A.lL.
Incmumym npoénem peecmpauii inghopmanii HAH Ykpainu,
Kuie, Ykpaina

Csimogi 3MI nioxpecnioroms ceptiosHy i Hebe3neuny exoao2iuny
npobremy — pizke 30inbuLents pignio diokcudy eyeneyio (carbon dioxide,
CO,) 6 ammocgepi, 3-3a 4020 62ce GUHUKIU HenepedbayeHi HACTIOKU.
3a  oanumu  Bceceimnvoi  memeoponoeiunoi  opeauizayii  pieeHs
3a6pyonenns ammocpepu sukudamu CO, nepesuiyus 8axciusuil nopie i,
MOJHCTUBO, HE ONYCMUMbCA HUdCUe uje bazamo noxoains. Mosa tioe npo
Kpumu4nuii nopie y 400:10° MoneKyn 6 ammocgepi, AKuu 1H00Cmeo
nepemuyno 2015 poky. 3a uasenow iHgopmayiero Ha Oywy HACeleHHs
npunadae no kinbka mor CO,, 3a2anbHi 00cs2U K020 BUMIPIOIOMb 8
Minbiionax mowu. € we napHuko8uli 2as, AKUL NPamMo GNIAUBAEC HA 3MIHU
Kimamy, ye CyKynHicmo 7 2a3ig, 06csaeu sIKk020 SUMIPIOEMbCS 8 MUCAUAX
MoH, € U IHWi, yce ye — «NPOOYKMY CYUACHOI IHCUMMEIANbHOCMI
moocmea. M y 6y0b-k020 UHUKAIOMb NPUPOOHT 3ANUMAHHEL CKITbKU YUX
BuKudie 6 Yxpaini ycboco U CKilbKU iX NpuUnaoac Ha KOJNCHO20 3 HAC,
NOPIGHANHS OYIHOK CMAHy yiei cumyayii y Hac 1l Ha c8IMOBOMY DiGHI, AKi
NPOSHO3U HAC YeKAroMb HA HAUOIUNCYT POKU.

Beryn

Juist orpuMaHHS OOTPYHTOBAHOI BIIIOBiIl HA TIOCTAaBIICHI 3allUTaHHSA,
TOOTO, «3HaHBY», 32 CXEMOK «HaHi — iH(pOpMaIisi - 3HAHHS», Y HEpIIry
4epry 3BepTAEMOCH 10 BIACHUX (AEPXKaBHUX) JUKEPE, a sl YTOUHEHHS 1

y3roJDKEHHS — JO Bigkputux HabopiB nanux (open datasets), 110
30epiraloThCss y MEBHHUX I1HGOPMAIIMHUX CXOBHINAX IM103a JICPNKABHUX
YCTaHOB. OTtpumaBmu HeoOXiHi naHi, KOPHCTYEMOCH

IHCTPYMEHTaJbHUMHU 3ac00aMHU Cy4acHOI JaTa-aHaliTHKH, PO3TOPHYTHMHU
Ha JIOCTYIHUX I1aTdopMax, B IpUKIai, B cepenopuii Excel.

3oBHIHI mKepesa AaHMX 3OBHINIHIME HAa3WBAKOTH JDKEpena

BIAKpUTHX JaHWX, IO 30epiratoThcs IMo3a podOYOro KOMI'IOTEpa, He
3Ba)Kalo4M Ha reorpadiyHe po3TalryBaHHs IpKepera.

131



Daiin OcHoBHe Bcraenenna Po3MiTka cTOpiHKK Gopmynan lani MoaaHHA Analytic Solver Platform

D = O MigknroueHHs A ] Quuctitk
& 2 s [
D L B cT 3acrocyea
OTpUMaHHA Hoswid OHoBuUTH gl Coptyeat QinbTp
30BHILLHIX AaHKX ~ sanuT - Lo EEeo kY T Noaatkos
33BaHTAXUTH TA NEPETEOPHTH MigknroueHHA CopTyeaHHA if GinkTp
3 3 3 3 iHWwmx HasgHi E G H i
Access [HTEpHETY TeKCTY [DKEPEN ™ NiAKNHOUYeHHA
OTpUMEHHA 20 I3 cepeepa SQL Server
E CTeopeHHA NigKNoUeHHs A0 Tabauui SQL Server. IMnopTysaHHA aaHux y nporpamy Exce
3 ¥ BArAAAI Tabnuul abo 36Ty 38e4eHOT Tabavui.
43 3i cny>x6 Analysis Services
5 CreopeHHs nigkntoueHHs 2o kyba SQL Server Analysis Services. IMnopTysanHa gaHnx y
6 nporpamy Excel y surnsai Ta6nuui a6o 38iTy 3seaeHol TaGamui.
7 = 3 Windows Azure Marketplace
8 \=/ CrBopeHHa NigknoueHHn Ao naathopmu gaHux Microsoft Windows Azure. IMnopTyeaHHA
o
9 [aHUX y 3aCTOCYHOK Excel y BUrAsAl TabauLi um 3eiTy 38e1eHOT Tabauui.
10 3 kaHany ganux OData
1 CreopeHHsA nigkntoueHHs Ao kaHany aadux ODATA, IMnopTysaHHs AaHuX ¥ nporpamy
Excel y suraagi Tabamui un 38iTy 38€4eH0T Tabanuj.
12 .
3 imnoproBanux aaHnux XML
13 BiakputTa abo nepetBopeHHn dainy XML B Excel.
14
15 3 maiicTpa 38'A3KiB gaHUX
16 IMnopT AaHux y GopMaTi, AKUIA BIACYTHIF y CNWCKy, 33 AONOMOrOK MaidcTpa 38'A3kiB
17 nanvx i OLEDE.
18 3 Microsoft Query
19 IMnopT AaHnx y GopMaTi, AKOro HEMAE Y CMCKY, 38 40NoMoro Makictpa Microsoft Query
20 Wizard i ODBC. QyHKUIOHaNbHICTb 0BMEXEHO ANA CYMICHOCTI 3 NonepeaHiMmM BEPCIAMM.

Puc. 1. 3oBHImHI mKepena JTaHuX

Jani 3apeecTpoBaHi JaHi y BIAKpUTHX HabopaxX OaHHWX, OCOOIMBO
BEJIMKUX OOCATIB, YaCTO BBAXKAIOTHCSA «CHPHUMEI» 3-3a PI3HUX CIOCOOIB iX
peecTpaiiii, IpeACTaBICHHS 1 TPUBAIOTO 30epiraHHsi, 4aCOBUX MEPiOiB 1X
BUHMKHEHHs, TIiepeiadi 1 oprasizamii 30epiraHHs, 3acTOCOBaHHX
TEXHIYHUX 3ac00iB KOMYHIKalli, TumiB i ¢opmaris, i, 3po3ymiio,
KOMIT'TOTEPHOI I'PaMOTHOCTI 1 KBasTi(hiKkalii BUKOHABIIIB.

Indopmaniss Tox s oTpuManHs iHdopMalii HUITXOM OOpPOOKH
JAHUX 3/IHCHIOIOTh KOMIUIEKC TIONEPEJHIX IPOLEAYp PO3YMiHHS
OTPUMAaHUX JaHWX, TX JOCIHIIKEHHS 1 MiIrOTOBKH O HACTYITHOT 00pOOKH.
Le, 3okpema, mnpomenypu Bisyamizamii, QimbTpamii, COpPTYBaHHI,
OTPHUMaHHS y3araJbHEHHX CTAaTUCTUYHHUX OIIHOK Ta B3a€EMO3B’SI3KIB MiX
€JIEMEHTaMHU 3aITiciB 0a3 JaHuX, [ie MOUTYK BiACYyTHIX UM 3aiiBUX 3HAYCHB,
Oynp-SIKMX TIOMMJIOK, 3MiHa THIy 49u ¢opmaTy Tomo. BpaxoByroum
COJIITHI po3Mipu IMX HaOOpiB sIK 0a3 AaHUX, PO3MIPH SKUX BUMIPIOIOTHCS
THCSIYaMH 3aIHCIB 1 JAeCATKaMH MOJIB, I poOOTa — CKJIAZOBA MaiHIHTY
JIAHUX — Ma€ 3AIMCHIOBATHCS BUKIIIOYHO i3 3aCTOCYBAHHSIM CIIEI[IaIbHOTO
MPOTPaMHOTO  iHCTpyMeHTapito (Hampukmazn, HaxdoyzoBu XLMiner
cepenosuia Excel):
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Hd - dvsr_u2008xsx - Excel

OcHoBHe BcraBneHHs Po3MiTKa CTOPiHKK Dopmynu Dani Mopanua Analytic Solver Platform XLMiner Platform

FAFEEREEEEENREICLG

Model GetData Explore Transform Cluster Text  Partition ARIMA Smoothing Partition Classify Predict Associate Score Help

Model | Data Data Analysis Time Series Data Mining Tools

3nanHa Jlume MarouM OUYMIIEHI JaHi, MOXKHA pO3PaxoOBYBAaTH Ha
OTpUMaHHS SKiCHOI iH(opMamii ¥ OYiKyBaHHX «3HaHBY» 3acobamMu
MOMIMOJICHOTO CTATHCTUYHOI'O aHaNi3y — KOPEJSMiHHOTO, PerpeciiHoro,
JUCTICPCIHHOTO,  JAUCKPUMIHAHTHOTO  TON[O,  ONTHMi3amidHOrO 1
IMITalifHOTO MOJICNIIOBaHHS ¥, 3a HEOOXIJTHOCTI, IHCTPYMCHTAMHU
MAaIIMHHOTO HAaBYaHHS 31 c)epy ITYIHOTO IHTENEKTY.

Pimmennsi  KinneBuit pesynpraT — CYTHICTh («3HaHHS», IHCAWT)
mpoIiecy — MPHUXOBaHI 3aKOHOMIPHOCTI YW 3B’SI3KM MK CKJIAJOBUMH
HEOOpOOJICHNX MACHBIB JaHMX — IO HagaHa OOpOOKOI OTPHUMAaHOI
iHpopMarii, 1Ie, CKaKiMo, MaTeMaTHYHa MOJICNTb THITY PiBHSIHHS perpecii
YH ONHCOBA CTATHCTHKA, IIi 3HAHHA HAaJgalli BUKOPUCTOBYIOTBCS Y
MPUAHATTI OpTaHi3allifHAX Ta YIPaBIiHCHKUX PIlICHb.

HeiiTamaiiHiHr AmapaT MaifHIHTY JaHHUX € CKJIaJ0BOIO Cy4YacHOI
Hayku Data science i amamitnunoi mpaktuku Data analytics, sky Ha
npodeciiiHoMy piBHI 3MIHCHIOIOTH (axiBIli 3a BIAMOBIMHUMH HOBITHIMHU
CHeliabHOCTAMH 1 $IKy, OakaHOo, MAarOTh BMITH POOHMTH KOXEH 13
nocinigaukiB. Came Tak HHMHI OTPUMYIOTH BIINOBiAI Xo4a O Ha MPOCTi
3allUTaHHs, THIy HaBEJCHUX BUIIE, Tak (QOpMYIOTh 3BaXKeHi
pexoMmenaauii st GopMyBaHHS W NPUIHATTS BiJIIOBIAIIBHUX PillleHb HA
MICIICBOMY YH TTI00aIEHOMY PiBHSX.

Jis oTprMaHHS BiATIOBiIEH Ha IMOCTABJICHI 3alUTaHHSA y MIEPITYy YepTy
3BEpTAEMOCHh 10 JepkaBHOro oprany — [epxcraty VYkpainu
(ukrstat.gov.ua), ge 30epiraroTbcsi yci  CTAaTUCTUYHI  JaHi, SIKi
BiJI3ePKATIOOTH (DYHKIIIOHYBAaHHS JIEPXKABH B YCiX HOTO MPOSIBaX.

Tyr mnanmorom Cmamucmuuna ingpopmayis —  Hasxonuwne
cepedosuuje 3HAXOAUMO TOTPiOHMIT o¢imiiauit mokymenr (Puc. 2),
3BiKM qi3HAEMOCH, 1110 Bukuan CO, peectpyrothest auiie 3 2004 poky, 3a
2014-2016 pp. BOHM HEMOBHI 3-3a BIJICYTHOCTI JIaHMX i3 TUMYAacOBO
OKYIIOBAaHHX TEPUTOPIii.

Tob6to, maemo 10 pokiB peectpartii, ocTaHHIN OGIIiiTHAN TOKA3HUK —
VYxpaina BukuHyna B armocdepy 230,7 muH. T y 2013 poui. Baxko
CKazaTH, 0araro Iie 4u Majo, K OyIo i mo Oyne i3 UMH BUKUIAMU, XTO
iX mpoxykye, 10 4oro Tpeda roTyBaTUCs, SIKMH BIUIMB 1 HA IO MAaIOTh I
TOHHU 1, HapemTi, YoMy Mu nizHaemoch Bix OOH um BBC, a He Big
JIep>)KaBHHX CIIy0, 60 BOHH €.
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BuKHAW 33BPYAHICIONHX PEYORNH Ta OKCHAY BYFAEI0 B aTHOCHepHE NOBITPAS
Obcarm BwKHzis SabpyAromumx peuosut Kpiss T0r0, Swiinm HoxoAay 5
1 LTy wen T
yesara, et Eee— Fepecyanm p—— Eom— epecysm
1 amspanam axepenasal axepenaun | amepenasul

1930 15549.4 | 9439,1 61103 1
1551 143154 sT74.6 s540,8
1882 12269,7 | §632,9 3636,8
1993 10015,0 7308,3 2706,7
1594 83474 1 52014 21450
1995 7483,5 | 56870 1796,5
1556 53423 TTeis 15785
197 55662 53,2 14330
1998 5340,8 156,3 1884,
1999 58534 | 41064 0
2000 S908.6 | E) 2 T
2001 60495 40548 7 |
2002 61018 %0750 20365
003 s191,3 50878 71035
2004 63259 | 41519 2174,0 1269 1269
2005 G615,6 ] =R 2151 3520 152,0]
2006 70276 48222 22054 1788 178,8 |
2007 73600 w6133 2566.7 218 1640 X
2008 7210,3 45249 26854 2094 174,2 35,2
2000 64429 | 3928,1 25148 185,2 1528 324
2030 578,0 ] Sisie 5454 98,2 65,0 332
2011 877,31 43746 2502,7 236,0 202,2 | 318
2012 sezL 53353 25858 232,0 1962 e
2013 7198 2051 3324,7 30,7 1976 R
20147 5346,2 | 3350,0 1996,2 194,7 166,9 278
2015° 4521,3 2857 4 1663,9 162,0 1389 23,1
20167 3078, 1 3078,1 1506 150.6

Puc. 2. O¢initiamit nokymeHT Jepxcraty Yipainu

Iame mxepeno — Minnpupoan VYkpainu, To0To, MiHICTepCTBO
eKoJIOTii Ta TPHPOJHHMX pecypciB (MENr.gov.ua) — € YIOBHOBaKCHUM
opraHoM, MmO 3abe3rmedye IiHBEHTApH3aIlil0 AHTPONOTCHHUX BUKUIIB
Jokepemamu  Ta abcopOmii MOrNMMHAYaMM MApHUKOBUX Tra3iB  Ha
HAIlIOHAILHOMY PIiBHI, IIOPOKY poO3po0Jsie 1 ToJae y BiAMOBIIHI
oprauizauii OOH HarioHanpHuil KkamacTp BHUKHIIB, [OYMHAIOYH 13
6azoBoro 1990 poky i, 3po3ymino, B Jlepkctar Ykpalnu (SKuii
3anpoBaaue juiie y 2004 pomi o6mik BukuaiB 130 3a0pymHIOOUHX
pedoBHH, y ToMy unciy, COy).

[ oTpuMaHHA TOBHOI KapTHHH 3BEPTAEMOCH 0 JUKEpel
MDKHAPOJHHUX OpraHi3amii.
Mepme 3 Hux — EDGAR (Emissions Database for Global Atmospheric
Research) mpu European Commission (edgar.jrc.ec.europa.eu), ne

OTpHUMaHO CSV-(aiin
FICE - =

Qain  Ocrosme

Orpumana

308HiLaHiX AdHIX * e~ Lo IuinuT 38300 ¥ fosaroso s

oty g

102, CH, X20) i kton COZeqyear (GWP-100 of AR,
rovemental Asaysmeen Agency (PBL)
E, Obvier, G, Poters, JA KW, Schure, KM, Fossd CO2

30,2490 245

Puc. 3. BiﬁKpnTi nani Bix EDGAR

SIKMH TTiCIIs IEBHUX TepeTBopeHs B Excel craB TabimuHOIO 6a3010 TaHWX
i3 25200 3amuciB, e MICTATHCS daHi MpO BUKUIW 4-0x BHIAIB aias 208
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nepxaB, 3apeecTpoBaHi 3a 55 pokiB (1960-2015), mami mns Yipainu
HazaHi 3a nepiox 1970-2014 pp. (aranorigHo, ans ycix pecmy6iik CPCP,
1970-1990 pp.)

Ukraine

1000000
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400000
200000
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[ N o = =) | [ I T v = F ~ 9 o W o~

~ I~ I~ I~ 0 o o S G G 2D o o o =

G Gy Gy =2 TR = T = ] QG G O o o O =]

N = = N = N = = o~ o ]

Puc. 3. [lepwuii pe3yabrar 1 YKkpainu

Hpyre mxepeno: OECD (Organisation for Economic Co-operation and
Development), motpibni mani — 6a3a manux Ha 25000 3amuciB y csv-
dbopmarti moao 6 BumiB BUKHAIB i 138 nepkas cBiTy 3a mepiox 1960-
2015 pp. Ha caiiri data.oecd.org.

0 | & Hagexwniit | https://data.oecd.org/air/air-and-ghg-emissions.htm
@ﬂ OECD Data > Francais  Search for OEC
Indicators Air and GHG emissions Carbon dioxide (C02), Tonnes/capita, 2000 - 2014 Source:
<» Air and GHG Show:  Chart Map  Table bITIEEl <shaie | ¥ download ¥
emissions 1
———— Selected data only (.csv)
40 /
/ =

Full indicator data (.csv)

Puc. 4. [lani B csv-popmari Big OECD
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Puc. 5. OECD: Ykpaiumi, auxaite rumbme! 5,2 Torn CO;, KOKHOMY
YKpaiHIto

Tpere mxepeno: UN (OOH), csv-taitn 6a3m nanmx Ha 2500 3amucis
crocoBHO BHKUAIB CO, it 215 mepxas cBity 3a mepiox 1990-2011 pp.
VYci orpumani naHi momo YKpaiHM 3BelcHI y TaONHIO, 3a SKOIO
o0y moBaHO rpadik:

co,
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Puc. 6. Pe3ynbTaTi NOPIBHIIBHOTO aHAIIZY
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1 CHN o2 2014] 9036.96 1 China 2011 90193 N I1SO_NAME 2012
21 USA co2 2014 517621 2 United States 2011 53056 1 China 0020
3 OEU o2 2014 339163 3 India 2011 20743 2 United States of 3200
4 IND o2 2014 2019.67 4 Russian Federation 2011 1808.1 3 India 2100
3 RUS cOo2 2014 1467.33 5 Jzpan 2011 1187.7 4 Russian Federati 1780
6 IPN co2 2014 118863 6 Germany 2011 7205 3 Japan 1300
7 DEU co2 2014 72327 7 Korea, Republic of 2011 5804 6§ Germany 806
8 KOR co2 2014 56781 8 Tran (Islamic Republi 2011 386.6 7 Korea (the Repu 604
§ EN o2 2014 556.09 9 Indonesia 2011 564.0 8 Iran (Islamic Rep 393

10 CAN co2 2014 5548 10 Saudi Arabia 011 5203 9|Canada 364
11 SAU C0o2 2014 506.59 11 Canada 2011 4855 10|Mexico 484
12 BRA co 2014 47602 12 South Africa W11 4772 11| Beeil 473
13 ZAF co2 2014 43737 13 Mexico 2011 4665 1% LmtE_d Kingdom 470
14 DN co2 014 43653 14| United Kingdom 011 4482 13 {Saudi Arabia 462
15 MEX co2 2014 43092 15 Brazil 011 4304 14]Indonesia 446
16 GBR co2 2014 40734 16 Italy 011 3980 15 Austraha 429
17 AUS co? 2014 37378 17 Australia w1 3690 16 ltaly and San M 400
18 ITA co2 2014, 31971 18 France 011 3388 13 i“d"”ﬁ:; f:
13 TUR o2 2014 30711 19 Turkey 0L 3208 B r:a‘ﬂk“_aﬂ Mon :iu
20 FRA o2 2014 285.68 20 Poland 2011 3173 ey -
21 POL co2 2014 270.04 21| Theand Y Z0jUkreine 518
. - an - o 21 Poland 308
22 TWN o1 2014 24966 22 Ukraine Wil 1862 P et
23 THA o2 2014 4352 23 Spain TR 2 r;;l“_m Ao 7
24 [UKRS LD Zul JES 24 Kazakhstan 011 2618 21 Thaitand 23
25 ESP o2 2014 23199 35 Malaysia 01| 1359 EH Fri— o
126 KAZ o1 2014 22369 26 Ezypt o 2208 e .
27 MYS co2 2014 22052 = i 26 Egypt 29
28 ARG co2 2014 19241 27 Asgentina 01 150.0 27 Malaysia 27
i 28 Veneruela 2011 1888 28 Argentina 197
29 ARE coz 2014 175,43 29 United ArabEmirate 2011 1783 20 Venemela (Bokiv 191
30 EGY co1 2014 17327 30/ Viet Nam il 1z o oo At Et 15
EDGAR OECD UN

Puc. 7. Pelitunr Ykpainu

BucHoBku

Jani JlepxcTaTy He 3aBXKAU Y3TOJDKYIOTHCS 31 CBITOBOIO TEHJICHIIIEIO
Jo 3MenuieHHs BukuaiB CO,. Y vacoBomy nepioni 2004-2014 pp. nHamuri
MOKA3HUKHM Maike BTPHYl HIDKYI 32 MOKAa3HUKH CBITOBHX PEECTPATOPIB
CTaHy eKOJIOTii 0e3 OyIb-SIKHIX MOSCHEHb.

Hagite moBepxHeBHil MOPIBHAIBHUN aHANI3 BIIKPUTHX MaHHUX OO
eKoJyorivHoi TpobieMu cBiTOBOro Macmrtaly #W #oro TpuBamol mii
CBIIYUTH, IO AepKaBHI opraHizamii Mamu 0 mepmuMu iHGopMyBaTH TIPO
HeOe3MeKy CyCIiJIbCTBO 1 BIaay, Mal4d KBali(ikoBaHO po3polieHy
iHpopMalito 1 TOHOCUTH ii Ui MIATOTOBKU CEPHO3HHUX YIPaBIiHCHKHX
pillieHb, HaNpaBIEHUX Ha pealbHEe 3HIKCHHS MIKIAJIMBUX BHKHJIB,
30KpeMa, napHukoBux raziB Ta CO, y ix cknamui, 3aranom ix 130 Bumis,
SKi BUKHUIAIOTBCS Y TOBITPs, @ IMOTJIMHAIOTHCS POCIMHAMHM, BOJAMH,
ITPYHTaMH ¥, 3pOo3ymino, >KMBHMH opraHisMamu. OCHOBHI «TpaBIi»:
XiMiYHa MPOMUCIIOBICTh, TEIUIOCHEPTETHKA, METAIYPrisl, YU MPOIyKIIis
e Ha excriopT. OTpUMaHi pe3ysIbTaTH CBiI4ATh, IO B CyYaCHUX yMOBaxX
AKICHOTO iH(OpMaliiHOTO 3a0e3NeUeHHs CYCIIILCTBA KiHIEBE PIllICHHS
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Ma€ y3TOJKYBaTHCS 13 SKICHUMH ITOKAa3HHKAMHU CBITOBHX EKOJIOTi9HHX
opraHizartii.
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TH®OPMAIIVWHI TEXHOJIOT'TI IPOTHO3YBAHHS TA
MOJEJIIOBAHHS KIBEPBE3IIEKHN

Kynuenko-Xapuenko B.!, Oripxo 1.7, Oripko O.°
1 o o . o .
YepkacoKuii 0epiicasHuil mexHonN02iYHull yHieepcumenm,
m. Yepkacu, Ykpaina,

2 . . . .
Ykpaincoka akaoemia opykapcmea, m. JIveis, Yxpaina,
®Tvsiscokuii deparcasnuii ynieepcumem enympiwnix cnpas,
m. JIveis, Ykpaina

CyuacHi iHpopMaIiitHi TeXHOIOTii MOTpeOyIOTh OpraHizaii BHCOKOTO
piBas 3axucty panux [1-4]. OG’exTamMu KOMIT'IOTEpHOI O€3MeKH €
iHpopManiiHi  pecypcu, KaHanu  iHopmamiiHOro - oOMiHy i
TeNeKOMYHIKallii, MeXaHi3MU 3a0e3rne4yeHHs ($yHKLIIOHYBaHHS
TENICKOMYHIKalliHUX CUCTEM 1 MEpeX Ta 1HII eleMeHTH iHdopMmamniiHoT
iHppacTpykTypu. OO0’exkTOoM 3axucTy B iHpOpMaNiiHil cuctemi €
iHpopMallis 3 00MEKEHUM JOCTYIIOM, sIKa IUPKYJIIOE Ta 30epiraeThes y
BUTJIS/I JAHWX, KOMAaH/I, MTOBiIOMJICHb, 1[0 MalOTh IIEBHY OOMEXEHICTH i
[iHHICTE SK I ii BIAacHWKA, TaKk 1 [UIA MOTSHOIHHOTO MOPYIIHHKA
TEXHIYHOTO 3axucTy iHpopmamii. CTaHAAPTHICTH AapXiTEKTypHHUX
NPUHONIB MOOYIOBH, OONagHAaHHSA Ta MPOTPAMHOTO 3a0e3MCUCHHS
MEPCOHANBHUX ~ KOMIT FOTE€PiB, BHCOKAa MOOUIBHICTH  IPOTPAMHOTO
3a0e3MeveHHs 1 psil IHIIMX O3HAK BH3HAYAIOTH MOPIBHIHO JETKUI T0CTYI
npodecionana a0 inpopmarii, mo 3Haxomutbes B IIK. Jlns 3axucrty
MEePCOHAJIBHUX KOMII IOTEPIB BUKOPUCTOBYIOTHCSI POTPaMHI METOJH, SKi
3HAYHO PO3IIUPIOIOTE MOXKIMBOCTI MO  3a0e3MedeHHI0  Oe3nmeKu
inpopmarrii, mo 30epiraetscs. Cepen CTaHIAPTHUX 3aXHCHUX 3acO0iB
MEePCOHAJIBHOIO KOMIT'FOTepa HaWOiIblle MOIIMPEHHS! OTPUMAIIH: 3aCO0H
3axucty [3-7] o0OYMCIIOBANBHHX pECypCiB, IO BHKOPHCTOBYIOTh
MapoNpHy imeHTH(IKamifo i OOMEXYIOTh IOCTYI HECaHKIIOHOBAHOTO
KOPHCTYBaya; 3acTOCYBaHHS pIi3HMX METOAIB NIM(PYBaHHS, LIO HE
3aJekaTh BiJl KOHTEKCTY iH(OpMAIlii; 3acO0M 3aXWCTy BiJl KOIIFOBaHHS
KOMEPIIIITHUX MPOTpaMHUX MPOIYKTIB; 3aXKCT BiJl KOMIT FOTEPHHX BipycCiB
1 cTBopeHHs apxiBiB. KoMimtorepHa Oe3eka — 1e CyKYIHICTh MPooOieM y
raimy3i 31 TeJIeKOMYHIKalliil Ta iHpOpPMaTHKH, NOB’SI3aHUX 3 OIIHKOIO i
KOHTPOJIIOBAHHSIM ~ PU3MKIB, [0 BHHHUKAIOTh [P KOPUCTYBAaHHS
KOMIT IOTepHUMH MepekamMd. OCHOBHMMH TEXHIYHHMH CKJIAJIOBUMH
KOMIT 10TepHO1 Oe3nexu[6-9] e:

KondinenmiitHicTs — 03Hadae, M0 y HEABTOPU30BAHUX KOPUCTYBAUiB
He Oyne poctyny no indopmarii. Hacmiaku, siki MOKyTh OyTH BUKIWKaHI
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MpOTaIMHAME B KOH(IACHIIIHOCTI, MOXKYTh BapifOBaTHCS BiJ HE3HAUHUX
JI0 pYHHIBHUX;

Himicuicte — o03Hadae, 1o iHdoOpMaIls 3aXWIIeHa  Bix
HEaBTOPH30BAHMX 3MiH, I[I0 HE BITHOCHTbCS IO AaBTOPHU30BAHUX
KOPUCTyBa4aM. 3arpo3y HUTICHOCTI 0a3 NaHHMX 1 pecypciB, SIK MPaBUIIO,
HPECTaBIISIE XaKePCTBO;

AyTteHTudikamiss — CcepBiC KOHTPOJIO JIOCTYIy, SIKMH 3AiHCHIOE
nepeBipKy peectpauiiinoi iHdpopmanii koprcTyBada. [HIIMMH ciI0BaMu 11e
O3Hayae, 110 KOPUCTYBay — II€ € HACMIPaBi TOH, 3a KOro BiH ceOe BUJAE;

JoctynHicTh — o03Ha4ae Te, IO PpECypcH JOCTYIHI TUIbKH
ABTOPU30BaHMM KOpHCTyBauaM. [HIIMMH BaKIMBUMH KOMIIOHEHTAaMH,
SKAM TpUAUIETbCS BeJIMKa yBara npodecioHamaMu B 0o0JjacTi
KOMII'YOTEpHOT OE3MEeKH, € KOHTPOJIb HaJ JOCTYIIOM i CYBOpE BUKOHAHHS
3000B’s13aHb.

Jnst xopucryBauiB IHTepHeTY HalOLIBII BaXKIMBOKIO CKIAIOBOIO €
KOH(]iIEHIIHICTh, TOMY IO OUTBIIICTh KOPUCTYBAUiB IyMarOTh, MO IM
HEMa dYOro MpPHUXOBYBaTH abo iH(popMalis, sSKy BOHH HAJAIOTh IpH
peectparii Ha caiiTi, He € cekpeTHOor. B [HTEepHeTI iHpOpMAaILis MBHIKO
MOIIMPIOETBCS. 1 3i0paHa iHdopMmanis 3 pi3HUX JpKepesl Moxe Oararo
CKa3aTu Ipo JIIOAWHY. TOMY MOXJIMBICTH KOHTPOJIIO iH(pOpMAIii, ajs
4Oro BOHA 30HMPA€ThCs, XTO 1 SK MOXKE HEI0 CKOPHCTATUCSH — € JyXe
Cepiio3HUM 1 Ba)KIIMBHM NMHUTAaHHSM B KOHTEKCTI KOMIT'IOTEPHOI Oe3meKu.
3axuct indopmarii [10-14]- cykymHicTh OpraHi3amiitHO-TEXHIYHHX
3aXOMiB 1 TPaBOBHX HOPM I 3amoOiraHHS 3aloNisHHIO IIKOJH
iHTepecaM BIIaCHUKA iH(poOpMaIli 4u aBTOMATH30BaHI cHUCTeMi Ta 0ci0,
AKi KOpHCTYIOThCS iH(popMariero. Croromui 3axucT iH(popMmarii Bce
Oimpmre 1 Oinpmoie TOB’S3yeThCS 3  OE3MEYHUM  (PYHKIIOHYBAHHSIM
KOMIT'FOTePHUX CHUCTEM Y BCIX Taly3saX CYCIIIBHOI MisITBHOCTI.
AkTyanmpHa mpoOiieMa 3axucTy iHpoOpMmamii Bix pi3HUX 3arpo3: —

HECaHKIIIOHOBaHUil noctyn — 2%; — ykopiHeHHs BipyciB — 3%; —
TexHIuHI BigMOBHM amnaparypu mepexi — 20%; — wuinecnpsiMoBaHi nii
nepconany — 20%; — mnomunku mnepconHany — 55%. Opniero 3

NOTEeHUIHNX 3arpo3 i iHpopmauii B iHGOpMaLiHHUX cUCTEMax CIif
BBAXKaTH LJIeCTIPSIMOBaHi ab0 BUMAJKOBI Aii MepcoHay, OCKUIbKA BOHH
CTaHOBIATH 75% ycix BumagkiB. Jlnsd BupimeHH mpobiemu
PEKOMEHIYETHCSI TPOBOJAMTH IOCTIfHE O3HAMOMIIEHHS KOPHCTYBadiB 3
HasBHOIO TMOJNITHKOIO Oe3neku. IHpopmariiiHa Oe3neka € CKIIaJ0BUM
KOMIIOHEHTOM 3arajpHoi mpobiemu iHdopMmaniiiHoro 3abe3rnedeHHs
JIOWHM, JepXaBu 1 cycmijgberBa. Pobora mpucBsueHa 3acobam,
cTparerisiM 1 HpUHIUNAM 3abe3rnedeHHs Oe3nekd B iHQoOpMamiiHUX
CUCTEMaX, a TaKOX IMPABOBUM i TEXHIYHUM ACIEKTaM IisJIBHOCTI B I
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ramysi. KibepOesrmeka — 11e Tpollec 3acCTOCYBaHHS 3aXOJiB O€3MeKd 3
METOI0 3abe3rnedueHHs KOH(IACHIIHHOCTI, ITITICHOCTI Ta JOCTYITHOCTI
nanux. KibepbOesneka 3abesredye 3axuct pecypciB. KibepoOesmeka
MOKITMKaHAa 3axXWCTUTH JaHI Ha eTami IX OOMIHy Ta 30epexkeHHS.
CrBopeHHsT O€3MeYHUX KOMIT'IOTEPHHX CHCTEM 1 JONATKiB € MEeTOI0
IISUTBHOCTI  TPOTPaMICTIB, a TaKoX MPEeOMETOM  TEOPETHUIHOTO
JOCHIDKEHHST Ky ranmy3i iHpopMaTHku. 3abe3rnedeHHs Oe3rneku
3BOANTHCS JIO YIPABIIHHS PU3UKOM: BH3HAUCHHS IMOTEHLIWHHUX 3arpos,
OIliHKa WMOBIPHOCTI IXHBOTO HACTAHHS Ta OI[iHKA MOTCHIIIHHOT IKOH, 13
HACTYITHUM Y)KUTTSM 3amoODKHUX 3axOAiB B 00cCs3i, IO BPaxoBYyE
TeXHIUYHI MoxuBocTi W oOcraBuHu. [lominm MiKMepexeBUX €EKpaHIiB
3aJICKHO Bi 3'€HAHb, SKi BiJCNIJKOBYIOTh:IpocTa (QinbpTpaimis — 0e3
BICNIAKYBaHHS TOTOYHHX 3'€AHAaHb, a QUIBTpALisi TIOTOKY JaHUX
BUKJIIFOYHO HA OCHOBI CTaTHYHUX NPaBWILQUIBTpaIlis 3 ypaxyBaHHIM
KOHTEKCTY — 3 BIZICTIIKOBYBaHHSIM IMOTOYHHX 3'€HAHb Ta IMPOITYyCKOM
JUIIE TAKUX MAaKeTiB, MO 3aJ0BOJBHSIOTH JIOTIMI W aIrOpuTMaM poOOTH
BINOBITHUX TMPOTOKONIB Ta mporpaM. lle mo3Boise eQeKTHBHImIE
Oopotrcs 3 pisHOMaHITHUME DDoS-arakamMu Ta BpasIHBICTIO HESKAX
MPOTOKOJIIB MEPEXK.

Bumorn JULst MPOTHO3yBaHHS Ta MOJICTIOBaHHS
KiOepOe3NeKH:BOJIOJIHHS METOoJaMHi Ta 3aco0aMH  TpOorpaMyBaHHs
MOBaMH BHCOKOTO Ta HHM3bKOTO PIiBHS; - BOJIOJIHHS CIIEIiaji30BaHUMHU
NPOTPaMHUMH TAaKeTaMH; - 3/aTHICTh IUIAHYyBaTH W peaiizyBaTh
BINOBITHI 3aXOAM, IMOMO 3aXWCTy iHpopmamii B iHPOpMamidHUX i
KOMYHIKaI[iIfHUX CHCTeMax; - 3HAHHS NPAaBOBUX OCHOB JOCIITHUIBKHX
poOiT 1 3aKkoHOmaBCTBA YKpaiHW B Tamy3i iHpopmamiiiHOI Oe3mexu; -
3MATHICTH IO OIIOBHX KOMYHIKalid y mpodeciitHiil cepi, 3HAaHHA OCHOB
JIUTOBOTO CIUIKYBaHHS, HABHYKU pOOOTH B KOMAaH/i;BOJIO{iHHS THIIOBIMHU
MiAXOJaMH [0 TPOSKTYBaHHS 3aXHIICHUX 00 €KTIB iHpopMamiiHOT
JUSUTBHOCTI ;(hOPMYJIFOBATH TEXHIUHI BUMOTH JI0 CHCHIaTbHAX TEXHIYHHX 1
MpOrpaMMHO-aNapaTHUX 3aco0iB 3aXHCTy, OOpoOKM Ta yIpaBIiHHSI
iHpopMaliero B iHPOPMALIHHO-KOMYHIKAIIHHUX CHCTEMaX;po3po0JIsITH
Ta OI[IHIOBATH MOJIEN 1 TOJNITHKY O€3leKd Ha OCHOBI BHKOPHCTaHHS
Cy4YacHUX MPUHIHIIB, CIOCOOIB Ta METOMIB TEOPil 3aXHUIMEHUX CHCTEM;
BUKOHYBAaTH aHAaJi3 PHU3WKIB Ta JDKEpPEN 3arpo3, PO3poOJsTH MOJENb
3arpos, po3poOJsITH MOJIeNb MOPYIIHUKA; - BUKOHYBaTH aHalli3 1 BHOIp
JUCLUILTIHN  0OCITyrOBYBaHHS 3asBOK JUISi KOMII'IOTEPHHUX CHCTEM 3
BpaXxyBaHHSIM pEXUMIB POOOTH, BHMOI' CTOCOBHO OOCITyrOBYBaHHS
3asBOK, IHTEHCHMBHOCTI MOTOKIB 3asBOK, JIHUCIIEpCii 4Yacy O4iKyBaHHS;
OOTpyHTOBYBAaTH Ta pEali3oBYBaTH CHUCTEMY 3axHCTy iH(opmauiitHux
pecypciB 3 0OMeXeHMM JocTynoM Ha o0'ekrax iHdopmaniiiHol
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IISUTBHOCTI; YMITH TIPOBOTUTH AaTECTAIlif0 30H, IMPHUMIMICHb TOIIO B
YMOBaxX JOJEpKaHHS pexXuMy i3 3adikCyBaHHSIM pe3ylmbTaTiB y
BIJIMOBIAHUX JOKYMEHTaX; 3MaTHICTb BHUKOPHUCTOBYBATH MPOQECiiHHO-
npodiTboBaHi 3HAHHS ¥ MPaKTHYHI HABUYKHU 3 MATEMAaTHKH, (I3UKH, OHOB
Teopii KiJl, CHTHAJIIB Ta MPOIIECIB y KOMIT IOTEPHUX CHCTEMaxX 1 Mepexkax,
METPOJIOTil Ta BUMIpIOBaHH:, Teopii iH(opMaIii Ta KOyBaHHSI; 3JaTHICT
3nilficHIOBaTH  TpaBoBe  3a0e3nedyeHHs  iH(popmauiiiHoi  Gesmekwy,
NPOTHO3YBaHHA Ta MOJICNIIOBAaHHS B coLianbHiil cdepi; 3miiCHIOBATH
OLIIHKY BIAMOBIITHOCTI CHCTEMM 3aXMCTy iH(OpMalii aBTOMaTH30BaHOI
CHCTEMH CBOEMY IIPU3HAYCHHIO BIJNOBIIHO JO BHMOI MIIOYHX
CTaH/apTiB; BMITH aHaJi3yBaTH DU3WKH Ul OLIHKH DEAJbHHUX 3arpo3s
MOPYIIEHHS 3aXHUCTYy Ta OXOPOHHW; HAa OCHOBI aHalli3y OOMpaTH CHCTEMY
3aXHCTY Ta MIPOBOJMUTH PO3pPOOKHU MPOMO3UIIH 1O 11 yJOCKOHAICHHIO.

Jns mepenaBaHHS BeO-CTOPIHOK, IO HAJIEXaTh [O 3aXUIIEHOT
YacTHUHH caiTy, 3amicTs npotokoiry HTTP BHUKOpHCTOBY€ETBCS MPOTOKOIM
HTTPS, tob6to moennanns nporokonie HTTP ta SSL. 3axwmieni caitu
3a3BMYail BHMAaraloTb BBEACHHS IMEHI KOpPHCTyBada Ta maposst. Y
Opay3epax pealli3oBaHi OCTaHHI NOCATHEHHS B Taly3l IMU(PPYBaHHI Ta
TEXHOJIOTIH 3aXUCTy U OE3MeKH.

[Mpamroroun B [HTEpHETI, Ba)IIMBO 3HATH MPO 3arpo3H, sKi iICHYIOTh B
Mepexxi. OCHOBHI THUIM IIKIJUIMBUX MNPOrpaM Ta NPUHOMNM IX nil.
Xpobaku — mporpamu, IO CaMOCTIHHO TMOIIMPIOIOTHCS MEpEKero, He
iHQikyroun iHmi Qainu. TposHM — mporpamu, IO MOMIMPIOIOTHCS ITi[
BUTIISIOM HEMIKIUIMBUX TIPOTpaM 1 BUKOHYIOTh HECAHKI[IOHOBaHi Jii:
BUKPANalOTh iHpOpMaIil0 1 IMepeJaroTh 3JIOYHHINM dYepe3 [HTepHer,
CaMOCTII{HO BIJIKpUBAIOTh CAWTH JUISL 3AIHCHEHHS XaKEPChbKHUX aTak TOIIO.
CKpuIIT-BIpyCH — MpOTpamHu, IO IOTPAIUIAIOTh Y KOMIT'IOTEp Yepe3
€JISKTPOHHY MOMITY, MacKyIOUHCh ITiJ] BKJIaJeHI TOKyMeHTH. [{ponepn —
BUKOHYBaHi (aiinmm, Imo cami He € BipycamMu, aie MpHU3HAYCHI I
BCTaHOBJIGHHs MIKI[UIMBUX IporpaM. boTtm — mporpamu, 1o [arTh
MOXJIMBICTh 3JIOBMHCHUKY TAa€MHO KEpyBaTH BallMM KOMII IOTEPOM.
PexnaMHi mporpamMu — MporpaMu, MO0 3a3BUYAil BCTAHOBIIOIOTHCS Ha
KOMIT'IOTEp pa3oM i3 OE3KOIITOBHMMH MporpaMaMud il 30HMparoTh
KOH(IACHNIHHY iHpOpMaIliI0 a00 JAEMOHCTPYIOTh HaB’SI3JHMBY peKIIamy.
3arpo3y TakoXX CTaHOBHTH (IIIMHT K PI3HOBHA IHTEpHET-IIaXpancTBa:
BUMaHIOBaHHS KOH(QiaeHIiHOi iHpopMarii yepe3 miapoOHiI calTH, sKi
KOTIIOIOTh CAaWTH BiIOMHX OaHKiB, iHTEpHET-Mara3wHiB TOIIO, abo 3a
jJonomororo  crmamy. Jlng  3amoOiraHHs  IHTEpHET-3arpo3aM  MiX
KOMIT FOTEPOM 1 MEPEkEI0 BCTAHOBIIOIOTH MEPEIIKOIN — MIKMEPEKeBi
ekpaHu. bpaHgmayepu 3axumaloTh KOMIT'IOTEp BiJl 3JIOBMHCHOTO
NPOHUKHEHHS a00 TMOTpPAIUITHHSA IIKIUIMBUX THporpaMm. Aie He
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3amobirafoTb BUTOKY KoH(imeHmidHOI iHpOpMamii KopucTyBada Ta
3aBaHTa)kKeHHIO BipyciB. bpaysepu Mozilla Firefox, Safari, Opera, Google
Chrome wmatoTe Oarato BOynoBaHHX 3aco0iB 3axucty. OpmHHEM i3
HAUTIOMYISAPpHIIUX Opay3e-piB A KOMIT I0TepiB, TeNe(OHIB i IITAHIIETIB
€ Google Chrome, skuii:monepemKkae mpo BIIKPUTTA caliTa i3 3arpo3010
(immHTY 200 MWIKIIMBHX MPOTPaM;i30J60BaHO BiIKpPHBAa€E BEO-CTOPIHKH,
110 B pa3i 3arpo3u MPUBOJMTH 10 3aKPHUTTS JIUILE OJHI€T MIKIINBOI BEO-
CTOPIHKH;I03BOJISIE BUMKHYTHU 30epeKeHHs KOoH]IqeHITITHNX
JAHUX;HaJa€ MOXIIMBICT HaJalITyBaTH II0Ka3 CIUIMBHUX BiKOH.
Bpaysepu MoxyTh 3a0e3neuyBaTH 3axHCT JaHHX 3a JONOMOTOIO
€JIEKTPOHHOTO IM(PPOBOTO MiANHUCY — HU(POBOrO aHAIOTY 3BHYAHOTO
HiAMKICY, SKUM MOYKHA CKDIITUTH BCl €JIEKTPOHHI ToKyMeHTH. Lle HanacTh
iM  [OpHOWYHOI  CHJIM, TapaHTyBaTUME  MidicHICTh.  EnmexTpoHHMI
IUQPOBHIA MIAMKC Ta MiATBEPIKYBaIbHHUN cepTU(iKaT MOKHA OTPUMATH
B Oyap-skomy LlenTpi cepTrdikamii KIr0diB, TOAaBIIN BiJIOBIIHY 3asABY
Ta TMakeT NOKyMeHTiB. s 3abe3meueHHs iHpopmariiiHOi Oe3meku B
[HTEepHETI HEmOCTATHHO 3aXWCTUTH [aHI Ha KOMIT IOTepi-KiIie€HTi abo
KOMIT'IOTepi-CepBepi.  3aXHCT  JaHWX 3a0€3MEUyEThCS  CIICI[iaIbHUM
KpUNTOrpaiyHUM TMPOTOKOJIOM INU(PYBAHHSA AAHUX IiJl 4ac IXHBOTO
nepeAaBaHHsA. 3axUIEHUH caliT — e CalT, AKUH BUKOPUCTOBYE JUIS
O0OMIHY JaHHMH TMPOTOKOJHM 3aXHUINEHOro 3B’s3Ky.J[Js 3axucty 3arpos
MOYKHa BCTaHOBHTH aHTHUBIPYCHY IIporpamy, ska Oyne BiJCIiJKOBYBaTH
Mepexoau Ha (IIIMHTOBI CaliTH, OJHAK TIOBHOTO 3aXHUCTY, MOKJIAIal0YUCh
TUIBKM Ha Tmporpamy, He Oyne. Lle oOymoBmeHo TuM, mo 06a3a
(IMMHTOBUX CAWTIB AyKe MIBHIKO OHOBIIOETHCS, a CEPIICHS TPHBAIICTh
JKUTTS TMOHIOHOTO caifTy 3a3BHYail HE MEPEBUIIYE KiTbKOX OHIB. Tomy,
Ko (IMIMHTOBUH CalT 3'SBUBCS 30BCIM HEIAaBHO, KOIHA aHTHBIpyCHa
nporpama He 3MO)K€ TOYHO BH3HAYWTH, UM HECE 3arpo3y KOPHCTYyBaueBi
nepexin Ha JaHui pecypc. CIMHMM BapiaHTOM ITONEPEIKEHHS MOXXYTh
CIIy)KUTH 0a3u, B IKHX BOWTI aJipecH 3BiJKH BEIYTh 3 BAMH MEPEHHCKY 1y
pa3i BUSBJICHHS IMiZ03PLIOr0 JIUCTAa 3'SIBUTHCS IMOBIIOMIICHHS TPO II€.
3arajoM nporpamH - aHali3aTOpH MaKeTiB IMPU3HAYEH] Ui KOHTPOJIIO 32
MEpEeXero, IMPOTe BOHU K BUKOPHCTOBYIOTbCS  Xakepamu st
HECaHKIIIOHOBaHOTO 30uMpaHHs iH(popmaril. Xpobak CX0XHi Ha Bipyc
THM, IO PO3MHOXYETHCS, POOJSYM BIACHI KOMii, ajie Ha BiAMIHY Big
OCTaHHBOT'O BiH He MOTpebye Hocid i icHye cam no cobi. Yacto xpobaku
MepeslatoThCsl Yepe3 EeNEKTPOHY MomTy. HuHI 1opiuHO 3'SBIAIOTHCS
THcs4i BipyciB. ko 1990 poky ix Oyno gecs mixk 200 Ta 500, To y 2017
poui — Bxxe 60 000.Hosi Bipycu Ta iHIII METOJM BTOPTHEHHS JO BamIoi
KOMIT FOTEPHOI CHCTEMH BUHHKAIOTh MaiKe MI0THS.
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KpiM mnporpam, 3a [OIOMOrOI0 HaMararTbCS NPOHUKHYTH MO
CHUCTEMH, ICHYIOTh TaKOX 3aco0W, IO 3aCTOCOBYIOTBCS  JUIS
CIocTepekeHHs 3a BaMH. Lle Hacammepen mporpaMHe 3a0e3NedeHHs, IKe
Ha3uBaloTh adware Ta spyware, IIIMUI'YHCHKI HPOTPaMH, MPOTPaMH I
0aTPKiBCEKOTO KOHTPOJIO, OJIOKYIOUH MPOTrpaMH Tomo. Take mporpamHe
3abe3neueHHss Mae Oarato (yHKOiH. BoHO MoOXe BimcTe)xyBaTH Bamli
3BHYKH CTOCOBHO MaHAPYBaHHS [HTEpHETOM, Ha/ICUIIaTH KOMYCh JlaHi 6e3
BAILIOTO JIO3BOJIy, 3MIHIOBATH aJpecy JOMAIlHbOI CTOPIHKM BalIOTO
Opay3epa 1 HaBiTh 3MiHIOBATH CHCTEMHI (aiinu komm torepa.lHdopmariro
Npo BiABiAYyBaHI BeO-CTOPIHKM TaKOXX MOXKHa OTpuMard i3 cookie-
¢atinis.Ilporpamu THIy spyware Oe3 Balloro JI03BOJY HAaJCHIAIOThH
KoMych iH(popMalio mpo Te, mo BU pobute B IHTepHeTi. 3a3Buuail 1e
3OIMCHIOETBCS B peKIaMHHX HUIIX. [IporpamHe 3a0e3ledeHHs THITY
Spyware TaKOX CIIOBLIBHIOE poOOTY CHCTEMH i HaBiTh MPU3BOTUTH O ii
300iB.

Bucnosok

Icaye Ge3miy mpuYWH, 3 SKUX MEBHI 0COOM 3aCTOCOBYIOTH MPOTPAMH,
IO CTeXaTh 32 HALIMMU AiSMH, aHAII3yIOTh Ballly €JICKTPOHHY MOIITY Ta
(biKCYIOTh afpecy BiIBiqyBaHHUX BaMH BeO-cTOpiHOK. [IpocTimri nporpamMu
CTBOPIOIOTH JKypHaNBHI (aiinu, ne ¢ikcyerbes iHbOpMalis Ipo Te, Koy,
XTO 1 #AKMH caiiT BigBimyBaB. bimbml ckiajgHi nporpaMu  31aTHi
BIJICTEXKYBaTH KOKHE HATUCKaHHS KIABIII HA KOMI'TOTEPI Ta HaJICHIATH
o iHdopMaIiiro ocobi, mo 3MIMCHIOE CTeXKeHHs. IcHye GaraTo 3aco0iB,
SKi ~ yTPYIOHIOIOTH  HECAHKIIOHOBaHE OTPUMAHHA  MEPCOHAIBHOI
inpopmanii. Ha meskux iHTepHET-mOpTanax, 30KkpemMa Ha MSN, Takox €
3acobu OJOKyBaHHS JOCTYIy IO MOMIOHWX IHTepHET-pecypciB. IcHye
Oarato mporpam, sKi MicTATh QYHKIIT OnokyBaHHi. Kpim Toro, y
Oimpmricte  OpaysepiB  BOyZoBaHO  (YHKIi, 1[0  TO3BOJSIOTH
KOPUCTYBAYEBI MIJKIIOYATUCS 0 MEBHUX CAMTIB JIMIIE IICIS BBEICHHS
maposiro. Yci Taki mporpamu  Jif0Th Maibke onHakoBo. IIporpama
BCTaHOBJIIOEThCS. Ha KoMmm'torep. Komm KopucTyBau BBOIUTH ajpecy
caiiTy, mporpama ii mepeBipse, 3BepTalodrch 10 6a3u 1aHUX 3a00POHEHUX
caiftiB. SIkimio ns azapeca € B 0a3i JaHUX, nporpama OJOKY€e JNOCTYII JI0
caiiTy, 1 KOpUCTYBa4 He 3MOXE J0 HbOTO MiJKIIIOUYUTHCS, JOKA HE BBEJE
napoJb. SIKimo x azxpecu B 0a3i JaHWX HEMae, Mporpama CKaHye caM CalT
y TOWIYKY IEBHUX 3a00pOHEHUX CIIB 1 TUIBKM MICJIs IbOTO HaJae
KOpHCTYBaueBi JocTyn na0 cairy. binbmicte moniOHMX nporpam
IIOMICSIIISI OHOBIIIOIOTH CBOIO 0a3y JaHMX, 3aBASKH YOMY ISl iH(pOpMAaIis
3aBXKIM aKTyalbHa, HE3BaKAIOUYM HA 3POCTaHHS KIUIBKOCTI 1HTEpHET-
pecypcis.
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Ipasuna besnexu, AKUX C1i0 OOMPUMYBAMUCA NIO YAC NEPeodsaHHs
ingpopmayii Inmepnemom. He wHamamaiite Oinmpime iH(OpMaIii, HiX
noTpiOHO. 3axwineHi calWTH 3a3BUYali BHMAaraloTh BBEACHHS iMeEHi
KOpHCTyBa4ya Ta mapoisi. PoOiTe HOro MOBXHHOIO MIOHAWMEHIIE BiCiM
CHUMBOJIB, KOMOiHyI0UH OyKBH Ta YHCIa. 3py9IHO MATH ABA MAPOJIS: OIHH
JUI TaK 3BaHUX PO3BAXKaJBHHUX CAHTiB, TOOTO irop, 4aTiB TOILIO, a iHIIHI
JUI OIMBII BaXJIMBUX Jii, HANPHUKIAJ] IUIS MpuaOaHHsS ToBapiB. Tomi
3MCHIIIUTLCS HMOBIPHICTh, IO Ballll BaXJMBI il MiIIaBaTUMYThCS
pu3uKy. | HiKOMM HEe BHKOPHCTOBYHTE Ul TapoJiiB Taki AaHi, SK aaTta
HapoJDKeHHs, HoMep TenedoHy um im's. KopucryiiTecs OCTaHHBOIO
Bepciero  Opaysepa. Y HOBIMX Opay3epax peaji3oBaHi OCTaHHI
JOCSITHEHHS. B Taly3l IIM(pyBaHHS Ta IHIIMX TEXHOJOTIH 3axHCTy M
Oe3mexkn. YBakHO YHWTaliTe mpaBmia Oesmekn caiity. Came datu Ta
CHUCTEMH OOMIHY MUTTEBUMH MOBITOMJICHHSMH IIi 0cOOHM OOMpPAIOTH IS
HaJlaro/pKyBaHHA  KOHTAKTiB 3  MOJOAMMH  JIIOABMH,  OCKUIBKH
MOYYBAalOTECSI TaM Oe3neyHo. 3 IMOYaTKOM IIMPOKOTO BUKOPHCTAHHS
MDKHApOIHUX MEPEXK Mepefadi TaHWX 3arajJbHOr0 KOPHCTYBAaHHS TEMIIH
POCTY MEpEeXXHOI 3JI0YMHHOCTI 3pOCTalOTh B T€OMETPUYHOI mporpecii. 3a
ouiHkamu excreptiB MixkHapoaHoro nentpy Oesneku Inrepuner (CERT)
KIJIbKICTh 1HLIW/AEHTIB TOB’S3aHUX 3 MOPYIICHHSAM MEpEKHOI Oe3neKu
3pocna B mopiBHsAHHI 3 2000 pokom maibke y 10 pasiB. OCHOBHUMHU
MPUYUHAMH, 110 MPOBOKYIOTH PICT MEPENKHOI 3I0YMHHOCTI € HEJJOCKOHAI
METOIU 1 3aCO0M MEpEeKHOIo 3aXHCTy, a TaKoX pi3HI ypaslUBOCTI y
MPOTPAaMHOMY 3a0€3IIEYEeHHIO €JEMEHTIB, M0 CKJIAJal0Th MEPEeXHY
iHppacTpykTypy. OCHOBHHMH JDKepelaMu HeOe3MeK Al KOPUCTYBadiB
[HTEpHETY SIBIEThCA MISUIBHICTH XaKepiB, BIpyciB Ta cmamiB. ICHYIOTBH
3aco0M, IO YTPYIHIOIOTH JOCTYNl A0 UYXHX KOMITIOTEpiB — Iie
OpaHaMayepH, aHTHBIpYCHE Ta aHTHUCIIAMOBE IIpOrpaMHe 3a0e3nedeHHs.
Bennke 3Ha4YeHHS TakoXX Mae€ JOTPUMAHHS KOPHCTYyBauaMH MpPaBHII
Oesnexu mig yac poboru B IHTepHeTi. [{ns OTpuUMaHHS NEepCOHAIBbHOL
iHpopMmalii, HeGe3neYHi 0cOOM BUKOPHCTOBYIOTh YaTH, CHCTEMH OOJIIKY
MUTTEBUMH TOBIJOMJICHHSIMH Ta CaWTH 3HaloMcTB. JloTpuUMaHHS
NPOCTHX TpaBHJ B CHIUJIIKyBaHHI uepe3 Mepexy IHTepHeT, 103BOJIUTH
3aXMCTHTH KOPHCTYBaua BiJl HEZOOpPHX HaMmipiB  3JIOBMHCHHKIB.
Komn'rorepHa 6e3meka € Ba)IJIMBOIO MPAKTUYHO IS BCIX TEXHOJIOTIYHHX
rajmy3ed, 0o (YHKIIOHYIOTh 3a Y4YacTIO KOMITIOTEPHHX CHCTEM.
ABianiiiHa Taxy3b € OCOOJMBO BaXJIMBOIO 3 TOYKH 30PY KOMIT'IOTEPHOI
0e3reKH, OCKIJIBKY TMOB'S3aH1 13 HEI0 PU3MKH CTOCYIOTHCS JKUTTS JIIOJEH,
[iHHOTO OONagHAaHHA ¥ BaHTaxiB, a TaKoX aBiaTPaHCIOPTHOL
iHppacTpykTypu. besmeka cucTeMH MOXE OINMHHTHCS i 3arpo30ro
yepe3 HeNpaBWIbHE (YHKIIOHYBaHHS arapaTHOTO 1 IIPOrpaMHOIO
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3a0e3meueHHs], MOMMJIKOBI il omepaTopa YW HEMOJAaAKW, MOB's3aHi i3
CEpENIOBUINEM, B SAKOMY IpaliO€ KOMIT'IOTepHa cuctema. [IpmamHOIO
TaKAX 3arpo3, IO PEaJi3yIoThCS UYepe3 YpasIHBICTh KOMITIOTEPHHUX
CUCTEeM, MOXe OyTm caboTax, IITOHAaX, MPOMUCIOBAa KOHKYpEHIIis,
TEpPOpU3M, TEXHIYHI HETMONagKd Ta IIOAChKUHA ¢akrop. Hacmigkm
VCHINTHAX  HABMHCHHUX 9H HEHaBMHCHHUX 3JOYMHHHAX Ji i3
KOMIT'FOTEPHOIO CHCTEMOIO B aBialii MOXyTh OyTH pI3HOMaHITHUMH, BiJ
po3srojiomeHHsT KoH(piAEHIHHOT iHpopMalii A0 MOPYLIEHHS IIICHOCTI
CHCTEMH, L0 MOXE MPU3BECTH J0 TaKUX CEPHO3HUX MPOOJIeM, SIK BUTIK
iHpopmanii, mpoctiii y poOOTI Mepexi UM CHCTEMH YIpPaBIiHHI
HOBITPSHUM pyXOM, a 1€, y CBOIO 4epry, MOXeE IpPHU3BECTH JIO
NPU3YITUHEHHS pOOOTH aepornopTy, BTPATH HOBITPSHOTO CyAHA, 3arubeni
nacaxupis. Llle OLIBIIIOMY PHU3UKOBI MiANAIOTHCS BIHCHKOBI CHCTEMH, IIIO
KepyloTh MaiiHOM Ta OOJIaJHaHHSAM BilicbKOBOTO mpu3HadeHHA.Ilig dac
MPOEKTYBAaHHA KOMITIOTEPHOI CHCTEMH HEOOXITHO B3SATH [0 YBaru
YIMAaJIO XapaKTEPUCTHK, Oe3MeKa € cepell HUX OAHIEI0 3 HalBasKJIMBIIIUX.
3a maHMMHW ONMMTYBaHHSI, MPOBEICHOTO Kopropariero Symantec y 2010
pori, 94% opranizamiid, oo B3N y4acTb B OIMTYBAaHHI, IUIaHYyBaJll
BXKHUTHU 3aXO[(iB 3 MIABHIICHHS OC3MEYHOCTI TXHIX KOMIT'FOTEPHHUX CHUCTEM,
a 42% 3a3HauuiM, IO BBAXAIOTh HEHAJIEC)KHHU piBeHb KibepOesneku 3a
OCHOBHMU pH3MK. He3Bakaroun Ha Te, IO OUIBIIICTH OpTraHi3arlii
BJIOCKOHAJIOIOTh ~ CHUCTeMH  iHG)OPMAIIHHOTO  3aXHCTy,  YUMaJo
KiOeP3IOYHMHIIIB 3HAXOAATh IIJISIXH IXHBOTO 00XO0/Y 1 MPOIOBKYIOTH CBOIO
IisuTbHICTh. HUHI criocTepiraeThCsi 3pOCTaHHS YHCIAa Maike YCiX THITIB
kibepatak. B omutyBanHi 2009 poKy moA0 KOMI'FOTEPHHX 3JIOYHHIB i
KibepOe3neKky, MpOoBeICHOMY [HCTUTYTOM  KOMHI'IOTEpHOi  Oe3meKxw,
PECIOH/IEHTH BiA3HAYWIM CYTTEBE 3pPOCTAHHA 4YHCIA aTaK IMIISIXOM
3aCTOCYBaHHS 3JIOBMHCHUX IPOrpaMHUX 3aco0iB, DoS-arak, BUKpagaHHSI
napoJiiB Ta aedeicy caiTis.
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KEPYBAHHS IIEPEBAHTAKEHHAM KOMIT'FOTEPHOI
MEPEXI

Kyuepos /.
Hauionanvnuii agiauiitnuii ynieepcumem,
M. Kuis, Ykpaina

[lepeBaHTa>keHHSI MEpeXi € OJHIEI0 3 OCHOBHUX IPOOJEM, 3 SIKOIO
NEepIOANYHO CTHKAIOThCS KOPHCTYBadi KOMITI'IOTEPHHX Mepex. BoHa
BUKJIMKA€E 3HIDKCHHS IMEPEIyCKHOI 3[]aTHOCTI MepeKi, 30UIbIIeHHS Yacy
MPOXOKEHHS MakeTiB abo ix Brpary. Came 1€ sIBUILIE MPU3BOJIUTH JI0
NPUMUHEHHSA il JOesIKUX MEpeKeBUX CIyxk0, Takux sk VolIP,
IHTepaKTHBHI JOJATKH, YaT, JOCTYI IO BiANAICHUX PECypCiB Ta IHIIHX.
OcTaHHIM YacoM, KOJH CIIOCTEPIra€Tbcs EKCHOHEHIialbHE 3POCTAHHS
Mepex, I podIieMa MpH iX eKCIUTyaTallii cTae HalO1TbIIT 3aTOCTPEHOIO.

OmHUM 3 YMHHHUKIB TEPEBAHTAXEHHS BBAXKAETHCSA HAUIMIIKOBA
Oy¢epuzanis kaHaxy nepenasanss [1]. Bydep HeoOXigHuil npu mepenadi
JAHUX M0 JIiHIT 3B’S3Ky, SKIIO y BiANpaBHMKa Ta OTPUMYBada pPi3HHUH
Temn oOpoOnenns. [Ipu upomy B Oydepi 3aTpuMyeThCsi INepenaBaHHS
MaKeTiB Ha 4Yac MPUAMAaHHS Ta MEPBUHHOTO OOPOOJICHHS OTPUMYyBayeM.
HanoBreHHs1 Oydepy NpUBOIUTD A0 BTPAT Nepeaanux naketis. Lle sBuiie
MOXE€ CIHOCTEpiraTucs B MapLIpyTH3aTopax, Oe3ApPOTOBUX TOYKAX
JOCTYITY, MOCTaX, IILTI03aX, IIPUCTPOSIX CYITyTHUKOBOTO 3B’ A3KY.

BukiroueHHS IepeBaHTAXEHHS BUPIMIYETHCS AEKIJIbKOMa Criocodamu.
3amolirty  mepeBaHTaXCHHIO Oydepa MOXKHA JOCATTH — 3aBISKH
KEePyBaHHIO Yeprami Ta MeToJaMu IependadyeHHs. MeToan KepyBaHHS
MEPEBAHTAKECHHSAM KOHTPOJIIOIOTh II€PEBAHTAXKEHHS IICIs TOTO, KOJH
BOHO BHHHMKa€E, B TOH wYac, SK METOAM TiepeAbdadeHHs YCyBalOTh
MepEeBaHTAXKECHHS IIUIIXOM KOHTPOJIIO IHTEHCHBHOCTI TIepe/laBaHHs JaHHX
Yy MEpexi, M0 J03BOJISE TepeadaunuTH IEPEeBaHTAKEHHS Ta 3amo0irTH
Horo B TUMOBHX "By3bkHMX Micusx" wepexi. OCHOBHUM 3aco0oM
MEpEeXKEBHUX ONEpaliiiHUX CUCTEM i3 3amo0iraHHs nepeBantaxeHb B Cisco
€ 3aCTOCYBaHHS QJITOPUTMIB 3BOXEHOTO BUIAJAKOBOIO PaHHBOT'O
usBneHHs (WRED) [2].

B nymuiekcHOMY peXuMi KOHTPOJIO TOPTIB KOMYTaTopa MOJKIIMBa
peanizamiss MexaHi3My 3BOPOTHOTO 3B’SI3KY, SKHH BBEACHUH JUII MeEpex
Ethernet cmemudikaniero IEEE 802.3x. MexaHisM peani3yeTbes
BBE/ICHHAM Mi/IpiBHA KepyBaHHS piBHeM MAC, Ha SKOMY BBOJUTBHCS
nmapaMeTp 4acy 3yNWHKH T[epejadi KajpiB iHmmMM By3iam. Yac
BUMIipIoeTbcst B 512 0iTOBUMHM IHTepBaJlaMM KOHKPETHOI peaizarii
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Ethernet, miama3oH MOXJIMBHX BapiaHTIiB 3YNHUHKH 3HAXOOUTHCS B
iaTepBami 0 — 65535. Ilicmsa 3aBepmieHHS dYacy 3YNHHKH Tepemada
BIIHOBIIIOETHCS.

[lepeBaHTa)keHHS MoOXe OYTH BHKIIOYCHHM, SKIIO BBOAUTHCH
pe3epBYBaHHS MEPENyCKHOI 3/aTHOCTI Ha MiACTaBi ABIMKOBHX METOZIB.
Ilpn npomy KopucTyBauy pmonmatkamu QoS HagaeTbcs 4YacTHHA
HepenyckHol 3JaTHOCTI KaHally, iHIIA YacTWHA pPE3EPBYETHCS IHIIUM
KOpHCTYBayaM, IO 3JiHCHIOETHCS 32 PaXyHOK BUKOPHUCTAHHS JIOTTYHOTO
3’¢HAHHA. AJle e BiMOYBAeThcs Ha PIiBHI OONaTHAHHS, SKE BBOIUTH
NPIOPUTETH NEBHUM KOPUCTYBALbKUM JOJATKaM, HAIPHUKIAJ, TAKUM SK
BizeokoHpepeHis. TakuM 4YMHOM, BCe Mepexe OOJaqHaHHS, IO € B
KaHajl mepenadi, NOBUHHE MIATPUMYBATH L0 TEXHOJIOTiIO, ajie Lie He
3aB)KAU BUKOHYETBCS.

MoOunbHI MepeXi THIOBHM pIMICHHAM 3aBIAaHHSI TEepEBAaHTAXCHHS
BBaXKAEThCA PEKOH(QITypamis Mepexi. B crarri mpoBoAMTBCS aHai3
MO>KJIMBOCTI BiITBOPEHHS MEPEIyCKHOT 31aTHOCTI KOMIT FOTEpHOI Mepexi,
(¢opmyBaHHS Tpadiky B pPI3HHX YMOBaX MEpEKEBUX IiIKIOYCHB,
BU3HAYAETHCS KOHQIrypauis 3 MEHIIUM HaBaHTa)KCHHSIM,
BCTAHOBJIIOIOTHCS  BIHOIICHHS MDK TMamiHHIM Tpadiky Ta #Horo
BIJIHOBJICHHSIM 3aBJISIKU PE3epBYBaHHIO.

INocTanoBKka MpodaeMu

bynemo po3risgatd KOMI'IOTEpHY MEpEXy, BY3JIM SIKOT 37aTHi
o0pobmsaTi  iHQopMarito Ta OOMIHIOBATHCS JaHUMH, KpiM TOTO
JIO3BOJISIETHCST 3MiHA KOHQITypamii cucteMr. 3a crmocoOOM YIpaBIiHHS
Mepexa BiJIIOBIZae apXiTeKTypi «KIiEHT-CEPBEPY.

Mepeka Mae IEBHY TOIOJIOTIO, sIKa OMUCYETHCS 3BaxkeHHM rpadom G
= (V, E), B sixomy V — By3nu, uncio By3niB V(G) = N, a E — 3Baxeni nyru,
yucno ayr G(E) = M. Koxwiii ny3i rpady (i, j) craBUThCs y BiJNOBiIHICTH
gucno W > 0, sxe 3BeTses Baroro ayru (i, j), i = 1.N, j = 1..M. B pasi,
xom (i, J) ¢ G, wjj = oo

HInsix Bix By3na S 70 Bysia f mosxkuHoo | Ha3UBaKOTH BIOPSIIKOBAHY
HOCJ’Ii}IOBHiCTB (ES, ceesy Ef)| = (ES, Ei), ceesy (Ei+q: Ei+q+1), ceey (E|, Ef)

3Ba)KeHOIO TOBXKUHOIO NUIAXY Bif S 110 f Ha3uBarOTH YmcIIO

L(s, f) = ) Wi j - (1)
(J.i+1)e(Es ... Ex)

BBememMo MHOXHHY yCiX MPHIYCTUMHX HUIAXIB  Hg, TOMI
HAMKOPOTIINH HUIAX BU3HAYAETHCS BUPA3OM
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L = min > Wi j - )
(B E£)€Est (j, j+1)e(Eg, Ef)
CTaBUTBCS 3aBIAHHS BH3HAYHTH MOXKIUBICTH 0O BH3HAYCHHS
HAaMKOPOTIIOTO MHUIAXY B KOMIT'IOTEpHIH Mepeki B YMOBAax BIUIMBY
MPHUPOAHMX YU MITYYHUX NEepemKoa Ha cuctemy (1).

3agaya mapmpyru3amii. [lepegaua manux B Mepexi BinOyBaeThCs 3a
IpaBHJIaMH, IO PETJIAMEHTYIOTHCS 3aCTOCOBYBAHUMH IIPOTOKOJIAMH,
3Ti/IHO SIKUX BCTAHOBIIIOETHCS afipeca, po3Mip 1 CTPyKTypa Makery, 1o
nepeaBa€eThCsl, IIBUKICTh Mepeaadi JaHuXx.

Anpeca Moxe OyTH IHIMBIAYaJbHOI, KOJIM  IOBIJIOMIICHHS
MOCHJIA€ThCS TUIBKM OZHOMY arcHTY, TPYMOBOIO, KOJIM TOBiJOMJICHHS
PO3CUIIA€ThCS KOKHOMY areHTy B Tpymi, abo JesKiil MmiArpymi areHris.
Takuit cmoci6 anpecarii momiOHMIA 10 azapecainii B KOMIT IOTEPHUX
Mmepexax. [lepenaya nanux BinOyBaeThCs Bif agpecH HKEpena 10 aapech
npuiiMaya.

Skmo KUTBKiCTP BY3JTIB 3HA4YHA, TOAI BHHHUKAE HEOOXITHICTH
nepeaaBaté iH(OpMAIlI0 Yepe3 TPAH3UTHI BY3NIH. AJie TIPH IBOMY CTae
HEOOXIOHICTh TPOKIATAHHSA MapHIPyTy MIOAO 3a0e3NeYeHHS MiHIMyMy
yacy Ha JOCTaBKy iH(popMaIlii, o AOCATAETHCA MIHIMYMOM TpPaH3UTHHUX
By3JIiB a00 HasBHICTIO KaHAJliB 3 BUCOKOKO MPOIYCKHOIO 3JIaTHICTIO Ta
HAMIAHICTIO JIiHIA 3B’sA3Ky. 3pO3yMiNO, IO HEBEIHMKE 30LUIbIICHHS
KUTbKOCTI TPAH3UTHHX BY3JIB, 1[0 MAIOTh BEJIUKY MTPOIYCKHY 3aTHICTD, €
MEepeBAKHUM HAJ] MIHIMQJIBHOIO KUIBKICTIO BY3JIB 3 HEBEJIHMKOIO
MPOIYCKHOIO 3JaTHICTIO 3 TOYKM 30py Yacy mepenaui iHdopmarrii.
HapiiiHi kaHanmm 3B’SI3Ky XapaKTEPH3YIOTHCS MiHIMAJbHHMH BTPaTaMH
iH(popMallii, o MepeaaBaeThCs.

Yepes By30J1 MOKE MPOXOIUTH ACKITbKA MAMOTOKIB, X BIIPI3HAIOTH
3a a/IpecoM MYHKTY IpU3HAYEeHHS. 3pO3yMiJIo, 11100 BU3HAYUTH MapLIpyT,
akuii Om 3a0e3levnB pIBHUIA dYac IOTOKIB PIi3HOTO OOCATY MaHMUX,
HEOOXiTHO BPaxOBYBaTH IIBUIKICTh Tepenadi, SKy MaloTh OKpeMi JIiHii,
Ta HaJaBaTH MOXJIMBICTb ITPOBEJICHHS PO3NapaliestoBaHHs MiIIOTOKIB Ta
ix 30ipky. [TepexitoueHHs By3JIiB Uil Tiepeaadi miJIoTOKIB 3/1iHCHIOETHCS
MYJBTHIDIEKCYBAaHHSIM BUTBHMX KaHaliB. JlaHa 3amada cKiIamaeTeed y
BHU3HAYEHHI MapIIpyTy NPOXO/pKEHHS iH(popMmarii KiHIIEBOMY areHry.
Po3pi3HIOOTE cTaTH4HI Ta AMHAMidHI MapmpyTH. CTaTHIHUNA MapimipyT
3aJa€ThCsl OJIHOPa30BO 200 3a MEBHUM PO3KJIAJOM Ta HE 3MIHIOEThCS B
MeXax IIeBHOro d4acy. JluHaMmiyHi  MapmipyTH OOYHCIIOIOTHCS
BIJNIOBITHIUMH alNTOPUTMaMU B 3aJEKHOCTI BiJ] TOIOJIOTIi Ta CTaHY
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inpopmaniiHoi Mepexi. Jlo HHX BITHOCSATBCA aITOPUTMH TIOIITYKY
HAWKOPOTIIOI BificTaHi B mupuny, Jefikctpu, bennmana-®@opaa [9, 12].

Homyk B mmpuny. IIpoBoanutbes 00xix koxkHoi BepmmHu Vi € V
rpada G, 3amam’sATOBYEThCA KUIBKICTh mpoineHux ayr E; e E,
MinimansHa Bigcrans L(S, ) Mixk Toukamu S Ta f Bigmosinae HaiimeHImii
KIJIBKOCTI JIyT, 11O 3 €IHYIOTh BepuinHu S i f

L'(s, f)= min gEi 3)
(Es . Ef)eBst j=1

IIpuxnazn 3acTocyBaHHS aTOPUTMY HaBeAEHUH Ha puc.1.
2 3

Puc. 1. Komm’roTepHa Mepeska, 10 CKIaIaeThes 3 9 BY3IIiB.

Hatikopormmit MapmpyT mepenadi iHopMarii Mix BepmuHaMu 1-9
3a anroputMoM (2) BimmoBigHO 1Mo puc. 1 ckimamae L(1, 9)=3. Ouinkoro
OpOAYKTHBHOCTI rpada BucTymae yacoBa ckiaghicte O(+), 110
BHU3HAYAEThCA KIUIBKICTIO Omepariii 3a amroputMoM (2). 3a 1M
ANITOPUTMOM YCi BY3JIH Ta pedpa CKaHyIThCS OJHOPA30BO, TOMY 4acoBa
CKJIaJIHICTh BU3HAYAETHCA iX KiIbKicTIO, a came O(M+N).

Aaroputm JlefikeTpH € IpoLeaAyporo MOIIYKY HAHKOPOTIIIOTO IIUIIXY
Ha 3BaXEHOMY OpIEHTOBaHOMY Tpadi. ANTOPUTM BHKOPHUCTOBYETHCS
npotokonamu Mapmpytuzanii OSPF Tta IS-IS B IP-mepexax [13, 14].
Pebpa rpada maroth Bary o(i, j) Taky, mo
0, sxumio i = j, T06TO Ta cama BepIIMHA,
Wjj =qw>0, sxmo |i—j|<2 TobTO Cycimmi Bepumm, 4
00, SIKIIO 1HAKIIIE.

JoBkuHa NUIAXY Ha KOXHOMY KpoIii K Bil BepuIMHH S BHU3HAYAETHCSI
[IPaBUIIOM

Lic = minfL (), LOV) + wi] 4z V & G, L(5)=0. )

IIpaBuno (4) He mo3BOIte pobuTH mpoxoau mo ayram rpada G 3
BEJIMKOIO Barorw. TakuM YMHOM, MHOKMHA BepiiuH B rpadi G sBisie
cO0OF0 BIIOPSIKOBAHY ITOCIIJOBHICTD 3B’S3aHUX MK COOOIO BY3IIB, sKa
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MICTHTh HAHKOpPOTIIHNI MUIAX Bix Bepuman S 1o K. [leit nuisx mokasanuii
Ha pHUC. 2 CTPIIKaMH.

Puc. 2. Ctpykrypa 3BaskeHOTO Tpada.

B KOXHHH pO3paXyHKOBHI MOMEHT Yacy Ha MapupyTH3aTop |
MOCTyNa€e CyMapHHH MOTIK iH(pOpMalii, Mpu3HaueHUH AJIsl epenaBaHHs
KOXHOMY MapmpyTtusaropy J. Llei m0OTiK BH3Ha4ae TaGIHINO
MapuIpyTu3allii, 1Ky MoxxHa BuzHauutu matpureio P(t) poamiprocti NxN
3 HyJILOBOIO T'OJIOBHOIO J1IarOHAJLITIO

P() = 2qj(t), keK, (6)
i,j
ne K — MHOKMHa MOTOKIB iH(popMalii, sika 3B’si3aHa 3 BiANOBITHUMHU
IP-anpecamu, a c¢j — mpomyckHa 31atHicTe. Kowmmanis Cisco B
MaplIpyTU3aTopax BU3HA4Ya€e Baru Ayr 3a (opMyJIo
8
10
Wij =——, (7
cij(t)

OCKIJIbKY QJITOPUTM € iTepaliiHiM, TO YUCIIO iTepalliii BU3HAYAEThCS
KiJIbKiCcTIO BepiuH rpada, Tomy dacoBa ckiaanicts anropurmy O(N). B
MeXaxX KOXHOI iTepamii, BiIOyBa€TbCcs HOBE MPOXOMKCHHI 3
BpaxyBaHHsM HOBOT (j+1) Bepuruuu. [Ipu 11bOMY BEPIIMHU 3 HAHOLIBIIO
Barol0 BHBIUJIBHAIOTHCS, a JIOBKMHA MIIIXYy 3 HOBHMH BEpIIMHAMH
MOHOBIIIOETHCS, KpaIlWi pe3yiabTaT 3amam’saToByeThed. Lle Te x
OLIIHIOEThCA KUIBKICTIO BEPIIMH. 3arajbHa MPOJYKTUBHICTH aITOPUTMY
onintoetbes Bemmunaoro O(N?). Takum umnOM, anroput™ JleiikeTpn €
pecypcoeMHHM, aje 3aBJsSKH 3HAHHSIM TOIOJIOTIT Mepexi 1 HuIsiXy A0
noTpioHOT BEPILINHH, MapIIpyTHU3aTop 3aBXKAH 3HAaXOIUTh
aNbTepPHATHBHUN NUIIX MO TMOTPIOHOTO By37a MEpPEeXi y BHIAAKY
BUHHUKHEHHS IPOOJIeM y Oy/1b-SIKOMY BY3J1y BU3HAUEHOTO HIISXY.

PesepByBaHHsI MepemycKHOI 34aTHOCTI IIOBUHHO BpaxOBYBaTH
HaBaHTAXEHHS Mepexi. [l KOHTPOII0 MaplIpyTH3aToOp JIOTOBHIOETHCS
3ac00aMH BUMIPIOBaHHS HAaBaHTAXEHHs, SKi OyAyTh CTBOPIOBATH
aHaloriuHoO (6) MaTpuIr0 HaBaHTaxeHb X=|Xj|. Tomi amropurm 3
pe3epByBaHHAM TpadiKy Moxe OyTH 3aIucaHui K
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_ cij+A, SIKIITO cij<Xij,
aj= Cjj, SIKILO iHAKIIE,
8)

Ie A - 9acTka, o KOMIICHCYE TIepeBaHTaKCHHS.

Aaroputm Bennmana-®opaa. 3a cyrTio Lel aaroputM Harangye
nonepenuii ([etikctpn). Ha Bigminy Bix anroputmy J[leiikctpu nei
ITOPUTM HE BiJKHIA€ peOp 3 BEIMKOIO Barolo Ta iTepaliiiHo po3paxoBye
JOBXHHY YCI ILIAXH B rpadi, 3amam’sTOBYIOYM MIHIMaJIBHMH LUISAX,
BUKOPHCTOBYETHCS MPOTOKOJIOM Mapmpytu3anii RIP. KinekicTs iTepani,
AK 1 anroputMi JleHKkcTpr BU3HAYAEThCA KUTHKICTIO BEPIIHH, a KUIBKICTh
PO3paxyHKIiB B MeXaX iTepamii KUTBKICTIO pedp, TO JacoBa CKIAIHICThH
anroputMy ouiHteThes Bemnunto O(V-E). Pesynmbrar 11b0ro anroputmy
st Tpada puc.2 cmiBmamae 3 aaropurMmom Jeiikerpu. Ilpn ogHakoBuX
posmipax rpada amroputm JIeWKCTpH € MEHII pPecypcOEMHHM HiX
Bemmvana-®opna, a  3HauMTh  OiMBIN  IIBHAKWH.  3MEHIICHHS
PECYpCOEMHOCTI MOKHA JOCSTTH 3MEHIICHHSM KIJBKOCTI pedp, ToOTO
MEPEXO0I0M JI0 PO3PIIKEHOTO rpady.

3mina cTpykrypu cucremmu. Ilin pexondirypauieto indopmarniitnol
cucteMd OyneMo po3yMiTH 3MiHy OyJOBH CHUCTEMH, SIKA CTOCYETHCS
po3mipy uu ii Tomosorii. OcobmnuBicTiO pexoHirypaiii € nepedymosa
CTPYKTYPH Ta TOIOJIOTI] CUCTEMH 3 METOIO BHKJIIOUEHHS MEePEeBaHTAKEHb
Ta 300iB B po0OTI cucreMH. BBaxkaeTbcs, II0 Mepeka BHKOHYE CBOI
(hyHKIIT, TOKH MK By3JIaMU 3IIHCHIOEThCS 0OMiH iH(popmarii. [Tpukman
pexoHpirypoBaHoi cucteMn r{OKaz.aHI/Iﬁ Ha pI/IC.63.

Puc. 3. 3mina 6ynoBu iHQOpMAIIiiTHOT CHCTEMH B pe3yNIbTaTi BTpaTh
3B’SA3KY.
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TakuMm 4YHHOM, BHACIIZOK NEpEeBaHTAXCHb YW 300iB TOIOJOTISA
JIOKaJHHOI IIOBHO3B A3HOT MEPEKi 3MIHIOETHCS 10 «IIIHHI.

AHani3 pexoHgirypanii komnm’oTepHoi cucremu. BimnosigHo m0
3araJibHOTO YSBJICHHS PO KOMII I0TepHY Mepexy (1) BoHa € cuctemoro 3
00MEXEHOI0 KIJBKICTIO MOMJIHMBUX CTaHIB. Tomy Ii MOBENiHKY MOXHa
MPOMOJIEIIIOBATH 33 JIONIOMOTOI0 MaTeMaTHYHOTO arapary aHalizy
MapKiBCbKHX JIAHIIOTIB.

Bynemo BBakaTH, 110 B mporieci poOOTH KOMI'IOTEpHA Mepexka, siKa
CKIIQMAa€ThCA 3 KIHIEBOI MHOXHHH ejdeMeHTiB N, OOMIHIOETBCS
iHpopMaliero Mk BciMa enemeHTamu 3a nporokonamu OSPF a6o RIP,
IO BIJANOBIIa€ yMOBaM HOPMAJBHOTO (DYHKI[IOHYBaHHS CHCTEMHU.
[NouaTtkoBuii cTaH Mepexi NO3HaYMMO S;. SIKmO 3a SKUMHCH HE
BUIAJKOBUMH TPUYMHAMH MOYWHAIOTH BHUXOAWTH 3 JAAy EJIEMEHTH
Mepexi 9 MOXKe MpomamaTh OOMiH iH(opMmaliero, TO BimOyBaeThcs
Mepexif CHCTEMHU [0 IHIIOro cTaHy. bynemMo BBaxaTH, IIO €IEMEHTH
CHCTEMH HE IIEPEBaHTaXYyIOThCS OJHOYAaCHO, a MO OJHOMY, TOMY
3IIHCHIOIOThCSA TIOCIHIOBHI MEePEeXOau 31 CTaHy S; y CTaHH Sy, Sg, ..., S
Yepe3 MeBHI iHTepBaIHM 4dacy Af, i o3Hadae Homep craHy. IlocninoBHuit
Habip CTaHIB KOMIT'FOTEPHOI MEpexi Ta MepexoiB MK HHUMH YTBOPIOE
nanior Mapkosa. OCKUIBKH JIAHIIOT TIOCITITOBHUN, TO (YHKIIOHYBaHHS
CHCTEMH MOXKHa IOJAaTH y BHUIVIAI CXEMH «3arv0elb-pO3MHOXKEHH
[15].

Hexaii komm’ioTepHa Mepexa CKJIQJAETbCsl 3 N BY3JiB, TOMY
BIJIMIOBIZTHO IO MIJXOJY 32 CXEMOK «3aru0esb-pPO3MHOKEHHS» BBEIECMO
cranun S;, i=l.n+l, me S; — cram Mepexi, MmO BiANOBigaE
(hYHKIIOHYBaHHIO BCiX BY3JiB 0O€3 IepeBaHTa)XCHb. 3a YMOBH BILUIHBY
30BHIIIHIX 1 BHYTPIIIHIX ()aKTOPIB MOTIPIIYETHCS TMEPENyCKHA 3AaTHICTh
KaHaliB B Mepexi 3 QikcoBaHow iHTeHcuBHIicTIO A. [lpu 1pOMY
3IIMCHIOETBCS TEpexifi B CTaHW, KOJIM BY3JM IOCTYNOBO BTPavaiOTh
MaKeTH, TOCIiI0BHO OJWH 3a APYruM. TakuM YHHOM, 3/iHCHIOETBHCS
TepexiJ B CTaH Sy, KOJH HE Tparroe | By30l, Ta Tak Jaii, a BiAMOBIIHO
Sn+q — KOMIT'IOTEPHA Mepexa TepecTana BUKOHYBATH 3aBJAaHHA Y 3B 53Ky
3 BUXOJ0OM 3 Jiaxy (N — ()-By3iiB. CHCTeMa TaKOK MOXe BXXKHBATH 3aXO0[1
MO0 HApOIIyBaHHA TMEPEMyCKHOI 3HaTHOCTI, MO0 BimOyBaeThcs 3
iHTeHCcHBHIicTIO [ > A. [Ipn 1poMy 3 IHTEHCHBHICTIO |l BifiOYBaroThCS
MOCJTITOBHI TIEPEXO/IH 31 CTaHIB S; y CTaHu Sij. 3HaiaeMO WMOBIPHOCTI P
3HAXOJDKEHHSI KOMIT IOTEPHOT MEpexXi B KOXKHOMY 3 KiHIIEBUX CTaHIB S Ta
npoaHamizyeMo ix. MMOBIpHOCTI 3HAXOMKeHHs cHcTeMH Y (iHAIbHHX
CTaHax 3Haxo/sThes 3a popmynamu [15]

155



k4l - k=l
pi = po K1, i#0, po=|1+ 2%
[k =L
k=1 k=1

(9)

PosrmsiHemo 1mio 3amagy mig Bumaaky h =5, A = 0,5, uy = 0,8, pwp=1,6,

Hs=2,4. Pesymbratu po3paxyHKy 3a Gopmymnamu (9) HaBemeHi Ha puc.4.

AHami3 pHCYHKY MOKa3zye, IIO 4YMM OUIbIIE [I, THM Kpalle CHCTeMa

CIPAaBIIETHCS C TTAKETaMH, OTbIIIe HIMOBIPHICTH 3HAXOKECHHS 11 y CTaHi 3

MiHIMQJILHIMU 3aTPUMKaMH1 Ta MEHIIIE HMOBIPHICTh 3HAXO/PKEHHS Y CTaHi
3 HAHOUTBIIUMHU 3aTPUMKAMH.

Puc. 4. Jlerpaaaitist KoM roTepHOT MepeKi B yMOBaxX iIHTEHCHBHUX
HaBaHTAXKEHb.
Sk BHIHO 3 PUCYHKY, sIKIo W > (2.5) A, To cuctema crae OuIbII
CTIHKOIO JI0 HABAHTAXKEHb PI3HUX THIIIB.

BucnoBkn. Ha migcraBi mpoBeaeHOro aHami3y MPOTOKONIB Ta
ANTOPUTMIB ~ MapIIPyTH3amii  BCTAHOBIECHO, MO  c(EeKTUBHICTH
KOMIT FOTEPHOI MepeXi BH3HAYAETHCS MOXKIHMBICTIO ii ()YHKIIOHYBaHHS B
YMOBax NEpeBaHTAXEHb Ta 3001B, IO € HACIiKOM HaJTHIIKOBOL
Oydpepmzanii cuctemun. OmHUM 3 eQPEKTHBHHX CIOCOOIB 3MEHIICHHS
BIUIMBY II€PEBaHTA)XEHb HAa MEPEKY € pe3epBYBaHHS IEpPenyCKHOT
3JaTHOCT] KaHaJIB Ta KOMIIEHCAI[s i1 YaCTKM B KaHaJIaX, SIKi ITiJJaf0ThCs
HaWOUTBIIIOMY BIUTUBY. BilMOBiAHO 10 TMPOBEIEHOrO aHai3y Mepexi 3a
CXEMOI0  «3aru0esib-pO3MHOXKEHHS» BCTAHOBJIEHA, IO i CHUCTeMa
(yHKIIOHYE, SKIO BiJHOIIEHHS I1HTEHCHBHOCTI IEPEBAaHTAXXEHb [0
IHTEHCUBHOCTI TPHUPOCTY TMEPEmyCKHOI 3JaTHOCTI HE IIE€PEBHUIIYE
3HauenHs 0,2...0,5.
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opmanpmi nmocmimkeHHS (YHKIIOHYBAaHHS KOMIT FOTEPHOT Mepexi
TUTAHY€ETHCS 30CEPEANTH Ha aHaNi31 11 TMHAMIYHUX BIIACTHBOCTEH.
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Introduction

Sources of information have a substantial influence on people. The
last several years show that mass media sources can be used efficiently
for propagating misinformation. Furthermore, social experiments show
that people often believe in the unconfirmed news and disseminate them.
For example, in [1] the authors present a review of known false beliefs
and misinformation in American society. In [2] the author describes his
experiments. He examined belief in political rumors surrounding the
health care reforms enacted by Congress in 2010. Depending on the
details presented, 17-20% of the respondents believed in them, and 24-
35% of the recipients did not have a specific opinion, and 45-58% of the
respondents rejected the rumors.

Consequently, investigating processes in the information space is a
topical issue. The problems of high significance are processing
information streams, identifying trends and anomalies, and detecting
critical and meaningful events in real-time mode.

Let us define the information operation [3-4]. The information
operation (10) is the complex of informational events (news on the
Internet and media, comments on social networks, forums, etc.), aimed to
change the public opinion about a particular object (person, organization,
institution, country, etc.). Most of 10 have the typical structure (Fig. 1). If
the presented 10 has the following phases: «background publications» —
«calmy — «preparatory bombardment» — «calm» — «attack», then by the
first three phases it is possible to predict future events with high
probability.
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Fig. 1. Information Operation Roadmap.

To illustrate techniques and approaches presented in the article we use
the “Brexit” topic. As you may know, a referendum was held on
Thursday 23 June 2016, to decide whether the UK should leave or remain
in the European Union. Leave won by 51.9% to 48.1%. Naturally, this
event is connected with many informational processes on the Internet.
Brexit is currently a topical issue that is widely researched by the
scientific community [5].

Nonlinear Dynamics Methods for Analyzing Informational
Streams

When investigating thematic information streams, we consider how
the number of publications changes over time. A content monitoring
system provides time series data for a particular topic. In this case, time
series is a sequence of numbers of publications dedicated to the topic per
day during a specific time. For example, we gathered the time series for
the “Brexit” topic (Fig. 2).

To deal with time series data, we use wavelet-analysis [6]. A wavelet
is a function that is well localized in time. In practice, we often use the
Mexican Hat wavelet:

w(t) = C(l—tz)exp{%},

and the Morlet wavelet:
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w(t) :exp{ikt—%}.

The essence of the wavelet-transform is to identify regions of the time
series which are similar to the wavelet.

12000

number of pul

b ———
15.02 11.03 05.04 30.04 25.05 19.06 14.07 08.08 02.09 27.09 2210 16.11 112
dates (2016)

Fig. 2. The Number of Publications on “Brexit” during 2016.

To explore different parts of the original signal with various degrees
of detail the wavelet is transformed by stretching/squeezing and moving
along the time axis. Therefore, the continuous wavelet-transform has the
location parameter (I) and the scale parameter (s). By definition, the

continuous wavelet transform of the function X LZ(R) is:

W(s,I) = ﬁ Tx(t)x//*[%jdt,

where Ise R, s#0; l//* is complex conjugate of y, the values

{W(s,1)} is called the coefficients of the wavelet transform or the
wavelet-coefficients. The wavelet-coefficients are visualized in the plot
with a locations axis and a scale axis.

The reason to use the Mexican hat wavelet and the Morlet wavelet is a
possibility to detect spikes in time series. The wavelet-coefficients for the
“Brexit” time series are shown in Fig. 3 (Mexican hat) and 4 (Morlet). In
both cases, the spike in the time series on the second half of June is
highlighted strongly. One can also notice smaller spikes in the second part
of time series.
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Fig. 3. The Wavelet-coefficients for the “Brexit” Time Series Using the
Mexican Hat Wavelet.
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Fig. 4. The Wavelet-coefficients for the “Brexit” Time Series Using the
Morlet Wavelet.
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A wavelet must meet the mathematical requirements to be used in the
continuous wavelet-transform. Generally, we can explore the correlation
of the time series with a pattern of our choice. For example, if we aim to
detect the 10, we can use the pattern shown in Fig. 5. The shape of the
pattern matches stages of the 10. Now we use the number of points in the
pattern instead of the scale.

A pattern can be moving along the time axis in the same way as a
wavelet. To calculate each wavelet-coefficient we use the entire time
series, but in this case, we need k points of the series and a pattern with k
points to calculate the correlation coefficient by the formula:

K

> (xt+i) = ()N~ (s))

Cll,k) = ——=L k

Ji(xmi>—<x>)22<s<i>—<s>)2 |

i=1 i=1

To visualize the results we make the similar plot as for the wavelet-
coefficients (Fig. 6). When applying this method, the small spikes in the
second part of the time series are highlighted more noticeably.
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Fig. 6. Correlation Coefficients for the “Brexit” Time Series and the
Pattern shown in Fig.4.

Another approach to analyzing time series is the AL-method. The AL-
method is based on the DFA (Detrended Fluctuation Analysis) method
[7]. The essence of the approach is to determine and visualize the absolute
deviation of the accumulated time series from the corresponding values of
linear approximation.

First, let us fix a length of a segment s. We split up the time series into

overlapping segments. For the point X, we choose the segment with the
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length s and the center at the point t (or at the point t-1 if s is even). For
each segment fit the points in it with a linear function. Denote the value of

local approximation at the point t by L, . Next, calculate the absolute
deviation of X, from the approximation line, as follows
A s =1 X — L, ¢ | According to the method we calculate values A

forall 1=1...,T and S =1,...,[T/4]. Finally, we calculate standard
deviations:

14 2 14 2
E(l,s)= EZ|Xt —Lysl® = ngt,j,s .
t=1 t=1

Coefficients E(l,S) are plotted in the same way as wavelet-

coefficients. We apply the AL-method to the Brexit time series and
present the results in Fig. 7.
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Fig. 7. Coefficients Obtained by the AL-method for the “Brexit” Time
Series.

The continuous wavelet-transform, the correlation with a pattern, and
the AL method help to identify spikes, edges, periodicity, and local
features of the time series. Plots or scalograms obtained by these methods
are used to visualize special features of time series.

Computational Linguistics Methods for Analyzing Informational
Streams

In the previous section, we discuss the methods from nonlinear
dynamics for analyzing the time series associated with the information
stream. In that case, we use only numbers of publications dedicated to a
particular topic. In this section, we are going to introduce some
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techniques of computational linguistics to extract useful information from
the text of the publications.

Many publications and messages on social networks have strong
sentiment. When analyzing the information stream, it is useful to
determine the attitude of the text. Therefore, we apply methods of
sentiment analysis. In the simple case, we classify whether a publication
is positive, negative or neutral, using lists of words commonly associated
with having a specific sentiment.

The second useful task is to select significant words from the text. For
the task to be done, one can apply widely accepted TFIDF score. To
calculate TFIDF scores, a text consisting of N words is divided into equal
parts of M words. Then for each i-th word in the text TF(i) is the
frequency of the word in the document, and DF(i) is the frequency of
parts in which the word occurs. The TFIDF score for each word is
calculated as following:

. . N
TFIDHiI) =TF(®i) log| ——— |
i) = TF() g(M -DF(|))
Another estimate of word significance is a standard deviation estimate
[8]. Let us numerate all words in the text from 1 to N. Denote by A, (n)

layout of a certain word A, where k is the number of occurrence of this
word in the text, and n is a position of this word in the text. The distance
between occurrences of the word A is

AA = A ,(m)—A (n)=m-—n, where m and n are the positions of
the k +1- th and k -th occurrences of the word A in the text, respectively.
Denote be AA the vector AA,AA,,...,AA . The standard deviation
estimate is:

(aA7) - (aA)?

(o2 =

A AA

Using the TFIDF score or the standard deviation estimate, one can
match each word in the text with a numerical value or weight. The next
step might be to transform these pairs into a horizontal visibility graph
[9]. The horizontal visibility graph (HVG) allows constructing the
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keyword network. Such network leads to detecting primary and secondary
essential words for understanding the text and significant collocations.

The process of constructing the language network using HVG consists
of two stages. At the first step, the traditional HVG is constructed. At the
second step, all the nodes corresponding to a single word are combined
into a single node and the connections of these nodes are also combined.
It was proved that the largest-degree nodes reflect the meaning of the text;
thus, these nodes are of informational significance. The keywords can be
used to identify subtopics connected with the main topic of interest.
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Fig. 1. Keywords for the “Brex1t” Topic.

Decomposition of Information Operations Topics and Their
Rating Calculation

In publications [10-12] it is shown that 10 belong to weakly-structured
domains. In order to deal with such domains, decision support systems
(DSS) are used [13]. DSS produce recommendations for a decision
maker. To do this, they are modeling weakly structured subject domains
in their knowledge base (KB).

As part of the “goal hierarchy graph” model, a hierarchy of goals, or
KB, represented in the form of an oriented network-type graph (an
example for the Brexit is shown in Fig. 8), is built by experts. Nodes
(vertices) of the graph represent goals or KB objects. Edges reflect the
impact of one set of goals on achievement of other goals: they connect
sub-goals to their immediate “ancestors” in the graph (super-goals). Goals
can be quantitative and qualitative.

166



Brexit

1) Social factors of 2) Economic factors 3 F‘ania\ loss of sovereignty
Brexit of Brexit of UK

10) Expansion of foreign| 8) EU standards versus || 9) EU laws versus UK

4) Immigration and refugees| (5] Unemployment (6] Additional taxes| [7) Sales quota AT UK standards i

Fig. 8. Structure of Goals Hierarchy of KB for Brexit

For building of the goal hierarchy the method of hierarchic target-
oriented evaluation of alternatives is used [13]: a hierarchy of goals is
built; then the respective partial impact coefficients are set, and the
relative efficiency of projects is calculated. First, the main goal of the
problem solution is formulated, as well as potential options of its
achievement (projects) that are to be estimated at further steps. After that
a two-phase procedure of goal hierarchy graph construction takes place:
“top-to-bottom” and “bottom-to-top” [13]. “Top-to-bottom™ phase
envisions step-by-step decomposition of every goal into sub-goals or
projects, that influence the achievement of the given goal. The main goal
is to be decomposed into more specific components — sub-goals that
influence it. Then these lower-level goals are further decomposed into
even more specific sub-components that are, in their turn, also
decomposed. When a goal is decomposed, the list of its sub-goals may
include (beside just-formulated ones) goals (already present in the
hierarchy) that were formulated in the process of decomposition of other
goals. Decomposition process stops, when the sets of sub-goals, that
influence higher-level goals, include already decomposed goals and
decision variants being evaluated. Thus, when decomposition process is
finished, there are no goals left unclear. “Bottom-to-top” phase envisions
the definition of all upper-level goals (super-goals, “ancestors”) for each
sub-goal or project (i.e., the goals this project influences).

As it has been mentioned, the experts build a hierarchy of goals that is
represented by an oriented network-type graph (Fig. 8). Its nodes are
marked by goal formulations. Presence of an edge, connecting one node
(goal) to the other indicates the impact of one goal upon achievement of
the other one. As a result of the above-mentioned process of goal
hierarchy building, we get a graph that is unilaterally connected, because
from each node there is a way to the node, marking the main goal. Each
goal is assigned an indicator of achievement level, form 0 to 1. This
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indicator equals O if there is absolutely no progress in achievement of the
goal, while if the goal is completely achieved it equals 1. Impact of one
goal upon the other can be positive or negative. Its degree is reflected by
the respective value — a partial impact coefficient (PIC). In the method of
target-oriented dynamic evaluation of alternatives (MTDEA) the delay of
impact is also taken into consideration [13]. In case of projects their
implementation time is taken into account as well. PIC are defined by
experts, and, in order to improve the credibility of expert estimation
process, pair-wise comparison-based methods are used.

Application of the approach and the methodology set forth in [10-11],
calls for availability of a group of experts. Work of experts is rather costly
and requires considerable time. So, reduction of expert information usage
during building of DSS knowledge base (KB) in the process of 10
detection represents a relevant issue.

The essence of the methodology of DSS KB building during 10
detection [14-15] is as follows:

1) Group expert examination is conducted in order to define and
decompose the goals of the informational operation. Thus, the 10 is
decomposed as a weakly structured system. For this purpose, the means
of the system for distributed collection and processing of expert
information (SDCPEI) are used.

2) Using the DSS, the respective KB is built, based on the results
of the expert examinations conducted by SDCPEI as well as on available
objective information.

3) Analysis of dynamics of thematic information flow is
performed by means of content-monitoring system (CMS). PIC are enter
into the KB of DSS.

4) Recommendations of the decision-maker are calculated by
means of the DSS, based on the KB already built.

The methodology is illustrated by the example of Brexit.

The system “Consensus-2”, intended for evaluation of alternatives by
a group of territorially distributed experts, was used as SDEICP for group
decomposition. The system represents an upgraded version of
“Consensus” system [16].

Based on interpretation of the data base, formed in SDCPEI
“Consensus-2”, the knowledge engineer created the respective KB of
“Solon-3” DSS [17]. The structure of goal hierarchy of this KB is
provided on Fig. 8.

After that, by means of InfoStream CMS [18] the analysis of
dynamics of thematic information flow was conducted. For this purpose,
in accordance to each component of the 10, queries were formulated in
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the specialized language. Based on these queries, dynamics analysis of
publications on the target topic was performed. During formulation of
queries in accordance to the goal hierarchy structure (Fig. 8), the
following rules were used:

1) when moving from top to bottom, respective queries of lower-
level components of the 10 were supplemented by queries of higher-level
components (using “&” symbol), for clarification;

2) in cases of abstract, non-specific character of 10 components,
movement from bottom to top took place, while the respective queries
were supplemented by queries of lower-level components (using "|"
symbol);

3) in cases of specific 10 components, the query was made
unique.

Based on the results of fulfillment of queries to InfoStream system,
particularly, on the number of documents retrieved, respective PICs were
calculated for each of them. PICs were calculated under assumption that
the degree of impact of 10 component was proportional to the quantity of
the respective documents retrieved. Obtained PIC values were input into
the KB. Thus, we managed to refrain from addressing the experts for
evaluation of impact degrees of 10 components.

The structure of goals hierarchy of KB for the Brexit is shown in Fig.
8. Based on the KB, the “Solon-3” DSS provided recommendations. The
following rating has been obtained for the information impact of the
publications: "Immigration and refugees” (0.364), "EU standards versus
UK standards™ (0.177), "EU laws versus UK laws" (0.143), "Expansion of
foreign trade relations™ (0.109), "Additional taxes" (0.084), "Sales quota”
(0.08), "Unemployment™ (0.043).

Use Case Diagram of a Concept of the Information-Analytical
System for the Detection of Information Operations

Shown in Fig. 9 is the use case diagram of a concept of the
information-analytical system for 10 detection. The information-
analytical system is an implementation of described above methods via
system integration of DSS, CMS, SDCPEI and expert estimation system
(EES). Our concept of the information-analytical system has following
actors:

e  Expert is a specialist who is invited or hired to provide a
qualified opinion, judgment or estimation on some issues.

e Knowledge engineer is a specialist who constructs the
knowledge base and provides recommendations with the help of the
decision-making support toolkit.
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e DSS is a system that provides recommendations based on the
data from its knowledge base (both objective and expert data).

e CMS is a system that collects information from websites
automatically in real time. In addition, CMS performs structuring,
grouping by semantic features, thematic selecting, providing access to
information databases in search mode, and analyzing the dynamics of
thematic information streams.

e SDCPEI is a system for remote group work of experts in the
global network.

e EES is a complex of software tools for expert estimation. EES
must adapt flexibly to the level of experts and allow getting full and exact
knowledge from them. “Level” (“Riven”) system [19] is an example of
EES.

Use Cases:

e Building a knowledge base. The knowledge engineer builds a
knowledge base of DSS for modeling of the weakly structured domain
and producing the recommendations. In this process, both objective and
expert information can be used.

e Group decomposition. Expects take part in the group
decomposition. According to the target of the 10, the knowledge engineer
forms a group of experts who are specialist in the field. The process of
group decomposition is to be carried by dialogue with the experts of the
group to decompose (or to divide) the target to the subparts. At each stage
of the decomposition, experts are asked to formulate a set of goals (they
may choose from the existing ones or formulate their own). These goals
must directly affect the target. Further, the decomposition of the next
goals is performed similarly. The decomposition process comes up to the
end when we obtain the specific components of the 10. These
components must have precise formulations that we will use as the
queries for the content monitoring system.

e  Group expert estimation. The process can be initiated by the
knowledge engineer after the group decomposition process. During this
process, the knowledge engineer identifies the type of the sub-target
influences (qualitative or quantitative, positive or negative), as well as
their degrees.

e  Objective Information Entering to the Knowledge Base. The
knowledge engineer enters the objective information (content-monitoring
results) to the knowledge base.

e Analyzing of the dynamics of the thematic information
stream. The process is initiated by the knowledge engineer. During this
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process, CMS performs the search queries. The found publications are
used to study the dynamics of number of publications on target topics.

e Calculation of recommendations. The process is aimed to
calculate the relative efficiency of each component of the 10 (information
throw-in). The relative efficiency means the contribution of the
component to achieving the target. The calculation is based on data from
the knowledge base. In addition, we evaluate the aggregated estimation of
the effectiveness of the components. Dynamics of the process is taking
into account. Based on the past data is possible to change the quantitative
values of the target.

The concept integrates all components presented above.
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Fig. 9. Use Case Diagram of the Concept of Information-analytical
System for Information Operations Detection

Conclusions

In order to detect 10, it is necessary to involve a complex of analytical
techniques. The complex includes methods of nonlinear dynamics and
computer linguistics.
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The wavelet transform and its modifications are applied to detect
periodicity, peaks, spikes, and behavioral patterns in the dynamics of the
number of thematic publications.

To extract meaningful and significant words from the text of
publications we use the TFIDF score, the standard deviation estimate, and
horizontal visibility graphs.

Applying decision-making support methods, we provide the
decomposition of the topics of the 10 and assess rating of the
effectiveness of these topics.

It is proposed a concept of a new information-analytical system for
detection of 10 through integration of a decision support system, a
content-monitoring system, a system for distributed expert information
collection and processing and an expert estimation system.

This paper is prepared as part of project #F73/23558 “Development of
Decision-making Support Methods and Means for Detection of
Information Operations”. The project won the contest #F73 for grant
support of scientific research projects held by The State Fund for
Fundamental Research of Ukraine and Belarusian Republican Foundation
for Fundamental Research.
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eopuszoumanvHoi euoumocmu (Horizontal Viability Graph —
HVG) 6 ungpopmayuonnoii ananumuke, npu opmuposaruu
MoOenu — npeomemHoOU — obnacmu,  COOMEEMCMmEYyuell
CReYUAIbHOMY 3anpocy K NOUCKOBOU cucmeme, a MaKice npu
ROCMPOeHUU cemu ces3ell UHPOPMAYUOHHBIX UCHOYHUKOS,
OMPANCAOWUX 0OUYIO MmEMY.

Beenenne

B Hacrosimiee BpeMs B €CTECTBEHHBIX HayKaX M TEXHOJOTHIX
MOJMYYWSIM  IIMPOKOE  PACHpPOCTPaHEHHE  METOABl  HCCIICHOBaHUA
BPEMEHHBIX PSJIOB, B OCHOBE KOTOPOT'O JISKUT MX MPeoOpa3oBaHue B rpad
(cmoxHyto cetb). [Ipu TakoM 0TOOPaKCHUU OOBEIMHSIOTCS JBE Pa3BUTHIC
obylacT MCCIeOBaHUH — HEJMHEHHBIE METOABl aHAIN3a BPEMEHHBIX
PSIOB M METO/BI TEOPUH CIOXKHBIX cereil. IlosBisieTcss BOZMOXKHOCTh
MPUMEHHUTDH Pa3BUTHIE METObl aHAU3a CIOXKHBIX ceTe [1, 2] k aHanuzy
BPEMEHHBIX PsI0B. IIpe/ioskeHo HECKOJIBKO METOJIOB ITOCTPOCHUSI CeTei
Ha OCHOBE BPEMCHHBIX PSIIOB [3, 4], B YaCTHOCTH, TaK Ha3bIBAeMBbIH Tpad
ropusonranbHo# Bunumoctu (Horizontal Visibility Graph — HVG) [5, 6].

ANTOpUTM TOCTPOEHHs TrpadOoB BUAUMOCTH IO BPEMEHHOMY psy
npowuoctpupoBaH Ha Puc. 1. IIpu noctpoeHun rpada ropu3oHTaIBHOI
BUAMMOCTH Ha TOPU3OHTAIBHOW OCH (OCh BPEMEHH) OTMEYAIOTCSl TOUKH,
COOTBETCTBYIOIINE WHAEKCY MOMEHTY BpeMEeHH [, OT KOTOPBIX B
MEepHEHIANKYIIPHOM HANpPaBICHUH CTPOSTCS OTPE3KH BBICOTOW, PaBHOM
3HAYCHWsIM psijia B 9TuX Toukax — X(t). V3mamu rpada ropu3oHTanbHOM
BUAMMOCTU SIBJIIFOTCS BHEIIHHME BEPIIMHBI IOCTPOECHHBIX OTPE3KOB.
Ces3p Mexay BepmmHamMu B HVG cumraercs cymiecTByroUIeH, eciau
TOpPHU30HTalIbHAsl IpsAMasi, IPOBEICHHAs U3 OJJHOU M3 BEPIIMH NEPECEKaeT
OTPE30K JIpyroi BepIIWHBI, HE INepeceKas HU OJHOTO W3 MOCTPOSHHBIX
OTpPE3KOB, HAXOSIIUXCSI MKy HUIMH. DTOT I'€OMETPUYECKHI KpUTEpUit
MOXHO 3aIlicaTh CIEAYIONMM 00pa3oM: /Ba y3ia (dJIeMeHTa psija),
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Harpumep, ty ¥ t, coemuHeHs! CBs3BI0, eciu (cM. puc. 2) , X(tm), X(t,) >
X(tp) s Beex p:n<p <m.

Pabora mocsamena npuMeHeHHI0 KoHmemnmuu Horizontal Viability
Graph x nByM oOmacTsiM HH(OPMAIIMOHHON aHAIUTHUKH — ITOCTPOCHHIO
MOJENel NpeAMEeTHBIX obJlacTell W3 KIIOYEBBIX CIIOB, OTPAXKAIOLINX
HanOosee BaXKHBIC OHATHI B TEMAaTHYCCKUX HHOOPMAIMOHHBIX IOTOKAX,
a TaKKe MOCTPOCHUIO CETH CBSI3el HCTOYHUKOB MH(OPMALIIH.
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Pucynox 1 — IIpumep nocrpoenust rpada ropH30HTAIEHON BUANMOCTH

CeTb U3 KJII04YeBBIX CJ10B — MO/ieJIb NIPeAMETHON 00.1acTH

V3BeCTHO HECKONBKO MOAXOJOB K IIOCTPOSCHHIO TaK HA3bIBAEMBIX
cereii cioB (Language Network) u3 TekcTOB U CIIOCOOOB MHTEPITPETAIHH
y3JI0B U cBsi3eil. Harpumep, y3ibl MOTYT OBITh COEIMHEHBI MEXKAY COOOH,
€CJIN COOTBETCTBYIOIIME MM CJIOBA CTOAT PAJOM B TEKCTe, IPUHAJIEKAT
OJTHOMY MPEIIOKEHUIO WM ad3ally, COCIMHEHbI CHHTAKCHYECKH WIIH
cemantuuecku [7, 8]. B [9] Obu1 mpeminokeH MeTo] MOCTPOCHUS CETH
CJIOB ITyTeM aHajM3a TEKCTOBBIX KOPITyCOB C TNpHMEHEHHeM Tpados
BUJAMMOCTH.

ITouckoBas cucrema BbIAAET MO TEMAaTHYECKOMY 3aIIPOCY JOKYMEHTHI,
B KQXK/IOM U3 KOTOPBIX BbIJIENIEHbl M KIIFOUEBBIX CJIOB, PAHXKUPOBAaHHBIX B
MOPSiIKE BaXXHOCTH, HPHUYEM DAHT OMPEACISIETCS BECOBBIM 3HAYCHHEM
KIIFOYEBOTO CJIOBA, HAIIPUMEP, €r0 OTHOCUTEIbHAS 9acTOTa B JTOKYMEHTE
(cmoBa M3 crom-cioBapsi, eCTeCTBeHHO, He yuurthiBarotrcs), TFIDF (TF —
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yacTtoTa cioBa B JokyMmeHte, IDF — Benmumna, oOpaTHas KOJIHYECTBY
JOKyMEHTOB M3 MacCHBa, B KOTOPOM BCTPETHJICS JAaHHBIH TEPMHUH) U €r0
MoauduKanuu. PaccMOTpuM IOCIEIOBATENbHOCTh BECOBBIX 3HAYCHMI
KITIOYEBBIX CJIOB M3 JOKYMEHTOB II0 HEKOTOPOH Y3KOH TeMaTHke,
OTIPEETIEMBIX, HAPHMEp, 3alPOCOM, CIEAYIOIIUX IPYr 3a IPYroM B
NOpSOKE UX TOSBICHHS B HHPOPMAIMOHHOM IIOTOKE (BpPEMEHH
nyonukanmu). Ha Puc. 2 mnpeacraBneHa 1iernoyka JOKYMEHTOB |
XapaKTepU3yIOIUX MX KIYEBBIX CJIOB M HX «BHIUMOCTb CIIpaBa
HaneBo». Ilpenmomaraercs, 4To NepBBI MO BPEMEHH JOKYMEHT B
nHdopmanmonHom mnoroke — Dj, 3a mum cunenyror Dy, D3 u 1.1 B
mpefenax OJHOTO JOKYMEHTa BBHUIY pPaHKUPOBAHHOCTH IO BeCy
coceHHE KIJIIOYEBBIE CJIOBAa CBS3BIBAIOTCS IPYr C JpYyroMm (cmpaBa
HaJeBO), W JIMIIb JHIUPYIOIIHE I10 BECy KIIOYEBHIC CIIOBA MOTYT
CBSI3BIBATBCS €  KIIOUCBBIMH CJIOBAaMH JPYIHMX JOKYMEHTOB (HE
00513aTeIbHO C CAaMUMHU OOJIBIIUMH BECOBBIMH 3HAYCHUSIMH).

Crenyer OTMETHTh, YTO OJHO M TO K€ KIIOYEBOE CIOBO MOJXKET
NPUCYTCTBOBaTh B pa3HBIX JOKYMEHTaX M HMEThb B HHUX pPa3iIHYHbIC
BeCOBBIC 3HaueHMs. [Ipn 3TOM OHO M TO k€ KIIFOUEBOE CJIIOBO B KaXKIAOM
JIOKYMEHTE MOXET «BHJICTh» Pa3IMUHbIC KIIOUEBBIE CIIOBA, T.€. BBIXOJHAS
CTENIEHb €ro Kak y3ja rpada TOpPH30HTAILHONH BHIUMOCTH MOXET
npeBbimath 1. CBA3b MEXAYy HEKOTOPBIMH JIMIUPYIOIUMH IO BeCy
KIIOYEBBIMM  CJIOBAaMH M3  DPA3IM4HBIX  JIOKYMEHTOB  MOJXKET
acCOLMMPOBATHCS € «KIIyooMm Oorateix» [10, 11], heHomeHy, nprcymEeMy
OonpmMHCTBY ceTei si3bika [12]. TpaAWIMOHHO CBSI3M B CETAX SI3BIKA
CTPOSATCA IIyTE€M COCIMHEHUS] TeX Y3J0B (KIIOYEBBIX CIIOB), KOTOpPBIE
COOTBETCTBYIOT OJHOMY (parMeHTy TeKCTa (IOKyMEeHTy, ad3amy WIu
MPE/I0KEHHIO0), T.€. B pacCMaTpUBAaeMOM IIPUMEPE CTETICHb KaXKJ0r0 M3
Y3JI0B HE MOXeET OBITh MEHbIIIE M.
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Pucynok 2 — 'opu3oHTaIbHAs BUAMMOCTb KIIFOYEBBIX CIIOB Wij M3
JIOKyMEHTOB Dj
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OueHNThP KadecTBO CETH, IIOCTPOGHHOHM B COOTBETCTBHH C
koHmemedr HVG Moryr Jmme TONB30BaTeNd —  aHAIUTHKH
MH()OPMAMOHHON CHCTEMbI, HO [JaHHBIH MeTox oOecnednBaeT
3HAYUTENPHOE COKpALICHHE KOJUYECTBa CBsi3eil Mexay ysiaamu (Puc. 3),
OCTaBIAsI HamOoyee 3HAYMMBIC (MEXIy OMIKAWIINMH IO BECy, 9TO
BaXHO JUIA accopTaTHBHBIX ceredl [13, 14], B KOTOpBIX Hapsmy c
«(heHoMEeHOM KiyOa OOraThIX» CYIIECTBEHHBI CBS3M MEXIY Y3JIaMH,
umeromunmu Onuskue crenenun). Ha puc. 3 npencraBneHsl ABe ceTH CBSI3U
TEpMHMHOB, TiepBasi — TPAAWIMOHHAs, a BTOpas IOCTPOCHHAs C
NpUMEHEHHE NpPEeAJIOKEHHOro Merojga. Kak MOXHO BHIETh, BTOpOIi
noaxox obecrieunuBaeT co3iaHue 0ojee HarJsAHBIX CETEBBIX CTPYKTYD.

CeTb B3aMMOCBS3M MCTOYHMKOB MHGOpMaLun

IIpn anamm3e TeMmaTHyecKnX HH()OPMALMOHHBIX IIOTOKOB W3
pasNMYHBIX ~ WCTOYHHMKOB, (OPMHPYEMBIX CHCTEMaMH  KOHTCHT-
MOHHTOPHHIA, CYIIECTBYeT IMpo0iemMa TOCTPOCHHS CETH CBs3eH
UCTOYHHMKOB HMH(popManuu. [Ipn 3TOM OCHOBaHMEM IUISI CBS3H MEXIY
IBYMs HMCTOYHHMKAM MOXKET CIYXHTh TOT (pakT, dYTO OHM 4YacTo
NyOIMKYIOT COBNAQJAOUIMe MIM ONU3KHE 10 TeMe JIOKYMEHTHI.
IloctpoeHne  TakoM CETHM  MO3BOJIAET  ONPENEHATb, KAKUE U3
I/IH(bOpMaIlI/IOHHLIX HCTOYHUKOB IIO }IaHHOﬁ TEMATUKE  SABIAKOTCS
OCHOBHBIMH, HaunoOoJee BJIMATCIIbHBIMU, KaKue TMOABEPIKCHBI
OIPCACIICHHBIM I/IH(bOpMaHI/IOHHI)IM BIIMAHUSAM.

[Ipennaraemsrii moaxon 0Oa3Wpyercss Ha MNPEAINONIOXKEHHH, YTO
UCTOYHMKM HMH(OpMAaMK 3apaHee paHXHPOBaHBl 10  oObeMam
MyONMMKAMi MCXOJ W3 OIbITa HAOIMIONEHHS 332 HUMH B TCUCHHE
MPOJOJDKUTEIIFHOTO BPEMEHH, T.6. MM YX€ MpPUIHMCaHbl HEKOTOpPHIE
BECOBBIC 3HAUCHMSI.

[Ipeanonaraercst HOCTpOSHNE BPEMEHHOTO psifia, 3JIEMEHTHl KOTOPOTO
6y£[yT COOTBCTCTBOBATH JOKYMEHTaM us3 TEMATHYCCKOTO
I/IH(I)OpMaIlI/IOHHOFO TMOTOKA B MOPAAKE UX MOABJICHHUA B CUCTEME KOHTCHT-
MOHHUTOPHMHTA CETEBBIX pecypcoB (myOnukamuu Ha BeO-pecypcax, B
COLIMANIBHBIX CeTsX). 3Ha4eHMs pajga OyAyT COOTBETCTBOBATH BECOBOMY
3HA4YCHUIO I/IHq)OpMaHI/IOHHOFO HUCTOYHHKA, OHy6HI/IKOBaBHIeMy
COOTBETCTBYIOIINH JTOKyMeHT. [Ipearmonaraercs, 4To BeCOBOE 3HAUYCHUE,
CTENeHb BaKHOCTH MCTOYHHKA OIpeAeieHs! 3apanee. [lo nanHOMYy psny,
Kak ¥ B MpEAbIAYIIEM Ccllydae CTPOMTCS rpad TOpH3OHTAILHOM
BUJIMMOCTH, TIPUYEM «HANpaBJICHUE B3IIIN/A» KaKk W B IPEIbIAYIIEM
IpUMepe HAIIPaBJIEHO B MPOIILIOE.
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Pucynok 3 — Cet# s13bIKa U3 KIIIOUEBBIX CJIOB: a) TPAIUIIMOHHAS; b)
Horizontal Visibility Graph
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Takum 00pa3oM yCTaHAaBIMBACTCS CBA3b HCTOYHWKA MH(OPMAIUH C
IpyruM, Oomee PEHTHHTOBBIM, €CIM OH CYIIECTBYET M OIyOIHMKOBa
nHpopmanuio paneme. IloctpoenHas TakuMm obOpasom ceth (Puc. 5)
OTpaXkaeT CBS3M HCTOYHMKOB II0 3aJaHHONH TEMaTHKE, IIO3BOJISET
OTIPEIETATh JUACPOB CPEIH HUX, AENATh HPEAON0KEHNUS OTHOCUTEIHHO
MIePBOMCTOYHNKOB MHpopMaruu. Hampumep, Ha Puc. 5 mokazana ceTp
CBsI3ed MEXIYHApOJHBIX HWCTOYHHKOB HWH(OPMALUK, OTPaXKarolnux
TEeMaTHKY siiepHbIX ucnbiTanuii B CeBepHoii Kopee B oktsiope 2017 1. o
JTAHHBIM CUCTEMbI KOHTEHT-MOHUTOPHHTA.
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Pucynok 4 — I'opu3oHTaNbHAS] BUIUMOCTH JOKYMEHTOB Dj
TEMATUYECKOro HH(YOPMAIIMOHHOTO MOTOKA

BriBoabI

Ipemnoxensr peanuzanun KoHmeruu Horizontal Viability Graph
NP aHAIH3Ee TEMATHYSCKUX HH()OPMAIIMOHHBIX ITOTOKOB, KOTOpEIE, C
OJTHOW CTOPOHBI, paCIIUPSIOT cepy MpUMEHEHHs JaHHOTO IMOIX0Aa, a, C
JIPYTO CTOPOHBI, TIO3BOJIAIOT pemIaTh 3agadd  (QOPMUPOBAHHA W
HarISAHOW BH3yallM3allMd MoJeJeld NpeJMEeTHBIX o0iacTell Kak CeTH
TEPMHUHOB, COOTBETCTBYIOIIMX OCHOBHBIM TIOHSTHSM U CBS3SIM MEXIY
HUMH U CETEH B3aMMOCBS3€H HCTOYHHUKOB HH(OPMAIIHH.

[TyOnuKamusi COAEPHKUT Pe3yabTAaThl HCCICIOBAHHN, MPOBEICHHBIX
pu IPaHTOBOM MIOAAEPIKKE I'ocynapcTBeHHOTO ¢donma
(hyHIaMEHTAILHBIX HCCIICAOBAHHM YKPaWHBI 10 KOHKYPCHOMY MPOEKTY
D73
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Pucynox 5 — [Ipumep rpada ropuzoHTaIbHON BUIUMOCTH, OTPaXKAIOIIETo

CBSI3U HCTOYHHMKOB MH(OPMAIIUH 110 3aJaHHOH TeMe
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OLIHIOBAHHS 3AXUIIEHOCTI ITH®OPMAIIII B
KOMIT'IOTEPHUX CHCTEMAX 3A COLIOTH)KEHEPHUM
MIIX0A0M

"Botoanmup Moxop, v.mokhor@gmail.com, ‘Okcana Iypkan,
otsurkan24@gmail.com, *Bacuas Ilypkan, v.v.tsurkan@gmail.com,
"Pocruciar Iepacimos, gerasimov. rostislav@gmail.com
YIIME im. I.€ Ilyxoea HAH Ykpainu, Kuis, Yxpaina,
2IC331 KITI im. Ieopa Cikopcvrozo, Kuis, Ykpaina
3axucm inghopmayii 6 Komn’romepHUx cucmemax opicHmosanul
Ha 30epedicenns iT enracmugocmeni KOHQIOeHYIHOCMI, YINICHOCMI
ma OdocmynHocmi 60 PI3HOMAHIMHUX 34 CEOEI0 CYMHICIIO
HeCnpusmaIueux 8NIUBIS. Tlomenyjitino MOAHCIUBUU
HeCNpuAmIUGUll  Nau8  miymayumecs  3azcposow.  [na
3anobieantsn abo YCKIAOHEeHHs MONCIUBOCMI pedni3ayill 3a2pos,
3MEHWleHHs ~ NOMeHYIHUX  30UmKie  CmEOpHEmMbCa  ma
niompumyemoscsi  y  0i€30amHOMY CMAHI  cucmema 3axo0ie
saxucmy ingpopmayii 6 Komn’rtomepHux cucmemax. Tax.a
cucmema  GKINOYAE  OOYUCTIOBANbHY — cucmemy,  (hisuuHe
cepedosuuje, nepconanr ma ingopmayio. Ha sbepescenns it
enacmusocmeli y KOMN IOMEPHUX CUCINEMAX CYIMMEBD GNIUBAE
8PAXYBAHHA HEMEeXHIUHO20 dacnekmy, 30KpeMd, NepCoHANy
(Hanpuxnao, Kepienuka, aominicmpamopa, Kopucmyeaua). 3
0210y Ha ye, Ol OYIHIOBAHHA MEXHIYHOI 3axuujenocmi
iHghopmayii npononyemscs coyioindicenepHutl nioxio. Y pamxax
mMaxko2o nioxody 6pasiueoCmi NePCOHANLY MIAYMAUAMbCA K U020
crabrkocmi, nompebu, Mmawii  (npucmpacmi),  3aXONJEHHS.
Maninynoeanns HUMU 0036015€ OMPUMAMU HECAHKYIOHOBAHUU
docmyn 0o iH@opmayii Oe3 pyuHY8aHHA Ma NePeKpyUyBaHHs
20/I06HUX ~ ON4  HbO20  CUCMEMOYMBOPIOUYUX  SAKOCHmel
(yinicnicmo, po3sumox). Ak naciiook, ye npu3gooums 00 HOGOI
MoOeni noeedinKu NepCcoHANy, CMEOPEHHS CHPUAMIUBUX YMOS
peanizayii  3acpos Oesneyi ingopmayii i, HK HACIIOOK,
SMEHUWIeHHIO  30amHOCmi — cucmemu  3axucmy  iHgopmayii
npomudismu ix enaueosi. Lle sidobpasicacmuvcs 6 makux gpopmax
AK  waxpaiicmeo, obmam, aghepa, inmpuea, micmugikayis,
npoeokayis. Buxopucmannwo KkooicHOU 3 03HaueHux gopm
MAHINYTIOB8AHHA Nepeodye GU3HAYEHHs II  3Micmy  WIsAXoM
PemenbHO20 NIAAHYBAHHS, OP2AHI3Y8AHHA MA KOHMPOTIOBAHHS.
Osnaueni 0ii € ocHo60l0 Mmemoodie coyianvroi iHocenepii. 3
00H020 OOKY, B6OHU peani3ylomvesi  3ac00aMu  CYYACHUX
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menekomyHikayit. Todi sk 3 iHwozo, nepedbavacmovcsa
6CTNANOBNIEHHA 0COOUCMO20 KOHMAKMY 3 NepcoHanom. Taxum
YUHOM, WLTIAXOM BUKOPUCTNAHHA Memooi8 COYianbHoi iHceHepil
MOJICIUGE  BUABNEHHS, HEUMPANi3yeanHs, 3anobicanHs noAasi
ypaznueocmetl iHgopmayii 8 Komn 'romepHux cucmemax. Lum
niOGUWYEMbCA 1T 3aXUWeHiCmb 3 YPAXYBAHHAM HEMexXHiYHO20
acnekmy.

IMocranoBka npo6Jaemu

Indopmaniitni pecypcu okpemux oprasizamiii i Qi3uyHHX 0cCi0
ABJISIIOTH COOOI0 TEBHY LIHHICTh, MalOTh BIJIIOBIJHE MaTepiajbHe
BUPQ)KEHHS 1 BUMAraroTh 3aXHCTY Bijl pI3HOMaHITHHX 32 CBOEIO CYTHICTIO
HECTIPHSITINBHX BIUTHBIB. [I0OTEHIIIITHO MOXITMBUIT HECTIPUATINBUHN BIUINB
TIIyMaduThes 3arpo3oro. Tomy 3axuct iH(opmarii B KOMIT IOTEPHUX
CUCTeMaX TOJATaE B CTBOPEHHI Ta MiATPUMAaHHI B Mi€3TaTHOMY CTaHi
CHUCTEMH 3axO[iB s 3amo0iraHHs a0o YCKIaXHCHHS MOKIHBOCTI
pealizaniii 3arpo3, a TakoX 3MCHIICHHS MMOTCHIIHHNX 30UTKIB. OCKIIBKH
KOMIT'IOTEpHA CHCTEMa BKIIOYAae OOUYMCIIOBAIBbHY CHCTEMY, (i3myHe
CepeIoBHIIe, MEPCOHAN 1 00poOIIoBaHy iH(GOPMAIIiI0, TO HA OI[IHIOBAHHS
TEXHIYHOI 3axMIIEHOCTI iH(opMaulii CyTT€BO BIUIMBAaE BpaxyBaHHS
HETEXHIYHOTO acleKTy, 30KpeMa, MepcoHaly (HampHKial, IUB. puc. 1,
KEpiBHUIITBA, aJMiHICTpaTopa ONepaliiiHol CHUCTEMH, KOpPHCTYBadiB).
ToMmy AJIs 1IOTO MPOMOHYETHCS COMioimKeHepHuit miaxif [1-8].

CyTHicTh coumioiHKepeHoro miaxoay

Y pamkax COIOIHXEHEpHOTO TIiIXOAYy BPa3JIMBOCTI IEPCOHATY
TIyMadsThCs SK HWOro ciabkocTi, mOTpeOw, Manii (mpucTpacti),
3aXOIICHHSI. MaHimynroBaHHs HUMH JI03BOJISIE OTpUMATH
HECAaHKIIOHOBaHWH mocTynm 1o iHdopMmamii 0e3 pyiiHyBaHHA Ta
MepeKpy4YyBaHHsI TOJIOBHUX [UIi HHOT'O CHCTEMOYTBOPIOIOYHX SIKOCTEHt
(uidicHICTB, PO3BUTOK). SIK HACNIZOK, Lie MPU3BOJUTH JI0 HOBOI MOAENi
MOBE/IIHKU MEPCOHAly, CTBOPEHHS CIPHUATIMBUX YMOB peaizalil 3arpo3
Oesmeni iHdopMmarii i, SK HACIJIOK, 3MEHIICHHIO 3IAaTHOCTI CHCTEMH
3axMCTy 1H(OpPMALTl TPOTUAIATH X BIUIMBOBI (IUB. puc. 2).
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Pucynok 1 — Enementu xomn’rotepHoi cuctemu [3]

Ile BimoOpaxaerbcss B Takux (Gopmax sk, Hanpukiag [9-13],
maxpaicTBo, obOman, adepa, IHTpura, Mmictudikaris,
BukoprcTaHHIO KOXHOI 3 O3Ha4YeHUX ()OPM MAaHIMyJIFOBAHHS MEpEaye
BU3HAYCHHS 11 3MICTy IUISXOM PETEJIbHOrO IUIAHYBaHHS, OpraHi3yBaHH:I
Ta KOHTPOJIOBAHHSI.
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Pucynox 2 — BUKOpHCTaHHS COLIOIHXEHEPHOTO ITi X0y
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3 ormamy Ha puC. 2, BUKOPUCTAHHS COIIOIHXCHEPHOTO MiIXOAY IO
OIIHIOBAaHHS 3aXWINCHOCTI iHQOpMaIii B KOMITIOTEPHHX CHCTEMax
nepeadadae IUIECTIPIMOBAHUH BIUIMB HAa CBiZOMICTH (IIiACBITOMICTB)
TIEpCOHANY TMPOTH BOJI, ane 3a Horo 3romoro. Takwil BIUIMB O3BOJISIE
VIOPaBIATH TIOBENIHKOIO KEpiBHHUIITBA, agMiHICTpaTopa, KOPHUCTYBadiB
yepes cnabKocCTi, iHTEepecH, MOTPeOH, CXUITBHOCTI, IEPEKOHAHHS, 3BHYKH,
NCUXIYHMH Ta eMOLiiHui cTaH. ToMy MaHINyJIOBaHHS LHUMH
YPa3JIMBOCTSMU 1 BUPaKa€ThCsA B TaKUX (pOopMax sIK IIaxpaicTBo, oOMaH,
adepa, inTpura, mictudikaiis, IpoBoKalis. Pa3oM 3 THM, BUKOPUCTAHHIO
KOKHOT 3 O3HayeHHWX (opM MaHIIyNIOBAaHHS IEpeaye BHU3HAUCHHS iX
CYTHOCTI ~ LUIAXOM  pETeNbHUX  IUIAHYyBaHHsS,  Oprafizamii  Ta
KOHTPOJIFOBaHHS.

Y pamMKax cOmiOiHKEHEPHOTO MiIXOAY BUKOPHCTAHHS aTaK COLIaNbHOT
IMKeHepii Opi€eHTOBaHEe HA OTPHMAaHHS ‘‘HECAHKIIIOHOBOTO IIOCTYITY IO
iHpopMamii mpH OIiHIOBaHHI I 3aXWIIEHOCTI HUIAXOM “HETaTHBHOTO”
iHpOpMaLiHHO-TICHXOJIOTIYHOTO ~ BIDIMBY  Ha  CBigoMicTh  abo
TiICBiIOMICTh ITepcoHaNy (IUB., Hanpukian [14], puc. 3).

CouianpHa imKeHepis

v v y

Tunu Kananu OmnepaTopu
IIporpamue
P CormioTexHiqHmi > ExexTponHa moruta TS ——
L TexHiunu it Ll Tenedon Jlronuna
P Tlcuxosoriunuit [ Couianbna Mmepexa
. g CoujanbHuit g Be6 caiit
=g DiBUUHH

Pucynok 3 — KnacudikyBaHHs 03HaK peali3yBaHHS aTak COIiadbHOL
imkenepii [14]
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®DopmMHu MaHINYJTI0BAHHS NEPCOHATIOM

DopMH MaHITyTIOBaHHS TEPCOHAIIOM IPH OIIHIOBAHHI 3aXHUIIEHOCTI
iHpopMmamii B KOMII'IOTEPHHX CHCTEMaX 3MIHIOIOTBCS 3aJeXHO BiJ
PI3HOBH/TY aTak COIliagbHOI iHXeHepii, a came [15-20]:

1. @iwine (Phishing) — mMacoBe po3cwiIaHHS €IEKTPOHHOI MOIITH
BeNMKiIA Tpymi aznpecariB. O3HaflOMIIEHHS 3 EIEKTPOHHUMHU JIHCTAMH
CIIOHYKa€ iX 110, HAaNpHKJaJ, BIIKPUTTS BKIAJCHHS 0 JIUCTA, MEPEXOIy
32 TOCHIAHHAM Ha BeG-CTOpiHKY. MOro Meror € BHMAHIOBaHHSA Y
JIOBIpJIMBOr0 a00 HEYBWKHOIO IIEPCOHANTY KOMIT'IOTEPHOI CHCTEMH
MEePCOHAIBHUX AHHX.

2. @apminz (Pharming) — mnepeHampaBicHHS KOPHCTYBadiB Ha
IaxpaichbKi callTh AJIsl OTPUMaHHS iX JOTiHY Ta mapodro. Lle nocsraerses
3aBISKH PO3MOBCIODKCHHIO EJICKTPOHHOI MOLITH cepell KOPUCTYBadiB,
HaNPUKJIA], COLiaJbHAX MEpPEeX, OHJIAWH-OAHKIHTY, IIOMITOBUX BeEO-
CepBiCiB.

3. Ipimexcminz (Pretextt) — orpumanns indopmauii abo
CIOHYKaHHS IO BUMHCHHS IIEBHUX JAii 0OMaHOM Ha OCHOBI 3a3/1ajeriab
CKJIaJCHOTO  CIcHapito abo  cTBOpeHHS  (IKTUBHOI  CHTyaIll.
3acToCOBYEThCSl 4epe3 TeiaeoH Ta MoTpedye NMPOBEAEHHS IMONEPEaHiX
JIOCITIJDKEHB JUIS BXOJDKEHHS B JIOBIPY.

4.  Cmiwminz (Smishing) - orpumanns iHdopMarii IUISIXOM
MacoBOro po3cwiaHas SMS noBiioMieHb 3 NOCHJIAHHSIM Ha BeO-pecypcu
abo 3 pekBi3UTaMM opraHizaiii (Hampukian, ¢iHaHcoBHX). BHacmimok
OTO 3IIHCHIOIOTHCS BIATIOBIAHI i, HAPUKIA, I3BIHOK A0 OaHKY UIS
MEPEBIPKU CTaHY pPaxyHKY 3 3a3HAYCHHSAM KOHQIACHIINHUX TaHUX:
HOMEpY KapTKH, TEPMiHY Iil.

5. Biwinz (Vishing) — orpumansst iHpopMarliii IUIIXOM BXOKEHHS
B JIOBipy IiJ 4ac po3MoBH 4depe3 ip-tenedoH. [lpu 1boMy B MOpYLICHHS
KOH(IIEHIIITHOCTI 3IIHCHIOETBCS 3aBASKH BUKIAICHHIO IIPOXAaHHA Yy
MOBIZIOMJICHHI 3arene)OHYBaTH Ha NEBHUI Michbkuii HoMep. Hanpuknan,
BeCcTd Homep Kkaptu, mapoii, PIN-komm, komm moctymy abo iHIIy
iHpopMallito.

6. Cnip ¢piminz (Spear Phishing) - wnagcunanns Jwcra
€JIeKTPOHHOI TOINTH KOHKPETHOMY ajapecary (HalpuKiIaa, KepiBHUKY,
aJMiHICTPATOPOBi, KOPUCTYBAUEBi), IO CHOHYKA€ HOTo 10 00OB’I3KOBOTO
Meperiisiay Ta BiAMOBII HA OTPUMAHUMN JIUCT.

7.  Beininze (Whaling) — HaacuiaHHs JUCTa €JIEKTPOHHOI MOLITH
NPE/ICTAaBHUKY KEPIBHMITBA OpraHisamii, IO CHOHyKae #Horo o
000B’3KOBOTO MEPETIIAAY Ta BIIIOBII HA OTPUMAHHM JIHCT.

Tak (muB. Tabn.), OTPUMaHHA HECAHKIIOHOBAHOTO JOCTYIY JIO
iHpopMmanii 3a Jonomororo QimuHry, GapMiHry, CMILIHTY, BILIHTY, CIIip
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¢immiHTY, BEHNTIHTY 3OiHCHIOETHCS NUIIXOM BHKOPHUCTaHHS TakuX (popm
MaHIITyJIATABHOTO BIUIMBY SIK IIaxpaiicTBo Ta oOMaH. Toxi sIK OCHOBOIO
JUTSL CTBOPEHHSI (DiKTUBHHUX CHUTYAIll IIPU TIPITEKCTIHTY € adepa, iHTpHTa,
MicTru(iKamis Ta MPOBOKAIIis.
Tabauys
®opMu MaHIMYJATHBHOIO BIVIMBY MPH COiOiH:KEeHEPHHUX aTaKaX

dopMu MaHIMyIATUBHOTO
BILUTUBY

W COLIIOIHXKEHEPHOT 2 = 8 g £ g
aTaku § é = = —g 2
ElC | <| EZ| 5] &
= s | E

1. diminr + + - - -
2. dapminr + |+ | | = =] =
3. [pitekcTiar o O A
4, CMitriar + + - - - -
5. Bimrinr + + - _ _ _
6. Crip ¢imminar + |+ | | = =] =
7. Beitminar + + - - - -

ToMy mpu OIiHIOBaHHI 3aXHUILIEHOCTI iH(pOpPMAIil B KOMII IOTEPHUX
cHCTeMax 3a COLIOIHKEHEPHHUM ITiIX0J0M JIOLILHO BpaxoByBaTH (Gopmu
MaHIMyJISTUBHOTO BILIUBY.

Metoau couiajibHOI iHKeHepil

OmiHrOBaHHS 3aXWIICHOCTI iHQOpMAIlii OpieHTOBaHE Ha OTPUMAHHS
BiJOMOCTEH NP0 KOMII'IOTEPHI CHCTEMH — €Tall COIlialbHOI iHKeHepil.
Left eTanm BKIIFOYECHO B ayJUT OTPUMAHHS i aHANi3yBaHHS iHoOpMaIii 3i
30BHIINIHBOTO CepeloBHUINa. BpaxoByloun BHCOKY HMOBIpHICTH BILIMBY
JIOACKKOTO (PaKTOpy Ha 3aXWIICHICTh iH(opMarlii, Ha IaHOMY eTami
BJIAJI0 BUKOPUCTOBYIOTHCS METOM COMLIANIBHOT iHxkeHepil. [IJis yCmiHoro
BUKOHAHHS 3aIUIAHOBAHMX [if COIIaJbHUN 1HXKCHEP MPOBOIUTH POOOTY
Y3TO/KEHO 3 MEPEKEeBUM aJAMIHICTpaTopoM. Y HOro KOHCTPYKTHBHI il
BXOZSTH: BHBYCHHS 1 aHANi3yBaHHS 3MICTOBHOTO OOKYy KOMII IOTEpHOL
CHCTeMH, TOIIyK Ypa3JIMBOCTEH, CHUCTEMaTHU3yBaHHS OTPHUMaHHX
BiZJOMOCTeH, pO3pOOJICHHS CXEMU JIii.

BuxopuctaHHS METOMIB COILIaNbHOI 1HXKEHEpil s iMITyBaHHS il
MOPYIIHKKA, 110 HalpaBJeHI HA KOPUCTYBadiB KOMII IOTEPHHX CHCTEM
oprasizaiii, 103BOJIIE OIIHUTH piBeHb KBaidikamii KOpUCTyBadiB B
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obmacti 3a6e3medeHHs Oe3nexu iHdopMaIllii i IMOBIPHICTE peaizyBaHHA
aTaK COIiaJbHOI iHKeHepii.

BxigHoro iH(opMari€ero IS COWiadbHOTO IHXKEHepa IpH CcupoOi
oTpuMaHHS iH(QOpMAIii MMPO KOMITIOTEPHI CHCTEMH MOXe OyTH
KOHTaKTHa iHpOpMamis, OI0 OTPUMYETbCA 3 MyONYHUX JDKEped.
Hanpuknan: mpi3Buma, iMeHa, 1mocagil KOPHUCTYBadiB. 3a OTPHMAaHOIO
BXiJHOIO iH}opMamil0o BHOMPAIOTHCS, BUOKPEMIIIOIOTHCS — BIpOTiJHI
YpasJMBOCTI B KOMIT'IOTEPHHUX CHCTeMaX, uepe3 SKIi MOXKINBE
peaizyBaHHs 3arpo3 COLiaIbHOT IHXeHepil.

OCHOBOIO BUKOPHUCTAHHS METOIIB COLlianbHOI iHkeHepii € [9-11]:

- 0COOJIMBOCTI, IO KEPYIOTh JFOICHKOI0 CBiIOMICTIO;

- ayJIuTOopis a00 MoJie MisIIbHOCTI,

- HEKOMIICTCHTHICTh AayIOWTOpii y BH3HAUYCHUX TEpMiHAX 1
MPEIMETHUX O0NACTIX y cdepi iHpopmanitHOi Oe3mekw;

— HECTIWKICTh IICHXOJIOTIYHMX BJIACTUBOCTEH OCOOHMCTOCTI, IO
XapaKTepU3yIThCs  MOBEHIHKOBUMH  CTEPEOTUNAMH.  IX  MOMKHa
BHUKOPHCTOBYBaTH [UIsl MAaHINYJIOBaHHS 4Yepe3 OCHOBHI MOTpeOH,
ci1a0KoCTI, OaXkaHHS, 11ealI.

binpuricte  comianbHUX IHXKEHEPIB i€ 3a 1JeHTUYHHMH abo
Om3bKMMHU  1na0j0oHaMu. ToMy BHBYEHHS MPHHOMIB iX «poOOTH»
JI03BOJISIE BUOKPEMHUTH TaKi PiBHI B3aeMoJii 3 00’€KTOM BIUIMBY SIK
JIOMiHYBaHHS, MaHIIyJIIOBaHHsI, CYIIEPHULTBO, TAPTHEPCTBO.

Bci Metonu comianbHOT iHKeHEpil MOXKHA MOMITUTH Ha JBI TPymH [9-
11, 14-20]:

1. Binmanena comianbHa iH:KeHepisi peamizyeTbes 3acobaMu
CyYacCHHX TeJICKOMYHIKAIlil UITXOM BUKOPHCTAHHSI:
1.1. «Tenedony»

3apnsaku  TeneoHii, COIaNBPHUN IHXKCHEP MOXKE 3aJHIIaTHCS
AHOHIMHHM 1 B TOW XK€ Yac MaTH HPSIMUH 3B’SI30K 3 00’€KTOM BILIUBY.
OcraHHE BaXJIMBO TOMY, IO Oe3mocepenHiii KOHTaKT He Jae
CIIBPO3MOBHHUKY 4acy OOMIpKyBaTH MOBEIIHKY y BIPOTIJHUX CHTYALisX,
3Ba)KaTH Ha BCi 32 Ta MpOTU. BupiyBaTti HEOOXIIHO MIBHIKO, 10 TOTO kK
il THCKOM COMLIaNbHOrO imkeHepa. OCKUIBKHM Tix 4ac TeaeOHHOT
PO3MOBH BiI0yBa€Thcsi OOMIH TiNIbKK 3BYKOBOIO iH(OPMAIII€I0, TO BEJIHKY
pOJIb 'y MIPUHHATTI PIllIeHb BiJirpa€ aHOTaIlis i TOJOC CIiBPO3MOBHHKA.
JlaHi XapakTepUCTHKH MiAOMPArOThCS y BIAMOBIAHOCTI 3 MOZIEIIIIO
MOBEIIHKY COIaJIbHOTO IHJKeHepa [UIs OTpUMaHHS iH(opmamii mpo
00’€KT BIUIMBY, HAPUKIIAI:

a) HAYAJIBHHUK — JIIO/INHA, sIKa 3BUKJIA BiJJaBaTH KOMaH/H, LIIHY€E
CBiif wac, pmocsrae TmocTaBieHOi MeTH. MaHepa pPO3MOBH JKOPCTKa,
Hereprursiya. [IoBHA BIIEBHEHICTH y c00i i Jierka (abo MMOBHA) 3BEPXHICTh
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o psmoBoro nepconanxy. CBoiM TOHOM TOKa3ye, 0 Mpobiema, 3 SIKOo
3BepHYBCS — APIOHUI, SKYy HEOOXiITHO BHPIMINUTH SIKOMOTA IIBHIIIE.
Hiskux mnpoxaHp — TINBKM BHMOTH 1 BKa3iBKH. Y BIANOBiAb Ha
HeoBipmBi a00 TEpeBipsI0Yi Perulikd — JOIMYCTHME HE3aIOBOJICHHS i
3aJIIKyBaHHS CIIBPO3MOBHHKE;

b) ceKperap — JiBuMHA (31eOLIBIIOT0) 3 TPUEMHHUM TOJOCOM.
3aBIaHHs — BHKOHATH KOHKPETHE JOPYYEHHS HayallbHHKa, He
BIJIBOJIIKAIOYKMCh Ha YMOBHOCTI. BoHa Bosoxie iH(popMaIli€ro Tpo
HayallbHUKa, HOTO CIpaBH, Y CBOid MOBI KOPHCTYETHCS AOCTOBIPHUMH
ab0 HEJOCTOBIpHMMH (aKTaMH, SKI CKJIAJHO IEpEeBipUTH. Xapakrep
PO3MOBH — M’SIKHi{, 3 JIETKUM (IIPTYBaHHSAM (SKIIO CITIBDOBMOBHHUK —
4yoyioBik). Peakuiss Ha HeOaXKaHHS CHIBIpAaIloBaTH — OypXinBe
po3dapyBaHHs, CKapra, Mo CKa)ke Ha4yaJlbCTBO;

C) TexXHiYHMii CcHiBPOOITHMK — TpAIiBHUK OpraHizamii, SKui
XapaKTePU3yEThCs TOOIKIUBHM, aje NPYKEIOOHHM BITHOIICHHSIM IO
KIi€HTIB. MeTra — yCyHYTH HecnpaBHIiCTh.  CyHpOBOIKYEThCS
BUKOPUCTAHHAM CHEUU(QIYHUX TEPMIHIB I BigOOpaXCHHSA CBO€Q
KOMIIETEHTHOCTi. Ha BimIMOBY cHiBIIpamioBaTH — peakilisi 3AWBYBaHHS,
OCKIUJIBKM CITiBOpals y Iepury 4epry BuTigHa Juisl Kiienrta. JKoaHux
BMOBJIATh —HOMY JA€ThCS 3pO3YyMITH, 110 Oe3 Horo ydvacti mpoOiema
TUIBKU YCKIJIQIHIOEThCS. JlomycTiMe 3asIKyBaHHSI TSOKKUMHU HACIIiAKaAMU.

d) KOPHUCTYBA4Y — MpAI[iBHUK, 10 BUKOHYE CBOi OOOB’SI3KU 1
HaJIsIKaHWl BUHHMKHEHHSM HEOYiKyBaHOI mpoOiemu. YiTKo BHpaKeHUi
MOTHB IIBUAKOTO BHpIIIEHHS YCiX MPOOJeM i TOBEpHEHHS IO CBOET
pyTHHHOI poOOTH. BinCyTHiCTH ySBIEHHS Mpo XapakTep mpoOieMu,
3aliKaBICHICT, TUTBKA B 11 BHpilIeHHI. XapakTep CHUIKYBaHHS —
MoKa3aTh OE3HaIifHICTF CBOTO IOJIOXKCHHS 1 TOTOBHICTh BimaTucs y
PYKH CHELialicTy.

1.2. I'no6ansHoi Mepe:xi InTepHet

Haii6inbir  po3nOBCIOJKEHUMH — CHOCO0aMH  peattizaiii  MeTo/iB
COLIANBHOT iIHXEHEePil 3a JOMOMOTO0 III00aNEHOT Mepexi [HTepHeT €:

a) MPOBEJICHHS COIaJbHOT 1HXEHepii NUISIXOM eJEeKTPOHHOTO
JIMCTYBaHHS;

b) MPOBEMICHHSI COIaNbHOT iHKeHepil 4epe3 cucTeMd OOMiHY
nosinomienHsamMu (Skype, Viber);

c) colianbHa iHXeHepis Ha popyMax, Jyarax, Oiorax.

Y nmaHMX BUNAgKaxXx BAalle peati3yBaHHS COMLIaJIbHOI iHXKEHepil
00yMOBJIEHE MIPAaBUIILHICTIO PO3POOJICHHS CIIEHAPIIO CIIIKYBaHHSI.

2. Ocooucrnii koHTaKT. HaliOlubln cKkIagHui 1 HeOE3MEeYHUH METO
comianbHOl imkeHepii. KpiM mnepepaxoBaHMX BHUMOT [0 CIIEHapito
CHINIKYBaHHA 1 MOJeNli TOBEHIHKM, COLIATbHUN IHXXEGHED IOBHHCH
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TPUIUATH yBary CBOii 30BHIIIHOCTI 1 MaHEpaM «KHBOTO» CITUIKYBaHHS.
Jis  TIpaBWIIBHOTO Bi3yalbHOTO CHPHIHATTS, HEOOXIAHO MPaBUIEHO
migiopaTu:

a) KOJIp OIIATY Ta B3YTTS;
b) MaHepH Ta KECTH TIPH CITUIKYBaHHI;
c) MIOJIOKEHHA B TIPOCTOPI BiTHOCHO CITiIBPO3MOBHHKA.

Tako IMpy BUKOPHUCTaHHI METOJIB COLIaNbHOI iHXeHepil HeoOXiqHo
XapaKTepu3yBaTH CIIIBPO3MOBHMKA. 3a TrojlocoM abo 3a 30BHIIIHICTIO,
JIOLIbHO BHU3HAYUTU SKYy HOro cla0KicTh JOLIILHO BHKOPHUCTOBYBATH
JUISL IOCSTHEHHSI TIOCTaBJIeHOi MeTH. Jlo OCHOBHHUX cilaOKOCTell JIF0IUHHY,
BUKOPHCTAaHHS SKHX DPa3oM 3 MPaBWIBHO MiAiOpaHOIO IOBEIIHKOIO 1
CIIEHapieM pO3MOBH JO3BOJISIE JIOCATHYTH OYIKYBAaHOTO pe3yJbTary,
HaJIe)KaTb, HAIPUKJIA!

a) JIOBIPJIMBICTD;
b) cTpax;

C) KaaiOHICTE;
d) BiJIKPHUTICTb;
e) 3BEPXHICTh;
f) MUJIOCEPAS.

OCHOBHMUMHM NPUYMHAMHM BIUIMBY Ha 00’€KT COLIaNbHOI iHXeHepil €,
HaIpuKIaz;

a) BIZIYYTTsI JOCTOTHCTBA;
b) MparHeHHs 10 YCIiXy;
C) MarepiaabHa BHTOJIa.

BukopucranHs NpUHOMIB NMPUXOBAHOTO 1 NMPSIMOTO MAaHIITYJTIOBAHHS
MIEPCOHAIIOM JAIOTh MOXIIUBICTH COLIATEHOMY IHXCHEPY Ji3HaBaTHUCA 1 B
MOJANBIIOMY BHUKOPHUCTOBYBAaTH iH(OpMAIil0 I OIIHIOBaHHA  ii
3aXHIICHOCTI B KOMIT IOTEPHIH CHCTEMI.

Bucnosok

TakuM 4MHOM, OLIHIOBaHHS 3aXUILEHOCTI iHPOPMAIL] B KOMII IOTEPHUX
CHCTEMax 3a COI[IOIH)KEHEPHUX IIX0J0M J03BOJISE 3al00IrTH, BHUSBHUTH,
BpaxyBaTd a00 YCYHYTH Yypas3lHBOCTi, IO MOB’s3aHi ab0 00yMOBIIEHI
JISUTBHICTIO TEPCOHATy. Y paMKax COIIOIHKEHEPHOro IiIXOay HOro
BPa3JIMBOCTI TIyMAusThCA SIK CJAOKOCTI, MOTPeOM, MaHil, 3axOIICHHS.
MaHinynmoBaHHS HUMH TNPU3BOJUTH JIO HOBOT MOJET TOBEIiHKU
nepconanmy. lle BimoOpaxkaerbcss B Takux Qopmax sK, HAINPHKIAL,
maxpaiictBo, oOmaH, adepa, iHTpura, MiCTU]IKaLlis, HPOBOKALIi.
BukopucTaHHIO KOXXHOT 3 O3Ha4eHMX ()OPM MaHIITyJIIOBaHHS Iepeaye
BU3HAUEHHS 1 3MICTY IIUIIXOM PETENHHOrO IUIaHyBaHHS, OpraHi3yBaHHs Ta
KoHTpostoBaHHs. [lpy 1boMy Qopmu MaHIIyJIOBaHHS IMEPCOHAIOM IIPH
OLIIHIOBaHHI 3aXWINEHOCTI iH(opMamii B KOMII'IOTEPHHX CHCTEMax
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3MIHIOIOTBCSL 3aJIC)KHO Bill PI3HOBHIY aTak comuiambHOI imkeHepii. Tak,
OTpPUMAaHHS HECAHKIIIOHOBAHOTO IIOCTYIY IO iH(OpMAIli 3a JOTIOMOTO0
¢immATYy, QapMiHTy, CMImiHTY, BimiHTY, cmip QImerYy, BEWTHTY
3MICHIOETHCS MUIIXOM BHKOPHUCTAaHHA TakuX (OopM MaHIMyISITHBHOTO
BIUIMBY SIK IIaxpaiicTBo Ta oOMaH. Toxi sK OCHOBOIO I CTBOPEHHS
(DIKTHBHUX CHUTYAIil TIpH MPITEKCTIHTY € adepa, iHTpura, MicTU]IKamis Ta
MPOBOKAIis.
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BUKOPUCTAHHSA OHTOJIOITYHOI'O AHAJII3Y LIS
CEMAHTHUYHOI PO3MITKHA CTAHZIAPTIB 3
IH®OPMANINHOI BE3IIEKH
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Cnanyn A.51.2° glanat@yahoo.com
YUncmumym npozpamnux cucmem HAH Ypainu, Kuis,

Ykpaina
2IHcmumym cneyianvHo20 36’°A3Ky ma 3axucmy iHgpopmauyii,
HTYY «KIII im. Cikopcokozoy, , Kuie, Yxkpaina
3Mi.m‘uapoduuﬁ HayKoeuil yenmp ingopmayiinux
mexnonociii i cucmem HAHY, Kuie, Ykpaina

AHoTauis

AmHami3 myOumikamiii BKa3ye Ha BEJIHKY KUIBKICTh HaI[lOHAIBHUX
CTaHIapTiB, Oe3mocepenHhO MOB’SA3aHUX 3 iH(OPMAIiHHOK Oe3meKoro,
SKi BXKe po3po0IeHi abo 3HAXOAATHCS Ha CTafii y3TOKeHHA. MiX IUMU
CTaHJapTaMH Ta IX eJIEeMEHTaMH iCHye CKJIaJHa Ta cllab0 CTPYKTypOBaHa
cUCTeMa i€papXiyHMX BIIHOIICHb, B3aEMO3B’s3KiB, IMOCWJIAHb Ta
BITMOBIAHOCTEH, 110 NOTpeOye BigmoBigHol ¢opmaiizamii. Tomy
po3poOKka HOPMATHUBHO-TIPABOBOI 0a3su YKpaiHM [Uisl  MiATPUMKHU
iHpopManiiiHOi Oe3neku TOTpeOye CTBOPEHHS METOJIB Ta 3aco0iB
00poOKkH i aHanizy wiel iHpopManii Ha CeMaHTUYHOMY PiBHI.

UYepe3 HeAOCTATHHO INIMOOKO CTaHAApPTH30BaHY Ta YCTalleHY
YKpaiHOMOBHY TEPMIHOJIOTII0 B CTaHJApTaX BHKOPHCTOBYIOTHCSA pi3Hi
BapiaHTH NepeKialdy OCHOBHUX NOHATH Ta Ha3B. Lle mpu3BoauTh 110
npobieM i3 TOHmIYKOM MOTpiOHOI KopucTyBawaM iHopmamii y
HECTPYKTYPOBaHUX MPUPOJHOMOBHHX JOKyMeHTaX. ToMy NpONOHYETHCS
BUKOpUCTOBYBaTH Wiki-TeXHOMNOTII /Ui TOMAaHHS 3HAHB, ITOB’SI3aHUX 3
npobiaemamu iHpopmaniiHoi Oe3nmeku. Wiki 3abesrneuye auHaMivHE
MOHOBJIEHHs 1H(opMarii, MOUIyK Ta HaBIramilo y MYJbTHIIHIBICTHYHHX
pecypcax, a cemanrtusaiis Wiki-pecypcy (IpuMipoM, 3a JOITOMOTOMO
Semantic MediaWiki) n03BoJisie BUKOHYBaTH PO3MITKH Ta 31iHCHIOBATH
3alyTH Ha PiBHI 3HaHb.

Ha >xanb, BOymOBaHI MexaHi3MH MEHEDKMEHTY 3HaHb y Semantic
MediaWiki He noctaTHBO (GYHKLIOHAJBHI, i TOMYy MH NPOIMOHYEMO
iHTerpyBatn ix i3 3aco0aMy OHTOJOTIYHOTO aHaJli3y: OHTOJIOTIS
npeaMmeTHoi obuacti “IHdopmaniiina Oe3neka” BHKOPUCTOBYETHCS SK
6asuc 11 ceMaHTUYHOT po3MiTku BianosinHoro Wiki-pecypcy.

B po0oTi 3ampornoHoBaHO INPHKIIAJ BHKOPUCTAHHS TAaKOro IJIXOMY,
10 JIEMOHCTPYE CeMaHTH4Hy po3MiTKy Wiki-cTopiHOK, 0Oy 10BaHUX Ha
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OCHOBI aHaji3y CTaHHapTiB 3 iH(opMariifHoi Oe3mekH, Ta BUKOHAHHA
3aMuUTIB 10 HUX.

Bemyn

OcTaHHIM 4YacoM IOCHJIIOIOTHCS BHUMOTH 1O BHUKOPUCTaHHS
HOPMATHBHO-TIPaBOBOTO  3a0e3ledyeHHs  YKpaiHM  IIOAO0  OIiHKH
BIAMOBITHOCTI CUCTEM YIpaBliHHs 1H(QOpMaLiiiHOIO Oe3NeKol0 MpaBuilaM
Ta Mpoueaypam, SKi BiANOBIAAI0Th MIXKHAPOJHUM CTaHJapTaM Ta KpaIium
MDKHApOJAHUM IpakTHKaM. PazoM 3 1M BinOyBalOThCS SIKICHI 3MIHHU Y
npouecax KepyBaHHS 3HAaHHAMH JUIS MIATPUMKM TOIIYKY 3HaHb B
cHUCTeMaXx HOPMAaTUBHO-TIPABOBOI JOKyMeHTalii Ta 3abe3nedyeHHs
iHTeponepabenapHOCTI TepMiHOJOTIYHOI Oa3u y cdepi iHpopmamiiiHol
Oe3nekd, 3yMOBJICHI  IHTCHCHBHHM  BIPOBADKCHHSAM  CYYacHHUX
IHTETEKTyaNbHIX iHPOPMAaiHHUX TEXHOIOTIH.

VY 3B’S3Ky 3 BaXIMBICTIO PO3POOKM HALliOHAJIBHOTO HOPMATHBHO-
mpaBoOBOrO 3alesredeHHs iH(OpMAIiifHOT Oe3IeKH, BEITHKHUM OO0CITOM
MDKHAPOAHUX CTaHAAPTIB B M cdepi Ta TepMIiHOJIOTIYHUMH
npobJeMaMy TapMOHI3aIlil HamiOHANPHUX CTaHAApTIB YKpaiHH cTae
aKTyaJbHOIO Oprasizaiiss e(eKkTHMBHOrO TOIIyKy Ta HaBiramii y
PI3HOMaHITHUX AOKYMEHTaX, IIOB’3aHKX 3 II€I0 MPEIMETHOI 00JIACTIO.
BaxiusicTe wmi€i mpobiemMn oOyMOBJIEHa THUM, IO CTaHAAPTH MAalOTh
BEJIMKHUI 00CST Ta CKIaJHy CTPYKTYPY 1 CEMaHTH4YHI METOJIU JTO3BOJIAIOTH
MiIBUILEHHS pIBHA TOIIYKY iHpopMauii B ramy3i iHdopmauiitnol
Oesnexn. lle BuKIMKae mOTpeOy B CTBOPEHHI TaKHX METOMIB Ta 3ac00iB
3a0e3neueHHss JOCTYINy O HEOOXINHMX BIIOMOCTEH, SKi JIEerKo
BHKOPHCTOBYBATH, alie¢ sKi MalOTh JOCTATHIO BHPa3Hy MOTYXHICTh VIS
BUPIIIICHHS TaKOi 3ajadi.

3axucm mepesnc. Ocnosni Konyenyii

IIBuakuii pO3BUTOK 3arallbHOAOCTYIIHHUX MEPEXKHHUX TEXHOJIOTIH
(mpoToBuX, 0e31pOTOBUX, [HTEPHETY) MPONOHYE 3HAYHI MOXIIMBOCTI JUIs
JISUTbHOCTI PI3HMX OpraHizamii, sk Ui TpaHCIOpTyBaHHs iH(opmauii,
TaK Ui CTBOPEHHS 1 HaJaHHS OHJAMHOBHX cepBiciB. OmHak, xoua Iie
cepeloBuIle 3abe3nedye 3HA4YHI IepeBard, 3'SBISIOTHCS HOBI PU3UKH
6e3mexn, sAKi MoTpeOyroTh eheKTHBHOTO KepyBaHHsS. OpraHizamisM, sKi
JIOBIpSAIOTh BUKOPUCTAHHIO BEJIMKOT0 00’eMy iH(opMmanii Ta BiIImoBiTHUX
MEpeX JUIs CBOEI JSUIBHOCTI, BTpaTa KOHQIAEHIIHHOCTI, ITiCHOCTI i1
JMOCTYImHOCTI  iHQopMarii Ta cepBiCiB MOXE CTBOPUTH iCTOTHUMA
HECHPUATIMBHAN BIUIMB Ha poOounmii mpouec. OTxe, Ha Iepmuil IUIaH
BUCTYIIA€ HAJEXHA 3aXMIIEHICTh MEpeX 1 TOB’A3aHUX 3 HHUMH
iHpopManiiHuX cucreM 1 iHpopmamii. [HIMMMEU cioBamu, peamizamis i
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MiATPAMKA aJeKBAaTHOI MEpEKHOi Oe3leku € aOCOMIOTHO KPUTHIHIMH
JUTA YCIiXY OiISTIBHOCTI OYIb-SKOi OpraHi3arii.

CporozHi aKkTyanpHOIO € TMpobiemMa iHpOpMaLifHOTO YyOe3NeUeHHs.
JocBin excroryaTanii iHpOpMamiiHUX CHCTEM 1 pecypciB y pi3HUX cdepax
KUTTEMISIIBHOCTI TTOKa3ye, IO iCHYIOTh Pi3Hi i TOCHTH peanbHi 3arpo3u
BTpaTH iH(opMaIlii, Mo MPUBOIATH JO 3HAYHUX MATEpialbHUX Ta iHIIHAX
36utkiB [1-4]. Po3poOka MiXHapOAHO! Ta HAIIOHATBHOI HOPMATHUBHO-
npaBoBoi 0a3um JOKYMEHTIB sl MiATpUMKH iHQopMmauiiiHol Oe3nekwy,
noTpedye 3aCTOCYBaHHS IHTEICKTYaIbHUX METO/IB Ta 3aC00iB 0OpOOKH i
aHai3y pesieBaHTHOI iH(popMalii Ha ceMaHTHUHOMY piBHI. lle cTBOpIOE
MepeyMOBH Ul YCYHEHHS TEXHIYHUX Oap’epiB MiX KpaiHamu B cdepi
TEXHIYHOTO PETYIIIOBAHHS, B TOMY YHUCIIi 3 TUTaHb OC3MEKH.

Sk Bimomo, mporec po3poOIeHHs CTaHAapTIB y cdepi iHhopMariftHnx
texHomoriii (IT) i, 3okpema, B Hampsmi iHpopMariitHoi Oe3meku
BinOyBaeThcss Oe3ymuHHO. PO3poOiSrOTE CTaHOAPTH [UIA BIOKPUTHX
cucteM, 30kpema y cdepi Oesmexu [T, cmemiamizoBaHi MiKHApOIHI
opraHizamii i KoHcopriymu. Kpurepii omiHoBaHHS iH(pOpMamiiHOL
Oe3reKkn € METOMOJOTIYHOI0 0a3010 ISl BH3HAYCHHS BHUMOT 3aXHCTY
KOMIT FOTEPHUX CHCTEM BiJi HECAHKI[IOHOBAHOTO JIOCTYILy, CTBOPEHHS
3aXUCHUX CHUCTEM Ta OIIHIOBAHHS CTYICHS 3aXWIICHOCTi. [10CiigoBHO
MyONKYIOTbCS MNPOEKTH Ta Bepcil CTaHIapTiB Ha pI3HUX CTadisx
Y3TOJDKEHHS Ta 3aTBEP/PKCHHS. 3HAUHY KUIBKICTh CTAHIAPTIB MOETAITHO
MOTTHOMIOITh 1 AETaNi3yIOTh Yy BHIUIAI CYKYITHOCTI B3a€MO3JISKHHUX
TPYII MO0 KOHIETII Ta BU3HAYEHUX CTPYKTYD [5,6].

B npomneci BUKOpUCTaHHS Pe3yIbTaTiB rapMOHI30BaHMX MI>KHAPOIHUX
Ta HaI[lOHAJIBHUX CTAHAAPTIB y KOPUCTYBAYiB IyXe YacTO BHUHHKAE
npoOieMa 3iCTaBICHHS CTaHOApPTIB, SKa HAa HAmly OYMKY MOXe OyTH
e(eKTHBHO BHUpINICHa HA OCHOBI CEMaHTHYHOro migxoxmy. [IpoGmema
31CTaBJIECHHS CTaHAAPTIB BUHHUKAE IIPU HAIBHOCTI B HOPMATHBHO-TIPaBOBii
0a3u JIOKYMEHTIB, pPO3pPOOJICHUX, TapMOHI30BaHUX, MOICPHI30BaHUX
PI3HUMH MIXXHAPOHUMH Ta HAI[IOHAILHUMH OPTaHAMH 31 CTaHIapTH3aIlil,
Hanpuknan, ISO/IEC, ITU-T, 1IEEE, CEN, CENELEC, IAB, WOS,
ANSI, W3C, ECMA, X/Open, OSF, OMG Toio. B sikocTi y3araqbHeHUX
MOKa3HUKIB, 110 XapaKTepU3yIOTh CTaHAApTH iH(popMmaliitHoi Oe3nekwu,
IIPOIIOHYETHCS BUKOPUCTOBYBaTH YHIBEpCAIBHICTB, THYYKICTB,
rapaHTOBaHICTh, PEANII30BAHICTD 1 AKTYaJIBHICTB.

Ilocmanoska 3a0aui

Jns 3a0esnedeHHss  KOpUCTYyBadaM e(EKTHBHOTO BUKOPHCTAHHS
HasBHOT'O HAMIOHAIFHOTO Ta MDKHApOJHOTO HOPMAaTHBHO-TIPABOBOTO
3a0e3necueHHs 3 iH(popMamiifHOI Oe3lekd, M0  BKIOYAE JUHAMIYHE
MOHOBJIEHHs 1H(pOpMAIli, MOUIYK Ta HABIralil0 y B3a€MOIIOB’SI3aHUX
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MYJIbTWIIHTBICTHYHUX ~ pecypcax, IPOIOHYETHCS BUKOPHUCTOBYBATH
cemanTnuHi Wiki-TrexHomorii s HOoJaHHA TaKWX 3HAHb Ta ITiABHUILIECHHS
e(eKTHBHOCTI pO3B’s3aHHSA TMoOcTaBiIeHnX 3amad. {00 iHTerpyBaTH
3HAHHS 3 PI3HUX JDKEpeln, MOTPIOHO PO3POOUTH OHTOJOTII0 MPEIMETHOL

obmacti  “Tadpopmamiiina  Oesrmeka”,  eJIEMEHTH  SKOi  OyAyTbh
BHKOPHCTOBYBAaTHCS Uil ceMaHTHuHO!  po3mitkm  Wiki-cTopiHok.
Buxopucrtanus OHTOJIOTTYHOTO HiAX0Ty 3a0€e31eYnuTh

iHTEeponepabesbHICTh IUX 3HaHb Ta MOXJIMBICTH iX 3aCTOCYBaHHS B
pi3HUX iHpOpMaliifHUX cucTeMax. lle BuMarae CTBOpPEHHS METOIIB
criBcTaBieHHs! eneMeHTiB Wiki-CTOpIHOK 3 eJeMeHTaMH OHTOJIOTii Ta
3aco0iB aBTOMAaTH3allii CEMaHTUYHOI PO3MITKH IPUPOJHOMOBHHUX TEKCTIB.

Onmonocii sk 3acié nodannsa po3noodinenux 3Hans

Jns  mpeacTaBIeHHS Ta CIIUIBHOTO BHKOPHCTaHHS PO3MOIUICHHX
3HaHB pi3HUX npeametHux obmacteit (IIpO) B cyuacHux iHpopMaIiitHux
CHCTeMaX 3apa3 MIMPOKO 3aCTOCOBYIOTBCA oOHToJOrii [7]. OHTOMOTII
0a3yroThCH Ha (QyHAaMEHTAILHOMY TEOPETUIHOMY Oazmuci
JECKPHUIITUBHUX JIOTIK, [UIf HUX BXE ICHYIOTh 3aralbHONPUHHATI
CTaH/IapTH OIUCY, MOBH 1 IPOTpaMHi 3aCO0H.

OHTOJIOTIYHMI aHaJli3 JI03BOJIAE TEPETBOPIOBATH IPEICTABICHHS
neBHoi ocobu abo rpymnu ocié mpo 30BHIIIHIA CBIT y (opManizoBaHuit
HaOlp TepMiHIB 1 NpaBWJ IXHBOI'O BHKOPUCTAHHS, NPHUIATHUIL
JUTS aBTOMATH30BaHOi 00poOKu. OHTOJIOTII0 MOXKHA PO3IJISAAATH K 0a3y
3Hanp (B3) crmemiamsHOrO BHAY 13 CEMaHTHYHOK iH(pOpMAIIE€0 PO
BuszHaueHy [IpO [8]. KommoHeHTH, SKi BUKOPHCTOBYIOTH B PIi3HHX
(hopmamizanisix oHTonorivanxX omwmciB [IpO, 3amexars Bif SK MapaaurMu
NpEeJCTaBICHHS, TaK 1 BiJ Hield MOOYIOBU Takoi OHTONOTI. BijpmricTh
(opMarbHUX MOJENIeH OHTOJIOTIM MICTATH KiacH Ta X eK3eMIULIpH,
BJIACTHBOCTI KJIAaciB, BITHOIIEHHS MiX KJacaM{ Ta €K3eMIUIIpaMH KJIAciB
i oOMexxeHHss X BHKOpHcTaHHs. B pamkax mnpoekty Semantic Web
CTBOPEHO (pOopMabHy MOBY moaaHHs oHTosoriii OWL [9] Ta MoBy omucy
metananux RDF, ski GpakTHuHO cTaigu cTaHAapTOM JUls MOJAaHHS 3HAHb Y
posnoginennx Web-3acrocynkax. [ljisi HUX CTBOPEHO BEJIMKY KUIbKICTh
IHCTpYMEHTAJIBLHHX 3ac00iB 00p0OKH, mpuMipom, Protégé.

Semantic MediaWiki

OmHuM 3a HaWOIBII TOMIMPEHWX ChOroAHi Wiki-IBUTYHIB €
MediaWiki— BinbHe nporpamue 3a0e3reveHHs 3 BiIKPUTUM KOJIOM JUIst
rineprexcroBoro Wiki-cepenosuiia, mo € miar$opMoro AJsi CTBOPEHHS
JOBIIHUKIB, EHIIMKJONEII 1 KaTalloriB. s mnporpama 103BOJIsE
CTBOpDIOBaTH Ta peparyBath pizHomadiTHI Wiki-pecypcu, Hanae
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KOpHCTYBa4aM 3py4YHHH Ta IHTYITHBHO 3po3yMimmil iHTepdeiic Ta
miaTpuMye OuThIIiCTh (yHKIIH, HEOOXiMHUX UL 3pYyYHOi KOJEKTHBHOI
pobotu.

Semantic MediaWiki (SMW) [10] 3aGesmeuye ceMaHTH3AILIIO
inpopmamnii 'y Wiki-pecypei. Lle no3Bomse KopHcTyBauaM [0JaBaTH
cemMaHTH4HI aHOTalii mo Wiki-cropiHok, meperBopiotoun MediaWiki y
cemanTuuHui pecypc. SMW mneperBoproe MediaWiki Ha ceMaHTHYHUIA
pecypc, IO3BOJISIIOYM aBTOMAaTHYHO IHTErpyBaTH iHQopmamito, 10
3HAXOIUTHCA y pizHUX Wiki-cTOpiHKaX, reHepyBaTH BIAMOBIAI HA CKIIAIHI
ceMaHTW4HI 3amuTH, OynayBaTH ©0a3W 3HaHb Ta Bi3yalizyBaTH ix
pe3ysnbTaTH, IO  BiZoOpaXkaloTh  3HAHHA  IOJO  CEMaHTHUYHHX
BJIaCTMBOCTEH Ta KaTeropid iHdopmaniiHuX 00’€KTiB, BHKOHYBaTH
JIOTiYHE BUBEICHHS TOMIO, TOOTO 00pob6saTH iHpOpMAaIito Ha PiBHI 3HAHE.

Y Semantic MediaWiki BUKOpHUCTOBYIOTECS TaKi JOAATKOBI IIEMEHTH
PO3MITKH, SIK cemanmuuui enacmugocmi (JUI1 CTBOPEHHS IAaHUX) Ta
cemanmuyni 3anumu (ISl BUKOPUCTaHHS nanux). Semantic MediaWiki
Ma€ JTOCUTh BUCOKY BHUPa3HY HMOTYXKHICTh, HANIHHY peali3allito i 3pyqHuid
KOPUCTYBAIBHUIBKUH iHTEpdeiic, chopmoBani Ha i ocHOBi [P wacrto
OOHOBIISIIOTBCS 1 IIBUIKO 301JbLIYIOTHCS. BUKOPHCTaHHS TaKHUX JKepel
00yMOBITIOETBCS TUM, 1110 Wiki-pecypcH TUHaMIYHO OOHOBJISIOTHCS BCIM
CHIBTOBAPHCTBOM KOPUCTYBayiB, MalOTh YiTKO BU3HAYECHY 1 MPOCTY IS
pPO3yMiHHS CTPYKTYpy 1 3abe3nedyioTb o00poOKy iHdopmauii Ha
CEeMaHTUYHOMY PiBHI, 1, TaKMM YHHOM, 3a0€3MeYylOTh TEXHOJOTIYHY
wiaThopMy UL TPYHOBOTO KepyBaHHA 3HaHHAMHU. CIiJ BiIMITHTH, IO,
Ha Semantic MediaWiki 0a3yeTbcs Bce OimbIIa KiTBKICTE PO3POOOK
CalTiB, MOPTANIB Ta CHUUKJIONEINYHUX BHIAHb, 10 BHUKIHKAE PO3IBHTOK
3aco0iB Ui aBTOMATH30BaHOI OOpOOKM TakWx ©0a3 3HaHb. Tomy
BUKOPHCTAaHHS CaMe OT0 MPOrpaMHOro 3a0e3NeYeHHs] 3HaYHO 301IbIIye
MOJKJIMBOCTI BHUKOPHCTAaHHS PO3pPOOJICHMX Ha Horo 0asi JOBINHUKIB Ta
SHIIMKIIONE I,

Oumonozin “Ingpopmauiiina 6e3nexa”

I onrosorist onucye Bignosigay IIpO. Bona 0a3yerbcst Ha HabOpi
HalliOHAIbHUX Ta MDKHApOJIHHMX CTaHIAPTIB, MOB’S3aHUX 3 MUTAHHIMH
iHpopmamniinoi Oe3nexu. Ha croromni moOymoBaHo HacTymHi 0a30Bi
kinacu — “Ilpeamerna obnacts”, “Cranmapt” Ta “TepmiH craHmapry”,
JUTSL IKAX MO0y TOBaHO BiIOBIHI €K3eMIULIPH Ta miakmacu. ExzeMiuipu
IUX OCHOBHHX KJIACIB ITOB’s3aHi 00’€KTHUMH BJIACTHUBOCTAMH “‘OMHCAaHO
B cranmapti”’, “Tlocunmaetscs Ha crapmapt’, “Bimnocutbes mo IIpO”
tomo. 106 ¢opmanizyBaTH CeMaHTHKY BIJHOLIEHb MK eJIeMEHTaMH
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OHTOJIOTI], IO 3T€HEpOBaHI 3a TEPMIHOJOTIYHHM Oa3UCOM CTaHAAPTIB,
rmobOynosano crierudigni st [IpO 06’ eKTHI BIaCTHBOCTI.

Kmacn e semantacweb arg 711 antologies, 2015/11 /untitled-ontology-32) < [E\diss_shared\protege’ standard_02.owl] =10
DHI‘GHDI'I[‘ s Fetactor  Window el

v (1 222011 Akt 2 -

ortocrat | sPARGL Gusry | orick Dterances | matns

“Tepmin
CTAHOAPTY

# Implementation_conformance_stat*.

Thing # International_Standardized_Profile — T :
domain 1 # Interoperability OG’ eKTHI RITACTHBOCTL
parsen @ management_controls eKzeMIIADY i
# Open_System_Environment . =
standard| part “TepmiH
Homain :upelilmnil contrals Deocriior P! - =]
v ©standard Protiie cTagmapry” 1
Ukrainian_standar| | risk_analysis standard._term Wfrom_standard
1S0_standard # rbsystem - “IndbopmaLiiiini_TexHonorii.
standard_term fystem_target_of_evaluation

Meromn_saxicry.
veritication OujnwoBana_Beanen_onep
“BaniuwkosHii pHaik " ayiikmx_cicrem”

‘® Saxnwena sona

= deals_with 08poSKa sy
EKSEB{HJHPH OBHIWKA onepauiiina cHeTema ” .
[epymanun pusuvom U
Kacy omnanent 1
“TepmiH owTpOnL Beanexn * | = Ukrainian_name “Auania
CTa.H..‘;@DTV” [e Ontology = Ertiies | Classes | Object Properties | Data Properes  Annatati iy
113]

= Ukrainian_descr

Object property his

BrnacrHBocT IAHHX
SKRMILTAPY

“Tepmix

or .

v mtopObjectProperty
= deals_with
mdefines_the_domain_term
= from_standard
mis_a_special_case 06 exTHi
®is_a_subclass_for_this_domain
®is_used for_definition_of domain_term
®use_term

3

EIIACTHEOCTI
OHTOIOTIT

Puc.1. O6’ekTHI BIaCTHBOCTI Ta €K3eMIULIPH KJIACiB B OHTOJOTIT
“IadopmariiitHa Oe3meka”

Cemanmuyna pozmimka Wiki-pecypcy mepminamu onmonoziy
“Ingpopmauiiina 6eznexa”

Y  cemantnuHiii po3mitui  Wiki-pecypcy kilacam  OHTOJIOTIT
BIJIMIOBIZIAOTh KaTeropii, eJeMeHTaMm — CTOPIHKH, a 00 €KTHUM
BIJHOMICHHSAM — CEMaHTHYHI BIIACTHBOCTi. BiNbIIl JeTalbHO MpaBUIIa
o0y IoBH ITUX BiATOBiAHOCTEH po3risayTo B [11,12,13].

Oxpemi Wiki-CTOpiHKM JIOLIIBHO CTBOPUTH SIK JUIS  KOKHOTO
CTaH/IapTy B LUIOMY (Tepesik HOoro migpo3AiliB), TakK 1 JUIT OKPEMHX
MiAPO3AUTIB Ta BU3HA4YEeHb. KpiM TOrO, IOLIIBHO BHKOPHCTOBYBATH
rinepriocwiianss Ha i Wiki-pecypen, npuMipom, Ha Bikineniro abo Ha
eJeKTPOHHY Bepcito Bennkoi ykpaincekoi ennukinonenii (e-BYE).
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HALIOHANBHUIA CTAHOAPT YKPAIHU ]

Wiki-cTopinka
CTaHmapTy

o;’;;wsa [OCTY ETSI TS 119 614-1 V1.1.1 (2016-06) [22] IETF Address Allocation for Private Intern
SasaHTaXUT) TexHiyHa cneundikauln Buaaua odiuiitve Internet Security Glossary (RFC 2828 &), May
Creulansl oTopi) Spoofing (RFC 2827 &), May 2000 [26] Specia|

Bepcia no apyxy
MocTiiine nocunanHs
Ircpopmauin npo

3micT [cxosatv]

HALIOHATIBHI BCTYN %ﬁtabl\/ Secure: An Introduction to Interne
1.1 Mpasa iTenexTyansHoi BnacocTi "

cTopiKy
Nepernnn lopoamo i Kareropii [pea.
e i 13 Topunon] KCATETODH AL PU [peal
KopucHi nocunana 1.4 O6nacte W’xk.\-crop: HER Cranpapr Inchopmauiiina 6eaneka Ykpaina
Mowyx 2 Mocunanma CTaHAPTY
Flowyx 3a NOYaTKOM 21
Kareropii 3 06nacTs 3acTocysanHs
opmn
e 4 HopwmaTviewi nocHnaHHa EJleMeHTH
5 TepMinm | BUsHaYeHHA .
BasawtaxuTy ain CEMAHTHYIHOL
o ibadkabs 6 Cumeonu Ta abpesiatypn E
g PO3MITKH
80rnAn

8.1 Baaosa inchopy

It SiUTOBXYETLCA OPraKiaaLln, MOXyTb GyTi Nos'R3axi 3 npobne: HECAHKUIOHOBAHOMO A0CT)
li, BHECEHHA WKIANMBOI NPOrpamu, BIAMOBNEHHA Bia BaxTy npuitomy abo axepena indopmauli, 8|
jpmauii abo cepeicy.

8.2 Mnasyeans | wew
9 InenTwcbiauin pusKis i
9.1 Beryn
9.2 Inchopmain npo nf
9.2.1 Bumory 6e:

9.2.2 IHehopMaLA{HI33LIA B BNV aC 327eXHTs SiZ BAKOPHCTaNNA MEDEX | O A3aHWX 3 MM INBOPMALAHWX CHCTew i indiopmau]
TOr0, y BATATAOX SKNRAKAX ICHYXITS UITKO BADMEN] BI3HEC-BAMOTH BIAHOCHO SHKOPHCTRHHA MEDEX MK INGODM

MICLSX 5K YCEDRAMHI OPFaHIZaL, TaK | 32 f MEXAMM, BKAICNZI0NH 3 ERAZHHS 3 JATANSHOROCTYTHOIO MEpERO. I
Iawasny obepkmricts Ann 7070, W06 OPFAHISALA HE NIARIBANACA AORATKOSHM PHIAKAN (YNACHIAOK
|_ YTS BUXOANTH, Nanpuman_ 812 CawOro Yeananna 260 sin aﬁomu Ha inwowy Kikul Mepem
8y yBary 13pTO NpMAinKTH 32
PenarysanHs TR Kpalnax NPAMMATI JkOwH U0 DETYMORTS KEpyRaNHA 300POW, OBPOBKOD | NepeaaNEd nepcona
CeMAHTHYHOL [or 0c06010 260 OCoBauK. ¥ 321EXHOCT! BIA SIATOBIAKOFD HALIOHAHOTD I3KOHOAABCTA TaKi JACOBM KEDYBZHHA
| NOWMPIONTS NepCoNALHY IHBOPMALID YEDES MEPEN, | HABITH MOXYTh OBMEXYBATH MOXAWEICTS NEpEARN Lunx Al
POBMITKH lew, nos'aaasnm 3 Beanexow.
kyTs craTv o'exTOM TaKOro 3aK0HOARBCTBA, € AeaKi BIAOMOCTI NPO OKPeMi KaTeropil anapatHux 3acobis | IP-aaped
Opranizauia, MOXyTs ByTH n0B'A3aHI 3 npobaewaun ([ deal with ISO term:: intrusion|HecanKLIOHOBIHOFD A0CTYNY|
les [] deal with nporpamnl, 8ia daxty npuiiomy 260 aepena dop

Puc.2. CemanTtnuna po3mitka Wiki-pecypcy 3a J0MOMOT0K0 OHTOJIOTIT
“Indopmariiitna O6e3meka”

TakuM 4HHOM, SIKIIO BXKe MOOymoBaHa oHTOJOTIsI MoBO0O OWL, Tomi
il nmocuth mpocTo BHUKOpHUCTOBYBaTH B Semantic MediaWiki. Aue
3BOPOTHHH IpOIeC HE MOKe OyTH IiNKOM aBTOMAaTH30BaHWH. binmbmn
TOTO, TIPH aBTOMATHYHIA reHeparii oHrojorii 3a Semantic MediaWiki
OyayTh 3aryOneni BimomocTi, mo wictatecss B OWL-oHTONOTI  Ta
CTOCYIOTBCSl ~ XapaKTepHCTHK KJaciB 1 BIACTMBOCTEH, IO HE MalOTh
aHarnoriB y Wiki (30kpema, Ipo €KBiBaJICHTHICTh KJIACIB 1 BIIAaCTHBOCTEH,
iXHIi HemepeTHH, Mpo iXHI0 00IacTh 3HAYCHHS 1 BU3HAYCHHS). Y TOH ke
yac, 4YacTMHa KoOHTeHTa Semantic MediaWiki He Moxe Oytu
6e3mocepenuso TpanchopmoBaHa B ouTosiorii [14]. Hampukmazn, Toii
(hakT, 0 B CTOpiHKaX BUKOPHUCTAHMH OJHI 1 TOH ke IIabJIOH, TOBOPUTH
Ipo Te, IO Ha WX CTOpiHKaX OmMHcaHi iHpopMmamiiHi 00'€KTH OIHOTO
TUIy, aje JUIs BiMOOpa)XeHHS IhOr0 B OHTOJOTIl Tpeba CTBOPUTH
cnenniYHAN KIac i 3B'sI3aTH HOTO 3 €JIEMEHTOM CTOPiHKH. AJie TIOTIM 3a
TaKOIO0 OHTOJIOTii HEMOXKJIMBO 3p03yMirTH, 1m0 Tpeba crBoputd B Wiki —
m1abJI0H YK KaTeropiro: BUOIp 3aIeXUTh BiJ] KOPUCTyBaya, TOMY IO JUIA
IO 3i cmemudivnoi, ame QopManti30BaHOK CTPYKTYPOHO JOIIEHO
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CTBOPIOBATH IMIA0JIOHH, @ Y BCiX IHIINX BHIIAJAKaX — CTOPIHKH, IO OYAYTH
BiHECeHi 110 sKoi-HeOynp Kateropii. Kpim Toro, He MOXIHBO 3B'S3aTH 3
KJIACOM OHTOJIOTIi He BCIO CTOPIHKY, a il KOHKPETHHH (parMeHT (KpiM THX
BHIIAJIKiB, KOJIM B HHOTO € ITiJI3ar0JIOBOK).

Bucnoeku

Bukopucranus texuomorii Wiki ta 1 cemanTuzamii i moJaHHS
npeaMeTHOI 00nacTi iHpopMaLiHHOT OE3NeKH € aKTyaJIbHUM 3aBIaHHIM Y
Cy4acHy emnoxy 3pOCTaHHS BEIMKHX OOCSTiB HOPMAaTHBHO-IIPaBOBOT
MYJbTHIIHTBICTHYHOI ~ AOKyMeHTallil. OHTOJOTIYHMA  MiaXin — Juis
BUpIIIEHHS IIOCTABJICHOTO 3aBJaHHs 3abe3nedye iHTeporepadenbHe
NpE/CTAaBICHHS 3HaHb Ta 3acTOCYBaHHSA BiJNOBIAHUX TEXHOJIOTIH 1
(dopMmaTiB i MO3BOJSE IHTErpyBaTH IIi €IEMEHTH 3HAHb 13 3HAHHSIMH,
npeacrasiaenumu B Semantic Web. Ownronoris  HalioHambHUX —Ta
MDKHApPOJAHUX CTaHAAPTIB (Ta IHINMX JOKYMEHTIB) 3 iH(OpMamiiHOi
0e3MeKy BUKOPHCTOBYE CEMAaHTHYHY PO3MITKY IPHPOIHOMOBHUX TEKCTIB
Ta TIOB’A3y€ ONMUCH pEaJbHUX a00 pO3pPOOIIOBAHMX CHCTEM B SIKHX
peamizoBaHi I craHmapTd. TakuWil MigXiJ 3HAYHO CIIPOIIYE MOUIYK Ta
aHaJi3 TaKMX JOKYMEHTIB Ta 3a0e3Neuye MOJMJIMBICTH IX aBTOMAaTH4HOL
00poOku. [IpuKIiiazioM 3aCTOCYBaHHS TAKOTO MiAXOAY MOXe OyTH TMOIIYK
pekoMmeHaanii moao ineHtudikaumii Ta aHaily pPHU3HKIB MEpEeKHOT
Oe3mexku g BH3HA4YEHHS BHUMOr 10 Oe3meku Mepex. Ilpu mpomy
KOPUCTYBa4eBi HE MOTPiOHO OyJe caMOCTIHHO BiJCIiKOBYBaTH 3MiHU B
OCTaHHIA pemakmii oOpaHOTO CTaHAAPTY ab0 TEPEAUBIATHCS OIINC
KOKHOT TOTEHLIHHO NpPWAATHOI CHUCTEMH — CITIBCTaBJICHHS Mae
BUKOHYBATHCSl aBTOMAaTH30BaHO. TEXHOJIOTIYHOIO OCHOBOIO JUIS TaKOi
CEMaHTHUYHOI PO3MITKH Ta IOIIYyKy MOXeE CcTatu cepemoBumme Wiki i3
CEeMaHTUYHUM PO3IINPEHHSM.

[lepcnekTiBH PO3BHUTKY Y MailOyTHbOMY pe3yibTaTiB Hamoi podoTu
nependavaioTb  CTBOPEHHS  2100anbHOI  CeMAHMU4HOi  Mepedici
cmanoapmis, SKa TOB’SDKE OKpeMi HaIllOHAJbHI Ta MDKHAPOIHI
CTaH/IapTH; 00’€KTH, 1[0 BUKOPUCTOBYIOTh 11i CTAHAAPTH Ta NOCHIIAIOTHCS
Ha HUX (K MaTepiaibHi, Tak 1 iHopmauiiiHi 00’ekTn); (axiBuiB, MO €
excrepTamu B cepi po3poOKH CTaHAAPTIB, Ta OpraHi3ailii pi3HOTO PiBHS,
IO HiATPUMYIOTH Pi3HI BHIM AiSIBHOCTI, MOB’SA3aHOI i3 po3poOKoI0 Ta
BUKOPHCTAHHIM CTaH/IAPTIB.
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®YHKIIMOHAJIBHASI CTOMKOCTb YHUBEPCAJIBHOM
MOBWIbBHON PEKOHO®OUT'YPUPYEMOW CUCTEMBI ITPU
BO3JIEMCTBUU DJJEKTPOMATHUTHOI'O U3JIYYEHUS
BbICOKOM MOIIIHOCTH

Py6an U.B., Yypromos I'.U., Tokapes B.B., Tkaues B.H.
XHYP3, 2. Xapvkos, Ykpauna

This paper presents topical scientific and applied problems of
increasing the survivability of a general-purpose reconfigurable
system under conditions of external influence of powerful
microwave pulses of electromagnetic radiation during
registration, temporary storage and data transmission. As the
general-purpose reconfigurable system one consider the following
components: main drone and the micro-multi-drones, a system for
receiving, storing and processing data. A brief description of the
functionality of individual components of the system is provided in
the framework of solving common problems: registration,
transmission and processing of data. The current status of
research devoted to the influence of microwave pulses of
electromagnetic radiation to the hardware part of the general-
purpose systems is analyzed. Theoretical studies were carried out
to determine the regularities of the influence of microwave pulses
of different power for possible software reconfiguration of the
general-purpose reconfigurable system for solving the problem of
increasing survivability. Conclusions are drawn regarding the
search for ways to increase the survivability of both components
and the system as a whole.

1. BBEJJEHUE

Oco0yr0 aKTyallbHOCTh W TPAKTHYCCKUHA HMHTEPEC BBI3BIBAIOT
UCCIICIOBAaHUS B OOJIACTH CO3JAHWs PaJUO3JICKTPOHHBIX CHUCTEM |
CPEICTB, TCHEPUPYIOIINX MOIIHOE 3JIEKTpOMarauTHoe usinyuaenue (OMU)
JUISL I€CTPYKTUBHOTO BO3JICHCTBUS HA MOJYNPOBOJHUKOBYIO SJIEMEHTHYIO
6a3y. Peubp mumer o momxojax, OCHOBAHHBIX HAa HOBBIX (U3NIECKUX
npuHIHNax. Tak Kak 3JIeKTPOMarHUTHOE M3TydeHHe BHICOKOW MOITHOCTH

MOXKET MPUBECTU K BBIBOJAY M3 CTPOA PAAUODJICKTPOHHBIX KOMIIOHCHTOB

YHHUBEPCAJIBHOH PEKOHQUTYpUPYeMOil CHUCTeMBI 0e3 e€ (HU3NIEeCKOro
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YHHYTOXKEHHUS, TO AaKTyaJlbHOW SABISETCA HAay4HO-NIPHUKIAJHAsA 3a]ada
MOBBIIEHHU (PYHKIIMOHAIFHON CTOMKOCTH KOMIIOHEHTOB CHCTEMBI ITyTEM
pEeKOH(UTYpHUpPOBAaHHUA TNPOTPAMMHOM ApPXUTEKTYPhL. OTO IO3BOJISET
MPON3BOIUTH TEPEHACTPONUKY PAa3NUUHBIX Y3JIOB, OJIOKOB M H3MEHSTH
(GYHKIIMOHMPOBaHKWE YHUBEPCAIBHON cHCTeMBI B mesoMm [ 1-3].

AHanm3upysi CyIIHOCTh 3JIEKTPOMArHUTHOTO M3IYy9YEHUsI BBICOKOM
MOIIHOCTH B KadecTBe (hakTopa BIMSHHS Ha YHUBEPCAIbHYIO
PEKOHQUTYPUPYEMYIO  CHUCTEMY, Ba)XKHO  OTMETHTb  CIIEIyIOLINe
0COOEHHOCTH:

1. lunamMuKa U3MEHEHHUS] YPOBHS BBIXOJTHOM MOIIHOCTH (Kak cpeiHei
JI0 JECATOK — COTeH KBT, Tak M NMUKOBOH (MMITyJIbCHOW) 1O €IUHUIY
MBr).

2. YKopoueHue AMuHbBl BOJHBI DM, B 4acTHOCTH, 3a CYET HOBBIX
HapaOOTOK B OCBOGHHH MMJUTMMETPOBOTO M TEPareproBOro IWAIa30HOB,
a TaKKe pacIIUpeHHe IOJIOCHI TeHEPUPYEMBIX YacTOT U yMEHbBILIEHHE
JUITENIEHOCTH UMITYJIbCA [0 €IUHUI] HAHOCEKYH]] — COTEH MUKOCEKYHI.

3. VYBenuueHHe YpOBHS MOIMHOCTH W YKOPOUYEHHE IIUTEIbHOCTH
UMITyJIbca TIOBBIIAET 3()()EKTUBHOCTh MNPUMEHCHMS 3allaCCHHOM B
UMITYJIbCE HEPTUH Ha OOJIBIINX PACCTOSHUSAX.

Ilenplo HACTOAIIETO IOKNAfa SBIAETCS PACCMOTPEHHE BO3MOXKHBIX
MmyTeil 3aluThl YHHUBEPCAJIbHBIX MOOMIIBHBIX CHCTEM OT BO3ACHCTBUS
OMMU BBICOKOH MOIIHOCTH MyTEM HPOTPaMMHOW PEKOHGUTYpaluH s
MOBBIIIEHHS UX (YHKIIMOHAILHON CTOHKOCTH.

2. OCOBEHHOCTH ®YHKIIUOHUPOBAHUA
YHUBEPCAJIbHOM MOBUJIbHON CUCTEMBI

YHuBepcasiibHass MOOMIbHAS PEKOHOUTYpHPYEeMOH cucremMa — 3TO
MHO)XECTBO KOMIIOHEHTOB, KOTOpDBIE OOECIIEYMBAIOT PErHCTPALHIoO,
nepeaady, XpaHeHHe M 00pabOTKy Pa3MYHBIX THUIIOB JAHHBIX, a TaKXkKe
HaxOAATCSl B OTHOIIEHMSX M CBS3SIX IPYr C JAPYrOM IOCPEICTBOM
3alIMIIEHHBIX KaHAJIOB CBSI3U, 00pasysl ONpeAelEHHYIO LEIOCTHOCTh U
€IIMHCTBO TIPH BBIMOJIHEHUH IIOCTABJICHHBIX 3ajJa4. Takas cucrema
XapaKkTepu3yeTcss HajJuYMeM MEeXaHM3MOB DPEKOH(QUIypaluH, peanusys
ABTOMATHYECKYIO TEPECTPONKY CTPYKTYpbl CeTH OOMEHa JaHHBIMH
BHYTPH CHUCTEMBI JJIsI JOCTHXKEHHs HauBbIcIIeH TOUkW 3¢ddexTHBHOCTH
JOCTHKEHUS 1edu  (YHKIMOHUPOBAHUS CHUCTEMBl IIPH  HAIWYHU
PpaboTOCOCOOHBIX KOMIIOHEHTOB [4,5].

B noknazne paccMaTpuBaeTcst COBOKYITHOCTh TAKHX KOMIIOHEHTOB: POii
MHUKPOMYJIBTUKOIITEPOB, MYJIBTHKONTEP-MaTKa, KOMIOHEHT IpHeMa M
XpaHEHHs MaHHBIX C LeJNbI0 JayibHeWmeil ee obOpabortku (puc. 1).
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[pennonaraercs, 4TO JaHHBIC MKy KOMIIOHCHTAMH paccMaTpUBaeMOM
CHCTeMBl  (MHKPOMYJIbTHKOITEPaMH MHUKPOMYJIbTUKOIITEPAMH,
MHKPOMYJIBTHKONITEPAMH — MYJIbTHKONITEPOM-MAaTKOH, MYJIBTUKOITEPOM-
MaTKOH — KOMIIOHCHTOM XpaHEHHS U 0O0pabOTKHM MaHHBIX) IEpeHaroTcs
4epes 3amr(ppoBaHHBIC KaHANBI IIEPeIauy JaHHBIX.

Torma, yHuBepcaIbHYI0 MOOWIBHYIO PEKOHQUTYPHPYEMYIO CHCTEMY
MOXHO OIIUCATh B BUJIE LIEJIEBON (DYHKIINU:

S={¥,X,F}, ®

rac lP — COBOKYITHOCTH KOMITIOHEHTOB paCCManHBaCMOﬁ CHUCTCMBI,

X' — kanansl nepeaun naHnbX; F — nems cucremst.
PaccMoTpuM QyHKINHM KaXI0TO 3 KOMIIOHEHTOB CHCTEMBI.

MOOHIBLHAS KOMIIBIOTEPHAS CEThb MY/IBTHKOIITEPOB-MATOK

Kanan
nepeaun
JAHHBIX

~
MoGHIbHas KOMILIOTEPHAR CeTh

MHKPOMYJILTHKOITTEPOB

P R -
oy > :
x "“, D > i KoMmmnonenT npuema i

%\ Ve ; ;*Sﬁ \%‘j xpau:«x :uuux
i W L1
L :

YIIHBCPCH.'IMIaﬂ MOOHJIBHAs pcxunq)urypupycuax KOMITLIOTEPHASA CHCTEMa

Pucynok 1 — YHUBepcanbHas MOOUIbHAS pEKOHGUTYpUpyeMas cCucTeMa
1. Polfi MHKpOMYyTBTHKONTEPOB. J[aHHBIN KOMIIOHEHT IpPEACTaBISIET

co00W dYacTh TMOJICUCTEMBI «MHUKPOMYIBTHKOINTEP — WYJIBTHKONTEP-
MaTKa». OTO 000CHOBBIBAETCS TEM, YTO MYJIBTHKONTEP-MATKa BHIITOJIHICT
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oJHYy 13 QYHKIUH — (PU3HUECKUN TPAHCTIOPT U MEKPOMYJIBTHKOITEPOB.
QDyHKIUAMH POt MUKPOMYJIBTHKONITEPA SBIISCTCS:

a) perucTpanys IepBUYHBIX JaHHBIX COTJIACHO MOCTABICHHON 3aJaun
K CHCTEME B IIETIOM;

6) perucTparys HICKTPOMarHUTHOTO N3Ty9eHHsI BBICOKOH MOIITHOCTH;

B) KBa3MMapIIPYTH3ALMS C IPOMEXKYTOUHBIM XPaHEHHEM JAaHHBIX MPH
nepeAayn ux K MyJabTUKONTepy-MaTke [6];

T) epegada TPUBOXKHOIO OPOIKACT-COOOIIEHHS O JIEKTPOMarHUTHOM
W3JTy4eHUH BBICOKON MOIIHOCTH C LIeJIbI0 o0ecnedeHus (pyHKINOHAIBHOM
CTOMKOCTHU POSI B LIEJIOM.

2. MynbpTUKONTEpP-MaTKy MOXKHO paccMaTpuBaTh KaK KOHIEHTPAaTop
JAHHBIX B OTHOIIEHUM pPOSI MUKPOMYJIBTHKONTEPOB U KaK CHUCTEMY
MPOMEXYTOYHOTO XPAHEHUs [aHHBIX B OTHOLICHWH YHHBEPCAJIBHOMN
CHCTEMBI. XapaKTepU3yeTCs CICIYIOIIMMH BEITTOTHAEMBIMH (QYHKIHSIMU:

a) TPaHCIIOPTHPOBKA POSI MUKPOMYJIBTHKOIITEPOB B 3aIaHHYIO TOUKY
COTJIACHO €M CHCTEMBI;

0) mpueM M XpaHEHUE JaHHBIX OT PO MHUKPOMYJIBTHKOITEPOB [6];

B) PETPAHCIATOP KOMaHJ YIPaBICHUS POI0 MUKPOMYJBTHKOITEPOB
(ecnu eCTb BO3MOKHOCTB);

r) 3200p POsi MUKPOMYJIBTHKOIITEPOB TIOCIIE BBIMOIHEHHS UX 33/1a4.

3. KoMIOHEHT mpuemMa M XpaHEHHs AAaHHBIX PacCMaTpPUBAETCS Kak
CTaIIOHAPHBIA OOBEKT CHCTEMBI.

3. IPUMEP OBECIIEYEHU S ®YHIIMOHAJIBHOM
CTOMKOCTU YHUBEPCAJIbHON MOBUJIBHOM
PEKOH®UT'YPUPYEMOWM CUCTEMBI

PaccMoTpuMm moBeZieHHE KOMIIOHEHTOB YHHBEPCAJIbHONW MOOMIBHOM
pekoHUTrypupyeMOH  cHCTeMBl  NpH  BO3JCHCTBMM  Ha  HHX
AJIEKTPOMArHUTHOTO U3IYYECHHUS BBICOKON MOIIIHOCTH.

IIpy BBINOJHEHUM OCHOBHOM 3aJaud YHHMBEPCAJIBHOM CHCTEMOH B
ciyyae uaeHTU()UKAITIT OMU BBICOKOM MOUTHOCTH
MHUKPOMYJIBTUKONTEPAMH  TPOBOAMTCS  OIGHKA  HEOOXOIUMOCTH
pekoHdUTrypallMu  NPOrpaMMHONM  apXUTEKTyphl Ui  oOecredYeHus
(yHKIHOHATBHOM CTOMKOCTH YHUBEPCAIBHOU MOOMIIBHON
PEKOHPUTYPUPYEMON CHCTEMBI.

Kak noxasano Ha puc. 2., B ciiydae BO3HUKHOBEHHMSI BBILIEONHCAHHON
CUTyallul TNPUMEHUTEIbHO K MHUKPOMYIBTHKONTEPY, JaHHBIE O
31EeKTPOMarHuTHOM U3Ty4EeHUU MIOCPEACTBOM ceTH pos
MUKPOMYJIBTUKONTEPOB nepeaaTcs K MYJIbTHKONTEPY-MaTKe
(WITPUXITYHKTUPHBIH MapmipyT Ha puc. 2). MyJIbTHKONTEp-MaTKa MOCIe
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npreMa u 00pabOTKH TPHUBOXKHOTO OpOAKACT-COOOIICHUS IPHHUMACT
pelIeHHe O pPEeKOH(PHIypalyy NPOTPaMMHOM apXUTEKTYyphl MOJIEIH
noBeneHus posi. Hanpumep, mpu 3arpy3ke KOHPHUTypanmnoHHOTO (haiina ¢
MOZENIBI0 TOBEOCHUS O cOope pos, JaHHAas KOMaHZa IepenaeTcs
HoCpenCcTBOM (QYHKIMI KBa3HMapIIPYTH3AIKHU B CETH POSI.

MynBTHKONITEP-MaTKa N

30Ha npreMa-Tepenadn

TTAHHEBIX ‘¢ MHKDOMYJIETHKOTITEDOB / N
P - 4. Poit
MEKPOMY/THTHKOTITEPOB

) .| mepezatin A

~JlecTpykTHBHOE BO3ICHCTBHE

Pucynox 2. — [Ipumep obecrniedenust GyHKIMOHAIBHOW CTOMKOCTH
YHUBEPCAJIbHOW MOOMIBHON PEKOH(PUTYPUPYEMOH CHCTEMBI

BbIBO/IbI
B noknane 3amokeHbl HayYHO-METOIMYECKHE OCHOBBI OOECIEeUeHUS
(hyHKIHOHATBHOM CTOMKOCTH YHUBEPCAIBHOM MOOMITEHOU

peKoH(UTypupyeMOi CHCTEMbl HPH BO3JEHCTBHU 3JICKTPOMArHUTHOTO
U3Ty4EeHUS BBICOKOW MOIMHOCTH. B nanpHeimem mnpeamnosaraercs
NpOBEJIEHUE  HCCIEAOBaHMH  CHOCOOOB  OOecredeHHs  IKUBYYECTH
nogobHoro kiacca cucteM. CIeKTp BO3MOXHBIX cdep NpUMEHEHHS
YHUBEPCAIBHBIX  CUCTEM  YPE3BbIYAHHO  IIMPOKUH, 3a  CUeT
TeTePOreHHOCTH (PAaKTOPOB BO3IEHCTBHUS.
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HUccnenoBanns HPOBOJATCS B pamMKax BBITIOJTHEHHS
(yHIaMeHTaNbHONH  HayYHO-HCCIEHOBaTelbCKOM  TeMbl  «Co3naHue
HAay4YHO-METOJNYECKUX OCHOB O0CCIICUCHUS )KUBYUECTH CETEBBIX CHCTEM
oOMeHa HWH(poOpMaIyeil B YCIOBUSX BHEMIHETO BO3ACHCTBHSA MOIIHOTO
CBU-uznygeHus» Ha Oaze Hay4YHO-y4eOHOU nabopaTopun
MopenupoBaHus CHCTEM Kadeapsl DJIEKTPOHHBIX BBIYHUCIHTEIBHBIX
Mamda XHYPD.
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THE TECHNOLOGY OF SEMANTIC MODELING FOR
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PROTEGE 5
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YInstitute for Information Recording of NAS of Ukraine, Kyiv, Ukraine
“National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine

The main feature of semantic technology is to store and maintain the
integrity of semantics (meaning of knowledge) separately from the
contents of data files and from the code of the programs that implement
them [1].Semantic simulation technology differs from traditional methods
that combine the meaning of data and the processing procedures directly
in the program code. This often leads to the need for a radical manual
redevelopment of data structures and total revision of programs during
their development or migrate to another platform.

Semantic technologies allow obtaining logical conclusions based on
the rules of conceptual models and perform automatic re-design of data
structures. Experience the semantic modeling of intelligent systems using
ontologies, indicates that any subject domain (SD) can be described
considerable number of ontologies. From the methodological point of
view, it is quite understandable — each ontology reflects a person's
perception of the developer of the functioning model of ontology (the
main entities, classes, subclasses and their relationships within the general
idea about of the subject domain). Therefore, it is advisable for the
developer to apply such methodology and tools, which allow not only to
create a model of ontology, but also to correct it in the process of
mastering it, and understanding the features of its functioning, been aimed
at constructing the most correct model.

Under the term ontology, we understood a system of concepts domain,
which represented by a set of entities and their properties, interconnected
relations, in order to create knowledge bases on their basis. Consequently,
the main purpose of ontological modeling is to create a formalized
knowledge model of the domain, which is stored electronically and may
further improved through a more in-depth understanding of the features of
the subject domain.

For the implementation of knowledge-based systems, it is expedient to
use common language for describing ontologies such as OWL Lite, OWL
DL, and OWL 2 [2] that use discriminatory logic for knowledge work. In
this case, the semantic modeling process has performed using the Open
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Knowledge Base Connectivity (OKBC) [3]. This model is based on the
theory of frames and uses concepts such as "conceptualization of classes",
"objects", "slots", "facets", and "inheritance" for representing knowledge
about the subject area, which allows create various knowledge-based
applications with a high level of interoperability (interoperability).

The formal semantics of the subject domain on the OWL describes
how to obtain logical investigations, having the ontology of SD, which is
to obtain facts that are not represented literally in the ontology, but
logically follow from its semantics.

1. Methodological aspects of semantic modeling using Web
Ontology Language

An applied ontology should describe concepts that depend both on the
ontology of tasks and on the ontology of the subject domain. The purpose
of the applied ontology is to create an electronic model of knowledge that
allows:

- creation of general terminology of a subject domain, for common
use and understanding by all users — system developers;

- give an exact and consistent definition of the meaning of each
term;

- provide semantic tasks using axioms that automatically allow you
to answer the main questions about the subject domain.

One of the most common languages for representing ontology is the
Web Ontology Language (OWL). The OWL language contains elements
such as Classes, Properties, and Individuals. [9]. All concepts of the
subject domain are divided into classes, subclasses, instances (copies).
The tag describes classes:

<owl:Class rdf:about=""http://untitled-ontology-9%#APM_MK">

Thus, the process of semantic modeling using the unified OKBC

model consists of the following steps:

« Definition of the concepts of the subject domain, that is, the basic
concepts — classes, entities, categories (Active Ontology, Entities,
and Classes) that describe the SD;

« Determination of the set of properties, which describe the
properties of the concepts of SD and allow, in the final sense, to
create a knowledge base of the domain. Formation of concept
properties in AKVS is performed using the mechanisms of
definition, attributes and roles (Data Properties);
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Establishing relations between concepts of the subject area and
their properties using the mechanisms of forming predicates
(Object Properties), which should take into account the functional
orientation of relationships, for example, "solves problems", or "is
part of", etc.;

Setting numerical or logical constraints, which used to describe the
properties of instances (Individuals) of the knowledge base. This is
realized through the mechanisms of axiom definition (Axiom) or
facet (Valiu). For example, the maximum speed for terrestrial
objects is limited to the value;

Formation of knowledge base using the mechanism of description
of instances of the knowledge base and its filling (Individual by
class);

development of typical query patterns for the knowledge base
using the query language DL Query and the output machine -
Reasoner;

Checking the correctness of the functioning of the ontological
model of SD from the point of view of its correspondence to the
initial goals and the task and finding gaps in the ontology using the
Ontograf research mechanism. The evaluation is based on the
analysis of the results of testing by various output machines
(Reasoner) and the compilation of various types of requests;
Development of a strategy for improving the ontological model of
SD and carrying out the relevant work.

Taking into account the complexity and ambiguity that arises in the
process of describing the subject area, modern science offers several
approaches to the creation of ontology [19]:

2.

Top-down. The use of this method requires the definition of the
most general concepts of the domain, with further detail of objects
in the class hierarchy and the concepts of the subject domain.
Down - to the top. This approach begins with the definition of
detailed and specific classes (the end of the tree of the hierarchy),
followed by grouping into more general concepts.

Combination of the first two methods. First, a description of the
concepts that are fully understood, then association them into
groups and create more complex concepts of subject domain.

Definition of the depth and scope of the subject domain

It is advisable to start developing an ontology with the purpose of
determining its scope and scale. That is, the answer to a few basic
questions:
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«  Which area will cover the ontology?

«  What types of questions should answer information in ontology

be?

«  Who will use and maintain an ontology?

Of course, the answers to these questions change during the process of
designing ontology software, but at any time, they allow you to limit the
scale of the ontology if it becomes too complicated.

Consider the methodology for creating an ontology on an example of
An Intelligent System For Studying Hydroacoustical Processes.

The main quality of such systems is the accumulation of two types of
information:

o real data - hydroacoustic as a result the marine area scanning,

¢ data modeling - obtained as a result of mathematical modeling the

behavior of the object.

Modeling of hydroacoustical processes requires the development of
component models, including the information model of the water area, the
database of the parameters of the marine environment (sea noise, ground,
coastline, water temperature, deep, salinity), and the parameters of
hydroacoustic devices and their interaction with the modeling medium.

Hydroacoustic processes allows to take into account both problems of
direct modeling (for the purpose of obtaining objective data-knowledge
about the marine facilities under study), and combine the obtained data
with expert knowledge (represented as a characteristic set of parameters
of real objects and their assessments based on the expert's experience).

Generalized structure of the knowledge-based modeling system for the
identification, classification and definition of parameters of movement of
marine facilities shown in Figure 1. The conceptual model to consist from
such structural components [8]:

« Simulation of marine environment - performs the functions of
creating a simulation scene (parameters of depths, temperatures and
salinity, type of bottom, coastline, etc.) and location and specification
of the parameters of marine objects (type, size, direction, speed, etc.);

* Modeling of hydroacoustic device - sets the scene of the location of
fixing devices and their parameters (type, dimensions, sensitivity);

» Hydroacoustic signals analysis - is a set of tools for creating models
for generating sonar signals and working out methods for their
analysis (fast Fourier transforms, digital filtering, spectral, frequency,
correlation analysis, etc.);

» Knowledge Base Maintenance - contains a set of tools for testing
models of object recognition, their identification, classification and
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definition of the parameters of the movement of objects, including
methods of fuzzy logic;

« Knowledge base maintenance — is intended for the organization of
tools for forming a knowledge base for solving problems of
identification and classification of marine objects;

« Inference engine — designed to organize logical inference based on
accumulated knowledge, including means of composition of product
rules, self-learning and adaptation;

+ Information storage - is the core of the system and provides
information to all the structural components of the modeling system,
and also contains information with expert assessments of the
experiments conducted;

+ Administration and management tools — provide settings for
services and applications manage user access rights to information
resources, manage security and performance of the modeling system.

The proposed system provides opportunities for end-to-end
documentation of the processes of hydroacoustic experiments, which
gives additional advantages in the formation and accumulation of
knowledge about the studied processes, including the formation of scenes
and modeling scenarios. Simulation involves the following steps:

1. Creation and maintenance of library of hydroacoustic models
including: signal generation models, signal extraction models,
signal analysis models, implementation of algorithms for
classification and identification of objects.

2. Creation and maintenance tools for Entering both type data —
model and real data (scanning water areas) into the knowledge
base;

3. Development subject domain ontology;

4. Development Algorithms and software for recognition and
Identification types of marine objects

5. Organization of logical inference on ontology

6. Creation learning system (scripts and learning algorithms
considering SD).

7. Maintenance tools for rules setting based on fuzzy inference;

8. Development Algorithms identification based on logical
inference on the ontology and production rules.

9. Development algorithms for knowledge classification and
clustering;

10. Formation of classifiers of the system (noise-emitting objects,
hydroacoustic systems, water areas).
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11. Scene formation and Creating an experiment scenario
12. Fixing the experiment results in DB
13. Evaluation of simulation results

Simulation of marine
env ironm ent

= Setting param eters of the m arine
errvironm ent (523 noise, ground,
coastline, tem perature water,
deep, salinity)

= Param eters setting of m arine
objects(type, dim ension,
navigation, speed)

a giverl mafrinie environm ent

.

* Modeling hydroacoustic signal in

| Hydroacoustic signals analysis
* MethodfastFourier transfomm s
= Method digital signal filtering
= Investigation of the frequency

object of observation
\

and spectral charactenstics of the

( Enowledge Base Maintenance

* Entering accumulated experience

* Classification of m arine objects

* Developm ent of m arine facilities
m eta descriptions

* Creating templates

* Clustering of knowledze on
fuzzy sets

* Maintenance of datawarehouse

.

~,

A

N\

4

Enowledge Base of
subject domain
System Repository
Database seas
parameters

s =,
| Recognition of marine facilities |

+ recognition of typesof marine

| Recognition of Images

Simulation Hydroacoustical System )

= Simulation Hydroacoustical Sensor
(type. dim ension, param eters)

= Modeling of rem oval sonar signal

= Setting the working conditions of
Sensor

s 4

* Determination of the speed and
direction of the object
* Algorithn s and software

objects

* Identificationm arine objectsand
param eters

* Alzorithm s identification

= Algorithn s Fuzzy Logic and

S

Administration Tools
* User Rights Management
* Secunty Mana gem ent
* Managing system settings
* Setting services and
applications

Inference engine

= Organization of logical inference on
ontology

= Search based onproduction rules

= Rules compositionbased onfuzzy
logic

= Adaptation andleaming

Fig. 1. Modeling system structure

3. Construction of the conceptual model of the subject domain

ontology

Ontology model Ont(SD) of the intellectual system contains the basic
concepts (entities - basic concepts of the subject domain), their attributes
and describes the relations between them and can be represented as:
Ont(5D) . = = C“¥ Ex' Rel ™, T'@ 4x¥ Rul™ =

Where: ¢ #* - classes (Classes) - a finite set of basic concepts of

hydroacoustic processes;

Ex (%1 a finite set of Set Exemplars classes of ontology;
Rel ™1 a finite Set of Relationships between classes and their types:
T@ - a finite Set of Attributes of each class, their data types and

value fields;
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Ax@ — a finite Set of Axioms — define the basic concepts of SD,
which are always true for it:

Rul ™ - afinite set of rules of logical conclusion.

Detailed consideration of the concepts of the subject domain and
functional problems leads to the allocation of the following main classes:

1. Experiment — class ©*¥1  defining characteristics of the
conducted experiment — identification number, date of conduct,
researcher identifier, service data.

2. Models_Hydroacoustic_processes — class ¢ ™2 describing
various models, methods and algorithms for generation,
selection and analysis of signals, as well as methods and
algorithms for classification and identification of marine
objects.

3. Hydroacoustic_objects — class €22 consist from some
subclass (marine objects, underwater objects and air objects)
and describing properties objects.

4. Aguatorium is a class € *¥%) to describe the maritime area
chosen for the experiment: the type of aquatorium, the name
and refinement parameters for the type modeling algorithms
(coordinates, depths, temperatures, salinity).

5. Hydroacoustic_System — class €% that describes the
coordinates, composition and types of hydroacoustic devices.

6. Experiment_scene — class ™ to describe the simulation scene,
taking into account the characteristics of the marine region, as
well as the characteristics of the objects that participate in the
experiment.

7. Modeling_Scenario — class ¢ =#™ to specify the sequence of
individual stages of the simulation. Each step is a set of
procedures "start-run-fix the result".

8. Model_estimation — class € ®® for fixing the results of
modeling and estimating the correctness of models.

9. Acoustic signal — class (%) that defines the signal
characteristics, including the date of the signal detection and
the parameters of the locking device.

10.Waveguide - Class € ™2 to describe the hydroacoustic
interference affecting the propagation and distortion of the
hydroacoustic signal, as well as the means of neutralizing
interference.

In the ontology model, in addition to the main classes, subclasses

representing instances of the corresponding classes are also included.
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In accordance with the basic rules of the OWL language, a triplet
called the RDF graph describes the class. In this graph, vertices are
objects and objects, and as arcs are predicates [6]. From a mathematical
point of view, the triplet is an instance of an element of a certain binary
relation. The expression of the triplet asserts that a certain relationship
indicated by the predicate connects objects marked as the subject and
object in a particular in the triplet [7].

One of the tools for semantic modeling is the well-known ontology
visual editor Protégé 5. - Designed by the University of Stanford [4].
Visual methods of designing ontologies help quickly and fully understand
the structure of knowledge of the subject area, which is especially
valuable for researchers working in the new subject area. Protégé 5
supports all phases of the ontology life cycle in accordance with 1SO /
IEC 15288: 2002 [9] requirements — from the development of a semantic
network and the creation of a knowledge base on its basis, to the
formation of user requests to these bases in order to obtain knowledge.

The main window of the Protégé 5 editor consists of tabs that
represent the various tools for create model of knowledge such as:
<Active Ontology>, <Entities>, <Classes>, <Data properties>, <Object
properties>, <Individuals by class>, <DL Query>, <SPARDL Query>,
<OntoGraf> and others (

4.  Formation of the hierarchy of the main classes - taxonomy of
the subject domain

Defining classes and creating their hierarchy (taxonomy) is key in the
development of ontology SD. The taxonomy of classes is a tree of
descriptive terms that have a hierarchical structure.

In Protege 5 editor creating classes ¢ “*! occurs in the bookmark
<Classes>. In the OWL classes are interpreted as a subset of individuals
that are part of a defined class.

The peculiarity of designing in the environment Protege is that classes
are considered as subclasses of the general ontology THING. According
to the CamelCase notation for OWL [10] - all class names must begin
with a capitalization and should not contain spaces. For securing the
classifications, simply press the <Add subclass> button, In the window
that opens, you must enter the name of the class. (Fig. 2.).
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Active Ontology x| Entities x| Classes x| Object Properties x Data Properties x| Individuals by class x| DL Query x| OntoGraf =

Class hierarchy | Class hierarchy (inferred) Annotations | Usage

<& Create a new OWLClass x

¥ @ owl:Thing
Modeling_Scenario
Experiment_scene

Mame: Hydroacoustic_objects

AC"“-“ti'::_5ig"ﬂ| IRI: ticweb.org/aamuHmncTpatop/ontologies/2016/9/HidroChina#Hydroacoustic_objects
Aquatorium
Experiment Mew entity options...

g
» Hydroacoustic_System
Model_estimation
b Models_Hyroacoustic_processes oK Tered
§-  Waveguide

Fig. 2. An example of creating classes of the modeling system

By default, classes in OWL can intersect. In order to divide the
classes, they need been disjointed. This ensures that an individual cannot
be an instance of more than one class. To do this, in the <Classes> tab
you need to define a class that should not intersect, then in the
<Description> field, you need to click on the + side of the Disjoint With
function and in the <Class hierarchy> window open the class that should
not overlap with the specified class (Fig. 3.).

Actve Ortology = Entaies | Classes = | Olject Propeties = | Data Properties »  bndividual by class = DL Query = | OnduGeal =
Class hierarchy | Class hisrarchy (sferred) Annctations | Usage

v ®owl;Thing Class hierarchy | Eapression editer

Modeling_scenario p—
Experiment_scene
Acoustic_signal owl:Thing
» ® Aquatorium Acoustic_signal
Experimant * O Aquatorium
» ® Hydroncoustic_object Experiment
» © Hydroacoustic_System Experiment_scene
Hodel_estimation » @ Hydroacoustic_object
+® Models_Hyroacaustic_processes * & Hydroacoustic_System
¥ 8 Waveguide Model_estimation
o Modeling_Scenario
Water_bottom_waveguide: * O Models_Hyroacoustic_processes.
Water_water_waveguide ¥ O Waveguide
Air_water_waveouide
Water_bottom_waveguide
| W ]

Waveguide

Fig. 3. Separation of classes into disjointed ones

OWL allows you to create annotations with various information
(comments, creation date, author, links to resources, etc.) and metadata
classes, properties, individuals and ontologies.

Tab <Classes>, <Object Properties>, and <Data Properties> are used
to create annotations. Next, in the <Annotations> tab, click on the "+" and
in the opened window, enter the desired comment (Fig. 4.).
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Active Ontology « Enfities = Classes = Object Properties = Data Propesties »  Indvidhuals by class = DL Query = OntaGral
Class hierarchy  Class hierarchy (infemed) Annatations  Usage

¥ ®owl:Thing
rio
o o Air_water meveguides >
s ol | En i Propey va
[

Fig. 4. Adding comments to the selected class

In Protégé editor each class defined by properties that describe the
relationship between classes and divided into two types [12]:

e  <ObjectProperty> - describes relations Rel ! (types of
relationships) that are established between particular classes of
ontology.

e <DatatypeProperty> - describes the specific attributes T ¢
(characteristics) that define the class. For example, the speed of
the marine object, its dimensions, technical parameters, etc.

5. Formation of a subset attributes of the domain subject

A subset of attributes T describes the properties of classes £ %
and is used to enter specific values of instances classes - Ex ‘.

The creation of attributes subset by Protege editor has performed
using the <Datatype Properties> tab on toolbar of the Protégé editor 5.
<DatatypeProperty> - associates an individual with a data type value of
the RDF schema (defines the relationships between the individual and the
data values) and describes the specific attributes T™® (characteristics)
that define the class.

Next, the window containing the <OWL: DataPropertty> tab is

displayed. When you click a button e toolbar, opens window <Create
a new OWLDataPropertty>, in which you can enter a name property, such
as <Cruising Speed> and click OK (Fig. 5.). After performing the
corresponding actions provided by the process, a new type of property
appears in the left frame.
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Active Ontology = | Entities = | Classes = Object Prop «  Data Prop * | Individuals by class = | DL Query = | OntoGraf =

prop P WISICIE) | Annotations | Usage
T = B Pt Il Annotations: Vibrational_speed Vx

v mowl:topDataProperty

b m Angular_characteristics

: m Characteristics_modeling_methods
~—m Author_method

Annatations

- m Method_description

..mm Methods_name

haracteristics_surface_object

m Noise_emission_surface_object

m Surface_object_dimenstion

- mType_surface_object

m Characteristics_Underwater_object

- m MNoise_emission_underwater_object

~-mType_underwater_object

- mUnderwater_object_dimensions

v-- mCoordinate_characteristics g

...mCoordinate X <4’ Create a new OWLDataProperty X

-~ m Coordinate_Y

~-m Coordinate_Z Name: W\bratmn_Spaed_\:’x\

mMeasurement_results

- m Acoustic_pressure_P
Vibrational_speed_Vx| IRl: anticweb.org/agmuHicTparop/ontologies/2016/9/HidroChina®Wibration_Speed_Vx

- mVibrational_speed_Vy

~..mVibrational_speed Vz New entity options...

mParameters_air_object

@ Parameters_waterarea

m Scenario_Characteristics

®m Scene_Characteristics Ok Cancel

m Spectral_energy_characteristics

Fig. 5. Creation a new attribute in Protégé editor

Repeating this procedure can form a whole set of attributes for a SD.
For a complex domain <OWL: DataPropertty> can be represent as a
hierarchy structure. A set of properties for different instances of classes
can be completely individual.

The predefined attributes has specified in the XML schema dictionary
and can be represent in a variety of data formats: integers, floating point,
lines, logical values, etc.

An example of the owl tag: DatatypeProperty <URI> in XML, which
describes the class <Underwater_object>:

<owl: DatatypeProperty rdf: about = "http://www.semanticweb.org/
svr/ontologies/ -9# ="#Underwater_object_dimensions"/>

6. Formation of instances of classes for filling the knowledge
base

Examples of classes — are specific objects SD (instance) that belong to
a certain class - C l-':’m. Every classes C l-':”:' has describes subset of
attributesT; ™.

Instance creating process is executed through the tab <Individuals by
class>, which is written by the type tag

221



<owl: NamedIndividual rdf: about ="....">
Process creating a new instance consists of the following steps:
1)  Select tab <Individuals by class> in a toolbar Protégé editor. This
opens a new window for create instance.
2) To creation a new instance of the selected class (Southern seas),
&

you should click on the button , as shown in Figure 6. This
opens a new window <Creat a new OWLNamedIndividual>,
which is intended to input the name of an instance. After
performing the corresponding actions provided by the process, a
new instance of the selected class appears in the left frame, for
example, <Taiwan Strait>.
3)
Active Ontology x| Entities x | Classes x | Object Properties x DataProperties » | Individuals by class = DL Query x OntoGraf x

Annotations | Usage
P L IR gl Annotations: Taiwan_Strait

¥ @ owl:Thing Annctations
- Acoustic_signal

- Aquatorium

- Northern_seas

[ 0 Southern_seas) Description: Taiwan_Strait mE|]
Experiment Types

Experiment_scene

p-- 0 Hydroacoustic_object
 Hydroacoustic_System
- Hydroacoustic_device_1 Same Individual As
- Hydroacoustic_device_2

Model_estimation

Modeling_Scenario Different Individuals

Southern_seas

p-- @ Models_Hyroacoustic_processes
» Waveguide

¥ ¥ Create a new OWLNamedindividual X

For: Southern_seas

& Babco_Bay

@ South_China_Sea

# Strait_Towers IRI:

# Taiwan_ocean
Taiwan_Strait

Fig. 6. Example of adding new instance

Mame: Taiwan_Strait

MNew entity options...

The procedure <Create a new OWL Named Individual> can also be
used to fill the knowledge base with test samples. To do this, select the
desired instance of the specified class (Southern_Seas), as shown in the
figure 8, and in the field <Property assertions> with the instance name
(Babco Bay), click on the icon <+> next to the function <Data Property
assertions>. When clicked icon, a new <Data Property> window appears
where is required in entity <Owl:TopDataProperty> has select the
appropriate attribute, for example, <Maximum_depth> and enter its value
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in the field <Value> right window (Fig. 7.). After clicking the OK button,
its value is written in the ontology database

Active Ontology x | Entities x| Classes x Object Properties x | Data Properties x| Individuals by class x| DL Query x | OntoGraf x

Annotations | Usage

IR AN Annotations: Babco Bay

v owl:Thing Annotations
- 0 Acoustic_signal

¥ @ Aquatorium

H Description: Babco_Bay  MEEE l Property assertions: Babco_Bay
Experiment
Experiment_scene

p-- @ Hydroacoustic_object

A& Hydroacoustic_System

H Hydroacoustic_device 1
Hydroacoustic_device_2

Model_estimation

Modeling_Scenario

E Models_Hyroacoustic_process:

p-- 0 Waveguide

Types Object praperty asserions

Southern

Data praperty assertions

Same Indivi m Average_depth "6 m”

Nepative abiect property assettions e

Instances: Babco_Bay
X

For: Southern_seas

Asserted ¥

¥ mowltopDataProperty
- m Angular_characteristics
- m Characteristics_modeling_met
m Characteristics_surface_objec
m Characteristics_ Underwater_o
- mm Coordinate_characteristics
- M Measurement_results
= Parameters_air_object
= Parameters_waterarea
I‘ - mBottom_relief_parameters
7 Common_parameters
Average_depth

»
»
»
# South_China_Sea »
# Strait_Towers >
# Taiwan_ocean [
# Taiwan_Strait b

v

- Water_area
5 Salinity_parameters
§ - mTemperature_parameters
- m Scenario_Characteristics
- M Scene_Characteristics
- m Spectral_energy_characteristi

YyvrY

4 e ] 3 Type = Lang

Fig. 7. Example of entering the value of a particular attribute

Because an instance of the class describes by some subset of
attributes, this value-adding procedure must repeated for each attribute
(Fig. 7.).

A set of properties for different instances of classes can be completely
individual.

7. Defining and forming a subset of relationships and linking
classes

In Protégé editor each class defined by properties that describe the
relationship between classes. In Protégé, the Object properties describing
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[12] by tab <ObjectProperty> - are relations between two classes or
individuals.

With the help of the <ObjectProperty> tab, are performed the
following actions:

1. Formation of a subset of the relationship Rel @ between
classes ¥ in a defined subject domain adding types of
relationships to the list <owl: topObjectProperty>.

2. Formation of a subset Axioms Ax™ in a defined subject
domain - by binding certain class ontologies relations using
the predicates from <owl: topObjectProperty>.

3. Formation of relationships between individuals using the
predicates contained in <owl: topObjectProperty>

Forming a subset of relationships in a defined subject domain

To create a subset of relationships and adding it to owl:
topObjectProperty, you must select the <ObjectProperty> tab in Protégé
5. and go to the owl: topObjectProperty line. The toolbar opens the tools
to describe relationships. To adding a new type of relationship, you need

to click a button T‘. In the window named <Create a new
OWLObjectPropertty>, you must enter a name for the type of relation, for
example, <has_communication_> (Fig. 8.) and press OK.

Active Ontology x| Entities » | Classes x | Object Properties x | Data Properties x | Individuals by class x | DL Query x| OntoGraf x

Object propeity hierarchy: owl:topObjectProperty [UIZIElE] | Anne

= X Asserted ¥
A _owl:topObjectProper <€ Create a new OWLObjectProperty X fAnne

m Detected_by_sensor
= Found_in_waters X
:--mObserved_by_sensor Mame: has_connection_with
.mSet_to

IRk inticweb.org/agMuHncTpatop/ ontologies/2016/9/HidroChina#has_connection_with

New entity options...

0K Cancel

Fig. 8. An example of formation a new type of relationship

After performing the appropriate actions provided by the
process, a new type of connection appears in the <owl:
topObjectProperty> subset. Repeating this process for SD it is possible to
form the whole subset of the types of zips for the selected SD.
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Formation of a subset Axioms

Under the axiom are assertions that introduced into the ontology in the
finished form, from which other statements can be deduced. Axioms bind
two classes (the concept) with certain relations

The link between classes is described by the RDF graph

The created relationship between classes (Axioms) are described by
the RDF-graph

<subject-predicate-object>
Subject C _gm Rel Jrn' Object "-_.:-fm
(Class;) Predicate (Class)

In the editor Protégé 5, two functions used to define the axiom of
subject domain:

e Domains (intersection) — asserts that the subjects of such
property statements must belong to the class extension of the
indicated class description [].

e Ranges (intersection) — asserts that the values of this property
must belong to the class extension of the class description or to
data values in the specified data range.

To create a subset of Axioms you must select the <ObjectProperty>
tab in toolbars Protégé 5 and go to the owl: topObjectProperty line. In the
<owl: topObjectProperty> subset select the desired relationship type.
which binds two classes, for example class <Experiment scene>
connected with class <Aquatorium> relationship
<has_connection_with>.

To do this, on the <ObjectProperty> tab in the <Description> window,
you need to click on the "+" next to the function <Domains
(intersection)>. When you click "+", a separate window opens where you
want to select the <Class hierarchy> tab (Fig. 9 a) and define the class
(<Experiment_scene>) to which the selected property is given.

When to selects second class you need to click on the "+" next to the
function <Ranges (intersection)> in the <Description> window. Further,
in the opens window you must select the class (<Aquatorium>) and click
OK (Fig. 9 b). After completing the corresponding actions, a new
relationship between the classes has created and stored in the model
ontology of Subject Domain.
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b)
Fig. 9. Example created relationship between classes

Formation of relationships between individuals

For formation of relationships between two individuals in Protégé 5
you are need to go in <Entities> tab of toolbar. In the open window
<Individuals by type> there is class hierarchy that has instances. Next, in
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the class hierarchy (for example, <Helicopter>) you must select an
instance (subject) and open it (<BoeigCH-47>). After that, two windows
open <Description> and <Property Assertions >. For formation of
relationships between selected individual you need to click on the "+"
next to the function <Object Property Assertions>. After that opens a new
form to enter two fields <Object property name> and <Individual name>
(Fig. 10.). For example, individual <BoeigCH-47> characterized by a
high level of acoustic noise the limiting values of which are recorded in
the individual <Big_acoustic_noice>. In the field <Object property
name> you need enter the relationship <Has_acoustic_noice> and in the
field <Individual name> register individual <Big_acoustic_noice> and
them to click OK.

After completing the corresponding actions, a new relationship
between the individuals has created and stored in the model ontology of
Subject Domain.

Annstation property hierarchy

Fig. 10. Process creation of relationship between individuals

The class hierarchy built by means of Protégé editor has shown in
Figure 11.

Subject domain ontology includes 34 classes, each of them has from 5
to 15 attributes; nearly 30 axioms: 23 associative relations, 15 “is-are”
relations, nearly 70 heredity relations and 50 “class-data” relations are
described; standard types of attributes values and limits for values of
attributes are highlighted.

For example, Acoustic signal — class =%} has the following
attributes:

Frequency of the signal

Phase

Amplitude

Interference level

Spectral-energy characteristics

Vector-phase characteristics to identify the object
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e  Coefficient of total attenuation (pressure signals, Speed
along the axes - V,, Vy, V,)

Location coordinates

Distance to the object,

Speed of propagation,

Position of the object relative to the receiver,

Pressure at the depth of the receiver,

The results of modulation of the noise spectra of objects
Coefficient of noise emission.

Thus, Ontology represents the description of subject domain in the
terms of knowledge processing theory. It allows describe the subject
domain entities in the terms of ontology classes, gives classes objects —
called “individuals”. After all classes and their individuals are described
and all relations on them are set it is possible to use algorithms of
descriptive logic for ontology information processing as well as build the
ontology graph. Ontology ben used for more adequate description of
entities with which hydroacoustics system operates.

8. A comparative analysis of the expressive capabilities of
SPARQL and DL-Query

The concept of discrete logic in the Protégé environment is realized
through the use of a logical output machine - Reasoner. One of the most
famous logical machines for finding hidden knowledge in ontology is
Reasoner HermiT 1.3.8.413, which is based on the syntax of Manchester
OWL. This syntax is a subset of the OWL DL and is based on gathering
all information about a particular class, property, or individuality into a
single frame construct construct. Reasoned Hermit 1.3.8.413 comes as a
plug-in with the standard distribution of Protégé Desktop 5.

DL, implemented in Reasoner HermiT 1.3.8.413, operates with the
Trim model primitives in the formation of DL Query:

¢ Individuals - which define individual entities of the subject area
(Class name, Data Propertty name, Object Property name,
individuals), with the participation of which a request is made to
the BR;

e Concepts - defines the action (Conjunction, Disjunction, Class
Addition, etc.) that must be performed on selected entities (Class
name, Data Propertty name, Object Property name) when
manipulating data;

e Roles - defines the type of relationship between the entities of
the knowledge base (some, min, max, only, self, exactly, value).
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T Hartimz 18

Fig. 11. Graph of ontology model using Protégé

Table shows the main logical functions of the Manchester OWL
syntax in the formation of the DL Query [14].

Table
DL Linguistic OWL Constructor Explanation
function designation
cnbD CANDD intersectionOf Conjunction —
individuals in C and
D
CubD CORD unionOf or D Disjunction —
individuals in C
-C NOTC complementOf Class supplements —
individuals not in C
{a} U {AB..} oneOf One instance of the
{b}.. class
ARC R SOME C | someValuesFrom | Choosing a Separate
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Relationship with C

VR.C R ONLY C | allValuesFrom Select all

>NR R MIN 3 minCardinality

<NR R MAX 3 maxCardinality

=NR R EXACTLY | cardinality Select an instance

3 that matches the

exact value of the
property Data
Propertty name

IR {a} R VALUE a | hasValue Select an instance
with a specified
value of the property
Data Propertty name

The response to requests for built ontology is extremely important as
it used as a tool by which datas users can interact with ontologies and
data. In this context, it is extremely important to use the language of the
request to create an ontology - expressive capabilities.

A comparative analysis of the expressive capabilities of SPARQL and
DL-Query was performed on the example of searching for knowledge in
the ontology of "Modeling complex for working out algorithms and
software for detection, classification and determination of parameters of
motion of marine objects" request type:

What are the Hydroacoustic_System installed in Yellow_Sea?

DL -Query allowed to detect two objects that are installed in
Yellow_Sea (Figure 12a) DL query).

A similar SPARQL query also detected objects that were
installed in Yellow_Sea (Figure 7 in) SPARQL query).
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Query (class expression)

Hydroacoustic_System and SetTo some {Yellow_Sea}

Execute | | Add to ontology

Query results
Subclasses (1 of 13 Query for
owlMNothing Direct superclasses

Superclasses

Instances (2 of 2)
& Device_4a1
& Device_a2

Equivalent classes
Direct subclasses
| Subclasses

v| Instances

a) DL query

PREFIX rdf. <hitp:/iwww.w3.0rg/1999/02/22-1df-syntax-ns#=

PREFIX owl: <htip:liwww.w3.0rg/2002/07/owl#>

PREFIX rdfs: <hitp:/iwww.w3.0rg/2000/01/rdf-schema#=

PREFIX xsd: <hitp:iwww w3.orgi2001/XMLSchema#=

PREFIX h: <http:iwww. 2016/9/HidroChina#=
SELECT ?pr  ?Hydroacoustic_System

WHERE

2pr hiSeTo PHydroacoustic_System
Filter regex( str(?Hydroacoustic_System), "Yellow_Sea’)

pr Hydroacoustic_System
Device_d1 Yellow_Sea
Device_42 Yellow_Sea

b) SPARQL query
Fig. 12. Comparison of results of the logical conclusion of the languages
of DL and SPARQL queries

The SPARQL is the query language for the RDF data that uses the
communication protocol to connect to RDF repositories. SPARQL is an
analogue of the SQL language for relational databases. The SPARQL
query is a collection of hobby templates that compare RDF data. The
results of requests for SPARQL requests can be returned or reproduced in
different formats:

* XML SPARQL defines an XML dictionary for returning result
tables.

* JSON JSON "port" XML dictionary, especially useful for web
applications.

* RDF Some SPARQL results points cause RDF replies, which,
in turn, can be batchwise in different ways (RDF / XML, N-Triples,
Turtle, etc.)

* HTML. When using an interactive form for working with
SPARQL queries. Often implemented through the application of
converting XSL to XML results
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One of the significant benefits of the SPARQL query language is the
ability to use the filtering method. For example, you need to find a
Hydroacoustic_object Level Noise_emission greater than 60 db:

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>

PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

PREFIX rdfs; <http://www.w3.0rg/2000/01/rdf-schema#>

PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>

SELECT ?Hydroacoustic_object ?Noise_emission

WHERE {

? Hydroacoustic_object: Helicopter ;
rdfs:label ? Hydroacoustic_object;
prop: Noise_emissionEstimate ? Noise_emission.
FILTER (?Noise_emission > 60 db) .
}

Another advantage of the SPARQL query language is the ability to
locate analogues by looking at them in the WWW space.

The disadvantage of using the SPARQL query language is the need
for the end-user to know the SPARQL syntax and carefully write the
names of entities and predicates. If the individual knowledge of the
SPARQL language of the user is not proper, it is very difficult to
correctly formulate requests for ontology. Because syntax errors lead to
non-execution of the request and, in fact, to the complete impossibility of
using ontology.

DL-Query in the protégé tool environment 5.2 implemented within
the HermiT reasoner. DL-Query is a full version of OWL 2 Direct
Semantics as the World Wide Web Consortium (W3C) [11]. HermiT also
supports rules for DL-safe SWRL and description graphs, which allows
for the precise description of arbitrarily-related ontology structures (many
domain ontologies).

Reasoner HermiT perceives an ontology as a TBox set - a
description of the hierarchy of the classes <class hierarchy> (concepts of
the domain and their instances), and ABox - sets of properties that
describe the classes and their instances (using the <owl: topDataProperty>
and <owl: topDataProperty> built ontology).

Moreover, Reasoner HermiT supports Hypertableau-based algorithm,
implemented on Java.

Consequently, when forming a specific DL request, the user can use
the popup menu when writing the query object (Figure 13). That
significantly facilitates the formation of a correct query. In addition, when
choosing a DL function over triplets, it is also possible to use the built-in
DL function menu.
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Query (class expression) QU€TY (class expression)

|1 and Noise_emission v " - : - — n
- Hydroacoustic_object and Noise_emission v
HasAcousticNoice 4 —Opject emssony
™ HasConnectWith Encountered v at linel ¢/
Helicopter some
Hydoacoustic_Signal min
Hydroacoustic_device_1 max
Hydroacoustic_device_2 only
Hydroacoustic_object Query results eactly
Hydroacoustic_System ) value
Built-in DL, menu to forming Built-in DL function menu to
entities forming predicates

Figure 13. Examples of using the popup menu when creating queries

DL query, SWRL, and SPARQL allow you to perform very complex
queries to the ontology knowledge base that use different filtration
methods to generate queries.

However, the DL query characterized by a higher level of expression
because it, besides traditional SELECT query capabilities, also uses the
Manchester OWL syntax logic device in the formation of DL Query [14].
This allows you to use a popup menu that reads the ontology of the
domain and simplifies the formation of the DL request when describing
the entities in the triplet. In addition, when writing a DL function, you can
also use the popup menu.

These languages in the ontology analysis use n (dimensional) - triplets
in the form of a query, which allows you to formulate very complex
queries and to identify implicit tie between classes and instances of
classes.
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YAOCKOHAJIEHA CTPYKTYPA CUCTEMMU BUSBJIEHHS
BTOPTHEHbB B IHOOPMAIIMHO-TEJTEKOMYHIKAIIIIHI
MEPEXI TA CUCTEMH CHELIAJIBHOI'O ITIPU3HAYEHHSA

L.IO. Cyﬁaql, B.B. (I)ecboxaz,
Uncmumym cneyiansnozo 36’3y ma saxucmy inpopmayii HTYY
“KIII im. Iz0psa Cikopcbvkozo”
’Biiicbkoeuii iHcmumym menekomyHikayin ma ingpopmamu3zayiv

Ha cporomuimuiidi neHp moOynoBa e(eKTHBHOI 1HQPACTPYKTYpH
Oesnexu iH(popMmaLiitHO-TeneKkoMyHiKaniiHux cucreM Ta Mepex (ITCM)
He MOXIIHMBa 0€3 3aCTOCYBaHHS MEXaHi3MiB 3aXHCTy, SIKi BiIIOBiAIOTH
CyJacHHM TCHICHINSIM BeIeHHS KiOepHeTwdHOI OOopoThOu. OmHuM 3
OCHOBHHX 00OopoHHHX 3aco0iB ITCM Bin iHdopMariitHO-pyitHIBHIX
BIUIMBIB (BTPYYaHb) y BHUIIANI KiOCpHETHYHHX BTOPTHEHb Ta/a00 arak
TPaOUIifHO BHUCTYIMAIOTh CHCTEMH BHABICHHA Ta/a00 3amoOiraHHs
BropraeHHAM (CBB), ocHOBHa 3a/1a4a SKHX 3BOJUTHCS A0 ONCPATHBHOTO
iX BHJABICHHA Ta, B 1J€aNbHOMY BHIAJKY, IHII[IOBAaHHS CIICHAPIIO
npunuHeHHs QakTy KoMnpoMeTarii 00’ekTa, M0 aTaKy€eThCs.

OcCkinbKH Mpuposa KIOEpPHETHYHHX araKk € pPi3HOMaHITHOIO, TO
edpextuBHicts CBB, 3 Touku 30py amantanii 10 HHUX, B HEBHIH Mipi
3aJICKATh HE TUIBKM BiJi TOKIAJCHUX Y HUX METOMIB Ta MOJCICH
BUSBJICHHS arak, aje ¥ BiJ pealti30BaHOTO0 Yy HUX MiAXOAY [0
(hyHKIIOHATBHOT Ta (DI3MYHOT apXiTEKTypHOI TOOYIOBH.

Amnamiz ctpykTypu icHytounx CBB, ski € BIAKpUTHMH Ha OCHOBI
3arajbHOJOCTYNHUX Jinen3ii (Suricata, Bro, OSSEC, Prelude ma in.)
MOKa3ye, 10 OCHOBHUMH €JIEMEHTAMH, SIKi BXOJATH 0 IXHBOI CTPYKTYpH
€:

— mixcucteMa 300py iHQOpMAIIii po 00’ €KT, SIKUH 3aXHUIAETHCS;

— mixcucTeMa aHaii3y (BHSBICHHS) aTak Ta BTOPTHEHb Ha 00’ €KT;

—  TiJIcHCTeMa CIIOCTEPEKEHHS 32 CTAHOM 00’ €KTa.

['05I0OBHUM HEIOJIIKOM TaKoi apXiTEeKTYpH € BiJCYTHICTbH MiJCUCTEMH
iHpopMaLiiHOT MATPUMKH orepaTopa 3 Oe3NeKH, IO B CBOIO 4Yepry, He
Jo3BONISIE  ¥ioMy 3mificHroBatn omeparuBHuit  (Online  Analytical
Processing, OLAP) Tta inremekryanmsuuii (Data Mining) awnamis
iHpopMmanii m©po craH cucremMu (Mepexi) 3 METOI BHSBICHHS
HEOUEBU/IHUX, OO’€KTUBHMX Ta KOPHCHHMX HA NPAaKTHULi 3HAaHb I
HOJAJIBIIOTO MIPUAHATTA pileHHs 070 ineHTHOIKALIT
HECAHKIIIOHOBAHOTO KiOEpHETHYHOTO BTPY4YaHHs B IXHIO poboTy. o Toro
K PO3TIISTHYTI CUCTEMH € HEOCTATHBO MTOBHUMH 3 TOUKH 30y OXOIUICHHS
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piBHIB QYHKIIOHYBaHHS, II0 HE TO3BOJISE IIMPOKO BUKOPHUCTOBYBATH IX Y
ckiani ITCM.

Y 3B’A3Ky 3 LUM BHHHKA€ aKTyaJlbHa 3a/ada YZOCKOHAJICHHS
posrisiHyTOl cTpykTypu CBB mnmsixom BBemeHHS IO Hei MigCHCTEMH
niaTpuMkn npuiHATTS pimens (ITITIP) agminicTpaTopa 3 iHpopMamiiHOT
Oesmekn Ta 3MiHHM crmocoOy 11 3acTocyBaHHA B iH(OpMAIliifHO-
TENEKOMYHIKallilHUX CUCTEMax CHELiaIbHOTO MTPU3HAYCHHSI.

Y nomoBifi po3mISHYTO yJAOCKOHaleHy cTpykTypy CBB y ckmani
ITCM Ta peamizamito Ha i OCHOBI 0araTOCHICIOHOBAHOT METOIHMKH
BUSBJICHHS KIOCPHETHYHHUX aTak, sKa BIAMOBIJa€ HOBITHIA KOHIICIIi
Next generation intrusion prevention systems (NGIPS), sika y Tenepinixiit
yac Ha0yBa€ 3HAYHOT'O MOIINPEHHS.

Ynockonanenus ctpykrypu CBB nonsrae y nonasansi mo wei [MII1P,
gKa JO3BOJIIE 3HAXOOUTH HEOYEBHIHI, OO’€KTMBHI Ta KOPHCHI Ha
NpaKTUI 3HAaHHA TPO KiOGpHETHYHI aTakW, $KI HE BHABISIOTHCS
TPaAULIHHUMH METOJIJaMH CUT'HATYPHOTO aHaNi3y, a TAKOX 3IIHCHIOBATH
THYYKHi OaraTOBUMIpHHUHA OIEPATUBHUHA Ta IHTENCKTYaIbHUN aHai3
iHpopMamii Tpo TOCHIKYBaHHH 00’€KT 3 METOI0 aBTOMATH30BAHOTO
JIOHaBYaHHS CHUCTeMH (IOOyBaHHS HOBUX 3HaHb SK IIPO IPOLEC
¢ynkuionyBanns ITCM, Tak i mpo HOBI THIIM KiOEpPHETHYHHX aTak, 3
MOJANBIIAM HAKOMUYCHHsIM iX y 6a3i 3manp CBB). Takwit miaxin
JIO3BOJISIE  IOTIOBHIOBAaTH (YTOYHIOBaTH) CyO’€KTHBHY TOYKY 30py
EKCIIEPTiB, SIKa Ma€ KOHKPETHE NMPAKTUYHE 3aCTOCYBAaHHS.

B ocHOBy OararoemenoHoBaHOT MeTOAWKH 3acTocyBaHHs CBB
MOKIaJCHO  iHQOpMALifHY  TEXHOJIOTiI0  JIBOXETAITHOTO  aHaJi3y
iHpopMamii mMpo 00’€KT, IO 3aXWIAEThCSA. Tak, Ha MEpIIOMY eTari
3MIHCHIOETBCS NOCTiKeHHS mapamerpiB craHy ITCM cnemianbHOTO
NPU3HAYCHHS [UIIXOM 3aCTOCYBAHHS METOJIB BHSBICHHS 3JIOBXHBAaHb
(diTka CHMHTaKCHYHA BiMOBITHICTE MK TpaBWIOM y 0a3i CHTHaTyp Ta
KiOepHETMYHUM BTpPY4YaHHSM, LIO BiAOYBaeThCs), SIKi, Y CBOKO uepry,
XapaKTepU3yIOThCSI BUCOKOI TPOJYKTHBHICTIO Ta Maibke IIOBHOIO
BiZICYyTHICTIO XMOHHX chopaipoByBaHb. Jlpyruii eran mnepenbauae
3aCTOCYBaHHSI METOJIIB BUSIBJIIEHHS aHOMalliil B po6oti ITCM (BusiBneHHs
HEBIZIOMHX KIOCPHETHYHUX aTaK Ha OCHOBI 3HAXO/KCHHS HAOOpY O3HAK,
SIKWI HE BiJIMOBia€ OYiKyBaHii MOBEAIHIN TOCTIHKYBaHOTO 00’ €KTY).

Y naHii METOIWIN, BHSBJICHHS O3HAK KiOCpHETHYHHX aTaKk Ha
nepmoMy erami aHamizy iHpopmanii mpo cran ITCM He mnotpebye
iHIIIIOBAaHHS APYTOro eTary, i HaBmakH, Holyk o3Hak crany ITCM, ski
HE BIJNOBITAOTh OYIKYBaHIi TOBEIIHII 3 METOK iZeHTH]IKaIil
AQHOMAJIiH, 3IMCHIOETBCS y BUITAIKy MO3UTHBHOTO PIllIEHHS Ha NEPIIOMY
eTari.

236



TakuMm YHHOM, 3ampoOIOHOBaHA yIOcKoHaieHa cTpykrypa CBB e
TATPYHTSM JUIA TiABHUIICHHS €(QEKTHBHOCTI AISUTBHOCTI omepaTtopa 3
o6esmexkn  ITCM  cnoemianpbHOTO  TpW3HAYEHHS 32  [MOKa3HUKAMHU
OTIePaTUBHOCTI Ta OOTPYHTOBAHOCTI MPUHHATTS PIllICHb MO0 BHSBICHHS
Ta 3armo0iraHAsa KiOEpHEeTHYHUM aTakaM B PEXUMI dacy, OIM3BKOMY 10
peampHOTO, a OararoemienieHOBaHa MeTOAMKa 3actocyBaHHs CBB
JI03BOJISIE 3pOOMTH II€ OIMH HOBMH KpOK Yy OiKk 37ifiCHEHHS IXHBOT
a/IalITOBAHOCTI /IO HEBITOMHX KiOEpHETHYHHX aTaK.
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EXPLORING DIGITAL FORENSICS TOOLS IN CYBORG
HAWK LINUX

Tmienova Nataliia, llarionov Oleg, llarionova Nina
Faculty of Information Technology
Taras Shevchenko National University of Kyiv,
Kyiv, Ukraine
tmyenovox@gmail.com, oilarionov@gmail.com,
ilarionovanm@gmail.com

Computer forensics (software and technical expertise) belongs to
the category of engineering and technical expertise. It is an
important element in a number of computer expertises, because it
allows to build a holistic system of evidence comprehensively. The
importance of computer forensics is explained by the increased
role of the computers in the modern world. A huge number of
offenses and crimes is committed precisely with the help of
computer technologies. The computer forensics and expertise of
computer equipment is especially relevant in criminal and civil
cases. Expertise of computers, hardware, software, databases due
to the continuous improvement of computer equipment and
software is one of the most complex types of research.

The community of free software developers is constantly creating
assemblies of utilities designed for software and technical
expertise. The most popular is the Kali Linux collection, whereas
Cyborg Hawk Linux is undeservedly ignored.

The purpose of our research is to describe the capabilities of the
Cyborg Hawk Linux tools.

1 Introduction

Development of information technologies, penetration of computer

technology advancements into applied and scientific sphere and into
everyday human life has its drawbacks, unfortunately. There are many
intruders who use these achievements for mercenary, criminal purposes.
In this regard, there is a need to transform special knowledge from the
field of computer information into the field of forensic science to uncover
and investigate crimes that relate to computer technologies. Computer
forensic allows obtaining the most reliable information concerning
computer crimes. This type of research is widely used in consideration of
cases in civil and criminal legal proceedings and is one of the most

relevant and demanded.
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Computer forensics covers a broad range of activities associated with
identifying, extracting, and considering evidences from digital media. It
can be defined as the use of scientifically derived and proven methods
toward the preservation, collection, validation, identification, analysis,
interpretation, documentation, and presentation of digital evidence [1]
derived from volatile and non-volatile media storage [2]. Various
hardware, software, and information objects are objects of computer
forensics.

Computer forensics can be divided into the following types: hardware,
software, network, and information forensics. The following methods are
used in the process of computer forensics:

v method of software research;

v method of hardware research;

v method of information research.

Carrying out of software and technical expertise is necessary in cases
when a crime or an offense was implemented with using computer
facilities or information data, and when special knowledge in the field of
computer technology is required to establish traces of crime and other
forensically significant information. In particular, software and technical
expertise provides the solution of the following expert tasks:

v’ identification of properties, qualities, status and features of
the using of technical computer systems;

v’ establishing the development and using features of software
products;

v’ establishing the facts of the equipment use during the
documents creating or committing other actions related to the
crime;

v’ access to information on attached devices;

v research information created by a user or a program for the
implementation of information processes;

v’ establishing the features of the functioning of the computer
facilities which implement network information technology.

Computer forensics is used to find out the digital evidence using
different tools. It is quite difficult and complex process. Digital
investigations take place in three main phases. In first phase, the
investigator takes images of digital device and copies these images from
the target device to some other device for in-depth analysis. In second
phase, which is called analysis, the investigator identifies the digital
evidence using different types of techniques such as recovering the
deleted files, obtaining information of user accounts, identifying
information about the attached devices like USB, CD/DVD drives,
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external hard disks and so on. The third phase is called reporting in which
the investigator reconstructs the actual scenario based on the sequence of
activities happened on the target system [3].

Digital forensic analysis is divided into two main categories. The first
category is the static forensic analysis. During this analysis, all the target
devices that are required in the analysis are shutdown. The second
category is live analysis. During this type of analysis, the system stays in
the boot mode [4] to acquire pertinent information from the physical
memory content.

Live analysis aims at gathering evidence from systems using different
operations and techniques related to primary memory content. Live
forensic is the most challenging kind of digital forensic investigations. To
perform the live forensics, it is vital to understand the basic techniques
and tools used in digital forensics. The investigator needs to acquire the
complete image of a computer usage history as well as the current state
through live forensic analysis tools. Though static analysis is kind of a
developed part of digital forensics, but other techniques related to live
analysis need to be developed to mitigate its weaknesses [3].

Classifications of computer forensics tools include open source,
proprietary, hardware, software, special purpose and general purpose [5].
Each tool has its own advantages and disadvantages. The choice of
forensics tools depends on the nature of the studying, the obtained results,
the requirements for safety and economic efficiency of the tool.

Brian Career [6] reports that open source tools are as effective and
reliable as proprietary tools. Manson and his team [7] compared one open
source tool and two commercial tools. They found that all three tools
produced the same results with different degree of difficulty.

2 Description of the most popular tools designed for carrying out
software and technical expertise

The community of free software developers is constantly creating
assemblies of utilities designed for software and technical expertise. A
comprehensive review of the top twenty open source free computer
forensics investigation tools can be found in [8]. For a list of proprietary
computer forensics tools see [9] and [10].

The most popular assemblies of utilities intended for carrying out
software and technical expertise are:

- Kali Linux [11] — Kali Linux is an open source project that is

maintained and funded by Offensive Security, a provider of
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world-class information security training and penetration testing
services.

CAINE [12] (Computer Aided Investigative Environment) —
CAINE is the Linux distro created for digital forensics. It offers
an environment to integrate existing software tools as software
modules in a user friendly manner. This tool is open source.
DEFT [13] (Digital Evidence & Forensic Toolkit) — The Linux
distribution DEFT is made up of a GNU / Linux and DART
(Digital Advanced Response Toolkit), suite dedicated to digital
forensics and intelligence activities.

PHLAK [14] (Professional Hacker’s Linux Assault Kit) —
PHLAK is a modular LiveCD Linux distribution with a focus on
pen-testing, forensics, and network analysis. It includes two
lightweight GUIs (XFCE4 and Fluxbox) and loads of tools,
including crackers, sniffers, MITM utilities, and data recovery
and duplication utilities.

Cyborg Hawk Linux [15] — Cyborg Hawk Linux is a Ubuntu
based Linux Hacking Distro also known as a Pentesting Linux
Distro it is developed and designed for ethical hackers and
penetration testers. Cyborg Hawk Distro can be used for network
security and assessment and also for digital forensics. It also has
various tools suited to the testing of Mobile Security and
Wireless infrastructure.

BackTrack 5 R3 [16] — BackTrack is intended for all audiences
from the most savvy security professionals to early newcomers
to the information security field. BackTrack promotes a quick
and easy way to find and update the largest database of security
tools collection to-date.

Parrot Security OS [17] — Parrot Security OS is a cloud friendly
operating system designed for Pentesting, Computer Forensic,
Reverse engineering, Hacking, Cloud pentesting,
privacy/anonimity and cryptography. Based on Debian and
developed by Frozenbox network.

BackBox Linux [18] — BackBox is a Linux distribution based on
Ubuntu. It has been developed to perform penetration tests and
security assessments. Designed to be fast, easy to use and
provide a minimal yet complete desktop environment, thanks to
its own software repositories, always being updated to the latest
stable version of the most used and best known ethical hacking
tools.
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The using of assembly, rather than individual software tools, can
improve reliability, safety and performance.

The most popular compilation is the Kali Linux, which contains about
300 utilities, whereas Cyborg Hawk Linux [15], which contains more
than 800 tools, is undeservedly ignored.

The purpose of our research is to describe the capabilities of the
Cyborg Hawk Linux tools.

3 Our Virtual Machine Platform

Cyborg Hawk is a Linux based operating system that comes with a
rich repository of security and forensics tools. The computer forensics
tools are grouped into several categories. We use the forensics tools
within the Cyborg Hawk.
VMware Workstation is a hypervisor that runs on 64-bit computers [19].
It enables us to set up multiple virtual machines and network them
together. Each virtual machine can execute on different distribution of
Linux operating system. VMware Workstation is proprietary software but
we used the trail version for free. Below are the steps for setting up the
platform for our experiment.

1. Install VMware Workstation on a machine;

2. Create a virtual machine on the VMware workstation;

3. Install Cyborg Hawk Linux on the virtual machine;

4. Launch Cyborg Hawk Linux from the virtual machine;

5. From the list, select forensics and then select a tool.

4 Description of the Cyborg Hawk Linux tools

The Cyborg Hawk Linux disk image was investigated on a VMware
Workstation virtual machine running on a 64-bit computer.

There are 15 classes in the Cyborg Hawk Linux software analysis
toolkit, each of which is divided into categories and subcategories that
contain different number of utilities (table 1).

Class Category Number of tools
1. Collection of Network Research 68
information Proxy 3
VPN analysis 3
Cataloging the Web 63
1. Vulnerability Network 14
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Class Category Number of tools
assessment Web applications 68
2. Exploits Browser Capture Platforms 1
Database 5
Network 23
Social Engineering 2
Web Attack 19
4. Increasing of Password attacks 66
privileges Listening to channels 29
(sniffing)
Substitution (spoofing) 31
5. Access support 25
6. Reports Work with evidence 7
Radio capture of data from 2
the screen
Software documentation 2
7. Reverse Debuggers 4
engineering Disassembly 6
Exploit development tools 4
Tools for modeling (RE 15
Tools)
8. Reliability testing | DOC 21
(stress tests) Phasers 22
Stress testing of wireless 2
networks
9. Forensic Acquisition 21
Cryptography 4
Data recovery 42
Digital anti-forensic 1
Digital forensic 14
Forensic evaluation tools 40
Forensic suite 5
Network investigation 2
Secure wipe 4
Steganography 8
10. Tools for Bluetooth 25
wireless attacks | Miscellaneous tools 8
The radio channel 10

monitoring
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Class Category Number of tools
WiFi 36
11. RFID/ NFC 43
tools
12. Hacking of 4
hardware
13. Analysis of 24
VOIP
14. Mobile Security | Tools for development 3
Forensic of devices 9
Penetration testing 9
Reverse Engineering 20
Wireless analyzers 6
15. Analysis of 5
malicious
software

Table 1. Classes and tools category of open source software and
technical expertise in Cyborg Hawk Linux

Several utilities have been selected in each category. For each of them
we investigated its purpose, sequence and results of work on our virtual
machine. One of the conclusions of the studying is that many utilities
perform several functions and thus they belong to different classes and
categories in the collection. Therefore, the number of original programs is
much smaller than were stated by the developers of the assembly. In
addition, a significant limitation in using of the assembly is that it is only
designed to work with 64-bit processors.

5. Forensics Tools Experiment

There are several categories of computer forensic tools in the disk
image of Cyborg Hawk Linux v1. Some categories have several tools. In
the following subsections we will study the tools for Forensics.

5.1 Acquisition
Twenty one tools of this category are divided into 10 groups.
Let's consider the basic packages of tools.

AFF Package (affcat, affconvert) or the Advanced Forensics Format
(AFF). AFF was created as an open and extensible file format for storing
disk images and associated metadata. The goal was to create a disk
imaging format that would not block users into their proprietary format,
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which can limit its analysis. The open standard allows researchers use
their preferred tools for solving crimes, collecting information and
resolving security incidents quickly and efficiently. The format was
implemented in AFFLIB which was distributed with an open source
license.

Img package (img_cat, img_stat) outputs the contents of an image
file. Image files that are not raw will have embedded data and metadata.
Img_cat will output only the data. This allows you to convert an
embedded format to raw or to calculate the MD5 hash of the data by
piping the output to the appropriate tool.

Img package displays the contents of the image file. Image files that
are not raw will have built-in data and metadata. Img_cat will return only
data. This allows converting the built-in format to raw or calculating the
MD?5 hash of the data by submitting the output to the appropriate tool.

TSK KIT (tsk_comparedir, tsk_gettimes, tsk_loaddb, tsk recover) —
compare the contents of a directory with the contents of an image or local
device. Sleuth Kit (TSK) allows exploring the compromised file system
of a computer. TSK is a collection of UNIX command-line tools that can
analyze NTFS, FAT, FFS, EXT2FS, and EXT3FS file systems. TASK
reads and processes the file system structures independently, so the file
system of the operating system does not need support.

5.2 Cryptography

There are 4 tools in this category (Luks-Ops, TrueCrack, TrueCrypt,
Teperyptd).

TrueCrypt is a program for installing and maintaining a drive
immediately. Immediate encryption means that the data is automatically
encrypted or decrypted immediately before downloading or saving it
without user intervention. Any data stored on the encrypted volume can
be read (decrypted) without using the correct password or the correct
encryption key. The TrueCrypt volume before decryption is nothing more
than a series of random numbers.

5.3 Data recovery

The tools of this category are divided into four groups (Carving Tools,
Password Forensics, PDF Forensics, Ram Forensics).

Carving Tools contains 20 programs that specialize in recovering files,
missing disk partitions, etc.

Password Forensics contains 3 programs (chntpw, md5deep,
rahash2), which allow to delete passwords to Windows, calculate and
compare MD5 hash-functions and checksums. The main set of tools for
password security is in the category of the fourth class (table 1). It
contains 66 tools.
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PDF Forensics: This tool will parse a PDF document to identify the
fundamental elements used in the analyzed file. It will not render a PDF
document.

Ram Forensics: volafox and volatility are the tools for working with
memory dumps of RAM. Supports memory dumps from all major
operating systems.

5.4 Digital anti-forensics

Chkrootkit is the only tool in this category. Chkrootkit is a scanner
that monitors the presence of rootkits on the local system by some search
attributes. The program has several modules to search for rootkits and
other unsafe objects. As expected, rootkits in our virtual machine were
not detected.

5.5 Digital forensics

There are 14 tools in this category (autopsy, binwalk,
bulk_extractor, chkrootkit, dc3dd, dcfldd, extundelete, foremost, fsstat,
galleta, tsk_comparedir, tsk_gettimes, tsk_loaddb, tsk_recover).

5.6 Forensics evaluation tools

There are 40 tools in this category (affcompare, affcopy, affcrypto,
affdiskprint, affinfo, affsign, affstats, affuse, affverify, affxml, autopsy,
binwalk, blkcalc, blkcat, blkstat, bulk extractor, cuckoo, ffind, fls,
foremost, galleta, hfind, icat-sleuthkit, ifind, ils-sleuthkit, istat, jcat,
mactime-sleuthkit, missidentify, mmcat, pdgmail, readpst, reglookup,
reglookup-timeline, reglookup-recover, SIGFIND, sorter, srch-strings,
tsk_recover, vinetto).

AFF Package was considered in 5.1.

Libewf package (ewfacquire, ewfacquirestream, ewfexport, ewfinfo,
ewfverify) writes data of data carriers from devices and files into EWF
files. Ewfacquire can be used to create disk images in the EWF format. It
includes several message digests including MD5 and SHAL. To create an
image of /dev/sdbl and logging data to /root/Desktop/log.txt, we obtained
the image by issuing this command on CyborgLinux ewfacquire -d shal -
I /root/Desktop/log.txt /dev/sdbl.

5.7 Forensics suite

There are 5 tools in this category (autopsy, capstone, dff, dff-gui,
dumpzilla). DFF (Digital Forensics Framework) is used to collect,
preserve and identify digital evidence. We need to load pre-prepared file
with a forensic image into DFF and analyze the data file by one of the
built-in modules (figure 1).
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Digital Forensics Framework
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Task Manager @ output & Errors | #& Modules
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> carvergui
» split
» compound
> metaexif

Figure 1. DFF analysis of evidence

5.8 Network investigation

There are 2 tools in this category (pOf, xplico).

POf is a passive operating systems fingerprinting tool. All the host
has to do is connect to the same network or be contacted by another host
on the network. The packets generated through these transactions gives
pOf enough data to guess the system. In our experiment, by issuing the
command pOf -f /etc/pOf -i ethO, we were able to read fingerprints from
/etc/pOf and listen on ethO via libpcap application.

Xplico is a Network Forensic Analysis Tool (NFAT) that is capable of
extracting application data from packet capture files. It is best suited for
offline analysis of PCAP files but it can also analyze live traffic. Xplico
can extract email, HTTP, VolP, FTP, and other data directly from the
PCAP files. It is able to recognize the protocols with a technique named
Port Independent Protocol Identification (PIPI).

5.9 Secure wipe
The tools in this category include 4 tools (sdmem, sfill, srm, sswap).

5.10 Steganography.
8 tools of this category are divided into 2 groups.
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Steg Toolkit (stegbreak, stegcompare, stegdetect, stegdeimage,
steghide) is used for the embedding system and the password when the
attack succeeded for an image.

Snowdrop is intended to bring (relatively) invisible and modification-
proof watermarking to a new realm of “source material” — written word
and computer source codes. The information is not being embedded in the
least significant portions of some binary output, as it would be with a
traditional low-level steganography, but into the source itself.

Vinetto extracts the thumbnails and associated metadata from the
Thumbs.db files.

Outguess is a universal steganographic tool that allows the insertion
of hidden information into the redundant bits of data sources. The nature
of the data source is irrelevant to the core of outguess. The program relies
on data specific handlers that will extract redundant bits and write them
back after modification. Currently only the PPM, PNM, and JPEG image
formats are supported, although outguess could use any kind of data, as
long as a handler were provided.

Stegdetect will look for signatures of several well-known
steganography embedding programs in order to alert the user that text
may be embedded in the image file, such as jpeg. To see if there is
steganography embedded message in our n.jpg file in a USB drive, we
launched Stegdetect by using this command: stegdetect -t
/media/cyborg/B4AFE-5315/n.jpg.

The result of executing the utility is shown below: stegdetect -t
/media/cyborg/B4FE-5315/n.jpg: negative,
where negative indicates no message embedded in the n.jpg file.

5 Conclusions

In this work we have demonstrated the application of various
computer forensics tools on Cyborg Hawk Linux. We showed the syntax
for using the tools and the result of executing the tools on our virtual
machine. As it was demonstrated the tools produce consistent results
according to their specifications. However, similar results can be obtained
by using physical machines. Our results will help the computer forensics
investigators on selecting appropriate tool for a specific purpose. It also
helps penetration testers to check for signs of vulnerabilities on their
system. We showed that Cyborg Hawk Linux is a good choice for
forensics investigators for several reasons. These include that the tools are
free, easy to use, do not need configuration, and produce consistent
results.
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An engineering approach based on modeling and measuring the
parameters of information streams of ICS at the level of their
hardware components is proposed, which allows to estimate the
distribution of these streams when analyzing computational
processes and studying the properties of ICS.

1. Introduction

The effectiveness of the application of information-computing
systems (ICS) in specific conditions depends on the organization of the
computing process (CP). With optimal VP organization in regards of
some criterion the performance of the ICS - and, consequently, the
efficiency - can be increased. Obviously, this explains the heightened
interest in the organization of the CP, requiring the conduct of ICS studies
operating in a particular mode (single-program, multiprogram with fixed
or variable number of tasks, time-sharing and real time).

2. Problem formulation

There are a large number of approaches and methods for analyzing the
organization of the CP, which is based on the measurement, modeling and
analytical study of the values of certain indicators characterizing the work
of the ICS. In recent years, methods based on modeling have been widely
used, as well as experimental methods based on measurements of the
parameters of real-time ICS systems on solvable problems [1-3].

A feature of most known approaches and methods of analyzing the CP
is the formal consideration of certain processes and events occurring in
the system and characterizing it at various stages of functioning at a
logical level, i.e. from the point of view of an analyst or a system
programmer, when individual structural links and the distribution of
information streams (IS) between the hardware components of the ICS
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are not taken into account. Usually in this case, assumptions of various
kinds are accepted, which are caused not by the logic of the ICS, but by
the specific nature of the applied mathematical apparatus. For example,
by using methods based on the use of queuing networks as ICS models
(queue system models), certain assumptions are made regarding the
distribution of the streams entering the system of tasks and the duration of
their servicing (decision time), which is caused by the requirement of
analytical solvability of the model. In other words, the requirement of
analytical solvability of the model imposes a number of additional
restrictions [1], which is one of the reasons restraining the use of ICS
models with queues.

Another reason for the limited use of these models is that the formal
consideration of the CP often leads to undesirable practical consequences
- for example, the adoption of incorrect decisions about changing the
individual parameters of the CP based on the results of modeling, which
made an unrealistic assumption about the distributions of streams entering
the system of tasks and the time of their solution. Obviously, a different
approach is required, which is devoid of this shortcoming. Such an
approach can be, for example, operational analysis of computer
performance [3]. The assumptions of this approach are directly related to
the logic of the computer, and its conclusions are based on calculations of
their performance through the values of operational variables (parameters)
measured on a finite time interval, which is allowing to establish simple
relationships between parameters and indicators of computer operation.
The method of operational analysis is mainly based on the use of ICS
models with queues and requires from an analyst the knowledge of the
principles of ICS functioning at a logical level. It is allowing to evaluate
the integral performance of the system, which is dependent on a large
number of parameters and approximately calculated from the results of
measurements without the use of ICS means. Based on the results of
approximate calculations, the values of the basic indicators of the ICS are
determined and then decisions are taken on the organization of the CP
[1,3].

In a number of cases, when analyzing CP and studying the properties
of ICS for specific applications, researchers and developers of universal
and specialized ICS are interested in the differential IS system, which
allows to assess the distribution of processes among individual structural
components of ICS and, based on this, to make a decision either to
improve the organization of the CP or to modernize technical resources.
To obtain the differential statistics of IS, it is possible to apply an
approach based on modeling and measuring the parameters of ICS
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information streams at the level of their hardware components (HC), i.e.
at the physical level. The peculiarity of this approach (i.e. engineering
approach) is to consider from the engineer's point of view the structure of
the ICS, the processes and events occurring in it, when it is required to
decompose the system; to highlight in its complex structure the
backbones and directions for which the IS is distributed; to identify the
sets of IS’s and parameters that characterize these streams; to establish
relationships between threads and their parameters; to develop
requirements for the measurement of these parameters; to conduct (by
means of measurements) the collection and analysis of statistical data of
IS. Based on the results of this analysis, an assessment is made of the
distribution of 1S among the HC of the system, which allows to identify
“bottlenecks” in the organization of the CP or in the ICS structure and
outline ways of eliminating them.

3. Solutions
Consider the structure of the generalized information stream (GIS),
which conditionally includes all information streams in the modern ICS.

By GIS we mean the set of @, which are the time-varying sequences of
address codes A(r), instructions K (r), microinstructions M(r), data
D(r), conditions C(r), control information V(7)) , interrupt requests
P(r), transmitted from sources h to consumers offline formation over the
backbones My(}’ = ﬁ). The symbol r is used to distinguish elements
of a certain sequence of codes (for example, for y — Y the symbol

A(y!.j) denotes the address of the device y!.j); re R, where R = {r}is

the set of values. Suppose that if a sequence of codes contains elements of
the same type, then the symbol r is omitted. It is obvious that the code
sequences cDA('r] (DR(TJ @M(r] cDD('r] cDC‘{'r] ,:DU(T] CDP(TJ are

homogeneous information streams and components of the generalized
information stream ®:

D = {q;..«;(r] DET) @Ml) @bl @el) quir) q;.P(T]}. (1)
® = U,y CDx(T]; )

Where x is the symbol used to distinguish the components of the
stream ®2; X = {4, K, M, D, C, U, P} is the set of values from A
to P. Expression (1) and (2) characterize the structure of the stream @,

253



showing its heterogeneity due to the presence of various types of
components &*7,

Any information stream in the ICS can be characterized by the
information capacity N, the information transfer speed V, the intensity A,
(the number of determined receipts per unit time), the probability ©(n)

of the arrival of certain sequences (or probability distribution functions @

of two random sequences), the time T between the arrival of consecutive
codes (information units) and the time interval T sec of their arrival at
certain nodes of the system, the priority TT of the selection of sequences

for processing, the reliability of transmission& and magnitude information

loss &.

Denote by z the value of the parameter @;z € Z, where

Z ={N,V,1,0(n),t,T,n, & &} is the set of values from N to ¢.
The homogeneous stream @ will be characterized by the parameters

Zx{ﬂ; z*") ZI{T]; where

Zx('r] _ {Nx('r] vx(’r] ;;Lx('r] @x(‘r] l:?’l) Tx('r] Tx('r] nx('r] Ex(‘r] Ex(’r]}

is the set of values of the parameter ZX{T:]. Since the set 7 of
parameters of the generalized information stream ® includes subsets
75" of parameters of homogeneous information streams @) then

for Z g next expression is viable:

Z=Uex 27775 3)

for the subset Z*™ viable expression is:
7x(r) _{ x(r) ] 4
{Z }ZEZ,xEX ( )
Expressions (3) and (4) respectively set the sets of parameters of the
generalized ® and homogeneous ®*@) information streams and reflect
their quantitative-qualitative characteristics. In general, for @, expressions

(2) and (3) can be regarded respectively as its structural and parametric
models. Expression (4) is a parametric model of a homogeneous

stream®@* ")
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Represent the set 7, of parameters of the stream @ in the form of a

matrix:
[NA®  pAG) 4@ g4 (A  pa@) AT g0 gl
NE@)  pr@) k@) k@) k@) prG)  gE@) KO 2 )

NM (r) M (r) M (r) oM (r) ™ (r) ™ r) M (r) M ) EM (r)

Wt =| yot)  pp@ 060 @o@  o@) o) mPC) PO gt

NE@  pel) el getd ) el g€ ) el EC(TJ
NU r) vy r) av r) oV r) v r) TV r) v r) e (r) EU )

| NP(T] VP(T] AP (r) @P(‘r] TP(T] T.D(-r] T[F’(‘r] &P (r) EP(‘I’J ]

The rows of the matrix are subsets Z*™ of parameters characterizing
the corresponding streams @=@), and the columns are homogeneous

subsets of parameters characterizing the stream ®. The elements Zx{ﬂ
of the matrix M x(r are parameters of the stream ®. The elements

pertaining to the row are different types of parameters of the
homogeneous stream, and the elements related to the column are the same
type parameters of heterogeneous streams. The fixation of the matrix
W (or its elements)for a given time interval or when performing a

certain work on the TDF allows to obtain the necessary data that can be
used for statistical analysis of the operation of various HC systems. That
includes channels and input-output devices, i.e. to analyze the work of the
ICS and organize a CP on it.

The structures considered and the set of parameters of the GIF contain
a set of elements by means of which any IS taking place in the ICS can be
assigned or presented, i.e. the structural components @< of the stream

@ can be included into the structure of a specific stream O in a certain
backboneM_,, and from the set Zgof the parameters of the GIF it is
possible towselect any subset Z*0) of parameters characterizing the
corresponding backbone information stream @, ;. Thus, the expressions
(1), (4) and the matrix W .. contain all the necessary components by

means of which it is possible to formally describe any IS in the ICS.
Let’s consider some dependencies between the indicated parameters
of the IS. First of all, note that the information capacity N* of the

stream q:’;(lﬂ should be understood as the number of transmitted
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information codes x () from the source h to the consumer | defined by
the expression

Nx(r) — yalr)alr) | (5)

Usually, in the process of the ICS functioning, the transfer q::ﬁﬂ

between its HC is not carrying out continuously, but at arbitrary time
intervals r’::rj (e=1,E):

Tx(‘l’j — g:l tx{‘l’j (6)

=3 1
x(r)

. Is the time difference

Where E is the number of time intervals; t

between the end tjﬁﬂ and the beginning t;‘f{'f]) of the transfer x ()
t;ﬂ(‘r] _ t:(‘r] _ t;c[_([r] . ©)
Taking into account (6) and (7), expression (5) takes the form
(r) {r)
Nx) — yalr) YE_, t;ck'r _ E:HT . ®)

Denote by n{:(ﬂ the number of transmitted information codes x () in
the time intervals ¢, then

N+ = B2 ©

In the case where the IS is represented as a transmitted blocks of

information containing a different number of bytes, the value N*) for
the observation period T can be represented as

N*(T) = 35, 65, (10)

Where 5;‘@ is the number of bytes of information x () in the block

v, and T is the number of transferred blocks.
The intensity value A*% for the stream cp’;(;'] is determined from

expression
) — Nl /Tx(T]- (11)

Typically, in the process of functioning of multiprogramm ICS’s
which have a non-stationary and random input stream of tasks, there is a
situation when IS is transferred between HC at arbitrary moments of time
during the considered period T. In other words, the probability ex™ (n)
that the number n of information codes () comes from the source to the
consumer at a given time is equal to the probability of their arrival at any
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other time. It follows that the probability ©*) (n) corresponds to a
Poisson distribution [5]: ’
'E‘}x(rj [?’l) _ m_ﬂm)ﬂn(‘ﬂ], (12)

n!

where ()(n) is the average value of n for a given T.
If it’s assumed that the process of transfer of information codes x(r)

in streams q:;ﬁﬂ, which are distributed between the HC of the
considered ICS, is stochastic in nature, then the probability
O(r*") < 1,) of the fact, that the time intervals ) between the

arrival of these codes will be less than some predetermined number t_,

corresponds to the exponential distribution for which [4,5] can be
described as:

G}(Tx':'rj <17,)=1—@ /0

where (7% is the average value of the time T

] r)]

(13)
xGr)

It is quite possible that for some IS’s in a certain ICS there is an
equable distribution of the probability of transmission of information

codes x(r). Then the value of ©*"(n = N) will be constant and
equal to the probability of transfer of @ codes x ()at a given moment.

The reliability of the transmission of information codes () in the
streams cb’,fjrj is determined from expression

x(1)-
el = 1 or; (14)
where @;fcfl is the probability of an error in the ICS during the
transmission of the stream e;e.

The required level ™ in the ICS is provided by automatic control

and correction of the detected errors during the functioning of the system.

The considered IS parameters and some of the dependencies between
them, which are represented by expressions (5)-(14), can be used to
calculate the integral and differential performances of individual HC and
ICS in general. However, it should be noted that the dependencies
between the IS parameters, which are necessary to define certain
indicators, are determined in each specific case based on the objectives of
the ICS study and the depth of the analysis. The latter also applies to
integral and differential indicators, which are introduced if necessary. For
example, consider some of these indicators.
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For HC, which are simultaneously the source h and the consumer of
information streams, an indicator is introduced that characterizes the time

T2 of their occupation by receive-transmit operations equal to the sum
of the time spent on transmitting TS’”“CTJ and receiving Tsxf(ﬂinformation
codes x (1)

T;snn — ZxEX er T-"h("’] 1 Tx.“:?'] (15)

where s is the HC index; s € §, 5 = {s7} is the set of indices; Tx“(ﬂand

TX") consist of their time intervals tﬁ“(ﬂ(at= 1,4) and

txg(‘l’] (8= I;_B)

ﬁ A0 — 74, e (16)
xg(:r] EE , xg(‘r] (17)
In turn, ¢ ) ong tgl(ﬂ can be defined as time differences
respectively between the ends f;xﬂ(ﬂ t;F(Tj and beginnings tx’l(ﬂ, t;i &)
of occupation:
(0 _ ) _ o), 18
t;;(ﬂ _ t;;r,:{ﬂ . f;:[{ﬂ. (19)

Taking into account (16)-(19), expression (15) can be described as:

Z Iz(txh(ﬂ xh(ﬂ) n Z (txg(rj xg(rj .

XEXITER |
To analyze the usage of RAM, 1/0 dewces and buses, usually an index
is of interest, which is characterizing the total NZvolume of information

codes x(r) transmitted by N*A"(T) and received N* ) (T) in the
time interval T:

NED=Tsexrer [N (1) + NZ7 (D). (20)
Taking into account (5), expression (20) is taking form
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Ns? (T):ExEX:*rER V_;.-x(ﬂ (T;xh{ﬂ + -I;II{T]).

When researching the organization of the CP on the existing ICS, as
well as in the design of new systems, it is necessary to estimate the
utilization coefficient for various types of their HC constituents. Usually,
this coefficient is determined [] from the ratio of the equipment load to
the maximum load that this equipment can withstand, or from the ratio of
the time of equipment occupancy to the total time of its operation. Denote
by p. () the utilization coefficient of HC, distinguished by the index s, on

the interval T. For most HC

ps(T) = T /T2, (21)
where T;l’ is the total time of HC functioning on the considered interval T,
the value of p(T) has an upper supp_ and a lower infp. boundary:

infp, = minp, = 0 < p(T) = 1 = supp, =maxps.
Obviously, in the ideal case, it should be

hm??rm_,?-;t' JOS (T) = 1
The integral indicator of the work of HC can be determined with the

help of expression (21), and the differential indicators, which may be
indicators characterizing the degree of occupancy (usage) of HC by the

transfer p:’l(ﬂ (T) and the reception ;¥ (T of information codes x (7°)
on the interval T, are determined from the expressions

. xp ()
xh ¥ _ = .
p_t; I:T) - T¢ »
x7(r)
x7(r) . Ts

5
To assess the performance of the 1/0 channels K (= 1,J) performing

the functions of the IS distributor in modern ICS and being the central
link between different types of external devices (ED), RAM and the
central processor, an indicator can be used that reflects their actual
capacity G;zj (T on the interval T:

Gy, (T) = N;zm JTE™
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Where NF?-{T] is the total volume of all information transmitted from
]
K, and received by it on the interval T; T;;rmof the occupation of K; by the
7
receive-transmit operations on the given interval. For ¢ (1), as well as
7

for (), there are upper and lower boundaries; i.e.
infGy, (T) = minGy (T) = 0 < Gy (T) < Vg = supGy, (T) = maxGy, (T)
In the ideal case, the value of G, (T) can be equal to the receive-
d

transmit speed V;_(‘"]of the information codes x(r) of the channel .f;:r
]

from the RAM and the ED or from the ED and RAM:

lim | K,(T) = V5.

Ejuiag
®; =Tk

The considered examples clearly show only some possibilities of
using the proposed engineering approach in the analysis of CP and
studying the properties of ICS for specific applications. However, they
do not exhaust all its capabilities, which can be disclosed when
considering other dependencies and indicators, introduced in accordance
with the objectives of the ICS study.

For the fullest use of the capabilities of the engineering approach, it is
necessary to know the structure of the ICS being studied and the
peculiarities of its functioning at the HC level, which will make it
possible to distinguish the lines and directions of the IS transfer among
separate HC in this structure, and also to determine the types of
homogeneous IS’s transmitted in these backbones.

Thus, it is possible to formally describe any IS in the ICS and obtain
the required expressions for calculating the integral and differential
performance of individual HC and ICS in general. The analysis of the
expressions, obtained as a result of the formalization of the IS for the
parameters, dependencies and indicators considered, allows to determine
the basic requirements for the selection of measuring means (MM), by
means of which it is possible to obtain differential and integral IS
statistics in ICS. First of all, it should be noted that most of these
expressions contain parameters as components, characterizing either the
number of transmitted information codes, or the time taken to transmit

them, or both, i.e. the parameters N:(ﬂ and T;‘(T] are basic and are used
to determine the values of other parameters, dependencies and indicators.
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It follows that one of the main requirements for MM is the ability to
measure various values of the parameters N;‘(T] and TS"(TJ for multiple
HC systems when transmitting or receiving information codes x (). Since
the transmission (reception) of -) between the HC during the operation

of the ICS is carried out at random intervals, the measuring device must
record the start and end times of transmission (reception) of these codes;
calculate the value N*() on each time interval and accumulate its total

sum at all intervals; determine the duration of each interval and
accumulate the values 7" as a sum of individual time intervals; provide

the possibility of specifying different values of the measurement period T;
differentiate the measured parameter values for various information codes
x(r). In addition, the MM should ensure, during the measurement of

microscopic events (the parameters of the IS considered above) at the
register level, high levels of accuracy, reliability and resolution, without
introducing additional interference that could affect the results of the
operation of the ICS. They should be convenient and simple in practical
application, correctly interact with the ICS in the process of collecting,
fixating and accumulating the values of the measured IS parameters.

4.  Conclusion

The autonomous multichannel hardware measurers are the most
suitable for the listed requirements, the use of which is most effective for
obtaining differential and integral statistics of IS in ICS. However,
modern ICS of domestic and foreign production are not equipped with
such measurers, so it is necessary to solve a number of issues related to
their development and manufacturing.

The proposed engineering approach makes it possible to establish
simple relationships between the parameters of IS and the performance of
individual HC’s and ICS’s as a whole, as well as to estimate the
distribution of these streams between these components, necessary for the
analysis of CP’s and the study of ICS properties for specific applications.
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HNPOBJEMHO-OPUEHTUPOBAHHAA IIJIAT®OPMA
TPAHC®EPA 3HAHUI 1A MOAJAEPKKA MTPUHATUS
PEINEHUU B COMOTEXHUYECKNX CUCTEMAX

Ibiranox B.B. 1, Bopoxsocros U.B. 2, Pouk IL.J1. 1
1I/Ihtcmumym npoonem pecucmpayuu ungpopmayuu Hayuonanvnoii
akademuu nayk Yxpaunwl, 2. Kuee, Yxpauna
2Ilenmpansuslii HAy4HO-UCCIEO06AMENLCKUL UHCHIUNYNL 800DPYHCEHUA
u 6oennoit mexnuku Boopyswcennvix Cun Yxkpaunwi, 2. Kues, Ykpauna

Berynienne

OnHOM M3 aKTyalbHBIX MPOOJIEM TJI00aNBHOTO XapaKTepa Ha CeroHs
B MHpE OCTaeTcsi mpobiieMa Kak MOXHO 0oJiee IIOJIHOTO MCIIONB30BaHMS
UMCIOLIHXCS 3HAaHUH. DPPEeKTHBHOCTh MPUMEHEHHS 3HAHHUIN B Pa3INIHBIX
0o0NacTaX, HECOMHEHHO, MPHUHAIICKHUT MHOXECTBY  Ba)KHEHIINX
(akTOpOB, OT KOTOPBIX HANPSIMYIO 3aBHCHT BCEOOBEMITIONICE Pa3BHUTHE
yenoBevyecTBa. COITaCHO HMCCIICNOBaHUAM, POBOJUMBIM aMEPUKaHCKOM
kommanueit Delphi Group B Havane HbIHEHmIHEro Thicsiuenerus [1],
JIOBOJIbHO 3HAYMTENIbHAsl JOJIl 3HAHWH, HCIIOJB3YEMbIX OINPENEICHHON
opranusanuei SIBIISIFOTCS HepOpMaTU30BaHHBIMU u He
3aperuCTPUPOBaHBI HA HOCUTEISIX HH(pOPMaIMU. DTH 3HAaHHS 0a3UPYyIOTCS
TOJBKO JIMIIb HA HaBbIKAaX, OIBITE W HMHTYUIMU ONPEIEICHHBIX
CIICIHATICTOB-3KCIIEPTOB (CcM. pHc. 1).

OnNeKTPoHHbIE

OnekTpoHHas a3kl 3HaAHWIA
LOKYMeHTauua 12%
20%

¥ ronosax
BymarkHasn cneyuanncTos
AOKYMEeHTauusa 42%

26%
Puc. 1. CocraB 3HaHMH, HCHOJB3YEMBIX  OIpPEACICHHON
opraumzanmeii B CHIA (mo  pesynbratam
uccnenosanus Delphi Group)

ITosTomy mpu TpUHATHH 0OOCHOBAHHBIX PEIICHUI B pa3HBIX cdepax
JIEATENIBHOCT HYXHO OIIMPAaThCs HAa BCE HMEIOLIMECS 3HAaHMA, Kak

263



JOCTYIHBIE HAa  TEKyIIMd  MOMEHT, 3aperHCTPUPOBAHHBIE  Ha
OTIPEIETICHHBIX HOCUTENAX, TaK U JKCIEPTHBIE. DTO OCOOCHHO KacaeTCs
ciabo CTPYKTYpHUPOBAaHHBIX TPEIMETHBIX oOyacTeil, TIAe YypOBEHb
HEOTPECIICHHOCTH M HETIOTHOTHl MH(POPMAIMH 1T0 OOBIKHOBEHHIO OYEHb
BbICOKMI. KpoMe TOro, A MONHOTHI HMCHOJB30BAHUS 3HAHUH HYIKHO
3aJeHCTBOBATh TEKCTOJIOTHYECKHE METOMBI MX IMOJIYYEHHS U 00paboTKH,
takne kak Natural Language Processing, KOHTeHT-MOHWUTOpHWHT, Data
Mining, aHanMU3 OHTOJIOTHH, U T.II..

Wneelt, HampaBIeHHONH Ha BHECEHUE 3HAUUTEIBHOIO BKJIaAa Yy
pellleHne BBINIE YIOMSHYTOW TPOOJIEMBbI, MOXET OBITh HMHTErpauus
3HaHUII  pasHOM  NpUPOABI, MOJYYCHHBIX B  pe3yibTaTe  HX
ABTOMATU3MPOBAHHOTO 3KCTParupoBaHMsl U3 Ppa3HBIX HCTOYHUKOB,
KOTOpbIE ~ W3MEHSIOTCA  BO  BPEMEHH, C  OKCIEPTHBIMH H
(opManM30BaHHBIMM 3HAHMAMH, HX 00pabOTKa W XpaHEHUS B
COOTBETCTBYIOIINX 0a3ax ¢ Toclexylomed mepenadeii (Tparchepom)
STHX 3HAHUHU U UCIOJIb30BAHMS IPU MOANEPXKKE MPHUHATHS PELICHUN.
basupysace Ha 5TOH HAee mpeanaraeTcs CO34aTh COOTBETCTBYIOIIYIO
MpOOJIEMHO-OPHEHTHPOBAHHYIO aNIIapaTHO-NPOTPAMMHYIO  IIaThopMy
TpaHcdepa 3HaHUiA, cxeMa KOTOpOil npeiaraeTcs Ha puc. 2.

nnatcgopma TpaHchepa

SHaHM
WHXeHep Mo
3HaHWAM
UHTepHeT Basa 3HaHui VkTepHeT i

* KOHTEHT-MOHWUTOPMHT cnne
*Data Mining peKoMeHAaLMM

*MeTa-nomck nne
*AHanu3 oHTONOMMi

7jij //H;oGneMHo-opueHTuponaHﬁ;;\\

*Natural Language
Processing

npodeccuoHansHas

coumaneHas
WHTepHeT ceTs

vHbopMaLns

3KCNEPT \ /

Puc. 2. Cxema npobiaeMHO-OpHEHTHPOBAHHOMN T1aTGopMbl TpaHchepa
3HaAHUHU

[Ipennonaraercs, 4YT0 OCHOBHBIM AaKTEPOM B CHUCTEME SIBIISIETCS
WH)KEHEp MO0 3HAHMSM, KOTOPBIH, Biajes ONpeleJCHHBIMU 3HAHHUSMH B
IpeIMETHONH 00JIacTH, TOJIB3YSICh MHCTPYMEHTapHEM O3KCTParupOBaHUS
3HaHUI W OpPraHW30BBIBas TPYIIOBBIE AKCHEPTH3Bl CO3MaeT MOIEIH
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MpeIMETHBIX o0JacTeii B BHIE COOTBETCTBYIOIIMX ©a3 3HaHWA. B
JalbHEHIIeM Ha OCHOBE CO3MaHHOW 0a3bl 3HAHWHA TEHEPHUPYIOTCS
peKOMeHAanmuu I8 Jun,  npuHEMarommx  pemenns  (JITIP).
OYHKIIMOHANEHO B CHCTEME 3a TCHEPAlHI0 PEKOMCHIAIMA OTBEYaeT
cucrema noanepxku npuHaTHs pemenuii (CIIIIP), kak cocraBstomias
PoOJIEMHO-OpUEHTHPOBAHHOH TIaTGOPMBI TpaHcdepa 3HaHwmiA [2]. Eme
OJTHOW COCTABJISAONICH IIAT(HOPMBI JOKHBI OBITH MpPOGeCCHOHATbHAS
COLMANIbHAS CETh, OOBCIUHSIIONMIAS CICIUATHCTOB-IKCICPTOB Pa3HBIX
HANpaBJICHUH JIEATCIILHOCTH, KAaK WCTOYHUKOB TMOJNYYCHUS 3HAHUIL.
OTHOCHUTENBbHAS KOMIIETCHTHOCTh JTHX CICIHAIUCTOB B TEKYIIEM
BOIPOCE  SBJISAETCS  HEOTHEMIIEMBIM (haxTopoMm Opu  y4deTe
npenocTaBieHHOH MU nHbopmanuu [3].

Henu co3gpanus mnpod/1eMHO-OPUHEHTHPOBAHHOH IJIAT(OPMBI
TpaHcdepa 3HAHUH

OCHOBHOW  LENBIO  CO3OAaHUS  MPOOJIEMHO-OPHEHTHPOBAHHOMN
wiaTGopMbl €CTh TOBBIMICHHE 3(PQPEKTUBHOCTH NPUMEHEHHS Pa3HBIX
BUJIOB 3HAHWH TIpM TOAJECP)KKE TPHUHATHS pelmIeHHdH B  ciabo
CTPYKTYPHPOBAHHBIX MPEAMETHBIX OOJIACTSAX, K KOTOPHIM OTHOCSTCS
COLIMOTEXHUYECKHE CUCTEMBbI, BKIIOYAIOUIME B CE0sl YENOBEYECKYIO U
TEXHOJIOTHYECKYI0 cocTaBisitolnyo. Llens Oyner nocturHyra mytem
pa3paboTKu METOJIOB, MOJIENICH U MPOrPaMMHBIX CPEICTB, O3BOJISIOLINX
6onee 3(dekTHBHO TMOAYYaTh 3HAHHWA U3 PA3IUYHBIX HCTOYHHKOB,
OJTHOBPEMEHHO 00padaThIBaTh 3HAHHS pa3HOM MPUPOJBI U IPUMEHSTh UX
JUIT  BBIPAOOTKM  YNPABJIEHYECKHX PEKOMEHJAlMH. AKTyalbHOCTh
Hay4HBIX HCCIIEIOBAHMH OOYCIIOBJIEHA TEM, YTO 3HAYUTENbHAsl OIS
3HaHMH B c7ab0  CTPYKTYPHPOBAaHHBIX  OONACTAX  SIBISIETCS
HE3aperiCcTPUPOBAHHON M HEJIOCTYITHOM ISl MCIIOJIb30BaHMs HA TEKYIINI
MOMEHT, MpHUYEM, CYIIECTBEHHBIM IPOIEHTOM He(opMaT30BaHHBIX
3HAaHUH BJIAJICIOT JIMIIb OIPE/EICHHbIC CIEeIUANCThl Onaroaaps cBoeMy
YHHUKAJIbHOMY OIBITY UM MHTyuInH. LlenecoobpazHo mpu moctpoeHun 6a3
3HaHUH  WUCIIONB30BaTh BCE  JOCTYIHBIE 3HAHMS, Kak SBHBIE
(popmaniuzoBaHHbIE), TaK U HESBHbIE (KOTOPbIE MOTYT OBITh MOJy4YEHHBIE
B MH(GOPMAIOHHBIX CETSAX U IPH OOPAILEHUH K SKCIIEPTaM).

Ha ocHoBe 0a3 3HaHWI, MOCTPOEHHBIX NyTeM ICKOMIIO3WIHH H
CTPYKTYpH3aLIH HeOpMaTM30BaHHBIX npo0iem, TIPUMEHSS
pa3paboTaHHBIE METOABI MOIJICPKKH NPHUHATHSA PELICHUH, TUIAHUPYETCS
paspaboraTh yIOOHBIE MEXaHM3Mbl MPEAOCTaBICHHS 3HAHWUH VI
WCIIONIb30BaHMS JIMAMH, KOTOpbIe B HUX HyXXnatorcs. J[ns nanpHelmero
X 3((PEKTUBHOrO NPUMEHEHHs] BO3HHMKAeT HMOTPeOHOCTH B 00paboOTKe
3HaHMH pa3HOW NMPHUPOBI, MOJYYEHHBIX W3 PAa3HBIX MCTOYHUKOB: OOIIEi
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WX TIPOBEPKHM Ha IOCTOBEPHOCTH, IIOJHOTY, COaJlaHCHPOBAHHOCTH,

COTJIACOBAaHHOCTH, BO3MOYKHOCTh HX CHCTEMAaTH3aIMH 1 0000IIeHNS.
Crnemyer OTMETHTB, YTO METOJBI U CPEICTBA, KOTOPBIE CIIOCOOCTBYIOT

TIOBEHIIICHUIO YPOBHS INPUMEHEHHWS TaKUX 3HAHHHA, B ITIOJHOW Mepe He

pa3paboTanbl. Pe3ymbraToM HMCCIeIOBaHUI CTAHOBATCS HOBBIE METOJHI,

MOJENIM W CO3JaHble Ha WX OCHOBE MPOTPAaMMHBEIC CpEACTBa,

MO3BOJSIFOIUAE € JOCTATOYHOW TIOJIHOTOM TMOJy4aTh 3HAaHUSA 00

OMpENEeNIEHHOH ¢lab0  CTPYKTYPUPOBAHHOW MPEIMETHOW  00JIacTH,

OTHOBPEMEHHO  00pabaThiBaTh 3HAHWSA PAa3HONH  MPUPOMABI, IPH

HEOOXOIUMOCTH — (JOPMATIM30BATh MX, & TAKXKE CHOPMHUPOBATH MEXaHHU3M

UCTIONIb30BAaHUs 3TUX 3HAHWHA JIUI[AMU, MPUHUMAIONUMH DCIICHUS B

pa3HBIX 00JaCTAX.

HUrak, cymecTByeT HeOOXOAMMOCTD CO3JIaHUS Psiia HOBBIX METOIOB U

MOJIENIEN:

e  METOJOB CHCTEMAaTH3alll{ HESBHBIX 3HAHUN;

e  Mojeiel W METOJOB COBMECTHOTO MCIIOJIb30BaHUS SBHBIX U HESIBHBIX
3HAHUH MIPH CO3/IaHUH MTPOOICMHO-OPUEHTHPOBAHHBIX 0a3 3HAHMUI;

e Mojeled W METOAOB J(PQPEKTHBHOTO TMOJYYCHHS 3HAHHWHA OT
SKCIEPTOB M MHXCHEPOB IO 3HAHHSAM C YUETOM HMX OTHOCHUTEIHHOMN
KOMIIETCHTHOCTH;

®  METOJIOB OTpeIeIICHUs aJIeKBaTHOCTHU MoJesnen cnabo
CTPYKTYPHUPOBaHHBIX MPEIMETHBIX oOmactedt (mpw  YCIOBHH
OTCYTCTBHS 3TAJIOHOB M YHUKAJIHLHOCTH PELICHHUI);

e 3(h(heKTUBHBIX METOMOB TOANEPKKH MPHUHATHS pPEIICHUH Ha OCHOBE
co3maHHBIX 0a3 3HaHMH B cmabo  CTPYKTYPHPOBAHHBIX
He(OPMaITM30BaHHBIX MTPEIMETHBIX O0JIACTSIX.

IIpu pazpaboTke
®  MCTOJIOB CHCTEMAaTH3alUH HESBHBIX 3HAaHUH OYAyT HCIIOJIB30BAaHbBI
METOJbl CHCTEMHOT0 aHaluM3a — METOJA JICKOMIIO3UIIMU MpHU

MIOCTPOCHUH CTPYKTYPHOW MOJENH TNpeIMEeTHON 006jacTH, METOJbI
Teopuu rpadoB Ui aHaM3a CETEBOH CTPYKTYpbl 0a3bl 3HAHH,
JIMHEHOW anreOpsl npu 00paboTke HMHPOPMAIMH B MaTPUUYHOM
BHE, U T.IL.;

e  MOJeNeH U METOA0B COBMECTHOTO MCIIOIb30BAHMSI SIBHBIX U HESIBHBIX
3HaHMWH TIPU CO3JIaHMU MPOOIEMHO-OPHEHTHPOBAHHBIX 0a3 3HAHUH
1eJIecO00pa3sHO  NPUMEHSATH  METOABl  KOJHMYECTBEHHOI'O U
KaueCTBEHHOTO aHanu3a (A1 COOTBETCTBYIOIIMX BHJOB 3HAaHHH),
meronsl Natural Language Processing st aHanm3a TEKCTOBBIX
JaHHBIX WH(QOPMAIMOHHOTO IIOWCKA, KOHTEHT-MOHHTOPHHIA IS
BBISIBIICHHMSI MOHATUHHBIX CYIIHOCTEH, METOJAbl MaTeMaTHYeCKON
CTATUCTHKH TPH OLEHUBAHWN CTATUCTUYECKUX IaHHBIX KOHTEHT-

266



MOHHUTOPHHTA, METOBI ONPENCICHUS COTIIACOBAHHOCTH KCIIEPTHBIX
OLICHOK C IEJNBI0 MX BO3MOXKHOTO NPHUMEHEHHS UI1 OINpEACICHHS
COTJIACOBAaHHOCTH 3HAHUU Pa3HOU MPUPOABI, U T.IL.;

e Mozmened W MeTOAOB A(PQPEKTHBHOTO IONYyYCHHS 3HAHWHA OT
9KCIIEPTOB M MHXKEHEPOB IO 3HAHMAM C Y4ETOM HX OTHOCHTEIILHOH
KOMIICTEHTHOCTH ~MOTYT  IPHMEHSTBCS METOABI  3KCIIEPTHOTO
OLleHMBaHMs (METOJ TapHBIX CpPaBHEHHH, B TOM 4YHCIE JUIs
TPYNIOBOIO OLEHUBAHUA [4], C HCHONBb30BAaHHUEM INIKal pa3HOU
nopoOHoCcTH [5], ¢ 00paTHOW CBS3BIO C JKCHepTamu [6], METOIBI
TPYNIOBOIO OPAMHAIBHOIO OleHWBaHusA [7,8], W T.I.), METOJBI
OIpeieNneHust COTJIACOBAHHOCTHU 9KCHEPTHBIX 3HaHUN
(IpennoXeHHbIH  aBTOPCKMM  IOKa3aTeNlb  COIVIACOBAaHHOCTH  C
JIBOWHBIM TIPUMEHEHHEM (OPMYINBI SHTPONHH [9], CHEKTpaNbHBIN
k03¢ ¢unuent cornacoannoctu [10], consistency index [11] u ap.),
arperamyy 3KCIICPTHHIX OIEHOK (aBTOPCKUIT KOMOMHATOPHBIN METO.
— mepebopa TIOKpPOBHBIX JAEPEBREB — B MOAMGHUKANUAX C
BBIUMCIICHMEM  CPEOHEro  apu(METHYECKOr0 M CPEAHETro
reomerpuueckoro [12, 13], wmeronq cobctBeHHOro Bekropa [14],
MEeTOoJ1 JIorapu()MHUYECKUX HAMMEHBIINX KBaaparos [15]), u T.11.;

e  METOJOB OTpeieNeHus aJIeKBaTHOCTHU Mojienei cnabo
CTPYKTYPHPOBAHHBIX IPEAMETHBIX 00JIaCTe M COOTBETCTBYIOIINX
KpHUTEpPHEB OynyT MIPUMEHEHbI HUMeroIuecs METOIbI
MaTeMaTHUECKOW  CTAaTUCTHKH JUI1  OMNpENeNeHUs  KPUTepUeB
a/IeKBaTHOCTH MOJIEJIEH, TaKMX Kak Kpurepuit @uiepa u ap;

e 3] deKTHBHBIX METOI0B MOAJECP)KKN NPHHSATHS PELICHUH (Ha OCHOBE
6a3  3HaHMWH, CO3MaHHBIX B  cHabo  CTPYKTYPHPOBaHHBIX
He(popMaTM30BaHHBIX TIPEJMETHBIX 00JIaCTAX) HNPUMEHHMBI METOJ
aHanu3a wuepapxuii [11, 14], Merox UENEBOr0 JTUHAMHYECKOTO
OlleHMBaHMs ajbrepHaTuB [16], Mopdomnoruueckuii ananus [17],
SWOT-Ananu3 [18], u T.n. ana cuHre3a Oonee 3(heKTHBHBIX
METOJIOB TOJAJCPKKU TPHUHATHS PpElIeHUH WM  MOIU(UKaIK
HUMEFOIIUXCS.

CocrosiHue pa3padoTKu NMPodJIeMbl U NPeanoJiaraeMbie NyTH

AJIS1 ee pelIeHust

B Hacrosiiee BpeMsi HMEIOLIMECS] METOJIbI TIOJydeHUsI U 00pabOTKH
3HAHWH TP TOAJEP)KKE NPUHATHS  pEIIeHWH  pasiersiioT  Ha
KOMMYHHUKaTHUBHbIE (MO3rOBOM IITYpM, KPYIJIBIH CTOJ, aHKETHPOBAHHE,
WUHTEPBBIO, TPYIINOBbIE M HWHIMBHIyaJbHbIE OKCIIEPTHHIE MapHbIC
cpaBHeHUs, W T.1.) U Tekcronorndeckue (Natural Language Processing,
KOHTEHT-MOHUTOPHHT, Data Mining, aHajau3 oHTONOTHHA, U T.11.) [19]. OTH
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METOJIBI IpeHa3HAYCHBI TSt OTIEPUPOBAHUS 3HaHHSMH,
MpUHAJICKAIIMH JIUIIb K HEKOTOPBIM OTPENCIICHHBIM KaTeropisiM. Tax,
B YCIOBHAX CTPOTHX BPEMEHHBIX OTPAHMUYCHHH HEIEIeCO00pa3HO
OpTaHH30BBIBAThH TPYIIIOBYIO 9KCIEPTU3Y n3-3a JONToi
NPOJODKUTENFHOCTH M BBICOKOM  CTOMMOCTH  Ipouexyp coopa
9KCIEPTHBIX 3HaHMH. B TOT ke BpeMs, Uil OCHOBATENBHOTO, ITOJHOTO U
BCECTOPOHHETO OIUCAaHMs MEXAUCHUIUTMHAPHOW MpobieMbl B ciiabo
CTPYKTYPHUPOBAaHHOM MIpeIMETHON obnactn HEJO0CTaTOYHO
OTPaHWYMBATHCS JIMIIb pe3yJbTaTaMH KOHTEHT-MOHUTOpMHra u Data
Mining'a; a7 TOBBILIEHHS  JOCTOBEPHOCTH  TakOro  OIMCAHUS
1esIeco00pasHo IIpUBJIEKATh TaKxKe SKCHEpPTHBIE 3HAHMS.
MeKInCUMIUTMHAPHBINA XapakTep NpoOJIeMbl He MTO3BOJISET OIPaHUYUTHCS
JWIIb OHTOJIOTHAMH OTAGNBHBIX CIHEIHAJIN3UPOBAHHBIX MPEAMETHBIX
obylacTeif, KOTOpBIE, TPH OSTOM HE OJWHAKOBO JETAIN3UPOBAHBI.
BennuuHBl B3aMMHOTO BIUMSHHS KJIIOYEBBIX IOHSATHH OHTOJOTHH B
KOHTEKCTE DPa3HBIX IO CMBICIy TpoOJeM MOTYyT HE coBmajzaTh. Data
Mining B cmabo CTPYKTYpHpPOBAHHBIX IIPEAMETHBIX  00JAaCTIX
XapaKTepu3yeTcs npobnemamMu HEpEeTPE3eHTATHBHOCTH u
HEI0CTaTOYHOCTH JaHHBIX.

[MonbiTKH UcTIONb30BaHMs pe3yipraToB Data Minig, NLP, xonTeHT-
MOHUTOPHHIA B KaueCTBE BXOJAHBIX JAHHBIX JUIS SKCIEPTHBIX METOJOB
SIBIISIIOTCS Hellenecoo0pa3HbIMU BCJIEJICTBHE HEBO3MOXXHOCTHU
OIpe/IeICHUs] KOJMYECTBEHHBIX COOTHOIICHHH MeXIy oO0beKTaMu Oa3bl
3HAaHMH W HEBO3MOXXHOCTH OpPraHM30BaTh MpOLECC  IOBBIMICHUS
COTJIACOBAHHOCTH JAHHBIX ITyTeM OOpaTHOM CBA3M C HCTOYHHKAMH
UHPOPMAITUH.

Kpome toro, Mozenu npeaMeTHbIX obnacTeil B BUIE HEpPapXHUECKOH
JPEBOBUIHOM IENIEBOIl CTPYKTYpHI (HapuMep, METO]] aHaIu3a HepapXxuit
Caatu [11]) He M™Moryr OBITH JOCTATOYHO aJCKBATHHI K ciabo
CTPYKTYPHUPOBAaHHBIM CHCTEMaM, MOAEIHPYEMBIX Yepe3 HCIOJIb30BaHNE B
HUX JIUIIb 0OBEKTOB KAaY€CTBEHHOTO (HE KOJMYECTBEHHOTO) XapakTepa —
OpHEHTAIVSI JIMIIb Ha SKCTIEPTHOE OIICHUBAHHE, HATMUNE UCKIIOYUTEIBHO
MOJIOXKUTENBHBIX BIMSHUN (CBsi3eil) Mexay OOBEKTaMH, OTCYTCTBHUE
00paTHBIX CBA3EH B MEpapXuH, OTCYTCTBUE yueTa JUHAMHUKHU BIUSHHUN, U
T.IL.

OTHOCUTENBHO  TNIPUMEHEHHUs]  3KCIEPTHOTO  OLEHHBAHUS  IIPH
NOJyYeHWH 3HAaHWHM, TO €CThb HEOOXOAMMOCTb  IIPEJOCTaBIISTH
BO3MOXHOCTb 3KCIIEPTaM B XOJ€ SKCHEPTU3bl MCHOIb30BATH ILIKAJIBI
pasHoit moapoGHocTH [20] ¢ 1ENbl0 MO  BO3MOXKHOCTH  IIOJIHOTO
MOJyYeHHS 3HAHUH OT KaXKZAOTO0 JKCIEpTa ¢ HEIIPUYNHEHUEM JaBJICHUs Ha
HEro. OTO JOMNOJHUTEIbHO IPEJOCTaBIAECT BO3MOXKHOCTh YUYUTHIBAThH
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OTHOCHUTEJIBHYIO KOMIIETEHTHOCTh Ka)KIOT'0 JKCIIEPTa B OIPEICICHHOM
BOIIPOCE KCIEPTU3HL.

BriBoabI

Wrak, MeToasl M MOJIENU TONYyYeHHs, OOpaOOTKH W TPHUMEHEHHUS
3HAaHWH TpW  TONAEPKKE TNPUHATHS  PEIICHWH, KOTOpble OBl
MPEIOCTaBIISUIM BO3MOXKHOCTh OJHOBPEMEHHO HCIIOJIB30BATh B ITOJHOM
Mepe Kak  HMelomuecs ~3HaHWS 00  ompeneneHHOW  ciabo
CTPYKTYPHPOBaHHOW IMpPEAMETHOW 00JaCTH, TaK W He(opMaTH30BaHHBIX
3HAHUAX (TMOJyYEHHBIC U3 UCTOYHUKOB MHMOPMAIIMH Pa3HOM MPUPOIBI U
OT 3KCIEPTOB) ceiyac He pa3paboTaHbl, XOTS HEOOXOIUMOCTh UX
pa3paboTku yxe mpuoOpesla akTyalbHOCTb. TpeOoBaHUs MO HX
pa3paboTke CBs3aHBI C CO3/JaHHEM MPOOJIEMHO-OPHUECHTHPOBAHHON
wiaTopMBl TpaHC(epa 3HAHUH, HATIPABICHHOW Ha PelIcHHEe TII00aNbHOMI
mpoOJIeMbl KaK MOXKHO 0Oojiee MOJHOTO WCIIONB30BAaHHUS HAKOTUICHHBIX
YEeIIOBEYCCTBOM 3HAHUH.

UccrnenoBanmst  BBIIOMHEHB B paMkax mpoekra D73/23558
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CONSIDERING IMPORTANCE OF INFORMATION SOURCES
DURING AGGREGATION OF ALTERNATIVE RANKINGS
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Ukraine
Kyiv, Ukraine

The paper outlines several approaches to aggregation of rankings
of alternatives, provided by a set of individual information sources
(1S). It is shown, that, depending on dimensionality of the set of
alternatives, different aggregation methods can be applied.
Particular attention is given to weighted aggregation of
alternative rankings provided by different IS. Some intuitive
assumptions concerning IS weight calculation are set forth. It is
assumed that 1S weight should reflect both quantity and quality of
information it provides, as well as expert estimate of IS credibility
based on previous experience of IS usage. Based on these
assumptions, expressions for IS weight calculation are suggested.
The approaches, suggested in the paper can be aplied to
information, provided by sources of different nature, i.e., experts,
search engines, paper and online documents, etc.

1 Introduction

In the process of informational and analytic research a common
problem, often faced by analysts is compiling a ranking of a set of objects
or alternatives (products, electoral candidates, political parties etc)
according to some criterion. This criterion may be explicitly formulated
by a decision-maker, or presented in the form of a particular topical query
(such as “top comic actors”, “best online footwear stores”, “downtown
restaurants”, etc). Even these randomly selected formulations demonstrate
that it is problematic to select these alternatives, satisfying the respective
queries based on solely numeric data, as there is no quantitative criterion,
according to which the alternatives could be measured. A common
approach, summarized in the most explicit way, perhaps, by Tom Saaty
(I1D, is as follows: if you cannot measure the alternatives, the best way to
numerically describe them, is to compare them among themselves.
Conceptually, comparisons of alternatives according to some pre-defined
criterion can be classified as either cardinal or ordinal estimates. Cardinal
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pair-wise comparisons of alternatives bear information about numeric
relation between them according to the given criterion, while ordinal
comparisons indicate only the ordering of these alternatives. Cardinal
pair-wise comparisons are good for relatively small numbers of
alternatives, lying within the same order of magnitude. Ordinal pair-wise
comparisons are easier to obtain and process and they can be used to
compile rankings of large numbers of alternatives.

Amount of data, used in informational and analytical research is,
usually, large, and that is why ordering of alternatives is more frequently
used. For example, this is one of the possible reasons why web search
engines operate mostly with rankings (orderings) of references and not
with their numerically expressed ratings of some kind.

In order to compile a ranking of alternatives based on all available
information, rankings, coming from several information sources, need to
be taken into consideration and aggregated in some way. Authors of [2]
show that information space is influenced by multiple factors of
qualitative nature, which are difficult to formalize and describe in
numeric terms. Based on these characteristics, it was shown in [3] that
information space was a typical example of a weakly structured subject
domain. In order to provide at least some analytical description of a
weakly structured domain, data, coming from any available sources,
needs to be taken into consideration. In this paper we will try to address
the most general case, when information sources can include paper and
online documentation, web search results, and expert judgments.

The problem with aggregation of data, coming from different
information sources is that, in the general case, these sources have
different weights, depending, again, on several factors. For example, it is
reasonable to assume, that more credible information source, providing
larger amount of information, should be assigned greater weight prior to
data aggregation. While there is, roughly, a dozen of methods of ranking
aggregation (proposed by Borda, Condorcet, Kemeny, and others), that
are commonly known and described in a multitude of publications, the
problem of defining the weights of data sources (voters, judges, experts,
search engines etc.) during data aggregation is still relevant and open to
discussion.

So, in further sections of our paper, we are going to set forth a
method, allowing to aggregate data, presented in the form of alternative
rankings, coming from different information sources, particularly
focusing on different aspects of information source weight definition
problem.
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2 Literature review

The problem of rank aggregation became relevant back in the ancient
times, when democratic societies and voting systems started to emerge.
An extensive analysis of voting rules and their evolution is provided, for
example, in [4].

The first rank aggregation methods, that emerged in the process of
democratic voting evolution, which are still relevant today, were
suggested in the late 18" century by Borda ([5]) and Condorcet ([6]).
Since then multiple approaches to aggregation of individual preferences
using different social welfare functions were devised. We find it most
appropriate to mention the period of 1950-s and 1960-s — the time when
Arrow’s impossibility theorem was formulated (see [7]) and attempts
were made to bypass its constraints (particularly, by Kemeny [8] and
Copeland [9]). F.Aleskerov in [10] summarizes Arrovian aggregation
rules in his book.

In the 2000s, with growing popularity of online information search
engines, the problem of rank aggregation became even more relevant, as
it became evident, that beside data obtained from voters, experts, and
analysts, it was necessary to take online information sources into account
(sometimes, with minimum human involvement). In this context, we
should mention several papers from the 2000s, particularly [11-13]. In
these publications the authors suggest and compare several approaches,
targeted at aggregation of data from online information sources.

Definition of weights of information sources and weighted
aggregation of rankings represents a separate matter. Methods of Borda
and Condorcet can be easily extrapolated to the case when information
sources have different weights, as shown by Totsenko in [14]. Kemeny’s
median is a more problematic case when information sources have
different weights. Ordinal factorial analysis methods, described in [15,
16] allow analysts to calculate weights based on available sets of
alternative rankings, previously provided by experts. This approach can
be extrapolated to calculation of weights of online information sources as
well, if evaluators provide some global alternative ranking a priori.

Dwork et al in [11] stress the importance of involvement of human
evaluators in the process of preliminary information source weight
definition. However, their paper focuses mostly on comparative analysis
of rank aggregation methods and does not address the problem of IS
weight calculation directly.

As for IS weights, we can, again, mention Tom Saaty ([1]) and his
academic school (including Ramanathan & Ganesh [17], Forman &
Peniwati [18], as well as Yang et al [19]). However, their methods are
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primarily targeted at aggregation of expert estimates, represented in the
form of pair-wise comparison matrices (PCM), provided in some ratio
scales (and not rankings).

In our current paper we are going to suggest information source
weight calculation methods based on both preliminary human evaluation
of information source credibility and amount and quality of information,
provided by a given information source.

3 The problem statement

What is given: n information sources (IS, — 1S,,). Each of IS provides a
ranking R;, that includes m; alternatives (i=1..n). Information sources can
be experts, search engines, analysts who monitor online content, paper or
online documents, etc. We should stress, that the number of alternatives,
provided by different information sources is, in the general case, different

(m; =m;;i, j=1.n).

We should find an aggregated (global) ranking of alternatives.

4 Solution ideas for the case of equal weights of information
sources

We suggest building a solution algorithm based on available methods
of aggregation of individual rankings (ordinal estimates). The most
common ranking aggregation methods were proposed by Borda,
Condorcet and, perhaps, Kemeny. We should stress that if we are dealing
with experts, the number of alternatives an expert can analyze “in one go”
is no more than 7+2. However, search engines can return rankings of
hundreds of links. That is why, usage of domination matrix — based
methods is not recommended for such dimensionalities. For example, if
we are dealing with 10 IS, providing rankings of 1000 alternatives each,
then we have to analyze and process 10 matrices with 1000x1000 cells. In
such cases Borda method seems to be the most appropriate option, as it
operates with ranking vectors and not domination matrices. Besides, it is
easier to extrapolate Borda method to the case when IS have different
weights (while, for in stance, extrapolation of Markov chain-based
methods looks more problematic). If all IS have the same weight, we can
use the following algorithm.

1) Find the length of a ranking with all unique alternatives,

featured in individual rankings M = card (( J{A"; j=1.m3}).

i=1
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2) Form a unified set of alternatives.. For this purpose we

should add to each ranking R; of m; alternatives all the remaining
n

alternatives | J{A™; j =1.m }{AP; j=1.mJ}with rank m+1.
k=1

During unification of alternatives, provided by different IS, we should

check whether alternatives are conceptually the same. If IS are experts,

then for this purpose we can use the methods of semantic similarity

determination, suggested in [20].

3) As a result, we will get M alternatives in each ranking. Each
ranking R; will include m; alternatives with different ranks and (M — m;)
alternatives with the same rank (m+1). (A similar approach was
mentioned by Dwork et al in [11]).

4) Add the ranks of each alternative across all IS.

5) Sort (order) the alternatives in the order of increment of
individual rank sums. This sorting will result in the rank order that we
should find.

n n
D> 2 =>n<nkl=1LM @,
=1 i=1
where r; u r;; — are the ranks of alternatives Ay and A, in the ranking,
provided by IS humber j.

5 Usage of different methods under smaller cardinality of the set
of alternatives

If the number of alternatives amounts to one or two dozens, or if the
decision-maker (analyst) is interested only in the rank order of the first
few alternatives, provided by IS, then it makes sense to use other ranking
methods (beside or instead of Borda) in order to aggregate the individual
ranking results.

For example, let us assume, we have 10-15 IS, and each of them
provides a ranking of alternatives, from which we are particularly
interested in the top 10-20 items. If all alternatives (items) are different,
then we have 300 (15x20) different items at most. In fact (especially if we
are talking about search engines), many items featured in individual
rankings across different IS are the same. So, if we have 15 IS and each of
them provides a ranking of 20 alternatives, then the cardinality of the set
of unique items will amount to approximately 100 alternatives.
Consequently, if we use aggregation methods operating with ordinal pair-
wise comparison matrices (PCM) (such as Condorcet rule or Kemeny’s
median) and not with ranking vectors (like Borda or Markov Chain based
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methods), we will have to analyze 15 square matrices containing 100x100
cells. As strict rank order relationship is reciprocally symmetrical (if
alternative A4; ranks higher than 4,, then 4, ranks lower than 4,), during
aggregation of PCM we will have to analyze just matrix elements above
the principal diagonal {d;, i<k}. That is why, even if the aggregate
ranking features 100 alternatives, then we will have to analyze (100x99)/2
or 4950 cells in each PCM. These calculations demonstrate, that under
smaller cardinality of alternative set, we can use Condorcet rule and
Kemeny’s median for aggregation of individual ranking results.

In our view, the disadvantage of Borda method is that during
aggregation of individual rankings we are witnessing an explicit heuristic
transition from ordinal preference scale to ratio scale. However, this
transition is inevitable, because representation of alternative estimates in
ratio scale is the necessary and sufficient condition of existence of linear
global criterion, allowing us to aggregate these estimates (as proven by
Litvak in [21]). For example, an alternative with rank 2 does not
necessarily have to be exactly 2 times better than alternative with rank 4
(we should remind, that dominating alternatives are assigned smaller
ranks).

Condorcet rule, Markov chains, and Kemeny’s method allow us to
avoid such an explicit transition from ranks to ratios.

6 Existing methods: a brief overview

Condorcet _rule. The key idea of Condorcet method is as
follows. If alternative 4; dominates over alternative A, in the majority of
individual rankings, then this preference relationship should be
maintained in the global (aggregate) ranking. In order to get an aggregate
ranking we should first build individual ordinal PCMs. If in some
individual ranking R; alternative A; dominates over A, then the respective
element of ordinal PCM equals 1, if A; is dominated by A, — (-1), if the
alternatives are equal —

LA <A,

(J)= 0,A =A 2
LA > A

In order to aggregate rankings, provided by several information
sources according to Condorcet’s rule, we should limit the number of
alternatives to be featured in the global ranking by a fixed humber M and
build ordinal PCM based on rankings, provided by all IS.
{DY ={d{”;i,k =1..M}; j=1..n}. After that we should calculate the sums
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of all respective elements of individual PCM and fill ordinal PCM,
corresponding to the global rank ordering relationship (tournament).

0, zd(J)_

D={d,;i,k=1..M } where 3).
di =11, Zd‘”

-1, z d{) <0

j=1

After that we should add the elements in each line of the global rank
ordering relationship matrix D and rank the obtained line sums.

Zd.k>2d|k:>r < @),
k=1
where r; and r; are ranks of alternatlves A; and A, in the global ranking

R.

The disadvantage of Condorcet’s rule (beside dimensionality
limitation) is that equal alternative ranks may emerge and transitivity of
the global preference relationship may be violated as a result of the so-
called “Condorcet paradox”. The paradox is one of the specific cases of
violation of Arrow’s requirements to social choice functions [7]. If
feedback is acceptable, then transitivity of the global preference
relationship can be achieved if we use algorithms, described in [22, 23].

In the context of aggregation of results of online data search, provided
by several engines, the advantage of Condorcet’s rule (mentioned by
Dwork et al in [11]) is its ability to filter spam content.

A more “just” aggregation rule in view of Arrow’s impossibility
theorem is Kemeny’s rule (sometimes called Kemeny’s median).

Kemeny’s median can be considered the analogue of average mean
for ordinal (non-cardinal) estimates.

As ordinal estimates (or ranks) do not bear information on quantitative
relation between alternatives, such concepts as Euclidian distance metric
or center of mass (center of gravity) do not apply to rank order vectors.

Distance between two rankings of a given set of alternatives depends
upon the number of elementary permutations that is needed to obtain one
ranking from the other. Kemeny’s distance between two rankings is based
on Haming metric. If we have two rankings Ry, R, of a set of alternatives
A={A;..A}, and respective domination matrices D; and D, are built based
on these rankings according to formula (2), then Kemeny’s distance K is
calculated as follows.
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m m
K( Rl,Rz):szi(lj)_di(kz) ).
i=1k=1
If we have a set of n rankings {R;..R,} of alternatives A={A;..A.},
then, by definition ([8]), Kemeny’s median of this set of rankings is a

ranking R:

n
R=argmin) K(R,R;) (6),
ReT j=1
where T is a set of all possible rankings of alternatives. Kemeny’s
median calculation procedure is very labor-intensive. Some estimates of
complexity of this problem are provided in [11]. One of the “simplest”
algorithms of Kemeny’s median calculation is provided by Litvak in [21].

7 Generalization of suggested approaches to the case of different
weights of information sources

Let us now assume that IS weights {w;..w,} (reflecting their
credibility) have been provided by experts, calculated based on previous
estimation experience (as described in [15, 16]), or obtained in some other
way. In this case, respective formulas for ranking aggregation will
change, as all rankings, provided by individual IS, will be taken into
consideration together with their respective weights. Formula (1)
(corresponding to Borda aggregation method) will look as follows.

n n
j=1 =

Formula (3) (corresponding to Condorcet method) will look as
follows.

where
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n .

-1
n , (8)
-1

n .
j=1

In formula (6) weight coefficients will become multipliers for
respective Kemeny distance values.

n
R=arg mmZWjK(R,RJ—) 9).
ReT  j=1

Extrapolation of Markov chain based methods, described in [11],
represents a problem that should be addressed in a separate research.

Experience and numerous publications indicate that when a group of
experts participates in decision-making process, individual expert
competence should be taken into consideration (providing, the expert
group is relatively small) (for details — see [24-26]). Similarly, if several
IS are used to build a ranking of alternatives according to their relevance
in terms of a particular information query or in the process of some
analytical research, we should take their weights into account as well.

Now let us address the issue of calculation of IS weights in greater
detail. So far we have come up with several conceptual approaches to 1S
weight calculation. These approaches are outlined in the next section.

8 Approaches to calculation of the relative weights of information

sources

1) Experience-based approach was set forth in [15, 16]. In essence,
experts or evaluators provide their ranking of alternatives and then, based
on their ranking and rankings, provided by individual 1S, the weights of
IS are calculated (under assumption that rankings are aggregated using
Borda or Condorcet rule).

2) Definition of relative IS weights based on quantity and quality
of provided information. It is reasonable to assume, that the relative
weight of an IS should depend on quantity and quality of information,
provided by the source in terms of every information query (in the given
subject domain). Criteria, representing quality and quantity of information
search, following a given query can be formulated as follows.
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e  Number of alternatives (references or links in case of online
information search), provided by the IS in response to a particular query;

e Relevance of these alternatives (references, links), i.e. their
correspondence to the specific query.

Relevance of the results of functioning of an IS can be defined based
on the estimates of users (evaluators, experts) from the given subject
domain. These estimates of IS can be based on previous experience of
information search queries.

Relevance of results of IS work can be considered in terms of search
queries of some particular type (search for information in some given
language, formulas, images etc.). If it is possible to outline some query
type, expert estimate will depend upon IS capability of processing this
particular type of queries. Otherwise (when it is problematic to outline
specific query types) it makes sense to use an average value of expert
estimate (across different query types).

In the context of this subsection we suggest calculating IS weight
using the approach, similar to methods, used by Totsenko for calculation
of expert competence in [27, 28]. In accordance to this approach, expert
competence should depend on self-estimate, objective estimate, and
mutual estimate.

K=s(xb+x,v), (10)

where K is the relative competence of the expert, s is self-estimate, b is
an objective component, v is mutual estimate of expert group members,
while X;, X, represent the coefficients of relative importance of
objective and mutual estimates’ respectively.

When the weights of “generalized” IS (i.e. experts, search engines,
documents, etc.) are calculated, mutual estimate can be replaced by the
ration between the number of alternatives, provided by the i-th IS in

relation to the total number of alternatives, provided by all IS V; :
Vv=—T (11)

n

g

mk
k=1

where M, is the number of alternatives, provided by i-th IS, n is the

total number of information sources.
Self-estimate in formula (10) can be replaced by the value of expert

estimate E; . This estimate depends on previous experience of 1S usage.
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For each particular query type (for instance, Ukrainian, English, image,
formula, other) we should apply the respective average value of E;.

Definition of query types is not the subject of this paper and should be
addressed separately.

Objective estimate in formula (10) can be replaced by the ratio
between the number of alternatives, provided by i-th IS and the total
number of unique alternatives, provided by all IS O, (thus, it will reflect
the ability of IS to provide unique information).

m.
0 =-—, (12)
P

where P is the number of unique alternatives, provided by all IS, that
n

is P =card(|_J{A"; j=1.m}). If IS are experts, semantic similarity
i=1

methods, suggested in [20] can be used to define whether the alternatives
are relevant in the context of the given query.

Similarly to expert competence, weight of IS will be calculated as
follows.

W =E, (x0, +x,V.), (13)

where Wi* is the non-normalized IS weight, , X,, X, are the

respective coefficients of components’ relative importance, and E; is the

non-normalized expert estimate value. Normalized values are calculated
as follows.

*

W (14)
2w

where \\/ is the normalized relative IS weight.

Vvi:

We propose to follow the assumption that “objective” and “mutual” IS
estimates should form a convex combination ( X; + X, =1), so X; and

X, should lie within the [0;1] range and vary depending on particular

information query.
As a result of each information search, every IS provides several
alternatives (in the general case they are different, as mentioned above).
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Figure 1 represents an example, where 5 IS provide 9 unique alternatives.
1% and 6™ alternatives were provided by 2 1S, 2" and 5" — by 3 IS, 3"
alternative — by 5 IS, while other alternatives were provided by 1 IS each.

5

4

3

2 | O Quantities of IS, that

1 | provided the alternative
0

1 2 3 45 6 7 8 9

alternative
numbers

Fig. 1 Example of a unified set of alternatives, provided by several IS

In order to illustrate the behavior of dependence of X, and X, on

information search results, let us consider several extreme cases.

Extreme case 1

Let us assume that all IS provided completely different alternative
sets. Generalized information search results are displayed on Fig. 2: 5 IS
provide 9 different alternatives and each of the alternatives is provided by
a single IS (for instance, IS1: al, a2; 1S2: a3, a4; 1S3: a5; 1S4: a6, a7, a8;
IS5: a9).

1“]]]]]]]]]]]]]]1']
0 O Quantities of IS that
1 23456789 provided the
alternative alternative
numbers

Fig. 2 Example of a unified set of alternatives, where each alternative
is provided by a single IS

If all IS provide different alternatives in response to some query, the
relevance of these alternatives seems questionable. In such cases we
suggest using expert estimate (based on previous experience of IS usage)
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as the key component of IS weight, as it reflects the experience of
previous information search sessions and the ability of IS to find new
information.

Extreme case 2

Let us assume, that all IS provided the same alternatives. An example
of a hypothetical information search results are presented on fig. 3: 5 9
alternatives are provided by all 5 IS (although the order, in which
alternatives are ranked by different sources, may be different).

O Quantities of IS
that provided the
alternative

© = N W O
1
1
1
1
1
1
1
1
T

1 2 3 4 5 6 7 8 9
alternative
numbers

Fig. 3 Example of a unified set of alternatives, where each alternative
is provided by all IS

In such a case, 1S weights should be equal to E,, because all IS are
equally efficient in providing alternatives in response to information
query. Their weights can be defined, again, only based on the previous
history of information search sessions that is reflected by the expert
estimate.

In order to devise a formal expression for X, and X,, based on
these intuitive considerations, let us introduce the indicator p,

characterizing the alternative frequency function or density of

representation of alternatives across all information sources.
=]

Zl: " (15)
= l: y
P nP

where hj is the quantity of IS, that provided j-th alternative, while n

is the total quantity of IS.

In “extreme case 1” 0 assumes the minimum value , = 1.

In “extreme case 2” 0 assumes maximum values p =1.
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In view of above-mentioned convexity requirements, we suggest
calculating X, as
X, =p; % =1-X,. (16)
In “extreme case 1” the normalized relative IS weight assumes the

E (- Ho +1v)
n n

value of W , and in “extreme case 2” it

h 1 1
ZEj((l—f)oj +=V))
= n n

assumes the value of \\/ = E;.

3) Statistical approach represents a modification of the previous
approach. In order to take the quantity of information, provided by the 1S
(“objective” weight component in formula (13)) into account, we can
normalize the numbers of alternatives across all IS (see formula (11)) and
then calculate the importance of the respective component (i.e. value of
Xy) as dispersion if this indicator (normalized number of alternatives).

X, =D(V); x, =1-X%, .(17)

In this case, if all IS provide the same number of alternatives, the
respective component of their relative weights can be neglected as it does
not vary across different IS. The respective component will only come
into play when the numbers of alternatives across IS are different.

9 Conclusions

Several approaches to aggregation of alternative rankings provided by
several individual IS have been described. Applicability of this or that
approach depends on the specificity of IS (which can be represented by
experts, analysts, search engines, online or paper documents etc.) and on
the number of alternatives in the rankings. Several ways of IS weight
definition have been suggested, based on heuristic expert decision support
and statistical methods. IS weights calculation methods can be applied to
aggregation of data, coming from IS of different nature.

Although the approaches, suggested in the paper are, to a large extent,
heuristic, they are based on the fundamental assumption, that during
aggregation of information, coming form different sources, relative
weights of IS should depend on quality and quantity of information,
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provided by these sources and, beside that, reflect expert estimate of their
credibility, based on previous experience of their usage.

Further research envisions experimental study of the suggested
methods.

This paper is prepared as part of project #F73/23558 “Development of
Decision-making Support Methods and Means for Detection of
Information Operations”. The project won the contest #F73 for grant
support of scientific research projects held by The State Fund for
Fundamental Research of Ukraine and Belarusian Republican Foundation
for Fundamental Research.
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