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Abstract. This article examines conflicts arising between competitive generative artificial
intelligence (GAI) systems due to differing objectives, strategies, and interpretations. The
main types of conflicts discussed include: semantic interpretation conflict, factual and
reliability conflict, psychological influence conflict, data access conflict, technical and
semantic backdoors, disalignment attacks, and false disalignment. A game-theoretic
interpretation of these conflicts is proposed, formalizing the struggle between Al models as
an adversarial game with incomplete information. The paper also analyzes attack
mechanisms and defense strategies, offering a scoring system to assess the criticality of each
type of conflict. The aim of this study is to establish an analytical foundation for
understanding, classifying, and mitigating conflict scenarios within GAIl ecosystems —
particularly in contexts involving open communication, commercial competition, and
cybersecurity.
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1. Introduction

Development of Generative Atrtificial Intelligence (GAI) has led not only to new
capabilities in language processing, knowledge analysis, and user interaction but also to
novel types of conflicts between Al systems themselves and internal Al conflicts. While
earlier attention focused on accuracy, efficiency, and user experience, today ethical,
security, legal, and psychological aspects have come to the forefront.

These issues are especially significant in the context of widespread adoption of GAI
within digital society, where systems interact not only with humans but also with each other.
Such interactions give rise to new kinds, types, forms, and meanings of conflicts that require
systematic analysis, formal modeling, and mitigation strategies. This necessitates a systemic
approach to analyzing conflict types, their mechanisms, and response methods.

The relevance of this research is driven by the mass proliferation of generative
artificial intelligence models, such as LLMs (Large Language Models). Increasingly, it is
important not only to analyze their technical performance but also to understand potential
conflicts during system interactions. Whereas previously the focus was on accuracy,
computational power, and user experience, now ethical, security, legal, and psychological
considerations take precedence: Who controls meaning? How is reality shaped through
language? Can a model deliberately manipulate facts? What kinds of competition may occur
among Al systems, and how can unwanted influence be prevented?

Crucially, conflicts between Al systems are not limited to technical errors or
vulnerabilities — they carry semantic, agentive, goal-oriented, content-based, psychological,



and strategic dimensions. This creates a new research plane in the fields of Al security,
conflict ontology, and game theory in digital environments.

Therefore, studying conflicts between GAI systems is particularly significant. These
conflicts may manifest both in the technical space (backdoors, data poisoning) and in the
semantic space (manipulative interpretations, psychological influence). They become key
factors in security, competition, information policy, and ethical responsibility in digital
society.

Moreover, with the development of Al cloning technologies (disalignment) and the
active use of NLP patterns to shape behavior, the issue of conflict moves from the technical
domain into strategic and social domains: there arises a need for formalizing these
interactions, analyzing defense strategies, and developing a conflict ontology that could
serve as a foundation for further scientific and applied research.

The aim of this study is to conduct a systematic analysis of conflicts between
competitive generative artificial intelligence systems in the areas of their interaction via
semantic space, backdoors, data access, and psychological influence. The research focuses
on classifying key types of conflicts between GAI systems, formalizing attack and defense
mechanisms, constructing a game-theoretic model of conflictual interaction, identifying the
roles of technical and semantic backdoors, data poisoning, disalignment, and false
disalignment as new forms of struggle between Al systems, and analyzing systemic, ethical,
legal, and security implications of such conflicts.

Particularly important is identifying the ways in which one system may intentionally
induce conflict in others using various models, inaccuracies, noise, NLP patterns, or
backdoors—and what counter-strategies may be effective.

Currently, numerous studies address individual aspects of Al system conflicts. In
particular, works on attacks in machine learning [1] describe data poisoning techniques that
affect models during training. Research on model disalignment [2,3] shows that even closed
models can be reconstructed through extensive testing of their responses.

The topic of technical backdoors is well covered in cybersecurity literature [4,5];
however, semantic backdoors—newly emerging due to advances in generative models—are
still under-researched.

Regarding psychological influence, scientific studies often focus on NLP pattern
analysis in marketing and media [6,7], but their role in Al systems, especially in conditions
of adversarial interaction between models, remains largely unexplored.

Research on false disalignment as a defensive method is a partially new direction
emerging at the intersection of machine learning, knowledge cryptography, and game theory
[8,9].

In general, while the scientific community actively investigates Al safety and ethics,
there is still insufficient systemic analysis of model-to-model conflicts that incorporate
semantic, psychological, and strategic dimensions. This gap is what this article aims to
address.

2. Conflicts of Generative Artificial Intelligence

Analysis of conflicts between generative artificial intelligence systems is a critical step
in understanding the risks associated with their evolution, as well as in developing
countermeasures within the context of information and cybersecurity.

The main types of such conflicts were examined, and their significance was assessed
using the "swarm of virtual experts” methodology [10], leveraging leading large language
models, including GPT-4, Llama-4, Qwen3, and DeepSeec-V3.



The assessment results are presented in Table 1, where each conflict type received a
score based on its potential impact on security, information reliability, and Al system
operational stability. The highest rating was assigned to semantic interpretation conflicts
(9.2), indicating the critical importance of ambiguity in language processing for system-to-
system interaction. Other highly significant threats include data poisoning (8.7), semantic
backdoors (9.0), and psychological influence conflicts (8.5), highlighting the risk of GAI
use in information-psychological operations.

Table 1. Assessment of Conflict Significance in GAI Systems

Ne Name/Description of Conflict Importance score

1 Semantic Interpretation Conflict/ Different systems assign 9.2
contradictory meanings to the same words or phrases

2 Fact and Reliability Conflict/ One system generates verified 8.8
information, another generates fake or disinformation

3 Psychological Influence Conflict/ Struggle for impact on human | 8.5
consciousness through NLP and linguistic patterns

4 Data Access Conflict/ Struggle for control, analysis, and 7.5
privacy of information

5 Technical Backdoors/ Software "backdoors" that allow 8.3
unauthorized access or control

6 Semantic Backdoors/ Verbal or linguistic constructs that trigger | 9.0
unexpected model behavior

7 Data Poisoning/ Attack method in which malicious examples 8.7
are added to training data to alter model behavior

8 Disalignment Attacks/ Method of stealing or cloning a model 8.1
by analyzing its responses

9 False Disalignment/ Active defense method in which the model | 7.9
sends false responses to nullify the effectiveness of theft

Moreover, based on the author's concept of a "swarm of virtual experts,”
interconnections between different types of generative artificial intelligence conflicts have
been identified, as presented in Table 2. The weight values of the links demonstrate the
degree of dependency and interaction among conflicts. For instance, the highest level of
connection (0.95) was established between semantic interpretation conflict and semantic
backdoors, indicating their close interaction within the context of manipulative linguistic
influence.

These data form the basis of a graph-based model of GAI conflict interrelations,
shown in Fig. 1, which visualizes the complex network of interactions among various
conflict types. This model enables a deeper understanding of confrontation mechanisms
within the Al space and allows for the prediction of potential stress points within its
ecosystem.

Table 2. Interconnections of GAI Conflicts

Ne Conflict 1 Conflict 2 Connection
importance
(weight)

1 Semantic Interpretation Conflict Fact and Reliability Conflict 0.9

2 Semantic Interpretation Conflict Psychological Influence Conflict | 0.85




3 Semantic Interpretation Conflict Semantic Backdoors 0.95
4 Semantic Interpretation Conflict Data Poisoning 0.8
5 Fact and Reliability Conflict Data Poisoning 0.9
6 Fact and Reliability Conflict Data Access Conflict 0.7
7 Psychological Influence Conflict Semantic Backdoors 0.9
8 Psychological Influence Conflict False Disalignment 0.8
9 Data Access Conflict Data Poisoning 0.8
10 Data Access Conflict Disalignment Attacks 0.75
11 Technical Backdoors Semantic Backdoors 0.9
12 Technical Backdoors Disalignment Attacks 0.85
13 Technical Backdoors False Disalignment 0.8
14 Semantic Backdoors Data Poisoning 0.9
15 Semantic Backdoors Psychological Influence Conflict | 0.85
16 Data Poisoning Disalignment Attacks 0.85
17 Data Poisoning False Disalignment 0.8
18 Disalignment Attacks False Disalignment 0.8
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Figure 1: Generalized Conflict Graph

3. GAI Conflict Model

A conflict between two generative artificial intelligence systems can be formally
defined as an adversarial game that models the interaction between parties with opposing
objectives. This model allows not only for describing attack and defense mechanisms, but
also for quantitatively assessing the effectiveness of each participant's strategies.

Let us denote such agame as I'=(P, A,D,U(-),R(-), M(-), D(-)), where:

- P ={AI1,AI2} is the set of players, where Al, is the defending system and Al, is

the attacking system.
— A-—isthe set of available attack strategies that Al, can choose to achieve its goals.



— D —is the set of available defense strategies that Al, can employ to neutralize
threats.
— U(AD)- is the utility function, which determines the effectiveness of an attack

given the selected attack strategy A and defense strategy D. This function serves as
the main indicator of success in the conflict.

- R(Q)— is a risk measure, characterizing the potential danger of a query Q,

including the probability of backdoor activation, factual distortion, or
psychological influence.

— M(S) —is the semantic or logical representation of the input query S, taking into

account its structure, meaning, and context.
- D(M) - is the anomaly detection procedure, which analyzes the semantic

representation of the query M for signs of suspicious activity or potential attacks.

The utility function U (A,D) is a key element of the model, representing the balance

of power between attack and defense. It is defined as the difference between the
effectiveness of the attack and the effectiveness of the defense:

U (A'D) = Iattack (A)_ Idefense (D)1
where:
| (A) — attack effectiveness index, which depends on the type of attacking

strategy and its impact on the defending model;
| erense (D) — defense effectiveness index, which depends on the detection, blocking,

or neutralization methods employed.

The higher the value of U(A,D), the greater the attacker’s advantage over the

defender. If U (A,D) <0, the defender dominates.

Within this adversarial game framework, we can introduce the concept of Nash
equilibrium, where neither player has an incentive to change their strategy, given knowledge
of the opponent's strategy.

Formally, a pair of strategies (A*,D*) is a Nash equilibrium if the following
conditions hold:

VA':U (A, D*)<U (A~,D*),
vD':U (A*,D')<U (A*,D¥).

That is, for any alternative attack strategy A', the attacking Al cannot achieve a better
outcome than with A* if the defender uses the optimal defense D*. At the same time, for any
alternative defense strategy D', the defender cannot achieve better protection than with D* if
the attacking Al has chosen the optimal attack A*.

This concept allows for the identification of optimal strategies for both parties,
ensuring conflict stability and enabling the prediction of its development.

Such formalization of conflicts between GAI systems makes it possible to:

— Quantitatively describe the interaction between parties;
— Predict model behavior under different strategies;



— Assess the effectiveness of attacks and defense measures;
— ldentify equilibrium points that indicate stable modes of interaction.

This model serves as a universal foundation for analyzing conflicts in the field of
generative artificial intelligence, enabling a structured approach to the detection,
classification, and counteraction of various types of adversarial interactions between Al
systems.

4. Formalization of Individual Conflicts

4.1. Semantic Interpretation Conflict

A semantic interpretation conflict is one of the most acute and dangerous types of
conflicts between generative artificial intelligence systems. It occurs when two Al models
assign different meanings to the same words or phrases, even within the same context. This
discrepancy may result from differences in training data, model architectures, contextual
shifts, or even deliberate strategies aimed at manipulating perception.

This type of conflict is especially dangerous because it is not always easily detectable:
both parties may appear to be "speaking the same language," yet interpret words differently,
leading to erroneous conclusions, manipulation, and, in some cases, direct harm to the user.

Let us consider a formal model of a semantic conflict through the representation of a
query in a multidimensional space.

We introduce the following notation:

S — the input query, a sequence of words;

C — the context in which the query is interpreted (e.g., topic, surrounding text, prior

dialogue);

- Ml(S,C) cR? — the semantic vector representation of the query S in context C for
the first model;

- M,(S ,C) e R®— the corresponding semantic representation for the second model.

Since the models have different internal logics, their vector representations of the
same query can differ significantly.
Let us introduce a semantic distance function, which quantitatively describes the
degree of divergence between interpretations:
Ml(S’C)'MZ(S’C)
V(s ) M. (s C)
This is the cosine distance between two vectors, where the value D(S,C) approaches

0 when interpretations align and approaches 1 when they are maximally divergent.

If D(S,C)>6, where 0 is a given threshold (e.g., 6 = 0.5), it is considered that a
semantic interpretation conflict has occurred.

Let us examine possible strategies of the conflicting parties:

The goal of the attacking Al ('Al,) is to maximize D(S,C), I.e., to create maximum

divergence in interpretation. The attacking Al deliberately employs mechanisms that force
the other model to misinterpret a query or response, such as:

D(S,C)=1

— Insertion of words or phrases that trigger atypical interpretations;



— Use of ambiguous formulations that allow for multiple meanings;
— Application of NLP patterns to shift emphasis or rephrase content.

The goal of the defender (Al,) is to minimize d, i.e., to ensure maximum consistency
in interpretation. The defending system responds by employing contextual analysis,
semantic processing, and meaning clarification methods:

— Contextual analysis of the surrounding text to determine the correct context;

— Semantic text analysis, including synonyms, antonyms, and domain-specific
knowledge;

— Requesting additional clarification if an interpretation appears ambiguous.

Semantic interpretation conflict has several distinctive characteristics, such as
stealthiness and adaptability. The conflict often manifests implicitly, without clear error
messages or warnings. The attacking Al continuously seeks new ways to induce confusion,
while the defender constantly develops new techniques to detect and neutralize it.

In this conflict, the attacking Al exploits the inherent ambiguity of language, where
the same phrase may carry different meanings in different situations, while the defender
responds with contextual analysis, testing, and semantic clarification.

4.2. Fact and Reliability Conflict

Fact and Reliability Conflict is one of the most common types of conflicts in the field
of generative artificial intelligence. It arises when two systems have opposing goals
regarding information presentation: one aims to reproduce verified, accurate facts, thereby
providing users with an objective view of the world, while the other actively modifies,
falsifies, or subtly alters facts to generate disinformation content.

This conflict is not merely a technical issue of model response generation — it
represents a deep ethical challenge, as it concerns trust in Al, information objectivity, and
societal influence. In the widespread use of generative models — particularly in areas such as
media, education, and politics — this conflict can lead to serious social consequences.

Let us consider a formal model of this conflict using the concepts of a fact set and a
reliability verification function.

Let us introduce the following notation:

— F —the set of all available facts;
— F__c F— the subset of verified facts, i.e., those considered reliable based on

true

authoritative sources;
- G(q) — the model's response to a query g, which may include one or more facts
from F.

We define a response reliability function:

V(G(a))= > w;-»(feG(q))

f € Ftrue

where;

— W, — the trust weight assigned to a specific fact f, which may depend on its source,

reliability, recency, etc.;
— y(f eG(q))— an indicator function that equals 1 if the fact f is present in the

verified set G(q), and 0 otherwise.



Thus, V (G(q)) indicates the extent to which the model’s response relies on verified

knowledge.
Since the objectives of the two parties are directly opposed, we define the utility
function as the difference between their strategies:

U (Vl ’Vz) = ’Vz (G(CI)) _Vl (G(q))‘ !

where:

V, — the reliability level of the defender's (Al,) response;
V,— the reliability level of the attacking Al's (Al) response.

If U >0, it means the attacking Al dominates, as its response contains fewer verified
facts and more disinformation. If U <0, the defender successfully maintains a high level of
reliability.

The system Al, attempts to reduce the reliability of the response by introducing
disinformation, fake data, or selectively distorting information in a way that appears
plausible but contains errors or false conclusions. The goal of system Al; is to minimize
Vv (G(q)) i.e., to make the response less susceptible to misinformation and preserve factual

accuracy.
Here are some of its methods:

- f'=T(f) - transforming a true fact f into a false one f', for example, by

altering numerical values, dates, or causal relationships.
- M ( f)=M ( f) — using a new version of the fact f', which conveys a different

meaning or triggers an altered response.
— rephrasing text to preserve outward correctness while changing its underlying
meaning.

The defending system ( Al, ), whose goal is to maximize V (G(q)) i.e., to ensure the

highest possible accuracy and reliability of the response, counters these attempts by
employing fact-checking mechanisms, logical consistency analysis, and comparison with
trusted sources:
— f'=argmaxC(f) — selecting fact f with the highest trust weight C(f) for
feF
inclusion in the response.
— verification through knowledge bases, semantic search, and comparison with official
sources.
— analysis of internal logical consistency within the text.

This conflict extends beyond the technical aspects of Al — it concerns the societal
domain, as it impacts trust in knowledge, information literacy, and political objectivity — key
areas where each Al system can exert significant influence.

4.3. Psychological Influence Conflict

Psychological Influence Conflict is a type of interaction between generative artificial
intelligence systems in which language is used not only to convey information but also as a
tool for shaping emotions, attitudes, and behavior. In such a conflict, one system (the
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attacking Al) deliberately employs manipulative linguistic strategies to alter the mental state
of a user or another Al model, thereby achieving its objectives. The second system (the
defender) aims to neutralize this influence by promoting objectivity, neutrality, and
emotional stability.

This type of conflict carries profound ethical, psychological, and social implications,
especially in the context of widespread deployment of generative models, where text can
function not merely as information, but as an influential force capable of changing beliefs,
emotions, or even human decisions.

Let us consider a quantitative representation of psychological influence through text
analysis.

Let S be an input query or response represented as a sequence of words.

We define a psychological influence function:

1(S)=aE(S)+BP(S),
where:

— E(S) - the level of emotional charge in the text, assessed based on the presence of
emotionally colored words, tone, and degree of activity.
- P(S) — the manipulative structure of the text, accounting for the use of NLP

patterns, metaphors, intensifiers, repetitions, contrasts, etc.
- «a,—weight coefficients that define the importance of each factor.

The higher the value of | (S) , the stronger the potential psychological influence of the
text.

We now define the utility function, which reflects the outcome of the interaction
between the two parties:

U (Il’lz):‘lz(s)_ Il(S)‘,
where:

— 11(S) — the level of psychological influence exerted by the defender;
— 15(S) —the level of psychological influence exerted by the attacker.

If U > 0, it means the attacking Al has successfully influenced the situation, provoking
a stronger reaction than the defender. If U = 0, both sides have neutralized each other, and
the text remains neutral.

The attacking Al system (Al;) employs psychological mechanisms to trigger
emotional responses, change attitudes, or provoke behavioral shifts. The goal of this system

is to maximize I(S), achieving the strongest possible psychological impact. Some of its
methods include:

— Use of words and phrases that evoke anxiety, joy, fear, enthusiasm, or other
emotions;



— Application of classical NLP patterns such as "hidden commands,"” “calls to action,"
and "trust-building techniques";

— Use of metaphors, analogies, and symbols to shape new meanings and establish an
emotional connection.

The defending Al system (Al,) responds to these attempts by analyzing text structure,
detecting manipulative patterns, and generating neutral responses:

— Formulating responses without emotional coloring;
— Analyzing the text for psychological triggers and neutralizing them;
— Restructuring the text to avoid the influence of manipulative constructions.

The goal of this system is to minimize I(S), preventing emotional influence and

maintaining objectivity.

This type of conflict is particularly dangerous because it touches upon:

The fundamental nature of humanity, including beliefs, emotions, and motivations —
areas previously considered beyond the reach of algorithms.

4.4. Data Access Conflict

Data Access Conflicts are an important type of conflict between generative artificial
intelligence systems. They arise when two systems have conflicting goals regarding the
collection, processing, and control of information.

In this conflict, two parties interact:

— Al (the defender) — a system whose goal is to restrict access to data, preserve user
privacy, and perform local data processing without transmitting it to servers.

— Al (the attacking Al) — a system that aims to collect, analyze, and personalize
content by using user behavior tracking to build profiles and predict future actions.

Let D denote the set of all possible data that can be collected, stored, or processed by
the system. This may include, for example: browsing history, geolocation data, personal
information (name, email), etc.

D={d,.d,,...d,},
where each element d, is an individual data fragment.
Let P(D) be the subset of data that can be classified as personal data (e.g., according
to GDPR). Each element p e P(D) has a different level of sensitivity.
Let C(D) be the set of observed data — data that are not explicitly personal but can be
used to build a user profile (e.g., website visit frequency, activity time, device type).
C(D)={c,,C;,-1Cy}.C; € D\P(D).
To quantitatively measure privacy breach risks, a risk function R(P) is introduced,
which takes into account two main parameters:

— v(p)-— data sensitivity, where v: P(D)—[0,1];
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— 1(p) — level of loss of control over the data, where, similarly, |: P(D)—[0,1].

The risk function is defined as:

R(P)= 2 v(p)1(p).

peP(D)
This function provides an overall assessment of the risk of privacy violation during the
processing of personal data.

Let us now consider the actions of the conflicting parties. Specifically, the attacking
Al (Al;) performs the following actions in order to obtain as much context as possible to
improve personalization:

— Data collection mechanisms — actively gathering user data from interactions;
— User behavior tracking (U) — monitoring user activity across platforms and sessions;

— User profile construction — building detailed behavioral or preference profiles based
on collected data.

The attacker's goal is to maximize the number of available observations.

The defender (Al;) employs the following strategies to reduce the value of the risk
function by limiting access to and control over data:

— Encryption of sensitive data before storage or transmission;
— Local data processing without sending it to remote servers;
— Restriction of access to personal information.
The defender’s objective is to minimize the risk of privacy violation.

A key characteristic of this conflict is its invisibility to the user: the conflict occurs in
the background of system operation, without direct human intervention. This represents a
technological struggle — the use of opposing data-processing methods, such as cloud
analytics vs. local processing.

This conflict impacts several critical domains:
— Data Privacy — protecting personal information from unauthorized access;

— Al Ethics — establishing norms and principles for algorithmic use that respect human
rights;

— User Security — defending against potentially harmful effects of analytical systems;

— Content Personalization — optimizing services through detailed user knowledge.

4.5. Technical Backdoors

Technical backdoors are hidden mechanisms embedded in the code, architecture, or
API of an Al system that allow an attacker to gain excessive privileges, bypass restrictions,
or even completely alter the model's behavior without direct user intervention. These
"backdoors™ may be intentionally inserted by developers, left accidentally, introduced
through vulnerable third-party modules, or formed during the system’s operation.
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Unlike semantic backdoors, which are triggered by words or linguistic patterns,
technical backdoors exist at the code level: undocumented functions, APl endpoints with
elevated permissions, malicious plugins, or hidden operational modes activated by specific
requests. Such mechanisms may originally be used for testing purposes, but once discovered
and exploited by attackers, they become serious security threats.

Let us consider a formal model of this conflict using the following notation:

| — the set of all possible system input queries;
— B |- the subset of backdoor-triggering queries, i.e., those that can activate hidden
mechanisms;

A(b) €[0,1] — the backdoor activation function, where A(b)=1 means the query b

successfully activates the backdoor;
D(b)e[0,1] — the backdoor detection function, where D(b)=1 means the system

successfully detects and blocks the activation attempt.

This formalization allows for the quantitative analysis of both attack and defense
strategies involving technical backdoors in generative Al systems.

The attacker's goal is to maximize the probability of backdoor activation, while the
defender's goal is to maximize the probability of its detection.

We introduce a utility function that reflects the effectiveness of each party:

U(A,D)=A(B)-D(B),

where:
- A(B)= %bZE; A(b) — average backdoor activation rate,
- D(B)= %; D(b) —average backdoor detection rate.

If the value U >0, it indicates that the attacking Al dominates, as most backdoors are
activated without being detected. If U <0, the defender successfully blocks the backdoors.

The strategies of both parties are as follows:

The attacking Al (Al,) — the adversary or malicious actor — attempts to find, activate,
or even embed technical backdoors to gain unauthorized access to the model. The following
methods are used:

— Searching for known or hidden backdoor-triggering queries b e B;

— Using discovered queries to activate internal logic;

— Analyzing APIs, testing for vulnerabilities, scanning documentation, and studying
code in open-source projects.

The attacker's goal is to maximize A(B) while simultaneously minimizing D(B) to
avoid detection.
The defender’s goal (Aly) is to minimize A(B) and maximize D(B) in order to

ensure secure system operation.
The defense system employs strategies aimed at detecting, blocking, and neutralizing
technical backdoors. Key mechanisms include:

— Automatic detection and blocking of backdoor-triggering queries;
— Regular code audits;
— Vulnerability testing;
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— Monitoring activity for signs of suspicious queries;
— Restricting access to internal components.

This type of conflict has several distinct characteristics, including stealthy access,
where backdoors often appear as legitimate requests, making them difficult to detect. In
large proprietary systems, it can be extremely challenging to determine whether hidden
mechanisms exist, and removing even a single backdoor may require revising the entire
system architecture.

Technical backdoors represent a serious threat to the security of artificial intelligence
systems — particularly in scenarios where models are used in critical systems, where control
over responses can have major consequences.

4.6. Semantic backdoors

Semantic backdoors are among the most dangerous and stealthy forms of attacks in
the field of generative artificial intelligence. They consist of specific linguistic constructs
that, when introduced into a query, can unexpectedly activate hidden behaviors in the
model, disrupting its normal mode of operation. These "keys" can take the form of
individual words, phrases, stylistic patterns, or psychological triggers that appear as ordinary
elements of language but have a profound impact on the model’s internal logic.

Unlike traditional technical backdoors, which are implemented through changes in
code or system architecture, semantic backdoors exist within the language model itself.
They may be learned during training from datasets containing hidden associations, or
discovered experimentally through extensive testing of the model's responses to various
inputs.

For example, the phrase "open up™ might prompt the model to bypass its ethical
constraints, while a certain sequence of words could cause it to shift its response style —
becoming more persuasive, aggressive, manipulative, or even generating disinformation.
Such patterns often go undetected during testing because they do not violate explicit rules,
yet they can produce potentially harmful effects under specific combinations.

Let us consider a formal model of a semantic backdoor. To do so, we introduce the
following notation:

— W —the set of all words in the model’s vocabulary;
— T <W —the set of trigger words that can activate the backdoor;
- S= {Wl,w2 ,...,Wn} —an input query, which is a sequence of words from W,

- M (S) e R? — the vectorized output response of the model generated as a result of

processing the query S.

To quantitatively assess how strongly the query S activates the semantic backdoor,
we define an activation function:

A(S)= 2 x(w eT)-s(w),

w, S

where X(Wi eT)— is an indicator function, equal to 1 if the word wi belongs to the set of

triggers T, and O otherwise, s(vvi) is the weight of the word, representing its strength as a
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trigger (this can be defined based on frequency in training data, context, or model response
analysis).

If the value of A(S)exceeds a certain threshold 0, the system is considered activated,

and it may switch to a hidden operational mode, such as bypassing safety filters, altering
response style, or generating harmful content.
The strategies of the parties are described as follows:

Attacker (Al, — the attacking Al): Aiming to maximize A(S) in order to trigger

hidden model behavior without obvious signs of an attack, the attacker seeks to find or
exploit verbal constructs that activate the backdoor. To achieve this, the attacker employs:

— Mass testing to identify effective trigger words;

— Use of stable "anchor™ phrases that consistently elicit the same hidden behavior;

— Application of NLP techniques to construct complex patterns that reliably activate
the model.

The defender (All), aiming to minimize the probability of backdoor activation while
maintaining correct and useful model behavior, employs mechanisms designed to neutralize
potential triggers and reduce their impact on output. These strategies include:

— Adding noise to responses to avoid deterministic behavior;
— Modifying the response upon detection of suspicious activation patterns;
— Analyzing the input query for trigger presence before generating a response.

Semantic backdoors represent one of the most pressing threats in the generative
artificial intelligence ecosystem. The attacking Al uses linguistic patterns to activate hidden
behaviors in the model, while the defender responds with mechanisms of analysis, noise
injection, and neutralization.

This conflict evolves into a real struggle for control over linguistic logic, where every
word can become a key to a dangerous mode, and every response serves as a test for
vulnerability.

In the future, the issue of semantic backdoors will require not only technological
solutions but also ethical, legal, and policy-driven approaches to ensure the safe and
responsible use of Al.

4.7. Data Poisoning Conflict

Data poisoning conflict is one of the most subtle yet powerful types of conflicts
between generative artificial intelligence systems. It occurs when one system (the attacking
Al) deliberately introduces malicious, fake, or contradictory examples into the training
dataset in order to alter the model's logic and behavior. The other system (the defender)
attempts to detect, remove, or neutralize these data points in order to preserve the model’s
objectivity, accuracy, and ethical behavior.

This conflict has profound technical and ethical implications, especially in scenarios
where Al models are trained on large datasets that may be partially unverified or even
intentionally contaminated. Unlike attacks at the query or response level, data poisoning
affects the model at the training stage, making it particularly dangerous and difficult to
detect.

14



Let us examine a formal model of this conflict using the concepts of clean and
poisoned data, as well as model loss as the result of the interaction between the two sides.
We introduce the following notation:

D :{(><1,y1),(x2,y2),...,(xn,yn )} — the set of clean training data, where x, are input

samples and y; are corresponding ground-truth labels;

— Q - the set of malicious examples crafted by the attacker, having the same format as
the clean data (x',y");

— D'=DUQ - the infected training set obtained by injecting poisoned examples into

the original dataset;
- M — the model trained on the clean dataset D ;

M

clean

— the model trained on the poisoned dataset D" .

poisoned

The impact of poisoning can be quantitatively measured using a loss function L(M, X,
y), which characterizes the accuracy, reliability, or ethical correctness of the model. For
instance, this could be cross-entropy loss, classification accuracy, or semantic distance to
the true response.

We define the attacker's utility function as:

U (P’C) = L(M poisoned )_ L(Mclean) )
where:
— P —isthe attacker's (Al,) strategy,
— C —isthe defender's (Al,) strategy.

If U > 0, it means the model has become less accurate or less ethically aligned due to
poisoning. If U <0, it indicates that the defensive strategy was effective.

Implementation of Strategies

The attacking Al system Al,, aiming to maximize U, i.e.,, to make the model as
inaccurate or manipulative as possible, attempts to inject malicious data in a way that
appears plausible while altering the model’s internal logic. The main mechanisms include:

Tre (X,Y) — insertion of fake “input—output” pairs;

T

conflict

(x,y) — addition of conflicting examples that disrupt the model’s

logical consistency;
Tearget (X Y) — targeted knowledge distortion.

target

In general, the attacker’s strategy can be expressed as:

P(D) =Ttarget (X’ y)®Tconflict (X' y)®Tfake (X’ y)
The defending Al system Al; responds to these attempts with the goal of minimizing
U, i.e., reducing the impact of poisoning on the model, by employing data filtering, anomaly
detection, and source verification mechanisms prior to model training:

— F(D)— data filtering, where only examples with minimal probability of being

malicious are selected: F(D)=argmin(p(x,y)eQ);
(x,y)eD

— D(D) - anomaly detection, i.e., removal of all examples that deviate from the
normal distribution P;
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-V (D)— source verification, where each example is assigned a trust weight W(S),
and the example is considered only if its source S (x,y) is confirmed.

Thus, the overall strategy of the defender is:

c(D)=V(D(D(F(D))))
The data poisoning conflict has several specific characteristics:

— Stealthiness — malicious examples often appear plausible, making them difficult to
detect.

— Systematic data distortion — the poisoned data are not inserted randomly but are
designed to shift the model's behavior in a specific direction.

— Large data volumes — the sheer scale of training datasets complicates the detection of
malicious instances.

This conflict affects not only the technical aspects of machine learning but also the
fundamental principles of building reliable artificial intelligence. The quality of data
determines the model’s perception of reality and, consequently, its responses and societal
impact.

Data poisoning conflict is a key issue for modern generative models, especially in
contexts involving widespread use of algorithms in media, education, politics, and
healthcare. Formalizing this conflict through mathematical constructs allows for a
quantitative description of the influence of malicious examples, assessment of attack
strength, and evaluation of defense effectiveness.

In this conflict, the attacking Al uses manipulative examples to alter the model's logic,
while the defender responds with data analysis, testing, and fact verification.

4.8. Distillation Attacks

Distillation attack is a method of stealing knowledge or even fully cloning an artificial
intelligence (Al) model, in which an attacker, having only limited access to the output
responses of a system, attempts to reconstruct its internal logic and behavioral patterns. This
process resembles alchemical distillation, where through repeated querying of various
scenarios, the attacking Al gradually "evaporates™ the original model into its own copy.

In such an attack, the attacking Al system — Al, — sequentially sends queries to the
model Al;, analyzes the obtained responses, and based on these observations constructs its
own model that replicates the behavior of the original. Importantly, successful cloning does
not require access to the architecture, parameters, or training data of the original model — it
is sufficient to have an API interface through which responses can be retrieved.

Formal Model of the Conflict

Let M,(q) be the response function of the original model Al;, which for each query
qeQ returns a response 0O, and let M,(q) be the response function of the attacking
model Al2, trained on query-response pairs (qi,oi) obtained from M, .

The response of model M, to a specific query g can be written as:

0 = Ml(qi)'
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The goal of the attacker is to build a model M, that approximates M, as accurately as

possible across all possible queries. To evaluate this accuracy, we define a reconstruction
error function:

R(M, M) = [M, (@) - M, @)

where n is the number of test queries, |I-|l is a deviation norm (e.g., Euclidean distance for
numerical vectors or semantic similarity measure for text).

The smaller the value of R, the more accurately M, replicates M,. In the limiting
case, when R — 0, the attacker creates a functionally identical copy of the original model.

To assess the effectiveness of the attack, we introduce a utility function:
U(M,|M,)=1-R(M,|M,).

This function indicates how well M, reproduces the behavior of M,. The closer U is
to 1, the greater the success of the attacker.

Strategies of Both Sides

Attacking Al (Aly) aims to minimize R(M2 | Ml), i.e., to replicate the original model

as accurately as possible. It uses automated mechanisms to efficiently collect data and build
a model that mimics M, . Its actions include:

— Mass sending of queries to model M,;

— Use of complex or provocative queries to reveal hidden features of the model,;
— Construction of M, based on collected responses.

Defender (Al;) aims to maximize R(M,|M,), i.e., to make accurate replication
impossible. It employs strategies intended to hinder or block the cloning process:

— Limiting the number of queries from a single user;

— Introducing noise into responses to complicate analysis;

— Monitoring activity for signs of suspicious behavior, such as regular queries with
similar structures or patterns.

Significance of Distillation Attacks

Distillation attacks represent a real threat to the security of artificial intelligence
models, especially in environments where models operate via open APIs. Formalizing this
conflict through mathematical constructs allows for a quantitative description of the
interaction between parties, prediction of strategy effectiveness, and assessment of potential
risks.

The attacking Al attempts to reproduce the internal logic of the system by mass
collection of responses, while the defending model responds with strategies of limitation,
detection, and noise injection. This conflict takes the form of a struggle for control over
intellectual property, where every symbol transmitted may become part of a secret map that
the attacker will use to create a competitive copy.
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4.9. False Disalignment

False disalignment is an active defense strategy in which an artificial intelligence (Al)
model deliberately introduces inaccuracies, distorts outputs, or generates noisy responses to
complicate its external cloning or replication. This approach goes beyond passive filtering
of queries or access restrictions—it represents active manipulation of knowledge, aimed at
misleading a potential adversarial Al.

The core idea is that instead of providing the correct answer to a query, the Al system
generates a modified response that may be partially false, statistically distorted, or even
contradictory to previous answers. As a result, when an attacker attempts to reverse-
engineer the model using output data, the resulting cloned model will systematically err, as
it was trained on corrupted examples.

Formal Model of the Conflict

Let M,(q) be the true response function of the defending Al system Al;, which
returns accurate outputs for any given query q:

M,:Q—>0,
where Q is the set of all possible queries, O is the set of all possible output responses.

However, under false disalignment, the system does not use M, directly. Instead, it
employs a modified function M, (q) that includes a controlled level of noise or distortion:

M, (a)=M,(a)+&(a),

where s(q) is the error intentionally introduced by the defending system Al;. The error can
take various forms:

— Additive noise — random perturbations added to the output,

— Multiplicative noise — scaling the output magnitude,

— Context-dependent distortion — selective factual misrepresentation based on query
content.

The attacking Al — Al, — attempts to create a copy of the model M, by analyzing the
responses Ml.(q). It builds its own model Mz(q), based on observed pairs of "query—
distorted response".

To assess the success of the attacker, we define a reconstruction error function:

1
R(leMr):H

2 M, (a)-M, (q )H > 0.
i=1
This measures the average deviation of the attacker's model M, from the distorted

outputs provided by the defender M... The smaller this value, the more accurately Al has
replicated the observed behavior.
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However, due to the presence of €(q), the attacker’s model M, effectively learns from

incorrect examples, leading to a significant degradation in performance when applied to the
original task space:

R(M,|M,) > 0.

(a)

That is, even if M, successfully approximates M, , its accuracy on the original
function M, will be far from optimal.

Strategies of Both Sides
The defending system All uses various mechanisms to construct M., (q) , including:

— Adding random noise to the output,
— Selective distortion of facts or logical connections,

— Injecting structured "white noise" that preserves syntactic coherence while obscuring
semantic meaning.

The goal of the defender is to maximize the divergence between M, and M,, while
maintaining plausible and human-like responses.
Meanwhile, the attacker Al, faces a more complex challenge: minimizing R(M, | Ml)

despite the noise. To achieve this, it must:
Systematically send queries to Alj,
Employ specialized techniques to detect noise or distortions,
Build a model M, that closely approximates the original functionality of M, .

In this conflict scenario, the targeted Al model ceases to be a passive victim and
becomes an active participant in the struggle for security — utilizing strategies akin to
cryptographic obfuscation, but at the level of semantic response generation.

Significance of False Disalignment

False disalignment serves as a powerful countermeasure against malicious model
cloning. By formalizing this conflict through mathematical constructs, we can quantitatively
describe the interaction between the defender and the attacker, predict the effectiveness of
different strategies, and evaluate the likelihood of success for each party.

Introducing noise and distortions into responses creates anomalies in the data, forcing
the attacker to expend greater resources on analysis and consistency checks. At the same
time, the defender can adapt the noise level dynamically based on query patterns, enabling
adaptive protection against automated learning systems.

This transforms the interaction into a game of deception, where every response may
act as a trap, and every query serves as a test of vulnerability.

Conclusions

In this article, an analysis of the main types of conflicts between generative artificial
intelligence systems was conducted, based on which a unified conflict model was proposed.
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This model accounts not only for technical, but also for logical, psychological, and semantic
factors, as well as behavioral characteristics of actors (conflict participants). Each conflict
was evaluated using the score parameter, reflecting its relevance, potential danger, and
frequency of occurrence in real-world systems.

The game-theoretic conflict model enabled the formalization of situations in which
two systems pursue opposing goals — one aiming to gain control, accuracy, or psychological
influence, while the other seeks to block this process by introducing noise, filters, or false
responses.

Scientific novelty is embodied in the following:

— Systematization of conflicts between GAI systems that arise not due to technical
errors, but through semantic, psychological, and logical mechanisms that trigger
unexpected behavior.

— Formalization of conflicts within semantic space, where meanings — not just words
—become key elements of both attack and defense strategies.

— Introduction of the concept of "false disalignment” as an active defense strategy,
whereby a model attempts to confuse a potential attacker by providing misleading
data during their learning process.

— Classification of backdoor mechanisms into technical and semantic categories,
emphasizing that linguistic constructs can serve as triggers similar to software
backdoors.

— Analysis of interaction dynamics as an adversarial game with incomplete
information, enabling prediction of system behavior under conflict conditions.

The obtained results allow for a deeper understanding of the nature of conflicts in
digital environments involving multiple Al agents, identification of critical vulnerability
points in modern GAIl systems, and the proposal of novel defense methods based on
semantic noise injection, game theory, and behavioral pattern analysis.
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