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IlepeamoBa

Hapuanehmit  mociOHuk  «Teoperuko-rpadoBi Moneni iHdopmariiHo-
MICUXOJIOTIYHAX BiffH. MoefOBaHHS MEHTAIbHOI BifHM 13 3aCTOCYBaHHSIM
TEHEPaTUBHOTO IITYYHOTO IHTEIEKTY» IIPHCBIYCHO CYYaCHUM METOAaM
aHai3y Ta MOJEINIOBaHHS IH(OPMAaLiHO-TICUXOJIOTIYHIX BiH Ha OCHOBI
rpadoBoi Teopii, reHepatMBHOro mrTy4yHoro intenekty (LLM) Ta
MEPEKEBOTO aHAITI3Y.

PosrnsmatoTecs OCHOBH Teopii rpadiB, BKIIOYHO 3 IXHIMH BIACTUBOCTSIMH,
TUMaMM Ta MaTeMaTUYHMM anapatoM, HEOOXITHUM JUIS MOJEIIOBAHHS
CKIagHMX iHQopMamiiHux mporeciB. OcoOmuBy yBary MpHIUIEHO
MOKa3HWKaM IHeHTpanbHOCTI (degree, betweenness, closeness, eigenvector
centrality TOIIO) SIK KIIOYOBUM XapaKTEPUCTHKaM BIUTMBOBOCTI BY3JIB Y
Mepexi, 30Kkpema ixHiif posi y mnomwmpeHHi iHpopmauii, ¢opmyBaHHi
HapaTHBIB Ta BUABJICHHI TPUXOBAHMX Ji/IepiB iHGOPMAIifHOTO BILTUBY.

3HauHy yBary MNPHIUICHO BEJUKMM MOBHHUM MOJENAM SIK IHCTPYMEHTY
reHepanii KOHIENTIB Ta 3B’s3KiB y Mepekax. OnnucaHo METOAOJIOTII0 «POro
BIpTyaJIbHUX €KCIEePTiB», L0 J03BOJSIE CEMAaHTUYHO 30aradyBaTu rpagosi
Mozeni, (opMyBaTH 3B’SI3KH MiX KOHIIETITAMH Ta aJallTHBHO PO3IIHPIOBATH
iH(pOpMAIiiiHI CTPYKTYPH.

PosrisiHyTO MeTonm moOynOBH MEPEKEBUX MOJAENEH, BKIIOYAOUYH Iepexin
BiJl i€papxiuyHUX CTPYKTYyp IO CKJIAIHAX AWHAMIYHHX Mepex. OmmcanHo
METOAW KJIacTepH3alii, pamKyBaHHS BY3JIB Ta Bi3yallizallil MepemeBHX
Mmopeneit B Gephi.

OkpeMuii  po3dil  NPHCBIYCHO MO/ICITIOBAaHHIO iH(pOpMaIIiitHO-
NICUXOJIOTIYHUX BIWH, aHaNi3y IXHBOI CTPYKTYpH, THUIIOBHX MEXaHI3MiB
BIUIMBY Ta MaHIIyJALid. 30KpemMa, po3TIsAaioThCs BY3IU-IIOCEPETHUKN SK
KITIOYOBI areHTH iHPOPMaIIHHUX aTak Ta orepariii 3 ne3indopmarii.

HaBeneno npakTtuyHi KelcH, 110 AEMOHCTPYIOTh BUSIBIICHHS LIEHTPIB BILIMBY
B iH(pOpMaliliHUX orepalisxX, aHaji3 MeXaHi3MiB KOTHITHUBHOIO THCKY Ta
MIPOTHO3YBAaHHS iH(pOpMAIIHHUX aTak.

ITociGHUK MiCTHTH JTaOOpaTOPHUHA MPAKTHKYM i3 NPHKIAJAaMH Ha OCHOBI
MPOMIIT-IHXKUHIPHHTY, IMAa0JTOHAMH  JOKYMEHTAallil Ta TPaKTHIHUMH
3aBJIaHHSMH JUIsSL 3aCTOCYBAHHS METOJIIB HA pealbHUX Keifcax.

BunanHs opieHTOBaHE Ha CTYAEHTIB MaricTpaTypH, acIHipaHTiB, BUKJIA/JadiB
3BO, a TakoX Ha aHANITHKIB 1 HaykoBWiB y cdepi iHpopmariiinoi Ta
kibepHeTnuHOi Oe3meku, OSINT, mpanisaukiB 3MI.



3micT

BOTYIT .ttt 8
1. TeopeTH4yHi OCHOBU TPAYOBUX MOIEIICH ......eoveeueeneeneenieieienieieeeeeneeneens 11
1.1. OCHOBHI HOHATTS TEOPIT TPAMIB ...venvnivenieiiieiirieerieneereneentseeeeeeeenens 11
1.2. BAaCTHBOCTI T THITA TPAMIB ...vvevveereeierieeieeienreteieteaeeeneensensesensensenes 12
1.3. MaremaTu4dHi OCHOBU TPAPOBOTO MOJCITIOBAHHS «....vveevveerenveeneerneennes 14
1.4. TIpaktnuna yactiHa. [100y10Ba TPOCTHX TPAPIB...vevvvenreeereeeereanrnne 20
BUICHOBKH JTO POBIITY ..vevveeerevieieeiieseresieeeesseesesssesseessesssesseessessessesssessenses 25
TTUTAHHS IS CAMOKOHTPOIIED «...envtenveententenreentenieeseeesesueenseesesmeessessesseenses 26
JIITEPATYPA 32 POBIITIOM ...eevenrnrrenrereienenientruentenesaentsaeneeseseenessenessenessensenens 27
2. Benuki MOBHI MOJICITL TA TX 32CTOCYBAHHS «...evvveeereeeeereneaneeneeneeneeneeneenees 28
2.1 TTOHATTA LLM ...ttt 28
2.2. ApXIiTEKTYPa « TPAHCHOPMED ..vevverrienririrenieeieeiienirenieeeeseensessesneenees 29
2.3. MOJETD MIECTU CYTHOCTEM] . ...ceeuvieurieniieeiienieesieenteesieeebeesseesieeenseesnne 39
2.4. T'eHepalist KOHIIETITIB Ta 3B M3KIB ....c.ceveuretetenrentenienteneenteneeneeeeaeneens 43
2.5. MeTo10MI0T i «POI0 BIPTYATBHUX CKCIICPTIBY ..covvnveneeneeneeneeneeneeneeneenss 47

2.4. IlpaxktiuHa yactuHa. Bukopuctanss LLM 11 ceMaHTHYHOTO aHAIi3y

TEKCTIB. 1 veeuveeureteentesutesseesesstesseenseensesseensesssesseensesnsesssensesnsesseensesnsesssensesnsenns 59
BUICHOBKH JTO POBIIITY ..eovveevreeieiieienieeieeeesieeseeseeseeessesssesseensesssessesssesssenses 63
TTATAHHS TS CAMOKOHTPOITED ....vevveerenreenresseensesssesseesesssesseesesssessesssesseenses 66
JIITEPATYPA 38 PO3BIITIOM ....oeeeneninienienientententententetententeneeneeneeneeneeneeeenaeneenee 67
3. Meroau NOOYAOBU MEPEKEBUX MOJCIICH .....c..eeveeeeeeeeneeneenieneeneeneeneeneenens 68
3.1. [HTerpalliss HOBUX MOHSTD 1 3B A3KIB.....eoveeeieeeeeeeeieneeneeneeneeneeneeneeeeneenes 68
3.2. Tlpukmnaan i3 iHPOPMALIITHO-TICUXOJOTTUHUX BIHH ...c.eevenvevireecrrenenens 69

3.3. Buxuinku Ta 0OMeKeHHs 3aCTOCYBaHHS BEJIMKUX MOBHUX Mojeneii .70
3.4. PO3MIMPECHHS 1€PAPXITHUX CTPYKTYP JIO MEPEIK weevrrrarranreneenraneeneennenss 71
3.5. CeMaHTUYHE PO3MIHPEHHS MEPEKEBUX MOMCTCH ....eovvenveeieneeenrenneennes 76

3.6. IlpakTryHa yactTrHA. POpMYBaHHS CEMAaHTHYHUX MEPEK Ha OCHOBI
AHATTIZY TEKCTIB ...uveuvenveneetetetensessesseesesseaseesessesseesesseeseeneesseseessensessensensensenes 82

BUHCHOBKH JTO POBIIITY «...eovenieneenieiienieneeitentetete e te et et et e e enee e eenaeeenes 89



TTUTaHHS IS CAMOKOHTPOIIEO «..cnveuvententeenresitenseesesueenseensesnsesseessesnsesseensens 90

JIITEPATYPA 38 POBIIIIOM ....covineeviienerienieieneeitrteeerententstesesteeebeseesesteneebesaenens 92
4. AHAII3 Ta BI3YATIBAIM JAHUX ...veeveereeeeeeeeseeseeseeseeseesesessesessessessessessensens 93
4.1, KTaCTEPUBAIIIT MEPEIK ...vevvverveerrerereueenresrenseessessesseensesssesaessessseseesses 93
4.2. PAaHKUPYBAHHS BY3ITIB MEPEIK ..evvervrenrerreneeenieeeenreenseeseseenseesseseensens 95
4.3. Bi3YaITIBAITI MEPEIK .c..everrerrerrinrerteeieeiteeteieeseentententesteneentenseneensensensenees 96
4.4. TlpakTiyHa YacTHHA. 3aBaHTAKEHHsI, aHAIII3 1 Bi3yasizamis
MEPEKEBUX CTPYKTYP B GEPNI..c.veuiiiiiiiiiiiiiicciciccceccceeee e 97
BUICHOBKH JIO POBIIILY ...vveuveeureriieieeienitenteeieetesieensesssesseensesnsesssessesssesseenne 101
TTATAHHS TS CAMOKOHTPOITED ....vveeuveerenteentennresseesesssesseensesnsesssensesssesseenee 102
JIITEPATYPA 32 POBIUTIOM ....veevveeereneeenreenresteenseeseeseesseesessaesseessasssesseensensens 103
5. O3HAKH HEHTPATBHOCTI ¥ TPADAK . c..evervieeirierrineerienieeteeieeieeeeeeeeeeeneeneeneas 104
5.1. Degree Centrality (CTyIIeHEBa HEHTPATBHICTD) ...c.veveeveeerereeneeneeneenes 104
5.2. Closeness Centrality (Bin3bKICTb 10 THIITHX BY3JIB) .c.veveeveeeevevenennes 106
5.3. Eigenvector Centrality (IleHTpaibHICTh BIACHOTO BEKTOPA)............ 108
5.4. UentpanpricTh ocepequunTaa (betweenness centrality)................ 110
5.5. BUSIBIICHHS BIUTUBIB B MEPEIKAX .vevveverreereenenseeneeneeseeseaseeseeseesesseeseenes 113
5.5.1. CEMAHTHYUHA MOJICTID ....c.veeveeueruenrenrenrensenseeseeseeseeseeseesesseenessesneenees 113
5.5.2. MOZEID TEPKOTIAIIT ..c.vveevveeeenveeireieeiesresieeseseesseensesnesseensessnenee 116
5.5.3. Monens po3noBciopkeHHs iHpopMarrii: SIR-Moaemb ................ 118
5.6. Ilpuxitaay 3aCTOCYBAHHS Y PEANTBHUX CUTYAIIX ...eveveeerereeneereenennes 121
5.7. llpakTryHa 9acTHHA. PO3PaXyHOK HEHTPATBHOCTI «...vevveneeveveeenenne 122
BUCHOBKH JTO POBIIIILY ..c.veeveeeeteetieteeeeeieeteeneeneeseeneeseeseeseeseeseeneeneeneeneeneennens 126
TTATAHHS TS CAMOKOHTPOITED .....vveuverrrenreenternresseesesinesseensessessensessseseenne 128
JIITEPATYPA 32 POBIITIOM ..vvevvinieneienieeiienteeteetesetesseeeesenesreensesssesseensesnsens 128
6. MopenroBaHHS 1HOOPMALIHHO-TICHXOMOTTIHIX BIHH ...c.eovevvereeneeenennen. 130

6.1. CtpykTypa i ocoOnmBocTi iHGOpMaLiHO-TICHXOIOTIYHOI BilfHH ... 130
6.2. IlpakTHyHa peatizallis pe3yabTaTiB MOJCIIOBAHHS .........cceeveeveennne 141

6.3. AHAII3 PE3YIIBTATIB ..cuvvervenerreneereneenerteneeseeesenseseeseeesesseneesenessesenenses 149



6.4. IlpakTryHa 9acTUHA. AHaJi3 JOCTOBIPHOCTI MOBIZJOMJICHB B iHTEpPHET

YEPE3 MEPEIKEBUN HETBOPKIHT ....evveereerenreenrenstenteeienaresieensessesseensessessnes 153
BUICHOBKH IO POBIIITY ..veuvvenveenieniieieeiesiresieeiestesteeniesesesseesseessesasessesnsesnnes 157
TTUTAHHS JITIS] CAMOKOHTPOITEO ..c.vvtentieeureeniteeteeeatesueesneeessseenseesseesseesueens 158
JIITEPATYPA 38 POBIITIOM ...ouvenenreneeniententententententententeneessensessesaensensessessennes 159
7. JluHaMivyHi acieKTH iH(QOPMALiHHO-TICHXOIOTIYHUX BilH.........c.cnven.e.. 162
7.1. OcHOBHI XapaKkTepUCTUKH AUHaMIYHUX Mepex ITIB..........ccccc..e.e. 163
7.2. MeTo0MOT IS AOCTIJDKEHHS TTHAMIKH ....eeovineeveeenereeneereneeneseeneesennene 164
7.3. EBOJIOIIIST MEPEIK Y HACT uvevveenverererireteeientenieeiesresseesseessesaeensessesanes 164
7.4. MOJIEITI €BOITEOIIIT MEPEIK ..evvevveererrerreenressrensensesseesseensesssessesssesuesseens 166
7.5. Mogieni po3MOBCIOKEHHS THPOPMAIIIT ...vveveeereeererirereeienieeieenenenens 166
7.6. IIpuKiTagy eBOJIOLIT MEPEK Y PEATBHUX CHTYAIIIAX ..vevvenverveveeenens 172
7.7, BUSIBIIEHHS QTAK ...c..eerveruterrierententeenteetesstessessesseesseensesssesseessesnesseens 173
7.8. MaTteMaTHyHa POPMATIZALIIT ATAK......cveverrererrenerreneerereerereenenreneeseneene 174
7.9. CTPATETIT KOHTP3AXOIB...uveuververeereresersessensensessessessessessessessessensessens 174
7.10. IIporHO3yBaHHS THPOPMAIIHHIX ATAK ....vevevererenrenrenrenrenreniensennens 176

7.11. Tlpaktnyaa yactuHa. MOJIETIOBaHHS JUHAMIKH iH(QOpMAaITiHHIX

Ly 0211110 SOOI 184
BUCHOBKH JIO POBIIIITY «...eeveueeneenieieeeneeeentesteeesteseeteseeseeseessesaessessessessennes 188
TTUTAHHS I CAMOKOHTPOIED «...enrenrenrenrenrenrennensensessessesensessessessessensennes 190
JHTEPATYPA 38 POBIITIOM ..cevvenrieniernieieeieritenieetesntessaensesseesseensesssesseensessens 191
8. ABTOMAaTH3aIlIS AHATTIZY T TPOTHOZYBAHHS ...c..veveerverererereveensensrenseennes 192
8.1. Bukopuctanus ML ta Al it aHaTi3Y TPADIB...ccvereeeeeeeereieeeeereennenns 192
8.2. Graph Neural NetWOTKS .......cceevuerierienieriienienieeie st sieesae e 194
8.3. Node EMbedding .........cccceecieriierienieniieniieieseeieeee et sie e 198
8.4. Recurrent Neural Networks (RNN) Ta LSTM.....ccccocvevieniecienvenenne. 205
8.5. Random Forests Ta Gradient Boosting ........c..cccoceeveeneeneneeenecnnene. 209
8.6. INpuxuanu 3actocyBanus ML ta Al y rpadosux monemsix II1B....... 214
8.7. Po3poOka aBTOMaTH30BaHUX AHATITHYHUX IHCTPYMEHTIB ................ 216



8.8. IIpaxTrnyna yactuHa. ITo6ynoBa Moesni MPOrHO3yBaHHS 3MiH Y

MEPEIKI «enveenrerurereeteeitesteeteentesttesteestesstenbeentesatesatensesstesseenbesnsesssensesnsesseenne 219
BUICHOBKH JIO POBIIILY ..vvvevveeuteeiieieeieseienteenieetesseessesisesseensesnsesssessesssesseenne 223
TTUTaHHS 151 CAMOKOHTPOITEO ....ceuvtieniieenieeenteenuteenieeeseesareesaseesssesseesseenane 225
JHTEPATYPA 328 POBIITIOM ....c.entineiieieiirienteste ettt ettt ebe e ebe i eaeeneas 226
9. TIpaKTHYHI KEHCH Ta 3ACTOCYBAHHM. .....erveverremrreneerenenerseneesenserensenessens 227
9.1. Amnami3 peanbHuX BUMAAKIB ITIB.......cccooiiiiiiiiie 227
9.2. TlpakTW4Hi CHEHAPIT IS JOCIIIKEHD ... c.eevenrerenrenerreneereneenenneneenene 230
9.3. BHKOpHCTaHHS METOMIB Y KIOEPOEC3IICIII ..cvvevrenveenrerneesireienienirenne 231
9.4. Tlpuxiaay 3acTocyBaHHs TpadoOBUX MOjIeNel y Kibepoesmerti ...... 235

9.5. TlpakTruHa yactuHA. [I[poBEIEHHS CAMOCTIHHOTO MOCIiKEHHS ...236

BUCHOBKH JTO POBIIITY ....vevetiseeitietisieeteett ettt ese e eneene 237
TTUTaHHS IS CAMOKOHTPOIIEO ...cnveeveenntenteenresurenueesesieesseensessesseensessenseene 239
JIITEPATYPA 38 POBIIIOM ....nvvervinerineeriteienteneereserensesesseeeresesesaeessensenenee 240
BHCHOBKH ...c..coviiiiitiiciietieeeset sttt 241



Beryn

CyuacHHl CBIT mepekuBae Oe3mperieIeHTHE 3pOCTaHHA iH(OPMAaLiiHIX
MOTOKIB, IHIO CTBOPIOE HOBI BHUKJIMKH JUIi HaliOHaJbHOI Oe3rekw,
CYCIIIJILCTBA Ta OKpeMuX rpoMaisiH. OcoOIuBO TOCTPO 11 MpodiIeMa MOCTae
Yy KOHTEKCTI 1H(pOPMAIIITHO-ICUXOJOTIYHUX BIlH, SKi CTaJd OTHHUM i3
KJIFOYOBUX IHCTPYMEHTIB BIUIMBY Ha CBLIOMICTH onei, QopmyBaHHS
CYCHUTPHOI AYMKH Ta HaB'A3yBaHHSA NEBHHUX IOJITHYHHX, COIIAIIBHUX abo
KyJIbTypHUX HapaTuBiB. Hamr Bopor, pocisi, 30kpeMa, akTHBHO BUKOPHCTOBYE
METOJM MEHTAJBHOI BIHHU NMPOTH YKpaiHu, cpsiMOBaHi Ha Jiectabiizanito
BHYTpPIIIHBOI CHTyallii, pyHHyBaHHA HAI[lOHAJBHOI iAEHTHYHOCTI Ta
MaHIMYJIIOBaHHS ~ MacoBOIO  CBIJIOMICTIO. MaHINyIATHBHI  TEXHOJIOTII,
nesiHdopmariist Ta iHopMmamilfHI aTakM aKTUBHO BHUKOPHCTOBYIOTHCSA B
MejIia, CoiaJbHIX Mepekax i KibepmpocTopi.

Jnst eeKTHBHOTO TPOTUCTOSHHS TaKMM BHKIWKaM HEOOXiTHI MeToIu
aHamizy, IO JO3BOJLSIIOTH imeHTH(iKyBaTH iH(GOPMAIiiiHI  BIUIHBH,
OIIIHIOBATH iXHIO CTPYKTYPY Ta IMPOTHO3yBATH PO3BUTOK MOIIMH.

VY takux ymoBax 3pocTae morpeba y (axiBIfsX, SKi BOJOAIIOTH METOAUKAMHU
BUSIBJICHHS Ta aHAII3y iH(GOPMAIiHO-TICHXOIOTIYHNX MEHTAJIbHNX BIUIHBIB,
MOXYTh IJCHTHU(IKYBaTH KIIOUOBI BY3IM MOMMPEHHS ne3iHdopMarii Ta
OLIIHIOBATH HACIIAKYA TAKUX KaMIIaHii.

Hapuanbhuit  mociOnuk  «Teopernko-rpadoBi Moneni  iHdopmariiHo-
MICUXOJOTIYHUX BilfH. MO/eIIOBaHHS MEHTaNbHOI BilfHM i3 3aCTOCYBaHHSIM
TEHEPaTUBHOIO IUTYYHOTO IHTENEKTY» CIpPSAMOBaHHA Ha (OpMYBaHHS Yy
YHUTayiB NMPaKTHYHUX HABUYOK aHali3y iHQopMmariifHoro cepepoBuIna Ta
MOJICTTIOBAHHS BIUTMBIB i3 BUKOPHCTAHHAM CYYaCHHX METOIIB MEpEeKeBOTO
aHali3y, IITYYHOTO IHTENEKTy Ta aJTOPUTMIYHOTO MPOTHO3YBaHHA. BiH
OpIEHTOBaHWII HAa MiArOTOBKY (haXiBLIB y ramysi iH(hopMmamiiiHOi Oe3reKw,
OSINT, kibepOe3neku, COIiaTbHOTO MOJCIIOBAHHS Ta KOTHITHBHUX HAYK,
SKi 3MOXYTh BHKOPHCTOBYBaTH CYYacHI METOIM aHalizy iH(pOpMAaIiifHux
MPOLECIB JUIs BUSBJIEHHS 3arpo3 Ta OLIHKH PU3HKIB.

Merolo HaBUaIBHOTO Kypcy € (OpMyBaHHsS Yy cilyXadiB IJIMOOKHX
TEOPETHYHUX 3HaHb Ta MPAKTHYHMX HABUYOK Yy Tally3i aHanmizy
iH(popMaIiitHO-TIcHXoJoTigHHX BilfH. L{e#f Kypc crpsMoBaHMI Ha i ITOTOBKY
(haxiBLiB, AKi 3MOXKYTh €()EKTHBHO IPOTUCTOSITH CYYaCHUM iH(opMamiiHIM
3arpo3aM, BHKOPHUCTOBYIOYM TIEpeaoBi MeToau TrpadoBOro aHamisy,
IITyYHOTO 1HTENIEKTY Ta Kibeppo3BiaKH.

I[J'Iﬂ JOCATHCHHA I_[i€.1. METHU BU3HAYCHO HaCTyHHi KOHKpCTHi 3aBIaHHA:



. BuBYEHHS TEOpPETHYHHX OCHOB iH(POPMAIIHHO-NICHXOJIOTIYHUX BiMH:

aHaJi3 ICTOPUYHOTO PO3BHUTKY IMOHATTA «iH(opMarliiiHa BiiHa», il
THIIIB Ta 0COOINBOCTEH.

OmnanyBaHHS MeTojaMH rpaOBOrO  MOJENIOBAHHS:  HaBYaHHSI
CTYZICHTIB BUSIBJIATH KIIFOYOBI BY3JIM BIUIMBY, aHAI3YBAaTH CTPYKTYPY
iHpopMaLIIfHUX MepeX Ta MPOTrHO3yBaTH JUHAMIKY iH(pOpManiiHUX
aTax.

3acToCyBaHHS BENHMKHX MOBHHX MoJeJieil: BUBYEHHS MOXIMBOCTEH
IITYYHOTO IHTENEKTy Ul aHali3y TEeKCTOBHX MACHBIB, IMeHTH]iKamii
nesingopmarii Ta reHepanii KOHTPHAPaTHBIB.

. Po3pobka  crparerii  mpoTtmmii  iHQOpMAIifHUM  3arpo3am:

(opMyBaHHSI HABMYOK MOJICIIIOBaHH CLIEHApiiB iH(opMariiHIX aTak
Ta po3poOKHU ePEeKTUBHUX KOHTP3aXOIiB.

. IlpakTidHa migroToBKa (axiBIiB: MPOBEACHHS aHAJi3y peaTbHUX

Bunankis  I[1B, po3poOka MpakTHYHUX  pPEKOMEHIAmid  Ta
3aCTOCYBaHHsI OTPUMaHMX 3HaHb y cdepi kibepoOesnekn ta OSINT.

Kypc noennye TeopeTHdHi Ta NMPaKTH4HI 3aHATTS, 110 OXOIUTIOIOTH OCHOBH
iH(pOPMAIIITHO-TICHXOJOTIYHOTO ~ BIUIMBY, METOXM TpadOoBOTO aHAII3y,
poboty 3 BenmukumMu MoBHUMEH Moxaeinsmu (LLM) Tta 3acrocyBaHHS
KiOeppo3BiAKK Uil OLIHKM iH(popMauliiiHux 3arpo3. BiH moOynoBanwii 3a
MOJYJIGHUM TIPUHITUIIOM 1 CKJIaTAEThCS 3 JIEB'ATH OCHOBHUX PO3[IiTIB, KOXKEH
3 SIKUX BKJIFOYa€ TEOPSTUYHHH MaTepial, MPaKTH4HI 3aHATTS Ta CaMOCTIHHY
poboty cTyneHTiB. [0 OCHOBHUX HANPSIMKIB Kypcy BiTHOCSTHCS:

1.

TeopeTnuHi OCHOBU TpadoBUX MoOjeJeil: BUBUEHHS 0a30BUX MOHATH
Teopii rpadiB, BIACTHBOCTEH Ta TUMIB rpadiB, MATEMATUIHUX OCHOB
MOJICITIOBAHHS.

. Benuki MoBHI MoJieni Ta IX 3aCTOCYBaHHS: aHaIIi3 MPUHLIUIIB POOOTH

LLM, reHepamisi KOHIENTIB Ta 3B’A3KiB, METOMOJOTIS «POIO
BipTYyalbHUX €KCIIEPTIBY.

. Metogun moOyIOBHM MEpEeXKEBUX MOJENeH: BHUBUEHHS CIIOCOOIB

(hopMyBaHHSI CEMAaHTHYHUX MEPEXK, aHAII3 IX CTPYKTYpH Ta TUHAMIKH.

. AHami3 Ta Bi3yaizallisl JaHUX: 3aCTOCYBAaHHS METOJIB KJIACTEepH3allil,

pamXyBaHHs BY3JiB Ta Bizyaunizauii iHpopMaIiifHUX MOTOKIB.

O3Haky  [EHTpaNbHOCTI y Tpadax: BHBUCHHA IOKAa3HUKIB
meHTpanbHOCTI (degree, closeness, eigenvector, TOIIO), BUSBICHHS
KJIFOYOBUX BY3JIiB BILIUBY.

. MogemoBanus iH(hOpMAITITHO-TICHXOJIOTYHUX BIiiH: aHami3

ctpykrypu II1O, mpakTW4Hi TPUKIagd MOJCTIOBAHHS Ta aHali3
pe3yJIbTaTiB.

Junamiuni acriekty iHGopManiiHUX BiifH: BUBUCHHS €BOJIOLII MEpex
y 4aci, BISIBICHHS aTak Ta po3poOKa cTpaTeriii KOHTP3aXxo/IiB.



8.

ABTOoMaTH3alis  aHamily Ta  IPOTHO3YBaHHA:  3aCTOCYBaHHS
MAaIIMHHOTO HABYAHHA Ta IUTYYHOTO IHTENEKTy A IepenOadeHHs
iHpOpMAIITHAX aTaK.

[pakTH4Hi KeWcH Ta 3aCTOCYBaHHS: aHali3 peanbHuX Bumaakis II1B,
po3poOKa MPaKTHYHUX CIEHapiiB Ta TPOBEJICHHS CaMOCTIHHHX
JOCTIZXKEHb.

J1o ouikyBaHMX pe3yJbTaTiB BiJl BUBYEHHS KYPCy MOKHO BiTHECTH:

TEOpPEeTHYHI 3HAHHA, a caMme, 37100yBadi OCBITH OTPUMAIOTh TIIHOOKE
PO3yMiHHS MeXaHi3MiB iH(OpPMAIIfHO-TICHXOJOTIYHUX BilH, iX
CTPYKTYPH Ta METOJIiB BIUIUBY;

NpPaKkTHYHI BMIHHA Ta HAaBHYKHM 3aCTOCOBYBATH TpadoBUM aHai3,
BEIMKI MOBHI MOZENI Ta IHCTPYMEHTH KiOEppO3BIAKH U aHATi3y
iHbopMaIliiiHuX 3arpos;

AQHATIITUYHI MOXJIMBOCTI, Y TOMY YHCIi, 34aTHICTh BHUSBISATH KIIOYOBI
BY3JI BIUIMBY, IPOTHO3YBATH AWHAMIKY iH(QOpMamiifHUX aTak Ta
PO3pOOIATH ePEKTUBHI KOHTP3aXO0IH;

MPOEKTHI KOMIIETEHIlii 3700yBadiB, IO BKIIOYAIOTH IPOBEICHHS
CaMOCTIHHMX JOCIHi/KeHb, aHami3 peadpHux I[IB Ta po3poOKy
NPaKTUYHUX PEKOMEH/IAMiH.

ITo 3aBepuIeHHIO Kypcy 3400yBadi 3MOXKYTh:

aHami3yBaTtd iH(opMamiliHI arakd Ta PO3MI3HABATH MEXaHI3MHU
MICHXOJIOTIYHOTO BILIUBY;

BU3HAYaTH KIIOYOBI iH(OpMaliiiHi By3JIM Ta areHTIB BIUIMBY 3a
JIOTIOMOTO0 MEPEKEBOT0 aHAI3Y;

BUKOPHCTOBYBATH I1HCTPYMEHTH INTYYHOTO IHTENEKTY UL aHali3y
TEKCTIB, MOOYJIOBH CEMAaHTUYHHUX KapT Ta BHSBICHHSA NPUXOBaHUX
TaTepHIB Je3iHpopMalrii;

MOJIETIIOBATH  PO3BUTOK  iHPOpPMAIIMHUX aTtak 1  po3po0aTh
KOHTP3aXO/[IH;

3acrocoByBatu 3acobu OSINT-anamizy iHpOpMaIiitHOTO cepenoBHIIa
JUTS TIPOTHO3YBAHHS 3arp03 Ta OI[IHKY PHU3HKIB.

Kypc opieHTOBaHO Ha CTyJIEHTIB MaricTpaTypH, acHipaHTiB, BHKJIAJadiB
3BO a TakoX Ha aHANITHKIB 1 HAyKOBIIB y cdepi iHdopmariiiiHoi Ta
kibepHetnuHoi Oe3mekn, OSINT, mpaniamkie 3MI. Bin € BaxximBum
KPOKOM Y IiATr0oTOBII (haxiBIliB, 3MATHUX €(PEKTHBHO MPOTUCTOATH CyJaCHUM
iHpOpMAaIItHIM 3arpo3aM, 3axWIIaTH HAiOHAJIBHY 1NEHTHYHICTH Ta
3a0e3nevyBaTy iHPOpMaIliiiHy 6e3reKy qepKaBu.
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1. TeopeTtHn4yHi ocHOBU rpadpoBUX Mojesien

Mertoau rpadoBOro aHaizy € KIOUOBUM IHCTPYMEHTOM ISl JOCIIJIKEHHS
iH(pOPMAIifHO-TICUXOJIOTIYHAX ~ BIUIMBIB,  Omepamid, BifH, 30KpeMa
MEHTaJIbHOI BIMHHU, OCKUIBKM JO3BOJISIOTH OIMCYBaTH CKJIaJHI Mepexi
B3a€MO3B’S3KIB MK JDKepenamu  iH(GopMmalii, TNOMMpPIOBaYaMH  Ta
penuIieHTaMA. BUKOpHUCTOBYIOYHM Teopito TpadiB, MOXHA MOJCITIOBATH
MPOIIECH TOIMIMPEHHs JAe3iH(pOopMaIlii, BUSBISATH HAHOIIBII BIUIMBOBI BY3JIH
Ta OLIHIOBATH €(EKTUBHICTh IHHOPMAILIHUX aTaK.

Y npoMy po3aisi po3rIIAAI0TECS OCHOBH Teopil rpadis, BIaCTUBOCTI rpadis
Ta MareMaTWYHWH amapaTr, [0 J03BoJisie OyayBaTH Ta aHali3yBaTH
iHpopMariitHi Mepexi.

1.1. OcHOBHi NOHATTS Teopii rpadis

I'pad — me mMaremaTHyHa CTPYKTypa, OI0 CKIANAETHCA 3 MHOKUHH BY3IIiB
(BepmMH) Ta MHOXHHU 3B’s3KiB  (pebep) MK HuMU. BiH Moxe
BUKOPHCTOBYBATHUCS MAJISI MOJETIOBAHHS B3a€MOJil MK 00 €KTaMu, IO
MAaroTh NIeBHi BITHOCHHH.

J10 OCHOBHUX MOHSTE Teopii rpadiB BiTHOCATHCS:

— BepmmHa (By307, node) — OCHOBHHI e€leMeHT rpada, 0 MpeICTaBIIsIe
CYTHICTB (HAIIPHKIIaJ, KOPHCTYBada ColiaibHOI Mepexi, 3MI, 60Ta);

— pebpo (3B’s30k, edge) — 3’emHaAHHS MDK JBOMa BEpIIMHAMH, SKE
BijloOpakac B3aeMOAil0 MDK 00’ektamMu  (HampuKIal, pETBIT,
TTOMIMPeHHS iH(popMartii);

— crynidp BepmmHK (degree) — KUNBKICTb 3B’SI3KiB, IO BUXOISTH 3
BEPILIHHH;

— KOMIIOHEHTH 3B’s13HOCTI (connected components) — miarpadu, y skux
Oynp-sKi 1Bi BEpIIMHY 3’ €THAHI MIISIXOM.

I'papm Moxyrp kimacudikyBaTucs 3a pPI3HOMaHITHUMH O3HAaKaMH, SKi
BU3HAYAIOTh IXHIO CTPYKTYpy Ta BIacTHUBOCTI. Hibkde HaBelneHO
HalmmommperinIi Buau rpadis.

3a THMOM 3B’SI3KiB MK BepIIMHAMH Ipady TOIUIFOTHCS Ha Opi€HTOBaHI,
HeopieHTOBaHi Ta 3MimaHi. OpieHToBanuit Tpad (abo oprpad) — ue rpad, y
SKOMY peOpa MaroTh HAIPSIMOK i Ha3MBAIOTHCS JyraMH. Y HEOPi€HTOBAaHOMY
rpa¢i pedpa He MalOTh HANPSMKY. 3MiIIaHUH rpad MICTUTH SIK OPiIEHTOBaHI,
TaK i HeopieHTOBaHi pedpa.

3a HasBHICTIO JONATKOBHX €JIEMEHTIB Tpadu OyBaloTh MyJIbTHUrpadamu,
ncepnorpadamu abo 3BaxkeHUMHU. MynbpTHrpad IOMycKae KpaTHi pebpa,
ToOTO KinmbKa pebep MK ofHielo maporo BepmuH. IlceBmorpad, oxpim
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KpaTHUX pebep, MOXe Martu meTi — pebpa, SAKI TOYHHAKOTHCST 1
3aKiHIYIOTBCS B OJIHIN 1 Til camiil BepimnHi. Y 3BaxeHOMY Tpadi KOKHOMY
peOpy abo BepILIMHI MPHCBOIOETHCS TICBHA Bara, sKa MO)KE CHMBOJI3yBaTH
BiICTaHb, BAPTICTh YM HIII ITApaMETpPH.

3a CcTpykTypoto Tpada pO3pi3HSIOTH TOBHI, TOPOXKHi, JBOYACTKOBI,
JIepeBOIOIOHI, JIICOBI, MUKIIYHI Ta armukiIiuHi rpadu. IToBHuH rpad — me
Takuil rpad, y SKOMy KOXXKHa Ilapa BEepIIHH 3’enHaHa peOpom. [lopoxHiit
rpad He MiCTUTH xoqHOro pebpa. J[BouacTKOBHIA Tpad XapakTepH3yeThCs
THM, 110 HOTO BEPUIMHH MOXKHA MOJUIUTH Ha JBI MHOXXHHU TaKUM YHHOM,
1o BCi pedpa 3’€THYIOTh BEPIIUHHM 3 PI3HUX MHOXHH. J[epeBo — 1ie 3B’ sI3HUIT
rpa¢ 0Oe3 IUKIIB, a Jic — CYKYIHICTh AepeB, TOOTO rpad 0e3 IHKIIB, SKUH
Moe OyTH He3B’s3HUM. Llukitigaumit rpad MICTHTH X04a O OIWH UK, TOI
SIK al[UKJIIYHAH rpad TaKuX IHUKIIIB HE Mae.

3a 0COONMBOCTSIMHU BIIOPSAKYBaHHS Tpady MOXYTb OyTH IUIAaHAPHUMHU a0o
HeruaHapaumu. [lnanapHuit rpad MOXKHA HaMalOBaTH Ha IUIOIIMHI Tak,
mo6 #oro pedpa He MepeTHHATNCA. Y peabHHuX iH(opMamiiHIX Mepekax
OinpmicTh TpadiB HEIIaHAPHI, TOMY IS BIACTHBICTH TpadiB Ui pilleHHS
3a1a4 iHpopMaIifHO-TICUXOJIOTIYHHUX BilfH HE JOCHIKYEThCS.

3a YHuCIOM KOMIIOHEHT 3B’S3HOCTI rpady MNOMUISIOTBCS Ha 3B’S3HI Ta
He3B’s3HI. Y 3B’s3HOMY Tpadi Oynp-fKi IBI BEPIIMHM MOXKHA 3’€IHATH
IIISIXOM, TOAL K HE3B I3HUH rpad) CKIagaeThCs 3 KUIBKOX OKpPEMUX YaCTHH,
SIKi HA3MBAIOTHCSI KOMIIOHEHTAaMH 3B’ SI3HOCTI.

3a perymspHicTiIo Tpadu OyBalOThb pETryJSpHUMH Ta HEPEryJIspPHUMH.
Perynsapuuii rpad Mae 0THAKOBHIA CTETIHB JUIS BCIX CBOIX BEPIIHH, TOI SK B
HEeperyJIsipHOMY Tpadi CTeleHi BEPIIUH MOXKYTh BiIPi3HATHCS.

Y KoHTEKCTI 1H(POPMAIIIHO-TICHXOJIOTIYHHX MCHTAIFHUX BilfH TpadoBa
MOJZIeNb JIO3BOJISIE BUSIBIISITH LIGHTPU BIUIMBY, IOLUIMPEHHS HapaTUBIB Ta
OLIIHIOBAaTH €(heKTHBHICTh KOMYHIKaLlIfHUX CTpaTeriil.

1.2. BaactuBocTti Ta TUNM rpadis

MopentoBanHsl iH(QOPMaLiTHO-IICUXOJIOTIYHUX BIHH Tepeadadyae aHaii3
CTPYKTypH Ta JAWHAMIKH iHQOpMamiiHUX IOTOKIB, MAaHIMyIAmiH 1
MOIIMPEHHS BIUIUBY Yepe3 MEpexKi.

Bukopucranus rpadoBux Mojenel Ja€ 3MOTY BiJICTEXKYBaTH B3a€EMO/IIIO
aKTOpiB, aHaJ3yBaTW CTparerii MaHiMmyJsilii Ta MPOrHO3yBaTH PO3BHTOK
iHopManiiHux kammaHiid. Hikdye mogaHo kiacudikaiito OCHOBHUX THITIB
rpadiB, IKi MOXKYTh OYTH BUKOPUCTaHI JUIS IIbOTO aHAJI3y.

I'padu MOXKyYTh MaTH Pi3Hi BIACTHBOCTI, [0 BU3HAYAIOTH IXHIO CTPYKTYPY Ta
MOXJIMBOCTI ~ aHajl3y, Hamnpukiaj, MiIbHICTE Trpada (density) sk
BIIHOIIEHHS KIUJIBKOCTI HasSBHUX 3B’S3KIB 10 MAaKCHMAaJIbHO MOXKIIABOI
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kinmpkocTi. IIinpHI rpadm MOXYTh CBITUHUTH NPO BHUCOKY B3a€EMOJII0 MiX
arcHTaMu iH(QOpPMAIIfHOTO BIUIMBY. Ba)XIMBOIO O03HAKOIO JII BHBUCHS
rpa¢iB y acmekti I[IB € mentpampricTh (centrality) BepmmH sk Mipa ix
BIUIMBOBOCTI B rpadi, sika MOXKe BH3HAuaTH, HANPHKJIAJ, KIIOYOBI JpKepela
iH(popMmarii abo areHTiB Ae3iH(popMaii.

Kpim Toro, B pamkax mociimkeHs I[1B po3risaaroTbess OKpeMu piZHOBUIN
rpadis, cepel SKAX HAWTOIMPEHIIITi:

1. Bunagxogi rpadu Epnema-Pensi (Erd6s—Rényi). ¥V Takux rpagax koxxHe
peOpo MK TapamMyd BEPUIMH CTBOPIOETHCS 3 MEBHOKW  (DIKCOBAHOKO
HMOBipHicTIO. [IJI1 HUX BJIaCTHBA BiACYTHICTb WiTKOI CTpyKTypH. Taki rpadu
3aCTOCOBYIOTBCS JUISi MOJICNIIOBAHHS HECTPYKTYpOBaHMX KOMYHiKamii,
HaNpHKJIAA, XaOTHYHOTO TIOMIMPEHHS iHpopMalii y  BHUIIAIKOBUX
iH(QOpMAaIIHHIX CepeTOBHUIIIAX.

2. MacmrabHo-iHBapianTHi Tpadu (scale-free networks), a came, rpadwu, ne
PO3MOALT CTYIEHIB BEPUIMH BIJIOBIA€ CTEIIEHEBOMY 3aKOHY, IPH SKOMY
OIMBIIICTh BY3JTiB MAalOTh Malio 3B’s3KiB, a Jeski — Jyxe OaraTo,
CIIOCTEPIraeThCsl HasBHICTH XaliB (BY3/MiB 13 BHCOKHM CTYIEHEM), IIO
BUKOHYIOTH POJIb IICHTPIB BIUMBY. Lli rpadu xapakTepHi A COLiadbHUX
Mepex, Jie OCHOBHI aktopu (JIiiepu IyMOK, Melia-pecypcH) BiIirparoTh
KIIFOUOBY POJIb ¥ PO3ITOBCIOPKEHH] 1H(pOpMATIii.

3. I'padhm «mamoro cBity» (small-world networks), To6To Taki rpadwu, mo
MOEAHYIOTh BUCOKY KJIACTEPH3AIlil0 Ta MaJli CepeHi BiJICTaHI MiXK BY3JIaMH.
Hanpuknan, nokanbHI Tpynu akTopiB (miroumx ocib, ¢irypaHTiB) TicHO
B3a€EMOJIIIOTh, aje MK TpylmaMd ICHYIOTh KOPOTKI 3B’SI3KH, IO
3a0e3MneuyIoTh IBUAKE MomupeHHs iHgopmanii. Taki rpadu MoIenrorTh
peanbHi Mepexi KOMyHiKalid, Taki sK BHYTpIIIHI CHUIBHOTH Ta
iH(opMariiiHi OyIpOanIKy.

4. MuuamiuHi rpadm — rpadoBi CTPYKTYpH, SAKi 3MIHIOIOTBCA 3 HYacCOM
(3MIHIOIOTBCST BEpIIMHHU, 3B’S3KW, Baru pedep). BoHu BimoOpakaroTh
eBOMIONII0 1H()OPMAIIHHOTO MPOCTOPY 1 LIMPOKO BUKOPHCTOBYIOTHCS IS
aHaJi3y 3MiH y MOIIMpEeHHi iHdopMalii Ta BIUIMBY Mix 9ac iHpopMaIiiiHo-
TICUXOJIOTIYHHX OTIeparliii.

5. Timeprpagm — me y3aradpHEHHS <GBHYAWHUX» TpadiB, OXOILIIOE
CTPYKTYPH, y SIKUX peOpo MOXke 3’€IHyBaTH OUIbIIE HIX /BI BepIMHU. BoHH
JIO3BOJIIIOTH MOJIETIOBATH CKJIAJHI B3a€MO3B’S3KH MiX OaraTbMa areHTaMu.
B ramysi inpopMmariiiHoi Oe3MeKH 3acTOCOBYIOTHCS JJS MOJCIIOBAHHS
OJTHOYACHUX KOOPJMHALIWHKUX aTak abo B3aeMoJil Oararbox iH(popManiiHuxX
KaHaJiB.

6. Myneturpadu, To0TO Taki rpadu, y SKUX MK ABOMA BEpIIMHAMH MOXE
icHyBatH Oimpiie omHoro pebpa. BoHM BimoOpakaroTh TapajienbHi
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KOMYHIKalifHi KaHaJI{ Ta MOXYTh aHANI3yBaTH Pi3HI IUIAXH MaHIMyJALii,
TaKHX SIK OJJHOYACHE TIOIIMPEHHS ITPaBanuBoOi Ta (efikoBoi iHdopMarii.

I'padoBi Mozmeni € cydacHUM IHCTPYMEHTOM aHali3y iH(popMaliiHO-
NICUXOJOTIYHUX BiffH. Bubip Tmmy rpada 3amexurs Bing ocoOimBOCTEH
KOMYHIKaIifHOi MepeXi Ta TOCTaBJIEHOI 3a/1adi: BiJl BUMIaIKOBHX B3a€MOMIIN
JI0 i€EpapXigHOTO KOHTPOJIIIO Hal iHpOpMAIITHIMHU TTOTOKAMH.

Kombinamist pi3Hux THIIB TpadiB JO3BONISTE CTBOPUTH CKIAIHIII MOJEII IS
PO3YMIHHS Ta MPOTHO3YBaHHSA iH(OPMANIHHUX BIUIMBIB Yy Cy4acHOMY
iHpopMaLiiiHOMY CepeaoBHIL.

1.3. MaTeMaTH4Hi 0OCHOBM rpad0BOro Mo/ e/Il0BaHHS

I'padoBe MozmemroBaHHSA € 3acO00M aHaNi3y CTPYKTYPHHX BIIACTHBOCTEH
Mepex, 30kpema iH(opmamidHux cucteM. dns ¢opmansHOro ommcy Ta
aHaiizy TpadOBUX CTPYKTYp BHUKOPHUCTOBYIOTBCS pi3HI MaTeMaTH4Hi
MiXOAU, SKi JTO3BOJSIOTH BUBYATH BIACTHBOCTI IIIOI MEpEkXi, OKPEeMHUX
BY3JIiB Ta pedep.

I'padp G moxkHa (popManbHO BU3HAYMTH 5K NApy MHOXHH G =(V,E), ne
V- MHOXWMHa BepmmH (By3miB), E — MHOXHHa pebep (3B’SI3KIB MIX
BEPIIMHAMH).

Pebpa moxyTh OyTH:

— mHanpaBneni (opieHToBani): peGpo (u,v) BKasye Ha 3B’S30K Bil
Beme/IHI/I u o BepHII/IHI/I vV,

— HeHanpaBieHi: pebpo (u,v) BKasye Ha B3aeMHMIl 3B’S30K Mix
BEpIIMHAMH U 1 V.

I'padm Takox MOXyYTh MaTu Baru Ha peOpax, 10 BU3HAYAIOTh CHILY 3B’SI3KY
MDK BepIIMHAMH. Y [[bOMY BUIAIKY rpad) Ha3MBAE€ThCS 3BAKCHUM.

JUIs mpakTHYHOTO aHaii3y rpadiB BHKOPHCTOBYIOTHCS Pi3HI cmocodm ix
TIPEACTABIICHHS, 30KpeMa, Mampuyi CyMIdCHOCMI, [HYUOEHMHOCMI, CRUCKU
CYMIDICHOCTI.

Martpuisl CyMiDKHOCTI A € KBaJPAaTHOK MAaTPHLECI PO3MIpYy nxn, Ae n —
KIJIbKICTh BepIIHH Y rpadi. ExeMenTH MaTpuili BU3HAUAOTHCS TaK:

Wis

SAKWOICHYE p€6p0 MIDJIC eepuiunamu 1 ma j3 6acoro W”,

"o, AKwWo pebpa Hemae.

Juist HenanpasieHux rpadiB MaTpULSL A € CHMETPUYHOIO (A; = A)).
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Marpuis iHIUAEHTHOCTI [ Mae po3Mip nxm, e n — KUIbKICTh BEpIIUH,
m — KiJbKiCTh pedep. EneMenTr MaTpuIli BU3HAYAIOTHCS TaK:

1;, eepuunainog azana 3 pebpom jj;
i . .
0, sKwoeepwiuna i Henog si3anHa 3 pedpom j.

Jst nanpassenoro rpady suadenns I, moxe 6ytn —1, 0 abo +1, wo Bkasye
Ha HampsiMOK pebpa.
Crmcok cyMiKHOCTI ITpeAcTaBisie Tpad sSK HaOlp CIHUCKIB, 1€ KOKEH CIHUCOK
MICTHUTh BEpIIMHH, CyMDXHI 3 JaHOIO BepmunHOIo. Lleit meTon edexTuBHMIA
IUTS po3pimkeHux rpadis (TpadiB 3 HEBEIUKOIO KITBKICTIO pedep MOPIBHIHO
3 MaKCUMaJIEHO MOJKJIUBOIO).
Baacmueocmi zpaghie
J10 OCHOBHUX BJIACTHBOCTEH BChOTO Tpada BiAHOCATHCS:

1. Tlopsinok rpada — KinbKicTb BepumH |V/|.

2. Posmip rpada — kinbkicTs pebep |E|.

3. I'yctuna rpada — i1 HeHanpaBieHuX rpadiB BiIHOMEHHS KiTBKOCTI

ICHYIOUHX pedep 10 MaKCHMATEHO MOXKITUBOI KUTBKOCTI pedep:
2-|E|
v]-(vI-1)

4. Miametp rpada — MakcuMaibHa JOBKHHA HAHKOPOTIIOTO HIIAXY MIX

OyIlb-SIKUMH IBOMA BEPLINHAMH.

5. Cepenns NOBXHHA NUIAXY — CEPEHE 3HAUCHHS HAMKOPOTIIHX HUIAXiB
MiX yciMa ITapaMu BEPILIUH:

L:mZd(i,j),

D

i#j
ne d (i, J) — OOBXHHa HaﬁKOpOTLHOI‘O Xy MIK BepHIMHaAMHU I Ta ] .

J10 OCHOBHUX BJIaCTMBOCTEH OKPEMHX BEpIIUH Ipada BITHOCATHCS:

1. CrymiHp BEepIIMHN: KUIbKICTh pedep, 0 BUXOAATH 3 BEPIIMHH V

k(v):lZ::Aw..

Jns HanpaeneHoro rpady po3pi3HSIOTBCS BXIJHHMH CTYHIHb — KUIbKICTh
pebep, 10 BXOAATH Y BEpIINHY, i BUXIAHUHN CTYIIHb — KUTBKICTH pedep, mo
BUXOJIATH 3 BEPIINHU.
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2. Koedimient knacrepusanii — Mokasye, HaCKUIbKM CYCiJU BEpIIUHU
3’eHaHI MiXk c00010. J[ist BepmmHu v :
2
Cv)=——"—~—TO),
k(v)- (k(v) =1)

ne T (V) — KigbKicTh TPHKYTHHKIB, IO MiCTSTh BEPIIHHY V.

3. IleHTpanpHICTh BepIIMHHU. ICHYIO IEKiTbKa JIECATKIB Pi3HUX KPHUTEPiiB
IICHTPAIbHOCTI BEpIIMH, Ccepel SAKuX mpu jgociimkenHi ITIB
HalyacTile po3riIsJaroThCs:

— CTYHiHb HEHTPAJIBHOCTI — IPOTOPIIiHA CTYIIEHIO BEPIINHH;
— mocepenuuuTBo (betweenness centrality) — BUMIpIOE 4acToTy, 3
SIKOI0 BEpIIMHA 3HAXOIWThCS Ha HAWKOPOTHIOMY NUIAXY MIX
IHIINMY BEPIIMHAMI;
— Omm3pkicTh (closeness centrality) — oOepHEHO mpomopHiiHa
CyMapHiii BiICTaHi 10 BCIX IHIIMX BEPIIUH.
Posnonin crynenis BepmuH rpadgy P (k) BU3HAYa€ HMOBIPHICTE TOTO, IO
BUIIQJKOBO OOpaHa BepiIMHa Mae CTymiHb k. Lle omHa 3 KIOYOBHX
XapaKTepHCTHK rpada, sika BIUINBA€E HA HOTO CTPYKTYpPY Ta MOBEIIHKY.

IMpu nocmimkenni ITIB po3rismaioTbess Taki OCHOBHI THIM PO3MOJILTY
CTYIIEHIB BY3JIiB SIK pIBHOMIPHUIi, EKCIIOHEHIIaNbHUH, CTeleHeBUH, ['ayciB.

PiBHOMIpHMI po3moOxii: BCi BEPIIMHM MalOTh NPHOJIM3HO OJHAKOBHUI
CTYIIiHb.

P(k):const.
EKCIIOHEHIANGHMH ~ PO3MONIT:  CTYHEHi  BEpIIMH  3MEHIIYIOTHCS
eKCIOHCHIIIAIBHO:

P(k) oc e,
ne P(k) — iiMOBipHiCTH TOrO, WO BepuIMHA Ma€ CTymiHb Kk, a A>0 —

napameTp, [0 BU3HAYA€ MIBUJIKICTh clafaHHsA. ExcrioHeHianbHi po3noaing
XapaKTepHi JJIs BUITaAKOBHUX rpadis.

CreneHeBuii po3HOUL: XapaKTEpHHIL M1 6e3MAacIITaOHIX MEPEXK:
P(k) c k™,
Jie Y — mapaMeTp, 110 BU3HAYAE KPYTH3HY PO3MOAiny. 3a3puuaii 2<y<3.

Mepexi 3i CTCIEHEBUM PO3MOALIOM TaKOXXK HA3MBAIOTh Oe3MacIITaOHUMU.
Taxi rpadoBi CTpyKTypu (HampHKIaA, COLialdbHI MEpexi) JIEeMOHCTPYIOTH
CTETICHEBHI PO3ITOJIi, IO CBIAYUTH IMPO HASBHICTH "TiraHTCHKUX Xa0iB'.
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I'ayciB po3moain — CTyHEHI BEPIIMH 30CEPE/PKEHI HAaBKOJO CEPEeIHBOrO
3HAYCHHS:

(k—p)

2
P(k)oce 2
. 2 .
JIe |\ — CepeJIHE 3HAUCHHS CTYIeHIB, G~ — JIUCIEPCis, sika BU3HAYAE IIUPUHY
po3mosiny.

Ilpn mopmanpIIOMy BHBYEHHI 3B’SI3KIB B MEPEXKEBHUX CTPYKTypax MO0 CIiA
MIPUMHATH TakKi BIACTHBOCTI pebep rpadiB, sk iX Bara, ToOTO, YHCIIOBE
3HAYCHHS, IO XapaKTepH3ye CHIIYy 3B’S3Ky MDK BEpIIMHAMH, a TaKOX
NPOITYCKHA 3JIaTHICTb— MaKCHMallbHa KUIBKICTh "pecypciB", siKi MOXYTb
nepenaBaTrcs depes peopo.

Cepen 0GaraTbox aIrOpUTMIB aHalizy TpadiB pPO3MISTHEMO alTOPUTM
pamXupyBaHHs By3JiB Mepexi 3a BmumBamu PageRank i1 anropurmu
BUSBJIEHHS cIbHOT Louvain i Girvan-Newman.

PageRank Bu3Hawyae BakJIMBICTb BepIIMH Y rpadi Ha OCHOBI IX 3B’sI3KiB.
OcHoBHa (opmyna:

PR(v,) _1=d > w,
N vieM (v;) L(V.,-)
ae:
— PR(v,) — paHT BepIIMHA V; ;
— d — dakrop nemndysanus (0 <d <1);
— N —3arajbpHa KUIbKIiCTh BepInH y Tpadi;
- M (vi) — MHOXXHMHA BEPIINH, 10 TIOCHIAIOTHCA Ha v, (TOOTO MHOKHMHA
BEPIIMH, SKI MAIOTh 3B’A30K 710 V,);
- L(v j) — KUIBKICTh BHUXIJHHX pebep BepumMHd v, (TOOTO KUIBKICTH

BCpILIMH, Ha SIKI TIOCHJIA€THCS Vj )

L popmyna BpaxoBye Bi KOMIIOHEHTH:

1-d ..
— 0a3oBa KOMIIOHEHTA T 3a6e3neqye MIHIMAJIbHE 3HAYCHHSA pPaHTry

JUTSL KOXKHOT BEpPIIUHH, HaBIiTh Y BUIAKY BiICYTHOCTI TOCHIIAHb;
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PR(v.
— iTepaTWBHa KOMIIOHEHTa d Z #
v;eM (v;) L(vj)

BCPIINH, SIKI TTIOCUJIAIOTHCS Ha V. Bara x0XHOro nocuiaHHs 3a1€XUTh

BpPaxoBy€ BHECOK IHIINX

Bi/l PaHTy BEPLUMHH V; Ta KUIbKOCTI Il BUXiZAHUX 3B’53KiB.

Takum uwmHOM, PageRank posmominsge "panr" abo "BaxiHBICTR' Mik
BepIIMHAMH Tpady Ha OCHOBI IXHBOT CTPYKTYpPH 3B’SI3KiB.

AJITOpUTMU BHSBICHHS CIUTBHOT MPU3HAYCHI JJIS BHIUICHHS TPYI BEPIIUH
y rpadi, SKi MalOTh OUIBII IMIIBHY BHYTPIIIHIO 3B’SI3HICTH MOPIBHSAHO i3
3B’sI3KAMU MK rpynamu. Taki CTPYKTYpH 4YacTO HA3UBAIOTh CHILbHOMAMU
abo xkracmepamu. Po3risHeMO 1Ba MOmMyJspHUX anropuTmu: Louvain Ta
Girvan-Newman, BpaxoBYIOUM JIOAAaTKOBHH mapamerp ansi Louvain —
PO3IONUTEHY 3JAaTHICTH (TaMMa).

AaroputMm Louvain — 1ie iepapXiuHuii MeTON BUABJICHHS CHUIBHOT, KN
MaKCcHMi3ye (QYHKIIOHAT MOIYISIPHOCTI Tpada.

Mopnynsipaicte () BH3HA4aeThCs SK Mipa TOr0, HACKUIBKH CHIIBHO
CTpyKTypa Tpada BiIpI3HAETHCS BiJ BHIIAJKOBOTO PO3MOJLUTY 3B’S3KiB.
AJNTOpPUTM TIpaIO€ ITEPATHBHO, IOKPAIIyFOUYHd MOIYJSPHICTE Yy CIIOCiO
HeperpynyBaHHsl BEpUIMH MDK CHUIBHOTaMHM. BaXiIMBUM mapaMeTpoM €
pO3MOiNbHA 3JAaTHICTh (raMMa), sika KOHTPOJIOE YYTIMBICTH IO PO3MIpY
CIIJIBHOT.

®dopmanbHe BU3HAYEHHSI MOYJISIPHOCTI 3aJa€Thesl OPMYIIOL0:

0=-——3a4, —v];];’ 3(cue;),

2m 45
ae
A, — eneMeHT Matpuui cymikuocTi rpada (1, skmo € peGpo Mmix
BepIIMHAMH i Ta j, iHak1e 0);
k;, k; —cTyneni BepumH i Ta j (KiIbKICTh pebep, 110 BUXOAAT i3 KOXKHOT
BEPILINHN);
m — 3arajbHa KiIbKICTb pedep y rpadi;
— CHIIBHOTH, [0 SKUX HAJIEXaTh BEPIIHHH i T4 j;

€€

S(Ci,cj) — (yHKuis, siKa 1OpiBHIOE 1, KO ¢; = ¢, 1 0 iHaKIe;

Y — mapamMeTp pO3MOIiMbHOI 3AATHOCTI (ramma), SKHH perymroe
Ba)KJIMBICTH BUIIAJKOBOT'O PO3MOALTY 3B sI3KiB. 3a3Bnyaii 1> 0.

Ponb napamerpa y BU3Ha4a€ThCSA MOr0 3HAUYEHHSM:
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— skmo y=1, <¢opMyra MOIYIAPHOCTI BIATIOBINAE KIACHIHOMY
BU3HAYCHHIO;

— AKImoO Y<|, AITOPUTM Hajae repeBary OUTBIINM CHUTBHOTaM (MEHIIa
YYTJIUBICTH A0 MAJECHBKUX KIACTEPiB);

— sKmo y>1, anroput™ (popMmye MEHII COUTFHOTH (OibIIa YyTIUBICTH
JIO JeTaneit).

JUis BU3HAUEHHA CHUIBHOT Y BiATOBIAHOCTI i3 HaBeneHUM (GOPMaTbHUM
BU3HAYEHHSM 33aCTOCOBYETBCS AJITOPUTM, IO CKJIAIAETHCS 13 HOCIIIOBHOCTI
KPOKIB:

1. Imimiamizamis. Koxkna BepumHa rpada posrisgaeTbes sSK OKpeMma
CITBHOTA.

2. JlokampHa omTmMizamis. g KOXKHOI BEepIIMHM TEpeBIPSETHCS, YU
MepeMileHHsT i1 10 CYCiAHBOI CITIJIBHOTH TOKPAIIUTh 3HAYCHHS
MOIYJSIPHOCTI 3  ypaxyBaHHAM Y. JSIKmio Tak, BepIIMHA
TTePEMIITy€eThCS.

3. Arperamis. Ilicas 3aBepmieHHS JIOKaidbHOI omTmMizamii  rpad
arperyeTbesi: KOXKHA CIIUIBHOTA CTAa€ HOBOKO «CYIEPBEPLIMHOIO», a
pedpa MK CIUTBHOTAMU MTEPEPAXOBYIOTHCSL.

4. Irepauis. Kpoku 2—3 MOBTOPIOIOTBCS 10 THX Mip, IIOKH MOIYJISIPHICTH
He IepecTaHe 3pOCTaTu.

TlepeBarn I(Or0 MiAXOMY IMOJSTAIOTh y IIBHAKOCTI — aJrOPUTM Mae
HEBEeNMUKYy ckianHicte O(n-log(n)), MOXIHMBOCTI TMPAIIOBATH 3 BEIUKAMH
rpagamu, a TaKkoX MOXKJIMBOCTI HaJalITYBaHHS JIO PO3MIpY CHUIBHOT
3aBIISIKU TAPAMETPY Y.

Jlo HenmomikiB CIiJ BIHECTH MOXJIMBICTh ITOPUTMY 3YNHHUTHCH Ha
JIOKAJIbHUX ONTHMYyMaxX, MPH L[bOMY HE 3HAHTH TI00ATBHOTO MaKCHUMyMy
MOJIYJISIPHOCTI, a TaKOX YyTJIMBICTH JI0 IApaMeTpiB — HEMPAaBWILHUHN BHOIp
Y MOXe€ IIPU3BECTH 10 HEBIPHOTO PO3OUTTS.

Auaroputm Girvan-Newman 06a3yeTbcs Ha i€l MOCTYMOBOTO BHIIATEHHS
pebep 3 HAWBWIINM 3HAYCHHSIM LEHTPAJIBHOCTI 3a MocepenHUNTBOM (edge
betweenness centrality). MIiKIEHTpalIbHICTE pedpa BH3HAYAETBCS K
KUIBKICTh ~HAMKOPOTIIMX NUISIXIB, SIKI TPOXOAATh dYepe3 1e pedpo.
Bunanenns takux pebGep MOCTYIOBO po3Aiise Tpad) HA KOMIIOHEHTH, SKi
BBQ)KAIOTHCS CITIIIBHOTAMH.

®dopmanbHe BU3HAYEHHS MIKIIEHTPAIIBHOCTI pedpa:

Gl =Y )

=t Oy
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Jie G, — 3arajbHa KilbKiCTh HAHKOPOTIINX NIIAXiB MiXK BEPIIMHAMH S Ta f,
o, (e) — KimbKicTh HAHKOPOTIIMX HIIAXiB MK § Ta f, fKi MPOXOJATH depe3
pebpo e.

Ertamu anropurmy Girvan-Newman BH3HAYarOThCSI HACTYITHAM YHHOM:

1. OGuucrneHHs MDKIEHTpaJIbHOCTI. /|11 KOXKHOTO pedpa 00UHCITIOEThCS
HOTO MIKIIEHTPAIBHICTb.

2. Bupanenns pedpa. PeOpo 3 HABHITUM 3HAUYESHHSIM MIKIIEHTPAITBHOCTI
BUAJSIETHCS.

3. IlepepaxyHok komnoHeHT. [Ilicns BumaneHus pebpa  rpad
PO30MBAETHCSI HA KOMITOHEHTH 3B’ SI3HOCTI.

4. Irepanis. Kpoku 1-3 moBTOPIOIOTECS /10 THX Tip, MOKU rpad He Oyne
MOBHICTIO PO3IIJICHNH Ha 130J1b0BaHi BEPIITMHH.

[lepeBarn anroputmy Girvan-Newman moOJsTalOTh y HOro TMPOCTOTI
(anropuTM JIETKO 3pO3yMITH Ta peallizyBaTH) i TOYHOCTI, BIH 100pe Mparoe
JUTA HEBETMKUX rpadiB 3 YiITKO BUPAKEHUMH CIIITBHOTAMH.

J10 HEeOMIKIB CIIi/T BIIHECTH CKIIAHICTh OOYHMCIICHHS MIXKIICHTPAIBHOCTI 151
BEeNMKUX TpadiB € OOUYHCIIOBAIFHO JOPOTUM (0(n3)), a  TaKoX

HEMOXIJIUBICTb TIapayebHOl OOPOOKH: aJrOpUTM BHMArae IOCIiJOBHOTO
BHJAJICHHS pebdep.

1.4. [IpakTU4yHa yacTuHa. [lo6ysoBa npoctux rpadis

I'padoBuii anai3 — e He JHIIEe TEOPETUYHUN IHCTPYMEHT, a W MPaKTHYHUH
METO/, SKUH JO3BOJIIE HAOYHO BiZOOpasHTH Ta MIOCIIAUTH CTPYKTYpY
iHpopmaniitnux Mepex. IIpaktnuna poGora 3 rpadamu y Gephi — me
MOTY)XHUH IHCTPYMEHT JUIsi JOCIHIJDKEHHS MEPEeXEeBHX CTPYKTyp. BoHa
JIO3BOJISIE HE JIMIIE Bi3yalli3yBaTH CKJIagHI Mepexi B3aeMonid, a #
MPOBOJUTH TIIMOOKHMH aHaNi3 iX CTPYKTYpH. 3aBISKH LOMY MH MOXEMO
BUSIBIISITH KJIIOYOBI BY3JIM, KJIaCTEpH Ta HPOTHO3YBATH MOMJIMBI CLieHapii
PO3BUTKY iHGopMamiifHuX atak. PosrisHeMo, SIK MOXXHa 3acTOCYBaTH
TEOPeTHYHI 3HaHHS 10 pealbHUX IAaHHX, 00 moOymyBaTH rpadoBy MOIEIb
iH(OPMAIIIIHOTO ITPOCTOPY.

Iliozomoexa 0o pobomu 3 cpaghamu

[Mepmr HiXk Mouatn poboty 3 Gephi, BaXJIMBO MPaBHJIBHO IIArOTYBATH JIaHi
Ta 3pO3yMiTH, SIK BOHHM OyIyTh IMIIOPTOBaHI Ta BizyaiizoBaHi. Pobora 3
rpagamu mepenbadae CTBOPEHHS Ta aHAli3 MEPEXEBHX CTPYKTYp, 1€

OCHOBHUMH eJleMeHTamMH € By3iu (nodes) ta pebpa (edges). Y mpomy
KOHTEKCTI MiArOTOBKA JaHUX € KIFOYOBUM KPOKOM JIJISl YCHIIIHOTO aHaTi3Yy.
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Gephi  migrpumye  pi3ai  Qopmath  gaHux, ane  Haifuacrimie
BUKOPHCTOBYIOTHCS HACTYIIHI:
— CSV (Comma-Separated Values);
— GEXEF (Graph Exchange XML Format);
GraphML — XML-dopmar amst mpencraBieHHs rpadis;
— JSON - nonynspauii popmar i BeO-101aTKiB.

Jnst nopaneioi podotu Mu OyZeMo BUKOPHCTOBYBATH JaHi NPeCTaBIIeHI y
Ha#mpocTimomy BUIIAI — y (opmari CSV, mpumaTHOMY IS iIMOOPTY B
Gephi. BapianT Takoro ¢gopmaty — 11e CHHCOK PSIKIB, 10 MICTHTh Ha3BH ap
3B’sI3aHUX BY3JiB, PO3MIIEHUX KpamkKoo 3 KOMOK, IO MOXHA BBaXKaTH
MMO3HAYEeHHM 3B 513Ky (pedpa).

Imnopm oanux y Gephi

Komm nmani migroTosieHi, nepmmM KpokoM € ix immopt y Gephi. [Iporpama
NPOIIOHYE IHTYITUBHO 3pO3yMinuil iHTepdeic Juisd 3aBaHTAXKEHHS JaHHX.
Binkpuiite mento File — Open, oGepite ninrorosienuid CSV-gaiin Tta
HaJlalTylTe napaMeTpH imrnopty. Hampukiaza, BKaxiTh, 10 MU IMIIOPTYEMO
Adjacenty list, BkasyeMo, SIKMil CHMBOJ pO3IOXUISE BY3JIH, KOZYBaHHS
(puc. 1.1).

[Ticnst immopty Gephi aBTOMaTu4HO CTBOpUTH OasoBuii rpad. Ha nepiuwmii
TOTJISIT BiH MOJXKE 3/1aBaTHCS XAOTHYHMUM, OCKIIBKH BEpIIMHH Ta pedpa
posramoBaHi 0Oe3 IIEBHOTO TOpPSAKY. AJjie caMe TyT MOYHHAETHCS
HaHIliKaBia yacTuHa poOOTH — CTPYKTYpYBaHHS Ta aHaii3 rpada.

General CSV options (1 nz 2)

CsV file to import:
D:\DOC\2024%ka4\ 1-4. cav

Separator: Import as: Charset:
Semicolon ~ | | Adjacency list ~ | | windows-1251 i
Modes table
Preview: Edges table
Cinm i 3300, ATl ”
Cvnnisaco... |AxTdiaTX

CHNK | 33C0,., [AKTODW MEH...
CHNK i 33C0... |AKTOPW MEH...
CHNK i 33C0... |AKTOPW MEH...
AKTOPW MEH... [BisHeC
AKTOPW MEH... [BisHeC
AKTOPW MEH... [BisHEC
AKTOPW MEH... [BisHEC

Pucynok 1.1: HanamryBanus gopmary qaHnx, mo BBOIATHCS
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Bizyanizauia zpaga

OnuH 13 KIIIOYOBHX acleKkTiB podoTy 3 rpadamu — e ix Bizyamizamis. Gephi
MIPOTIOHYE JIEKibKa alNrOPUTMIB pO3TAUIyBaHHS BEPIIHH, SKi JONOMAraroTh
3pobutu Tpad Oumpm 3posymimmMm. Hanpukman, anroputm ForceAtlas2
iMiTye (i3W9HI B3aEMOXii MK BEpIIMHAMH, PO3TANIOBYIOYH iX TaKHM
YIHOM, 100 CXO03i 200 CHIIBHO OB’ 3aHi BEPIINHMU 3TPYIIOBYBAINCS PA30M.

[ITo6 3acTocyBaTw ajaropuT™, MEpeUmiTh 1m0 BKIaaku Layout ta o0epiTh
ForceAtlas2. Hanamryiite mapamMeTpy, Taki sK CHJIa BIAIITOBXYBaHHS MiX
BepIIMHaMK a0o0 rpaBitamis, 1 3amycTiTh alropuTM. Yepe3 Kilbka CEKyH
rpad HaOyae OBl  CTPYKTYPOBAaHOTO  BHUIJISAY, MIO  JIO3BOJISIE
npoaHaiizyBaty Ternep MOXKHA OMITUTH OKPEMi KJIacTepu — TPy BEPIINH,
SIKI TIJTPHO TOB’s3aHi Mik coboro. Ili kmactepu d9acto BimoOpakaroTb
CHIJBHOTH KOPHCTYBadiB, sKi JIIAThCA IMOMIOHMMH iHTepecamMu abo
MOTJISIAMH.

Ilpuxnao

Sk mepmmit mpUKIIa Bizyaii3arii, po3IJITHEMO Bi3yawi3aliio iepapXidHOTO
rpada, 0 BiINOBIIa€ MEHTAbHIN BilfHI.

Iepmmit piBens rpadoBoro mpenacrasiaeHHs — «l{imi MEHTaIbHOT BilHIY,
npyruit piBeEp — «Cunn 1 3aco0M MeHTanbHOi BiHHW», TPETid piBEeHb —
«AKTOpH MEHTaNbHOI BiffHW», 4eTBepTHU piBeHb — «L{i7i OkpeMux akTopiB
MEHTaNbHOI BiitHW», msiTuid piBeHb — «[lomiTuku peamizamii 1ineit
MEHTalbHOI BIWHU», SKi y CBOIO Uepry NpUBOAATH 10 «Pe3ymbraTis
MEHTAaIBHOI BiltHI».

BianoBigHo, KOXHUI piBEHb XapaKTepi3yeThCs BU3HAYEHHMH IOIICPETHBO
€KCIepTaMU MOHATTSIMH, a CaMe:

1. Llini MEHTaIBHOT BIMHU: 3MiHA 1IECHTUYHOCTI HAPOY.

2. Cnim 1 3aco0M MeHTanbHOI BilfHW: JiTepaTypa, MucrentBo, 3MI,
coLiaJIbHI Mefia.

3. AKTOpW MEHTaJILHOI BIlIHW: MUTIL, YpsiJl, XyJO)KHUKH TOLLO.

4. Ilimi OKpeMHX AaKTOpiB MEHTAJFHOI BIiMHM: 3MiHa YsBJICHb, 3MiHA
LiHHOCTEH, 3MiHa YCTaHOBOK, 3MiHa HAIIOHAJIFHOT CBIZIOMOCTI.

5. TlomiTuky peanizaii iyied MEHTaJIbHOT BiffHH: MOBa, Bipa, KyJbTypa,
ICTOpHYHA T1aM SITb.

Pe3ynbraTtét MeHTaNbHOI BiffHM MarOTh IPUBECTH 10 IEPEKOAYBAHHS ySIBICHb
JIFOJIEH 10JI0 JIEpKaBH, CYCIIILCTBA, OCOOH.

Jns 3aBaHTakeHHS IUMX naHux y nporpamy Gephi dopmyersest daitn y
dbopmari CSV Takoro 3micry:
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Llini meHTanbHOI BiiHW; 3MiHa igeHTUYHOCTI Hapoay

Llini meHTanbHoOI BiiHW; Cunu | 3acobu MeHTanbHOI BilHK

Cuvnu i 3acoby meHTanbHoOI BiliHW; JliTepatypa

Cwunu i 3acobu MeHTanbHOI BiHWM; MucTeuTso

Cwvnu i 3acobu meHTanbHoi BilHK; 3MI

Cwvnu i 3acobu MeHTanbHoI BilHW; CoujianbHi meaia

Cwvnu i 3acobu MeHTanbHOI BilHW; AKTOPU MEHTasbHOI BiliHW

AKTOpPU MeHTanbHOI BitHW; MUTUi

AKTOpU MEHTanbHOI BilHY; Ypsag

AKTOpPU MeHTanbHOI BiHW; XyO0XHUKN

AKTOpPU MeHTanbHOI BiNHW; Llini okpemnx akTopiB MeHTanbHOI BiHW

Llini okpeMux akTopiB MeHTanbHOI BilHW; 3MiHa yABNeHb

Llini okpemunx akTopiB MeHTanbHOI BiliHW; 3MiHa LiHHOCTEN

Llini okpemunx akTopiB MeHTanbHOI BiliHK; 3MiHa yCTaHOBOK

Llini okpemux akTopiB MeHTanbHOI BiliHK; 3MiHa HaLioHanbHOT CBiAOMOCTi

Llini okpemux akTopiB MeHTanbHOI BiiHW; [NoniTukn peanisauii Linen MeHTanbHOI BiNHW
MoniTukn peanisauii Linen MmeHTanbHOI BiNHW: MoBa

MoniTukn peanisauii yinen meHTanbHoOI BiNHK: Bipa

MoniTukn peanisauii uinen MeHTanbHOI BiHW: KynbTypa

MoniTukn peanisauii Linen MeHTanbHOI BilHK: ICTOpUYHaA Nam’siTb

MoniTukn peanisauii Uinen MeHTanbHOI BiHW; Pe3ynbTaTn MeHTanbHOI BiltHU
PesynbTaT MeHTanbHoI BiliHW; MNepekodyBaHHA yaBNeHb YKpaiHLiB LLOAo AepXaBu
PesynbTaT MeHTanbHoI BiliHW; MNepekodyBaHHSA yABNeHb yKkpaiHLiB LLOAO CycninbCcTBa
Pe3ynbTaTt MeHTanbHoI BiviHW; MNepekogyBaHHS ysiBNeHb yKpaiHLiB wog0o ocobu

ITicnsa 3aBaHTaXeHHS IUX AaHuUX y nporpamy Gephi i ykmamanas rpady y
BimmoBimHOCTI 3 A0  anroputMoMy  ForceAtlas2 — otpumyeThes
npeAcTaBIIcHHS, HaBeneHe Ha Puc. 1.2. el pucyHOK Oyzie po3risiIaTHCh K
cXeMa Ui pO3MMPEHHA 3a alrOpUTMaMH{, HAaBEACHHNMH Yy HACTYIHHX
po3ainax.

Ananiz zpaga

Hacrtynuuii kpox — me anHamiz cTpyktypu Tpada. Gephi Hamae mUpOKUH
HaOip 1HCTPYMEHTIB s OOYMCICHHS pI3HUX METPUK, TaKHX SIK

LEeHTPAJIBHICTh, WIUIBHICTh Ta KoeQilieHT Kiacrepusanii. Po3risHeMo
OCHOBHI [TOKa3HUKH:

— Crymins BepmuaK (Degree) — KiNBKIiCTh 3B’S3KiB, IO BHXOAATH 3
BEpIIMHM. BepmmHu 3 BHCOKMM CTyHNEHEM 4YacTO € KIIOUOBUMHU
JoKepenaMu iHpopMartii.

— IlenTpanpHicTh 3a mocepenuunTBoM (Betweenness Centrality) — mipa
TOTO, HACKUIBKM YacTO BEpIIMHA 3HAXOJWThCAd Ha HAHKOPOTIIOMY
LULIXY MDK IHIIMMH BeplIMHaMH. Taki BEpIIMHM € BOKIMBUMH IS
nepenadi iHpopMariii MiX pi3HIMH KJIacTepaMu.

— PageRank. Anroput™m, sKkuii BH3HA4Ya€ BaXXJIUBICTh BEpIIMHH Ha
ocHOBI ii 3B’sa3kiB 3 iHImIMMHU BepumHamu. PageRank ocobimBo
KOPHCHHH JUIsl BUSIBIICHHS BIUIMBOBUX aKTOPIB Y MEPEXKI.
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3miHAa ine HTHEHO!

Coniamshi mexia i JlirepaTypa

Mucreureo 3MI
AxTopH i BilfHH
Vpnan
Murui XymoRuuKH

3mina milHOCTel
Ilimi okpeMHux TATbHOI BilHH
3mina HanioHA@LHOI ¢
MiHA YEFAHOBOK

3miHAa ¥HBIIeHb —
TTomiTHKH peam':;{lm'i nineif MeHTALHOI BiliHH

\\
IlepexoayBAHHA YAB/IeHb YKPAIHIIB 00 CYCHiThCTBA

IlepexoayBAHHA YABIeHb YKPATHIUE 100 XePrKABH
IIe| HAA yABJIEHH YKPATHIIB 1010 0COOH
PesympTa of BilfHH

Pucynox 1.2: Iepapxis 6a3zoBoro rpady «MeHTaibHa BifiHa»

[Ilo6 oO6uuciuTH IIi METPHUKH, CKOPHCTAiTeCs BKIAAKOKW Statistics.
Hampuxkman, oGepite Average Degree nnsi OIIHKK 3arajJbHOI MIUTBHOCTI
3B’s3KiB 'y Tpadi abo Modularity nns BusBIEHHA CHUTBHOT. [licms
OOYHUCIICHHsSI METPUK BOHH aBTOMATHYHO JIOJAIOThCS SIK aTpUOyTH BEPIIVH,
0 JO3BOJISIE Bi3yalli3yBaTH I1X 3a JIOTIOMOTOIO PIi3HHX KOJIbOpPiB abo
PO3MipiB.

Busenenna knouoeux gy3nie ma knacmepie

OpHi€I0 3 TONOBHHUX MiJied TrpadoBOro aHANi3y € BHABICHHS KIIOYOBUX
BY3JIiB Ta KJacTepiB y Mepexi. 3a momomororo Gephi e MoxHa 3poOUTH
HaouHo. Hanpukinan, 3actocyiiTe rpaJi€eHTHY 3ajJMBKYy U BEpLIMH, LI00
BUIUIMTH IXHIO ICHTPAIBHICTH 32 PO3MiIpoM abo KOJIhOopoM. BepmuHu 3
BUCOKMM 3Ha4ueHHAM PageRank moxHa 3poOuTH OinbIIMMHU 200 BUAIIHTH
SICKPaBUMH KOJILOPAaMH, 0 TOTIOMOXKE iIeHTH(]IKyBaTH BIUIMBOBHX aKTOPIB.
Kpim Ttoro, momyme Partition nosBonsie posdapOyBaTH BepUIIMHH 3a
NPUHAIEKHICTIO 10 NeBHUX KiactepiB. lLle o0cobianBO KOpHCHO s
BUSIBJICHHS 1H(GOpMalifiHUX «Oynb0aIiok» — 3aMKHEHHX CIIUJIBHOT, [e
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iHpopMallisi LMPKYJIIOE MIDK OJHAKOBO HAJAINTOBAHMMH YYacHUKaMH.
Hampukman, y comiabHUX Mepekax TakKi KIacTepH 4YacTo (GOpPMYIOTHCS
HABKOJIO TIOJNITHYHHX, KYJIBTYPHUX a00 i7ICOIOTIYHUX TIOTIISIIB.

Hpoznozysanml ma npakmuine 3aCmocyeanni

[loOynoBanuii rpad He iuie AomOMarae 3pO3YMITH IOTOYHY CTPYKTYPY
iHpopMariitHol Mepexi, a it MoXke CIIyryBaTh OCHOBOIO ISl HPOTHO3YBaHHs
ManOyTHIX crieHapiiB. Hampukian, aHami3yroun KITIOYOBI BY3JIH, MH MOKEMO
nepen0avnTd, SAKi aKTOpW OyAyTh HAWOUIBIN BIUIMBOBHMHU Yy ITOIIHPEHHI
iHpopmaii. AHamiz KiacTepiB J103BOJSIE€ ileHTH(]IKYBaTH TpyIH, SKi
HalOUTbIIe MiTaloThCs iHGOPMAIiHHIM aTakaM, IO € BAKIUBUM IS
PO3po0KH cTpareriit mpoTuuii.

Takox rpadoBuil aHadi3 MOXXHa 3aCTOCOBYBATH JUIS BHSIBICHHS OOTIB Y
COLIiaJIbHUX Mepekax. BOTM uYacTo MaroTh XapaKTepHI O3HaKH, Taki SK
BHUCOKa KUTBKICTh 3B’SI3KIB 3 IHITUMH BepIIMHAMH a00 TIEBHI IIaOJIOHH
MOBEIIHKA. BUSBUBIIM Taki BEpIIMHH, MH MOXEMO 130JIOBaTH iX BiA
OCHOBHOT Mepei, 110 IOMOMO)KE 3MEHIIUTH eeKTHBHICTh iH(pOpManiiHuX
aTax.

BHCHOBKH A0 po3jiny

I'padoBi Mozeni € HEOOXiAHMUM IHCTPYMEHTOM JUIS CY4acHOTO aHalli3y
iH(popMaIitHIX MepeX. BOHM J03BONSAIOTH HE JIHINE 3PO3YMITH HOTOYHY
CTPYKTYpYy KOMYHIKaIii, a i po3poOisIiTh cTpaterii mpoTuaii ne3indopMartii,
NPOrHO3YBaTH  MOBEIIHKY aKTOpiB Ta  ONTHMI3yBaTH  IOLIMPEHHS
nmoctoBipHOi iH(popMarii. CydacHi MeTOAM Ta IHCTPYMEHTH TpadOoBOTO
aHaNi3y CTalOTh BCE OUIBII aKTyalbHUMH Y KOHTEKCTI iH(popmariiHo-
NCUXOJOTIYHUX BilfH, e YCHiX 3aJeXUTh BiA TIHOMHU PO3YMIHHS Ta
e(heKTUBHOCTI BUKOPHUCTAHH MEPEIKEBUX CTPYKTYP.

YV mpoMy po3aini Oyo po3TIISIHYTO TEOPETHIHI OCHOBU TrpadoBUX MOJENEH,
AKi € KITFOYOBHM IHCTPYMEHTOM JUIS aHAIi3y iH(POPMAIliTHO-TICHXOIOTIYHIX
BIUIMBIB. I'padpoBmii aHamiz no3Boisge (opmamizyBaTH CKIAAHI MepexkeBi
B3a€MOJTIi MK JpKepeaMH, TIOMIMPIOBaYaMy Ta OJiepKyBadamul iHpopMariii,
HaJIal0ul MOXKITUBICTh BUSABILSITH EHTPHU BIUTUBY, IPOTHO3YBATH TMOLIUPCHHS
HapaTHBIB Ta OL[IHIOBAaTH e()EKTHBHICTh KOMYHIKAI[IHHUX CTpaTerTiii.

OcHOBHI NOHATTA Teopii rpadis, Taki K BEpIIMHU, peOpa, CTYIIHb BEPIINH,
HanpsSIMIICHICTh 3B’s3KiB Ta Bara pedep, YTBOPIOIOTh 0a3uc i moOyI0BH
MOJICIICH, SIKi aJeKBaTHO BiJOOpaXkaroTh peanbHi iHGOpPMAIIHHI Mepexi.
30KpeMa, BOKIMBUMH XapaKTEPUCTUKaMHU TpadiB € IIUIBHICTh, KOeDilieHT
KIIacTepu3allii, IMEeHTPANbHICTh BEPIIMH Ta PO3MOIIT CTYIMEHIB, sKi
JIOTIOMAraloTh aHANI3YBATH CTPYKTYPY Ta IMOBEAiHKY Mepexi. Lli MeTpuku
0COOJIMBO KOPHCHI i1 BHUSBJICHHS KIIOYOBUX aKTOPIB Yy MONIMPECHHI
iH(opMariii, Takux sIK JIiJilepu JyMOK ab0 Meia-pecypcH.
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OcobmuBy yBary npuaiicHo kiaacudikailii TumiB rpadis, KOXKEH 3 SKUX Ma€e
cBOi TepeBarm Ta 3acTocyBaHHsi. Hampmkman, BumankoBi rpadu Epmermra-
PeHpi BUKOPHCTOBYIOTBCS [UII MOJCIIOBAHHS XAOTHYHOTO TOIMIMPEHHS
iHpopmalii, MacmTaOHO-iHBapiaHTHI rpadu MAXOAATH JUIS  aHali3y
COLIANBHUX MEPeX i3 «TIraHTCBKUMH XabaMu», a rpadum Mayoro CBITy
320€3MeUyI0Th MOXKIIMBICTh BUBYATH MIBHIKE MOMIMPEHHS iHQOpMAIIii yepes
JIOKaJbHI TPYMH Ta KOPOTKI 3B’A3kM MDK HuMMH. JluHamiui Tpadwu,
rineprpadu Ta MyIbTHTpadu TO3BOJISIOTH BPAXOBYBATH YacOBY E€BOJIIOIIIO
MepeKi, CKIIQJHI B3aeEMOJIi Mk OaraTbMa areHTaMH{ Ta MapaliebHI KaHaIH
KOMYHIKaIlii.

MareMaTnuHui anapat rpadoBOro MOJENIOBAHHS, BKJIIOYAIOYM MAaTpPHII
CYMDKHOCTI Ta IHOMAEHTHOCTI, CHHCKH CYMDKHOCTI, a TakOX aJTOPHUTMH
PageRank Ta BusBmenns coimeHOT (Louvain, Girvan-Newman), Hamae
MOTYXHI IHCTPYMEHTH JUIsl aHAJI3y CTPYKTYPH Ta (DYHKIIOHAIBHOCTI rpadis.
Oco06MBO BaXKJIMBAM € BUKOPUCTAHHS mapamerpa y y Metoxi Louvain, sxwid
JO3BOJISIE HAJAIUTOBYBATH YYTJIHMBICTH JO pO3MIpy CHIIBHOT, IO €
KPUTHYHUM JJIs1 TOYHOT'O PO3OUTTS MEPEeXi.

IIpakTtiuHe 3acTocyBaHHSA TpadoBOro aHaizy, HANPHKIAA, y Iporpami
Gephi, 1eMOHCTpYe, K TEOPSTUYHI 3HAHHSI MOXYTh OyTH peaiizoBaHi s
Bizyamizamii Ta aHalizy peanbHUX JaHuX. Lle mo3Bosie He JMIe BHUSABIATH
KJIIOYOBI BY3JIM Ta KJIAacTepu, a W NPOTHO3YBaTH CLEHapii PO3BUTKY
iHpopMariiiHuX arak, imeHTH(iKyBaTH OOTIB Ta OLIHIOBATH BPAa3JIUBICTH
MIEBHUX TPYII 10 MAHIITYISTUBHUX BILTHBIB.

IIuTaHHsa AJIAd CAMOKOHTPOJII0

1. IIo Take rpad y KOHTEKCTI Teopii rpadis, i AKi OCHOBHI €JIEMEHTH BiH
MICTHUTB?

2. SIki ocHOBHI NOHATTS Teopii rpagiB BUKOPUCTOBYIOTHCS ISl aHATIZY
iHpopMauiitHnx Mepex?

3. o Take CTyHiHb BEpIOMHH, i SK BOHA BPAaXOBYEThCA NPH aHANTi31
rpada?

4. SIx BM3HAuYaeThCs WILIBHICTBH rpada, 1 M0 BOHA MOKa3ye y KOHTEKCTI
iH(pOopMaLiHHUX Mepex?

5. Sxi tamm rpadiB MOXYTh OyTH BHKOPHCTaHI AJII MOJEITIOBAaHHS
1H(pOPMAIITHO-TICIXOJIOTIYHUX BiH?

6. o Take macurTrabHO-iHBapiaHTHI Tpadu, i AKY PO BOHU BiIrParoTh
JUTA aHAJi3Y Y COIialbHAX Mepekax?

7. Y YoMy TONATAIOTh OCOOJMBOCTI AWHAMIYHHX TpadiB CTOCOBHO
iH(pOpMaLifHUX BIUIUBIB?

8. Illo Take rineprpadu, 1 SK BOHH BHKOPUCTOBYIOTBCS JUIS
MOJIEJTIOBAaHHS CKJIaJHUX B3a€MOMIN?

26



10.

11.

12.

13.

14.

Ski cnocobu mpeacTaBieHHS TpadiB BUKOPUCTOBYIOTHCS TS
MIPaKTHYHOTO aHaIi3y?

Ifo Take WEHTPANTBHICTHP BEPIIMHHW, 1 SAKI ICHYIOTH THITH
LEHTPaIBHOCTI?

Sk BU3HAYAETBCSA KOEQIIEHT KiIacTepusallii, i 1o BiH MOKazye y
rpadoBoMy aHami3i?

Sk npamroe anroputM PageRank, i sike 3Ha"ueHHS BiH Ma€ JJIs aHATIZY
BIUIMBOBHX BepLIMH y rpadi?

Y 4omy mnojsrae MeToauka anroputMmy Louvain ais BHUSIBIEHHS
CIUIBHOT, 1 SIKy POJIb Bifirpae mapamerp y?

Sk mparroe anroput™ Girvan-Newman, i 4oMy BiH MOKe OYTH MEHIII
e(heKTUBHUM JIJIs] BENUKUX rpadin?

JliTtepaTypa 3a po3aijiom

1.

OcHOBHU Teopii cKIagHUX Mepex: Hapd. moc. / CHapcekuit A.O.,
Jlanpe J.B., Cy6au L.1O. IC33I KIII im. Iropst Cikopcbkoro. — Kuis:
TOB "Imxunipunr", 2023. —225 c¢. ISBN 978-9662344950.

Bisyamizamiss Ta aHami3 MEpeXEeBHX CTPYKTyp : Hapd. moc. /
Jlanms J1.B., Cy6au L.IO. — Kuis : KIII im. Iropst Cikopcbkoro, Bua-
Bo "[Momitexnika", 2021. — 80 c. ISBN 978-9662577143.

Amy N. Langville, Carl D. Meyer. Google's PageRank and Beyond:
The Science of Search Engine Rankings. Princeton University Press,
2006. — 240 p. ISBN 978-0691122021

Mark Newman. Networks (2nd edn). Oxford University Press,
2018. — 800 p. ISBN 978-0198805090

Ken, Cherven (2015). Mastering Gephi Network Visualization. Packt
Publishing, 378. ISBN 978-1783987344

Douglas A. Luke A User's Guide to Network Analysis in R. Springer;
Ist ed. 2015 edition (December 21, 2015). 250 pp. ISBN: 978-
3319238821
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2. BeJsiMki MOBHi MO/JeJIi Ta iX 3aCTOCYBaHHSA

HITy4Hnit iHTENEKT 1 BEIMKI MOBHI MO BIIKPWIN HOBI MOXIJIUBOCTI IS
aHai3y Ta MOJETIOBaHHSA 1H(OPMALIHHO-IICUXOJIOTIYHUX —ollepanii i
MEHTaJIbHUX BiiH. BOHHU 03BOJSIIOTH BHUSBJATH KJIFOUOBI HApaTHUBH,
MPOTHO3YBaTH PO3BHUTOK iH(GOpMAIIHHMX aTak 1 HAaBITh CTBOPIOBATH
CUMYIBALIT U OLIHKA e()eKTHBHOCTI BILTMBOBUX BIUIMBY KaMIIaHiH.

LLM 3paatHi He suie o0po0sTH Belande3Hi 00CsTu TeKCTOBOT iH(popMarii, a
i TeHepyBaTH HOBI KOHLENTH Ta 3B’S3KM MDK HuMH. Lle pobuth ix
e(eKTHBHUM IHCTPYMEHTOM [UIS MOJCTIOBAHHS IWHAMIKH iH(QOpMAIiHHNX
orepariii, BU3HaYE€HHs TAaKTHK Ae3iHpopMallii Ta po3poOKH KOHTP3aXO/IiB.

2.1. IHonarra LLM

Y 1mpoMmy po3aminmi posrimsmaroTees mpuHIMIU pobotm LLM, wmeromm
TeHeparlil KOHIIeNTIB, MiAXiA «pOo0 BIPTyaJbHHUX E€KCHEpTiB» AT MOoOyI0BU
CEMaHTHYHHUX MEPEX, a TAKOXK MPAKTUYHE 3aCTOCYBAHHS IIMX TEXHOJIOTIH
JUTS aHaJi3y 1HPOPMAIIHHO-TICHXOJIOTIYHUX BIUIUBIB.

Benuki MOBHI Mozeni — I IITY9YHI HEHPOHHI MepeKi, HaBUCHI Ha BEIHKHAX
o0carax TEKCTOBUX MJaHHMX JUIi pO3IMi3HaBaHHsA, aHAI3y Ta TeHepaii
MOBHOTO KOHTEHTY. IXHS po60oTa 0a3yeTbcs HA JEKiIbKOX KIIOUOBHX
MPUHIUNAX:

— Toxenizayiss — po30UTTA TEKCTY Ha OKpeMi CKIamoBi (cioBa, ¢pasmy,
CHMBOJIH).

— Tpancghopmepna  apximexmypa — BHKOPHCTaHHS  MEXaHI3MiB
camoyBaru (self-attention) s po3yMiHHA B3a€EMO3B’S3KIB  MiXK
CJIOBAMH Y BETUKOMY KOHTEKCTI.

— Konmexcmue npocno3yeamnHsi — BU3HA4YEHHs HAKOUIBII 1IMOBIpHOTO
HACTYITHOTO CJIoBa a00 ()pa3y Ha OCHOBI ONEPEIHBOTO KOHTEKCTY.

— @aiinmionine (noHaBUaHHA) — amanTamis LLM mo cmemudivamx
3aja4, HaNpHKIajd, aHamily iHQOpPMaUidHMX araKk YW BHSBICHHS
(helKoBUX HOBHH.

LLM MOXyTh BUKOPUCTOBYBATHCS JIJISl aHATI3y TEKCTOBUX MacHBIB y chepi
iH(OPMAIIfHO-TICUXOJIOTIYHUX ~ BiH, 30KpeMa s  aBTOMATHYHOTO
BU3HAYEHHS KJIIOYOBHX TeM 1 HapaTuBiB, ineHTH¢ikauii nesindopmarii ta
iHpopMaliiHUX aTak, aHajily IUHAMIKH TIOIIMPEHHS TIEeBHUX ied y
MeJIianpoCcTopi, TeHepallii BiIImoBiieli Ta KOHTPHAPATUBIB TOIIIO.

Bemuki moBHi Mopmem, Taki sk GPT-4, Qwen2.5, Llama-4, Ta iHmi, €
TCHCPAaTMBHUMH MOBHHUMH MOJICJISIMH, SIKi 3JaTHI CTBOPIOBATH Ta
aHai3yBaTH TEKCTH Ha OCHOBI BBEJICHUX 3alUTIiB Ta KOHTEKCTY. Li cuctemu
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PO3BUBAIOTECS HA OCHOBI CyYaCHHX TEXHOJIOTiH mryuHoro iHtenexrty (LI,
Artificial Intelligence, AI) 1 cTamm KIIOYOBUMH IHCTpYMEHTaMH Yy
po3B’si3aHHI 3aBmaHb 00poOkm mnpupomHoi MoBu (Natural Language
Processing, NLP) i mammuHOro HaByaHHs. BoHH NO3BOJIAIOTH T€HEpYBaTH
TEKCT, pOOWTH TepeKyiaf 3 Pi3HUX MOB, iHQOPMATHBHO BIAMOBIZaTH Ha
3alMTaHHS.

2.2. ApxitekTypa «Tpancpopmep»

OcHoBu Ta npuHIMIY pobot LLM 6a3yroTbcst Ha TMOOKOMY HaBYaHHI Ta
apxitektypi «Tpancopmep» (Transformer), sika mo3Bossie e(hEeKTHUBHO
MOJICITIOBATH JTIOBTOCTPOKOBI 3aJIeKHOCTI B TeKcTi. LI apXiTekTypa Briepiie
Oyma mpencrasineHa y 2017 pomi B poboti "Attention is All You Need"
(https://arxiv.org/pdf/1706.03762) i cTana TEXHOJIOTIYHOIO 0a30t0 GaraTbox
cyuyacaux NLP moneneit.

Apxitekrypa «Tparchopmep» crama CHOpaBXHIM TPOPUBOM y  CBITI
IITYYHOTO 1IHTEJEKTy, oco0nmBO B 00poOmi npupoaHoi MoBH. Bona
Jo3BONMIIa B 0OaraTbOX BWIAJKaX BIAMOBUTHCH BiJl TpaauIifHUX
pexypenTaux (RNN) Ta 3roptkoBux (CNN) Mepex, ski oOpoOsuim maHi
MOCITITOBHO, 1 3alpOIIOHYBajla HOBUH IMiIXiJ, 3aCHOBAaHUA Ha MeXaHi3Max
yBarn (Attention Mechanisms). B paMkax 1ii€i apXiTeKTypu eJieMeHTH
TIOCJIIZIOBHOCTI aHAII3yIOTCS OJHOYACHO, 110 3HAYHO MPHUCKOPIOE HABYAHHS
Ta MOKPAIIYy€ SKICTh PEe3yNIbTATIB.

«Tpanchopmep» HE BHUKOPUCTOBYE PEKYypPEHTHI a00 3TOPTKOBI LIAPH, TOMY
HpH #Horo poOOTi HEBIIOMO, B SIKOMY MOPSAKY HayTh cioBa. 11106 BupimmTi
110 Ipo0JIeMy, 10 KOXKHOTO €IeMEHTa MOBH — TOKEHA, JOJA€ThCs MO3HULiiHe
KOJyBaHHS — CIICLIAIBHUA BEKTOp, SKUH BKa3ye Ha IO3ULII0 CIOBa B
peuerHi. Lle 1o3Bonsge Moesi BpaxoBYBaTH MOPSAIOK CIIiB, IO € BaXJINBUM
JUISL PO3YMIHHS KOHTEKCTY.

Jns mosicHeHHsT poboTm apxiTekTypu «TpaHchopmep» 3BepHEMOCS 0
CXeMH, HaBeJeHOi Ha puc. 2.1, ne NeTalbHO MOKa3aHO, SK MpaIol0Th
OCHOBHI CKJIQIOBI TpaHcopMepa: KOAYBAIBHHUK, ICKOAYBAJBHHUK 1
MeXaHi3MH yBaru:

- JliBa wactuHa cxemMHu — komyBabHUK (Encoder), sikuii cKiagaeThes 3
Kinbkox mapis (Nx).

- IlpaBa wuactuna — pekoxyBanbHUK (Decoder), skuii Takox
CKJIIa€ThCS 3 KiNbKOX mapiB (NX).

- CrIpinku TO3HAYalOTh 3B’S3KM MIDK PI3HUMH KOMIOHEHTaMH,
BKJIIOYAIOYHM  3aNMIIKOBI 3’€IHAHHA Ta IOTOKM JaHUX MIDX
KOJIyBILHUKOM 1 JIEKO/TyBaIbHUKOM.
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OOuzBI 4YaCTUHM CKJIaJalOThCs 3 KUIBKOX OJHAKOBHMX IIapiB (3a3BUuaii
N = 6), aKi MalOTh MOAIOHY CTPYKTYPY, aje BUKOHYIOTh Pi3HI (YHKIII.

Output
Probabilities

Add & Norm

Feedforward

Add & Norm

Feedforward

Nx

Nx ST
Multi-Head Multi-Head
ttention Attention

A =)

Positional Positional
Encoding ®_€9 D @ Encoding
Input Output
Embeddin, Embeddin

Inputs Outputs
(shifted right)

Pucynoxk 2.1: Apxitekrypa moneini «Tpanchopmep»
(https://arxiv.org/pdf/1706.03762)

Huxue ACTAJIbHO PO3TIIAAaI0ThCA BCl €JIEMEHTH CXEMH.

«Mo3zokom» wmoxeni Tparnchopmep € Koodysarvnux (Encoder), sxuit
aHaJi3ye BXiJHUI TekcT. BiH ckilanaeThest 3 KiNBKOX LIAPiB, KOXKEH 3 SIKHX
BHUKOHYE JIBi OCHOBHI OIepariii (SIK IMoKa3aHo Ha CXeMi):

ITpu poGoTi KomyBaTbHNUKA KOXKHUN TOKEH Y PEUCHHI «30CEPEPKY€EThCS» Ha
IHIINX TOKEHaX, BUKOPHCTOBYIOUM TaK 3BaHMI MeXaHi3M 0araToroioBoi
yBaru. Lle cxoxe Ha Te, SIK BU YUTAETE PEUCHHS 1 30CEpeKyeTe yBary Ha
KIIIOYOBHX CJOBax, m00 3po3ymitu ceHc. Hampuximam, y pedenni «Kit
CHUIUTh HA CTOJ» MOJCNIb MOXE 30CEPEAUTHCS Ha CIOBI «KiT», MO0
3pO3YMITH, XTO BUKOHYE JIiIO.

KoskHa «roJioBay yBarn HaBYAETHCS 30CEPEIKYBATUCS HA PI3HUX aCMEKTax
TEKCTY, HANpPHUKIaA, Ha CHHTAKCHYHHX 3B’s3KaX (XTO i MmO poduts) abo

ceMaHTHUIl (3HaueHHs ciiB). Pe3ynpTaTé BCIX roiiB 00’€qHYIOTHCS, LI00
CTBOPHUTH €IHE NIPEJICTABICHHS TEKCTY.
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Mexani3zm GararoronoBHoi yBara (Multi-Head Attention) no3Bossie Mozedi
«30CepeKyBaTUCT» Ha PI3HUX YaCTHHAX BXIAHOI MOCHiTOBHOCTI. KoxHWMi
TOKEH (CJIOBO ab0 YacTHHA CJIOBA) MOXE B3aEMOJISATH 3 OYyAb-IKAM iHIIIAM
TOKCHOM Y TMOCIIOBHOCTI, HE3aJEKHO BiJl BIICTaHI MiX HAMH. MexaHi3m
MPAIIOE HACTYITHUM YHHOM:

— Koxen TokeH renepye Tpu Bektopu: 3amut (Query), kimou (Key) Ta
3HaueHHs (Value).

— 3amuTH TMOPIBHIOIOTECA 3 KIIOYaMH, 100 BH3HAYUTH, HACKUIBKH
BaKJIMBHH KOYKCH TOKEH IS IIOTOYHOTO.

— Ha ocHOBI 1uX MOpIBHAHB OOYHMCIIOIOTHCS BaroBi 3HAYCHHS, SKi
BU3HAYAIOTh, SIKy dacTuHy iHdopmanii 3i 3Hauenp (Value) ciin
BpPaxOBYBAaTH.

— Ile#t mporec MOBTOPIOETHCS NIeKiabKa pasiB (3a3Bwuail 8) 3 pizHUMH
HaOopamu mapameTpiB (1€ 1 € «DaraTtoroyioBa yBaray), Iio J03BOJISIE
MOJIeTli BpaxOBYBaTH Pi3HI acleKTH JaHWX (HANpPUKIIAA, CHHTAaKCHYHI
Ta CEMaHTHYHI 3B’ S3KH).

[Micna mapy yBarum naHi mpoxXoAsaTh depe3 MmoBHO3B si3HMK map (Feed-
Forward Network, FFN), skuii fo7ae HEmiHIAHICTH 1 J0O3BOJIIE MOZEII
Kpatie 3acBotoBatH iH(opmamiro. Lleit map oOpoOinsie naHi, OTpUMaHi Bij
MeXaHi3My yBaru.

TakuM 9UHOM, KOIyBaJbHUK NPHUMAE BXiTHY IMOCTITOBHICTh (HAPUKIA,
pedeHHsT) 1 mepeTBopIoe ii Ha HaOip BEKTOPIB, SIKI KOAYIOTH iH(OpMAILifo ITpo
KOXKHE CJIOBO Ta MOT0 KOHTEKCT. KOXKeH IIap KOAyBaJbHHUKA CKJIAIA€ThCS 3
JIBOX JTIHIMHWX TepeTBopeHb 1 ¢yHkmii aktuBanii ReLU (Rectified Linear
Unit) Mix HEMH: BiH gomae HENMHIMHICTE 1 JTO3BOJIIE MOJEINi Kpaiie
3aCBOIOBATH 1H(pOPMALLiIO.

FFN( x)=max(0,xW, +b )W, +b,,
ne W,, W, — BaroBi MaTpulli, a b, b, — 3MiIleHHs.

3aBIsKU I[bOMY JOIA€ThCS HENIHINHICTh, MO MO3BOJSIE MOJEII Kpaile
3aCBOIOBATH iH(OPMAILIIFO.

Hagkono kokHOTO mMigmapy (yBaru Ta IOBHO3B’SI3HOTO IIapy) JOAAIOTHCS
saymmmkoBi 3’enHands (Residual Connections). Ile o3Hagae, mo BUXifT
MiImapy 10Aa€ThCsl 10 HOTo BXOy Mepe]] HOpMai3alli€ro.

Jlo KOXHOro miAmapy JIOJAa€ThCsl 3AIUIIKOBE 3'€qHAHHSA, IICII YOro
3acTocoByeThcss HopMmaiizauis mwapy (Layer Normalization), sika crabimnizye
HaBYaHHA. TakuM YHMHOM, BUXiJl KOXXHOTO TWiAmIapy OOYHCIIOETHCS 3a
¢dopmynoro QyHKIII, IKY peanisye mimap:
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LayerNorm(x + Sublayer(x)) .

[ITo6 crpocTUTH 3aJIUIIKOBI 3'€HAHHS, BCi MiAMIApU MOJEINI, SK 1 IIapu
BOYZOBYBaHHSI, TEHEPYIOTh BUXOIH po3MipHOCTI d, . =512,

model

HexonyBajdbHuk (Decoder) — 11e 9acTHHA MOJIEN, K& TEHEPYE BUXiTHUN
TEKCT (HaNpuKIaj, nepexyian pedeHHs). JlekoqyBaJbHUK TeHepye BUXIAHY
MOCTIIOBHICTh  (HANpHKIaA, IEepeKyiaJl peueHHd) Ha OCHOBI BHUXOIY
KOJlyBaJIbHUKA.

Bin Takox cKIagaeThes 3 KiTBKOX MIApiB, alle Ma€ JOJATKOBI (PYHKIIIT.

[Tix yac HaBUaHHS AEKOIyBaJbHUK BUKOPHCTOBYE Mackosary yeacy (Masked
Multi-Head Attention), sika 3amo0irae «miArisgaHHIO» B MaiOyTHI TOKCHU.
Ie 3abe3meuye Te, MO cHCTEMa HE MOXKETE 3YUTYBAaTH HACTYIHI TOKCHH B
TEKCTi, TIOKM HE MPOYUTaeTe MOTOYHMI. MackoBaHa yBara — Ii¢ MEXaHi3M
yBaru, SKW@ 3amo0irae «migrisiiaHHIO» B MalOyTHI TOKCHH TiJ[ 4ac
HaBuaHHA. lle BaxiamBO I 3a0e3Med4eHHs KOPEKTHOI —TeHepamii
MOCJIiIOBHOCTEH.

[Mix wac HaBYaHHS MOJEIH MA€ JOCTYII JIUIIE 10 TOTOYHOTO Ta TOMEPEIHIX
TOKCHIB, a HE 10 MaiOyTHiX. Ile mocsraeThcs 3a JOMOMOrOK MAacKH, sKa
MIPUXOBYE MaiiOyTHI TOKCHH.

MexaHi3M yBard MOXKHa OIMCATH SK TIEPETBOPEHHs 3amuTy (query) Ta
Habopy map kiod-3HaueHHs (key-value) y Buxim, me Bci mi eleMEHTH
Mpe/ICTABNIEH] BEKTOpaMu. Buxiq 00UHCIIOETHCS K 3BAKEHA CyMa 3HAYEHb,
JIe Barl BU3HAYAIOTHCA (DYHKINIEI0 CYyMICHOCTI 3alHUTy 3 BiAMOBIAHUMH
KJTFOYaMH.

OcoOnuBuii BHJI YyBark, BHKOPHUCTaHWH y TpaHCc(hOpMepi, Ha3MBAETHCS
«Macumabosana yeaza Ha OCHOBI CKAIAPHO20 O0OYMKYY.

Bxix Brirouae:
- 3anutu Q i kmoui K po3mipHOCTI d, .
- 3nauenss V po3mipHocTi d,. Lle 3Ha4eHHs, AKi BiJNOBiIaI0Th KIH0YaM
1 MICTATB BacHe iH(OpMaIlio.
OOuHCIICHHS BKIIOYAIOTh TaKi KPOKU:

1. 3HaxOaUTHCS CKATSIPHUIN TOOYTOK 3aMUTY 3 KOXKHUM KITFOUEM.
2. PesymbraTd IinAThCS HA /d, .

3. 3acTtocoByeThcs softmax jyist HopManizallii BaroBux 3Ha4eHb.
4. Buxig — 1e 3BakeHa cyma 3HaYeHb.

<DopMyJ1a JIIsL 00uUnCaeHHS yBaru Mae€ BUTJIA:
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oK'

de
JlekoyBaJIbHUK TaKOXK "30CepelKyeThCs" Ha BHUXOJI KOIyBaJbHUKA, 1I00
BpaxoOBYBaTH KOHTEKCT BXiJHOTO TekcTy. Hampukiman, mig dac mepekiany 3

onmHiei MOBH Ha IHINY, JCKOAYBAJBHHK BHKOPHCTOBYE iH(OpMAIiio 3
KOJyBaJbHUKA, 00 MPABUIBHO MEPEKIACTH KOKHE CIIOBO.

V.

Attention(Q, K ,V) = softmax

Bazamoeonosa ysaca nao euxodom xodysanvHuxka — I1ie MEXaHI3M yBard,
SKMH ~ J03BONISIE  NEKOAYBIBHHKY  "'30CepelkyBaTHcsa' Ha  BUXOMI
KOIyBaJlbHMKA. lle momomarae Mopenmi BpaxOBYBaTH KOHTEKCT BXIiJHOTO
TEKCTY ITiJ] Yac TeHepallii BUXiTHOTO.

JlekonyBaIbHUK BHKOpHCTOBYE 3anuTH (Query) 31 CBOro MONEPEAHBOTO
mapy, a kmodi (Key) Tta 3mauenns (Value) Oepyrbcs 3 BUXOIY
KoayBaJbHUKA. Lle mo3BoIIsie MO/eNi BpaxoByBaTH iHQOPMAIIO 3 BXiTHOTO
TEKCTY TiJ] 4yac TeHepaii BUXiIHOTO.

3amicTh BUKOPHCTAaHHS OJHOTO MEXaHi3My yBar, 0araTorojoBKOBa yBara
MPOEKTYE 3aIUTH, KIOYi Ta 3HAUYEHHS /1 pa3iB y Pi3HI HiIIPOCTOPH, MicCis
4YOro BHMKOHYE TapaneibHy yBary. Lle no3Bosisie Moneni OFHOYACHO
00po0usTH 1H(pOpMALilo 3 Pi3HHUX HiIPOCTOPIB MPEICTABICHHS.

q)OpMaJ'IbHO 6araToron03y yBary HaJl BHUXOJOM KOJYyBaJIbHHUKA MOXKHa
3alrcaTu HACTYITHUM YUHOM !

MultiHead(Q, K,V) = Concat (headl,...,headh)WO,
ne head, = Attention(QW., KW/, VW,").

. 1 1
Y 1poMy 3amuci poekiii € napaMeTpuuHuMu MatputsiMu We e R d ]
, e
VV[K = ]Rdmodelxdk , VV[V c ]Rdmm[«lxd\ i WO & Rl

Y nepBuHHIH Moneni TpaHchopMepa BHKOPHCTOBYBAJOCh h=8 TOJIiB,
npudomy d, =d, =d, ,, | h="64

‘model
AHAJIOTIYHO 0 KOAYBAIbHHKA, IEKOAYBAJIbHUK TAKOX Ma€ MOBHO3B’SI3HUI
map (Feed-Forward Network), sikuit qogae HemiHilHICTE 1 00p00IIste naHi.

Sk 1 B KOAyBalbHHKY, HaBKOJIO KOXKHOTO MiJIIAPy JONAIOTHCS 3ATUULIKOGI
3 €OHAHHA MA BUKOHYEMbCA HOPMANI3aYis TIapy.

Jexonep Takox ckiamaerbes 3 N =6 imeHTHYHHMX ImapiB. OKpiM JIBOX
MimapiB, aHaJOTiYHUX EHKOAEpY, ACKOJEp MOJa€ TPETid IMiamiap, SKUi
BUKOHYE 0araTorojIoBKOBY yBary J0 BUXOJy CTEKy €HKOZepa.

Sk 1 B eHKozepi, 0 KOXHOTO HiIapy JOAAETHCS 3AIHIIKOBE 3'€JHAHHS, 32
SKUM CIIigye HopMamizamis mapy. OnHak y migmapi camMoyBaru JeKojepa
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3MIHIOETBCA CII0ci0 poboTu: BiH 3amodirae JOCTYIy 10 MaWOyTHIX MO3MILiiL.
Lle nocsiraeTbest 3a JOMOMOTOI0 MACKYBaHHS, K€ TapaHTYE, [0 IPOTHO3 IS
IMO3HIT { 3aJI€KUTH JIHMIIE BiJl BIIOMHMX BUXOIB /IS ITO3HIIH, MEHIIHX 34 I .
Ockinpku TpaHchopMep He BUKOPUCTOBYE PEKYPEHTHI ab0 3rOPTKOBI MIapH,
BiH HE Ma€ BOYIOBAaHOTO PO3YMIHHS NOPS/AKY €IEMEHTIB y IOCIiTOBHOCTI.
{06 BupimMTH IF0 IPOOTIEMY, O BXiTHUX BEKTOPIB JAONAIOTHCS MOZUYILUHI
kooysanns. lle crierianbHi BEKTOPH, SKi KOAYIOTh iH(OpMAaIlio Npo MO3HIIi0
KO’KHOTO TOKEHa B TOcHigoBHOCTI. DopMyma Ui MO3UIIHHOTO KOAyBaHHS
BUTIISA/IAE TaK:

. pos
PE S=SIN| ————— |,
(pos.2i) (100002’/dwn»1 j

pos
PE, i =COS| ————— |,
(pos,2i+1) [ 1000021/11,"/,‘1(,/ )

JIe pos — TO3UIlS TOKCHA, a [ — IHJEKC PO3MIPHOCTI.

ITicnsa ocTaHHBOTO MIAPY IEKOXyBaJIbHUKA JaHI MPOXOIATH Yepe3 JiHIHHUHA
map ta QyHkuito softmax, sika HepeTBOPIOE BEKTOPH Ha MMOBIPHOCTI s
KO)KHOTO TOKEHa B CIOBHHUKY. Lle mo3Bossie mopmeni BuOMpatd HailOinbIn
HMOBIPHUI HACTYITHUI TOKEH IIiJT 9ac TeHEepaIlil TEKCTY.

Toxkenizauin

[Mepmuit kpok HaBYaHHS TpaHChopMepa — Iie ToKeHi3alis1. TokeHizaTop — e
SK HOXKHII JJ1s cJIiB. BiH po3pizae TeKCT Ha MajeHbKi IIMaTO4YKH (TOKEHH),
SKi TpaHc(hopMep MOTIM aHaji3ye okpeMo. TeKcT po30MBaeThCS Ha MEHI
YaCcTHHH, SKi Ha3uBalOTh TokeHamu [Ovalle, 2024]. Lle MmoxyTh OyTH cIIOBa,
4acTHHM ciiB a00 HaBiTh cuMBodM. Hampukman, peyenns "Transformer is
amazing!" moxe Oytu po3obute Ha Tokenw: ["Transform", "er", " is", "
amazing", "!"]. [nmuit npuknax — mig gac aHamizy peweHHs: "LkimmiBa
mporpamMa WannaCry BukopucToBye BpasmuBicth CVE-2023-1234."
MoxyTtes Oytm BumineHi Ttaki TokeHwm: ["IIkimmmea", "mporpama',
"WannaCry", "BukopucroBye", "Bpasmuicth', "CVE-2023-1234"], abo
TOKEHH SIK MITKH CYTHOCTEM: ["Malware", "WannaCry", "Action",
"Vulnerability", "CVE-2023-1234"].

Tokenizarist gomoMarae MOeEJNi MPAMIOBaTH 3 TEKCTOM SK 3 Habopom
«TOKCHIB», a HE JOBIMMHU peveHHsIMHU. I[licis IbOro KOXEH TOKCH
MEPETBOPIOETHCS HA BEKTOP 3a JIOMOMOTOI0 EMOCIUHTIB — YHCIOBHUX
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HpeHCTaBHeHB, SIKi J01oMararoThb MOI[eJ'Ii HpaHIOBaTI/I 3 TCEKCTOM 4K 3
IIOCJTIJOBHICTIO YHCEIL.

TokeHi3allisi € OCHOBHUM €TaroM IONepenHboi 00pOOKH TEKCTY B MPOIECi
CEMaHTHYHOTO  iHAEKCyBaHHsA. Boma  3a0esmedye  CTPyKTypOBaHE
MPEJICTABJICHHS! TEKCTOBHUX JAHMX 1 MATOTOBIIIOE TX JUIS TIOJANBIINX €TalliB,
TaKMX SK eKCTPaKIis CyTHOcTeH 1 3B’sa3kiB. TowyHAa 1 TIpaBIIBHO
HAJIAIITOBaHA TOKCHI3aIlil € KIIOYOBHM CIIEMCHTOM JJS JOCATHECHHS
e()eKTHBHOCTI Ha HACTYIIHMX €TalaX iHICKCYBaHHS, aHAN3y Ta IMOIIYKY B
BEJIMKUX MAaCHBaX TEKCTOBUX JIAHHX.

TokeHizarist cIyKUTh 0a30BOIO OMEPAIlI€l0, sIKA MIATOTOBIIOE TEKCT IS
eKCTPAaKIil CYTHOCTEH, 3B’S3KiB 1 IOJAJBIIOr0 CEMaHTHYHOI'O aHANI3Yy.
3YIMUHUMOCH JIeTabHIIIE Ha I[bOMY IIPOIECi, PO3TISHYBIIX HOTO Pi3HOBHIH,
BaYIUBICTH 1 PUKJIAIN 3aCTOCYBAHHSI.

IcHye nmekinmpKka BHAIB TOKEHi3alii, cepen SIKMX TOKEHi3alis Ha piBHI CIIiB,
TOKEHI3allisl Ha PiBHI CIIiB CHMBOJIIB, TOKEHIi3allis Ha PiBHI cIiB ¢ppa3 abo N-
rpam TOILO.

TokeHizamiss Ha piBHI ClHiB — [¢ HAWIMOMMPEHINMHA MiAXid, € TEKCT
po30MBaeThCA HA OKpeMi CJIoBa. BiH miaxomuTh i OIIBIIOCTI MPUPOTHUX
MOB, [I¢ CIIOBa 9ITKO pO3MAiJEHI MpoOizaMu abo 3HaKaMH ITyHKTYAIii.
PosrnsHeMo mpuKiIam TOKeHi3amii pedeHHS: «ATaka Ha cepep Oyna
MPOBEJICHA BHOUI». Y pe3yNbTaTi MOXKHA OTPUMATH TOKEHH: [«ATakay, «Hay,
«cepBep», «Oyna», «mpoBeneHa», «BHOYI»]. Cmig 3a3HauUTH, IO TIPU
TaKOMY IPOILECi BUHUKAIOTh BUKJIMKH IIPU POOOTI 3 TAKMMH €IEMEHTAMHU SIK
abpesiatypu, 6aratokoMnoHeHTHI Ha3Bu (Hampukiaan, CVE-2023-1234), ta
CKJIa[HI CJIOBA.

ITpu TokeHizawii Ha pIiBHI CHMBOJIB TEKCT pO30MBAETBCS Ha OKpeMi
cumBosd. Taka TOKeHi3amis 3a3BU4ail BHKOPHUCTOBYETHCS Y BUMAKAX, KOJIH
Ba)XJIMBO 30€perTy Bci CUMBOJIM abo mpHu poOOTi 3 MOBaMH, Jie HEMAE YITKHX
PO3IiMoBaviB MiXK CIIOBaMH (HAaIPHUKIIAA, KHTaHChKa), HAIPUKIIA, pparMeHT
tekcty "CVE-2023-1234" po3buBaerscs Ha Tokenu: ["C", "V", "E", "-",
"2n, hon, 2n, 3, e, 2, 3, 4.

Lleit migxim [03BONIsiE MpALOBATH 3 OKPEMHMH CHMBOJAMH  Ta
CreliaJbHUMHU 3HAKaMH, 110 MOXKe OyTH KOPHUCHHM IpH aHaji3i TeXHIYHHX
TeKCTIB (Hanmpukiaz, y KibepOesmeri mpu poOoTi 3 Ha3BaMH BPa3IMBOCTEH
YW Bepciil mporpam).

IIpu Tokenizariii Ha piBHI (pa3 abo N-rpaM TEKCT po30HUBAETHCS HA TPYIH
ciiB abo (pas3y, IO T03BOJSIE 30eperTy OUTBIIEe KOHTEKCTY MiX cIoBaMH. N-
rpaMH — II¢ MOCTIOBHICTB 13 N CIIiB, SIKi PO3MIIAIAOTHCS K €IHMHUI TOKEH.
Hampuxman, Ttekcr: «llkimmuBa mnporpama WannaCry BHKOPHCTOBYE
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Bpa3nuBicTh.» Po30uBaeTscst Ha TokeHM (Oirpamu, N=2): [«IlkimmuBa
nporpamay, «mporpama  WannaCry», «WannaCry BHKOpPHUCTOBYEY,
«BHUKOPHCTOBYE Bpa3iuBiCTh»]. Takuii miaxix 4acTO BUKOPHCTOBYETHCS IS
MOJIMIIEHHS. TOYHOCTI aHalli3y NPH BHUTATYBaHHI CYTHOCTEH 1 3B’S3KIB MiX
HUMH, OCOOJIHBO JIJIsI CKIIaJJHAX TEPMiHiB, iMeH abo ¢pa3.

Haeuanns LLM

Benuki MOBHI MOfedl HaBYAKOTHCS HA BEJIMYE3HHX O00CArax TEKCTY,
Halivyactimie 3 IaTepHeTy. BOHM 3amamM'sTOBYIOTH, SK JIIOJAM 3a3BHYAit
OyAyIOTh PEYCHHS, I MOXYTh IHUCATH TEKCT TaK, HIOM HOro Hamucanga
JIIOJMHA.

Oco0iMBICTIO TaKMX MOJENeHd € 3IaTHICTh JIO «HaBYaHHS O€3 BUUTEIsD)
(unsupervised learning). Ile o3Ha4ae, MO MOJEITH HE MOTPEOYE PO3MIYCHUX
maHuxX (HampWKIan, Map pedeHb Uil repekiany). HaTtomicte BoHa
HABYAETHCA  HA  BEJIMKHX  00CArax  HECTPYKTYpOBAHOIO  TEKCTY,
BUKOPUCTOBYIOUM 3aBIAaHHS MacKyBaHHA. BOHH MOXYTh CaMOCTIHHO
BUBYATH CTPYKTYPY MOBH Ta ii 3aKOHOMIPHOCTI, ONPAIbOBYKOUU TEKCTOBI
JTaHi 0e3 momepeqHbO BH3HAUCHHMX Iap «3amuT-BiANOBimb». Lle mo3momse
LLM OyTr HaI3BUYaHHO THYYKAMHU W aIalTOBAHUMHU IO BUKOHAHHS Pi3HUX
3aBJJaHb, 30KpeMa aBTOMAaTHYHOTO TEPEKIANy, CTBOPEHHS PE3FOME TEKCTiB,
reHepanii BiANOBiAEH, CHHTE3y KOHTEHTY, Kiacu@ikauii JaHUX TOLIO.
Hampukiaa, mMonenb MOXe OTPUMAaTH PEUSHHS 3 MPUXOBAaHMM CJIOBOM i
HABYMTHCS IepeadavaTd I CIIOBO HAa OCHOBI KOHTeKcTy. lled miaxin
JIO3BOJIsIE TpaHCOpMEpaM 3aCBOIOBATH 3aralibHi 3aKOHOMIPHOCTI MOBH, SIKi
MTOTIM MO>KHA BUKOPUCTOBYBATH JIS Pi3HUX 3a7ad.

[MocmiIOBHICTh HABYAHHS BEJIMKOiI MOBHOI MOJICNI MOXKHA MPEACTABHUTH SIK
TIOCJTiTOBHICTP eTariB (puc. 2.2):

1. 36ip nanmx. CriodyaTKy 30MpalOTh BEIHKY KiBKICTh TEKCTOBHX ITaHUX 3
PI3HUX JDKEpeN, TaKUX SK KHUTHU, CTaTTi, BeOcaiiTu. Lle moTpiOHO, 00
Mozenb Moria "duutatH" Oarato iHGopMalii i HABYUTHCS PO3YMITH, 5K
OyIy€eThCst MOBA.

2. Tokenizauis. HacTynHuii kpok HaB4yaHHsA TpaHcpopmepa — 11
ToKeHi3amis. TokeHi3aTop — Ie K HOXKUII A ciiB. BiH po3pizae Tekcr
Ha MaJIeHbKI LIMaTOYKH (TOKEHH), sKi TpaHc(hopMmep MOTIM aHalizye
okpemo. lle momomarae mMoperi MpamioBaTH 3 TEKCTOM K 3 Habopom
«TOKCHIB», a HE IOBI'MMH peYCHHsMHU. [licias 1IBbOrO KOXEH TOKEH
MEPETBOPIOETHCS HA BEKTOP 3a JOMOMOIOK E€MOCIMHTIB — YHCIOBUX
MPEACTaBIICHb, SIKi JOIOMAraroTh MOJENI IPAIIOBaTH 3 TEKCTOM fK 3
MOCITiTOBHICTIO YHCEIL.

3. TpenyBanHs mopesi. Ha ocHOBI 3i0paHNX NaHUX Ta TOKCHIB MOJCIh
HABYAETHCS PO3YMITH CTPYKTYpy MOBH. BoHa BUMThCS mepeadavaTH, sike
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cioBO ab0 (pasa Mae 3'sBUTHCSA HACTymHUM y Tekcrti. Ile cxoke Ha
TpeHyBaHHS MO3KY BraJyBaTH IPOJOBXKCHHS pPEUCHb.

4. BnockonasenHss (Fine-tuning). Mojens HaBYaOTh TiJi KOHKPETHI
3amadi. Hampukian, ii Mo)KHa HABYMTH MMUCATH TEKCTH, BiIIIOBiIaTH Ha
MUTaHHS a00 CTBOPIOBATH OITOBITaHHS.

5. TecryBannusi. Mozenb NepeBipsAIOTh Ha HOBHX TEKCTaxX, SIKMX BOHA
panime He Oaumma. Ile moTpiOHO, MO0 TepeKoHATHCs, MO0 BOHA
MPAaBIJIBHO PO3yMi€ 3aBIAHHSA 1 1a€ TOYHI BiATIOBIII.

6. Peanbne Buxopucranns (Deployment). Ko Mozens no6pe mparrioe, i
MOKHa BHKOPHCTOBYBAaTH B pEallbHUX 3aCTOCYBAaHHSAX — HANPUKIAL, y
gaTax, JUIsl HAalTMCaHHS TEKCTIB 200 OMIOMOTH B ITOITYKY iH(popMaIrii.

2 . TokeHizauiga
1 . 36ip paHux

3 . TpeHyBaHHSA

4. THOHWUHT
oo
£ -
g 2

o A
i8S <= e *
c : »
o -l - >
W \E ﬂm\

Pucynok 2.2: IlocnigoBHICTE HABYaHHS BEJIMKOi MOBHOI MOJEII

MeTtonu mpeTpeHyBaHHs J03BOJSIOTh MOJACISIM BHBUATH MOBHI CTPYKTYPH
HA BEJIMKUX O00'€eMax TEKCTy Mepe] TUM, SIK ii BUKOPUCTOBYBATH [UIs
KOHKPETHUX 3aBJaHb. MOJIellb HAaBYAETHCS MependadaTH HACTYITHE CIOBO B
pCUCHHI YM TEKCTOBOMY ()parMeHTi, BUKOPHCTOBYOUHM KOHTEKCT 3
nornepeaHix ciaiB. LLM BHUKOPHCTOBYIOTH aBTOPETPECiHHUM MiAxix 10
TeHepallii TeKCTy, Ae KOXXHE HACTYIHE CJIOBO T€HEPYETHCS OIHE 33 OIHUM 3
BUKOPUCTAHHAM KOHTEKCTY momepenHix ciiB. Ile mo3Bomse womeni
TeHEPYBATH JIOBTI Ta 3MICTOBHI BUCIIOBITIOBAHHSI.
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[Ticnst mpeTpeHyBaHHS MOJEIb MOXE OyTHM HajalITOBaHa HAa KOHKpETHE
3aB/IaHHSA, TaKe K CCHTUMEHT-aHaJli3, MATMHHUN TTePeKJIajl 9M BiIOBIII Ha
nutanHsa. lle 1o3Bonsie Mojeni BHKOPHUCTOBYBATH 3100YTI 3HAHHS st
KOHKPETHHX CLIEHapIiB.

Yomy mpancghopmep cmag pesontoyicto

Tpancdopmep — ue apxiTekTypa, sika 3MiHWIa npaBwia rpu B cBiti LI
Bona no3Bommiia CTBOPUTH MOJENi, 3MaTHI e()EKTHBHO OOPOONATH BENHKI
o0CsiTM  TaHWX, HaBYaTUCS 0€3 BYHMTCNSA Ta 3aCTOCOBYBATHCSA IO
pi3HOMaHITHUX 3a/a4. [i MexaHi3Mu yBaru Ta mapaesisallisi CTaai OCHOBOIO
i Takux BimoMmux Mmogenei, sk GPT, BERT Ta 6araTo 1HIINX, SIKI CHOTOHI
BUKOPUCTOBYIOTHCSI B MiJIBHOHAX JIOAATKIB [0 BCHOMY CBITY.

Tpancdopmep MOXKHa YSBUTH SK PO3YMHOTO NOMIYHHKA, SIKUH BMi€ YATATH
Ta po3ymitd TekcTH. Komm TpaHcopmep 4YMTaE TEKCT, BiH CIIOYATKy
po30uBae #oro Ha 4YacTWHH, NOTIM IUBHUTHCS Ha KOXHY YaCTHHKY 1
HaMara€eThCsl 3pO3yMITH, SIKi CJIOBa HaWBaxJuBimti. [lami BiH MepeBOAUTH IIi
YaCTHHKH y 3PO3YMUII UIS HBOTO YHUCIa, 00po0IIsie IX 1 CTBOPIOE BiIIIOBiAb
a00 HOBHII TEKCT, IOTPUMYIOUHCh TPABUIILHOTO TIOPSIJIKY CIIiB.

®daxTrdHO, TpaHChOpPMEp Mae 6arato odei i MOKe OJHOYACHO JUBHUTHUCS HA
BCI CJIOBa y PEYCHHI, 3BEpTal0ud OCOOJHBY yBary Ha Ti, IO BaXKIUBI IUIA
posyMinHs. Le sk «cynepcunay, sika J03BOJIsIE€ PO3YMITH, PO LIO #ae MOBa,
HAaBiTh SKIIO PEUCHHS CKJIAJIHE.

EHKozlepy BHCTYNAIOTh SIK PO3yMHI Ie€peKIaaadi, ki HepeTBOPIOIOTh KOXKEH
IIMaTOYOK TEKCTy B Halip umcen, moO TpanchopMmep MIr iX 3pO3yMiTH.
Jlexkonepu — e Taki x nepekiiagadi, ajie BOHU EPETBOPIOIOTH YNCIIa Ha3a] y
TEKCT, 00 CTBOPHUTH BiAIOBIIb 200 HOBHMHA TEKCT.

INo3nwiiine KoqyBaHHS BUKOPHUCTOBYETHCS K HOMEPKH IS KOJKHOTO CJIOBA,
mo6 He 3aryOuTH IXHIH TOpSAAOK. baratoromoBuii MexaHi3M yBaru — Iie sIK
KOMaH/Ja 3 KiJbKOX CIIELIaJiCTIB, KO)KEH 3 SKUX 3BEpTae yBary Ha pi3Hi
YaCTUHU TEKCTy omHoudacHo. et mexaHi3M n03BoJsie (OKyCyBaTHUCh Ha
pi3HHX cioBax 4M ¢pazax. Hampuknan, ogae "oko" MOke 3BepTaTH yBary Ha
iMeHa, iHIIe — Ha Jii, a e OJHe — Ha MicIl. 3aBIsIKH IIbOMY TpaHC(hOopMep
oTpuMYye OinbIiie iHpopMarlii i KpaIie po3yMie CEHC TEKCTY.

Komm tpancdopmep umTae TEKCT, BiH BUKOPUCTOBYE OaratoroioBuit
MeXaHi3M yBaru, mo0 0JJHOYACHO 3BEPTATH yBary Ha Pi3Hi YaCTHHU TCKCTY.
Lle monomarae fioMy kpariie 3p03yMiTH KOHTEKCT 1 3HAUE€HHS KOYKHOTO CJIOBA,
0 B CBOIO Yepry JO3BOJIIE HOMY CTBOPIOBATH OiNBII TOYHI 1 KOPHUCHI
BiIIIOBII.
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Ha nuTanHs, 3aBAsSKK 4OMy apXiTeKTypa TpaHcdopMepa cTaja PeBOJIIOLIEI0
MOJKHa BIJIIIOBICTH, IO BOHA BiJPI3HIETHCS TAKUMHU BJIACTUBOCTSIMH, SK
mapaJienizalisi, rrodaabHa yBara, MacITaboBaHICTh 1 YHIBEpCAIBHICTB:

1. Ha BigMmiHy Big pEeKypeHTHHX MeEpeX, fAKi 0O0poOIsIroTh naHi
MOCTIIOBHO, TpaHchopMmep MOke OOpoONsSTH BCI  €IEMEHTH
MOCIJOBHOCTI 0IHOYAcHO. Lle 3HauHO MPHCKOPIOE HABYAHHS.

2. MexaHi3M yBaru [03BOJISIE MOJENI BPAaXOBYBAaTH 3aJ€XHOCTI MK
OyIb-SIKUMH €JIeMEHTaMH TOCIiOBHOCTI, HE3aJICKHO BiJ IXHBOT
BijcTaHi.

3. Tpanchopmep Moke e(pEKTUBHO HaBUaTHUCS Ha BEIMKHX oOcsrax
JaHMUX, W0 JIO3BOJIMJIO CTBOPHUTH Taki MOTyxHI Mozenmi, sk GPT,
BERT Ta inmmi.

4. Apxitektypa TpaHchopMep BHSABHJIACS MPHUAATHOI HE JHIIE IS
NLP, ane i ams oOpoOKu 300pakeHb, TeHEpallil My3UKH Ta IHIIAX
3ajad.

TakuM uYmHOM, TpaHC(hHOpPMEPH MOXKYTh aHATI3yBaTH Ta PO3YMITH MOBY
Kparie, HDK TONepeaHi MeToJAu. BOHHM TapaielbHO aHai3yIoTh BCHO
TIOCJIIIOBHICTB JJAHUX, II0 3HAYHO NPHIIBHIMIYE iX Ta JO3BOJSIE 00poOIATH
JoBri Tekct. L{i HelipoHHI Mepexi Ha el 4ac B)Ke BUKOPHUCTOBYIOTHCS B
OaraTb0X Cy4acHHX TIporpamax, 30KpeMa i TepeKiIaxy TeKCTiB,
HAITMCaHHS CTaTei Ta HaBITh CTBOPCHHS MY3HKH.

2.3. MoneJsb miecTu CyTHOCTe

JocmipkeHHsT cyTi 1 MOXKIIMBOCTEH BEJIMKMX MOBHHX MOJENEH, SK OCHOBH
noOynoBu cucteM LLM, 103BOMIIO y3arajJbHEHO PO3TISAATH I MO SIK
CYKYITHICTb ILIECTH CYTHOCTEH, a came, TOKEHIB, CJiB, CYTHOCTEH (TIOHSTH),
HapaTHBIB, TOAIN 1 TOKyMEHTIB (puc. 2.3).

Ilpy wpoMy pi3HI CYTHOCTI  BIAINIOBIZAIOTH pPi3HUM  (parMeHTam
JIOKYMEHTAJIFHOTO MAacHBY, Ha SIKOMY BiIIIOBiHa MOJIETh HaBdamacs. Tax
BCHOMY JOKYMCHTAJbHOMY MACHBY BIJIIOBila€ MHOXWHA TOKCHIB, SKHX Y
CYYacHUX CHCTeMax Moxe OyTH 0 COTEHb MUIBSPIIB.

CrnoBa MOXYTh BiJIIIOBiIaTH OJHOMY ab0 JEKiTHKOM TOKEHaM, BiAIMOBiIHO,
CYTHOCTI CKJIQIAfOTHCS i3 CITiB.

HapatuBn ¢opmymroroTecsi cmoBaMu, i M BiANOBiZae MEHIIa MHOXHHA
JIOKYMEHTIB. Jleski HapaTHBH OXOIUTIOIOTH IOJil, IO IM BiamoBigaroTe. He
BCIM HapaTHBaM BiIOBIAalOTh MOl (OCOONMBO B €HOXY MOCTIPABIN),
BiJIOBIIHO, TIOJIiT CIIBBiAHOCATHCS 1€ 3 MEHIIIMM 00CSATOM JIOKyMEHTIB.
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Cyri JlokymeHTH

l'Io:lﬁ\ ///&
o

Haparusn

MonsiTTst \

CaoBa \ .

Toxenn

PucyHnok 2.3: EnemenTH Bennkoi MOBHOI MOJIeNi

SIk moka3aHo Ha puc. 2.3 eneMeHTaMK MO,I[GJ'Ii, IO pO3TIIAAA€THCA, €:

Tokenu, TOOTO HaIMEHIIII OJMHUII TEKCTY, 3 IKAX CKIaJAlOTHCS JaHi, Ha
SKAX HaBYAIOTHCS BEJIMKI MOBHI Mozeni. [le MoxyTs OyTH okpemi cuMBOIH,
YaCTHHM CJIiB a00 I CJIoBa.

Cnoea — 2pynv TOKEHIB, sIKi MalOTh TIeBHE 3Ha4YeHHA. J[1s1 e(heKTHBHOTO
aHaJi3y TEKCTY CJIOBA YaCTO HOPMAITI3YIOTHCSA JI0 iXHBOI HOpMAIBHOI (hopMH
(nemn). Hampukna:

«BifOynacs» — «BiAOyTUCS» (11€CIOBO B iH(IHITHBI);

«koH(pepeHLii» — «KkoH(epeHliss» (IMEHHUK Yy Ha3MBHOMY BiJMiHKY
OJIHUHH).

BuxopucTtaHHs JeM T03BOJISIE 3MEHIIUTH KiJbKICTh YHIKaJbHHX CIIB Y
MOJIEI, [0 CIpOIIye 0OPOOKY TEKCTY Ta MOKPAIIYE PO3YMiHHS CEMAaHTHKH.

Cymnocmi (nonamms) — iMCHOBaHI OO'€KTH, Taki SIK JIFOAM, MicCIIf,
oprauizanii, noxaii Tomo. CyTHocTi MOXYyTh OyTH ineHTH(iKOBaHI yepes
aHai3 ciB y ixHill HopManbHil popmi. Hanpuxnan:

«Kuei» — «KuiB» (IMEHHUK Y Ha3UBHOMY BIIIMIHKY);
«2023 poxy» — «2023» (ducno).

Hapamueu — uge icropii abo OmoOBimi, sKi CKIamalOThCA 31 CIiB Ta
cytHocTer. Hopmairizariss ciiiB mormomarae BHIUTATH OCHOBHI TEMH Ta ifei,
110 JIe)KaTh B OCHOBI HAPATHBY.

Ilo0ii, T00TO nii, siKi BiNOYBarOThCsA B 4aci. BoHM yacTo TOB’s3aHi 3
JIECIIOBaMHM, SIKI TaKOX HOPMAaJI3YIOTHCS A0 IH(IHITHBY JUIS CIPOLICHHS
aHanizy. Hampukman:

«B1IOymacs» — «BiIOYTHCY;
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<<06r0130p103annc;1» — <(06FOBOpIOBaTI/IC)I».

Joxkymenmu, abo 3i0paHHS TEKCTy, Taki SIK CTATTI HOBHUH, 3BiTH a0o
3aKOHOMPOEKTH. Y paMKaX JOKYMEHTIB CJIOBa Ta (ppa3u TAKOK MOXKYTh OyTH
MPUBEZCH] 10 HOpMAIBHOT (pOpMH JUTS TIOKpAICHHS OIIYKY Ta aHali3y.

Ipuknao. Peuenns «Y 2023 poui B Kuesi BinOymacst koHdepeHwuis 3
MITYYHOTO 1HTENEKTY, Ha SIKid 0OTOBOPIOBAIMCS HOBI MiAXOIU 10 HaBYAHHS
BEJIMKMX MOBHHUX MOJICIICH.»

Ile peueHHs MOXXHA PpO3KIACTH HAa OCHOBHI CYTHOCTI, BPaxOBYIOUH
HOPMaJIbHI (POPMH CITiB:

Toxenn:

[«¥Y», «2023%», «poky», «B», «KueBi», «BimOynacs», «KOHQEPEHIID», «3»,
IITYYIHOTOY, «IHTCICKTY, «,),...]

CroBa (HopMaubHi GOpMH):
«Y» — «y»;
«2023 poxy» — «2023»;
«Kuesi» — «Kuisy;
«B1IOYyMACS» — «BIIOYTHCY;
«koH(pepeHwis» — KKOH(PEPEHLIS»;
«OOTOBOPIOBAIUCS — «OOTOBOPIOBATHCSY)
«HaBYAHHI» — «HABYAHHSY.
CyTHOCTI (TTOHATTSA):
Jloxkamis: «KuiBy».
Tomist: «BinOyTHCS KOHBEPEHITisN).
TexXHOJIOrIT: «BEJINKI MOBHI MOJIEII.
Yac: «2023».
Haparusu:

OnoBigs Mpo KOHQEPEHIII0 3 MTYYHOTO IHTEIEKTYy, N1e OOrOBOPIOBAIHCS
HOBI MAX0aM 10 HaBuYaHHI BMM.

Tonii:
«BinOyTHcst KOH(EepeHLis 3 ITYYHOrO IHTEIEKTY».
JoxymeHTH:
PedeHHs € 4acTHHOO OUTBIIOrO TOKYMEHTA, HATIPUKIIAM, CTATTi YH 3BITY.

3anpornoHOBaHAa MOJIEIb, SIKa BKIFOYAE LIICTh OCHOBHHX CYTHOCTEH (TOKEHH,
CJIOBa, CyTHOCTI, HAPATHBH, MOJII Ta JOKYMEHTH), € OLIBII JeTaji30BaHO0
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Ta YHIBEpCAJIbHOIO MOPIBHSIHO 3 IONEPEeIHIMH CIPOIIEHHMU MOJEISIMH.
Posrmsim Takoi Momeni Mae Kibka BaXJIMBHX TIepeBar il aHATI3Y
TEKCTOBUX JaHUX, OCOOJMBO Y KOHTEKCTI BEIMKAX MOBHUX Mozenei (BMM)
Ta iH(pOPMaLiHHOTO MOJICITIOBAHHSL.

Panime, Hanpukmazg, y cucremax tumy Palantir, BuKopucToByBanmcs Oiibin
MIPOCTI MOZETI, sIKi Oa3yBasUCs JIHIIE HA TPHOX OCHOBHUX CYTHOCTSIX: CJIOBO,
mojis Ta JOKyMeHT. [le 103BOMsI0 e(heKTHBHO MPAIIOBATA 3 KOHKPETHUMH
3aBJJAHHSAMHU, TAKAMH K aHAaJi3 HOBUH a00 PO3CHiMyBaHHs MO, ajae Maio
MEeBHI OOMEXEHHS:

— o0MexeHa IJIMOMHA aHaTi3y, TOMY IO Taka MOZEIb HE BPaxoByBaja
CEeMaHTHYHI 3B’S3KM MDK CJIOBaMH, HE BUAULIIA OKpPEMi CYTHOCTI
(Hanpukiaj, iMeHOBaHi 00 €KTH) 1 HE BpaxoByBaJla HAPaTHUBH;

— HU3bKA AJANTHBHICTh, OCKUJIBKM CIPOMICHI MOJENi  I[OTaHO
CIPaBIBUINCS 31 CKIAJHAMHU TEKCTaMH, JIe IOTPiOHO OyIIo aHai3yBaTH
B3a€EMO/IIF0 MK PI3HUMH PiBHSIMH TEKCTOBOT iH(opMmarii;

— BIJCYTHICTh HOpMaJi3awil ciiB. Y Takux MOJEISX HE BPaxOBYBAIUCS
HOpPMaJbHI (OPMH CIIB (JIEMH), IO YCKIAIHIOBAJIO OOpPOOKY TEKCTY
Ta MPU3BOJMIO JIO HAJUIMIIKOBOCTI JaAHUX.

3anporoHOBaHa MOJENb BHUDIIIye Wi NPOOJIEMH, JOJAI0OYM HOBI piBHI
a0cTpaxirii Ta getasmizaii.

Jlo mepeBar 3ampoNOHOBAHOI MOJAETI MOXHA BiTHECTH YHIBEPCAJIBHICTH,
TTHOOKMI CEeMaHTHYHUH aHalli3, e(heKTHBHY OOpOOKY TEKCTY, MOKpAIleHY
IHTEpIpETaLiio NOAIHN, T ITPUMKY CKIIAHUX 3aBAaHb.

Mogens OXOIUTIOE BCi  KIIFOYOBI aCIEKTH TEKCTOBOTO aHami3y: Bif
HallMEHIIMX OAMHMIG (TOKEHM) JO0 HAWBHINOTO piBHA opraizamii
(moxymenTtn). BoHa Moxe OyTH 3acTocoBaHa JI0 OY/b-SIKOTO THITY TEKCTOBHX
JAHUX: BiJl KOPOTKUX WOBIIOMJICHb IO JOBIHX HAyKOBHUX CTaTeH 4YH
3aKOHOJIABYMX JOKYMEHTIB.

Buninennst cyTHocTe# (MMOHATH) O3BOJISIE TOYHO iIEHTH(DIKYBATH KIFOUOBI
00’€KTH, PO AKi HAETHCA y TEKCTI.

AHaiiz HapaTWBIB JOIOMAarae 3po3yMiTH 3arajibHy TeMy a0o icTopiro, IO
PO3MOBIAAETHCS.

Buxopucrtanas HOopManeHHX (OpM CIIiB (JieM) crpourye oOpoOKy TEKCTy,
3MEHIIY€E KUIBKICTh YHIKQIBHHX CIIiB 1 MOKPAIlye CEMaHTHYHE PO3YMIHHSI.

Mopenb BpaxoBye B3a€MO3B’S3KM MDK PI3HUMH DIBHSIMH TEKCTY, IO
JI03BOJISIE Kpallle aHalli3yBaTH KOHTEKCT.

[Tonii MOB’A3yIOTHCSI 3 YacoM, MICIIeM Ta YYaCHHKAMHM, IO TIOJETIIYE iX
iIeHTH]IKALIIO Ta aHAaTi3.
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Mogens BpaxoBye, IO HE BCi HapaTUBH BiAIOBIAAIOTh PEATBHUM MHOMiSIM
(0co0MMBO B €MOXY MOCTHPABIH ), IO POOUTH 11 OLTBIN THYYKOTO.

Mopenb Moxe OyTH BHKOPHCTaHA Ul LIMPOKOTO KOJa 3aB/IaHb, TAKHUX SIK
TeHepaliss TeKCTy, aHaji3 HapaTHBiB, BHSBICHHA Je3iH(popMmallii,
MIPOTHO3YBAaHHS TPEHIIB TOLIO.

TakuM YHHOM, 3allPOIIOHOBAaHA MOJENb, SKa BKIIOYAE IIICTh CYTHOCTEH
(TOKeHH, cJoBa, CYTHOCTi, HApaTHBH, IMOMAIl Ta IOKYMEHTH), € 3HAYHUM
KPOKOM BIIEpell y TOPIiBHSHHI 3 TOINEPEAHIMH CIPOIICHUMU MOJIEIIIMH.
Bona 3abesmedye Oinmbil THOOKHH Ta KOMIUICKCHHH aHANi3 TEKCTOBHX
JTaHWX, IO OCOOJIMBO BAXKJIMBO y CYYacCHOMY CBITi, A€ o0caru iH(opmariii
MOCTIHHO 3pocratoT. OCHOBHI TIepeBard Mojelli MNOJATalTh Yy i
YHIBEpPCaJIbHOCTI, CEMAaHTHYHIHM I'MTHOMHI Ta 31aTHOCTI e(eKTUBHO 0OPOOIIATH
BEJIMKI MaCHBH TEKCTY.

Takwif MiAXiA OO3BOJIAE JIIMIE PO3YMITH CTPYKTYpPY Ta 3MICT TEKCTY,
BUSIBILITH ~ KJIIOYOBI ~ CYTHOCTI, HapaTMBM Ta 1OAii, TeHepyBaTH
BUCOKOSIKICHUM ~ TEKCT, SKHH  BIJNIOBiJa€ KOHTEKCTY, aHaJi3yBaTH
iH(opMaIliiiHi OTOKH Ta BUSABIIATH OTEHLINHI 3arpo3H.

OTXe, 3ampolOHOBaHA MOJEIL CTBOPIOE TMOHATIHHY OCHOBY IS
MOAANBIIOT0 PO3BUTKY TEXHOJNOTIH OOpOOKHM TPHPOAHOI MOBH Ta
iHpOpMaLiITHOTO MOJIETIFOBAHHS.

2.4.TeHepalist KOHIENTIB Ta 3B’ A3KiB

I'eHeparrist KOHIETITIB Ta BUSBJICHHS 3B’ SI3KiB MiJK HUIMU y KOHTEKCTI aHATI3y
TEKCTOBUX JaHuX mpu nociimkeHHi I[IB e omHuM i3 KIHOUOBHX 3aBIaHb
CYYacHHX BEIIMKMX MOBHHX Mojeiel, oco0nmBo, MOOYAOBH CEMaHTHYHMX
MoOzeNnell Ta IPOTHO3YBaHHS cTparterid iHdopmaniiiHoro BrmBy. lle
3aBJIaHHA BKJIIOUa€ EKCTPAKI[I0 HOBHX CyTHOCTeH (TIOHSTH) Ta BHSABICHHS
PI3HUX THITIB 3B’SI3KiB MK HUMH 3 aKIICHTOM Ha TPOMIIT-iHKAHIPUHT 5K
OIIUH 13 Halle()eKTHBHIMINX IHCTPYMEHTIB JJIsI TAKUX 3aBIaHb.

Jns kparoro po3yMiHHS HYDKYe OyAyTh HaBEICHI NMPUKIIAIH, BKIIOYAIOYN
BEJIMKHMH TPUKIIAZ 3 00J1acTi iHPOpMaLliitHO-IICHXOJIOTIYHUX BilfH.

Excrpakifiss MOHATH 3 TEKCTIB — Ii¢ NPOIEeC aBTOMAaTHYHOTO BUSBICHHS
3HAUyIMUX O0’€KTiB, TOMIIH, XapaKTepUCTUK Ta B3a€EMO3B’S3KiB, SKi €
KIIFOYOBHMU JUIsL PO3yMiHHS TekcTy. Lle MoxyTh OyTH iMEHOBaHI CyTHOCTI
(HampuKiaz, JFOIU, OpraHi3aiii, JOKaIlil), a0CTpaKkTHI MOHATTS (HAPUKIA],
"cBobOoma", "Oesmeka'") ab0 KOHKpETHI TEepMiHM (HANpHKIaA, "MTYyIHHN
IHTEeNIeKT").

JU71st BUSBIICHHSI HOBHX CYTHOCTEH B paMKax LbOTO KYPCY BUKOPUCTOBYETBCS
npomnt-imxkuHipuar (Prompt Engineering) — 1e TexHika, npu sKii
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(dopmynroeTbest crienudivuHe 3anutaHHs abo iHcTpykuis Juist LLM, mo6
OTpUMaTH OakaHUH pe3yJbTar.

Hampukaz, /st BUSBJICHHS HOBUX IMOHSTh MOXKHA BUKOPHUCTOBYBATH TaKHUi
3armuT (TIPOMIT):

Buginu 3 TeKCTy BCi KMOYOBI MOHATTS, NOB'A3aHi 3 TEMOHO iHbopmaLiiHOi 6e3neku.

Mopgenb aHanizye TEKCT i MOBEPTA€ CIIMCOK IOHATH, TAKHX K «KibepaTakmy,
«(pelkoBi HOBHHIY, «IIPOTIATaH/Aa».

Ipuxnao. Texet: «Y 2023 poti crioctepiranocs 3pocTaHHs KibepaTak Ha
KpUTHYHY 1HQPACTPYKTYypy. 3JIOBMHUCHHKH BHKOPHCTOBYBAIM (DEHKOBI
HOBHHH JUTSI MAHIMYJIALIT CYCIIUTBHOIO TyMKOFO.)

Pesynerar: Kimo4oBi mOHATTS: «KibepaTaku», «KpUTHIHA iHYPACTPYKTypay,
«3IIOBMHCHHKNY, «(EHKOBI HOBHHI», «MaHIMYJISILIs», «CYCIIJIbHA yMKay.

B pamkax MeroniB iMeHoBaHOi ekcrtpakuii cyrHocteir (Named Entity
Recognition, NER) 3miiicHIOETbECS BHSBICHHS IMEHOBAaHMX CYTHOCTEH Yy
TEKCTi (HallpUKIal, iMeH JIFo/Ieil, Ha3B OpraHisaliil, 1ar).

VYV xomb6inamii 3 LLM meit Meron crae OUTBII THYYKHM, OCKUTBKH MOJIEITH
MOJKE BPaxOBYBAaTH KOHTEKCT 1 BUIUISATH aOCTPAKTHI HOHSTTS.

Ipuxnao. Teker: «Opranizanis 'KiGepmut' npoBena TpeHIHT Ui 3aXHCTY
Bif kibepaTak y 2023 porti.»

Pe3ynprar 0XOmTIOE Taki aCeKTH:

1. ImenoBani cytHOCTi: «KibepmuT» (opranizarmis), «2023 pik» (dac).

2. AOCTpakTHI MOHATTS: «TPEHIHI», «3aXHUCT», «KiOepaTaKkm.

3. Tematnune  mozemoBanHs  (Topic  Modeling):  Temaruune
MozenoBaHHs (Hanpukian, LDA) mo3Bosisic BUSBISATH 3arajibHi TEMH
Y BEIMKOMY MaCHBi TEKCTiB.

Hanpuxitan, y Tekcrax npo iHpopMaliiiiHy 6e3nexy MOXyTh OyTH BHAIICHI
Temu "Kibep3axuct', "colianbHa iHKeHepis'" Tomo.

Kitactepu3anisi cCeMaHTHYHUX BEKTOPIB:

CroBa Ta (hpa3u MepeTBOPIOIOTLCS Y BEKTOPH 32 JIOTTOMOTO) METO/IiB, TAKUX
sk Word2Vec, FastText abo BERT embeddings. Ilicis 1poro
3aCTOCOBYEThCS Kiacrepu3amis (Hampukian, K-means), mo0 BHIIIATH
TPYIH OB’ I3aHUX MOHSITh.

Busenenns 36’a3kie ma ix munie miyc nonammsamu

ITiciisa TOro sIK MOHATTS BUABJIEHI, BAXKJIUBO BCTAHOBUTH 3B’ SI3KU MK HUMU.
Ile mo3BOJIsIE CTBOPUTH CEMAaHTHUYHY MOJEIb TEKCTY, SIKa MOKAa3ye, SIK Pi3Hi
IIOHSTTS TTOB’sI3aH1 MK CO00I0.
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3B’A3KH MK HOHSATTAMH MOXYTh OyTH Pi3HHMH 32 CBO€IO IIPHPOJIOIO:

CemaHTH4HI 3B’s3KM: 3B S3KM, 10 BiJOOpaXkarOTh CXOXICTh  a0o0
MPOTWICKHICTE MDK MOHATTSIMH. Hampuximam, «0esmekay — «3aXucTy,
«Hebe3IeKa» — «aTakay.

KonrekcryanbHi 3B S13KH: 3B’SI3KH, 10 BUHUKAIOTh Y NEBHOMY KOHTEKCTI.
Hanpuxuan, y Texcrax npo iHdopMalliiiHy BiffHy «IIpoliaranziay Moke OyTH
OB’ sI3aHA 3 «MAHIITYJISIIISIMI.

Kays3anpHi 38’s13k1: 3B’S3KH, 1[0 BKa3yIOTh Ha IPUYUHY Ta HACTI/IOK.

Hampukman, «deiikoBi HOBUHM» — «Ae3iHpOpMaIisly — «CYCIiJIbHA
MaHiKay.

XpOHOJOTIYHI 3B’SI3KU: 3B’5I3KH, IO BiIOOPaXKAIOTh MOCIIIOBHICTH MOIIi.
Hanpukiaz, «atakay — «peakxilisy» — «pe3yabTaTy.
J1ist BUSIBIICHHSI 3B’ SI3KiB MIXK TIOHSTTSIMH BUKOPUCTOBYIOTBCSI TaKi METOIH:

1) INpoMIT-iHXHUHIPHHT, KU JO3BOJISIE 3a1aBAaTH MHUTAHHS TIPO 3B’ SI3KH
MDK MOHSTTSMH. Hampukiazn, npu BUpIMIEHH] 3aBIaHHS BUSIBICHHS
3B’SI3KIB MOHSTH «(eiiKoBI HOBUHM» Ta «IOJITHYHA HECTAOUIBHICTB»
MOJie/Ib IOBEPTA€E IOSCHEHHS Ta MOXKE€ HAaBECTH NpUKiIanu. [Hmmit
npoMnt: «Sk moB’si3aHi MOHATTS '(eiikoBi HOBMHM' Ta 'MOJITHYHA
HECTaOIIBHICTE'?» TPHUBIUTH A0 pe3ynpTaTy: «DeHKoBi HOBHHHU
MOXYTh CIIPHYNHATH TOJITHIHY HECTaOLIBHICTh Yepe3 MaHIITyJISIII0
CYCIIJIBHOIO JTyMKOIO Ta 3HW)KEHHS JIOBIpH JI0 BJIAJIN.)»

2) AHaii3 CeMaHTHYHHX BEKTOPIB MpPU SKOMY CEMaHTHYHA OJIM3BKICTh
MIX CIIOBaMH BU3HAYAETHCS 32 JOIIOMOTOI0 KOCHHYCHOT BiJICTaHi MiX
ixHiMu Bekropamu. Hanpukman, cioBa «Oe3leka» Ta «3axHCT»
MaTHMYTh BHCOKHH TOKa3HUK OIM3BKOCTI.

3) I'pahoBe MonenIOBaHHS, MPU SKOMY HOHSTTS HPEICTABIISIOTHCS SIK
BepIIMHU Tpada, a 3B’S3KHM MiXK HUMH — sk pedpa. Lle mosBoisie
Bi3yalli3yBaTH CTPYKTYpPY TEKCTy Ta aHaJi3yBaTH II BIACTUBOCTI
(HanpuKIa], KIacTepy, IEHTPaIbHI BEPLIMHH).

4) Pensuiiinuii aHaji3 JT03BOJISE BUSBIIATH 3B’SI3KH MK MOHATTSIMH Ha
OCHOBI TpaMaTHYHHX KOHCTPYKIiH y Tekcri. Hampukman, amami3
peUeHb MOXE MMOKa3aTH, MO «(eHKOBI HOBUHMY» YaCTO BHUKIMKAIOThH
«HETOBIpY».

Excrpakiiiss KOHIENTIB Ta 3B’SI3KIB Ma€ IIMPOKE MPaKTHYHE 3aCTOCYBaHHSI
JUISL TAKKUX 3a71ad, SIK:

1) Anami3 inpopMariiiHuX KaMnaHii, y TOMy 9HCIIi:
— BUSBICHHS IICHTPAIGHUX TEM 1 MOHATH Yy MPOMAraHIMCTCHKUX

MaTepianax;
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— aHaJi3 3MiH Y HapaTHBax 3 4acoM.
2) Ilporao3yBaHHS CIIeHapiiB, a came:

— MOJICJIIOBaHHS MOXKJIMBHMX CLEHApiiB mommpeHHs iHpopmanii Ta
KOHTP3aXO/IiB;

— BUSBJICHHS TOTCHI[IMHMX 3arpo3 Ha OCHOBI 3B’SI3KIB  MiK
MOHATTAMU.

3) BusBieHHS HOBUX METO[IB BIUIHBY IUIIXOM:

— igeHTH(]IiKaNii HOBHX CTpaTETii MaHIMyIALI] Yepe3 aHami3 3B’ S3KiB
MK TIOHATTSAMH.

— MPOrHO3YBaHHS 3MiHH aKIEHTIB y MPONMAaraHANCTCHKUX KaMIaHisX.
4) Ouinka eeKTUBHOCTI iIH(POPMAIIITHOTO BILTUBY, TOOTO

— aHai3 TOro, sIK 3MIHIOIOTHCS 3B’SI3KM MIX MOHSATTAMH Y TEKCTax
JI0 Ta micis iHhopMaLiiHOT KaMITaHii.
HaBememo mnpukiag 3 oOmacti  iHQOpMamidHO-TICHXOJNOTIYHUX — BilH,
PO3IIITHEMO TEKCT ISl aHAI3Y:

«Y 2023 poyi cnocmepiecanocs akmuehe UKOPUCMANHI (elKOBUX HOGUH OJis
maninynayii cycninoHoro Oymkor. OCHOBHUMU yinamu Oyau ROXIMUYHA
HecmaobilbHiCMb MA eKOHOMIMHA NAHIKA. 3108MUCHUKU GUKOPUCIOBYBALU
coyianvui mepesci 01 nowupents 0esingopmayii, Wo npuseeno 00 Macoux
npomecmie y 0esikux pecionax.»

HaBenemo HaiiMeHyBaHHS €TariB TOCIiPKEHHS Ta X pe3yIbTaTiB:
Eman 1. Excmpaxuyia noname:

— ImenoBani HOCTI: iK qac), miaJIbHI  MEpexI
ImenoBa cyrnocti:  "2023  pik" ac "comianapHi epexi"”

(mmardopma).
— AocrpakTHi moHATTS: "(eiikoBi HOBUHM", "MaHIMynsMis", ""cycinbpHa
nyMmka', 'mojiTMuHa ~ HecTaOiMBHICTB', "eKOHOMIYHa TaHika",

"nesindopmaris”, "MacoBi mporectr".
Eman 2. Busaenennsn 36’a3kia:

— CeMaHTHYHI 3B’ S3KH:
— «(pelikoBl HOBUHI» — «JIe3iHPOPMAITis».
— «MaHIIyJSLIS» — «CyCHUIbHA TyMKay.
— Kay3anbHi 3B’ s13k1:
—  «(elKoBi HOBUHNY» — «MaHIMYJIAIis CYCIUIBHOIO JTyMKOIOY.
— «MaHINyJsIis ~ CYCHUIBHOIO  AYMKOIO»  —  «IIOJITHYHA
HECTaOITBHICTEY.
— (TOJNITHYHA HeCTaOIIBHICTE) — «MacOBi IPOTECTH.
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— XpOHOJIOTYHI 3B’ SI3KH:
— «2023 pik» — «aKTUBHE BUKOPUCTAHHS (EHKOBUX HOBUHY.

Eman 3. Bizyanizauia (zpaghose mooeniosannus):

— CrBoproethes rpad), ¢ BepIIHHAME € MOHATTS, a peOpaMu — 3B’SI3KU
Mix Humu. Hanpuknan:
— BepumHn: «(peWkoBi HOBHHW», «MaHIMYILIisA», «CYCIiJIbHA
JIYMKay, IOTITHYHA HECTAOITBbHICTEY, «MACOBI MIPOTECTHY.
— Pebpa: «pelkoBi HOBHHN» — «MaHIITYJAIIN, «MAHITYISIIT» —
«CyCIUTBHA JTyMKay», «IOJIITHYHA HECTAaOUIBHICTB» — «MAacCoBi
MIPOTECTH.

Eman 4. Bucnoexu:

— T'onoBHa Tema: BuUKOpHCTaHHSA (PEHKOBMX HOBHH IJIS MaHINyJISIil
CYCIIITbHOIO  JYMKOIO 3  METOI0  CTBOPEHHS  MOJITHYHOL
HECTa0ITBHOCTI.

— KirouoBi 3B’s13ku: (peiikoBi HOBHHM — MAaHIMYILis — MOJITHYHA
HECTabITBHICTE — MacoBi MPOTECTH.

— TloTeHmiiiHi KOHTp3axomu: OJIOKYBaHHSA JDKepen ne3iHdopMariii,
MPOCBITHHUIIBKI KaAMIIAHii.

TakuM 4MHOM, TEHEpPALlisl KOHICNITIB 1 3B’A3KIB € KIFOYOBUM IHCTPYMEHTOM
JUIS aHaNli3y TEKCTOBUX JaHMX Ta MOOYJAOBH CEMaHTUUYHHMX MOJIEIeH.
3anponoOHOBaHUH MiJXif, SIKUH BKIOYA€ CKCTPAKIIIO ITOHATH Ta BUSBICHHS
3B’s13KiB, 3a0e3neuye IiIMOOKE PO3yMiHHS TEKCTY Ta JO3BOJISIE €(pEeKTHBHO
BUDILITYBaTH CKJIQJHI 3aBJaHHSA, Taki SK aHaNi3 iHQOPMAIIHUX KaMIaHiH,
MPOTHO3YBaHHsI CIIEHAPIiB Ta BUABJICHHS HOBUX METO/IIB BILUIUBY.

[IpoMIT-IEKUHIPHHT Billirpae KIFOYOBY POJIb Y IIBOMY IIPOLECi, OCKIIBKH
JI03BOJIsIE TOUHO KepyBatu LLM mnst orpumaHHs OaykaHUX pe3yJbTaTiB.
KomOiHanis NpoMNOT-iHKUHIPHHTY 3 IHIOUMH METOJaMH, TaKHUMH SK
CEMaHTHYHWIA aHaJli3, BEKTOpPHU3aIlis Ta rpaoBe MOJCIIOBAHHS, pOOUTH e
MIAX1T MAKCUMAITEHO €()eKTHBHIM.

2.5. MeT0/,0/10Tifl «pOI0 BipTya/IbHMX €eKCHEePTIB»

Meron «poro BipTyansHuX ekcrieptiB» (Swarm of Virtual Experts) — ne
MiAXiT 70 aBTOMATH30BAHOTO CEMAHTHYHOIO aHamizy, B sikomy LLM
BUKOPHUCTOBYIOTHCS I 0AaraTopa3oBOT0 BHITYYEHHS KOHIIETITIB 1 3B’S3KiB i3
TEKCTY, L0 I03BOJISIE C(DOPMYBATH 3BAKEHY CEMAaHTUUHY MEPEXY.

LLM cranu iHCTPYMEHTOM IJIsI BUTATY CYTHOCTEH (KOHIICTITIB) 3 TEKCTiB 1
3B’SI3KIB MK HUMH. L{eii mporec JIeXUTh B OCHOBI CTBOPEHHSI CEMaHTHYHMX
MEpeX, SKi MOXYTh 3aCTOCOBYBAaTHCS B DI3HHX cdepax — BiI aHaIizy
BEJIMKHX JAHHX JI0 MOOYM0BH cucTeM 3HaHb. OHAK IPH BUKOPHCTAHHI IUX
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MoOJieiell BUHUKAE KiIbKa CyTTEBUX MPOOJIeM, TaKUX SIK TaJrOIMHAL, 3aiiBi
a00 HEeCYTTEBI 3B’SI3KH, & TAKOXK MPOIMYCK BAKIMBHUX MOHATH. [le ocoOnmBo
KPUTUYHO B 3a/adaX, IOB’s3aHHUX 13 OE3MEeKol0, Je MPOIYIIeHa 3arpo3a
MOe€ IPU3BECTH JI0 CEPHO3HUX HACIIIKIB.

JUJIs 9acTKOBOTO TOMONIAaHHA IHMX MHpoOieM Oyio 3ampoNOHOBAHO MiJXiT,
KA TPYHTYEThCS Ha MHOXHHHHX BHKIMKax LLM (BEMUKHX MOBHHX
MoJienieil) 3 PI3HHMH INPOMITAaMH, POJSIMH Ta MOACISAMH, a TaKOXK Ha
arperyBanHi pe3ynbTariB. ToOTO, 3ampOMOHOBAHUUN MinXin 0a3yeThcs Ha
Gararopa3osiii B3aemozii 3 LLM depe3 pi3Hi 3anmuTH, 3 pi3HUMH POISIMH Ta
Ha pi3HEX Mozeisix. lle mo3Boisie 30LMBIIMTH HMOBIPHICTh 3HAXOKEHHS
pEJIeBaHTHUX KOHIIENTIB Ta 3B’S3KiB, aje MiCJsA I[bOT0 BUHHUKAE THTAHHS
IIOI0 ONTHUMAJBHOI KIJTBKOCTI MPOMIITIB i pOJIEH, a TaKoXK HEOOXiTHOCTI
Jro/IckKo1 Bepu(ikarlii pe3ynbTaTiB.

BaxximBy poib y mporeci CeMaHTHYHOTO HETBOPKIHTY BiJlirpae BipTyaabHUN
ekcnepT — o0pas, skuid npenacrasise LLM y BiImoBiai Ha KOXKCEH MPOMIT
KopHcTyBada. KokeH 3ammT MOXXKHa PO3MNIAAATH SIK AYMKY BIpTYaJIbHOTO
eKCIepTa, SIKAH Halla€ BY3JIH MEpexi (TOHATTS), a TAKOXK 3B’ SI3KU MK [IUMH
By3JIaMH Ta TXHIMH aTpuOyTamu. BipTyaibHi ekcriepTn NpaiorTh Ha OCHOBI
3HaHb, BOYZOBaHHX y MOJENi, Ta TEKCTiB ab0 [IOKYMCHTIB, HaJIaHUX
KOpUCTyBaueMm, Mo meperBoptoe LLM Ha CBOEpIIHUI JIHTBiCTHYHHNA
npolecop, 3JaTHUH aHalizyBaTH, KiIacu(piKyBaTH Ta pPO3IIMPIOBATH
CEMaHTHYHI MEepexi.

CrpaBXHiii TIPOPUB Yy CEMAHTHYHOMY MEPEKEBOMY aHAIIi31 JOCATAETHCS
3aBISIKM MOXKIIMBOCTI OTPUMAaHHS 0araThOX BIAMOBiAeH Ha 3allUTH, 3pOOJICHI
B pi3HMH Yac, Ha pi3HUX Mojensx LLM, 3 BUKOpHCTaHHSIM Pi3HUX MiAXOAIB
mo QopmyBaHHS mpoMnTiB. Piif  BipTyampHHX eKcHepTiB 00’ €nHye
PI3HOMAHITHICTh 1 BapiaTHUBHICTh JYMOK, 3a0€3MeUyloYd CEMaHTHYHY
MEpEeKy TOJATKOBUMH IIapaMd TOYHOCTI Ta moBHOTH. lled piii dopmye
MEpeXKy 3 KOHIIENTIB, B3aeMOJi a00 B3a€MO3B’SI3KiB, SIKi JIIOJMHA TIOTIM
MOXe (UIBTpyBaTH, arperyBaTH Ta BIIOPSAKOBYBATH, ITiBUIIYIOUYH
JTIOCTOBIPHICTH 1 ITOBHOTY 3HaHb. KOJKeH 3ammuT, KOXKEH «EKCIepT» y poi — e
YacTKa 3arajbHOrO 3HAHHS, fKa, K Kpalwl B OKeaHi, 00 €XHyeThCS Ui
JIOCSITHEHHS CHUJIbHOT MeTH — 1O00YZ0BH OUIBII TOYHOI Ta MOBHOI KapTHHH
JTOCITIKYBaHOT 001aCTi.

JlomaTkoBe HOBOBBEJICHHS, 3allpONIOHOBaHE B I POOOTI, TMOJATAE Y
BBEJICHHI eTamy Baiimamii 3a ydwacTio ekcreprTiB-mioged. Lle momomarae
3abe3neynTd, OO OTpUMaHi CeMaHTHUYHI Mepexi Oynum He Jmme
CTaTUCTUYHO OOIPYHTOBAHMMH, ajlé ¥ MPAaKTUYHO 3HAUYHNIUMHU. Takui
riOpUAHMN MIXiA — TMOETHAHHS INTYYHHUX 1 JIIOJCHKUX €KCIEPTIB — MOXKE
3HAYHO ITiIBUIIUTH TOYHICTb 1 HAIHHICTh PE3yJIbTATIB.
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Pons miopvHM B IIbOMY MpOIIECi, NONPH MOTYXHICTh 1 epyauiito LLM,
3aJMIIAETECS YHIKAIbHOIO Ta He3aMiHHO0. CaMe IIOIMHA, SK MEHTOD,
BU3HAYAE METy, 3a/a€ HANpSAMKH Ta KOHTPONIOE SKICTh CTBOPIOBAHOI
Mepexi. [i 10CBiz i 3HAHHS KOHTEKCTY J03BOJAIOTH BiPI3HATH 3HAUYILE Bijl
JIpYTOpSAHOTO, BH3HAYaTH KIIOYOBI BY3NIM Ta iX 3B SBKH. Y IOMY
yHIKQIbHOMY CHMOIO31 JIonMHa He Juile BHKOpucTOoBye LLM mis
(opMyBaHHA Mepexi, ajne I Hampasisie piii BipTyaJdbHHUX EKCIEpPTiB IO
TJIHOIIOTO PO3YMIHHS TEMH.

Poi BipTyanpHHX €KCIIEPTiB Y CEMaHTHYHOMY HETBOPKIHTY MOXYTh OyTH
BUKOPHUCTaHI IJIs1 aHaJi3y TEKCTIiB, 3BITiB i JaHWX MpPH BHPIMICHHI TaKUX
3aBlaHb, SK BHABICHHS TPUXOBAaHMX CMHCIIB 1 B3a€EMO3B’S3KiB,
MOHITOPHHTY Ta OIliHKa TEHACHIIH, CTBOPEHHS PEKOMEHIAMIN 1 MPUHHATTS
pimreHp, imeHThdikamis Ta OopoTeda 3 Je3iH(opMallier, CTBOPEHHS
HaBYaIbHUX MaTEepialliB i KOHTEHTY, aHaJIi3 BEJIMKUX MAcHUBIB TOKYMEHTIB.

Piit BipTyaJbHUX €KCIIEpPTIB J0MOMAarae BUSIBUTH CMUCIIOBI 3B’SI3KH, SIKi HE €
OUEBHJHIMH Ha Mepmuil momiia. «BipTyanbHi eKclepTH» aHalli3yloTh
TEKCTH Ha Pi3HUX PiBHAX aOCTpPaKIlii Ta MOXKYTh IPONIOHYBATH HOBi BY3JIH Ta
3B’S3KH, SIKi BiIOOpaXXaroTh MPUXOBaHi 3aJIeKHOCTI B JaHUX.

[TpuHIMITN  METO/OJNOTIi «pOI0 BIPTYaJIbHUX EKCIEPTIB» IOJSTaloTh Y
HACTYITHOMY:

— MynsruzanmutyBanas LLM — 11 KOKHOTO TeKCTy pOOUThCS AEKiJIbKa
HE3aJIEKHUX 3alUTIB IIOJ0 KIOYOBUX KOHIENTIB 1 3B SI3KIB MiX
HHUMH.

— Arperanis pe3ynpTaTiB — KOXKHE MOHATTS Ta 3B 30K OTPUMYIOTH Bary
3aJIe)KHO BiJI YaCTOTH iXHBOI MOSBU y BignoBimsax LLM.

— @dopMmyBaHHA  CEMaHTHYHOI  MEpexi — OoTpHMaHi  JaHi
BUKOPUCTOBYIOTBCS il moOynoBu  rpadoBoi  CTpyKTypH
iH(opMaIitHOTO TIPOCTOPY.

— Ireparmifine OHOBICHHS — MOXJIMBICTH JIOJIaBAaHHS HOBHX 3B’SI3KIB 1
KOPHUTI'YBaHHS CTPYKTYPH Ha OCHOBI HOBHX JIaHHX.

MeTton no3BoIsIE:

— BusBisTH IpEXOBaHi 3aKOHOMIPHOCTI B iHpOPMAIIITHUX BifHAX.

— Po3ni3HaBaTH KIIFOYOBHX I'PABIIB 1 ar€HTIB BIUIUBY.

— MogenroBaTy OMUPEHHS i1eH Y CyCITiIbCTBI.

— ABTOMaTH3yBaTH aHAINI3 BEIMKAX MacuBiB JaHUX B pamkax OSINT.

Takwif miOXig 3HAYHO MeEpeBepIlye TPaTUMidHI METOAW CEMaHTUYHOTO
aHaJi3y, OCKUIBKM JO3BOJISIE OTPHUMATH OiMBII KOMIUIEKCHY KapTHHY
iH(pOPMAIIITHOTO cepeIoBHIIIA.
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BukopucToByloun MacHMB TEKCTiB, HANPUKIAJ, 3BiTH, HOBHHHI CTaTTi 4H
HayKoOBi MyOJiKamii, pifi BIpTyaJIbHUX EKCIEPTIB JoloMarae BUIUIATH
KIIFOYOBI TCHICHIII Ta IUHAMIKY 3MiH, TPEACTAaBISIOYM X Y BHIIISI
ceMaHTHuHOT Mepexi. lle 03Boiisie BIICTEXKYBaTH DO3BHTOK TEMH Ta
MIPOTHO3YBATH 3MiHH B MaliOyTHBEOMY.

Piif excriepTiB MOXKe BHKOPHCTOBYBATHCS IPH aHANi31 YHCICHHHUX JDHKEpem
JAaHWUX, BUSIBIIIOYM ITATEPHH Ta 3B’S3KH, KOPHCHI UL NPUHHATTSA DIillICHB.
Hampukmaza, y 6i3Heci 4M HONITHLI MOXXHa OOIPYHTOBYBAaTH cTparerii Ta
pEKOMEHaIlil, CIMParoYnCch Ha aHali3 3BiTiB 1 MPOTHO3iB, MiArOTOBICHHHA
IITyYHUM iHTEJIEKTOM Ha OCHOBI ICTOPHYHUX JaHUX.

CeMaHTUYHUI HETBOPKIHT HA OCHOBI POIO BIPTYaJIbHUX EKCIEPTIB J03BOJISIE
aHai3yBaTH (parMEHTH TEKCTy, I00 BHABIATH CyIepewinBy abo
MOTEHIIHHO HenpaBauBy iH(Gopmaiito. [le 0coOIuBO BaXIMBO I pOOOTH 3
COLIANBHUMH MeHia, e pid BIPTyaJbHHX CKCIIEPTIB MOXE OILIHIOBATH
JIOCTOBIPHICTh ITyOJIKaliii 1 IpOrMOHYBaTH HaWOiNbII WMOBIpHI 1CTHHHI
3B’SI3KH.

Poi BipTyanbHHX €KCIIEPTiB MOXXYTh OOpOOJSATH Ta CHpPOIIYBAaTH CKIAAHI
MaTepiaiy, BUAULIIOYH KIIOYOBI KOHLENTH Ta 3B’S3KH, SKi JIETIIe
CHPHUIIMAIOTHCSI Ay TUTOPIETO.

ITin yac oOpoOKK Ta aHaji3y BEJIMKHUX OOCATIB iH(pOpMallil, TaKUX SK 3BITH
abo mocmimHUIBKI myOmikamii, pif BipTyaJbHHX €KCIIEPTIB JI0O3BOJIIE
CHCTEeMaTHU3yBaTH 3HAHHS, BUAUIAIOYM OCHOBHI TEMH Ta KOHIEINTH,
CTBOPIOIOYH 3B’SI3KH Ta CTPYKTYPH IJISl OAAJIBLIOTO aHAII3Y.

B paMkax ceMaHTHYHOTO HETBOPKIHTY il BIipTyaJlbHHX €KCHEPTiB MOXe
BKITIOYATH HOBY iH(OPMAIiI0O B MEpeXi Ta ONEpaTHBHO mepedynoByBaTn
CTPYKTYpY TOHSATH, TIOKPAILYIOUYH MEPEKy NPH HAAXOKEHHI HOBHX JaHHX.
Lle poOuTH 11 THYYKOIO Ta aKTyaJbHOIO, 31aTHOIO aJIallTyBaTUCS JI0 3MIHHUX
YMOB.

BukopuctanHs poro BipTyaldbHUX €KCHEPTIB Y CEMAaHTUYHOMY HETBOPKIHTY
JTO3BOJISIE BHPINIYBATH IIi 3aiadi, BUTATYIOUA MaKCHMAaJbHY IIHHICTE i3
CKJIQJIHUX 1H(POPMaLidHUX CTPYKTYp 1 AOIOMararoyud poOUTH OOIPyHTOBaHI
BUCHOBKH B Pi3HUX Tay3sX.

BrpoBamkeHHsT BeNMMKHX MOBHUX Mojenei, Takux sk GPT, 3mpilicHuio
PEBOJIIONIIO B 337a4aX 0OpOOKH MPUPOIAHOT MOBH, BKIIFOYAIOUN BUTSITHEHHS
MOHATh Ta 3B’SA3KIB 13 HECTPYKTYpOBaHMX NaHWX. OIHAK 3aIHIIA€ThCS
3Ha4yHa npobnema — cxwibHiICTF LLM 1o '"ramrouuHamiii", KOJXH MOJEIbH
TeHepy€e HEepeJICBaHTHI KOHICNITH a00 HE MOXKE BUSBUTH KIIOYOBI 3B’SI3KH
M)k B2XXJIMBHUMHU CYTHOCTSMH y cepi KibepOe3neku.

Merto poto BipTyalIbHUX €KCIIEPTiB MOKJIMKaHUH BUPIMIMTH LI IPOOIEMH 3a
PaxyHOK BHKOPHCTAHHS KiJTbKOX iTepalliii 3amuTiB A0 OfHiel abo KiTbKOX
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LLM s BUTSITHEHHS KOHIIENTIB Ta B3aeMO3B’sa3kiB. Hemrogasai
JTOCITIJDKEHHS TTOKa3yI0Th, 110 MOAi0HI METOIN MOXXYTh BUKOPHCTOBYBATHCS
JUTS T IBUIICHHS TOYHOCTI B 1HIIHMX Taly3sX, TAKUX SIK MEAWYHA TiarHOCTHKA
Ta (hiHaHCOBMH aHai3.

BaxJIMBOIO TEMOIO € TAKOXK METO/IMKA BUKOPHCTAHHS POJIEBUX MOJEINEH ISt
pO3MIMPEHHS  pI3HOMAHITHOCTI  KOHIMemIii. JIOCHiPKeHHS TPOIOHYE
METOJIMKH, CXOXI Ha «pili eKCHepTiB», MmpoTe 0e3 3acTOCYBaHHS
0aratopa3oBOro BHMKOHAHHS NPOMINTIB i3 pI3HUMH pOJIMH. Takox
BOXJIMBUM HalpsIMKOM € BKJIIOYEHHS JIIOAChKOro (hakropa Ha erari
BepuGikarii.

[Tinxin, 3acHOBaHMIT Ha BUKOPUCTAHHI «POIO BIPTyalbHUX €KCIIEPTIBY», KU
HaJa€ MUPOKI MOXKIIMBOCTI JIJIsl THYYKOT afanTaitii 0 CKIaJHUX CIICHapiiB.

TakuMm 4MHOM, Ml POEM BIPTYaJIbHUX €KCIEPTIB» MAEThCS Ha yBa3i rpyna
BiJIMOBiIeH, OTPUMAHMX BiJ BEIMKOI MOBHOI MOJENi Ha Cepilo 3amuTiB
(mpoMnTiB), CHPSMOBAHHX Ha JOCIIKCHHS IMEBHOI raiy3i 3HaHb. KokHa
okpeMa BifnoBiap Bix LLM BucTymae sik 1ymMKa «BIpTYyaJbHOTO €KCIIEpTay,
BiZJOOpa)karoun iHTEPIpPeTalifo JaHUX MOJeli Ha KOHKpeTHHH 3anuT. OqHak
OllHA BIAIOBIF MOXE MICTHUTH JMIIE YaCTHHY MOXJIMBOI iH(OpMAIIii,
0COONIMBO  SIKIIO 3almUT BHMarae cyO'ekTHBHOI iHTepmperauii abo
KOMIUIEKCHOTO aHaJi3y.

o6 migBMIINTH TOYHICTE 1 TOBHOTY CEMAaHTHYHOI Mepexi, (axiBmi
3aCTOCOBYIOTh TIAXiT «poro», Oaratopa3oBo 3Beprarounch 10 LLM 3
PI3HHMY TIPOMITAMHU 1 HABITh HA PI3HUX MOJIEIISX, 1100 HAKOIIMYHUTH IIHPOKY
CYKYITHICTh TOYOK 30py Ta iHTepmpeTamii. [li BimmoBimi pa3oM MoxHa
arperamiiHo oOpoONsATH, MO0 BHSBISATH KIIOYOBI BY3IH (TOHATTS) Ta
3B’SI3KM MIDK HUMHM, a TaKO)K TXHI BJIaCTHBOCTI, SKi HaWJacTirie 30iraloThCs
cepen ycix Biamosige#. CratuctmuHa 00poOKa MHOXXHMHHU BIAMOBIAEH 1
3aIy9eHHS «IOIMHI-MEHTOPa» JO3BOJISIE MMOKPAIIUTH CEMaHTHIHY MEPEXY,
BUSIBJISIIOYM HAaWBaXIMBINI KOHIENITH Ta 3B’S3KH. TakuM YHHOM, «piit
BIpTYalbHUX €KCIIEPTiB» € TIOTY)KHUM I1HCTPYMEHTOM Yy CTBOpEHHI
MOBHOIIHHUX 1 TOYHUX CEMaHTHYHHX MEpEeX, MPOMOHYIOUYHM CHMOi03
JIFOJICHKOTO aHaji3y Ta MmoxJiuBoctei 1111

Y KOHTEKCTI TepMiHa «pil BIPTYaJbHUX EKCHEPTiB» Y3TOKEHICTH il
BIPTyalbHUX €KCIIEPTIB — BAXKJIMBUI aCHEKT, KUl O3BOJISIE CTBOPIHOBATH
IUTICHI Ta JOCTOBIpHI CeMaHTH4HI Mepexi. He3pakaroun Ha Te, M0 KOXKCH
«EKCIIEPT» € OKPEMHM 3aIllyCKOM IPOMIITa, ICHY€ KiIbKa MEXaHi3MiB, sIKi
CIPHUSIOTh Y3TO/PKEHOCTI IXHBOI pPOOOTH Ta JOMOMArai0Th CTBOPIOBATH
371ar0/KEHI pe3yabTaTH, a came:

- YacroTa HMOBTOPIOBAHOCTI BY3JIB 1 3B’S3KIB Y BIANOBIAAX HA CXOXI
3aMUTH J03BOJISIE BUAUISATH OLIBII 3HAYYINI Ta CTiIMKI KOHUENTH. Ynm
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yacTime 3YyCTpiYaeTbCs TEBHUH By301 ab0 3B’SI30K, THM BHIIA
WMOBIPHICT OTO 3HAYYIIIOCTI JUTS TOOYTOBH MEPEKi.

- CrpykTypyBaHHS pe3yJbTaTiB Ha OCHOBI iepapXil KOHIIEMTIB
JoroMarae BUOYTOBYBATH MEPEXY 3 MPIOPUTETOM KITFOUOBHX HMOHSATH.
Ile mo3BONA€ BHAIMUTH BY3/IM BHUIIOTO PiBHSA, SIKi 00’ €THYIOTH Mix
c00010 1MOB’sI3aHi, ajie MEHII 3HAYYII CJICMECHTH.

- VY cyuacaux LLM ugacto 30epiraerscs iHdopMmalliss mpo TornepenHi
3aIUTH B MEXax OJHI€T cecii, o JormoMarae MOJIeIsIM MiATPUMYBATH
MEBHY Y3TO/DKEHICTh Yy BigmoBigsax. KpiM Toro, BHKOpHUCTaHHS
KyMYJIITHBHHX 3aIIUTIiB, IKi YTOYHIOIOTH a00 PO3BHBAIOTH IMOIIEPE/IHI,
JI03BOJISIE YTOUHIOBATH 3B’ 3KH Ta KOPET'yBaTH MEPEKEBI BY3IIH.

- JlroguHa BHCTYIAE K MEHTOP POIO BIPTYalbHUX CKCIICPTIB, 3aaI0Ud
MOCHIIOBHICTh 3amUTIB 1 BigCTeXyroun Bianosiai. Lle mo3Bosie
KOperyBaTH NHTaHHA Ta IOAaBaTH HOBi, 3a MOTPEOH MEpeBipsIOUH
rinote3n. JIromcekuii aHami3 JO3BONSE YHUKHYTH BHITaIKOBHX
BIJIMOBiIeH, BIAKUIAIOYM HEPENICBAHTHI 3B’S3KM Ta MiAKPIILTIOIYH
HaNOUTBIIT 3HAYYIITI.

- Jlyig pi3HUX BY3TIB i 3B’3KiB MOXKYTh MPU3HAYATHUCS BaroBi 3HAYCHHS,
AKi BiOOpaXKalOTh iXHIO 3HAYYNIICTh HA OCHOBI IIOBTOPIOBAHOCTI 200
yHikanpHOCTI. [Ipy  1bOMY 3B’S3KM 3  BHCOKMMH  BaroBHUMH
3HAUEHHSIMH PO3TISIAIOTHCS K HAMIHHINI, 10 CHpPHUsS€E CTBOPEHHIO
ORI TOYHOI Ta yY3TOKEHOI CEMaHTHIHOT MEPEKi.

i MexaHi3MH TO3BOJISIFOTh «POI0 BiPTyaJIbHUX EKCIIEPTiB» OYTH HE TPOCTO
BUITaJIKOBUM HabOpOM TYMOK, & LIJIECIPSIMOBaHUM IMPOLecoM (HOopMyBaHHS
HaJIHHUX 3HaHb. 3aBISKH Y3TOMKEHOCTI Iiil pili BipTyalbHUX EKCHEpTIB Y
miIcyMKy OyIye TIOBHY Ta CTIMKY CEMaHTHYHY MEpexy, ne moauHa ta [11
JUIOT SIK €IMHA CUCTEMA.

[ITo6 30iMBIINTH pPI3HOMAHITHICTE 1 TOYHICTH BHTATHYTHX 3B’S3KiB,
3aIPONIOHOBAHO JAEKITbKAa METOJAWK, cepell SKUX BWJIYYEHHS CYTHOCTEH i
3B’s13KiB 3a normomoror LLM, BUKOpHCTaHHS poOJeH, 3aCTOCYBaHHS Pi3HUX
mozeneit LLM, arperauist pe3ysibTaTiB, Bepudikallis JIIOJUHOIO.

Ha puc. 2.4 HaBeneHO cxeMy, sKa UTIOCTpye B3a€EMOJII0 MDK areHTaMH,
porsimu, kitieaToM 1 LLM y Mekax poro BipTyaJIbHHX €KCIEPTiB.
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Pucynok 2.4: Cxema poro BipTyaJIbHUX arcHTIB

IIpu 11pOMyY pO3TISIAIOTHECS TaKi MPOIIECH:

1. BXigHui 3aIHT g MEpeIacThCs KIIEHTOM 10 POO arcHTIB.

2. KoxkeH areHT OTpUMye 3amuT i T€HEepye BIAINOBiAb i3 ypaxyBaHHAM
poui.

3. BimmoBizi areHTiB OOMIHIOIOTHCS MidK COOOF0 (B3aEMOJTis).

4. KiieHT CHHXPOHI3YE Ta arperye Binnosifi Bij pizaux LLM.

5. Pe3ynbrar y3ro/uKy€eThest i3 MU,

Sk 6aunmmo, piil YyTBOPIOETBCS TaKOX 3aBISKHM 3B’SI3Ky MIX areHTaM Ta
KIi€HTOM (JIIOIMHOIO), SKUH KoopauHye mporiec. OCHOBHHMH acleKTaMH
3B’S3Ky € OOMIH iH(OpMAaIli€r0 MK areHTaMH, 3arajJbHU KIIEHTCHKUHA
KOHTEKCT, arperamis pe3yibpTaTiB JroguHor. OJAMH  areHT MOoXe
BPAaxOBYBATH BIAMOBIIh 1HIIOTO JUI YTOYHEHHS CBOTO PE3YNbTaTy. ATEHTH
MPALIOIOTh i3 3arajbHOI0 METOI0, 331aHOI0 KIIIEHTOM, aje BUKOHYIOTh Pi3Hi
poui. PesynbpraTy KOXKHOTO areHTa aHali3yloThCs Ta Y3TOJKYIOThCS Ha piBHI
KJTieHTa JUTsl POPMYBaHHS €HHOTO PiIlICHHS.

Piii  BipTyampHHX areHTiB MOXHa (opmanizyBaTH SK MHOXHHY
B3a€MO3B’SI3aHUX ArcHTIB:

A= {(11, aA2,eney an}a
JC KOKCH CJICMCHT a; [I03Ha4Ya€ OKpEMOTro BipTyaJ'IBHOl"O arcHra.

KoyxeH areHT Mae 31aTHICTh pearyBaTH Ha 30BHIIIHI 3alUTH CEPEIOBHINA.
[osnaunmo yepe3 g, k-i 3anuT, sIKM HAJXOMUTh y CHCTeMy. Biamosiab
arcHTa a; Ha Il 3aIUT ITO3HAYNMO K 7.
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Oco0muBICTIO MOZEN € Te, IO BIANOBIAb arcHTa HE € aBTOHOMHOIO, a
(hopMy€eThCsT 3 ypaxyBaHHSM pe3yNIbTaTiB IHINMMX arcHTiB. [HaKIe Kaxydw,
BIIIIIOBIAb 7y € (YHKIIIE0 HE JUIIE CaMOro 3aluTy ¢, aje W BiAmmoBimei
pCeLITH arcHTIB Ha IeH 3aIuT.

[TozHauumo yepe3 R ,, CyKyIHICTH BiAIOBillel yCiX areHTiB, OKpIM areHra

a;, Ha k-1 3anut. Tofi BiIMOBiAb KOHKPETHOTO areHTa Mo)ke OyTH 3aIicaHa
SK:

i =flai, qi, R;;),

JIe a; 1e XapaKkTepucTUKH abo BHYTpIIHIN CTaH areHTa, g, — MOTOYHHI
3amuT, R_ ;; — pe3yNpTaTH IHIOMX areHTiB Ha mel camuii 3amuT, f{*) —
(YHKIIIsL, 10 BU3HAYAE JIOTIKY MPUIHATTS PIILIEHHS areHTOM.

Taka Mozaenb MOJCNIOE TPYIOBE NPUHHATTS pilllcHb, 1€ KOXEH arcHT
«CIyXae» IHIIMX Tepel TUM, SK BHCJIOBHTH CBOK AymKky. lle Haramye
KOJICKTHBHE MHUCJICHHS, JI€ KIiHIIEBAa BIJIOBIb CHUCTEMH € pPE3yJIbTaTOM
KOHCEHCYCY a0 y3ro/KEHHS MiXK yYaCHUKAMH.

Lle¥ npUHIMI MOXKHA TOPIBHATH 3 POOOTOIO0 EKCIEpTHOI KoMicii: Koin
KO)KEH CIeLIaNiCT aHajli3ye NUTaHHSI OKpeMOo, aie Iepel OCTaTOYHHM
BHUCHOBKOM 3HAaHOMHTBCA 3 AyMKaMH CBOiX KOJEr, 00 yTO4HHTH abo
MiATBEPOUTH BIACHY Mmo3umiro. Takwit migxin 3a0esnedye BUILY SKICTh
pillIeHb 3aBJSIKM B3aEMHOMY KOHTPOJIIO Ta KOPEKIiT TOMHIIOK.

OCHOBOIO METOJy € IOCIHiJOBHE BHJIYYEHHS KOHLENTIB 1 BIJHOCHH MiX
HUMH 3 TeKCTy. [l IbOro BUKOPUCTOBYETHCS OJMH 1 TOM camuil mpommT,
SIKHI 0aratopa3oBo HepedOpMYITIOETECS 1 3aIyCKAeThCs, 00 MiHIMI3yBaTH
BIUIUB IIOBTOPIOBaHMX BiJmnoBinei. IloBTOpHE BUKOHAHHS IPOMITA
JIOTIOMArae JOMOBHUTH CHCTEMY, IO 30iNbIIye HMOBIpHICTH 3HAXOIKEHHSI
OimpIn  peneBaHTHUX 3B’s3KiB. [lepe3aBaHTak€HHS CHCTEMH JIO3BOJISIE
TeHepyBaTH ONbII PI3HOMAHITHI pe3yJbTaTH, YHUKHYBIIM ITOBTOPEHb 1
MTOCHJTBIIN HMOBIPHICTh BUITYICHHS YHIKQIBHUX 1 PeIICBAHTHUX 3B SI3KiB.

Jmst  pi3HOMaHITHOCTI BIiATYKiB 1 MiHIMI3amii ToMWIOK Oyna JogaHa
Meronuka 3MiHH poneii. Koxken 3amur mo LLM  dopmymroerscs 3
ypaxyBaHHSIM pOJIi, HalPUKJIaJ, BiJ IMEHI eKkcrepra B NEBHIH ramysi, 1o
CIIpHSIE EKCTparyBaHHS HOBUX MOHATH 1 3B’s3KiB. Pi3HOMaHITHICTH Mojeneit
JTO3BOJISIE 3MCHIITATH BILTHB OCOOIMBOCTEH KOHKPETHOI MOJIEINi Ha pe3yibTaT
1 TIBUIIUTH JAOCTOBIPHICTh BUTATYBAaHHX NaHWX. KoXXHa MOJIENb TeHEpye
CBOT yHIKaJIbHI CYTHOCTI Ta 3B’SI3KH, IO ITiIBUIIYE TTOBHOTY OTPUMYBAaHHUX
CEMaHTHYHHUX MEPEXK.

[Ticns 300py maHWX BiX pi3HUX MOJEINCH 1 B Pi3HUX POJISAX MPOBOJUTHCS IX
arperaiis. 3B’s3KaM TPHIUCYIOTbCS Bard, IO BiIIOBIAAHOTh YaCTOTI iX

54



MOSABH B PI3HUX MepekaxX. 3B’S3KM 3 HU3BKHUMH YaCTOTAMU MOXYTb OyTH
BHKITIOUCHI, 00 YHUKHYTH XHOHHUX a00 MaJO3HAYYIINX JTaHUX.

Ha 3aBepiragpHOMY €Tarli MPONOHYETHCS BKIFOUCHHS JIFOINHH-CKCIICPTa IS
Bepudikamii Mepex. Llelt kpok HEOOXimHWIA U1 MiHIMI3alil HOMHIIIOK,
pomymennx LLM, oco6mmBo y BHIamkax, KOJM BaXJIHMBI 3B SI3KH
MIPOIMYIIEHi, a HEICHYIOYI — JTOJIaHi.

BusnaueHnHs poneil — BaXIMBHI acmeKT METOM0JOTii "poio BipTyalbHHX
eKCrepTiB", KU J03BOJISIE BUTATYBAaTH CYTHOCTI Ta 3B’S3KM B PI3HHX
KOHTEKCTax 1 3 PI3HUX TOYOK 30py. BumineHHs poseli 3abesneuye
6araToaclieKTHE CIPUHHATTS AAaHUX, a TaKOoX JOIOMara€ CTBOPIOBATH
CEMaHTHYHY MEpeXy, 3[JaTHY IHTerpyBaTH Pi3HOMAaHITHI IHTepHpeTamii Ta
MAXOM 0 OfHI€eT i Tiel camoi iHpopMaIii.

3acTocyBaHHS PI3HHUX POJIEH I03BOJISE BIPTyaJbHUM eKciiepTaM (opMyBaTH
MepeKy CYTHOCTEH Ta 3B’S3KiB, sIKi BKIIFOYAIOTh PI3HOMAHITHI MiAXOIH Ta
TOYKH 30py. Taknii GaraToacneKTHHH aHai3 pOOUTH CEMAHTHYHY MEPEKY
OinbII LTICHOIO Ta THyYKoro. JIIoAnHa, SK AMPUTEHT, BU3HA4Ya€ 3arajbHy
CIIPSIMOBAHICTh Ta KOPETYe PO 3a HeoOXigHOCTI, ane LLM, BUCTymaroun sk
BIpTyalIbHI €KCIIEPTH, JOMOBHIOIOTH IPOIIEC, IHIIIIOIOYM Ta MPOMOHYIOUH
HOBI, MOTEHIIIHHO 3HAYYIII POJI.

TaxuM 9rHOM, po3moAiN poseit Mix JoanHO Ta LLM He nuime 3abe3nedye
TIHOWHY aHalli3y, aje W JO3BOJISE CTBOPIOBATH CEMAaHTUYHI MEpPEeXi, 31aTHi
0 OUTBII TOYHOrO Ta  PI3HOOIYHOTO  BIHOOpPaXKCHHS  CKIAJHHUX
B3a€MO3B’SI3KIB y JIOCHIPKYBaHOMY KOHTEKCTi. OHUM i3 KJIFOYOBUX MUTaHb
€ BU3HAYCHHS ONTHMAJBHOI KUIBKOCTI poJiell BipTyaJbHHX EKCIEpPTiB.
HapMipHa KiUTBKICTh posieif MOYKe TMPU3BOIUTH 10 3HIDKEHHSI SKOCTI MEpexi
gepe3 iHQOpMALiIHHUN TIyM, TOJi SK HEIOCTAaTHS KUIBKICTh poOJiel He
JO3BOJMTh BHUSABHUTH BCi MOXimMBI 3B’3kW. Jmd  1pOTO  MOXKeE
BUKOPHCTOBYBATHCS IIAXiJ] CTaTHCTHYHOTO aHANI3y IPHPOCTY HOBHX
3B’SI3KiB. Y 3amporoHOBaHii Mozeni "polo BIpTyaJbHHX €KCHEpTiB" OLiHKa
KIUJIBKOCTI poJied Ta IX MiATBEpPKCHHS JTIOIMHOIO € BAXIIMBIMHU EIEMEHTaMH
JUISL  TABUINEHHS TOYHOCTI Ta HAMIMHOCTI CEMAHTHIHHX  MEPEK,
CTBOPIOBAHUX 3a goromororo LLM.

JlronuHa, sk MEHTOpP, MOXXC BH3HAYaTH KJIFOUOBI POJIi, IPYHTYIOUYHCH Ha
OUIX  aHamizy Ta crmenudini mpeamerHoi obmacti. [li pomi MOXyTh
MPEACTABIATH Pi3HI MEpPCIEKTUBH, IIIXOAW Ta KOHTEKCTH, TaKi sK
eKCIIepTHa, aHAJTITHYHA Ta OL[IHOYHA POJIi.

— ExkcmeprHa poie momnsArae y BHIYYCHHI CYTHOCTEH Ta 3B’S3KiB i3
aKIIEHTOM Ha HAayKOBi YW TEXHIUHI TEPMiHH, TiIXOIN Ta KOHIICTIIii.

— AHaNMTHYHA POJIb TIOJSITAE B aHAJi3i B3a€MO3B’S3KIB 3 TOYKH 30Dy
MIPUYMHHO-HACIIIIKOBHX 3aJIS)KHOCTEH, II0CIIJOBHOCTI MO TOILIO.
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— OuiHouHa poNb TOJNSIra€ y BUSIBICHHI CYTHOCTEH Ta 3B’S3KIB i3
(hoxycoM Ha TpiopHTETax, 3HATYIIOCTI Ta Barax.

3amaroun KOHKpETHI poili, JoauHAa (OPMYy€E CIPSIMOBAHICTH aHAII3Y,
BKa3YIOUH, 5IKi KOHIIENTH Ta BIIHOCHHH € HAHBAXKIHBIIIMMU TSI BUIICHHS.
Lle momomarae poro KOHIEHTPYBAaTHCS Ha BWIIy4eHHI iH(popmalii B Mexax
3aJJaHHX MIEPCTIICKTHB Ta iHTEPIIpETaIlii.

Benmki MOBHI Mopjeni TakoX MOXYTh TIPONOHYBAaTH BIACHI poili Ta
KOHTEKCTH, fKi JIOJMHA Moria O He BpaxoByBaTH. LLM MoxyTsh
PO3Mi3HaBaTH Ta MPOMOHYBATH POJIi HA OCHOBI CTPYKTYPH JaHUX ab0 TEKCTY,
aHami3y 4YacTOTHOCTI TIOHATH a00 HaBiTh Ha OCHOBI BOYIOBaHHUX
CEeMaHTHYHMX KaTeropii. Hampukinan, wmoxmens MoXe 3alpoIOHYBaTH
ICTOpHYHI, COLIaJIbHI Ta MDKIUCLHUILUTIHAPHI POJIL.

— IcropmuHa ponb iHTEpIpeTye iHPOPMAIIO 3 AKIICHTOM Ha i1CTOPHYHHI
KOHTEKCT Ta PO3BUTOK ITOHSTE.

— CormianpHa poyib Tiepeadadae akIeHT Ha 3B’S3KaX MK COIiaTbHUMHU
aclieKTaMHl JIaHWX, aHami3 iHdopMmarmii B paMkax B3aeMoIiil Ta ix
3HAYYIIOCTI B CYCITLTBCTBI.

— MixnuciuruiiHapHa posib 3a0e3redye BUITyICHHS JaHUX 3 TOUKH 30py
B3a€MO3B 513Ky PI3HUX TUCHUILTIH 200 ITiIXOIiB.

LLM MOXyThb BHUSBISITH TaKi poJli aBTOMaTHYHO, BHKOPHUCTOBYIOYH CBOL
BOy/IOBaHI 3HAHHSI Ta AHATITHYHI MOXIUBOCTI, IO BiJIKPUBAE I POIO
BIPTyallbHHX €KCIEepPTiB MOXJIMBICTH OauWTH MdaHI 3 HECHOMiBaHUX Ta
IHHOBAIITHUX TICPCIICKTHUB.

Pomi excnepTiB y Mojeni CIyrywTh A 30UTBIICHHS Pi3HOMaHITHOCTI
Bianosined. KoxkHa poip 3amae iHIIMKA KOHTEKCT ab0 TOYKY 30Dy, 3 SIKOi
LLM (Bennka MOBa Moieleil) MOKe PO3TIIAATH KOHIIETITH Ta X 3B°s3Ku. Lle
JorioMarae MiHIMi3yBaTH BIUIMB MOXJIMBHX HMOMMJIOK a00 HpOITYCKiB, SIKi
MOXYTh BHMHUKHYTH IIpM 3anuTax Big onHiel pomi. BaxkmuBo 3HaiiTn
ONTUMAJIbHY KiIBKICTh poJieit. HaaMipHe 301bIIeHHS KiJTBKOCTI poieit MOXe
MIPU3BECTH JI0 TeHepalii 3aiBHX, HEPENICBAaHTHUX 3B SI3KiB, TOJI SIK 3amala
KUTBKICTh HE 3a0€3MeUUTh JOCTATHBOTO PI3HOMAHITTA BiqnoBiaeld. Ontumym
MOXKHa NIYKaTH dYepe3 CTATUCTHUYHUN aHami3: MCasl KUTBKOX iTepartiit
MIPOMIITIB i3 PI3HUMH POJISIMH MOYKHA CIIOCTEPIraTH, 3a sIKOi KUTBKOCTI poJiei
3’ SABIISIETHCSI HAWOUTBIN cTabilTbHA Ta peJIeBaHTHA Mepeka 3B’ SI3KiB.

Merton minpaxyHKy poJsieit Moxke 6a3yBaTuCs Ha KOHIENIii 301kHOCTi. Ko
MIpH JTOJIaBaHHI HOBOI POJIi YacTOTa IMOSIBM HOBHX KOHIICTITIB i 3B’s3KiB
MOYMHAE 3MCHITYBATHCS, II€ MOXKE CHUTHATI3yBaTH MO Te, IO OLIBIIICTH
PEleBaHTHHUX KOHIICTITIB YK€ BPaXOBaHO, i MOJaJIbIIe TOJABAHHS POJICH CTae
MasoeexktuBHUM. Ile MokHa ¢opmarizyBaTH dUepe3 CHOCTEpPEeKCHHS 3a
MPUPOCTOM HOBHUX KOHIIENTIB 3 KOXHOK JOJATKOBOIO pOJUII0 Ta
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BCTAHOBJICHHSIM IIOPOTY, IIpU SKOMY JOJABAaHHS HOBUX pOJIEH CTae
CTaTMCTUYHO HE3HAYYIIHMM.

Pous moauHM B Mozteni € (hiHaIBHOIO TIEPEBIPKO0 arperoBaHOi CeMaHTHYHOT
Mmepexi. Ilicma toro sk LLM 00poOWTh YHCIICHHI MPOMIITH Bill Pi3HHX
poJeH, JTOANHA-eKCIepT BUKOHYE BepH(DIKaIlifo, aHATI3YIOUN 3B SI3KH MiX
KOHIIETITAMH, IX Bary Ta peJIeBaHTHICTh. JItoquHa-ekcnepT moromMarae
ycyHyTH ramonuHanii LLM, HeBaximBi a00 Majgo3HadyIli 3B SI3KH, a TAKOK
3alOBHUTH TIPONYCKM BaXJMBUX 3B’s3KiB. Jlnmst 3pydyHOCTi Bamigarii
pe3yiIbTaTiB MOXHA BIIPOBAAWUTH IHTEPAKTUBHI iHTEPQENCH, SIKi JO3BOJIATH
JFOJIMHI CIIOCTEPIraTH 3a BaraMM 3B’s3KiB (OTPMMaHMMH Ha OCHOBI YacTOTH
X BUABJICHHS BipTyaJbHIUMH €KCIIEpTaMM) Ta KOPETYBaTH iX 3a IIOTpedu.

TakuM YWHOM, CHCTEMa OTPUMYE NOIATKOBHH piBEHb HAJIHHOCTI 3aBASKU
BKJTIOUCHHIO  JIFOJMHHU-GKCIIEpTa, SKUM MiATBEpIKye abo  KOpHTye
pe3yJIbTaTH, Ha/IaHi BipTyallbHUMH €KCIIEPTaMH.

Hamamo koporky wmarematuuHy (opMaiizamifo  KOHICMIi  «POI0
BIPTYQJIHHUX EKCIIEPTiBY», JJIsl YOO BBEEMO O3HAYCHHS:

- S= {sl,s2,...,sn} — MHOKHHA CyTHOCTEH, 1[0 eKCTPAaroBaHi 3 TEKCTY;

R:{rl.j} — MHOXMHA 3B’SI3KIB  MDK CYTHOCTAMH, 1€ 7, IO3HAYae

3B’130K MK CYTHOCTAMH 5, Ta §,;
- P — Habip MpOMIITIB 1T BUTATY 3B SI3KiB;
- M= {MI,MZ,...,Mk} — HaOip pi3Hux Mozeneit LLM;

W(r

ij

) — Bara 3B’sI3Ky MDK CYTHOCTAMH §; Ta s, sIKa 3QJICXKITh Bil

YaCTOTH IMMOBTOPESHHS I[LOTO 3B’S3KY.
Jna xoxHoro npomMnty p € P i koxHoi Mojeni M, € M BUKOHYETbCS

BUTATHEHHS. MHOXHMHM CYTHOCTEH S/ Ta MHOXMHHM 3B’s3KiB R). Kpim
TOTO, TOHOBJIIOETHCS Bara 3B SI3KY: W(rlj) = W(ri,.) +1,9KWo 7, € R),.

3B’430K 7; BKJIIOYAETHCSA 10 MIJACYMKOBOI MEpexi, SIKIIO HOro Bara
MIEPEBHIye TICBHUHA MOPIT W(r,_,,)ze, Ie © Topir BHU3HAYAETHCSA SIK

CTaTUCTUYHUI KpUTEpiH, 3aCHOBAHMWN Ha KUIBKOCTI 3aIyCKiB BipTyalbHUX
€KCITePTIB 1 9acTOTi 3B’s3KiB.

Jns BU3HAUCHHS ONTHMAJBHOTO TIOPOrY © TIPONOHYIOTBCS HACTYITHI
METOAU:

o ) .
- Hexait f (r,.j) — 4acToTa IOSBH 3B'SI3Ky 1, B pe3yibTarax pI3HHUX

MIPOMIITIB 1 MOJIEIICH.
- Hexaii T — 3aranmpHa KUTbKICTh BUKITUKIB (TIPOMIITIB 1 MOJEIIEH ).
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- BwzHaumMO YacTOTHHH pPO3MOZIN 3B’S3KIB P( f ), SIKUM  TIOKa3ye

HMOBIPHICTB ITOSIBH 3B’SI3KIB 3 Pi3HOIO YaCTOTOIO.
11106 BuOpaTH onTHMaIbHUI MOPIr O, MOXKHA BUKOPHUCTOBYBATH KpPHUTEPiii
3HAYMMOCTI, 3aCHOBAaHHMH Ha KiJIbKOCTI1 3aITyCKiB 1 AUCTIEePCii YaCcTOT 3B’ A3KiB:
0=y +oc,,

IS ]J.f— CepeaHE 3HA4YCHHA YaCTOTU IIOSBU 3B’$I3KiB, O . — CTaHAapTHE

r
BIIXWJICHHS YacTOTH, @ — KOC(QIili€HT 3HaYMMOCTi (Hampukiaj, o =1.5,
100 BiJICIATH MEHII 3HAYMMI 3B’ SI3KH).

Ie#t mopir M03BOJISIE BiACIFOBATH 3B’S3KH, SIKi € BUIIAJIKOBUMH i HE MAlOTh
3HAYHOI'O Bary.

KinbkicTh BUKIMKIB BIpTyalbHHX eKcHepTiB N TpsSMO BIUIMBaE Ha
JIOCTOBIPHICTh MOOYAOBH Mepexi. J[Isl OIHKM ONTHMAaNbHOI KiIBKOCTI
3aITyCcKiB MO’KHa BUKOPHCTOBYBATH METOJ] cTabii3amii 9acToT 3B’ A3KiB.
Hexait N — KinmpkicTh 3amyckiB, f (r,,/,) — 4Jacrora 3B’s3Ky 7; micast N
3aIyCKiB.

SIxkmo npu 30iabIIeHH] N OpUPICT KUIBKOCTI HOBHX 3B’s3KiB Af(r.| crae
ij

He3HAYHUM (HAIPUKIIA], Af(rl.j)<g, e €& — Male 4Hclio), L€ BKa3dye Ha

IocAarHeHHst crabuibHOCTi. TakuM 4YMHOM, MOJKHA BHU3HAYUTH OITHMAaJIbHE
3HAYECHHS N :

N =min N':LZAf(r,._)<g :
IR ™7

Lle#t xpuTepiit mo3Bossie BUOpaTH N, IPH SKOMY MOJENb CTabLmi3yeThes, i
HOBI EKCIIEPTH HE JOJAI0Th 3HAYYIIUX 3B SA3KiB.
Hapenmemo ¢opmanizaliro 11t OMiHKH KUTEKOCTI POJICH Ta MiATBEPIKCHHS:

1. Hexaifi R — KINBKICTH pONIEH, Bif SKUX 3alUTYIOThCS HaHI y
LLM. [lnsa KoXHOI poni i, OTPUMYeMO MHOKHHY KOHIENTIB C, Ta
MHOKHHY 3B’5I3KiB MiXK HUMHU 5 .

2. ArperoBana MHoxuHa 3B’s3kiB: S =USS, kokHOMY 3B’s13KY
NPU3HAYAETBCS Bara w(s), fKa JOPIBHIOE YACTOTI MOSIBU 3B S3KY
cepes poJield, a came:

w(s) = (KinbKicmb ponel, y AKux 36 ‘830K § 3ycmpivacmocs W)l R
3. BBomuthcs moporoBe 3HadeHHA T,  SKi 3B S3KH BBaXKAIOTHCS

3HAUyIIUMHA. Hampukian, sKIo 3B’sS30K 3yCTPIiYaeThCcsS y MEHII HiXK
T IIOJIi poJieH, BiH BIIKUAETHCS:
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S*={seS|w(s)Zz'}.

Jlnst oniHkM HeoOXiZHOI KiJIBKOCTI posied R * MOXHa criocTepirata
3a MPUPOCTOM HOBUX 3B’S3KiB 13 TOJIaBaHHSAM HOBHX poJieil. SIKio
MPUPICT KUTBKOCTI HOBHX KOHIICNTIB 1 3B’SI3KiB CTa€ HE3HAYHHM

AS. . . .
(mampuknang, —- —> 0), MOXXHa 3yMUHUTH 30UTBIICHHS KUIBKOCTI

posei.

4. Ilicns noOymoBH Mepexi S *, JIIOAWHA-EKCIEPT IPOBOAUTH
¢biHampHy  BepHikamio, MATBEpKYIOYHM a00  BiIXWIAIOUH
3allpOTIOHOBAaHI 3B’S3KH, IO 3abe3rmedye (iHAIBHY KOPEKIIIo
Mepexi.

JUis BU3HAUGHHA ONTHUMAJIBHOTO IIOPOTY YACTOTHOCTI 3B’A3KiB MOXKHA
3IICHUTH HACTYITHUM YHHOM:

- IIpoBomuThCs cepisi €KCTIEPUMEHTIB 13 PI3HUMH 3HAYECHHSMHU TIOPOTY,
MOYMHAIOYM 3 MiHIMAFHUX 3HA4YCHb (BPaxyBaHHS BCiX 3B’SI3KiB) IO
301JIBILIEHUX TTOPOTiB.

- 3B’M30K i3 Barol0 | MOXe BHMABHUTHCA HailuacTiIMM MpH Maii
KimbkocTi  ekcreptiB.  [Ilo6  yHHKHYTH 1BOTO, Yy  BHOIpII
eKCIEePUMEHTIB 13 Pi3HOI0 KIUIBKICTIO poneit 1 pisHUMH moporamu 7
MIPOBOJIUTRLCS aHANI3, SIKUH O3BOJISIE OI[IHUTH, NMPHU SIKOMY 3HadeHHI
HOPOTyY IIPHPICT HOBUX 3B SI3KIB CTA€ HE3HAYHHM.

— Ile 3Ha4eHHS 1 BBAXKAETHCS ONTUMAJIBHHUM.

JlronuHa-excriepT — MiATBep/Xye abo  KOpHUrye pe3yibTaTH, HajaaHi
BIpTyaJIbHUMH €KCIIEpTaMU.

2.4. lIpakTMYHa yacTuHA. Bukopucranua LLM pia
CEMAaHTHMYHOI'0 aHaJi3y TEKCTiB

LIst nmpakTHYHA YacTHHA IEMOHCTPYE, SIK BEJIMKI MOBHI MOJIeJi MOXKYTb OyTH
3aCTOCOBaHI IS aHami3y TEeKCTiB y KOHTEKCTI iH(opmamiiHO-
NICUXOJIOTIYHNX BilH. byne mokasaHo, SIK BUKOHATH CEMaHTWYHHH aHANI3
TEeKCTiB 3a Jomnomororo Binkputux API, takux sk Hugging Face Inference
API a6o Groq API. Ileit minxin g03BoJIs€ MPALIOBATH 3 BETUKAMHA MOBHUMH
MozenIMHu 0e3 HeoOXiTHOCTI 3aBaHTaKCHHsI Ta HAJAIITYBaHHS JIOKAIBHHX
MOJEIIEH.

Iliozomoexka cepedosunia

Jnst moyaTKy HOTpiOHO HalamTyBaTH CepelOBHUINE sl poOOTH 3 OHJIAKH-
API. [Inst uporo:

1. 3apeectpyiitecs Ha mwiardopmi, Hanpukiaa, Hugging Face adbo Groq, i
otpumaiite API-kitou.
2. BcraHoBiTh HEOOXiAHI 010TIOTEKH:
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https://huggingface.co/
https://groq.com/

pip install requests

Dopmysanna npomnmis

Jns aHanizy TekcTiB MU OyJeMO BHKOPHUCTOBYBAaTH Pi3HI MOBHI MOEi.
Hanpuxan, GPT-4.

Ilpuknao 1: Busnauennsa Knouoeux mem

Mu Maemo NOBiTOMIIEHHS 13 Mepexxi [HTepHeT:

Alibaba BunycTuna HoBy BepCilo LITY4YHOrO iHTENEKTY — CTBEPAKYE, WO Kpalua 3a DeepSeek
29.01.2025 19:20

Kutalicbka TexHomoriyHa komnanis Alibaba y cepefy Bunyctuna HOBY BepCito CBOEN
mopeni wryyHoro iHTenekTy (LUI) Qwen 2.5-Max.

Mpo ue nosigomnsie Reuters, nepenae YkpiHdopm.

Y KomnaHii cTBepaXyloTb, WO HoBa Bepcid Qwen 2.5-Max nepesepluye "maibke 3a
BCiMa napameTpamun” iHWWA kuTancbkuin LLI-ctaptan DeepSeek, a Takox nepenosi
mogeni OpenAl Ta Meta — GPT-40 i Llama-3.1-405B.

Bunycky Qwen 2.5-Max BigbyBca y nepwmin geHb HoBOro poky 3a MiCSYHUM
Kanengapem, Konu GinbLiCTb KMTaWLiB He npautoloTb. 3a3HavaeTbCs, WO Le CBiaYnTb
npo TUCK CTpiMKOI nonynspHocTi ctaptany DeepSeek He nuwe Ha iHO3eMHUX, @ 1 Ha
BHYTPILLHIX KOHKYPEHTIB.

Ak nosigomnsie  YkpiHGopM, kutancbkuin ctaptan DeepSeek 3i cBoeto mogennto
reHepaTuBHOrO LWITY4YHOro iHTenekty DeepSeek-V3 Bunepegme y Crnonydenux LTaTax
CcBOro KoHkypeHTa ChatGPT i cTtaB HawnonynsipHiluMum 6e3KOLITOBHMM 3aCTOCYHKOM,
AOCTYNHMM B amepukaHcbkomy Apple App Store.

DeepSeek ctaB nepumm ctaptanom, siKM OTPMMaB BUCOKi OLIHKW Bif TEXHOMOriYHOI
ingyctpii CLUA 3a piBeHb MPOAYKTMBHOCTI, LIO BIigMOBigae i HaBiTb nepesepLuye
HancCy4acHiLWi aMepuKaHCbKi Mogeni WTYYHOro iHTENeKTY.

YkpiHdopm 2025.01.29 19:31
https://www.ukrinform.ua/rubric-world/3954239-alibaba-vipustila-novu-versiu-stucnogo-
intelektu-stverdzue-so-krasa-za-deepseek.html

Hexaii mepen Hamu CTOITh 3ajaya BH3HAYEHHS OCHOBHHUX TEM i3
3aBaHTAXXCHOTO TEeKCTy. /I bOro 10 BENHKOI MOBHOI Mojeli GpopMyeThes
3anuT (IPOMIT):

BuaHau knto4oBi Temn y BBEOEHOMY TEKCTI

[Ticnst 3aBaHTaxkeHHs TeKCTy BuximHoro daitny B cucremy ChatGPT
(mo3Hauka «+») 1 HaBEIEHHOTO IMPOMIMTY, BEIMKAa MOBHAa MOJCIh HAlae
BIiIIIOBIb:

Y TeKCTi 3 JOKYMEeHTa BUAINAITLCS Taki KMYoBi TeMu:

1. Bunyck HoBoi mogeni LUI Big Alibaba — komnania Alibaba npeseHtyBana HoBy
BEpCito CBOEI MoAeni LWTy4Horo iHTenekty Qwen 2.5-Max.

2. MopiBHAHHA 3 KOHKYPEHTaMM — CTBEPAXYETLCS, Lo Qwen 2.5-Max
nepesepLuye 3a GinbLicTio napameTpiB iHWi Moaeni, 3okpema DeepSeek, GPT-
40 (OpenAl) Ta Llama-3.1-405B (Meta).

3. KoHkypeHLift Ha puHKy LLI — BUNYyCK y CBATKOBUI IeHb CUMBOSI3y€E TUCK
KOHKypeHLii, ocobnmeo 3 60oky ctaptany DeepSeek.
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4. Ycnix DeepSeek y CLUA — mogenb DeepSeek-V3 cTana HannonynsipHiLmm
6e3koLToBHMM 3acTocyHkom B Apple App Store CLUA, o6inwoswmn ChatGPT.

5. Bu3HaHHsa kuTancbkux LI-texHonorin — DeepSeek oTpumas BUCOKY OLiHKY y
CLUA 3a cBOt NpOAYKTUBHICTb, Sika Bignosigae abo nepesepLuye 3axigHi
mogaeni.

SIkimo noTpibHO, MOXKY CHOPMYITIOBATH Ii TEMH SIK TEI'H 200 PO3TOPHYTHU KOXKHY 3 HUX
JUTSL TIOJIANTBIIIOTO aHAITI3Y.

Ilpuknao 2: Buaenennusa nepcon

I3 HaaHOTO TEKCTY MOBIOMJICHHS BUSBUTHU IEPCOHU, IO 3raxytoThes. Ock
1€ TTOB1IOMICHHS:

Y "Koaniuii oxounx" BU3HauMAM YoTMpw YiTKi UWini ana Ykpaiim

Lli kpaihn pasom BucTynawoTb 5K eauHe Uine i roTosi 3abesneunT manbyTHe Ans
YKpaiHu nicna JOCArHeHHs MUPHOT yroam npo NPUNUHEHHS BiHW.

MnaHn € pobpe po3pobneHvMun i Koaniyis Mae uiTki uini ans Ykpaiim / ¢oTto
facebook.com/NATO

Y "Koaniuii oxoumx" BU3HAYMNM YiTKi YOTUPKM LiNi AN SKHANCUIbHILLIOrO MNOCUMEHHS
YKpaiHu i opmyBaHHA "rapaHTiHMx cun" 6e3neku, siki CknagaTUMyTb KOHTUMHIEHT
iHo3eMHux cun. Ak nepepae kopecnoHaeHT YHIAH, npo ue miHictp o6opoHu Benukoi
Bputanii xoH Tini ckaszas Ha noyaTky 3acigaHHsa "Koaniuii oxoumx" Ha piBHi MiHICTpiB
060poHun y bprocceni B wtab-ksaptupi HATO.

ini posnoyaB 3 MoAsikM ABOM COTHSIM BICbKOBMX NnaHyBanbHukiB 3 30 KpaiH, ski B
OCTaHHi TWXKHI HanonernMBo npauioBanu. 3a Koro crnoBamu, Ui KpaiHM pasoMm
BUCTYNawTb sk €4uHe Uine i rotosi 3abesneuntn manbytHe ans YkpaiHu nicns
[OCArHEHHA MUPHOI YroAn NPo NPUNWUHEHHS BIMHW.

YHIAH 2025.04.10 18:13
https://www.unian.ua/world/u-koaliciji-ohochih-viznachili-chotiri-chitki-cili-dlya-ukrajini-
12973086.htm

Jln1st BUpIIIeHHS TOCTABJIEHOI 3aJa4t ()OPMYETHCS IPOMIIT:

BusHay BCix MepCcoH, Lo 3ragyoTbCs Yy NOBiAOMIEHI

Y pesympTari OmpamroBaHHSA IBOTO THpoMnTy cucremMa LLM, 30kpema,
Qwen-2.5 Hazae BiaNOBIb:

Y Ll,bOMy I'IOBI,EI.OMJ'IeHHI 3ragyroTbca HaCTyI'IHI nepcoHu:
[xoH Tini (John Healey) - miHicTp o6opoHn Benukoi BputaHii
— [Mpe3npeHT Tpamn (Donald Trump) - konuwHin npesnpgeHt CLUA (sraganun B
KOHTEKCTI)
— [pe3ungeHT MyTiH (Bonogumup MyTiH) - npeangeHT Pocii
— OnexkcaHap Cupcbkuii - FonoBHokoMaHayBay 36ponHnx cun Ykpaiim
Bonogmmup 3eJ'IeHCbKMM npe3naeHT YkpaiHn
TaKO>K CTaTTﬂ 3ragye "OBi COTHi BiiCbkOBMX NnaHyBanbHukiB 3 30 kpain" i "Garato
MIHICTpIB", siki 6epyTb y4acTb y 3ycTpidax, ane KOHKPETHO He Ha3MBae ix.

Ilpuknao 3: Buaenenns 36’°a3Kie Midc noHAmMmMAMU

Jlst BUpinIeHHs i€l 3ajaun aHATi3yeEMO TIOBITIOMIICHHSI 3 MepexKi [HTepHeT:
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LLlyKaTu WwWAasxm HOBOI NponaraHan

20.11.2024
Mponaranpa 6yna, € i 6yge. Lle "mpia", sky npogaloTb CycninbCTBy. Ane BOHa 3aBXau
crnmpaeTbea Ha  ewmouil, niwe MiMiKpyro4n nig  ceprosHy pO3MOBY.

MponaraHga cvnbHa nuile Todi, KONy 3a Het CTOSATb pearnbHi Aii.

CbOrogHilwHs BiiHa 6araTo B YoMy "3HULLMNA" CTaTyC CTapuX iIHCTPYMEHTIB ynpaBniHHS,
ane Konv BOHa 3aKiHYMTLCS, BOHW 3HOBY NpuiayTh. 3 Ui€i npnymHM Tpeba 6yTn rotoBum
00 Hux. | ogHUM i3 Takux iHCTpymeHTiB 6yna i 6yne nponaraHga. Macoa cBifomicTb
BiApi3HAETLCS Bif iHAMBIAYanbHOI, BoHa NoTpebye ceoro niaxody. | nponaranaa skpas €
pO3MOBOIO 3 MacoBol cBigoMmicTio. [MponaraHga 3aexau CynpoBopKyBana NOAUHY.
Came cnoBo, K i opManbHWUi HCTUTYT nponaraHau, 3'SBUNOCS AaBHUM-OABHO B
HaZpax KaTonMUbKOI LLEPKBU AN HABEPHEHHSA HEBIPHWMKIB A0 Bipw. IrHaTiv Jloona wykas
i 3HaxoauB, Sk pobUTK Lie HariedeKkTMBHILLE.

Axanewmis Ykpaicbkoi Mpecnt 2024.11.20 12:12
https://www.aup.com.ua/news/shukati-shlyakhi-novoi-propagandi/

ITpomnt o LLM:

BusiBn 3B’A3K1 MiXK OCHOBHUMMW MOHATTAMU MOHATTAMU Y BBEAEHOMY TeKCTi, HaBeaun
iX y BMrMAAi nap 3B’A3aHMX MNOHATb Yy dopMaTi «NOHATTS;MOHATTA», Hanpuknag,
«XxMapa;aow». Ocb TeKCT: [TEeKCT NoBiAOMMNEHHS]

[Ticns 3aBaHTaXKEeHHS TeKCTy Yepe3 nmpomnr y cucteMy ChatGPT, 1s Benmuka
MOBHa MOJIEJNb Ha/1a€ BiANOBIAb!

nponaraHga;Mpis
nponaraHga;emouji
nponaraHga;peansHi gii
nponaraxHga;macoBa CBifoOMICTb
nponaraHaa;BipTyanbHUM NpocTip
nponaraHaa;pesontowii

MacoBa CBiAOMICTb;eMouii
MacoBa CBilOMICTb;Bi3yanbHIiCTb
MacoBa CBigOMICTb;ynpaBniHHs
MacoBa CBilOMICTb;peknama
MacoBa CBigOMiCTb;Nabnik pinenLuH3
BiliHa;iHbopMmaLinHa BiHa
BillHA;KOTHITUBHA BiliHa
BillHa;MeHTanbHa BiliHa
BillHa;CBIAOMICTb
BillHa;BIpTyanbHiCTb
BiliHa;emoUii

BiliHa;3MiHa Mpii
BillHa;peanbHicTb
€eMOLii;CBIOMICTb
eMoLlii;ynpaBniHHS
eMolLlii;pesoniouisa

Bizyanizayis pezynomamie

JUs Kpamoro po3yMiHHS pe3yJbTaTiB aHAN3y BAXIUBO Bi3yalli3yBaTH ix.
Hampukmnan, moxHa noOynyBatu rpad B3aeMO3B’sI3KIB HOHATb, Ul 4YOTO
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CKOPHUCTYEMOCH cepBicoMm Semantic Networking
(https://bigsearch.space/uli.html), cTapToBy CTOpIHKY SKOTO HaBEICHO Ha
puc. 2.5.

Micns OTIpaIfOBaHHI cepBicoM Semantic Networking
(https://bigsearch.space), Ha expaHi KopucTyBada (puc. 2.6) BHBOISATHCS
MOHATTS K BY3JIM MEPEXKi, KUIBKICTh 3B’S3KIB KOXHOTO, MOHSTTS, ACSKi
CTaTUCTUYHI TIOKa3HWKH 1 camMa Mepeka B IHTEPaKTHBHOMY ITOJIAHHI
(HatuckaHHs Ha By3nIM abo pebpa) MPU3BOAATH N0 TMEPEXOoAy 3a
TiIEepPIOCHIAHHAMHY Ha PE3YNIbTaTH IOIIYKY 30BHIMIHIX MOITYKOBHX CHCTEM.

Semantic Networking

KoMyHizm;kanitanizm

mEMHCK; 3axin

axusicw; 3abopona

CyXWil 3aKOH;pPO3KON

CNOXWEALTEO; KoNsopoel pesonwuii
OeCTPYKTUEHI npakTukw;couiansHui npoTecT
pesomouia;emouil

pesomouia;mManinynauin

Pocia;nponaranaa

Pocin;ymeni 3arpoaw

yAasHi zarposm;macosa ceigomicTe
emouil;pauioHanericTe
pauioHaneHicTe; BigknwHeHHA
HaToen; emouil
noBTopeHHA;Nponarakja
mpii;icTopia

Links: © Google ® Google News ®Bing ® Bing News ® WikiEN

M Directed ¥ Full

Pucynok 2.5: dopma BBeneHHs pe3ynbTaty pobot LLM s monansmoro
aHami3y i Bizyamizamii

BUCHOBKHM 10 po3iny

Le#i po3nin IPUCBAYEHO BEJIMKUM MOBHHM MOJIEIISIM Ta iXHIH posti y aHaiisi,
TeHeparllii Ta MoJenoBaHHi iHpopmariiiHo-nicuxonoriunux BiH (II1B). Tyt
Oynau JdeTalbHO pO3TIAHYTI apxitekrypa LLM, Metomu iX HaBYaHHS,
MeXaHi3MH 00poOKH TeKCToBOi iH(poOpMalii, a TaKoXK NpaKTHIHE
3aCTOCYBaHHS JUIsl BUSIBJICHHSI KOHIICTITIB, 3B 5I3KiB Ta HapaTuBiB. OcoOIMBY
yBary MpHIiJIeHO MOKIIUBOCTSIM Ta OOMEKEHHSIM ITUX MOJEeNIeH Y KOHTEKCTI
aHaiizy iHpopMaLiifHUX ITOTOKIB.
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Benuki moBHiI mopeni, Taki sk GPT-4, Qwen, DeepSeek-V3, Llama-4 Tta
iHMT, 0a3yroThes Ha apxiTekTypi Transformer, sika 103BoJsIE €(hEKTHBHO
00pOOIATH BETUKI 0OCATH TEKCTOBHX JAHUX.

Term
: MPI
2: TIPOTIATAHJIA
BIMHA
: EMOIIT
: MACOBA CBIJIOMICTb

7: 3AXINT
: IOMITHKA
: KOMVHISM

20: OCBITA
: BIPTYAJIHUI IIPOCTIP

2
2
2
2
3
2
2
2
2
2
3

- NN

Pucynok 2.6: Pesynbrar Bi3yamizamii
OCHOBHI XapaKTePUCTHKU LIHX MOJIEIeH:

— HaBuanus 6e3 BUMTENS — MOJCI HABYAKOTHCSA HA BEJIMKHX 0oOCsArax
HECTPYKTYPOBAHOTO TEKCTY, BUKOPHCTOBYIOUH 3aBIAHHS MaCKyBaHHS
YH [IPOTHO3YBAHHS CIIiB.

— MexaHi3M yBaru — 0araTtorojoBHil MexXaHi3M YBaru JO3BOJISIE
MOJICNIIM  OJTHOYACHO BpAaXOBYBaTU pi3HI YaCTHHU TEKCTY, IO
3a0e3meuye Kpaiie po3yMiHHS KOHTEKCTY.

— ABTOpErpeciiHuil miaxix — KOYKHE HACTYITHE CJIOBO T€HEPYETHCS Ha
OCHOBI TIOMEPENHIX CJiB, IO O3BOJIIE CTBOPIOBATH JIOBIi Ta
3MICTOBHI TEKCTH.

I1i oco6mmBocti pobyaTe LLM THydKHMH iHCTpYMEHTaMH JUIS IIHPOKOTO
CIEKTPy 3aBAaHb, BKIIOYAIOYM AaBTOMATHYHWN TE€PEKIad, CTBOPEHHS
pe3toMe, KTacuQiKallito TeKCTIB Ta TeHEpaIlif0 KOHTEHTY.

OpmHuM 13 KITIOYOBHX 3aBmaHb LLM € reHepamis HOBHX KOHIENTIB Ta
BHSIBIICHHS 3B’ sI3KiB Mi>k HUMH. [le 3aBIaHHs BKIIIOUAE 1BA OCHOBHI aCIIEKTH:

— CKCTpakIsi  CyTHOcTed. BwuaineHHs  IMCHOBaHHMX  CYTHOCTEH
(HampuKkian, opraHisamiid, 4acy, JIOKaiiil) Ta aOCTpaKTHUX IOHSTH
(Hampuknan, "3axuct"”, "TpeHinr');
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— BUSBJIEHHS 3B’s3KiB. BH3HAYeHHS CEMaHTHMYHUX 3B’SI3KIB MK
TIOHATTSIMH, HAIIPUKJIAJl, Yepe3 aHalli3 rpaMaTHYHUX KOHCTPYKILil abo
rpagoBe MOJICIIIOBaHHS.

Jns  mOKpalieHHs TOYHOCTI reHepaiii KOHILENTIB  3alpOIOHOBAHO
BHUKOPUCTOBYBATH MHOXHHHI TIPOMITTH (3alIMTH) 3 PI3HUMH MapaMeTpaMu Ta
arperyBat  pesyipratd. lle  mo3Bossie  30IMBIIUTH  HMOBIPHICTH
3HAXO/KCHHS PpEJICBAaHTHUX KOHIICNTIB, XOYa JIIOJChKa Bepu(ikaris
3QJIMIIAETHCS BaXKIIUBOIO.

LLM wmaroTh LIHMpPOKE 3acCTOCYyBaHHS Yy BHUBUYECHHI iH(pOpMaliiHO-
MICHXOJIOTIYHUX BIHH:

— BHSBJIGHHS KJIIOYOBHX HapaTuBiB. MoJiemi MOXYTh aHali3yBaTu
BENMKI MAacWBH TEKCTy JJIs BHABJICHHS JOMIHYIOUHX TeM Ta
HapaTHBIB;

— mporHo3yBaHHA  iHQopmamiiHmx arak. LLM  nmomomararooThk
MPOTHO3YBAaTH PO3BUTOK I1H(POPMAIIMHAX KaMITaHil, BHSABISIOYH
3aKOHOMIPHOCTI Y MTOIIUPEHHI Ae3iH(opMarii;

— CTBOPEHHS CHMYJALiH. Mojeni MOXYTh MOJIENIOBATH CcLeHapil
iH(hopMAaITiHUX oTepartiil AJIs OLIHKH iXHbOT €)EKTHBHOCTI.

Opnak icHye mpobnema "TamronuHANIA" — CHTyalild, KOJM MOJETh
TeHEpYe HEpENICBaHTHI KOHIENTH ab00 HE MOXKE BHSBHTH KIFOUYOBI
3B’s3ku. s momonaHHA Iii€l mpobieMu 3amporOHOBAaHO KOMOiIHYBaTH
ABTOMATH30BaHI METOIH 3 JIFOICBKOIO €KCIIEPTH30I0.

YV po3midi TakoXk MPEICTaBICHO MOJAECTh, SKa BKJIIOYAE IMICTh OCHOBHHX
CYTHOCTEH JUTS aHAITi3y TeKCTOBHUX JAHUX:

Tokenu. HaliMeHIITi onuHMII TEKCTY (CHMBOJIH, YaCTHHH CIiB, CIIOBA).

Crnosa. Jlemu abo HOpMaibHI (POPMHU CIIiB.

CytHocri. KoHKpeTHI TOHATTS, Taki SK JIOKaIii, ITO/ii, TEXHOJIOTI.

. HaparuBu. Cucremu onosizui, ki (pOpMyITIOIOTECS CIIOBAMH.

. Hopii. PeanpHi abo ysBHI momii, MOB’sA3aHi 3 YacoMm, MicleM Ta
YYaCHUKAMH.

. HoxymeHnTH. 30ipKH TEKCTY, TakKi sK CTATTi, 3BITH a00 KHUTH.

v

=)}

L1 ™monmenb 3abe3rnedye KOMIUIEKCHMH —aHami3 TEKCTOBUX JaHHX,
BPaxOBYIOUHM B3a€EMO3B’SI3KM MK Pi3HHMH PIBHSIMU TEeKCTy. BoHa no3Bossie:

— JIiNIe po3yMiTH CTPYKTYpPY Ta 3MICT TEKCTY;

— BUSBIISATH KJIFOYOBI CYTHOCTI, HApATUBH Ta TOJIT;

— TeHepyBaTH BUCOKOSKICHHI TEKCT, SKHU BiJIIOBIIa€ KOHTEKCTY,

— aHamizyBaTH iH(OPMAIiiiHi TOTOKH Ta BUSBILITH MTOTEHIIHHI 3aTpO3H.

Jo ocHoBHUX mepeBar LLM BiTHOCATBCS:
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— Mozelli MOXYThb 3aCTOCOBYBAaTHCS [O UIMPOKOTO KOJa 3aBIaHb,
BKIIIOYAIOYM aHaJli3 HapaTHBIB, BHABJICHHSA nAe3iH(opMmamii Ta
HPOTHO3YBaHHS TPEH/IIB;

— B3IATHICTh aHANI3yBaTH KOHTEKCT Ta BUSIBISATH CKIAJHI 3B’SI3KA MK
HOHSTTSIMHU;

— MOJeIi MOKYTh OOpOOJIATH BEIHKI OOCITH JaHUX 332 KOPOTKUI dac.

OcHoBHI 0OMexxeHHs 3acTocyBaHHs LLM HacTymHi:

— ramronuHAaIii. Mojeni iHOI TeHepYIOTh HepeJIeBaHTHI KOHIIENTH abo
HE MOXKYTh BHSIBUTH KITFOUOBI 3B’ SI3KH;

— morpeba B JIOACHKIH Bepudikauii. PesympraTm Momeneil uacto
MOTPeOYIOTh MEPEBIPKH SKCIIEPTaMU;

— 3aJIeKHICTD Bif AKOCTI JaHuX. TOYHICTH MOJEIIEH 3aI€KUTh Bl AKOCTI
Ta PI3HOMAHITHOCTI HABYAJIBHUX JAHUX.

Benuki MOBHI Mojeni € MOTYXKHUM IHCTPYMEHTOM JUIsi aHaily Ta
MOJICTIOBaHHS iH()OPMAaITiHHO-TICUXOJIOTIYHHX BiitH. BoHUM 103BOMNSAIOTH:

— edeKkTHBHO 00pOOIATH BETUKI 00CATH TEKCTOBHUX JTAHUX;

— TeHepyBaTH HOBI KOHIIENITH Ta BUSBJIATH 3B’ SI3KM MiXK HAMU;

— MpPOTHO3YBaTH PO3BUTOK IH(POPMAIIfHUX aTaKk Ta CTBOPIOBATH
CUMYJISIIIT 1715 OI[IHKH IXHBO1 €()eKTUBHOCTI.

OnHak Juisi JIOCSATHEHHS HaMKpaluMxX pe3yJbTaTiB BaXIMBO KOMOiIHyBaTH
aBTOMATH30BaHI METOAW 3 JIOACHKOIO excmepTusoro. lle mo3BomuTh
Al

MiHIMI3yBaTH pH3MKM "ramouuHanii" Ta 3abe3meunTH HaAIMHUI aHami3
iH(OpPMAaIiITHAX MOTOKIB.

IIuTaHHsa s CAMOKOHTPOJIIO

1. Ilo take TpaHchOpMEpHa apXiTEKTypa, 1 IK BOHa BUKOPUCTOBYETHCS
JUTSL aHATi3y TEKCTOBHX JTaHUX?

2. Sk mnpamroe wmexaHisMm camoyBaru (self-attention), i domy BiH
BaXKITUBHHA JJ1s1 00pOOKH IPUPOTHOT MOBH?

3. Lo Take mno3WIifiHE KOIyBaHHA, 1 YOMY BOHO HEOOXiJHE Ui
TpaHcHOpMEpHHUX MoJieTen?

4. Sx mnpamtoe moBHO3B s3HMM map (Feed-Forward Network) y
TpaHCHOPMEpHIi apXiTeKTypi?

5. Y yomy mosnsirae KoHueNis "poro BipTyalbHUX eKcnepTiB"?

6. Sk BH3HAYAETHCS ONTUMAJIBHUN MOPIT I BIJCIBY HE3HAYYIIUX
3B’S3KiB y METOAI POIO BipTYaJIbHUX €KCIIEPTiB?

7. Sk moaceka Bepudikaris  JormomMarae  MOKPallUTH  TOYHICTh
pe3yibTaTiB, oTpuManux Big LLM?
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SIki OCHOBHI eramu mpouecy HOOYHZOBH CEMaHTHYHOI Mepexi 3a
nomomororo LLM?

SIK BHKOPHCTOBYETHCS NMPOMNT-IHXKMHIPHUHT U €KCTpPakImii HOBHX
CYTHOCTEH 13 TeKcTy?

10. SIki iCHYIOTP METOAM MJISI 3MCHIICHHS BIUIMBY ITOBTOPIOBAHHUX

BiJIMIOBiIeH py Oararopa3oBOMy BUKOHAHHI IIPOMIITIB?

11. Ik BHW3HaYaeTbCs Bara 3B°S3KY MK CYTHOCTSIMA y METOHI POIO

BIpTyaJIbHHUX EKCIIepTiB?

12. Ik MOXHa BHSBUTH KJIIOYOBI HApaTUBH Yy BEJIMKOMY MAacHBI

TEKCTOBHMX JaHUX 3a gormoMororo LLM?

13. SJk MOXHa OIIHUTH CTaOUTBHICTh pE3yJBTATIB NpPU 30LIBIICHHI

KijbpKocTi 3amyckiB LLM?

14. SIki icCHYIOTh METOAM JJISl BHUSBICHHS '"TamfonuHaniin" y BiAMOBimsIX

LLM?

JliTtepaTtypa 3a po3aijiom

1.

Dmytro Lande, Leonard Strashnoy. GPT Semantic Networking: A
Dream of the Semantic Web — The Time is Now — Kyiv: Engineering,
2023. - 168  p. ISBN  978-966-2344-94-3,  DOL:
10.5281/zenodo.14278893

Jlanne JI.B., Crpammnoii JI.JI. CeMaHTHYHUI HETBOPKIHI HAa OCHOBI

BEIIMKUX MOBHUX Mojeiel : MmoHorpadis. Kuis: [mkunipuar, 2025. —
274 c. ISBN 978-617-8180-01-0

. OSINT vy kibepbesneni : naBy. noc. / Jlanme J.B. — Kuis: TOB

"Tmxunipuar", 2024. — 522 c. ISBN 978-966-2344-97-4

Stephen Wolfram. What Is ChatGPT Doing ... and Why Does It
Work? Wolfram Media, Inc., March 9, 2023. 112 p. ISBN 978-1-
57955-081-3

. Ashish Vaswani, Noam Shazeer, Niki Parmar, Jakob Uszkoreit, Llion

Jones, Aidan N. Gomez, Lukasz Kaiser, Illia Polosukhin. Attention Is
All You Need. 2017. arXiv: 1706.03762. ArXiv Preprint. DOI:
10.48550/arXiv.1706.03762
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Industries with Large Language Models. Kindle Edition, 2024. — 160
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67


https://www.amazon.com/Stephen-Wolfram/e/B01HTZP7PQ/ref=dp_byline_cont_book_1

3. MeToau NoGYyI0BU MepeKeBUX MoAesIei

Jis gocnimKeHHs 1HPOPMAIIITHO-TICMXOJIOTTYHUX ONepalii i MEHTAIBHUX
BiifH mepeayciM HEOOXiTHO MOJENIOBaHHS 1H(GOPMAIIHOTO CepeIoBHIIa,
IUTSL 9OTO 3aCTOCOBYIOTHCS TPadoBi CTPYKTYPH — MEPEXi, SKi JTO3BOJISIOTH
OMHMCYBaTH B3aEMOJIII0 MK cy0’ekTamMu iHQOpMAIIHHOTO  BIUIHBY,
MPOCTEeXYBAaTH IOUIMPEHHS] HapaTHBIB 1 BUSBIITH KIIOYOBI BY3JH, IO
BH3HAYAIOTh JHHAMIKY iH(OPMAIiIfHUX IPOIIECIB.

Metomu mTOOYIOBM MeEpEKEBUX MOJAEICH pO3BUBAIMCA Bil JKOPCTKHX
iepapxiyHuX rpa)OBUX CTPYKTYp OO AWHAMIYHHUX AJANTHBHUX MEPEXK, IO
30aTHI 3MIHIOBaTH CBOIO KOHQIrypamilo B 3aJ€KHOCTI BiJ IOTOKY
iH(opMaIlii, 3aCTOCOBYIOTHCS METOJM CEMaHTHYHOTO PO3IIUPEHHS rpadiB Ta
iHTerpamii HOoBHX 3B’s3KiB. Lli MigXoaW IO3BOJNISIOTH CTBOPIOBATH THYYKI
AQHATITUYHI CHCTEeMH [UIA BHSBICHHA Ta I[IPOTHO3YBaHHSA BIUIMBIB Yy
UPPOBOMY IIPOCTOPI.

3.1. IuTerpaniss HOBUX NOHATH i 3B’A3KIB
pan

B peanbHOCTI iH(bOpMaNiiiHI Mepexi € ITUHAMIYHUMH — iXHSI CTPYKTypa
MOCTIHHO 3MIHIOETBCS, TOMY BKJIMBOIO 3aJadei0 € aBTOMAaTH30BaHa
IHTETpaIlisi HOBUX MOHATH i 3B’s3KIB Y MEpPEXY U MIATPUMKH aKTyalIbHOCTI
ii 3micry.

VY KoHTeKCTI iH(pOpMAIIIfHO-TICUXO0JIOTIYHHX BiliH BEJIMKI MOBHI MOJIEIIi, TaKi
sk GPT-4, LLaMA, abo Qwen MOXYTh TOIOMOTTH BHSBHTH IIPUXOBaHI
TIaTepHU, CTPATETil BOPOXKUX il Ta METOIH MPOTHIil. Jlami po3ristHeMo, SIK
LLM nonomararoTh iHTErpyBaTH HOBI IMOHSATTS 1 3B’S13KH, 8 TAKOXK HABEIEMO
KOHKPETHI MPUKIIAIH i3 peaslbHUX 1HPOPMAIIHHO-TICHXOJIOTYHUX BiliH.

Benmki MOBHI Mozmeni MOXYThb aHQIi3yBaTH BEIWYE3HI MAaCHBH TEKCTOBOI
iHpopMarIlii Ta 3amporOHyBaTH HOBI TMOHATTA 1 3B’SI3KM Ha OCHOBI
3aKOHOMIpHOCTeH y maHuX. Hampukman, mpu aHami3i COLIATEHHX MEpex
LLM. wMoxe BHSBUTH, W10 TII€BHI THIM HapaTuBIB (HaNpUKIAL,
«OUCKpPEAWTALlisl BIagW») 4YacTO IIOMIMPIOIOTBCS  4Yepe3  KOHKPETHI
wiardopmu (Harmpuknaa, Telegram). Takoxx LLM Moxe 3ampomnoHyBaTH
HOBI MEXaHI3MH BIUIMBY, HaIpPUKIA], B 3aJadi BUKOPHUCTAHHS INTYYHOTO
IHTEJEKTY JUISl CTBOPEHHS MEePCOHATI30BaHNX (PEHKOBUX HOBHUH.

Benuki MOBHI Mozelli MarOTh 3AAaTHICTh «PO3YMITH» KOHTEKCT Ta Ha/JaBaTH
JeTajbHi MOSCHEHHsS HOBUX 3B’s3KiB. Hampukiaza, sIKIIO MOJENb BHSBISIE
3B’SI30K MK «TEHEpAlli€l0 MITyYHUX MEMIB» Ta «COLIaIbHUMHU MEpeKaMuy,
BOHA MOXE TMOSCHHTH, 5K QITOPUTMH PEKOMEHJAUIH CHPUSIOTH X
MOIIMPEHHIO cepell ITbOBOI ayAuTOpii.

Benuki MOBHI MoJeni MOXYTh OJHOYACHO WEPEBIPATH JdaHI 3 pIi3HHX
JOKepell, HallPpUKIIaJ, MOPIBHATH 1H(GOpMaIllilo 3 HAYKOBUX CTaTeil, HOBHH Ta
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eKCHEepTHUX 3BiTiB, ab0 3alpONOHYBATH 3aCTOCYBaTH IOAATKOBI BHIU
JOKEpeI JUT IEPEBIPKU JIOCTOBIPHOCTI HOBOTO MOHSTTS a00 3B’ SI3KY.

LLM MOXyTh JOIIOMOTAaTH 3HaXOAWTH HOBi MOHATTA Ta (GOPMYIIOBATH HOBI
3B’SI3KH, IHTETPyBaTH IX y ICHYIOUY MEpEXy, BPaxOBYIOUM THII 3B’SI3KiB,
HaIpsIMKH Ta BaroBi 3HAYCHHS 3B’A3KiB 1 MOHATH. Lle 103BOJIsE MPHCKOPUTH
IPOLEC PO3MIMPEHH MEPEXKI.

3.2. lpukaagMm i3 iHpopMaLinHO-NICUXOJIOTIYHMX BillH

PosristHemo nesiki npukiiany i3 cepu II1B 1 BiAnOBiAHI MpoLiecH BUSIBICHHS
MIOHATH Ta IHTETpaIlil HOBUX 3B’ S3KiB.

Ilpuknao 1: Pociiicvka oesingpopmayiiina kamnanin npomu Yxpainu

3amada: BusBuTH HOBI MOHATTA 1 3B SI3KM y CEMaHTHYHIA Mepexi, IoB's13aHi
3 POCIHCHKOIO Ie31HGOPMAIIIIHHOIO KaMITaHi€l0.

TIpomec:

1. Awnami3 manux. MoBHa MOZeNb IIpoaHali3yBalla TEKCTH 3 POCIHCHKHX
Mejlia, COIIMEpexk Ta OQIiHHUX TOKYMCHTIB.

2. T'enepamist rimore3. Mojenps 3amporoHyBajia HOBHHA  3B’SI30K:
«BUKOPHCTAaHHA OOTHETIB — INOLIMPEHHS HAPATHUBIB PO "HAIMCTCHKY
BJIay B YKpaini".

3. ITlepeBipka pmocroBipHOCTi. Ekcnepru minTBepamiu, moO OOTHETH
AKTHBHO BHKOPHCTOBYBAIWCS JUIsl TOIIMPEHHS TaKUX HAPATHBIB Yy
Twitter Ta Facebook.

4. Iarerpanis y Mepexy. 38’5130k OyB JOJaHUIT 10 MEpexi SIK «OOTHETH»
— TOLIMPIOIOTh HAPATUBHU PO "HAIMCTCHKY Biaxy'» 3 Baroto 0,9.

Pesynprar: Ili MOHATTS 1 3B’S30K JOMOMAralOTh 3pPO3YMITH MeXaHi3M
MaciTabHOTO MOLIMPEHHS MPOMAaraHAx Ta PO3POOHMTH CTpATerii mpoTHii
(Hanpukian, 6J0KyBaHHS OOTHETIB).

Ilpuknao 2: Jlesingpopmauinna xamnaumia nio uac npe3audeHmMcbKux
euoopis y CILIIA

3amaga: BusBuUTH HOBI TOHATTA 1 3B’S3KM, NOB'S3aHI 3 BTPYYaHHIM
1HO3EMHHX aKTOpiB Y BHOOpUHIA mpoIiec.

[Ipornec BUSABIICHHS NOHATH Ta 1HTErpaii HOBUX 3B’SI3KiB:

1. Anamiz maHuX. MOBHa MOJEJb NpOaHaNi3yBajia TEKCTH 3 COLiaIbHHUX
Mepexk, HOBUH Ta O(IIiifHUX 3BITIB.

2. T'enepamist rinmore3: Mogenb 3ampolOHyBaJia HOBHWH  3B’S30K:
«BUKOPHCTAaHHS MIKPOTapreTHHIY — TOCHICHHS HOJspH3alii
CYCILJIbCTBA.

3. IlepeBipka  mocToBipHOCTI.  AHami3  JaHWX  [OKa3aB, IO
MIKpOTapreTHHI  JIifiCHO BHKOPHUCTOBYBAaBCS Ui  IIOLIMPSHHS
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MOMITUYHO! peKIaMH cepel KOHKPETHHX TPyl HaCeJleHHd, IO
MPU3BEIIO 10 3pOCTAHHS MOMIPU3aii.

4. larerpamis y Mepexy. 3B’s30K OyB MOJaHUH SIK «MIKPOTAPTETHHT —
MOCHJITIOE TTOJISIPU3ALLIIO CYCITiIbCTBay 3 Baroto 0,85.

Pesynprar: Lli mOHATTS 1 3B’430K JONOMAaraloTh PO3POOHMTH pEeKOMEHMALIil
IIOI0 PETYIIOBAHHSA PEKIaMHUX IUaT(opM JUIA 3amo0iraHHs HOXiOHIM
BTPYYaHHSAM Y MaOYTHEOMY.

Ilpuknao 3: /lesingpopmauia npo eaxyunu npomu COVID-19 (2020-2022)

3amaga: BusBHTH HOBI TOHATTS 1 3B’S3KM, MOB'S3aHI 3 MONIMPCHHSIM
Je3iHpopMaliii mpo BaKIUHH.

IIpouec BUABICHHS MOHATH Ta iHTErpaii 3B s3KiB:

1. Anami3 ganux. MoBHa MOJEh MpOaHali3yBalla TEKCTH 3 COLIMEPEK,
YouTube-kxananiB Ta popymis.

2. I'enepamis rimore3. Mogens 3amponoHyBaia HOBHHA 3B S30K:
«BUKOPHCTAaHHS alTOPUTMIB DPEKOMEHMAAIH — TOIIMPEHHS Teopil
3MOB NP0 BaKIIMHUY.

3. IlepeBipka moctoBipHOCTI. JloCTimKeHHS IMOKa3aiH, IO aaTOPUTMH
PEKOMEH[AIK IfICHO CHPHSIN TONIMPEHHIO TEOpiii 3MOB cepen
KOPHUCTYBadiB.

4. Iarerpamis y Mepexy. 3B’S30K OyB [MONAHHH SK «aJTOPUTMHU
peKOMeH1aliii — TOIIMPIOIOTH TeOopil 3MOB NP0 BaKIMHU» 3 Baroro
0,8.

Pesynbrat: Lleit 3B’A30K JOMOMIT pO3pOOHUTH CTpaTerii A MOKpamieHHs
ANTOPHUTMIB pEKOMEHIAIIN Ta 3MEHIIICHHS TOMMPEHHs Ae3iH(opMarii.

3.3. BUK/IMKM Ta 06MeKeHHsI 3aCTOCYBaHHS BeJIMKMX
MOBHHUX Mojejei

Xouya LLM € mOTy)XHHUM IHCTPYMEHTOM, IX 3aCTOCYBaHHS Ma€ CBOi
0oOMeXeHHs, a came:

— i MOAETI MOXYTh BHSBIIATH TOHSTTS Ta TEHEPYBATH 3B SI3KH, SIKi HE
3aBXK/H BiANOBIIAIOTH peajbHUM HPOLEcaMm;

— 3HAYEHHS MOHATH Ta SKICTh MOHATH 3B’SI3KIB 3aJIEKUTH BiJ SKOCTI Ta
PI3HOMaHITHOCTI JaHUX, SIKI MOJICIh aHAI3YE;

— BHUKODHCTaHHS MOBHHX MOJEJTEH AN aHali3y YyTIMBUX TEM MOXeE
BUKJIMKATH €THYHI MUTAHHS.

Benuki MOBHI Mojelli € HOBUM IHCTPYMEHTOM JUIsl €KCTPakLii MOHATH Ta
iHTerparii HOBMX 3B’A3KiB y CEMaHTHYHI MEpeXi, OCOOIMBO y KOHTEKCTI
iH(pOPMAIITHO-TICUXOJIOTIYHAX ~ BiH. BOHM [O3BONSIOTE TeHEpPYBaTH
rinoTes3n, MepeBipATH aIeKBAaTHICTh IOHATH Ta JOCTOBIPHICTH 3B’SI3KiB Ta
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AaBTOMATU3YBATH Ipoliec OHOBICHHSA Mepexi. Ilpuknmamu i3 peansuux II1B
JIEMOHCTPYIOTh, 5K Ii MOJIEi MOXKYTh JIOIOMOTTH BHSBHTH HOBI MEXaHi3MH
BIUIMBY Ta po3poOuTH crparerii mpotumaii. OZHAK BaXKIUBO BpPaXOBYBATH
MOXXJIMBI BHKJIHMKA Ta OOMEXKEHHs, 100 3a0e3MeynuTH TOYHICTh Ta
e(eKTHBHICTH IHTETpAIlil HOBHX 3B’s3KiB.

3.4. Po3smiupeHHs iepapXiyHUX CTPYKTYp A0 Mepex

Y ToM 4Yac sK 3aralpHO IPUHHATH i€papxiuHa MOJENb [a€ 3MOTy
cTpykTypyBatu mpobiemy I[IB Ha OCHOBI CyBOpOTo MiAMOPSIKYBaHHSI
piBHIB, BOHaA Mae OOMEKEHY THYYKICTH Y BiIOOpakKeHHI CKIaJHHUX
B3a€MO3B’SI3KIB MIXK eJeMeHTaMu. ToMy I INIHOIIOro aHaiily HeoOXiaHO
III0 i€papXivyHy CTPYKTYpY PO3LIMPHUTH, YBIBIIN HOBI CYTHOCTI Ta 3B’SI3KH,
AKi (OPMYIOTh MepekeBy Mojenb. Lle m03BOJNIMTH BpaxyBaTH HE TUIBKH
BEPTHKAIbHI, a ¥ TOPU3OHTAIBHI B3AJEKHOCTI, a TAaKOX JWHAMIYHY
B3a€EMOJIII0 MK aKTOpPaMH, iXHIMH IUJIAMH Ta 3aco0amu, IO € KPUTHIHO
BRXIMBUM JUII PO3YMIHHSA MeXaHI3MIB MCHTAIBHOI BIHH B pealbHUX
YMOBaX.

Karteropito «MeHTanbHa BilffHa» CIOYATKy OylIeMO pO3IVISAaTH SIK CKIIagHy
cUcTeMy, sKa Mae€ iepapxiuHy cTpykTypy. [laHa mopmens €, 3BHYaiiHO, Ii
MaTEeMaTUIHOI0 aOCTPaKIi€l0 — piBHI W €IeMEHTH BH3HAYAIOTh CYTh
npo0iIeMu.

Hanawmo ii ¢popmanbHuit onuc: Hexail H — cCKiHUeHa YaCTKOBO YIOPSIKOBaHA
MHOXXKMHA, IO Mae HaiOuIpmuii enemeHT b. He iepapXi€w, SKIIO
BUKOHYIOTBCSI HACTYITHI YMOBH:

— Icnye po3outts H Ha migMHOXWHU Ly, k=1, 2,..., h, ne L, = {b}.
k=12,...,h—1.

—I3 x € L,,sumuBae, mo x" € L, k=2,...,h.

—I3 xe€ L, BummBae, mo x~ € L,

+17

Tyr X~ — eNeMeHT, SKWii CIlIye 3a €IEMEHTOM X, ¢ X = — E€IIEMEHT, IO
Hepeye eNeMeHTY X 3a PIBHAMH ie€papxil.

B Ttakomy pa3i gaHa mpobiema MigmaeThcsl JEKOMITO3WIT Ha MPOCTIIi
CKJIaJOBI 3 TOJANBIIUM OIIHIOBaHHSIM BIJHOCHOTO CTYICHS B3a€MOZIl
@JIEMEHTIB JaHOi i€papXidyHOi CTPYKTypH. Y CKIaIHIl CHCTEMi «MEHTaJbHA
BilfHa» MO>KHA BUAUTUTH ITSTh PiBHIB L, aei=1,2,..., 5.

Y HamoMy BUMAAKy, NMPH TPagWIIHHOMY pPO3TILAI MEHTAJIbHOI BiffHH SIK
iepapXxivyHOi CTPYKTYpH, 3MICT PiBHIB Ma€ TaKe MPU3HAUCHHS: HA TEPIIOMY
piBHi (L; «ixi MEHTaIbHOT BITHUY) PO3TISLIAIOTH €NUHUNA IEMEHT — POKYC,
1 pO3MIIYIOTh HOTO y BepIIMHI iepapxii (BiiiHa 3a 3MiHYy iAEHTHYHOCTI); Ha
apyromy piBHi (L, «Cuim 1 3aco0M MeHTanbHOI BiHM») BinoOpakaroTh
CKOHOMIYHI, MOJITHYHI Ta COIAJIbHI CHJIM, IO BIUIMBAIOTH HA PE3YJITAT
(dpinancu, mitepaTypa, MucTenTBoO 3aranoMm, 3MI, IaTepHeT TOIIO); TpeTii
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piBeb (L; «AKTOpM MEHTaIbHOI BIMHWY») YTBOPIOIOTH AaKTOpPH, IO
MaHIMyJTI0I0Th IUMHU cHjaMu (YpsI, MHUTII, MEICHATH TOIO); YETBEPTHH
piBesb (L, «imi oOKpeMHX aKTOpiB MEHTAIBHOI BIHHI») — II€ I[UTi KOKHOTO
akTopy (3MiHa YsBJICHb, IIHHOCTEH, HAaCTaHOB, CTEPEOTHUIIIB, TpaJMLil,
icTopr9HOI mam'sti); st piBeHb (Ls «[lomiTuky pearmizarii minei akTopis
MEHTaJIbHOI BIMHM») OIKMCYye MOJXIIMBI cClieHapii, a00 pe3yJbTaTH, SKHX
NparHyTh JOCSATHYTH KOXEH 3 aKTOpiB, 3aCTOCOBYIOYM CBOI IOJIITHKH, B
mepmry d4epry, HAeTbCs Tpo TEepEeKOAYBaHHs, K  IMBLII3AMiHHOT
IICHTUYHOCTI JIepKaBH, TaK 1 IEPEeKOMyBaHHSI KYJIbTypHHX IIHHOCTEH
CYCHUIBCTBA U IHAUBITY.

lepapxiuHa mEeKOMITO3MIliS [TO3BOJIIE CTPYKTYpyBaTH CHUCTEMy Ha piBHI
MmiJCHCTEeM, NIeé KOXKHa TMiJCHCTeMa BIiNNOBimae 3a KOHKpeTHI Imimi. Jlims
KO’KHOTO PiBHS BH3HAYAIOTHCS KOHIEITH, SIKI YTBOPIOIOTH KIJIACTEpH, SIKi
B3a€EMOJIIIOTh MIXK COOOIO JJIsl JOCSITHEHHs 3arajibHOT MeTH. MaremaTtiuyHa
MOJIeNTb JonoMarae (opmMaii3yBaTH B3aeMOJil MK IiJCHCTEMaMH depes
rpadu, MaTpUIl 3B’S3KiB Ta IUTHOBI (DYHKIIIi, 10 OMUCYIOTh €(PEeKTUBHICTH
CHCTEMH B IIIJIOMY.

PiBHi L 1 L4iepapxii BKIIOYAIOTh IEBHY MHOXUHY ITiel Ta miaminei. Hexaii
Ha piBHI i 3HaxoanThca MHOXMHA 1tinelt T; ={ Ty, Tp,..., Tiwi }, Dej= {1, 4},
a mi — KUTBKICTP IJICH Ha piBHI i. Y CBOIO Uepry, KoxHid mini 7} BigmoBimae
MHOXUHA miauinei Fy; ={Fj, Fip,..., F . }, neijn— KUIBKICTb miALiIeH
mimi Tj;. Tak B ymoBax pociiicekoi arpecii roOaJibHOIO ILTIO HEpIIoro
piBaa 7); € ocraTouHe ¥ OE3MOBOPOTHE PO3YMHEHHS YKPaiHCHKOL
IIEHTHYHOCTI y “3araJbHOPOCIHCHKIi™ Ta BiAMOBa yKpAIHIIB SIK MOJITHYHOL
HaIlil BiJ] PETeH3il Ha BJIACHY JIEPXKaBHICTH 3a BiZICYTHOCTI yCBiTOMIICHHS
BJIacHOi caMoOyTHOCTI. Y TOH Yac Wm akTopiB Ty, 3AIUIIAIOYHCH
MIAMOPSAIKOBAHUMH TJIOOANBHIA IUTI “MEHTaNbHOI BiMHK” pocil mpoTu
YkpaiHH MOXYTh BHJIO3MIHIOBATHCS 3aJE€KHO BiJ €MOXH IEPEIOBCIM 3a
(hopMOIO Ta TEBHMMH O3HaKaMH, 3aJMIIAI0YACh HE3MIHHUMH 33 CBOEIO
CYTTIO.

EnemMeHTH 1 miguini Ha KOXXHOMY pIBHI BHKOHYIOTH IIEBHI (YHKILIi
(indopmariiiHi, eKOHOMIUHi, oOpraHi3amiiHi TOmO) Ta MOXYyTh OyTH
MOB’sI3aHi 3 IHIINMHK eIEMEHTaMH 1 MAnUIMA Fi Ha ToMy K abo 1HIHX
PIBHSIX, (OPMYIOUM MEpEXy B3a€MO3B’SI3KiB. BOoHa ONMHMCYETHCSI MHOXKHHOIO
(hyHKIIOHATBHUX 3B SI3KiB MK €JIEMEHTaMH Ta ITiIIUIIMH:

36 ’asku = {(Fy, Fiji)| Fig moB’a3ana 3 Fjp).

MHo)XMHa (YHKLIIOHAIBHUX 3B’SI3KIB MDK  e€JIeMEHTaMH, ILUISIMH  Ta
MiAOUISIMA  yTBOPIOE Opi€HTOBaHMN Tpad, Oe BEpIIMHAMH € EJIEMEHTH,
migoim 1 oimi Fiy, a peOpamm — 3Bs3kM MK HMMH. [lo3Haummo
uet G=(V, E;), neV— wMHOXHHa BepliuH, aFEg;<S VXV — MHOXHHA
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opieHTOBaHMX pebOep, SKi ONUCYIOTh (YHKI[IOHAJIBHI 3aleXHOCTI MiX
eJIEMEHTaMU, TIIIIIMH Ta I{iIIMH.

EnmemenTs 1 mianmini Ha KOXXHOMY piBHI BHKOHYIOTH MeBHI (yHKmii
(irdopmariifHi, EKOHOMIYHi, oOpraHi3amiiHI TOm[O0) Ta MOXYyTh OyTH
MOB’S3aHi 3 iHIIMMHK eJIeMEeHTaMH 1 MmianiraMu Fi Ha ToMy >k abo iHIMX
piBHAX, (OPMYIOUH MEpexXy B3a€MO3B’3KiB. BoHa OnmCyeThCS MHOXHHOIO
(hyHKIIOHATBHUX 3B’SI3KIB MK €JICMEHTAMH Ta ITiTI1JITIMH:

Jus kokHOTO eneMeHTa cucteMu Fjy BusHawaeTbes (yHkmis f(Fy), sdKa
omucye ii pons y cucremi. OyHKIIT MOXKHA TPEICTABUTH SIK CYKYIHICTb
BiJTHOIIIEHh 200 (POPMYII, SKi OMHCYIOTh, SIK Ii €IEMEHTH B3a€EMOJIIOTh MiXkK
co0010 B MEXKax MEpexi.

B3aeM03B’s3KkM MiX €IEMEHTaMH, LUISIMHA Ta MiANUISIMHA Pi3HUX PIBHIB
MOXYTh OyTH NpEACTaBJIEHI 4epe3 MaTpULI0 3B’A3KIB MK PIBHIMH.
Hexait A, — 1e wMatpunsg  po3mipy m; X my, 1€  KOXEH
CJIEMEHT d;;, d; OTIACYE HAsBHICTH a00 BIICYTHICTH 3B’A3KY MiX IUIAMH i
miguinsamu T;1 T;p.

Jnst MonenmoBaHHs TPOILIECY JOCATHEHHS OCHOBHUX LUICH Ha KOXXHOMY

piBHI, MO’KHA BU3HAYUTH MUJTLOBY (DYHKITIIO CHCTEMH «MEHTalIbHA BiliHa» O,
sIKa 3aJIKHUTH BiJl BAKOHAHHS IIUICH 1 MiIIICH Ha Pi3HUX PIBHAX:

® = o:f (Ty) + (1-0) f (Fip),
Jie oL — BaroBHi Koe(illieHT y iHTepBati i3 3HaUeHHAMH y iHTepBaii [0,1].

Iepexin Bim iepapXi4YHUX OO MEPEKEBUX CTPYKTYP HO3BOJIIE OLIBII TOYHO
MozenoBaTH iHpopMauiiiHi BiliHM. CeMaHTHYHE PO3IIMPEHHS MEpEX Jae€
3MOTY HE TiJIbKH aHaNi3yBaTH IXHIO TOMOJOTiIO, aie W PO3yMiTH 3MICT
iHpopMaIiiHMX  BIUMBIB.  [HTerpamiss HOBUX 3B’S3KiB  JIOTIOMarae
OHOBJIIOBaTH MOJIeNIb Ta aJanTyBaTH il JI0 peajbHOro iH(pOpMauiiHOro
CEepEIOBUIIA.

Iadopmamiiini cucremmu TpamgmiiiiHO OyxyBanmcs 3a  i€papXiuHHM
HPUHIUIOM, /€ MOTOKH JaHUX PyXalHCs BiJ LEHTPAJBHOTO JKepena 10
HIDKYMX piBHIB. Taka CTpyKTypa XapakTepHa Il TPaIWLiHHX 3aco0iB
MacoBoi  iHdopmarii, JepKaBHUX OpraHiB Ta  I[EHTPaIi30BaHUX
MPOMAraHIUCTChKIX MEXaHI3MiB.

OCHOBHI XapaKTEpUCTUKU I€papXiyHUX CTPYKTYp, L€ IEHTpai30BaHEe
ynpaBiiHHs iH(opMarieto, (ikcoBaHi poji areHTiB KOMyHiKauii, JiHIHHAI
pyx iH(opMmariii (3BepXy BHHU3), BUCOKA ITepeadadyBaHICTh B3a€EMOIH.

Y To#t ke wyac cydacHe iH(pOpMaIliiiHe cepeloBUIE Mae TMEePEeBAKHO
MEpEKEBUI XapakTep, IKOMY IPUTAMaHHE:

— JIeNeHTpali3oBaHe TOMMPeHHs iH(opMaIlii (HapUKIa, COmMiaabHi
Mepexi, GOPyMH, MECSHIIKEPH);
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— HAasBHICTh MHOXXMHHHX KaHaJIIB 3B’S3Ky, IO CIIPHUSE IIBHUIKOMY
PO3IIOBCIOJDKEHHIO KOHTEHTY;

— BUHHUKHEHHS CaMOperylbOBaHHX iH(GOPMAIIfHAX KIACTepiB, IO
MOXYTb (pOpMyBaTH aBTOHOMHI HapaTHBH.

TakyuM  4YHHOM, OCHOBHI ~ XapaKTEPUCTHKH  MEPEKEBUX  CTPYKTYp
3a0e3nedyloTh  ICUEHTpallizallifo  BIUIMBY,  ajanTaliio g0  3MiH
iH(pOPMALITHOTO CepeIOBHIIA, BHCOKY BapiaTUBHICTh KaHANIIB KOMYHIKaIl,
MOYKJIMBICTb IIBHIKOTO (DOPMYyBaHHS HOBHX CIIJIBHOT HAaBKOJIO iZeH.

[Tepexin mo MepexeBUX MoOJeNel J03BOJISIE OUIBII TOYHO OITMCYBaTH
TUHAMIKy iH(QOpMAIiMHUX BiMH, OCKIIBKH B3a€MOJiS CyO’€KTIB y HHX
BiZIOYBa€ThCsl HE 3a JKOPCTKO 33JlaHMMHM IIPAaBHIIAMH, a 3aJI€KHO Bif IXHBOI
pouti y Mepesxi Ta CTyHeHs 3B I3HOCTI.

Y KOHTEKCTi iepapxiyHOi CTPYKTYpH MEHTalbHOI BilfiHHM, SIK MiJUidi, Tak i
MOHATTS BIINOBIZHOTO piBHA  MOXYTh OyTH BH3HAUEHI EKCIepTaMH,
30KpeMa  BIPTyalbHUMH eKcrepTamu  (IOTYYHHM  IHTENEKTOM), sIKi
JIONIOMAaraloTh CTBOPIOBATH 1 BJOCKOHAIIOBATH CHCTEMY ILIlJIeH 1 BIIMOBITHHUX
iM TOHATH (KOHIENTIiB). SIKIIO OKpeMi KOHIENTH MOXYTh OJHOYACHO
HaJIe)KaTH KIJTPKOM PI3HHM PIBHSAM i€papxii, cucTeMa 3B’SI3KiB, 11O PaHiIle
yTBOpIOBaJa  i€papxilo, mepectae OyTH IPOCTO  i€papXidyHOW, a
MIEPETBOPIOETLCST y MepekeBy. Lle mo3Bossie eheKTHUBHIIIE MEPEXOIUTH Bij
MOYaTKOBOTO CTaHy (I[Ti) A0 HACTIIKIB, BUKOPHCTOBYIOUH MEPEKEBY
CTPYKTYpPY 3B’S3KiB.

dopmanizyeMo M0 AYMKY JUIS TOJAJBLIOTO PO3MIMPEHHS MOAENi 3a
qoromororo LLM, sik i panime, nexat T={T},T5,...,T,} — MHOXHHA piBHEH
nepBuHHOI iepapxii, a F={ff,....fx} — MHOXuHa KoHmentiB. Excrepry,
BKJIIOYAIOYM BipTyaJIbHUX, BU3HAYAIOTh 1[I KOHIENTH Ha OCHOBI aHali3y
piBHEW mepBHHHOI iepapxii Momeni MeHTanbHOI BiitHH. KoHmenTn MOXyTh
HaJIe)KaTH Ofpa3y KUTBKOM piBHAM (y TOMY YHCIi, LiJsM, BH3HAYCHHM
BUIIE), IO POOHTH 3B’SI3KHM MK PIBHAMH MOJENI CKIamHIUMH. SIKIIo
KOHIETIT f; HAJIGKHUTh KUIBKOM PiBHSIM OJIHOYACHO, 11€ BBOAUTH HOBI 3B’SI3KH
MiX piBHAMH. Temep cTpyKTypa CHCTEMH IIEpEXOJUTh BiJ YHCTOI iepapxii 10
MepexeBoi MOJEI.

Jnst popmarizanii 11poro neperBopeHHs BukopucroByemo rpad G=(T,E), ne
T — 1e BepUIMHY, SKi MPEICTAaBIAIOTH PiBHI, a F — IIe MHOXKHHA pebep, ae
KOXHE peOpo MiX JIBOMa PiBHAMH 03HAYa€ HASBHICTH CIIJIBHOTO KOHIIETITIB
MK HUMH.

Sxmo koHUIEnT f; HaneXuTh piBHIM T, 1 T}, TOII MiXK HUMH € 3B’S30K:

E={(T,T,)| f, e F.f, eT,NT,}.
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Bara xoxunoro pebdpa (7,,7,) BU3HAYAETHCS KIABKICTIO CHUIBHUX KOHIENTIB
MIX IIAMHU PiBHSIMH:

w(T,, T,)=|T,NTy.

TakuM YUHOM, YMM OiNbIIEe CHUTBHUX KOHIICTITIB BiAMOBIZAIOTH Pi3HUM
PIBHSM, THM CHJIBHILINIT 3B’SI30K MiXK HUMH.

BukopHCTOBYIOUH MEpekKeBY CTPYKTYpYy, MOXXKHa e(EeKTHUBHILIE NOCSTaTH
KIHIIEBUX pe3ynbTaTiB. Ha#kopoTini OUisixu B Mepexi MK pPIBHAMHU
(30KpemMa, Mix TIEPBUHHOIO IIJTIO 1 HACIIAKAMH) JO3BOJISIIOTH CKOPOTHTH Yac
1 pecypcw Ui NOCATHEHHS NMX Hacmiaki. Lle MoxHa BHpasuTH dYepes
¢yHKIir0 MiHIMI3aLiT IUIXyY B rpadi:

7(T;) = min w(T,.T,),

PG (1 )ep

Je P — 1e noisx BiX HOYaTKOBOT iJIi 10 HEOOXIAHOTO Pe3yNbTaTy Yepes iHIIi
PiBHI/KOHIICTITH.

BipTyanpHi excnepTH MOXYTh [OIIOMaraTé HE TUIBKM Y BH3HAYEHHI
KOHIIENTIB, a ¥ y IMHAMIYHOMY OHOBIEHHI Mepexi. Lle o3Hawae, mo
SKCIepTH MOXYTh JOAaBaTH HOBi 3B’si3kuM (new links) abo 3miHIOBaTH
ICHYIO4i 3aJI)KHO Bifl KOHTEKCTY MEHTaJIbHOI BilfHM. PopManbHO 1Ie
OIUCYETHCSA Yepe3 AMHAMIYHY 3MiHYy rpady MOei:

G'={GU(T.T,)| f, € F.f, e T,NT, new links}.

IIpu npoMy mepeTBOpEHHS i€papXii Ha MepeXy MO3BOJISAE OLTBII THYYKO Ta
IIBUJIKO aJIalTyBaTUCS JO 3MiH, a TAKOX Kpalle BUKOPHCTOBYBATH HAsBHI
pecypcH ISl JOCSTHEHHS HACHiAKIB. 3B’SI3KM MK PIBHAMH TIEPBUHHOI
iepapxii depe3 CIUTBHI KOHIENTH CTAalOTh OCHOBOIO i BHOOpY
HalleeKTUBHINIOrO MUIAXY BiA Iimi o HacmigkiB. Lled migxim Hagae
MOXJIMBICTP ~BUKOPHUCTOBYBAaTH CITIJIbHI ~ KOHIIENITH  KUTBKOX  PIBHIB,
OIITUMI3YBaTH IPOIIECH 32 TOITOMOTOI0 BipTyaJdbHUX €KCIIEPTIB, i IMHAMIYHO
aJIanITYBaTHCS 10 HOBUX YMOB.

BumienaBeneHiit ¢opmanizanii  BiANOBiTa€ METOOUKA, sKa Iependoavae
MOJUIUBICTh TIOBTOPEHHS TPOLECY Y BIIMOBITHOCTI i3 KOHIICIIEI0 «POIO
BipTyanbHux ekcrepTiBy ([3], [8]) mixg HarIsmoM ekcriepra 0 JTOCSTHEHHS
OCTaTOYHOTO PO3YMIHHS CTaHy IMpeaMeTHOi obOnacti. Peamizariss MeTomuku
nependadae moCiiI0BHICTb Jiil:

1. IlpencraBieHHS TOYATKOBOI CXEMH, IO BKIIOYa€ (QOPMyBaHHSI
moyatkoBoi cxemum B Qopmari CSV, ne BimoOpaxkeHi ©0a30Bi
CEMaHTHYHI 3B’3KH MK IOHATTSAMH.
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2. ®opMyBaHHS NPOMITIB JUIS BEJIUKHX MOBHHX Mojeneil, ToOTo
CTBOpeHHS mpoMITiB s LLM 3 MeToro reHepariii HOBUX KOHIICTITIB
Ta 3B’S3KIB.

3. InTerpaiisi HOBUX 3B’A3KiB 3 MOYATKOBOIO CXEMOIO, BUKOPHUCTAHHS
(hopMyu 1711 TOCHIICHHS 3B’ SI3KiB.

4. JliarBicTu4Ha oOpoOKa JAaHUX JUIS OLIHKU HOBHX 1 iICHYIOUHMX 3B’A3KiB
Ta paHmXUPyBaHHS BY3JIiB.

5. Amani3 i Bizyanizamig JaHuX, a caMme, 3aBaHTAKEHHS JaHUX B CHCTEMY
aHami3zy rpadis (Hampuknaa, Gephi), IpoBeJeHHS KiacTepu3allii 3a
KJIacaMu MOJYJISIPHOCTI.

6. ®opMyBaHHs 1 yTOYHEHHS KJacTepiB, BH3HAUCHHs IXHIX Ha3B 3a
nmormomororo  LLM, mepeBipka  Y3roJUKCHOCTI 1 BHAQJICHHS
HETOTPIOHUX CIIEMEHTIB.

7. OcratoyHa TmepeBipka 1 Bepudikalis PO3MMPEHOI  MOJETI,
3abe3neueHHs ii y3ro»KeHOCTi Ta KOPEKTHOCTI.

3.5. CeMaHTH4YHeE PO3LIUPEHHA MepeXXeBUX Moae el

V xonrekcti iHpopmManiiiHo-icuxonoriyaux BiH (I[1B), ae xmrodoBuM €
PO3YMIHHS CKIIQJIHUX COI[aNbHHUX, TCHXOJOTIYHUX Ta iH(OpMaLidiHUX
MPOLECIB, CEMaHTUYHI Mepexi MOXYTh IONOMOITH BHSBUTH HPUXOBaHI
MaTepHH, CTparerii BOPOXWX Hi Ta Meroxm mnporuaii. OpHak mis
e()eKTHBHOTO 3aCTOCYBAHHS TAKMX MEPEK HEOOXiTHO MOCTIHHO OHOBITIOBATH
Ta PO3IMIMPIOBATH X, BPaXOBYIOUM HOBI JaHi, KOHIeNIii Ta 3B’sa3ku. Llei
MPOLIEC HA3UBAETHCSA CEMAHTHIHUM PO3IIMPEHHIM MEPEXKEBHX MOJICTICH.

CeMaHTHYHE PO3LIMPEHHS MOJSTae y MOIIYKY HOBHX BY3IiB (TIOHSTH) Ta
pebep (3B’s3KiB) Iyl icHYIOUOI Mepexki. Y BUmanky mocuimxeHHs I[1B me
JIO3BOJISIE:

— BWSBIATH HOBI TIOHATTS, HANPUKJIAJ, BUSBICHHS HOBHX METOJIB
MaHinmymsinii  iHpopmariero abo HOBMX KaHAIB  NOIIMPEHHS
TIPOTIaTaH/IH;

— YTOUYHCHIOBAaTH iCHYIOWI 3B’SI3KH, NPOIOIUTH JOJABAHHS JIETAICH N0
BXKC HAsSBHUX 3B’S3KiB, HANPHKIAA, JJIs1 YTOYHCHHS MEXaHI3MiB
BIUTMBY Ha LIIbOBY ay/IUTOPIIO;

— TPOBOAWUTH OaraTOpiBHEBHI aHaNi3, BPaXxOBYBaTH SK MIKpO-, TaK i
MakpopiBHi (Bl ~ OKpeMHX  MOBIJOMJEHb 1O  IJIOOAIbHHUX
iHpOpMaIiitHIX KaMIIaHii).

3.5.1. [Ipukiaax ceMAHTUYHOTO PO3LINPEeHHs rpad)a MeHTAJILHOI BiliHH
JImst po3mpeHHs IEPBUHHOT i€papXidyHOi MOENli Ha OCHOBI 3aCTOCYBaHHS
BEJINKMX MOBHHX MOJIEJIEH MPOMOHYIOTHCS TaKi KPOKH:
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1. TToyaTtkoBa cxeMa «MCHTAIBHHUX BiitH» momaerhes y ¢dopmati CSV, e
KOXCH PSAJOK BioOpa)ka€ CEMaHTUYHUH 3B’SI30K MiXK MMEPBUHHUMH PiBHAMHU
y popmari 3B’s13ky "Concept 1; Concept 2", HanpuKIIaa:

Llini MmeHTanbHOI BiiHW; Cunu | 3aco6M MeHTanbHOT BilHK

Cwvnu i 3acobu MeHTanbHOI BilHW; AKTOPU MEHTasbHOT BiliHN

AKTOpPU MeHTanbHOI BilHW;Llini okpemMmx akTopiB MEHTanbHOT BitHW

Llini okpeMux akTopiB MeHTanbHOI BirHK; MNoniTvkv peanisauii Linen MeHTanbHoi BiNHW
MoniTukn peanisadii Linen MeHTanbHOI BiNHW; Pe3ynbTatv MeHTanbHOoI BiiHK

2. CTBOPIOIOTECS HPOMIITH JUIsl PO3IIMPEHHS BCIX PiBHIB OYaTKOBOI MOJEII
3 ypaxyBaHHSIM MEHTAJIBHMX BilfH. BiAnoBinl OTpUMYIOTBCS Bix cUCTeM
ChatGPT, Gemini ta Llama-3. HaBenemo mepenik mpoMmnTiB Juisi 6 piBHIB
6e30B01 MozEi:

TIpomnt 1:

OcHOBHa Ljinb MeHTanbHoi BiliHN NPOTK YKpaiHW — 3MiHa iAeHTUYHOCTI Hapody. Hki Wwe €
Lini caMe MeHTanbHOI BilHW, LLO CTOCYOTLCA MEHTanNbLHOCTI Ntoaen?

IIpommrT 2:

OCHOBHI cvnu i 3acoby MeHTanbHOI BiiHW NPOTK YKpaiHu — Le nitepaTtypa, MUCTELTBO,
3MI, couianbHi megja. Aki we € cunu i 3acobn came MeHTarnbHOI BiliHW, BMNMMBY Ha
MEHTarnbHICTb yKpaiHUiB?

IIpomnr 3:

OCHOBHI [ii0Bi 0cOBK (aKTOpW) MEHTanbHOI BiliHW NPOTW YkpaiHu — ue MuTUi, ypag,
XYOOXHUKM TOWwo. AKi LWe € aktopy camMe MeHTamnbHOI BilHW, XTO BMNMBaE Ha
MeHTanbHICTb YKpaiHLUiB?

IIpomnrT 4:

LlinAamn okpemux akTopiB MeHTasnbHOI BiiHW € 3MiHa Yy yKpaiHLiB YsiBMeHb, LiiHHOCTEW,
YCTaHOBOK, HaLioHanbHOi CBIAOMOCTI. AKi We € uini y akTopiB MeHTanbHOI BiliHW NPOTK
MEHTanNbHOCTI YKpaiHUiB?

IIpommnr 5:

MoniTukamn peanisauii Uiner oKpemux akTopiB MeEHTaNbHOI BillHM € MOBa, Bipa,
KynbTypa, icTopMyHa nam’atb. SAki We € nonitTukamun peanisadii Line MeHTanbHoI BiHW
y Boporie?

TIpomnrT 6:

PesynbTatamn MeHTanbHOI BiliHW BOporn 6ayyTb nepekofdyBaHHA YSBMEHb YKpaiHLiB
LWoAo AepXaBu, cycninbctea, ocobu. Aki we MoxyTb 6yTn pe3ynbTaTv MeHTanbHOi
BifIHW 32 [YMKOI BOpOTriB?
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Y BiANOBiAP Ha HaBEAEHI NPOMITH, CUCTEMU T'€HEPaTHBHOIO MITYYHOTO
IHTeJeKTy HamaroTh Biamosimi. Ilpuximan Bignosimi cuctemu ChatGPT Ha
[IpomnT 1 HaBeneHO HIKYE:

OKpiM 3MiHW iIEHTUYHOCTI Hapoay, MeHTanbHa BilHa Mae 1 iHWi cTpaTeriyHi uini, Wwo
6e3nocepenHbO CTOCYOTLCSH MEHTANbHOCTI Mtoaei:
1. DeneriTumisauia aepxaBHMX iIHCTUTYTIB
— Migpve posipy 00 BNaau, CyaoBOi CUCTEMU, apMii, MPABOOXOPOHHMX OpraHiB.
— CTBOpPEHHS BPaXeHHS, L0 AepxaBa He 34aTHa ehekTUBHO QiATy.

2. MocnabneHHs HauioHanbHOI €AHOCTI
— PosnantoBaHHs perioHanbHWX, MOBHUX, PerniriitHnX Ta iCTOPUYHNX
cynepevyHocTen.
— NpocyBaHHst HapaTUBIB MPO «LUTYYHICTb» YKPATHCbKOT AepPXKaBHOCTI.
3. ®DopMyBaHHs KOMMJIEKCY MEHLOBapTOCTi

— HacamxeHHst AymKu, WO yKpaiHCbKa KynbTypa, MOBa Ta iCTOpisi MEHLU 3HaYYLLi.
— CTBOpEHHS BigvyTTa 6e3cunns nepes «BeNUKUMM iMnepismmy» un
«UMBINi3aLiRHUMK LLeHTpaMmny.
4. MNigmiHa ictopnyHoi nam’aTi
— CnoTBOpeHHs abo 3aTUPaHHS BaXKNMBUX ICTOPUYHMX NOAINA.
— ®opMyBaHHSs ansTepHaTUBHMX BEPCIl iCTOPIi, BUrigHUX arpecopy.
5. 3HULWEHHSA AOBIPY MiX NoabMU
— lNMocuneHHs poskony B CyCninNbCTBI Yepes KOHCNIpOonorito, Teopii 3MoBH,
HaB’si3yBaHHSA BOPOXHEYI MiX rpynamu.
— AunckpeamnTallis BOMOHTEPCHKOrO Ta rPOMaACbKOro pyxis.
6. HaB’sizyBaHHA ¢haTanismy Ta anatii
— CTBOpEHHS Big4yTTa 6€3BMX04i («Big HAC HIYOro HE 3aneXuTby).
— lMpocyBaHHsA HapaTuBy, LWo 6opoTbba MapHa, a MaibyTHE BU3Ha4YeHe
30BHILLHIMKU cunNamu.
7. MiniTapu3sauis cBigomocTi abo HaBnaku — nauudism i kanitynsauis
— ®opmyBaHHSA AYMKM, LLIO BilHA HEMUHYYa | 6e3kiHeuHa.
— ABo X nNpocyBaHHs igen «mupy 3a 6yab-siKy LiiHy», 3aKnukiB 40 34adi 6e3 onopy.
8. MiappvB poBipu [O HayKu, OCBITU Ta KPUTUYHOTO MUCTEHHA
— lNMonynspusauis nceBgoHayku, TEOPiN 3MOBW, aHTUIHTENEKTyanbHUX PyXiB.
— OuckpeamTadist eKCnepTHUX CNiNbHOT Ta He3aneXHUX aHaniTUYHUX LEHTPIB.
9. ®parmeHTauifa cycninbcTBa Yepes undposi TexHonorii
— CTBOpEHHS «iHhopmaLiiHnx Bynbballok» Ta pagukanisauis okpemux rpyn
yepes coujanbHi Mepexi.
— BukopucTaHHa anroputMiB ANS NiCUNEHHS BOPOXUX HapaTuBiB.
10.  [OerymaHisauis Bopora abo BnacHoro Hapoay
— CTBOpEHHs1 06pa3sy «3aiBuX Ntoaen», siki He 3acryroByoTb Ha NOBHOLiHHE
XUTTS (BINCbKOBUX, NEpeceneHLiB, BONIOHTEPIB TOLLO).
— ®opmyBaHHs 06pa3y «Bopora cepes CBOIX».

YV BignoBimHOCTI m0 Bimmoimed cucteM LLM (opmyroThcs mT0OAaTKOBI
taitm y popmati CSV, 111 HaBeACHOTO IPUKIAY BiH Oy/Ie MaTH BUTIISA:

Llini meHTanbHOI BiHW; [leneriTmisauia gepxaBHUX iHCTUTYTIB
Llini meHTanbHoI BiliHW; MNocnabneHHsi HauioHanbHOI €QHOCTI
Llini MeHTanbHoI BiNHW; POPMyBaHHS KOMMEKCY MEHLLIOBaPTOCTi
Llini MeHTanbHoI BinHK; MigmiHa icTopuyHOT nam’aTi

TOLLO

3. OtpumaHi HOBI 3B’SI3KHM IHTETPYIOTHCS 3 MOYATKOBOIO cXeMoro. Mepexa
CKJIQIA€ThCS 31 CIIOPITHEHUX TOHATH. SIKII0 HOBE MOHATTSA a00 3B’SI30K BKe
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MPEJCTaBIICHI Y MEPEKi, Bara nporo By3jia abo 3BsA3Ky 30iiblryoThes. HoBi
3B’s3kH, orpuMadi Big LLM, IHTerpyloThcS 3 TOYAaTKOBOIO CXEMOIO
(puc. 3.1). [lng ypaxyBaHHS 3HAYMMOCTI 3B’SI3KIiB BHKOPHCTOBYETHCS
(opMyIa iTepaTMBHOT KOPEKIii Bark BiANOBIHNX 3B’ A3KiB:

Snewzaisuld-l_ﬂisnew’

Je S, — HOBUIi BaroBuil koeQiLlieHT 3B°43Ky, S, — Bara iCHy104oro 3B’si3Ky,

old
o — BaroBuit koeilieHT IS cTapux 3B’s13KiB, f — BaroBuid KoeQiuieHT Is
HasIBHUX 3B’ SA3KiB.

Crapuii 38°430K §,,, TIpeJICTaBIIsI€ BaTy iCHYIOUOTO 3B’SI3Ky MiX IOHSTTAMH B

CEeMaHTHYHIH Mepexi.
Hosnii 38’5130k §,,, — Il BaroBHii KOediIlieHT, 0 0OUHCITIOETHCS JUTST HOBHX
3B’A3KiB, 110 JI0JAI0THCSI Ha OCHOBI HOBHMX JaHuX Big LLM.

KoediienTn « 1 f 1003BOJSIIOTH KOHTPOJIOBATH BIUIMB KOXKHOTO THITY
3B’SI3Ky Ha 3arajibHy MEpExKy.

>

[EHTAJIbHOI BIITHI

T e _®
ro!nullo';)/!cl‘.”fw...rm.!urjor

Pucynok 3.1: YkpynHeHa Mepeka MCHTAIIBHOT BiftHU

OOuncneHHss HOBOro BaroBoro koedimienra: @opMmyna  J03BOJSE
00YHUCIIIOBATH HOBHMI BaroBuil Koe®ilieHT K KOMOIHAIil0 BaroBUX 3Ha4€Hb
CTapuXx i HOBUX 3B’S3KiB, Jie KoeillieHTH @ 1 £ 1onoMararoTh HaJlAIITyBaTH
OaylaHC MiXK ICHYIOUMMH Ta HOBUMH TAHUMH.
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IlepeBipka Ha KOH(GIIKTH, B paMKax I[OTO MIIXOAY peaji3yeTbes
3UTydeHHSIM JTIOJJUHHA-EKCIIEpTa, SIKUH Yy CIOCiO MepeBipKA CXOXKOCTI abo
BiZIMIHHOCTEH Yy 3B’sI3KaX MiXK KOHIIENITAMH BCTAHOBIIIOE, UM HOBI 3B’3KH HE
BBOJISITH CYIEPEYHOCTEH Y KOHTEKCTI BXKE ICHYIOUHX.

3.5.2. Ixkepenia JUIsi CeMAHTHYHOTO PO3LIUPEHHS

Jns po3mMpeHHs CEeMaHTUYHOI Mepeki MO)KHa BHKOPHCTOBYBaTH Taki
JoKepena:

— MogHi mMozenmi Taki sk Benuki MoBHI Mozeni (GPT, Qwen, DeepSeek
abo LLaMA), MOXyTb JIOTIOMOI'TH T€HEepyBaTH HOBI iei, 3B’3KH Ta
rimore3u. Hanpuknan, Mojens MoOXe 3alpolioHyBaTH HOBI MeTOIH
iH(popMaLiifHOTO BIUIMBY, SIKi 1lle He OYJIM ONHUCaHI B JIITEpaTypi.

— PeneBaHTHI JOKyMEHTH 3 IHTEpPHETY IIOAO aHANI3y HOBHUH, OJIOTiB Ta
COIIATLHUX MEPEX NOTIOMAaratoTh BUSBUTH aKTyajbHI TPEHIHM Ta HOBI
TepMminu. Hampukmaza, aHai3 IOCTIB y COIMEpEKax MOXKE BUSBHUTH
HOBI MeMH ab0 HapaTUBH, SKi BUKOPHCTOBYIOTHCS MJISI MaHIITyJIALil
MacOBOIO CBIIOMICTIO.

— KoprnopatuBHi goKkyMeHTH, BHYTpimmHI 0a3W 3HaHb, 3BITH Ta
AQHAITHYHI MaTepian MOXYTh HalaTH crnenudiyny iHdopmariro npo
koukpetHi ITIB.

— ExcneprtHi 3HaHHS, TOOTO pPe3yNbTaTd KOHCYJIBTAIH 3 (axiBIsIMA 3
ITIB, ncuxonoraMu, COLIOJIOTaMH Ta aHATITHKAMH, SIKI JOIOMararTh
MIEPEBIPUTH JOCTOBIPHICTH HOBUX 3B’SA3KiB Ta MOHSITH.

3.5.3. [Ipukaagu cEeMAHTHYHOTO PO3UINPEHHS

PosrisiHeMO Kinbka MPHKIANiB, K CEMAaHTHYHE PO3LIMPCHHS MOXE OyTH
3acTocoBaHo J10 TeMaTuku I11B.

Ipuxnao 1. Busienenus Hosux memooig iHghopmayitino2o eniugy

[NowatkoBa ceMaHTHYHAa MepeXa MICTHTh MOHATTS 'mpomaraHma" Ta
"couianbHi Mepexi". ITin yac aHami3y AaHMX 3 IHTEPHETY Ta KOPIOPATHBHUX
JIOKYMEHTIB OyJI0 BHSBICHO HOBHH MeTOJ — "TeHepalis MTYJYHHX MeMiB'.
Le MOHATTS DOHAETHCS K HOBHI BY30J, a 3B’30K MiXK HUM 1 "COIiaIbHUMH
MepexxaMu'' ~ BCTAHOBIIIOETBCS —4epe3 MeXaHi3M "NOmMpeHHS 4Yepes
ANTOPUTMH PeKOMEHIAIii".

Ipuxnao 2. Ymounenns 36 ’a3xie

Y Mepexi € MOHATTS «MaHIMyJHIis iH(pOpPMAIEo» Ta «IICHXOJIOTiUYHHN
BIUIUBY». 3BEPHEHHS IO BEJIMKOI MOBHOI MOJENI JJO3BOJIMIIO BUSIBUTH HOBHIA
THII  3B’S3KY: «BHKOPHCTAHHS  MIKPOTapreTHHIY JUIi  ITOCHJICHHS
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TICUXOJIOTIYHOTO BILTMBY». Llei 3B’S130K JOJAEThCS 10 MEPEXI, IO TO3BOJISE
TOYHIIIE MOJICITIOBATH MPOIECH iH()OpMAaITii-TICHXOJOTIYHNX BILIMBIB.

Ipuxnao 3. Baeamopisuesutl ananis

Ha mikpopiBHI Mepeka MICTUTB MOHATTS «(pEeHKOBI HOBUHM» Ta «IO0Bipa /0
Joxepen». Ha makpopiBHI aHani3 mokasye, o "¢eikoBi HOBUHU" BIUIMBAIOThH
Ha «CYCHUIbHY CTaOUIbHICTY. 3BEPHEHHS 10 €KCIIEPTIB TO3BOJMIIO BUSBUTH
HOBUI BY30J1 — «cTpareriyHa Je3inpopManis», KU oenrHye o0uBa piBHi
yepes3 3B’5130K «CHCTEMaTHYHA KaMITaHis.

3.5.4. [lepeBaru ceMaHTHYHOTO PO3LIHPEHHS
Jlo mepeBar ceMaHTUYHOTO PO3IIMPEHHS MOXKHA BiJTHECTH:

— TMOKpAaImeHHd TOYHOCTI aHami3y, 30KpeMa, pO3IMMUPEHHS Mepexi
JI03BOJIsIE TOYHIIIE MOJIENIOBATH cKiaaHi npouecu I11B;

— TPOTHO3YBAaHHS HOBHMX 3arpo3, BHSBICHHS HOBHX  METOJIB
iH(OpMAIliiiHOTO BIUIMBY AOIIOMArae po3poOJIsaTH CTpaTerii mpoTHaii;

— IHTerpamis pi3HHX JDKepel 3HaHb, M0 3a0e3rledye OUIbIIl TMOBHE
PO3YMIHHS POOJIEMH.

OxpemMo MOXKHa BHIUIUTH JIHTBICTHYHY OOpOOKY AaHMX Ta paHKyBaHHS
BY3JIIB, 1110 JIO3BOJISIE ITO€IHYBATH KOHIIEITH, 5IKi, € CHHOHIMAMH, MOXiJJHUMH
ogHE BinX opHOro, TOmO. JINs mBOrO, 30KpeMa, BHUKOPHCTOBYETHCS
cremianpHe IporpaMHe 3a0e3medcHHs, BOyIOBaHE B CEpBiC aHAMI3y i
Bisyamizanii rpadie CSV2Graph (http://bigsearch.space/uli.html). Ocb
MIPUKJIa] HOBHX 3B’A3KiB, OTPIMAHUX MiCJIs JTIHIBICTUYHOI 00pOOKH:

OcgiTta;OcBiTa Ta HaBYaHHs
KynbTypa;KynbTypHe HaB'A3yBaHHS
KynbTtypa;OcnabneHHs ykpaiHCbKOi KynbTypu
KynbTypa;3HuLLEHHS YKpaiHCbKOT KynbTypu
Peniria;PeniriiHe HaB'adyBaHHA
Penirig;PenirinHi oprarisauii
Peniria;PenirinHi ninepu

TOLLO

CeMaHTHYHE PO3LIMPEHHSI MEPEKEBUX MOJENEH € BaXKIMBUM 1HCTPYMEHTOM
U aHaNi3y iH(QOpMAamiifHO-TICHXOJIOTIYHNX BilfH. BOHO 103BOIIsE MOCTIIHO
OHOBJIIOBAaTH 3HAaHHS, BPAaXOBYIOUM HOBI JaHi, KOHLEMNLIl Ta 3B’SI3KU.
3acTocyBaHHS BEJIMKAX MOBHUX MOJIEJIel, aHajli3 PelIeBaHTHUX JOKYMEHTIB
Ta KOHCYJbBTAIlii 3 eKCrepTaMu 3a0e3NMedyloTh KOMIUISKCHUH MiIXil 10
PO3MIMPEHHST MEpeki. Y pe3ylbTaTi TaKUi MiAXiJ JO3BOJISIE ITOKPAIIHTH
NPOTHO3YBaHHS 3arpo3, po3poOKy cTparerii mpoTumii Ta 3araibHe
PO3yMiHHS ckiagHuX mporecis [T1B.

81



3.6. [IpakTyHa yacTHHA. POpMyBaHHS CEMAaHTHYHUX
MepeXK Ha OCHOBI aHaJ1i3y TEKCTIB

PosristHeMO, SK Ha TPaKTHIl CTBOPUTH CEMAHTHYHI MEpPEeXi 3 TEKCTOBUX
nanux. [lei mporec BKITIOYAE JEKijdbKa €TamiB: MiATOTOBKY TaHWX, aHaJi3
TEKCTIB IS BMSBIEHHS KIIOYOBHX KOHIIENTIB Ta 3B’S3KIB MK HHMHU,
noOyaoBy rpadoBoi mMomeni Ta ii Biyamizaiito. Takox Oyne MmokasaHo, siK
BUKOpHUCTOBYBaTH noctynHi iHcTpymeHnTH (Hugging Face API, Groq API
TOIIO) [T aBTOMATHU3AIIIT ITLOTO TIPOIIECY.

Ll mpakTHYHA YacTWHA AEMOHCTpYE, IK (OpMyBaTH CEMaHTHYHI MEpEexi 3
TEKCTIB JUIsl ITOJAJIBIIOr0 aHajiizy iH(pOpMauiiHO-NCUXOJOTTYHUX BILIMBIB.
JIIst TIhOTO €KCTParyeMo 3 TEKCTy Tapy HAWOUTBIN BIUTMBOBHX ITOB’SI3aHHX
MDK cOOOIO MOHSATSH, SIKi C(bopMyIOTL YTBOPIOIOTH IIEPBUHHY Mepexy. [Ticis
I[bOr0 Ha OCHOBI monepeaHix 3HaHb LLM s KOXHOrO MOHSTTS i3
HepBI/IHHOI Mepencl 3HaI/II[eMO IIOHATTS, AKC HaNOIIbII 3B’S3aHO 3 HUM B
KOHTEKCTI TEMaTWKH NEPBHHHOTO TEKCTy. TakMM YHHOM pPO3IIHPEMO
NEpBUHHY MepeXy. Po3mmpeHy Mepexy Bi3yalizyeMo 3a JIOIIOMOTOIO
cepsicy Semantic Networking (CSV2Graph). 3amauy Oynemo BHpimryBaTH
Ha OCHOBI (peliMOBOPKY «OE3KOZOBOTO NPOrpaMyBaHHS», CYTh SKOTO
BHUKJIA/IEMO Y HACTYITHOMY MYHKTI.

3.6.1. ®peiiMBOpK 6€3K0I0BOT0 MPOrPaMyBaHHSA

CyTb (ppeliMBOpKy 0€3K0JI0BOTO NMPOTpaMyBaHHs MOJATAE y NPEACTaBICHHI
MPOMITIB SIK aHAJIOTIB TPOTpaMHHUX KOHCTPYKIiKH (YMOBHI OIepaTopw,
OUKIM, (YHKII) OUIIXOM MaTeMaTHYHOi (opmanmizamii X JOTiKu Ta
B3aemonii. st ¢GopMyBaHHS NPOMITIB 3aCTOCOBYIOTHCS TaKi OCHOBHI
MPUMITHBHU («UETIMHKNY), TaKi K «YMoBay, «{ukm» 1 «DyHKIIA», a TAKOK
METOJIY KOMITO3UIIl IMX TMPHUMITHBIB JUIS MOOYIOBH CKIIQAHHX CHCTEM,
30KpeMa CEMaHTHYHHX MEPEXK.

Onumemo  ¢(peiiMBOpK, Ha OCHOBI SIKOTO Yy TOJAIbIIOMY OyayTh
(hopMyBaTHCh MPOMIITH BEITUKUMH MOBHHMH MOJICTISIMU 1 3aCTOCOBYBATHUCS
Uit GOpMYBaHHS CEMAaHTHYHUX MEPEeK, BUKOHYIOUHCH, Y CBOIO HEpry, y
CEepEeIOBUIL BEJIMKMX MOBHHX MOJIEIICH.

Koxxen mnpumitiB y (peiiMBOpKY OE3KOI0BOTO IMPOMIT-IHXKHUHIPUHTY
ONHUCYEThCA  SK  MaTeMaTWYHuUil 00’€KT 13 UiTKUMH  MpaBUIaAMH
Tpancopmanii BXigHHX HaHWX y BuUXiAHI. [li mpuUMITHBE € OCHOBHUMH
"mernMHKaMu"  JUIL  CTBOPEHHS  CKJIQJHUX JIOTIYHMX  KOHCTPYKLIMH,
AQHAJIOTIYHUX JO OIEepaTopiB MOB MPOTpaMyBaHHSA, aje 3aCHOBAaHMX Ha
TIPUPOJTHIH MOBI.

Ilpumimue «Ymosar» (If-Else)

®Dopwmamizaris. Hexait:
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— Input — BXifHI AaHi (HAPHUKIIAA, TEKCT, YUCIOBHI ITApaMeTp TOILO);

— C - ymoBa (TIpeukar), o noBeprae 3HadeHHs True abo False;

— A, A, — 1Bi MOXIHBI i, IKi BUKOHYIOTBCS Y BUIIAZKAX, KOJIH YMOBA
nopiBHtoe True a6o False BiamoBiaHo.

IIpomnr-dyHKIis P BU3HAgaeTHCS AK:
A (Input), SAKUWO C(Input) =True,

P(1 t)=
(npur) A, (Input), sxwo C(Input)= False.

e ¢dopmanpHe BH3HAYCHHS aHAJOTidHE KIACHYHOMY omepaTopy if-else y
MOBax IPOrpamMyBaHHs, ajie 3aCTOCOBYETHCS Yepe3 TEKCTOBI IHCTPYKIIi.

MexaHi3M poOOTH NMpUMITHBa «YMOBa» MOJSATae B TOMY, II00 NepenaTH
LLM 3amady 3 ABOMa MOXKJIMBUMH CLICHAPISIMH, OJIHH 3 SIKHX BUKOHYETHCS B
3JIEKHOCTI BiJl pe3yNbTaTy IMEpPeBipKHM yMOBH. YMoOBa MoOXe OyTH Oynb-
SIKOIO JIOTYHOIO KOHCTPYKIIIE€I0, HATIPUKJIIA!

— TepeBipKa HasiBHOCTI IIEBHOTO CJIOBA Y TEKCTI,
— TMOPiBHSIHHA YKCel,
— aHaJi3 KOHTEKCTy abo KaTeropii JaHuX.

Ipuknao. «SIKII0 TEKCT MICTUTh TEPMiH «KibepOe3mnekay, IOBepHH HOTo
BH3HAUYCHHSI;, IHAKIIIE BHBEIHU CITMCOK CIIOPiTHEHUX TEPMiHIB»

Tyr:
— C — HasABHICTH CJIOBA «KiOepOE3MeK» y TeKCTi.
— A — reHepauis BU3HAYEHHS TEPMiHy «KibepOe3mekay.

— A, — mowmyk acomiauiit 10 TepMiHy «KiGepOe3mnexar.

Le#t npumiTUB 103BOJISIE MOJEINI MPUAMATH PINICHHS HA OCHOBI 3aJlaHUX
KPUTEPITB, 110 €PEKTHUBHO MOJIEIIOE JIOTIYHY YMOBY.

Ilpumimue «I{uxn» (For-Loop)
®Dopmamizaris. Hexait:
- S= {sl,sz,...,sn} — MHOXKHHA €JIEMEHTIB, sIKi TOTPiOHO 0OpPOOHUTH.
— F — onepatiisi, sika 3aCTOCOBYETHCS IO KOXKHOTO CIIEMEHTa MHOXHHHU.

Ipomnr-dyukiiss P(S) Bu3HAYAaEThCS K  O0'€HAHHS  PE3YJIBTATiB
3aCTOCYBaHHs orepaiii F 10 KOXHOTO eJIeMeHTa MHOKUHH:

P(S)= L"JF(s,.).
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Lle dopmanbHe BH3HA4YECHHs aHAJOTiYHE KJIACMYHOMY LUKy for y MoBax
MporpaMyBaHHS, J€ OJHA 1 Ta JX OIepalis TOBTOPIOETHCS IS BCIX
€JIEMEHTIB MHOXXHHH.

Mexani3zm pobotu npumitiBa "Lluki" monsrae B Tomy, mo6 nepexata LLM
CITUCOK EJIEMEHTIB pa3oM i3 Olepalli€lo, Ky MOTPiOHO 3acTOCyBaTH [0
KO)KHOTO elleMeHTa. Pe3ymbrarom € 00'egHAHHA BCIX OTPUMAaHHUX
BigmoBiged. Takwil WiIXiJ KOPUCHHWHA JJIsI MAacOBOIO aHANi3y [aHHX,
BUJIICHHS TATTepPHIB ab0 reHepallii BIAMOBIACH I MEKUIBKOX BXOIIB
OJIHOYACHO.

Ipuxnao. "JIns koxkHOTO TepMiHy 31 crmmcky ['dimunr', '6panamayep']
3HaWIM 3 MPUKIaIu HOro BUKOPUCTAHHS."

Tyrt:

— S = {'¢bimmuar', '6panamayep'} — MHOXXHHA TEPMiHiB;

— F — oneparis 3HaXOPKEHHS IPUKJIA/IiB BHKOPUCTAHHS TEPMiHY.
Pesysnbrarom Oyne 06'eiHaHHS NPUKIIALIB U1t 000X TEPMIHIB.
Ilpumimue « @ynkuin» (Abstraction)
®dopmaizamis. Hexait:

— F: X — Y — }yHKIis, sika mepeTBOPIOE SJICMEHTH 3 MHOXHWHA X Y
€JICMEHTH MHOXXHUHU Y

— X — BXIJHHH €JIEMEHT;

— napamemp — HaOIp mapaMeTpiB, SKi PETryIOIOTh MOBEIIHKY (YHKIIIT.

— Hpomnt-QyHKIIS Fyppae(X, napamemp) peanizyeTbes yepes
IHCTPYKILifO, KA IePEIAEThCS MOJIEINI:

F oxracd X, parametr)=Promt(x,incmpyKyis 3 napamemp).

Ile ¢opmanpHe BH3HAYeHHS  aHajloriyHe abcTpakuii y  MoBax
IporpaMyBaHHS, ¢ (GyHKIIiS MOKe MPUIMaTH TTapaMeTpH JUI PeryIIOBaHHS
CBOET JIOTIKH.

Mexani3zm pobotu npumitua "®OyHKIiA" TONATaE B TOMY, MO0 MepeaaTH
LLM koOHKpeTHy 3amady 3 [apamMeTpaMH, sKi BHU3HA4YarOTh JeTam il
BUKOHaHH. Lle 103BOJIs€ CTBOPIOBATH THYYKI iHCTPYKIIIi, SKi MOXYTh OyTH
MOBTOPHO BUKOPHCTAH1 JUISl PI3HUX BXO/IIB.

3azanvui npunyunu eudopy npumimueie

Yimkicme opmynosanns. KoxeH NPUMITHB Mae OyTH TOYHO ONHMCAHOIO
KOHCTPYKII€I0, 11100 3a0€3MeUnTH 0THO3HAYHE PO3YMiHHS MOJIEILIIO.

I'nyuxkicmo. IIpuMiTHBE MOXYTh OyTH INapaMeTpH30BaHi, IO JO3BOJSAE X
aJlanTyBaTH i Pi3Hi 3aBJaHHS.
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Komnosuyis. TIpuUMITHBH MOXXYTb IOEIHYBATUCS AJISI CTBOPEHHS CKIIaJHHUX
CHUCTEM, aHAJIOTIYHO JO TOTO, SK MPOTPaMIiCTH THINYTh KOJ 3 0a30BUX
KOHCTPYKITIH.

i tpu npuMmitaBr — «YMOBay, «L{ukm» Ta « OyHKIisM», yTBOPIOIOTH OCHOBY
JUis  Oe3KOJOBOTO  CTBOPEHHS CHCTEM  dYepe3  IPOMMT-iHXXHWHIPUHT,
JIO3BOJISIIOYM  BUKOPHUCTOBYBATH TPHPOJHY MOBY SIK IHCTPYMEHT I
YIIPaBITiHHS JIOTIKOIO BEJIMKNX MOBHUX MOJIEIICH.

Komnozuyia npumimueise y cucmemy

Cuctema — 1€ OpKeCTpalis MPUMITHBIB, aHAJOTIYHA IIPOTPaMaM.
CHHTaKCHC TIPOMIITIB YTBOPIOE MOBY 3 (POPMaNbHOIO IpaMaTHKOIO, SIKY
MoxkHa nipeactaButd y BUTILINI AST (Abstract Syntax Tree):

Promt::=ITpumitus|(Promt@Promt)|Ymosa(Promt, Promt)
e @ — koMIo3uLis.
Cmeopenns npomnmy

Jdns  oTpumaHHS 4iTKOro (OPMAIBHOTO NPOMNTY sl (opMyBaHHS
po3IHpeHoi Mepexi Ha OCHOBI 33JaHOTO TEKCTY HaBEOCHHH BHILE
¢peiiMBOpK NIEPETBOPIOETECST  Ha  JIokyMeHT y Qopmari PDF i
3aBaHTaXyeTbcst B cucremy LLM (mampukian, ChaGPT, Qwen abo
DeepSeek). Ilicist yoro 3aBaHTa)XyeMO TPOMINT-3aBIaHHS s GOpPMyBaHs
PO3IIHMPEHOT Mepexki HACTYIMHOIO BUTIIALY:

Y BiANOBIQHOCTI 3 HAaBEAEHOID METOAMKOI NpoLly cdhopMyBaTU 3aranbHWUIN NPOMNT Ans
BUpILLEHHS 3adadi: Hexal y Hac € gesKuii BXiOHUA TEKCT [BXiAHWUIA TeKCT] 3a TeMaTukoro
[TemaTuka]. 3 TekcTy BuAainaeTbeca 20 nap Habinbli 3B’A3aHUX MK coBOI0 MOHATL 3a
Liet0 TeMaTUKOO, SKi NS YTBOPEHHS NEPBUHHOT MepeXxi BUBOAATLCS Y BUMMSAI CNIUCKY Y
opmaTi "MOHATTS;NOHATTA", WO € NO CyTi NpeAcTaBNeHHAM nepBuHHOT Mepexi. MNicns
LbOro AN KOXHOro NMOHATTS 3 Ljiei Mepexi 3 Ha OCHOBI 3HaHb LLM BMGupaeTbea sikecb
HOBE MOHATTA i3 3a4aHOi TemaTuKkM, 3MICTOBHO 3B’S3aHO 3 HuM. [lapa noHATb
BMBOAWUTBCH Yy BUMSAI "HOBE MOHATTS; MOHATTA 3 NepBMHHOI Mepexi'. Tak pobutbcs
ONsi BCiX MOHATb 3 NEPBUHHOI Mepexi, nicns 4oro umkn 3aBepluaeetbess. OCTOTOYHO
chopmoBaHa po3liMpeHa Mepexa BUMBOAUTLCS Y BUMMSAI CMUCKY 3B’sI3aHUX MOHSATb Y
dopmaTi "noHATTA;noHATTA". Hagan copmoBaHuii npomnt

Hwxkue HnaBeneHo Burisiy (opMamizoBaHOTO NPOMNTY, 3aBIAaHHS I
(dopMyBaHHS ~ Mepexi  NEepeBaAXKHOTO  CEMaHTHYHOIO  IPHEAHAHHS,
c(hOpPMOBAHOTO y PE3yNbTaTi BUKOHAHHS HABEICHOTO MEPBUHHOTO MIPOMIITY:

dopmanbHe NpeacTaBneHHs Yepes NpUMITUBK:

Npumitue "®PyHkuia" (Abstraction):

BusHau dyHkuito Fextract(tekct, TemaTuka), sika Buginse 20 nap HanbinbLw nos’si3aHnx
MOHATb 3 TEKCTY 3a 3a4aHOK TEMaTUKOL.

PesynbTtaT: NepBrHHa Mepexa.

Npumitue "Uukn" (For-Loop):

[1ns KOXXHOro NOHATTA 3 [epBUHHOT Mepexi:

3acTtocyn yHkuito Fextend(noHsTT, TemaTuka), sfka 3HaXOAUTb HOBE TMOHSTTS,
NOB'A3aHe 3 MOTOYHVM NOHATTAM 33 334aHOK TEMATHKOH.
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PesynbTaT: Po3wnpeHa mepexa.

Mpumitue "®yHkuin™ (Abstraction) :

BusHay dyHkuito Fmerge(lepsuHHa mepexa, PoswmnpeHa mepexa), sika ob'egHye BCi
napu noHsTb 3 060X Mepex.

PesynbTaTt: OcTaTouHa poslwmpeHa mepexa.

Komnosuuia npumitusis :

Ccbopmyii 3aranbHUA NPOMNT SIK KOMMO3ULLH0 NPUMITUBIB:

Promt = Fmerge(Fextract(tekct, Tematuka), ForLoop(S=lepBuHHa Mepexa,
F=Fextend))

Takox HaBOJIUTHCS TEKCTOBHIA BapiaHT mpommnty st LLM:

BxigHuii TekcT: [BXiAHUIA TekcT]
Tematuka: [TemaTtumkal
1. Buginn 3 Tekcty 20 nap Hanbinblu NOB’sI3aHUX MiXX COBOK MOHATL 3a TEMAaTUKO
[TemaTuka]. MNopaw pesynbTat y dbopmari:
MOHSATTS;NMOHATTS
HasseMmo uent cnucok "MepBrHHa Mepexa”.

2. [Inst KOXXHOro NOHATTA 3 "MepBUHHOT Mepexi”:
— 3HaiignM HoBe MOHATTS i3 TeMaTuku [TemaTuka], sike € 3MICTOBHO MNOB’Si3aHnM 3
NMOTOYHUM MOHATTSAM.
— lNMopan pesynbTaT y hopmari:
HOBE MOHATTS; NOHATTSA 3 MEPBUHHOI Mepexi
Hassemo uen cnucok "Po3wunpeHa mepexa”.

3. O6'egHaii Bci napu NoHaTb 3 "MepBuUHHOT Mepexi” Ta "Po3wwmnpeHoi mepexi”.

BuBeau octaToyHy po3wMpeHy Mepexy y BWIMsAi CMUCKYy 3B’A3aHWX MOHSATb Yy
dopmari:

NOHATTS; NOHATTA

3.6.2. BukoHaHHS IPOMIITY

JlJis BUKOHAHHSI TPOMITY BHOUPAETHCS BXIJHUH TEKCT — IOBIIOMIICHHS
iH(pOpMAIIIITHOTO areHTCTBA 3a TEMOIO iH(pOpPMAITiitHOT BiHHU:

BnokyBaHHA KOHTEHTY B iHTEpHeTi: Ae Mexa LieH3ypu?

CBoboga crnosa € ofHiet0 3 OCHOBOMOMOXHUX LIiHHOCTEW AEMOKPATUYHOrO CyCninbCTBa.
BogHoyac y umdpoBy enoxy BoHa HEPO3PUBHO MOB'si3aHa 3 MOXIIMBICTIO MOLUMPEHHS
iHdbopMaLii Yepes iHTepHeT. Came TOMy NUTaHHsi 6rOKyBaHHS! iIHTEPHET-KOHTEHTY
CTasno OJHIE 3 HAWIOCTPILLMX NPaBOBUX AUNEM cyqacHocTi. OcobnmBoi akTyanbHOCTI
BOHO HabyBae B yMOBax BOEHHOIO CTaHy, iHpopMaLiiHKX BiliH, MacoBMX KaMmaHii
AesiHdopmadii Ta nponaraHau.

HOpuanyHa raseta 2025.04.16 11:34
https://yur-gazeta.com/dumka-eksperta/blokuvannya-kontentu-v-interneti-de-mezha-
cenzuri.html

Hwxde HaBOAWTHCS TIPOTOKOJ CTBOPSHHS PO3IMIMPEHOT MeEpexi 3a
nonomororo LLM Qwen-2.5 (https:/qwen.ai):

Ha ocHoBi HagaHoOro TeKCTy Ta BKa3aHUX BUMOT A0 METOAUKU (DOPMYBaHHS Mepexi
MOHSATb, 51 PO3NOYHY 3 BUAiNeHHs MNepBuHHOT Mepexi. Ocb 20 nap HanbinbLL NOB’sI3aHMX
Mixk CODOH MOHATL 3a TemaTukoto "IHpopmauinHa Gesneka:

86



MepBrHHA Mepexa

ceoboga cnoea; LeH3ypa

iHbopmaLisi; NnoWwmMpeHHst iHpopmaii

6rokyBaHHs1 KOHTEHTY; HauioHanbHa 6e3neka

KoHcTuTyuis Ykpainu; cBo6oau oymku

€Bponencbknii cya 3 Npas NOAVHM; NPONOPLINHICTE 0OMeEXeHb

Po3wupeHa mepexa

[1ns KOXHOro NOHATTA 3 MNepBMHHOI Mepexi 3Haay HOBE NOHATTS, 3MICTOBHO MOB’si3aHe
3 HUM 3a Tematukor "lHdopmauinHa 6esneka". PesynbTaT nogam y dopmarti: HoBe
NOHATTSH; NOHATTA 3 NEPBUHHOT Mepexi

iHpopmauiina ririeHa; ceoboga cnoea

uncppoBa He3neka; nowMpeHHs iHpopmalLlii
KibepsaxumcT; 6110KyBaHHSA KOHTEHTY

npasoBa cuctema; KoHcTuTyuis YkpaiHu

npaBsa NioAnHW; EBPONENCbKUI Cya 3 NpaB NIOANHN
MefianitTepaTypHicTb; 3akoH Ykpainu "lNpo iHdopmadio"”
NCUXOMOTIYHWUIA 3aXUCT; caMmoLeH3ypa

OcTaToyHa po3wmMpeHa mepexa

O6'eaHyto Bci napu noHaTb 3 MNepBuHHOI Mepexi Ta PoswwnpeHoi mepexi. OctatouHa
po3LlMpeHa Mepexa Mae Takuii BUrnsg;:

csoboga cnoea; LeH3ypa

iHbopMaLis; noLmpeHHs iHdopmaLii

6rokyBaHHsI KOHTEHTY; HauioHanbHa 6e3neka

KoHcTuTyuis Ykpainu; cBo6oau oymku

€Bponencbkuii cya 3 Npas NOAVHM; NPONOPLINHICTE 0OMeXeHb
3akoH Ykpainu "Mpo iHdopmaui"; 3abopoHa LeH3ypu
camoLeH3ypa; AepXxaBHa LieH3ypa

BTPYYaHHS y NpodeciiiHy AisnbHICTb; Megia

CYA0BUI KOHTPOIb; 0BMEXeHHS foCTyny

CaHKLUii; iHTepHeT-npoBangepu

pociiicbki colianbHi Mepesxi; 6roKyBaHHS

HeJoCTOoBIpHa iHhopMaLlis; cnpoCcTyBaHHSA

Megia; nnatopMu ChinbHOro 4ocTyny

cycninbHa Hebesneka; 3aknuku 40 HacubLCTBa

Lis octatoyHa poslimpeHa Mepexa BKIOYaE BCi NMapy MOHATb, IO OEMOHCTPYHOTb
B3aEMO3B’13KM MiXK KIMHOYOBUMMU KOHLIeNLismMy TemaTtuku "lHpopmadiviHa 6e3neka”.

3.6.3. Bizyaaizauis

Bisyamizamito mepBHHHOI Mepexi 1 OCTaTO4HOi Mepexi 3mificHeMO 3a
nonomororo cepsicy Semantic Networking, onucanoro y Poznini 1 (puc. 3.2,
puc 3.3).
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ABTOPUTET NPABOCYAAA
- POCIACbKI COLIIATIbHI MEPEXI

OHORAA IPOUERVPA TIPABO HA CBOOAY CIOBA
TIPABO HA 3AXUCT PENYTALIT

.CHPOCTYBAHHH

Pucynoxk 3.2: Bizyamizarist nepBHHHOT Mepexi

rsvowau E

mmnomumm mmm»snmun

Pucynoxk 3.3: Bizyauizanis po3mmpeHoi Mepexi
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BHCHOBKH A0 po3jiny

Po3nin 3 mnpucBsyeHuid Meroxam MOOYZOBM MEpEKEBUX MoAeneH, ix
eBOJIIOLIT Bijl i€papXiYHUX CTPYKTYp /0 THYYKHX aJalTHBHHX MEpex Ta
3aCTOCYBaHHIO [HX MIAXOMIB JJIS aHANi3y 1H(POPMAIIHHO-TICHXOIOTIYHHX
BiliH. Y 1bOMYy po3alTi OyJNM JAETaIbHO PO3IJISAHYTI KIIIOYOBI aCIEKTH
MOOYZOBM MEpEX: CEMaHTHYHE PpO3IMHUpPEHHS rpadiB, IHTErparis HOBUX
3B’sI3KiB, a TaKOX IIepeBaru Ta OOMeXeHHs cydacHUX MertoxiB. OcolimBy
yBary IpUIUICHO POJi BEJIMKUX MOBHHUX MOZENEH y reHepanii KOHLENTIB Ta
3B’SI3KIiB, IO JIO3BOJISIE CTBOPIOBATH JMHAMIYHI Ta aKTyaJbHI MepexeBl
MOJIENTI.

Metonn moOyIOBH MEpeKEBUX MOJENCH TPOWIUTA 3HAYHUHA —IIUIAX
PO3BUTKY:

— lepapxiuni cTpykTypu. Ha mouaTkoBuX eramax moneri Oa3yBanncs Ha
JKOPCTKUX 1€papXisx, e KOKEH BY30J MaB UiTKO BH3HAu€HE Micle.
Taxwii miaxix OyB KOPHCHUM JUIS ONMHCY JIHIHHUX IPOIIECiB, ane He
BPaxOBYBaB CKJIQIHOCTI peaJbHUX 1H(OpMaLiHNX TOTOKIB;

— MepexeBi crpykrypu. CydacHi Mopeni NEpexomsTh J0 THYYKHX
MEpeK, SIKi BPaXxOBYIOTh AEKiTbKa KIFOUOBUX XapaKTEPHCTHK, TAKHUX
SK JICICHTpaNi3allis BIUTUBY, alalTUBHICTD J0 3MiH iH(QOpMAIIHHOTO
CepeloBHINA,  BHCOKA  BapiaTUBHICTh  KaHAiB  KOMYHIKaIlii,
MOJKJIMBICTH MIBUAKOTO (POPMYBAHHS HOBHX CITUTBHOT HABKOJIO i7eH.

Le#t mepexin 103BOISLE TOYHINIE MOAETIOBATH TUHAMIKY iH(MOpPMAaLiiHUX
BilfH, Ji¢ B3aeMOis CyO’eKTiB BiAOyBa€Tbcs HE 3a JKOPCTKO 3aTaHUMH
NpaBHIIAMH, & 3AJISKHO BiJl IXHBOI pOJIi y MEpEXi Ta CTyIEeHs 3B’ I3HOCTI.

Iei#t minxix M03BOJIAE MOCTIMHO OHOBIIIOBATH MEPEXY, BPAXOBYIOUH HOBI
JlaHi, KOHIETIIi Ta 3B’s3KH, 10 3a0e31euye ii akTyaJIbHICTh Ta TOUYHICTb.

IHTerpanis HOBHX 3B’SI3KiB € BaKJIMBHM acIEKTOM ITOOYIOBH MEpPEKEBHX
Mozenei. s Iboro BHKOPHCTOBYIOTHCS:

— BenWKi MOBHI Mozenmi. I'eHepamis rimore3 mpo HOBiI 3B’S3KH Ta iX
NepeBipKa Ha OCHOBI aHaJIi3y TEKCTOBUX JAHHX;
— aHani3 JOKYMEHTIB Ta Jukepel. Ilomyk minTBep/DKYIOYHX NaHUX s
HOBHX 3B’SI3KiB;
— KOHCYIbTaLii 3 ekciepTamu. [lepeBipka JOCTOBIPHOCTI 3B’SI3KiB TIEpeT
X IHTEerpalli€ro.
Hanpukiazn, BusiBneHHst 3B’s13Ky "OOTHETH — IIOLIMPEHHS HAapaTUBIB PO
"HAIMCTCBKY  Biagy" JONOMOIVIO 3pO3yMITH MEXaHi3MH MacOBOTO
MOIIMPEHHS ITPOTIaraH i Ta po3poOUTH cTpaTerii NpoTHi.

Jlo nepeBar HaBeICHUX IMiXO/IB BiTHOCATHCS:
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— THYYKiCTb. MepexeBi MOjei J03BOJSIOTH aJanTyBaTHUCS OO 3MiH
iH(pOPMAIIITHOTO CepeIOBHIIA;

— TouHicTh. CeMaHTHYHE pO3MMUPEHHS MOKpallye aHalli3 CKIaIHUX
nporecis II1B;

— edekruBHicTh.  BukopucramHs LLM  Ta  aBTOMaru3oBaHHX
IHCTPYMEHTIB IIPHCKOPIOE MPOIIEC OHOBIICHHS MEPEK.

Pa3om 3 M, iCHYFOTB 1 IesiKi 0OMeKeHHS, a caMme:

— Cy0’€KTHBHICTH — MOJIEIIi MOXKYTh T€HEPYBATH 3B SI3KH, SIKI HE 3aBXKIU
BIINOBIZIAIOTH PEaIbHUM MpOLEcaM;

— 3aJIOKHICTH BiJl IKOCTI Ta PI3HOMAHITHOCTI JAaHUX;

— HeoOXimHICTh JIOACHKOI Bepuikarlii, fka MOJIrae y TOMY, IO
ABTOMAaTH30BaHI METOIM NOTPEOYIOTH IEPEBIpKM EKCIepTaMu JUis
MiHiMi3allii TOMHUIIOK.

Y KOHTEKCTi 1H(OPMAaLiHHO-TICUXOJOTIYHUX BIflH MepexeBi MoJenl €
B)XJIMBUM IHCTPYMEHTOM JIJISI:

— TPOTHO3YBAaHHS 3arpo3 — BHSBICHHS NPUXOBAaHMUX IIATEPHIB Ta
CTpaTeriif BOPOXKHX [iif;

— PO3pOOKH CTpaTerii MpOTHIIl — ONTUMI3aIlisi MEXaHI3MiB 3aXHCTY BiJl
iH(pOpMAaIiifHIX aTakK;

— aHaJi3y HACiJIKiB — MOJEIIOBAHHS IIIJISIXIB BIUIMBY Ta iX pe3yNbTaTiB.

Hanpuknan, iHTerpamiss 3B’A3Ky  «MaHImymsmis — iHpopmariero —
MCUXOJIOTTYHUI BIUTUBY» J03BOJIMIIA TOUHIIIE MojaentoBaT mporecu II1B Ta
Po3po0IATH eEeKTHBHI MEXaHI3MHU MPOTHIII.

Bzarami, wMeromum TOOYHOBH MEpEKEBHX MOJENeH €  KII0YOBUM
IHCTPYMEHTOM JIIsl aHalli3y iH(GOpPMAIiHO-TICHXOJOTIYHNX BiitH. BoHu
JIO3BOJISIOTH!

— edexTHBHO MOJIeITIOBaTH CKiIaaHi nporecy [11B;

— TIOCTII{HO OHOBJIIOBATH 3HAHHS Yepe3 CEMAHTUYHE PO3IIMPEHHS;

— 1iHTerpyBatd HOBI 3B’s3kM 3a Jjornomororo LLM Tta iHmmX
IHCTPYMCHTIB.

Pazom 3 mmM, AN JOCATHEHHS HAWKpalMX pe3yNbTaTiB  BaKIHBO
KOMOIHYBaTH aBTOMAaTH30BaHI METOAM 3 JIOJCHKOIO EKCIEPTH3010, 00
3a0€3MeYn T TOYHICTh Ta HAiHHICTh aHai3Yy.

IIuTaHHA AJI9 CAMOKOHTPOJII0

1. SIki ocHOBHI HiNi MEHTaJbHOI BIHHM OIMCAHI y PO3MUI, 1 K BOHH
BITMBAIOTh Ha CYCIiIbCTBO?

2. Y 4oMy moJjsra€ METOJHKA «POO BIpTYaJIbHUX SKCHEpPTIBY», 1 sIK BOHA
3aCTOCOBYETHCS JUIsl aHaITi3y 1H(QOPMALIHHO-TICUXO0JIOTIYHHX BiitH?
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

SIki eramm BKIIOYA€ Mpolec MOOYAOBH CEMaHTHYHOI Mepexi, 1 sfKka
poss LLM y ibomMy mporieci?

Sk ¢dopMmyeTbcs TOYATKOBA CXeMa U aHallizy 3B S3KIB MiX
MOHSATTSIMH, 1 IKMH (opMaT JaHMX BUKOPHCTOBYETHCS?

SIx ctBOprofoThcs mpomnTH At LLM, i gk BOHM JomomararoTh
TeHEpYBaTH HOBI KOHIICIITH Ta 3B’ S3KN?

SIKi iCHYIOTB CIIOCOOHM iHTErparlii HOBHX 3B’S3KiB Y IMIOYATKOBY CXEMY,
1 SIK BOHH IIEpEBIpsIIOTHCA?

SIka poJb JIOIMHU-EKCIIepTa Y npolieci Bepudikaiii HOBUX 3B SI3KiB, 1
YOMY II€ BaXJIUBO?

Sk BUKOHY€ThCS JIHTBICTHYHA 00pOOKa JaHWX JJIs OILIHKA HOBUX Ta
ICHYIOUYMX 3B’SI3KIB?

SIK TTPOBOAMTHCS KIIACTepH3allisl JaHUX Yy CHCTeMax aHaii3y rpadis
(manpuknan, Gephi), i ske 3HaUSHHS Ma€ TIeH poriec?

Ak QopMmyeTbcs Ta YTOUYHIOEThCS Ha3Ba KiacTepiB, i sk LLM
JIOTIOMarae y ibomy rnpotueci?

SIKi XapaKTEepUCTHUKHA MEPEKEBUX CTPYKTYP € KIIOUOBHMH JUISl aHAITI3Y
iH(OpMAaIiTHO-TICHXOJIOTIYHUX BifH?

Sk nmemeHTpamizamis  BIUTMBY Ta  QJaNTHBHICTH 10  3MiH
iH(pOPMALIITHOTO cepeIOBHIA BIUIMBAIOTH HA POPMYBaHHS CIUIBHOT?
SIKi OCHOBHI METOIM IIPOTHO3YBaHHS 3arpo3 BUKOPHUCTOBYIOTHCS Y
KOHTEKCTI iH(pOopMaIifHO-TICUXOJIOTIYHHX BiitH?

Sk dopmymoroTecs cTparterii mpotuaii iHGopMamifHIM aTakam Ha
OCHOBI aHaJIi3y MEpeKeBUX Mozeiei?

SIK BHSBISIOTBCS KIIIOYOBI KOHIENTH Ta 3B’SI3KM Yy TEKCTax 3a
norromororo LLM, i siki anroOpuTMU BUKOPUCTOBYIOTECS IS ITBOTO?

Sk OOUMCITIOETHCS HOBUM BaroBWi KOeQiIlieHT IS 3B’SI3KiB, 1 K 1€
BIUIMBAE HA TOYHICTh MOJEI?

Sk mepeBipsAOThCS KOH(IIKTH Mi>K HOBHMH Ta ICHYFOUUMH 3B’ SI3KaAMH,
1 SIKa POJIb EKCIIEPTIB Y IIbOMY TIPOIIECi?

SIk ceMaHTHYHE pO3MIMPECHHS MEPEeKEBUX MOJENeH ITOKpaIye
TOYHICTh aHANI3y iHQOpMALiHUX BILIHBIB?

Slki eTamu BKJIFOYAE METOMOJIOTIS CEMAHTUYHOTO PO3LIMPCHHS, 1 SIK
BOHH JIOIIOMAararoTh BUSABIISITH HOBI 3B’ SI3KH?

SIK BUKOPHCTOBYIOThCSI OHNIAWH-API mnst anamizy Benmkux oOcsTriB
TEKCTOBHX JaHUX, 1 AKi IEpeBaru bOro Miaxomy?
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4. AmHaJi3 Ta BidyaJsi3aliga JaHuX

Jis e(eKTHBHOTO JIOCITIJKEHHS iHpOpMaLIITHO-IICHXOJIOTTYHUX
MEHTAIbHUX BilfH HEOOXiTHO HE TUIBKM OyIyBaTH MEpeXeBi Monerni, ane i
3aCTOCOBYBAaTH METOAM iX aHamizy Ta IiHTepmperamii. AHamiz Mepex
JIO3BOJIIE BUSIBIATH OCHOBHI iH(opMamiiHI KiacTepH, iIeHTHU(IKYBaTH
KITIOYOBI BY3JM BIUIMBY Ta OIIHIOBATH CTPYKTYpYy 1H(OpMAIIHHOTO
CepeIoBHIIIA.

Bigyamizamiss Mepex € BaXKIMBAM IHCTPYMEHTOM JUIS  PO3YMiHHS
B3a€MO3B’SI3KIB MK €JeMeHTaMH iH(opMaliiiHoi BiHHH, OCKIJIbKM BOHA
JIOTIOMarae IIBUIKO 1eHTH(IKyBaTH Oocepeaku Ae3iHopmariii, MexaHi3MH
MaHIIMyJIITHBHOTO BIUTMBY Ta KaHAJIM MOIIMPEHHs iH(opMarlii.

Le# po3min mpucBSYeHHH MeTolIaM KiacTepu3alii Mepek, paH)KyBaHHS
BY3JIIB 32 iXHBOIO BIUIMBOBICTIO Ta criocobam Bi3yasizauii iHpopManiiHux
MTOTOKIB.

4.1. Knacrepu3sanisa mepex

Knacrepu3zanis Mepex 103BoJisie po30MBaTH 1X Ha IPYIH BY3IIB, SKi MalOTh
CXOX1 XapaKTepHCTUKHA abo TiCHINI 3B’SI3KM MiX C0000. Y KOHTEKCTI
aHai3y MEHTaJIbHMX BIHH 1€ Ja€ 3MOTYy BHSBIATH iH(OpMAaIiiHI
«Oynp0aIkm», Je TOIIUPIOETECS TCBHUN HApaTWB, BHU3HAYATH OCHOBHI
iHdopMartifiHi ppoHTH (TIpomaraHaa, KOHTPIpoaranaa, HeUTpalbHi TPYIHN),
1IeHTH(IKYBaTH TPYITH aKayHTIB a00 pecypciB, SKi IIOTh y3TOMKCHO;

J10 OCHOBHHX METO/IB KIacTepHu3allii Mepex BiTHOCATHCS:

1. Meron wmonymsapaocti (Louvain algorithm). Ile omwn i3 HaiOinem
e(PeKTHBHUX aJTOPUTMIB IJIsl BUSABIICHHS CIUIBHOT y BEJHKHX Mepexax. B
OCHOBI METO/ly — MaKCHMi3allis MOAYJSIPHOCTI — MOKa3HMKA, 10 BU3HAYaE,
HACKiJIbKM TICHO TIOB’s3aHI BY3M B MeXax KiacTepa TIOPIBHSIHO 3
BUITaJIKOBOIO Mepeskero. Lle MeTon MMpOKO 3aCTOCOBYEThCS A aHAIi3y
COLIIAIBHUX Mepex, iHpOpMaIiifHIX KaMIaHii, 60T-Mepex.

2. Merop po3puBy pebep (Girvan-Newman algorithm) 1o3Bosisie BU3Ha4aTH
KJIACTepH, TIOCTYIIOBO BHJIAISIOUM HAHOUIBII «KpUTHYHI» pedpa (Ti, 1m0
3’€[HyI0Th pi3Hi Tpynu). lleii Merojq 3acTOCOBYETbCS sl BHSIBICHHS
B3a€MOIIOB’SI3aHUX  MiAMEpex,  Hanpukiajg,  rpyn  OoriB  abo
MPOIAraHANCTCHKUX KaHAIIB.

3. Kiacrepuzarniss Ha ocHOBI moxiOHOCTI KOHTEHTY (Semantic Clustering)
BUKOPUCTOBYETHCS, KOJH BY3IH TIIOB’S3aHI HE TUIBKH CTPYKTYPHUMH
3B’s3KaMH, a W 3MICTOBHOIO CXOXkicTi0. IIpu I[bOMY 3aCTOCOBYHOTHCS
anroputmu MamurHHOTO HaB9aHHS (BERT, Doc2Vec) mmist anami3y TeKCTiB i
BUSBJICHHS CHUTBHUX TEM Y PI3HHUX TpyIIax.
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Sk mpuKIIax MOXKHA PO3IJSIHYTH KIJIACTEPHHUI aHAMi3 COLIaNbHOI Mepexi.
PosrnsiHeMo Mepexy akayHTIB y BHOpaHid COIiabHIA Mepexi, IIo
MOMIMPIOIOTE TIEBHUH IOJMITUYHWH HapaTUB. BHKOpHCTaHHS alropuUTMy
KJIaCTEPHOTO aHajli3y MOXKE BHSBUTH JIEKUIbKa KJIACTEpiB IPyNH aKayHTIB,
IO TOIUPIOIOTRE Je3iH(opMarriro, sSKi BeXyTh 00poTh0Y 3 Ae3iH(popMaliero,
3HaXOAMTH HEUTpaJbHI aKayHTH, 110 B3aEMOJIIIOTH 13 PI3HUMHU IPyNaMH.
PosrisiHeMo  kiactepizaliro 3a KiacaMH MOIYJSIPHOCTI, BapiaHTH SKOL
MOHa 3acTocoByBat B Gephi, IpH IbOMY Ma€ CEHC 3aCTOCOBYBATH MOJIEIIb
[TorTca, sika BpaxoBye Tak 3BaHy PO3MOJiIBHY 3[aTHICTh, HA OCHOBI SIKOT
ABTOMATHYHO BU3HAYAETHCS HEOOXIHA KUTBKICTh KJIAaCiB BY3IiB (KIIacTepiB).
BignosigHo mo miel momeni QyHKUis sKocTi H (G,P), abo xopotko H(P),
po36utTs P Ha xiactepu rpada G 3MUCYEThCS y BUTTISL
2

H(P) = 7Zcec — Ve
Jie KoKHUM Kknactep C € P cklajaeTecs 3 e, pebep i n, By37iB, a y— e
napaMeTp pO3MOJIBHOI 37aTHOCTI, SKWA CYTTEBO BIUIMBAE€ Ha PO3OUTTS
rpada Ha KiIacTepu.

IIponenypa Bu3HaUYEHHS KJIACTEPiB — KIIAciB MOIYISIPHOCTI 3/MiHCHIOETBCS 3a
ITOPUTMOM, IO BKIIIOYAE TaKi KPOKH:

1. Inimiamizargis: MoYaTKOBE PO3IIOALT BY3JIiB Y HIOYATKOBHX KIIACTEPaX.

2. OuiHka: BH3HA4YEeHHSA MOIYJSIPHOCTI Uil IIOTOYHOIO PO3HOXLITY
BY3JIB.

3. OO'enHaHHs KiacTepiB: 3'eIHAHHS BY3JiB a00 Tpym BY3JiB, 100
00AaYNTH, UM MOKPAIIUTHCS MOAYIISPHICTD.

4. Itepamisi: TOBTOpPEHHS Tpolecy OO0'€MHAHHS KIacTepiB 1 OIIHKH
MOJIYJISIPHOCTI, TIOKH He OyJie DOCATHyTa MaKCHMallbHa MOIYJISPHICTh
abo He Oyne BUSBICHO, IO TOAANbIOIC O0'€IHAHHS HE MOKpAIIye
pe3ynbrart.

5. diHamizalis: OTpUMaHi KIacH MOAYJISPHOCTI MPEACTaBISIIOTH COOOI0
rpyIH BY31iB, IO MalOTh BUCOKY BHYTPIIIHIO 3B’SI3HICTH T4 HU3BKY
30BHIIIHIO 3B’ SI3HICTb.

KiacrepizoBana po3lIMpeHa Mepeka MOXeE OTPUMYBAaTH Ha3BH JUIA
KJIaCTepiB, JUIsl IIbOTO MOXKE 3aCTOCOBYBATHCH MpoMnT g0 LLM Tumy:

MpuaymaiTe Ha3By ANs KNAcTepy Ha OCHOBI BKITIOYEHUX B HBOTO KOHLIENTIB: ...
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4.2. PamxupyBaHHA By3JIiB Mepexi

PamxupyBaHHs BY3JIB € KIIOYOBUM [UIsi BU3HAUCHHS HAWBaKIMBILINX
YYaCHHKIB 1HQOpMAIIHHUX BiifH. Y KOHTEKCTI aHaIi3y MEHTaIbHUX BiiiH
Ba)XJIMBO BU3HAYUTH:

— XTO € OCHOBHMMH areHTaMH BIUIUBY?

— JSIki akayHTH 9¥ MeZiapecypcy MalOTh HaHOUIBIINA OXOTUICHHS?

— Slki By3mM BHCTYNAIOTh IIOCEPEAHUKAMH Yy  PO3MOBCIOJDKEHHI
iHpopmarii?

I[O OCHOBHHUX MCTOI[iB PaHXXyBaHHSA BiHHOCﬂTLCﬂZ

1. PageRank, skuifi € KIaCHYHHM IHTEPHET-aNTOPUTMOM, MIO
BUKOPUCTOBYETHCS ISl BU3HAUEHHSI BAXKIMBOCTI BY31iB y Irpadi. Y 1mpomy
ITOPUTMI  BPAaxXOBYEThCS KUIBKICTH 1 Bara 3B’sA3KiB. Y  KOHTEKCTI
inpopmariitanx BiiH PageRank mo3Boisie BHSBIATH KIIOYOBI akayHTH Ta
pecypcH, o BiirpatoTh HEHTPAIBHY pOJb y MONIHPEeHHI iH(opMarii.

2. Betweenness Centrality (LleHTpanbHICTE ITOCEPEIHUIITBA) JO3BOJISIE
BU3HAYATHBY3IIH, 110 BUCTYIAIOTh KPUTUUYHUMH CIIOJYYHUMH TOYKAMH MIDXK
pI3HHUMH 4YaCTHHAMH MeEpeXi. BUSABIGHHS TakuX BY3JiB JIOTIOMarae
iIeHTH(]IKYBaTH TIOCEPEOHHUKIB Yy TMOMMPeHHI Ae3iHdopmamii  abo
iHpopMaNiiiHuX aTax.

3. Closeness Centrality (bausbkicTh By3na 10 iHIIMX) IOKa3ye, HACKUIbKH
MIBUKO 1H(OPMALIiS MOXe PO3MOBCIO/PKYBATUCS BiJj KOHKPETHOTO By3Ja IO
Bcili wmepexi. Llefl migxim KOpUCHHWH Jis BHSBICHHS aKayHTIB, IO
OIepaTUBHO pearyloTh Ha iHpopMalliiiHi aTakH.

4. Eigenvector Centrality 103Bosisie BU3HaYaTH BIUIMBOBICTh By3J1a Ha OCHOBI
BIUTMBOBOCTI HOTO CYCifiB, BUSABIATH HE JIMIIE MOIMYJSIPHI akayHTH, a # Ti,
1110 B3aEMOJIIOTH 13 BRYKIIMBHUMH I'PaBLSIMH B MEPEXKi.

3okpema, Ha ocHoBi anroputmiB PageRank-TextRank [9,10] 3aiiicHIO€TBCS
pamXKyBaHHS BY3JiB, IO BIIIOBIIAIOTH BYy3JIaM MEpeKeBOi Mozemi
3IHCHIOETHCA 32 IOTIOMOTOIO ITiAXOY 10 PaHyBaHHS HOHSATH 13 TEKCTIB!

1-d PR(i)
A =——+d S
PRA)==+d 2 T

ne PR(A) — pamr (PageRank) Bysma A, d — koediuient 3aryxanns, N —
3aralbHa KUIBKICTH BY3TiB y Trpdi, M(A) — MHOXHHa BY3IiB, IO
MOCWIIAIOThes Ha A, L(i) — KIIBKICTh BUXOJIIB 3 BY3Ja i.

1-d
Iepumit umen ¢opmynn anst po3paxyHky PageRank wmHOXHHK N

3abe3neuye OazoBuii piBeHbp PageRank st BCiX By3miB, Jie 4MCEIBHHK
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BiJIMOBiIa€ WMOBIPHOCTI TOTO CTaHy, KOJM KOPHCTYBad BUMAJIKOBO BUOHpAE
By30JI Tpada, a N — 3arajibHa KiJIbKICTh BY3JiB.

. PR(i
Jpyruit wien d Z PRO) _ e yactTuHa (GopmyiH, 3a SIKOI 00YHCITIOETHCS

iy L(0)
PageRank By3ma A Ha ocHOBi PageRank By3:iB, 0 Ha HFOTO TIOCHIIAIOTHCS.
Ilns xoxHOro Bysna i y MHOxuHI M(A) iioro PageRank minurbes Ha
KITBbKICTh TOCHIaHb L(Z), 1m0 BiH Ma€, i 1e 3HA4YEeHHs JO0MA€ThCS JUIS BCIX
BY3JIiB, II[0 TIOCHJIAIOTECS HA A.

4.3. Bizyausi3zanig Mmepex

Bizyamizawiss Mepex [03BOJslE NPEICTABUTH PE3YJbTaTH aHAN3y Y
3PO3YMIJIOMY BUTJISIZ, 110 3HAYHO TIOJIETIIYE BUSIBJICHHS B3a€MO3B’SI3KIB Ta
JMUHAMIKY 1HPOpPMAIIHHUX BiliH.

Jlo oOCHOBHUX BUJIIB Bi3yaltizallii MO)KHA BiTHECTH:

1. I'pachoBi miarpamu, B SKMX BHKOPHCTOBYIOTH BY3IH Ta 3B SI3KH IS
npeAcTaBiIeHHs iHpopMmaniiinol Mepexi. Po3mip i kosip By3miB
MOXYTh BimoOpaXkaTu ixXHIO LEHTPATIBHICTh abo
BILUTUBOBICTh.3acTocyBaHHs cwioBuXx anroputmiB (Force Atlas 2,
Fruchterman-Reingold) mo3Bossie CTpyKTypyBaT MEpeKy IpUpPOTHIM
YHHOM.

2. KnacrepuzoBani rpadu, ski BioOpakaroTh Py B3a€EMOIIOB’ SI3aHUX
BY3JIiB y Pi3HHUX KOJbOpax, MIO JOMOMAre BU3HAYUTH CIIUILHOTH Ta
iHopMariitHi Oynb0amKy.

3. Temuosi xaptu (Heatmaps), siki BUKOPHCTOBYFOTBCS IJIsl Bizyalri3ariii
UIUTBHOCTI IH(OPMAIIHUX OTOKIB Y MEPEXi Ta J03BOJSIOTH OLIHUTU
piBeHb aKTWBHOCTI IEBHUX TeM a00 HApaTWBIB y PI3HUX CErMEHTax
iH(pOPMAIIITHOTO TTPOCTOPY.

JIo HalOUTBIT JOCTYITHUX IHCTPYMEHTIB Bi3yai3allii MOXKHA BiTHECTH:

— Gephi — HaWnoOmMyNApHIMMA IHCTPYMEHT I moOynoBu TpadiB Ta

KJIACTEPHOTO aHali3y.

— NetworkX (Python) — BUKOpPHCTOBYETBCS Ui OOYHMCIEHHS METPHUK
LEHTPAIBHOCTI Ta MOOYZOBU rpad)OBUX CTPYKTYP.

— Graphviz — no3Bossie cTBOpIOBaTH Tpadiui 300paKeHHS MEPEKEBUX
CTPYKTYP.
Hampuknan, skmo noTpiOHO mpoaHaiidyBaTd iH(OpMaUiifHUA BIUIMB Ha
wiatrdopmi  comiaibHOT Mepexi, MoXkHa MoOyayBaTH rpad B3aeMOJii
KOpHCTYBadiB, Jie KoOJip OyJae TMO3HA4YaTH iXHIO HAJICKHICTh 1O TEBHOTO
iH(opMaIitHOTO KIacTepa, a po3Mip By3j1a — PiBEHb BILIUBY.
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4.4. [IpakTU4YHa YaCTUHA. 3aBaHTA)KEHHS, aHAJIi3 i
Bi3yasizanis MepexxeBux cTpyKTyp B Gephi

VY 1bOMy MYHKTI PO3IIISAAETHCS, SIK Ha MPAKTHII MPOBOJUTH 3aBAHTAKEHHSI,
aHai3 Ta Bi3yali3allilo MEpeKEBUX CTPYKTYp 3a JOTIOMOTOI0 MPOTPAMHOTO
3abe3nedyeHHs Gephi. Leit i1HCTpyMEHT € OJHHM i3 HAWOUIBII MOITYISPHUX
Uil aHamizy rpadiB, OCKUIBKM BiH Hajae 3py4HUil iHTepdeiic mus
Bi3yasri3ariii Ta 0OYHCICHHS METPUK IIEHTPAIBHOCTI, KJIacTepu3alii Ta iHINX
XapaKTEePUCTHK MEPEXK.

Eman 1. ITiozcomoexa oanux

Iepen mouatkom poboTu y Gephi moTpiOHO migrotyBaté maHi y (popmari,
NPUIATHOMY JUIs 3aBaHTakeHHs1. HaifyacTile BUKOPHCTOBYIOThCS (hopmaTH:

— CSV (Comma-Separated Values) — muist TaOIUIb 3B SI3KiB.
— GraphML — s 36epexenHns rpadis.

puxnan crpykrypu CSV-daiiiny s 38’ sI3KiB:

Source,Target,Weight
NodeA,NodeB,1
NodeA,NodeC,2
NodeB,NodeD,3

Lle#i ¢aiin onucye 3B’s13ku Mix Bysiaamu (Source ta Target) Ta ixHio Bary
(Weight). SIkmo Bara He BKa3aHa, MOXHA TPAIIOBATH JIUIIE 31 CITUCKOM
3B’S13KIB y (hopmarTi:

NodeA,NodeB
NodeA,NodeC
NodeB,NodeD

Eman 2. 3aeanmasicenns oanux y Gephi

1. Bigkputts Gephi:

— 3amycTith nporpamy Gephi;

— Bubepite File > Open abo File > Import Spreadsheet, mi06
3aBaHTAXUTH Balll JaHi.

2. 3aBanTaxenus CSV-daitny:

— y BiKHI iMropty BuGepiTh Bam CSV-daiin;

— BKaXIiTh, O Nepimi psaaok ¢aitny mictuts 3aronoBku (First row as
header);

— HarucHiTh Next, a motiM Finish.

3. Ileperasin rpada:

— IcIs 3aBaHTaXCHHS BU mobadute rpad y BikHi Overview. Ha mipomy
erani rpad MoXe BHIVIIATH XAOTHYHO, OCKUIBKM BY3JIM IIE€ HE
opranizoBani (puc. 4.1).

97



Hodes: 184
Edges: 229
Undirected Graph

Fiters | Statistics % =]
Settings

=] Network Overview

Average Degree Run
Avg. Weighted Degree Rn @
Network Diameter Run @
Graph Density Rn @
HITS Rin @
Modularity Run ®
PageRark Run ®
Connected Components Run @
Grvan-Newman Clustering Run

Leiden algorithm Run @

5l Node Overview
Avg. Clustering Coefficent Run @

Eigenvector Centralty Rin ®

=l Edge Overview

Avg, Path Length Run
Avg. edge length (km) Run ®
=l Dynamic

#Nodes Run ®
#Edges Run @
Degree Run
Clustering Coefficent Run @

Pucynok 4.1: [lepuane BinoOpaxxeHHs rpada micist 3aBaHTaKeHH
Eman 3. Ananiz mepesci

Gephi Hanmae MOTYXHI IHCTpyYMEHTH s aHaimizy rpadiB. Och OCHOBHI
KPOKH:
1. OOumCIeHHS METPUK HEHTPAIEHOCTI
V BikHi Statistics HaTUCHITH Run mopyd i3 TaKMMH NOKa3HUKAMHU:
— PageRank: st BU3Ha4eHHS BILIMBOBHX BY3IiB (puc. 4.2).
— Betweenness Centrality: 11 BUSIBICHHS TIOCEPETHHKIB.
— Modularity: ms xracTepusanii Mepexi.

B ML Report =]

Parameters:

eosion = 0.001
proabity = 0,85
Results:

PageRank Distribution

W

Count

Score

S prot 5 Copy @smve )

Pucynok 4.2: Po3paxynok PageRank
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2. Knacrepuszaitist Mmepexi

— micna  obumcieHHs MoxyispHocti  (Modularity), By3mm OymyTh
ABTOMATUYHO PO3MO/IiNICH] Mo Kiactepax (puc. 4.3).

— y BikHi Partition BuGepite Modularity Class, mo6 3acrocyBatu pi3Hi
KOJIbOPH JI0 Pi3HHUX KJIacTepiB.

3. AHayi3 IILHOCTI 3B’ SI3KIB:

— BHUKOpHUCTOBYHTe iHCTpyMeHT Heatmap anst Bisyasizaumii akTHBHOCTI
3B’SI3KIB Y MEpexi.

[ HTML Report [=5c=)
Modularity Report :

Parameters:
Randomize: On
Use edoe weighs: On
Resoluton: 10

Size Distribution

AV,
R
[/ :'/&,

,,
/

1 2 3 4
Modularity Class

& ot B Copy @smve (oo

Pucynoxk 4.3: Pozpaxynok Modularity
Eman 4. Bizyanizauin zpagha

Jns mokpameHHs uuTabenpHOCTI Tpada BHKOPHUCTOBYHTE anrOpUTMHU
po3TalryBaHHs BY3IiB.

1. 3acTocyBaHHS CHIIOBOTO aJITOPUTMY
V BikHi Layout BuGepith anmroput™m ForceAtlas 2:
— HaTUCHITH Run 1u1s1 opranizamii By3JiB y IPHPOJHOMY ITOPSAKY;
— KoJH rpag cTaHe JOCTaTHBO CTPYKTYpPOBaHUM, HATHCHITH Stop.
2. HanamryBanHs Bizyamizamii
VY BikHI Appearance HalamITyHTe pO3Mip BY3JB 3a 3HAYCHHSIM
PageRank:
— BubOepith Ranking > Node Size;
— BCTaHOBITH mapameTp PageRank mms 3MiHuM po3mipy BY3IiB;
— HaJAIITYHTE KONIp BY3MiB 3a KiactepamMu. BuOepits Partition >
Modularity Class.
3. JlomaBaHHS MITOK
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VY BikHi Labels pexumy nONEepeaHbOro Meperyisily YBIMKHITH
BiOOpakeHHS 1MEH BY3JiB, HaJamTyHTe poO3Mip MIPUPTYy Ta
BUIMMICTEH MITOK.

[pukian HaMAIITOBAaHOI KIIacTepi30BaHOI MepeKi HaBeIeHO Ha puc. 4.4.

MEHTANBHOI BINHN

/ .mnymos. EMoLysmn
oi BiffHg,

Pucynok 4.4: Tlpukian Bizyanizamii KI1acTepi3oBaHOi MEpPEKi
Eman 5. Inmepnpemauin pe3yiomamis
[Ticns 3aBepieHHs Bizyatizauii rpada MOXKHA IPOaHaANIi3yBaTH Pe3yJIbTaTH:

— Kurouosi By3nmu. Benuki By3nu 3 BucokuMm PageRank € ocHOBHUMEU
areHTaMu BIUIMBY. PamXuMpyBaHHS BY3JiB TMOOYJOBaHOI Mepexi 3a
PageRank y pexxumi «JlabopaTopist maHNX» HaBeJeHO Ha puc. 4.5.

— Kiuacrepu. Pi3HOKONBEOPOBI Irpymny By3JiB MPEACTABISAIOTH CIUIBHOTH,
SIK1 B3a€MOIIOTE MIX CO0OI0.

— Tocepemnnku. Bysmm 3 BuHcokoro Betweenness Centrality e
KPUTUYHUMH TOYKAMH JUTS TTOIHMPEHHs iH(opMarii.

Eman 6. Excnopm pe3ynsmamie

Jlnst mopanbIioro BUKOPUCTaHHS a0 Mpe3eHTalii pe3ysbTaTiB BU MOXKETE
eKCIOPTyBaTH rpagd:
— 3o0paxenns. Bubepite File > Export > PNG/SVG mis 30epexeHHs
rpada y rpadiuHOoMy opmari.
— [ani. Bubepits File > Export > GraphML nmnst 36epeskennst rpada 3
yciMa 00YMCICHIMHU METPUKAMH.
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Label PageRank X Moduasity Class. Degree
[LLLAT OKPEMVIX AKTOPTE MEHTAMIBHO! BIVHA 0.115659
(CVNV T 3ACOBY MEHTANLHOT BI/HA 0.072316
ILLLAT MEHTANHOT BIAH 0.071329

7 0.056583

BIHA 0.043936
1K/ PEATII3AL BUHA 0.043138
|JESIHOOPMALLLA TA MAHITYASLIIA Jo.011431
XY ROKHAM 0.010753
£ 0.00355
[BOPOXIV YPRA 0.009956
POSIATIOBAFHS BOPOXHEM] TA HEHABICTL 0.009158
REHTVHICTS 0.006163
EXOHOMIKA 0.006161
[BTPATA HALIIOHATIHOT TAEFTVHHOCTI 0.006051
[POSMA MOAITVHHOT CHCTEMM 0.00605
ronmKa 0.006015
PERITIiH OPTAHI3ALIT 0.00553
PEAITTIAHI MAEPM 0.005%8
MAHIY SIS 0.005576
peniria 0.005559
KYBTYPA 0.005524
0.005699
KIBEPATAK/ 0.00587
0.0058%%
MAHITY HOBAHHS EMOLIIAMA 0.005503
OWLVPEFH AESTHOOPMALIT TA TPOTATAHAW 0.005783
(OCHABNEFHA YKPAIHCEKOT KYTBTYPY 0.005765
IMIAPVE EAHOCTI TA CTIAKOCTT 0.00573
[POCIACEKI CTELICTYX6! 0.005151
[EXOHOMIHI THCTPYMEHT .00511

Pucynok 4.5: PamxupyBanHs By37iB moOynoBaHOi Mepexi 3a PageRank

BHCHOBKH A0 po3/iny

Y manomy po3fini Oynu po3rIsIHYTI METOJM aHami3y Ta Bi3yamizallii JaHHX,
IO € KIOYOBUMH IHCTPYMEHTaMH I JOCHTIKCHHS iH(OpMaIliitHO-
MICUXOJOTIYHUX MEHTANBHUX BIifH. AHaNi3 MepexX I03BOIsE e(EKTHBHO
BUSIBIISITH OCHOBHI iH(QOpMaIiifHi KiacTepH, KIIOYOBI BY3IH BIUIMBY Ta
CTPYKTypy iH(OpMariiiiHoro cepemoBmmia. Bisyamizamis, y CBOIO depry,
3abe3neyye HAOYHE IIPEJCTAaBICHHS B3a€MO3B’S3KIB MDK E€JIEMEHTaMH
inpopmariiinoi  BiffHM,  CIpOIIylOYM  iZeHTH(]IiKalil0  OCEepenKiB
nesindopMariii, MeXaHi3MIB MaHINYJATUBHOTO BIUIMBY Ta KaHAJIB
MOIIMPEHHS 1H(opMalii.

Oco0nuBy yBary NpPHAUICHO METOOAaM KJacTepH3alii MepexX, TaKUM sK
anroputmu Louvain  ta Girvan-Newman, a TakoX CEMaHTHYHIH
KJIacTepH3alii Ha OCHOBI KOHTEHTY. L{i MeToqu H03BOJISIOTH BUIUIATH IPYIIH
B3a€MOIOB’SI3aHUX BY3JiB, IO JOIOMAarae aHami3yBaTH iH(pOpMAIiiiHi
«OynpOaIKkny, KOOPAMHOBaHI TPy akayHTIB Ta iHQopmariiHi (QpoHTH.
KpiM TOro, BaKJIMBUM acClieKTOM € paHXXyBaHHS BY3JIIB 3a IXHBOIO
BIUIMBOBICTIO, J¢ BHKOPHUCTOBYIOTBCS Taki MeTpuky, sk PageRank,
Betweenness Centrality, Closeness Centrality Ta Eigenvector Centrality. Lli
MOKa3HUKK  JIO3BOJIIIOTH  BUSIBJSITM  KIJIIOYOBHMX — areHTiB  BIUIMBY,
MOCEPEIHUKIB y TOIIUPEHHI iH(popMalii Ta HaHOUIBII aKTHBHI BY3IIH B
Mepexi.

Bizyamizawiss jmaHMX, 30KpeMa 3a JlornoMororo iHctpymeHTiB  Gephi,
NetworkX Tta Graphviz, 3a0e3nedye MOXIHBICTH CTPYKTYpyBaTH Trpadu
MPUPOTHUM YHHOM, BIiZOOpa)kaTW KJIACTEpU Ta OI[IHIOBATH IIUILHICTh
inpopmaniitanx morokiB. ['padoBi miarpamMu, TEINIOBI KapTh Ta
KIIaCTepU30BaHi Tpadu € OCHOBHMMH IIIXOJaMH IO TPEICTaBJICHHS
pe3yIIbTaTiB aHATI3Y.
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[MpakTyHa YacTWHA PO3JIYy JNEMOHCTPYE, SIK 3aCTOCOBYBATH HpPOrpaMHE
3abe3neuenns Gephi i1 3aBaHTaXECHHS, aHAJI3Y Ta Bi3yai3allii MepeKeBIX
cTpykTyp. OmmcaHWii TpoIec BKIIOYAa€ MIATOTOBKY JaHWX, OOYMCIICHHS
METPUK LEHTPAIBHOCTI, KJIACTEPU3allil0 MEPEeXi, 3aCTOCYBaHHS CHJIOBHX
ANTOPUTMIB JJIs1 TOKPAIICHHS YHTa0eIbHOCTI Trpada Ta IHTEpIIpeTamito
pesynbraTiB. Taknii KOMITIEKCHHUH MiAX1A 103BOJIAE €DEKTHBHO aHaNi3yBaTH
comianbHi Mepexi, iIeHTH(}IKyBaTH KIIOYOBI aKayHTH Ta PO3yMITH JHHAMIKY
iHhopMaIifHIX BilfH.

OTxe, METOIM aHANi3y Ta Bi3yami3amii JaHUX € HEBil €MHOIO YaCTHHOIO
JOCII/DKEHHST  1H(OPMAaIifHO-TICHXOJIOTIYHIX MCEHTAlBHHUX BifH, HaIar0uu
JIOCITITHUKAM TOTY)XKHI iHCTpYMEHTH JJIS PO3YMIHHS CKJIQJHUX B3a€EMOJIHN y
cy4JacHOMY iH(pOPMAIIITHOMY IIPOCTOPI.

IIuTaHHA A1 CAMOKOHTPOJII0

1. Illo Take kiacTepu3allisi Mepex, i K BOHA JOMOMAarac aHalli3yBaTH
1H(pOPMAIIHO-TICHXOJIOT19HI BitHI?

2. Slxi OCHOBHI IIiJIi KJAcTepH3alii MepeK y KOHTEKCTI iH(pOpMaIiifHuX
MIOTOKIB?

3. Sk moxna BusBMTH iH(DopMaliiHI "OynpOamku" 3a JOMOMOroI0
METO/IiB KJIacTepu3ariii?

4. YV dgomy mossfrae 3Ha4eHHS ineHTH(]iKamii Tpym akayHTiB abo
pecypciB, IO TIFOTh Y3r0oIKEHO?

5. Ski ocHoBHi iH(poOpMauiliHI (GPOHTH MOXYTh OYTH BHSBIEHI 3a
JIOTIOMOTOFO KJIACTepHU3allii?

6. Sk mparroe anroputm PageRank mis pamkyBaHHS By3JiB y rpadi, i
sIKe 3HAUYEHHsI BIH Ma€ [T aHaJi3y iHQOpMaIiiHHUX Mepexk?

7. Slxi TMnm xiactepusauii iCHYIOTh, 1 SK BOHH 3aCTOCOBYIOTBCS JUIS
aHai3y iHhpOopMaIlifHUX MOTOKIB?

8. Sxi mepeBarm Mae MoxmynspHa knactepusamis (Modularity-based
Clustering) uisl BUSIBICHHS B3a€EMOIIOB’SI3aHUX i IMEPEK?

9. YV dyomy mojisrae pojib CeMaHTHYHOI Kiacrepusauii (Semantic
Clustering) y aHami3i TEKCTOBUX JaHUX?

10. Sxi IHCTpYMEHTH BUKOPHCTOBYIOThCS JUISL Bizyasizarmii
iH(pOpMaIifHUX TOTOKIB, 1 sKi iX mepeBaru?

11. Sk Bizyamizawist crpoinye ineHTrdikamio ocepeakis aesiHdopmarii
Ta MEXaHi3MiB MaHIMYISATUBHOTO BILUTUBY?

12. SIx MO’kKHa BHKOPHCTOBYBATH KJIACTEPHU3AIIIIO JIJIS aHAIII3Y TPy OOTIiB
a00 MPONaraHIUCTCHKUX KaHaTiB?

13. SIk BU3HAYA€ThCS ONTHMANBHUIA MOPIT IS BUSBICHHS PEICBAHTHHX
3B’s13KIB y rpadi?
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14. SIk  moaceka Bepudikaiiss JomoMarae€ MOKPAIUTA  TOYHICTh

pe3yNbTaTiB aHamizy?

JliTepaTypa 3a po3aijiom

1.

Kaunncekuit A.b. CrpykrypHO-(yHKI[IOHAJIbHA MOJEIb CHCTEMH
3a0e3nedyeHHs iHpopMariitHoi Ta  iH(pOPMAIiTHO-TICHXOIOT19HOI
oesmneku. JJomoB. Ham. akam.Hayk Yipaiau. 2023. Nel. - C. 16-23.
Singh, A., Rose Anish, P., Verma, A. et al. A data decomposition-
based hierarchical classification method for multi-label classification
of contractual obligations for the purpose of their governance. Sci Rep
14, 12755 (2024). https://doi.org/10.1038/s41598-024-63648-x
Douglas A. Luke A. User's Guide to Network Analysis in R. Springer;
Ist ed. 2015 edition (December 21, 2015). 250 pp. ISBN: 978-
3319238821

Mikhail Z. Zgurovsky, N.D. Pankratova. System analysis: Theory and
applications. Springer Science & Business Media, 2007. — 447 p.
ISBN 3540488804, 9783540488804

CeMaHTHYHUIA HETBOPKIHT Ha OCHOBI BEIMKHX MOBHHX MOJEINEii:
moHorpadiss /Jlamge HA.B., Crpammoit JIJI. - Kwuis: TOB
"Tmxunipuar", 2025. - 274 c¢. ISBN 978-617-8180-01-0

Cherven Ken. (2015) Mastering Gephi Network Visualization. Packt
Publishing, 378. ISBN 978-1783987344
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5. O3HaKu HeHTPaJbHOCTI y rpadax

LlenTpanpHicTh y rpadax € BaKIUBUM IOKa3HHMKOM JUIS  aHali3y
iH(pOPMAIITHO-TICUXOJOTIYHAX  BilfH, OCKUIBKH JIO3BOJIIE  BH3HAYATH
HaWBIUIMBOBINI BY31IM B Mepexi. Y KOHTEKCTi iH(popMaliifiHuX BiiiH
HEHTPAJIBHICTh JOIIOMArae BUSBUTH KIIFOYOBI akayHTH, Mefia abo cy0’ekTH,
10 TOIMPIOIOTH 800 KOHTPOJIOIOTh 1HPOPMAIIiiHI TTOTOKH.

AHaJi3 NeHTPANLHOCTI J03BOJISIE BU3HAYUTH KIFOYOBHX areHTIB BIUIMBY B
iH(popMaliitHAX BilfHaX. MeToAN paH)KyBaHHS Ta X 3aCTOCYBaHHS, 30KpeMa,
y cepenoBunii cuctemu Gephi gornoMararoTh aBTOMaTH3yBaTH JOCIIPKEHHS
iHpopMaIifHUX ~ TOTOKiB, iZeHTH(]IKyBaTH JpKepeda  BIUIMBY  Ta
MPOTHO3YBAaTH PO3BUTOK iH(QOpMALITHNX KaMIaHi.

Lleit po3min po3risaac OCHOBHI MOKAa3HUKM ILIEHTPAIbHOCTI, METOMH iX
OOUHUCIICHHS, a TakoX crocodou ineHTHdikamii cTpaTeriuHux BY3JIB Y
Mepexi.

IcHye Kidbka OCHOBHHX METPHK IIEHTPAJIBHOCTI, $Ki BHU3HAYAIOThH
BIUTMBOBICTB BY3J1a B MEPEXKi:

5.1. Degree Centrality (CTyneHeBa eHTpPaJbHICTB)

Y MepekeBUX MOJACIAX, SIKi BHKOPHUCTOBYIOTHCS JJIS aHAII3Y iH(opMamiitHO-
ncuxonoriyamx BidH (II1B), mokasnuk Degree Centrality (cTynenesa
[EHTPaIbHICTh) € OAHUM 13 KIIFOUOBHX METPUK ISl OIIHKHA Ba)KIIMBOCTI
OKpEeMUX MOHATH (BY3TiB) y ceMaHTHUHIH Mepeski. Leit moka3Huk nomomarae
3pO3YMITH, SIKi TIOHSTTS € HAHOUTBII 3HAYYIIMMH T4 BILIMBOBHMH, a TaKOXK
SIK BOHH B3a€MOJIIFOTh 3 IHIIIMMH €JIEMEHTaMH MEPEKI.

Degree Centrality — 11e Mipa KUIBKOCTI NpsIMUX 3B’s3KiB (pebep), siki Mae
KOHKPETHHH BY30J Y Mepexki. Y KOHTEKCTi 1H(POPMAIIHHO-TICHXOIOTIYHIX
BIlH BY30JIM 3 BHCOKOIO CTYIECHEBOIO LEHTPAIBHICTIO € "KItouoBUMH"
MOHATTAMH, SIKi 6e3MocepeHbO MOB'SI3aHi 3 OaraTbMa iHIIMMHU MOHATTAMH.
Taxi By3JI1 9acTo € IICHTpaMH OMUPEHHs iHPOopMallii, el abo cTpareriii.

®Dopmyna CTyeHeBOI EHTPAIBHOCTI IS By3J1a V Ma€ BUTILAL:

deg(v)
Cd(v) = )
N -1
ne deg(v) — KUIBKICTh 3B’sI3KiB By3na, N — 3arajibHa KUIBKICTH BY3JIB Y
Mepexi. J[ist 3BakeHoT Mepeki BpaxoBYEThCS Bara KOXHOTO pedpa.

YV meperxax, ToOyIOBaHUX IS aHATi3y iHPOPMAIiHO-IICHXOJIOT1YHHX BilfH,
mokazHuk Degree Centrality 103BOJIS€ BUSBUTH KIIOYOBI TTOHATTS.
Hanpurian, sikimo moHstTs "npomaranaa” mae Bucoky Degree Centrality, 1ie
O3Ha4ae, III0 BOHO aKTWBHO B3a€MOJIE€ 3 IHINMMMH HOHATTSAMH, TaKUMH 5K
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«coliasibHI Mepexi», «Ie3iH(popMallis» Ui «ICUXOJOTIYHUI BILIUBY. By3nu
3 Bucokor  Degree  Centrality d9acto €  jpkepemamu  abo
KaHayamu"'mommpeHas ingopmanii. KpiMm Toro, By3mm 3 BHcokoro Degree
Centrality € mNOTCHIIHHUMH MIMICHSIMHA Uil TPOTHIIl, OCKUIbKK IX
BUITy4EHHSI MOXKE 3HAUHO 3MEHIIUTH €()EKTUBHICTH MEPEXKI.

HaBenemo meski mpukiagu 3actocyBanHs Degree Centrality y mepexax
ITIB.

Hanpukman, mpu aHami3i poni JKepen MOMMPEeHHS iHGopMalii, e BY3IH
NPE/ICTABISIOTh HOHSITTS, MOB’s3aHi 3 1H(GOPMaLiHHUMM KaMIaHIIMH,
comianbHi Mepexi yacto MaroTh BHCOKY Degree Centrality. Bucoka Degree
Centrality coIliabHHX MepeX, IOB’S3aHUX 3 TOHATTAMH «TCHEpalis
MTyYHUX  MEMiBY, IOWIMPEeHHA  Jie3iHdopMartiin, «AITOPUTMHU
pEeKOMEHIanii», MIKPECIIoe iX poib AK KIFOYOBOTO KaHATY IOIIHPEHHS
iHpopmarii. 3BiICH BHIUIMBAE CTpATEris MPOTHIII — (OKyc Ha OJIOKYBaHHI
a0o0 peryJiroBaHHI aJITOPUTMIB PEKOMEHJIALlii y colIMeperKax.

IHmmit npukiag — y Mepexi, A€ aHali3yloThCs METOAW BIUIMBY Ha
CYCHUIBCTBO, TOHATTS «Ae3iH(popMamlis» dYacTo Mae BHCOKYy Degree
Centrality, npuuomy ae3iH(opMaris NOB'sI3aHA 3 TOHATTAMH «MaHIITyJISLIs
iHpoOpMaLli€l0», «IICHXOJIOTIYHUI BIUIMBY, «CYCIUIbHA CTAaOUIBHICTEY). Y
npoMy Bumaaky Bucoka Degree Centrality mokasye, mo nesiHdopMarisi €
[EHTPaJbHUM eJleMeHTOM y MexaHizmax I[1B. 3Bigcu BHUIUTHBaE MOXKITHBA
cTparerisi mpoTuaii — po3poOKa CHCTEM IS BUSBICHHS Ta 3aroOiraHHs
MOLITMPEHHIO J1e3iHopMariii.

Y BUmanmky [IOCTIUKEHHS MOBIOCTPOKOBHWI KaMmaHii BHCOKYy Degree
Centrality Mae TOHSTTS «cTpareriyHa Aes3iH(opMaris», BOHO MOB'A3aHE 3
MOHATTSMH  «HAPATUBH», «CUCTEMATHYHA  KaMIIAHis»,  «CYCHUIbHA
nossipu3anis». Bucoka Degree Centrality Bkasye Ha Te, 0 CTpaTeriuHa
nesindopMartis € OCHOBHHUM  IHCTpyMEHTOM IS  JOCSTHEHHS
JIOBTOCTPOKOBUX IIiyicii. 3BiACH BUILTMBae HEOOXINHICTH aHAmi3y Ta
JIEMOHTa)Ky HapaTHBIB, sIKi JIe)KaTh B OCHOBI cTpateriaHoi ne3indopMartii.

Ob6uncnenns Degree Centrality y mepexax I[1B BkiIrouae HacTyImHI KpOKH:
Kpox 1. Ilobynosa Mepexi, a came:

— BusHaueHHs By31iB (IIOHSATB), HAPUKIIAJ, «IIPOMAraH/iay, «COLiaIbHI
Mepexi», «ae3iH(opmartis.
— BwusHauenHs peOep (3B’S3KiB), HAaNpUKIA[, «IOpolaraHaa —
MOLIMPIOETHCSI YePe3 COLIaTbHI MEPEKiy.
Kpox 2. O6uncnenns Degree Centrality:

— Jlns KOXKHOTO BY3Ja IiIPaXOBYETHCSA KUIBKICTH pedep, sKi BXOAATH
a00 BUXOZSATH 3 HHOTO.
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— YV 3BaXEHHX Mepexkax BPaXOBYETHCS TAKOXK Bara peoep.
Kpox 3. Bizyamizarist pe3ynbTaris:

— Bysziau 3 Bucokoro Degree Centrality Buainsitotbcss Ha rpadidyHoMy
MPEACTaBIICHHI MepeXi (Halpukian, OiIbIIMM po3MipoM abo iHIINM
KOJIBOPOM).

o nepeBar Degree Centrality BiqHOCATBCS IPOCTOTa OOYMCIICHHS, YITKUI
(okyc (11eif MOKAa3HUK YiTKO BKa3ye Ha KIIIOUOBI BY3IIH, SIKi € LEHTPAILHUMHU
y Mepexi), MpakTHYHa KOpUCTH (By3nmu 3 BHcokoro Degree Centrality
MOXYTh OYTH HITbOBUMH TOUKAMH U TIPOTHIIN).

Jlo oOMexeHh MOKHA BiHECTH irHOpYBaHHS TiToOanbHEX 3B’sA3KiB. Degree
Centrality BpaxoBye mwmiie Oe3rnocepenHi 3B’SI3KH, iITHOPYIOYH TII0OaIbHY
CTPYKTypy Mepesxi. KpiMm Toro, HecmpoMosKHICTh BpaXxyBaTH HAIpsSMOK, IO
BUILIMBAE 3 TOTO, 1110 y CIpsiMOBaHUX Mepexkax Degree Centrality He 3aBxau
BPaxoBY€E HAIPSMOK 3B’SI3KiB.

IToxazuuk Degree Centrality € BajJIMBUM IHCTPYMEHTOM ISl aHali3y
MepeXeBUX Mojieied y KOHTEKCTi 1H(pOpMaIliitHO-TICHXOJIOTIYHIX BilfH. Bin
JI03BOJISIE BHUSIBUTH KITIOYOBI TOHATTS, AKI € LEHTPAIBHUMH y IIPOIEcax
MOMHMPEHHS 1H(OpMalii, MaHIMyIANil CBIZOMICTIO Ta ICHXOJOTIYHOTO
BruBy. [Ipuknagm i3 peanpaux IIIB memoHCTpyIoTh, sik Degree Centrality
MOJXE JIOTIOMOTTH 3pO3YMITH MeXaHi3MH BOPOXHX Iiif Ta po3poOuTH
edextuBHi crparerii nporuaii. OxHak Juist OUTBII TTIMOOKOTO aHaJi3y CIlif
koMmOinyBatTn Degree Centrality 3 IHIIUMH MeTpUKaMH, TaKUMH K
Betweenness Centrality abo Eigenvector Centrality, mo0 oTprMaTH MOBHIITY
KapTHHY.

5.2. Closeness Centrality (B/iu3bKicTb A0 iHIIUX BY3J1iB)

Cepell TMOKa3HHKIB IEHTPAILHOCTI ocobmmBo BaximBuM € Closeness
Centrality (bnmspkicte no iHmmx By3niB). Closeness Centrality — e
METpHKa, SKa BUMIPIOE, HACKUIBKH «OJNU3bKHM» € JaHWW BY30J JIO BCIX
IHIIMX BY3TiB y Mepexi. BoHa 0a3yeTbcs Ha KOHICMIIT HAaHKOPOTIINX
uu1sxiB (shortest paths). Uum MeHIe cepeiHs BiICTaHb BijJ JaHOTO By3Ja JI0
BCiX 1HIUX BY3:iB, TUM BHINA ioro Closeness Centrality.

Closeness Centrality BH3Ha9ae, HAaCKUIPKM IIBHAKO iH(OpMamis MOXe
TIOMIMPIOBATHCS BiJl IIEBHOTO BY3JIa MO BCiif Mepexi.

Bucoka HEHTpaNbHICTh 3a OMHM3BKICTIO O3HAYAa€, LIO BY30JI 3HAXOJMUTHCS B
LEeHTpi iH(pOpMaLiHHAX TTOTOKIB.

BukopucTroByeTbcst  JUIsl  BHSIBICHHS aKayHTIB, $KI MOXYTh IIBHJIKO
pearyBaTH Ha iH(OpPMALiiHI aTaKH.

Dopmyia HEHTPATBHOCTI 3a OJIM3BKICTIO AT By3Ja v:
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_
zm d(v,u)

ne d(v,u) —moBXuHA HAUKOPOTIIOTO IUISXY MK BY3JIOM V i By3JIOM U,
> d(v,u) cyma JIOBKHH HAWKOPOTHIMX HUIAXIB Bl By3Ma Vv 10 BCix
u+v

IHIINX BY3IIB Y MEPExKi.

Bysmun 3 Bucokoio Closeness Centrality MOXyTh MIBHAKO OTPHUMYBAaTH
iHpopMalilo Bix IHIIMX BY3JiB 1 Tak caMo IWIBHAKO ii mepenasaT. Y
KOHTEKCT iH(pOpPMAaIiiHO-IICUXONOTIYHNX BIMH 1€ MOXYTh OyTH KITIOUOBI
Meia-kaHaiau, Ojorepu abo Jijgepu MTyMKH, SIKi MArOTh BEIMKHHA BIUTMB Ha
ayJIUTOPIIO.

BaxnmBo 3azHaumTH, 1m0 By3naH 3 BUcokoro Closeness Centrality yacto €
"cTpaTeriyHUMK TOYKaMH" y Mepexi, SKi MOXYThb KOHTPOJIOBATH MOTIiK
inpopmarnii. Hanpuknaza, sKmo By30J Mae KOPOTKHH IUIAX OO0 OaraThoxX
IHIINX BY3JMiB, BiH MOX¢ ¢(EKTUBHO PO3MOBCIOKYBATH IIpOIAaraHmy abo
HeWTpasti3yBaTu uyxy iH(popMarlito.

VY pasi copobu necrabimizamii Mepexi (HampukiIan, ONIOKYBaHHS MEBHHX
KaHaJIiB KOMyHiKarlii) By3mu 3 Bucokoro Closeness Centrality € KpuTHaHUMHA
LUISIMH, OCKUIBKM 1X BIJIyYEHHS MOXKE 3HAYHO YHNOBUIBHMTH IOLIMPEHHS
iHpopmarii.

VY pamkax aHamizy MeEpexeBUX Mojeied iH(GOPMAIiHO-ICHXOIOTIUHIX
BifiH, Closeness Centrality mMoke OyTH BHKOpHCTaHa Ui imeHTHQIKAI]
KIIFOYOBHX AaKTOpIB, OTPHMAaHHS BIATIOBiNEH Ha 3amUTaHHS <«IKi Mesia-
pecypcu abo iHpopMartiiHi IaThopMu € HalOIMKIUMH 10 IHUPOKOTro Kojia
KOpUCTYBadiB?», «XTO € "IIBUAKAMH ITOCEPEIHUKAMH" Y IIOIIUpPEHHI
iHpOpMAIIi?».

Le#t moka3sHWK NpH aHaNi3i CTpaTeriii BIUIMBY O30BJIsI€ BU3HAYATH, SKi
BY3JIM MOXXYTh €()EKTUBHO PO3IOBCIOXKYBATH KOHTPOJIbOBaHY 1H(OPMAIlito
abo 3amoOiratm moOmMpeHHIO ne3iHdopMmarii, SK MOXXHA ONTHUMI3yBaTH
MapIIpyTH Iepefadi iHpopManii, 100 BOHa gocsrana LijgbOBOI ayauTOpii
HAWMIBUIIINM HIISXOM.

Bysnu 3 wnaiibineumm  3HaueHHsiM  Closeness Centrality € HaiOinbIn
KPUTHYHUMHU U151 GYHKITIOHYBaHHS MEpeski. [X BHITydeHHs MOXE MPU3BECTH
0 3HAYHOTO YIOBUIHHEHHS NOmmMpeHHs iHdopMarmii. Taki By3mm cimig
3aXUCTUTHU BY3JH BiJl aTak ab0 MaHIImyJIsIiii.

IIpu mMopenroBaHHI MOMMPEHHs iHGOPMAIT MOKHA BHU3HAYATH SIK IIBUIKO
iH(opMaITiss MOKE OCATTH KOHKPETHOT'O CETMEHTY ayJIUTOPii Yepe3 MeBHUMH
BY30J, SKi BY3JIM MOXYTh CIyryBaTH 'OpaHaMayepamu', mo0 3YIHHUTH
HOIIMPEeHHS Je3iHpopMartii.
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VY comiankHUX Mepexax, Takux sk Twitter abo Facebook, kopuctyBaui 3
Bucokoro Closeness Centrality (Hampukiag, momysspHi Onorepu abo
JKYpPHATICTH) MOXKYTh IIBHAKO IOIIMPIOBATH IH(MOPMAIIO cepell BEIHKOl
KIJIBKOCTI JIFOJIeH.

Y Mepexi HOBHHHHX areHIliii abo TenekanasiB By3nu 3 Bucokoio Closeness
Centrality (Hampukiag, BeNMKa KUTBKICTh MapTHEPCTB a0 IEepPEeXpecHUX
MOCWJIaHb) MOXKYTh €()eKTUBHO PO3MOBCIOKYBATH 1H(POPMAIIIO Yepe3 pi3Hi
KaHaJIH.

VY pasi kibepHeTHYHHX Ta iH(OPMAIHHUX aTak (HANPUKIAJ, TOIIMPEHHS
(etikiB) By3nu 3 Bucokoto Closeness Centrality € KIFO9OBUMH TUTAMU ISt
KoMIIpoMeTartiii abo KOHTPOJIIO.

Jo oomexenp Closeness Centrality MOKHA BITHECTH T€, IO y  BEIHKHX
Mmepeskax obumcnenns Closeness Centrality moxe OyTH OOYHCITIOBAIBHO
JIOPOTHM, OCKITBKH MOTPIOHO 3HAXOAWTH HAMKOPOTHI MIISIXH MK yciMa
mapaMd  BY3JTiB. JSIKIIO 4YacTHHA MepeXi HEeNOCTYNHa I aHali3y
(HanpuKian, 3aKpUTi TPYNU B COLIANBHUX MeEpexax), pe3yiabTaTd MOXYTb
OyTH HeTOYHUMH.. SIKIIO Mepexa € ciabko 3B’sI3aHOI0 (HAIPHUKIIAM, iICHYIOTh
okpeMi kimactepu 6e3 mpsmux 3B’s3kiB), Closeness Centrality Moxxe OyTH
MeEHIII iHQOPMATHUBHOIO.

Closeness Centrality € BayKJIMBUM IHCTPYMEHTOM JJIsl aHATI3y MEPEKEBHX
MoJieneil y KOHTeKCTi iH(opMamiiHO-IICHXONOTiYHMX BiH. BoHa mo3Bomse
IICHTH(QIKYBAaTH KIIOYOBI BY3JIH, SKi MOXYTh IOBHAKO TepeiaBaTH
iH(popMallit0, KOHTPOIIOBATH TIOTIK IAHKX 1 BIUIMBATH Ha CTPYKTYPY MEpExKi.
Opnak il 3acTtocyBaHHS TOTpeOye YBaKHOTO BpaxyBaHHS OOMEKEHH 1
KOHTEKCTY, y SIKOMY TIpaIlo€ Mepexa.

5.3. Eigenvector Centrality (LleHTpa/IbHiCTh BJIaCHOTO
BEKTOpa)

OnmHUM i3 KJIFOYOBHMX acleKTiB aHali3y MEPEXEBHX MOJeNieH € BUBYEHHS
HEeHTpalbHOCTI (centrality), ska OIMCYye BaXXIUBICTb OKPEMHX BY3IIiB
(nanpukmnan, ocib, oprasizamiid, Menmia-mkepen) y Mepexi. Cepen pi3HHX
MOKA3HUKIB LIEHTPaIbHOCTI 0cobimBo BaxumBuM € Eigenvector Centrality
(LleHTpaJIbHICTH BIIACHOTO BEKTOPA).

Ie#t mnoOKa3HMK [O3BOJSE OINIHIOBATH BIUIMBOBICTH BY3Jla, BPaXOBYIOUH
BIUIMBOBICTH HOTO cCycimiB. BiH BHKOpPHCTOBYEThCS sl imeHTH(IKAIT
KJIFOYOBUX JIJIEpiB TyMOK ab0o pecypciB 3 BEJIMKHM OXOIUICHHSIM. Bucoxe
3radyeHHs Eigenvector Centrality o3Hadae, 1o By30I1 OB SI3aHHUHN 3 iHIIIMHU
BIUIMBOBHMH BY3JIaMH.

dopmyita ms pospaxyuky Eigenvector Centrality Mae BUTIIS:
A-x=\-x,
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e A — MaTpHIl CyMDKHOCTI Mepexi (MaTpHIls, Ie eITeMEHT A,-,- JOPIBHIOE

1, KO MK By3/laMH i Ta j € 3B’30K, 1 0 — SKIIO HeMmae), x— BEKTOp
[EHTPATBHOCTI (BIACHUHA BEKTOp), A — BIIACHE 3HAYCHHS, SKE BH3HAYAE
Maciitab HeHTPaNtbHOCTI.

P03B’5130K LILOTO PIBHSHHS /A€ BEKTOP X, Jie KOXKEH €JIEMEHT X; BIANOBIZAE
[EHTPAJIBHOCTI By37a .

IMokaszuuk Eigenvector Centrality MokHa IHTEpIPETYBaTH HACTYIIHUM
YHHOM:

— Akicms 38’a3ki6 eaxciusiua 3a Kinbkicms. By3on 3 HeEBEIMKOIO
KUTBKICTIO 3B’SI3KiB MOe OyTH OUTBII IEHTPAIBHUM, SKIIO Ii 3B’ SI3KH
BE/yTh /10 IHIINX BUCOKOPaHTOBUX By3JiB. Hampukiaji, y KOHTEKCTi
ITIB, Menia-mKepeno, sike Ma€ HeOaraTo KOHTAKTIB, aje I[i KOHTAKTH —
MPOBIIHI HOBUHHI arcHTCTBA, OyI¢ BBAXKATUCS LIECHTPATBHHIM.

— Iobanvna cmpyxmypa mepexci. Eigenvector Centrality BpaxoBye
3arajibHy CTPYKTYPY MEpeKi, a He JIMIIe JOKaNbHi 3B’s13ku. 1]e poOuTh
11 HOTY)XHAM IHCTPYMEHTOM JUIS aHANI3y CKJIaTHUX CHCTEM, TAKHX 5K
iH(pOpMAITiitHI Mepexi.

— Kymynamuenuii enaue. lleHTpalbHICTH By371a 3pOCTa€, KONU BiH
B3a€MOJIi€ 3 IHIIMMHU LEHTpaJbHUMHU By3namu. Lle crBoproe edexr
"cunoBoro moisA" y Mepexi, NIe TOMyJSpHi BY3JIH CTalOTh IIIe
MOy ISIPHIIIAMH.

Y paMkax aHami3y MepexeBuUX Mopeneil i1H(pOopMaumiiHO-IICHXONOTIYHIX
BiiiH, Eigenvector Centrality Moxxe OyTH BHKOpHCTaHa JUls TaKHX 3aBJaHb,
SK iJeHTU}IKaisS KIOYOBUX aKTOPIiB, aHANi3 CTpATeTii BIUIMBY, OIiHKA
BPa3NIMBOCTI MEPEexkKi, MOJACITIOBAHH: TOIIUpPEeHHs iH(hopManii. BpaxoByroun
el TMOKa3HWK MOXKHA BH3HAYaTH sIKi Megia-pecypcu abo iH(popmauiiiui
miaThopMu € HaWBIUIMBOBIMMMHU y Mepexi? Hampuxman, OGmorepm a6o
JKYPHATICTH, SKI B3a€MOJMIIOTH 3 IHIIMMH BIUIMBOBUMH OcoOaMu. MoHA
BIATIOBICTH Ha TaKi NMUTAHHA: «XTO € «CTPATETiYHMMH IOCEPETHUKAMMY» Yy
MOIIMPEHH] iHpOpMAIIii?y, «IKi BYy3JIH  MOXYTh  €()EeKTHBHO
PO3IOBCIO[KYBATH ~ KOHTPOJBbOBaHY  iH(opMmamiro abo  3amobiraté
MOIIMPEHHIO  Ae3iHpopMalii?», «jIK MOXHA ONTUMI3yBaTH MapuIpyTH
nepenavi iHdopmanii, mo6 BOHA gocATala MiTBOBOI ayauTOpii Yepes
BIUTMBOBHUX ITOCEPEIHHKIB?», «IKi BY3JIH € HAWOUIBII KPUTUIHUMH IS
(DyHKIIOHYBaHHS Mepexi?», «JK 3aXMCTHUTH KJIIOUOBI BY3/IH Bif arak abo
MaHIMyJIN?», «JIK IBUAKO iHGOpMAIS MOXE JOCATTH KOHKPETHOTO
CETMEHTY ayAuTOpii depe3 MEeBHUH By30J17», «SIKi BY31IH MOXYTh CIYT'yBaTH
"OpanaMayepamu'', 100 3yNMHUTH MOMIUPEHHS Je31H(OopMaltii?».
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VY comiankHUX Mepexax, Takux sk Twitter abo Facebook, xopucrypaui 3
Bucokoro Eigenvector Centrality (Hampukianm, momyssipHi Omorepu abo
JKYPHAIICTH) MOXKYTH IIBHAKO TOIIUPIOBATH IH(POPMAIO cepell BEIHKOI
KINIBKOCT1 JIIOJEH, OCKIIBKM BOHHM B3a€EMOJIIOTH 3 IHINMMH BIIUBOBUMH
ocobamm.

Y Mepexi HOBMHHHX arcHmii a0o TelekaHaJiB BY3JIH 3 BHCOKOIO
Eigenvector Centrality (Hanmpukiaz, BelMKa KUIbKICTh NapTHEPCTB abo
MEepeXpecHNX  MOCHJIaHb) MOXKYTh  €(EKTHBHO  pO3MOBCIOKYBATH
iH(opMaIlito yepes3 pi3Hi KaHaJH.

VY pasi iHdopmaniifHuX arak (HAIpUKIa[, MOIIUPEHHA (eiikiB) By3nmH 3
Bucokoto Eigenvector Centrality € KIIO40OBHME LUIIMA JUT KOMIIpOMeTaii
a00 KOHTPOITIO.

o obomexennp Eigenvector Centrality Mo)kHa BiJHECTH pO3MIp Mepexi,
HETIOBHOTY JIaHHX, 3B SI3HICTh MEPEXKI.

Y Bemukux Mepexkax obOumcnenHs FEigenvector Centrality moxe Oyt
00YHCITIOBATIBHO JOPOTHM, OCKUTLKH TIOTPIOHO 3HAXOIUTH BIIACHI 3HAYCHHS 1
BEKTOPH MAaTPHIIi CYMIKHOCTI.

SIKI0 yacTHHA MEpeXi HeAOCTYIHA JUTSl aHai3y (HalpHKIIal, 3aKPHUTI TPyIu
B COIIaJIFHUX MEPEeXkax), pe3yIbTaTH MOXYTh OyTH HETOUHUMH.

3B’s3HICTH Mepexi. Skmo Mepexa € cinabko 3B’s3aHOI0  (HAmpUKIIAl,
ICHYIOTh OKpeMi kiactepu Oe3 mpsmux 3B°s3KiB), Eigenvector Centrality
Moxe OyTH MeHII iH)OPMaTHBHOIO.

Eigenvector Centrality no3Boiisie imeHTH(IKYBaTH KIFOYOBI BY3IH, SIKi
MOXYTh €(peKTHBHO IepeiaBaTH iH(POPMAIlif0, KOHTPOIIOBATH MOTIK JAHUX 1
BIUIUBATH Ha CTPYKTypy Mepexi. OgnHak 11 3actocyBaHHA mOTpeOye
YBaXHOT'O BpaxyBaHHS 0OMEXEHb 1 KOHTEKCTY, Y SIKOMY ITpaIfoe Mepexa.

5.4. HentpaasHicTs nocepeanuntsa (betweenness centrality)

HentpanpricTs mocepeqaunTia (Betweenness Centrality) — e meTpurka, sika
BUMIPIOE BOXJIMBICTh BY3J1a y Mepexi depe3 HOro poib y 3'€IHAHHI 1HIINX
By37iB. BoHa mokasye, HACKiIbKM YacTO JaHUW BY30J] 3HAXOJUTHhCS Ha
HaHKOPOTIIOMY TUIAXY MK 1HITUMH TIapaMH BY3JTiB y Mepexi. Y KOHTEKCTi
iHOPMAIIHO-TICUXOJIOTIYHAX BIfH I METpPHKa MOXKE JOIMOMOTTH
ineHTH(IKyBaTH KIIOYOBUX MOCEPEIHUKIB, SKI KOHTPOJIIOIOTH IIOTIK
iH(popMaIii ad0 € KPUTHIHUMH JJIS ITepeaadi JaHuX.

I_[eHTpaJILHiCTB TIOCEPECTHUIITBA OHiH}OG, HACKIJIBKU 4acTO BY30JI OMMHACTHCA
Ha HaﬁKOpOTH.IPIX HUISXaX MK 1HIIMME BYy3JlaMH, Ta JO3BOJIA€ BI/IpiHIyBaTI/I
3aBJIaHHA:
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1. Bu3Hauae By3/IM-MOCTHKH, SIKi KOHTPOJIIOIOTh OTOKHU iH(GOpMAITi] Mixk
PI3HUMU TpyHamMH.

2. Bucoka IEHTpaJbHICTh IOCEPETHUITBA O3HAUYA€, IIO BY30J MOXKeE
650KyBaTH a00 3MIHIOBATH TPAEKTOPIIO NOIIUPEHHS iHpopMallii.

3. BukopucTOBY€ThCS A1 BUSIBJICHHS aKayHTIB, SIKI MOXYTb BHCTYIIATH
TocepeTHUKAMH MIXK Pi3HUMH 1H(OpMaLiHHUMH KI1aCTEPaMH.

Betweenness Centrality aist By3jia v 0OUHCIIIOETECS HAa OCHOBI TOTO, CKUIBKH
pasiB 1iel By30J1 3HaXOUThCS Ha HallkopoTiiomy nunsixy (Shortest Path) mix
Oyzab-SKUMH IBOMA iHIIMMH By3JIaMH y Mepexi. UnMm OisbIe Takux MUISXiB
MPOXOUTH Yepe3 By30JI V, TUM BHIIa Horo Betweenness Centrality.

Matematnuno, Betweenness Centrality mis By3na v OOYHCIIOETBCS 3a
hopmyoro:

6= %,

sevet Oy

Ie G, — KUIbKICTh HaWKOPOTIINX IUIAXIB MiXK By3Tamu s i f, a o,(v) —

KUTBKICTh TaKUX MUIAXIB, MO MPOXOAATh Yepe3 By3on v. Cyma GepeThes 1mo
BCIM IapaM BY3JiB s i 7, ie S #V # 1.

Skmo By30J v He Oepe yJacTi B )KOJHOMY HAMKOPOTIIOMY IIIJISAXY MiX S 1 1,
TO Horo BHecoK y C,(v) nopiBHtoe 0.

HaBexnemo Takmii TNpuKiIa] BHKOPHCTaHHS: SIKIIO B MEpEXi € KiJbKa
i30JIbOBAaHUX KJIACTEPIB, BY3JIH 3 BUCOKOIO LEHTPAIBHICTIO ITOCEPEIHHULITBA
MOXXYTh BiZ[iTpaBaTH pOJIb 3B’S3KOBHX areHTIB MK HUMH. Hampuknan, y
comMepekax Ie MOXYTh OyTH KOPHUCTYBadyi, IO MOMIHMPIOIOTH 1H()OpMAIIito
MK pI3HUMH CITIJIBHOTaMH.

Bysmu 3 Bucokoro Betweenness Centrality € «"Boporamm» abo
«TepexpecTaMu», depe3 sKi MPOXOIWTh BeNMKa YacTHHA iHpopmarii. Y
KOHTEKCTI 1H(OPMALiHO-TICHXOJIOTIYHIX BIH IIe MOXYTh OyTH Menia-
KaHaJH, miathopmu a0o 0cobH, SIKI KOHTPOIIIOIOT JOCTYH 10 iH(popMarii.
Bonn € kputnunuMm# a8 QyHKIIOHYBaHHSA Mepexi. SIKmo Takuii By301
BUITy4a€ThCSI a00 OJIOKYETHCS, IIe MOXKE NMPU3BECTH JI0 3HAYHOTO PO3PUBY
KOMYHIKaIliiHUX KaHATIB.

Kpim Toro, By3mu 3 Bucokoro Betweenness Centrality MaroTe MOXIHBICTb
MaHIyJTI0BaTH iH(OpMAITi€To, KA MPOXOIUTh Yepe3 HUX. Hampukian, BOHH
MOXXYTb CIIOTBOPIOBATH IOBIIOMJICHHS a0 3yNMHUHATH iX mommpeHHA. Taki
BY3JIM MOXYTh €()eKTHBHO pPO3IOBCIO/KYBaTH iH(opMaliito cepen pi3HHX
rpyn abo CErMEHTIB Mepexi, OCKITBKM BOHH € "TocepetHIKaMu" MK IUMH
rpynamm.

V paMkax aHalTizy MepeXeBHX MoJielelt iHPOpMaIiifHO-TICHXOIOTIYHUX BiiH
Betweenness Centrality moxxe OyTH BHKOpHUCTaHA M imeHTHGIKAIT
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KJIFOUOBHX TTOCEPEIHUKIB, aHATi3y CTpaTerii BIUIUBY, OI[IHKH BPa3IHBOCTI
MEpEeXKi, MOACTIOBaHHS TOMUPEHHS iH(OopMaITii.

[e¥i moKa3HUK A03BOJISE 3HAXOAUTH BiJIMTOBII HA MTMTAHHS:

— sIKi Menia-pecypeu, miatgopmu abo 0codM € OCHOBHUMHU KaHAJIaMU
g mepenadi iHopMmamii MK pisHUMH Tpymamu? Hampukman,
coliajbHI Mepexi, HOBUHHI areHuii ado Jiiepu TyMKH;

— XTO € "KpUTHYHHMH TOYKaMH' y Mepexi, depe3 sfKi HpOXOIHTh
OuTpIIiCTS iH(pOPMAIITHIX TOTOKIB?

— SIK MO’KHA ONITHMI3yBaTh MapLIpyTH nepeaadi indopmariii, o6 Bona
Jocsrana HiboBoi ayTuTopii yepe3 KIFYOBUX MOCEPEAHHKIB?;

— sIKi BY3JIH MOXYTh CIIyryBaTH "OpaHamayepamu', o0 3yIMHHUTH
MOMIMPEHHS Ie3iHpOopMaIIii?

— SIKi BY3JIM € HaWOIIbIl KPUTHIHUMH 111 QYHKIIOHYBAHHSI MEpexi?
IX BHIyYeHHS MOXE MPHU3BECTH JO0 3HAYHOIO 3MECHIICHHS BILIMBY
Mepexi;

— SIK 3aXMCTUTH KJIIOYOBI BY3JIH BiJl aTak a00 MaHimyssii?

— 4K IIBUAKO iH(pOpMAILlil MOXE HOCSIITH KOHKPETHOI'O CErMEHTY
aymuTopii Yepe3 MeBHUHN By30717;

— AKi BY31IHM MOXYTh CIyryBatu 'OpaHamayepamu', mo0 3yMTHHHTH
HOMIMPEHHS Ae3iHpopmartii?

VY comianpHHX Mepexax, Takux sk Twitter abo Facebook, kopuctyBaui 3
BUCOKOIO Betweenness Centrality (Hanpukman, momyssipHi Omorepu abo
KYPHAITICTH) MOXXYTh IIBHAKO ITOIIMPIOBATH iH(QOpPMAIIO cepel BEIHKOl
KUTBKOCTI JIFOJICH, OCKIIBKM BOHU € «IIOCEPSTHUKAMU» MK Pi3HUMH
rpynamH.

Y Mepexi HOBMHHUX areHuid a0o TejnekaHAIB BY3JIH 3 BHCOKOIO
Betweenness Centrality (Hampukiaa, BelMKa KUIBKICTH HapTHEPCTB abo
HNEePEeXPECHUX  IMOCHIaHb) MOXYTh  €(EeKTHBHO  PO3IOBCIOKYBATH
iH(opMallito Yyepes pi3Hi KaHaIIH.

VY pasi inpopmaniiHux arak (HampHKIad, NOIIMpeHHS (QelikiB) By3aM 3
BHCOKOI0 Betweenness Centrality € KIFOUOBHMH IIUTIME TSI KOMIIPOMETAIIii
200 KOHTPOJIIO.

Jlo oOMexeHb 3acTOCyBaHHsA IOKa3HHKa Betweenness Centrality MokHa
BIZIHECTH PO3MIp MEpEsKi, HEMOBHOTY JIAHMX 1 3B’SI3HICTD MEpEeXi. Y BEIMKHX
Mepexax obumnciienHs Betweenness Centrality Moxke OyTH 00YHCITIOBAIEHO
JIOPOTUM, OCKUTBKH TMOTPIOHO 3HAXOMUTH HAWKOPOTII NUISIXH MK yciMa
mapaMyd By37iB. SIKIO dYacTWHA MeEpei HENOCTyMmHa s aHallizy
(HampuKIam, 3aKpHUTi TPYIH B COIIaIBHUX MeEpekax), pe3ylbTaTH MOXYTb
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Oyt HeTouHMMHU. SIKIIO Mepeka € cnabko 3B’S3aHOI0 (HANPHKIIAJ, iICHYIOTh
OKpeMi Kiactepu 0e3 IpsMuX 3B’s3KiB), Betweenness Centrality Moxe OyTu
MEHII iHQOPMAaTHBHOIO.

Betweenness Centrality € Ba)XIMBUM IHCTPYMEHTOM JUIS aHANTI3y MEPEKEBHX
MoJieniell y KOHTeKCTi iH(opMamiiHO-IICHXONOTiYHNX BiH. BoHa mo3Bosie
IICHTH(]IKYBaTH KIIOYOBHX MOCEPEIHUKIB, $Ki KOHTPOJIIOIOTH MOTIK
iHpopMaIii, OWIHUTH BPa3JIHMBICTh MEPEXi Ta PO3POOHTH CTpaTerii i
3axucTy abo araku Ha iHQopmaniiiHi kanamu. OpHak 11 3acTOCYBaHHS
notpedye yBaKHOTO BpaXyBaHHS OOMEXKEHB i KOHTEKCTY, y SKOMY IIpAIioe
Mepexa.

5.5. BusB/IeHHS BIUIUBIB B Mepexax

VY 1poMy MyHKTI PO3IJISIAETHCS, SIK MaTeMAaTHYHI MOJEN HEeHTPATbHOCTI
3aCTOCOBYIOTBCS 10 rpadoBHX MoOJCNeH 1HPOPMAIITHO-ICHXOIOTTYHUX
BiliH, f€:

— BY3IHM — TMOHITTS (HAIPHKIIAM, «BOPOKA MPOMAraHaay, «HalioHalbHa
1JIEHTHYHICTEY),

— 3B’A3KM — BIUIMBM (HANIPUKIA[, JIOTiYHI 3B’S3KH, MPUIUHHO-
HACITIZIKOBI B3a€EMO/Iii, CEMAHTUYHI acoMiarlfii).

Mera aHaiizy TakMX Mepex — ileHTH(]IKyBaTH KIIIOYOBI HOHATTS, SKi €
CTPATEriyHO BAXJIMBHUMH JUIS TIOIIMPSHHS 1ICOJIOTIYHUX HApPaTHUBIB,
KOHTPOJIOBAHOT'O BILTUBY HA CYCIIILCTBO ab0 3aXUCTY BiJl MaHIMyISITUBHUAX
KaMIIaHiii.

5.5.1. CemanTH4YHA MOJIEe]Ib

CeMaHTH4YHA MOJENb Yy KOHTEKCTI BHBUCHHS BIUIMBY B Mepexax — Ie
IHCTPYMEHT, KUK J03BOJISIE aHATI3YBaTH B3a€MOJil MK MOHSTTAMHU 4Yepe3
iXxHi ceMaHTHMYHI 3B’S3kM. Y pa3l JOOCHiKEeHHS iH(OpMamiiHO-
MICHXOJIOTTYHOI MEHTaJbHOI BIHHM Taka MOJENb JONOMAara€ BUSIBHTH
KITFOYOB1 KOHIIETITH, 1X B3aEMOJIII0 Ta MEXaHI3MH MOIIMPEHHS BIUIMBY 4Yepe3
MEHTaIbHI KOHCTPYKIIi, AKi GOPMYIOTBCS y CBITOMOCTI JIFOJICH.

CemaHTHYHA MOJIeNb TpeACTaBisie co0oro Tpad, ae BEpIIMHU (BY3IIH)
BIJITIOBiAAIOTh OKPEMUM MOHATTAM, a pebpa MiX HUMH HOKa3ylOTh 3B’SI3KH
MDK IIMMH TOHATTAMH. Hampukian rpad: «Bopoka IporaraHaa» —
«ae3iHdopMalis» — «colliaJbHa HAIPyra» O3Hayae, 0 IOHATTS «BOPOXKa
Ipoliaraljia» MoB's3aHe 3 MOHATTAM «Je31H(OopMallis», a Te, Y CBOIO Yepry, 3
MOHATTSIM «COLliaIbHa HAIIpyTay.

3B’SI3KM MK HOHATTSAMH MOXYTh OyTH PI3HUMH 32 THIIOM i CHIION0. BoHM
BH3HAYAIOTHCS HA OCHOBI TEKCTOBOro aHatizy. Hampuknan:
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1) yacToTa CHIBHOTO BXXWBaHHS CJiB. SIKIIO JBa CjOBa 4acTo
3yCTpidaloThcs pa3oM y TEKCTaX, TO MDK HHMH MOXKHA TPUIYCTHTH
CUJIBHUMN 3B’ SI30K;

2) KOHTEKCTyallbHa  OJIM3bKICTh.  SIKIIO ~ fABa  HOHATTS — 4acTo
BHKOPHUCTOBYIOTHCS B OJJHOMY KOHTEKCTi, TO II€ MOKE CBITYHUTH PO IXHIO
CEMaHTHYHY OJIN3bKICTh;

3) soriuHi 3B’s13KH. Jledki 3B SI3KH MOXYThb OyTH BCTAaHOBJICHI Ha OCHOBI
JIOTIYHUX TPUIUHHO-HACTITKOBUX BiTHOCHH (HANPHUKIAM, «IIpOTaraHia
— «MaHIIMYJISIIS CBIIOMICTION).

Jnst moOyoBH CeMaHTHYHOI MOZIETI BUKOPHCTOBYIOTHCS METOIH OOpOOKH
npupoaHoi moBu (NLP), Taxi sk:

— TF-IDF (Term Frequency-Inverse Document Frequency) s
BU3HAYEHHS BAXJIMBOCTI CIIiB Y TEKCTI;

— Word Embeddings (manpukman, Word2Vec, GloVe) mns
MIPE/ICTABICHHS. CJIIB Y BHUIIAAI BEKTOPIB, SKi BPAaXOBYIOTh iXHIO
CEeMaHTHYHY ONN3BKICTH;

— TemaTtnune mopmemroBanHs (Hampukiaaa, LDA) ans BumineHHS TeM i
B32€MO3B’SI3KiB MiXK HUMH.

Y Mepeki NOHSTh JEesiKi B3 MalOTh OiIBIINKA BIUIMB, HiX iHIII. [le MoxxHa
BU3HAYUTH 3a JOMOMOIOI0 METPUK HEHTPAIBHOCTI, SIKi PO3IJISIATUCH BUIIE,
HAIMPUKIIAI:

— Degree Centrality: KiJIbKiCTb 3B’5I3KiB y By371a;

— Betweenness Centrality: poms By3ma y mepenadi iHdopmamii Mix
IHIIMMH BYy3JIaMHU;

— Eigenvector Centrality: BIJIMB By3/1a, BpaxOBYIOYHM BIUIUB HOTO
cycimiB. Hampuxmam, y Bamiit mepexi moHATTS "npesiHdopmarris”
MOXK€E MaTd BHCOKY LEHTPAJIBHICTb, OCKUIBKM BOHO € IPOMIKHHUM
JAHILIOTOM MDK TOHATTSIMHU «BOPOXa IPOMNAraHjga» 1 «colliajibHa
Harpyray.

CeMaHTHYHA MOJIENTb JTO3BOJISE AHANI3YBATH, SK 3MIHIOIOTBCS 3B’SI3KH MiX
MOHATTAMU 3 4YacoM. Hampukiaza, SKIIO CJIOBO «BOpOXKa IMpomaraHia
MMOYHMHAE YACTIllIe 3'ABIATUCA B MeJia, TO 1€ MOXE MOCHIIIOBATH 3B 30K 3
MOHATTSIM «ZIe31H(popMartis».

JuHamidHi 3MIHM Yy MepexXi MOXYTh CBITYHTH TpO 3pocTaHHA abo
3MEHIIICHHSI BIUTMBY MEBHUX KOHIICIITIB.

CemMaHTH4HA MOJENb JIONIOMAara€ 3pO3yMITH, SK MEHTalIbHI KOHCTPYKIi
dbopmyeThbest y cBimoMocTi moaeid. Hampukoan:

114



— IloBropHe BHMKOpHCTaHHS NEBHUX CciliB abo ¢pa3 y Menia Moxe
CTBOPIOBATH «MEHTAIBHI IIAOJIOHW», SIKI BIUIMBAIOTh HA CIPUHHSTTS
PeaTbHOCTI.

— 3B’A3KM MDK MOHSTTSIMM, TaKUMH SIK «BOPOXKa NpoONaraHaa» —
«ae3iHdopmarliisn», MOXyTh (OPMyBaTH HETaTHUBHI €MOIHHI peakuii,
110 MTPU3BOAMTH 10 «COLIAIBHOT HAIIPYTH».

CeMaHTHYHA MOJIECIIb MOXKE 6yTI/I BUKOPUCTAHA JJIA:

1) BuHABJNCHHS KIIOYOBHX HapaTHBiB. Bu3HA4YeHHS, SKi MOHATTI €
HaKO1IBII BIUIMBOBMMH y (POpMyBaHHI iH(QOpMAIIHHIX KaMITaHIH;

2) T[pOTHO3YBaHHS HACHIAKIB. AHami3, SK 3MiHA OJHOTO TOHSATTS
MOJKe BIUITMHYTH Ha iHIII;

3) koHTpoiro iH(popMmauiiiHoro mons. BusiBieHHS cnabkux Miclb y
MEpEXKi TOHATh, SAKI MOXYTh OyTH BHKOPUCTAHI JJIS TPOTHIIT
BOPOXKill Mpomarani.

Po3risiHeMO Mepexy MOHSATh, MOB’SI3aHUX 3 1H(OPMAIIHHO-TICHXOJIOTTYHOO
BiliHOIO.

1. TToOymoBa Mepesxi

Bepmman: «Bopoka mpomaraHgay, «aesiH(opMamis», «coliaibHa
HaTpyTa», «KMaHIIMyJAIIS CBITOMICTIO», IICHXOJIOTIYHIHA CTPeCy.
Pebpa:

— «BOpO’Ka IpoTaraHaa» — «Ie3iHdopmaris»;

— «ae3iHpopMarlis» — «coliaabHa HApyTay;

— «colIliaJibHa HAIIPYTay — IICUXOJIOTIYHUI CTPECH.

2. Amnani3 HeHTpaIbHOCTI:

— BY30J «ZIe3iH(QopMaris» MOXE MAaTH BHCOKY IEHTPAJBHICTS,
OCKUIBKH BiH € MPOMIKHUM JIAHITFOTOM MK TIOHSTTSIMH «BOPOXKA
IpoMara’aa» Ta «ColliabHa Harpyray,

— BY30J «coIiaJbHa HAaIpyra» MOXKe MaTH BHCOKYy Betweenness
Centrality, OCKiIbKH BiH € KJIFOUOBHM JJIs IepeAadi BIUTUBY O
By3JIa «IICUXOJIOTIYHUH CTPECH.

3. JluHamika
SIKIIO 9acTOTa BXKMBAHHS CIIOBA «BOPOYKA MPOIATaHIa» 3POCTAE,
TO 1€ MOYKE TIOCHUJIMTH 3B’SI30K 3 MOHATTSIM «Je3iHpopMariis», 1o,
Y CBOIO 4epry, MpU3BeJie A0 3POCTAHHS BAard MOHATTS «COIlalbHa
HArnpyray.

TaknuM 4YMHOM, CEMaHTHYHA MOJIEIIb € TIOTYXXHUM IHCTPYMEHTOM JUISl aHAIli3y
B3a€MOJIT TOHATh Y KOHTEKCTI iH(OpMaIiiHO-TICHXO0JIOTIYHOT MEHTaIbHOT
BitiHK. BOoHa 103BOJISIE BHUSBIIATH KIIFOYOBI KOHIIENTH Ta 1X B3a€MO3B’S3KH,
NPOTHO3YBaTH HACHIAKM IOUIMPEHHS NEBHUX HApaTHBIB, pO3pOOISTH
cTpaTerii mpoTuii BOpOXKii mpomarasmi.
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Ie#t miaxix ocoOMMBO KOPHCHUM AJIS aHANi3y CKIAIHUX 1H(GOpMAIiifHuX
TIOJIiB, JIe BAXKITUBO 3PO3YMITH, K (POPMYIOTHCS MEHTAIbHI KOHCTPYKIII Ta
SIK BOHH BILUTUBAIOTh Ha CYCIIIBCTBO.

5.5.2. Moaens nepkoasiuii

OKpeMOo pO3IIISTHEMO MOJIEITb MEPKOJISILIT SIK MaTEMaTHYHUI IHCTPYMEHT, 110
JIO3BOJIAE JOCTIMKYBaTH, SK 3MIHH B CTPYKTypi Mepexi (HampuKiIaf,
BHJIYYCHHS KJIIOYOBHX BY3JiB a00 3B’s3KiB) BIUTMBAIOTH Ha 11 TIIOOAIBHY
3B’SI3HICTE.

I[Tepkomswist ONKCYE MpoLeC, KOIH YacTHHA BY3JIiB 200 3B’3KiB BUIIY4A€ThCS
3 Mepexi (abo, HaBnaku, noaaerses). Lleit mpouec K03BoIsIE BU3HAYNTH, 5K
3MIHIOETBCS 3B’ SI3HICTh MEPEXKi.

VY KOHTEKCTi i1H(GOPMAIIHHO-TICHXOJIOTIYHOI BiHMA IS MOJEIh MOXKE
JIONOMOTTH 3pO3YMITH, SIK BHJIyYCHHS a00 NOCHWIEHHS NEBHUX IIOHAThH
(By3nmiB) BIUIMBa€ Ha TNOIIMPEHHS iAeil, HapaTHBIB Ta BIUIUBY B
iH(opMariitHoMy moJi.

Oco6miBOi yBarWm NpH BHBYCHI MEPKOJALIl NPUIUIAETBCA KPUTHUHIN
HOpOroBiit Touwi ( p,), IO BiANOBiNAE CTaHy, KOJIU Mepexka IePeXOJUTh Bif

3B’SI3HOTO CTaHy N0 po3pimkeHoro (abo HaBmaku). KpuTmuHa moporosa
TOYKA BU3HAYAETHCS SIK:

__ (k)
)y
ne (k) — cepenHs KiNbKiCTh 3B’A3KiB Ha By30I (CepenHiil CTymiHb By3iiB),
<k2> — JIpyrHi MOMEHT pO3IOJTY 3B’SI3KIB (CepenHe 3HAYEHHS KBaJpaTiB
CTYIICHIB BY3JIiB).
Lia dopmyna nokasye, IpH sKii dacTii 30epekeHUX 3B’A3KiB (p,) Mepexa
3aJIUILIAETHCS 3B’ A3HOIO.

VY teoperuko-rpadosiii moneni ITIB mepkossiiiiHa MOIETb 3aCTOCOBYEThCS
HACTYITHUM YHHOM:

1. BusHavaeThCcs MOYaTKOBA Mepexa MOHAThH. llpumyctumMo, y Hac €
MepekKa MOHATh, MOB'SI3aHUX 3 IHHOPMAITIHO-TICHXOJIOTIYHOI0 BIHOIO:

«Bopoxka mponarangay — «Jlesinpopmarisiy — «CoriaibHa Hampyra» —
«IIcuxonmoriunuii cTpecy.

KosxHe MOHATTSI Ma€ MeBHY KUTBKICTh 3B’3KIB 3 IHIIUMH MOHATTSAMHU.

2. Peanizyethcs mporeqypa BHIYYCHHs KIIOYOBUX NOHSATH. Y pasi
BUJIYUCHHS KJIFOUOBHMX TMOHATH (Hampukiaa, «Jlesindopmariis»), mepexa
MOXK€ BTPAaTUTH CBOIO 3B’s3HiCTh. lle o3Hadae, mo izei, mos's3aHi 3
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«Bopoxxoro mpomnaranaowy», He 3MOXYTh €(EKTHBHO MOLIMPIOBATHUCS Aali
yepe3 NoHTTs «ComianbHa HaIpyray.

3. Bu3HavyaeThess KpUTHYHA ITOPOTOBA TOUKA. SIKIIO YacTKa 30epekeHNX
3B’A3KIB (p) NEpeBMINye p, MepeXka 3aluINAcTbCd 3B’A3HOI0, H inei
MIPOJIOBXKYIOTH ITOIITUPIOBATHCS.

Sxmo p < p,., Mepexka po3MafacThesl Ha OKPeMi KOMIIOHEHTH, 1 MOIIUPEHHS
izl cTae HEeMOKIIUBHM.

VY konrekcti ananmizy ITIB peamizyerbcst Bu3Ha4YeHHsI KIIOYOBHX IOHSTB,
BIUIyYCHHS SKUX TpH3BelIe 10 pyHHyBaHHS Mepexi. Hampuxmanm, sxmio
"lesindopmamis” Mae BHCOKHH CTYIiHB 3B’SI3HOCTI, ii BHIIyYCHHS MOXeE
CYTTEBO TOCIa0UTH BIUIMB BOPO’KOi nponaranau. [Ipu npomy, sSIKIIO HacTka
30epeKeHUX 3B’A3KiB Iafa€ HIXKYE p,, TO e MOXKE CBIIUMTH IIPO Te, LIO

iH(opMmaIliiiHa KaMITaHis BTpayae eeKTUBHICTb.

Bce 1e no3Bonse BUSBIATH ciHa0Ki Mics y Mepexi MOHSTh, SIKi MOXYTb
OyTH BUKOPHUCTAHI IS IPOTHIiT BOPOXKIH Mporarani.
SIK MopmenpHHMH NPHUKJIAA PO3MISIHEMO MEpEXy, € BY3JIaMH € IIOHATTH,
noB’s3aui 3 1I1B 3 Bepumnamu:

— «Bopoxa nponaranniay,

—  «Jlesingpopmarisny,

— «ComianpHa HATIpyTaY,

— «[lcuxomoriunuii cTpecy.
Sk pebpa BU3HAINMO:

— «Bopoxa npomaranga» — «Jlesindopmarisy.

—  «Jlesingpopmanin» — «ComianpHa HAIPYTay.

— «CouiansHa Hanpyra» — «IIcuxonoriynuii cTpecy.

OOuncIIeHHs TapaMeTpiB:
—  cepenHs KibKicTb 38’13KiB ((k)): 2;
o ; - 2\y. &.
— Jpyruil MOMEHT PO3NOALLY 3B’ 3KIB (<k >). 5;
— KPWUTHYHA IIOPOTOBA TOUKA!

(k) 2

GECECEEEE

AHaJi3 BIUIUBY MOKa3YeE:

— SKIO YacTka 30epexeHux 3B’A3KiB (p) craHoBUTL 0,8 (p> p ),

Mepexka  3alMIIAEThCS  3B’SI3HOIO, 1 i€l  NIPOROBXKYIOTH
HOLIMPIOBATHUCS;
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— KO YacTka 30epeskeHHX 3B’s3KiB (p) ctaHoButh 0,5 (p < p.),

Mepexka POo3MaacThcsl Ha OKpeMi KOMIIOHEHTH, 1 NOIIUPEeHHS i1ei
CTa€ HCMOXXJINBHUM.

BI/IHy‘IEHHﬂ KJIFOYOBOI'O ITOHATTA:

[punyctumo, mo noHATTA «Jle3iHndopmanis» BHITyJa€ThCSI 3 MEPEKi.
e mpu3BOmUTH IO TOTO, IO 3B’S3KM MK "BopoxHOIO mpomarasmor" i
«ColiabHOIO HAMPYTOI0» PO3PUBAIOTHCS. SIK HACIIIOK, MEpE)Ka CTAE MEHII
3B’ SI3HOIO.

IIpakTidHe 3aCTOCYBaHHA MOJENI MEPKOJALIi MOXIHWBO IS BHUPIIICHHS
TaKuX 3a7a4:

— BusBnenHst xmo4oBHX HaparTHBiB. Mojesnb NEpKOJALIl J03BOIISE
BUSIBUTH, SIKi TIOHSATTS € HAWOUIBII BOXKIMBUMHU I 30€pEXKEHHS 3B’ SI3HOCTI
Mepexi. Hampukman, «Jlesindopmartis» Moxe OYTH KIIOUOBUM IOHSTTSM,
sKe Tpeba MPOTUISATH.

— IIporuo3yBaHHs epeKTHBHOCTI KammnaHiil. SIKIIo yacTka 30epexeHnx
3B’A3KiB (p) majiae HUXYE p,, LIe MOXKE CBLIYUTH IIPo Te, 110 iHdopmaniiina
KaMIaHisg BTpadae e()eKTHBHICTb.

— Po3pobka crpareriit nporuaii. BussieHHs ciabkux Miclb y Mepexi
MOHATH, SIKI MOXKYTh OyTH BHKOPHUCTaHI A MPOTUAIl BOPOXKii mpomaraHmi.
Hampukmax, BWIydeHHS KIIOYOBHX MOHATH ab0 3MEHIICHHS iXHBOI
BUAUMOCTI Y Mefia.

TakuM 4MHOM, MOZIENb MEPKOJISLIT € OTYKHUM 1HCTPYMEHTOM /ISl aHAIZY
3B’SI3HOCTI Mepeki IOHATh Yy KOHTEKCTi iH(OpMaliitHO-NCHXOIOTT9HOT
BiliHu. BoHa J103BOJISI€ BUSBIISITH KIIOUOBI TOHATTA, SIKi € KPUTHYHUMH IS
30epexeHHs 3B’S3HOCTI MEpeXi, MPOTHO3YBaTH HACTiJKH BHIyYeHHS abo
MOCHUJICHHS TIEBHHMX IIOHSATb, @ TaKOX, pO3pOOJATH cTparerii npoTHiil
BOPOXKiit mpomarasi.

He#t migxix Moxe OyTH 0cOONIMBO KOPHUCHHM UL aHAi3y CKIATHHUX
iHpOpPMAIIHAX TIOJIB, NI¢ BAXKIMBO 3pPO3YMITH, SK (OPMYIOTBCA Ta
MOLIHPIOIOTHCS 1/1e1 Ta HApaTHUBU.

5.5.3. Moaens po3nosciozkeHHst iHpopmanii: SIR-monesan

SIR-monens (Susceptible-Infected-Recovered) — 1ie kilacnyHa MaTeMaTHYHA
MOJIeNb, SIKa CIIOYATKy Oyia po3poOieHa s ONMUCY MOIIUPEHHS eriaeMil.
OpHak 1 MOXXHA aJanTyBaTH IJIs aHAIi3y NOMIMPEHHS iHpopMaIii abo inei
y CcollialbHHUX Ta iHpOpMaLifHUX Mepexax. Y KOHTEKCTi iHdopmariiHo-
MICUXOJOTIYHOT BIMHM I MOZIENHh JO3BOJIE MOCTIDKYBATH, SK MOHATTA
(By31u rpada) aKTHUBYIOTHCS, MIOIIHPIOIOTHCS Ta BTPAYAIOTh aKTYaIbHICTb.
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Jlo ocHoBHUX KOMIIOHEHT SIR-Mozemi BiTHOCATBCS CTaH MOHSTH, ITApaMeTpH
MOJICII 1 OTIHC AMHAMIKH TTPOIIECY.

1. CraH HOHATE:

— S (Susceptible) — MOHATTS, SKi Il[¢ HE AKTHUBOBAHI, aJl¢ MOXYTh OYTH
aKTHUBOBaHI yepe3 3B’ SA3KH 13 aKTHBHUMHU MOHATTSAMH;

— I (Infected) — akTHBOBaHI MOHATTSI, SIKi AKTUBHO MOIIUPIOIOTHCS Ta
BIUIMBAIOTh Ha 1HIII ITOHSITTS;

— R (Recovered) — moHATTS, siKi BTpAaTWIM aKTyaJbHICTH abo Oynn
"3a0yTi" (OibIIE HE OEPYTh y4acTi y MOIIAPESHHI).

2. TlapameTpu Mozei:

— B (wBHAKICTH MOMmMpeHHs iHopMarli) — HMOBIPHICTH TOTO, IO
aKTUBOBaHE MOHATTA (/) IepeacThb CBil BIUIMB CYCITHbOMY MTOHSATTIO
9

— v (wBHUAKicTh "BUIIKyBaHHA'") — HMOBIPHICTh TOTO, IIO AKTHBOBAHE
noHATTs (I) mepefine y crad R (BTpaTUTh aKTYaJbHICTB).

3. Jlunramika mporecy:
— TOHATTS 3 S HepexoxstTb y [ depe3 B3a€MOII0 3 aKTHBOBAaHUMH
noHsTTsMU (1).;

— HOHATTA 3 I TOCTYNOBO MEPEeTBOPIOIOTHCA HAa R, KONMM IXHIM BIUTUB
crnadmae.
SIR-Mozenb onucye nommpeHHs iHpopMalii Yepe3 HOHATTS:
ds dl dR
— =—BSI, —=BSI—yI, —=vlI.
dt dt dt
OnumieMo OCHOBHI eTamu 3acTocyBaHHs SIR-moneni:
1. ITouyaTkoBa akTUBALis

Jlesiki moHsATTS B rpadi cTatoTh akTUBHUMH (/) Yepes 30BHIMIHIN BIUTUB
(mampukman, Mejia-KaMmmaHii, Bopoxa mpomaraHma). Hampuxian,
MOHATTSI «BOpOXKA TIPOIAraHAa» MOXE OYTH aKTHBOBAaHO depes
iHpopMaIliiiHy aTaKxy.

2. IomupeHHs

AxTHBOBaHI MOHATTs (/) IepealoTh CBiil BIUIMB CYCIAHIM MOHATTAM (S)
4epes 3B s3KH Yy Tpadi.

[IBuakicTh Tiepenadi BU3HAYAeThCsA MapameTpoM . Yum Buma B, Tum
IIBH/IIIIE MTOIIUPIOETHCS 1HQOpMAIIis.

Hamnpuknan: «Bopoxka nmponaranna» — «ae3ingopmartis.
«Jlesiadopmaris» — «comianbHa HAIPyTay.

3. 3abyrTa
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[ToHATTA, £KI JOBro 3alWIIAIOTECA aKTUBHUMHU (), TMOCTYHOBO
BTpadaroTh aKTyaJbHICTh 1 IEPEXOASTh y CTaH R.

lIBuakicTe 3a0yTTS BH3HAYAETHCSA IMapaMeTpoM y. UnM BHUIIA Y, TUM
IIBH/IIIC TIOHSATTS BTPAYArOTh CHIIY.

Hampuknan: «/le3indopmaris» — «3a0yTTs» (mepexin y R).

VY rpadosiii momeni IIIB gedxi MOHATTS MarOTh BHCOKY LEHTPAJIbHICTH
(HampuKiIanm, «HaI[iOHAJIbHA 1IEHTHYHICTHY). Lle o3Hadae, M0 BOHH MAlOTh
0araTto 3B’A3KiB i3 IHIIMMH HOHATTAMH. Taki MOHATTS € KIIOYOBHMH IS
MOIIMPEHHS iH(pOpMarlii, OCKIJIbKHU:

1. AKTI/IBaHiﬂ KJIIOYOBHUX MOHATh. SIKIII0 aKTHBOBAHO MOHATTS 3 BUCOKOIO

LEHTPAIBHICTIO, BOHO IIBHIKO MOIIMPIOE BIUIMB Ha Oarato iHIIMX
MoHATh.  Hampukinan, — akTWBamis — TOHATTS — «HaliOHAJIbHA
IZICHTUYHOCTB» MOYKE aKTHBYBATH MOHATTS IIATPIOTHU3M», «EIHICTH2
TOLIO.

CrpHitHATIMBICTS N0 BIUIUBY. [IOHATTS 3 BHCOKOI LEHTPAJBHICTIO
TaKoXX € OUIbII CHPUHHATIMBUMH JIO0 aKTHBALlil uyepe3 3B S3KH 13
IHIIMMH TOHSTTSMH.

. HpOFHO3yBaHH$I MOIIUPCHHA. BusBneHHss IOHATP 3 BHCOKOIO

HEHTPAJIBHICTIO JIOTIOMarae MporHo3yBaTH, sIK OyJe MOIIMPIOBATUCS
iH(pOpMAITis y Mepexi.

O3IJISTHEMO K IPUKIIAA rpad MMOHATH, ITOB A3aHUX 3 N
P , TIOB’ 1B

1. Mepexa noHATh

BepmmHn: «HamioHaJdbHA 1IEHTUYHICTB», «BOPOXKA IIPOIAraHiaay,
«Ie3iHpOopMAaITisny, «ColiallbHa HAIPYTay, «IaTPIOTH3MY.

Pebpa: «HamioHampHAa IICHTHYHICTE)» — «IAaTPIOTH3M»; «BOPOXKa
npomnarania» — «IesiHpopMmanisny; «ae3iHpopmManis» — «colianbHa
Harpyray.

2. ITapamerpu

IlouaTkoBMii cTaH:

S  «HamioHANbHA  IEHTUYHICTB», «IaTPIOTH3M»,  «cCOlliajJbHa
HaTIpyTay;

I: «BopoOXKa mpomnarasay;

R: mOpOoXHST MHOXHHA;

=0,7 (Bucoka HMOBIpHICTh Iepeayi BIUIUBY);

v=0,3 (moMipHa MBUIKICTH 3a0yTTH).

3. JIlunamika

Kpox 1. «Boporka mponarasay akKTHBY€E BY30JI «Ie3iH(popMaIIis».
Kpox 2. «Jle3indopmartisi akTUBY€E By30J1 «COIliaibHA HATIPYTay.
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Kpox 3. By3on «Bopoxa mpomaranga» mepexoauts y R (BTpauae
aKTyaIIbHICTB).

4. PesynbTar
Ha xinens mporecy:

— S: «HaIioHaIbHA IIEHTHYHICTBY, «IATPIOTH3MY;

— It «comianpHa HaMpyTay,

— R: «Bopoxa nmponaranay, «aesinpopmaris.
SIR-monens y xontekcti IIIB mo3Bonse aHami3yBaTH HOIIMPEHHS iei Ta
MOHSTh Y MEPEKi BPaXOBYIOUH JUHAMIKY aKTHBALlii, MOIIMPEHHS Ta 3a0yTTs.
[ToHATTS 3 BUCOKOIO IEHTPAIBHICTIO € OCHOBHUMH JUKEPEIaMi aKTHBAllii, a
napaMeTpH 3 Ta y BU3HA4alOTh IIBUKICTh OLIMPEHHS Ta 3a0yTTs.
s Mozenp BHUSBWIIACH MOTYXHUM IHCTPYMEHTOM MJIsl aHANi3y CKIaJHHX
iHpOpPMAIIfHAX TIOJNIB, NI¢ BAXKIMBO 3pPO3YMITH, SK (GOPMYIOTBCA Ta
MOMIMPIOIOTEC 171l Ta HapaTHBU. BoHa 3HAXOUTH MTPAKTHYHE 3aCTOCYBAHHS
NP BUPIIICHHI HACTYITHUX HUTaHb!

—  BUSBIICHHS KJIFOYOBUX IOHSTH JUIS IPOTHIIT BOPOJXKiil porarani;
— TPOTHO3YBaHHS HACHiJKIB iH(OPMAIiTHNX KaMIIaHiH;
— po3poOKa crpaTeriii 3aXucTy iHPOPMAIIHHOTO TOJIS.

5.6. [Ipukiaau 3aCTOCYBaHHA y peaJIbHUX CUTYyaLifgX
Y xomi iHpOpMamiiHMX KaMIaHii TPOTH BaKIUHAII] KIFOYOBUMH
HOHSTTSIMUA MOXYTb OyTH:
— «zuesinpopmanis» (Bucoka Betweenness Centrality);
— «3mopoB's» (Bucoka Closeness Centrality);
— «nayka» (Bucoka Eigenvector Centrality).
VY NONITHYHHUX HapaTUBAX KIOYOBHUMH MOHATTAMH MOXYTh OyTH:
— «uepkaBHUH cyBepeHiTeT» (Bucoka Eigenvector Centrality);
— «exoHOMivHa Oe3srekay (Bucoka Betweenness Centrality);
— «marpiotuzm» (Bucoka Degree Centrality).

Marematnyaa Qopmarizamiss Ta MOJENi JO03BONSIOTH TOYHO BHSBIATH
KJIFOYOBI MOHATTS Yy rpadoBUX MOAENAX 1H(POPMaliiHO-IICHXOJIOTIYHAX
BiiiH. 3actocyBaHHS MeTpuk 1eHTpanbHocTi (Degree, Betweenness,
Closeness, Eigenvector, PageRank) pa3zoM 3 MonmemsiMu MEpKOJIAIil,
ceMaHTHYHOro aHanizy ta SIR-Mozemmo 3a0e3nedye KOMILIEKCHHH aHai3
CTPYKTYpH Ta (PYHKIIIOHYBaHHS MEPEXK.
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5.7. [IpakTryHa yacTHA. PO3paxyHOK LeHTPa/IbHOCTI

Ilei#t myHKT MAEMOHCTPYe, SK BHUKOPHCTOBYBaTH Uit aHamiizy Gephi
IEHTPATBHOCTI B iHQOpMAIIfHUX Mepexax. BiH Bkirodae BCi eTamu — Bif
cTBOpeHHs Tpada 110 iHTeprperauii pe3ynbrariB. Takuid minxin 103BoJIsE
ABTOMAaTH3yBaTH JOCHTI/PKeHHs iH(OpMaIiiHMX MOTOKIB, iIeHTH(DIKyBaTH
KITIOYOBI1 BY3JIM Ta IPOTHO3YBAaTH PO3BUTOK iH()OPMAITIHHIX KaMTIaHiH.

Gephi Hagae mmpokuii Habip iHCTpYMEHTIB Ui aHamizy rpadis. Y mpomy
MYHKTI  PO3DJISIAETHCS, SIK 32 JOIOMOTOI0 IIPOTPaMHOTO 3a0e3NneyeHHs
Gephi MOkHa aBTOMAaTH3yBaTH IMpPOIeC OOYHMCIEHHS OCHOBHHX IMOKa3HUKIB
MEHTPAITBHOCTI [T aHATI3Y iHPOPMAIIHHIX MEPEK.

Eman 1. @opmyeanns ingpopmauiitnoi mepeici

Iadopmariiiny mepexy IIIB «mveHnranpHa BiffHa» Oymemo (opMmyBaTH
IIIIXOM 3HAXOPKCHHS MTOHATH MPeIMETHOT 001acTi Ta 3B S3KIB MiXK HUMH,
Ui 49oro OyZeMO TOCHIZOBHO 3HAXOAWTH TAapH 3B’S3aHUX MOHATH 3a
ponomororo LLM, siki BUBOAATHCSA Yy BHUIJIAAI HEHYMEPOBAHOTO CIIUCKY y
(hopMarti «IOATTS; MOHATTS», IO Binnosigae popmaty CSV.

Jis  3aBaHTakeHHS oOTpuMaHoi Mepexi y cucremy Gephi wmoxHa
CKOPHCTaTHCh peXMMOM “Ajacency list”, BuOpatu komyBaHHS windows-
1251 i y sBHOMY BHITISAI 3aJaTH PO3IOJUTIOBAY — KpPamKy 3 KOMOIO,
semicolon.

Jns oTpuMaHHSA AaHMX [UIsI MEPEeXi CTBOPHMO MEPBUHHHNA NPOMIT i
Moan(iKyeMO HOro y BIAMOBIZHOCTI i3 BXKE pPO3MISTHYTUM (peiiMBOPKOM
0e3K0J0BOTO TIPOTPaMyBaHHS.

3anuiemMo IepBUHHUHA MPOMIIT i 3aITUT Ha HOTO IEPETBOPEHHS y BUTIIALL:

MepeTBOpM Yy BIANOBIAHICTIO 3 HABeAEHOK MeToAMKo NpomnT: "3Hanam 20 38’a3aHnX
MiX coGOt0 nap NOHATb 3a TEMATUKOK «MeHTarnbHa BiliHay | BuBeawm ix y BUrnsgi
HeHyMepoBaHoro cnucky y cpopmarti «MoHaTTa 1; MoHATTA2y.”

[Ticnst 3acTocyBaHHs (HpeiiMBOPKY O€3KOJ0BOTO MTPOrpaMyBaHHs OTPUMYEMO
HOBMH CTPYKTYpPOBAHUI IPOMIIT.

1. AHani3 3aBgaHHs

[MpoMnT cknagaeTbesi 3 TakMX EeNEMEHTIB:

MoTpiGHO 3HANTM Napu NOHSATL, NOB'AI3aHNX MK CODOI 3a TEMATUKOK «MeHTarnbHa
BiiHa».

PesynbTaT Mae 6yTv NpefcTaBneHo y BUrMNsAi HYMEepOBaHOMO CMUCKY.

Kinbkictb nap: 20.

Lle 3aBaaHHA MOXHa peanidyBaTu 3a JONOMOroo komno3auuii npumitusie: "Lukn" gns
iTepauii no napam Ta "®yHKUis" AnA reHepadii KOXHOI napu.

2. ®opmanisauis 3a 4ONOMOror NPUMITUBIB

Mpumitue "Lnkn" (For-Loop)

S : MHOXMHa iTepaLint — ue KinbKicTb nap, siki NOTPiGHO 3reHepyBaTu. Y HalloMy
Bunagky S={1,2,...,20}.

F : Onepalisi, sika 3aCTOCOBYETHCH 40 KOXKHOMO efeMeHTa MHOXUHW. Y HalloMy
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BMNAAKy Lie reHepaLis OfHiei napu NoHATb 3a TEMaTUKOK «MeHTarnbHa BiiHa».
Mpumitne "dyHkuis" (Abstraction)

Fextract(x, napameTp) : ®yHKLiA, Ska reHepye OAHY Napy NOHSATb.

X : BxigHuit TekcT abo KOHTEKCT, L0 OMNMUCYE TeMAaTUKy «MeHTarbHa BiltHay.

napameTp : [looaTkosi iHCTPYKUii, HAaNpuknaza, TN 3B’s3Ky MiXX NOHATTAMM (aHTOHIMM,
CVMHOHIMM, NPUYMHHO-HACMIAKOBI 3B’3KN TOLLIO).

3. Peanisauis yepe3 komno3uuito NpumiTuBIB

3.1. Mpomnm ons "®yHKyii"

[MpomMnT ANns reHepadii oAHIiei napn NOHATL:

"3Hanaun ABa NoHATTSA, NOB'A3aHi MK CODOI0 3a TEMATUKOIO 'MeHTanbHa BinHa', i
BuBeam ix y opmarti ToHatTa 1;MonsTTs 2'."

3.2. Mpomnm ons "Yukny"

Tenep o6’egHaemMo el npouec y LMk ans reHepadii 20 nap:

"[ns KoxXHOro Homepa Big 1 0o 20 BMKOHaM HacTynHe: 3HaWamn ABa NOHATTS, NOB'A3aHi

MiX cobot0 3a TEMaTUKOI 'MeHTanbHa BiHa', | BUBeau ix y cpopmari 'TloHATTS
1;MoHaTTa 2'. Pe3ynbTat BUBEAN y BUrNAAi HEHyMepOBaHOro CrnCKy."

4. KiHueBuin npomnT
OcTaTo4Hui NPpOMMT, L0 BpaxoBye BCi 6a30Bi NpUMITUBK:

"CTBOPU HEHYMEPOBaHMIN CNNCOK i3 20 nap NOHsATL, MNOB'A3aHNX Mk coboto 3a
TemMaTVKOI 'MeHTanbHa BiHa'. [1ns KoxHOT napu BuBeam ix y popmari TloHATTS
1;MoHarTa 2'."

5. CuHTaKkcu4He npeacrtasneHHA (AST)
Y Burnsaai abcTpakTHOro cuHTakcuyHoro aepesa (AST):
Promt ::= Lukn(20, ®dyHkuis("3HanTn napy NoHATb 3a TEMATUKOIO 'MeHTarnbHa BiiHa™))

BukoHaHHS KiHIIEBOTO MPOMNTY BUIA€ PE3YJIbaTH BUTIISIY:

Pe3ynbTart:

MponaraHga;desiHdopmais

loeonoris;MeHTanbHi cTepeoTnn

Mcuxonorivynnii Tuck; EMouiiHe BUropaHHs
Megia-BnnuB;CouianbHa MaHinynsuis
KorHiTnBHUI gncoHaHc;HdopmaLinHa nepeBaHTaXXeHICTb
KynbTypHui BNnue;laeonoriyHa ekcnaHxcis
CwumBonivyHa 6opoTb6a;KoH KT ineHTnYHOCTEN
IHbopmauinHa aTaka;Lincposa obopoHa
McuxonorivyHa cTinkicTb;CTpecocTilikicTb
CouianbHa i3onauis;MNcuxonoriyHa pe3amcTeHTHICTb
IHbopmauinHa BiiHa;KibepHeTU4Ha 6opoTbba
MemeTuka;KynbTypHa KonoHisauis

EmouiiHa maninynsuis;MNcuxonoriyHa 3anexHicTb
loeonoriyHa 6opoTb6a;KynbTypHUin KOHDNIKT
CouianbHa genpecisi;KonektueHa anaris
IHdbopmauinHni wywm;KorHiTeHa 6nokaaa
McuxonoriyHa arpecis;EmouiiHa peakuis
HecTpykTuBHe MucneHHs;MeHTanbHa gedopmadis
IHcbopmauinHa cTpaTerisi;IcmMxonoriyHa TakTmka
CouianbHa TpUBOXHICTb;KONEKTUBHUIA CTpax
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Pesynbrar 5-pa3oBoro BUKOHAHHS LBOIO CTPYKTYpPOBAHOTO IMPOMITY Y
BiJIMOBITHOCTI i3 KOHIICTIIIEI0 «POI0 BIpTyadbHHX areHTiB» 30epiraeMo y
(haitmi mental.csv

Eman 2. Bioobpascennsn zpaghoeoi cmpyxmypu

Juis BimoOpakeHHst rpada, skuii Oyne MonenmoBaTy iHpoOpMaIiiHy MEPexy,
y cepenoBuii cucremu Gephi Bubepemo pexxum File — Open, nmo3nauumo
(haitm mental.csv I 3aBaHTaXEHHS, TTICIIS YOTO BBEIEMO ITapaMeTpH:

Separator: Semicolon;
Import as: Ajacency list;
Charset: windows-1251.

Ilicna 3aBaHTa)XeHHS, BH3HAYEHH KJACTepiB, yKJIaJaHHA (IUB. HONepenHi
po3ainm), Mepeka HabyBa€e BUTIISLI, 300pakeHuid Ha puc. S5.1.
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Pucynox 5.1: Mojens B3a€MO3B’ 13Ky TTOHATh MEHTAILHOI BIliHH, 10
3reHepOBaHi IUIIXOM 3aCTOCYBaHHS MOBHOI Mozeni Qwen2.5-max

Eman 3. Obuucnenns noka3nuKie yeHmpanbHocmi

Temep B «Jlaboparopii ganux» cuctemu Gephi pO3IISHEMO MOKa3HUKH
IEHTPATBHOCTI [T BY3/1iB TOOYI0BaHOTO Tpada.
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1. Degree Centrality (CtyneHeBa 3BakeHa [[EHTPAIbHICTh)

Ha puc. 5.2 HaBeaeHO mepetik By3IiB 3 HaAWOUIbIuMu cTyneHsMu. Le taki
BY31H-TIOHATTS, K «CormiansHa TpuBora», «llcHxomoriuyHa arakay,
«Emoriitna Bpa3muBicTey», «KynpTypHuii mok» tomo. Ha puc. 5.3 HaBeneHo
nepemik By3iiB, mo MarTh HanOieiry Closeness Centrality, Ha puc. 5.4 —
BY3JIiB, III0 MAIOTh HAHOUTBITYy IEHTPATBHICTH TIOCEPENHAUIITBA, HA PHC. 5.5 —
BY3JIiB, [0 MAIOTh HAWOIIBITY EHTPAIBHICTH BIIACHOTO BEKTOpa. Ik MOKHA
M00a4YnTH, 0 CHMCKU HAHOUIbII BarOMUX BY3JIiB 32 PI3HUMHU KPUTEPIIMH He
CHIBIIAJAIOTh.

Label Weighted'Degree
CouiansHa TpHsora 5.0
MouxonoriyHa aTaxka 5.0
EMoLiiiHa BpasnMEicTE 5.0
Ky neTyYPHWA Lok 5.0
IHdopMaLjiita Gnokana 5.0
IHDOPMELIAHMIA Xa0C 5.0
CouianeHa KoHQopMHICTE 5.0
MEHTanbHa KoNoHI3aLs 5.0
MoMxonoridyHa acMMeTpisa 5.0
EMouifiHa ciMeTpis 5.0
THhopMaLifiia AMBepda 5.0
KorHiTHEHa CTabinbHICTE 5.0
LoeonorivyHa eckanauia 5.0
MeHTansbHa Aeeckanaus 5.0

PucyHok 5.2: By3u, 1110 MaroTh HaiOIIbITy CTyIIEHEBY
LIEHTPAJIBHICTh

2. Closeness Centrality (biu3pkicTh 10 iHIOIHX BY3IiB, puc. 5.3)

Label Closeness E:emralltyI
MouxonorivHa aTaka 10
EMoLjitHa BpasnMBicTE 1.0
Ky neTypPHMIA Wwok 1.0
IHopMaLiiia Gnokana 1.0
THchopMaLifHKi xaoc 1.0
IColansHa KoHbopMHICTE 1.0
MeHTaneHa KonoHizawia 1.0
Mckxonori4Ha acMMETPIA 1.0
EMOLiHE CUMETPIR 1.0
IHdopmMaLiiita Ansepds 1.0
KorHiTHeHa cTabinbHicTs 10
loeonorivHa eckanalia 1.0
MeHTaneHa aeeckanaus 1.0
KyneTypHa KonoHizawa 1.0
MouxonoridHa Hanpyra 1.0
EMoLiiHMin Brbyx 1.0

Pucynoxk 5.3: Byznu, mo matots Haiioubiny Closeness Centrality

3. Betweenness Centrality (LleaTpanpHICTh TOCEpETHUITBA, pUC.5.4)
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Label Betweenness Centrality
KonekTHBHa HadiA 4.0
CoujanbHa KoHBOPMHICT 3.0

IrchopmMaLIiHa cTpaTeris 3.0

CoujancHa TpHsora 3.0

CoujaneHa aenpecia 3.0
KynbTypHa iHBa3iA 2.0
IneonoridyHa PesSKCTEHTHICTE 2.0
MeMETUYHUE BNME 2.0

CoujanbHa aaanTawsa 2.0

Pucynoxk 5.4: Byzinu, o MatoTh HailOUIbIy IIEHTPAIBHICTh
MOCEePETHUIITBA

4. Eigenvector Centrality (LleHTpaibHICTh BIACHOTO BEKTOpA, pUC. 5.5)

Label Eigenvector‘CentraIity
[HbopMaLiiiHa cTpaTeria 1.0

CoujansHa KoHhopMHICTE 1.0

KonekTHeHa Hagin 0.910662

CouiansHa aenpecds 0.738664

CouansHa TpMsora 0.788564

KyneTypHa iHBasiA 0.514797

ILaeonoridyHa pesMcTeHTHICTb 0.514797
MEMETHYHWR BRIME 0.614797

CoujansHa aganTauia 0.614797

Pucynok 5.5: Byznu, mio MatoTh HailOUIbIy IIEHTPAIBHICTh
BJIACHOTO BEKTOpa

BUCHOBKM 10 po3iny

Y naHoMy po3Jili pO3rJISIHYTO METOAM aHalli3y LEHTPabHOCTI y rpadax, ski
€ BOXJIMBUMH IHCTPYMEHTAMHU ISl JOCIKEHHS CTPYKTYpH iH(pOpMaIiiiiHo-
TICUXOJIOTIYHUX MEHTAIBHUX BilH. [IeHTpalbHICTh y Mepexax 03BOJISE
BUSIBIISITH KJIFOYOBI BY31M (HOHSTTS, MeNia-pecypcH, akayHTH TOLIO), IO
BiZIIrpalOTh CTpATETiyHy POJIb y MOUIMPEHHI iH(popMarllii, ne3indopmarii Ta
1JICOJIOTIYHUX HAPATUBIB.

OCHOBHHUMH MOKa3HUKAMH I.[eHTpaJ'ILHOCTi, PO3MIHYTUMU Y pOSZ[iJ'Ii, €:

1. Degree Centrality (CtymeHeBa leHTpalbHICTh). Bu3Havae KiTbKiCTh
MPSMUX 3B’S3KIB By3Ja, IO JOMOMAarae iIeHTH(]IKyBaTu KIFOYOBI IMOHSATTS,
SKi aKTHBHO B3a€EMOJIIOTh 3 IHIIMMH eJleMeHTaMu Mepexi. Hampukian,
nmoHATTA "ne3indopMartis” Moxxe mati Bucoky Degree Centrality uepes cBoro
B3a€MOI0 3 IHIIMMH KOHICHI[SIMH, TaKuMH sK "MaHimymsmis" a6o
"cycminpHa Hampyra'. OfHaK Ied TMOKa3HHK He BpPaxOBYE TIIO0ATLHUX
3B’S3KIB Y MEpexKi.

2. Closeness Centrality (bmu3pkicts 10 iHIIMX By3iiB). Bumipioe,
HACKIJIbKU IIBHIKO iH(OPMAIlis MOXKe MOLIMPIOBATHCS Bifl IEBHOTO BY3J1a J10
Bcix iHmmx. By3mum 3 Bucokoro Closeness Centrality € crpaterivnuMH
TOYKaMH, SKI MOXYTh OIEPaTMBHO pearyBaTH Ha iH(opMaliiHi aTaku.
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Hanpuknan, menia-kananu abo Onorepu 3 Bucokoro Closeness Centrality
MOJKYTh IIBUJIKO JOCSTATH BEJIUKOT ayUTOPIi.

3. Eigenvector Centrality (LleHTpanpHICTP BIACHOTO BEKTOPA).
OuiHIOE BIUIMBOBICTh BY3J1a, BPaxOBYIOYM SIKICTh Horo 3B’s3kiB. Byzmm 3
Bucokoro Eigenvector Centrality moB’s13aHi 3 iHIIMMH BIUTHBOBUMH BY3JIaMH,
o poOuTh iX ocobnmBO 3HauymmMmu. Hampukiax, moHSTTS "nepskaBHUH
cyBepeHiTeT" Moke Matu BUCOKY Eigenvector Centrality uepe3 3B s3kH 3
IHIMAMA BXJIMBUMH KOHICTINISIMA, TAaKUMH SK 'MpaBa JIOAWHA" UM
"Mi>KHapOIHE MpaBo".

4. Betweenness  Centrality  (LleHTpanbHICTE  IOCEpEIHHIITBA).
Busnravae, HaCKIIBKH 9acTO BY30JI € TIOCEPEIHIKOM Y Tiepenadi iHpopmariii
MDK IHIIMMH By3namu. Bysmu 3 Bucokoro Betweenness Centrality
KOHTPOJIOIOTH NMOTOKH iH(OPMAIli MiX Pi3HUMH Ipynamu abo KilacTepamH.
Hanpuknan, comianbHi Mepexi ab0 HOBHHHI TIaTGOPMH MOXYTh OyTH
KPUTUYHUMH TOYKAMH, 4epe3 sIKi MPOXOAWTH ONBIIICTh IH(pOpMAIiHIX
MOTOKIB.

Takoxx y po3aili pO3MIISTHYTO KOMIUIGKCHI MOJENi aHalizy TrpadoBux
CTPYKTYD, TaKi sIK:

— CEeMaHTHMYHa MOJelb, SKa aHalli3ye CEeMaHTUYHI 3B’S3KH MiXK
TTOHATTSIMU;

— MOJENb MepKONSAMil, IO O3BOJSE OLIHUTH BIUIMB BIIYYCHHS
KIIFOUOBHX BY3JIiB Ha 3B SA3HICTh MEPEXi;

— SIR-Mozenb, sKa ONMUCYE NUHAMIKY IOIIMPEeHHS iH(opMarli depe3
MEpexy.

3acTocyBaHHS METPHK IEHTPAJIbHOCTI Ta MOJENed aHalidy J103BOJISIE
BUPILITYBaTH NPaKTHYHI 3aBJaHHS, TaKi sSK:

— imeHTH]IKAIS KJIIOYOBHX aKTOpiB y 1H(GOpPMAIiHHUX KaMOaHisX
(HampuKIIa, aHaji3 MPOTH-BaKIWHAIIITHUX HAPaTHBIB);

— aHawi3 TMONITUYHUX HApaTUBIB (HAIPHKIAM, BHUSIBICHHSA POJI IOHATH
"nep>kaBHUH cyBepeHiTer" abo "narpiotusm");

— OIiHKa BPa3IMBOCTI MepeXi Ta po3poOKa CTpaTeriil 3axucTy Bifg
iH(pOpMAIIITHAX aTaK.

TakuM 4YMHOM, BHKOPUCTaHHS MATEMAaTHYHHX MOJENCH Ta METPUK
LEHTPaJILHOCTI 3a0e3meuye KOMIUICKCHUH MiIXif 10 aHaiizy iH(popMaiiHo-
NCUXOJIOTIYHUX BiHH, JO3BOJAIOYM TOYHO BHSBIIITH KIIOYOBI IIOHATTS,
MPOTHO3YBATH MOIIUPEHHS iHPOpMAIl Ta po3poOIIATH eeKTHBHI CTpaTerii
OpoTUIil  MaHINyJIATHBHMM KammnaHisM. OpHaK Ciig  BpaxoBYBaTH
0OMEeXEeHHS KOXHOTO METOAY, 30KpeMa OOYHCIIOBalIbHY CKIATHICTD IS
BEIIMKUX MEPEX Ta MOXKJIMBY HETIOBHOTY JAHUX.
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IIuTaHHA AJI9 CAMOKOHTPOJII0

1.

10.

11.

12.

13.

14.

15.

o Take HeHTpaJbHICTh y Tpadax, i SK BOHA BUKOPHUCTOBYETHCS JIJIs
aHaJi3y iHpOpPMaIiitHIX Mepex?

Sk BmsHawaetbcs Degree Centrality, 1 ki By37IM BOHa BUAUIAE Y
Mepexi?

Y uyomy monsirae 3HaueHHs Closeness Centrality a8 OLIHKH
IIBUIKOCTI TIOMUPEHHS iH(opMartii?

Ax mpamtoe Betweenness Centrality, i sky poib BoHa Bimirpae y
KOHTPOJII KOMYHIKAIifl MiX TpyraMu?

IIlo Take Eigenvector Centrality, i YoMy BOHa BaKJIMBa IS
BUSIBJICHHS! BIUIMBOBUX BY3IIiB?

SIki By31H € HAMOUIBII KPUTHIHUMH IS (PYHKIIOHYBaHHS MEPEKi, 1
K X 3aXMCTHTH Bij aTak?

SIk MoJemnroeThesl MomMpeHHs iHdopMarii yepe3 NeBHUH BY3071, 1 SIK
1€ JIOTIOMArae MpoTHO3yBaTH iH(pOpMaIIiiHi aTaku?

Sxi oObmexxeHHs icHyroTh mpu obunciieHHi Eigenvector Centrality, i
K IX MO>KHA TI0/101aTH?

Sk BIUIMBa€E Po3Mip Mepexi Ha OOYMCIECHHsS LEHTPAJIBHOCTI, 1 SIKi
METOX MOXKYTh OYTH 3aCTOCOBaHI ISl BETHKHX rpagiB?

SIk MOXXHa BHMKOPHCTOBYBAaTH BY3JIM 3 BHCOKOIO Betweenness
Centrality 1yt GJIOKYBaHHS KOMYHIKaIlii Mi>K TpyIiaMu?

Sk By3mn 3 Bucokoto Eigenvector Centrality Moxyts Oytu
BHKOPHCTaHI JIJIs TIOIIUPEHHAS KOHTPHAPATUBIB?

Sk Bi3yami3yloThCS pe3yNbTaTH aHaji3y MHeHTPaJbHOCTI, 1 AK IIie
JTOTIOMArae iHTepIpeTyBaTH AaHi?

SIk MOXHa 3acTOCYBaTH aHaJi3 IEHTPAIbHOCTI s BHSBICHHS
BPa3JIMBOCTEN Y COIIAIbHUX Mepexax?

Ski eranmu BKJIIOYA€ TMPOIEC aHANI3y IEHTPAIBHOCTI, i SK BOHHU
B3a€EMOJIIIOTE M’k c00010?

SIKi mpakTHYHI 3aCTOCYBaHHs aHaNi3y HEHTPAIBHOCTI y KOHTEKCTI
iH(OPMAIiITHO-TICHXOJIOT1YHUX BiHH?

JlitepaTypa 3a po3aijiom

1.

OcHoBu Teopil ckiaagHuX Mepex: HaBu. moc. / CHapcekuit A.O.,
Jlange A.B., Cybau LIO. IC33I KIII iM. Irops Cixopcekoro. — Kuis:
TOB "Imxunipuar", 2023. — 225 c. ISBN 978-9662344950.

Bisyamizamiss Ta aHami3 MEpEeKEBUX CTPYKTyp : HaBd. moc. /
Jlaums A.B., Cy6au LIO. — Kuis : KIII im. Irops Cikopcbkoro, Bua-
Bo "Tlomitexnika", 2021. — 80 c. ISBN 978-9662577143.
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. Mark Newman. Networks (2nCl edn). Oxford University Press, 2018. —
800 p. ISBN 978-0198805090

. Jlange 1., Cynema O. [TopiBHsUTPHA OIIHKA KPUTEPiiB HEHTPAIBEHOCTI
B iepapxiuHuX Mepexax // IHpopmariiti TexHomorii Ta Oe3rmeka,
2015.-T. 3. - N 2(5). — C. 80-87.

. Cynmema O.K., Jlanme [.B. 3Haxo/mkeHHS ONTHUMAJBHOI iepapxii y
KBa3iiepapxiuHoMy rpadi 3a KpUTepissMH UeHTpajbHOCTI //
Peectpauis, 30epiranus i oopobka nmanux, 2015. — T. 17. — N 4. —
C. 3-10.

. Douglas A. Luke A User's Guide to Network Analysis in R. Springer;
Ist ed. 2015 edition (December 21, 2015). 250 pp. ISBN: 978-
3319238821

129



6. MogaesnwBaHHA iIHPpoOpMaLiMHO-TICUXOJIOTIYHUX
BillH

6.1. CTpyKTypa i1 oco6/mmBoCTi iHdpopmaniiiHO-
IICUXO0JIOTIYHOI BilfHH

TepMmin «iHpopMariiiHa BilfHa» mepmM BHKOpuUCTaB Tomac Pon y 3BiTi
«Cucremu 30poi # iHdopmMamiliHa BiliHa», migrotorieHomy B 1976 p. mis
komnanii Boeing. Bin 3a3HauaB, mo indopmariiina iHppacTpyKTypa
Ha0yBa€e CTaTyCy KIFOYOBOIO KOMIOHEHTY aMEPUKaHCHKOI EKOHOMIKH: came
BOHA CTa€ HAMOLIBII BPa3JIMBOIO IILTIO SIK Y BOEHHHH, TaK 1 MUPHUIT Yac.

[IpobOnema 3amikaBmiIa aMepUKaHCHKUX BIiHICBKOBHX. BifCEKOBO-TIOBITpsHI
cum CIIA moyanu akThBHO OOTOBOprOBaTH Iieil mpeamer me 3 1980 p.
Came Ttomi Oylo IOOCSATHYTO €IWHOTO PO3YMIHHA, IO iH(pOpMALisS MOXKe
BUCTYIIAaTH SIK LU0, Tak 1 30poero. Tak, y IUpeKTUBI MiHICTpa 00OpOHH
CIOA (DoD Directive 3600 Big 21 rpymus 1992 poky) meit Tepmin OyB
BBeJICHUH OQiIiitHo. 3a3HaueHUH TOKYMEHT OyB MOTOBHEHUH «J[OKTpHUHOIO
OopoTsOM 3 cHCTEeMaMH KOHTPOJIIO Ta YNPABIIHHS», MPHHHITOIO
MinicrepctBom ob6oporu CIIIA B mrotomy 1996 poky. BBaxkaerbcs, 1o
came Tofi Oyna copMyapOBaHa TOKTpHHA iHPopMatiiHoi BiifHE. B 1993 p.
B aupekTrBi Ne30 Komitery HavanpHMKIB 11Ta0iB MiHicTepcTBa 000pOHH
CHIA Bxe Oynu BHUKIaJeHI OCHOBHI NPHHIMIIM BeleHHS iH(opmaiiiHoi
BilfHH.

B cepnri 1995 p. Hanionansamid [acTuTyT O60poHN CIIIA my6miikye po6oTy
Maprtina JIi6iki «Il{o Take inpopmarmiiiHa BilfHa?», B SAKiil aBTOp BH3HAYa€
ciMm ¢opm iHpopMariitHOT BifHN: KOMaHAHO-YIIPABIIHCEKA; PO3BiAyBaJIbHA;
TICUXO0JIOTIYHA; XaKepCchka; eKOHOMIYHA; eJICKTPOHHA; KiOepBiiHa.

VY 1997 p. Oyn0 maHO HACTYIHE BH3HAUYEHHS iH(pOpMAIHOT BIHHU — «ii,
CIpsMOBaHI Ha JOCSATHEHHs iH(OpMamiiHOiI TIepeBarm B iHTepecax
HalioHanbHOI cTpaTerii 1 3AiHCHIOBaHI IUISIXOM BIUIMBY Ha iH(opMariro i
iH(popMaIliiiHi CHCTEMH NPOTHUBHHMKA IIPH OJHOYACHOMY 3aXHCTi BIACHOL
iHpopMalii 1 cBOiX iHHOPMAIIHHUX CHCTEM.

B >xoBTtHI 1998 p. MinictepcTBo oboponn CILIA BBoauTh y nito «O0’enHany
JIOKTpUHY iHpoOpMaUiiiHnX onepauiit», B sKiii Bhepme odiniiiHo
MiATBEPKYEThCA  (aKT  MIATOTOBKM  aMEPHKAHIB JI0  MPOBEICHHS
HACTYTAIBHUX 1H(pOpMamiiHuX oneparii [1-3].

Po3yminnsa karteropii «iH(MopMamiiiHa BiifHa» MPOMIUIO HEMPOCTHH MUIAX.
Sxmo Ha moyatky 90-x mij iHGOpMamiiHUMK BIHHAMH PO3YMIJM orneparii
TICUXOJIOTIYHOTO ¥ iI€OJOTIYHOTO BIUIMBY, TO B OCTaHHI 20-pOKiB CTaJn
pO3TIISINAaTH HACTYIMHI 1X TUIH: MEHTANbHI BIfHH, KOHCLIE€HTANBHI BiHW,
KOTHITHBHI BiliHM, KOHTCHTHI BiiHU, KiOCpPBIIHM, MEPCKOICHTPUYHI BilHH,
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iHpopMaLiitHO-aIrOPUTMIYHI BilfHHU, IIOBEIHKOBI BilfHH, LIMBLIBHI MEpEKeBi
BilfHH, KiOepTepOpUCTHYHI BiifHU Tomo [4- 6]. [HdopMmartiiitHO-TIcHXooTiYHa
BilfHa € HAWBHIIIMM CTyIIeHeM iH()OpPMAaIifHOTO IPOTHOOPCTBA i CIIpsIMOBaHA
Ha PO3B’A3aHHS  CYCIUIBHO-TIOJITUYHMX, 1JCOJIOTIYHMX, a TaKOoX
HaIlIOHAJIbHAX, TEPUTOPIaAIbHAX Ta IHIINX KOH(QIIIKTIB MDK [epKaBaMH,
HapojaMH, HalisIMH, KJlacaMM W COL[aJIbHUMH TpynamH Yy cIocio
HMIMPOKOMACIITa0HOi peaiizauii crmoco0iB 1 MeToaiB  iH(pOpMaliiHOTO
HacmJIbCTBA [7].

B crpyxrypi iHpOpMamiiHO-TICHXONOTiYHOI BifHM KIIFOUYOBY pOJb BiTirpae
nponazanoa, SKy NOCHIIDKYE HHA3KAa NUCHHWIUTIH, BiJl iICTOPHYHUX HAYK IO
MDKIUCITUTUTIHAPHOTO ~ CUCTEMHOTO  MiAXOMy. 3aradbHUM IS [UX
JOCTIDKEHh € Te, IO BOHU pO3TISNAlOTh NPOMAraHay sK Ppi3HOBHI
KoMyHikarii [8].

Haifyacrinie BXMBaHMMH CHHOHIMAMH CJIOBAa «IPOIMAraHaa» € OpexHs,
BUKPUBJICHHS, 0OOMaH, MaHIMyJIsLisl, KOHTPOJIb HaJl PO3yMOM, IICHXOJIOTIYHA
BiliHa, imeonoriyna oOpodka, OamakannHa, chabpukoBani marepianu. Huni
TOITYJISIPHIMY CTaJld HACTYITHI TEPMIiHH: MiTacoBKa (akTiB, albTePHATHBHI
(akTH, (QeHKkoBi HOBHMHH, OpraHi30BaHE IIEPEKOHAHHA. 3arajoM [0
mpomnaranau copMyBaJIoCsl HETaTUBHE 1 MiI03pPiJie CTABICHHS.

Ha mamy gymky, HaiOinbIn npuaaTHe BU3HAYCHHS TEPMIHY «IIpOTIaraHia»
3pobmm [apt C. Ixoyer i Biktopis O’Honen [8]. /lponazanda — ymucHa,
cucTeMaTnyHa crpoba chopMyBaTH CIPUHHSATTS, MaHIITyJIIOBATH Ii3HAHHAM
1 KepyBaTH MOBEIIHKOIO JJIsi JOCATHEHHS pPEeaKilii, mo crpuse OakaHUM
HaMipam MpoIaraH/yucTa.

3a [OMOMOro MBOTO BH3HAYEHHS MOXKHA iAeHTH(IKyBaTH W OLIHUTH
XApaKTCPUCTUKU  MPOMAraHiu, MPOAHai3yBaTH  SKICTh  KOHTEKCTY,
BiJIIPaBHUKA, HAMIpH, TTOBiJOMIJICHHSI, KaHaJl, ayIUTOPIIO 1 peaKIito.

KomyHikaTuBHMH WiAXif A0 MAOCHIMKEHHS MpOMaraHiy Ja€ 3MOTy
pO3rIsiIaTH  KOMYHIKaTHBHUH TPOIEC MEPEKOHYBAHHS SK TAKWH, [0
CHpsIMOBaHHMI Ha 3MIHEHHS YTBEpP/DKEHHUX iJiel abo JyMOK, sIKi JIFOJIMHA Ma€e
PO CBIT, ce0e UM iHINX, BIACHE JIIS 3MiHU nepexorans. IIponmarananucT ais
3MIHM CTapuX II€peKOHaHb a00 CTBOPEHHS HOBUX CIIMPAEThCS HA CTapi
MEepeKOHaHHs, sIKI yKe ICHYyIoTh B yMmax ayaurtopii. IlepekoHyBaHHS €
IHTepaKTUBHUM IIPOIECOM, Y SKOMY OOH/BI CTOPOHHM 3aJeXaTb OJHA Bif
OJHO1, HAMAraroThCS 33/I0BOJIHUTH TIOTPEOH SIK MIEPEKOHYIOUOTO0, TaK i TOTO,
KOTO TMEpeKOHYIOTh, 1 e mependadae 3MiHY KOMYHIKATHBHHX DOJICH.
Oxpemoi yBarm 3aciyrOBy€ TpPAHCAaKTUBHICTh I[bOTO IIPOIECY, KOIH
B3a€EMOJIIOYl CTOPOHH (POPMYIOTH yCTalleHy AYMKY 1 CTBOPIOIOTH HOBHMH
CHIJIbHUH TOTJISA Ha I10-HeOy1b.

3a3HayMMoO, MIO MPONAraHIUCT HaMAaraeTbCsl IOCATTH TEBHOI peakiii
JIOJVHU ¥ CYCHIUJIbCTBA, HaMararoyuch 3MIHUTH YCTaHOBKH 1 ITOBEIIHKY
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aynutopii. Ilin ycmanosxor po3yMieMO TCHUXOJNOTIYHHMA CTaH BiJHOCHO
CTIHiKOT CXMJIBHOCTI CyO0'€eKTa IO TIEBHOI NPOTpPaMH TOBSHIHKM B TEBHIH
curyanii. MoxnuBi TpH pi3Hi HhopMu peakii :

1. @opmysanms peaxyii. 3a TOTTOMOTOFO TIPHUKIIA/IIB MMPOTATAHIHUCT 3IIHCHIOE
CrpoOM BHKIIMKATH PEAKINI0 ayAWTOpii, HAaBYArOUW ii eneMeHTaMm OaxaHoi
TIOBEIiHKH.

2. [locunennss peakyii. Sxmo B ayamropii Bxke chopMoBaHe IIeBHE
CTaBIICHHS JI0 TIPEIMETY, IPOTMATaHANUCT ATeIOE 0 BIAIOBIIHOI YCTAHOBKH
Ta CHOHYKA€ BiqUyBaTH i Ie CHJIBHIIIE, IEMOHCTPYIOUH CBOI MEPEKOHAHHS
3a JJOIIOMOTOI0 TIEBHUX (OPM HOBEIIHKH.

3. 3mina peaxyii. lle#t cmoci® BUMarae Bif ayauTopii TMEepedTH Bix OIHIi€l
YCTaHOBKH JIO 1HIIOI, MEPEUTH BiJl HEWTpaIbHOI MO3MLIT 0 MO3UTHBHOI ab0
HEraTUBHO, 3MIHUTH [TOBEAIHKY a00 MPUHHSATH HOBY.

BaxiuBuM TEpMIHOM NpPAKTHKH INPONAraHIy € «SKip» — BiANpaBHa TOYKa
IUTst 3MiH. Axip — 11e Ta iHdopMariisi, IKOK0 BXXe BOJIOJII€ JIIOAMHA Ta JOBIipsiE
iif, 1 mo Oyge BHKOPHUCTOBYBAaTHCA IIPOMAraHINUCTOM UIS 3MiH 1
MPUIICTUICHHS HOBUX MOTJIAIB i MOBEAIHKH ayauTopii. [Ipomaranmucty mmns
TOTO, IIIOOW MEePEKOHATH JIIOACH HEOOXiTHO 3B’3aTH 3MiHH ¥ Te, Y 10 BOHU
BXKC BipATb. B IEHTpi yBarm IpOro IpoIecy MEpEeKOHAHHS 3HAXOAATHCS
yiHHOCMi — TIEBHI BJIACTHBOCTI TOIO YM IHIIOTO MPEIMETa, SBHIIA
3aJI0BOJIBHATH TOTpeOH, Oa’kaHHSA, iHTEpPEeCH SK OKPEMHX JIONeH, Tak i
cycminbcTBa 3arayioM. L[iHHOCTI, yIOpsSAKOBaHI BIAMOBIZHO IO iXHBOL
BiTHOCHOT B&XJIMBOCTI, BHUCTYNAIOTh HOPMATHBHUMH OpIEHTUPAMU IS
IOBEIHKH JIFOIVHU.

B mpomeci dopmyBaHHS y IoAed TepeKOHaHB MIONO imel, moxel abo
00’€KTIB 0JJHOYACHO (POPMYIOTHCS YCTaHOBKH 10 HUX. TOMY YCTaHOBKH €
BaYXJIMBUM 00’ €KTOM MpOTAaraH/y.

Oco0nMMBO BaXJIMBUM I NPONAraHAMCTa € BIUIMB HA 2PYnosi HOpMU —
KepiBHI TMPHHIMNK Ta TMpaBHiIa, sKi BCTAHOBIIOIOTHCS, CXBAIOIOTHCSA 1
NPUMMAlOTBCS  WIEHAMH TPYNW SK  3pa3oK IOBEAIHKM B  TPYyIi.
[TponaraHnaucTH 4acTO BUKOPUCTOBYIOTH iX SIK sSIKOpi. Pi3HOBHIIOM TpynoBHX
HOpM € HOopMH pedepeHTHO Tpynu. Pegepenmua epyna — ue peaibHa adbo
ieanpHa Tpyla Ha SKy Opi€HTOBAHA JIIOJMHA, [IHHOCTI, i/1eall Ta HOPMH
[IOBEIIHKH SIKOI BOHA ITOIIJISE.

[IpomaranaucT, Haraxyw4n ayauTopii mpo ii MOBeAiHKY B MHHYJIOMY, IIO
BiJMOBiana foro OakaHHSM, MOXKE 3aKIHKATH TOTPUMYBATHCS Takoi abo
mofiOHOi Mojerni TMOBENiHKH B MaiiOyTHROMY. | HaBmakW, SKIIO IEBHA
MO/IEITh MIOBEIIHKU Ma€ [Tl HbOT'O HEraTHBHI HACIIIKY, POMAraHIUCT MOXKE
ariTyBaTH 4ICHIB ayaWTOpii yHUKAaTH HETaTHBHHUX HACIiAKiB, He
JMIOTPUMYIOUHCHh Takoi TOBEMIHKA. BiH TakoX MOe JOHOCHUTH OakaHi
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Mojeni noBeainku. OTxe, mpomaraHaa — Ie MpoJyMaHa cipoda JOHECTH
17IC0JIOTi10, IO Ma€ BIAMOBIAHY IiJIb, IO ayJAUTOPii, 3MIiHUTH ab0 30eperTn
OanaHc CHII, SIKi BUT1IHI TIPOTIATaHIUCTY.

PosrmsimaroTs ii HacTymHI BuaM: Oina, cipa, YOpHA MPOIIaraHaa, i SK OKpeMUHd
BUNIAJIOK cyOmpomnaranga abo ¢acmmitaThBHa KOMyHiKamisg. BinmosimgHo 1o
[8] ui BuAM mponaraHay MarOTh HaBEJCHI HIDKYE BU3HAUCHHS.

bina nponacanoa — ne Qopma KoMyHikaIlii, 3a YMOBH, IIO IEPEBAKHO
iHpopMaIlii B TOBIIOMJICHHI € TOYHOIO, a ii JUKEPENO  MPaBUIILHO
ineHTHdikoBane. Meroto 61101 Mponaraly € 3aBOIOBaHHS AOBIPH ayaUTOPIi
3amns peattizalii MaifGyTHIX TIaHiB TIpomaraHaMcTa. i NMpUKIafamMu e
HapaTUBH, sKi MM 4yemMo Bin «lomocy AMepuku» B MHpPHHUH dHac;
HaIllOHAJbHI CBATA 3 IX OUYEBHAHUM MAaTPIOTU3MOM 1 pEriOHAJIBHUM
MIOBiIHI3MOM;  TIATPIOTHYHI  BUCBITJICHHS KYpPHAIICTAMH  pE3yJbTaTiB
MDKHApOIHHUX CIIOPTHBHUX 3Marass.

Cipa nponaecanda — 1e (opMa KOMYHIKaIlii, MO 3HAXOJUTHCS NIECh MIX
615010 Ta "opHOIO nponarannoto. [IpaBnuBicTs iHpOpMaIil B OBITOMIIECHHI
€ CYMHIBHOIO, a ii Jukepesio Moke OyTu abo He OyTH BipHO 11€HTH(IKOBAHO.
Cipa nponaraszia IIMPOKO MOLIMPEHa: AepXKaBU Ta IPUBATHI KOMITaHii 1aBHO
3aMpOBaAMIIM TIPAKTUKY BUXBAJLSIHHS PI3HUX CBOIX 1CTOpIH; mia yac 60iioBHX
NI ypsiii BUKOPUCTOBYIOTH BiTUM3HSAHI 3MI miist mporaranay, Hamalodu
JKypHaJlicTaM TEeKCTH JuIsi iX BHCBITJIICHHS; cCipa IporaraHjga TaKoX
BUKOPUCTOBYEThCSL IJIsl KOMIIpOMeTalii BOPOTiB i KOHKypeHTiB. Jlo Buie
3a3HAYEHOTO0 MOXHA JIOJaTH: BUKPHUBJIEHY iHoOpMaIliio, pekiamy, M0
peKiIaMye SKICTh TPONYKTY, SIKy HE MOXE IOCATTH; BimOoMi OnaromiiHi
oprasi3artii, 1o 30UparTh TPOIII Ha JOCIIKCHHS, ajlc BUKOPUCTOBYIOTH 1X
3 IHIIOI0 METOIO.

Yopna nponaeanoa — e popMa KOMyHiKallii, 32 yMOBH, IO iHpoOpMaIlis B
MOBIIOMJIEHHI € XMOHOIO Ta HENPaBAMBOIO, a 11 JKEepeo IPHXOBYETHCS abo
NPUIUCYEThCsT (DANIBIIMBOMY aBTOPHUTETY, IO IOLIMPIOE OpexHIo. Meroro
YOpHOi TpomaraHAd € 3IiCHEHHS aKTHBOBaHOi imeosiorii. B okpemmx
BUNIAMKaX BOHA MAa€ ariTamifHWA XapakTep: MPOOYIUTH ayAHUTOPIfo,
CIIOHYKalO4YM ii JOCATHYTHM MeTy, W0 IependadyeHa NpONaraHAuCTOM i
OPU3BOAMTH [0 3HAUHMX 3MiH. [HKOJIM 4YOpHa mpomaraHza Mae
IHTETpaTHBHUM XapakTep: BOHA CTaBUTh 3a METY 3POOHTH aygUTOpIfO
MAaCUBHOIO, CIIPUIIMAIOUOI0 11€0JIOTiI0 MPOIaraHIncTa SIK TaKy, 0 He KUJa€e
BUKJIMK HOTO iHTEHIIAM.

I[ammM  BuMipoM  mpomaraHam € cybnponacanoa  ((acumiTaTuBHA
KoMmyHikamis). TyT OCHOBHUM 3aBHAaHHSIM IIPOIATAHINCTA € IOIIUPEHHS
He3HalloMol NOKTpWHHM, peasi3alis sSKOi Ha NPaKTULi MOTpedye 3HaYHOrOo
nepiofy 4acy, B IepIry uepry s (opMyBaHHS B ayAUTOPil yMOHACTpOiB
mojo 1 crpuifHATTA. Cama 1o co0i cyOmpomaraHma Moxe W He OyTH
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Npollaran/iolo, aje I CIIKyBaHHS, MOKJIMKaHe (OpMyBaTH MO3UTHBHE
CTaBJIGHHS 110 TOTEHIIIHHOTO  mpomaraHawcra. IHImom©  (HopMOro
(acumiTaTHBHOI NpOMAaraHad € HaJaHHs JOMOMOTH KpaiHaM y BiJIHOBJICHHI
CBOET EKOHOMIKH i1 opraHizamiii miciist BiiHM a00 KOHQIIKTY.

3 mommamy KOMyHIiKamii cyOmpomaraHaa cCHOpsiMOBaHa Ha IATPUMKY
BIIKPUTHX JIIHIA 1 KOHTakTiB JIO MOMEHTY, KOJM BOHU OymyTh MOTPiOHI
npomnaranaucty. CyOnpomaranna (QacumiTaTuBHA KOMYHIKAIlis) ICHYE
MEepeBaXHO y BUIVISAI (DIHAHCOBOI JOIIOMOTH, BHUITYCKIB HOBHUH, Tele- i
IHTepHET-TIPOTpaM, Ipec-peli3iB, KHUT, Opomryp, MEepioAWYHHX BHUIAHb,
KyIBTYpHHUX TIpOTpaM, BHUCTaBOK, (TBMIB, ceMiHapiB, MOBHUX KYpCiB,
JIOBIIKOBHX CIIyk0 Tomio. Bei BOHM mpH3HA4YeHI IS CTBOPEHHS JPYXKHBOT
aTMoc(epH A THX, XTO MOXE TIPUTOAUTHUCS 3TOIOM.

Ha camy mpomaranny, sk Ha (GopMy KOMYyHiKaIlii, BIUIMBAIOTh TEXHOJOTII
JUIA BiAMpaBJICHHS MOBIJOMIICHB, SKi HasBHI Ha JaHWH MOMEHT Yacy. 3 iX
PO3BUTKOM TIPOINaraHIvCcTH OTPUMYIOTh BCE OUIBII CydacHi 1 CKJamHi
MPUCTPOi, caMe TOMy KibepTepopr3M MO>KHA BiZHECTH 0 IIe OaHiel hopMu
nporarangu [8-9].

Kibepmepopusm — 1e CyKymHICTh Kibep3arpo3 Ta arak Ha KOMIT IOTEPH,
Mepexi i iHopMalito, IO TaM 30epiraeTbes, 1 BUKOPUCTOBYIOTHCS JUIS
3IAKYBaHHS JIIoied a00 ypsAay 3 METOK JOCATHEHHS TIONITHYHHUX 1
comianpHuX nined. Kibeprepopusm € cydacHoro ¢opmoro mpomaranmu. Lle
BUJI KOMYHIKallii, 110 BUKOPHUCTOBYETHCS B MEXax MEBHOI iJ€OJIOTIYHOT
IporpaMu 1 MIATPUMY€EThCS IIEHTpaNi3oBaHUM (iHAHCYBaHHSAM. XaKepH
OTPUMYIOTH TPOLI 3a 3MiHCHEHHs KiOepHamajiB BiX IMEHI TEPOPUCTIB;
XaKTHBICTH aTaKylOTh CaWTH BOpora i3-3a NOJiTHYHUX MOTUBIB Towo [10].

Hesingopmayis — uie HempapauBa 1 HEMOBHA iH(OpPMAIlisl, 0 BBOIUTH B
OMaHy Ta IepeacThes MIbOBiH 0co0i, rpymi abo nepxasi [8].

OcHoBy ae3iHopMallii CTaHOBJIAT, HOBHWHH, CHEIiaJbHO CHOpPSIMOBaHI Ha
mocyabJieHHsT BOpora, KOHKypeHTa. BOHa po3MINIyEThCS >KypHaTiCTaMH B
3MI. 1li HOBMHM MONAIOTHCS SIK MPaBIMBI Ta AOCTOBipHI. Hapasi icHye Bce
Oimpmre 1OKa3iB TOro, MmO Je3iHGOpMAIlisl MPaKTUKYEThCS OITBIIICTIO
MIPOBITHUX KpaiH CBITY.

Bripomosx ocTaHHIX pokiB mu(poBi3allist 3MIHIOE HAIII CBIT, HAIIE KHUTTS Ta
poboui mpouecu. Bci MM HEBIZBOPOTHO CTanu 4acTHHOIO wi€i nmgppoBoi
TpaHcopMalii y TOBCSIKICHHOMY JKHUTTI — sK mpodeciiiHoMy, Tak i
ocoouctomy. CTaso 3po3yMijio, MO «IU(ppPOBa PEBOIIONIsS» — ab0 YeTBepTa
MPOMHUCIIOBA — HE MaJjla ICTOPHYHUX TIPELE/ICHTIB Ta PO3BUBAJIACS HEJIHIMHO.
Bona ctBopmia crnenngidHe cepemoBHINE IUPKYIALMil iHGOpMAIiitHIX
MOTOKIB, 3aBASKA YOMY CTald MOXJIMBAMH HOBI, TJIOOaNBHI MPOSIBH
MAaHIIMyJIAII] MACOBOKO CBIIOMICTIO.
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VY monituuHii cdepi 1 posib crama OodeBHAHOK, Koy Okchopackkuit
CIIOBHHK OOpaB IOHATTS «IOCT-TIPaBIa» CIOBOM poky. CIIOBOM pOKY BOHO
CTaJio 4Yepe3 Te, M0 YacTOTa HOro BHKOPUCTAHHS y IMyOJIYHOMY IHCKYpCi
3pociia Ha THCsAYi BiICOTKIB. 3rigHo 3 OKC(hOPICHKUM CIIOBHUKOM «IIOCT-
mpaBIa» O3Hadae, 1Mo iHpOopMaIlisi He 00OB'I3KOBO Mae OyTH IpaBIUBOIO,
BOHA pa/IllIe arelioe JI0 eMOLiH Y1 10 cy0'eKTUBHUX NepekoHaHb. [lomiTika
«TOCT-TIPaBAW» MOpOAMIa HeOe3MmeuyHy MeiaTeXHOJOTiI0 CIpsSIMOBAHO1 il
«perk-uprocy. HeoOoB A3KOBICTh ()aKTHIHOT OCHOBH CTaja XapaKTepHOIO
PHCOIO TAHOTO SIBUIIIA.

ComianpHi Mepexi 1 HOBITHI 3aco0M KOMYyHIKamii CcTand OCHOBHHM
IHCTpyMEHTOM iHGOpMAIlifHUX BiHH 1 AaKTMBHUM aKTOpPOM CBiTOBOI
nomitiukd. Hapasi BOHM TPETEHIYIOTh Ha 3BaHHA «CBITOBOI IPOMaaChKOi
OyMKH». XoO4ya 4YacTo BHKOPHCTOBYIOTBCS SIK 3pYYHHH 1HCTPYMEHT
MaHInyJsii IpaBaoio B 3aJISKHOCTI Bifl Ti€l M iHIOT nomitudHol nimi. Tak
MIPAIIoE MEXaHI3M IiIMIHH NPaBIUBOTO (DAKTy IICEBIONPABIOI0 CYMHIBHUX,
ajle 'y BUIIK Mipi BHPOTIIHUX EMOLIMHUX JOBOJIB — Ipa Ha JOBipi
ayauTopii, emoliliHa amensmis 10 cTpaxy, (oOii, IHCTHHKTIB, MacoBHX
CTEPEOTHITIB.

TakuM YHHOM, TIOJITHKA «ITOCT-TIPABIW» SIK CIIOCIO Jeramizamii OpexHi
3aTBepAMIACh Y CYy9acHOMY Mefia MpoCTopi, MiAMIHUB pealbHy MiHCHICTD
BIpTYyaJIbHOIO, ~CTaBUIM [OXHMBHMM CEpPEJOBHUIIEM JUISl  TIOIIMPEHHS
casbIIOBaHUX, IPHIYMaHUX, OpPEXIMBUX HOBUH — (peHK-HBIOC.

Sk 3a3HauaroTh cyvacHi gocuimauku [11; 12; 13], ghetix — ne momanHs
(hakTIiB y CHOTBOPEHOMY BHIUIAAI a00 MONAHHS CBIIOMO HEMPaBIUBOT
inpopmauii. [lo Toro x deiik — e crnocid MaHimyJsLii CBiIOMICTIO Yy cr1ocio
HaJlaHHA HemoBHOI iH(opmamii, CIIOTBOpEHHS KOHTEKCTY, YaCTHHH
iH(pOpMAIIii 3 METOO MIATOTYBATH ayJUTOPIIO IO il 9¥ JyMOK, sIKi IOTpiOHI
MaHIIyJIsATODY.

Detixkosi HOUHY — TIIAPOOKA YU IMITAIlis] HOBUH (MaHIITyJIAIIisI, CHOTBOPEHHS
(dakriB, nmesiHdopmallis), SKi CTBOPEHO 3 ITHOPYBAHHSAM PENAKIIIHHAX
MpaBoOK 1 mporeciB, mpuiHATHX y 3MI ams 30epexeHHs BiINOBITHOCTI Ta
MepeBIPEHOCTI, Ta SIKI HE BUTPUMYIOTh HaBiTh ITOBEPXHEBHX IEPEBIPOK Ha
BiJIOBITHICTh Ta PEATBbHICTb.

IcuyroTh pi3Hi Buau Kinacudikamii ¢eiixis. OelfkoBi HOBUHH PO3PI3HAIOTHCS
Mo MICIf0, 4Yacy TOii, TmepcoHakax, UM i 3aBmaHHax. Jlo ¢elikiB
BITHOCATH HE TUIBKH migpoOieHi Tekctd, ¢anpmmi ¢oTo-, Bimeo- i
aymiosamucH, aje W BipTyalbHI IceBmpoocodmcTocTi (iHTepHET-00TH) i
(hapIIKMBI aKayYHTH TOIIO.

3aramoM, «(eHWK-HBIOC» MOXKHA  XapaKTepU3yBaTH sIK CypoOraTHe,
MapasUTHYHE SIBUINC Yy CBITI MeJia eMOXHW IOCTMOJACPHA, ITIOB’s3aHE 3i
3HW)KKAMH CTaTyCy ICTUHHUX IIIHHOCTEH (IpaBauBoi Ta TouHol iH(hopmartii),
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TpiyM($ HECHCTEMHOrO MHCJICHHS, 3aMiHy JyXOBHHX CIIPSIMyBaHb
0COOMCTOCTI CIIOKUBAIIPKUMH IHCTUHKTAMH HATOBITY.

@elkn  CyTTEBO  BiAPI3HAIOTBCA Bl  KJIACHYHOI  Je3iH(opMariii.
Jesindopmartist popMyeThcs Ha OCHOBI ITOEJHAHHS TIPaB/IH, HAIIIBIPABAN Ta
Opexwi. lns ¢eiiky ne He motpidHo. YnMm Oinbin MaoiiMoBipHa (elikoBa
iH(OopMaIlisi, THM ORI Mi€BO BOHA BIUIMBAE Ha MACOBY CBIOMICTh. B TOit
gac, KOJNW Je3iH(QopMalliss OXOIUIOE MPOCTIP PI3HUX IKYPHAITICTCHKUX
JKaHpiB, ek Mae LIJIKOM KOHKPETHHH >KYPHAJICTCHKHH XKaHp — HOBHHY,
ocobimBoro By, (DIKTUBHUN HE ICHYIOUMH B peaslbHOCTI iH(opMarmiiHui
TIPUBI.

Jesindopmaniss He 000B’I3KOBO pO3paxoBaHa Ha MHUTTEBHH edekT, deik —
000B’SI3KOBO € CEHCAliWHUM, MIOKYIOYMM. BiH 3aBXIH € CIIOTBOPEHHSIM
peanpHOi cuTyarlii, cBimoMo chadbprkoBaHor ¢anpmuskoro [10, 12]. Yacto
ne3iH(opMarliis iCHye MPUXOBAHO TPUBAIUH 4Yac, (peiik HABIIAKK CIUIMBAE B
pe3ynbTaTi iHpopMaLiitHOro BKMY Y TOYHO BU3HAYEHHH MOMEHT 4acy.

3aBasku  ePeKTy «EMOLIWHOTrO 3apaXeHHsS» y CYyCHUIBCTBI  (elk
MOLIMPIOETECS  «BIpYyCHUM» cmocoOoM. OTKe, PE30HAHCHHUH XapakTep
(heiikoBoi iHdopmarii i BipyCHHH MexaHi3M ii MOMIMPEHHS poONATH (eik
epexruBHuM. Ilicns Toro sk IHTepHeT craB TI00aNbHMM SBUILEM, pi3Hi
JIOCII/DKEHHS HOTO BIUIMBY Ha CYCIIJIBCTBO JAIH MPOTHIICKHI PE3yIbTATH:
FaceBook, X (Twitter) Tomo cramu e(peKTHBHUMH IHCTPYMEHTOMH IS
npollaraHiv, MOMMUPEeHHs Je3iHdopMmanii W oOMiHYy miIpoOJIeHUMH
HOBHHAMH.

Ocrannim gacom, ocoonmBo TikTok craB BakiIMBHM 3aCO00M KOMYHIKaIlil
COLIANBHUX TPYI, IO MOIIMPIOIOTH MiAPOOICHI Bileo i (OTO MaTepiaim.
CraBiuid BaXJIMBOK CKJIAJOBOIO TeXHONOTii «[nOOKUX (e#KkiBy, I
miargopma mepeTBopmiiacsi Ha 30pOI0 MacoBOTO ypakeHHs. Hapasi mif
«'mmbokumu  efikamMm» pPO3YMIIOTh MaHINMYISITHBHI Bimeo abo ¢oto
MaTepiaiy, CTBOpPEHI i3  3aCTOCYBaHHSAM  INTYYHOTO  IHTEJNCKTY.
CdabpukoBani mudpoBi MaTepiad CTBOPIOIOTh 1TIO3iI0  CIIPaBXKHIX
300pakeHsb i 3BYKiB. [Ipobiema B TOMy, 110 TeXHOJNOTisI «[ THOOKUX (heiKiB»
CTa€ AeAali JOCKOHAJIIION, BHUKIMKAIOYM MPO LBOMY HH3KY CKIIaJHHX
MOJITUYHUX, IOPUANIHUX 1 ETHIHUX IPOOIIEM.

Tax TikTok — kuTalCBKMI COmIOMEIIMHMI 3aCTOCYHOK Ul CTBOPEHHS,
MepenIsy Ta TMOIIUPEHHS BineodaisiB, OHJIAWH-TPAHCISINIA 1 KOPOTKHX
BiJIlcO CTaB OJHIEI0 3 OCHOBHHUX IUIatdopm™m, ae (elkoBi Bieo 30HparoTh
MIJTBIOHY TTePETJISIIB.

e madimomynspHima mmardopma Ui KOPOTKHX BiJle0 TPHBAIICTIO 10 3
xBWIMH. HOBMM KOpHCTyBadaM MOXYTh PEKOMEHIYBAaTH HETPABIUBHH
KOHTEHT O/Ipa3y Micisl NpHeAHAHHS 1O Mepexi. ToX CyMHIBHHI KOHTEHT He
MOTPIOHO HaBiTh HIyKAaTH. 3TiJHO 3 AOCiDKeHHsIMH BeOcaiiTy News Guard
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HIOMICSIYHA KUNbKICTh akTuBHUX KopuctyBadiB TikTok csrmyma minbspna,
Oimpma ii wactmHa — wMomomme 30 pokiB. Ilmarpopma Ha  mel dac
HaMaraeTbcsl 3ymUHUTH TOTIK (eiikiB. Skmo Facebook, Instagram i X
No3HayalTh (QeilkoBi Bimeo mnpo BiKHy, To TikTok Tineku mnounHae
BITPOBAKYBATH IO (DYHKIIIIO.

E66i Piuapnc (Abby Richards), He3anexxHa T0oCiqHUI, SKa CTBOPHIIA Bieo
mpo 3arpo3y nAe3iHdopmariii, 3a3Havae, mO Oarato BIPYCHUX >KaXJIHBUX
CTpIMiB 3po0miIn JUIsl TOTO, 100 3apOOUTH rpolIel 3a JONOMOTOI0 CUCTEMH
nogapyHkiB TikTok (https://www.bbc.com/ukrainian/features-61220423).

Jocmimxenns, 3aificaenHi BBC, po3kpmin nesxi 3 HaHOUIBII MOMIMpPEHUX
kateropiii ¢eiikooro konteHty B TikTok: delikoBi mpsiMi TpaHcsLil,
pearnbHi Bifeo, Biieo crapux KOH()IIKTIB, 0OMexeHa Ipo30picTh. 30KpeMa,
(herikoBI TpsAMi TPAHCIAIII: KOPUCTYBad 3HAXOMUTH JpaMaTHYHE Bileo
CTaporo KOHQUIIKTY UM SIKHXOCh BiliCbKOBHX HaBYaHb, J0/1a€ (hEHKOBHIA 3BYK
MOTY)XHOI0O BHMOYXY 4YM IHTEHCHBHOI NEPECTPUIKH, 3aIllyCKae MpsMy
TpaHCJALIO 1, IIOWHO 30epeTsCsl 3HaYHA  ayAWUTOPis, IPOCHTH
noxepTByBaHHA Ha cBiif kaHam. B TikTok 3amicTh peanpHHX Bimeo
KOPHUCTYBaui peryJsIpHO BHKOPHUCTOBYIOTh KaJpH BiMCBKOBHX Bifeoirop abo
koMmm'toTepHi 300pakenHs (CGI): 6araTo CIieH 3 Takux Bifeoirop, sk Arma 3
ta Call of Duty. Oco0muBO TOMYISPHUMH BHSIBHINCH (DaSTBIINBI TOBITPSHI
001, 30kpeMa Kajapu 30MTTS BUHMIINYBadiB. Jleski akayHTH 3aiyisi OLIBILIOT
peaicTHIHOCTI BUKOPHUCTOBYIOTH YPUBKH 3 (iNbMIB 1po BiiiHY, cepiaiiB abo
peaiTi-KBeCTiB, a TAKOXK €Ii30/IiB 3 Bileo MaTdy 31 cTpaikooIy.

BBC ananisyBaina Bizneo crapux KoHGQIIKTIB 1 6oHoBux aii y JIiBii, Cupii Ta
Yeuni, siki BupaBanu 3a koH}ikr B Ykpaiui. 11{o6 mpuxoBaTH cripaBXHE
JOKEepeNo, Ha OpHTiHAIBHI KaJpu HakiIamd (HEeHKOBI MO3HAYKH E€KCTPEHHX
HOBHH Ta CyOTHTPH HiONTO mpsiMoro edipy. Jleski KopucTyBadi BUKIAIAI0Th
Bizeo OoioBux xiii 2014 poky, sIKi JIETKO CIUTyTaTH 3 HUHIIIHIMH, a TaKOX
KaJpH BifiCPKOBUX HaBYaHb YM MapaaiB y Pocii un B YkpaiHi.

E. Piwapac 3aznagae, mo TikTok mir Om BupimmTH mpoOieMy BipyCHHUX
CTapuX Bifieo, SKOM BXKMB MPOCTUX 3aXOMiB, HANPHUKIAA, 3pOOHB OiLIBII
YiTKOIO JIaTy MyOJIiKamii Bigeo.

Obmedicena nposopicme, TOB’s3aHa 3 TuM, Imo mompu Te, mo TikTok
CIIBIIPAIIOE 3 HE3aJeKHUMH (axiBIsIMU 3 TepeBipku (akTiB, ane SKIIOo
Facebook i Instagram mo3HadatoTh (EHKOBHI KOHTEHT Ipo YKpaiHy, TO B
TikTok Take MapKyBaHHS 3yCTPI9a€THCS PIAKO.

Ha BimMmiHy Bin meskux cBOix KoHKypeHTiB, TikTok He Hajgae iHCTpyMEHTH
JUIA aHATITHKA W TPO30POCTi BUEHHWM, TOCTITHHKAM 1 KypHAIICTaM, TOMY
HE3aJI)KHUM  (paKTdeKepaM JOBOMUTHCA MOCTIHHO Bpy4YHY aHaJi3yBaTH
BEJIMYE3HI 00CSTH KOHTCHTY.
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IIle omma mpoGmema, 3a cioBamu E. Piuapac, momsrae y BiICyTHOCTI
crinpHOTH KopucTyBauiB TikTok, ski roTtoBi BukpuBaTH (Qelkn Ha
TTaTPOPMI.

Biitna pocii npotn YkpaiHu mpu3Beia OO MOSBH B IHTEPHETI BipyCHUX
(efikoBux Bimeo 1 (oTO, SAKI AKTHBHO PO3MOBCIOPKYIOTH KOPHCTYyBadi
comiampHUX Mepex. PaxiBenp 3 nesiHdopmarnii  MapianHa Crpidr
(Marianna  Spring)  (https://www.bbc.com/ukrainian/features-60734162)
HaJana TaKi Iopajay 3 TOro, K BiAPi3HUTH (deiiku mpo BiliHy B YKpaiHi Bia
MpaBau:

1. IlepeBipTe, KoM came 3HSIM T€ YU iHIIE Bifeo. ABTOPH 0aratbox
(heliKOBUX pOJIMKIB HAMAararThCsl BHIATH 3a HOBI Ti Bifeo, MO Oyiu
3po0neHi mix 9ac iHIMMX KOHQIIKTIB. 3aBXKIU NepeBipsiiTe, Y € O3HAKH
TOTO, 0 Bigeo crape. Google Maps nomomoxke 3'aCyBaTH, 9d NIHCHO BiJlco
3HSUIM TaM, /€ KaXe aBTop. A 3a JONOMOIOI0 3BOPOTHOTO IIOLIYKY
300pakeHb, SIKi € Ha HU3LI BeOcaiiTiB, MOXKHa T00AUNTH, UM MyOITIKyBaJIX 1ie
Bizieo/oTo paHimre B iHTEpHETI. SIKIO Tak, e TOYHa 03HaKa TOTO, 0 Horo
MepepoOMITH 3 TIOTIEPETHBOT O,

2. XT1O myOJNiKye KOHTEHT 1 4oMy. 3aBXKIW 3BepTaiiTe yBary Ha Te, XTO
myOJiKye TOM 4M IHIIMH KOHTEHT — 1 YM MOXKHA BB@KAaTH L€ JDKEPENOo
ABTOPUTETHUM M TakuM, SKOMY MOXHa HOBipaTH. [lesxi ¢eikoBi Bimeo
PO3MOBCIOJKYIOTh Ti, XTO MparHe OTPUMATH SKOMOTa OUIbIIE «IIepiBy» i
«IaikiBy. [HII HamaraloTbCs y Takuid cCIOci0 TPOCYHYTH CBOi BiacHi
MOJITHYHI TOTNIAAN abo CiATH CYMHIBH 1 TpUBOTY. Y 0araTtbox 3 HHX Majo
abo0 30BCIM HeMae€ MiAMHCHUKIB, HAa CTOPIHIII CTOITh He ocobucTe (GoTo, a
B3SITE 3 IHTEPHETY, a iM's — HaJTO 3arajibHe, 1100 TOYHO BCTAHOBHUTH 0CO0Y.
ABTOpH TaKWX aKayHTIB IOYAIM BHKJIAJATH JOIHCH JIUIIE IICIS TMOYaTKy
BTOPTHEHHS. BaXkko cka3aTd, XTO B3araii BeJle Ii 00JIIKOBI 3aIiCH.

3. Hdymaiite mepen TWM, SK HATHCHYTH Ha «miep». Bimeo Ta ¢oro, mo
PO3IOBINAIOTh NP0 BiliHY, YacTO Ay)Ke CTpallHi ¥ BUKIMKAIOTH y JOACH
EMOIIIHY peaKIliio, sKa MPUMYINY€E IX OJpa3y MiIUTHCS HUMH, HaBiTh 0e3
JIOJATKOBUX TepeBipok. [lesindopMartis po3moBCIOKY€EThCS TyXKE MIBHIKO
caMe TOMy, IIO I aBTOPHM HAMArarThCs CKOPUCTATHCSA EMOIISIMA Ta
ynepemkeHHs MU, | HOeThCsl HE IMIIe PO HETaTWBHI €MOIlii — IHKOJIH
OOHAIIMIUBI icTOPii TaKOXX MOXKYTh CTaTH BipyCHUMHU. BOHM migiiiMaroTh
OoloBuil ayX, ajie YCKIAJHIOKTH PO3YMIHHS TOrO, IO BigOyBaeThCs
HacIpaB[i, # cpusAoTh Xaocy. ToMy Tpeba po3yMiTH — YOMy T€ YH iHIIE
JOKEPEJIo I0Ch TOBOPUTH Ta YH MIATBEPKYETHCA e JOKa3aMHU.

OdeBUAHO, IO HUHI MPOIeC MOMMUpPEHHs (eHKiB B iHQOpMAIifHOMY O
CTaB OJHUM 3 pi3HOBHAIB iH(opmauiiinnx onepauiii (I0) 31 Bcima ix
BJIACTUBOCTSIMHU:

1) BHCOKOIO CTYITIHHIO MOJIOHOCTI TEKCTIB, HE OyAyuH iX TOUHHUMH KOTIiSIMHU;
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2) momupeHHS TEKCTIB BifOyBaeThCs 3a KOPOTKHH iHTEpBam dacy, IO
JI03BOJISIE PO3TIISITH X AK HOBY 3HAUHY IOJIIO;

3) mxepena, Mo MyOJiKYIOTh Ii TEKCTH, € MAJIOBIIOMUMH, PETiOHATEHUMH
abo cremianizoBanumu 3MI. Ix mosBa y Benmmkux iH(MOpPMALIHHEX
areHTCTBaX MOJKJIMBA TUTBKH MiJ] yac macuBHOI ¢asu 0.

Hapasi oxHi€ro 3 MOMyJIApHUX METOMUK igeHTU(iKalil (HeHKOBHX HOBHH €
rpadosa Monenb nomupeHHs ¢etikis [14], y BIAMOBIAHOCTI 3 KOO HOBUHHE
TMIOBiIOMJIEHHS BKJIIOYA€ B ceOe OBHUI TEKCT, Yac OMyOIiKyBaHHS, JXKEPEo
3MI i 3HaueHHs TeMaTW4HOro Kiacugikaropa. OIIHIOETBCS YHCIIO
MOBiJOMJIEHb BH3HAYECHOTO THUITY Ta 3MICTY B PiBHI IPOMIXKKH 4acy. SIKiio ix
KIJBKICTh  OLNbIIE TOPOTOBOTO 3HAUYCHHS, POOWUTBhCS BHUCHOBOK PO
MpoBeICHH iH(opMamiiHoi onepariii.

JuHamika 3MIHM  KUIBKOCTI  TOBIJOMJICHB Mifl 4ac  MPOBEICHHS
indpopMarifiHoi  omeparii  BIiANOBiZAa€  3aKOHY 3MIHM  XapakTepy
iH(opMaLifHUX MTOTOKIB 32 0OpaHuii mepiox (puc. 6.1).

Ilig gac akTUBHOI (a3 MyOIIKYIOTBCS CXOXI TOBIIOMIICHHS B Pi3HHX, SIK
npaBwio, ManoBimomux 3MI. OCKUIBKH TOBIZOMIICHHS 3 SIBISIOTHCS
BIIPOJIOBXK KOPOTKOTO MPOMIXKY 4Yacy, CHCTEMH MOHITOPHUHTY 3aco0iB
MacoBoi iH(poOpMaIii cHopuiAMarOTh IX SK TOBIIOMICHHS TIpO HOBY,
nonyJsipHy mojiro/HoBuHy. Ilin yac macuBHOI (a3u yactuHa iHmmx 3MI
pearye Ha TOBIJOMJICHHS aKTHUBHOI (a3u iHdopmarmiinoi omepamii. Tum
CaMHM ayAUTOPist 30LIbIIyeThCs, a eekTHBHICTE 1O migBHITyeThCS.

JInst gocmiKeHHS BUIIEHABEICHOT Mojaedi y poboti [15] Oymo obpano
HOBUHY-()EHK IIpO MNPUYETHICTh YKpaiHCchbKoro 3aBoay «lOxmarn» 0
BUPOOHUITBA Ta TMOCTaBKH saepHuX paker it KHIAP. [ns doro
BUKOPHCTOBYBAIIUCS IHCTPYMEHTH BeO-aHAIITHKH, MAPCHHTY HOBHUH Ta RSS-
JlaHUX HOBMHHOI cTpiuku 3a mepiox (3 01.08.2017 mo 31.08.17) OcHoBHa
imes Oyma HacTymHOIO: OyAayeTbcs Tpadik 3MiHH 1HTEHCHBHOCTI TOSIBH
HOBUHH (32 KIJBKICTIO B OJWHMIIO 4Yacy) 1 TOPIBHIOETHCS 3 3aJaHUM
mabaoHoM. Y pasi ix 30iry poOHTbCS BHCHOBOK NP0 (haKT MPOBENCHHS
iH(opMariitHo1 oneparii.

B pesymnbrarti mocmimkeHHs Oynu 3i0paHi JaHi MPO KiTBKICTh pe3yibTaTiB
IIOJICHHOI TOIIYKOBOI BHJadi 3a 3alWTaMH, [OI0 MICTHIAM KOMOiHawii
kiarodoBux ciiB: «KHIAP», «IliBniuna Kopes», «Ykpaina», «pakera(n)»,
«BUT'OTOBJICHHS» TOINO. ByB 37iificHEeHMI MONepeHii CHHTaKCUYHMI aHai3
Ta AaHami3 pENEBaHTHOCTI OTPUMAHMX HOBHUH JUIA  BHKIIOYCHHA
He3aJ0BUIBHUX a00 HEeBIANOBIIHMX 3a 3MmictoM pesyibTariB. Ilicis
OTIPAIIOBaHHS OTPUMAHUX NaHUX OyB moOynoBaHUH rpadik 3MiHH KiTBKOCTI
MOIIYKOBUX BHa4. Pe3ynbraT HaBeleHO Ha puc. 6.2.
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PucyHok 6.1: J/lnHamika KiTbKOCTI TEMATHIHUX TIOBiIOMIICHD

3a I0TOMOT0I0 OTPUMAHOTO TPadidHOTO MPENCTaBICHHS BAAIOCS BUIIIUTH
yCi THITOBI €Tamu, 1110 BIACTHBI 3iCHEHHIO iH(pOopMaIliitHuX omnepamii: (GoH,
eTany 3aTUIINISI Ta MiATOTOBKH, a TaKOX €Tall aTaku, SKWH rependavae
(dhopcyBaHHSI TOSIBU HOBWH, IO MIiCTATH BU3HaUeHe (PeHKOBE MOBiTOMICHHS.

OTpumaHuii pe3ynbTaT MiATBEPKYE KOPEKTHICTH TpadoBoi Momeni
mommpeHHsT (¢eikiB, a came: (GOH (HU3BKUI TOIIYKOBHHA IIOMHT 3a
KIIFOYOBMMHU ~ CJIOBaMH), TIONEPEIHE 3aTHINMISL, MIATOTOBKAa  (CILIECK
MOMYJIIPHOCTI  3aITUTy), 3aTUIIIIS, araka (3HAYHMH CIUIECK 3alHMTOBOi
MOIYJIAPHOCTI HOBUHU), peTlaKcarlis.
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Pucynok 6.2: /lnHaMika KUTBKOCTI TEMaTUYHUX TOBIIOMIICHB IIiJT 9ac
iHopmariitHoi oneparii

I'padiune mnpencraBneHHS 3aJISKHOCTI KUIBKOCTI HOBHH Big wacy
nmpoBeneHHs iH(opMamiiHOiI omepamii, B SIKOMYy YiTKO pO3Mi3HAIOTHC

140



BIAMOBIZIHI eTanu, MiATBEp/PKYe TOW (akT, 10 HaBEACHUH METOA
inenTudikamii GerkiB mae rapHi pe3ynbTaTH.

OcHOBHMMH Cy0’€KTaMH MTPOBEIEHHS iH(OPMAIIITHO-TICHXOJIOTI9HOI BiitHH €

[15]:
1. KepiBHUIITBO iHO3EMHUX JICPIKAB,;
2. Crieniciy>xO1 iHO3eMHHX A€pXKaB Ta i areHTypa;

3. 3acobu MacoBoi iHdopMarrii (IHO3eMHI Ta MiAKOHTPOJIbHI
BITYM3HSHI);

4. Heypsmosi opranizamnii (iH03eMHI # i AKOHTPOIBHI BITYU3HSIHI);
5. InTepuer-pecypcu.

Takum uynmHOM, Hapa3i TeMa iH(QOPMALITHO-TICUXOJOTIYHUX BIHH €
aKTyaJbHOIO, a/UKe iHdopmamis craja OJHMM 3 HAWJOPOXKYUX Ta
HaWBaKJIMBIMIKMX IHCTPYMEHTIB, 33 JIOITIOMOTOI0 SIKMX MOJKHA BIUIMBAaTH Ha
Oe3meky ocobu, cycminecTBa Ta JepkaBu. B ymoBax (opmyBaHHA
iHpopMaLiitHOro cycninbcTBa iH(OPMAIIHHO-TICUXOJIOTIYHI onepauii €
HaHOUTBII eEeKTHBHUM 1 YHIBEpCAILHUM 3acO00M peai3allil 30BHIIIHBOT Ta
BHYTpIIIHBOT TMoiTHKH. HuHi iHGOpMaIiHO-TICHXOJIOTIYHE MPOTHOOPCTBO
MPOHU3Y€E BCi (OpMH OOPOTHOU: TUILIOMATHYHOI, €KOHOMIYHOI, BOEHHOI
tomo. Omxke, iHpOpMaLiilHO-TICUXOJOTiYHA BiliHA CHOTOJHI BHCTYIAE
BCEOCSDKHOIO, IITICHOIO CTpaTerielo, fKka IOKa3ye BCIO 3HAYUMICTb
BOJIOJIHHA iH(OpMaIi€lo B Aep>KaBHOMY YIIPaBIiHHI 1 € CTAHOBHM XpPeOTOM
MOJITHKY HAI[lOHAJIBHOI Oe3IeKH.

6.2. I[IpakTU4Ha peaJsti3anisa pe3y/bTaTiB MOAE/JTIOBAHHSA

Menmanvua 6itina € HaWOUIBII MacOBaHMM 1 HEOE3MEYHUM THUIIOM
iHpOpMaLi{HO-TICUXOJIOTIYHMX ~ BiH, 110, 30KpeMa, 3IiHCHIOITHCS
TPUBAIMI Yac pocielo MpoTH YKpaiHu. Meta iHGOpMaIiifHO-IICHXO0IO0TIYHOT
BifHM — TIPOMHUBKAa Mi3KiB Ta pedOopMyBaHHSI TPOMAICHKOI IYMKH Y
notpibHOMy pycii. Ha BiaMiHy Bia TpaauUiifHOT BilfHH, KOJH apMisi BOIOE 3
BIICBKOM BOpOra, iH(QOPMAIiHO-ICUXOJOTIYHY BifHYy [16] BeayTh mpoTu
MIJIBHOHIB IIUBLIIBHOTO HaceeHHs. BoHa 3iHICHIOETHCS K Y MUPHHH, TaK 1y
BOEHHHMI Yac. 30KpeMa, METOK POCIHCHKOi arpecii mpoTu YKpaiHH € He
MPOCTO 3arapOaHHS TEPUTOpid, a ¥ 3HUINEHHS Hamoi HaI[iOHAIBHOT
imenTruHocrti [17].

Mu po3rismaEMo KaTeropilo «MEHTalbHa BilfHa» SK CKIagHy CHCTEMY S,
1110 TOPOJDKY€E HU3KY BaXKJIMBHUX MPOOJIEM HAIlIOHATIBHOT Oe3MeKu:

S=(AR,Z),

e A — MHOXHHA il migcucTeM i eeMeHTiB, R — MHOXHHA BiJHOIIEHbL MIX
HUMH 1 Z — MHOXHAHA LIJIEH CHCTEMH «MEHTAJIbHA BIHAY.

141



Po3B’s13aHHS TakuX NPOOJIEM € KIIFOYOBHUM 3aBJaHHSM CHCTEMHOTO aHaji3y.
Mertooorisi CHCTEMHOTO aHaJli3y TOJNITHKA iHpopMamiiHol Oe3meku,
MOB’SI3aHOI 31 BUKJIMKaMH Ta 3arpo3aMU «MEHTAJbHOI BIfHW», 3amo3udye i
IHTErpye JOCBiJ 0arathOX TUCHUILIIH: MOJITONOTI, IICUXOJOTT, COIIOOTIT,
KyJIbTYPOJIOTii, )KYypPHAIICTHKH TOILIO.

Y poboTi METOmOJOTiI CHCTEMHOTO aHaNi3y IIOJITHKH iH(pOpMaIiitHOT
0e3meKu, IOB’SI3aHOI 3 «MEHTAIBHOI BIMHOKO», PO3IJISIAETHCS I1'SATh
npouenyp, W0 YTBOPIOIOTH iH(opMaliiHO-aHamiTHYHUE 1ukn  [18]:
CMpYKmMypyeanusi npoOieM, NpPOSHO3YEAHHs, PEKOMeHOayis, MOHImopume,
OYiHio8aHHA. Y CBOIM CyKYHMHOCTI Wi IIATh 1H(OPMAIifHO-aHATITHIHHX
mporieayp ©0a3yloThCsi Ha HH3II cHoenu(iuHuX METOMIB 1  METOAUK
CHCTEMHOT'0 aHaJi3y.

[NoniTrko-aHANITHYHA TIPOIIEYpa «CMPYKMYPYEAHHA NPoOIeMUy» € TIEPIIAM
KPOKOM CHCTEMHOTO JIOCTIJKCHHS CKJIaJHOI CHCTEMH «MCHTAIbHA BiliHAY,
mo mnependadae HagaHHs iH(opMmaiii Nmpo yMOBH, IO HOPOKYIOTH
po0sieMu 1 MOTpedye BU3HAUSHHS MOHSTTS «HAIlIOHATLHIN MEHTATITETY.

ITin TOHATTSIM «HAYIOHATLHUL MeHmAaximemy», BPAaxXOBYIOUH PE3YNbTATH
MONEPEHIX OCHUKEHb, MH PO3IJIIJAEMO IHTETPAIbHY XapaKTEPUCTHKY
HApOIy, SKOMY BJIACTHBa II€BHA CYKYIHICTh COIIaJbHO-IICHXOJOTTYHUX
HACTAaHOB Ta HABUYOK CBITOMOCTI, III0 € XapaKTepHUMH I Tiei abo iHmIo1
KYJIBTYPHOI CHUTBHOTH ¥ YITKO MPOSBISIOTHECS Y THIOBIH TOBEMIHIN JFOICH
4yepe3 CTePEOTHIH CIIPUHHATTA Ta peakuii [19-21].

CrpyKTypHUi aHami3 (QYHKLUIOHYBaHHS BEJIMKOI cucreMu mependaydae
po3yMiHHS i cKilagy, a came TiAcucTeM ¥ eneMeHTiB. JIJi1 CKIagHOl
CHUCTEMH «MCHTaJbHA BilfHA» TaKUMH MIJICUCTEMaMHU €: MO6d, KYibmypd,
gipa ¥ icmopuuna nam'asme. EneMeHTaMH HaHOl CHUCTEMH, IO €
HaMEHIIUMH ¥ HEMOMUIbHUMH CKJIQJOBUMH 3i CBOIMH BJIACHUMH
aTpuOyTaMU: BIpYBaHHS, YIHHOCMI, YCIMAHOBKU, CIMEPeomunu, HOpMu Ta
mpaouyii.

3a [I0MOMOror  MOJIITHKO-aHATITHYHOI  HpOLENYpU  CTPYKTYPYBaHHS
npo0IeMn MU OTpUMAaH iepapXidHy TrpadoBy MOJAENb CKIAIHOI CHCTEMH
«MEHTaJIbHa BiliHa». B3aeMomis 1 B3a€MO3B’A30K IIIICUCTEM il €JIEMEHTIB
JTAaHOT CHCTEMH TMOPOJDKYIOTh ii OCHOBHY EMEPJKCHTHY BIIACTHBICTH —
HayionanoHul menmanimem (puc. 6.3).

[MonmiTuko-aHAMITUYHA IPOLIEAYPA KNPOCHO3Y8aHH:» Halae iH(HOPMAIIIO PO
MaiOyTHI HACHIAKM il 3riAHO 31 3aIpOTOHOBAHWMHU aJIbTEPHATUBAMH
(cuenapisiMu) HomiTHKK Oe3neku. it JaHOro KPOKY aHaliTHYHOTO LIUKITY
BOXJIMBY pPOJb BigirparoTh iepapxii, SKi € OCHOBHMM 3acOo0OM MOy
JIFOIWHOIO PEANbHOCTI Ha TPYIIH Ta Ki1acH [22].

142



Pisens 1 HAIIOHAJTBHUA MEHTAJITET

|
|| | | |

Icropnuna
nam’sitb

PiBenn 2 Mosa Kyabtypa Bipa

PiBens 3

BipyBanus
HinnocTti
YcranoBKH
CrepeoTunu
Hopmn
Tpagnuii

Pucynok 6.3: Iepapxiuna Mozens ckiiaaHoi cuctemu «HarioHamsHAN
MEHTAIIITET»

Jlana iepapxiuHa MOJIeNb — II¢ MEBHA aOCTPAaKIlisi CHCTEMU, MAaTEMaTHYHE
JIOCHI/DKEHHS SIKOi, KUJIBKICHA OITIHKA TPIOPHUTETIB aJbTEPHATHB IOJITHKH
Oe3meKn 3MIHCHIOETHCS 3a JOIIOMOTOI0 METOTY aHawii3y iepapxiit (MAI).

Buknuky Ta 3arpo3w, 10 BHHHKAIOTH y CydacHOMY iH(oOpMamiiHOMY
OPOCTOpPI  Ta CYCHUIBCTBI, 3YMOBIIOIOTH HEOOXIAHICTH pO3pOOKH Ha
00’€KTHUBHMX 3acajax xo4a O TNpHOIM3HUX CIEHApiiB TOTO, IO
BinOyBaeThcs. JI IbOTO MOXHA CKOpHCTaTHCS mponexyporo MAIL i
MOJXKHAa BHMKOPUCTATH JJIsl JOCTIMKCHHS Ta KINBKICHOI OLIHKK B3a€MOJIl
@JIEMEHTIB 1 MJCUCTEM, a TAKOX iX BIUIUBY Ha CUCTEMY 3arajoM.

Y MALI pearnizoBaHo pyX i3 BEpIIMHU JO TMiJACUCTEM 1 €JIEMEHTIB, KOJHU
€JIEMEHTH KOXKHOTO HHIOTO PiBHS TNepeOyBaloTh IiJ] BIUIUBOM EIIEMEHTIB
IHIIOT Tpymud — BHUIIOrO piBHA. 3AiliCHEHMH y Takui cmocid mporec
TUTaHYBaHHS CIIEHApiiB Ja€ 3MOTY ITiABHUIINUTH SIKICTh PO3yMHHUX HPHUITYIIEHB,
BU3HAYUTH SKAMH MOXYTh OYTH HACIIAKH, SIKIIO BA PU3UKHETH IiSTH 3T1THO
3 OUMHU TPHUIYIIEHHSAMH, B SIKMX BHIQJKax Led pH3UK MoOxe OyTu BiH
BurpaBaanuM [23]. MAI Moxe cTaTH CHUCTEMaTHYHOIO MPOIEAYPOIO s
YXBaJICHHSI ONITUMAJIBHUX PIllIEHb MPH CIICHAPHOMY TIJIaHYBaHHI MEXaHi3MiB
OpOTHAIl  MEHTaJbHMM  BilfHAM, a TaKoXX HAYKOBO-METOIUYHUM
3a0e3neYeHHAM [UTA YIIPaBIiHHSA iH(GOpMaiHHUMA PU3HKAMH.

3a JOMOMOTOI0 CTPYKTYPHOTO aHali3y CHCTEMH «MEHTalbHa BiffHa» MU
OTpUMaJHN 3HAHHA Tpo 11 cknax i ctpykrypy. OnHade, Takui MiAXix HE 1ae
3MOTH PO3MVITHYTH HACIHIJKH pealizalii pi3HUX CLeHapilB aepKaBHOL
MOJNITHKKA iH(pOpManiiiHOT Oe3MeKn SIKIIO CKIaJOBi CHCTEMH pO3IIISIATH
okpemo. CucrteMH € IUIICHUIMH CYTHOCTSMH, IIOBEOIHKY SKHX BaKKO
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nependauuTH. I1X  (QYHKIIOHYBaHHS MOPOJKYE HOBI  eMepKEHTHi
BIIACTHBOCTi, IO BUXOMATh 32 MeXI IXHIX OKpPEeMHX CKJIaJoBHUX [24].
OCHOBHHM  MeXaHi3MOM  (YHKIIIOHYBaHHS  TaKHX  CHCTEM €
3arajJbHOCHCTEMHUI MEXaHi3M 3BOPOTHOTO 3B’SI3KY. 3TiJIHO TAHOTO 3aKOHY
iICHye BIUIMB pE3yJIbTaTiB (PYHKIIOHYBAaHHS CYCIIJIbCTBA, BKIIOYAIOUH
€JIEeMEHTH, 3B’ SI3KH, BIIACTUBOCTI, BIJIHOIIIEHHS Ta 3MiHH, Ha BCIX HOT0 YJICHIB
[25]. Tomy, 3 mormsmy iH(opmauiiiHoi Oe3neku, 3anpONOHOBAHA BHILE
iepapXigHa MOJEJb MOPOJKYE TaKy BXKIIHUBY, IS iH(GOpMaIiiHO Oe3meKw,
KaTEeTOPII0 CYCIIIBCTBA K «IOCHMUUHICIIb ).

[NoniTuko-aHANITHYHA TIPOLIEAypa «pekomMeHnoayisy Hamae iHGOpMaIio mpo
BITHOCHY IiHHICTh a0 IliHy MaliOyTHIX HACTiIKIB y MpoOIeci po3B’sI3aHHI
abo mocmabieHHs TmpoOieM iHQopMariifHOi Oe3meKd, IOB’s3aHOl 3
BUKJIMKaMH 1 3arp03aMH «MEHTaJILHOT BIHHI».

MeHTanpHICT Ta 1AEHTHYHICTH 3a 3HAYEHHAM € ONM3BKAMHU 1
B32€MO3ATICKHUMU MOHATTSIMU. Kpoc-(hakTopHuii aHaii3 CKIaIHOT CUCTEMH
«MEHTaJbHA BilfHA» BAXJIMBHH TOMY, IO poOOTa EKCIEePTHOI TPymNH
CTHUMYJIOE IDTHI JAWUCKycCii TIOJO pEeKOMEHHAIi, SKi CTOCYIOThCA
HETaTMBHUX HACIiAKIB BOPOXKOI INpomaraHId Ha MEHTAJIBHICTh Hapoay.
MeHTaIBHICTh IHTETpY€E HAIli0, POOHUTH I HEMOBTOPHOIO CaMOOYTHBOIO,
BiJIpI3HSE BiJ] HIINX, CKJIAa€ OCHOBY HAIlIOHAIBHOI 1ICHTHIHOCTI.

Hayionanena idenmuunicms 0O3Hada€e CyO’€KTHBHE BIiIUyTTS JIIOAWHA
HaJIeKHOCTI 10 TEBHOI JepKaBM YM Haulil. [aeHTHdYHICTH BHCTYymae sk
o6’extuBarist  MeHTambHOCTI [19]. OcHOBHI MeXaHI3MH  TPOTHIIT
iH(pOpMAIITHAX 3arpo3, OB’ A3aHi 31 BUKIMKAMU W 3arpo3aMy «MEHTaJIBHOL
BiliHW», MalOTh OyTH CIPSIMOBAaHMMH Ha 3aro0iraHHs KpWU3M Hal[lOHAJIbHOI
1IEHTUYHICTI.

3a paxyHOK MAacoBaHOTO BHKOPHCTAHHS pPOCI€I0  MAaHIMyISTHBHUX
TEXHOJIOTiH, Ha pa3i iCHye peajbHa 3arpo3a (OpPMYyBaHHS allbTEPHATUBHOI
HAIllOHAIBHOI «iAEHTUYHOCTI». PexomeHmarmii momxo0 OCHOBHMX MEXaHi3MiB
BiJIBEpPTAaHHS KPU3H HAIlIOHAJILHOI 1IEHTHYHICTI, TIOB’A3aHO1 31 BUKIMKAMH i
3arpo3aMu «MEHTAJbHOI BiifHI», MalOTh OYTH 3aCHOBaHNMH Ha Pe3ylIbTaTaxX
Kpoc-(aKTOPHOTO aHallizy, B MepIly uepry, B3aeMoAii pi3HMX 3MiHHHX
«JOTHUPUKYTHUKY» (MOBa, KyJbTypa, Bipa i iCTOpHYHA mam'sTh), a TaKOX
BUSBJICHUX TPEHMAIB Ta TeHICHHiH iHpopMmamiiiHol # iHpopMaliiiHo-
[ICUXOJIOTIYHOI O€3MeKH.

[NoniTrko-aHANITHYHA TIpOLIEAYypa PEKOMEH AT 1010 KPH3H HalliOHAIBHOL
IICHTUYHICTI BKpall BaKJIMBA, OCKITbKKM KpH3a BHUKJIHKAE CEPHO3HI
JIECTPYKTHBHI IPOIecH B cepi IMIHHICHUX HACTAHOB, KYyJIbTYPHHUX TPaJHIIii
CBITOTTISIIHUX 3acan icHyBaHHs HaceneHHs [20]. Cnabka HamioHanbHA
IIEHTHYHICTh MIPHU3BOAUTH 0 CEPHO3HUX MPo0IeM 3 HAIlliOHANBHOI OE3MeKH.
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KpaiiHiit BUIasiok Toro, 10 40ro MO>ke IMPU3BECTH BiACYTHICTh HAIlIOHATIBHOT
IICHTUYHOCTI — TIe PO3TaJ Iep’KaBU Ta TPOMaITHChKA BiliHA.

OCHOBHHMM 3aBIAaHHIM MOJITHKO-aHATITHYHOI IPOIIETYPH «MOHIMOPUHEY, K
CHCTEMH TIIOCTIHHOTO CIIOCTEPEKEHHS 3a SBHIIAMHM 1 MpOLEcaMH, IO
MOB’S13aHi 3 «MEHTAIBHUMHM BillHaMWU», € crierudikariis TisIbHOCTI CHCTEMH
3abe3neyeHHs iH(pOpMaIiiiHOT Oe3leku, CIpsSIMOBaHOI Ha OOTPYHTYBaHHS
VIPaBIIHCHKHX PillIeHb MOA0 OE3MeKH 0COOHU, CYCIiIbCTBA Ta AepkaBu. s
4Oro BHKOPHUCTOBYEThCS KpOC-(PAKTOPHHMI aHAmi3 A JTOCTIIKCHHS
CKJIQJIHUX COLIO-KYJIbTYPHHX CHCTEM.

Kpoc-akropuuii aHamiz [03BOJISIE  aHANI3yBaTH B3aEMO3B’SI3KH  MiX
3MIHHUMH Y «9OTUPHKYTHHUKY» (MOBa, KyJIbTypa, Bipa i icTOpUYHa aM'sTh),
3pO3yMITH SIK Pi3HI TeHJeHIlii a0 MoJii BINIMBAIOTh OJHA HA OJHY, & TAKOX
BUSBHTH HOBI TpeHmu. [Hpopmaris, oTpuMaHa 3a JOIOMOTOI0 KpoOcC-
(hakTOpHOTO aHaNi3y, HAAE€ JONATKOBY KAapTHHY B3a€MO3B’S3KIB TPEHIIB i
3MIHHHX, 10 BXKJIMBO, KAPTHHY 3aJIKHUX 1 HE3aJICKHNX YUHHUKIB BOPOIXKOT
Ipomaraniy, ii pyxoMmux i pymidHux cmi. Kpoc-daxropuuii aHami3 — BKpait
BOXIMBHHA METON BH3HAYCHHS KIIOYOBHUX 3MIHHHX 1 TEHICHIIH, sKi
HETaTMBHO  BIUIMBAIOTh HA  IAGHTHYHICTD HApPOAy Yy  pe3yJsbTati
MpPOTAraHANCTCHKUX KaMITaHiH.

Jn1st IpakTHYHOTO 3aCTOCYBAaHHS KpOC-(DaKTOPHMI aHAIIi3 € OBOJI IPOCTUM
METOJIOM, IO 3JIHCHIOEThCS HEBEIMKOK IPYIOI0 EKCIIEPTIB 1 BKIIIOYAE
HacTymHi 6a30Bi kpoku [26]:

1. CxiacTv CHHCOK TpeHAiB a00 0a30BHX 3MIHHHUX, IO aHAJI3yIOTHCS.
Ilpu YoMy 4YacTo KOPHUCHO BH3HAYaTH 3MiHHI SIK TPEHIH, IO MIiIOTH Yy
MEBHOMY HalPSIMKY.

2. Ckiactu cxemy ( puc. 6.4) i 3aHECTH y CITUCOK TPSH/IU Ta 3MiHHi.

3. 3amoBHHTH KOXHY T'pPaTKy OIIHKOIO CTYIICHS BIUTUBY TpeHIy A Ha
TpeHn B (NO3UTHBHE, HEraTHBHE, BIJACYTHIM IUIMB) 3a IIKaJOK Bix —2
Jo0 + 2.

4. TlopaxyBatn CyMHu aOCOJIOTHHX 3Ha4eHb OI[IHOK B psmaX, sKi
MOKa3yl0Th, HACKUIBKY 3HAYHMM YMHHUKOM € JlaHa 3MiHHA, TOOTO y sIKiii
Mipi BOHa BIUIMBAaE Ha iHII 3MiHHI. CymMH aOCONIOTHUX 3HA4EHB OILIHOK Yy
CTOBIIIISIX ITOKA3yIOTh Mipy 3aJIS)KHOCTI KOXKHOT 3MiHHOI.

5. KinbkicHi OLIHKK TpPEHNIB HAHOCAThCS Ha miarpamy (puc. 6.5),
OJIHI€I0 3 OCeH SIKOT € CTYMiHb 3aJIE)KHOCTI, 1HIIIOK0 — CHJIa YAHHHUKIB.
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3MIHHI

TPEHM Bipyeauns | Hinnocti | Hacranosn|Crepeornnun|  Hopmn Tpanuuii | CYMA

| 1 2 3 4 5 6 7
1 | Bipysauus -1 2 1 2 0 6

T Cammit
2 innocTi 1 2 -1 2 1 7 € CHABLHUIT
3 | Hacranosn 2 0 2 1 -1 6
4 Crepeornnn 0 2 1 1 1 5
5 Hopmu 2 2 -1 1 0 6
6 | Tpagmuit 0 1 2 2 0 5
7 CYMA 5 2 2 7 6 3

i

Cama 3a7exHa 3MiHRA

Pucynok 6.4: [Ipukinan Matpuni Kpoc-(hakTOPHOTO aHalli3y OCHOBHHUX

TPEH/IIB BIUTMBY NpOTaraHin Ha HAlliOHAJIBHY iICHTUIHICTh

Sxmo npouenypy Kpoc-(GpakTOpHOTO aHAII3y 3IMCHIOBATH MEPIOANYHO, TO
MO’KHa OTPHUMATH YiTKY TUHAMIYHY KapTUHY OCHOBHUX TCHJCHIIIH 1 TPEH/IIB
BIUIMBY BOPOXKOI IPONAraHAd Ha IiAGHTHYHICTh Hapoxy. Ilpum npomy
MOHITOPHHI' MO’KE BUKOHYBATH HACTYITHI (DyHKIIIT:

— )y3e0001ceHocmi: YW Y3TOIDKYIOTBCS 3aXOJu Ta Ji CHUCTEMH
3ape3mevyeHHs  iHGopMmamliiiHOT Oe3mekm 31 mpoueaypamm i
CTaH/IapTaMH, BCTAHOBJICHHUMH JIep>)KaBHUMHU OpraHaMH;

— ayoumy: BU3HAYUTH, 9M TiIICHO pecypcH Ta MEXaHI3MHU BiIBEpTaHHSI
iHpopMaIifHNX 3arpo3, OpIEHTOBaHI HA II€BHI IIJIbOBI TPYNH i
JIOXOJAITH JI0 HUX;

— nosichenHs: Hajae iHGOPMAIIIO, IO JOMOMArae MOSCHUTH, YOMY
HACIII/IKM albTepHATUB iHPOPMAIIiHOI MOJIITHKY Ta TIporpam Oe3neKn
BIZPI3HSAIOTHCS;

— 36imyeanHs: Hamae iHGOPMAILIO, IO JOMOMArae CKJIAJaTH 3BIT MpO
3MIHH y CYCHINBCTBI, SKi HACTAIOTh IICJIA TPAKTHYHOI peamizamii
IIHPOKOTO KOMIUIEKCY albTepHATUB iH(OpMAmiiHOI TONITHKH Ta
nporpam Oe3MeKH Miclisi IEBHOTO Tepiojy.

TToniTuko-aHamITHYHA TPOTIEYpa KOYiHI08aHHA» Haaae iH(OpMaIlito Mpo
IIHHICTH a00 MIHY HACTIJIKIB IisTTbHOCTI CHCTEMH 3a0e3IeUeHHs MPOTHIIT
iHQopMaIlifiHKM  3arpo3aM, 3aCHOBaHy Ha aHalli3i KOHTPOJBHHUX
IHIUKATOpiB, Yy Tpoueci po3B’si3aHHS abo MocnabJIeHHS TOCTPOTH
npobiemu iHpopManiitHOT Oe3meKH.
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3anexncni aminna 36’ asani aminni

A6monomHi 3MIHHI Pyuwuitini 3minni

3anexuicTb
S

Pywiiina cuna

PucyHnok. 6.5: Ilpuknaa kpoc-pakTopHoi aiarpamu

[IoOn 3’sicyBaTH, YW HACHpaBli CHCTeMi 3a0e3MeYeHHs BAAIOCA TOCITTH
[iJIel, BH3HAYEHHMX MOJITHKOI iH(popMauiliHol Oe3rneku, ycmimHe i
BIIPOBA/DKCHHSI Ma€ MIiCTUTH TMiJICYMKOBE OIIHIOBaHHS. MeToJ 3ropTaHHsI
KPHUTEPiiB Ma€ BaXKJIMBE 3HAYCHHS I HECTPYKTYPOBAHUX IPOOIIEM, STKUMH
€ iHpopMaIiliHi BiHH.

KoedinieHTH BaXXJIMBOCTI Yy METO/I 3rOPTaHHS KPUTEPiiB BU3HAYAIOTHCS 3a
JTIOTIOMOTO0 TIPUHIMITY TIapHOoTo mopiBHAHHA MAI. Bin peamizyeTbcs 3a
JIOTIOMOTOFO HACTYITHOTO aJITOPUTMY:

Kpox 1. Kpureii Fy, Fy, ..., F,, yIOpSIIKOBYIOTBCS 32 CTYIIEHEM IXHBOI
Ba)KJIMBOCTI.

Kpox 2. TlopsakoBa mikana 3 k BepOaJIbHUMH TPaJallisiMHI PO3IIIAAETHCS
SIK €ITUHa JUIS KUTbKICHUX 1 SKiCHUX KpuTepiiB. KoskHa Tpajallis mOBHHHA
MaTd 3pO3yMUIMH 1 MJOKJIAJHWH ONHWC BIACTHBOCTEH 1 XapaKTepHCTHK
KpUTepiiB a0 iX OwiHKY (HampuKJaa, BiIMIHHO, ZoOpe, MOraHo TOLIO) i
BIJIMOBIAHO JUTS KOXHOI Tpajallii MOpSIKOBHH HOMep IepeBarn abo 6ai.
PosramyBaHHs Tpanarmiif BiAmoBinae MOPsIKY, KOJMH Haikpamia BepOanbHa
OLliHKa (HANIPUKIIAJ, «9yI0BO») OTpUMYye€ HaiOuTbIMKA Oan, a HaWripma
(HampUKIIaI, «KaxXJIHBOY») — HAMEHIITHHA.

Kpox 3. KinpkicHi 1 sIKiCHI KpuTepii NPUBOAATHCA IO OXHOPITHOTO
BUIUIAAY 1 €IUHOI MOPAAKOBOI ImKamu. J[ms 4oro KOXHHUH KpuTepid (K
KIJIbKICHHH, TaK 1 SKiCHHH) po30MBaeThcs Ha k rpanauiil (piBHIB) Takum
YMHOM, IIOOM 3HA4YeHHS KUIBKICHHX KPHUTEpPiiB 1 BIACTUBOCTEH SKICHHX
KPUTEPIiB ISl KOXKHOI Tpajallii BiMOBITaIy MpUHHATIH BepOaNbHIl mKam i
KiJIbKICHUM XapaKTepHCTHKaM rpajiarii.
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Kpox 4. 3pilicHuTH TOmapHe IOPIBHSAHHA KPHUTEPiiB MiX o000 1
nmoOyIyBaTH MATPUIIO TOTAPHUX TOPIBHIHD KpHUTepiiB. s wmarpwuii
MONAapHUX TIOPIBHSHb BHU3HAUUTH MaKCHMaJbHE BJIACHC 3HAYCHHSA Ta
BIAMOBIZHMI HOMy BIacHMH BEKTOp 1 IpoaHali3yBaTH Y3TrOJUKEHICTH
MaTpulli  MApHUX  MOpPIBHAHBb A PO3PAaXOBAaHOTO  BIJHOLICHHS
y3rompkerHocti (BY). Skmo BY < 0,1, To MaTpuis monapHux MOpPiBHSHb
MOXKE BB@KATHCSA Y3TOJUKEHOIO, IHAKIIe, HEOOXimMHO Oyne MNeperisHyTH
OIIHKY TIOTAPHMX IOPIBHAHD ¥ YTOYHUTH iX TAaKUM YHHOM, IIOO MaTpHILI
MONAPHUX TTOPIBHSAHB CTaNA Y3T0DKEHOIO.

Kpox 5. BusHauntn Koe(iIlieHTH BaXJIHMBOCTI KpUTepiiB. BoHm
JIOPIBHIOIOTH BiATMOBITMM €JIEMEHTaM BJIACHOTO BEKTOPY, PO3PaXxOBAaHOTO Ha
HOMEePeTHEOMY KPOLIi.

Kpoxk 6. CnaboctpykTypoBaHi mpooyieMu YXBaJICHHS pitreHs
XapaKTePU3YIOThC 0araTOKPUTEPIabHICTIO, KUIBKICHUMH W SIKICHUMH
XapaKkTepUCTHKAaMM, IO CYTTEBO YCKIIAJHIOE pPO3POOKY  aJeKBaTHOI
MaTeMaTH4HOi Mojeni. Imes MeTomy 3ropTaHHS KUIBKOX KPHTEpiiB
F\, F,, ..., F, B oguH rimob0anpHUN KpuTepil F mependadae BUKOPUCTAHHS
hopmynu

F=F+F+..+F,

3a yMOBHU HOpMYBaHHA (Q, € [0, IJ):

otoa+...tao,=1.

I'mobGanpHuii  kputTepii F  poO3paxoBYEThCS JJII KOXKHOTO MOXIIMBOTO
BapiaHTy pillICHb.

Kpox 7. Bu3Haumtu Haiminme pimeHHs. BoHO € HaHOLIbIINM
3HAYESHHSM IJI00aIBHOTO KPUTEPIs cepesl yCiX MOXKIIMBUX 3HaYeHb BapiaHTIB
pimreHs.

Merto/ 3ropTaHHs KPUTEPIiiB PO3IIsiIa€ CUCTEMH K €UHE I[iJie, TOCIIIKYE
(yHKITIOHYBaHHS CHCTEM H IX EMEp/DKEHTHI BJIACTUBOCTI. BiH crpuse
MOJIIIICHHIO W KPUTHYHOMY OCMHCIICHHIO I[IHHOCTEH, IIO JIe)KaTh B OCHOBI
BHOOpY IiJICH 1 3aBIaHb, CIPSIMOBAHUX MPOTH 3MiHI iICHTHYHOCTI HApOJy.
Pesynerati, oTprMaHi 3a JIOMOMOTO METOIY 3TOPTaHHS KPHUTEPIiB, MAIOTh
KJIF0YOe 3HA4YECHHS s BUOOPY aJIeKBAaTHUX MEXaHI3MIB MPOTHIIT BOPOXKii
npomaranmi W npesindopmartii. Moxe CHpUSTH BH3HAYCHHIO HOBUX abo
MEPEeTTIHYTHX aJbTePHATHB TOJITHKH iH(pOpPMaLiitHOT Oe3reku, moB’ 13aHo0l
3 «MEHTAJBHUMHU BilfHAMI.

[TporoHOBaHa METO/OJIOTIS CHHTE3y CHCTEMH «MEHTalbHA BiliHa» Hajac
MOJMJIMBICTh ~ PO3B’SA3aHHSI  (YHIAMEHTAJBHOTO THTAaHHA  iCHYBaHHS
YKpaiHCBKOTO HapoAy: «SIK y «JOTHPHUKYTHUKY» (MOBa, KyJlbTypa, Bipa i
ICTOpUYHA TaM'dTh), HE3aJCKHO BiJA pIBHI JWHAMIYHOI CKJIAJHOCTI
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iHpopMaLiitHuX 3arpo3, 30eperty HalloHAIbHY IZICHTUYHICT, sika 00 €HYy€
CYCIIITLCTBO B €nHE Iije»? Hapasi — 1e kimov9oBe muTaHHs iHpOopMaIliiftHol
it iHpopMaNiHHO-TICHXOJIOTIYHOT Oe3IeKH.

6.3. AHaJti3 pe3yJIbTaTiB

Mepexa «MeHTanpHa BiltHa» (mami MB, mus. I1.3.5) — me 3aranpHuUi, ame
MOTY)XKHMH CIoci0 TpeNcTaBleHHS Ta BHMBYEHHS NPOCTUX 1 CKIIAaJHUX
B3aeMOBiHOCHH. [i MOJIeNTI0, PO3pOGIEHOT 3a JJOMOMOT0I0 IeHepaTHBHOTO
MITYYIHOTO 1HTEJICKTY, € HeHapaBIeHu! rpad [26], mepmmM KpOKOM aHAITi3y
SIKOTO € OIliHKa po3mipy. Po3mip Mepexi MB € camMor TOIOBHOIO
XapaKTePHCTHUKOIO MOJIETIi, IO TOPiBHIOE KiJbKOCTI By3miB (N = 378) i pebep
Mepexi (L =712).

Ille oaHier0 6A30BOIO Ta BAXKINBOIO XapaKTEPUCTHKOK COLIAIBHOI MEpexi €
winbHicms — NONS HAasSBHUX 3B S3KIB IOJO iX MAaKCHMaJbHO MOJKIJIMBOTO
qucia B Mepexi. [ HeHanpasieHoi Mepexi IUIBHICTh P JTOpiBHIOE [27]:

L
p =
k (k - 1) /12°
ne L — KimpKicTh HasiBHUX 3B S13KiB (pebep) B Mepexi, k — KUTBKICTh BY3JIiB.
TakuM YMHOM, HIUIBHICTH MOXE 3MIHIOBATHCS BiJl OJAMHHUIIN JO HYJS: YUM
OinbIa B3a€MO3B’A3aHICTh MEPEXKi, THM OJinxkde BoHa 110 1 (TTOBHA Mepexa).
®dakTHYHE YUCIIO 3B’s3KiB HAbarato MeHIIEe OJUHHMIN — y HAIIOMY BHIAIKY
p = 0,01- Ha 1Ba TOPSAAKHE MEHIIIE.

Xoua 3arambHHH  pO3MIp  MeEpexi, i IIUIBHICTE €  [iKaBUMH
XapaKTepUCTHKAaMH, ajle OLIbII KOPHCHOK MO)ke OyTH 1 KOMIaKTHICTh 3
ypaxyBaHHSM pPO3Mipy Ta CTYIEHEM B3a€MO3B’S3aHOCTI. BaximuBum
TTOKa3HUKOM KOMIIAKTHOCTI € diamemp mepedici — HaHOIIbIA TOBKIHA OYIb
SKOTO CaMOro KOpPOTKOTO IUIAXYy MDK BciMa mapamu By3miB. [lpu mpomy
JiaMeTp BIJMOBifae HaAHOILIBIIOMY MapIIpyTy abo JaHIFOXKKY IMepeaadi
inpopmarui (abo iHmMX pecpciB) mo Mepexi. [lompum Te, mo 3araiom
CcolliaJIbHI MepeXi MOXYTb MaTH BEJIMKHH po3Mmip, Hamia rpadoBa MOJEIb
«MEHTaJbHOI BillHW» Mae Mamuii miamerp — 6. IlpuumHOIO dWoro € ii
OIUTBHICT  Ta  KiacTepu3amis. Kiacmepuszayis € 1e OmHIEID 3
(yHIaMEHTaIbHUX XapaKTepUCTHK Mepex. 3HaueHHs kiactepusauii C, abo
TEH/IeHIIiA 10 CTBOPEHHS KJIACTEPIB — CHIIBHO 3B’SI3aHUX TPYIH BY3IiB TaKOX
Moxe 3MmiHroBatucs Bix 0 mo 1. Y moOynoBaHii y HOMepenHiX po3aiinax
Mepexxi MB, sk yxe 3asnauanocs, C =0,447, mo € JOCHTh BEIUKUM
3HAYEHHSM, TOOTO Mepexa CXUIIbHA JI0 YTBOPEHHS KJIaCTepiB.

HaBenemo 6a30Bi XapakTepHCTHKU BaKJIUBOCTI By3JiB Mepexxi MB. Bysou €
BaKJIMBHM, SIKIIO 3B 3K POOIATH HOTO MPO30pHM s iHImmMX. [ By3miB
HCHANpPaBICHUX MEPEeK MM PpO3MIAEMO TaKy XapaKTEpUCTHKY, SK
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yenmpanbHicmy. ICHYIOTh IeKiIbKa CIIOCOOIB OIIIHKM Ii€i XapaKTePUCTHKH
BY3JIiB MEpEKi.

CaMo10 TIPOCTOI0 MIpOIO IEHTPATBHOCTI € YSBIEHHS MPO Te, IO BY30J], 3
HaOLIBIIOK KIBKICTTIO MPSMUX 3B’S3KIB, € OUTBII BaYKJIMBHM HiK BY3JIH 3
MEHIIOK KUTBKICTIO 3B’s3KiB. TakuM UWHOM, yeHmpanvHiCmb 3a CyneHem

C,(v) — e cryninb By3na v (muB. Posnin 5).

Jns By3niB rpadoBoi Mozeni MEHTaIBHOI BIfHM Mipy LEHTPAJIBbHOCTI 3a
CTyIIEHEM MOYKHA YMOBHO PO3[IUINTH Ha TpH piBHI: 94 — 56 3B’s13kiB, 20 — 11
3B’s3KiB Ta 9 — 5 3B’s3kiB. Bysnum Ta pebpa mepmoro piBHA pa3oMm
BiJOOpaXkalOTh CHIJIM Ta 3acCOO0M MEHTANbHOI BIMHH, CICHapii 11 peaizarii,
MOJNITUKM aKTOpiB Ta iX mnimi Tomo. Jlpyruii piBeHb mNpeacTaBiIeHHN
MexaHi3Mamu peanizamii MB (Menmia, KymbpTypa, TmpomaraHaa TOIIO).
BusiBisieTsesl, 10 HA TPETHOMY pIBHI 3HAXOIATHCS MEXaHI3MHU HPOTHIIT
MEHTaJIbHOI BiffHM (OCBiTa, MOpab, peliris, HallilOHAIbHA €IHICTh TOIIIO).

JlocniuKkyiou LIEHTPaJIbHICTh OKPEMOI'o By3Jid, MU MOXKEMO PO3IIHPHTH
VSBIICHHS TIPO MEPEXy, BH3HAYAIOYW HACKUIBKH OJHM3BKO IIeH BY307
3HaXOAMThCA O IHMMX BYy3miB. lle mnpuBOgUTH HAC OO MOHATTA

yenmpansuicms 3a 6auzexicmio Co(v) (muB. Posmin 5). LentpanbHicts 3a

OJU3BKICTIO PO3PaXOBYETHCS SIK OOCPHEHA BEIMYUHA JI0 CYMH HaHKOPOTIINX
BiJICTaHEH BiJ TaHOTO J0 BCiX IHIIMX BY3IiB.

Hanpuxiaz, SKmio 3Ha4eHHS IEHTPAITBHOCTI 3a OIM3BKICTIO By3Ja «Cuau ma
3acobu meHmanvHOi GiliHu» y TOOymoBaHiN Buie Mepexkxi MB nmopiBHIoe
C.(v)=0,5, 10 ne o3nauae, mo JanMil BY30JT 3HAXOTUTECS B CEPETHBOMY
Ha BiJICTaHi, sKa JI03BOJISIE HOMY OYTH TOCHTh «OJU3bKUM» JIO 1HIIUX BY3JIiB
rpady. Lle# ¢axr Bkazye Ha Te, IO BY30J MAa€ XOPOLIYy JOCTYIHICTH /O
IHIIMX 4acTHH rpada. 3HaueHHs! LEeHTPaNbHOCTI 3a OJM3BKICTIO JJIs BY3IIB,
SIKi MHBIII, ane O0mm3bKi 10 0,5 Moke BKa3ylOTh Ha Te, IO IIi BY3JIH MaloTh
rapHy JOCTYNHICTh JO IHIIMX 4YacTuH Tpady, ajge HEe € caMUMH
LEHTPAILHUMH.

Lenmpanvnocmo 3a npomincnicmio Cy(v) (qmB. Poszin 5) € me oaniero
XapaKTEePUCTHKOIO LIEHTPAIBLHOCTI BY3JIiB — Lle  Mipa LIEHTPaIBHOCTI By3Ja B
rpadi, sKa TOKa3ye, HACKIIBKM YacTO Ilell BY30J1 € MPOMDKHHUM Ha
HaWKOpOTIUX IIISIXaX MK 1HIIMMH By3namu. By3on Oyne MaTH BHCOKE
3HAYCHHs IICHTPAIBHOCTI 3a MPOMDKHICTIO, SKIIO BiH 3aiiMae 0coOJHBE
MOJIOXKEHHS B Mepexi. J[s IHIMX BY3JIB BiH € BAXKJIMBOIO «CTAHIIIEI0» JJIS
KOMYHIKaIlifHUX OIa0JIOHIB, M0 MPOXOIATH UYepe3 Mepexy. BakimBocti
BY3JIB 32 IPOMDKHICTIO 3HAXOJAThCS y NMOOynoBaHiii Mepexi MB B mexax
Bix 16245 no 23000.

150



[[le opHi€l0 XapaKTEPUCTUKOK IIEHTPATbHOCTI By3Ja Mepexi €
yenmpanouicms enacnozo eexmopa Cp(v) (mus. Posain 5) — ue wmipa
BXUIMBOCTI By3ia B rpadi, ska BpaXxoBye HE JHUIIE KUTbKICTh 3B’S3KiB
(cTymiHb By3Ja), aje ¥ BaXJIMBICTD WX 3B’S3KiB — BY30JT € BAXKIIUBUM, SIKIIIO
BiH 3’€MHYETBCS 3 IHIIUMH BaXIUBHUMH By3namu. JlaHWA IMOKa3HHUK
JIOTIOMarae BU3HAYWTH, SKi BY3IH € KIIOUOBMMH B Tpadi, BpaxoBydH HeE
nume ix OesmocepenHi 3B’s3KH, aie ¥ 3B’S3KHM IXHIX cycimiB. s cammx
KJIIOYOBUX BY3JTiB ToxyOoBaHoi rpagoBoi moneni MB, pospaxoani
3HAYEHHS BJIACHOTO BEKTOPY IIEHTPANBHOCTI 3HaXOAAThca B Mexax Bix 1,0
no 0,478.

3acHoBHUKM KowmmaHii Google 3ampomoHyBamM 1Ie OJWH ITOKa3HHUK
HeHTpanbHocTi — PageRank Centrality — PR(v) Mipy BaXKJIMBOCTI By3Ja v B
rpadi, sIka BUKOPUCTOBYETHCS IS OLIHKH BIUTUBY a00 3HAYYIIOCTI By3/la Ha
OCHOBI HOTO 3B’S3KiB 3 IHIIUMH By3i1aMu. [ BaKnMWBUX BYy31IiB rpady,
pO3paxoBaHi 3HAYECHHs JAHOTO ITIOKa3HMKa IEHTPaJbHOCTI 3HAXOAATHCS B
mexax Big 0,053 mo 0,033.

[lizcymoBylouM pe3yibTaTd aHaNi3y PI3HUX IIOKa3HUKIB IEHTPaJIbHOCTI
By3.1iB TpadoBoi Mozeni MB HeoOXimHO 3a3HAYMTH, IO, B TEPIIy Yepry,
COlliaJIbHI MepeXi KOPHCHI CBOIMM NaTepHaMM B3a€MOJIl 1 THUM, SIK BOHH
BIUIMBAIOTh Ha ii By31u. MOXHa BUOKPEMHTH CYKYIHICTh KIIFOUOBHX BY3IiB
rpady, a came: cuiH Ta 3acO0M MEHTAIIBLHOI BiliHH, pe3ynbTaTi MB, akTopn
Ta nuti MB, moniTuku aktopis, 3aranpHi mimi MB. Bci BoHU Onmu3bKi Mik
co0o10: 3aliMalOTh OCOOJIMBE IOJIOKEHHS B MEpEeXi ISl 3B’S3KYy Mik 11
Pi3HIMHU YaCTHHAMHU; BilirparoTh KJIFOYOBY OB y mepenadi indopmarii abo
peCypCiB MiXK HUMH.

CowmianpHi  CHUCTEMHM, IO NPEACTABICHI MepeXaMmH, SK MpaBuIIo,
XapaKTepU3YIOThCS CKIIAIHOI0 CTPYKTYpOlo. BOHM CKianaroThesi i3 HU3KH
BIJTHOCHO IMITBHUX IIATPYN — CYKYIHOCTI BY3IMiB, SIKi MalOTh BiJHOCHO
OUMBIIYy KIJBKICTh BHYTPIIIHIX 3B’S3KIB 1 BIZHOCHO HEBEIHKY KIUTBKICTH
3B’SI3KIB MiX JJaHOIO TPYIIOIO Ta PEIITOI0 Mepexi. I3 yoro BuIumBae, mo s
Hamroi Mozeni MB BaknmuBO 3HAiTH Ta BU3HAYUTH i miarpymu. s doro
BUKOPHUCTOBYETHCS TIOHATTSI MOJYJISIPHICTb.

Mooynapuicms — e PI3HHL MK YUCIOM 3B’SI3KiB, BHYTPINIHIX JUIS BCIiX
KJIACTEPIiB 1 3HAYCHHSM I[OT0 YHUCIA IS BUMAIKOBOI Mepexi. UuM Buiuit
MTOKa3HUK MOTYJISIPHOCTI By31a Q(V), KM MOKe TIpUAMaTH 3HaYSHHS BiJl —1
+1, TuM OLMBIIMIA PiBeHP KIAacTepU3allii Mepexi moJ0 AaHOTO TPYITyBaHHS
Mmepexi. OTpumaHe cepeiHe HO BciM By3nam Mepexxi MB  3HaueHHs
nokasnuka MoaysipHocti Q = 0,599 o3nagae, mo rpadosa Mmonenr MB Mae
JIOCUTh YiTKO BHpakeHi kiactepu. lle Bka3dye Ha Te, IO BY3JIH BCEpPECIUHI
IUX KJIAacTepiB MOB’s3aHi MiX COOOI0 3HAYHO TICHIINE, HDK i3 By3/JaMu 3
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iHIIMX KiactepiB. Take 3HaAYCHHs BBAXKAETh JOCUTh BUCOKUM 1 CBIIYUTDH PO
sIKiCHE po30UTTsI rpada Ha TPYIIH.

3 oxgHOTO OOKY, SK MOKA3HUKH IEHTPAIBHOCTI, TaK 1 MOAYISIPHOCTI pOOJIATH
iX 3pydHUMH JUTS iHTEpIpeTalii rpadoBoi Mozedi, a 3 iHImoro 60Ky, Mepexa
MB HaneXuTh 10 KJIacy IITYYHHX MEPEXK, IKa B pe3yIbTaTi CBOTO PO3BUTKY
MIEPETBOPIOETHECSI Y CaMOOPTaHI30BaHy CKIAIHY cucremy. fi esomoris
BiIOYBa€ThCs MiJ BIUIMBOM YHCIEHHHMX (DAKTOPIB: IMOJITUYHHUX, BOEHHHX,
KyJIbTYpPHUX TOIIO. € JOCTaTHHO IOKa3iB, IO Mepexka MB mae 3arasibHi
CTaTHCTUYHI BIIACTUBOCTI, sSIKi BIUTMBAIOTH Ha ii (yHKIIOHYBaHHS (pHC. 6.6).
Bona € mpukiagoM, Ui SIKHX XapakTepHI O3HAKM IUX CHUCTEM: AWHAMiKa
POCTY, ONITHMI3aMis, BKIAACHHS Y TBOBUMIPHHUHA MPOCTIp.

JUis  cTemeHeBOro pO3MOAIMY (YHKIiS IIJIBHOCTI WMOBIPHOCTI Mae
HaCTyHHUI BUTIIS:

ne o = 2,24 — oIiHKa TOKa3HWKAa CTEIEHEBOTO PO3MOMINY, Xpin = 1 —
MiHIMaJgbHE 3HAYCHHS, 3 SIKOTO TOYMHAETHCS CTEreHeBuil posmomin, C —
HOpPMYyBaJIbHa KOHCTAaHTa.

JImst TiepeBipKM TOYHOCTI CTEMEHEBOI MOJIENi BUKOPUCTAHO CTATHCTUYHHUN
nokasHUK K-S TOKa3ye BHCOKY BIANOBIIHICTE MDK EMIIPHYHUOM 1
TeopeTnyHUM posnozainom (K-S = 0,04), mo mniaTBepIKye KOPEKTHICTh
arpoKcHuMaItii.

licTorpama Ta cTeneHeBa anpokcuMaLis

NN [icTorpama faHux
0.16 —— CreneHesuit posnoain (a=0.25)

MoBipHicTL

=4
o o
5 &

o
o
[

£:00 0 20 40 60 80 100 120 140 160

3HayeHHA

Pucynok 6.6: ['icrorpama mepexxi MB 1 11 cTenieHeBa anpoKcuMalis

AHaiti3 CTaTUCTHYHMX BIIACTHBOCTEH Mepexki MB minTBepamB icHyBaHHS B
Hilf BY3JIiB 3 BUCOKUMHM CTYIEHSIMH, SIKI MPAKTUYHO BIJACYTHI B MEpexax 3
IIyaCOHOBHM YH €KCIOHEHLIHHUM 3aKOHaMH po3nofiny. CaMe iX HasBHICTb
TOSICHIOE TIOBEAIHKY MOMEHTIB 1 CIIpHUYHMHsIE Oarato pi3HUX CHEIUQITHAX
BJIACTUBOCTEH Oe3MacIITaOHIX MEPEK.
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Po3mip oxoiy By3na, SIKUil BU3HAUae€THCS HOTO CTyIEHEM, BKa3zye Ha Horo
BYUINBICTh, HAaNPUKIAA, B SKOCTI xaba B Mepexi. Y BEIHKUX Mepexkax,
CTBOPCHUX BUITAJJKOBUM TIPHEIHAHHSAM BY3JIB, BY3IH 3 BHCOKHMH
CTYICHSMH € PIAKICHUMH, Y TOH 4Yac sSK B peaibHUX MEpeKaxX BOHU 4acTO
3ycTpidaroThcs 3 Habarato BHIIO0 HMOBipHiCTIO. ®DopmampHO 1IE
BU3HAYAETHCS MOBEHIHKOIO XBOCTAa PO3MOIITY CTYNEHIB By3miB [29].
IToxaznuk a = 2,24 y mojgansioMy MOKHa BUKOPHCTATH Ui Kiacudikamii
Mepexi MB: skmo o < 3, Tomi He iCHye KiHIIEBOTO JPYroro MOMEHTY, i
Mepeka He Ma€ MEepKOJMALIHHOTO MOPOry MO BiIHOIIEHHIO IO PO3POCTAHHSA ii
By3mB [30]. Ii KOMIOHEHT 3B’S3aHOCTI 3AIUIIAETHCS CTIHKHUM IO
BUTIAIKOBHX PO3’€THAHD OYIb-5KOi KITBKOCTI BY3IIiB.

6.4. [IpakTMYHA YacTHUHA. AHAJIi3 JOCTOBIPHOCTI
NOBiJOMJIeHb B iHTEpHET Yepe3 MepeKeBUA HETBOPKIHT

Y mpoMy po3mimi  pO3IIINAETBCS K aHANi3yBaTH  iH(MopMamiiiHi
TIOBiJOMJICHHS, BU3HAYATH PiBEHb iXHBOI JOCTOBIPHOCTI OUITXOM HOOYIOBH
CEMaHTHYHOI MepekKi Tai OLIHKK JOCTOBIPHOCTI 3HAYMMHUX 3B’SI3KIB MiXk
OKPEMHMH TMOHATTSIMHU. JIeMOHCTPY€EThCS SIK BUKOPUCTOBYBATH MEpPEKEBUI
HETBOPKIHT (TMOOYMOBY 1 aHalli3 Mepek Ha OCHOBI TEKCTiB) JUIS OI[iHKH
JIOCTOBIPHOCTI ITOBiIOMJICHb.

Eman 1. Ilooyoosa Haunpocmiwoi  cemanmuunoi  mepeyxci 3
nOGI0OMIIEHHA

Ha mepiomy erani ¢opmyerscs HalnpocTimia iHpopMmaniiiHa Mepexa Ha
OCHOBI 3MICTy TIOBiIOMJICHHS, MO0 Hajzami MJOCIIAWTH IOCTOBIPHICTH
3B’s3KIiB B i Mepexi. Lleit eran BKiIrowae mpomenypu Oe3mocepenHboro
CTBOPEHHSI CEMaHTHYHOI MEpexXi Ha OCHOBI TEKCTY 3a JOIOMOTOI0 BEIMKOL
moBHOI Mogeni (LLM) i Bizyami3amii pe3ynpTarTiB.

Taku#i migXix TO3BOJISIE aBTOMATHU3YBATH JOCITIDKCHHS i1H(GOpMAIiHIX
MOBIJOMIIEHb, IMO0 HaJami BH3HAYaTH JOCTOBIPHICTH 3B’S3KIB  Mixk
KIIOYOBMMHU  BY3JIaMH  MEPEXKi, IO BIJNOBIIAIOTh MOHATTSIM i3
IMOBIIOMJIEHHS.

Iadopmariiiny MepeXy Ha OCHOBI TOBIZOMIICHHS, IO OCHTIKY€ETHCH,
Oynemo (hopMyBaTH IMUITXOM 3HAXOJDKEHHS MOHATH MPEIMETHOT 00acTi Ta
BUSBIICHHSI 3B’SI3KiB MK HHMH, JJISI 4OTO Oy/IeMO MOCIiZOBHO 3HAXOIUTH
TapH 3B’sS3aHUX TOHSATH 13 TIOBIOMJICHHS 3a foromMoroio LLM i BuBomuTH iX
y BUTIAI HeHyMepoBaHoro cmucky y ¢opmari «Ilomsrrsa 1;IlorsarTs 2»
(Take npencrasieHHs Binosigae popmary CSV).

Jns oTpuMaHHA NAaHMX JUIS MEPEeXi CTBOPUMO NEPBHHHMI NHpPOMINT i
Moan(iKyeMO HOro y BIiJNOBIJHOCTI i3 BXX€ PO3IISIHYTHM y HONEPEIHIX
posminax  (peMBOpKOM 0€3KO0JOBOrO mporpaMmyBaHHA. Jlns  1mporo
3aBaHTakuMo y LLM ¢peiimoBpk 0€3KOZ0BOrO MPOrpamyBaHHS SIK
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30BHILIHIH (aiiin, micis 4oro 3anuiieMo NepBUHHKUN TPOMIIT 1 3alIUT HA HOTO
MEPETBOPEHHS Y BUTTISL

MepeTBOpYM BiANOBIAHO 0 HaBeAeHOT MeTOAMKM 6E3KOA0BOr0 NPOrpamyBaHHs
npomnT: "O6epn napu KNYoBMX CNiB, NOB'A3aHWUX NPUYMHHO-HACNIAKOBUMM 3B’A3Kamu
3 TEKCTyY, | NpeacTaB iX y BUrNa4i HEHYMepPOBaHOro CNUCKY psakis Buay

"MpuunHa;Hacnigok", Hanpuknag, "gouy;kantoxa".

[Ticnst 3acTocyBaHHS (peiMBOPKY O€3KO0BOTO MTPOrpaMyBaHHs OTPUMYEMO
HOBHH, CTPYKTYpOBaHMH IIpoMnT, SKud 1 Oyaemo Oe3mocepeaHbo
3aCTOCOBYBATH:

1. AHani3 3aBaaHHA

[MpoMnT cknagaeTbCsi 3 TakMX ENEMEHTIB:

MoTpibHO 0BMpaTn Napu KNYOBKX ChiB, NOB'A3aHNX NPUYMHHO-HACIAKOBUMU
3B’s13kaMu, i3 TEKCTY.

PesynbTaT Mmae 6yTn npeacTaBneHo y BUrNaai HEHYMepOoBaHOro CrINCKY.

dopmar koxHoi napu: "MpuunHa;Hacnigok”.

Lle 3aBoaHHA MOXHa peanidyBaTu 3a 4ONOMOrow Kommnoauuii npumitueis: "Liukn" ans
iTepauii no napam Ta "®yHkuia" 4na reHepauii KoXXHOT napwu.

2. ®opmanisauis 3a LONOMOrolo NPUMITUBIB

Mpumitue "Lmkn" (For-Loop)

S: MHOXWHa iTepauii — Le KinbKicTb nap, siki NoTpibHO 3reHepyBaTu. Y Hawomy
BUNaAKy MHOXWHA He Mae (PiKCOBaHOT KifbKOCTi, TOMY BOHa € AUHaMIYHO0.

F: OnepaLis, sika 3aCTOCOBYETLCS 4O KOXKHOMO €feMeHTa MHOXWHW. Y HalloMy BUNaaKy
Lie reHepallis ogHiei napu KrMo4YoBKX CIiB i3 TEKCTY.

Mpumitue "®yHkuis" (Abstraction)

Fextract(x, napameTp): ®yHKLUiA, ika reHepye 04HYy napy KIo4YoBUX ChiB.

X : BxigHuiA TekcT, 3 sKoro NoTpiGHO BUAINWUTM napu.

napameTp: Tun 3B’A3Ky MK CroBamu (Y HaLLIOMy BUMaAKy — MPUYNHHO-HACNIAKOBUIA).

3. Peanisauis yepe3 komno3uuio NpumiTuBIB

3.1. Mpomnm Ons "®yHkKyir"

MpomnT ans reHepadii ogHiel napu KNo4oBMX CiB:

"3Hanam ABa KIoYOoBYKX CIOBA, MOB'I3aHNX NPUYMHHO-HACTIAKOBUM 3B’SI3KOM i3 TEKCTY, i
BMBeau ix y popmari 'TlpnumHa;Hacnigok'."

3.2. Mpomnm dAns "Yukny"

Tenep 06’egHaemMo el Npouec y LMK AN reHepadii Bcix nap:

"[Ns1 KOXXHOTO NPUYNHHO-HACIAKOBOrO 3B’A3KY Y TEKCTi 3HaNAW ABa KIo4oBUX CIoBa,
MoB'A3aHMX LM 3B’A3KOM, i BuBeAu ix y dopmarti TpnunHa;Hacnigok'. PesynbtaTtn
BMBEAW Y BUMMSAAI HEHYMEPOBaHOro Crmcky."

4. KiHueBui npomnTt

OcTtaToyHU NPOMNT, L0 BpaxoBye BCi 6a30Bi NpUMITUBK:

"CTBOpPU HEHYMEPOBAHWI CMMCOK Nap KIM4OBMX CiB, NOB'A3aHWNX NPUYUHHO-
HacnigkoBMMK 3B’A3Kamu i3 TekcTy. [1ns KOXXHOI napu BUBeaum ix y doopmarti

'MpuymHa;Hacnigok'."
5. CuHTakcuyHe npeacrtaBneHHA (AST)
Y Burnsai abctpakTHOro cuHTakcuyHoro aepesa (AST):

Promt::= Linkn(AvHamiyHa MHOXMHA, PYHKLIA("3HaNTW napy KMOYOBKX CAiB i3 TEKCTY"))
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OmnparmroeMo 3a JOMOMOTOI0 KIHI[EBOTO IPOMNOTY TIOBIAOMJICHHS 3
MPOMAaraHANCTCHKOTO POCIMCHKOTO iHPOPMAITIHHOTO areHTCTBA!

Jlnwe 3a kinbka AHIB no3uuii Ykpainm B €C pisko noxutHynucsa. Nigep XAC/XCC
®pigpix Mepy 3asBuB, wWo Kuie He 3moxe nepemortu Pocito, a B ABCTpii BUGopu
BUrpana napTis, sika BUCTyMae NpPOTM aHTUPOCINCbKMX caHkuin. 3 oro [Mepua]
TOukM 30py, BanaHc cun BUrNsAae KaxnueBuMm i Ayxe Bigpessnsiodum”. MNpuyomy
Knie onnHMBCS B TaKOMy CTaHOBWLLI Yepes3 COK3HUKIB, AKi Aianu ,3aHaATo mMano i
3aHagTo Mi3HO”. Y CBiN Yac BiH niaTpumas iaeto MakpoHa BBecTu Bilickka HATO Ha
YkpaiHy. Kpim Toro, 6yB ronoBHuM nobGicTom BignpaBneHHs Tyau OanbHOGINHUX
paket Taurus. Takox nigep XOC/XCC BBaxae, wo bepniH 3060B's3aHun
ponomortn Kuesy BctynuTtu o €C. Bubopu kaHunepa ®PI Binbyayteca HacTynHoi
oceHi. Mepu, odiuiiHo Bkniounecs B 6opoTbby 3a Lo nocagy 17 BepecHs. PedTuHr
XOC/XCC — 33%. Y COMI (4mHHWi rmaBa gepxasu Onad Wonby — 3 uiei napTii) —
14. CTtapwwuii HayKoBMI CMiBPOBITHUK CEKTOPY EKOHOMIKM €BPOMENCbKMX KpaiH
LlenTpy eBponevicbkux gocnigxeHs IMEMO PAH Bonogumup OneHyeHKo BBaxae,
wo AscTpia i HimeudynHa nepernsgatoTe ctaBneHHa no Kuesa. [lpaBga, ue
BinGyBaeTbCs He Ayxe WBUAKO. ,ABCTPIiALI i HIMLI BTOMUNNCS Bif, YKpaAiHCLKOT TEMMU.
Lle ogHa 3 npuumH nepemorn AlMC i 3miHn putopukn Mepua’, — 3a3Hayae BiH Y
po3moBi 3 PIA HoBuHM.

BukoHaHHS KiHIIEBOT'O IIPOMIITY BUAAE PE3yIbTaTH BUIIISLY, IO BiJIIOBIIA€E
dhopmary CSV:

COI03HVKM Aisinu 3aHaATo Mano i 3aHaATo Ni3HO;KWiB OMMHMBCS Yy BaXKKOMY CTaHOBMLLL
lnes MakpoHa BBecTu Bilicbkka HATO Ha YkpaiHy;[linTpumka Ppigpixa Mepua
BignpaBneHnHs aanbHOGIiNHMX pakeT Taurus;3milHeHHst 060poHO3AaTHOCTI YKpaiHu
BanaHc cun Burnsgae xaxnueum;Biopessnstounii edekT ans Ykpainm

Mepemora napTii NPOTN aHTUPOCIACBKMX CaHKUiN y ABCTpIi;3MiHa cTaBneHHst Ao Knesa
Btoma aBcTpinuiB i HiMUiB Big ykpaiHcbkoi Temu;Nepemora AlMNC Ha BuGopax

3miHa putopukm Ppigpixa Mepua;Hosa nonitnyHa ctpaTteris

Mo3uuii YkpaiHu B €C NoxXMTHYNuUCs;3MeHLLEHHS NIATPUMKM cepef eBPONENCbKUX KpaiH
BkntoueHHs1 Ppigpixa Mepua B 6opoTbby 3a nocagy kaHunepa;3poCTaHHsa pENTUHTY
XAC/XCC

PevituHr XOC/XCC 33%;3HmxeHHsa pevtuHry COMM go 14%

Mepernag craeneHHs HivewunHun ta AscTpii 4o Knesa;YnoBinbHeHHS iHTerpauii
Ykpainn go €C

BigcyTHicTb nepemoru Hag Pocieto; CyMHIBI y COIO3HUKIB LLIOA0 YKpaiHn

Donomora BepniHa YkpaiHi;MNpuckopeHHsi BcTyny Kneea go €C

lneonorivyHa niaTpumka Ykpainu;MNonituyHi 3miHv B €Bponi

MpoTupocinceki caHkuii;EKOHOMIYHWUIA TUCK Ha Pocito

EkoHomiyHa BTOMa eBponencbknx KpaiH;3MeHLLEHHS NiATPUMKM caHKLin npoTu Pocii
MoniTnyHa akTMBHiCTE Ppigpixa Mepua;3miHa nonitTuyHoro nanawadTy HiMeyumHm
Bucokuit peituHr XAC/XCC;3HmwkeHHs Bnnuey CAOMM

YnosinbHeHHA nepernsgy ctasneHHsa Ao Knesa;3atpumMka gonomoru YkpaiHi

BToma HaceneHHs Bif ykpaiHCbkOi TeMu;3MeHLLIeHHs piHaHCyBaHHS Ansa YkpaiHu

Jus Bisyamizamii miel Mepeki 3actocyeMo cepBic Semantic Networking
(puc. 6.7) anst 4oro y Tojie BBEJCHHS 3aBaHTXUMO OTPUMaHMN (aii y
tdopmari CSV.
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Pucynok 6.7: ®parmMeHT NpUINHHO-HACITIAKOBOI MEpPEIKi TIOHATS 13
TOB1TOMJICHHS

Eman 2. Oyinka docmosipnocmi okpemux 36’°a3kie mepedici i 3azanvna
oyinka oocmogipnocmi

Jlnst ocTaToyHOT €KCHepTHOI OLHKM JIOCTOBIPHOCTI TEKCTY MOBIIOMIICHHS
gepe3 moOymoBaHy CEeMaHTUIHY MEpPEeKy MOAU(PIKYEMO MPOMIIT HACTYITHHM
YHHOM:

3a xapakTepom MPUYNHHO-HACNIAKOBUX 3B’A3KIB CEMAHTUYHOT Mepexi OLUiHWN piBEHb
LOCTOBIPHOCTI BCbOrO TEKCTY, gxepena Mepexi. KoxHui 3BsI30K OLIHIOETbCHA B
pianasoHi Big 0 go 1. Moxew Aatu ekcnepTHY OLIHKY AOCTOBIPHOCTI BCbOrO TEKCTY

B Aiana3soHi Big 0 go 1. Ocb mepexa: ...

B pesymeraTi dopmamizaliii 3a METOAMKOIO OE3KOIOBOTO IMPOTpamMyBaHHS
CTBOPIOETHCS TAKHW KIHIIEBUH MPOMIT, SKUH HATA€ThCS 1O BUKOHAHHS
cucremi LLM:

NS KOKHOrO MPUYMHHO-HACNIAKOBOrO 3B’A3KY Y CEMaHTUYHIN Mepexi:

1. OuiHn JOCTOBIpHICTb 3B’A3KY B Aiana3oHi Big 0 go 1.

2. 36epexu pe3ynbTaT OLiHOK.

Micns 06pobkm BCix 3B’A3KIB:

1. O6umcnu cepeHe 3Ha4YeHHs1 [OCTOBIPHOCTI.

2. Akwo cepeaHsa AOCTOBIpHICTL NepesuLlye 0.7, BCTAHOBW 3aranbHY OLiHKY
[LOCTOBIPHOCTI TEKCTY SIK CepefHE 3Ha4YeHHs; iHakwe — 3mMeHwW ii Ha 0.1.
BrBeau 3aranbHy OLiHKY AOCTOBIPHOCTI TEKCTY B Aiana3oHi Big 0 4o 1.

Ocb mepexa: ...
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BuKOHaHHS CTPYKTYpOBaHOIO IIPOMIITY BUA€ PE3YJIbTAT BUIIILY:

OuiHka AOCTOBIPHOCTI Mepexi MOBMHHA BpaxoByBaTV Taki acrnekTu:
— Cyb'eKTVBHICTb TBEPIXKEHD:!

— bBarato 3B’A3KiB € iHTepnpeTauieto NoAin, a He 06'eKTUBHUMN hakTaMm

— BigcyTHicTb uiTknx gokasiB anst 6aratbox NPUYNHHO-HACHIAKOBMX 3B’s3KiB
— MoxnuBi anbTepHaTUBHI NOSCHEHHS:

— [Ins KOXXHOTO 3B’A3KY iICHYIOTb NMOTEHLiMHI anbTepHaTUBHI NPUYMHU

— HepocTaTtHs yBara 4o KOHTEKCTY Ta CynyTHiX dhakTopis

OuiHKa OKpeEMMX 3B’SI3KIB :

3B’A30K OLIHKA (0-1) KOMEHTAP
CO3HUKN Aisny 3aHaATo mMaro i 3aHagTo JloriuHuii 38’A30K, ane nepexig Moxe
ni3Ho; Kunis onnMHNBCS Y BaXKKOMY CTaHOBULL 0.6 6yTV HaAMIpHO CrpoLLEeHUM
lnest MakpoHa BBecTH Bilicbka HATO Ha Cnabka kopensiuis Mix LumMu
Ykpainy; MNigtpumka Opigpixa Mepua 0.4 nogismm
BianpaBneHHs AanbHOGiHKX pakeT Taurus; Mpsimnin 38’5130K, ane eeKTUBHICTb
3MiLHeHHsi 06opoHo3aaTHOCTI YkpaiHu 0.7 CyMHiBHa
BToma HaceneHHs Bif yKpaiHCbKOi TeMu; IcHyt0Tb iHWI dbakTopw, Wo
3MeHLUeHHS piHaHCyBaHHS Ans YkpaiHu 0.5 BNAMBAIOTb Ha (biHAHCYyBaHHSA

3aranbHi 3ayBaXeHHs:
MepeBaxHa 6inbLiCTb 3B’A3KIB Ma€e OLUiHKY Huxkye 0.7
BigcyTHicTb KinbKiCHUMX NOka3HWKiB ANst 6aratbox TBEPAXEHb
HapgmipHa cnpolueHicTb 6araTbox NPUYNHHO-HACHIAKOBUX 3B’A3KIB
IrHOpYBaHHA MOXMMBUX NPOMDKHWUX MAHOK Y NaHutorax NPUYNHHOCTI
Po3paxyHok 3aranbHOi 4OCTOBIPHOCTI:

— CepepHs ouiHka: ~0.52

— Megpiana: ~0.5
3 ypaxyBaHHSAM KPUTMYHOrO Migxoay Ta BUCOKOT NflaHKW BUMOT:
3acTocoByEMO NOHMXEHHA Ha 0.1 (Yepe3 HeJoCTaTHIO OOI'PYHTOBAHICTL)
®diHanbHa ouiHka: 0.42

SAx MoxkHa OauWTH, 3arajbHa OIIHKA JOCTOBIPHOCTI TMOBIJIOMJICHHS HE €
BHCOKOIO.

BHCHOBKHY A0 po3Jiny

Y mpomy po3mini Oyno po3MIIIHYTO KOMIUIEKCHUH aHami3 iH(opMariitHo-
NICUXOJOTIYHAX ~ MEHTAJbHHUX BiMH, 30CEpeKYIOUYHCh Ha MeETonxax
KJacTepu3auii Mepex, paHKyBaHHS BY3JIB 32 iXHBOIO BIUIMBOBICTIO Ta
criocobax Bizyamizanii iHpopMmariiiiaux moTtokiB. I[led miaxim mo3Boisie
e(heKTUBHO i7eHTHU(IKYBAaTH KIIOYOBI areHTH BIUIMBY, IPYIH aKayHTIB a0o
MeJiapecypciB, siki OepyTh ydacThb y MOWIMpEHHI iH(popMamii, a Takox
OILIIHIOBATH CTPYKTYPY 1 PYHKIIOHYBaHHS MepexKi.

Krnacrepuzariis Mepex nomomarae BHABIATH iH(opmauiitHi GpoHTH, mO €
BOXUIMBUMHU  JUISI  PO3YMIHHS MEXaHI3MIB  IOIIMPEHHS IpOIaraHjy,
KOHTPIIpONIaraHay Ta HeWTpanbHoi iH(opmamii. Posmominm By3miB Ha
KJIaCTepy He JIMIIE MOJETIIyE aHal3 BeJIMKHX JaHHuX, ajle U JI03BOJIsIE
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BUJIUIATH CTpATEriyHi TOUKH, SKi MAlOTh 3HAYYIUH BIUIMB Ha iH(OpMalliliHe
CEpEIOBHIIIE.

PamxyBaHHS By3/iB 3a pi3HUMH METpPHUKaMH IEHTPAJIbHOCTI 3abe3redye
TOYHE BUSBJICHHS HANBaXIMBIINX yYaCHUKIB iH(POpMAIiifHUX MOTOKIB. Lle
JIO3BOJIA€ 1MeHTU(IKYBaTH OCHOBHUX AarcHTIB BIUIMBY, ITIOCEPEIHHKIB Yy
nepenavi iHGopMaIii, a TakoX OIIHIOBATH iXHIO POJIb Y PO3MOBCIOKEHHI
nesindopmarii abo mportuaii . 30kpeMa, MOKa3HUKH LEHTPAJIbHOCTI 3a
MPOMDKHICTIO JIoTIOMaraioTh BU3Hauatu "Bopota” 1 iHpopMarii, uepes siki
MOJKHA KOHTPOJIIOBATH KOMYHIKAIliiHI KaHAIH, a IICHTPAIbHICTh 33 BIACHUM
BEKTOPOM JIO3BOJISIE BUSIBIITH BY3JIM, SIKI IIEPEBAKHO B3a€EMOMIIOTH 3
IHIIMMH BIUTMBOBUMH €JIEMEHTaMH MEPEKi.

Bisyamizaris rpagis, oco6nuBo 3a jgomoMororo iHcTpymeHTiB Tumy Gephi,
3abe3nedye  HAOYHE  IPEACTABICHHA  JAaHUX, IIOKPALIylOud  IXHIO
iHTepIpeTario. BUKOpUCTaHHS CHIIOBHX aITOPUTMIB PO3TAIIyBaHHS BY3iB,
KOJILOPOBOT'O KOJIyBaHHS KJIACTEPIiB Ta BHIUICHHS KJIIOYOBHUX BY3JIiB POOUTH
aHai3 MOCTYMHUM 1 3po3yminnM. [le 0coOIMBO BaXKIIMBO JIJISl MPAKTHYIHOTO
3aCTOCYBAaHHS ~ pe3yJNbTaTiB, HANpUKIaA, Yy  KOHTEKCTI  HPOTHAIl
iH(bopMaIiiiHUM aTakaMm abo 3aXUCTy HalllOHAJIBHOI IJEeHTUYHOCTI.

OKpiM TEXHIYHHUX acHeKTiB, y pO3Jisi OyJ0 PO3IJISHYTO TEOPETUYHI MOJIEI,
Taki gk SIR-Mozmens, MepKoIAIisa Ta CEeMaHTUYHUHA aHaIi3, SKi JOIIOMaralTh
MIPOTHO3YBAaTH JUHAMIKY TOIMIMPEHHS 1H(GOPMAIIii Ta OI[IHIOBATH BPa3IUBICTh
Mmepexi. OcobnuBY yBary MpPWAUIEHO pOJIi MEHTAJIBHOCTI Hapony sK
OCHOBHOTO 00'€KTy 3aXHCTy BiJ iHGOPMAIIHO-IICHXOJOTIYHUX 3arpo3. Y
KOHTEKCTI CYYaCHHX KOH(QJIIKTIB, TaKHX SIK POCIHChbKa arpecis MpOTH
Ykpainuy, 11e HabyBa€ CTpaTEriyHOrO 3HAYECHHSI.

TakuM 4HMHOM, 3aCTOCYBaHHsS MaTeMaTHYHHX MOjeNel, rpagoBUX METOIB
Ta IHCTPYMEHTIB Bi3yaulizallii Hajae MOTY)XHI IHCTPYMEHTH Ui aHANi3y
iHopMaIiifiHO-TicuxoyoriyHMX BiliH. Ile mo3Boysie HE JHUIIE PO3YMITH
MeXaHi3MH MaHINyJALii MaCOBOKO CBIJOMICTIO, a W PO3po0IsATH e(heKTHBHI
crparerii mpoTuii Ae3iHdopmalii, 30epiratoun HaIliOHAJIBHY 1IEHTHYHICTH
Ta Oe3meky cycminbeTBa. OMHAK CIiJi BPaXOBYBaTH OOMEKEHHS METOJIIB,
30KpeMa OOYHCIIIOBAIBHY CKJIAJHICTh JUISI BEJIMKUX MEPEXK Ta MOXKIUBY
HEMOBHOTY JIaHHX, 1[0 BUMAarae MOCTIHHOTO yJOCKOHAJCHHs aHaTiTHYHHUX
T AXOIIB.

IIuTaHHA A1 CAMOKOHTPOJII0

1. SIki  OCHOBHI  XapaKTEepUCTHKH  CyYacHHX  iH(popMamiifHO-
TICUXOJIOTIYHHX BilH?

2. Ski icCHyrOTh MaTeMaTW4HI MOJENI AJIS MPOTHO3YBAHHS IOIIUPCHHS
iHpopmauii B iHpopmariiiHoMy 1moti?
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3. Sk kpoc-(hakTopHUIl aHai3 TOTOMarae BUSBISTH B3a€MO3B’SI3KH MiXK
KJIFOUOBMMH YHHHHUKAMH HAILIOHAJIBHOI 1M€HTUYHOCTI?

4. Sx rtpadoBi Mopmenmi nomoMaraloThb y BHSBICHHI iH(OpMamiiftHUX
ormepaniii?

5. SIxi ocHOBHiI eramu iH(GOPMAIiIfHOI aTakM MOKHA BUAUINTH TIPH
a”ami3l qaHux?

6. Sk Bu3HauMTH "BOpPOXKI By3:M" y Mepeki MOMMPEHHS iHpopMarii?

7. SIx MeTox 3ropTaHHs KpUTEPIiB JONOMAarae y MpUHHATTI CTpaTeridHuX
pimens mono iHdopmariiHoi 6e3nexn?

8. SIki OCHOBHI THIHM IpONAraHAd iCHYIOTH 1 SIK BOHU BiJPI3HSIOTHCS 32
CBO€I0 CPEKTUBHICTIO?

9. Sk indopmamiiiHi 3arpo3w BIUIMBAaIOTH HA HAIIOHAJIBHY Oe3MeKy
JepxaBu?

10. Sxi MEXaHi3MHI TICUXOJIOTIYHOTO BILIUBY HalyJacrimnie
BHKOPHCTOBYIOTECS y CydacHUX iHPOpPMAITIHHAX BiftHAX?

11. Ik comianeHi TIATGOPMU MOXKYTh OYTH BHKOPHCTAHI IS MPOTHIIT
ne3iHdopMmarii?

12. Ik ouiHNTH e€()eKTHUBHICTH 3aXOMIB IIOMO MPOTHAIl iHPpOpMamIHHIM
3arpo3am?

13. SIki ocHOBHI BUKJIMKH iH(opMamiifHOT Oe3MeKH B II(PPOBY eNoXy?

14. Ik indopmarniiiHi BifHM BIUIMBAIOTH Ha (POPMYBAHHS CYCILIBHOI
IyMKu?

15. fIxi icHytoTB 3ac0o0M Bizyaizaniil CKiIaaHuX iHpOpMaNiiHUX TTOTOKIB?

16. Ik iHdopMamifiHi TEXHOJOTil 3MIHIOIOTH XapakTep CYYacCHHX
KOH(DITIKTIB?
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7. /JAuHaMiyHi acneKkTH iHpopMaLinHoO-
MCUXO0JIOTIYHUX BillH

IndopmariiiiHO-NICUXOJIOTIYHI BIHHK Ha BIAMIHY BiJl TPAJAUI[IIHUX BiliH, HE €
CTaTUYHUM SIBUIIIEM — BOHH PO3BHUBAIOTHCS Y Yaci, alalTyrOUYUCh 10 3MiH y
COIIATbHOMY, IOJIITHYHOMY Ta TEXHOJOTIYHOMY cepemoBumi. JIis
e(heKTUBHOTO aHAII3y Ta YNPABIiHHS [IUMH TPOIECAMU KPUTHYHO BAXKIUBO
BPaxOBYBATH IXHIO TUHAMIYHY IPUPOJY.

PosrisiHeMo anHaMiuHI acliekTH iHGOpMaliiHUX BilfH, 30KpeMa Ha TOMY, SIK
CTpYKTypa 1 QyHKIIOHYBaHHS iH(GOPMAIITHIX MEpeK 3MIHIOIOTHCS y Yaci.
Posrnsnaroteest rpadoBi momem ITIB, me By3mu MpencTaBisiOTH MOHATTS
(Hampukiam, «BOpOXa TpoMaraHaa», «HAI[lOHaJbHA  1IEHTHYHICTHY,
«TaTpioTU3M»), a 3B A3KH BiOOPaKAIOTh B3aEMOJIl MiXK ITUMH TOHATTAMH
(JIoTi4HI, MPUYMHHO-HACTIIKOBI, CEMAaHTHYHI).

Taxwif miaxix T03BOJIAE aHANI3yBaTH HE JIHUIIE CTATHYHY CTPYKTYPY MEpexi,
aine ¥ ii eBoJIOWiIO MiA BIUIMBOM 30BHIIIHIX (DAKTOPiB, TaKUX SK MEIiiHI
KaMITaHii, TIOJITHYHI MOii, COIialbHi TPEH M TOIIO.

JluHamika MepeX € BKIMBHUM aclleKTOM I PO3YMIHHS MEXaHi3MiB
nmomupeHHs  iHpopmanii Ta (GopMyBaHHA ~CycmiibHOT aymku. Lle
OOYMOBIIIOETBCSI TaKMMHM HPUYMHAMM, SIK 3MiHa aKTYyaJbHOCTI MOHSITS,
ajamnTamnis 10 HOBUX YMOB, HEOOXIAHICTh I POTHO3YBAaHHS Ta YIPAaBIiHHS,
BUSIBJICHHS KJIFOYOBUX MOMEHTIB.

[leBHI MOHATTS MOXYTh HaOyBaTH YU BTPAYaTH 3HAYYIIICTH 3aJEKHO Bij
KOHTeKCTy. Hampukian, migx yac r1i00anbHOI MaHAeMil  TOHSATTS
«KOPOHABIPYC» CTAJO IEHTPAIBFHUM Yy iHPOPMAIifHOMY ITOJI, TOMI AK iHIII
TEMH MOTJIH BIIIHTH Ha APYTUH IIIaH.

Mepexi aganTyroThes 0 3MiH y 30BHIIIHROMY cepefoBuiii. Hampukian,
MONITHYHA KPU3a MOXE MPU3BECTH 0 MOSIBU HOBHX IMOHSTH (HATPHUKIA,
«CaHKIIi», «riOpuaHa BifiHa») Ta M0 3MIMHEHHS 3B’S3KIB MK iCHYIOUNMH
MOHSITTSIMH.

Po3yMiHHS TMHAMIKH MEPEX J103BOJISIE IPOTHO3YBATH, SIKI MOHATTS CTAHYTh
KJIIOYOBUMH y MaiOyTHbOMY, 1 pO3pOOJATH cTpaTerii uid 3axucTy Bij
MaHimyJsIIii a00 aKTUBHOTO BILTMBY Ha iH(pOpMaIliliHe mose.

Amnani3 eBouoLii Mepex JoNoMara€ BHSBUTH KPUTHYHI MOMEHTH, KOJIH
cucTteMa MOXKe IepeiiTm y HoBui crtaH. Hampukinan, piske 3pocTaHHA
3B’SI3KIB HaBKOJIO IIOHATTS «Je3iH(OpMallis» MOXE CHTHATI3yBaTH IIPO
MOYaTOK MacITabHOI iHpOpMaIiiHOI aTaKH.

Po3yminnasg muraMivamx acnektis IIIB mMae nmpakTiyHe 3HaYSHHS 11 Mejia-
CTpaTeTiB MpH po3pooIl eHeKTUBHUX MEIIHIX KaMIlaHii Ha OCHOBI aHAJTi3y
aKTyaJbHUX TOHATh Ta TPCHIIB, MOJITHKIB 3 METOI0 IPOrHO3YBAHHS
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HACII{/IKIB MOJIITHYHUX PIlIeHb Ta yNpPaBiiHHA 1HGOPMALITHUM TOJIeM, AT
3aXHCTy BiJ MAaHINyJSMid [UIIXOM BHUSBICHHS KIIOYOBHX TOYOK JUIS
OIOKyBaHHS MOMMPEHHS Ae3iH(hopMalii, HAYKOBIIB Ui PO3POOKH HOBHX
METO/IIB aHaJIi3y Ta MOAEIIOBAHHS 1H(OpMaLiHHUX IPOLIECIB.

TakuM dYMHOM, IWHAMIYHI acmeKkTd iH(opMamiiHUX BIHH € KPUTHYHO
BOXCUIMBUMH JIJIS pO3YMIHHS MEXaHI3MiB IMOIIMPEHHs ied Ta GopMyBaHHS
CYCIIIJIbHOI TyMKH. AHaTi3 €BOJIIOLII Mepek y dYaci JTO3BOJIAE HE JIHIIE
BUSBJIATH KIIFOUOBI MOHSTTS Ta 3B’SI3KH, aliec H MPOTHO3YBATH IXHIO
MOBEIIHKY Yy MaWOyTHbOMy. Y HACTYIIHHX IiJIpO3AiJax MH JETaIbHO
PO3TIISTHEMO MEXaHi3MH Ta MOJIENI, SIKi JIe)KaTh B OCHOBI AMHAMIKH MEPEK
ITIB.

PosrmsnaroTbes Taki acrekTy AuHamivHUX Mepex II1B, sk eBomromis Mepex
y Yaci, MeXaHi3MH 3MiHH Bard 3B’s3KiB, Mogeni nuHaMikn Mepex (Temporal
Layers Model, Growth and Decay Model, SIR To110).

Ilpu jocmipkeHHI e€BOJIIOMIT MeEpeX oOcoOJNMBa yBara MPHILISETHCS
MUTAHHAM K 3'BJSIIOTHCS HOBI TMOHATTS Ta 3B’SA3KH?», «SIK 3MIiHIOETHCS
CTPYKTypa MEpeXi IiJl BIUIUBOM 30BHILIHIX (aKTOPiB?», «SIK BHIYYaIOTHCS
MOHATTS Ta 3B’SI3KH, SAKi BTPATHIM aKTYaJbHICTH?». TakoxK JOCIIIKYIOTHCS
MUTaHHS 3MIHA Bard 3B’s3KiB, a caMe, «sK CHJa BIUTUBIB MK MOHATTAMH
3MIHIOETBCA 3 4YacoM?», «iKi (haKkTOpH BIUIMBAIOTh HA IOCHICHHA abo
ocCIabJIeHHS 3B’ SI3KiB?».

7.1. OCHOBHI XapaKTepHCTHKHU AUHaMiYHUX Mepex II[IB

Junamiuni wmepexi II1B  wMaroTe Jekinmbka XapaKTEepHUX O3HAK, SKi
BH3HAYAIOTh iXHIO MOBEMIHKY, a caMe: HEIIHIMHICTh; CKJIAIHICTD B3a€MOJIiH;
YYTJIMBICTH J0 30BHIMIHIX ()aKTOPiB; EMEPIKEHTHICTb.

3MiHH y Mepexi JacTo BigOyBaroThCS HemiHiHO. Hampukiman, HeBenwka
nofis (HaNpuKIIa, MOMMPEeHHs OxHi€el (PeifkoBOl HOBHHM) MOXE MPU3BECTH
IO JTaBUHOMOAI0HOTO e(DeKTy, SIKII 3MIHIOE BCIO CTPYKTYPY MEPEKi.

3B’SI3KM MK TIOHATTSMH MOXYTh OyTH OaraTomiapoBumu. Harmpukan,
3B’30K MIXK TOHATTIMH «EKOHOMIYHI MpOOJeMH» 1  «IOJITHYHA
HEeCTaOUIBHICTE» MOXKE OYyTH TOCHJIEHO uepe3 JOJATKOBI IapH, TakKi sK
«colliayibHa Harpyray abo «MEIIMHNN BIUIABY.

JuHamika Mepexi CyTTeBO 3aJeXHTh BiJ 30BHIMHIX moxii. Hampukian,
MOJNITHYHI pIIIEHHs, NPUPOJHI KaTakli3Mu a00 TEXHOJOTi4HI iHHOBAii
MOXYTb KapIUHAIBLHO 3MIHUTH CTPYKTYPY B32EMO/IIM.

Y Mepexax MOXYTh BHHUKAaTH HOBI BJIACTHUBOCTI, SKi HE MOXXHa
nependavnTy Ha OCHOBI aHAIi3y OKpeMHX By3IiB abo 3B’s3kiB. Hampukiar,
MOsIBa HOBOTO HApaTHBY MOKE IPHU3BECTH 10 (JOPMyBaHHS LIIOTO KilacTepa
TIOB'SI3aHUX TTOHSTb.
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7.2. MeToao0J10risl AOCHiA)KEHHA JUHAMIKH

Jiist anani3y auHamivyHEX acnekTiB [[1B BUKOPUCTOBYIOThCS Pi3HI METOIM Ta
IHCTpYMEHTH, 30KpeMa: rpadoBi Mopemi; MoJeNi IeHTPalIbHOCTI; MOAENi
PO3IOBCIOKEHHSI iH(pOPMAIIil; aHAIIi3 YaCOBUX PS/IiB; CEMAHTUYHUI aHAII3.
Mepexi TpeaCcTaBIAIOTBCA y BHUMISAI rpadiB, e BY3IH — IOHATTA, a
3B’sI3KM — BIUIMBU. EBomronis rpada y yaci BHBYAEThCS 3a JIONOMOIOIO
gacoBuXx mapis (temporal layers) abo mociigoBHOCTEM rpadis.

Merpuku ueHtpanpHocTi, Taki sk Degree Centrality, Betweenness
Centrality, Closeness Centrality Ta Eigenvector Centrality, 3aCTOCOBYIOThCS
JUISL OLIIHKY B)KJIMBOCTI BY3JIB y Pi3HI MOMEHTH 4acy.

Mopeni posnoscropkeHHs iH(opmanii. SIR-monens Ta i momudikarii
BUKOPUCTOBYIOTBCS JUISL @HAi3y TOrO, SIK MOHSTTS aKTUBYIOTHCS,
MOIIUPIOIOTHCSI TA BTPAYal0Th aKTYAIbHICTb.

3MiHE y CTpYKTypi Mepexki (KiTbKiCTh BY3JiB, 3B’S3KiB, Barm 3B’S3KiB)
AHAJI3YIOTHCSI SIK YACOB1 PSH, 1O JO3BOJISIE BUSBUTH TPEH/IH Ta CE30HHICTb.
CeMaHTHYHUI aHaN3 TeCTiB (HANPHUKIAA, aHai3 YacTOTH CIIUJIBHOTO

BXKHBAHHS CIIB Y JOKYMEHTaX) BUKOPHUCTOBYETHCS JJISI BHSIBICHHS HOBHX
IOHSTH Ta 3B’ SI3KIB MIXK HUMH.

7.3. EBosioLis Mepex y yaci

VY rpadoBux monensax II1B, ne By3nmu — me MOHATTS (HANPHKIAA, «BOPOXKa
mpornarasjia», «HalliOHaJbHA IMEHTHYHICT»), a 3B’SI3KM — II€¢ BIUTUBH
(JIoTi4HI, TIPHYMHHO-HACTINKOBI, CEMaHTHYHi), aHANi3 €BOJIOIII Mepex y
yaci JoIoMarae BifllOBICTH Ha TaKl ITUTAHHS:

— SIki TOHATTS cTaroTh OLTBII BIUIMBOBHMH a00O HAaBIAKH BTPAavYalOTh
aKTyaJIbHICTB?

— Sk 3MIHIOETBCSI CTPYKTYpa MEpEeXi i BIUIMBOM 30BHILIHIX (akTopiB
(HampuKia, NOMITUIHNX MO, MEIIMHNX KaMIaHiit)?

— SIk HOBI HOHATTS (BY3/M) IHTETPYIOTHCS B iCHYIOTY MEpexKy?

Posrnssnemo marematwuHy (popmarizaliito, MOJENi Ta MPHUKIATN EBOJFOIIT
Mepex y daci. [ ommcy eBomromii Mepex y 4yaci BUKOPHUCTOBYIOTBHCS
JVHaMi4HI Tpadu, SKI IPEACTAaBIAIOTH COOOI0 MOCIHINOBHICTH rpadis

G, =(V,,Er), ne V, — MHOXHMHa By31iB (NOHSTH) Yy MOMEHT dacy I,

E, cV, xV, — MHOXUHA 3B’43KiB (BIUIMBiB) Y MOMEHT yacy f.

Matpuus cymixuocri A, s rpada G, omucye B3aemonii Mk By3namu B
MOMEHT 4acy [ :

164



w,(t), saKwoicnye 6niue6ioido j y momenmt;

Azj(t) = !

0, axwo enaug  6iOCymHiil.

b
Tyt wl.j(t) — Bara 3B’s3Ky (CWia BIUTHBY) Yy MOMEHT uacy f. Baru MoxyTh
3MIHIOBaTHCA 3 9acOM, IO BioOpaxkae TUHAMIKY B3a€MOJIIH.

Jlo OCHOBHHIX acCTEKTiB €BOJNIOLII MEpeX BIAHOCATH NOIaBaHHS/BIIYICHHS
By3J1iB 200 3B’S3Ki 1 3MiHy Baru 3B’s3KiB.

HoBi By3nH-TIOHATTS MOXYTb 3'ABIATHCS y MEpexi uepes mouii, MemiiHi
Kamnanii abo 3MiHM B cycmiieHOMY auckypci. Hampukian, y xomi BiitHH
MOXYTh 3'IBUTHCS HOBI TIOHATTS, Taki SK «riOpumHa BilHa» abo
«iHpopMmauiiianii GppoHTY. TakoX MOHATTS MOXYTh BTpadaTh aKTyaJlbHICTh
abo 3HUKaTH 3 AucKycilh. Hampukmanx, TepMmiH «xXonomHa BiffHa» MOTIH
BUKOPHCTOBYBATH MEHIIIE TIiCIIsl KiHIIS XOJOMHOI BiffHU, aJie BiH 3HOBY CTaB
aKTyaJbHUM Y Cy4aCHOMY KOHTEKCTI.

TakuM 4MHOM, KINBKICTB BY3JiB |V1| y rpadi Mo>xe 3MIHIOBATHCS 3 4YacCOM:
V=V +av,

ne AV, —3MiHa KiIbKOCTi By371iB (JI0faBaHHs a00 BUITYyUEHHS).

Hogi noriyni abo NpUYMHHO-HACITIKOBI 3B’S3KW MIDXK IMOHSTTSMU MOXYTb
BUHHKATH Yepe3 3MIHM B CYCHiJbCTBI. Hampukiman, micis couianbHOi KpH3H
MOXKE 3'SBUTUCS 3B’S30K MDK IIOHSATTSMH «EKOHOMI4YHI IpoOyiemMn» i
«TONITUYHA HECTAOUTBbHICTEY. Pa3oM 3 1M JIesKi 3B’ I3KHM MOXYTh 3HUKATH,
AKIIO TOHATTSA IepecTaioTh OyTH MOB's3aHUMHU. Hampukiman, 3B’S30K MiX
HOHATTSIMU  «TEXHOJIOTTYHHH TIPOTPEC» 1 «EKOJIOTIUHI 3arpo3m» MOXKe
3MIHIOBATHCS 3aJIC)KHO BiJ] KOHTCKCTY.

KinbkicTb 38°s13KiB |E,| y rpadi Takox Moske 3MiHIOBAaTHCA 32 HOPMYIIOH0:
|E|=|E_|+AE,,
ne AE, — 3mina kinbkocTi 3B°A3KiB.

Cuna BIUIMBIB MK NOHATTSAMH MOXE 3MiHIOBaTHCS 3 4yacoM. Hampukian,
3B’S130K MK MOHATTSAMH «BOpPO’Ka IpoHaraHga» i «uesiHdopmamis» Moxe
MOCHJIFOBATHCS ITi/1 4ac iHdopMaliiiHoi kammnaHii.

Barosi 3uaueHHs 3B 43KiB W, (f) MOXyTb 3MiHIOBATHCS 3 HACOM:
w, (1) = w, (= 1)+ Aw, (1),

y

b b
ne Aw;(f)— 3MiHa Baru 3B’s3Ky.
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Metpuku ueHtpanbHocTi (Hampukian, Degree, Betweenness, Closeness)
TaKOX 3MIHIOIOTECS 3 dacoM. Hampukiman, Degree Centrality mis By3nma v 'y
MOMEHT 4acy [ :

CD(;)(V) = ZAW(I)-

uev,

7.4. Mojeti eBooLii Mepex

Jis omucy Ta aHalizy 3MiH CTPYKTYPH MEPEK Y 4Yaci BUKOPHUCTOBYIOTBH
pi3HOMaHITHI MOZETI €BOJIOIII MepexX, SAKi JO03BOJIAIOTH BpaxyBaTH
IUHAMIKY JofaBaHHs abo BWIyYeHHsS BY3TiB 1 3B’s3kiB. Cepea HHX
0co0JHBe MicIle TIOCiTal0Th MOJIENh YaCOBHX MIAPIB, IO PO3TIIIAE MEPEIKY
SIK TTOCTIITOBHICTh rpadhiB y TIEBHI MOMEHTH Yacy, Ta MOJICIb POCTY Ta CHaiy,
ska (opManizye TpOIecCH TOSBH W 3HUKHEHHs elleMeHTiB Mepexi. Lli
MIAXOIM 3a0€3MeUy0Th OCHOBY JJIS TIHMOIIOTO PO3YMIHHS EBOJIOIIHHUX
MEXaHi3MIB CKJIaJHHX CHCTeM, TaKMX SIK COIliaJIbHI Mepei, TpaHCIOpTHI
CHUCTEMH 9H O10JIOTIYHI Mepexi.

B pamkax wmoodeni uacosux wapie (Temporal Layers Model) rpad
PO3TIIIAEThCA SIK TIOCIIAOBHICT MIAPiB, KOXKEH 3 SIKUX BIIIIOBia€ ICBHOMY
MOMeHTY 4acy. Hampukmnan:

— 1wap 1: rpad y MOMeHT ?;;
— map 2: rpad y MOMEHT f,.
Ie mo3BoJIsIe aHATTI3YBaTH, SIK 3MIHIOETHCS CTPYKTYpa MEPEXki MiXK IIIapaMH.

Mooenv pocmy ma cnady (Growth and Decay Model) onmcye sik HOBi By31u
Ta 3B’SI3KH IOAAIOThCA 10 Tpada, a crapi BY3JIM Ta 3B’S3KH BHITyYalOTHCS.
PiBHSHHS U151 pO3paxyHKY 3MIHH KUTBKOCTI BY3JIiB:

ay) _
a

J€ 1, — LIBUJAKICTb OSIBU HOBUX BY3IiB, d,, — IIBUJAKICTh BUIIy4EHHs BY3IIiB.

-4,

VI

AHaJIOTIYHO [T 3B’ I3KiB:
d|E|
=r
E
dt

Je 7, — LIBUJKICTb IOSBM HOBHUX 3B’SI3KiB, d, — LIBUJKICTb BHIIy4YEHHs

-d

E?

3B’SI3KIB.

7.5. MogeJii po3noBcoAKeHHs iHpopmanii

YV Po3mini 5 ke Oyno posrisHyto 0a3oBy SIR-mMomens, ska yCHiITHO
3aCTOCOBYETBCSl JUIsl ONUCY JMHAMIKW TOLIMpPEHHs iHQeKuid Tta ixeit y
Mepekax. Y KOHTEKCTI aHami3y AWHAMIYHMX TIPOIECiB y COLIaNbHUX Ta
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KOTHITMBHUX CHCTEMax, 30KpeMa B iH(pOpMAaIiifHO-NICUXOJIOTIYHUX BilfHaX,
I MOJETh TOCTYXHMJIa OCHOBOIO I CTBOPEHHS OUIBII CKJIamHUX 1
PEANICTUYHUX MiIXOMIB. PO3MOBCIOMKEHHS 1H(pOpMaIIl Yy TaKUX CHCTEMax
Mae crerudivyai 0COOMMBOCTI — BKIIFOYAIOYM YAcOBI 3aTPUMKH, MMOBTOPHE
aKTHBYBaHHS TIOHATH, TMOPOTOBi e(EeKTH, HEPIBHOMIPHICTh BIUIUBY MK
CJIEMCHTAMH Ta IICHXOJIOTIYHI YMHHHUKA. TOMYy sl MOJICIIOBAHHS IIUX
MPOIECIB BUKOPHUCTOBYIOTH PI3HOMAaHITHI MOIU(iKallii KIAaCUIHUX MOJeTeH,
II0 BPaXOBYIOTh IPUPOILY KOTHITHBHOTO TIPOCTOPY.

Opanvu 3 wHanmomupeHimmx € SEIR-ta SIS-mopmermi, siki po3mMpPIOIOTH
MoxumBocTi SIR-migxomy, momaroud JIATEHTHI CTaHH abo Iependavarodd
[UKJTIYHE TIOBEPHEHHS MOHSTH J0 CTaHy CIPHHHATIHBOCTI. PazoM 3 TuM, y
CYJacHUX IOCTIDKEHHSIX BCE YaCTIIIe 3aCTOCOBYIOTHCS NHUCKPETHI MOZETI,
3aCHOBaHI Ha TMOPOTOBHUX MEXaHI3MaX, KacKaJHOMY IOIIUPEHHI Ta
areHTHOMYy MojeiroBanHi. Lli miAXoqu MAr0Th 3MOTY BpPaxyBaTH HE JIMIIEC
CTPYKTYpY Mepexi, a ¥ CKIaaHi B3aeMOJii MK OKPEeMHUMH €JIEeMEHTaMH,
iXHIO Bpa3iMBICTh JO BIUIMBY, CHJIy 3B’SI3KiB MK HHMMH Ta peakilii Ha
30BHIIIHI cTuMynH. Taki Mozpeni 3a0e3nedyyloTb THYYKHH IHCTpyMeHTapii
UL aHami3y JuHaMikd  iHQOpMAaIliiHMX KaMIlaHid, MPOTHO3YBaHHS
MOLIMPCHHS el Ta OIIHIOBaHHS €()EKTHBHOCTI KOHTPIIPOMAraHIUCTCHKUX
CTpaTerii.

Haranaemo, mo SIR-Mojens Omucye, K aKTHBHICTh TOHSTH 3MIHIOETHCS 3
4acom:

éz—[3Sl, ﬂ:BSI—yI, d—R:yI.

dt dt dt
Y KOHTEKCTi aHalli3y MTUHAMIYHUX MepeX I THPOPMAIiifHO-TICHXOIOTI9HOT
BifHM, 30KpeMa MEHTAJNbHHX BIH ICHye Kinbka Mojened, SKi €
po3mmpeHHsMA abo MomudikamismMu kinacudaoi SIR-momenmi. Ili mopmeni
BpPaxOBYIOTh CIEIU(IKYy TUHAMIYHHAX MPOIECIB, TAKUX SIK 3MiHA CTPYKTYPH
Mepexi, B3a€MOJisi MK MOHSTTSAMH, YacoBl 3aTPUMKH Ta IICHXOJIOTIYHI
(haktopu. Po3risiHeMO OCHOBHI 3 HUX.

7.5.1. SEIR-monens (Susceptible-Exposed-Infected-Recovered)

OpHiero 3 HaWBIMOMINIMX MojeseH monmmpeHHs iHpopmarii € SIR-monens,
sKa TMONUISE MHOXHHY IOHATh a00 IHOWBINIB HA TPH CTaHH: S
(ctipmitasTiuBi — Susceptible), 1 (iH¢pikoBaHi, TOOTO aKTHBHO MOLIMPIOIOTH
iHpopMmariito — Infected) i R (BigHOBIEeHi, TOOTO BTpaTWiu iHTepec abo
MPUITUHWIA TIOIMUPEHHS — Recovered). Y KOHTEKCTI aHaNi3y KOTHITHBHOTO
MPOCTOPY II€ JO3BOJISE MOJICIIOBATH, SIK 1/1e1 HAOMPAIOTh OOCPTIB i 3HUKAIOTH
3 cycmiiabHOI cBimoMocTi. OOHNM i3 BOXJIMBHX PO3MIMPEHb i€l Mojelni €
SEIR-mozmens, sika nonae nmpoMikauit ctad E (Exposed — excrioHOBaHHM, a00
JATCHTHUH), M0 BimOOpaXkae mepioj, KOAM MOHATTS abo ocoba yxe
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migganacs BIUIMBY, ajie IIe¢ He Iovaja aKTUBHO Horo mnommproBaru. Lle
pOOUTH MOJENb OIIBII PEATICTHYHOI IS OMHCY TPOIECiB, JIe Tepen
MOIIMPCHHAM 1H(pOpMAIl MOTPiOCH Yac Ha OCMHCICHHS ab0 BHYTPIIIHIO
AKTHBALLIIO.

B pamkax mMozeni TOoCiKyIOThCS TaKi eTanu:

— § — E: NOoHATTA NepexoauTh Yy JAaTeHTHUH CTaH uepe3 KOHTaKT 3
AKTUBHUMH MOHATTIMHU ([);

— E — I IOHATTS cTa€ akKTUBHUM IICIS JIESKOI 3aTPUMKH (HANpUKIa,
gacy st 00poOku iHdopmarii);

— [ — R: aKTUBHE NOHATTS BTPavya€ aKTyaJbHICTb.

JuHaMmika cTaHiB MOJIEITi OMICYETHCS CUCTEMOIO AU epeHIialbHUX PiBHSIHb:

ds

— = _B -S-1;

dt

dE

dt

dl

— =0 E— 'Y . ’

dt

dR

JE— 'Y . ,

dt
e S — CIpUHHATINBI MOHATTS, E — nmaTeHTHI (eKCIOHOBaHI) MOHATTS, [ —
aKTHBOBaHI TOHATTA, R — TMOHATTS, SKI BTPAaTHIM aKTyaJbHICTh, B —

MIBUAKICTH Nepenadi BIMBY (S—FE), 6 — MBHAKICTS nepexony 3 E—l, y —
MIBHAKICTH 3a0yTTs (I—R).

V xoxi pyHKIIOHYBaHHS MOIEIi TIOHATTSA 3 S IepeXoauTh y E depe3 KOHTaKT
3 aKTUBOBAaHUMHU MNOHATTAMU ([); moHATT 3 E nepexogutb y [ micis
3aTPUMKH, SKa BHM3HAYAEThCS MapaMeTpoM o©; MOHATTA 3 [ BTpavae
AKTYaNBHICTP 1 IEPEXOAUTH ¥ R 31 IIBUAKICTIO Y.

I{s Motenh BpaxoBY€E YACOBHIA JIal MiXK aKTHBAITIETO iel Ta il MommpeHHsM.
Hampuknan, nouarrs "nesindopmaris” mMoxxe OyTH CHOYATKy NPHAHITUM
(E), a motiM cTatu akTUBHUM ([).

7.5.2. SIS-monexan (Susceptible-Infected-Susceptible)

Ha Bigminy Bim SIR-mopenmi, y sikili moHSATTss abo ocoba micist BTpaTw
aKTHBHOCTI TiepexoauTh y cTaH cTiiikocti (R), y SIS-mozmeni (Bix
Susceptible-Infected-Susceptible) BiZICYTHIN OCTaTOYHUI cTaH
«BIAHOBJIEHOTO». Y il MOJENi MOHATTS, IO MepecTano OyTH aKTUBHUM
(I — S), moBepTaeThes A0 CTaHy S — TOOTO 3HOBY CTA€ CIPUHHSITINBUM IO
nmoBTOopHOI aktuBaiii. lle o3Hauae, mo ogHa i Ta caMa imes MOXKE 3HOBY
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HaOWpaTH TOMYJSPHICTh, HABITH SKIIO HA MEBHOMY eTami ii MONIMPEHHS
TIPUTTHHMIOCS.

Taka amHamika no00pe BimoOpakae peaipHI MpomecH B iHGOpMAIiHHMX
CUCTEMax, e OKpeMi TeMH YH TIOBIIOMIICHHS PETYJSPHO TOBEPTAIOTHCS B
MoJIe TPOMAJICHKOI YBaru — HaIllPUKIIAJ, Yepe3 HOBI MOJil, MeaiiiHI KaMmaHil
a00 MOBTOpPHE MOCHIICHHS IPOIAraHIUCTCBKOTO THCKY. MoOJenb 0co0IHBO
KOPHCHA IS aHali3y CHTYalliif, KOJU CYCIIJILCTBO He (POpMye TpHBasol
"iMyHiTeTHOI" peakiii Ha eBHy iJet0, 1 BOHa MOXKE 3HOBY aKTHBYBATHUCS MiJl
BIUTMBOM 30BHIIITHIX 200 BHYTPIIIHIX (haKTOPIB.

B pamkax mMofeni po3riisgaroThCs TaKi eTamu:

— S — [ IOHATTS aKTHBY€ETHCS,;
— [ — §: NOHATTA BTpayae aKTyadbHICTh, aJle¢ 3aJHMIIAETHCS JOCTYITHUM
JUTSL IOBTOPHOT aKTHBAILLI.

JluHaMika cTaHiB ONUCYEThCS TAKUMH PIBHSIHHIMU:

ds
—=-B-S-IT+y-I;
” B Y
dl
—=B-S-I1—-v-1,
” B Y

ne S — CupuUHHATIWBI TMOHATTS, I — aKTUBOBAHI MOHSATTS,  — IIBUIAKICTDH
nepenadi BILIUBY (S— 1), y — MBUAKICTE mepexoxny 3 [—S.

V xomi QyHKITIOHYBaHHS MOJAENI TOHATTS 13 cTaHy S mepexonuTh y I depes
KOHTAaKT 3 aKTHBOBAHUMH MOHATTAMH ([), a TIOHATTS 3 ] OBEpTaETHCS 10 S,
KOJI BOHO BTPa4ya€e akTyaJIbHICTb.

Mogens KOpuCHA JUIA aHANi3y LUKIIYHOTO XapakTepy iHhopMamiitHIX
kamraHid. Hampukman, moHSATTs "comianbHa Hampyra' Moxke OyTH
AKTHBOBaHMM, a IIOTIM HOBEPHYTHCS 10 CTaHy S, KOJM BOHO 3HOBY CTa€
YyTJIIMBUM J0 HOBUX 1H(GOpMaliHHKX aTax.

7.5.3. Threshold Models (Moaei moporosoro Tuiy)

Y Mozensx HOpOroBOrO THITy aKTHBALisl MOHSATH 3aJISKHUTh BiJl OPOTOBOi
KIUJIBKOCTI aKTUBHHX cycimiB. IIOHATTA mepexomuTs y cTaH [, JIUIIE SKIIO
JIOCTaTHBO 0araro HOro CyciJiB y>xe aKTHBOBaHI.

B moneni nependavyeHo Taki etanu QyHKIIOHYBaHHS:

— KOXKHE TIOHSATTS Ma€ CBiii moporoswii mapameTp (0), sKuil BH3HAUaE,
CKIJIBKH aKTHBHHUX CYCI/IiB IOTPIOHO JUIS aKTHBAIIT;
— SKIIO YacTKa aKTMBHUX CYCi/iB epeBHIILye O, TOHITTS aKTUBYETHCA.

J7151 KO)KHOTO MOHATTA i
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1, saxwo ZjeN(i)xj(t)Zei,

x(t+1)= .
0, inaxuwe,
mex,(t) — cram moHATTA i Ha MOMeHT wacy ! (I —akrmBoBame, 0—
HeaKTUBOBaHe), N(i) — MHOXHMHA CyCiliB MOHATTA i, O, — TOporose

3HAYEHHSA JJISI TIOHATTS i.

V wiit Mozel aKTUBALlA TTOHATTSA 1 3aJIEKUTH JIMIIE BiJ KITBKOCTI aKTHBHUX
cycimiB (ZjeN (l_)xj(t)). SIKIIO KUTBKICTh AKTHBHUX CYCIJIB IMEpeBHILyE a0o

JIOpiBHIOE TIOPOTOBOMY 3HAYEHHIO 0,, HOHATTS 1 aKTHUBYETBCS.

Mogens 100pe OmHCye KOJCKTHBHY ITOBEMIHKY Y COIIAIbHHUX Mepexax.
Hampukian, MOHSITTS «maTpioTH3mM» MOKe OyTH aKTHBOBAHE JIMIINE TO/I,
Kol 0araTo CyCigHIX TOHATH («HAI[iOHANbHA iCHTUYHICTHY», «EIHICTH)
B)KE€ aKTHBOBAHI.

7.5.4. Independent Cascade Model (Moaenb He3a/1€:KHUX KaCKA/IiB)

Independent Cascade Model (ICM) — 1ie iMOBipHiICHa MOJENb HOIIMPEHHS
iHpopMallii, sika ONMUCye NPOLEC aKTHBYBAaHHS IOHATH ab0 BY3JIB Mepexi
Yyepe3 JIAHIIOTOBY peakiio. Y Il MojeNi KOXKHE aKTUBOBAHE TMOHSTTS
OTPUMYE OJHY MOXKITUBICTH 3 TIEBHOIO HMOBIPHICTIO p TIepeIaTH aKTHBHICTh
CBOIM cycigaM. SIKIo cycia 0yao yCHmilIHO aKTHBOBAHO, BiH Y CBOIO Yepry
HAMaraeTbCs aKTHBYBaTH CBOIX CYCIOIB Ha HACTYyTHOMY KpoLi,
MPOJOBXKYIOYH TaKMM YHMHOM KackajHe moumpeHHs inei. Ilpomec TpuBae
JIOTH, JOKM BCi HOBI akTHWBaIii cTaHyTh HeMoxnuBumu. ICM ocobnuBo
KOpHMCHA Ul MOJENIOBAHHS IIBHIKOTO T4 XAOTHYHOTO DPO3MOBCIOIKEHHS
ineid B iH(MOpMAIifHOMY TMPOCTOpi, HANMPHKIAT, B aHami3i MemiiHuX
KaMmaHii 800 BUBYEHHI e()eKTHBHOCTI MMPONAraHIUCTCHKUX TTIOB1IOMIICHb.

OyHKITIOHYBaHHS MOJIEIIi BKJIFOYAE €TAIH, 1[0 BU3HAYAIOTHCS aJITOPUTMOM:
1. TIpomec mounHAETHCS 3 OJHOTO 200 KUTBKOX aKTHBOBAHUX TIOHSTE.
2. Ha xKOXHOMY KpOIli aKTHBOBAHI ITOHATTS HaMaraloThCs aKTHBYBATH
CBOIX CYCiAiB 3 AIMOBIPHICTIO P, .
3. Ilpomec TpuBae, MOKK BCi MOYKIIMBI aKTHBAIIil HE 3aBEPIIATHCS.
JI71s1 KOKHOTO 3B’SI3KY | — J:
P(i = j)=p;
Ae p,; — WMOBIPHICTb TOTO, IO HOHSATTS | AKTHBYE IOHSTTA .
Monenb KOprCHa I aHalli3y MOIIMPEHHs el depe3 Memia. Hampukianm,

HOHATTS  «BOPOXKA  MpPOMAaraHaa»  MOXE  aKTUBYBaTH  IOHATTS
«ne31H(popMalliloy, sIKa, Y CBOIO Yepry, aKTUBYE «COLIAIbHY HAIIPYTY».
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7.5.5. Linear Threshold Model (Jliniiina Moge s MOPOroBOro THITY)

JliniiiHa MOJeNIb TIOPOTOBOTO THITY — II€ PO3LIMPEHHS MOJENTI MOPOTOBOTO
THITy, € aKTUBAIlis MMOHATHh 3aJISKUTh BiJl BaroBUX KOEQIIiEHTIB 3B’S3KiB.
KosxeH cycin Mae Bary, i HOHSTTS aKTHUBYETHCS, SKIIO CyMa Bar aKTHBHUX
CYCiJIiB IEPEBHUIIYE MTOPOTOBUI 3HAUSHHSI.

Ilepenbaueno Taki eTany QyHKIIOHYBaHHS:
— Bard 3B’s3KiB (W) BU3HAYAIOTb CUJY BIUIMBY OJHOIO IMOHATTS Ha
1HIITE;
— noporose 3HadeHns (0,) BU3HAYaE, HACKINBKM CUITBHO TIOHSATTS pearye
Ha BIUTHB.
J11s1 KO’KHOTO TIOHATTA i
1, skwo z,-gmi) w,x;(t) =20,

0, inakuwe.

x(t+1) =

Je x,(f) cTaH MOHATTS i HA MOMEHT Yacy f, w,; ' Bara 3B’S3KY MK HOHSATTAMH
iTaj, 0,: moporose 3HaUEHHS IS TOHATTS i.

V wiii Monmeni axTHUBaIiA MOHATTS [ 3aJEXKWATH BiJ BaroBaHUX BIUINBIB

aKTHBHHX CYCilliB (zl_eN (l_)w,jxj(t)). IToHATTS § aKTUBY€ThCA, SKIIO CyMa Bar

aKTUBHUX CYCIiJIiB IIepEBHUIIly€ IIOPOrOBE 3HAUEHHs 0, .

Mogens BpaxoBy€ HEpiBHOMIPHICTh BIDIMBY MiX MOHATTSAMH. Hampukian,
MOHATTS «HAI[lOHAIbHA 1JEHTHYHICT» MOXE MaTd BEIMKWI BIUIMB Ha
«IIATPIOTU3MY, aJIe MEHIINI — Ha HOHSTTS «COLiajbHa HAIpyray.

7.5.6. Agent-Based Models (ArenTHi moaei)

VY areHTHHX MOJIENAX KOXXKHE MOHATTA (abo ifes) MpencTaBIeHO SK arcHT,
SKMH Ma€ BJIACHI MPaBUJIA MIOBEIIHKH Ta B3a€MOJII€ 3 IHITNMH areHTaMH.

ATEHTH MOXYTh MaTH Pi3HI XapaKTEPUCTHKH:

— CHOpPUIHSATIMBICTH JI0 aKTUBAIIIT,
— CWIy BIUIUBY Ha IHIINX areHTiB;
— TpPUBANICTh aKTHBHOCTI.

KookeH areHT (OHATTS) Mae CBilf CTaH x,(f) Ta IpaBHIIa B3a€MOJIL:

x(t+1)= f(xi(t)’{xf(t)}jezv(i))’

ne [ — dyHKmis, ska BU3HAYa€ HOBMU CTaH areHTa i Ha OCHOBI HOro
MTOTOYHOTO CTaHy Ta CTaHiB CYCiJiB.
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B3aemonii Mix areHTamMMm MOXYTh OyTH  JeTepMiHOBaHMMH  a0o
CTOXaCTHYHHUMH.

ATEHTH B3a€MOJIIOTH 3TiAHO 3 TMEBHUMH NpaBWIAMH, SKi MOXYTh OyTH
JeTepMiHOBaHMMH a00 CTOXacTHYHMMH. Hampuxiazx, mnOpaBuwio Moxe
GasyBaTHCs Ha IOPOTOBHX e(eKTax a00 IMOBIPHOCTSIX.

Mogenb [03BOJIIE CHMYJIOBATH CKJIAJHI B3a€MOJii MK MOHITTSAMHU.
Hanpuknax, MoXKHa MOZENIOBATH, SK TIpyla IIOHATH («IIaTPiOTH3MY,
«EITHICTBY) pearye Ha 30BHIMIHIHN BIDIUB («BOPOXKA MPOTIATaHAa»).

7.6. [Ipukaaau eBoIOILII MepexK y pea/IbHUX CUTyaLifgAxX

EBomtolliss KOTHITHBHHX Ta COIIaJbHUX MEPEK — IIe HEBiJ €MHA YacTHHA
JUHAMIKA CYCITIJIBHUX TPOIECiB, OCOOJUBO B yMOBax iH(opMalliiiHo-
[ICUXOJIOTIYHUX BIHH, J¢ IOHATTH, ifel Ta B3a€EMO3B’SA3KH MIK HHMH
MMOCTIHHO 3MIHIOIOTHCSA IIJT BIUIMBOM TMOMIH, MEOIMHUX KaMIlaHid Ta
MOJIITHYHUX YUHHHKIB. Y peallbHUX CIEHapiiX MOXKHA CIIOCTEpiraTH, sK
OKpeMi TepMiHM HaOWparoTh Bar, sk ()OPMYIOThCS HOBI acomiarii Mix
MOHATTSMH, 8 TAKOX K 3MIHIOETBCS CTPYKTYpa B3aeMOAIT Mixk cy0’ekTamMu B
COIATBHUX 1 MEMIHHMX Mepexax. Taki 3MiHH MOXYTh OyTH 3adikcoBaHi
4epe3 aHali3 METPUK [CHTPAJIbHOCTI, BUSBJICHHS KJIFOUOBHX BY3IIIB, a TAKOXK
MOJICTIOBAHHS JMHAMIKM aKTHBAIlii MOHATh y dYaci. Po3risHeMo nekinbka
NPUKIagiB, IO JEMOHCTPYIOTh MEXaHI3MH €BOJIOIII MepeX Yy pi3HHX
KOHTEKCTaXx.

1. EBomionist moHsATh y Media. Y MeAiHHOMY NPOCTOpPI MOHATTS, TaKi sIK
«MaHAEeMis», «BaKUWHAISMY, «Ie3iHQOpMalis», CTald 3HAYHO OiIbII
BIUIMBOBUMH Tij yac mauaemii COVID-19. Lle BinoOpaxaeTses y 3pocTaHHI
Degree Centrality Ta Betweenness Centrality X HOHSTb.

2. Epoumromiss MONITHYHHX HApaTWBIB. Y XOIi MONITHYHAX KOH(DIIKTIB
MOHATTS, TaKi SK <«IEPXKABHUI CYBEPEHITET», «EKOHOMiuHa Oe3MeKay,
«IMaTpiOTU3M», CTalOTh OUTBII BaXIMBHMH. Hampukman, 3B’S30K Mix
«EKOHOMIYHUMH CaAHKI[ISIMH» 1 «IIOJITHYHOIO CTaOLIBHICTIO» MOXKE
[TOCUJIMTHCSL.

3. EBomtowisi comianbHUX Mepex. Y COLiabHUX Mepexax HOBI TpeHIH
(HampuKIanm, «KITMaTHYHAa KPH3a») MOXKYTh CTBOPIOBATH HOBI MOHSTTSA Ta
3B’SI3KH, IO TIPU3BOJUTE JI0 3MIHU CTPYKTYPH MEPEXKi.

TakuM 4MHOM, €BOJIOLIS MEPEX Y 4aci € BaKIMBUM aclleKTOM aHalli3y
iH(hOPMAIITHO-TICUXOJOT1YHUX ~ BiliH.  3acTOCyBaHHS  MaTeMaTHYHUX
Mojerel (J4acoBHX MIapiB, pocTy Ta cmamy, SIR-mozmeni Tomio) mTo3BOJIsIE
BUSBUTH IWHAMIKY 3MIH Yy CTPYKTYpi MeEpexi, iIeHTH(iKyBaTH KIHOUYOBI
MOHSTTS Ta NPOTHO3YBATH IXHIO MOBEAIHKY.

172



7.7. BuaBJ1eHHA aTak

VY KkoHTeKCTI iHpopManiiiHo-nicuxonoriyaux BiitH (I[1B), BusiBneHHs arak Ta
pOo3pobKa cTpareriii KOHTP3aXo/iB € KPUTHYHO BAKIUBUMHU 3aBAAHHAMU JJIs
3aXHCTy IHQOPMAIIIHOrO TOJI1  BiJl MAaHINYJIATUBHHX  KaMIIaHIM,
ne3indopmarii Ta IHIIKUX GOPM BOPOIKOTO BILIHBY.

Ataku B iH(OpMaIiHHO-IICUXONOTIYHUX BiffHAX MOXYTb OyTH CIIpSIMOBaHi
Ha pyHHYBaHHS CTPYKTYpPH Mepeki, HOMHUPEHHs Ae3iHpopmalii abo 3MiHy
MMOBEMIHKH KJIFOYOBHMX MOHATH. Hikue HaBeIleHO OCHOBHI THITHM aTak, Taki sSK
aTaky Ha KIIIOYOBI BY3JIM, aTaKW Ha 3B’SI3KH, aTakh HA CTPYKTYpY MeEpexi,
aTaKW Ha JUHAMIKY MEepexi.

ATaky Ha KIIOYOBi BY3JH CIPSIMOBaHI Ha BHIIyYEHHS 200 KOMIIPOMETAIIII0
By3IiB 3 BHCOKOK 1eHTpanbHicTI0O (Degree, Betweenness, Closeness,
Eigenvector), Hanpuxian:

— aTaka Ha TIOHSITTS «IEPXKaBHUH CYBEpEHITET» MOXKE IPH3BECTH IO
pPO3pUBY 3B’SI3KiB 3 IHIMUMH BAXJIMBUMHU TOHSATTSIMH, TaKUMH SK
«TaTPiOTHU3MY;

— KOMIIpOMETAIlisi TOHSATTS  «HAlllOHAaJTbHA  IACHTHYHICTE»  MOXeE
MTOCTA0UTH HAIliOHAIBHI HAPATHUBH.

ATaky Ha 3B’S3KH CHPSIMOBaHI Ha ociiabJieHHs] a0 BUITyYEHHSI 3B’S3KIB MiXK
noHsTTsAMU. HaBegemo npuknaau:

— pyiiHyBaHHA 3B’A3Ky MDK «EKOHOMIYHMMH mpoOiemamm» i
«IIOJIITAYHOK HECTaOIIbHICTIO» MOXE IIPU3BECTH A0 PO3'€THAHHS
€KOHOMIYHHX Ta HNOJITHYHUX HAPATHBIB;

— ocnabneHHs 3B’S3Ky MK «Je3iHdopmamiero» 1 «Memiay Moxe
3MEHIITUTH MOKJIIMBOCTI IMMOMIUPEHHS (EeHKiB.

ATakn Ha CTPYKTYpy Mepexi CIpsMOBaHI Ha pyHHYBaHHS IJI00ambHOL
CTPYKTYPH MepeKi, HapUKIIa/L:

— 3HUILCHHS 3B’A3HOCTI — BHJIYYCHHS KIIOYOBHX BY3JiB 3 BHCOKOIO
Betweenness Centrality Moyxe Npu3BecTH 10 po3magy Mepexi Ha
OKpeMi KJacTepu;

— 30UIBIICHHS MOTOKY iH(OpMALii Yyepe3 MeBHi 3B’I3KH MOXKE IPU3BECTH
JI0 TX Meperpy3KH Ta 3HWKEeHHs eeKTHBHOCTI nepenadi iiei.

ATakM Ha JIMHaMIKy MepeXi CIpsSIMOBaHI Ha 3MIHY AMHAaMIKH Mepexi,
HalPUKJIAZ 32 PaXyHOK MaHIIyJALil YaCOBUMH TPEHIaMH a00 BBEICHHAM
HOBHUX BY3JIiB 1 3B’A3KiB.

VY pesynpTari IMIBHAKE IOCWJICHHS 3B’S3KIB HABKOJIO HOBOTO MOHSTTS
(Hanpukinan, «riOpuaHa BiHa») MOXKE NPHU3BECTH JIO 3MIIIEHHS YBaru
CYCHIBCTBA, a OJABAHHSI HOBHX BY3JIB (HANPUKIAJ, «KJIIMAaTH4YHA KPH3a»)
MOYKE 3MIHUTH CTPYKTYPY MEPExKi.
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7.8. MaTremaTu4yHa popmaJiizanis arak

Jlyis BUSBJIICHHS BY3JIB, SIKI € IIIMH aTak, BUKOPHUCTOBYIOTBCS METPUKHU
HneHTpaibHOCTI. Hanpuknan:

— Degree Centrality: C,(v)=>_A,.

ueV

— Closeness Centrality: C.(v) = Zm
u#y VSM

ATaka Ha By30J V MOXe OyTH (opMalli3oBaHa siK BHJIYYEHHS [[bOTO BY3Ja 3
rpada:
G'=G\{v},

ne G'— HoBuii rpad 6e3 By3na v.
Artaxa Ha 3B’30K (i, j) Moxe OyTH (popmainizoBaHa K BUIY4eHHs pebpa 3
rpada:
E'=E\{(i.J)}.
ne E' —HOBAa MHOXMHA 3B’s13KiB 6e3 pebpa (i, j)-
PyitHyBanHsT 3B’s3HOCTI Mepexxi Moke Oyrm (¢dopmamizoBaHe uepe3
MEePKOJIAIIHY Moaens (auB. Posmin 5).
JluHamika Mepeski Moxke OyTH OTHcaHa Yepe3 4acoBi 3MiHU Bar 3B’sI3KiB:
W,_','(t) = sz(t _1) + szj(t)y
ne Aw[:,.(t) — 3MiHa Baru 3B’s3Ky. ATaka MoXke OyTH HaIlpaBJieHa Ha 3HAYHE

301MbIIEHHS UM 3MEHIIEHHA Aw, (7).

7.9. CTparerii KOHTp3axoaiB

Y koHTekcTi iH(popMamiHHO-IICHXONOTIYHUX BiffH cTparterii KOHTP3axOmiB
MAafoTh Ha METi HE JIMIIE HMPOTHIIATH aKTUBHUM aTakaM Ha KOTHITHBHE Ta
MejiiiHe molie, a ¥ 3a0e3meunTH CTIiHKICTh, AJalTHBHICTL Ta IIBUIKE
BIZIHOBJIGHHSI CTPYKTYPH MEPEXKi IiCiIsi 30BHIIIHIX BIUIMBIB.

OCKUIBKHM TOHSTTS, 3B’SI3KH Ta B3aEMOIIi MK HMUMH (POPMYIOTH OCHOBY
iH(OpMaIiitHOTO TIPOCTOPY, €PEeKTHBHA CTpATEris IOBUHHA BPAXOBYBATH SIK
JIOKJIBHI yJIap¥l 110 OKPEMHM BY3JIaM, TaK i CHCTEMHI aTakH, CIpsIMOBaHI Ha
pYHHYBaHHS 3arajbHOI CTPYKTYpH Mepexi. I IbOoro BHKOPHCTOBYIOTh
KOMIUIEKC MiAXOAIB, IO OXOIUTIOE 3aXUCT KIFIOYOBUX IOHATH, BITHOBICHHS
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MOPYIIEHUX 3B’5I3KiB, MiABHUILEHHS 3arajbHOI 3B 3HOCTI MEPEXi Ta IIBUIKE
pearyBaHHsI Ha TWHAMIYHI 3MiHH.

OpHuM i3 6a30BUX MPHHIMIIIB € 3aXHUCT KITIOYOBUX BY3IIB, SKi BiAIrparoTh
LEHTPaJIbHY POJIb y Niepeadi iJiei — HanpyKiIal, HOHITh TUITY «HaI[lOHAIbHa
IICHTUYHICTB» UM «IAaTPiOTU3M». BUSBICHHS TakuX BY3JiB 3MIHCHIOETHCS 32
JIOTIOMOTOI0 METPHK IICHTpalbHOCTI, Takux sk degree centrality abo
betweenness centrality. [Ticis X izeHTH}IKALIT TPOBOAATHCS MPOQIIAKTIHIHI
3aX0IU — BiJ| OCBITHIX Iporpam J0 MEAIHHMX KaMIaHii, COpsIMOBaHUX Ha
3MIIHEHHS AOBIPH JI0 IIUX ITOHATE.

TaxkoX Ba)XJIMBUM € BiTHOBJICHHS 3B’SI3KiB, OCOOJIMBO IiCII JECTPYKTHBHUX
BIUIMBIB, II0 IOPYLIYIOTb KOMYyHiKamidHi nurixu. lle Moxe BimowaTw
aKTHBALlif0 aJbTEPHATHBHUX KaHANIB MOIIMpeHHA iHdopmamii abo
CTBOPEHHS HOBUX 3B’S3KiB JJIS TIiIBUIIICHHS 3araJIbHOT 3B’ I3HOCTI MEPEexi.

JlomaTKoOBO 3aCTOCOBYETHCS IiIBUIEHHS CTIHKOCTI CTPYKTYPH MEpPEeXi 4epes
KJIaCTEepU3allilo Ta 0JaBaHHS HOBHX BY3JiB, IO 3MEHIIYE BPa3JUBICTh JIO
nepexpecHUx arak. Hapemri, NMporHo3yBaHHS Ta IUBHIKE pearyBaHHS
JIO3BOJIAIOTH ONEPATHBHO BUSABIIATH 3MiHH B JUHAMIIl MEepeXi Ta 3allyCKaTH
ABTOMATHU30BaHI MEXaHiI3MH TPOTHUII.

BaxumBimoro yMOBOIO CTIHKOCTI KOTHITHBHOI a00 MeHmiiHOT Mepexi €
3aXUCT 11 HAWBaKIHUBIIIMX €JIEMEHTIB — THX MOHATh 1 3B’S3KiB, SKI
BiZIrpaloTh IEHTPAIbHY pOJb Yy Iepemadi imeit. [ng mporo aHamizyroTh
CTPYKTYpPY MEpEXi 3a JOMOMOT0I0 METPHK IIEHTPAIBbHOCTI, 1100 BU3HAYHTH,
AKi BY3IM € KPUTHYHUMHU Ui i1 (yHKIioHyBaHHA. [licms iX BUsIBIEHHS
PO3pPOOISAIOTE CTpaTerii MiABUINEHHS IXHBOI CTIHKOCTI, cepell SKUX MeIiiHi
KaMIaHii, OCBITHI iHIiaTHBH Ta iHIII (OPMH aKTHBHOTO MPOTHUIi cripodam
JIUCKPEIUTALlIT Y1 3aMiHU KJIFOYOBUX TIOHSITh.

He MeHm BaXiIMBUM € BIJHOBJICHHS 3B’SI3KiB, IOPYIIEHHX BHACIIIOK
inpopmariitaux atak. Ile Moxe mependavaTH aKTHBALIIO aJbTEPHATHBHUX
NUIAXIB TMOMIMPSHHS JaHWX ab0 HaBiThb CTBOPCHHS HOBHX 3B’S3KIB MiX
ICHyIOUMMH BYy3/aMH, 100 3abe3meunTn Oe3nepebiiiHy KOMyHIKalilo B
Mexax Mepexi. Takui miaxix ocobanBo epeKTHBHIM, KOJIM OCHOBHI KaHAJH
Oynu ypaxeHi a0 BTPaTHIIH JOBIpY cepel ayauTopii.

{06 3pobuTH Mepexy CTIHKOI J0 CHCTEMHHX aTakK, BaXKIIMBO HE JIHIIE
OKpEeMO 3axXWIIATH II YaCTWHHW, a ¥ IiJBUINYBATH 3araibHy 3B’S3HICTh
cTpykTypH. Lle nocsaraerbest uepes 10aBaHHS HOBUX BY3JiB a00 3MillHEHHS
BHYTPIIIHIX 3B’S3KiB yCEpeauHi TPYN CXOXHX MOHATh. CTBOPEHHS MIITHUX
JIOKJIBHUX KJIaCTEpiB J103BOJIsiE 30epiraTé LUIICHICTh MEPEeXi HaBiTh y pasi
MacIITa0HUX BIUIUBIB.

OKpiM 3aXHCHHX 3aXO[iB, HEOOXiTHO MaTH MEXaHi3MHM IPOTHO3YBAHHS Ta
OTICpAaTHBHOTO pearyBaHHsI. MOHITOPUHT 3MiH Yy CTPYKTYpi Mepexi Iae
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3MOTy BYaCHO TIOMIiYaTH O3HAKW aTaKk, a aBTOMATHW30BaHi CHCTEMHU
pearyBaHHs JIO3BOJITIOTH  IIBHAKO 3allyCKaTH KOHTP3aXoAW. Takui
KOMIUICKCHUH MinXiJ 3a0e3redye He TUTBKH BITHOBIICHHS MEpPEXi Micis
aTak, a i 1l ajanTailiro 10 HOBUX BHIIIB 3arpos3.

OmHuM 13 XapakTepHHX NpUKIANiB iH(GopMmamiiHOI aTakum € cmpoba
MaHIITyTIOBaTH  CIHPUHHATTAM TOHATTA  «Ae3iH(popMalis» 3 METOI
JUCKpeInTallii Melia Ta MOIIUPEHHS HEIOBIpH 1O JKepen iHdopmarii. Y
[bOMY BHIIQJIKy €(EKTUBHUM KOHTP3axoJoM € (opMyBaHHS CHIIBHHX
3B’S3KIB MK TOHATTAME «Je3iHpopMaris» i «KpUTHYHE MHCICHHS», L0
JIO3BOJISIE HE TPOCTO MPOTUCTOSATH (DEHKOBMM HOBMHAM, a i AaKTHBHO
HaBYaTH CYCIIBCTBO PO3IMI3HABATH MAaHIMyJALii Ha PiBHI OCBiZOMIICHOCTI
Ta aHaNi3Yy.

[Ile ogHUM TIPHUKIIAZIOM € CIIPOo0Oa MOCIA0WTH B3aEMO3B 30K MiXK IMMOHITTIMHA
«EKOHOMIYHI TIpOOJIEMI» Ta «HOJITHYHA HECTaOLIBHICTHY», MO0 MPUXOBATH
peanbHUil BIUIMB €KOHOMIYHOTO CTaHy KpaiHM Ha ii MOJITHYHY CHUTYaIlilo.
Jis mpotumii Takid aTami MOYKHa BHKOPHCTOBYBAaTH IIOHSTTS «COIiajbHA
Harpyra», 4epe3 sKe BiJHOBIIOIOTHECS JIAHKA MIX EKOHOMIYHMM CTaHOM
CYCHUIBCTBA 1 HOTo MOJITUYHUMH HACTPOSAMH, 3a0e3Medyloud OiNbI
MIPO30pe PO3YMIHHS MPUUYUH CYCITIILHUX MPOIIECIB.

He MeHII cepiio3HOIO 3arpo3010 € CHCTEMHa aTaka Ha CTPYKTypy caMoi
MeiiHOI Mepexi, CIpsMOBaHA Ha IMOPYIICHHS 3B’S3HOCTI Ta OJOKyBaHHS
MOIMIMPEHHST A0CTOBipHOi iH(popmanii. Taki il MOXYTh NPU3BOAUTH 1O
iHpopMariiiHol  130JAIii OKpPeMHX TpyH AayguTopii YH  MacoBOTO
3aMOBUYBaHHs BaXJIMBHX IOAiA. BimmoBigmo Ha 1e Moxe Oytu
BIIPOBADKCHHS  JCUCHTPATi30BaHUX  IwiarhopMm, sKi  3a0e3meuyroTh
aNbTepHATHBHI KaHAIM TIOIIUpEHHS iHpopMarii, migBumIyrodu il
JIOCTYITHICTB 1 CTIMKICTB 10 IEH3YPH 91 MAHIITYJIALIHA.

TakuM YMHOM, KOXKEH THII aTaKd BHMArae He JIMIIE TOYKOBOTO pearyBaHHSI,
a f CHCTEMHOTO MEPEOCMUCIIEHHS CTPYKTYPH KOTHITHBHOI YM MeIiHHOI
Mepexi, mo0 30epertw I MIMICHICTH 1 (YHKI[IOHANBHICTE Yy YMOBax
iH(pOPMAIIITHO-TICIXOJIOT19HOT BifHH.

BusiBneHHs atak Ta po3poOKa cTpareriii KOHTP3axoiB y Tpad)OBUX MOAEISX
iH(GOPMAIITHO-TICUXOJIOTIYHUX  BiH JI03BONIsIE  S(EKTHBHO 3aXHUINATH
iHpopmariiiine moJe Big MAaHINYIATUBHHX KaMIaHii. 3acTocyBaHHS
MaTeMaTHIHUX MOZENeil (METpUK HEHTPAIbHOCTI, MEPKOJSILIIHNX MOozAeneH,
SIR-mopemni) 3abe3neuye KOMIUICKCHHW aHAi3 CTPYKTYpPH Ta IUHAMIKA
MEpEeXi, IO € KIFOYOBUM ISl YCITIITHOTO MPOTHIIT aTakaMm.

7.10. IIporHo3yBaHHs iHpopMaLiiiHUX aTak

Y  KoHTekcTi  iHPOPMAIIIfHO-TICHXONOTIYHAX  BiIH, IPOTHO3yBaHHI
iH(pOpPMaIITHUX aTaK € BaXJIMBUM 3aBJAHHAM JUIL 3a0€3MeUYeHHS 3aXUCTy
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iHpopMmaliitHoro mons Ta 3amobiraHHs NOIIMPEHHIO Je3iHdopmarii,
MaHIMyJSITHBHUX HAPATHBIB Ta iHIIUX (GOPM BOPOYKOTO BILTHBY.

Hwmkxue netaapHO pO3TIITHEMO METOIM HMPOTHO3YBAaHHS, aKIEHTYIOUH yBary
Ha CIIEHapisfX aTak, iHCTpyMEHTax NporHo3yBaHHS (BKitowaroun ARIMA,
LSTM romro) Ta npukiamax.

7.10.1. OcHOBHi NPUHIMITE NPOTrHO3YBaHHs iHpopMmaniiHux aTak

IIporHosyBanHs iH(GOpPMALIHHUX aTaK € KIYOBOK YMOBOKO €(EKTHBHOTO
3aXMCTy KOTHITMBHOTO IIPOCTOPY, OCKITBKH [O3BOJIIE HE JIMIIE BYACHO
BUSBUTH TIOTEHIIWHI 3arpo3u, a i copMyBaTH CTpaTeri0 MPOaKTHBHOL
npotuaii. Y 1bOMy IpOLeCi BaXJIMBO BPaxoBYBAaTH SIK CTPYKTYpHI
0c00JIMBOCTI Mepexi, Tak i il AMHAMIYHI 3MiHH, a TAKOXX aHaJTi3yBaTH MUHYIII
NpuKIagy iHGOPMALifHUX KaMIaHid JAJsI BHUSBJICHHS THUIIOBHX CIICHApIiB
arpecHBHOro BIUIMBY. [IporHo3yBaHHSI 0a3yeThCsi Ha YOTHPHOX OCHOBHHX
NPUHINIAX: aHali3 ypa3nuBOCTEH MepexXi, MOHITOPHHT ii AWHAMIKH,
MOJIEITIOBAHHS TIIIOTETUYHHX aTaK Ta BUKOPHCTAHHS ICTOPUYHHX JAHHX JUIS
BCTAHOBJICHHS [TOBTOPIOBAHMX MaTepHiB. Pazom mi migxoau 3abe3nevyloTb
KOMITJIEKCHE DPO3YyMIiHHS MOXXJIMBHX HAaIpsAMIB arpecii Ta HalOTh 3MOTY
MPOTHUJISTH IM CHCTEMHO Ta 3a3/1aJIeTi/1b.

[Ipouec mporHo3yBaHHS IOYMHAETHCS 3 JETAITHHOTO aHANIIZYy CTPYKTYpH
Mepexi 3 METOI0 BMSBJIEHHS 11 HaWOLIbII ypa3iMBHUX MiCLb — BY3JIB 1
3B’S3KiB, SIKi Yepe3 CBOIO IEHTPAIBHICTH a00 (YHKI[IOHAIBHY POJb MOXYTh
CTaTH IJISIMH JUIS aTaKH.

Oco0mBa yBara npUIUISETLCS OIIHII TOTO, SIK BTpaTa OKPEMHX CIIEMCHTIB
MOXKE€ BIUIMHYTH Ha 3arajibHy 3B’SI3HICTH 1 cTabiipHicTh Mepexi. [lami
3IHCHIOETRCA TTOCTIMHMIT MOHITOPHHT JUHAMIKH — BiJICTE)XYIOTHCS 3MIHH B
KUTBKOCTI BY3JIB 1 3B’S3KiB, aHANI3YIOThCSI YacoBi TPEHIH, MIO0 BYACHO
BUSBUTH AQHOMANil, SKi MOXYTh CBIAYUTH TPO MIATOTOBKY [0
iHopMariiiHoro Hamamy.

Jlis TuOIIoro po3yMiHHS MOXKIIMBHX CIEHApilB arpecii po3poOJistoThCs
TINOTETHYHI MOJENI aTak, sKi BPaxOBYIOTH Pi3HI CIIOCOOM BIUIMBY — BiJ
3aMiLeHHsI KJIFOYOBUX MOHSATD /IO CHCTEMHOT'O MOPYIICHHS! KOMYHIKaliHHUX
nuixiB.  Lli  croenapii  TecTyroThcs 3a  IOTIOMOTOIO  iMiTarliffHOTO
MOJIEITIOBAHHSI, 110 I03BOJISIE CIIPOTHO3YBATH PEAKIIIF0 MEpEKi Ha pi3HI THIH
BTpy4YaHb 1 BYAaCHO MIiATOTYBAaTH aJeKBaTHI KOHTp3axoau. He MeHm
BOXJIMBUM € aHAIi3 MHHYJIUX IiHGOpPMAaIifHMX KaMIaHii — BHUBYEHHSI
TaKTUKH, 3acO0iB 1 TOCHIMOBHOCTI Mdii arpecopa Ja€ 3MOTY BCTaHOBHUTH
MOBTOPIOBAHI IIa0JIOHU TMOBEIHKH, I0 3HAYHO IIiJBHUIIYE TOYHICTh
MIPOTHO3iB Ta €(heKTHBHICTH MPOTHIi] HOBUM 3arpo3aMm.

TakuM dYHMHOM, TNPOTHO3YBaHHA IH(QOPMAIIMHMX aTak CTae HE IPOCTO
AHATITHIHUM IHCTPYMEHTOM, a CTPATETiYHO BAXJIMBHM MEXaHi3MOM, IO
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3a0e3neuye CTIHKICTh KOTHITUBHOTO IMPOCTOPY B YMOBAaxX IOCTIHHO 3MiHHOT
iH(OpMAaITiTHO-TICHXOJIOTIYHOT B3a€MOII1.

7.10.2. MeToau nporHo3yBaHHs iHpopmaniiiHux atak

IIporHo3yBanHs iHpOpMaIiifHUX aTak Tepegdayae HE JWIIE aHai3
CTPYKTYpPH KOTHITHBHOI UM MEIIHHOT Mepexi, a i rImboKe po3yMiHHS TOTO,
SKi TUIIM arpecHBHOTO BIUIMBY HaifuacTillle BHKOPHUCTOBYIOTBCS MM 11
nectabinizarii. BaxxiamBo BMITH iepedadaTH, sKi eIeMEHTH MepexXi MOXKYTh
CTaTH UUIAMH, SKi HACITIIKH MOKE MAaTH IXHE YpaKCHHS Ta SK TaKi aTakd
MOXYTh BIUIMHYTH Ha 3arajbHy JWHAMIKy HpocTOpy. Y paMmKax IbOTo
aHai3y BUAUIMIOTh KiUTbKa KIIOYOBUX CIIEHApiiB, KOXEH 3 SKUX Mae
cnenu(ivHIi MEXaHI3MU peati3allii Ta MOTCHIIHHI HACIIKH.

OmHUM i3 HAMMOIIMPEHINNX HANpsAMIB aTak € crpoda JUCKpemuTarii abo
3aMIIICHHS KIFOYOBHUX BY3JIiB — MOHSTh, SIKi 3aiiMalOTh IIEHTPAILHE MICIIe B
Mepexi dYepe3 BHCOKE 3HAYCHHS METPUK LeHTpainbHOCT. [Ipukiagom
MOXYTh OyTH Taki TOHATTS, K «ZJe3iHdopMmamis» abo «HamiOHAIbHA
IIGHTUYHICTBY, SIKI BUCTYNAIOTh BaKIMBHMH JIAaHKAMH y MOIIMPEHHI inei
a00 (hopMyBaHHI CyCHUTFHOI MOBECTKH. SIKIIIO TaKkuii By30J Oy/ie BUITydeHUH
abo TepeTBOpeHuil, L€ MO)Ke NPHU3BECTH JO 3HAYHOTO NOpPYLIEHHS
3B’SI3HOCTI Mepexki, (parMeHTanii ii CTPyKTypH Ta BTpaTH LIJIICHOCTI
iH(OPMAIITHOTO TTOTIA.

He meHm HeOe3neyHMM € HampsM aTak, CIPSIMOBAHHUX Ha PYHHYBaHHS
KPUTHYHUX 3B’S3KiB MK CTPATETiYHO BaXIMBHMH MOHATTAMH. Hanpukian,
B3a€MO3B 130K  MDK «CKOHOMIYHHMH TIPOOJIEMaMU» Ta «IOJITUYHOIO
HecTallmbHICTIO» dYacTo (opMye OCHOBY M PO3YMIHHS TPHYUH
COLIANBEHOTO HANPYXEHHs. SIKII0 meil kaHalm KoMyHikamii Oyne ocnabieHui
a00 TOBHICTIO 3pyWHOBaHWH, Ll¢ MOXE IMPU3BECTH JO BTPATH JIOTiYHO]
IMIJTICHOCTI MIXK MOAISIMH Ta IXHIMH HACJiJKaMH, 1110, Y CBOIO 4epry, 3/l1aTHa
BUKPHBHTH CYCIUIbHE CIIPUHHSITTS pEabHOCTI.

[Ile ogHMM piBHEM arpecHBHOTO BTPYYaHHS € CHCTEMHI aTakW Ha camy
CTPYKTYPY MEpEeXi, KOJH METOI0 CTa€ He OKPEeMHI By30J YM 3B’S30K, a
riobanbHa 3B’S3HICTH YCBOTO iHGOpMaIiifHoro mpocropy. Taki araku
MOXYTh IlepeadadaTH OJHOYACHE BIITYYCHHS BEIHKOI KUTBKOCTI BY3IIB 200
3B’SI3KIB, IO NMPU3BOJMTH O PO3MaNy Mepexi Ha 130JIbOBaHI KJIacTepu, sKi
BTPAYalOTh 3MOTy €(eKTHBHO B3aeMoOisATH MiX coboro. Ile ocobmmBo
HeOe3MeyHo y pasi MacmTaOHUX MeNiHHUX KaMIaHid, CIpsSIMOBAaHUX Ha
Jecrabimizamiro OoBipH J0 JpKepen iHpopmarii abo QopmyBaHHS
napajnebHuX iHGOpMaIitHIX peaTbHOCTEH.

Kpim Toro, cmix BpaxoByBaTH aTakW, CIPSIMOBaHI HE Ha CTPYKTYypy, a Ha
TUHAMIKY MepeXi — 30KpeMa, Ha YacoBi 3MIHM B aKTHBHOCTI IIOHATH Ta

3B’s3KkiB. Hanpuknan, mBunke (OpMyBaHHS HOBUX 3B’SI3KIB  HABKOJIO
MEBHOTO TMOHATTS MOXE CBIIYATH TPO AaKTUBHY MPOIMAraHIuCTChKy
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KaMIIaHilo, sIka Ma€ Ha MeTi MEepeKITIOYHTH CYCIHiIbHY yBary a®o 3MiHUTH
1€papXifo0 aKkTyaJdbHHUX TeM. Taki aTakd BUMAararoTh He TiJIBKH OIEPaTHBHOTO
BUSBJICHHS, ajlé W MIBUAKOTO pearyBaHHs, MO0 3amo0irtd HeoOOpOTHHM
3MiHaM B iH(OpMaLiiHOMY CepeJOBHILLI.

TakuM YHMHOM, METOAW MPOTHO3YBaHHA iH(QOPMAIIHHUX aTrak MaroTh
OXOIUTIOBATH IIMPOKMH CIEKTP MOXIMBUX CI€HapiiB — BiJ TOYKOBOTO
BTPYYaHHS B OKpEMi €JIEMEHTH 10 CHCTEMHHUX BIUIMBIB Ha CTPYKTypy Ta
JMHAMIKy Mepexi B Iiiomy. Jluiie KOMIUIEKCHMH aHai3 1uX (akTopis
JI03BONIsI€ €(PEKTUBHO MPOTHAIATH CydacHHM iH(opMamiiHUM 3arpo3aMm Ta
3a0e3NeYnTH CTIHKICTh KOTHITHBHOTO MPOCTOPY B yMOBax iH(opMariiHo-
MICUXOJOTIYHUX KOH(DIIKTIB.

7.10.3. IHCTpyMEeHTH NPOTHO3YBAHHS
ARIMA (Autoregressive Integrated Moving Average)

ARIMA € oiHMM 13 KJIACHYHMX METOJIB JUIsl IIPOrHO3YBaHHS YaCOBHX PSIIIB.
Bin BUKOPUCTOBYETBCS IS aHANi3y 3MiH y CTPYKTYypi Mepexi (KiTbKiCTh
BY3JIiB, 3B’I3KiB, Bar'Ml 3B’5I3KiB):

X = ¢1X1—1 +¢2Xr—2 +"'+918r-1 +9281-z e

Je X, — Lie cTaH Mepexki y MOMEHT uacy . Y KOHTEKCTI aHami3y rpadis ue

MOXe OyTH, HampWKIal, KUTBKICTH BY3IiB, 3B’S3KiB a00 Bard 3B’sI3KIiB y
rpadi; ¢, — mapameTpu aBToperpecii. BoHn mokasyroTh, K 3Ha4deHHS X,

3a]IeXUTh BiA nonepenHix 3HaueHb (X, ,X,,,...) (HaOpUKIaz, SKIIO

17
KUIBKICTh HOBHMX 3B’SI3KiB y rpadi 3aleXuTh Bil MUHyIMX 1HiB, TO ¢,
OyIyTb OIHCYBATH L0 3aJ€XKHICTB); 0, — MapaMeTpHU KOB3HOT'O CEPENHBOTO.
BoHM BpaxoByIOTH BILIMB IONEPEHIX HOMUIOK (€, €, ,,...) HA MOTOUHUH
craH. [loMunkn — 1€ pi3HUIS MK pealbHUM 3HAueHHSIM 1 IPOrHO30BaHUM;
€, — IIyM (BUIIaJIKOBUM KOMIIOHEHT), SIKMH MOJENIOE HelnependadyBaHi
3MiHH Y YaCOBOMY PSIIIi.

ARIMA BUKOPHCTOBYETBCS IJISi TIPOTHO3YBAHHS YaCOBUX DPAMIB, TAKHX SIK
KUTBKICTh HOBUX BY3JiB a00 3B’s3KiB y rpadi, 3MiHa Bard 3B’s3KiB y 4aci.

Leii metox noOpe MigXOANTH sk KOPOTKOYACHHUX MPOTHO3IB, KOJIU 3MiHH Y
CTPYKTYpi MEpexXi MaloTh JIiHiIiHY a00 GJIM3BbKY [0 JIIHIHHOT IPUpOLY.

LSTM (Long Short-Term Memory)

LSTM € Tumom pekypeHTtHoi HeifponHOoi Mepexi (RNN), sxa moGpe
MiIXOIUTh IJIsl aHAJ3y YacOBHUX PSAIB 3 JIOBFOTPHBAINMU 3aJICKHOCTAMH.
LSTM Mo3xe BUKOPUCTOBYBATHCS AJIS IPOTHO3YBAHHS JUHAMIKH MEPEXKi:

h = f(W,h_ +Wx +b),
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He h, — npuxosani cranu (hidden states) LSTM. Bonu mpencrasistoTs
BHYTPIIIHINA CTaH MOZIENi Ha MOMEHT 4acy [. Y KOHTEKCTi aHaiizy rpadis 1e
Moye OyTH, HaNpHKIIaJ, BHYTPIlIHE TIPEICTABNEHHS CTPYKTYPU MEpexi; A,
— TMpUXOBaHI CTaHW 3 MOMEPEAHBOTO MOMeHTy dYacy. LSTM BpaxoBye
ICTOpHYHI JiaHi, WO pOOUTH HOro e(eKTHBHUM JUIi MOJEIIOBAHHS
JOBIOTPHBANMX 3aleXHOCTEH; X, — BXiJHI JaHi Ha MOMEHT dJacy f[. VY
KOHTEKCTI aHamizy TpadiB Ie Moke OyTH, HANPHUKIAJ, KiJIbKICTh HOBHUX
By3J1iB abo 3MiHa Bar 3B’s3kiB; W,,W, — Marpuii BaroBux 3HadeHb. Bonu
BU3HAYAIOTh, K NPUXOBaHi cTaHu (/) Ta BXiAHI JaHi (x,) BIUIMBAIOTh HA
notoynuit cran (h,); b — 3cyB (bias) (e KOHCTaHTa, sKa JOJAETbCA 10
pe3ynbTaTy Mepes 3aCTOCYBaHHIM akTuBaiiiHoi GyHKIT); f — akTuBaIiiina
¢dyskuis (Hanpukiaz, tanh ado ReLLU). Bona nonae HenmiHIHHICTD 10 MOJENI,
III0 JTO3BOJIS€ BIOBIIOBATH CKJIAJHI 3aKOHOMIPHOCTI y JaHUX.

LSTM BHUKOpHUCTOBY€ThCA IJIS aHANI3y YaCOBUX DAIIB 3 JOBTOTPUBAIUMHU
3aJIEXKHOCTSIMH, TaKUX SIK MPOTHO3YBAHHS MOSBH HOBHX MOHATH y rpadi
(HampuKIIam, KOJH MOHATTS "KIIIMaTHYHA KpHu3a" CTaHe aKTyalbHHUM), aHai3
JVHAMIKN 3B’S3KIiB (HalpuKiIaa, 3MiHa Bar 3B’S3KIB y 4aci), BHSBJICHHS
CE30HHUX TpEeHIiB (HANpUKIAN, IIBUIICHHS AKTHBHOCTI y COIiaJbHUX
Mepekax i 9ac MOJITHYHHUX MOIiH).

LSTM oco6muBO eQeKTUBHUA, KOJMM 3MiHH Yy CTPYKTYPi MEpexXi MaroTh
CKJIaJIHY, HEJIIHIHHY MPHUPOAY, 1 KOJIU BaXXJIMBO BPaxOBYBAaTH JIOBFOTPHBAIi
3aJIEKHOCTI.

MamnHHe HaBYaHHSI

OmauM i3 HaWOUTBII  TEPCIEKTHBHUX  HANpPSMIB  MPOTHO3YBaHHSI
iH(pOpPMAaIIfHAX aTaK € 3aCTOCYBaHHS METOJIB MAlIMHHOTO HaBYaHHS, SKi
JIO3BOJISIIOTH HE JIMIIE aHali3yBaTH BEIMKUH OOCSAT MHUHYJIMX MOAIH, a i
BUSIBJIATH IPUXOBaHI 3aKOHOMIPHOCTi, Ha OCHOBI SKHMX MOXKHa OymyBatu
TOYHI MPOTHO3M IIOJ0 MaWOYTHBOTO PO3BUTKY IMOAINA. Y HBOMY MiAXOmi
BUKOPUCTOBYIOTBCS PIZHOMAHITHI ANTOPUTMH — BiJ] KIACHYHUX JCPCB
pillieHb 710 I'MTMOOKMX HEHPOHHUX MEpeK, 3[AaTHUX MOJEINIOBATH CKJIA/IHI
B33a€MO3B’SI3KH B iH(QOpMaLiHHOMY TIPOCTOPI.

OCHOBHOIO ITEpeBarol0 MalIMHHOTO HaBYaHHS € Te, 10 MO/ HaBYarOThCS
Ha peaJbHUX JIaHHUX [P0 MUHYJI iH(opMaIliiiHi KamIlaHii: BOHU aHaI3yIOTb,
SKi TOHATTA CTAaBAIM IIAMH, SKi THOM aTak OylIM BHKOPHUCTaHI, K
BinOyBaJIOCs TMOIIMpPEHHS ifed y Mepexki Ta SKUMH OyIId HACTiTKH TaKUX
BTpy4YaHb. Ha OCHOBI 1poro anroputmMu (HhOpMyIOTh y3arajibHEHI MAOIOHH
MOBEIHKH arpecopa, o Aa€ 3MOTy BYAaCHO BHSABUTH O3HAKH HOBOI aTakW
HaBiTh Ha erami ii 3apoiykeHHs. Hanpukmazn, Mozmens MOXKe BIII3HATH
XapaKTepHy aKTHBHICTh HAaBKOJIO TEBHOTO MOHSTTS, IUBUIKE (opMyBaHHS
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HOBHX 3B’A3KiB YW He3BHUailHE 3pPOCTAHHS YaCTOTH BXHMBAHHSI OKPEMHUX
TEPMiHIB — BCE 1€ MOXE CBITIUTH PO MOYATOK iHPOpMaIiiHOT omeparii.

KpiMm TOro, cy4acHi MeTOAM MAUIMHHOTO HAaBYaHHS O3BOJISIOTH
BPaxOBYBAaTH HE TUTBKH CTPYKTYPY KOTHITHBHOI Mepexi, a i 1i TuHaMiky B
gaci. Ile 0co0nMMBO BaXIMBO AJISI IMPOTHO3YBAHHS aTakK, CHPSIMOBAaHUX Ha
3MiHY CYyCHUIBHOI MOBECTKH a00 MaHIIyJIIOBaHHS TI'POMAaJCHKOIO JTyMKOIO
yepe3 aKTUBI3AIlifO MMEBHUX TeM. Taki MOJeNli MOKYTh HPAIIOBATH B PEXKUMI
MOHITOPHHTY, MOCTIHHO aHaNli3yl04d 3MiHH B MEAIHHOMY Ta COLIaJbHOMY
MpOCTOpi Ta BHIAIOYM TPHBOXKHI CHUTHATM TIPH BUSIBICHHI MOTEHIIHHO
HeOE3MEYHNX TEHICHITIN.

BripoBa/pkeHHsI TakMX TEXHOJIOTIH JI03BOJISIE 3HAYHO INiJIBUILUTH DPiBEHb
TOTOBHOCTI 0 TPOTHAil iH(pOpMAaLifHUM BIUIMBAM Ta 3pOOHTH IIPOIEC
3aXUCTYy KOTHITHBHOT'O TIPOCTOPY OUTBII MPOAKTHBHUM 1 HAyKOBO
0OTPYHTOBaHHM.

CeMaHTHYHHI aHATI3

CeMaHTHYHUI aHAJI3 BUCTYIIA€ BAXXIMBUM IHCTPYMEHTOM Yy IIPOTHO3YBaHHI
iHpOpMaIifHAX aTaK, OCOOJHMBO THX, IO CHOPSMOBaHI Ha (HOPMYBaHHS
HOBHMX HapaTHWBiB a00 3MiHY aKIICHTIB y CYCHUIBbHIA moBecTIi. Lle# mimxin
IPYHTYETBCS Ha TIHOOKOMY BHBUCHHI TEKCTOBHX JaHHX — MaTepianiB 3MI,
COLIiaJIbHUX Mepex, OoriB, 0(iuiiHUX MOBIJOMIEHb — 3 METOIO BHUSBICHHS
MPUXOBAHUX 3B’S3KIB MiXK MOHATTAMHU Ta BU3HAYCHHS TEMAaTHUYHUX TPEHIB,
AKi TOCTYIIOBO HAOMPAIOTh 00EpTiB.

OmHUM 13 KITIOYOBHX €TalliB CEMAaHTHYHOTO aHali3y € BUBYCHHS YaCTOTH
CIIJILHOTO BXXKUBaHHs CliB 4K (pa3 y pi3HUX KoHTekcTax. Lle nossossie He
JIMIIC BCTAHOBUTH, ﬂKi TIOHATTS IIOYUHAKOTH aCOHiIOBaTI/ICSI OJIHC 3 OOHUM, a
[ BUSBUTH HOBI, I HE JO KIiHIA YCBIIOMIICHI CYCIUTBCTBOM, 3B’S3KH, SIKi
MOXYTh CTaTH OCHOBOI JJsI HOBHX MEIIMHUX KammaHiii abo
MPONMAaraHAUCTChKUX  MaHimynamii. Hampukian, pamnToBe  3pocTaHHA
KUTBKOCT] TEKCTIB, Y SIKAX TOPSJ BKUBAIOTHCS CIOBa «EKOHOMIYHA KPH3a)»
Ta «MOJITUYHA HEKOMIIETCHTHICTB», MOXE CBIJUUTH MpPO MIATOTOBKY [0
JICKpenTALlii BN Yepe3 eKOHOMIYHUH (akTop.

Kpim Toro, ceMaHTHYHUIT aHATI3 1a€ 3MOTY IPOTHO3YBATH, SIKi TEMH MOXYTb
CTaTH UEHTPAJbHUMH B HalOmmkdoMmy MaiOytHhoMy. Llmssxom aHamizy
TEMaTHYHUX 3MIIIEHb y MacOBUX MeJia Ta COLIaJbHUX Mepekax MOXKHa
BYACHO MOMITUTH 3apOJKEHHS] HOBUX HapaTHBiB, IO (HOPMYETHCS HABKOJIO
MEBHHUX MOl abo moHATh. Lle 0COONMBO BaXKJIIMBO IJIsi BUSBJICHHS aTak,
CIPSIMOBAaHMX HE Ha YpaKEHHS BXKE€ ICHYIOUMX CTPYKTYp, a Ha aKTHBHE
(hopMyBaHHsI HOBOTO iH(OPMAIIHHOTO CEpPEeNoBUINA, SKE 3rOJIOM MOXKE
3aMiHUTH CTapi peanii HOBUMH, YaCTO MAaHIYIATUBHIMH.
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CeMaHTHYHUH aHaNi3 HE JHIIE JOMOMAara€ pO3yMITH CY4YacHUH CTaH
KOTHITHBHOTO TIPOCTOpPY, a ¥ 3a0e3medye cTpaTeriyHy IiepeBary depes
3MATHICTH TependayaTu MailOyTHI 3MiHM B iH(pOpMaIiitHomy momi. Bin crae
MOTY)XHUM MEXaHI3MOM pPaHHBOI'O BHSBJICHHS IIOTEHLIHHUX 3arpo3 i
JO3BOJIIE  TPOTUMAIATH iHQOpMAmiHHMM aTakaM Ha eTami  iXHBOTO
(hopMyBaHH, 1I1€ 10 TOTO, SIK BOHU OTPUMAIOTh INPOKHUI Pe30HaHC.

7.10.4. lonaTkoBi miaxoaun

[Iporno3yBanHs iH(QOPMALIHHUX aTak BAMarae He JIMIIC aHA3y CTPYKTYpH
MepeKi Ta ii TUHAMIKH, a i 3aCTOCYBaHHs OUIBII CHCIU(IYHIUX METO/IB, AKi
JIO3BOJIAIOTH OLIHIOBAaTH pPH3WKH Ha TJIHOIIOMY piBHi, MOJENIOBAaTH
MacmTa0Hi cleHapii Ta BYaCHO BHSIBILITH IEPHIi O3HAKHA IMOTEHI[HHOTO
Hamamy. Cepen TakuxX MiAXOMiB OCOONHMBE Miclle IOCIIAIOTh OIliHKA
WMOBIPHOCTI aTakd, MOJCTIOBAHHS iX MacmTaOHWUX HACTIAKIB Ta aHai3
COLllaJbHUX CUTHAIIIB.

OnuH i3 KIIOYOBHX €JIEMEHTIB NPOTHO3YBAHHS — L€ OYiHKA UMOBIPHOCHII
amaku Ha OKpeMi By3nmu Mepexi. Lleli mporec rpyHTyeThCcs Ha KOMOiHAMii
KiTBKOX (pakTopiB, cepen SKUX — 3HAUEHHS METPHK LEHTPAIBHOCTI (IO
BKa3YIOTh Ha BaXIUBICTH By3J1a B CTPYKTYPl MEpexKi) Ta aHaIi3 3MiH Y HOTO
OTOYEHHI 3 TUIMHOM uacy. Hampuknas, sKIio By30J Mae BHCOKY CTEIICHEBY
YH TIOCEPEIHMIBKY IHEHTPAJIBHICTh 1 BOJHOYAC CIOCTEPITAETHCS PANTOBE
3POCTaHHS aKTUBHOCTI HAaBKOJO HBOTO, LI€ MOXE CBIIUHUTH MPO MiIBHUIICHY
3arpo3y. ®opmanizoBaHa Monenp mependadae OOYMCIECHHS WMOBIPHOCTI
aTaKk® 3a JOTOMOTOI0 (OPMYIH, sIKa BpPaXOBYE Bard Pi3HHUX IapaMeTpiB Ta
TEMIIH 3MiHU 3B’S3KiB HABKOJO By3na. Takuil migXin JO3BOJSIE KUTBKICHO
OLIHUTH CTYIIHb PU3UKY JUISl KOYKHOTO €IEMEHTa KOTHITHBHOT MEpexKi.

[le oqHUM BaKJIMBHM IHCTPYMEHTOM € MOOEN08AHHL MACUWMAOHUX amax,
SIKe J]a€ 3MOT'Y 3pO3YMITH, SIK MEpeXka IMOBOJUTUMETHCS y pa3i 0JJHOYACHOTO
ypakeHHS KiIbKOX BYy3IMiB abo 3B’sA3kiB. Y  TakoMy creHapil
BUKOPHCTOBYIOTh IMITaIliiiHE MOJIEIJIIOBaHH: Ha MEPIIOMY €Talli BUIY4aloTh
MEBHY MHOXKHHY €JIEMEHTIB, 110 MOXXYTh OYyTH IIJSIMH arpecopa, a Ha
JIpyroMy — aHaNi3yloTh, SK II€ BIUIMHE Ha 3arajbHy 3B SI3HICTH 1
(yHKIIOHANBHICT, Mepexi. [ 1boro MOpIBHIOIOTH CTAaHU Mepexi 10 i
micng "aTtaku', BHKOPHCTOBYIOYM CIIEIiadbHI METPHUKH, IO KiIBbKICHO
BUMIpPIOIOTH 3MiHU. Lle 103BoMsE He numIe nepeadaunTh HACHIAKH PEeaTbHAX
aTak, a W TecTyBaTH pi3Hi crparerii mportuaii, mo0d oOpaTy HalHOiLNbII
e(eKTHBHI.

He wMeHm BaxIIMBUM € TPOTHO3YBaHHS Ha OCHOBI aHAMI3y COYIANbHUX
cueHanie 0coOJIMBO B yYMOBaxX HIBHIKOIDIMHHOI MeiiHOI miiicHocTi. Llei
MIJXiJ] TOJIsIrae y NOCTIHHOMY MOHITOPHHIY COLIQIBHUX MEPEkK, TaKUX K X
(Twitter), Facebook abo Telegram, 3 MeTOr0 BUSBJICHHS HOBHX IOHSATH,
XENITETiB, KIFOYOBHX CIIIB YW TEMaTHYHUX TPEHMIB, SKi IOYHHAIOTH
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HaOupaTH MOMYyJSIPHOCTI. AHANI3 TAaKUX CHUTHAIIB JO3BOJSIE BYACHO
MOMITUTH 3apOJDKCHHS HOBHX HAapaTWBIB, SKi 3rOOM MOXYTh CTaTH
[NCHTPATbHUMH y CYCHUTBHIA TOBecTHi a00 > BHKOPUCTOBYBATHCS SIK
iHCTpyMeHT mponaranayu. lle oco0iaMBO KOPHCHO JUIsi BHSIBJICHHS aTak,
CIpsSMOBaHUX Ha (OpMyBaHHS HOBOTO IH(OPMAIIITHOTO cepeoBHINA, IO
MOCTYIIOBO 3aMIHIOE CTapi pealtii.

TakuM YUHOM, TONATKOBI MiAXOIH A0 MPOTHO3YBAaHHS 1H(MOPMAIIITHAX aTak
3a0e3neuyloTh TIMOIIe PO3YMIHHS PH3HUKIB, JO3BOJISIIOTH TECTYBATH
MOJMUIMBI CIIeHapii Ta BYaCHO pearyBaTH Ha HOBI 3arpo3u. Bonnm
JIOTIOBHIOIOTh 0a30Bi MPUHIMITK POTHO3YBAaHHS 1 (POPMYIOTh KOMIUICKCHUH
MEXaHi3M 3axXHCTy KOTHITHBHOTO IIPOCTOPY B yMOBax iH(opMaliiHo-
IICUXOJIOTIYHOT B3aeMOii.

7.10.5. IIpuxyiaau NporHo3yBaHHs iHopmaniiiHux aTak

IIporno3yBaHHA iH(GOPMAIIMHNX aTak € BaXKJIMBOIO CKIAJOBOIO aHAII3Y
KOTHITHBHOTO IIPOCTOPY B YMOBaX iH(OPMALIHO-IICHXOJIOTIYHIX BiifH.
Hanpukinan, mOHATTS —«Zae3iHpopMamisy XapaKTepU3yeThCs BHCOKUM
3Ha4eHHSAM MeTpukn Betweenness Centrality, OCKIIBKM BOHO YacTo
BUCTYIA€ TOCEPEAHUKOM MiXK KIIOYOBUMH TEMaMH, TAKUMH K «MEZia» Ta
«cycninbetBo». Lle pobuth #Horo 0co0NMBO MPUBAOIMBHM 00 €KTOM IS
aTaKW, CIPSIMOBAHOI Ha MOPYIICHHS KOMYHIKAIIHHUX 3B’S3KiB MiX iHIIHMH
MOHATTAMH. Y pa3i yCHIIIHOTO ypaKeHHS IBOTO BY3J1a MOXE BiIOyTHCS
(parmeHTaLis Mepexi Ta BTpaTa 3B’SI3HOCTI MK Ba)XJIMBUMHU CETMEHTAMH
iH(OpMAaIiITHOTO MOTIA.

Oco0MBY yBary TakoX 3aciyTOBYE 3B’SI30K MK TMOHSATTSIMH «CKOHOMIidHI
npoOJIeMu» Ta «IOJITHYHA HECTAOUIBHICTEY, KU Ma€ BHCOKY Bary, IIO
CBIIYMTH TPO HOr0 3HAUYIIICTh Y Iepenadi COLIajJbHOr0 HANpPYKEHHS B
NOJITHYHY IUIOMMHY. ATaka Ha [eil 3B’S30K MOXE IPHU3BECTH [0
(hopMyBaHHS XHOHOTO CIPUHHATTS NPUIMHHO-HACIIIKOBHX 3aJISKHOCTEH Y
CYCHUIBCTBI, MOCTA0JICHHS peaKiii Ha CSKOHOMIYHI BHUKJIHMKH Ta 3HIKCHHS
TPOMAJISHCHKOT aKTHUBHOCTI. Takwii creHapiii 3arpokye cTabiTbHOCTI
CYCHLIBCTBA B IJIOMY.

[Ile omHi€r0 MOTEHIIIHHOK IIJUTIO € MEAiHA Mepeka, sIKa MICTUTh BEIUKY
KiJbKiCTh BY31iB 3 BHcokoro Closeness Centrality — ToOTO Takmx, IO
MIBUIKO B3aEMOJIIOTH 3 IHIIMMHM YaCTHHAMHU CUCTeMH. SIKmio ataka Oyre
CTpsIMOBaHA Ha IIi E€IEMEHTH, L€ MOXE CYTTEBO YIOBUIBHUTH MOLIMPEHHS
JIOCTOBIPHOT iH(OpMaIlil, 3HU3UTH ii JOCTYIHICTh Cepe]l MUPOKOTO 3arary Ta
MiipBaTH TOBIPY 10 HE3AJIEKHUX JDKEPEIT.

3acTocyBaHHS METOIIB IPOTHO3YBaHHS, 30KpeMa mopened tumy ARIMA,
LSTM ta SIR, mo3Boisie He JHINE BHSIBUTH BPAa3IWBI MICII B CTPYKTYpi

Mepexi, ane ¥ MOJENOBATH PO3BHTOK TOMAIN y pa3i iXHBOTO ypaXKeHHsI.
Takuii KOMIUTEKCHMH MiAXix 3a0e3nedye OCHOBY [UIs CTPATETiYHOTO
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TUIAaHYBaHHS KOHTP3aXOJiB, ILIO JO3BOJISIE MPOTUIIATH IHpOpMALITHUM
atakaM OuTbIl e()EeKTHBHO Ta 3a3Majerilb TOTYBAaTHUCS IO MOMJIMBUX
BUKJIHKIB.

7.11. [IpakTUyHa YyacTUHA. MoAe/TIOBaHHS JUHAMIKHA
iHpopmaniiaux rpadis

Y npoMy IMyHKTI ITOKa3aHO, SIK BHKOPUCTOBYBATH MPOMNIT-IMHKUHIPHHT IS
MOJICTTIOBAaHHA Ta aHaNi3y AWHAMIKH iH(popMmaniiHux rpaidis. Takuil migxim
JIO3BOJIIE, 3 OJHOTO OOKy, MIBHJAKO (QOPMYyBaTH MOJETI IPEIMETHUX
o0nacTell 3a MOMMOMOrOK BEIMKMX MOBHHX MOJCINCH, a 3 IHIIOro OOKYy
OIIIHIOBAaTH THMOWHY TMX O0OJacTel, 1l HACHUYCHICTh KIIOYOBUMH
KOHLICIITAMU.

Memooonozia cemanmuunozo NPUEOHAHHA

Meperki KOHIIENTIB € MOTY>)KHUM IHCTPYMEHTOM JJIsI MOJICNIIOBAaHHS 3HAHb Y
pI3HHX Taly3sx Haykd. Y poborax Amsbept-Jlacmo bapabami Ta Permi
Anpbepti OyJIO 3alpPONIOHOBAHO MOJIENb NEPEBAXKHOTO TIPHETHAHHS, SKa
MOSICHIOE (POPMYBaHHS 0€3MaCIITAOHUX MEPEXK 31 CTCIEHEBHM PO3IIOJILIIOM
CTYICHIB BY3TiB. Y IIbOMY IIYHKTi pPO3IJISAETBCSA amamnTaimis MOJeni
bapabami-Ans0epr a1t aHanmily Mepeki KOHIENTIB, sika (OpMYyeThCs
iTepaTUBHO 3a JOTMOMOTOI0 BEJMKOI MOBHOI Mojenmi. Ha BigmiHy Bifg
KIIAaCHYHOTO TIEPEBAKHOTO MPUEIHAHHS, HOBI BY3/IM IIPHEIHYIOTHCS HE JIMIIE
Ha OCHOBI CTYICHIB iCHYFOUMX BY3JiB, aji¢ i BPaXOBYIOYH IX CEMAHTHUYHY
OnM3bKIiCTh 10 HOBMX TepMiHiB. Llel mporiec oTpuMaB Ha3BYy MEpeBayKHOTO
CEeMaHTUYHOTO PHEIHAHHS.

Mopens  peamni3yeTsCst HAacTymHMM 4YMHOM. CHOYaTKy pO3IISAAETHCS
CeMaHTHYHA Mepexa, Kka GopMyeThes 3a IEBHUM JITOPUTMOM 3 HOHSITH, 1110
BXOJSITh 1O JOKYMEHTIB 3 BHOpaHOI TEMaTHKH, 30KpeMa «MEHTaJbHOI
BiliHIM». TOOTO Ha MOYATKOBOMY €Tali Mepeka CKIamaeTbes 3 (pikcoBaHOT
KUTBKOCTI 3B’SI3KiB MK IUTHATTSAMH, SKi €KCTParoBaHi 3 KOHKPETHOI CTAaTTi.
[Ticast bOTO MPOTSTOM KOKHOTO TAaKTy poOOTH Li€l JMHAMIYHOI MOJENi 0
i€l Mepexi ITONaloThCS HOBI BY3IHU-TIOHATTS 3 BHUOpaHOi TpeaMeTHOT
obmacti. Ilicns nesikoi BeNMMKOI KINBKOCTI TaKTiB, SIKa OOYMOBIIOETHCS
3MICTOM HOBHX KOHIENTIB, IO OI[HIOETbCA EKCIEPTOM, TIeHeparlis
MPUNHHSIETHCS.

TI'enepauia npomnmy onsa peanizayii mooeni

Jnst  peamizamii  Moaenmi  TEpEeBaXXHOTO  CEMAHTUYHOTO  TPUETHAHHS
CKOPHCTYEMOCH METOJIOJIOTi€l0 0€3K00BOTO (DOPMYBAHHS CHCTEM, JIe CYTh
3alIpOIIOHOBAHOI'O HiZ[XOZ[y AJIs1 CTBOPCHHS CHUCTEM noJrae y
MIPEACTaBIICHHI MPOMIITIB SK AHAJIOTIB MPOTPaMHUX KOHCTPYKMiA (YMOBHI
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Ta B3aemonii. s (GopmMyBaHHsS MPOMITIB 3aCTOCOBYIOTHCS TaKi OCHOBHI
npuMiTUBU («LIUTITHHKNY), TaKi K «YMoBay, « [ {ukmy 1 « DyHKITiA», a TAaKOK
METOAM KOMIO3HWII WX NPUMITHUBIB U TOOYIOBH CKIQIHHUX CHCTEM,
30KpeMa CEMaHTHYHUX MEPEK.

JUis oTpuMaHHS YiTKOTO (hOPMAIBHOTO TMPOMNTY (OPMYBaHHI MEpexi
MEPEBAXKHOTO CEMAHTHUYHOTO TIPHENHAHHS, HABEACHWH Yy TOMEpeaHixX
po3minax (QpelMBOpPK MEPETBOPIOEThCA HAa JOKyMeHT y ¢opmati PDF i
3aBaHTaXyeTbcst B cucreMy LLM (mampukian, ChaGPT, Qwen abo
DeepSeek). Ilicnsa goro 3aBaHTa)XyeMO HPOMITT-3aBIAHHSA IS (popMyBaHSI
(hopMaITi30BaHOTO MPOMNTY CTBOPEHHS MEPEXi IIEPEBaKHOTO CEMaHTHYHOTO
MPUEHAHHS HACTYITHOTO BUTIISLY:

Y BiANOBIAHOCTI 3 HABeAEHO METOAMKOI NpOoLLYy chopMyBaTK 3aranbHUn NPOMNT ANs
BUpILLEHHNA 3apadi: Hexal y Hac € Aeskuii BXiAHUA TEKCT [BXIOHWIM TEKCT] 3a TeMaTUKo
«MeHTanbHa BitHa». 3 TekcTy BuUAiInseTbcs 15 nap Habinblu 3BA3aHWX Mk coboto
NOHATb 32 L€ TEMATUKO, SKi ANS1 YTBOPEHHSA MepexXi BUBOAATLCS Y BUrMAAi CNUCKY Y
dopmarti "MoHATTs 1;MoHATTs 2". Mepexa 6yae HecnpsimoBaHoto. [Micnsa dopmyBaHHSA
uiei mepexi 20 pasiB 34ilCHIOETLCA Taka npoleaypa: BubupaeTbcsi skecb HOBE MOHATTS
3 334aHOi TeMaTWKM | BOHO MOBA3YETbCA 3 TpbOMa MOHATTAMWM BXe [0 TOro
cHOpPMOBaHOI Mepexi, SKi HaWCUNbHile 3 HUM 3BSi3aHi | BUBOAATLCA Yy BUrNSAAI "HoBe
NOHATTH; NOHATTA". Ha ubomy Lmkn 3aBepluiaeeTbcd. OCTOTOMHO CHOPMOBaHa Mepexa
BMBOAWTLCA Y BUrMsAAi cnvcky " MonsaTTa 1;MonsaTtTa 2". Hagan cchopmoBaHuii npomnt

Hwxue HaBenaeHO Burisy (OpManizoBaHOrO NPOMITY, 3aBIaHHS IS
(dopMyBaHHA  MeEpexXi  NEPEeBaXXHOTO  CEMAHTHYHOTO  IPHEIHAHHS,
c(OpPMOBAHOTO Yy pe3yJIbTaTi BUKOHAHHS HaBEIECHOTO MEPBUHHOTO IPOMIITY:

Bu oTpManu BXigHWUiA TEKCT [BXiGHWUIA TEKCT], KM HANeXuTb 0O TemaTukm «MeHTansHa
BiilHa». Balwe 3aBgaHHs — CTBOPUTM MEpEeXy MOHATb, LU0 OMNWUCYE B3aEMO3B'SA3KM MiXK
KMYOBUMM  igeaMn LbOro TekcTy. [ns uporo AOTPUMYMTECH HaBeAEeHOI HUxXYe
METOAMNKM:
Mo4aTkoBWI aHani3 TEeKCTY:
— [poaHanisynte BXigHWI TeKCT i BUAINiTL 15 nap HanbinbL CUIbHO MOB'A3aHNX
MiXX COBOI0 MOHATL 3a 3a4aHO0 TEMATUKOIO.
— 3Banuwitb Ui napu y cdopmari "noHATTS;NoHATTS". Mepexa Ha upomy eTani €
HEeCnpsAMOBaHOH0.
PoswmnpeHHs mepexi:
MpoBegitb 20 iTepauin, Ae Ha KOXHIN iTepauii:
— BwubepiTb HOBE NOHATTA 3 3a4aHOT TEMATUKK [TemaTumkal.
— 3Hangitb Tpu NOHATTS 3 yXke CHOPMOBaHOT MepeXxi, ki HaNCUMbHilLe NoB's3aHi
3 HOBUM MOHSITTSAM.
— [opaniTe o Mepexi HOBI 3B’A3kK Y hopmaTi "HOBE NMOHATTH;NOHATTA".
dopmyBaHHA pesynbTaTy:
Micna 3aBeplueHHs BCiX iTepauil BMBEAiTb OCTATOYHY Mepexy Yy BUrNsAi CriucKy
3B’s13kiB y popmari "MNoHsaTTa 1; MNoHsTTa 2".

Takosx HaBOAATHCS AeTani ¢popmanizaiii, GopMamTbHIA ONUC MPOMIITY Yepe3
MIPUMITHBH.
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1. IIpumimue « @ynuxyiny 0na 6udiIeHHA ROYAMKOBGUX NAD

| }

Fextract(tekct, mapamerp
InitialNetwork

BUAlUIEHHS 15 map moHATH") —

BXigHi naHi: TEKCT 32 TEMATUKOIO [TeMaTHKa].

Omnepamis: aHami3 TeKCTy Ui BUAUICHHA 15 map MOHATH 3 HAWOLTBIIMM
3B’ 3KOM.

BuxinHi 1aHi: cnucok map y ¢popmari "MOHSATTS; OHATTA".
2. IIpumimue «L{uxny ona po3wupenus mepeoici
For (i =1 to 20):
—n

Fextend (HOBe MOHATTS, MapaMeTp="TIOMIYK 3 HAHOIMKINX
moHsATh y Mepexi'") — ExtendedNetwork

Bxigui gaui:
— HOBE MMOHATTS — MOHSATTS, OOpaHe 3 TEMATHUKH [TeMaTHKa];
— InitialNetwork + ExtendedNetwork — moro4na mepexa MOHSTb.

Omneparist: UIS KOXHOTO HOBOTO TIOHATTS 3HAXOIATHCS TPH HAHOIMKINX
3B’S3aHUX MOHATTS 3 MOTOYHOT MEPEXKi.

BuxinHi nani: HOBI 3B’513KH Y (popMaTi "HOBE MOHATTS;IOHATTS".
3. Ilpumimue « Oynxyiay 0na 00’ cOnauns pe3yipmamis
Fmerge (InitialNetwork, ExtendedNetwork) — FinalNetwork

Bxinni nasi :

— InitialNetwork — mouatkoBa mepexa 3 15 nap;

— ExtendedNetwork — Mmepexa, posnmipena micis 20 itepartii.
Oneparis: 00'eTHAHHS BCiX 3B’S3KIB Y €IMHUH CIFCOK.
BuximgHi nani: octatogHa Mepexa y popMaTi "TOHSTTS; IOHTTS .
Pe3yabTaTn ekcnepuMeHTy

SIk MOKYMEHT Ul TeHepalii MMOYaTKOBOI Mepeki pO3TIIIIacThCsl HACTYITHE
noBijomiieHHs1 Akaaemii Ykpaincekoi [Ipecu:

LykaTu wnaxm HOBOI nponaraHau

20.11.2024

Mponaranga 6yna, € i 6yge. Lle "mpisi", siky npogatoTb cycninbCcTey. Ane BOHa 3aBXau
cnupaeTbca Ha eMolii, nuwe MiMiKpyloumn nig ceprio3Hy posmoBy.[lponaraHga cunbHa
nuLe Toai, KOonu 3a Heto CTOATb pearbHi gii.

CborofHillHs BitHa 6araTo B YoMy "3HULLMMA" CTaTyC CTapuX IHCTPYMEHTIB ynpaBniHHs,
ane Konu BoHa 3aKiH4YMTbCS, BOHW 3HOBY NpunayTh. 3 Wiel npuynHn Tpeba 6yTn rotoBum
00 HuX. | ogHuM i3 Takux iHCTpymeHTIB Oyna i 6yae nponaraHga. Macosa CBigOMICTb
BiApi3HAETbCA Bif iHAMBIAyanbHOI, BOHA NoTpebye cBOro nmigxody. | nponaraHga sikpas €
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PO3MOBOIO 3 MaCOBOI CBIAOMICTIO.

Akagemisi YkpaiHcbkoi Mpecn 2024.11.20 12:12
https://www.aup.com.ua/news/shukati-shlyakhi-novoi-propagandi/

VY pesympTaTri OIpaIioBaHHA KiHIIEBOTO IPOMITY BEJHKAa MOBHAa MOJENb
Qwen2.5-max Bugae:

MonepepHin aHani3 TekcTy Ta BUAineHHA 15 nap NoHATb

Ha ocHOBI BXiQHOr0O TEKCTY, SKMUIA CTOCYETbCA TemMaTukn «MeHTanbHa BilHay,
BMAINSIOTLCA HACTYMHI 15 nap HanbinbL CUMBLHO NOB'A3aHMX MiXK CODO0I0 MOHATH:
MponaraHga;emou;ii

Mpisi;macoBa cBigomicTb

IHdopMaLinHa BiiHa;KOrHITUBHA BilHa

Po3wupeHHs mepexi yepes 20 iTepauin

[ns KoXHOT iTepaLii 4JogaeMo HOBE NOHATTS 3 TeMaThkn «MeHTanbHa BiltHa» Ta
3HaxXo4MMO TPU NOHATTA 3 e cdhOPMOBaHOI Mepexi, SKi HaNCUnbHille Nos'sa3aHi 3
HUM.

ITepauis 1

HoBe noHATTA: coujianbHWin NpoTecT

3B’A3KM:

couianbHuU NPOTeCT;Mpist

couianbHU NPOTECT;KyMYNATUBHUN edpekT

coLjianbHU NPOTECT;MEHTarbHa BiltHa

ITepauis 2

HoBe noHsATTA: emouinHa MaHinynsuis

3B’A3KM:

eMoLiHa MaHinynsauis;nponaraHga

eMouinHa maHinynsuisi;emouii

eMoLiHa MaHinynsauis;Mpis

Itepauia 3

HoBe noHATTA: BipTyanbHa peanbHiCTb

3B’A3KM:

BipTyanbHa peanbHiCTb;Bi3yanbHiCTb

BipTyanbHa peanbHiCTb;Mpis

BipTyanbHa peanbHiCTb;paasitHCbka MaHisi KOHTPOI0
(MponoBXeHHs1 aHaNoriYHO ANs peLuTy iTepauii.)
OcTaTtoyHa mepexa y dopmari "MoHATTa 1; MoHaTTa 2"
MponaraHga;emou;ii

Mpisi;macoBa cBigomicTb

IHpopMmaLiiHa BiHa;KOrHITUBHA BiiHa

MponarangucTcebka 60poTbba;BidyanbHICTb

... (i Tak pani ansa Bcix itepadin).

Lis mepexxa onucye B3aeMO3B’13KM MK KIMHOHYOBMMU MOHATTAMU TEKCTY, LLIO CTOCYHOTHCA
TemaTukm «MeHTanbHa BinHay.

TakuM YMHOM, TIPU TIOYATKOBIA Mepexi: my = 15 By3miB (IepBUHHI MOHSTTS,
eKCTparoBaHi 3 cTarTi) HusixoM mpoBeneHHs 20 itepauiii chopmoBaHO
Mepexy 3 58 By3imiB (puc. 7.1).
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Pucynoxk 7.1: Burmsan 3renepoBaHoi 3a goromororo cucremu Gephi
Mepexi

BuCHOBKY A0 po3jiny

Y mpomy po3auti Oyno JeTanbHO PO3TJISHYTO JIWHAMIYHI  acleKTH
iH(pOPMAIIHO-TICUXOJIOTIYHAX ~ BIfH, 30KpeMa MEXaHi3MH  EBOJIOIIl
MEpEKEBUX CTPYKTYpP, MOJENi aTrak Ha iHpopMariiHi Mepexi Ta MeToIu
NPOTHO3YBAaHHSA Ta 3aXUCTYy BiX Takux aTak. Lleil aHamiz Mae mpakTH4HE
3HAYCHHS Ul PO3YMIHHS TOro, sIK iH(GOpMauiiHi MOTOKH (OPMYIOTEHCS,
TpaHC(OPMYIOThCS Ta 3aXHUIIAIOTHCS Y CYYaCHOMY CYCITIIBCTBI.

OnHMM 13 KIIIOYOBMX aCNEKTIB PO3JTy € aHali3 JUHAMIKH MEpPEeKeBHX
CTPYKTYp, & came TOro, sK iH(opMaIliiiHi Mepexxi 3MIHIOIOTBECS 3 9acoM
yepe3 JI0/1aBaHHs/BUIIyYCHHs BY3JIiB Ta 3B’SI3KiB, @ TAKOX 4yepe3 3MiHy Bar
3B’s13KkiB. Hanpukmnan:

— T10siBa HOBUX IOHATH (HANpPHKIAM, «riOpHIHa BiliHA») MOXE 3HAYHO
3MIHIOBATH CTPYKTYPYy MEpPEXi, CTBOPIOIOUYM HOBI KOMYHIKaIliiiHi
KaHaJu;

— BWJIyYCHHS MOHATH ab0 ocyalyieHHs 3B’S3KIB MK HUMHM (HaNpUKIam,
MiIX TOHATTAMH  «CKOHOMI4HI  IIpPOOJIEeMH» 1  «IONITHYHOIO
HECTaOIBHICTIO») MOXE TIPH3BECTH JO PO3PUBY HapaTHBIB abo
3HW)KEHHS! IXHBOTO BILUIUBY;

— 3MiHa Bar 3B’s3KiB BiZJ0OOpakae €BOIIOII0 CYCHIJIBHUX NPIOPUTETIB Ta
iHTEepeciB, MO € BAXIMBHM JUI1 IPOTHO3YBaHHA iH(OpMamiiHIX
TPEH/IB.
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Ili 3MiHM JEMOHCTPYIOTh, IO iH(OpPMAIiMHI Mepexi € IUHAMIYHHIMHU
CHUCTEeMaMH, YyTJINBUMH JI0 TIO/Iii, MEIIHHUX KaMIaHiil Ta COIliaIbHUX 3MiH.
CaMme TOMy aHali3 YacOBUX INApiB Ta TUHAMIKA MEPEX € KPUTHUYHHAM JUIS
PO3YMIHHS MEXaHI3MiB MOIIMPEHHS i7CH.

B po3mimi TakoX IeTadbHO OMMCAaHO Di3HI THNM aTak Ha iH(opmamiiHi
MepesKi, CIIPSIMOBaHI Ha MiIPUB IXHBOI CTPYKTYPH Ta (PYHKIIIOHATHHOCTI:

— arakd Ha KJI040Bi By3id. CHPUUYHHSIOTH BTPATy BAXKJIMBHUX IOHSTH
a00 KOHIEMIiH, MO MOXE TPH3BECTH IO PO3PUBY KOMYHIKaIiHHUX
KaHaJIiB;

— arakd Ha 3B’A3KH. OCNabIoI0Th MPUIUHHO-HACTIIKOBI 3B SI3KH MIX
MOHATTSMH, HANPHUKIAA, MDK "eKOHOMIYHMMH mpobiemamu’ i
"[MOJITHYHOO HECTAOINBHICTIO";

— aTakd Ha OUHAMIKY MepeXi. MaHImymsmis 9acoBUMH TpeHAaMHu abo
BBE/ICHHA HOBUX IMOHATH MOXE 3MIIyBaTH YBary CyCIIJIbCTBAa Ta
BIUIMBATH Ha HOTO MEPEKOHAHHSI.

Li arakm dYacTto CHpsAMOBaHI Ha KIFOYOBI AaCHEKTH HAaliOHAJIBHOL
IIEHTUYHOCTI, TaKUX SK «JIEepKaBHUH CyBepeHiTeT» abo «HamioHaIbHA
Oesmeka», MmO poOUTH iX 0coONMMBO HEOE3MEYHHMMH Yy KOHTEKCTI
iHpOpMaLiTHO-TICUXOJIOTIYHUX BilH.

3axuct iHQopMaLiHHUX Mepex nependadac KOMIUIEKCHUN MiAXiJ:

— 3axXHCT KIIOUOBMX BY3MIB, CIPSIMOBaHWI Ha ITIICHWICHHS 3B’S3KIB
HABKOJIO B)XJIMBUX TOHATH (HAIPUKIAJA, KKPUTHYHE MHCICHHS» a0o
«MeJia TPaMOTHICTBY) JUIsl 3SMEHIIICHHS BPa3JIMBOCTI JIO aTak;

— KJIacTepH3alis Ta MiABUIICHHS 3B’ SI3HOCTI A (pOpMyBaHHS CHIIBHIX
BHYTPILTHBOKJIACTEPHUX 3B’SA3KIB JUIS 3MEHIICHHS BIUIMBY aTaK Ha
OKpeMi YaCTHHHU MEPExKi;

— TPOTHO3YBaHHA Ta pearyBaHHA 3 BHUKOPHCTAaHHAM IHCTPYMEHTIB,
takux Sk ARIMA, MaliiHHe HaBYaHHS Ta CEMAHTUYHHMM aHAIi3, IS
BUSIBJICHHS MTOTCHIIMHIX aTaK Ta IIBUIKOTO pearyBaHHS Ha HUX.

Ili meromu IO3BOJSIFOTH HE JHUINNE 3aXHUINATH ICHYIOYi CTPYKTypH, a H
MPOTHO3YBaTH MaHOyTHI 3arpo3d, IO € BKIMBUM Ui 3a0e3nedeHHs
iHpopMariitHoi Oe3neku.

Posyminnst amHamiuHux acnektiB  I[IB mae mmpoke mnpakTHuHE
3aCTOCYBAHHS:

— Meia-cTpareraMmu npu po3poOili epeKTHBHUX MEAIMHNX KaMIaHii Ha
OCHOBI aKTyaJbHHUX TPCHIIB;

— TOJITHKaMH A1 TPOTHO3YBaHHS HACTIJAKIB TONITUYHHUX pIillleHb Ta
yIpaBiiHHS iHGOPMAIIfHUM MToJIeM;
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— IS 3aXMCTY BiJl MaHIOYJALIH, 0 ependayae BUSBICHHS KITFOYOBUX
TOYOK JJTst OJIOKYBaHHS MTOIMPEHHS JIe3iH(pOpMAIlii;

— HAYKOBIISIMH JUIS pO3POOKU HOBHUX METOJIIB aHAI3y Ta MOJICIIOBAHHS
iHpopMaLiHUX MTPOLECiB.

Oco0muBy yBary MNPHIUICHO CKIATHOCTI B3aEMOMIA y iH(pOpMAIITHEX
Mepexax. 3B’A3KM MDK IOHATTAMH 4YacTo € 0araTomapoBUMH, IO
YCKIIQTHIOE 1X aHajli3 i KpiM TOro, HEeTiHIHHICTh 3MiH Y Mepexi (HalpuKia,
JNaBuHOMONIOHMH edekT Big oxHiei (ellkoBoi HOBUHHM) MiIKPECIIOE
BaKJIMBICTH MOHITOPHHTY Ta IPOTHO3YBAHHS.

TakuM YMHOM, OUHAMIYHUHM aHami3 iHQOpMamiHHUX MEpeX € MOTYXHHM
IHCTPYMEHTOM JIJISl PO3YMIHHS MEXaHi3MiB IOMIMPEHHS i7iel, TPOTHO3YBaHHS
iHpopMaliiiHnX arak Ta pO3POOKM cCTpaTerii 3axucry. Y KOHTEKCTI
cydacHHX 1H(OPMAIiHHO-TICUXOJIOTIYHUX BIHH TIed Miaxix gormomarae
3aXWIIATH HAIIOHAJBHY 1ICHTUYHICTh Ta 3abe3neduyBaTH iH(oOpMaIiiHy
Oesnexky cycrinberBa. OpiHaK ciliJi BpPaxoBYBaTH OOMEKEHHS METOJIB,
30KpeMa CKJIQJHICTh MOJENIOBaHHS 0araromiapoBUX B3a€MOJii  Ta
YyTIMBICTHP OO 3OBHIMIHIX  (aKTOpiB, IO BHMAara€ IOCTIHHOTO
YIOCKOHAJICHHS aHATI THYHUX ITiXOIiB.

IIuTaHHA A1 CAMOKOHTPOJII0

1. Sk ckmamHICTP B3aEMOAIA y Mepexax BIUIMBAaE HA aHaii3
iHpopMaLiitHUX BIUIMBIB?

2. Yomy HeNmiHIHHICTD € OJHIEIO 3 KIIOYOBUX OCOOIMBOCTEH JHMHAMIKH
mepex ITIB?

3. V YoMy momsirae €MepPKEHTHICTh y KOHTEKCTi iH(pOpMariifHux
Mepex?

4. Sk rpacdoBi MOmemni HOMOMAararoTh y AOCIIKEHHI 3MiH y CTPYKTYpi
Mepex?

5. Slxi MeTpWKM IEHTPaJIbHOCTI HaiyacTillle BHKOPHUCTOBYIOTHCS IUIS
aHaJi3y JUHAMIKH Mepex?

6. Sk uacoBi mwapu (temporal layers) 3acTOCOBYIOTBCS [UIsi BUBUCHHS
€BOITIONIT rpadin?

7. Sk SIR-monmenp momomarae y HpOTHO3YBaHHI aKTUBHOCTI MOHATH Y
JMUHAMIYHUX Mepexax?

8. Sk ommcyeThCst 3MiHa KiTBKOCTI 3B’ 3KiB y rpadi 3 IIIHHOM Yacy?

9. Sk 3MiHa Baru 3B’s3KiB BIUIMBA€E HAa CTPYKTYPYy MeEpexki?

10. SIxi ocHOBHI THITH aTak Ha Tpadoi moseni IT1B BuxixsroTECS?

11. SIx aTaku Ha KIFOYOBI BY3JIM BIUTMBAIOTh HA CTPYKTYPY Mepexi?

12. SIk MmoxHa (opmai3yBaTH aTaKy Ha 3B’s3KH y rpadi?
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13. Ik mepkomAIiiiHA MOJENb JOTIOMAarae IMPOTHO3YBaTH pPyWHYBaHHS
3B’SI3HOCTI Mepexi?

14. SIxi ocHOBHI CTpaTerii 3aXUCTY KIIFOYOBUX BY3JIiB?

15. Ik MOXHA BiTHOBHUTH 3B’SI3KH IICIIS aTaKH HA MEPEKY?

16. Sk migBUIEHHS 3B’I3HOCTI MEPEXI JIoroMarae MpoTUCTOATH aTakam?

17.5Ixi OCHOBHI eTamu TIPOTHO3yBaHHS iH(OpMamifHUX  aTak
BUIIAIOTHCA?

18. Sk mammHe HaBYAHHS 3aCTOCOBYETHCS ISl IPOTHO3YBAHHS aTak Ha
Mepexi?

19. Sk ceMaHTMYHMH aHami3 JONOMarae y IIPOTHO3YBaHHI HOBHUX
iHpOpMaIifHIX TpeHiB?

20. Sk ouiHIOETHCS HMOBIPHICT aTaKH HA KOHKPETHHH BY301 Y MEpexi?

21. flxi mpuKIagM pealbHHX CHUTYyalidd, ¢ CHOCTepiranacs eBOJFOLIS
MepexK, HaBe/IeHi?

22. 5k MOXHa BUKOPUCTOBYBAaTH ICTOPHYHI JaHi /IS HPOrHO3YBaHHSI
MaiOyTHiX iHpopMamiHHIX aTak?

JlitepaTypa 3a po3aijiom
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8. ABTOMaTM3alig aHaJIi3y Ta NIPOTrHO3YBAaHHA

I opmariiHO-IICXOJIOTIYHI MEHTalIbHI BiffHU XapaKTepU3YIOThCS BEIUKOIO
KUIBKICTIO  B3a€MOIIOB’SI3aHUX  JIaHUX, CKJIQJHUMH  1HPOpMAIiHHUMHU
MTOTOKaMH Ta BUCOKOIO JTUHAMIYHICTIO MEPEKEBHUX CTPYKTYp. Pyunuii anami3
TaKUX TPOIIECIB € TPYAOMICTKHAM 1 HEIOCTATHEO e(heKTHBHUM.

ABTOoMaTH3allis JOCHIIPKEHHS 1H(QOpMAamiiHUX BIUIMBIB 3a IOTIOMOTOIO
MamuHHOr0 HaB4yaHHA (ML) ta mryunoro inrtenekty (AI) no3Bossie
MPUCKOPUTH  aHalli3 BEJIMKUX OOCSTIB JaHWX, BUSBIATH TNPUXOBaHI
3aKOHOMIPHOCTI Yy MepekaX, IPOTHO3yBaTH 3MIHH y CTPYKTypax
iHpopMaLiifHOrO MPOCTOpY, aBTOMATU3yBaTH MOHITOPUHI Ta BUSBICHHSI
3arpos.

ABTomaTm3aiisi aHamizy iHQOpMaliiHUX BIiHH JO3BOJSE IOKPALTUTH
e(eKTHBHICTh JOCII/KCHb Ta PearyBaHHS Ha 3arpo3u. BukopucranHs ML
Ta Al pgomomarae aHami3yBaTH BENMKI OOCSTH JaHUX, MPOTHO3YBaTH
MUHAMIKy iH(QOpMAIifHMX aTak Ta CTBOPIOBATH AHAIITHYHI IHCTPYMEHTH
U MOHITOPHHTY 1H(POPMAIIITHOTO CepeIOBHIIA.

VY mpoMmy posnim posrisinaioTbes Merond ML Ta Al mnms aHamizy rpadis,
MPOTHO3YBaHH: 3MiH Y Mepexax, po3poOKa aHaJIITHYHUX IHCTPYMEHTIB Ta iX
MPaKTUYHE 3aCTOCYBAHHSI.

8.1. BukopucranHsa ML ta Al as1s aHanisy rpadis

Y KOHTeKCTi  iH(QOpPMAaLi{HO-TICUXOJOTIYHUX  BiffH, = BHKOPHCTAaHHI
MAIIMHHOTO HABYAaHHS Ta IITYYHOTO IHTENEKTy Ui aHamizy rpadiB €
IHCTPYMEHTOM [UII aBTOMATH3allil TpOLECIB imeHTH(IKAIl BaKIMBHX
MOHSATH, POTHO3YBAHHS aTaK Ta PO3POOKH CTpaTerii 3axucty. Y rpadoBux
mogensax II1B, ne By3nm — MOHATTS (HANPHKIAA, «BOPOXKA IIPOMAraHiay,
«HaIllOHAJTbHA 1JCHTUYHICTB»), 3B’S3KM — BIUIMBH (JIOTIYHI, MPUYAHHO-
HACITIIKOBI, CEMAaHTWYHi), METOAM MAIIMHHOTO HABYaHHSA Ta IITYYHOTO
IHTEJIEKTY J103BOJISIIOTH €(DEKTHBHO aHali3yBaTH CTPYKTYpy Ta IMHAMIKy
MepesKi, IPOTHO3yBaTH 3MiHU Ta 1IeHTU(IKYBaTH ITOTEHIIIHHI 3arpo3u.

Hwxue neranbHO pO3MIITHEMO METOIM, MaTeMaTHuHy (opmMaizaliio Ta
MPUKJIAIN.

8.1.1. OcHoBHi 3aBnanus ML ta Al y anaxisi rpadis

AHati3 KOTHITHBHUX, MEIIHUX Ta COLIaJbHUX MEPEK y CYYaCHUX yMOBAX
HEMOXJIMBUH 0€3 3acTOCYBaHHS MOTY)XHHX IHCTPYMEHTIB MAalIMHHOTO
HAaBYaHHSI Ta INTYYHOTO IHTEJEKTY, SKi JO3BOJSIIOTH HE  JIMINE
ABTOMAaTH3yBaTH OOpPOOKY BEJIMKHX OOCATIB JaHMX, a W BHSBISATH CKJIaJHi
3aJIOKHOCTI, mependavyaT MailOyTHIO MOBEIIHKY cHCTeMH Ta (opmyBaTH
crparerii eQpeKTHBHOI MPOTHAil 30BHIIMHIM 3arpo3zaM. Meromu ML Tta Al
3a0e3MeUyI0OTh TIIHOOKE PO3YMiHHS CTPYKTYpH rpadiB, IXHBOI TUHAMIKH Ta
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(hyHKIIOHAIBHOI POJIi OKPEeMHUX €JIEMEHTIB, 10 Ma€ KPUTUYHE 3HAUECHHS JUJIS
aHai3zy iH(hOpMAITITHO-TICHXOJIOTITHUX BiiiH. 1Ti TEXHOJIOTii
BUKOPUCTOBYIOTBCS ISl BHPIIIEHHS IIMPOKOTO KOJNa 3aBJaHb — BiA
kiacudikalii MoOHATH IO NMPOTHO3YBaHHS aTak 1 reHepaiii peKoMeHAarii
I0/I0 MiABHIICHHS CTIHKOCTI MEpex.

OnHUM 13 BaXJIMBHX HAlpsAMIB € Kiacugikayis eysnie, sKa JO3BOJIIE
ABTOMATUYHO BHM3HAYATH TUIHM MOHATh YM iXHI (DYHKIiIOHAJBHI pOJIi B
Mepexi. Hanpuknan, anroputMu MOXYTh iIeHTH(IKYBaTH, YM € II€BHE
MOHSTTSl  «MO3UTHBHUM)» YHM «HETATHUBHUM» HApaTUBOM, a TaKOX
BCTAQHOBJIIOBATH, 4YHM BHCTYIIa€ BY30J SK <«DKepesno iHpopmamii»,
«IIOCEPETHAK» UM «CHOKUBa4». Takuii aHasi3 gornomMarae Kparie 3po3yMiTH
JIOTIKY TOIIMPEHHS iIeil i BUAUINTH eNeMEHTH, IO BiIirparoTh 0COONUBY
poib y (opMyBaHHI CYCIUTBHOT ITOBECTKH.

Ille onHi€r0 BOXIJIMBOIO 331a4€I0 € NPOSHO3YBAHHS 36 sI3Ki6, CTIPSIMOBAHE Ha
BUSIBJICHHS TIOTCHIIITHAX HOBHUX acoIlialiii MK MOHATTSIMU Ta OLIHKY 3MiHU
ixHpo1 cru B gaci. Lle ocoGimBO KOpHUCHO [T aHAi3y GOPMYBaHHS HOBHX
HapaTHBiB, 110 MOXXYTh CTaTH OCHOBOIO [UII MAacOBHX MeAIMHMX KaMIIaHIH
a00 MpOoMaraHIUCTCHKUX MAaHIMYyJIMiA. AJTOPHUTMH aHANI3YIOTh 1CTOPHYHI
JaHI PO B3a€EMOJII MDK €JeMEHTaMH Ta BHSBISIOTh TPUXOBaHi
3aKOHOMIPHOCTI, SIKi CB1T9aTh PO HAOIIKEHHS TAKUX 3MiH.

BaxnuBUM HampsIMKOM € TakKOX 6UAGIEHHA AHOMANI — BIACTEXECHHS
HeXapaKTepHUX 3MIH Yy CTPYKTYpi Mepexi, SKi MOXYyTb OyTH O3HaKOIO
inpopmariitnoi araku. Hampukian, panroBe 3poCTaHHS —CTEHEHEBOL
LEHTPATBHOCTI OKPEMOTO BYy3Ja Yd pi3ke (popMyBaHHs BEIHMKOI KUTBKOCTI
HOBHUX 3B’SI3KIB MOXE CBIJUUTH NPO aKTHBHY KaMIIaHII0 3 MaHIImyJsii
OyMKOI. BuacHe BHSBIEHHS TaKUX CHUTHATIB JO3BOJSIE OIEPATUBHO
pearyBaTH Ha 3arposy.

Jus  aHamizy JIOKaNIBHUX TMPOIECiB Y MepexXi BHUKOPHCTOBYETHCS
ceemenmayis mepedici, O Tependavyae BUSABICHHS KIACTEPiB — TPYI TICHO
OB’ SI3aHHUX MOHATH a00 cy0’ekTiB. Lle mae 3Mory AeTanbHO BUBYATH OKpEMi
HapaTHBHU, II0 (OPMYIOTECS B Pi3HUX YaCTHHAX MEPEXKi, 8 TAKOXK BUSIBIATH
«KOMYHIKaTHBHI 0ap’epm» MiX KiacTepami, SIKi MOXYTh CBIIYUTH MPO
PO3KONI Yy CYCHUTBHIH JyMmiii abo JHCKPEAWTAIliI0 TEBHUX JDKEpel
iH(pOpMarii.

Kpim toro, metoau ML ta Al mMpoOKO 3aCTOCOBYIOTHCS TSl HPOCHO3Y8AHHS
amax — BUSBIICHHS MMOTEHIIMHUX IiJIeil yepe3 aHalli3 METPHK EHTPATBHOCTI
Ta MOJCTIOBAHHS CIICHApiiB BTPAaTH KIIOYOBHUX elleMeHTiB. lled minxin
JIO3BOJIIE HE JIMIIC BU3HAYMTH HAHOUIBII Bpa3iMBI MicHi B CTPYKTYpi
Mepexi, aine W OLIHWTH, SKi 3MIHM MOXYTh BiJOyTHCS B pa3i IXHBOTO
YpaKEeHHS.
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Hapemri, cenepayias pexomenoayiti € TPaKTUYHUM 3aCTOCYBaHHSIM
OTpUMAHMX AaHANITHYHUX pe3ynapTaTiB. Ha OCHOBI OTpUMaHHX HaHUX
ANTOPUTMH MOXKYTB 3aIPOIIOHYBATH ONTHMABHI CTPATETil 3aXHCTY MEPEexi,
BKJIIOYAIOYHM ITiJICUJICHHS KJIIOYOBUX BY3JiB, CTBOPEHHS HOBHX 3B’SI3KiB /IS
MiABHIICHHS 3B’S3HOCTI YM  BIPOBADKCHHS MEXaHI3MIB  IIBHIKOTO
pearyBanHs. lle mepeTBOproe aHami3 MaHWX y KOHKPETHHH IHCTPYMEHT
yIpaBiIiHHs iHPOPMALIITHUM IPOCTOPOM.

Bukopucranus ML ta Al y rpadoBomy anami3i BiikpuBae HOBI MOXKJIMBOCTI
JUIA PO3YMIHHS CKJIAaTHUX KOTHITMBHUX CTPYKTYp, NepembadeHHs iXHBOT
MOBEIiHKH Ta (OpMyBaHHS e(QEKTHBHHX CTpaTerii 3axmcry Bix
iHpopmariitaux 3arpo3. Lli TexHONOTii CTalOTh HEBiJ €MHOI0 YaCTHHOIO
Cy4acHMX  METOHIB  aHamizy  iH(OpMaLiifHO-TICHXOJIOTIYHIX  BiliH,
3a0e3Mevyo4r HAyKOBO OOTPYHTOBAHHMU MiAXIT JO AOCHIIKCHHS AHMHAMIKH
KOTHITHBHOTO TIPOCTOPY.

8.2. Graph Neural Networks

AHaiiz KOTHITHBHOTO TPOCTOPY, WOTO CTPYKTYpH Ta AMHAMIKH BHMAarae
3aCTOCYBaHHsI CYY4aCHHX METOJIB OOpOOKM NaHWX, sIKi 3/aTHI BPaXOBYBaTH
HE JIIIe OKpeMi eleMeHTH iH(opmaniiHOi cucTtemHu, ane it iXHi B3aeMoil.
OngHuM i3 HAWOUTBII TEPCIEKTUBHUX HANPsAMIB Yy IbOMY HAIPSIMKY €
Bukopuctanas Graph Neural Networks (GNN) — xiacy airopuTmiB
MaIIMHHOTO HAaBYaHHsI, CIEI[iaIbHO PO3pOOJICHHUX s aHamizy rpadoBux
cTpyktyp. Lli Momeni 3abe3medyroTh TAHOOKE PO3YMIHHS CKIAIHUX MEpexk
MOHATh, 10 Ma€ OCOONMBE 3HAYCHHA B yMOBax IH(OpMAIliiiHO-
NICUXOJOTIYHUX BilfH, J€ KIIIOYOBY pOJb BIAirparoTh HAPAaTHUBH, iXHI
B33a€MO3B’SI3KH Ta MEXaHi3MH TOIIUPEHHS.

Graph Neural Networks Biipi3HSIOTECS BiJ TpaaAUIliHHUX HEHPOHHUX MEPEK
TUM, IO BOHM NPSIMO OIEparoTh 3 rpadamu, BpaxOBYIOUH HE JIMIIE O3HAKH
OKpEeMHX BY3JIiB, a i TOMOJIOTIIO 3B A3KiB Mk HUMH. Lle m03BoIIsE MOAeIsIM
«0aunTH» KOHTEKCT KOXKHOTO €JIEMEHTa B MeXKax yciel Mepexi, 1o €
KPUTUYHO BaXJIMBUM TpPHU aHai3i MEAIWHUX MOJIB, COIaJbHAX MEPEK UH
KOTHITHBHUX MOJIEJICH CYCIIIBHOI CBIIOMOCTI. Y KOHTEKCTI iH(popMAaIliitHO-
ncuxoytoriyHuX BitH GNN MOXyTh OyTH BHKOPHCTaHI JJIs IMUPOKOTO Koja
3aBlaHb: BiJl IIPOTHO3YBaHHS MOIIMPEHHS il 10 BUSBICHHS KIIIOYOBHX
HapaTHBiB i GOPMYBaHHS CTpaTeTiii MPOTHIIl Mponarani.

OcuoBHa mepeara GNN mnossrae B iXHill 37aTHOCTI 00pOONATH CKIamHI
B3a€EMOJIi MK TOHATTSAMH, BpPaxOBYIOUM SK Oe3mocepemHi, Tak i
orocepenkoBaHi 3B’s3ku. Hampukian, MoJenb MOXKe He JIHIEe BH3HAYUTH,
1110 NIeBHE OHATTS HAOYJIO MOMYISIPHOCTI, a i 3pO3YyMITH, Yepe3 SIKi HUIIXH
BOHO TMOIIUPIOETHCS, XTO € OCHOBHHMH MOCEPEIHUKAMH HOTO akTUBALil Ta
SKi 1HIOI HapaTUBH IOYUHAIOTH 3 HHUM acOIlIOBaTHCA. Takuil miaXifg
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JI03BOJIsIE HE MPOCTO (DiKCyBaTH 3MiHU, a U mependayaTu iXHi momambIIni
PO3BHUTOK.

OnuH i3 kmo4oBHX MexaHi3MiB pobotr GNN — arperartis iHdopmarii, Koau
KOKeH BYy30N 30Wpae JaHi Tpo CTaH CBOiX cycimiB. Ha ocHoBi miei
iH(opMariii BifOyBaEThCS OHOBIICHHSI CTaHy BY3J1a, IO MOJEIIOE HOTo 3MiHY
] BIVIMBOM OTOYeHHS. [Ticist KUTBKOX TaKMX iTeparlii, aHaJIOTIYHUX IIapam
HEHPOHHOI MEpeXi, CHCTeMa MEePEeXOIUTh IO IMPOTHO3YBAHHS : BOHA MOXE
knacu(ikyBaTd BY3JIH, IependadaTd IMOSBY HOBUX 3B’S3KiB, BHUSBIIATH
aHOMaJIil UM BUAUIATH TPYITH MOHATH 3 OHAKOBOIO CEMaHTHKOIO.

3apaaku boMy GNN MOXXYTh BUKOHYBATH INUPOKHHA CHEKTP aHATITHYHUX
3aBlaHb. 30KpeMa, BOHM BHKOPHCTOBYIOThCS Ul Kiacugikamii By3JiB —
BU3HAYCHHS THITy TOHATTA (HANpHKIAJ, «IIO3UTHBHUI», «HETaTHBHHII,
«MaHIIYJIATABHUIY) a00 HOTO poti B Mepexi («HKeperoy», «IOCePEIHHKY,
«peuenTtopy»). BaxxnmBoro (yHKIIi€I0 € IPOrHO3YBaHHS MOMIMPEHHS 3B’ A3KiB
Ta ifeH, 110 J103BOJISIE BYACHO BMSIBUTH 3apOJUKEHHS HOBOT'O HAapaTUBY YH
aktuBizamifo craporo. Kpim toro, GNN mobpe cripaBisIFOTECS 3 BUSBICHHIM
KIIIOYOBHX HApaTWBIB — THUX IOHATH 1 3B’s3KiB, SKi (DOPMYIOTH OCHOBY
MOTOYHOI iH()OpManifHOI TOBECTKH.

OcoOmuBe 3HaueHHss GNN MaroTe aist mpoTWAii BOPOXiil mpomaraHmi,
OCKITBKM BOHHM IAalOTh 3MOTY aHANi3yBaTH HE JHIIEe OKpemi (akTH, a H
CTPYKTYpy iH(pOpMariifHoro mpocropy B mijoMy. Ha ocHOBI oTpumaHHX
JIAaHUX MOXXHA PO3POOJISITH CTpaterii 3aXHUCTy — BiI MOCWIICHHS JOBIpH JI0
KJIFOUOBHX IIOHATH 10 (OPMYBAaHHS albTEPHATUBHUX KOMYHIKaI[ifHUX
NUIAXiB, OI0 KOMICHCYIOTh BTpaTy 3B’SI3KiB uepe3 JAe3iHpopMariiiHi
KamIiaHii.

Takum unHoM, Graph Neural Networks craroTh NOTY)XHHM 1HCTPYMEHTOM
JUId aHami3zy iH(opMamiiHUX IOJiB, 3a0e3nmedyrodn TIHOOKE PO3yMiHHS
JTUHAMIK{ KOTHITHBHHUX CTPYKTYp Ta IXHBOI peakilii Ha 30BHIIIHI BTpyJIaHHS.
BripoBakeHHS IMX TEXHOJIOTIH 103BOJISIE HE JHIIe €pEKTHBHO aHaTi3yBaTH
iH(QOpMAaIiHHO-TICUXOJIOTIYHI ~ TIpoliecH, a ¥  (GopMyBaTH  HAYKOBO
0OTpyHTOBaHI cTpaTerii MPOTH/IIT MAHITYIATHBHAM BILTHBAM.

Kopotko Hasenemo Matematwuny —dopmanizamito. I'pad G =(V,E)
CKJIQIA€THCS 3 MHOXKHHHM BY3JTiB (MTOHITH) V' 1 MHOXHHA 3B’ SI3KiB (B3aeMOIiH
mix nonsitrsimu) E . Koxen Byson v, €V mae:

— arpubyru, e x €R’ (manpukiaj;, YacTOTa BKUBAHHS CIIOBA,
Ba)KJIMBICTh ITOHATT);
— cran, ge ") € R" na mapi /.

Koxen 3B’s130k e. € E Moxke matu Bary — w., (cwiia B3aeMOIil MiX
7 uy

TTOHSATTSIMHU).
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[Ipornec mepenadvi MoBiAOMIIEHb BUTIISAAE HACTYITHUM YHHOM.
JIis KOo’KHOTO By3na V; :

1) 36ip indopMmarrii Big cyciiiB

m = AGGREGATE({h;”,vJ' c N(i)}),

ne N(i) — mHOXMHA cyciniB By3na i, AGGREGATE — ¢yHKIis arperarii
(HanpuKIa, cepeiHe 3HaUCHHS, CYyMMa).

2) OHOBNEHHSI CTaHy By3J1a
B = (W - COMBINE (", ")+ b),

ne W — martpuns BaroBux 3Ha4yeHb, b — 3CyB, G — aKTHBaIliiiHa (QyHKIISA
(nanpuknan, ReLU), COMBINE— ¢yHKILis KOMOIHYBaHHsI CTaHy By3ja Ta
iH(opMmarlii Bix cycinis.

3) Ilporro3yBaHHS

[Ticst xinmpkox mapiB (L) GNN reHepye BEKTOPH CTaHiB IS BCiX BY3IIiB:

HO [ KA, H0

i BexkTOpH MOXYTh OYTH BHUKOpHCTaHI [Ia Kiacu(ikamii BY3IiB,
MPOTHO3YBaHHS 3B 5I3KiB, BU3HAYEHHS INI00AJIBHUX XapaKTEPUCTHK Ipada.

3acmocysannsa GNN y IIIB

Graph Neural Networks — moTyXHHIl IHCTPYMEHT JUII MOJEIIOBAHHS
CKJIJIHUX CHUCTEM TMOHNTh, TIPOTHO3YBaHHS iXHBOI TIOBEJIHKH Ta
(hopMyBaHHS CTpaTerii MpOTUIT IpOTaraHii.

GNN 1103BOJIAIOTH HE MPOCTO (iKCYBaTH OKPEMi €IEMEHTH iHPOpMAIiifHOTO
noJs, ajie i po3yMiTH IXHIO pOJb Yy CTPYKTYpi Mepei, BpaxOBYIOUH SIK
Oe3mocepenHi, Tak 1 omocepelkoBaHi 3B’s3kM MK Humu. Lle Hamae
MOXJIMBICTD BHSBIISITH KIIOYOBI HOHATTS, NependadaTy MOIIMPEHHS HOBHX
ineH, aHanizyBaTH AMHAMIKy HapaTHBIB Ta PO3POOIISITH IPOAKTHBHI cTparerii
3axucty  iHdopMmariiiHoro mpoctopy. Y  pamkax iH(opmamiifHO-
ncuxojorivaux BitH GNN MOXyTh OyTH BHKOPHCTaHI I YOTHPHOX
OCHOBHHMX 3aBJaHb: BHSBJICHHS KJIIOYOBHX IIOHATH, IPOTHO3YBAaHHS
MOIIMPEHHS 1]1el, BUSBICHHS! BOPOXKMX HApaTUBIB Ta (POPMyBaHHS CTpATETIH
MPOTHI] Tpomaranyi.

OmHUM i3 TepHINX HAMpPSMIB € BHUSABJICHHS KIIOYOBUX MOHSATH, TOOTO THX
€JIEMEHTIB MEpEeXi, SKi MalOTh HAalBHIY BIUIMBOBICTH Yepe3 CBOIO MO3HUIIIIO
Ta 3B’s3kd. GNN MoXe OLIHIOBaTH ILEHTPAJIBbHICTh BY3JiB HE JIMIIE Ha
OCHOBI CTPYKTYpH MEpeXi, a i Ha OCHOBI CTaHy KOXKHOTO €JIEMEHTa ITiCIIs
TPHUBAJIOTO HABYAHHSI, IO A€ TIHOIIe PO3yMiHHS iXHBOI POIi B CHCTEMI.
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Hanmpuxnan, y rpadi «Bopoxa mpomaraHma» — «aesiHpopmarisny —
«colliaJyIbHa Hampyra» MOEIh MOXKE BCTAHOBUTH, IO «Ze3iHGopMaIlis» €
[EHTPATBHUM BY3JIOM, Yepe3 KU ITOIIUPIOETHCS BILTHB.

[Ie omHier0 BaXKIMBOKO 3aJaueio € MPOTHO3YBaHHS HommpeHHs imeil. GNN
3MaTHI MOJICNIOBATH JUHAMiKy aKTHBHOCTI BY3MiB, BPaxOBYIOUH IXHi
B3aeMofii 3 oroueHHsM. Lle no3Boise aHANI3yBaTH, SIK aKTHBALSl OJHOTO
HOHATTS MOXE CIPUYMHUTH pEaKLilo B IHIIMX YacTHHAX MEpexi.
Hanpuknan, sKmo akTHBOBAHO MOHATTS «MAaHIMyJsLis cBigomicTio»n, GNN
MOXe TependadnTH, IO IIe MPHU3BEE 10 MOJANBIIO] aKTHUBAIl TAKUX TEM,
SK «COIliaJIbHa HaIpyTay abo «IIONIITHYHA HEBIOBOJICHICTHY.

He MeHImI BaJIMBHUM € BUSBICHHS BOPOXKHX HApATUBIB, KOJH METOI €
BHU3HAUEHHS 3JIOBMHUCHHUX i1H(MOPMALIHHUX KOHCTPYKIiH, AKi (OpMYyIOThCA
gepe3 cnenudiuny xomOiHarito moHATh. GNN MOXe aHaJli3yBaTH BEJHKI
MaCHBH TEKCTOBUX IAaHUX — COL[IaJIbHI MEpexi, Meia-Marepiand, Oxoru — i
BUJUISATH 3 HUX CEMAaHTUYHI 3B’S3KH, XapaKTCPHI JJISI IPOIMAraHIuCTChKUX
Kamnaniid. Hampukian, Momenb MoOXe BHSABHTH, IO Y TEKCTaX BOPOXKOL
MpOMaraHid YacTO pPa3oM 3YCTPIYaroThCs MOHATTSA «ae3iHdopMarmis» i
«HalioHabHA Oe3neka», M0 CBIAYUTh MPO COpoOy IUCKpenuTarii
JIep>KaBHUX 1HCTHTYTIB.

Ha ocnoBi orpmmanmx maanx GNN wMoxe OyTw BUKOpHCTaHA 1 UId
PO3POOKH cTpaTteriii MpoTHIl mporaranai. Moens BUABISAE C1a0Ki MICIs B
Mepexi — HaNpuKiIaj, MOHATTS 3 HU3BKOIO LEHTPAIBHICTIO abo 3aMaHi
3B’3KM — 1 IPOMOHye crocobu ixHporo mifcuieHHs. Tak, GNN Moxe
PEKOMEHTyBaTH aKTHBALIIO TAKKX HOHATh, K «MAaTPIOTH3M» ab0 «EIHICTHY,
11100 KOMITEHCYBaTH HETaTUBHUH BIJIMB BOPOXKHX HApaTHUBIB.

Cepen mepeBar GNN y KOHTEKCTI 1H(POPMAIIHO-IICUXOJIOTTYHUX BIlH
BapTO BUOKPEMHUTH:

— 00po0OKa CKIaIHUX B3a€EMOJIIl — MOJIENIb BPAXOBY€E HE JIMIIE OKpeMi
MOHATTS, a W TXHI B3a€MO3B’SI3KM, [0 3a0e3leuye peaiCTUYHE
MIPE/ICTABIICHHS KOTHITHBHOTO MIPOCTOPY;

— wMmacmtaboBaHicth — GNN  edeKTHBHO INpalioloTh 3 BEJIMKUMHU
rpadgamm, 10 OCOONMBO BaXIUBO TPH  aHANI3I  MacCOBHX
iHpOpMaLifHUX TOJIB, JIe KUIBKICTh HOHATH 1 3B’S3KIB MOXE OyTH
HaA3BUYAMHO BEJIMKOIO;

— rHyukicTh — GNN MOXHa amanTyBaTd JJIsl Pi3HOMaHITHUX 3aB/aHb,
BKJIIOYAIOYM KiIacu(ikalilo, NPOTHO3yBaHHS, KJAcTepH3alliio Ta
aHaJIi3 YaCOBMX 3MiH;

— IHTEpPIPETOBAaHICTh — CTAHH BY3MIB IIIC/I HABYAHHA MOXYTb OYyTH
MpOaHai30BaHi JIOAWHOO, M0 J03BOJSE OTPHUMYBATH IiHHI iHCAWTH
I0JI0 CTPYKTYpH iH(HOpMAIiitHOTO TOISI.

197



Hampukian, npu aHamizi rpada MOHATh «BOpPOXKA TMpOMAaraHmay —
«nesindopmamiss» —  «coliagbHa  Hampyra»  BHKOHYETbCS  Taka
IMOCJILHOBHICTD JIiii:

1. TloOynoBa rpacda: By3TH: OKpeMi MOHATTSA; 3B’S3KHA: CEMaHTHYHI
3aJIeKHOCTI MiXK HHMH, MMOOYIOBaHI Ha OCHOBI YaCTOTH CHUIBHOTO
BxuBaHHA a00 TF-IDF-ananmizy.

2. Hapuanas GNN: Mojens aHamizye B3a€MOMIl MDK IOHSATTSMH,
BCT@HOBJIIOE IXHIO B@JKJIMBICTH Ta INPOTHO3YE, SIK BOHU MOXYTb
AKTHUBYBATHCS B MaHOyTHBOMY.

3. IIporHO3yBaHHSA: HAa OCHOBI IIOTOYHOI aKTHBHOCTI  MOJEIb
nepenbavae, sKi MOHATTS OyAyTh HaWOIIBII Bpa3IMBUMH abo
HaAMOLITBII BIUTMBOBAMH.

4. PesympTat: BUSBICHO, 10 "Ae3iH(opMalisa” € KIFOYOBUM IOHITTIM
JUISL TIOIIUPEHHS] BOPOJXKOI MpOIaraHan; — 3anpolioHOBaHO CTPATETito
akTuBanii KOHTPHIOHATH ("marpioTism”, "eqHicTh") I TPOTHUIII.

3acrocyBanusi GNN y iH(pOpMaIiifHO-TICUXOJIOTIYHNX BilfHAX J03BOJISIE HE
JWIIE aHANI3yBAaTH CTPYKTYPY KOTHITHBHOTO IIpocTOpy, a i QopmyBaru
eexkTuBHI cTparerii NpoTHAil MaHimynsATHBHMM BruMBaMm. Lli mopneni
320€31MeuyoTh HAyKOBO OOIPYHTOBAaHHUH IMiJIXiM IO aHATi3y iH(GOpMAIiiHUX
TIOJIB, IO POOHTH IX BaXKIIMBUM IHCTPYMEHTOM B iH(opMariiHiil Ge3mneri.

8.3.Node Embedding

Node Embedding — 1ie MeTox mpeicTaBIeHHS BY3IiB y BHIJISNAI BEKTOPIB
HU3BKOI PO3MIPHOCTI, SIKi 30epiraroTh CTPYKTYpHY iH(popMariro mpo rpad.

Node Embedding € BaXJTHBHM iHCTPYMEHTOM JAJIs aHAJi3y rpadiB MOHATE Y
xoutekcri II1B. Bin [mo3Boisie BUABIATA NOXIOHICTH MK ITOHSTTAMM,
Ki1acu]ikyBaTH BY3JIM 32 IXHIMH XapaKTEPUCTUKAMH, IIPEACTABIISATH BY3/IU y
BUTJISI/II BEKTOPIB HU3BKOT PO3MIPHOCTI, 30epiraT CTpyKTypHY iH(opMaIriro
npo rpad), BUSBISATH KIFOUOBI IIOHATTS Ta MPOTHO3YBATH B3a€MOII.

Le#t MeTox 0coONMBO KOPUCHWH Ui aHAmizy iHGOpMAaliHHX IOJIB, Ie
BaXJTUBO 3PO3YMITH, SIK (JOPMYFOTHCS Ta MOIIUPIOIOTHCS i7e1 Ta HApATHBH.

Node Embedding nepepomts kosxken Byson V; y rpadi G =(V,E) y BEKTOp
z € R e d< \V‘ i BexTopm 30epiraroTh CTPYKTYpHY iHQOpMAIiito

(HampuKIIam, CyciICTBO By3Ja), aTpHOYTH By3Ja (SKIIO BOHH €), 3B’SI3KH MiX
By3aMd. BOHM MOXyTh OyTH BUKOPHCTaHi Ui MAIIMHHOTO HaBYaHHS,
30KpeMa I Kilacudikallii By3iiB, POTHO3YBaHHS 3B’SI3KiB, KJIACTEpHU3aIlii
HOHSATB.
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OcnoBa maremarn4noi ¢opmaizamii Mmeronqy Node Embedding — e rpad
G =(V,E), AKni CKIA/IA€ThCAA 3 MHOXKMHH BY3IIiB (MOHATB) V 1 MHOKMHH

3B’SI3KiB (B3a€MOJIIN MK TOHATTAMHU) E .

Mera Node Embedding — 3uaiiti Bino6paxkenss f: V— R%, sike mepeBoInTh
KOXEH BYy301 v, y BeKTop z, € RY, ge d — po3MmipHicTb BekTOpa

(d <

), Z,— BEKTOp, sIkUi 30epirae iH(hopMmalliio Ipo By30I1 v,.

JU1s 3HaXOMKCHHs BEKTOPIB z, BHKOPHCTOBYEThCS (DYHKIS BTpart, sKa
MaKcuMi3ye 30epexeHHs cTpyKTypHoi indopmanii. Hanpuknan:

L= Z logP(vj|V,-),

(v,,v,)eE
ne P(v/. | vi) — HMOBIPHICTB TOTO, IO V; € CYCIAOM V;, E — MHOXWHA 3B’53KiB
y rpadi.

MmoBipHicTE P(v, | v[) 4acTO MOJIEIIIOETHCS 3a JOIIOMOT0f0 softmax:

exp(zi,zj)

keN(i)exp(Zi | Zk)’

P(vj|vl.):Z

ne (zi,zj) — CKayIspHuit I0GYTOK BEKTOPiB z; Ta z;, N(i) — MHOXHHA cyciniB
By311a v,.

Posrnsremo geski anroputmu Node Embedding.

DeepWalk

DeepWalk — ne onuH i3 HNEepIIMX JITOPUTMIB, SIKMH 3alO3WYUB HiJXiA /10
no0yaoBU TeKcTOBUX BkianeHb (Word2Vec) i 3actocyBaB #oro mo rpadis.
OcHOBHA i/ies Tmorae B TOMy, 00 po3misiaaTi By3iu rpada sk "ciosa', a
LUIAXU 10 Tpady — Ak "pedeHHs", 1O J03BOJISIE BUKOPUCTOBYBATH METOAN
00pOOKH IPHPOAHOT MOBH JIJISL @HANTIZY MEPEXK.

DeepWalk BukopucToBye BHIankoBi OnykaHHA 1o Tpady [Urd TeHeparil
MOCTITOBHOCTEH BY3MiB, SKi MOTIM OOpOOJSAIOTECS 3a JIOTIOMOTOIO
Word2Vec, B paMkax SIKOTO T€HEPYETHCS OCITITOBHICT BY3JiB (vl,vz,...,vn)

3a  JIOTIOMOTOI0  BHTAJKOBMX ONykaHb. BekTopm z, HABYAIOTHCS
MaKCHMi3yBaTH HMOBIPHICTB CIIOCTEPEKEHHS CyCITIHIX BY3JIiB:

L= ilogP(vi+k |Vi)’

i=l

e k — IOBXKHWHA KOHTEKCTY.
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Jlo mepeBar airopuTMy MOXXHAQ BiJIHECTH 3[aTHICTh 30€piraTv JOKaJIbHY
CTPYKTYpY Tpada Ta MPOCTOTY peaizailii, 3aBJsSKA BUKOPUCTAHHIO TOTOBUX
MmetoniB Word2Vec.

Node2Vec

Node2Vec € posmmpennsm DeepWalk, sike 1ae Ou1bIIMii KOHTPOJIb HAZ THM,
Ky 4aCTHHY rpada I0CIiDKYIOTh BUIIAJKOBI OJIyKaHHS. Y 1IbOMY aJITOPUTMI
BBOJISTHCS JIBA IMTAPAMETPH, SKi PETYIIOIOTH XapakTep OMyKaHb: p i q.

BunankoBi OxykaHHA Temep HE € IIOBHICTIO BHIIQAKOBUMH — BOHHU
(hopMyIOThCS 3 ypaxyBaHHSIM IBOX NapaMeTpiB:

— p (return parameter) — BIUIMBAa€ Ha HMOBIPHICTH TOBEPHEHHS MO
MONEPEHbOr0 By3ia. Benuke 3Ha4YeHHs p 3MEHIIye LIAHC TOTO, IO
OJyKaHHS MOBEPHETHCS Ha3aj, TOOTO «BHIITOBXYE» HOTo BHEpes.

— ¢ (in-out parameter) — BU3Ha4a€e, HACKUIBKH WMOBIPHO TPOIOBKEHHS
OJIyKaHHS! y HalpsMKy BX€ BiJBilaHUX BY3JiB (BHYTPILIHINA MOLIYK)
abo Ha BigmaneHi By3nM (30BHImHIM momyk). Hampuknan, mane g
3MyIIye OTyKaHHS AOCIIIKYBATH OB BigganeHi oomacTi rpada.

Ili mapameTpu TO3BOJISIOTH THYYKO PETYIIOBATH OalaHC MK JIOKAJTbHUMHU
(6mmxHi  cycimu) Ta  rioOampHEMH  (CTPYKTypa BChOoro  rpada)
BIIACTHBOCTSIMH Tpada.

Anropum Node2Vec pearnizyeTbcs HACTYITHIMH KPOKaMH:

1. I'eHepyrOThCS BUIIAIKOBI ONyKaHHS, B IKUX BHOIp HACTYIHOTO BYy3ia
3aJIeKHTD BiJ] MapameTpiB p i q.

2. OTtpuMaHi TOCHIIOBHOCTI BY3miB mepenarotecss B Word2Vec
(3Buuaiino, skip-gram).

3. ®opmyna pyHkiii Brpat aHamorigyaa DeepWalk:

maxP(v,.|vj;p,q).
Ane tenep us HMOBIPHICTE (POPMYETHCS 3 ypaxyBaHHSAM IapaMmeTpiB, MI0
KOHTPOJIIOIOTh THIT IOCIIKEHHS Tpada.

Jlo mepeBar anropuTMy CIiJl BiiHECTH OiIbIITy THYUYKICTh Yepe3 ImapaMeTpH p
1 ¢ Ta MOXJIMBICTh aJamnTaIlii 10 Pi3HUX 3a1a4: BUSBICHHS KJIAcTepiB (SKIIO
Oinblile yBard Ha JIOKAJIBHY CTPYKTYpY) a00 MOJENIOBaHHS TJI00aIbHOI
TOMOJIOTii rpada.

Graph Factorization

Ha BinMiHy BiJ HONEpeAHiX alropUTMIB, MO 0a3yrOThCS Ha BHIAJKOBHX
Omykanusx, Graph Factorization — e MareMaTHYHO CTPOTHM MiaXim, SKUH
HaMaraeTbCs HAONM3UTH MATPHUII0 CYMDKHOCTI Tpada 3a OIIOMOTOI0
(haxTopH3anii MaTpui.
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Merta anropuTMy — 3HAMTH MPEACTABICHHS BY3JiB y BUTJISAI BEKTOPIB, AKi
nmobpe  BimoOpaxkaroThb CTpYKTypy Tpada. Ile mocsraetbes depes
ATPOKCHMAIIIFO MaTPHIIi CYMDKHOCTI A SK JOOYTKY ABOX MCHIIIMX MaTPHIIb:
A~ XX,

e X — e MaTpuIs, psIKY SKOI € BEKTOPHUMH IIPE/ICTABICHHSIMH BY3IIiB.
Peanizanist anropuTMy HoJsirae y Tomy, Io:

— OyayeTbca MaTpuus cyMikHOCTI rpada A, ne A; = 1, aAxkmo Mix

By3JIaMH 1 Ta j € 3B’5130K, iHakue 0;
— 3HaxOJAUTHCS MaTpulls X, sika MiHIMI3ye (YHKIIIIO BTpar:

b= 3 it <,

V,,V,)EE
Je X, — BEeKTOpHE IIpe/CTaBIEeHHA By3/a i, £ — MHOXKHHA 3B’43KiB rpada,
A — mapameTp peryJsipu3ailii, o 3anodirae nepeQiTuHry.
TakuMm YnMHOM, MOJENh HAMAraeThCsl HABUUTH BEKTOPH X, Tak, MO0
CKaJAPHUA JOOYTOK x,x, OyB MaKCHMaIbHO ONM3BKMM 10 HAsBHOCTI
3B’SI3KY MiX BY3JIaMH i Ta j.
[lepeBara anropuT™my ImoJysira€ y TOMY, IIO IIsI MOJENIb € IyK€ TOYHOIO,
0coOsrBO A1t TpadiB 3 YITKO BUPAKEHOI CTPYKTYpor. Takoxk anroputm

MiAXOIUTE U HEBENUKHUX 1 CepeqHix rpadis, e Ba)JIMBa TOYHICTh, a HE
[IBUIKICTB.

LINE (Large-scale Information Network Embedding)

LINE — me amroput™m node embedding, mpm3HadeHuil s edeKTHBHOTO
MOJIEJTIOBAHHSI MaclITabHUX rpadiB, 0COONMBO THX, IO MICTATh MiJTbHOHH
By31mB 1 3B’s3kiB. Ha BimMiHy Bim meroxmiB Ha kmrant DeepWalk um
Node2Vec, sxi BHKOpHUCTOBYIOTh BHMaakoBi Omykamssa, LINE mpsmo
MOJIENIOE CTPYKTypy Tpada, 30epiraroun mepmmii Ta ApPYTUil MOPSIOK
B3a€MOJIii MK By3iamu. Lle 103BoJisi€ OiIbII TOYHO MEpeNaTH SIK JIOKAIbHY,
TaK i TI00ANBHY CTPYKTYPY MEPExKi.

Merta LINE — HaBYHTH YHCIIOBI BEKTOPH [UIS KOXKHOTO BY3J1a TAKUM YHHOM,
mo0:

— 30eperTty nepuuid NopsaoK Moai0HOCTI — TOOTO Oe3nocepenHi 3B’ SI3KU
MIDX By3J1aMH;

— 30epertd APYruil MopsaoK MOMIOHOCTI — TOOTO CXOXKICTh BY3JiB 3a
iXHIMH OTOYCHHSAMH (CycimaMn).
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ITle poouts LINE ocobianBO KOpHCHHUM y 3agauax aHalli3y COIiaJIbHHX,
MEIIMHUX Y1 KOTHITUBHUX MEPEXK, JIe BXIIMBO BpaxyBaTH HE JIUIIC TIPSIMi
3B’SI3KM, a f TXHIO POJIb y MIMPIIIA CTPYKTYPI.

[epmmit mopsimok MOAIGHOCTI XapaKTepu3ye OE3MOCEepPeTHIO B3aEMOIIF0 MiXk
JIBOMa BYy3JIaMH — HAIpPUKJIAJ, HASABHICTh 3B’S3Ky MK HUMH. [ IIOTO
LINE makcuMizye HMOBIpHICTD CITOCTEPEKEHHS 3B’ SI3Ky MiX BY3JIaMH i Ta j,
BPaxoBYIO4H Bary LbOro 38’s13Ky w;;. DOPMAIIBHO Lie MOXKHA 3aIIMCATH SIK:

L =( Z): WijlogP(vj|vi),
Vv, JeE

Ae E — MHOXMHA 3B’s13KiB rpada, w,; — Bara 3B’sI3Ky MDK By3namu [ Ta j
(HampuKnIaj, YyacTOTa B3a€MOJIl UM CUJIa CEMAHTHYHOTO 3B’A3KY), P(v;| V) —
YMOBHA HMOBIPHICTh TOTO, IO BY30JI j «CIIOCTEPIra€ThCs» IPU HAsIBHOCTI
BYy3Ja .

[HmIMIMK cmoBaMHM, MOJENHP HAMAarae€ThCsl HaBUUTH TaKi BEKTOPH V;, MO0
BY3JIM, SIKI MAalOTh CHJIBHHH 3B’S30K, Mald OJIM3bKI INPEICTABICHHS Y
BEKTOPHOMY HPOCTOPI.

Jlpyruii nopsJoK ONMCye CTPYKTYpY OTOYEHHS By3Jla — TOOTO, HACKUIBKH
CXOXI JIBa BY3JI1 3a CBOIMH cycimamu. I{e 0co0aMBO BaXKIIMBO B KOTHITHBHUX
Mepexax, A€ TOHATTS MOXXYTh MaTdH OJHAKOBE 3HAUCHHS 4epe3 CIIIbHI
acorriamnii, HaBiTh SKIIO MK HIMH HEMA€ IPSAMOTO 3B SI3KY.

Y LINE 1ie peanizyeTscsl IUIIXOM MaKCHMi3allil HMOBIpHOCTI TOTO, IO 1Ba
BY3JIM MalOTh TIOJJiIOHE OTOYCHHS:

L= logP(N(v,)|v,),

("1 WV )EE

Je N(v;) — MHOXKMHa cyciiB Bysna j. TakuM 4MHOM, MOZielIb HaBUA€ThCS HE
JIMIIIE BIi3HABATH Oe3MOcepeHi 3B’ s13KH, ane i hopMyBaTu NMOAIOHI BEKTOpHU
JUIA BY3JiB, SIKIi MalOTh aHAJOTIYHI POXNi B CTPYKTYpi rpada, HaBiTh SKIIO
BOHH (i3UYHO HE TIOB’SI3aHi.

LINE Moxe omuioHaJbHO BHKOPHCTOBYBATH SIK TEPLIMH, Tak 1 ApPYru
MOPSIIOK MOAIOHOCTI. Y OUIBIIOCTI BUMAKIB OOHM/IBA MiIXOAN TOETHYIOTHCH,
o6 3a0e3MmeunTH KOMIUIEKCHE TIPECTaBIIeHHS Ipada:

1. croyaTKy HaBYAETHCS MOZETHh IEPIIOTO MOPSIKY, o0 30epertn
Oe3mocepeTHi B3aEMOIIT;

2. MOTIM HAaBYAETHCS MOJIETb JPYrOTO MOPSAKY, 00 30eperTti cXoxicTh
32 OTOYCHHSIM;

3. obumBa HaOOpW BEKTOPIB MOXKYTh OyTH 00'€lHaHi, MO0 OTPHMATH
3arajbHe NMPeJICTaBICHHS BY3IIiB.
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Llei npouec 3abesneuye nodpe 30amaHcoBaHEe NpeiCTaBiieHHS rpada, 1o
TTOETHYE JIOKATBHY 1 TJI00aIbHY CTPYKTYPY.

Jo mepear LINE cmin BimHecTH miaTpuMKy 3BaxkeHux rpadis — LINE
BpPaxOBY€ CHIIy 3B’3KiB (Barm), MmO OCOOJMBO BaXXJIIMBO B KOTHITHBHHX
Mepexax, A€ 3B’A3KM MaloTh Pi3Hy CHWIy (HampHKIag, 4acToTa CIJIBHOTO
B)KUBaHHS TIOHATH), MAacHITa0OBAaHICTh — AITOPUTM €()EKTUBHO IPAITIOE
HaBiTh Ha JIy’)Ke BEIUKHUX rpadax, 1Mo poOuTh HOro NpuAaTHUM I aHalli3y
BEJIUKMX MEIIMHHX IIOJIIB YU COLabHUX MEpex, 30eperKeHHs JIOKaIbHOI Ta
r100aNbHOI CTPYKTYpH — 3aBASKHA 0OpoOIll MEepIioro i Ipyroro MOpSAKY,
LINE 3maTHmif nepenaBaTh K OKpeMi B3a€MOJII1, TaK 1 3araibHy POk BY3JiB
y Mepexi, THyYKiCTh — MO’KHA BUKOPHCTOBYBATH JIMIIE OAWH i3 TMOPSAIKIB,
SKIIO TOTPIOHO aKIEHTYBATH yBary Ha KOHKPETHOMY THIII B3a€MOJIIMH.

LINE oco0imBO KOpHCHWE y aHami3i KOTHITHBHHUX MEpEeX, JIe BaXJINBO
3pO3YMITH HE JIHIIC 3B’S3KH MK TOHATTSAMH, a i IXHIO POJIb Y CHCTEMI.
Hagenemo npuxnanu:

— Monenb MOXe BHSABUTH, IO HOHATTS «IATPIOTH3M» 1 «EIHICTHY
MaroTh TOJIIOHI OTOYEHHS, X04a M)k HUMH HEMA€E MPSIMOTO 3B’ S3KY.

— Takox Moxe OyTw BHKOpHCTaHA Ul IPOTHO3YBAHHS MOSBH HOBHX
3B’SI3KIB  — HaNpHKIal, sKe MOHATTS HailiIMOBIpHIIIE TOYHE
acoIliIOBaTHCS 3 TEMOIO «Je3iHdopMaris» B pe3ynbTaTi aKTUBHOI
MeIINHOT KaMITaHii.

— LINE pomomarae knacuikyBaTé HOHATTS 32 IXHBOI CTPYKTYPHOKO
POJLTIO — HAIIPUKJIA], BUSBIIATH KIIFOYOBI HAPATHBH, TIOCEPETHIKIB 200
130JIbOBaHI TPYIIH TOHSTE.

Bbraronmaps 3qaTHOCTI MOJETIOBATH TEPIINIT Ta IPYTHHA MOPSIIOK B3aeMOMIH,
LINE 3abe3neuye TouHe i OaraTOBHUMipHE MPEACTAaBICHHS rpada, o MOXe
BUKOPHCTOBYBATHCS JJIsl BUSBJICHHS KJIFOYOBUX HAPaTHBIB, IPOrHO3YBAHHS
MIOIMPEHHS 171e# 6o GopMyBaHHS cTpaTerii MpOTHAIl IpommaraHmi.

3acrocyBanns Node Embedding y ITIB

VY cydacHuX iH(GOPMALiHO-IICHXOJIOTIYHIX BifHAX KITFOYOBY POJb Bimirpae
aHaJIi3 KOTHITUBHOTO MPOCTOPY — TOOTO MOHSTH, IXHBOI CTPYKTYpH, 3B’S3KIB
MDK HHMH Ta MEXaHi3MiB MoOIIMpeHHS imedl. s mporo Bce wyacTimie
3acrocoByioTh Metonu Node Embedding, sixi 103BONSIOTH HpeACTaBUTH
MOHATTS y BHUIIIAI YUCIOBHX BEKTOPIB, 30€pirarouyé MpH IbOMY BaXKJIHBI
BitacTuBOCTI Tpada. Lleit minxin 3abe3nedye He nuIIe MIMOOKE PO3YyMiHHA
iHpopMariitHoTo oM, a i e(eKTHBHEe MPOTHO3YBAaHHS, KiacH(DIKaIliio Ta
MPOTHUIIO MIPOTIAraHUCTCHKUM KaMITaHisIM.

OnHMM 13 HaWBRXJIMBIIINX 3aBIaHb € BUSBJICHHS KIIOYOBHUX MOHSTH, TOOTO
THX, L0 MalOTh HaiBHIy BIUIMBOBICTH 4Yepe3 CBOIO CTPYKTYPHY POJIb YH
3B’S3KM 3 IHIOIMMH eJleMeHTaMH Mepexi. i [bOro BHKOPHUCTOBYIOTh
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BeKTOpH, OoTpuMani 3a gonomororo Node Embedding: Ha ocHOBiI iXHBOT
OJIM3BKOCTI B BEKTOPHOMY IIPOCTOpPI MOXKHA KiacH(ikyBaTH BY3IH abo
o0'emHyBaTH iX y knactepu. Hampukian, y rpadi «Bopoxa Ipormarasuay —
«ae3iHdopMalliss» — «coliajbHa HANpyra» MoOJEIb MOXE BCTAaHOBHTH, IO
«Ie3iHpopMaIlis» € MEHTPATBbHUM JIaHIFOTOM, 4Yepe3 SKUH IepenacThCs
BIuMB. Takuii aHaii3 Ja€ 3MOTy TOUYKOBO BIUIMBATH Ha HaWBPa3IMBIl MiCIsi
iHpopMaLiitHOrO MoJI.

[lle onHi€r0 BaXKITMBOI 3a7a4YCl0 € MPOTHO3YBaHHS HOBUX 3B’SI3KiB, IO
Jo3BONIAE TIependavaTH, SK OymyTh (OpMyBaTHCS HOBI HapaTHBH abo
aKTHUBI3yBaTHCA CTapi TeMH. Y I[bOMY BHIIQAKY BEKTOPH OKPEMHX MOHSTH
MOPIBHIOIOTH MiXK COOOI0 32 JIOTIOMOTOIO CIEIliaIbHOT (PYHKIIT, SIKa OI[IHIOE
HMOBIPHICTH TIOSIBU 3B’ SI3KY:

[ T
p(, j)= G(Zi Zj)’
Ae zZ, Ta z; — BEKTOPHI IPE/ICTABICHHSA MOHATh, & G — CHIMOifHA QYyHKILis,

1110 TEPETBOPIOE CKALSIPHUN 100YyTOK y HMOBIpHIcTh. L{e 0cobia1nBO KopucHO
JUTsl BUSIBJICHHS TOTEHILIHHUX HOBUX acoIlialiii, ki MOXKYyTh OyTH YaCTUHOIO
IUIAaHOBOI MelifHOT KaMITaHii.

Kpim toro, Node Embedding edexTHBHO 3aCTOCOBYETHCS ISl aHAITIZY
CEMaHTHYHOI OJIM3BKOCTI MiXK MOHATTSAMH. BHKOPHCTOBYIOUM TaKy METPHKY,
SIK KOCHHYCHa BiJICTaHb:

similarity(i, j) = m
i J

MOJKHA BHSIBUTH, SIK1 IIOHSTTS ITOYMHAIOTh MATH CITIJIBHMM KOHTEKCT, HABITh
SIKIIO MK HIMH HEMae€ SIBHOTO 3B’s13Ky. Lle 0co0IMBO BaXKIIMBO ISl aHATIZY
MIPUXOBAHUX acolliallii, siki GOpMyIOTh HOBI HApaTHBH, HANPUKIAM, KOJH
MOHATTS ~ «Je3iHQopMarlisy»  [MOYMHAE  ACOLIIOBATHCS 3  IOHATTAM
«HaI[lOHAITbHA Oe3MeKa», IO MOXE CBIMYMTH TPO HaMip JUCKPEIHUTAINT
CHUCTEMHHX iHCTUTYTIB.

Ha ocHOBI OoTpuMaHuX JaHMX MOXHa po3poOiaTH 1 crparerii mporuaii
npormarasni. Node Embedding no3Bomse BusBIATH cnabki Micosd B
iHpopMaLiitHOMy TOJII — HaNpHUKIIAJ, MOHATTS 3 HU3BKOIO LEHTPAIBHICTIO
ab0 37aMaHi 3B’S3KM — 1 MPONOHYBATH CIIOCOOM IXHBOTO MijfcHieHHS. Tak,
MOJIelIb MOXKE PEKOMEH/IyBaTH aKTHBALi0 TaKHUX IOHATB, K «aTPIOTH3M»
a00 «eHICTBY, 1100 KOMIIEHCYBaTH HETaTUBHUH BIUIMB BOPOJKUX HApaTUBIB.

IepeBarn Node Embedding y KOHTEKCTi iH(pOPMAIIHHO-IICHXOIOTIYHIX
BiliH MOJIATAOTH V:

— HU3BKOPO3MIPHOMY MpEACTAaBICHHI — BEKTOPH Ha0araTto Jermi s
00pOoOKH, Hi’K TIOBHA MATPHISI CYMI>KHOCTI;
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— 30epekeHHI CTPYKTYpHOI iH(pOpMaIlii — BEKTOPH BIIOOPaKAIOTH SIK
Oe3mocepeTHi 3B’ 13KH, TaK 1 3aTalbHY POJIb By3JIa B MEPEXKi;

— MacmTaboBaHOCTI — aNTOPUTMH JIETKO AJalTYIOThCS JO BEIUKHX
rpadis, 10 XapaKTEPHO U1l MACOBHX MEJIHUX I1OJIIB;

— THYYKOCTI — BEKTOPH MOXYTh BHKOPHUCTOBYBATHCS SIK JUIS aHAIi3y,
TaK 1 U1 IPOTHO3yBaHH, KIach(piKallii 9 Ki1acTepH3ailii.

Takum gmaoM, Node Embedding crae moTy)XHUM IHCTpYMEHTOM aHali3y
iHpopMaliitHuX 1ojiB, 3a0e3rneuyoud HayKOBO OOIPYHTOBaHMM MiJXix O
BUSBJICHHS KIIIOYOBHX IIOHATh, MOJEIIOBAaHHA IXHBOI B3aeMomii Ta
(hopMyBaHHS CTpaTerid MPOTHIIl MaHIMyJIATHBHAM BIDIHBaM. Li TexHOIOTIT
JI03BOJISIIOTH HE TPOCTO (PikCyBaTH 3MIHM B KOTHITMBHOMY IIPOCTOpi, a #
OTICpaTHBHO pearyBaTH Ha HUX, 3a0e3Meduyroud CTIHKICTh iH(pOpMaIiifHOTO
CepeIoBHIIa B yMOBAX iH(OPMALiTHO-TICUXOJIOTIYHIX KOH(QIIIKTIB.

8.4. Recurrent Neural Networks (RNN) Ta LSTM

VY cydacHOMy aHaji3i IMHAMIYHHX MPOILECiB, 30KpeMa B iH(popMamiifHO-
MICUXOJIOTIYHUX BIHAX, BAXKJIMBY pOJIb BIJIrparOTh MOJENI, 3IaTHI
BPaxOBYBAaTH YAaCOBHUI KOHTEKCT — aDKE TIIOHATTS, HApaTHBHA Ta iXHi
B3a€MOJIIi HE 3aJMIIAIOTHCS CTATHYHUMH, & CBOJIONIOHYIOTh Yy daci. Cepen
TakuxX Mojened ocobnmBe micue mocimaioTe Recurrent Neural Networks
(RNN) ra ixHst ynockonanena Bepcist — Long Short-Term Memory (LSTM).
Lli HefipoHHI Mepexi po3po0ieHi crieriabHO 1 00pOOKH MMOCIiIOBHOCTEH
MaHUX 1 J00pe MiAXOAATh IUIA MOICTIOBAHHSA YaCOBHX 3aJIEKHOCTEH Yy
KOTHITHBHHUX Ta MEIIHUX MepeKax.

VYV kontekcri ITIB 1mi MeTomm MOXKYTh JONOMOITH MOJEIIOBATH YacOBY
CBOJIIOIIIO i/eif, HapaTWBIB Ta B3a€MOAIH MDK MOHATTAMU. BoHH
JIO3BOJIIIOTH ~ MOJICIIIOBATH  YacOBY CBOJIFOI[IIO  i/eif, IPOTHO3yBaTH
MOLIMPCHHS HAPATHBIB, aHATI3yBaTH TCKCTOBI JaHi JJIsl BUSBJICHHS 3B’s3KiB
MK HOHSATTAMH, PO3pOOIISTH CTpaTerii MPOTH il BOPOXKil mpomaranii.

Lle# miaxin ocoOJMBO KOPHCHHMH Uil aHamizy iHQopManiiHUX MHOIiB, e
Ba)KJIBO BPAaXOBYBaTH YaCOBHI KOHTEKCT Ta JJOBTOCTPOKOBI 3aJI€KHOCTI.

RNN — me tunm HEHpOHHHX MeEpexX, SKUH CHelialbHO pPO3pPOONEHHH It
00poOkK mociigoBHOCTEH MaHuWX. Ha BiAMIiHY BiJ 3BHYaHHX HEHPOHHUX
Mepexk, RNN BpaxoByIOTh YacOBHH KOHTEKCT, OCKIJIbKM KOXXEH CTaH
3JICKHTD BiJl IONEPEAHBOTO CTaHy. [le poOHTh iX 0COOIMBO KOPUCHUMU ISt
aHaJi3y CBOJIOLII IMOHATH, 3MIHH TEM y Mellia Y MPOTHO3YBAaHHS PEaKIlii
CYCHIBCTBA.

Opnnak cranaaptai RNN cTrkatoTses 3 mpo0ieMoro "3HUKHEeHHS rpajtieHTa’,
KOJIN MOJIETIb BTpayae 3/7aTHICTh €(eKTHBHO ONPaIbOBYBAaTH JIOBTOTPUBAII
sanexHocti. LSTM — me mommdikamiss RNN, ska Bupimye mpodiemy
"3HUKHEHHs rpaxienTa” (vanishing gradient problem) Ta no3BOJISIE
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e(eKTUBHO OOpOOJSATH IOBIi MOCHIZOBHOCTI JaHMX. BoHa BHKOpUCTOBYE
CrieriayibHi  MexaHi3MHu  (KJITITHHH, BOpOTa) JUIA 3amaM'sSITOBYBaHHS Ta
3a0yBaHHS iH(pOpMAIII.

RNN onepye TppoMa OCHOBHUMH KOMIIOHEHTaMH:

— X, —BXiIHI JaHI Ha MOMEHT 4acy ! (HaIpHKJIaj, BEKTOp HOHATTS);

— h, — npuxoBaHMi cTaH, AKuH 30epirac iH(popMalil0 PO MUHYI
CTaHU;
— y, — BUXiJHa BIINOBiAb MojeNi (HaIpUKIAJ, IPOTHO3 aKTUBALI]

1HIIIOTO TIOHSTTSI).
MaremaTH4HO 11 MO’KHA OTMCATH TaK:

h=c(W,-h_ +W, x +b),

1

=W, h+c,

e
W

hh >
— b, c—3cyBH;
— o — QyHKIis akTHBaii (HanpukiIaz, tanh).

w

xh?

Why — MaTpHuIli Bar;

TakuM uyMHOM, NPUXOBaHUM cTaH h, Mopemoe iHdopMalilo 3 MHUHYIHX

MOMEHTIB, a BUXi/l Y, TEHEPYEThCA Ha OCHOBI [[LOTO CTaHy.

LSTM 3nauno mokpamye moxianuBocti RNN, BBoasum kiituHy crany C,,

s;ka 30epirae iH(QOPMAII0 MPOTIATOM JOBIOTO 4acy, a TakoX BOPOTa, SKi
PETYIIOIOTh MOTIK JaHHX:

— 3a0ytra (forget gate) — BH3HAYae€, sIKy YacCTHHY CTapol iHpopMarrii
CJIiJ] BiIKUHYTH;

— BXigHe BimoOpaxenHs (input gate) — BCTAaHOBJIOE, SIKYy HOBY
iHbopmaniro Tpeba 30eperty; 3a0yBaHHA BOpoTa ( f,) — BU3HAYAIOTh,
Ky iH(hOpMAITito 3 KIITHHU Tpeda 3a0yTH;

— KaHAWJATCHKUH CTaH — MiATOTOBKa HOBOI iH(opMariii, sika Moxe OyTH
JoJaHa JI0 KIITHHH,

— BHXigHE BimoOpakeHHs (output gate) — BH3HAYEHHS, Ky YaCTHHY
iH(pOpMaIlil mo1aBaT Ha BUXIJ.

Po3pizHsroTh BOpOTa:

— BXigHi BopoTa (i). Bu3HayaloTh, Ky HOBY iH(opMalilo HoxaTd 10
KJIITHHI;

— BuxigHi BopoTa (0,). DBu3HaualTh, SKy YAaCTUHY KIITUHU
BUKOPUCTOBYBATH ISl BUXIJTHOTO CTaHy.
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@DopManbHO KOXKHOTO MOMEHTY uacy [ I eTalmu peasi3yloThCsl TaKUM
YHHOM:

1. O69uCnIeHHS BOPIT:
f; ZG(W/xf .'xt +VV}4/' .hffl +bf)’
i, = G(Wxi X, + W, h +bi)’

o,=c(W,-x,+W, -h_ +b,).

X0
2. OHOBJICHHS CTaHy KIIITHHU:

C =tanh(W,. -x,+W, -h_ +b.),

C =f0C,+i,oC,

3. I'enepariist BUXiZHOTO CTaHY:
h =o, @tanh(C,),

J€ & — NOCIIEMEHTHE MHOXKEHHS.

Ls apxitekTypa 3a0e3medye MOJENI 3OATHICTh 30epiraTé  BaKIUBI
3aJIeKHOCTI Ha JTOBrOMY 9acoBOMY iHTepBadi, mo poouts LSTM ocobmmBo
KOPUCHOIO Ui aHawi3y iH(QOpMamiiHUX MOJIB, ¢ MOHSATTS aKTUBYIOTHCS
Yyepe3 NEBHI NPOMDKKM 4Yacy 1 MaloTh CKJIaJHI NPUYUHHO-HACIIIKOBI
3B’S3KH.

RNN Ta LSTM J03BOJSIOTH MOJAETIOBATH EBOJIONII0 KOTHITHBHOTO
MPOCTOPY B Haci, aHaNi3yloud TOCTINOBHICTh cTaHiB rpada. Hampukman,
MOJIENTb MOXE CIIOCTEPIraTH, SIK MOHSTTSA «BOPOXKA IIPOIAraHia» aKTHBYE
TIOHATTS «Je3iHdopMaltis», sKa, y CBOIO 4Yepry, 3rOoJJOM Belle J0 TMOHATTS
«comiajgpHa Hampyra». Takuil aHami3 Ja€ 3MOTy OTPHUMATH JCTalbHEe
YSIBJIGHHSI TIPO T€, 5K 1711 pO3BUBAIOTHCS Y CYCIIIIbHII CBIZIOMOCTI.

LSTM BusiBmiacs Haa3BUYAHO ¢(DEKTUBHOIO JUIS MPOTHO3YBAHHS TOTO, 5K
OJHA ijes MOXKe aKTHBYBaTH IHIII dYepe3 IEBHUIM IPOMDKOK wacy.
Hanpuknan, sSKmo HOHATTA «ae3iH(opMamis» CTajlo aKTUBHHM, MOJENb
MOXKeE Iepef0aYnTH, L0 Yepe3 KijbKa JHIB MOYHE 3pOCTaTH aKTUBHICTh
TOHATTS «ITOJIITHYHA HEBJIOBOJICHICTEY.

Ockinbky O1IBIIICTD iHGOPMAIIHNX KaMIIaHii peatizyeThes 4epes Meaia Ta
COIalTbHI Mepeki, aHali3 TEeKCTOBHUX IaHHWX CTa€ KIIOYOBOIO 3ajaucio.
LSTM moxke 0oOpoONATH IOCTIZOBHOCTI CIiB a00 TOHSTH, BHUSBISIOUN HE
JMLIE JIOKaJbHI 3B’SI3KHM, a M IMpLI CEMaHTWYHI 3MIHM B TIOBECTLI HS.
Hanpukmaz, SKIIO CIOBO «IIPOMAraHia» dacTo 3yCTPIYaeThCsl MOPSI i3
MOHATTSM «MAaHIIYJIALISD, MOJICNIb BCTAHOBHUTH LIEH 3B’S30K 1 3MOXKE BUACHO
MOTIEPEUTH PO MOTEHINWHY 3arpo3y.
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IIle onHi€r0 BaXXIMBOIO 33JaY€I0 € MPOTHO3YBAHHS Peakilii CyCHilbCTBAa Ha
Ty 4u iHmy iaopmaniiiny ctparerifo. Hanpukmam, sKmo KamIaHis
MOYMHAETECSA 3  aKTUBAIlll MOHATTS  «marpiotusmM», LSTM  Mmoxke
nepen0aunTH, 10 1€ MPH3BEAE O 3MEHIICHHS HAaIllpyXXCHHS B OKPEMHUX
rpymax HaceneHHsA. lle mo3Boisie He nuMIIe aHami3yBaTH iH(OpMamiiiHi
BIUIMBH, aJIe i INIaHyBaTH KOHTP3ax0/H1 3 ypaxyBaHHIM 4acoBOro (hakropa.

Posrnsinemo koHkperHuil npukiaa 3actocyBanHa y IIIB 3a gomomororo
RNN/LSTM. V¥ Hac € nocniioBHICTh aKTUBALlil TOHSTh:

[«Bopoxka mponaranga», «aesingopmanisa», «couiajbHa HApyra»],
KO’KHA 3 SIKHX Ma€ 4acoBY MITKY.
3a gonomoroo RNN/LSTM mosxHa:

— moOyAyBaTH TOCIHIIOBHICTh — IEPETBOPUTH IMOHATTS y BEKTOPH 3a
normomororo Word2Vec abo iHmMX METOJiB; cPOpPMYBaTH YaCOBY
MOCITiIOBHICTH JIJISI TTOIJIBIIOTO aHAI3Y;

— HaBuutH Mojenb — LSTM anamizye 3B’S3KM MK IMOHSTTSIMH,
BCTAaHOBJIOIOYH, SIK aKTHBAIlisl OJHOTO By3Jia BIUIMBAE Ha iHIN 3
TJTMHOM Yacy;

— 3IOiHCHATH MPOTHO3YBaHHSA — Ha OCHOBI MMOTOYHOT aKTHBHOCTI TOHATTS
«BOPOYKHA TIPOIAraH/a» MOJIENb MPOTHO3YE, 10 HAWOIMKINM H4acoM
aKTHUBYETHCS «COIlialTbHA HATIPYTA;

— BH3HAYUTH CTPATETil MPOTHIII — OTPHMaHi pe3yiabTaTH TO3BOJITIOTH
BYACHO BIIPOBAIUTH KOHTPHAPATHBU, HANPUKIIAM, MUITXOM aKTHBAIlil
MOHATh «KPUTUYHE MHCICHHSI» abo «MemiaocBiTay, MmoO 3HU3UTH
BIUTMB Jie3iH(popMallii.

OpHiero 3 xirogoBnx mepeBar RNN Ta ii posmmpenoi Bepcii LSTM e ixas
3[aTHICTh e()EKTUBHO OOPOOJISITH YacoBi PSAM, BPAXOBYIOUH IMOCITIZIOBHICTD
momid. Y KOHTEKCTI 1H(GOPMALIHHO-TICHXOJOTIYHUX BIHH II€ OCOOJMBO
BOXJIMBO, a/DKE HAapaTHBU HE BHUHUKAIOTH PalTOBO — BOHH (POPMYIOTHCS
MOCTYIOBO, 4epe3 B3aeMOJir0 MOHATH y vaci. Came ToMy Mopeni, 31aTHi
aHai3yBaTH TaKy OUHAMIKy, CTalOTb HE3aMIHHAM IiHCTPYMEHTOM JUIS
MPOTHO3YBaHH MOMIMPEHHS i7Iel Ta BUSBICHHS IPUXOBAHNUX MATEPHIB.

Ille ommieto cyrreBoro mepeBaroto LSTM € ii 30aTHICTP MOJIEIIOBATH
JIOBIOCTPOKOBI 3ai1exxHOCTI. Ha BinMiHy Bij 6araTbox iHIINX apXiTEeKTyp, sKi
mBUAKO "3a0yBatoTh" paHHi etanu mociigoBHOCTi, LSTM Moxe 30epiratu
Ba)XKJIMBI CHTHAJM HPOTATOM TpuBaioro mepioay. Lle poOuts ii ineanpHOIO
JUIsl aHallizy iHQOpMaLifHUX KaMIaHii, 110 PO3BUBAIOTHCS TOBUILHO, alie
CHCTEMHO — HaIlPHUKJIaJl, KOJH CII0YATKy 3aKJIaJaeThCs MeBHA ifed, a ii edext
MPOSBIISETHCS JIMIIE Yepe3 KUTbKa MICSIiB aKTUBHOI MEJIHHOT ITpoTaran/y.

KpiM Toro, Ii MOJETi BiIpi3HAIOTHCS BHCOKOI THYYKICTIO. IX MOXHA
aJanTyBaTH 0 DI3HOMaHITHUX 3aBJIaHb: BiJl TNPOTHO3YBaHHS aKTHBAii

208



OKpeMHX IIOHATh JIO0 TeHepalii KOHTPHApaTUBiB, $AKi JONOMAararoTh
MPOTUCTOATH ne3iHdopmartii. He3anexHo Bifg TOro, UM WASTHCS MPO aHATi3
COLIATEHUX MEpeX, MENIHHUX TEKCTiB YM KOTHITUBHHUX rpadiB — RNN i
LSTM MoxyTb OyTH HallalITOBaHI TaKUM YHHOM, 100 HAHOLIBII TOYHO
BiJOOpaXkaTH CIIeU]IKy 3a/1a4i.

He MeHm BajumBHM € 1 T€, IO MOAENb HE € aOCONIOTHOIO «YOPHOIO
ckpunbkoro». Cran kimitiHu LSTM, sikuii 306epirae iHhopmarito npo MUHYI
mojii, Moxke OyTH JeranbHO mpoaHanmizoBanuil. lle mo3Bossie oTpuMaTH
oI iHCAaWTH IIOMO TOTO, SIK caMe MOAENb (OpMye CBOI IMPOTHO3H, SAKi
3aJIeKHOCTI BOHA BHUSBHIIA, 1 SKI €IEMEHTH i1H(OpPMAaNifHOTO IPOCTOPY
MaloTh HaWBHUIY 3HAYYIIiCTh. Takuil piBeHb IHTEPIPETOBAHOCTI Hajae
aHANIITHKaM He JIWIIE MPOTHO3, a i OOTPYHTYBaHHS HOTO BipOTiIHOCTI, IO
Mae CTpaTeridyHe 3Ha4eHHs Y MPOLeCi IPUHHSATTS pillleHb.

Takum umHOM, RNN Ta LSTM 3a0e3neuyroTh MOTYKHHHA aHATITHIHUHA
Oasuc Juin  aHawmizy iHQOPMAIIHHO-TICUXOJIOTIYHIX BIHH, HOETHYIOUYH
TOYHICTh, THYYKICTh 1 3JaTHICTP MOJENIOBATH YacOBY EBOIIOIIIO
iHpopManiiiauX 1moniB. BoHN maroTh 3Mory He mpocTo (iKCyBaTd 3MiHH, a
nependavaTu IXHi PO3BUTOK, BYACHO pearyBaTH Ha 3arpo3u Ta IUIaHYBaTH
CTpaTerivyHy MPOTHIII0 MpOTaraHi.

Takum gmaOM, RNN Ta LSTM — 1e MOTyXHi iHCTpYMEHTH JUIS aHAIi3y
TUHAMIYHUX TIPOIECiB y iH(OpMaImiiHO-NICHXONOTIYHAX BilfHax. BoHu
JIO3BOJISIIOTH HE JIMIIE BHSBJIATH 3B SI3KM MK MOHATTAMH, a i MOJIEIIOBATH
iXHIO €BOJIOIiI0 B Yaci, [0 Ma€ KPUTHUYHE 3HAYCHHS JJISl MPOTHO3YBaHHS
iHpopMaliifHuX arak Ta (GOpMyBaHHS e(DEKTHBHHMX CTpaTerii mporumii. Y
MOETHAHHI 3 rpad)OBUMHU NpeCTaBIeHHIMHU Ta MeTonamu Node Embedding,
Il MOZETI CTAlOTh KJIFOYOBHUM IHCTPYMEHTOM Yy OOpOTHOi 3a KOTHITHBHHHA
MPOCTip, 3a0e3MedYyloYr HAyKOBO OOTPYHTOBAHUHM I1HCTpYMEHTApid [uis
aHai3y, IPOrHO3YBAaHHS Ta YIPABIIHHS iHPOPMaLIHHUM CEepeIOBUILIEM.

8.5. Random Forests Ta Gradient Boosting

Cepen 4HMCIEHHUX METOJIB MAIIMHHOTO HABYAHHS, SIKI BUKOPHUCTOBYIOTBCS
JUIS aHaJIi3y KOTHITUBHHUX Ta MEIIMHHUX MEpEeX y KOHTEKCTI iH(popMamiitHO-
MICUXOJIOTIYHUX BiiiH, ocoOnauBe Micue mnocimaioth Random Forests Tta
Gradient Boosting — 1Ba MOTY)XHHX aHCaMOJIEBHX MIXOIH, IO J00pe
3apekoMeHyBaii cebe B 3ajavyax kiacudikalii, perpecii Ta IpOrHO3yBaHHS
naHux. Born ocobmuBo edekTrBHi, KOJM Tpad MOHATH MAa€ CTPYKTYpOBaHE
IPE/ICTABICHHSA 3 YITKO BHM3HAYEHUMH aTpuOyTaMM, TaKUMH SIK 4acToTa
BXKMBaHHS, IIEHTPAJIbHICTh, CHJIa 3B’SI3KIB TOIIO.

i mopmenmi 3a0e3medyroTh HE JIMINE BHCOKY TOYHICTH IeperdadeHb, a i
rMOOKWil aHami3 O3HaK, W0 BIUIMBAIOTH Ha peE3yNbTaT, IO POOHTH iX
BRXJIMBAM 1HCTPYMEHTOM y OOpOTHOiI 3a KOHTpPONb HaJ iH(OpMaLiiHUM
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mpocropoM. OnHak iX e(eKkTUBHE 3acTOCYBaHHS MOTPEOYE PETEIBHOTO
HaJTAITYBaHHS TineprnapaMeTpiB, 00 YHUKHYTH TIepEeHaBYAHHS Ta TOCSTTH
MaKCUMAJIbHOI y3arallbHIOBAIBHOT 3[aTHOCTI.

Random Forests — ancam0.1b gepeB 115 cTadiJIbHOT0 MPOTHO3Y

Random Forests — 1e aJropuTM MaIIMHHOTO HABYAHHS, 3aCHOBAaHHMU Ha
MIPUHIIMII aHCaMOJIeBOTO HaBYaHHSI. Horo ocuoBHa ines monsrac B noOymoBi
BEIMKOi KUTBKOCTI OKpEMHX JEpeB pillleHb, KOXHE 3 SIKUX HABYAETHCSA Ha
BUITIKOBIH T IMHOXHHI JaHUX i BUKOPUCTOBYE JIMIIIEC YACTUHY JOCTYITHUX
O3HaK U MOJUTYy BY3imiB. Taka oprasizaris JO3BOJSE€ 3HAYHO 3MEHIIUTH
JIUCTIEPCII0 IPOTHO3Y 1 3pOOUTH MOJIEIh OUTBII CTIHKOIO JI0 IIyMY.

Hexaii:

- X ={x,X,,...,X,} — MHOKMHA O3HaK (HaIpPUKIaJl, YaCTOTA BKUBAHHSI

CITiB, BAYKJINBICTH MOHSATH),
= Y ={y, Y-, y,}~ WLiNbOBA 3MiHHA (HANpPUKIAJ, KIAC TOHATTA:
"akTHBOBaHe", "HEaKTUBOBaHE").
Monens Random Forest GpyHKITIOHYE HACTYITHUM YHHOM:

1. ®opmyBaHHs JiepeB — KoxkHE 1epeBo T, (k =1,2,..,K) Oymyersest Ha
OCHOBI BUTIQJIKOBOT BHOIPKH 3 TpeHyBaJIbHOTO Habopy (MeTom bagging), a
TAaKOXX BHKOPUCTOBYE OOMEKeHHMH Halip O3HaK aiusd moxmimy By3miB. Lle
3a0e3rneuye pi3HOMAHITHICTh MOJIENel BCepeIiHI aHCaMOJTIO.

2. Kpurepiit onTHMAaIBHOCTI MOALTY — Ha KOXXHOMY KPOIIi IEPEBO 00Mpae
Halikpame po30HTTS, SKe MIHIMI3ye HEBH3HAYCHICTh ab0 TMOMIUIKY
nporuo3y. s boro BUKOPUCTOBYIOTh METPHKH, Taki SIK iHpoOpMaliitHui
npupict (s knacudikamii) abo 3HWKeHHs aucrepcii (mis perpecii). s
KOYKHOTO BYy3Jia JepeBa OOMPAEThCS BUMAIKOBA MiIAMHOKHUHAO3HAK S — X 1
3HaXOAMThCS ONTHMAIBHUI HOPIr po3OUTTS t* 3a KpuTepieM (HalpHKIan,
3MEHIIEHHsI eHTPOTii abo aucmepcii):

t*=argmax1( Spli(t)),

ne I(Spli(t)) — xpurepiii sKocTi po30HTTA (HanpHkian, iHGopMalifiHHi
HpUpicT ab0 3HWKEHHS JIcnepcii).

3. Arperariist pe3yJibpTaTiB — OCTATOYHUIA MPOTHO3 (POPMYETHCS HUIIXOM
rojocyBanHs (st kiacudikamii) abo ycepemneHHs (st perpecii) mo Bcix
nepeBax. lle poOUTh MOJENb MEHIN YyTIMBOIO O BUKHIIB i Jae Oiibin
cTabinbHi pe3ynpraTa. QiHANEHUNA MPOTHO3 JJIS HOBOTO 00'€KTa X, :

new *

— ans knacudikarrii:
y=mode{T,(x,, )}

K
k=1’
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Je mode — HaityacTiimii Kiac cepe/ BCiX JepeB;

—  JJIs perpecii:
R
y= 7271‘((xnew)7
K k=1
JIe y — CepeIHE 3HAYCHHS IPOTHO31B.

Hagenemo nmesiki npukimaau 3actocyBanas y Random Forests II1B.

Random Forest Moke 3acTrocoByBaTMCh M Kiacu(ikamii TMOHATH,
BU3HAYNUTH, YU HAJIEKHUTH IIEBHE MOHATTS JI0 "BOPOXKOI Ipomnaranan” 4u JIo
"MaTpiOTHYHOTO AUCKYpCY'. Y SAKOCTI 03HAK BHKOPHCTOBYIOTBHCS: YacTOTa
3yCTpidi MOHATTSA B Menia, HOro IEHTPANBHICTD y Tpadi, cuiaa 3B’s3KiB i3
IHIIMMH TOHSTTSIMH.

Mogens MOXke miepeA0auuTH, SIKi MOHATTS MATUMYTh IiIBUIICHY aKTHBHICTh
y HalOMMKIOMy MaiiOyTHbOMY, Ha OCHOBI IXHBO1 iICTOPUYHOT MOBEAIHKH Ta
30BHIIIHIX TOMIH.

Random Forest Moxe 3acTOCOBYBAaTHCh /i BHSBICHHS KJIIOYOBHX
HapaTHBiB. 3a J0MOMOTOI0 aHAI3y BaKJIMBOCTI O3HAK MOJENb BCTAHOBIIIOE,
SKi TOHATTS MAlOTh HAMBHILY 3HAUYYHICTE Yy (OPMYBaHHI CyCHiJIBHOI
TIOBECTKH.

Gradient Boosting — nocJ1izoBHe BIOCKOHATEHHSI MOjIeJTi

Gradient Boosting — 1e ocizoBHUIA aHcaMOIeBHI METO, SIKUH Oyaye HOBI
MoJeni (epeBa pillleHb), HAMAaralo4rch BHIPABUTH MOMHIIIKA TOTEpPEIHIX
Mmozeneid. Koxna HoBa Mofenb F,(x) KOPHUIYe 3alMIIKOBI NOMHIJIKH I
norepenuboi Monenmi. Ha BimMiny Big Random Forests, Gradient Boosting
Oyaye Momemi TMOCTITOBHO, J¢ KOXXHAa HACTYyIHA ITepamlis HaMaraeTbes
BUIIPaBUTH OMMJIKH HONepeaHboi. Lle poduTh Moiens 0COOINBO Yy TINBOIO
JI0O CKJIAJHMX B3a€MOJIl MK O3HaKaMH, aje BOAHOYAC 30UIBIIyE PH3HK
HepeHaBYaHHs, SKIIO He KOHTPOIIOBATH IIPOLIEC HABYAHHS.

BBenemo nozHaueHHs:
— F(x) - pinansHa Mogens,
— F(x) — mouaTkoBa MozeNb (HAPUKIAM, KOHCTAHTHE CEPEeIHE 3HAUCHHS
I{ITBOBOT 3MiHHOT),
— L(y,F(x)) — ¢yHkuis BTpar (HampuKia[, KBaJpaTHYHA BTpaTa Ui
perpecii abo yiorapudmiuHa BTpaTa 1s Kiacupikarii).
Mogens Gradient Boosting mparfroe HaCTyITHIM YHHOM:

1. SIx moYaTKOBa, BCTAHOBIIOETHCS IMPOCTAa MOJENb, HAMPUKIA,
MiHIMaJIbHE 3HaY€HHS 1IJI50BOI 3MIHHOI:
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n
Fo(x)zargminZL(yl.,y).
[T
2. OOuMcieHHS B3IMIIKOBUX IIOMWJIOK — HAa KOXHOMY KpoLi
00YHCITIOETHCS TPATiEHT QYHKINIT BTpAT — TOOTO T€, HACKUILKA MOJIEITb
TIOMUISIETHCA, 1 B SIKMU OiK CJiJl KOPUTYBATH MPOTHO3. /15l KOJ®CHO20
kpoky m=1, 2,..., M 0OYHCIIOIOTHCS 3aJHIIKOBI MOMHUIKU (TPali€HT
¢yHKLIi BTpaT):
_ L Fx))

r.
im 6F(xl )

F(x)=Fp(x)

3. HaBuanHS HOBOIO JepeBa — HOBE JEepPeBO / (x) HaBUAaEThCA came Ha
m
[[UX TTOMHUJIKAX, THM CaMUM "BUIPABIISIOYH" HETOYHOCTI MOMEPEIHBOT

MOJeTT:
n 2
h,(x)=arg mmZ[rim —h(x, )] .
h i=1
4. OHOBJIEHHS 3arajJbHOi MOJENI — IPOTHO3 IOMEPeAHbOi MOIeTi

JIOTIOBHIOETBCST HOBHM  JICPEBOM 3 ypaxyBaHHsAM KoedilieHTa
HaB4aHHs (learning rate), 1o 3ano6irae 3aHaaTo Pi3KUM 3MiHaM:
E (x)=F (x)+v-h (x),

nie v — koe(illieHT HaBYaHHS.

5. ®inanbHa MoAeNb — michs M itepailiii OTpUMYIOTh 3arajibHy MOJEIb,
sIKa BPaXxoOBY€ BCi BUIPABIICHHS, 3p00JICH]I Ha IMOTIEPETHIX eTanax:
F(x)=F,(x).

Y IIB wmozaens Gradient Boosting 3acTocByeThcsi NMpH BHpILIEHI TakKHUX
3aja4, SK TPOrHO3YyBaHHS JMHAMIKA IOHSTh, BUSIBICHHS BOPOXKHX
HapaTHBIB, OIIHKA BIUIUBY KaMIaHii.

Gradient Boosting Moxe mnependaduTH, sK 3MIHIOBATUMETHCS pPiBEHb
aKTUBaIlii TOr0 4Y{ IHIIONO MOHATTA B Yaci, II0 € KIYOBUM I
CTPATETivHOTO TUTAHYBaHHS iHQOPMAIIHHIX KaMIIaHiH.

Ha ocHOBI 03HaK, TakuX K CEMaHTHYHI 3B’SI3KH, 9YaCTOTa 3yCTPidi B TEKCTAX,
Ta iXHA ponb y rpadi, MOIECTh BCTAHOBIIOE, SKi TOHATTA € YaCTHHOIO
CHCTEMHOI MPONaraHiCTChKOI CTpaTerii.

Mozens [03BOJIsIE aHANI3yBaTH, HACKIIBKH €(eKTHBHOIO Oyna KOHKpETHa
iHpopMaIliiHa KaMIlaHis, Y¥ 3pociia aKTUBHICTh TIEBHUX TIOHATH, YH
3MIHWJIACS CTPYKTypa MEPEexi.

IIpakTu4Huil npukIajg

Po3risiHEMO KOHKpETHY 3ajady — BUSBICHHS IOHATH, SIKI € YacTHHOIO
BOpO>koi nponaranan. Maemo rpad HOHATb BUAY:
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«BOpOXa MpoIaraHiay — «Ae3iHpopmaris» — «coliajgbHa Harpyra»
Po3risiatoThest Taki 03HAKH:

— YacToTa BXKHBAHHS IMOHATTS B MEIia-TEKCTAX;

— cwia 3B’A3KiB MX MOHATTSAMH (Hampukiaza, Ha ocHoBi TF-IDF);

— TOKa3HWKH NeHTpabHOCTI B rpadi: Degree Centrality, Betweenness
Centrality Tomo.

[Tpn npoMy 1iNBbOBa 3MiHHA — 1€ KJIaC HOHATTSL: «80podica nponazanoay ado
«nampiomusmy.

I[Mpouec peanizauii BKItOYA€E TaKi KPOKH:

1. TligroToBKa AAaHUX — CIIOYATKy BHUAUIIOTE O3HAKH UIA KOXKHOTO
MOHATTS Ta TNO3HA4YalOTh IxXHIM kmac. Hanmpukman, TOHATTS
«ae3iHpopManis», M0 YacTO 3YCTPIYAETHCS Pa3oM 13 «BOPOXKHOIO
MPOTaraHa0i0», MapKyIOTh K MOTEHIIHHO HeOe3MeTHe.

2. HaBuanus mopeneil — mani HaBYAKOTH NIBI MOJENi: OJHY Ha OCHOBI
Random Forests, npyry — Ha ocHoBi Gradient Boosting. O6uusi
MOJIeTi HAaBYAlOThCS Ha TPEHYBAIBHUX JaHMX 1 TECTYIOThCS Ha
OKpEMOMY T€CTOBOMY HA0OpIi sl OLIHKHU SIKOCTI.

3. AHami3 pe3ynbTaTiB — IIiCHs HAaBYAaHHS aHAJI3YIOTh, SIKI O3HAKU
HalOiplIe BIUIMBAIOTh Ha Kiacugikauio. Hanpuknan, BUABISETHCS,
IO CHJIa 3B’SI3KIB 13 MOHATTSAM «BOPOXKA INPOMAraHAa» € KIOUOBUM
¢akropoM. Takok BCTaHOBIIOIOTb, SKi TOHATTA HaWJacTille
BUCTYNAIOTh SIK IOIEPEAHUKH KOH(IIIKTHUX HapaTHBIB.

4. Ha ocHOBi OTpUMaHHX PE3YJBTATIB POPMYETHCS PEKOMEHIAIIS 1010
MpOTUAIl: HAaNpHKIAZ, aKTUBaLlis IOHATh, IIO IPOTHCTOSTH
«ae3iHdopmariii», abo OI0KyBaHHS KIFOYOBHX 3B’ A3KiB y rpadi.

Meroan Random Forests ta Gradient Boosting maroTe cBOi cnenudivni
CHJIBHI CTOPOHH, SIKi pOOJIATE X KOPUCHUMH Y Pi3HUX CIIEHApisX:

Random Forests 3aBagky BHIIAAKOBOCTI HAaBYaHHS MEHIN CXWIBHI 0
nepeHaByanHs, Toai sk Gradient Boosting motpedye o0epexHOTO MiaXOIy
JI0 KiJTBKOCTI JiepeB Ta apaMeTpiB HaBYaHHS.

OO6uaBi Mozmemi THY4Ki — MOXYTh OyTH BHKOPUCTaHI K JUIi Kiacu(ikariii,
Tak i JUIg perpecii, Mo M03BOJISAE iX aanTyBaTH JO PI3HUX 3a1ad — BiX
BUSIBJICHHSI BOPO)KMX HAPaTHBIB JIO IPOTHO3YBAHHS COLIAIBHOT peakKiii.

OOunBi Mojeni MO3BOJITIOTH OLIHWUTH BRKIHMBICTH OKPEMHX O3HAK, IO €
KPUTHYHO BAIJIMBMM IJIsI PO3YMIHHS MEXaHi3MiB mommMpeHHs ined. lle
JTO3BOJISIE HE MPOCTO KIACH(iKyBaTH TMOHATTSA, & W BHABHTH, sIKi (aKTOPU
POOIIATH iX HEOE3MCUHNUMHU.
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Gradient Boosting yacTo JeMOHCTpye BHUILY TOYHICTh NPHU MPABHIBHOMY
HajamTyBaHHi, omHak Random Forests Mae mepeBary y MIBHIKOCTI
HaBYaHHS Ta MPOCTOTI pearizaliii.

Random Forests Ta Gradient Boosting — 11¢ 1Ba MOTYKHUX iHCTPYMEHTH, SIKi
3a0e3meuyoTh BUCOKY TOUHICTh y Kinacudikamii Ta MPOTHO3YBaHHI JaHUX Y
KOTHITUBHUX Tpadax. Y pamkax iH(pOpMAaIiifHO-TICHXOJOTIYHAX BiiH BOHHU
CTAalOTh HE3aMIHHMMH Ul BHSBIICHHS KIIOYOBUX HapaTUBIB, aHali3y
CTPYKTYpH MeIiiHOTO pocTopy  Ta OLIIHKH e(EeKTUBHOCTI
KOHTPIPONAraHANCTChKHUX 3aXO0IIB.

Xoua 00mABI MoOpmedTi MarOTh BIIACHI TEpEeBarM Ta OOMEXCHHS, IXHE
MOETHAHHA 3 Tpa(OBUM NPEICTABICHHSIM JTaHUX J03BOJISIE HE JIMIIE TOYHO
Kjacu(ikyBaTH HOHATTA, a ¥ OTPUMYBAaTH LIHHI aHANITHYHI iHCAWTH, SKi
MOXYTb BHUKOPHUCTOBYBAaTHCA Uil ()OPMyBaHHS IIPOAKTHBHOI CTpaterii
npotumii iHpopMariifHuM arakam. Lli Mogedi CTalOTh HE JIMIIE TEXHIYHIM
IHCTpyMEHTOM, a ¥ HayKkoBO OOIDYHTOBaHMM MEXaHI3MOM aHalli3y
KOTHITUBHOTO HPOCTOPY, II0 Ma€ CTpaTeriyHe 3HAYCHHs B yMOBaX Cy4acHHX
iHQopMaIiiHIX BiliH.

8.6. [Ipukaau 3actrocyBanHAa ML ta Al y rpadoBux
mopeax 1B

AHani3 iHPOPMAIIHHO-TICHXOJIOTIYHUX BifH TOTpeOye He JIIIEe TIIMOOKOTO
PO3YMIHHSI CTPYKTYPH KOTHITMBHOIO IIPOCTOPY, ajle i TOYHHX METOIB
MPOTHO3YBaHHS HOro 3MiH. Y LbOMY Ipoleci 0cOOJHMBE Miclie MOCiIaloTh
Cy4acHI METOAM MAIIMHHOTO HAaBYaHHSA Ta INTYYHOTO IHTENIEKTY, SKi
JIO3BOJISIIOTh aBTOMAaTH3yBaTH aHANI3 BEIMKUX OOCATIB JAHWX, BHABIATH
NPUXOBaHI NaTepHH, repe10ayaT NOMUPEHHS el Ta opMyBaTH cTpaTerii
npotuaii npomaradai. Ili TexHosorii ocoOnmBO e(eKTHBHI, KOJMHM JaHi
npeAcTaBieHi y ¢opmi rpadiB — IOHATh, iXHIX B3a€MOJIH, 3B’s3KIB 1
4aCOBUX 3aJIEKHOCTEH.

Hwxde HaBeneHO KOHKPETHI MPUKIAIN 3aCTOCYBaHHS TaKUX METOIIB Y
peanbHuX creHapisx. Cepesl HUX — BHUSBICHHsI aTaKk Ha KJIFOYOBi MOHSTTS,
MPOTHO3YBaHHS TOSBM HOBUX 3B’SI3KiB, aHaNli3 CE30HHUX TPEHIIB Yy
MeIIHHOMY TIONi, a TaKOXX MOJCIIOBAHHS MOXKJIHBOTO PO3MAay MeEpexi
BHACTIIOK CHUCTEMHHMX aTak. JIJI1 T1hOro BHKOPHUCTOBYIOTBCS Pi3HI
anropurmu: Bix Graph Neural Networks 1o LSTM i SIR-Moneneii, koxeH 3
SAKHX 3a0e3revye CBill piBeHb aHai3y — BiJ| JIOKQJIBHOT aKTUBALil OKPEMHX
MOHSTH JI0 TJI00aIBHOTO MPOTHO3YBAHHS 3MiH Y CTPYKTYpi iHGOpMAIiifHOTO
mons. Takuif KOMIUISKCHHH WiAXiM IO3BOJIIE HE TMPOCTO (iKCyBaTh
MOTOYHHI CTaH Tpada, a i BYACHO BHSBISITH 3arpO3Hd, a TAKOXK IUIAHYBaTH
MIPOAKTUBHY CTPATETIIO0 3aXUCTY KOTHITHUBHOT'O TIPOCTODY.
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Busgnennsa amak na nonammsa «oesingopmayisy

Memoo. GNN st aHanizy 3MiH y CTPYKTYpi Mepexi.
Pesynomam. BUSBIEHHA, IO TOHATTA  <«JIe3iHpOpMAIlisny  cTaio
LEHTPAITEHAM Yy HOBOMY KJIACTEPi, 1[0 CBIAYUTB IIPO MOXKIIMBY aTaKy.

Ilpozno3yeanns noagu HOGUX 36’°A3Ki6

Memoo. Node2Vec mis reHepalii BEeKTOPHUX MpeAcTaBieHb Ta Logistic
Regression 1t mporHo3yBaHHs 3B’ SI3KiB.

Pe3ynomam. TIporHo3yBaHHsI 3B’ 13Ky MK «EKOHOMIYHUMH TpOOIeMaMm»
1 «TOJITUYIHOIO HECTAOUTBHICTION.

Ananiz ounamixku mepesrci

Memoo. LSTM nst aHanmizy 4acoBHX PSIIiB.
Pesynomam. BusBneHHs Ce30HHUX TPEH[IB y 3MiHI Bar 3B’43KiB HAaBKOJIO
TIOHATTS «MEJIia.

IIpoznosysannn 3min y mepesrcax

Y KoHTEKCTi iHPOPMAIIIfHO-IICUXOJIOTIYHUX BiifH, MPOTHO3YBaHHSA 3MiH y
Mepeax € KIIOYOBMM 3aBIaHHAM JUISI aHali3y JWHAMIKH Tpadis,
imeHTH}iKaMii TOTCHIIITHAX 3arpo3 Ta PO3POOKH CTPATErii 3aXUCTY.

Meroau IPOrHO3yBaHHS BKIKOYAIOTh:

1. Mooenroganns esonoyii epagie
Buxopuctanus TeMnopanbHHX TpadiB ANS BIACTEOKCHHA 3MiH Yy
MEpEexKi.

[Iporro3yBaHHs MOSBM HOBUX 3B’A3KiB 200 po3maty Ki1acTepis.

2. I'nuboke naguanms 01 NPOSHO3YBAHHS OUHAMIKIU Mepedic
Buxopucranus pekypeHTHHX HefipoHHUX Mepex (RNN), Long Short-
Term Memory (LSTM) aist ananizy 3MiH y Mepexax y daci.

3. Cumynsayiiini mooeni
BukopucTaHHS =~ areHTHUX  CHUMYJSOIH  ATS  MOJICTIOBAHHS
iH(pOpPMAaLITHHAX aTaK.

Awnaniz nommpenHs nesiHdopmauii y Mepexax 3a JI0IOMOTrO
Mopeneit emigemionorigaoro tumy (SIR, SIS).

Hp02H03y8llHH}l nOABU HO6020 NOHAMMA «KIIMAMUYHA Kpusa)

Memoo. LSTM y1s aHaTi3y 9acOBUX PSIiB.
Pezyromam.  TlporHO3yBaHHsS TOSBH 3B S3KIB MK  MOHATTSIMHU
«KIIIMaTHYHA KPU3a» 1 «EKOHOMIYHI TIPOOIEMHI».

Ilpozno3yeannsa 3minu éaz 36’a3Kie

Memoo. GNN Jyis1 anai3zy B3a€EMOJIiN MiXK TOHATTSIMHU.
Pezynomam. TIporHO3yBaHHS TOCWJICHHS 3B’SI3Ky MIXK IOHATTSIMHU
«ae3iHpOopMAITiD Ta «KMeIiay.
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Ilpoznozyeannsn poznady mepeici

Memoo. AHani3 nepKOIAIIIL.
Pesynomam. BUsBIeHHA, IO Mepeka MOXE pO3MacTH Ha OKpeMi
KOMITOHEHTH IIPH BUJIy4Y€HHI KITIOYOBHX BY3JIIB.

[lporHo3yBaHHs 3MiH y Mepekax y KOHTEKCTI  iH(popmariiHo-
NICUXOJIOTIYHUX BIHH J103BOJIsIE ©(EKTUBHO 1leHTU(]IKYBATH IMOTEHLIHHI
3arpo3’ Ta PO3pOOJISTH CTpaTeril 3aXUCTy. 3aCTOCYBaHHS METOIIB, TAKUX SIK
ARIMA, LSTM, GNN, SIR-monmens Ta iHmI, 3a0e3rnedye KOMILICKCHUMN
aHaJi3 CTPYKTYpH Ta AMHAMIKH MEpexi, IO € KJIIOYOBHM JUIS yCHINIHOTO
IpOTHAil iHpOPMAIIITHIM aTakam.

8.7. Po3po6Ka aBTOMAaTU30BaHUX aHATITUYHUX
IHCTpyMeHTIB

VY cywyacHHX yMOBax, KOJH iH(pOpMAaIiiHO-IICUXOJIOTIYHI BiifHH HaOyBalOTh
BCE OLNBII CKIAagHOI, CHCTEMHOI NMPUPOIH, aHaTi3 KOTHITHBHOTO IPOCTOPY
notpedye He IPOCTO JIIOJACHKOI EKCHEpTH3H, ajle H TMOTYXKHOI TEeXHIYHOI
MIATPUMKA y BHIJIII aBTOMaTM30BaHMX aHANITHYHUX iHCTpyMeHTiB. Lli
CHCTEMH CTalOTh HEBi/I’€MHOI0O YACTHHOIO IIPOIECY AOCITiKEHHS Tpadis
MOHATh, MOJEIIOBAaHHA AWHAMIKM MEAIHOTO TOJIT Ta IPOTHO3YBAHHS
MOXJMBUX 3arpo3. BoHm 3a0e3neuyloTh IMOCTIHHMI ~ MOHITOPHMHT
iH(pOpMAITITHOTO CepeloBHINa, IIBUAKE BHSBJICHHS 3MiH Y CTPYKTYpi
MepeKi, mepe0adcHHs MOsSBH HOBUX HApaTHBIB Ta (JOPMYBaHHS CTpaTeTii
nporunil nponaraai. Taki IHCTPYMEHTH MalOTh KOMILIEKCHY apXiTeKTypy,
mo 00’enHye MOAYI 300py JaHUX, aHANi3y rpadiB, MAITMHHOTO HABYAHHSI
Ta Bi3yaii3awil pe3yJbTaTiB, IO JO3BOJISIE HE JIMILE ONEPAaTHBHO pearyBaTH
Ha mofii, a ¥ IJIaHyBaTH IPOAKTHMBHI 3aXOAW Yy pa3i BUSBIICHHS IIEPIINX
O3HaK 3arpo3u.

Jlns edekTrBHOTO aHami3y iH(OPMAIifHUX TIONIB, OCOOJMBO B YMOBax
MacmTaOHUX 1H()OPMAaLiHHO-TICHXOIOTIYHIX BilfH, HEOOXi/HA CHCTEMa, sIKa
3[aTHa CaMOCTiifHO 30uMpatd, oOpoOJIsATH, aHANi3yBaTH Ta HPOTHO3YBATH
3MiHM B KOTHITUBHOMY HpOCTOpi. Y IbOMY KOHTEKCTI aBTOMATH30BaHi
AQHATITHYHI IHCTPYMEHTH BHCTYNAIOTh KJIIOYOBOIO JIAHKOIO — BOHH
3a0e3MeuyloTh Oe3nepepBHE CIOCTEPEKEHHS 3a CTaHOM rpada IOHATH,
BHSBIICHHS aHOMAaJii, Kiacu(ikaIlito By3JiB, MPOTHO3YBaHHS IMOSIBU HOBHX
3B’SI3KIB Ta MOJICTIOBAHHS CLICHAPIiB aTak. 30KpeMa, TaKi CHCTEMH:

— 30mparoTh Ta 00poOJsIIOTE JaHi 3 Biakputux mkepen (OSINT),
BKITFOYAIOYH COLIIaJIbHI MEpPEKi, HOBHHHI pecypcH, GopyMHu Ta 0JIory;

— aHAN3yIOTh CTPYKTYpy MeEpexi B peXHMi peaJbHOro dacy,
BUSBIISTIOYM 3MIiHH B IICHTPAILHOCTI, MIUTBHOCTI 3B’S3KiB, KIIACTEpHIii
oprasi3artii;
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— TIPOTHO3YIOTH HOIIMPEHHS JAe3iH(opMallii, BAKOPHCTOBYIOUYM METOIM
MAaIIMHHOTO HaBYaHHSA, TPadoBi MOJIEITi Ta 9aCOBI PSIH.

Koxen i3 mmx (yHKIIOHATBHUX HAmpsMiB 3a0e3MeUyeThCS OKPEMUMH
MOJYJISIMHU, SIKI B3a€EMOJIIOTH MK CO0OI0, CTBOPIOIOYH €IWHY ILIaTdopmy
JUISL aHAJI3y Ta yNpaBiIiHHS iHQOpMaLiiiHUM IPOCTOPOM.

MopayJnb 300py AaHUX

Iepumm eTarom poboTH OyAb-SKOI ABTOMATH30BaHOI CHCTEMH € 301p JaHUX
3 pI3HOMaHITHUX JpKepel. JJs Iboro BUKOPUCTOBYIOTh:

— API conianeanx mepex (X, Facebook, Telegram Tormo);

— cneniamizoBasi iHcTpymerTr OSINT;

— BeO-ckpanepH, 110 30MpaloTh TEKCTOBI Marepiajiy 3 HOBUHHUX CaHTIiB
YH TEMAaTHYHUX (OPYMiB.

et momynp 3abe3nedye TMOCTIHHE TMOMOBHEHHS 0a3W 3HaHb HOBUMH
(akTamu, TOHATTAMH Ta 3B’S3KaMH, IO € OCHOBOIO ISl TMOJAIBIIOrO
aHai3y.

Mopnyasb anauidy rpagis
Ha ocHOBi oTpumaHuX maHuX OyayeTbcsi Ipad MOHSATh, SKUH MOJCIIOE
B3a€EMOJIT MK KJIIOYOBHMH €JeMEeHTaMH iH(pOpMauiiHoro mois. AHami3

rpada BHKOHYETHCS 3a JOMOMOTOIO CHEIiali3oBaHuX O0i0i0oTeK, TaKuX SIK
NetworkX, igraph, Snap.py. OCHOBHHMH 3aBIaHHAMH IEOTO MOAYIISA €:

— oOumcienHs Merpuk meHTpamnpHocTi  (Degree, Betweenness,
Closeness);

— BUSBJICHHS KJIAacTePiB Ta IXHBOI CTPYKTYpPH;

— aHaji3 3MiH y 3B’s3KaX, BUABJICHHS CIa0KHWX MICIb YU TOTEHIIHO
HeOe3MeUHNX 3B’ I3KIB.

e no3Bossie He yuiie (ikCyBaTH MOTOYHUM CTaH KOTHITUBHOTO IIPOCTOPY, a
11 BYaCHO BUSABUTHU O3HAKH BOPOXKOI IIPONAraHIu.

MO)IyJIL MAaIINHHOT0 HABYAHHSA

Jns  rmbmoro  aHamildy Ta  TPOTHO3YBaHHA  MOBENIHKA  Tpada
BUKOPHUCTOBYETHCS MOIYJIb MAIIMHHOTO HABYAHHS, IKUH peati3ye:

— KJacu(ikaIliio By3JiB 3a IXHIMH XapaKTepPUCTHKAMHY,

— TIPOTHO3YBAHHS IOSIBU HOBHX 3B’SI3KiB UM aKTHBAIlii IIEBHUX HOHSTH;

— BUSBJICHHS aHOMAIIIHl Y CTPYKTYpi MEpExKi;

— MOJEIOBaHHs clieHapiiB aTak 3 Bukopuctanusm SIR, GNN, LSTM Ta
IHIITUX METO/IB.
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Le#t Momyns mepeTBOpIOE aHali3 1HPOPMAIIHOTO TOJS 3 OMHCOBOTO B
MPOTHOCTHYHU, 3a0e3Meuyloud CTpaTeriuyHy IepeBary 4epe3 HayKOBO
0OTpYHTOBaHI pEKOMEH/IAIIIT.

Monayan BizyaJizamii

OcraHHiM, aJle He MEHII BXXJIMBUM KOMIIOHEHTOM € iHTepdelc Bizyarizauii,
SKAN J03BOJISE AaHANITHKAM CIPUAMATH Pe3yJibTaTh B 3py4HOMY (opMari.
J71st 1bOT0 BUKOPHCTOBYIOT!

— iHcrpymentr iy Gephi, Plotly, Tableau;
— moOyIOBY iHTEpaKTUBHUX TpadiB;
— CTBOpPEHHS JAImOopiB, IO BiqOOpakaloTh 3MiHU B PEabHOMY Yaci.

Takuii migxig 3abe3meyye HE JHINE TOYHICT aHamily, a i IIBUIAKE
MPUAHSTTS pillleHb Ha OCHOBI Bi3yasibHOI iH(OpMarIii.

PosristHeMO [iekinbka KOHKPETHHX IPHKJIAIiB TOTO, SK aBTOMAaTH30BaHI
CUCTEMH MOXYTh OyTH peami3oBaHi Juis aHamizy rpadiB y pamkax
1H(pOPMAIIITHO-TICHXOJOTYHHUX BilH.

1. OgauM i3 HAWMOMIMpEHIMMX CIeHapiiB iHpOpMaIliiiHOI aTaku €
HaMaraHHs AWUCKPEOWTYBAaTH JIOBIpY A0 KIIOYOBHX TEPMIHIB, TaKuUX SK
«me3iHpopMaris». Y [ObOMYy BHIIAAKY BHKOpHCTOBYeThcs Graph Neural
Networks, sika aHanizye 3MiHU B CTPYKTYpi rpada. SKIo Moaens BUSBISE,
MO «Je3iH(popMallis» panToBO CTala LUEHTPAIBHUM HOHATTSIM Yy HOBOMY
KJIacTepi, 1le MOYK€ CBITYHTH IMPO aKTUBHY KaMIaHilo, CIpsSIMOBaHy Ha ii
MIepeoCMUCIIEHHS a00 MaHIITyJISITHBHE BUKOPHCTAHHS.

2. Illo6 BYacHO BHSBUTH 3apO/DKCHHS HOBOTO HApaTUBY, MOXKHA
BukopuctoByBatd Node2Vec s TeHepaiii BEKTOPHUX MPEICTaBIEHb
MIOHSATH, a TIOTIM 3acTocOBYBaTH Logistic Regression s mporHO3yBaHHS, 91
BUHHKHE 3B’S30K MDK IIEBHHMHU eJeMeHTaMH. Hampukian, MoIenb MOXke
nepedauuTy, M0 MOHATTS «EKOHOMIYHI MPOOJIeMM» OYHE aCOIIOBATHCS 3
MOHATTSM «IOJITHYHA HECTaOUTBHICTB», IO Ja€ CHTHAN IIPO MOXKIHMBY
iH(pOpMAaIiiiHy ITPOBOKALIIIO.

3. Jlast aHami3y 3MiH y TIOBEAIHI MOHATH Y 9aci BUKOPUCTOBYIOTH LSTM,
sKa OIPAaI[bOBY€ YAacOBI PsAH, IO XapaKTepPHU3YIOTh aKTHBHICTH OKPEMHX
By3idiB. Hampwriran, aHami3 4acTOTH BXXHMBaHHS CIIOBa «Mefdia» y pi3Hi
MepioT MOKE IMOKAa3aTH CE30HHI KOJNMBAHHSA, IO BKA3yHOTh HAa IUKIIIYHI
iHpopMariitHi kamnaHii b0 3MiHH B CyCIUIBHIN TOBECTII.

ABTOMAaTH30BaHi aHAIITHYHI CHCTEMH BHUPIIIYIOTh LIMPOKE KOJIO 3aBJaHb,
SIKi € KPUTUYHO BaXIJIMBAUMH Y CydYacHHX 1H(QOPMALIHHO-TICHXOIOTIIHUX
BilHaX, a came 30ip Ta momepedHs oOpoOKa JaHWX, aHAN3 CTPYKTYypH
Mepexi, TPOrHO3yBaHHS 3MIH y MEpexi, BUSBICHHs aHoMaJIii Ta ['enepariis
pEeKOMEHIaITi.
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CucrtemMu 37aTHI aBTOMAaTHYHO 30MpaTH iHGOPMAIIO 3 BEIHUKOI KiIBKOCTI
JOKEepeN, OYMINATH 1i, HOpMaNi3yBaTH Ta CTPYKTYpyBaTH, IO 3HAYHO
CKOpOYY€ Yac Ha IMiATOTOBYY pOOOTY. 3a JOMOMOTOI0 aJTOPHTMIB aHalli3y
rpadiB cUCTEMU BUSBISIOTH KJIIOYOBI BY3JIM, KPUTHYHI 3B’S3KH, a TaKOXK
3MIHM B KJIACTepPHIA Oprafizamii, IO € TEPIIUMH CHTHAJIAMH PO
MmaHinyssiii. Ha OCHOBI  iCTOpMYHMX JIaHMX 1 Cy4YacHUX MoOJeleH
MAalIMHHOTO HaBYaHHS BOHH IependaydaroTh, SIKi IOHATTS MOXYTh CTaTH
aKTUBHUMHU, SIKi 3B’SI3KH 3’SIBJIATHCSA, & TAKOXK SK 3MIHIOBATHMETHCS POJIh
okpemux By3miB. CHCTeMH 3/1aTHI BHSABIATH HeEXapakTepHi 3MIHH B
CTPYKTYypi MeEpexi, Taki sK panToBe NOCHICHHS 3B’S3KiB HABKOJIO
HETaTUBHUX TeM 4YM (pOpMyBaHHs HOBHX KJIACTEPIB, III0 MOXKE CBIIYUTH MPO
iHpopmaiitny araky. Ha ocHOBI aHaii3y i mporHo3y cucteMu (OpMyIOTH
MPOMO3MINi MIOAO0 MTPOTHAIl — BiAg akTUBAIii KOHTPHOHATH 1O 3MiHHU
KOMYHIKAIIiiHHOT cTparerii.

Po3pobka aBTromMaTH30BaHUX iHCTPYMEHTIB /Ui aHaizy rpadis I[IB — me He
MPOCTO TEXHIYHA 3ajada, a CTpaTeridyHa HEOOXiTHICTh. Y Mipy 3pOCTaHHSA
o0csriB iHpoOpMaIi Ta CKIATHOCTI MPOMAraHAMCTCHKUX KaMIIaHiH, Taki
CHCTEMH CTalOTh OCHOBOIO JUII IIPOAKTHBHOI OE3MeKH KOTHITUBHOTO
npocropy. KomOiHaIiss MeToqiB MamIMHHOTO HaB4YaHHs, TakuX sk GNN,
Node Embedding, LSTM, SIR-momenp Ta iHmi, rpadoBUX MOAEICH,
YacOBMX AaHANITHK Ta Bi3yamizamii 3abesmedye aHamiTHKaM HE JIHIIE
JIeTaJbHE PO3YMIHHS IOTOYHOI CHTYyalii, a W 3HaTHICTH mepexdadaT il
po3Butok. lle no3Boysie He nMIIEe BYAaCHO pearyBaTH Ha 3arposu, a i
(opMyBaTH e(EKTHBHI CTpATeTil 3aXHCTy, II0 MA€ KPUTHYHE 3HAYCHHS B
YMOBaX Cy4acHHX iH(QOpMAaIiiHIX BiiH.

8.8. [IpakTyHa yacTtuHa. [lo6yaoBa Mmoaei
NPOrHO3yBaHHA 3MiH y Mepexi

V ui#t wvactuHi Oyne moka3aHo, K BHKOPUCTOBYBATH 3HAHHS BEIMKOI MOBHOI
MOJIeNi ATl IPOTHO3YBaHHS 3MiH y Mepeki. BoHa BKJIOUae TIKi eTamu sk,
MiATOTOBKA JaHWX, 1moOymoBa rpada, OOYMCICHHS O3HAK JJIs BY3JIB Ta
HaBYAaHHA MOJENi Ui IPOTHO3YBaHHA Mail0yTHBOI IMOBEIIHKH MEpexi.
Takwif miAXix D03BOJNsIE aBTOMATH3YBAaTH aHali3 iHPOPMAIIHUX MOTOKIB,
1IeHTH(]IKYBaTH KIIFOUOBI BY3JIM Ta IIPOTHO3YBATH PO3BUTOK iH(GOpMAIIHHIX
KaMTaHiH.

st CTBOpEHHSI CTPYKTYPOBAHOTO IPOMIITY 3BEPHEMOCH JIO OIHCAHOTO Y
MOTIEPEeTHIX PO3AiIax ppeiMBOPKY OE3KOIOBOTO MIPOTPaMyBaHHS:

Hanvwn moBoto 6e3kogoBOro nporpamyBaHHs (3a HaBEeAEHOK METOLMKOR)
npouenypy BMKOPUCTOBYBATM 3HAHHS BENUKOI MOBHOI MoAeni Ans MpOrHO3yBaHHS
3MiH y Mepexi. BoHa Bknoyae Tnki eTanu sk, NigrotoBka AaHux, nobynosa rpada,
0BYMCNEHHS O3HAK Ans BY3NiB Ta HaBYaHHA MoAeni ANs NPOrHO3yBaHHA ManbyTHLOT
noBeAiHkM Mepexi. Takui niaxia [o3BONsie aBToMaTu3yBaTu aHani3 iHopmaLuinHux
NnoTOKiB, iAeHTUMIKYBaTM KNHOYOBI BY3NM Ta NPOrHO3yBaTW PO3BUTOK iHOPMaLiAHMX
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kamnaHin. Mpuknagun By3niB i 38’aA3kiB 6epy 3a BU3HAYEHOI TEMATUKOK "MeHTarnbHi
BilHW".

HpOMHT JUIsL BAKOHAHHS Ma€ BUTIIA .

MporHo3yBaHHsA iH(hopMaLiNHMX NOTOKIB Y KOHTEKCTi "MeHTanbHUX BiH"
1. [Mideomoeska daHux

Mpumitne "Lukn™:
[insa koxxHOro TepMmiHy 3i cnucky ["'nponaranaa”, "aesiHdopmadis”, "couiansbHa nonitmka",
"ncuxonoriyHui Bnue", "MeHTanbHa BinHa", "iHbopmauiiHa onepauis”, "iHpopmadiiHa
KamnaHis", "cyrectmBHuin BNnue"]:

— 3Hanam Noro BU3HA4YEHHS.

— Buginu knioyosi cnosa, NoB'a3aHi 3 LM TEPMIHOM.

— 3reHepyW CNMCOK 3B’A3KiB LibOr0 TEPMiHY 3 iHLUMMW TEPMIHAMKN Y Mepexi.

2. [lobydoea epagha 83aeMo38’si3kie

Mpumitne "Lukn™:

[N KOXXHOrO TEPMiHY 3i CNNCKY:
— CtBOpPM Napwu noHATb "MoHaTTS 1; MNonatTa 2", ge:
—MoHATTA 1 — NOTOYHWIA TEPMIH.
— [MoHATTA 2 — NOB'A3AHWI TEPMIH.

3. Knacudbikauyisi sy3nie: Kmoyoei ma emopuHHi

Mpumitne "YmoBa":
Akwio By3on mae GinbLie 3 3B’A3KiB:
— [No3Hay Len By30n 5K KnioYOBUNA.
IHakwe:
— [No3Hay Len By30on siK BTOPUHHWIA.
Mpumitne "Lukn™:
[ns KoxxHoro By3na y rpadi:
— FAKLIO BY30N NO3HAYEHWUN SK KIHOYOBUN:
- lopan oro 4o CNMCKY KNOYOBUX BY3NiB.
— FAAKLWO BY30M NO3HAYEHWIN SIK BTOPUHHWI:
- Oopan horo oo CnncKy BTOPUHHWX BY3NiB.

4. O64ucneHHs1 03HakK Ons1 8y3nie

MpumiTnB "dyHKUia"
®dyHkuis CalculateFeatures(Byson):
— O64YMcnn YacToTy NOSABN TEPMIHY Y TEKCTAX.
— [Nopaxy# KinbKiCTb 3B’s13KiB 3 iHLUMMW By3namu.
— OujHK iHTEHCUBHICTb IHOPMaLNHUX NOTOKIB Yepes el By30n.
— MNoBepHun Habip o3Hak Ans By3na.
Mpumitne "Lukn™:
[ns koxHoro By3na y rpadi:
— BukopucToBytoumn dyHkuito CalculateFeatures(By3on), o64ncnm noro o3Haku.
— Oopaw pe3ynbTaTi A0 3aranbHOro Habopy AaHux Ans HaBYaHHA Mogeni.

5. HagyaHHs1 MoOersti Onsi Npo2HO3y8aHHs

MpumiTne "dyHKUiA"

PyHkuis TrainModel(gaHi):
— Po3sginu gaHi Ha TpeHyBanbHy Ta TEeCTOBY BUOIpKM.
— HaBuu mogenb Ha TpeHyBarnbHUX AaHuX.
— OUjiHKM TOYHICTb MOAEeNi Ha TECTOBMX AaHUX.
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— NoBepHW HaBYeHy Mozenb.
Mpumitne "YmoBa":
Ao TouHicTb Mogeni nepesullye 80%:

— 3acTtocyi mogenb Ans NPOrHo3yBaHHst ManbyTHLOT MOBEAIHKN Mepexi.
IHakwe:

— lNepereHepyi 03HaKkM Ta NOBTOPY HABYaHHS.

[Ipuxnan 3acTocyBaHHS CTBOPEHHOTO IIPOMITY HAaBEAECHO HIDKYE!

lMpo2Ho3ye8aHHs iHghopMayiliHux MOMokie y KoHmekcmi "MeHmasnbHuUx
eitiH"
1. [lidcomoeka daHux

TepmiH: "nponaranga”

BusHaueHHs: "LlinecnpsimoBaHe nowumpeHHsi igen, ingopmadii abo gymok onsi Bnnmey
Ha AyMKy rpomagcbKocTi."

Kntoyosi cnoga: igeonoria, MaHinynsauis, Bnnvs.

3B’a3ku: "gesiHdopmauia”, "couianeHa nonitmka".

TepwmiH: "gesiHdopmauis”

BusHaueHHs: "HaBMUCHO x1MBHa iHhopmalLisi, WO NOLUMPIETLCA ANsi BBEAEHHS B
omaHy."

KntoyoBi cnosa: dertku, maHinynsuis, obmaH.

3B’a3ku: "nponaraHaa”, "MeHTanbHa BiiHa".

TepmiH: "couianbHa nonituka"

BusHaueHHst: "Cuctema gepxaBHUX 3ax04iB, CNPSIMOBaHKX Ha perynioBaHHs
CycnifibHWX BiAHOCUH."

Kntoyosi cnosa: couiym, ynpasniHHSA, cTpaTeris.

3B’A3ku: "nponaraHaa”, "NCcMxonoriyHmn Bnnme".

TepmiH: "ncuxonoriyHni snnme"
BuaHaueHHs: "Bnnue Ha ncyxivHWiAz ctaH ocobn abo rpynu Yyepes iHdopmaldito abo gii."
Kntovosi cnosa: moTuBaLis, emouii, noBeaiHka.

3B’a3ku: "couianbHa nonituka", "MeHTanbHa BiiHa".

TepmiH: "MeHTanbHa BiHa"

BusHaueHHs: "BopoTbba 3a BNMMB Ha CBITOrNsA, AYMKU Ta NOBEAIHKY Noaen yepes
iHbopmaLinHi 3acobu.”

Kntouosi cnoea: igeonoris, KOHMIKT, MaHinynsuis.

3B’a3ku: "gesiHdopmauis”, "iHopmadiiHa onepauis”.

TepmiH: "iHdopmauinHa onepauia”

BusHaueHHs: "LlinecnpsimoBaHi aii Ans [OCArHEHHs iHPOpMaLinHKX Linen, Takux Sk
BMMMB Ha CyCNinbCTBO."

Kntouosi cnosa: cTpaTeris, MaHinynsiwis, KoMyHikawis.

3B’A3ku: "MeHTarnbHa BiHa", "iHbopmaLiiHa kamnaHis".

TepmiH: "iHdopmaLiiHa kamnaHia"
BusHaueHHs: "CuctemaTtyHe nompeHHs iHopmauii A4ns AOCArHEHHS NeBHOT MeTn."
Kntouosi cnoea: peknama, NpocyBaHHs, cTpaTeris.

3B’a3ku: "iHopmauinHa onepaduisi”, "cyrecTMBHWUI BNuB".
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TepmiH: "cyrecTuBHui Bnune"

BusHaueHHs: "Henpsamuii BNNvB Ha NiACBIAOMICTb NOAUHM Yepes nigkasku, Hamekn abo
cumBonu."

KntoyoBi crnoBa: maHinynsiuis, NCUxonoris, eMoLiii.

3B’A3ku: "iHpopmaLinHa kaMnaHris", "ncmxonoriyHuii BNnme".
2. [To6ydoea epagha e3aemo3e’a3kKie

nponaranga; gesiHgopmadis

nponaraHga; couianbHa nonituka
AesiHdopmalisi; MeHTanbHa BiliHa

coljianbHa noniTuKa; NCUXonoriYHniA BNIvB
MCUXOSNOTIYHUI BNINB; MEHTanbHa BiliHa
MeHTanbHa BilHa; iHopMaLiiHa onepauis
iHbopMmaLiiHa onepauis; iHpopmaLinHa kamnaHis
iHbopMaLiiHa kKamnaHisi; CyreCTUBHUIA BNAMB
CYreCTUBHWIA BNANB; NCUXOSIOTYHUIA BNANB

3. Knacudpikayin ey3nie: Knroyoei ma emopuHHi

KntoyoBi By3nu: "nponaraHga”, "MeHTanbHa BiiHa", "iHdopmauinHa onepauis”.

BTopuHHi By3nu: "aesiHdopmauia”, "couianbHa nonituka", "ncnxonoriyHum Bnnue"”,

"iHcbopmaLinHa kamnaHist", "cyreCTUBHWUI BNMMB".
4. O64ucneHHs1 03HaK Onsi ey3nie
OsHaku Ans By3na "nponaraHga™

—Yacrtorta nosisu: 0.8
— KinbkicTb 3B’a3kiB: 2
— IHTeHcuBHICTb noTokis: 0.7

OsHaku Ans By3na "MeHTarnbHa BiHa":

—Yacrtorta nosieu: 0.6
— KinbkicTb 3B’a3kiB: 3
— IHTeHcuBHICTb noTokis: 0.9

OsHaku Ans By3na "CyreCTMBHWUI BNuB":

— Yacrora nosieu: 0.4
— KinbkicTb 3B’A3kiB: 2
— IHTeHcuBHICTb noTokis: 0.5

5. HagyaHHs1 Mmoderi Ans Npo2HO3y8aHHs

TouHicTb Mmogeni: 85%.
Mogenb ycnilwHo 3acTocoBaHa Ans NPOrHO3yBaHHS.

6. lMpuknad 3acmocyeaHHs1 moderti

BxigHi gaHi: Tekct iHdhopmauiiHoi kamnaHii, skuin MiCTUTL TepMiHK "nponaraHga” Ta
"nesiHdopmauisa”.

MporHos:

Mogenb aHanidye 4acToTy NosiBY TEPMIHIB Ta iX 3B’A3KN.

MporHo3yeTbes, Lo KaMmnaHis byae akTuBisyBaTUCA Yepes KrnoyoBi BY3nun
("nponaraHga” Ta "MeHTanbHa BinHa").

BusiBneHo pusmk eckanaujii Yepes 3poCTaHHsi iIHTEHCUBHOCTI iHhopMaUiiHUX MNOTOKIB.

PekomeHaaLii:

non

MoHiTopuTK KNtoYoBi TepmiHM ("nponaranga”, "MeHTanbHa BinHa").
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AHanisyBaTu KOHTEKCT BUKOPUCTAHHA LIMX TEPMIHIB.
MpuiHATK 3axoam Anst 3anobiraHHs WBMAKOMY PO3MOBCIOMKEHHI Ae3iHdopmallii.

Ha puc. 8.1 HaBeneHo noOynoBanuii iHpopMalliiiHuii rpad 3 NepBUHHUMH i
BTOPHHHUMH BY3JIaMH-TIOHATTSAMHE y cepemoBuni Semantic Networking.

IHOOPMALIIHA KAMMAHIS
IHOOPMALUIVIHA OTEPALIIA

CYTECTVBHW BIIMB

MCUXONOT4HWA BMKB

MEHTAJBHA BIMHA

COLIANBHA MONMITUKA

TMPOMATAH[IA

QE3IH®OPMALIIA

Pucynok 8.1: [ToOynoBaunuii indopmamiiamii rpad

Y upoMy NpHKIai IOKa3aHO, SK MOXKHA BHUKOPUCTOBYBAaTH O€3KOIOBHI
IHCTpyMeHTapiit A7 GOPMyBaHHSA CEMAHTHMYHHX MEPEX Ta NMPOTHO3YBaHHA
iH(popMaIifHIX TOTOKIB. Mojaenh YCHIIHO KIacH(iKye BY3JIH, O0UHCITIOE
O3HAKH Ta MPOTHO3YE PO3BUTOK cUTyamii. Takuil MiaXix € THYYKHM i MOXe
OyTH aJanTOBAHUM JUIS aHAJII3Y IHIIUX TEMATHK.

BUCHOBKM 10 po3iny

ABTOMaTH3aIlisl aHaNi3y Ta NPOTHO3YBaHHA y KOHTEKCTI iH(poOpMamiiHoO-
NICUXOJOTIYHUX BIH € KIIOYOBHM IHCTPYMEHTOM il €(EeKTHBHOTO
JOCTI/DKEHHST Ta 3amo0iraHHs iHQOpMAIifHUM arakam. 3acTOCyBaHHS
metoniB ML ta Al, takux sk GNN, Node Embedding, LSTM, SIR-moznens
Ta iHIIi, 3a0e3rnedye KOMIUIEKCHUH aHalli3 CTPYKTYpH Ta IUHAMIKu Tpadis.
Po3pobka  aBTOMaTH30BaHMX  AHANITHYHUX IHCTPYMEHTIB  JJO3BOJISIE
MOKPAIIUTH e(EeKTUBHICTD JOCITIIPKEHb, IPOTHO3YBAaTH 3MIHU y Mepexkax Ta
PO3pOOIATH CTpaTerii 3aXUCTY.

Awnaniz indopmauiiinux BrumBiB y II1B € ckmaaHuM 3aBIaHHsIM yepes
BEIMKY KUTBKICTh B3A€EMOIIOB’S3aHUX JIAHUX, BHCOKY JTUHAMIYHICTH
MEpPEeKEBUX CTPYKTYp Ta CKIAJHICTh iH(OpMamiiHUX MOTOKiB. PyduHmid
aHaJIi3 TAKUX IMPOLECIB € TPYAOMICTKHM 1 4aCTO HEAOCTATHBO €()EKTHBHHM.
ABTOMaTH3aIlis 3a JOIOMOrol MaimuHHOTO HayaHHs (ML) Ta mTydHOro
inTenekty (Al) n03BOJsIE NPHCKOPHUTH aHANI3 BEJIMKHX OOCSTIB JaHUX,
BUSIBIIATH TIPHUXOBaHI 3aKOHOMIPHOCTI y Mepekax, IPOrHO3yBaTH 3MIiHH y
CTPYKTypax iH(OpMaIiifHOTO MPOCTOPY, aBTOMATH3YBaTH MOHITOPHHT Ta
BUSIBJICHHSI 3aTrpo3.
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TakuM 4YMHOM, aBTOMAaTHM3allis € HEOOXiTHOW M  MOKpAIICHHS
e(heKTUBHOCTI JOCIIKeHD Ta pearyBaHHs Ha iHGOpMaITiifHI aTaky.

Metomn ML Ta Al € KIIOYOBUMH iHCTpyMEHTaMH JJs aHAmizy rpadis y
koHTekcTi I[1B. BoHmM m03BONsIOTH KiacH(iKyBaTh BY3IH 3a THIIAMH Ta
ponsmMu  (HampuKIaA,  «DKepemo  iHdopMallii»,  «IOCEPEIHUK»),
MIPOTHO3YBAaTH MOSBH HOBHMX 3B’S3KIB Ta 3MIHM Bar 3B’SI3KiB, BHABIATH
aHoOMallii y CTPYKTypi Mepexi (HampuKiIan, pamnToBe 3pocTaHHs Degree
Centrality nmeBHOTO By3ja), CETMEHTYBAaTH MEPEXY JUISl aHaNli3y JIOKAIBHUX
HapaTUBiB, MPOTHO3YBATH MACIITaOHI 3MiHH Y CTPYKTYPi MEpexi.

3acrocyBanHs MeToniB, Takux sk Graph Neural Networks (GNN), Node
Embedding, LSTM ra inmii, 3abe3ne4yye KOMIUIEKCHHI aHAIIi3 CTPYKTYPH Ta
JIUHAMIKH Tpadis.

[TporHo3yBaHHs 3MiH y Mepexax € KIIOUOBUM 3aBJaHHSIM sl aHalli3y
TuHaMiKH TpadiB, imeHTHOIKAIil MTOTEHIIHHMUX 3arpo3 Ta PO3POOKH
cTpareriii 3axucTy. MeToauM NPOTHO3YBAHHS BKIIOYAIOTh MOJICIIOBAHHS
eBomowii rpagiB (TemmnopanbHi rpadu); Bukopuctanasi ARIMA ta LSTM
JUTSL aHaJTi3y YaCOBHX PSJIiB; aHAi3 MEPKOJIALIL JIJIsl MPOTHO3YBaHHS PO3Maay
MepeXi Ha OKpeMi KOMIIOHEHTH; MOJCIIOBAHHS MOIIMPEHHs iH(opMairii
(manpukinan, SIR-mMozens).

L1i MeToM 103BOJISIIOTH MPOTHO3YBATH 3MIHHM y CTPYKTYpPI MEpexi, Taki sK
MOsIBa HOBHX BY3JiB, 3B’53KiB Ta 3MiHa iXHIX Bar, a TaKOX TJI00aIbHI 3MiHH,
HaTPHUKIIAM, PO3Ma]] MEPEXKi.

ABTOMaTH30BaHI aHAITUYHI IHCTPYMEHTH € HEOOX1THUMH ISl €(PEKTHBHOTO
aHali3y Ta MPOTHO3YyBaHHs JauHaMikd rpadoBux Mojmeneit. OCHOBHI
KOMITOHEHTH TaKHMX CHCTeM BKIIOYAlOTh MOAYIs 300py nanux: API
comianpHUX Mepex, iHcTpymeHTH OSINT; Moxmyms aHamizy rpadis:
6i6miorexkn NetworkX, igraph, Snap.py; MOIyslb MalIMHHOTO HaBYaHHS:
BUKOpHCTaHHA ML-anroputMmiB mia knacudikanii By3miB i MPOrHO3yBaHHS
atak; iHTepdeiic Bi3yamizalii: modymoBa iHTepakTuBHUX TpadikiB y Gephi,
Plotly.

Taki iHCTpyMEHTH JO3BOJISIIOTH 30MpaTé Ta oOpoOJISATH AaHi, aHaNi3yBaTH
MEpEeHKEBi CTPYKTYPH Y PEKHMI PEalbHOTO Yacy, IPOrHO3YBATH MOLIMPEHHS
ne3iHdopMariii Ta reHepyBaTH peKOMEHAIIT TSI 3aXUCTY.

ABTOMaTI/ISaI_liSI aHani3y Ta IPOTrHO3yBAHHA 633y€TBC§I Ha MaT€MaTUYHHUX
MOJCIIAX, TAKHUX SK:

— TPOTHO3YBAHHS MOSIBM HOBUX BY3MiB: P(v) = G(W X hG).
— IIPOTHO3YBaHHS 3B SA3KiB: P(u,v) = G(W x [h,‘;h‘,]).

— aHai3 MepKONALil: p,. :<k2>—<k><k>.
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— MOJEINIOBaHHS NMOUIMPEHHs 1H(popMarlii.
Ii Mmozmeni 3a0e3medyI0Th TOUYHHI aHANI3 CTPYKTYPH Ta TUHAMIKK TpadiB.

Y po3mini HaBeIEHO YHCIEHHI NPHKJIAAW MPAKTHYHOIO 3aCTOCYBAaHHS
AaBTOMATH30BAHMX IHCTPYMEHTIB IIPOTHO3YBAHHS MOSBH HOBOTO MOHSTTS
"kmiMatndHa Kpu3a' 3a gomomororo LSTM; mporHo3yBaHHS 3MiHH Bar
3B’S13KIB  (HAmNpHKiIa[, TOCWICHHS 3B’S3Ky MK «Ie3iHdopmariieo» i
«mMemia») 3a goromororo GNN; BHSBICHHS MOXKIIMBOTO PO3MAaAy MEPExki MpH
BWJTy4EHHI KITIOYOBHX BY3JIB 32 IOIIOMOTO0 aHANI3y HEPKOJIALLII.

i npukiagy 1eMOHCTPYIOTh e()EeKTHBHICTh ABTOMATH30BaHUX IHCTPYMEHTIB
JUISL BUILIIEHHS peajlbHUX 3aB/aHb.

[MopanbIui JOCHiKEHHs B Taily3i aBToMaru3anii aHaji3y Ta IpOrHO3yBaHHS
NMOBHHHI OyTH CHpsMOBaHI Ha pO3pOOKy OLTBII TOYHMX MOJENe st
MPOTHO3YBAaHHS 3MIH y Mepekax, IHTETpallilo MaHWX 3 PI3HHX DKepel
(cormiampHi Mepeki, HOBUHH, (POPYMH) JJIsI MOKPAIICHHS aHaJi3y, po3poOKy
IHTEpaKTUBHUX IHCTPYMEHTIB JJI pPEATbHOTO dYacy; BIPOBaKCHHS
ABTOMAaTH30BaHUX CHCTEM Y NPAKTHUKY NMPOTUAii iHGOpMaLifHIM aTakam.

IIuTaHHsA AJIAd CAMOKOHTPOJII0
1. Sxi 3aBmaHHS MOKHa BupinryBatH 3a momomororo Graph Neural
Networks?

2. V dYomy mojsarae OCHOBHHH MexaHi3M pobotd GNN, i sk BiH
BPaxOBY€ B3aEMOIii MK By31aMu?

3. o Take Node Embedding, i sx meli Merom momomarae y
npezncrasieHHi rpadis? ki momysspHi amroputmu Node Embedding
BUKOPHCTOBYIOTBCSI JJIsl aHANi3y rpadis?

4. Sk pexypentHi neiiponHi mepexi RNN ta LSTM pomomararoTh
MIPOTHO3YBAaTH YacoBi 3MiHHU y Tpadax?

5. SIki OCHOBHi eramu NPOTHO3YBAaHHA 3MIH Yy MepeXax BKIIOYAIOTh
aHaii3 AuHaMiku rpadis?

6. Sk ARIMA mozeni pornoMaratoTh IPOrHO3yBaTH 3MIHH Y CTPYKTYpi
Mepexi?

7. Sk SIR-Mozens 3aCTOCOBYETHCS JJIS aHANTi3y MOLIMPEHHS iHpOopMaITii
y Mepexax?

8. Sk anami3 mepkoiAmii mormomarae IMPOTHO3YBAaTH PO3Ma] MeEpexi Ha
OKpEMi KOMITOHEHTH?

9. SIki OCHOBHI KOMIIOHGHTH BXOAATH JIO aBTOMATH30BaHUX
AQHATITUYHHX IHCTPYMEHTIB JUIsl aHaiizy rpadis?

10. Sk aBTOEHKOJEPH BHKOPHCTOBYIOTHCS ISl BUSIBJICHHS aHOMAJIH y
rpadax?
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11. Ik moxHa BHKOpuUCTOBYBaTH LSTM 11 mpOrHO3YBaHHS IOSBH
HOBHX TIOHSITh Y MEPEXKi?

12. Ik  GNN pomomarae TIpOTHO3YBaTH 3MiHYy Bar 3B’S3KIB MK
HOHATTAMU?

13. SIx MOXKHa BWSIBUTH TOTEHIIIHHI 3arpo3nd y Mepexi 3a JTOTIOMOTOI0
aHai3y NEHTPAILHOCTI BY3JIiB?

14. Sk iHTerpamis JaHUX 3 PI3HUX JpKepen (COoIiabHI MepeKi, HOBUHH,
(hopyMH) MOXKe MOKPAIIUTH aHai3 iHQOPMAIIHIX BIUTUBIB?

15. Ik MoOXHa BIPOBAaAUTH AaBTOMATU30BaHI CHCTEMH Y IIPAKTHUKY
mpoTHAil iHpopMaLlitHIM aTakam?

16. SIki MatemaTu4Hi MoIeNi HaHOUIbII e()eKTHBHI JUIS IPOTHO3YBAaHHS
IJI00aIBHUX 3MIH y CTPYKTYpi Mepexi?

JlitepaTypa 3a po3aijiom

1. Manu Joseph. Modern Time Series Forecasting with Python. Packt
Publishing, 2022. — 552 p. ISBN 978-1803246802

2. Banglore Vijay Kumar Vishwas, Sri Ram Macharla. Time Series
Forecasting Using Generative Al: Leveraging Al for Precision
Forecasting. Packt Publishing, 2025. — 226 p. ISBN 979-8-8688-
1275-0. DOI: 10.1007/979-8-8688-1276-7.

3. Dmytro Lande, Anatolii Feher. OSINT Time Series Forecasting
Methods Analysis. Theoretical and Applied Cybersecurity. — Vol. 5. —
Issue 1 (2023). DOI: 10.20535/tacs.2664-29132023.1.287750

4. Jlanme M., ®@erep A. Tpancdopmep A MPOTHO3YBAHHS UYACOBHX
PSTIB. MixHapoaHa HayKOBa-TEXHIYHA KOH(EpEeHITis
"[HTeNneKTyanbHi TEXHOJOrii JHTBicTHYHOTO aHamizy": Tesm
nmonosigeit. — Kuis: HAY, 2024. - C. 8.

5. Jlanme J.B., IOs3edposuu B.B. JliHrBiCTHUHUIA miAXig [0
MIPOTHO3YBaHHS YacoBHX pAMiB. Peictpariis, 30epiranus i oOpoOka
nmanux, 2022, T. 24, N 1. — C. 13-22. DOIL: 10.35681/1560-
9189.2022.24.1.262673
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9. IIpaKTHUYHi KelCH Ta 3aCTOCYyBaHHSA

e po3min mpuCBSYEHWE aHai3y peabHMX BHNAIKIB iH(OpMariiHO-
NCUXOJIOTIYHUX BilH, iX INPAaKTUYHOMY 3aCTOCYBaHHIO Ta MeTOJaM
JOOCHI/DKeHHA. Y  HBOMY MH  PO3IJIIHEMO  KOHKPETHI  HPHKIaIN
iHpOpMAaIIfHUX aTak, sKi BXKe BIigOYITHCS, Ta 3’5CYEMO, SK MOXKHA
BUKOPHCTOBYBATH Cy4YacHi IHCTPYMEHTH Ul aHalli3y Ta NPOTHIIl MOAIOHUM
3arpo3am. Oco0JirBa yBara NpHIISETECS TOEAHAHHIO TCOPSTUYHUX 3HAHB 13
NPaKTHYHUMH ~ 3aBAAHHSAMH, 100  CTYAEGHTH  MOITH  e(EeKTHBHO
3aCTOCOBYBATH CBOi HABUUKH y PEATbHUX CUTYALisX.

9.1. AHaJii3 peasbHux BUnaakis I11B

AHanmiz peanbHAX BHIIAAKIB  IH(QOPMAI[IHHO-TICHXOJOTIYHAX BIHH €
KJIIOYOBUM ISl PO3YMIHHS MEXaHI3MiB iXHBOro (yHKLIOHYBaHHS Ta
PO3pOOKH e(peKTHBHUX CTparerii mpoTHaii. Y [bOMYy MYHKTI IETaIbHO
po3TIIHaroThCs TpadoBi MOJENI, SKi JO3BOJISIOTH aHATI3YBATH CTPYKTYPY Ta
JMHaMIKy iHQOpMAaIiHUX aTak, HAa IPUKJIAJAX MacIUTAaOHMX KaMIIaHiH,
TaKHX SK POCIHiChbKa MpoIaranjia mpoTu YKpaiHu Ta JIe3iHdopMaltis i gac
manaemii COVID-19.

I'padoBuii anani3 pocificbkoi mponaranau NpoTu YKpaiHu

MacmrtabHa mponaranaucTcbka kammnadis Pocii nmpoti Ykpainu modanacs y
2014 poui i HaOyna 0coOGIMBOro po3Maxy 3 IMOYATKOM ITOBHOMACHITAOHOTO
BTOprHEeHHs y JroToMy 2022 poky. Lls kammaHis ctana 4acTUHOIO TiOpUIHOT
BilfHM, ne iH(OpMaIliiiHi aTaku JOMOBHIOBAIM BIiMCHKOBI fii. OCHOBHI
HapaTUBH BKJIIOYAIIH:

— «[lenamudikamis» Ykpainy;
— «I'enonua» Ha J{onbaci,
— «3axuCT MHPHOTO HACETICHHS.

Ili HapaTHBHM aKTHBHO MOIIUPIOBAIMCS depe3 comianbHi Mepexi, YouTube,
Tenerpam-kananu Ta odimiiiHi Memia. MeTa monmsrana y aecradimizamii
BHYTpPIIIHBOT CHTyalii, MOTipmieHHI JA0BipH 10 OQiuidiHUX JKepen
iH(opMaIlii Ta MOCHJICHHI COMIaTbHOT HATPYTH.

Jis ananizy miei kammaHii MokHa oOyayBaty rpadoBy MOETb, JIe:

— BY3JIM — TOHATTS (HAPUKIIAL, «IeHaUU(iKaIis», «reHOLNA», KMUPHE
HACCJICHH»);

— 3B’SI3KM — BIUTUBH MK TOHSATTSAMH (JIOTiYHI, MPUYHHHO-HACITIIKOBI,
CEeMaHTHYHI);

IlobynoBa rpada B3aemo3B’si3kiB MK pi3HEMHU TenerpaM-kKaHalamH,
GiorepamMu Ta HOBUHHAMH T1AT(GOPMaMH J103BOJISIE BU3HAYNTH:
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— IEHTpajbHI BY3/IM — KIIOYOBI JoKepena nesiHdopmanii (Hanmpukian,
RT, Sputnik);

— KJacTepu — TpPyImH TMOBSI3aHHX MOHATH, sKi (QOPMYIOTH OKpeMmi
HapaTHUBH;

— sIKOpi — i€i, y sIKi BKe BIpUTH ayJIuTOpis, 00 MEpeKOHATH JIo/eH
NPUAHATH HOBI MOTJISIH.

Jnst aHamizy cTpykTypu rpada Mo>KHa BUKOPUCTOBYBATH TaKi METPUKH:

— Degree Centrality anst BU3HaueHHs BY3JIiB 3 HAWOUIBIIOK KUTBKICTIO
3B’SI3KIB;

— Betweenness  Centrality s BHSBIEHHS  BYy3JiB, SKi €
«IOCepeTHIKaMI» MK KJlacTepamu;

— PageRank s OWIHKKM BaXJIWBOCTI BY3IiB Ha OCHOBI IXHBOI
HOITyJISIPHOCTI.

Hampukiaz, BaXIMBICTb By3i1a v MOke OyTH oliHeHa 3a (Gopmyiioro:

P(v)=— Z sim(u,v),

ueN(v)
ne N(v) — cycinm Bysna v, sim(u,v) — momiGHiCTE MiX By3mamu u i v.

Bussneni kimrodoBi mrepena aesindopmarnii (Hanpuknam, RT, Sputnik).
BusnadueHi kaHau mommpeHHs iHdopMariii (Hanpukian, TenerpaM-KaHamw,
YouTube).

[MpoanamizoBaHi HapaTWBH, SKi CHHPAIOTBCA HA «JIKOpi» (HampUKiIal,
ICTOpPUYHI Mi(H, TONITHYHI CTEPEOTHIIN).

I'padosuii anani3 nesindopmauii mix yac nangemii COVID-19

[ix gac mangemii COVID-19 mmupoke koo (elikiB mpo BaKIMHH, TIKYBAaHHS
Ta IIOXO/UKEHHS BIPYCY IOLIMPIOBANIOCS dYepe3 colliainbHi Mepexi. Lle
MpU3BEIO 10 XBWII MAaHIKM Ta HEBIimIacTBa cepen HacesiaeHHs. OCHOBHI
HapaTHBH BKIIIOYAJIH:

— «Baxkmnuan nebesneudi»;
— «Bipyc cTBOpeHUIT IITy4HOY;
— «JlikyBaHHS JOCTYIIHI B IOMAIIIHIX YMOBaX».

Jnst ananizy wiei kamnanii Mo>xHa 00y yBaTu rpadoBy MOJENb, JIe:

— BY3JIM — ITOHATTS (HAPUKJIIAA, BaKIIMHNY, «JIIKYBaHHI», «BIPYC»);
— 3B’A3KH — BIUIMBU MK IOHATTAMU (JIOTiYHi, MPUYMHHO-HACIIIKOBI,
CEMaHTHYHI).

ITobynoBa Tpada B3a€EMO3B’SI3KIB MK pPI3HAMH DKepelaMy iHopMarrii
(manpuknan, Facebook, Twitter, hopymn) 103BoIIsI€ BUBHAYNTH:
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— LEHTPaIBHI BY3JIM — KIIOYOBI Jokepena (eikiB (Hampukiam,
KOHCITIPOJIOTIYHI CaiTh);

— KJAcTepH — TPYNH MOB’SA3aHUX IOHATH, SKi (OPMYIOTh OKpeMi
HapaTHBH;

— KOMYHIKaTHBHI 0ap’epu — pO3pHUBU MiX KJIacTepaMH, sIKi 3aBa)karoTh
MTOMIMPEHHIO TOCTOBIpHOT iH(popMaIii.

Jlnst mporHO3yBaHHS HOIIMPEHHS Ae3iH(opMaliii MOXXHA BUKOPHUCTOBYBATH
SIR-Monens:

ds dl dR

22— BSI, S =BSI—yI, == =11,

dt dt dt
ne S — MOHATTSA, AKI 1€ HEe aKTHBOBaHi, / — akTHBOBaHI IMOHATTSA, R —
MOHATTSA, SKI BTPAYalOTh AaKTyaJbHICTh, [} — MIBHAKICTH TOMIHAPEHHI
iH(opMaltii, Y — MBUAKICTH "BUIliKyBaHHA" (3a0yTTs iHpOpMarii).

1. Pesynomamu ananizy

BuseneHi Ki1r0490Bi mKepena GelikiB (HanpuKiIal, KOHCIIPOJIOTIuHI caifTh).
[Ipoanai3zoBaHi HaApaTHBH, SIKi CIUPAIOTHCS HA CTPaX Ta HEBIIJIacTBO.
BusnaveHi kaHanu momupeHHs iHGopMamii (HampuKiIad, ColiadbHI MEepexi,
dopymn).

I'padoBuil aHaTi3 € MOTY)XKHUM IHCTPYMEHTOM JUIsi BHSIBICHHS KITIOUOBHX
JoKepen Je3iHgopMarii, akToOpiB BIUIMBY Ta KaHaJIIB IMOLIMPEHHs. BiH
JI03BOJISIE BHU3HAYMTH [EHTpPallbHI BY3IIM Ta KJIAaCTE€PH, MpPOaHai3yBaTh
HAapaTHBH, SKIi CIHPAIOTBCA HA <GIKOPI», MPOTHO3YBATH IOLIMPEHHS
nesindopmartii.

ABroMaTH3alis aHamily TpadiB 3a JOMOMOrOI0 METOMAIB MAIIMHHOTO
HaB4yanHsa (ML) ta mryunoro intenekty (Al) € Kiro9oBor0 Tt €(hEeKTHBHOTO
npotumii iHGopMamiiHiIM aTakaM. 3acTOCYBaHHS MeETOHiB, TakuX sk GNN,
Node Embedding, LSTM, no3Bosisic IPUCKOPUTH aHATI3 BEJUKHX OOCATIB
JTAaHWX, BHSBJIATH TIPUXOBAaHI 3aKOHOMIPHOCTI y Mepekax, IMpPOTHO3YyBaTH
3MIHM Y CTPYKTYpax iHQOpMaIifHOro IpoCcTopy.

Ha ocHOBi anami3y peadbHHX BHUITAJKIB MOXKHA 3alpONOHYBAaTH HACTYITHI
pekoMeHnanii  moA0  pO3pOOKHM  IHCTPYMEHTIB  [UIi  MOHITOPHHTY
iH(pOpPMAIifHOTO TPOCTOPY, CTBOPEHHS CHCTEM JJI aBTOMAaTHIHOTO
BUSBJICHHS Je3iH(opMarlii, pOBEICHHS OCBITHIX KaMIIaHI{ TS i IBUIICHHS
Me/IiarpaMOTHOCTI HACEIICHHSI.

AHamiz  pealpHMX ~ BUNANKIB  iH(GOPMALIHHO-IICHXONOTIYHUX  BiliH
JIEMOHCTPY€E, HACKUTbKA BXJIMBO MaTH I1HCTPYMEHTH IS aHATi3y Ta
npotumii moxioHuM iH(opMamiiHuM 3arpo3aM. ['padoBuil aHaTi3 TO3BOJIIE
BUSIBUTH KIJIIOYOBI JKepena ne3iH(popmanii, akTopiB BIUIMBY Ta KaHaJH
MOITMPEHHS. ABTOMATH3aIls aHamizy 3a gonomoroio ML ta Al 3abesmeuye
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KOMITJIEKCHUH aHaJi3 CTPYKTYpPH Ta AWHAMIKA MEPEXi, IO € KIIOYOBUM IS
ycminrHoi mpotuaii iHGopMaIlifHIM aTtakam.
9.2. IlpakTH4HIi cueHapii AJa AOC/TifKeHb

Y 1upoMy pO3Iidi PO3MIIAAAIOTHCS MPAKTUYHI CHEHAPIi IS TOCIIHKESHHS
rpadoBux Mozenel iHGOPMAaLiHHO-TICHXOMOTIYHIX BiHH. Y IBOMY pO3ALi
akIeHT Oyzxe 3po0ieHO Ha KOHKPETHMX NPHUKJIANaxX IX 3acTOCYBaHHS Ta
aHai3i pe3yabTaTIB.

[MpaxTuuni cueHapii st qociijkeHHs rpadgosux moneneii II1B Bupinryots
HACTYITHI 3aBJaHHS:

1. Ananiz cmpykmypu mepesxci:

— BUSIBJICHHS KJIIOYOBHX BY3JIB Ta 3B SI3KIB;
— OIliHKa IEHTPAITLHOCTI, MITBHOCTI, KJIacTepH3arii.

2. Ilpoenosysanns smin y mepexci:

— IIPOTHO3YBAHHS ITOSIBM HOBUX BY3IIiB, 3B’SI3KiB Ta 3MiHH iXHIX Bar;
— MOJICITIOBAHHS CIICHAPIiB aTak Ta iXHIX HACIHIAKIB.

3. Busienenuns anomanii:

— BUSBJICHHS HE3BUYANHMX 3MiH Y CTPYKTYpPi MEpexi;
— BUSBJICHHA NOTEHUIHHMX 3arpo3 (HampHKia], IMOCHIEHHS 3B’S3KiB
HaBKouo "ne3indopmarii).
4. I'enepayis pexomenoayii.:
— po3poOka cTpaTerii 3axucTy BiJ iHpOpMaLifHUX aTak;
— IPONOHYBaHHSA ONTHMAJbHUX 3B’S3KIB JUIS IOCHJIEHHS 3B’SI3HOCTI
MEpexKi.
Po3zenanemo deaxi npuxknadu cyenapiie 011 00cioddicens
Cuenapiii 1. BusBneHns atak Ha moHATTA " ne3indopmarris”

Onuc. TloHATTS «ne3iHoOpMaIlis» CTaja0 IEHTPAIGHUM Yy HOBOMY
KJIacTepi, 0 CBIAYUTH ITPO MOXKIIMBY aTaKy.

Pezynomam. BusBneHHsI KITIOYOBHUX JDKepen ne3iHdopmariii Ta iXHix
KaHaJiB MOIIUPEHHSL.

Cuenapiif 2. [IporHO3yBaHHS MOSIBH HOBUX 3B’SI3KiB

Onuc. TIporHO3yBaHHS 3B’SI3Ky MDK TMOHATTAMH  «EKOHOMIYHI
POOJIEMI» 1 KIONTITUYHA HECTAOITBHICTEY.

Pesynemam. BusBieHHs HOBHX HapaTHBIB Ta IXHIX HOTEHIIHHHUX
HACJIIIKIB.

CueHnapiii 3. AHaI3 TUHAMIKH MEpPExi
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Onuc. BusBineHHS CE30HHHMX TPEHIIB y 3MiHI Bar 3B’sI3KiB HaBKOJIO
TOHSTTS «MeJIia.

Pesynomam.  TIporHO3yBaHHS  IKOBHUX  IEPiONIiB  aKTUBHOCTI
iHpopMaNiiiHuX aTak.

IIpaxTuyHi creHapii aus gociiukeHHs rpadosux Moneneit IT1B mo3BonsaioTs
e(eKTUBHO aHATi3yBaTH CTPYKTYpy Ta AWHAMIKY MEPEXi, IPOTHO3YBaTH
3MiHM Ta iAeHTH(]IKyBaTH NOTCHIINHHI 3arpo3u. 3acTOCYBaHHS METO/IIB,
takux sk GNN, Node Embedding, LSTM, SIR-mozens Ta iHii, 3abe3neuye
KOMITJICKCHHH aHami3 rpa¢is, 0 € KIIOYOBUM Ui YCIIIIHOTO HPOTHAIl
iH(pOpPMAIIITHAM aTakaMm.

9.3. BukopucTtaHHA MeTOJIB y Kibepoe3neni

VY coepi xibepOesnekn MeToau aHamizy iHGOpManifHO-TICHXOJIOTIYHIX BiH
MalTh IIMPOKE 3acToCyBaHHs. Hampukiazn, aBTOMAaTH30BaHI CHCTEMH
MOXYTh MOHITOPUTH 1H(OPMALIWHUN MPOCTIp Y PEKUMI peajbHOro Yacy,
BUSIBILIIOUM HOBI 3arposu. lle o0co0mmBO BaXiIMBO AT BHUSIBICHHS
iH(pOpPMAIIITHAX aTaK, SKi 9acTo MepeayIoTh KibepaTakaM.

OpmHUM i3 TONYISAPHAX METOAIB € BUKOPHCTAaHHA IpadOBOTO aHAII3Yy LIS
OLIHKM 3B’A3KIB MDK pI3HUMH aKTOpaMH B iH(pOpMaLiifHOMy HpoCTOpi.
Hanpuxan, anamiz TeMnopaibHuUX rpadiB T03BONSE BUSBIATH 3MiHH Y
CTPYKTYpi Mepexi, M0 MOXE CHUTHATI3yBaTH MPO MOYATOK iH(pOpMAIiifHOT
atraku. KpiMm Toro, Meromu Kiacrepusamii MepeX JONOMararoTh
iIeHTH(IKYBaTH CIUIBHOTH, SIKi HalO1IbIIIE TTiAIaIiCs BIUTHUBY.

V¥ konrekcti OSINT (Open Source Intelligence) BaXnuBO BUKOPUCTOBYBATH
BIIKpUTI oKeperna iHpopMariii st aHamizy 3arpos. Hampuxian, MOHITOpHHT
Tenerpam-kanamiB, (QOpyMiB Ta COI[aJbHAX MEPEK [TO3BOJIIE BYACHO
BUSIBILSITH HOBI Je3iH(popMaNiiiHi KamIaHii. ABTOMAaTH30BaHi IHCTPYMEHTH
MOXXYTh HPOTHO3YBAaTH MOIIMPEHHS TAKUX KaMIIaHid, Tal0ud MOXKIMBICTH
BXKUTH KOHTP3aXOJ/H JI0 TOTO, K BOHH Ha0epyTh 00epTiB.

VY cyuacHiii kibepOe3merni aHaii3 i MPOTHO3YyBaHHS 3arpo3 BHMAararoTb He
JMIIE TEXHIYHOTO PO3YMIHHS MEpEeKEBUX B3aEMOJIH, a W TIHMOOKOro
JOCITI/DKEHHS. CTPYKTYPH JaHHX, IO TPeACTaBisieThess y (opmi Tpadis.
I'padoBi Mopmenmi MO3BOJSIOTE MOJCIIOBATH CKIAJHI 3aJCKHOCTI Mik
eJleMEeHTaMH 1H(QOpPMALIfHUX CHCTEM — BiJl OKPEMHX KOPHCTYBadiB J0
CepBepiB, MPOTOKOINIB Ta TOYOK MOCTYIy. Y IIbOMY IIpOIeCi OCOOIUBO
e(eKTUBHUMH BUSBHWINCS CydacHI MeToau oOpoOku rpadis, taki sik GNN,
Node2Vec, a Takox yacoBi moaeni Ha kmtant LSTM, sxi 3abe3nedyroTs He
JMIIEe ONHC MOTOYHOTO CTAHy CHCTEMH, a W IPOTHO3YBaHHS NOTEHLIHHHX
3arpo3. Li TeXHOOTi1 Taf0Th 3MOTY BUSIBIITH aHOMAIi B CTPYKTYP1 MEpexi,
nependavaTd MOSBY HOBHX IO3PUIMX 3B’SI3KIB, aHa3yBaTH 4YacoBY
IOUHAaMIKy aKTHUBHOCTI Ta (OPMYBaTH IPOAKTUBHY CTpATeTil0 3axHCTY.
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I'pacoBi Mol BUKOPHCTOBYIOTHCS JUISl BUPIILICHHS! HACTYITHUX 3aB/IaHb Y
kibepOesrerri:

1. Anamni3 atak Ha iHpOpMAIiifHI CHCTEMH:
— BWSIBJICHHS JDKepen Kibeparak;
— MPOTHO3YBAHHS IIUISIXIB MONIMPEHHS aTak.
2. [IporHo3yBaHHS 3MiH y iHPOPMAIIHHOMY CepeIOBHIII:
— TPOTHO3YBAHHS ITOSBH HOBUX 3arpo3;
— MOJEITIOBAHHS CIICHAPIiB aTak Ta iXHIX HACIIJKIB.
3. BusiBieHHs aHOMAITii:
— BWSIBJICHHS] HE3BUYAWHUX 3MiH y CTPYKTYpi MEpexi;
— BUSBJICHHS TOTEHHIHHUX 3arpo3 (HAIpHKIAA, TOCHICHHS 3B SI3KiB
HaBKOJIO TIOHATTS «Ae3iH(opmanisy).
4. Po3poOKka cTpaTeriit 3aXHCTy:
— TPOTIOHYBaHHS ONTHMAaJIBHUX 3B’S3KIB JUIS ITOCWICHHS 3B’SI3HOCTI
Mepexi;
— po3pobka peKoOMeH Al JJis 3armo0iraHHs KidepaTakam.

AHani3 iHQopMalifHUX cUCTeM depe3 Ipu3My TpadoBUX MOJeENel crae
Jlefani aKkTyajdbHIIMM y cdepi KibepOesmeku, ocoONMBO 3 OMIALY Ha
3pOCTAHHSl CKJIAIHOCTI aTak, [0 BHMAaramTh TJIMOOKOTO PO3YMiHHS
CTPYKTYpPH MeEpexi, il JuHaMIiKK Ta B3aeMOJii OKpeMuX eneMeHTiB. ['padosi
MOJIeIi JO3BOJITIOTh TPENCTaBUTH iH(QOpMamiiHy CHUCTEMy SK CYKYITHICTBH
BY3JB (KOPHCTYBaYiB, CEpBEpiB, TEPMIHAIBHHX MpPUCTPOIB) Ta 3B’S3KIB
(KOMyHIKaIlifHUX NUIAXiB, 3alMTiB, MepeAadi IaHuX), 3a0e3Meuyloun
3pyuHHid (opMaTr I 3aCTOCYBaHHS CyYacHHX METOMIB MAaIIMHHOTO
HaBYaHHS, aHAJi3y TAaHUX 1 MPOTHO3YBaHHSI.

Hwxde po3rissHeMO OCHOBHI METOJM Ta TEXHOJIOTI, sIKi BUKOPHCTOBYIOTHCS
JUTsl aHami3dy TpadiB y KOHTEKCTI KibepOesmekw, 100 BUSBIATH 3arposu,
MIPOTHO3YBATH MOBEAIHKY MEpeXi Ta pearyBaTd Ha IOTEHIIIHHI aTakd B
PEeXUMI Maibke peaibHOTO Yacy.

Graph Neural Networks — Mmoe1i0BaHHsI B3aEMOIiii y Mepe:xi

Y kibepOesneni GNN  BHKOPHCTOBYIOTH ISl aHai3y CTPYKTYpH
iHpopMariiiHol Mepexi, BHABICHHS MiMO3pIIMX BY3JiB, BH3HAUYCHHSA
AQHOMAJIBHUX 3B’SI3KiB Ta MOJICTIOBAHHS ITOLMIMPEHHS IIKITIMBOTO KOJY.

MoskmmBi Taki 3actocyBaHHS GNN, sSK BHABICHHS BHYTPIIIHIX 3arpo3 —
GNN Moxe BCTaHOBUTH, YM KOPHCTYyBau II0YaB B3a€EMOJISTH 3 HOBHMH
cepBepaMH ad0 HeXapaKTEepHHUMH pecypcaMu; NOMUPeHHs mKiumBoro [13 —
MOZENb aHaNi3ye, SK BPa3IMBOCTI YW IIKUUIMBHA KOJ  MOXYTb
MOIIMPIOBATUCA 4Yepe3 Mepexy; Kiacudikallis By3IiB — CHCTEMa MOXKe
AaBTOMATUYHO KJIACHU(iKyBaTH MNPHCTPOI Ha HOPMAalbHiI, MiAO3piNi UM
3apaxKeHi.
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Jlo nepeBaru 3actocyBanHd GNN MokHa BigHEeCTH O0OpOOKY CKIaJHHMX Ta
HEPETYJSIPHUX CTPYKTYP; BpaXyBaHHS HE JIMIIEC XapaKTEPUCTHK BY37a, a i
HOro OTOYCHHS; MOMJIMBICTH IHTErpamii 3 YacOBHUMH JaHUMH IS
JUHAMIYHOTO aHaJi3y.

Node Embedding — npeacTraB/ieHHs BY3JIiB Yy YMCJI0BOMY NPOCTOPi

Node Embedding —1ie mpomec mepeTBOpeHHs By3liB rpada y BEKTOpU Y
0araToBUMIpHOMY TPOCTOPi, SKi 30epiraroTh CTPYKTYpPHI Ta CeMaHTHYHI
BJIACTHBOCTI Mepexki. Taki mpencTaBICHHS MOXYTh OYTH BHKOPHCTaHI IUIS
MOAANBIIOTO aHaNli3y, HampuKiIam, Juisl kiacudikamii, Kiactepusaii 4w
MPOrHO3YBaHHSL.

Hagenemo nesiki npuxmaan 3actocyBanHs Node Embedding y kiGep6esmerni
BUSIBJICHHS TIZIO3PLINX BY3JIB, sIKi IMoyaiM BecTH cebe iHaKIIe, HDXK TXHI
«CycCiiny; MPOTHO3YBaHHS MOSBM HOBHX 3B’S3KIB, LIO MOXXE CBIIYUTH IIPO
cpo0y TIiAKIIOUEHHS 3J0BMHCHHKA JO BHYTPIIIHBOI MeEpexi; aHami3
CTPYKTYpPH MEpeXi ISl BUSBIICHHS CIA0KUX MICIIb.

LSTM i RNN - anani3 nuHamiku Mepexi

Mopneni tuny Long Short-Term Memory ta Recurrent Neural Networks y
KibepOesrelli BUKOPUCTOBYIOTh JJIsi BHSBJICHHS aHOMANi y MOBEIIHII
MepeXi, aHali3y MOCTIJOBHOCTEH 3amlHTiB, a TaKOX IPOTHO3YBAaHHA
aKTUBHOCTI 3JJOBMHCHHKIB.

LSTM anani3ye mMociiTOBHICTh CTaHIB MEpEeXi: 3BepHEHHS 10 (pafiniB, 3MiHH
B MpaBax JOCTYITy, 3B’SI3KM MK NpPUCTposMH. Ha OCHOBI MHUHYJIMX JaHHX
MoJieNb nependavac, ki il MOXKyTh BiIOyTHCS madi.

Ipuxnamn 3actocyBanas LSTM i RNN y kibepOesmemni BKIIOYarOTh
BUSIBJICHHSI HECAHKIIOHOBAHOTO JIOCTYIly Yepe3 aHali3 IOCIiOBHOCTI
3aIMTIB JI0 PECYpCiB; NMPOTHO3YBaHHS IOSIBU HOBHUX TOYOK JOCTYILY, IO
MO€ BKa3yBaTH Ha BIIPOBAJDKEHHS IIKIJIMBOTO KOJY; BHSBJICHHS MATEPHIB
TOBEIHKA 3JIOBMHCHHKA B Mepexi (Hampukiam, BIiH MOXE CIOYaTKy
CKaHyBaTH MeEpeXy, MOTIM 30upaTH JaHi, 1 HapemTi — eKCIUTyaTyBaTH
BPA3IUBOCTI).

OmauM i3 HaWmpocTimuX, ane e(eKTUBHUX CrocoliB aHamidy rpada €
00YHCIIEHHSI METpIiK IEHTPAIBHOCTI — ITOKa3HWKIB, SKi BH3HAYAIOTh, SKi
BY3JIM MalOTh HalBUIIy 3HAYYIICTh y CTPYKTYPI MEpEXi.

VY nonepenHix po3ainax BXe po3riIagaiuch TaKi METPUKH HEHTPaJIbHOCTI:

— Degree Centrality — KiTbKiCTb 3B’ SI3KiB By3I1a;

— Betweenness Centrality — KiJbKiCTh HAHKOpPOTIIMX IIUIAXIB, IO
HPOXOAATH Yepe3 By30J;

— Closeness Centrality — HaCKiTbKH OJIM3BKHIA BY30JI 10 1HIIHUX BY3IIiB;
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— Eigenvector Centrality — BpaxoBye He JIMIIIE KUIBKICTh 3B’SI3KiB, a #
BIUIMBOBICTH IXHIX CYCiJiB.

OO4ncIIeHHsI METPHK 3aCTOCOBYETHCS B TaKHX 33hadax sIK BHSIBICHHA
KIIFOYOBHX CEpBEpiB, SAKi MOXYThb OYTH MINICHIMH aTaK, BHUSBJICHHI
MEepPEeXPEeCcCHUX 3B’SI3KIB, LIO MOPYIIYIOTh IOJITHKA Oe3NeKH, BU3HAYCHHS
BY3JIiB, SIKi MOTJIM OyTH KOMIIPOMETOBaHi, Yepe3 panToBe 3pOCTAHHS iXHBOI
AKTHBHOCTI.

ATEeHTHI MOJIEJi TO3BOJIAIOTH CUMYJIIOBATH IMOBEMIHKY Pi3HUX CYO’€KTiB Y
Mepexi, BKIIFOUAI04X 3JI0BMUCHHKIB. L]e KOPHCHO /I TeCTyBaHHS CTIMKOCTI
MEpEeXi JI0 pi3HUX THUIIIB aTak.

[Tpu 11bOMY BpaxOBYIOTBS TaKi OCOOJIMBOCTI areHTHUX MOJIENEH, a caMme, 1110
KOXKEH areHT (BY30J1) Ma€ CBOi IMPABMJIA MOBEIIHKH, a TAKOX Te, II0 MOICITh
BIJICTe)XKY€E, SK 3JIOBMUCHHKH MOXYTh DPYXaTHCS IO MEPEXki, MIYKAI4H
Bpa3JIvBi TOUKH.

ATEHTHI MOJEJi 3aCTOCOBYIOTHCS JIJII TECTYBaHHS CTpaTeriii 3axucTy i
MPOTHO3YBAHHS MapIIPYTy aTakd, Mal04i BiAMOBiIb HAa 3aMUTAHHS, «IK
3JIOBMHCHHUK MOXKE JOCATITH KIHOYOBUX By3.]'liB?».

SIR-Mofens, BioMa 3 €MmiJeMiOJIOril, YCIIIIHO aJanToBaHa I aHaTi3y
MOLIMPEHHS MIKI[UIMBOTO TPOrPaMHOTO 3a0e3MedyeHHs ab0 BHYTPILTHIX
3arpo3 B iHopmariiaux cucrtemax. Taki mozeni i ix posmmpenss (SEIR,
SIS Tomo) MOXKXYTh 3aCTOCOBYBATHCH AJISl TAKUX 3a1ad, SIK IPOTHO3yBaHHS,
SK IIBHIKO BipyC MOYKE IOIIMPHUTHCS IO MEpeXi; OmiHKa e(peKTHBHOCTI
AHTHBIPDYCHHX 3aXOIiB; cTpaTerii 130ii0il BY3IiB UIA  MiHiMi3almii
MOLIUPCHHS.

Amnai3 rpadiB J03BOJISIE BUSBISATH aHOMAaJbHI 3MIHH Y CTPYKTYpl Mepexi,
10 4acToO € O3HaKow Kibeparaku. [Ipu npOMy Monenb aHanizye 3BHYaiiHi
CTaHM Mepexi. SIKIIo BHUABISETHCS PanToBE 3POCTAHHS CTEIEHI 3B S3HOCTI,
MOsiBa HOBUX KJIACTEPIB YM 3MiHA POJIi By3Jla — 11€ CUTHAJ TPHBOTH.

MoxiuBi Taki TPHKIaAM 3aCTOCYBaHHS SIK BHSBJICHHS HE3BHYalHOI
AKTUBHOCTI OJHOTO 3 MPHCTPOIB, IO BiANpaBiIs€ BEIUKi OOCATH HAHUX;
BUSIBIICHHS HOBHX KJIACTEpiB, IIO MOXYTh OyTH YacTHHOIO BHYTPIIIHBOT
3arpo3u abo APT (Advanced Persistent Threat), BusBICHHS BHIy4YEeHHS
BY3JIIB — HaNpUKIaj, npu araui Tumy DDoS.

VY npeskux BuUmaakax rpadu OyIyroThCS HE JIMIIE HAa OCHOBI (hi3MYHMX
3B’SI3KiB, &  HAa OCHOBI CEMAaHTHYHHX 3aJeKHOCTEH — HAIPHUKIAM, SKi
3aIMTH BHUKOHYIOThCS, 5IKi (haiiaM BiIKpUBAIOTHCS, SIKI TpaBa JOCTYIY
3MiHIOOThCS. [Ipu oMy BHKOpHCTOBYIOTHC Knowledge Graphs — rpadu
3HaHb, IO BiJ0OpaKaroTh 3B’ SI3KH MIXK MOMISIMUA, KOPUCTYBadyaMH, 3aITUTaMU
TomIo, a Takok Ontology-based models — Mozerni Ha OCHOBI OHTOJIOTIH, IO
BCTAHOBITIOIOTH JIOT19HI 3aJIEKHOCTI MK TOHSITTSAMH.
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CemanTnuHi rpad Ta OHTOJOTI] 3aCTOCOBYIOTHCS JJIi  BHSIBICHHS
HEJIOTIYHUX TEePEXOJIiB — KOJM KOPUCTYBadY, SIKAH paHillle HE MaB JOCTYITY
mo 0a3W JaHUX, panTOBO IIOYMHAE 11 aHAN3yBaTH, a TaKOX Ui
MPOTHO3YBaHH JIOTIYHUX aTaK, TAKUX K BUKOpHcTaHHS SQL-iH’exuii um
BUTOKY JJAHUX.

EdexrtuBHa cucrema kibepOesmekn He Moxe oOxomuTHcs Oe3 Bizyamizaril
rpa¢is. {1 11bOro BUKOPHCTOBYIOTH TaKi MporpamHi komiuiekcn, sk Gephi,
Cytoscape, Kibana Tomo, a TakoX IHTEpaKTUBHI JammOooOpau, IO
BinoOpakaloTh 3MiHM B peasbHOMy daci. ILli 3acobm 3abe3medyroTh
Bi3yalri3alfis 3MiH y CTPYKTypi Mepeki, BHSBICHHS BY3JiB i3 aHOMAaJbHOIO
AKTUBHICTIO, BIICTeKEHHS MapIIPYyTy MOIMINUPEHHS 3arpO3H.

Amnarniz rpagiB y kiOepOesmeri BUMarae KOMIDIEKCHOTO MiAXOMy, IO
MOEAHYE  CTPYKTYpPHHI  aHaji3, MAalIMHHE HaBYaHHS, JAWHAMIiYHE
MOJICITIOBAHHS Ta Bi3yali3allifo pe3ylbTaTiB. 3a [OMOMOTOK TaKhX
texnotorii, sk GNN, Node Embedding, LSTM, SIR-moxeni, areHTHe
MOJICITIOBaHHs Ta TpadoBa aHANITHKA, MOXXHA HE JIMIIE BHSBUTH MOTOYHY
aTaKy, a ¥ mepembaduTH 1 PO3BUTOK, BHU3HAYUTH KIIOUOBI BY3IH, SKi
NoTpeOyIOTh 3aXUCTYy, Ta MPOTHIIATH BHYTPIIIHIM Ta 30BHIIIHIM 3arpo3am
Ha PiBHI CTPYKTYPH MEPEKi.

Li MeTomu 3a06e3MEeUyIOTh HE MMPOCTO PEAKTHBHY, a i TPOAKTUBHY OE3MEKY,
JTAI0YH 3MOTY aHANI3yBaTH iHPOPMAIIiifHI CHCTEMH SK CTPYKTYPOBaHi rpadu,
a He fAK Hal0ip AMCKpeTHHX mofii. Takuil migXig 0COONHMBO BaXKIUBUH Y
CyyaCHHX YMOBaX, KOJHU KiOepaTakul CTalOTh BCE OUTBII aBTOHOMHHUMH,
CHUCTEMHHMHU Ta 3aCHOBAHUMH Ha aHaJIi31 Mepexi.

Takum grHOM, TpadoBi MOZAENI CTAIOTH HE JIUIIE IHCTPYMEHTOM aHati3y, a i
CTpaTeriyHiMM MEXaHi3MOM Js 3a0e3ledeHHs] KibepOe3neKy, 1o J03BOJIsIE
cHCTeMaM IIBHJKO pearyBaTH Ha HOBI BHIM 3arpo3, aHali3yBaTH IXHIO
CTPYKTYpY Ta €BOJIIOLIIO, a TAKOX IUIAHYBATH 3aXOAU MPOTHIIi HA HAYKOBO
0OTpyHTOBaHI#1 OCHOBI.

9.4. Mlpukaajm 3acTocyBaHHs rpadpoBux Mojesien y
KiGep6e3neni

V cydacHit kibepOesmeni aHayi3 i MPOTHO3yBaHHS 3arpo3 BHUMaraloTh He
JUIIE TEXHIYHOTO PO3YMIHHA MEpPEeXEBHUX B3aeMOMiIH, a I TIMOOKOro
JOCITIDKEHHST CTPYKTYPH [aHWX, IO TPENCTaBISAE€ThCS y (Gopmi rpadis.
I'padoBi Mopmenmi MO3BOJSIOTE MOJETIOBATH CKIAJHI 3aJCKHOCTI Mik
eJIeMEeHTaMH 1H(QOpPMALIfHUX CHCTEM — Bl OKPEMHX KOPHCTYBadiB 0
cepBepiB, MPOTOKOJIB Ta TOYOK JAOCTYymy. Y IbOMY IHpoIeci 0CcOOIUBO
e(heKTHBHUMU BUSBWIHCS Cy4acHi MeTomu oOpoOku rpadis, Taki sk GNN,
Node2Vec, a Takox yacoBi Moaeni Ha kmtant LSTM, siki 3a0e3neuytoTs He
JIMIIE ONHC TOTOYHOTO CTAHy CHCTEMH, a ¥ NMPOTHO3YBaHHS IOTEHIIIHNX
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3arpo3. Lli TexHomorii Aal0Th 3MOTY BUSABIISITH aHOMANI] B CTPYKTYpi Mepexi,
nependadaT TOSIBY HOBUX IMJAO3PIIMX 3B SA3KiB, aHANi3yBaTH YacOBY
JMHAMIKy aKTHBHOCTI Ta (OpMyBaTH NpPOAKTHBHY CTpPATEril0 3axHCTY.
Hwwxue HaBeJEeHO KOHKPETHI NPHUKIAAM IXHBOIO 3aCTOCYBaHHS JUIS
BUSIBIICHHS KiOepaTak, ITPOTHO3YBaHHS iXHBOT'O PO3BHUTKY Ta aHATI3y 3MiH Yy
MOBEIIHIII MEpexi.

Busagnenns xibepamax na ingpopmayiiini cucmemu

Texnonoeia. GNN [t aHami3y 3MiH y CTPYKTYPi MEpEKi.
Pesynemam. BusiBneHHs, IO TOHATTA «Ae3iH(opMaIlisy CcTaIo
LEHTPAJILHUM y HOBOMY KJIacTepi, 110 CBiTYUTh PO MOMKIIMBY aTaKy.

Ilpoznosyeanns noseu Hogux 36’°a3Kie

Texnonocis. Node2Vec mns reHepailii BEKTOPHHX MPEICTABICHb Ta
Logistic Regression s mporHO3yBaHHs 3B’ SI3KiB.
Pesyromam.  TIporHO3yBaHHS ~ 3B’S3Ky MK  «CKOHOMIYHHUMHU
po0JIeMaMm» Ta «IOJITHYHOIO HECTAOIbHICTION.

Ananiz ounamixu mepesxnci

Texnonoeis. LSTM anst aHanizy 4acoBUX psiB.
Peszyromam. BusBIeHHS CE30HHHX TPCHIIB y 3MiHI Bar 3B’SI3KiB
HABKOJIO IOHATTS «MEIiay.

Bukopucranns rpagoBux Mojenedl y kidepOesreni 103BOJNSE e€(EKTUBHO
aHaNi3yBaTH CTPYKTYpY Ta IUHAMIKY MEpEXi, MPOTHO3YBaTH 3MiHH Ta
imeHTH(IKYBaTH TOTEHINHHI 3arpo3u. 3acTOCYBaHHS METOJIB, TAKHX SK
GNN, Node Embedding, LSTM, 3a0e3nedye KOMILICKCHUHN aHaii3 rpadis,
II0 € KITFOYOBUM JUTS YCIIITHOTO MPOTHIIT KibepaTakam.

9.5. IlpakTuyHa yactuHa. [IpoBeeHHs caMOCTiiiHOTO
JOCJiKeHHA

[MpakTyHa yacTHHA nepenbayae MPOBENSHHS CAMOCTIHOTO JIOCIHIIKEHHS
iH(OPMAaIiTHO-TICIXOJIOT1YHHUX BIUIMBIB B paMKaX MEHTAIBHOI BiilfHN.

INepmmm kpokoM € Bubip KoHKpeTHOI iH(opmaniiHOi kaMmnaHii abo 3arpo3u
Ut aHamizy. Hactymuuii eranm — 30ip JaHUX 3 BIAKPUTHX IDKEpEI, TAaKUX SK
comiaNbHI Mepexi, HOBUHHI caiftu Ta 6mord. Lli JaHi MOXKHA 3aBaHTAXKUTH 32
JIOTIOMOTOI0 3BEPHEHHSI 10 TJI00AIBHMUX IOLIYKOBUX CEPBICIB, TaKHX SK
Google, Bing, a6o xopmopatuBauX OSINT-cuctem.

PexoMenmoBaHi KeiicH It CaMOCTIHHUX JOCIIiIKEHD:

1. TIpomaranaucTChKi HAPATHBH Y COIIATbHUX MEpekKax.
2. MewMu K iHCTPYMEHT MCHTAJILHOI BIifHU.

3. @elikOBi HOBHHU Ta 1X BILIHUB.

4. KynbeTypHi CTEpeoTHIIH.
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5. Pansuceka npomaranna.

6. Pounp pemnirii y popMyBaHHI MECHTTBHAX MOJICTICH.

7. Mepnia Ta HalliOHAJIBHA 1JEHTUYHICTB.

8. BiiicekoBa mpomnarasja.

9. Konuemuist «BoporiB Hapoay» B POCIHCHKIl Mporaratii.

10. TloniThuHi «Mpii» JTiepiB pi3HUX KpaiH.

11. Emomii y npuiHATTI NOMITHYHUX PillICHb.

12. CumBoOmM Ta iX poib y GOpMYyBaHHI i7ICOOTiH, 30KpemMa Z-CUMOBJIiKa

y pocii.

Micna 360py maHuX ciix moOymyBaTH TpadoBYy MOAETH iH(POPMAIIITHOTO
npocropy. Lle MoxHa 3pobutu 3a momomororo cucteMu Gephi abo cepsicy
Semantic Networking. Jlami mnpoBoanThcs aHami3 Trpada, BKIOYAIOUH
KJIacTepH3allil0 Ta pPAHKHUPYBaHHS BY3JiB, SKi 3aCTOCOBYBAITCh Y
MOMEPeHIX po3/iiax.

OcraHHIM KpPOKOM € IPOTHO3YBaHHS PO3BUTKY iH(popMmauiiinoi ataku. ITicis
IIOTO Ha OCHOBI OTPHMAaHHWX MJaHUX MOXKHA PO3POOWMTH cCTparterii s
HEeHTpati3alii BUSBICHUX 3arpo3.

el KOMIUIEKCHMH TigXiA [OO3BOJSIE CTYIEHTaM HE JIMIIE 3PO3YMITH
MeXaHi3MH 1H(OPMAaliHHO-TICUXOJIOTIYHUX BiliH, a ¥ HaOyTH NPaKTHYHHX
HaBMYOK iX aHAJ3y Ta MPOTHAIi.

BUCHOBKM 10 po3/iny

Y mpomy po3aimi  OynaM  JeTaNbHO PO3MIISIHYTI  peajibHi  BUIAIKH
iHpopMaIiiHX aTak, METOAM IX aHaJi3y Ta HPOTHO3YBAHHSA, a TaKOX
MpakTUYHI creHapii mus  gochimkeHHs. OcoOmuBYy yBary TNIPHIUIEHO
BUKOPUCTAHHIO CyYacHHUX 1HCTPYMEHTIB MAIIMHHOTO HAaBYAHHS Ta IITYYHOTO
IHTeNIeKTy  JUIs ~ aBTOMAaTH3allii  MPOLECIB  aHamizy Ta  OpOTHAIl
iH(pOpMAaIiITHAM 3arpo3aMm.

AHamiz peampHHX BHIIAIKIB, TaKHX SK pOCiiicbka IpomaraHia IIPOTH
VYxpainu ta nesindopmanis mix yac nangaemii COVID-19, nponemoncTpyBas
BOXJIMBICTh TrpadOBOro aHajizy Juisi BHSBICHHS KIIIOYOBHUX JDKEpe
nesindopMariii, akTOpiB BIUIMBY Ta KaHAJIB TONIMPEHHS. 3acTOCYBaHHS
METPHK IIEHTPANTBHOCTI, Kiactepu3anii Ta moneneii SIR mo3pommino He mumie
OMHUCATH CTPYKTYPy MEpeki, aje © M[pOrHO3YBaTH MOIIUPEHHS
iHpopMaIiiiHuX aTak. ABTOMaru3alis aHamizy 3a momomororo ML Ta Al
3a0e3rneynia KOMIUICKCHUN TiIXiJ JO BHBYCHHS IMHAMIKH MEpPEXKi, IO €
KJIFOUOBHM JJIs1 YCIIIIIHOTO MPOTHAIT iHpOpMAIiifHUM 3arpo3am.

VY posmini Oynau 3amponoOHOBaHI MPAaKTUYHI CIEHApii Al JOCIiHKCHHS
rpadoBux wmoxeneit ITIB. Lli crenHapii OXOIIIOIOTH IIMPOKHH CIIEKTP
3aBJIaHb:
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— aHaJi3 CTPYKTYpU Mepexi (BU3HaYeHHs KIIOYOBHX BY3JIB, KIAaCTEpiB
Ta KKOMYHIKaTUBHHX Oap’epiB»);

— MPOTHO3YBaHHS 3MIH y Mepexi (IosBa HOBHX 3B’S3KiB, CE30HHI
TPEHIIN);

— BUSIBJICHHS aHOMaJii (HampuWKIaa, INOCWICHHS 3B’SI3KIB HABKOJIO
TOHATTA «Je3iH(pOopMaIIiss»);

— TeHepamis pekoMeHJamid (po3poOka cTparerid 3axucry Bif
iH(opMaIitHUX aTak).

3acrocyBanHsi MerofiB, Takux sk GNN, Node Embedding ta LSTM,
J03BoNMIO edekTHBHO BHpimyBatm I 3aBmaHHA. Hampukman, GNN
BUKOPHCTOBYBAJINCS JUIs Kiacu]ikarlii By3/iB Ta IPOTHO3yBaHHS 3B 5I3KiB, a
Node Embedding — 1 BUSIBIEHHSI aHOMaJIiif Ta cCerMeHTaIlil Mepexi.

I'padosi moxeni ITIB maroTh mmpoke 3acTocyBaHHs y chepi KibepOe3neKH.
BoHu 03BONISIOTH BUSBIATH JpKepena Kibepartak Ta MPOrHO3yBAaTH IXHi
NUIIXKA T[OMIMPEHHS, MOJCIIOBATH CIIGHApil aTak Ta iXHI HACHiJKH,
PO3pO0NIATH CTpaTerii 3axHMCTy, BPaXxOBYIOYM ONTHUMAJbHI 3B’S3KH VIS
MTOCHJICHHS 3B’ SI3HOCTI MEPEKi.

ABTOMaTH30BaHI CHCTEMH MOHITOPUHTY iH()OPMAILIHHOTO MPOCTOPY,
3acHoBani Ha  OSINT, pgomomararoTb  BYacHO  BHSBIIITH  HOBI
nesiHnopMaiiiiHi  KammaHii Ta [porHo3yBatw IxHe nommpeHHs. Lle
0CcOOJMBO BaXKJIMBO JJIs 3armo0iraHHs KiOeparakam, sIKi 9acTo IMEpeAyroTh
iHpopMaLiilHUM aTakaM.

[lpaktuuna dYacTHHA pO3IUTYy IMepeadadae TPOBEIACHHS CaMOCTIHHOTO
JIOCHIDKEHHsT 1H()OPMAIiHHO-TICHXOJIOTIYHIX BIUTUBIB. J[jis camocCTiiHOTO
JIOCIIPKEHHS TIPOTIOHYETHCS:

1. Obpatu KOHKpeTHY iH(pOpMamiiHy KaMITaHiio 1 aHAJIi3y.

2. 3i0patu aaHi 3 BIIKPUTHUX JUKEpe (colialbHi Mepexi, HOBUHHI caiTh,
6Jiorn).

3. IMobymyBatr TpadoBy Mozaenb IHGOPMAIIIHHOTO MPOCTOPY 3a
JIOTIOMOT OO THCTPYMEHTIB, Takux sk Gephi abo NetworkX.

4. IlpoBectn  aHani3 rpada, BKIIOYAIOYM  KJIACTEpU3allil0  Ta
paHXHUpYBaHHS BY3IIiB.

5. IlporHo3yBaTH pO3BUTOK iH(OpPMAIIHHOI aTakd 3a JOIOMOTOI0
MAalIMHHOTO HaBYaHHSI.

Ile#t KOMIUIEKCHHM MiAXil IO3BOJMTH HE JIHMINE 3PO3YyMITH MeEXaHi3MH
iH(OpMAaIiTHO-TICHXOJIOTIYHUX BiliH, aje i HaOyTH MPAKTHYHUX HABHYOK iX
aHaJi3y Ta MpOTHIII.

TakuM YHHOM, Y IIBOMY PO3IUTI JIEMOHCTPYETHCS, M0 TpadoBi Momenm €
MOTYXXHHM 1HCTPYMEHTOM JIJIsl aHalli3y Ta MPOTHO3YBaHHS 1H(pOPMAIIITHO-
TICUXOJIOTIYHUX BifH. BukopucranHs cydacHux MetofiB ML Ta Al
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3a0e3meyye MOXIMBICTh IIBUJKO aHaJi3yBaTW BeNHMKI OOCSTH JaHUX,
BUSBIISITH TIPUXOBaHI 3aKOHOMIPHOCTI y Mepekax, IMPOTHO3yBaTH 3MiHH Y
CTPYKTypax iHPOPMAIIIHHOTO TIPOCTOPY.

[pakTu4Hi crieHapii Ta MPUKIAIN peaJbHUX BHUITAAKIB iHPOPMAIIHUX aTak
MiATBEPPKYIOTh €EKTHBHICTH IPpa)OBOTO aHAII3y JUII BUSABJICHHS 3arpo3 Ta
PO3pOoOKH cTpaTeriii 3aXxucTy. 3aCTOCYBaHHS IIMX METOIB y KibOepOesmeri
JIO3BOJISIE TIOKPAIUTH 3aXWIICHICTh iH(GOpPMALiHUX CHCTEM Ta 3amoOirTH
MaciTabHUM iHPOpMALiHAM aTakaMm.

IIuTaHHA aas CAMOKOHTPOJIKO

1.

10.

11

15

18.
19.

20.

SIKi KITIOYOBI HAPATUBH BUKOPUCTOBYBAIIUCH Y POCIHCHKIN Ipomaranii
mpoTH YKpaiau?

Sk Oynyetbes rpadyoBa MOJETH JUIA aHATI3Y iHQOpMaIifHUX aTak?
SIki OCHOBHI METPHKHM BHUKOPHCTOBYIOTHCS U aHANI3y CTPYKTYpH
rpada?

Sk popmynroersest PageRank mist oninku BaxkimuBocTi By3na?

SIki MeToqu BUKOPUCTOBYIOTHCS JJIsi NPOTHO3YBAaHHS MOIIMPEHHS
nesindopmartii?

SIki OCHOBHI HapaTHBH NomuproBanucs i yac mangemii COVID-19?
Sx SIR-Mozmesns 3aCTOCOBY€EThCS AJIs aHANIRY iH(OpMaLifHUX aTak?

SIki mepeBaru ja€ aBTOMaTH3Allisg aHANI3Y rpadis 3a momomoror ML
Ta Al?

SIki OCHOBHI 3aBJaHHsI BUPIIIYIOTh MIPAKTHYHI CIIeHAPii TOCIIIHKEHHS
rpadoBUX MozeTeH?
SIK OIiHFOETHCS HMOBIPHICTD IOSIBA HOBOTO 3B’SI3KY MIXK By3JIamMu?

. SIK BUSBIIAIOTECS aHOMaUTT y rpadax 3a I0NoMOror0 aBTOEHKOAEPiB?
12.
13.
14.

SIx GNN 3acTOCOBYIOTBCS [UIsl aHAJI3Y 1H(OpMaliiHUX aTak?
SIki OCHOBHI 3aBJIaHHS BUPIMIYIOTH Tpad)oBi MOzeli y KibepOeamnerri?
Sk Node Embedding nonomarae y BUsiBJICHHI aHOMaJTii?

. Ik LSTM BUKOPHCTOBYETHCS [UIS aHATI3Y TUHAMIKA 3B’ SI3KiB?
16.
17.

Sk BU3HAYa€ThCSA BAXIIMBICTh BY3IIiB y Tpadi?

SIKi MeTomM BHKOPHCTOBYIOTBCSL JUIi TIPOTHO3YBAaHHS 3MIiH Yy
iHpopMaLiitHoMy cepeaoBHILi?

Ak OSINT nomomarae y MOHITOPUHTY iHPOPMAIIIHHOTO IPOCTOPY?
SIki OCHOBHI KpOKM TIpH TPOBEICHHI aHamizy iH(opMamiiHOl
KaMIaHii?

SIk MOXKHa BHMKOPHCTOBYBAaTH pE3YJIbTaTH aHaNi3y Uil PO3pOOKH
CTpaTerii 3axucTy?

239



JliTtepaTypa 3a po3aijiom

1.

CTpyKTypHO-(QYHKIIIOHAJbHA  MOJEIb  CHCTEMH  3a0e3IleUYcHHS
iHpopMariitHol Ta iH(opMmamiiHO-nicuxonoriyHoi Oe3meku. Jlomos.
Han. akan.Hayk Ykpainu. 2023. Nel. — C. 16-23.

Kaunncekuit A.b., Jlange 11.B. I'padhoBa Monens MeHTaNbHOI BiliHH.
Iapopmariitai  TexHoyorii  Ta  Oesmeka. Martepiamm  XXIV
MixHapomHOT HaykoBO-TipakTHyHOI KoH(epermii ITh-2024. — Kuis:
Imwxunipusr. — C. 123-128. ISBN: 978-617-8180-00-3

Indopmariiiini omeparii Ta Oe3neka CycninbCTBa: 3arpo3u, MPOTUIIS,
MojenmoBaHHa: MoHorpadist / B.IL. T'opbynin, O.I. domonos, — K.:
Iareprexnororis, 2009. — 164 c. ISBN 978-966-1648-12-7

Dmitry Lande, Leonard Strashnoy. Directed Correlation Networks,
Determined by the Dynamics of COVID-19 Distribution in Various
Countries. Available at SSRN: http://ssrn.com/abstract=3674041,
DOLI: 10.2139/ssrn.3674041 (Posted: 28 Aug 2020). — 7 p.

240


http://ssrn.com/abstract=3674041

BucHOBKHM

Y upoMy TOCIOHMKY OyJNM pO3IVISIHYTI KIIOYOBI acleKTH —aHaji3y,
MOJIETTIOBAaHHA Ta HpoTuaii  iHGOpMamiiHO-IICHXOJIOTIYHIM  BilHaM,
30CEPEMKYIOUNCh Ha 3aCTOCYBAHHI CyYaCHHX TEXHOJOTIH, 30KpeMa BEITHKHX
MOBHHMX MOJeJIeH Ta CEeMaHTHYHOTO HETBOpPKiHTY. Lle# miaxin mo3Boise
e()eKTUBHO BHSBIISITH, aHaJi3yBaTd Ta IPOTHCTOATH 3arpo3aMm y cdepi
iH(popMaIiitHOT Oe3MeKH, 0 € 0COOIMBO BAXKIIMBUM y KOHTEKCTI Cy4acHUX
rJ100aJIbHUX BUKIIMKIB.

Benuki MOBHI MOJENi CTali MOTY>KHHUM IHCTPYMEHTOM JJisi OOpoOKH Ta
aHaJi3y BEJIMKUX OOCSTiB TEKCTOBHMX AaHMX. BOHM NO3BOJISIOTH BHSBISTH
KITFOYOBI KOHIIENITH Ta 3B’s3kd. LLM MOXYyTh aBTOMATHYHO BUAUIATH
BOK/IMBI TEMH, HapaTUBM Ta B3a€MO3B’SI3KM MK HHMH, IO JOIOMAarae
PO3YMITH CTPYKTYpY iH(GOpPMAIIfHAX MOTOKIB; T€HEPYBATH BUCOKOSKICHUN
KOHTEHT. MoJiei MOXyTb CTBOPIOBATH TEKCTH, SIKi BIIITOBIJAIOTh KOHTEKCTY
Ta METi, HANPHUKIAA, s MONMPEHHS MJOCTOBIpHOI iH(popMamii abo
JMEeMOHTaxy  (elikiB; mporHosyBatd TpeHmu. LLM — momomararooTth
MIPOTHO3YBATH TUHAMIKy TOIIMpPEHHs iH(opMarii Ta BUSBIATH IOTEHIIIHHI
3arposu.

Opnak 3acrocyBaHHS LLM wmae cBoi OOMEXEHHs, 30KpeMa MpoOJieMH
«ranonuHalii» (TeHepallis HeMpaBIUBUX JaHUX) Ta 3aJIeKHICTh BiJl IKOCTI
BXiMHMX [JaHWX. Jlosd TmonoiaHHA [UX OOMEXEHb 3alpONOHOBAHO
KOMOIHYBaTH aBTOMAaTH30BaHI METOIH 3 JFOJICHKOK EKCIIEPTHU30I0.

CeMaHTHYHUI HETBOPKIHI HAa OCHOBI BEJMKMX MOBHHMX MOJEJeH Ta poiB
BIpTyaJIbHUX  €KCIIEPTIB € IHHOBAaLifHUM MiAXOJOM JO  aHawi3y
iH(opMaIiiiHuX TOTOKIB. BiH 103BOJIsIE CTBOPIOBATH Tpadu B3a€EMO3B’A3KIB.
Bepmmnamu rpada € TOHATTSA, a peOpaMu — 3B’s3KM MiK HAMH. Takuit
MIJIXiJ] OJIermye iIeHTu(iKalio KIIOY0BUX BY3JIiB Ta kiactepiB. KpiM Toro
B paMKax CEMaHTHYHOTO HETBOPKIHTY 3iHCHIOETBCA aHaNi3 IHHAMIKH
MepeX 1 TPOTHO3yBaHHS HACTIOKIB aTak. 3MiHH Yy CTPyKTypi Trpada
(HanpuKIIa/, 3HWKEHHS 3B’ I3HOCTI MK IIOHATTSAMH) JI0TIOMaratoTh pO3yMiTH
MEXaHi3MH TOIIUpeHHs iH(opMarii Ta BHSBIATH aTakd. 3 IHIIOTO OOKY,
pyiHyBaHHS 3B’SI3KIB MIDK HOHATTSAMH «CKOHOMI4YHI mpoOnemMm» Ta
«TONITUYHA HECTAOIIbHICTE» MOKE MPU3BECTU J0 PO3'€IHAHHS HAPATHBIB.

3axuct iH(opMaliiiHOro npocTopy nepeadadae KOMIUIEKCHUH MIAXiJ, SKUH
BKIIIOYA€ 3aXMCT KIIOYOBHX BY3JIiB, BIAHOBICHHSA 3B’S3KIB I[UIIXOM
aKTHBalii aTbTePHATHBHUX NDIAXIB TMepenadi iHpopMmarmii micims aTaxk,
KJacTepu3alio, ToOTO (OpMyBaHHS CHJIBHUX BHYTPIIIHBOKIACTEPHUX
3B’A3KiB JUI 3MCHIIICHHS BIUIMBY aTak Ha OKPEeMi IpYIIH.

Pesysnbratd aHanizy MamoTh [IMPOKE NPaKTHYHE 3aCTOCYBAHHS Mejlia-
cTpaTeraMd TpH po3poOIi e(peKTHMBHUX KaMIlaHii miusd  mpoTwmil

241



nesiHdopMariii, MOJITUKAMU OIS NPOTHO3YBAHHS HACIHIAKIB TONITHYHHX
pIIIeHb Ta yHpaBIiHHS iHQOPMAIIHHIM ITOJIEM, HAYKOBIISIMH TSI PO3POOKH
HOBHX METOJIIiB aHAaJi3y Ta MOACTIOBaHHS 1HQOpMAaLiiHIX MPOIIECIB.

Hes3Baxatoun Ha 3Ha4HI JOCSATHEHHS, ICHYIOTb OOMEXEHHS, a caMe,
CKIIQJIHICTh B3a€MOJIid, TOMY IO 3B’S3KM MK TOHATTSIMH YacTo €
OaraTomapoBUMH, IO YCKJIAaTHIOE IX aHaNi3; YyTJIHBICTH O 3OBHINTHIX
(hakTOpiB, KOMU HEBEIWKI MOMAii MOXYTh MPU3BECTH A0 JIABHHOIIOMIOHUX
3MIH y CTPYKTYpl Mepexi; HEOOXITHICTh JIFOJCHKOI ydacTi, OCKUIBKH
aBTOMAaTH30BaHI METOAM TOTPeOyloTh Bamigamii eKcrepramMu Ui
3a0e3medeHHs TOYHOCTI Ta HaAIHHOCTI Pe3yNIbTaTiB.

INopmampmri JOCHIIPKEHHS MOXYTh OYTH CHpPSIMOBaHI Ha YAOCKOHAIICHHS
METOMIB aHaNi3y AWHAMIYHHX MEpeX, pO3pOOKy HOBHX aJITOPUTMIB IS
BUSABIICHHS Je3iHdopmarii Ta iHTerpamito LLM 3 iHIIUMH TEXHOJOTisAMH,
TAKUMH K MAaIIHHE HABYAaHHS Ta IITYYHUHA IHTEICKT.

TakuM YUHOM, Il HAYKOBO-METOIWYHUHA TOCIOHMK Halae KOMIDICKCHUMA
OMIS  Cy4acHMX METOAIB  aHalily Ta mpoTuaii  iHpopManiiiHo-
MICUXOJIOTIYHUM  BiiHaM. 3acTOCYBaHHS BEJIMKHMX MOBHUX MOJIEINEH,
CEMaHTHYHOTO HETBOPKIHTY Ta aHamidy rpadiB € IOTY)XHUMH
IHCTpyMEeHTaMu Uil 3axucTy iHopmauiiiHoro mnpocropy. OpHak s
JIOCATHEHHS  MAaKCHMalbHOI  e(EeKTHBHOCTI  HEOOXiTHO  MO€IHYBAaTH
AaBTOMaTH30BaHI METOAM 3 JIIOACBKOIO  EKCIIEPTH3010, BPaXOBYIOUH
CKJIaHICTP Ta JUWHAMIYHICTH IH(pOpMaIiiftHuX moTokiB. lled miaxin
JIoTIoMarae He JIMIIE 3aXUIIATH CYCIiNbCTBO BiJf MaHIIMyNALIH, a i 36epirati
HAIlIOHAJIBHY iICHTUYHICTD Ta IHPOpMAIIiiiHy Oe3IeKy y CydacCHOMY CBITi.
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