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Abstract: A method for semantic graph analysis of the evolution of internet fraud is proposed based on the construction
and comparative analysis of temporal semantic networks. The study is conducted using a corpus of 51,755 thematic
documents retrieved from the InfoStream information system covering the period 2011-2025. A Retrieval-Augmented
Generation (RAG)-based workflow was employed to retrieve relevant document contexts and support their semantic
processing during network construction. Temporal semantic networks representing the conceptual structure of internet
fraud at successive stages of its evolution were constructed for three five-year intervals, together with an integral semantic
network characterizing the stable conceptual core of the subject domain.

The topological characteristics of the networks were analyzed using the framework of graph theory—specifically
degree, betweenness, and eigenvector centrality—enabling the quantitative assessment of structural changes, the
identification of concepts with a high transformational role, and the tracking of thematic cluster evolution. It is
demonstrated that the development of internet fraud is predominantly evolutionary in nature, occurring through the
restructuring of existing semantic structures rather than their complete replacement.

This work is open access and licensed under the Creative Commons CC BY 4.0 License.
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Building upon this foundation, a hypothesis of structural continuity for semantic networks is formulated, and a model
for forecasting their evolution is proposed. This model involves estimating the structural transformation operator,
predicting the emergence of new concepts and semantic relationships, and constructing the forecasted network for the
subsequent time interval. The validity of the proposed approach is confirmed through retrospective validation, which
entails forecasting semantic networks for the subsequent period using solely data from preceding temporal slices, followed
by a comparison between the forecasted and actual structures. The obtained results demonstrate the potential of utilizing
temporal semantic-graph analysis as a tool for the early detection of structural changes in the information space and the
forecasting of new trends in the development of internet fraud. The retrospective validation confirmed the model's high
predictive capability, achieving a Precision of 0.870, a Recall of 0.816, and an F1-score of 0.842 for the 2021-2025
forecast interval, alongside a strong rank correlation (p = 0.811) in preserving node centrality. These quantitative results
demonstrate the practical validity of temporal semantic-graph analysis as a tool for the early detection of structural
changes and the forecasting of new trends in the development of internet fraud.

Index Terms: Internet Fraud, Semantic Network, Temporal Analysis, Graph Theory, Conceptual Evolution, Semantic
Network Forecasting, Node Centrality, Structural Continuity, RAG, Large Language Models.

1. Introduction

The rapid development of digital technologies, e-commerce, remote banking services, and online communications
has significantly expanded the opportunities for executing various forms of internet fraud. Modern fraudulent schemes
rapidly adapt to the emergence of new digital services, employing social engineering methods, phishing campaigns,
malware, and other means of user compromise. As a result, the information space describing internet fraud is constantly
changing, becoming more complex, and acquiring new structural properties [1].

Existing information space monitoring systems are predominantly focused on detecting individual messages,
classifying documents, or analyzing information flow statistics [2]. This approach allows for the prompt detection of
known fraudulent schemes; however, it possesses limited capabilities regarding the investigation of their developmental
patterns and the forecasting of the emergence of new thematic trends. This problem gains particular urgency in the context
of a rapidly changing digital environment, where new fraud models are formed through the gradual combination of
existing technologies, social engineering mechanisms, and financial services [3].

In this paper, a method of temporal semantic-graph analysis of internet fraud is proposed, which combines the
construction of semantic networks for various time intervals, the investigation of their topological characteristics, and the
forecasting of further structural evolution. Unlike traditional approaches, the object of forecasting is not the number of
messages or individual concepts, but the semantic network as a cohesive structure evolving over time.

The experimental foundation of the research consists of a corpus of 51,755 thematic documents from the InfoStream
information system [4] for the period 2011-2025, generated utilizing Retrieval-Augmented Generation technology. Based
on this corpus, three temporal semantic networks corresponding to the time intervals 2011-2015, 2016-2020, and 2021—
2025 were constructed, alongside an integral network characterizing the stable conceptual core of the subject domain. A
comparative analysis of these networks enabled the investigation of patterns in the structural evolution of internet fraud,
the formulation of a hypothesis of structural continuity for semantic networks, and the development of a model for
forecasting their subsequent evolution.

The aim of this paper is to develop a method of temporal semantic-graph analysis and evolution forecasting of
internet fraud based on the construction of semantic networks, the analysis of their topological characteristics, the
formulation of a structural continuity model, and the retrospective validation of the predictive model.

To achieve this aim, the study encompasses the formation of a temporal document corpus, the construction and
topological analysis of sequential semantic networks, the formulation of a structural continuity hypothesis, and the
development of a predictive forecasting model strictly validated on historical data.

The scientific novelty of this work lies in proposing a method for forecasting the evolution of temporal semantic
networks, which is based on a structural continuity model, a network structural transformation operator, and a combination
of network analysis methods, information flow dynamics, and semantic reasoning generated by large language models.

The practical significance of this work lies in the possibility of utilizing the proposed approach for the early detection
of new developmental trends in internet fraud, the construction of intelligent information space monitoring systems, and
decision support in the field of cybersecurity.

2. Related Works

Because the development of predictive models for the early detection of cyber threats requires a deep understanding
of the subject domain, a significant body of research is dedicated directly to the historical transformation of internet fraud.
Scholars record a paradigm shift from mass campaigns to targeted financial and Al-driven attacks, emphasizing the rapid
adaptation of cybercriminals to global crises and general digitalization [5-10]. Given that the information space is
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constantly becoming more complex, the field of detecting such threats (particularly phishing) is dominated by multimodal
approaches and machine learning algorithms capable of distinguishing legitimate and malicious patterns based on a
comprehensive analysis of text and URLs [11-15].

At the same time, the rapid development of generative artificial intelligence has significantly expanded the toolkit
of attackers. In particular, current studies demonstrate the growing danger of utilizing platforms such as ChatGPT for the
automation of spear phishing, which significantly increases the persuasiveness of sociotechnical attacks [15]. In response
to these challenges, hybrid defense systems are being actively developed: for example, the combination of transformers
and convolutional neural networks (CNNs) is applied for malware detection [16], while hybrid BERT-BiLSTM models
with Explainable Al (XAI) tools demonstrate high accuracy in the detection of machine-generated disinformation [17].
Furthermore, large language models (LLMs) confirm high efficiency in automated news categorization and sentiment
analysis [18], rendering them a reliable foundational tool for processing large-scale information flows.

However, although the aforementioned approaches allow for the effective detection and classification of individual
cyber incidents, a profound understanding of the global structure of fraudulent schemes and the forecasting of their
evolution require a transition from point-based text analysis to comprehensive modeling. This necessitates the
involvement of mathematical frameworks capable of processing multifactorial datasets and the utilization of graph
structures for knowledge representation.

To facilitate the construction of these knowledge structures from unstructured texts, large language models (LLMs)
and transformer architectures have become powerful tools. Because they demonstrate a high capacity for logical reasoning
and concept extraction, they are actively used for solving tasks related to the alignment of structural elements [19], the
resolution of logical problems [20], and debating [21]. In specific domains, LLMs combined with vector embeddings
significantly outperform traditional models in detecting hidden patterns [22], and clustering methods allow for the
identification of stable behavioral patterns in generated dialogue arrays [23], confirming their potential in generating
factual responses [24]. It is precisely this potential for utilizing LLMs and RAG architectures that is key to discovering
non-obvious semantic connections and constructing dynamic graphs within the subject domain of internet fraud.

Due to the fact that the widespread use of generative Al exacerbates the problem of information authenticity, recent
studies emphasize the development of comprehensive naturalness metrics and logistic regression-based classifiers to
distinguish machine-generated texts from human-written ones [25]. However, while such traditional regression models
excel at static, point-based text classification, they inherently lack the capacity to capture the dynamic topological
evolution of threat landscapes over time. At the same time, to guarantee the cryptographic protection, integrity, and
immutability of datasets—which are particularly critical for forming digital evidence during investigations—researchers
are implementing decentralized blockchain ledgers [26] and multimodal biometric encryption systems based on threshold
secret sharing [27].

Simultaneously, despite the development of these infrastructural data protection methods (blockchain, biometrics),
the primary level of identifying sociotechnical threats remains the content analysis of the information space. To overcome
the limitations of traditional regression and statistical analysis—and to achieve a deep understanding of the continuously
evolving relationships between entities—one of the promising directions is the application of temporal semantic networks
[28]. Unlike point-based statistical methods, semantic networks provide the capability for the simultaneous investigation
of meaningful relationships between concepts, the analysis of their structural role, and the identification of continuous
patterns in the formation of thematic clusters. The further development of this approach is associated with the use of large
language models, Retrieval-Augmented Generation (RAG) technologies, and network analysis methods, which opens
new possibilities for the automated investigation of large datasets of textual data [29,30].

According to studies, graphs are a fundamental tool for knowledge representation, complex data modeling, and
semantic reasoning [31]. In practice, this is realized through the development of specialized ontologies [32] and
architectures such as ThrNet, which utilizes a semantic network for the accurate detection of threatening content in social
media [33]. In the NLP domain, semantic networks are integrated with ranking algorithms (TextRank) for key phrase
extraction and document summarization [34]. The framework of graph theory also achieves strong performance in
structural security tasks. Specifically, the application of graph clustering algorithms (K-means, Louvain, Leiden) allows
for the prompt detection of sources spreading fake news [35], while the calculation of centrality metrics (PageRank, Katz)
is critically important for identifying key nodes to destabilize malicious networks [36].

At the same time, the majority of existing studies focus predominantly on constructing semantic networks for
individual time slices or analyzing their static characteristics. Considerably less attention is paid to investigating the
evolution of semantic networks over time, identifying patterns of their structural transformation, and forecasting the
further development of the subject domain [37].

Of particular interest for solving this problem is a group of works focused on the temporal dynamics of semantic
structures. In such studies, time slices of networks are modeled to track the birth, merging, splitting, and fading of thematic
clusters in large text corpora [38-40]. Current publications prove that semantic evolution is not reduced to simple time
encoding but requires a deep analysis of structural metrics to assess the relevance of concepts at each stage [41,42].

Despite these achievements, forecasting the evolution of macrostructures remains a complex methodological
challenge, as the issues of semantic structure continuity and the reconstruction of future network states remain
insufficiently investigated. The closest research direction is represented by forecasting methods for dynamic graphs and
Temporal Knowledge Graphs, including Temporal Graph Networks (TGN), Dynamic Graph Neural Networks (DyGNN),
and Temporal Knowledge Graph Completion models, which investigate continuous graph evolution, temporal
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representation learning, and the prediction of emerging entities and relationships [43-46]. Modern approaches further
extend these ideas through spatiotemporal modeling and intermediate temporal semantic spaces that transform textual
signals into predictions of future network states [47-51]. However, most existing methods are designed for generic
dynamic graphs or knowledge graphs and do not explicitly address the evolution of semantic networks constructed from
large collections of unstructured textual documents. Consequently, the problems of semantic structure continuity,
prediction of newly emerging concepts, and reconstruction of future temporal semantic networks remain largely
unresolved.

3. Methodology

3.1. General Research Framework

The research was conducted according to a multistage methodological framework that ensures a sequential transition
from the formation of a text document corpus to the construction of a predictive model for the evolution of the internet
fraud semantic network. The proposed approach integrates methods of information flow analysis, semantic text analysis,
graph theory, complex network analysis, and regression analysis. The general research framework comprises five
interconnected stages, each of which utilizes the results of the preceding one and forms the foundation for the subsequent
one.

Stage 1. Formation and Preprocessing of the Document Corpus.

In the first stage, a thematic document corpus from the InfoStream information system for the period 2011-2025
was formed (Fig. 1). The sampling was performed utilizing the Retrieval-Augmented Generation [52] architecture based
on the search query: "fraudster&(phishing|virus|internet@)/1/fraud)/botnet", which ensured the formation of a corpus
comprising 51,755 relevant documents in the Ukrainian language.

—] y= B
=== Document Retrieval e
InfoStream = (RAG) — Lemmatization, N =51,755
2011-2025 N = 51755 stop-word removal, Structured Document
' normalization, Corpus
concept extraction D={d,d,...d}

Fig. 1. Formation and preprocessing of the document corpus

To ensure the representativeness of the information space, the query encompassed the primary directions of internet
fraud, including phishing attacks, malware, social engineering, and financial fraudulent schemes. During the
preprocessing stage, text lemmatization, stop-word removal, terminology normalization, duplicate elimination, and
concept extraction were performed. The result of this stage is a structured corpus D = {dl, dz____dn}, where (N = 51755).

Stage 2. Construction of Temporal Semantic Networks (Fig. 2).

The document corpus was divided into three temporal subsets: D; (2011 — 2015), D,(2016 — 2020), D;(2021 —
2025). Additionally, an integral corpus Ds = D; U D, U D; was formed, which is utilized to investigate the stable
conceptual core of the subject domain.

D4 (2011-2015) D, (2016-2020) D3 (2021-2025) Dy =D;UD,UD;3
Network G, Network G, Network Gg Integral Network Gy

Fig. 2. Temporal segmentation of the document corpus and formation of semantic networks

For each subset and the integral corpus, a semantic network was constructed based on the statistically significant co-
occurrence of concepts within the documents. The nodes of the network correspond to concepts (nouns and noun phrases),
while the edges characterize the strength of the semantic connections between them, determined by the frequency of their
co-occurrence within a specified context window.

Stage 3. Topological Analysis of Semantic Networks (Fig. 3).

For each constructed network, a set of topological characteristics describing the structural properties of the graph
was calculated. Specifically, degree centrality, betweenness centrality, eigenvector centrality, PageRank, clustering
coefficient, modularity, and other integral network characteristics were determined.
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Fig. 3. Topological metrics applied for the structural analysis of semantic networks

The obtained metrics were utilized to determine the conceptual core of the subject domain, evaluate the structural
role of individual concepts, analyze thematic clusters, and investigate the complexity of the information space's semantic
structure.

Stage 4. Analysis of the Structural Evolution of Semantic Networks (Fig. 4).

In the fourth stage, a comparative analysis of the temporal semantic networks constructed for the three consecutive
time intervals was performed. The changes in the set of concepts, the transformation of thematic clusters, the evolution
of central concepts, and the restructuring of the inter-cluster connection system were investigated.

>
7

W

Comparison of networks Changes in Evolution of central Reconstruction of inter- Hypothesis of structural
G, G, G, concept sets and concepts cluster connections heredity
clusters

Fig. 4. Analytical workflow for investigating the structural evolution of semantic networks

Based on the obtained results, the hypothesis of structural continuity of the semantic network was formulated,
according to which the development of the subject domain occurs predominantly through the gradual modification of
existing semantic structures. Simultaneously, a significant portion of the conceptual core is preserved across successive
temporal slices, whereas new concepts are integrated into already established thematic clusters, altering their internal
structure.

Stage 5. Forecasting the Evolution of the Semantic Network (Fig. 5).

The final stage is dedicated to constructing a predictive model for the structural evolution of the internet fraud
semantic network. The forecasting is based on a structural transformation operator, which describes the emergence of
new concepts, the formation of new semantic connections, the alteration of existing edge weights, and the transformation
of the structural roles of concepts.

Topological
E% information ¢
7 v
Temporal Q 4

|~ dynamics of

Structural Retrospective
information flow : Forecast of new Forecasted ) P .
transformation validation
operator concepts and network ‘ "
Semantic connections G, (comparison witl
4} assessments (AG) real network)

(LLM)

Fig. 5. Predictive framework for forecasting the structural evolution of semantic networks

Forecasting is carried out by integrating three complementary sources of information: the topological characteristics
of the semantic network, the temporal dynamics of the information flow, and the semantic assessments generated by large
language models. The output of the algorithm is the forecasted semantic network for the subsequent time interval, which
contains a set of new concepts, new semantic connections, and their forecasted topological characteristics.

The reliability of the proposed model is evaluated using the retrospective validation method, which involves
forecasting the semantic network of the next time interval exclusively based on data from preceding periods, followed by
a comparison between the forecasted and actually constructed networks. Such an approach ensures an objective
assessment of forecasting accuracy and confirms the reproducibility of the proposed methodology.

Thus, the proposed general research framework encompasses the full analytical cycle—from the formation of a text
document corpus to the construction, analysis, forecasting, and experimental validation of temporal semantic networks.
This establishes a unified methodological foundation for investigating the evolution of internet fraud and can be applied
to other subject domains represented by large datasets of textual data.
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3.2. Mathematical Model of the Semantic Network

The semantic network is formally defined as a weighted undirected graph G = (V, E, W), where:

V ={vl,v2,..,vn} is the set of nodes, each corresponding to a unique concept c; ;

E < V XV is the set of edges, where an edge e;; = (v;,v;) exists if the concepts ¢; and ¢; co-occur within the
same context more frequently than a specified threshold value;

W:E — R is the edge weight function determining the strength of the semantic connection.

The edge weight w;; is calculated based on the normalized co-occurrence frequency of the concepts:

W = L (1)

Yo Treoreep

where isf (ci , cj) the number of co-occurrences of concepts ¢; and ¢; within a context window of size k words, and
f(c;) and aref (c;) the overall occurrence frequencies of the corresponding concepts in the corpus.

The proposed weighting function is based on the classical Pointwise Mutual Information (PMI), which is widely
used to quantify the semantic association between concepts. The original PMI measure is defined as

P(cuc))
P(Ci)P(Cj)

PMI(c;,¢j) = )

where P(Ci, cj) denotes the joint probability of concepts ¢; and ¢; , whereas P(c;) and P(cj) are their marginal
probabilities.

This formula is a modification of the Pointwise Mutual Information (PMI) measure and ensures the normalization
of weights within the range [0,1].

To ensure comparability between different graph characteristics, all numerical indicators are normalized to the
interval [0,1] using min-max normalization

X—Xmin
X, = — 3
norm xminmaxv ( )

where x denotes the original graph measure and x,,,, its normalized value.
For each network G, three centrality metrics are determined:
Degree Centrality of node v; is defined as:

a i
Cp(;) = 22220 )

where isdeg (v;) = |{vj EV:(v,v;) EE }| the node degree. The metric reflects the "popularity” of the concept, i.e., the
number of other concepts with which it is semantically connected.
Betweenness Centrality of node v; is defined as:

Ca(v) = ——— Frey 2L )

m-D(n-2)"7 ., st

where isay; the total number of shortest paths between nodes v, and gy, isog. (v;) the number of those shortest paths
between and that pass through .v,v,v; The metric captures the role of a concept as a "bridge" between different semantic
clusters.

Eigenvector Centrality of node v; is defined as the i — th component of the eigenvector of the adjacency matrix A
corresponding to the largest eigenvalue A,,4,:

1
Amax Zj=q a;j-Ce(vj)

Ce(vy) = (6)

where is an element of the adjacency matrixa;; (a;; = wy;, if (vi,vj) € E, otherwise a;; = 0). The metric reflects the
"influence" of a concept, considering the importance of its neighbors.

To identify transformation points between types of fraud, we introduce the notion of a bridge node. A bridge node
between periods t;, and t;, is defined as a concept ¢ for which the following condition holds:

c*= argmax (Cét""“) (v) — Cétk) (Ul-)) (7

ViEVtantk+1
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where V;, and areV;,  the node sets of the networks in the corresponding periods, and Clgtk) and are Clgt"“) the

betweenness centrality values in the respective networks. A bridge node identifies a concept that assumes a key role in
the transformation of fraudulent practices.

3.3. Mathematical Model of Temporal Semantic Network Evolution

One of the primary characteristics of the information space describing internet fraud is its continuous evolution. The
content of informational messages, the repertoire of utilized concepts, and the nature of the relationships between them
undergo changes as a result of digital technology development, the emergence of new services, and the adaptation of
fraudulent schemes to the modern information environment. Therefore, the object of modeling in this study is not an
individual concept or document, but rather the semantic network formed on the basis of a collection of documents from
a specific time interval.

Let the information flow be divided into a sequence of time intervals

T ={t;,ty..., tn} 8)
for each of which a semantic network is constructed
Gt = (Vt' Et' Wt) (9)

where is V; the set of concepts extracted from the documents of period t; is E; € V; X V; the set of semantic connections
between the concepts; is W,: E, » R* the weight function characterizing the intensity of the semantic interaction between
the corresponding nodes.

Thus, each time interval corresponds to a distinct state of the subject domain, represented as a weighted graph.

Unlike classical time series models, where changes in individual numerical parameters are analyzed, this paper
investigates the evolution of the entire graph structure. This implies that during the transition to the subsequent time
interval, not only may the weights of the connections change, but also the very set of concepts and the structure of their
interrelations.

From a mathematical perspective, the transition between two adjacent temporal slices is described by the equation

Gevr = G @ AG, (10)

where AG, = (4V,, AE,, AW,) is the structural evolution operator of the semantic network.
For computational purposes, the structural evolution operator can be represented as

AG = (AV, AE, AW) (11)

where
AV denotes newly appearing and disappearing concepts,
AE represents newly created and removed semantic relationships,
AW corresponds to changes in the weights of the preserved semantic connections.

Accordingly, the weighted adjacency matrix evolves according to
Ay = A +4A (12)

where A, and A;,, are the adjacency matrices of consecutive temporal semantic networks and AA represents the
structural modifications introduced during the transition.
The component Ay, characterizes the changes in the set of concepts:

AVy = (4V,_, AVy) (13)

where AV, — represents the concepts that emerged in the new time interval, and AV;_ — denotes the concepts that have
lost relevance or ceased to be statistically significant.

Analogously, AE, = (4E;_, AE,,) describes the emergence of new and the disappearance of existing semantic
connections between concepts.

The component AW, characterizes the alteration in the weight values of the connections remaining within the
network.

Thus, the operator AG, entirely determines all structural changes occurring within the semantic network over a single
time interval.
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The comparative analysis of the temporal semantic networks, presented in the subsequent sections of this paper,
demonstrates that the evolution of the subject domain exhibits pronounced structural continuity. The majority of the
concepts forming the conceptual core of the network are preserved across multiple consecutive time intervals, whereas
new concepts predominantly emerge in the vicinity of already established thematic clusters. This allows for the
formulation of the hypothesis of structural continuity for the semantic network.

Hypothesis 1. The evolution of the semantic network occurs through the local modification of the pre-existing
structure. Concurrently, the semantic core of the network is preserved, and the primary changes are described by the
structural evolution operator AG,.

From this hypothesis, it directly follows that

Veer =V VAV \AV, - (14)
as well as
Eryy = Ec UAE \AE, (15)

Therefore, the task of forecasting the future state of the network can be reduced to forecasting the operator 4G,,
since once it is determined, the forecasted network is uniquely calculated from the relation

Geyr = G D 4G, (16)
If the conceptual core of the network is preserved between two adjacent time intervals, i.e.,
[Ve N Viegq| >> AV (17)

then the task of forecasting the future semantic network is equivalent to the task of forecasting the structural evolution
operator AG;. Indeed, from the equation G,,; = G @ AG, , we directly obtain G, = G, © AG;, where © denotes the
difference between the two networks. Since the majority of nodes and connections transition to the subsequent time
interval without significant changes, the information regarding the network's development is entirely determined precisely
by the structural change operator. Thus, instead of reconstructing the entire future network, it is sufficient to forecast the
operator AG, , after which the network of the subsequent time interval is uniquely determined from the structural evolution
equation.

The derived mathematical model forms the foundation of the forecasting approach proposed in this paper. Unlike
traditional time series analysis models, it allows for forecasting not individual statistical characteristics of the information
flow, but directly the structure of the future semantic network, including the emergence of new concepts, the formation
of new connections, and the transformation of thematic clusters.

3.4. Methodology for Constructing Semantic Networks Based on an Agentic LLM System
A. System Architecture

For the automated extraction of concepts and the construction of semantic networks of fraudulent schemes, this study
employs a multi-agent system implemented using the AgentFlow architecture—an orchestration framework for
specialized LLM agents performing isolated functions within a unified processing pipeline. This approach allows for
overcoming a fundamental limitation of classical LLMs—the propensity for hallucinations—by distributing responsibility
among the agents and applying rigorous verification mechanisms at each stage.

The system consists of twelve agents organized into four functional layers:

. Concept extraction layer: four parallel extractor agents, each specializing in a distinct semantic category (tools,
objects, actions, consequences).

. Normalization and verification layer: agents ensuring the linguistic unification of terminology and the literal
grounding of concepts within the source texts.

«  Network construction layer: agents for connection detection, aggregation, and the filtering of weak edges.

«  Result export layer: agents for GEXF file generation and final quality control.

A key architectural feature is the principle of forced grounding: no concept enters the final network without literal
confirmation in the source document. This is achieved through the application of a dedicated verifier agent that functions
as a final hallucination filter.

Agent orchestration is implemented through a declarative prompt description in the AgentFlow format. Each agent
has a clearly defined role, logic, inputs, and outputs. Inter-agent communication is represented as a directed call graph.

The interaction between agents follows a sequential message-passing protocol. Each agent receives structured JSON
input from the preceding stage and produces standardized JSON output for the subsequent stage. In the event of conflicting
extraction results, priority is assigned to concepts confirmed by the verifier agent through literal grounding in the source
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documents. Concepts or semantic relations lacking textual evidence are discarded before network construction.

The advantages of this approach compared to monolithic LLM prompting include: (1) minimizing the cognitive load
on the model by focusing on a single task; (2) ensuring the reproducibility of results; (3) simplifying the verification and
debugging of each stage; and (4) enabling the parallel execution of independent operations.

B. Concept Extraction

In the first processing stage, four extractor agents operate in parallel on each document from the input dataset D =
{di,dy,...,dy}:

. tools_extractor 002 — extracts concepts of the categories: technologies, software, websites, platforms,
messengers, communication channels, devices, and payment systems;

. objects extractor 003 — extracts attack objects: bank cards, accounts, payment details, personal data, passwords,
PIN codes, CVV codes, documents, and cryptocurrency;

« actions_extractor 004 — extracts attacker actions: fund transfers, data entry, telephone calls, message sending,
registration, and software installation;

. consequences_extractor 005 — extracts consequences for victims: loss of funds, account blocking, account
access, and data theft.

AGENT 2 AGENT 3 AGENT 4 AGENT 5

extractor_tools_002 extractor_targets_003 extractor_actions_004 extractor_impacts_005

N &

FRAUD TOOLS AT CONSEQUENCES
v Technologies Bank cards Fund transfer v Loss of funds
v Software Accounts Data entry v Account blocking
v Websites Credentials Phone call v Access to account
v Platforms Personal data Message sending v Data theft
v Messengers Passwords Registration
~ Communication PIN codes Software installation
channels CWV codes
v Devices Documents

v Payment systems Cryptocurrency

Fig. 6. Multi-agent architecture for parallel concept extraction by semantic categories

Unlike classical Named Entity Recognition (NER) approaches, where the model generates generalized entities, the
agents are prohibited from creating new concepts, generalizing, or substituting specific terms with abstract notions. Only
those concepts that are literally present within the text of the document are incorporated into the network. Each agent
returns a list of concepts along with a reference to their position in the text (span), thereby ensuring subsequent verification.

C. Normalization and Verification

Following extraction, the concepts undergo linguistic normalization, which is executed by the normalizer 006 agent.
Normalization entails reducing morphological variants to their canonical form:

"bank card", "bank cards", "with a bank card" — normalization: "bank card"
Only the following transformations are permitted: singular < plural, grammatical case forms, capitalization, and

obvious orthographic duplicates. It is prohibited to create new nodes, perform semantic generalization, or alter the
meaning of the concepts.
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Fig. 7. Process of linguistic normalization and literal grounding verification

Following normalization, the concept verifier 010 agent additionally verifies the presence of each concept (or its
normalized form) within the source document. All nodes lacking literal confirmation are removed, along with their
incident edges. Edges are subjected to an analogous verification process—each must possess a textual justification
(evidence span). This mechanism ensures the self-consistency of the system and reduces the hallucination rate to a level
comparable to expert annotation.

D. Construction of the Semantic Network

The semantic network is formally defined as a weighted undirected graph:
G=(V,EW) (18)

where is V = {v;, v,,..., v, } the set of concepts (nodes);E = {ey, e,..., e, } is the set of semantic connections (edges);
W = {w;,w,,...,w,, }— denotes the edge weights.
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Fig. 8. Pipeline for semantic connection detection, aggregation, and weak edge filtering

The connection_detector_007 agent creates an edge between concepts v; and v; only under one of the following
conditions:

«  the concepts co-occur within the same sentence;
. adirect semantic connection, explicitly expressed in the text, exists between them.

The edge weight is determined as the number of confirmed co-occurrences w;; = f;;, where is f;; the number of
documents in which concepts v; and v; are established as connected.
The weak connection_filter 009 agent removes edges with a weight below a threshold value:
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wj < 6y,6,, =2 (19)

Such filtering eliminates episodic and random connections, retaining only stable semantic pairs.
The network aggregator 008 agent merges the networks of individual documents G, into a single integral network:

Gy = UL, Gy (20)
Following the merger, three operations are executed:

« duplicate elimination—identical nodes and edges from different documents are merged;
. edge aggregation—the weights of edges between identical concept pairs are summed;
. frequency calculation—the number of documents in which each node appears is calculated.

The result is a global set of nodes V5 and edges E5 , where each edge possesses an attribute t(e) € {1,2,...,m}—
the set of documents in which this connection was observed. This allows for distinguishing between stable connections
(z(e) » 1) and ephemeral ones (t(e) = 1).

E. Result Format

The final stage is the generation of the network in the GEXF (Graph Exchange XML Format) format, which serves
as a standard for graph exchange and is supported by Gephi visualization tools. The gexf generator 011 and
moderator 012 agents sequentially construct the XML structure:

<node id="..." label="..."/>

<edge source="..."target="..."weight="..."/>

AGENT 11 AGENT 12 FINAL QUTPUT

gexf_generator_011 network_auditor_812 gexf_network

> Q <
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standard GEXF “ Ensures all concepts layouting in Gephi
(XML-based) graph literally exist in text © ERROR LOOP “ Edge thickness corresponds
structure “ Validates that no isolated to connection weight
> Exports verified concepts exist

concepts as graph

“ Confirms all edges are
nodes

contextually justified
’ Maps final weights to

“ Validates structural
graph edges

integrity for Gephi m w
Fig. 9. Automated quality control and GEXF format generation process
The moderator performs a final integrity check:

. all nodes are present in the source texts;

. fabricated concepts and generalizations are absent;
. all edges possess textual justification;

. all weights are correct;

. the GEXF file is valid and opens in Gephi.

Upon detection of any error, a return to the connection_detector 007 agent is executed to re-establish the connections.
In the event of successful verification, the network is approved and exported.

The network is exported in the GEXF format and analyzed using Gephi tools, which allows for the application of
the standard graph theory framework to calculate centrality metrics (Degree, Betweenness, Eigenvector), identify clusters
and bridge nodes, as well as conduct temporal analysis of the evolution of fraudulent practices.

The application of the AgentFlow agent architecture ensures the scientific reliability of the results: forced grounding
on real documents, multiple verification, and pipeline modularity allow for reducing the hallucination rate to a level
acceptable for the temporal analysis of complex sociotechnical phenomena, while maintaining a high recall of concept
extraction.

The principal parameter values employed throughout the proposed methodology are summarized in Table 1. These
parameters define the semantic network construction process, weak edge filtering, and the weighting functions used
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during forecasting.

Table 1. Principal hyperparameters used in the forecasting algorithm

Parameter Description Value (words) Selection method
6 Minimum co-occurrence threshold 2 Empirical
T Weak edge filtering threshold 2 Retrospective validation
B Structural/textual weighting coefficient 0.6 Empirical
pr,p2,p3 Integrated forecasting weights 0.40/0.30/0.30 Expert tuning
ol ...04 Structural compatibility weights 0.25 each Equal weighting
k Context window size 10 words Empirical

4. Results of the Experimental Study

4.1. Characteristics of Semantic Networks

Based on the aggregated dataset from the search engine for the period 2011-2025 (total corpus volume N = 51,755
documents), four semantic networks were constructed. The statistical characteristics of the networks are presented in
Table 2.

Table 2. Statistical characteristics of semantic networks

Period Number of nodes | V] | Number of edges |£| Avera%eé)degree Clustermgg oefficient Network density p
2011-2015 83 89 2.12 0.021 0.026
2016-2020 116 126 2.14 0.10 0.019
2021-2025 129 147 2.28 0.11 0.018

Integral (2011-2025) 292 362 2425 0.069 0.008

The analysis of Table 2 reveals two key trends. First, the clustering coefficient C increases from 0.021 to 0.11, which
indicates the formation of denser semantic clusters and the strengthening of the internal connectivity of fraud types.
Second, the network density p remains relatively stable (0.026—0.018), indicating the preservation of a sparse structure
alongside a simultaneous increase in the absolute number of nodes and connections.

The integral network G5 contains 292 unique concepts, of which only 8 (2.74% — email, password, bank card, SMS
message, CVV code, advertisement, loss of funds, passwords, phishing) occur in all three temporal slices, which confirms
the high dynamics of change within the conceptual core of fraud.

4.2. Analysis of the Period 2011-2015: The Era of Local Phishing Schemes

The semantic network G; (2011-2015), formed on the basis of a dataset of 6,056 documents (0.00373% of the total
information flow of the InfoStream system), is characterized by a star-like topology with a pronounced center (Fig. 10).
The top 10 nodes according to the Degree Centrality (Cp) are presented in Table 3.

Table 3. Top 10 nodes of the network G; (2011-2015) according to the metric C),

Rank Concept Cp Cy Cg Number of connections
1 bank card 0.11 0.515 1 9
2 phishing website 0.073 0.242 0.38 6
3 bank employee 0.061 0.130 0.31 5
4 fraud 0.061 0.010 0.09 5
5 password 0.061 0.311 0.55 5
6 card number 0.049 0.209 0.54 4
7 online purchase 0.049 0.197 0.63 4
8 sale advertisement 0.049 0.057 0.40 4
9 trojans 0.049 0.008 0.08 4
10 fraudulent emails 0.049 0.172 0.15 4

The analysis of Table 3 reveals the dominant role of the concepts bank card (attack object Cp, =0.11, Cp =0.515),
phishing website (Cp, =0.073, Cg =0.242), and password (Cp =0.061, Cz =0.311); the phishing website acts as the primary
communication channel between fraudsters and victims. The high betweenness centrality value of the phishing website
concept (Cg =0.242) indicates that the phishing website serves as a critical bridge between various semantic clusters:
financial (bank card, card number, account balance), operator-related (OLX.ua, Kyivstar), and emotional (loss, win, gift).
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Fig. 10. Semantic network corresponding to the period 2011-2015
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The network G; has a low clustering coefficient (€=0.021), which reflects the primitive structure of fraudulent
schemes: there is an absence of deep integration between different types of deception. The primary scheme is mass
phishing via SMS messages containing notifications about a "card block" or a "lottery win".

Emotional triggers (win, gift, limit increase) serve to suppress the victim's critical thinking. These concepts remain
stable throughout the entire studied period, confirming the immutability of the psychological foundation of the
manipulation.

4.3. Analysis of the Period 2016—2020: The Era of Integrated Payment Attacks

The semantic network G, (2016-2020), which was formed on the basis of a dataset of 11,882 documents (0.00724%
of the total information flow of the InfoStream system), demonstrates a significant structural transformation (Fig. 11).
The top 10 nodes according to the metric are presented in Table 4.

A comparison of Tables 3 and 4 reveals a fundamental paradigm shift. There is a transition from fraud centered
around the bank card to attacks on the payment infrastructure. In 2011-2015, the primary object was the bank card itself:
card number; password; bank employee; the card as a physical attribute. In 2016—2020, the focus shifted to payment fraud,
card data, PIN, and debiting of funds. That is, criminals are no longer interested in the card itself, but rather in the ability
to execute a transaction. Semantically, it can be stated that in 2011-2015, user-oriented fraud dominated, focused on
deceiving the individual and stealing bank card details. Typical scenarios are associated with telephone calls from a "bank
employee", fake sale advertisements, fraudulent emails, and trojan programs.

Table 4. Top 10 nodes of the network G, (2016-2020) according to the metric Cp

Rank Concept Cp Cy Cg Number of connections
1 payment fraud 0.113 0.974 1.000 13
2 confidential information 0.070 1.436 0.701 8
3 card data 0.043 0.617 0.350 5
4 debiting of funds 0.043 0.675 0.349 5
5 malicious software 0.043 0.890 0.529 5
6 PIN code 0.035 0.664 0.415 4
7 fraudulent websites 0.035 0.191 0.129 4
8 phishing emails 0.035 1.262 0.486 4
9 online purchases 0.035 0.007 0.143 4
10 DDosS attacks 0.035 0.003 0.032 4
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Fig. 11. Semantic network corresponding to the period 2016-2020

In 20162020, a payment-cybernetic model of fraud emerges. The focus shifts from the physical card to its digital
credentials and confidential data; phishing becomes the primary compromise mechanism, the use of malicious software
expands significantly, and DDoS attacks, along with other elements of complex cyber operations, enter the criminals'
arsenal. The main goal is no longer simply obtaining information, but the direct unauthorized debiting of funds.

From a broader perspective, this can be interpreted as a transition from the first generation of internet fraud,
dominated by social engineering and isolated deception schemes, to a second generation, in which fraud becomes part of
an organized cybercriminal ecosystem that combines social engineering, malicious software, and attacks on the payment
infrastructure. This specific change is the most fundamental between the two studied periods.

The significant increase in the clustering coefficient indicates a transition from relatively isolated methods of internet
fraud to integrated multi-step attack scenarios. While in 2011-2015 individual methods (phishing, trojans, fraudulent
emails, telephone calls, sale advertisements) predominantly functioned as independent schemes, in 2016-2020 they were
increasingly combined into unified technological chains aimed at compromising payment data and directly stealing funds.
This evidences the professionalization of cybercrime, the standardization of attack scenarios, and the formation of stable
functional modules within the semantic structure of the subject domain.

4.4. Analysis of the Period 2021-2025: The Era of Multichannel Digital Fraud Campaigns

The semantic network G; (2021-2025), which was formed on the basis of a dataset of 32,215 documents (0.0239%
of the total information flow of the InfoStream system), is characterized by the greatest complexity (Fig. 12). The top 10
nodes according to the metric are presented in Table 5

Table 5. Top 10 nodes of the network G5 (2021-2025) according to the metric Cp,

Rank Concept Cp Cy Cy Number of connections
1 phishing link 0.086 1.977 1.000 11
2 bank card 0.070 0.926 0.883 9
3 personal data 0.063 0.714 0.630 8
4 call centers 0.063 0.042 0.141 8
5 password 0.055 1.059 0.590 7
6 account 0.047 1.477 0.614 6
7 CVV code 0.047 0.327 0.531 6
8 SMS 0.039 0.382 0.176 5
9 Telegram bot 0.039 0.964 0.170 5
10 online banking 0.039 1.261 0.359 5
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Fig. 12. Semantic network corresponding to the period 2021-2025

Compared to the previous period, the network demonstrates further complexification of the structure of
interconnections between concepts and the formation of densely integrated thematic clusters, which reflect the complex
nature of modern internet fraud schemes. While in 20162020 the central concepts were "payment fraud", "confidential
information", "card data", "debiting of funds", "malicious software", and "PIN code", in 2021-2025 the center of the
semantic network shifted to the concepts "phishing link", "personal data", "call centers", "Telegram bots", "online
banking", "CVV code", "bank card details", and "passwords". This indicates a transition from predominantly payment-
oriented attacks to multichannel social engineering campaigns, in which phishing links, messengers, SMS messages, web
resources, and fraudulent telephone call centers are utilized as mutually complementary elements of a single scheme.

Simultaneously, the role of personal data theft grows as a universal resource for subsequent fraudulent operations,
and remote banking services and digital payment tools increasingly become the objects of attacks. Thus, the semantic
structure of the network reflects the evolution of internet fraud from isolated payment attacks to an integrated digital
ecosystem that combines various communication channels, social engineering tools, and modern online platforms within
the framework of unified multi-stage scenarios.

4.5. Semantic Transformation Points and Bridge Concepts

To identify patterns in the evolution of internet fraud, an analysis was conducted on concepts acting as bridge nodes,
meaning they provide a semantic connection between adjacent temporal networks and reflect the directions of
transformation in fraudulent schemes. Unlike concepts characteristic only of a specific period, bridge nodes retain their
significance during the transition between temporal slices, while simultaneously altering their own structural environment
and functional role within the network.

The analysis of Table 6 demonstrates two principal transformation points in the subject domain. The transition from
the 2011-2015 network to the 2016—2020 network is characterized by a shift in the primary object of attacks. While in
the first period the central position was occupied by the concepts "bank card", "card number", "password", "phishing
website", and "bank employee", in the second period they transform into more specialized concepts: "card data", "PIN
code", "conﬁdential information”, "debiting of funds", and "payment fraud". This indicates a change in the logic of
fraudulent schemes: from obtaining individual bank card details to the comprehensive compromise of payment data with
the direct execution of unauthorized financial operations.

The second transformation stage, corresponding to the transition from 2016—2020 to 2021-2025, demonstrates an
even deeper restructuring of the network's semantic structure. While retaining the importance of the concepts "confidential
information" and "card data", the network is supplemented by new central concepts: "personal data", "phishing link",
"SMS", "link", "account", and "fraudulent payments". Simultaneously, the number of connections between individual
thematic groups grows significantly, indicating the integration of various social engineering channels within unified
multi-stage attack scenarios.
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Table 6. Main bridge nodes between temporal slices of the semantic network

Transition Main bridge nodes Semantic transformation
bank card — card data;
2011-2015 — 20162020 password — PIN code; Transition from classic card phishing to
(G1 = Gy) phishing website — phishing emails; complex payment fraud

trojans — malicious software
confidential information — personal data;
2016-2020 — 2021-2025 email — phishing links; Transition to multichannel social engineering
(G = G3) card data — fraudulent payments; and digital fraud campaigns
phishing emails — SMS and phishing links

Thus, the results of the semantic analysis allow for the identification of three consecutive stages in the evolution of
internet fraud. The first is characterized by the predominance of classic card phishing, focused on stealing bank card
credentials. The second reflects the emergence of complex payment fraud, which combines phishing technologies,
malicious software, and the compromise of payment information. The third stage corresponds to the formation of
multichannel digital fraud campaigns, where SMS messages, phishing links, web resources, and other digital
communication channels are utilized simultaneously, and the primary target becomes the user's personal data alongside
the subsequent execution of fraudulent financial operations.

The obtained results align with the topological characteristics of the semantic networks. The growth in their density,
clustering, and interconnectivity confirms that modern internet fraud has evolved from relatively isolated schemes to a
complex digital ecosystem, in which individual methods of social engineering, phishing, and payment fraud function as
interconnected components of a unified user compromise process.

4.6. Dynamics of Key Concept Centrality

To investigate the evolution of internet fraud, the change in the centrality of concepts across three semantic networks,
constructed for the periods 2011-2015, 2016-2020, and 2021-2025, was analyzed. The comparison of the networks was
carried out using relative centrality indicators, which allowed for tracking the changing role of individual concepts
regardless of the increase in the overall size of the network.

The analysis results show that despite significant updates to the subject domain, a number of concepts maintain high
centrality throughout the entire studied period. These include bank card, password, phishing, email, SMS, advertisement,
and loss of funds. These concepts form the invariant core of the semantic network, reflecting the relative stability of the
basic mechanisms of social engineering, regardless of the technological evolution of fraudulent schemes.

At the same time, the centrality of individual concepts demonstrates characteristic changes that reflect the
transformation of methods for committing fraud. In the 2011-2015 network, the concepts "bank card", "card number",
"password", "phishing website", "bank employee", and "sale advertisement" dominated, characterizing classic card fraud
schemes and phishing web resources.

In the 2016-2020 period, a shift of the network center towards the concepts "payment fraud", "card data",
"confidential information", "PIN code", "debiting of funds", and "malicious software" is observed. This indicates the
growing role of complex payment attacks, in which social engineering is combined with technical means of user
compromise.

The most significant changes are observed in the 2021-2025 network. Alongside traditional concepts, the concepts
"personal data", "phishing link", "link", "SMS", "account", "confidential information", and "fraudulent payments" take a
central place. At the same time, the centrality of individual payment details somewhat decreases, while the role of concepts
related to the user's digital identity and multichannel social engineering grows. Such a restructuring aligns well with the
growth in the clustering of the semantic network, as was shown in the previous subsection.

Thus, the dynamics of centrality demonstrate not merely a change in the popularity of individual fraud methods, but
a gradual restructuring of the entire semantic structure of the subject domain. While in the first period the central elements
were predominantly individual objects of attacks (bank card, password, card number), subsequently, centrality transitions
to concepts characterizing the interaction between various stages of fraudulent scenarios (confidential information,
personal data, phishing links, fraudulent payments). This evidences the transition from local fraudulent schemes to
integrated digital campaigns that utilize multiple interconnected channels of influence on the user.

The comparative analysis of centrality also shows that the core of concepts related to the psychological mechanisms
of social engineering remains unchanged throughout the entire studied period, while the periphery of the network is
constantly updated in accordance with the development of digital services and payment technologies. This confirms that
the evolution of internet fraud occurs predominantly through the complexification of attack scenarios and the integration
of new technological tools, rather than through a complete replacement of the basic mechanisms of influence on the
potential victim.

Based on the results of the conducted research, the following main conclusions can be formulated:

«  Growth of structural complexity. Semantic networks of internet fraud demonstrate a gradual increase in the
number of concepts, the connections between them, and the clustering coefficient, indicating the formation of
increasingly complex multi-stage fraudulent scenarios.

«  Evolution of dominant fraud models. During the studied period, three consecutive stages of development are
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traced: classic card fraud (2011-2015), complex payment fraud (2016-2020), and multichannel digital social
engineering campaigns (2021-2025).

«  Semantic transformation points. The transition between temporal slices is accompanied by a change in central
concepts: from bank card details to payment data, and subsequently to personal data, digital communication
channels, and complex user compromise scenarios.

«  Stability of the semantic core. Despite the significant evolution of technologies, concepts related to phishing,
bank cards, passwords, and social engineering remain central in all three temporal networks, confirming the
continuity of the basic mechanisms of fraud.

. Complexification of interconnections between concepts. The growth in the centrality of concepts related to
personal data and the simultaneous increase in network clustering indicate that modern internet fraud functions
as an integrated digital ecosystem, in which individual methods of social engineering, phishing, and payment
fraud are combined into interconnected multi-stage scenarios.

The obtained results create an empirical foundation for constructing a predictive model, which will be presented in
the next section.

5. Spatiotemporal Representation of the Dynamics of Conceptual Models of Internet Fraud

5.1. Formulation of the Visualization Problem

The quantitative analysis of the topological characteristics of semantic networks, presented in the previous section,
allowed for identifying the patterns of change in concept centrality, connection density, and clustering level. At the same
time, numerical indicators do not provide the opportunity to directly observe the spatial restructuring of the subject domain
and the emergence of new thematic clusters.

To overcome this limitation, the method of spatiotemporal representation of semantic networks was applied, based
on the comparison of three independently constructed networks corresponding to the time intervals of 20112015, 2016—
2020, and 2021-2025. Such an approach allows for simultaneously evaluating the change in network structure, the
position of central concepts, the density of local connections, and the emergence of new thematic areas.

Unlike traditional time charts that reflect the dynamics of individual indicators, spatial representation demonstrates
the evolution of the entire semantic structure of the subject domain, preserving information about the mutual arrangement
of concepts and the nature of their connections.

5.2. Comparative Visualization of Temporal Semantic Networks

For each studied period, a separate semantic network was constructed, the nodes of which are concepts, and the
edges are the connections of their co-occurrence in documents. To ensure a correct comparison, all networks were
visualized using identical parameters for the spatial placement of nodes, scaling, and color coding.

Figures 10-12 present the spatiotemporal representation of the three semantic networks, reflecting the evolution of
the subject domain over the studied period.

Visual comparison demonstrates a gradual complexification of the network structure. While in the first period several
relatively isolated thematic groups prevail, in the second period the number of intercluster connections significantly
increases. The most complex is the 2021-2025 network, in which the majority of central concepts simultaneously belong
to several thematic clusters.

In the first temporal slice, the core of the network is formed around the concepts "bank card", "password", "card
number", "phishing website", "bank employee", and "sale advertisement", which corresponds to classic models of card
fraud.

In the second period, the network core shifts to the concepts "payment fraud", "card data", "confidential information",
"PIN code", "debiting of funds", and "malicious software", which form a more connected structure of payment fraud.

The most significant changes occur in the 2021-2025 network. The central position is occupied by the concepts
"personal data", "phishing link", "SMS", "link", "confidential information", "account", and "fraudulent payments". They
simultaneously belong to several thematic clusters, acting as integrating nodes of the semantic network.

The comparison of the three spatial models also confirms the results of the topological analysis. With the increase
in the number of concepts, there is not only an expansion of the network but also a significant densification of intercluster
connections, which is manifested in the growth of the clustering coefficient and the formation of a large connected
component. This indicates a transition from relatively autonomous methods of internet fraud to complex multi-stage
scenarios that integrate various mechanisms of social engineering and digital attacks.

6. Forecasting the Evolution of the Semantic Network of Internet Fraud

The conducted analysis of the three temporal semantic networks showed that the evolution of internet fraud has a
pronounced regular character and is not reduced to the random emergence of new schemes or isolated methods of
deception. The comparison of networks constructed based on the materials of information flows from 2011-2015, 2016—

2020, and 2021-2025 indicates the preservation of the semantic core of the subject domain alongside the simultaneous
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gradual expansion of its periphery with new concepts and connections. This allows for considering the development
process of internet fraud as a continuous structural transformation of the semantic network.

In previous sections, it was established that new concepts do not emerge in isolation, but integrate into already
formed thematic clusters, altering their internal structure and the system of intercluster connections. Thus, the analysis of
documents from different time periods demonstrates a gradual evolution from fraud oriented towards bank card details
and telephone calls from "bank employees" to complex multichannel schemes that utilize phishing links, personal data,
online platforms, cryptocurrency services, and other digital tools. At the same time, the basic mechanisms of social
engineering remain practically unchanged; only the technological environment of their implementation changes.

Unlike traditional approaches that forecast the number of incidents or time series of individual indicators, this work
proposes forecasting the evolution of the semantic network—that is, the emergence of new concepts, the formation of
new connections between them, the changing role of existing concepts, and the restructuring of thematic clusters. Such
an approach relies on the assumption of the structural continuity of semantic networks, according to which each
subsequent state of the network is formed by modifying the previous one, rather than through its complete restructuring.

The practical foundation of the proposed approach is the document datasets of the InfoStream information system,
which contain publication timestamps. This creates the opportunity not only to construct a predictive model but also to
retrospectively verify it. In particular, a network formed based on documents from one or more previous periods can be
used to forecast the structure of the network for the subsequent period, with a further comparison of the predicted and
actually obtained results. Such a scheme ensures an objective assessment of forecasting accuracy and creates the
prerequisites for using semantic networks as a tool for the early detection of new trends in the development of internet
fraud.

6.1. Problem Formulation and Structural Continuity Hypothesis

The analysis of temporal semantic networks constructed for the periods 2011-2015, 2016-2020, and 2021-2025
demonstrates that the evolution of internet fraud is governed by regular structural transformations rather than by the
random emergence of isolated concepts or fraudulent schemes. Although new concepts, technologies, and attack scenarios
continuously appear, the underlying semantic structure of the subject domain exhibits a significant degree of continuity.
Newly emerging concepts rarely form isolated network fragments; instead, they are integrated into existing thematic
clusters, expanding and gradually transforming the established semantic structure.

Accordingly, the subject domain can be represented as a sequence of interconnected semantic network states

G(t),G(tz),...,G(t,) 2n

where each graph describes the conceptual structure of internet fraud during the corresponding time interval.

Unlike conventional forecasting approaches, which predict numerical indicators such as the number of incidents,
message frequencies, or keyword occurrences, the proposed methodology considers the future semantic network itself as
the forecasting object. Given the current semantic network G, and, where available, the preceding temporal networks, the
objective is to construct the forecasted network G/, ,, which most accurately represents the semantic structure of the
subject domain during the subsequent time interval.

Formally, the forecasting task consists of predicting:

. the emergence of new concepts;

. the disappearance or loss of relevance of existing concepts;

« the formation of new semantic relationships;

. changes in the structural roles and topological characteristics of existing nodes.

Consequently, forecasting is formulated as the reconstruction of the future semantic network rather than the
prediction of individual statistical indicators.

The proposed methodology is based on the structural continuity hypothesis, which states that the evolution of a
semantic network occurs primarily through the gradual modification of its existing structure rather than through complete
structural replacement. In particular, the semantic core of the network remains relatively stable across consecutive
temporal intervals, whereas newly emerging concepts are incorporated into already established thematic clusters and
progressively reshape their internal organization.

This pattern is clearly illustrated by the evolution of several principal conceptual chains observed in the experimental
data:

«  bank card — card data — personal data;
«  phishing website — phishing emails — phishing link;
. password — PIN code — one-time code.

In each case, conceptual evolution is characterized not by the replacement of existing concepts but by the gradual
expansion of their semantic environment, reflecting the development of digital technologies and internet fraud
mechanisms.
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Formally, the structural continuity hypothesis assumes the existence of a structural evolution operator T satisfying
Gey1 = T(G, Fy) (22)

where F; denotes the set of factors governing the evolution of the semantic network during the time interval ¢.

In practice, the operator T is unknown and cannot be derived analytically. Therefore, the principal forecasting
problem is reduced to constructing its approximation T using the structural characteristics of previously observed
temporal semantic networks and the regularities identified in their evolution.

Provided that the semantic core remains sufficiently stable between consecutive temporal intervals, forecasting the
future semantic network becomes equivalent to forecasting its structural modifications. This substantially reduces the
complexity of the problem, since it is sufficient to estimate the appearance of new concepts, the formation of new semantic
relationships, and changes in the structural roles of existing concepts, rather than reconstructing the entire network from
scratch.

Thus, the proposed problem formulation establishes a unified mathematical foundation for the forecasting
methodology presented in the following sections.

6.2. Forecasting Algorithm and Implementation

Following the formulation of the forecasting problem and the structural continuity hypothesis, the next stage is the
development of an algorithm for reconstructing the future semantic network. Unlike conventional forecasting approaches,
which estimate individual statistical indicators of information flows, the proposed methodology predicts the evolution of
the semantic network as an integrated structural system. Consequently, the forecasting problem is reduced to estimating
the structural transformation operator that describes the emergence of new concepts, new semantic relationships, and
changes in the structural roles of existing concepts.

The proposed forecasting algorithm integrates three complementary sources of information: (i) the structural
characteristics of the current semantic network, (ii) the temporal dynamics of the information flow, and (iii) semantic
generalization performed by a large language model (LLM). Their integration enables simultaneous consideration of
graph topology, temporal document evolution, and semantic interpretation of the subject domain.

The first stage of the algorithm evaluates the structural compatibility of potential new concepts with the existing
semantic network. According to the structural continuity hypothesis, new concepts emerge predominantly within regions
where a sufficiently developed semantic environment has already been formed. Consequently, the probability of the
appearance of a new concept depends on its compatibility with the existing network topology rather than on random
occurrence.

Let N(v) denote the set of neighboring nodes of node v in the current semantic network G, . For each candidate
concept u, an integral measure of structural compatibility is evaluated as

S(u) = F(CN(u),AA(u), PR(u), C(w)) (23)

where
« CN(u) is the Common Neighbors measure, representing the number of neighbors shared by the candidate
concept and the existing semantic network;
«  AA(u) is the Adamic—Adar index, which assigns greater importance to informative common neighbors;
« PR(u) is the PageRank value characterizing the significance of the semantic neighborhood in which the
candidate concept is expected to emerge;
«  C(u) is the local clustering coefficient, describing the cohesiveness of the surrounding semantic structure.

To ensure comparability, all graph-topological indicators are normalized to the interval [0,1]. The integral structural
compatibility score is then computed as

S(u) = a;CN, (u) + azAA, (uw) + asPR,(u) + a,C,(w) (24)

subjectto Y7, a; = 1, where CN,, (u), AA,(u), PR, (u), and C,(u) denote the normalized values of the corresponding
graph measures, while the weighting coefficients ai determine their relative contributions to the overall structural
compatibility score.

The weighting coefficients may be specified either by expert assessment or determined through optimization using
retrospective validation on historical datasets. The resulting indicator S(u) characterizes not only the probability of the
emergence of a candidate concept but also the degree of its consistency with the current semantic network. Concepts with
the highest values of S(u) are therefore considered the most probable candidates for integration into the semantic structure
during the subsequent temporal interval.

However, structural compatibility alone is insufficient for forecasting real information processes. The emergence of
new concepts is determined not only by their position within the semantic network but also by the evolution of the
surrounding information environment. Therefore, the second stage of the proposed algorithm evaluates the informational
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representation of candidate concepts using the document corpus corresponding to the current temporal interval.

However, structural compatibility alone cannot fully explain the emergence of new concepts in real information
environments. A concept becomes part of the semantic network only if its structural potential is supported by sufficient
evidence in the current information flow. Therefore, after identifying structurally compatible candidate concepts, the
proposed methodology performs their semantic verification using the document corpus corresponding to the current
temporal interval.

Let L(u) denote the set of lexical contexts in which the candidate concept u occurs within the documents of the
current corpus. The lexical context reflects not only the frequency of occurrence of the concept but also the diversity of
information sources and the expansion of its thematic environment.

The final probability of the emergence of a candidate concept is then determined as

Pw) =pSw) + (1 - B)L(w) (25)

where S(u) denotes the structural compatibility score obtained from graph analysis, L(u) characterizes the informational
representation of the concept in the document corpus, and 8 € [0,1] determines the relative contributions of the structural
and textual components of the forecast.

Accordingly, a candidate concept is included in the forecast only if the following conditions are simultaneously
satisfied:

. its structural characteristics are consistent with the existing semantic network;
. its emergence is supported by the observed trends in the information flow.

This dual evaluation substantially reduces the probability of forecasting structurally plausible but semantically
unsupported concepts. Conversely, concepts that appear frequently in the document corpus but are weakly integrated into
the existing semantic structure are also excluded from the forecast. Consequently, both graph topology and document
content jointly determine the final prediction.

After the set of predicted concepts has been identified, their positions within the future semantic network are
determined. Each newly predicted concept is connected to those existing nodes with which it demonstrates the highest
structural compatibility. Formally, the set of newly predicted semantic relationships is defined as

E+={(w,v):P(u,v) =1} (26)

where t denotes the threshold required for establishing a new semantic relationship.

As a result of this stage, the algorithm constructs the set of newly predicted concepts AV, together with the
corresponding set of semantic relationships AE;,, . These sets constitute the principal components of the structural
transformation operator AG; introduced in the previous subsection and describe the structural modifications expected
during the subsequent temporal interval.

Unlike conventional link prediction algorithms, which estimate only the appearance of new edges between existing
nodes, the proposed methodology simultaneously predicts the emergence of new concepts, their integration into the
existing semantic structure, and the formation of new semantic relationships. Consequently, forecasting is performed at
the level of the evolving semantic network rather than at the level of isolated graph connections.

The structural prediction obtained at this stage provides the graph-based component of the overall forecasting
framework. To improve forecasting reliability, it is subsequently complemented by temporal analysis of the information
flow and semantic generalization performed by a large language model, which together form the integrated forecasting
model described below.

The graph-based prediction obtained at the previous stages provides only a partial description of the future semantic
network. To improve forecasting reliability, the proposed methodology combines structural analysis with the temporal
dynamics of the information flow and semantic reasoning performed by a large language model. These three
complementary components form a unified forecasting framework.

The integrated forecasting score is calculated as

P(uw) = B1S(w) + BL(w) + BsM(w) (27
where

«  S(u) is the structural compatibility score obtained from semantic network analysis;

«  L(u) characterizes the temporal dynamics of the information flow associated with the candidate concept;
«  M(u) is the semantic assessment generated by the large language model,;

«  B1, B2, B3 are weighting coefficients satisfying

Br+B+pB3=1
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This formulation combines three complementary perspectives of the forecasting problem. Structural analysis
estimates whether a concept can be naturally incorporated into the existing semantic network; temporal analysis evaluates
whether its development is supported by observable trends in the information flow, whereas the large language model
identifies semantic regularities and latent relationships that are not directly observable from graph topology or statistical
indicators alone.

After calculating the integrated forecasting score, the future semantic network is reconstructed by incorporating the
predicted concepts and semantic relationships into the current network.

Formally,

Gesr = (V; UAV, E, U AE, Wy,y) (28)

where AV is the set of newly predicted concepts; AE is the set of newly predicted semantic relationships; W;,, denotes
the updated edge weights reflecting the predicted structural evolution of the semantic network.

Consequently, the reconstructed network simultaneously represents the existing semantic structure and its predicted
evolution during the subsequent temporal interval.

Unlike conventional graph prediction methods, which primarily estimate the appearance of new edges between
existing nodes, the proposed methodology simultaneously predicts new concepts, their semantic relationships, changes in
node importance, and the evolution of thematic clusters. As a result, the forecasting process reconstructs the future
semantic network as an integrated representation of the evolving subject domain rather than as a collection of independent
graph prediction tasks.

The proposed algorithm therefore provides a unified computational framework for semantic forecasting by
integrating graph analysis, temporal information dynamics, and large language models into a single predictive process.
The effectiveness of this framework is evaluated through the retrospective validation procedure presented in the following
section.

6.3. Retrospective Validation of the Predictive Model

One of the principal advantages of the proposed forecasting methodology is the possibility of retrospective validation
using historical document collections. Unlike conventional predictive models, whose quality can be assessed only after
future observations become available, the proposed approach allows the forecasting procedure to be reproduced using
historical data with known publication dates. Consequently, the predictive capability of the model can be evaluated under
conditions that closely simulate a real forecasting scenario.

Since the proposed methodology analyzes complete temporal semantic networks constructed from the available
document corpus rather than random samples, conventional statistical significance tests (e.g., p-values) are of limited
applicability. Therefore, the validation is based on the structural consistency between predicted and observed semantic
networks using graph-based evaluation criteria instead of classical hypothesis testing.

The retrospective validation consists of two consecutive forecasting experiments. In the first experiment, only the
document corpus covering the period 2011-2015 is used to construct the semantic network G2011-2015. Based
exclusively on this information, the proposed model predicts the semantic network of the subsequent five-year interval,
denoted as G*2016—2020. The predicted network is then compared with the actual semantic network G2016—2020
constructed from documents published during the same period.

In the second experiment, the documents from 2016—2020 are incorporated into the available knowledge base. The
forecasting procedure is repeated using the combined corpus 2011-2020, resulting in the predicted semantic network
G”2021-2025, which is subsequently compared with the actual semantic network G2021-2025. Thus, each forecasting
stage is performed exclusively on information available before the beginning of the predicted interval.

The complete validation procedure can be summarized as

Gy > Gy Gy © Gy, GL UG, > G5 Gy © Gy (29)
where G; denotes the observed semantic network of the corresponding temporal interval and G; represents its predicted
counterpart.

The proposed validation framework evaluates forecasting quality at four complementary levels.

First, the ability of the model to predict newly emerging semantic concepts is evaluated using the conventional
information retrieval measures Precision, Recall, and the harmonic mean F1:

. _ |Vprednvreal|
Precision = "verea; (30)
_ |Vprednvreal|
Recall = w (31)
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Precision-Recall

F=2 (2)

Precision+Recall

where Vpred is the set of concepts predicted to appear in the subsequent temporal interval and Vreal is the corresponding
set of concepts actually observed.

Second, the reconstruction of future semantic relationships is evaluated by comparing the predicted and observed sets of
newly emerging semantic edges,

Epred n Ereal (33)

which characterizes the capability of the proposed model to forecast the appearance of new semantic connections.
Third, the preservation of the structural importance of concepts is assessed by comparing the centrality rankings of
the corresponding nodes in the predicted and observed semantic networks using the rank correlation coefficient

p = corr(Rank?®?, Rank™®%) (34)

where p denotes the correlation between node rankings calculated for the predicted and observed semantic networks.

Finally, the global structural similarity between the predicted and observed semantic networks is evaluated using
integral graph characteristics, including the number of nodes, the number of edges, network density, average path length,
clustering coefficient, and modularity. These characteristics make it possible to assess not only the correctness of
individual predictions but also the preservation of the overall topological organization of the semantic network. Together,
these four criteria provide a comprehensive evaluation of forecasting quality at the levels of semantic concepts, semantic
relationships, structural importance of concepts, and global network topology. To complement the qualitative assessment,
retrospective validation was also performed using quantitative indicators calculated for both forecasting experiments.
Table 7 summarizes the principal evaluation metrics, including the prediction accuracy of newly emerging concepts
(Precision, Recall, and F1-score), the rank correlation coefficient of node centrality, and the numbers of predicted and
correctly identified concepts. These indicators provide an objective basis for evaluating the agreement between the
predicted and observed semantic network structures.

Table 7. Quantitative results of the retrospective validation

Evaluation Metric Forecast 20162020 Forecast 2021-2025
Precision 0.841 0.870
Recall 0.775 0.816
F1-score 0.807 0.842
Rank correlation coefficient (p) 0.760 0.811
Predicted new concepts 82 92
Correctly predicted concepts 69 80

The retrospective validation results presented in Table 7 indicate a consistent improvement in forecasting quality as
the amount of historical information available to the model increases. For the 2016—2020 interval, the model achieved a
Precision of 0.841, a Recall of 0.775, and an F1-score of 0.807, correctly predicting 69 of the 89 concepts that actually
emerged in the subsequent semantic network. For the 2021-2025 interval, the corresponding values increased to 0.870,
0.816, and 0.842, respectively, with 80 of the 98 newly emerging concepts correctly identified. The rank correlation
coefficient between the centrality profiles of the forecasted and observed networks also increased from 0.760 to 0.810,
indicating improved preservation of the structural importance of concepts. These results suggest that the accumulation of
historical temporal information contributes to a more accurate reconstruction of both the conceptual composition and the
topology of the future semantic network.

6.4. Generalized Algorithm for Forecasting the Evolution of the Semantic Network

The proposed forecasting model can be represented as a sequence of interconnected stages that implement the full
cycle of constructing a forecasted semantic network. Unlike traditional time series forecasting methods, the algorithm
works directly with the structure of the thematic network and simultaneously utilizes the topological characteristics of the
graph, the temporal dynamics of the information flow, and the semantic generalization of large language models.

Stage 1. Construction of the semantic network

From the document corpus, a set of concepts is extracted, and a semantic network is formed (see Eq. 9):

Gt — (Vt,Et,Wt)
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where nodes correspond to concepts, and edges characterize their co-occurrence in documents.
Simultaneously, for each node, its topological characteristics are calculated: degree, PageRank, betweenness
centrality, clustering coefficient, and other network metrics.

Stage 2. Evaluation of the structural evolution operator

Based on previous temporal networks, structural changes are determined (see Eq. 11):
AG' = (AVY, AEL, AWY)

which characterize the emergence of new concepts, new connections, and the change in weights of existing edges.
Thus, an empirical model of the evolution operator T is formed, describing the patterns of transition between
adjacent time intervals.

Stage 3. Forecasting new concepts

For potential new concepts, an integral assessment is calculated (see Eq. 27):

Pw) = B1S(w) + B, L(u) + pzM(u)

where the structural component S(u) is determined by the network topology, the component L(u) — by the temporal
dynamics of the information flow, and M (u) — by the semantic generalization of a large language model.
Concepts for which P(u) > 7, are included in the forecasted set AV Y.

Stage 4. Forecasting new semantic connections

After determining the set of new concepts, their structural compatibility with the already existing network is
evaluated.

For each pair of nodes (u,v) an integral indicator is determined, taking into accountP (u, v) the number of common
neighbors, the Adamic—Adar index, local clustering, centrality, and the results of the semantic analysis of texts.

A connection is added to the forecasted network if P(u, v) = t (see Eq. 26).

Stage 5. Construction of the forecasted semantic network

After determining the sets AV!* and AE'* the forecasted network is constructed (see Eq. 10):
6t+1 — Gt @ AGt

For this network, all topological characteristics are recalculated, which allows for evaluating the future structure of
the thematic domain, the position of central concepts, and the possible formation of new thematic clusters.

Stage 6. Retrospective validation

The final stage of the algorithm is the retrospective verification of the forecast.

For this purpose, the constructed forecasted network Gt* is compared with the actual network G*', which is formed
from the documents of the subsequent time interval.

The forecasting quality is evaluated according to three groups of indicators:

. accuracy of forecasting new concepts;
. accuracy of forecasting new semantic connections;
«  degree of reproduction of the overall network topology.

Thus, a closed forecasting cycle is formed, which can be repeatedly applied to arbitrary thematic information flows.

The proposed algorithm is universal and does not depend on a specific subject domain. Given a corpus of documents
with timestamps, it can be applied to forecast the evolution of semantic networks in the fields of cybersecurity,
information operations, economics, medicine, and other areas where the development of knowledge can be represented
in the form of a network structure.

6.5. Forecast of the Development of the Semantic Network of Internet Fraud

Based on the analysis of the three temporal semantic networks, it is possible to formulate a forecast not of individual
fraudulent schemes, but of the structural trends in the development of the subject domain.

First, a further increase in the centrality of concepts related to the user's digital identity is expected. While in 2011—
2015 the primary object of attacks was bank card credentials, and in 20162020 it was payment data and confidential
information, in 2021-2025 the center of the network shifted to personal data and digital interaction channels. This
provides grounds to forecast the further integration of concepts related to user digital profiles, remote authentication, and
comprehensive account compromise.
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Second, the network structure will likely continue to complexify due to an increase in the number of intercluster
connections. This means that new fraudulent scenarios will rarely exist as independent schemes, but will more often
integrate elements of social engineering, payment fraud, personal data compromise, and digital services within a single
multi-stage process.

Third, the emergence of new concepts can be expected on the periphery of already existing clusters, rather than the
formation of completely isolated thematic directions. Such a conclusion follows directly from the hypothesis of structural
continuity and is confirmed by the results of retrospective validation.

Therefore, the most probable direction of development for the semantic network of internet fraud is not the
emergence of fundamentally new isolated schemes, but the further integration of existing mechanisms into more complex,
multichannel digital scenarios. This means that the primary object of early detection should not be individual concepts,
but structural changes in thematic clusters and the emergence of new intercluster connections, which can signal the
formation of new internet fraud models even before their widespread dissemination in the information space.

7. Conclusions

This paper proposed a method for forecasting the evolution of internet fraud based on the temporal semantic graph
analysis of large text corpora. Unlike conventional approaches that focus on predicting individual events or quantitative
characteristics of information flows, the proposed methodology considers the semantic network itself and its structural
evolution as the primary forecasting object.

A thematic corpus containing 51,755 documents covering the period 2011-2025 was constructed. Temporal
semantic networks were generated for three consecutive time intervals and analyzed using a comprehensive set of graph-
theoretical metrics. The comparative analysis revealed the principal patterns of semantic transformation in internet fraud,
enabled the formulation of the structural continuity hypothesis, and provided the basis for a forecasting model driven by
the structural evolution operator of semantic networks.

The retrospective validation indicates that the proposed approach reproduces the principal structural trends observed
in the analyzed temporal semantic networks and demonstrates consistency between the predicted and subsequently
observed directions of semantic evolution. These findings suggest that temporal semantic graph analysis represents a
promising analytical framework for the early identification of emerging internet fraud patterns and for supporting
cybersecurity intelligence and decision-making.

Nevertheless, the proposed methodology has several limitations. The construction and multi-agent processing of
large semantic networks require considerable computational resources, particularly when very large document collections
are analyzed. Although the proposed AgentFlow architecture employs multiple verification stages and mandatory
grounding against source documents, residual LLM hallucinations and occasional semantic inaccuracies cannot be
completely eliminated. Furthermore, the resulting network structure depends to some extent on the selected threshold
parameters, including concept co-occurrence thresholds and weak-edge filtering thresholds, whose influence requires
further systematic investigation.

Future research should focus on automatic optimization of semantic network construction parameters, the integration
of Graph Neural Networks (GNNs) and modern temporal graph learning models for estimating the structural evolution
operator, the development of quantitative evaluation metrics for forecasting performance, and the extension of the
proposed methodology to large-scale multilingual information streams operating in near real-time environments.
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